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Ron Redlich, Martin Nemzow Provisional Patent Application November 03, 2000
“Information Doors and Data Doors”

Information Doors and Data Doors

Conception

1.Circumstances

During the process of implementing a financial turnaround consulting business, we discovered the
complexity of the business model with the resulting need to define and create new systems and methods for
doing business. These were neither obvious in the literature nor represented by the prior and current efforts
of our competition. We are unaware of blueprints for these methods or existing business models. As a
resul, we built a system and codified the methods and the business processes necessary for
implementation. It is in the form of this preliminary patent and uses this blueprint to structure, implement
and test thesis methods.

2.Purposes and advantages of invention
The invention is a machine and process; its main purposes and advantages are as follows:

e The creation of information doors and data doors in existing data objects streams, to enable a linking to
other relevant data objects streams in batch or real-time. The doors are in situ links to other data
sources, replacements, access to processes and services, other resources, and standard URL links. The
purposes for the linking can include in addition to other purposes:

1. Infusion of linked digital data for enhancement of information and content.

2. Infusion of linked digital data for updating purposes including updating financial
information, currency, date, time, location, and names, et cetera.

3. Infusion of linked digital data for communication purposes including messages and e-
mail.

4. Infusion of linked digital data for alerting.

5. Infusion of linked digital data for triggering actions.

6. Infusion of linked digital data for transactional purposes including payment for linked
services.

7. Infusion of linked digital data for commercial purposes including banner, interstitial, and
externally linked advertisements.

e A machine and process for automatically creating the said information doors and data doors in a data
object streams to enable linking to other relevant data streams.

o The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors to other relevant data object streams.

e The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors to relevant storage memories.

e The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors secondary to triggering actions.

e The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors secondary to supporting procedures.

e The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors secondary to payment services.
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¢ The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors secondary to in situ messaging and advertising.

e The selection of various prioritized data objects within object data streams, processing them to enable
the creation of localized doors secondary to in situ language translation.

e The selection of various prioritized data objects within object data streams including digital
documents, processing them in order to enable the creation of localized doors to other relevant data
objects streams and data objects memories.

¢ The selection of various prioritized data objects within objects data streams including video,
processing them in order to enable the creation of localized doors to other relevant data objects streams
and data objects memories

e The selection of various prioritized data objects within object data streams including audio, processing
them in order to enable the creation of localized doors to other relevant data objects streams and data
objects memories.

The creation of doors to search engines including web enabled search engines.
The creation of doors to translations in other forms and formats of the source data object streams, such
as HTML, XML, databases, and other data streams.

e The transport of data streams to other local and external data storage.

e The creation of doors to data object streams and digital documents within the same digital system, the
local network, other systems, and any extended and external network infrastructure.

e The creation of doors to Internet sites, URLs, and hyperlinks.

The creation of doors to systems updating information.
The creation of doors to link to contact information, addresses, phone numbers, sales information, and
user-defined promotional materials.

e The creation of doors to manned and automated services including various information services
including news services and financial services.

e The creation of doors to manual and automated services including various informational services,
involving payment or other considerations, such as presentment of advertisements.

e  The creation of doors to data objects from various messaging systems.

e  The creation of doors to data objects from various alerting systems and mechanisms.

¢ Supplemental linked information accessible through a data door might be displayed as part of or as an
overlay to the source data stream.

The purposes include the following business models and technical implementations. The selection of data
objects for creation of doors, can be done both manually as well as automatically. The invention enables a
created doorway that creates a point of payment, permitting access to a linked data objects stream following
payment or other consideration. The invention also enables the creation of doors for transporting selected
data objects from a data stream and a document into a secured storage (local and external). The invention
also enables the creation of doors for replacing the prioritized selected data objects with various
placeholders. The invention optionally enables customization of the different links for each specific user.
By incorporating the optional invention’s access module, each user is identified and profiled and links
relevant to this user will be presented. Optionally, users could be assigned varying levels of access. In such
situations, users will have access to links of documents with a higher confidentiality level. Some users
might be allowed to access links to pay for information services, while others would not.

3.Description

The innovation is a system and method for automatic selection of prioritized data objects within data object
streams. After specific data objects have been identified and selected as data doors, digital placeholders are
automatically (and optionally through manual methods too) inserted within the data streams. The
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placeholders serve as the links to other data streams and storage memory, secured display of information,
and as messages and advertisements in their own right. The placeholders might include censorship,
substitutions, URLs, addresses of files, links to data streams, addresses of directories, messages,
advertisements, encrypted information, links to encrypted information, and the process fo reconstitute the
original data objects removed from the data streams.

The system scans, as part of the selection process, for data objects within the data streams, searching for
candidates that become data doors. The scanning process takes place within data streams, within
computers; within computer networks, within communication devices, personal wireless devices, as well as
electronic mail systems. The selection of prioritized data objects includes words, characters, numbers, and
images, sounds, video, and selected digital data packets.

The data object selection process comprises the following:

1. Creating a first dictionary of prioritized data objects for selection.
2. Providing a digital means responsive to said dictionary for use as a filtering condition.
3. Providing a means for selecting any data objects in said first dictionary.

The invention includes the following:

Creating a second dictionary of data objects not to be selected.

Providing a digital means responsive to second dictionary for use as a filtering condition.

Providing a digital means for selecting data objects not mentioned in the second dictionary.

Providing a filtering means for automatic sorting of said selected data objects according to separate
predefined data objects categories.

AN

The insertion of placeholders, placeholders comprising keys, codes, links, doors, processes, addresses,
encryption, in place and beside the selected data objects, by a process that comprises the following:

1. Providing an automatic means for sorting and defining into which predefined categories each selected

data object fits.

2. Providing a digital means for matching selected data objects with placeholders relevant to said
predefined category.

3. Providing a digital processing means to automatically place the matched placeholder with the selected
data object.

4. A digital means for scoring and ranking links in accordance to their contextual relevance to selected
data objects to achieve the highest contextual relevance and also provide all contextual references.

The invention includes the following optional modes:

—

Controlled access to links.

2. Information doors and data doors would be accessible only to approved users with appropriate
classification, under predefined situations and modes. The doors are released to secondary information
only after user had been approved by the system.

3. Information doors and data doors would be accessible only to approved users with appropriate

classification, under predefined situations and modes. The doors are released for reconstitution of

original data objects for insertion in the object data streams only after user had been approved by the

system.
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4. Information doors and data doors would be accessible only to approved users with appropriate
classification, under predefined situations and modes. The doors are released for access to secondary
processes, only after user had been approved by the system.

5. Doors can be closed and prevented from reopened immediately, at any future times, or permanently
according to access rules, threats, and modes. Any links are inherently transient.

The invention includes the following optional mode:

1. Leveled access to different links.
2. Users might access different links according to their classification .For example links of confidential
nature might be accessible to users with high classification.

4. Sketches

gxg automobile driver's license and qualify for top secret clearance. Applicants must be less than 35 pears of age when
wqappointed to a Uniformed Division Gfficer position. Prior to being considered, they must pass a written exam.
«sdQualified applicants will then receive a personal interview and must complete a polygraph examination as a
“{condition of employment.

Applicants must be | ENJOY LIFE DHINK CD KE 000000k 1 ENJOY LI FE DF!INK COKE UUUUD" citizens and

have a high school diploma or equivalent. They must possess a valid autorobile driver's license and qualify for top

secret clearance. Applicants must be less than 1 ENJOY LIFE  DRINK COKE 000002| vears of age when

appointed to a Uniformed Division | ENJO'¢ LIFE  DRINK COKE 000003) position. Prior to being considered, they

must pass a wiitten exam. Qualified applicants will then receive a personal interview and must g CppTr——
o examination ag a condition of employment. fubbed/targe’ tex]

Figure 1. Runtime sample of interstitial advertisement insertion.
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pplicants must be United States citizens and have a high school diploma or equivalent. They must possess a vali
utomabile driver's license and qualify for top secret clearance. Applicants must be less than 35 years of age when
ppointed to a Uniformed Division Officer position. Prior to being considered, they must pass a written exam.

Qualified applicants will then receive a personal interview and must complete a polygraph examination as a
ondition of emplayment]

S

http:/#wihttp: / Awwav. yahoo. com/CokaCola/Advertising/Link 000001 loo.com/Cok aCola/advertising/Link 000000}
tates citizens and have a high school diploma or equivalent. They must possess a valid

utlhttp: //wwiw.yahoo com/Cok aCola/Advertising/Link000002lcbile

thitp:/ /v pahoo. com/Cok aCola/Advertising/Link 000003 license and qualify for top secret clearance. =
pplicants must be less than 35 years of age when appainted to a Uniformed Division Officer position Prior to belng
onsidered, they must pass a wiitten exam. Qualified applicants will then receive a personal interview and must
omplete a polygraph examination as a condition of employment.

Figure 2. Automatic insertion of URL into a test document.

5.Ramifications

The invention will enable the transformation of common data object streams which primarily serve as
digital data repositories into empowering tools because the selected information (doors) becomes active and
linked on a location, user, system, time, and situational basis. In essence a digital computer document
would be automatically turned into a tool enabling various activities through its imported links:

1. The invention facilitates new ways of interacting with digital systems.

2. The invention empowers users by automatically presenting important contents customized and
personalized automatically.

3. Because links are inherently transient, links are flexible, conveniently reflect and update changes
within informational databases or resources, provide access security, and mobility of security by the
plurality and transformation of the links.

4. The links are customizable by user, times, location, systems, threats, or modes.

The links can serve as secondary or supplemental storage.

6. Because links are many, transient, and mobile, this provides an inherent security advantage by
precluding access to sensitive and identifying information.
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6.Possible novel features

The invention enables digital documents to automatically create links and activate those links to relevant
content, link to secondary sources, messages, services, transactions, advertisements, alert with needed
information. The invention also enables a user to view relevant content automatically without the need to
point a mouse, other mechanical or digital device, voice-enable, or build tables of related content. Another
ramification of the invention is the automatic delivery of different data streams including digital, audio, and
video content without the involvement of the user or designer. The said delivery of data streams into a
document can be automatically customized to the specific user profile based on his access classification,
time of day, system, location, threats, and modes. Furthermore the importation of data streams into a
document enables the transaction of payment for information and service providers. This technology alters
and infuses new information within the context of the existing historical data. The invention is focused on
automatic creation of links in object data streams. Furthermore the invention deals with all data objects
streams and not only Internet or web related hyperlinks but linkages among a diverse basis of data objects
and data streams.

7.Closest known art
There is no known art.

‘ The closest known art is represented by hyperlinks and relational databases. Hyperlinks, used in connection
to the Internet and the World Wide Web, alter the basis of original source data streams and do not provide
restitution to original formats. In addition, links for multiple resources must be specified in sequential
multiples. The existing technology exposes the link and any inherent information within that link, thereby
exposing security vulnerability.

Relational databases, both table-driven and object-oriented, require and demand the prior establishment of
referential integrity rather than an ad hoc, after-the-fact assignment of importance, relevance, and
functional relationships. The existing data extraction, data mining, data warehousing, and report writing are
used to create statistical or keyword relationships within large volumes of historical data.
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