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definition of acceptable input patterns. We h 
arbage that the author hadn't anticipated ~ve seen far too many program 

g . automated "sy t ,, s crash when handed 

outcome. . n ax error message is a 

The next rule 1s least privilege. Do not . much better 

d th 
give network d 

very few nee to run as e superuser, especiall fl aemons any more power th th 

of a local mail delivery package needs speciJ :: . ~ewall machines. For example :m ey need. 

one user into another's mailbox; a gateway's m ·1vi eges, so that it can copy a m;ss e portion 

ail fr k 

ai er, though d . age sent by 

copies m om one networ port to another d th . , oes nothing of the sort R th . 

th 

• an at 1s a horse f d' · a er, 1t 

Even servers at seem to need privileges oft d , . 
0 

a Ifferent color entirely 

server, to cite one glaring example uses root p ~~l on t, if structured properly. The UNIX.FTP 
& th , nvi eges to permit 

bind to port 20 1or e data channel. The latter ca t b . user logins and to be able to 

after all, require it-but there are several possible nnd o. e athv01ded completely-the protocol does 
· ·i esigns at would let all · ' 

obviously correct pnvi eged program do that and nl th . . a sm , simple, and more 

dled b fr d 

O Y at Slffillarly the 1 · 

be han Y a ont en that processes only the USER d. ' ogm problem could 
. t . . . . an PASS commands set th 

envrronmen , gives up its pnvileges and then executes th . . 1 ' s up e proper 

rest of the protocol. (See our design' in Section 4_5_5_) e unprivi eged program that speaks the 

One final note: don't sacrifice correctness and verifiabl • 
.. ffi • " If thi ' e correctness at that m search of 

e c1ency. you nk a program needs to be complex tn'cky · ·1 d ' 
& 

• , pnvt ege , or all of the above to 

save a 1ew nanoseconds, you've probably designed it wrong Besides h d · · 

d f 

. . . . . . , ar ware IS gettmg cheaper 

an aster, y.our tune for cleamng up mtrusions, and your users' time for putting up 'th 1 f 
. . . 

WI OSS 0 

service, is expensive and getting more so. 

9.4 Authentication Failures 

Many of the attacks we have described derive from a failure of authentication mechanisms. By this 

we mean that a mechanism that might have sufficed has somehow been defeated. For example, 

source-address validation can work, under certain circumstances (i.e., if a firewall screens out 

forgeries), but hackers can use the portmapper to retransmit certain requests. In that case, the 

ultimate server has been fooled; the message as it appeared to them was indeed of local origin, but 

Address-based authentication also fails if the source machine is not truS
t
worthy. PCs are 

th
e its ultimate provenance was elsewhere. 

obvious example. A mechanism that was devised in the days when timesharing computers werale 
th 1 th · wn mactunes Of course, the usu 

e norm no longer works when individuals can contro err 
O 

.th· al machines· 
alte · · · th on a net filled WI person ' 

mauve-ordinary passwords-is no bargain et er 

password-sniffing is entirely too easy. , the right information. Nei-

s · . . • th rotocol doesn t carry 
ometl.mes authentication fails beca~se e P . . d such a concept exists on some hosts); 

tber TCP nor IP ever identifies the sendmg user (if mdee . or do w1·thout (and if they can 
· · their own 

protocols such as Xll and rsh must either obtain It _on . the network). 
Obtain' · f passmg It over • d 

it, they have to have some secure way O may not suffice. As menttone 

E 

. . th ce host or user 

ven cryptographic authentication of e sour . 
e li ryption li · 
ar er, a compromised host cannot do secure enc . ·1· . The normal mode of app canon 

Th 

. f vulnerabi IUes. 

e Xl 1 protocol has more than its share 
0 
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Networking/Security 

Firewalls and Internet Security 
" I w ish that Cheswick and Bellovin had written this six years ago. I could 
have nailed down my system and avoided chasing a spy around the world ." 

- Cliff Stoll , author of The Cuckoo's Egg: Tracking a 
Spy Through the Maze of Computer Espionage 

As a user of the Internet, you are fortunate to be tied into the world 's great­
est communication and information exchan ge - but not without a price. 
As a result of this connection , your computer , your organization's network , 
and everywh ere that network reaches are all vulnerable to potentially disas­
trous infiltration by hackers. 

Written by the AT&T Bell Labs researchers who tracked the infamous 
"Berferd" hacker and also built the firewall gateway at Bell Labs, Firewalls 
and Internet Security gives you invaluabl e advice and practical tools .for 
protect ing your organization 's computers from the very real threat of a hack­
er attack throu gh the Internet. You will learn how to plan and execute a 
security strategy that will thwart the most determined and sophisti cated of 
hackers - while still allowing you easy access to Internet services. 

In particular , the authors show you a step-by-step plan for setting up a "fire­
wall" gateway - a dedicated computer equipped with safeguards that acts 
as a single , more easily defended , Internet connection . They even include a 
description of their most recent gateway, the tools they used to build it, and 
the hacker attacks they devised to test it. 
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