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The next rule is least privilege. Do not give network daemons a
: ny more power th

Very few neeq to r;1.n as the slliperuser, especially on firewall machines. For el))(ample ggr;l:aey nr:ied'
of a local mail de b/ v needs special privileges, so that it can copy a me o
one user into another’s mailbox; a gateway’s mailer, thou Py @ message sent by
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copies mail from one network port to another, and that is hing of the sort. Rather, it

. a horse of a different color entirel
Even Servers that seem to need privileges often don’t, if structured properly. The UI\?D)(LFTP

server, to cite one glaring example, uses root privileges to permit user logins and to be able to
pind to port 20 for the data channel. The latter cannot be avoided completely—the protocol does
after all, require it—l.)u.t there are several possible designs that would let a small, simple, and mort;
obviously correct privileged program do that and only that. Similarly, the login problem could
be handled by a front epd th'fit processes only the USER and PASS commands, sets up the proper
environment, gives up 1ts privileges, and then executes the unprivileged program that speaks the
rest of the protocol. (See our design in Section 4.5.5.)

One final note: don’t sacrifice correctness, and verifiable correctness at that, in search of
«efficiency.” If you think a program needs to be complex, tricky, privileged, or all of the above to
save a few nanoseconds, you’ve probably designed it wrong. Besides, hardware is getting cheaper
and faster; your time for cleaning up intrusions, and your users’ time for putting up with loss of
service, is expensive and getting more so.

Authentication Failures
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Networking/Security

Frewalls and Internet Security

“I'wish that Cheswick and Bellovin had written this six years ago. | could
have nailed down my system and avoided chasing a spy around the world.”
—Cliff Stoll, author of The Cuckoo’s Egg: Tracking a
Spy Through the Maze of Computer Espionage

As a user of the Internet, you are fortunate to be tied into the world’s great-
est communication and information exchange — but not without a price.
As a result of this connection, your computer, your organization’s network,
and everywhere that network reaches are all vulnerable to potentially disas-
trous infiltration by hackers.

Written by the AT&T Bell Labs researchers who tracked the infamous
“Berferd” hacker and also built the firewall gateway at Bell Labs, Firewalls
and Internet Security gives you invaluable advice and practical tools for
protecting your organization’s computers from the very real threat of a hack-
er attack through the Internet. You will learn how to plan and execute a
security strategy that will thwart the most determined and sophisticated of
hackers — while still allowing you easy access to Internet services.

In particular, the authors show you a step-by-step plan for setting up a “fire-
wall” gateway — a dedicated computer equipped with safeguards that acts
as a single, more easily defended, Internet connection. They even include a
description of their most recent gateway, the tools they used to build it, and
the hacker attacks they devised to test it.
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William R. Cheswick and Steven M. Bellovin are both senior researchers at
AT&T Bell Laboratories, where they have designed and maintain AT&T’s
Internet gateway. They have published numerous papers in the field, which
have established them as experts on the subject.
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