band controls.

Content-addressed storage

[2168] The methods to locate information by content rather than by location or file name using
alternative information addressing schemes.

Context

[2169] An abstraction of information to include discourse that surrounds a language unit and
helps to determine its interpretation. It is an abstraction of circumstance that sets the facts or
interpretations that surround a situation or event. It is also the environment, purpose, usage, or
application of information to a particular scenario or problem set. The non-entropic value of data within
a signal, message, file, or other data structure.

Contraction

[2170] The process of removing positional markers, widths, punctuation, and other silent
indications of DigitalDoors granular extraction. For example, when key information is extracted, the
existence of the missing extractions and tear lines are hidden with a reformatting of the data stream to
suppress this information.

Controlled release

[2171] The process of .reconstituting granular content items based on rules in order to enable
process continuity while conforming to security, risk management, and compliance.

Convergence

[2172] The act, condition, quality, or fact of approaching a limit, such as a point or limit.
Counterfeiting

[2173] The act of making and distributing an imitation that is made usually with the intent to
deceptively represent its content or origins. The word counterfeit most frequently describes forged

currency or documents, but can also describe clothing, software, pharmaceuticals, watches, or more
IPR2023-00973

Internatg:ﬂftl Business Machines Corporation v. Digital Doors, Inc.
IBM's Exhibit 1002, Vol 8 of 9
Ex. 1002, Page 4133



recently, cars and motorcycles, especially when this results in patent infringement or trademark
infringement. Any analog or digital materials, software, data, signatures, images, and data streams are
candidates for such imitation.
Credential
[2174] See certificate. The differences between certificate and credential are both contingent on
some system given credence to these symbols or tokens.
Critical and important {data}
[2175] Information defined by the system as data, which, when removed, 1.) render the digital
document, digital data stream, or digital environment useless to users, processes, or workflow, 2.) create
a substantial loss of economic, functional, or strategic value essential for continuing the vital missions.
The crown Jewels. See data element.
Custodianship
[2176] A person, organization, or process that has charge of something, generally without
ownership or legal stewardship, and is tasked with is responsible use and maintenance of that resource.
See also stewardship.
Cyberwar

Also cyberwarfare. See information warfare.
Data
[2177] Any stream or structured format of information that includes data files, documents,
objects, records, record sets, databases, transactions, log histories, images, video, sound, data packets
and network frames, E-mail streams, process streams, and other data structures. Although this Latin form
is plural, datum is really a single item or element. Realistically, a single bit is data. The difference
between data and information is generally defined by the Data, Information, Knowledge, and Wisdom

(DIKW) Information Hierarchy that defines data as raw symbols lacking definitive context whereas
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information is data defined by a specific implied practical context.
[2178] Data, Information, Knowledge, and Wisdom (DIKW) Information Hierarchy Russell
Ackoff, a systems theorist and professor of organizational change, stated that the content of the human
mind can be classified into five categories:
Data: symbols
[2179] Information: data that are processed to be useful; provides answers to "who", "what",
"where", and "when" questions
[2180] Knowledge: application of data and information; answers "how" questions
Understanding: appreciation of "why"
[2181] Wisdom: evaluated understanding. Professor Ackoffindicates that the first four categories
relate to the past; they deal with what has been or what is known. Only the fifth category, wisdom, deals
with the future because it incorporates vision, innovation, and design. People can create the future wth
wisdom rather than just grasp the present and past. Achieving wisdom isn't easy; people must advance
successively through the prior categories.
Data-centric
[2182] A process or workflow structured to the value of the sustaining information. In the case
of data-centric security, the focus of protection is specifically to the information within the process or
workflow rather than to the infrastructure. Although infrastructure is prone to disruptive, surreptitious,
and denial of service attacks, the data-centric security model minimize leaks and breaches of the data
and emphasizes the protection of the crown jewels. Also called information-centric.
Data concept

See concept.
Data content

See content.
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Data context

See context.
Data element
[2183] A selected subset of information that can be assigned a metatag. Usually, a data element
will be the smallest piece of information that can be removed from context for establishing a granular
content security.
Data mining
[2184] A class of database applications that look for patterns in a group of data that can be used
to predict future behavior from the nontrivial extraction of implicit, previously unknown, and potentially
useful information. True data mining software doesn't just change the presentation, but actually discovers
previously unknown relationships among the data.
Data-to-data interaction
[2185] The formal or informal process of creating new information or formulating new
hypotheses through the accumulation of unstructured and structured data often through the reorientation,
transformation, or normalization of different types of data into unified formats usually in the presence
of a specific trigger or catalyst. A good example from the movie “Oceans Twelve” is the overlaying of
building blueprints with subway transit maps by a thief seeking to discover weaknesses in a bank vault.
This is specifically different from data mining because the data is not derived from like databases. This
is specifically different from aggregation because the superimposition or collection of such information
does not influence the revelation. This is also specifically different from inference due to the unlikely
overlap or linkage references between the data sources. This notion is analogous to gene-to-gene
interaction in the presence of active proteins and complementary binding receptor sites that allow genes
from the same, similar or even different biological strains to interact to cause sickness, infection

defenses, or functional natural adaptation.
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Data Encryption Standard

[2186] An encryption/decryption algorithm defined in FIPS Publication 46. The standard
cryptographic algorithm developed by the National Institute of Standards and Technology. Abbreviated
as DES.

Data dispersion

[2187] A method for data storage and delivery where the constituents of the whole are
contextually disassociated into elements and randomized and/or stored in separate locations requiring
a directory or recovery script to restore into initial form. The scattered or diffused storage of critical and
important information renders that information valueless without context, nearly impossible to match
together correctly, and difficult to locate without a directory. In addition, the scattered or diffuse delivery
(often by separate channels and types of delivery methods) of that same data for reconstitution protects
the constituents of the whole from useful interception and contextual understanding.

Data evolution

[2188] The normal atrophy of stored data and also the accumulated and aggregation of new data
to alter the value or context of existing stored data.

Data governance

[2189] A formal program conforming to legal requirements that includes a governing body or
council, a defined set of procedures, and a plan to execute those procedures defining the owners or
custodians of the data assets in the enterprise. A policy must be developed that specifies who is
accountable for various portions or aspects of the data, including its accuracy, accessibility, consistency,
completeness, and updating. Processes must be defined concerning how the data is to be stored,
archived, backed up, and protected from mishaps, theft, or attack. A set of standards and procedures
must be developed that defines how the data is to be used by authorized personnel. Finally, a set of

controls and audit procedures must be put into place that ensures ongoing compliance with government
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regulations.
Data hiding
[2190] Any process used to embed data, such as copyrights and messages, within other forms
of data such as images, sounds, and video with an imperceptible amount of carrier signal degradation.
Data hiding also has another meaning in that normally visible data is truncated, redacted, masked over,
masked with substitution, or removed. See also steganography, data masking, data obscurity, data
truncation, and redaction.
Data masking
[2191] A type of information redaction in which the meaning, value, or utility of a data stream
is altered by substituting some of the value with alternate characters. For example, a credit card number
like 4256-3340-5687-1220 could be rendered as *#**-#*x#x_#xx%_1220 or as 4256-3340-5687-****,
Downsides to data masking is that the masked data becomes useful as a key or search basis for
reidentifying the unmasked value in full. Also, if you notice, the statistical likelihood of reidentifying
by brute testing is only enhance to a small solvable set requiring seconds of real computer time. Note
that masking can effect a substitution for the original field or the overlay of a placeholders to hide and
cover over the original field. See also De-identification.
Data mining

See data-mining.
Data obfuscation
[2192] A technique for securing information by encryption, removal, extraction, and dispersion
of some or part of a data field or data stream.
Data obscurity
[2193] A questionable technique for securing information by masking, truncating, or hiding some

or part of a data field or data stream.
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Data partition

[2194] The separation of storage locations (local or remote) into a differentiable references, files,
databases, file systems, or directories, hives, etc.

Data spill

[2195] The accidental transmission or display of PII, intangible information, or trade secrets to
a third-party.

Data sharing

[2196] A security method based on the concept of the dual keys for the bank safety vault where
data is distributed among various people or processes thereby precluding any one party or even most of

the parties benefiting from the information without full cooperation of all parties. See also Information

Sharing.
Data stewardship
[2197] The non-legal functional formalization of the roles, accountability, and responsibilities

for the management of data. This includes the overall management of the availability, usability, integrity,
distribution, reuse, and security of the data employed within an agency. This is not to be confused with
the legal responsibility afforded by a formal stewardship.

Data stream

[2198] A generic way to describe a single or compound unit of information regardless of format,
structure, delivery method, or storage medium. Our supposition is that everything can be described and
defined by a data stream and is a logical representation of the physical. For example, DNA is a data
stream that represents the RNA cell manufacturing process. Information, applications, and workflow of
all types are delivered as a data stream, and essentially are just the expressions of a data stream.
[2199] Essentially, all machinery, whether cells or cell-driven processes, software, and even

hardware are essentially manifestations (literally “expressions”) of a data stream. This complicates
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security issues, but also provides a unitary vision for expressing security as the protection of a data
stream and provides a new paradigm for its protection that transcends the fail view of process and
perimeter security methods.

Data structure

[2200] A specialized format for organizing and storing data. General data structure types include
arrays, fields, files, records, hashes, tables, relational indexes, the hierarchical tree, the document object
model, and so on. Any data structure is designed to organize data to suit a specific purpose so that it can
be accessed and understood as to its expected field format, purpose, range valuation, source, validity,
and access control.

Data tainting

[2201] 1. A bit within each character byte used to indicate whether the byte is valid, like a
checksum. 2. The subversion of a data set, data table, or entire database with false, misleading, or
misinformation in locations known to the owner to track misuse, copying, or distribution.

Data truncation

[2202] A type of information redaction in which the meaning, value, or utility of a data stream
is altered by dropping leading or trailing values. The choice of truncation of the most or least significant
values is based on the utility and function of the original data stream. Truncation can also refer to initial
redaction as well as redaction of trailing value. This can be very relevant for URLs, database integration
with URLs, or SQL parameters where injection is a serious risk. For example, the URL
http:\\Wwww.google.com\search = “security+identificationt+compliance” loses very little by dropping
http:\\ or the detailed *.com site as the format of the search phrase is very well understood. Truncation
is common to protect account numbers and other indexes. Removing the search terms or in the case of
imbedded SQL removing the user-supplied parameters is more effective truncation.

Decentralized Label Model
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[2203] A security model that annotates data to guarantee confidentiality using labels to support

fine-granularity in information sharing. Abbreviated as DLM.

Declassification

[2204] The process of releasing formerly secret documents or information.

Decoding

[2205] The process in data security to restore the form of data through a replacement lookup

table or decryption method.

Decoy

[2206] Disinformation, misinformation, or concealment used to camouflage the accuracy,
integrity, or existence of information.

Decrypting

[2207] The process in data security to restore the form data using a mechanical, mathematical,
or other statistical process.

Defense-in-Depth

[2208] The siting of mutually supporting defense positions designed to absorb and progressively
weaken attack, prevent initial observations of the whole position by the enemy, and to allow the usage
of reserves. Also ,the use of multiple techniques to help mitigate the risk of one component of the

defenses being compromised or circumvented.

Degrading

[2209] Not a common use. The process of creating a Secured DigitalDcorsdata stream. See also
extraction.

DES

[2210] Data encryption standard. An encryption/decryption algorithm defined in FIPS

Publication 46. The standard cryptographic algorithm developed by the National Institute of Standards
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and Technology and under jurisdiction of AES.

Destination data stream

[2211] Any data, data flow, or structured data delivered as a result of processing.
DigitalDoors
[2212] This company and the self-named suite of software applications that provides security,

survivability, privacy, confidentiality, and anonymity by finding, extracting, and dispersing critical and
important information.

DigitalDoors Model of Controlled Release

[2213] The unlimited control over the reconstitution of the extracted data into the redacted data
stream subject to the rules and purpose driven by security purpose.

Digital Door

[2214] A place where a data stream is marked by anchor, placeholder, or by the null set to
indicate that critical and important information was extracted and where other things can be placed, such
as a link, misinformation, disinformation, or advertisements. A specific item of information at risk at
a process touchpoint.

Digital tampering

[2215] See counterfeiting. The processing of copying, faking, altering, and generating duplicates
or facsimiles to bypass security, falsify credentials, or create a clone market.

Directory

[2216] A container defining the location of recovery information for reconstituting the remainder
into a data flow for access at any defined sensitivity level. A directory has several formats that include
consolidated, inclusive, exclusive, and granular itemized.

Directory, consolidated

[2217] A directory format that includes all recovery information or the location to the
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consolidated recovery information. It is consolidated because all recovery for all granular items are
referenced.
Directory, exclusive
[2218] A directory format that includes the location to recovery information for a single defined
sensitivity level.
Directory, granular itemization
[2219] A directory format that includes the location to recovery information for all granular items
providing for reconstitution at any sensitivity level, compartment, category, user, group, mission or
combination thereof.
Directory, inclusive
[2220] A directory format that includes the location to recovery information for a single defined
sensitivity level for reconstituting the remainder to that sensitivity level where the remainder information
includes all granular items up to and including the dominated sensitivity level.
Discovery

See electronic discovery.
Dispersal
[2221] The process of creating the remote primary storage of extracted information according
to its clearance.
Dispersion
[2222] 1. The location(s) for the remote primary storage of extracted information according to
its clearance. 2. The process of securing, distributing, protecting, and anonymizing data by the extraction
of identifying components from the source for separate storage or delivery. 3. A method for data storage
and delivery where the constituents of the whole are randomized and/or stored in separate locations

requiring a directory or recovery script to restore into initial form. The scattered or diffused storage of
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critical and important information renders that information valueless without context, nearly impossible
to match together correctly, and difficultto locate without a directory. In addition, the scattered or diffuse
delivery (often by separate channels and types of delivery methods) of that same data for reconstitution
protects the constituents of the whole from useful interception and contextual understanding. Microsoft
calls this dissipation.

Dispersive protection

[2223] The process of securing, distributing, protecting, and anonymizing data by the extraction
of identifying components from the source for separate storage or delivery. Also, Diasporagraphy.
Display

[2224] The representation of a source data file in is entirety or without extractions, extractions
alone, or a reconstitution of the Source Data Streams with extracted objects are represented by nothing,
placeholders, substitutions, replacements, barcodes, or serialized tags.

Disinformation

[2225] Purposely incorrect information used to divert attention to other areas in order to stall,
buy time, or cause others to make incorrect assumptions.

Divergence

[2226] The act, condition, quality, or fact of moving away in different direction from a common
point or limit.

Domain

[2227] The realm for which information and process is defined and under which data stewardship
is maintained. This could be defined for the intelligence community, the community of interest, a single
agency, a department with an agency, or a defined subset of the intelligence community.

Dominated rollup

[2228] Recovery information up to and including the referenced sensitivity level in a single

685 EX. 1002, Page 4144



package. See also recovery or inclusive.
Downgrading
[2229] The process of modification of a secret document such that is becomes unclassified
through the process. Also called Sanitizing.
EAI

See Enterprise Application Integration.
Electronic discovery
[2230] Any process in which electronic data is sought, located, secured, and searched with the
intent of classification or of using it as evidence in a civil or criminal legal case.
Encoding
[2231] The process in data security to encrypt or change the form of data through a replacement
table rendering it unrecognizable and useless to all but intended parties.
Encrypting
[2232] The obfuscation process in data security to transform data using a mechanical,
mathematical, or other statistical process rendering it unrecognizable and useless to all but intended
parties.
Enigma
[2233] 1. A code. 2. An encoded character. 3. A zero. 4. A problem that cannot be solved; a
cipher. 5. A security encryption machine used by the German military in WWIL
Enterprise Application Integration
[2234] The use of software and architectural principles to bring together (integrate) a set of
enterprise computer applications. It is an area of computer systems architecture that gained wide
recognition from about 2004 onwards. EAI is related to middleware technologies such as message-

oriented middleware (MOM) and data representation technologies such as XML. EAI enables data
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propagation and business process execution throughout the numerous distinct networked applications
as if it would be a unique global application. It is a distributed transactional approach and its focus is to
support operational business functions such as taking an order, generating an invoice, and shipping a
product. The use of middleware to integrate the application programs, data bases and legacy systems
involved in an organization's critical business processes. EAI applications are really an extension of
legacy gateway applications, with provisions for tighter coupling with back-end applications than the
legacy gateway solutions. See also Service-Oriented Architecture.

Entropy

[2235] A measure of the disorder or unavailability of energy within a closed system. More
entropy means less energy available for doing work.

Evaluative measurement

[2236] An evaluation that describes how the quantitative and qualitative results were attained.
See also Qualitative Measurement and Quantitative Measurement.

Expression

[2237] A technical cellular biology or biochemistry terminology that describes the functional
manifestation of the DNA informational unit into the RNA process. In security, expression represents
the risk inherent in any data stream when that information unit is manifested as a process or repurposed
in any way. Essentially, the content of any informational unit is neutral in terms of risk and utility until
a context is applied.

Extraction

[2238] The process of removing characters, words, phrases, numbers, image and video segments,
audio segments, and any other identifying patterns and objects from Source Data Streams creating
destination data streams. The streams include streams without the extractions, streams with only the

extraction objects, and streams for projecting a presentation or reconstituting the Source Data Streams
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(through methods of censoring, masking, tagging, logging, tracking...etc.).

Extraction stream

[2239] A destination data stream of objects removed from a Source Data Stream.

Faceted classification

[2240] Content classification system showing slices of information displayed along a single axis
of concept (where there are and often are many axes).

Federated search

[2241] The usage of multiple web-based search engines based on keywords with results
combined into a single unified report. Also Confederated Search and Metasearch.

Firewall

[2242] 1. A mechanism to protect network stations, subnetworks, and channels from complete
failure caused by a single point. 2. A device, mechanism, bridge, router, or gateway, which prevents
unauthorized access by hackers, crackers, vandals, and employees from private network services and
data. 3. A moat between public data networks (i.e. CompuServe, Internet, and public data carrier
networks) and the enterprise network.

Folksonomies

[2243] A method for classification based on a social approach to collaborative taxonomy. Also
known as social bookmarking, social indexing, or social classification. Although this method is flexible,
it often becomes unmanageable due to classification bloat, unsupported classification subtleties, and
differences in category applicability. The sensitivity levels of T, S, C, and U, for example, proliferated
in just a way with SBU, EO, IU, and other ill-define and narrowly applied tags.

Formlessness

[2244] The state of information or resource without context or concept. The presumptive utility

is distorted to mask, hide, obscure, render uncertain without value or with so many values as to be
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overwhelming. Consider formlessness as stealth, ambiguity, and surprise when applied to functional
security, and as the critical component within the DigitalDoors security paradigm shift.

Freedom of Information Act

[2245] U.S. Congressional law (1996) providing for the release of government documents, even
materials at one time deemed classified or top secret. Abbreviated as FOIA.

Functionally-compliant security

[2246] The application of security that is not disruptive to ongoing processes and workflow, that
coexists with sharing and knowledge discovery without detracting from the expectations and results.
This is security that is not a Hobbesian choice with performance.

Generic redaction

[2247] The process of granular removal of all content within a data stream that conforms to all
DigitalDoors filters and sieves leaving a remainder that unconditionally conforms to unclassified
distribution policy. See also Selective Redaction and Universal Redaction.

Generic remainder

[2248] The data stream that is left after granular content is removed from within the data stream.
The data stream can show placeholders for each redaction or nothing at all.

Ghost

[2249] The resulting remainder form or template that is generated by extracting from a data
stream all its sensitive data. See also Remainder.

Granular content

[2250] The smallest divisible atomic unit of data with information stripped from its format,
representation, structure, purpose, context, usage, source, destination, and encoding. Granular content
is unitary information (that could be multi-tiered and indeterminate) but it is also defined within its

context and concept of the greater information unit.
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Granular Content Control

[2251] TheDigitalDoors paradigm shift that includes the structure of information, the nature of
meaning and semiotic content, context and concept, the format and structure of file and information
storage, metatag and metadata, and the compound and hierarchical layering of knowledge. See also
granular data control.

Granular data

[2252] The selected and extracted item(s) of information removed from content, context, and
concept to enable security, privacy, continuity, survivability, and information sharing,

Granular data control

[2253] The DigitalDoors paradigm shift that includes the structure of information, the nature of
meaning and semiotic content, context, and concept, the format and structure of file and information
storage, metatag and metadata, and the compound and hierarchical layering of knowledge. See Granular
Content Control.

Gray list

[2254] The bulk of a data stream that is not categorized and filtered by a black list or white list
and specifically requires additional attention. This represents the unknowns that are neither not
acceptable nor acceptable because these are not recognizable. The gray list represents an unqualified and
unquantified risk that usually must be reduced with methods to assign the unknowns into either the black
list or white list.

Gray list taxonomy

[2255] 1. The process of categorizing that part of a data stream that slips through the sieves of
black lists and white lists. 2. The process of recognizing the potential for single items trapped by black
lists or white lists to be aggregated, inferenced, or permutated to form new contextual items of interest.

3. The classification through proxy processes for data stream items that do not fit into a single category,
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are dependent on contextual assignment, or fall into multiple categories in general but will have an initial
or presumptive classification. Also referred to as gray list analysis.

Green Book

[2256] DigitalDoors proposed structure and recommendation for information sharing and data
management for security implementations to the Rainbow series of security documentation based on the
granular control control paradigm shift.

Hardening

[2257] A generic term applied to any efforts made to enhance security and survivability without
validation of its effectiveness. This term is derived from the effort to reinforce concrete with salt and
rebar creating a more resistant material.

Hashing

[2258] A method used in security to protect direct access to resources through a secondary chain
of custody. It is an indexing technique in which the value of a key (record identifier) is numerically
manipulated to directly calculate either the location of its associated record in a file or the starting of a
search for the associated record.

Hybrid encryption

[2259] A method of encryption that combines two or more encryption schemes and includes a
combination of symmetric and asymmetric encryption to take advantage of the strengths of each
encryption method, usually applied to centralize the resources needed for encryption, to reduce costs,
or to handle the matrix information distribution requirements of PKI.

Identification (of) Friend or Foe

[2260] A military practice to create a call sign, password, or challenge password and countersign
pair changing daily (or more frequently) to validate authenticity of another person thereby protecting

against spies, intelligence extracted from captured soldiers, and familiarity with military protocols and
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language. Abbreviated as IFF.
Inference
[2261] The process of deducing new facts from other existing facts. It is operationally a
transformation of data with other data by lookup, mining, deduction, or association. Inference also acts
on data to create a useful, anticipated, or practical information.
Information
[2262] Synonymous with data. The difference between data and information is generally defined
by the Data, Information, Knowledge, and Wisdom (DIKW) Information Hierarchy that defines data as
raw symbols lacking definitive context whereas information is data defined by a specific implied
practical context. Generally, within DigitalDoors, information will refer to a compound document or
stream with an anticipated use that can be parsed into smaller and smaller subsets of structured groups
or data elements.
Information-centric

See data-centic.
Information Hierarchy

See the Data, Information, Knowledge, and Wisdom (DIKW) Information Hierarchy.
Information concept

See concept.
Information content

See content.
Information context

See context.
Information extraction

[2263] The four-step process to parse a database, or data stream to define and select granular
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content, classify that content in a multitier overlapping hierarchical structure with social and associative
contextual and conceptual clustering.

Information fabric

[2264] A term coined by Forrester Research to define virtualization layer of data storage into a
centralized location for efficiency and simplified management, however, it creates a single point of
failure.

Information sharing

[2265] A strategic partnering relationship between data suppliers and data consumers is
characterized by a willingness to be open, and to share data as well as the benefits resulting from the
information sharing. Cultural unwilling, organizational barriers, and threats to power and control
undermine traditional information sharing, so much so, that information sharing is ad hoc and represents
a coin of the realm in power brokering.

Information Technology Infrastructure Library

[2266] A collection of best practices for information technology service management. The
United Kingdom's Central Computer and Telecommunications Agency (CCTA) created the ITIL in
response to growing dependence on information technology for meeting business needs and goals. The
ITIL provides businesses with a customizable framework of best practices to achieve quality service and
overcome difficulties associated with the growth of IT systems. The ITIL is organized into sets of texts
which are defined by related functions: service support, service delivery, managerial, software support,
computer operations, security management and environmental. In addition to texts, which can be
purchased online, ITIL services and products include training, qualifications, software tools and user
groups such as the IT Service Management Forum (itSMF). While owned by the CCTA since the mid-
1980s, the ITIL is currently maintained and developed by The National Exam Institute for Informatics

(EXIN), a non-proprietary and non-profit organization based in the Netherlands. Abbreviated and
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commonly references as ITIL.
Informational unit
[2267] The generic terminology for the basic and smallest unit of data or any larger arbitrary unit
of data. Itis an item, an element, a field, a data stream, a file, a message, a signal, a process, or metadata.
Information warfare
[2268] Those actions intended to protect, exploit, destroy, deny, corrupt information or
information resources in order to achieve significant advantage objective, or victory over an adversary.
Operations conducted during a time of crisis or conflict to achieve or promote specific adjectives where
actions are taken to affect adversary information and information systems while defending one’s own.
Six factors in the value of an information resource:
Relevance to concerns of commitment of a player

capabilities of a player
Availability of resources of a player

available of a resource to an adversary
Integrity of a resource

over time resource can increase or decrease in value
This is also called cyberwar or cyberwarfare.
Injection
[2269] The surreptitious insertion of data, triggers, commands, macros, and metadata (all types
of generic signal data) into a data stream in order to repurpose, redirect that stream, or attack process and
resources. Insertion is often exploited as alteration of HTML headers in web sites, URL parameters, or
as SQL injection with fraudulent or multiple stacked commands. Failure to qualify user input before
command execution and limit command execution is a large risk within any process. However, the very

ability to change and alter a data stream in any form with injection provides a doorway of risk for
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compromising the intent and purpose of just about every data stream. Alterations of injection or the
alteration (as in patching, overwriting, manipulating) or the truncation of parameters. This is just a
variation on the same theme of injection. It is a very significant threat because detection, verification,
authentication, and prevention is all based somehow on data streams, which all in turn, are at risk for
injection.

Intangible asset

[2270] An identifiable non-monetary asset without physical substance that can be recognized,
identified, and transferred as a separable entity.

Intellectual capital

[2271] The dynamic effects of individuals’ intellect applied as an input to a classical economic
production model to create a multiplier effect to the other inputs of labor and capital. Intellectual capital
includes all of the knowledge applied to production efforts, culture, history, practices, and goodwill, that
knowledge embodied as part of the actual production output, the systems of command, control, and
communications applied to organize the production process. See also intellectual property.
Intellectual property

[2272] That specified part of intellectual capital that is codified as property, generally as patents,
brands, trademarks, trade secrets, defined proprietary business practices, and internal organizational
workflow.

Intentional security

[2273] The fundamental security that is engineered into the operating system, the applications,
the environment, and/or the workflows to address both known and as yet unknown flaws assuming the
certainty of an eventual attack.

Interaction

[2274] The formal or informal process of creating new information or formulating new
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hypotheses through the accumulation of unstructured and structured data often through the reorientation,
transformation, or normalization of different types of data into unified formats usually in the presence
of a specific trigger or catalyst. See also the more formal Data-to-Data Interaction.

Intrusion detection

[2275] Fancy word for security that provides a firewall, monitors traffic loads, prevents virus
attacks, and also tracks sources for users.

Keyword

[2276] Any acronym, word, number, or phrase that is used as a search term, data lookup, or index
value and that has content- or context-value itself.

Keyword poisoning

[2277] The insertion, misuse, or overuse of information with content- or context-value to alter
search or indexing results for a purpose that undermines the effectiveness of the primary utility of the
search or indexing.

Knowledge exploration

[2278] Any process used to lookup, find, search, index, extract, or discover data within a data
stream, document, database, data warechouse, or other storage infrastructure with emphasis on discovery
of hidden, undisclosed, relationship-oriented, or contextually-based references.

Label

[2279] An applied designation or categorization for a defined range of information. It can be in-
channel, out-of-channel, or bracketing the range to specify the relevance of the application of the label.
A label can be the [TS] marking within a tear line, the <start><\end>in HTML, SGML, or XML. Labels
can also exist as a hierarchical or referential metadata in separate data streams, as typically handled
within DigitalDoors. See also tag.

Labeling
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[2280] The process of applying a label or tag based on a formal taxonomy or classification
process.

Linear adjacent composites

[2281] The recognition and selection of unknown or uncategorized terms that are in proximity
to a known dictionary item and the association and connection of these new terms to the previously
recognized one. This is useful for automatically constructing new search or categorization targets based
on related items, specifically categorized words or unknowns that are adjacent to each other can be
combined to form new linear combination phrases. See also linear adjacent permutations. More detail
is available in the white paper titled, “Adjacency with Permutations and Combinations.”

Linear adjacent permutations

[2282] The recognition and selection of unknown or uncategorized terms that are in proximity
to a known dictionary item and the association and connection of these new terms to the previously
recognized one. This is useful for automatically constructing new search or categorization targets based
on related items, specifically categorized words or unknowns that are adjacent to each other can be
combined to form new linear combination phrases. See also linear adjacent composites. More detail is
available in the white paper titled, “Adjacency with Permutations and Combinations.”

Link

[2283] A connection to other resources using imbedded references, most commonly implemented
as a universal resource locator (URL) in html sources. XML pointers and other hyperlink mechanisms
fulfill the same purpose as a link but also create a reverse link for security, integrity, and expanded
reference.

Malicious compliance

[2284] A concept of compliance to the letter of the law of one or more standards but not the spirit

of the law with foreknowledge that efforts do not achieve overall goals and yield a negative impact on
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the organization.

Mark-to-market

[2285] An accounting methodology of assigning a value to a position held in a financial
instrument based on the current market price for the instrument or similar instruments, and should
equally apply to intangibles that are monetized through any number of viable valuation methods.
Marker

[2286] A deviceto indicate a position, relative position, or location that dependent on its purpose
or context. Sometimes, the term marker is used to describe a label or tag. See also Label or Tag,.
Markle Foundation

[2287] A private organization that works to realize the potential for emerging information and
communication technologies to improve people's lives by accelerating the use of these technologies to
address critical public needs, particularly in the areas of health and national security.

Markle Report

[2288] There are many Markle Reports created by different task forces. The ones of relevance
to information security include “Creating a Trusted Network for Homeland Security” and “Protecting
America's Freedom in the Information Age.”

Markup

[2289] A confusion terminology usually referring to the eventual intent or manual indication that
for inserting a marker. Sometimes, the term markup is the prior manual step to insert a marker, which
is also used to describe a label or tag.

Masking

[2290] A process of distributing versions or subsets of data prepared by a redaction, filtering, or
extraction process where the deliverable result is missing parts of the data or has placeholders for the

data. One example of masked data presentation is XXXX-XXXX-XXXX-2807 for a MasterCard
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account number that complies with the PCI DSS requirements.
Master data management
[2291] A method of enabling an enterprise to link all of its critical data to one single file, called
amaster file, which provides a common point of reference. When properly done, MDM streamlines data
sharing among personnel and departments. Furthermore, MDM can facilitate computing in multiple
system architectures, platforms and applications. The benefits of the MDM paradigm increase as the
number and diversity of organizational departments, worker roles and computing applications expand.
For this reason, MDM is more likely to be of value to large or complex enterprises than to small,
medium-sized or simple ones. When companies merge, the implementation of MDM can minimize
confusion and optimize the efficiency of the new, larger organization. Abbreviated as MDM.
Metadata
[2292] Simply information about information or data. The term is usually use in context for
providing descriptions about the data stored in a database or a compound hierarchical document
(including XML or aMS Word file), such as structure, purpose, format, last updated, or intent. Metadata
is usually stored interleaved with visible data or out-of-band to the user data thus creating a significant
security risk. Metadata is likely to replicate the full content of the user data, define structure and content
for the visible user data, and contain internal and external information references.
Metafilter
[2293] A search term categorization used to reduce the search results based on the compliance
to selection categories or sensitivity levels or other contextual bases.
Metainformation

See Metatag.
Metalist

[2294] Not the rock band. A list of lists or a hierarchy of lists. It is often created as a collection
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of specific dictionary entries, categories, classifications, types of words and phrases that are combined
in order to define a compliance target, such as HIPAA or GLBA. Note that entities prohibited by the
HIPAA safe harbor provisions and by GLBA are likely to overlap, such as names, dates, costs, social
security numbers, and contact information. The metalist creates a shortcut for the complexity of these
entries and provide a means to resolve list overlaps. Metalists are implemented as “profiles” and the user
selection of profiles for automated selection operations. It is also critical when reconstituting generic
remainders with granular content control for unknown future data repurposing while preserving
functional security.
MetaPII
[2295] Anything external to a generical or legal set of PII categories, usually descriptive, that can
create PIl or in other methods uniquely identify an individual (person, process, property) or approximate
the identification of an individual. It is any information that can create aggregation, inferential, or
interaction subsets that either physically or statistically confines an individual (person, process, property)
within an identifying scope or range.
Metasearch

1. The process of search through multiple other search engines with a combined output from all
search engines. See Confederated Search or Federated Search. 2. A DigitalDoors divergent search
without preconceptions of range and reach to discover related information from a variety of local
sources, databases, data stores, and external resources, both structured and unstructured, and Internet
facilities and to apply objective security for cross-domain information sharing to uncover a plot during
its incubation. Remote searches initiated by the metasearch that penetrate other domains are secured
before results are passed back to the original metasearch and consolidated.
Metasecurity

[2296] The use of imbedded in-channel information, triggers, and macrocode to sign, validate,
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authenticate, send messages, protect, and inform on the unanticipated use or misuse of a data stream.
Problem of such use of metadata is that it itself opens doors to risk so that the assessment becomes one
of assessing not only the basis risk but also the metarisk of the added protection mechanisms.
Metatag

[2297] A special tag that provides information about the tagged, included, or referenced
information. A metatag is a tag, but it conveys sensitivity level, purpose, source, usage, categorization,
or other pragmatic value beyond content. HTML, XML, and DoD sensitivity level tags are metatags.
DigitalDoors creates out-of-channel metatags, and specifically a multitier overlapping hierarchical
structure of metatags.

Microperimeter

[2298] The demarcation of a presumed closed subset. The enclosure of a set of resources by a
surrounding protection mechanism at the demarcation.

Microperimeterization

[2299] The attempt to create a closed set with a surrounding for the purpose of enabling security,
like the process sandbox.

Mimic

[2300] Disinformation, misinformation, or concealment used to camouflage the accuracy,
integrity, or existence of information.

Mimicry

[2301] Disinformation, misinformation, or concealment used to camouflage the accuracy,
integrity, or existence of information.

Misinformation

[2302] Purposely false, misleading, or deceptive information used to divert attention to other

areas in order to cause others to make incorrect decisions and initiate the incorrect actions.
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Mislabeling

[2303] A method of purposefully classifying information incorrectly to decrease its perceived
value in order to bypass security systems or raise its value for asset valuation fraud.

MultiCryption

[2304] A DigitalDoors trademark for mixed usage of encryption methods and mixed one-time
keys with output interspersed (in whole or part) within original data stream. In other words, this process
selects the elements within a document to encrypt, encrypts each with a random method using a random
one-time key, and inserts the result back into the source document.

Multilateral security

[2305] A concept for implementing security when security interferes or directly conflicts
functional or operational interests. Specifically, the release of personally identifiable information is
necessary to conduct a credit check or medical insurance review but contrary to its full protection.
Multiple Independent Levels of Security

[2306] An architectural approach to security that represents a layered approach to building the
high assurance components required for cross-domain solutions. Abbreviated as MILS. See MLS as the
forerunner to MILS.

Multiple Levels of Security

[2307] A DoD and intelligence agency security program that enables information systems to
provide capabilities that augment its existing single-level data processing and data communications
services over many different and separate sensitivity (security) levels. Data of multiple sensitivity levels
are processed and transferred by the system, which also separates the different sensitivity levels and
controls access to the data. Abbreviated as MLS. See MILS as the current embodiment of MLS
implementation.

Multitier hierarchical tag structure
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[2308] The application of multiple and overlapping tags assigns sensitivity level, compartments,
categories, purpose, usage, and other pragmatic meaning to granular content. It is multitier because many
tags can be applied to the same content to describe different aspects of the content, and it is hierarchical
because tags can overlap to define words within phrases within paragraphs within documents or other
compound data streams. Traditional DoD tags indicate a non-reflexive sensitivity level (and/or
compartment) but do not in any way describe the potential for inter-domain information sharing except
perhaps to preclude it, whereas multitier hierarchical tagging enables security compliance with granular
information sharing to multiple domains. See also Tag Cloud as a web-enabled ontology for the
classification of single information streams for multiple uses.

Multitier hierarchical overlapping tag structure

[2309] The application of multiple and overlapping tags assigns sensitivity level, compartments,
categories, purpose, usage, and other pragmatic meaning to granular content. It is multitier because many
tags can be applied to the same content to describe different aspects of the content, and it is hierarchical
because tags can overlap to define words within phrases within paragraphs within documents or other
compound data streams. The basis for success with granular content control is to establish a
comprehensive review of data content, context, and concept as a precursor to .tagging and all subsequent
filtering and assessment of purpose. Traditional DoD tags indicate a non-reflexive sensitivity level
(and/or compartment) but do not in any way describe the potential for inter-domain information sharing
except perhaps to preclude it, whereas multitier hierarchical tagging enables security compliance with
granular information sharing to multiple domains. This specific implementation resolves issues that
plague cross-domain semantic interoperability and the complexity if not impossibility for mapping a
consistent dictionary and data model for communities of interest (COI) by reducing the problem of
information tagging of the gross document to a granular one. See also Tag Cloud as a web-enabled

ontology for the classification of single streams for multiple uses.
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Negligence

[2310] The failure to act and the legally-assigned responsibility for preventing an event of
consequence.

Network

[2311] Any local network, wide-are network, intranet, or Internet that provides an information

delivery mechanism and infrastructure for workflow. It provides a distribution channel with marginal
cost of zero.

Objective

[2312] A method of dealing with logical and experiential evidence.

Objective security

[2313] A concept for security based on external measurement and substantiation. This is a
difficult ambition for a number of reasons because of a lack of clear and stable security models, the rare
inclusion of formlessness into strategic designs, insufficient clarity whether to protect infrastructure or
apply a data-centric model, and complexities in defining data and information that requires protection.
Objective security compliance for universal distribution

[2314] A redacted MLS or MILS document with sensitive items selected and extracted for a
general distribution. Also a Base Redacted Document.

Ontology

[2315] 1. The assignment of information into one, two, or more categorical distinctions. 2. The
applied categorization through the use of label or tag. 3. XML semantics often described by XSL or DTD
structures. 4. This philosophical term (from metaphysics) refers to assertions or assumptions about the
nature of reality. 5. A classification structure based on a set of types, properties, and relationships. It is
an aggregated faceted classification as a complete collection. This is very relevant for computer

programming in that ontologies comprise collections of objects.
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Open source information

[2316] Intelink-U, formerly known as Open Source Information System (OSIS) is a virtual
private network for the exchange of unclassified intelligence information.

[2317] A concept for the sharing of information that inherently exposes secrets through
aggregation, inference, and interaction.

Order-sensitivity

[2318] Decryption fails if the order of the application of multiple encryption keys is notreversed.
In other words, if the first key applied to data is "A1B34840D4848DF092833FC4B"h, the second
encryption key applied is "045BE7435CFA345BB3B56EEO0"h, the first decryption key is
"045BE7435CFA345BB3B56EE00"h and the second is "A1B34840D4848DF092833FC4B"h.
DigitalDoors is order insensitive, and can be Secured infinite times and restored in any order infinite
times or delivered through the Defense-in Depth facilities.

Padding placeholders

[2319] A device to mark a position, relative position, or location for out-of-sequence or partial
reconstitution when the recovery information is inclusive, exclusion, granular itemized, or in the rare
instance when replication or fault-tolerant failover cannot reconstitute the extracted information. The
presentation of this placeholder can also be suppressed with contraction. Padding placeholders can be
suppressed as null sets, fixed-length special characters, or random substitutions.

Placeholder

[2320] A device to mark a position, relative position, or location that is independent of its
purpose, content, context, or concept. The placeholder can be displayed as special character(s) or images
and the actual display can represent the exact size of the extraction, a randomly sized substitution, or a
null set so as to suppress delivery of information through position, width, frequency analysis, context,

Patchwork
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[2321] 1. Inferior effort to complete or resolve problem. 2. A method of Steganography where
a block of data is imbedded as a visible part of an image that might not be so obvious, such as a
Microdot.
Perimeter
[2322] The demarcation of a presumed closed set. The enclosure of resources by a surrounding
protection mechanism at the demarcation.
Perimeterization
[2323] The attempt to create a closed set with a surrounding for the purpose of enabling security.
Personally Identifiable Information
[2324] Any an all categories of information that is useful to indicate or de-identify a specific
individual. The definition applies to categories of information, like social security number, account
numbers, or date of birth, under HIPPA Safe Harbor regulations and other legislation. PIlis also physical
characteristics, tattoos, histories, likely locations to find an individual or relatives of the individual, or
even aggregated categorical information that can be used to expose an individual. PII includes any
characteristics that can uniquely identify or force the reidentification of an individual, or statistically
denote groups likely to include individuals of interest. PII does not reflect the results of aggregation,
inference, or interaction on lesser information pooled to identify the individual. Abbreviated as PII.
[2325] Physical separation

See Separation.
[2326] PlI

Abbreviation for Personally Identifiable Information.

[2327] Pooled data
See Aggregation.
[2328] Pooling
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See Aggregation.
Plurality
[2329] The assumed precondition that DigitalDoors security software data-oriented access
supports input and output to 0, 1, 2 or an infinite number of files, paths, or streams. Source and target
definitions are collection-oriented; zero or a single path definition is really the special case and multiple
path source or targets is the usual case. As such, BLM compliance with inclusivity or exclusivity, and
granular itemized recovery streams presumes multiple hierarchical files for the active sensitivity levels
and granular extractions. These multiple hierarchical files can exist on a single local storage path or
dispersed to a virtually-infinite array of remote, networked, or linked UNC or X-linked locations.
Pragmatics
[2330] The practical use of signs by agents or communities of interpretation within particular
circumstances and contexts.
Privacy
[2331] 1. A method, desire, or process to maintain personal, business, or corporate identity
without releasing it to others. 2. A method to encrypt and hide packet data from eavesdropping. 3.
Privacy is a subset of security where access and usage control is function of stewardship.
Projection
[2332] The partial or full representation of a source data file; in toto without extractions;
extractions alone; or a reconstitution of the Source Data Streams using the destination data streams
(extraction streams and reconstitution streams) where extracted objects are partially or fully represented
by nothing, placeholders, substitutions, replacements, barcodes, or serialized tags with a major
distinction that the data streams require to reconstitute the Source Data Streams are integrated together
from separate network, data, communication, optical, or wireless channels. The termination is the

representation itself, with no further access or processing allowed.
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Proxy server

[2333] A device that implements the technique and the technique used to cache information on
a Web server and acts as an intermediary between a Web client and that Web server. It basically holds
the most commonly and recently used content from the World Wide Web for users in order to provide
quicker access and to increase server security.

Pseudo-anonymity

[2334] A method, desire, or process to maintain personal, business, or corporate identity by
substitution false, counterfeit, or a lack of information.

Purpose

[2335] The intent, assumption, presumption, known rationale for controlled release of granular
content (subject to rules and policy enforcement).

Qualitative measurement

[2336] An evaluation that can be tracked by descriptions of thinking and behavior. See also
Quantitative Measurement.

Quantitative measurement

[2337] An evaluation that can be tracked with numbers (e.g., return on investment, revenue
generated, costs, absentee days). See also Qualitative Measurement.

Random

[2338] 1. A statistical term referring to a process with outcomes in a defined sample space --
random does not mean chaotic, indiscriminate, or arbitrary. 2. A technical term referring to events with
no formal interrelationship; events that occur with equal probability.

Randomness

[2339] The state of being random.

Reconstitution
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[2340] The full representation of a Source Data Stream from extraction streams and recovery
streams, in toto, as a display or restored as a data stream for secondary or subsequent processing. This
is a verbatim recreation of the Source Data Stream or file. (Xerox calls this reverse redaction, while
Microsoft calls this function inline translation in relation to the Digital Asset Store; added 02-28-08).
Recovery

[2341] A container with the extracted information, commands for the complete restoration of
the original source, and optional information about the source. This information can be consolidated,
inclusive for all dominated sensitivity levels, exclusive to a single sensitivity level, or granularized such
that each item is a separate container for each tear line or extraction.

Recovery, consolidated

[2342] A format that includes recovery information for all granular items.

Recovery, exclusive

[2343] A format that includes recovery information for a defined sensitivity level.

Recovery, granular itemization

[2344] A format that includes recovery information for a single specific tear line or extraction
item.

Recovery, inclusive

[2345] A format that includes recovery information where the remainder information includes
all granular items up to and including the dominated sensitivity level. See also Dominated Rollup.
Recovery, stacked

[2346] A format that includes recovery information where the remainder information includes
all granular items up to and including the dominated sensitivity level. See also Dominated Rollup.
Recovery information

[2347] A file or stream containing the extracted information, commands for the complete
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restoration of the original source, and optional information about the source.
Recovery file
[2348] A file or stream containing the extracted information, commands for the complete
restoration of the original source, and optional information about the source.
Recovery script

See Recovery.
Recovery stream
[2349] A destination data stream of objects removed from a Source Data Stream with sufficient
information and direction to project a presentation or reconstitute the Source Data Stream. See topic
recovery for standards on recovery stream metadata.
Reconstitution
[2350] The process used by DigitalDoors to blend the extracted data back into the source
(Secured DigitalDoors) skeleton. The process spans the point where no extracted data is restored to the
skeleton to where all is returned. This is controlled by user, authentication, and other controlling modes.
Microsoft calls this process inline translation.
Redacted document

See Objective Security Compliance for Universal Distribution.

Redaction

[2351] The process of creating a secured DigitalDoors data stream. See also extraction.
Reference

[2352] A connection, link, or similarity between two different resources.

Reference monitor
See Security Reference Monitor.

Reflexivity
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[2353] The condition that exists when a situation or meaning is self-identical to its antecedent,
the premises is equal to the consequence, or where a tag, metatag, metadata, formatting, or other
situational description adds information to the actual data stream content.

Release risk

[2354] The inverse relationship between the reconstitution of more granular content and the level
of risk. The more content that is released, the higher the resulting risk through aggregation, inference,
and interaction.

Remainder

[2355] The resulting source after it is secured by DigitalDoors through selection, extraction, and
redaction. The result is normally the lowest common denominator suitable for distribution to any party
with any defined or unknown sensitivity level. A remainder without content is an universal redaction,
Skeleton, or a Ghost.

Remainder contraction

[2356] The resulting source after it is secured by DigitalDoors through selection, extraction, and
redaction without placeholders, white space compression, and reformatting to mask extractions
Remote monitoring

[2357] The process of tracking process, security, functionality, and other flows by means of
remote data gathering.

Remote visual identification

[2358] A method to identify and authenticate a person based on remote video viewing.
Replication
[2359] The automated copying of base-level output in primary storage location(s) to multiple

secondary, tertiary, off-line, and knowledge management sinks, and many other storage locations in

order to provide security, survivability, and privacy.
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Retrofit security

[2360] Security that is added after the fact in order to address known, perceived, or anticipated
flaws from recurring. Retrofit security is rarely proactive simply because it represents a patterned
response derived from prior attacks. Retrofit security is binary, providing a single mode of protection,
such as access or no access, and delivery of data through the firewall or denial of that delivery.

Risk dynamics

[2361] This represents the forecast of what the risk needs might be under different contexts or
future times. It is an estimation of data will decay or increase in risk due to the ever-changing ecosystem.
Risk mitigation

[2362] A security based on the concept that barriers, firewalls, access control, and protection of
the infrastructure is impossible and will fail but that other methods can potentially provide the
continuous adequate performance of critical services and functions after a successful attack or natural
disaster.

Role

[2363] A functional assignment with aggregated need-to-know security access control that is
separate from sensitivity level and compartment stratification.

Role-based security

[2364] Access control based on a defined roles rather than on user authorization through
sensitivity level and compartment dominance.

Rollup

[2365] The aggregation of recovery information dominated by the sensitivity level and/or
compartment. In other words, recovery information for [S] would include [C] and [U].

Safe harbor

[2366] A provision of a statute or regulation that reduces or eliminates a party's liability under
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the law, on the condition that the party performed its actions in good faith. Legislators include safe-
harbor provisions to protect legitimate or excusable violations with due diligence.

Safe list

[2367] A register of entities that are acceptable and require no additional attention. This
terminology is included here to contrast the difference between the safe list and a black list that has
different connotations based on how it is used. Contrast to black list. Also known more generally as
white list. See also gray list.

Sandbox

[2368] The establishment of a presumed closed set within a larger open or presumed closed set
for security of process or data. See also microperimeter.

Sanitizing

[2369] The process of modification of a secret document such that is becomes unclassified
through the process. Also Downgrading.

Scarcity

[2370] An economic principle describing the natural or artificial shortage of aresource. Scarcity
tends to increase the value of that resource and when it provides unique utility, increase its demand as
well. The scarcity of information is a foundation for security, where scarcity is both physical, natural,
and artificially created by dispersing the information in pieces so that it no longer represents a functional
risk.

Search

[2371] The process that looks through documents for specified keywords and returns a list of the
documents where the keywords were found. Keywords are often called search terms.

Search convergence

[2372] The metasearch process of validating, substantiating, and establishing the integrity of the
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fundamental search.

Search divergence

[2373] The metasearch process of expanding the content, context, and concept beyond the strict
scope of the fundamental search.

Search terms

[2374] Single words or phases and, words combined with Boolean terms (such as, and, or, not)
used as keys or indexes in unstructured text, structure data stores, or relational databases.

Secure

[2375] The process of creating a Secured DigitalDoors data stream. See also extraction.
Secure maintenance

[2376] The process of setting user, process, system, or other configurations by means of a
password-controlled and authenticated security system.

Secured DigitalDoors

12377] Documents or information that were formerly secret.

Secured DigitalDoors stream

[2378] A destination data stream that represents the Source Data Stream without the extracted
objects; where the extracted objects are represented by nothing, placeholders, substitutions,
replacements, barcodes, or serialized tags.

Security

[2379] The set of functions concerned with ensuring that only legitimate users of the network
can use the network, and only in legitimate ways. Ensuring that private information remains private in
an atmosphere where all other information is free. Security also means that viruses are prevented from
infecting people's systems.

Sclassification

714 EX. 1002, Page 4173



[2380] 1. The process of determining and designating the specific degree of protection against
release that the information requires. 2. The degree of protection so determined. Note: Examples of
security classifications are: ‘top secret,” ‘secret,” and ‘confidential” See also Security Label, Sensitivity
Level, Compartment, Role, and Mission.

Security dynamics

[2381] This represents the forecast of what the risk and the security needs might be under
different contexts or future times. IT is an estimation of data will decay or increase in risk due to the
ever-changing ecosystem.

Security label

[2382] A tag representing the sensitivity level of a subject or object, such as its hierarchical
classification (‘top secret,” ‘secret,” and ‘confidential’) together with any applicable nonhierarchical
security categories (e.g., sensitive ‘compartmented’ information, critical nuclear weapon design
information).

Security level

[2383] The combination of a hierarchical security classification and security categories that
represents the sensitivity level of an object or the security clearance of a subject.

Selective redaction

[2384] The process of granular removal of all content within a data stream that conforms to all
specified DigitalDoors filters and sieves and is applicable to the creation of DigitalDoors Versions. See
also Generic Redaction.

Sensitivity level

[2385] Orange book definition for hierarchical access control based on need-to-know where is
information release is limited to a single defined upper bound or dominated by that upper bound.

Examples include TS, S, or C for ‘top secret,” “secret,” and ‘confidential’ which are common notational
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examples for a wider range of tags that can include “Sensitive But Unclassified” or “release to NATO.”
Provide security.

security by obscurity

[2386] This is a controversial principle in security engineering, which attempts to use secrecy
(of design, implementation, etc.) to provide security Also called security through obscurity.

Security reference monitor

[2387] Any edge security device or control that validates tamper proofing, always available, and
has a smallest enough test set to exhaustively invoke. It often is implemented as an access control
concept that refers to an abstract machine that mediates all accesses to objects by subjects. A reference
monitor should be (a) complete (i.e., it mediates every access), (b) isolated (i.e., it cannot be modified
by other system entities), and (¢) verifiable (i.e., small enough to be subjected to analysis and tests to
ensure that it is correct). This is the only effective tool known for system design and implementation and
thus is the "heart of security" as embodied by the DigitalDoors process.

Selection

[2388] The DigitalDoors process in which electronic data is sought, located, secured, and
searched for classification and identification of elements for security through extraction. See also
electronic discovery.

Selected and critical information

[2389] Words, text, phrases, terms, sounds, and parts of images designated to be privileged,
confidential, identifying of personal or organizational identity, and having distinguished economic
worth, where designation occurs specifically by inclusion data sets, parts of speech, sound, or image
context through other means of artificial intelligence. See Critical and important data.

Semantic

[2390] Pertaining to the meaning of a word, phrase, audio, video, or other content.
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Semantics

[2391] The study of meaning that are expressed in a language, code, or other form of
representation. Semantics is contrasted with two other aspects of meaningful expression, namely, syntax
and pragmatics.

Semantic trees

[2392] A method of data mining based searching for relevant hits, then creating a tiered ranking
of found matches, indexing these matches, and then returning a limited number of the most semantically

relevant results.

Semiotic

[2393] Pertaining to the study of signs and symbols.

Semiotics

[2394] The study of signs and symbols, both individually and grouped in systems. This science

of meaning extends beyond the signs and symbols used to communicate to include the intended,
unintended, and covert delivery of ideas. It includes the study of how meaning is made and understood
in biological, human, and machine communications.

Sensitivity level

[2395] A hierarchical structure of secrecy, security, or value for information usually represented
as labels or tags such as top secret and applied as [TS], [S], [C], [SBU] and [U].

Sensitivity level hierarchy

[2396] A reconstitution option to include all dominated sensitivity levels with the target
sensitivity level or alternately to exclude all superior and dominated sensitivity levels for a report that
includes only the items exactly of the target sensitivity level. The options are either inclusionary or
exclusionary.

Separation
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[2397] Logical versus physical. Issue blurred. See Physical Separation.

Service-Oriented Architecture

[2398] A method for implementing an Enterprise Application Integration. The principal aspect
of Service-Oriented Architecture (SOA) is the separation of the service interface from the
implementation so that services can be integrated and consumed by clients without concern for how the
functions and features are actually implemented. SOA can also be viewed as the exposure of a software
process as an interface. The application programming extension in effect has been expanded from built-
in language functions to DLL libraries of practical calls to larger SOA application assemblies. The
disadvantages will be SOA-Hell where rampant versions will break the distributed infrastructure.
Silo

[2399] Any repository that is functionally disconnected from operations, organizational works,
or other communities of interest. The lack of connectivity provides a measure of sanctuary that is not
security. A silo often is formally protected by an air gap, MLS, or the lack of workflow integration. See
also stovepipe.

Situational access control

[2400] Access control that is not merely driven by 1- or 2-authentication but also moderated by
the current state of the system, network, or database. For example, access to payroll might not be granted

Sunday access, whereas all access might be denied if the administrator has evidence of a break-in.

Skeleton

[2401] \ The resulting remainder form or template that is generated by securing a data stream of
all its critical and unimportant data.

SOA

See Service-Oriented Architecture.

Software as a Service
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[2402] A model for software delivery where the vendor provides maintenance, daily technical
operation, and support for the software provided to their client. SaaS is a model of software delivery
rather than a market segment; software can be delivered using this method to any market segment
including home consumers, small business, medium and large business. The key characteristics of SaaS
software, include: network-based access to, and management of, commercially available (i.e., not
custom) software activities that are managed from central locations rather than at each customer's site,
enabling customers to access applications remotely via the Internet application delivery that typically
is closer to a one-to-many model (single instance, multi-tenant architecture) than to a one-to-one model,
including architecture, pricing, partnering, and management characteristics

Source

[2403] Any data, data flow, or structured (record-oriented, field-oriented, database, metadata,
hierarchical, typed, or defined by usage) data delivered and captured for processing. The Source Data
Stream may be wiped securely and/or deleted during processing, or saved, encrypted, and relocated. See
also Source Data Stream.

Source data stream

[2404] Any data, data flow, or structured data delivered and captured for processing. The Source
Data Stream can be destroyed or deleted during processing, or saved with optional relocation or
encryption. See also Source.

Stacked

[2405] The aggregation of recovery information dominated by the sensitivity level and/or
compartment. In other words, recovery information for [S] would include [C] and [U].
Steganography

[2406] The process of digital watermarking; that is the process of hidden information as

background noise within another obvious analog image or sound file for security reasons. Usually, this
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technology hides small amounts of text, such as a watermark, ownership, or copyright, inside a very
large image file and achieves very low rates of efficiency.

Stewardship

[2407] The responsible legal use (including conservation) of aresources in such a way that takes
full and balanced account of the interests of owners, society, future generations, and other species, as
well as of private needs, and accepts significant moral and even actionable legal liability to society. See
also custodianship.

Stovepipe

[2408] Any antiquated process or repository or even a purpose-specific operation that is
functionally disconnected from line-of-business operations, organizational works, or other communities
of interest. Isolation, air gap, disinterest, lack of mainstream value provide some sanctuary but no real
security. See also silo.

Strikeback

[2409] Security countermeasures initiated after breach or violated that employ methods to trace
the source of the intruder and apply destructive means against the intruder platform. Note that strikeback
often create more harm to the damaged, neutral, or comprised parties than to the attacker, terrorist, or
enemy because violations are often hoaxes or routed through unaware third parties to create plausible
deniability.

Strong declassification

[2410] The process of separating or processing (Downgrading or Sanitizing) secret (e.g. top-
secret, secret, and classified) documents into those which are definitely unclassified and definitely
classified without any margin of error. See also Weak Declassification.

Structure

[2411] A schema, format, categorization, or other taxonomy applied to information to delineate
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a purpose or usage. A structure is but a single rendition of many possible that can add a context or
concept to the information.

Structured data

[2412] 1. The application of a specific tagging system to information predicated upon a specific
usage or purpose. 2. Any data stream that contains a formalized layout defining the arrays, fields, format,
the hierarchical tree, and the purpose of the data within. 3. Any data stream that includes a taxonomy.
Note that the structure can be defined either internally, externally, or combinations thereof by means of
data table definitions, tags, metatags, metadata, style sheets, formal requirements, and specific program
code that parses and extracts data items. Structured data includes databases, records, field-oriented data
sets, HTML, XML, most MS Office documents saved and conforming to a document object model, and
almost all packet-delivered messages such as e-mail. Because a data stream with an available data
structure can be parsed and individual items can be classified within a formal taxonomy, definition 3 is
usually a natural consequence of definition 2. Structured data is not to be confused with data structure,
which defines the layout of the structured data. Structured data retains its structure only within context
or concept, and in fact can also be perceived as unstructured when the context for a useful structure is

not obvious. See also unstructured data.

Subjective

[2413] A method of dealing with perceptive and interpreted evidence.

Suppression

[2414] The process of masking the existence of granular extractions or complete tear lines

through the contraction and reformatting of the data stream.
Surveillance
[2415] The process of filtering electronic communication in real-time for breaches of security

or potential threats.
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Survivability
[2416] The continuous adequate performance of critical services and functions after a successful

attack or natural disaster.

Syntax

[2417] The construction of complex signs from simpler signs.

Tag

[2418] An applied designation or categorization for a defined range of information. It can be in-

channel, out-of-channel, or bracketing the range to specify the relevance of the application of the tag.
A tag can be the [TS] marking within a tear line, the <start><\end> in HTML, SGML, or XML. Tags
can also exist as a hierarchical or referential metadata in separate data streams, as typically handled
within DigitalDoors. See also label.

Tag cloud

[2419] A collection tags often developed by different and arbitrary users for each’s own personal

benefit and presented so that visual or utilitarian emphasis corresponds to relative importance.

Tagging

[2420] The process of applying a label or tag based on a classification.

Target

[2421] And word, part of a transaction, data field, phrase, sound byte, part of an image, or

segment of a multimedia stream (motion, audio, video, text overlays, etc.) for which the limits of that
data are specifically fixed automatically or by offset with a larger data stream or document. For example,
the targets within “George Bush ignored the press corps on immediate military response to Indonesian
riots” are likely to be “George Bush” and “Indonesian”.

Taxonomy

[2422] 1. A subject-based classification system. 2. A system of applied categorization. 3. A
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definition of the relationship between categories or nodes of information. It is typically a hierarchical
structure used to classify information within a knowledge base. 4. One application of an ontology within
the set of possible.

Tear line

[2423] Non-shareable information within a document below any designating point in the
document. In other words, a document is segregated into paragraphs of decreasing (downward)
sensitivity levels so that it can be distributed in a shortened length to recipients with lower sensitivity
levels and greater length to those with higher sensitivity levels.

Topic recovery

[2424] An SGML or XML document used for navigation—by people or by machine—within
an information set. The DigitalDoors directory and recovery information falls within the concept of topic
recovery. A single information set can include any number of types of source data: for example, HTML
files, PDF files, and databases could all be part of one information set. A Topic Recovery (TM) can be
either embedded within a document, or may be, itself, a separate document. A Topic Recovery provides
a particular view of topics within the information set. There could be, potentially, an infinite number of
different TMs for any information set: for example, an information set dealing with the plays of
Shakespeare could have a TM for navigation within the perspective of Elizabethan culture, or the
perspective of themes throughout the plays. Each TM explicitly declares topics and provides links to
relevant information. Topic recoveries are an ISO standard for the representation and interchange of
knowledge, with an emphasis on the ‘findability’ of information. The standard is formally known as
ISO/IEC 13250:2003.

Touchpoint

[2425] Any access point, system, conduit, or workflow that exposes an information item to

exposure. This is PCI definition, but recognizes the aggregation, inference, and interaction risk when
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even secured information is accessible within a workflow and brought through any perimeter barrier,
however transient the duration, and creates additional unanticipated risks. A touchpoint is a transient or
even permanent breach of perimeter security. A touchpoint is an admission and recognition of a process

security weakness. See also digital door.

TPM
See trusted platform module.
Tranquility
[2426] A formal Bell-LaPadula Model (BLM) principle that data access control and documents

once assigned to a sensitivity level cannot be reassessed. DigitalDoors both adheres strictly to this policy
but also extends information sharing functionality through granular content control with dispersion
variations that retain strict security and privacy while enabling cross-domain sharing.

Trap door

[2427] A mathematical operational that is easy to complete whereas the inverse of that function
is computational infeasible without extra information such as a key (encryption key). See also back door.
Triple-DES

[2428] A variant of DES that encrypts data or a message using 56-bit DES three consecutive
times using a different key for each pass. It sometimes refers to a key size three time longer (168 bits)
than the standard 56-bit DES.

Trojan information

[2429] The inclusion of information that initiates a risk, leakage, or exposure when itisupgraded
or downgraded through an MLS or any other information sharing system that is either intentional or
unintentional.

Trojan horse

[2430] A innocuous-looking software program that may not do anything obvious or visually
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noticeable but nonetheless designed to disable, bypass security or audit options, damage, or destroy
computer hardware or read/write storage systems. Typically used by disgruntled employees to damage
computer operations.

Trust exploitation

[2431] This is a description of how an attack works when a dependable resource within a
network (both social or technical) takes advantage of its special position. This can be combined with
access control flaws to counterfeit the position of a dependable resource as well.

Trusted Granular Content Control™

[2432] The DigitalDoors paradigm shift that includes the structure of information, the nature of
meaning and semiotic content, context, and concept, the format and structure of file and information
storage, metatag and metadata, and the compound and hierarchical layering of knowledge. Because an
individual item within the data stream, thus “granular” data, is assigned to a multitier hierarchical
overlapping tag structure, an individual item can be distributed subject to sensitivity levels throughout
a trusted network and to trusted platform modules or workstations. See also Granular Content Control.
Trusted guard

[2433] An automated (software) application that performs reviews of security materials and
authorizes release based on security policy.

Trusted Platform Module

[2434] A chip or infrastructure which stores digital keys, certificates and passwords that allow
servers to "talk" to each other. The new specs include a new remote attestation feature that allows a third
party to check to see if a box has been tampered with or compromised by a hacker attack or a virus.
Another feature is key storage, in which encrypted keys help store data. Abbreviated as TPM.
Trusted Network Architecture

[2435] A functional design of a computer network infrastructure that provides end-to-end
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security over access, authentication, process, transmission, and data control. Abbreviated as TNA.
Trusted Network Infrastructure

See Trusted Network Architecture.
Unauthorized disclosure
[2436] The release and exposure of data without the expressed policy of the security system.
Underground economy
[2437] The network of people that trade in information.
Universal redaction
[2438] The process of granular removal of all content within a data stream that conforms to all
Digital;Doors filters and sieves leaving a remainder that unconditionally conforms to unclassified
distribution policy. See also generic redaction and selective redaction.
UnSecured Digitaldoors stream
[2439] A destination data stream that represents the Source Data Stream with the extracted
objects; where the extracted objects are represented by the original data objects in full or partially; if
partially, by nothing, placeholders, substitutions, replacements, barcodes, or serialized tags.
Unstructured data
[2440] 1. Any data stream that that apparently lacks any formalized layout defining the arrays,
fields, format, the hierarchical tree, and the purpose of the data within. 2. Any data stream that lacks a
taxonomy. However, data streams that appear to be unstructured, such as documents, e-mail, IP voice,
video, web documents, and reports, frequently contain tags and metadata and so actually conform to a
document object model and therefore are really structured data by definition 1. For the purposes of data
mining, search, knowledge management, connecting-the-dots, and library sciences such data streams
frequently lack categorization or a formal metadata taxonomy, and therefore are unstructured data by

definition 2. By right, all unstructured data might have a structure when the appropriate context or
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concept is supplied. See also structured data.

View

[2441] A reconstituted source data stream in full or in part.

Viewing

[2442] The process of reconstituting a source data stream in full or in part.

Version

[2443] A redacted MLS or MILS document with items (selected for extraction and dispersion)

included up to the allowable level of the defined MLS or MILS sensitivity level.

Versioning

[2444] The automatic or manual redaction and (re)labeling of a document into one, two, or many
outputs according to its clearance—in order to enable information sharing with parties holding different
and varied clearances.

Versions

[2445] The results from automatic or manual redaction and (re)labeling of a document into one,
two, or many outputs according to its clearance—in order to enable information sharing with parties
holding different and varied clearances.

Watermark

[2446] 1. A logo, image, or design embossed or added into the paper to indicate its source. 2. A
proofattached or interleaved into an electronic file to indicate copyright, ownership, or original material.
Watermarking

[2447] The process of adding a watermark to a data stream (data, text, image, audio, or video,
et cetera.)

Weak declassification
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[2448] The process of separating or processing (Downgrading or Sanitizing) secret (top-secret,
secret, and classified) documents into those which are definitely unclassified, which a reasonable degree
of accuracy. See also Strong Declassification.

White list

[2449] A register of entities that are acceptable and require no additional attention. Contrast to
black list. See safe list. See also gray list.

Winnowing

[2450] 1. A process of deleting important data from within data to obscure its message. 2. More
traditionally, it means the application of a checksum to validate the integrity of the data.

A.l Creating An Information Infrastructure

[2451] With respect to unstructured data (including semi-structured data) in information files,
the prime considerations in creating an information infrastructure involve a recognition of different
service levels, different retention-destruction periods for the files and different protective measures
imposed by legal, security and compliance requirements. Confidential data may involve the enterprise,
its employees, its customers and/or third parties. Further, the enterprise should gather, control
disseminate and utilize its intellectual property (IP) rights in and to the data in unstructured data files.
The current mind set relative to an open informational ecosystem, wherein employees of an enterprise,
at many levels, openly communicate with enterprise partners, customers, vendors, contractors and other
third parties, results in many communications paths wherein confidential data and IP data is subject to
dispersal, misuse and theft. Concern over hackers accessing such sensitive data, rogue insiders taking
and misusing the data and accidental loss of data by authorized users requires that the enterprise build
an information infrastructure to identify, contain and classify the confidential data and IP data.

[2452] Information Rights Management (IR Mgt) can and is presently imposed on data files with

the use of data file metadata, tags or labels. For example, the file property may be set at “Read Only”
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which limits revision rights. However, the content in information files is not subject to many controls.
IR Mgt (a) controls the open, print and edit functions; (b) limits access, permissions, and distribution;
(c) establishes and permits changes to permission levels; and, (d) provides and audit trail. Since the
value of the information changes over the life cycle of the information file, oftentimes due to events and
objects outside of the information file itself, it is the content that should be managed and subjected to
an information infrastructure.

[2453] The present invention employs an extraction engine which identifies, selects and then
extracts the security sensitive content (sec-con) or select content (SC), a classification engine that assists
the user (the enterprise’s CIO) to classify and organize the content, and a vibrant testing cycle to
continually challenge the sec-con store, the sec-con security levels and the quality, breadth, depth and
scope of the SC store. The classification engines can be used by the Chief Information Officer (“CIO”)
to establish information infrastructure policies and re-set the extraction engines to enforce the policies
(data acquisition and handling rules) established thereby.

A.2 Sampling and Creation of a Simple Info Infrastructure

[2454] As discussed above, mission critical data is oftentimes captured in structured data
compilations such as databases and spreadsheets. Herein, a “spreadsheet” is included in the definition
of a database because a spreadsheet is a two dimensional database. Therefore, confidential data in
unstructured information files which matches some or all of the data in structure files represents the
initial starting point to define mission critical enterprise data. Some of this some of this mission critical
enterprise data represents secret or confidential data of various parties (the enterprise, its partners,
customers, vendors, contractors and other third parties) and IP data of various parties. Data from the
structured files initially can be used as a content filter to extract the same confidential information from
unstructured files and store the security sensitive sec-con data in extract stores as explained later herein.

A simple classification system (hierarchical taxonomic system) can be established by reviewing the label
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descriptions on the structured data and then expanding class definitions with the use of the knowledge
expander KE search engine described later in section C.2 and C.22, among others. The data and
information returned from the KE engine can be used by the CIO (system administrator) to create
increasingly broader or higher levels of data classifications. The hierarchical taxonomic system can be
used to build contextual filters and taxonomic filters which can further protect sec-con data and expand
the value and quantity of SC data. Once the CIO has established the classes of data, he or she can set
policies for (a) storage and retention; (b) extraction - dispersal - access - release; and (c) levels of service
and permission levels.
[2455] After removal and secure storage of known security sensitive data from unstructured data
sources (using filters designed from structured data sources), a review of unknown data in unstructured
files may be appropriate.

A.3 System Tools and Processing Methods for an Information Infrastructure
[2456] FIGs. 1a and 1b diagrammatically illustrate a basic system diagram, method and flow
chart for an information infrastructure. The infrastructure is a dynamic process and hence the CIO or
system administrator can enter the process at many points. Information (Info) infrastructure 10 includes
a number of modules or process routines or functions which are described in detail in sections B.1 - D.
14. The prime operational modules or functions are set forth in FIGs. 1a, 1b (which is a composite of
FIGs. laand 1b). The prime objective of the info infrastructure is to process data from source document
or source information file 12. The source is first processed via an editor module 14 to deconstruct the
source doc into its constituent parts. See sections C.14 - C.22, and more critically, section D.1.
[2457] After deconstruction (which may be optional per the system operator’s choice), the
infrastructure processes data with extraction module 15. Extracted data and remainder data is processed
by secure storage Sec-Con module 16 and, if appropriate to the CIO’s designed task, the select content

SC storage module 17. The extraction and secure store is discussed throughout the specification but is
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particularly discussed in sections B.1 - B.6. The select content SC store module is discussed in sections
C.1-C.13.C.20-C. 22. The use of an editor module in sections C.14 - C.19 is used to process input
data which, after such processing, is applied to the content filter modules, the context filter modules and
the taxonomic filter modules. The system coordinates storage of data with map module 18.

[2458] Extraction module 15 handles input from content filter module 20, contextual filter
module 21 and taxonomic filter module 22. The infrastructure system and process is adaptive therefore
the extraction module also outputs data to filter modules 20, 21 and 22. Content filters are discussed
in many places in the specification (see particularly sections B.4, and C.12). Since the extraction is
employed with the (a) security system and (b) the knowledge expander KE system to generate select
content SC data, this dual purpose both feeds data to the filters modules 20, 21 and 22 and accepts data
therefrom to define the filters used to extract critical data from the data flow. A contextual filter module
21 is employed in an infrastructure security system in order to assure the CIO-system operator (“sys-
admin”) that (a) the source document (source doc) is properly scrubbed and (b) to add new words, terms
or data objects to the list of security sensitive data objects of concern. See sections B.4, C.13, C.20. The
new data objects become content filters for another processing cycle for a new source doc. When
configured as a knowledge expander KE infrastructure for select content SC, contextual filters increase
the SC data extracted form the source doc and increase the value and informational content of the SC
store. The taxonomic filter (“tax-filter”’) permits the sys-admin to employ a higher conceptual layer on
either the security extraction or the SC extraction and compilation. Tax-filters are discussed in sections
C.1 - C.22 and particularly in sections C.1, C.11, C.14, C.21 and C.22.

[2459] The sys-admin may use the info infrastructure with an existing classification system and
information policy, ruled-based or may have no pre-existing classification system for his or her
documents. The infrastructure process 10 includes a classification generator module 24 which employs

an SC extractor, a KE search engine to generate additional supplemental documents (supple docs) which
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the sys-admin may use the create the hierarchical taxonomic classification system. otherwise, the sys-
admin may purchase taxonomic classifications commercially from others. However, the sys-admin must
ultimately prioritize the hierarchical taxonomic for the enterprise. The taxonomic system can be created
by operation of the modules in sections C.1 through C.23. The KE expander module can be configured
to list docs and data entries and this listing can be used by the sys-admin to (a) build the hierarchical
taxonomic and (b) prioritize the classes. Once the hierarchical taxonomic classes are gathered, the sys-
admin defines which tree, branch and leaf is critical in module 26, then defines (or redefines) security
levels, sets secure stores, ids SC, sets SC stores and sets permission levels, service levels, access levels
and other policies for the enterprise which policies are translated into a rules-based system for the
processing of data. Module 32 applies the rules 32A, 32B, 32C, and 32D to filter modules 20, 21 and
22 and to the access-permission module or control function 42. Data requests 40 from others are input
into access, permission, distribution, reconstruction control module 42. Features and functions for this
module are discussed in sections B.7, B.8. C.9 - C.14, C.20 - C.23 and in the applications D.2 through
D.14. The request for data may be an alarm function or may be a data request form another. The info
infrastructure then cycles back to source doc 12, editor module 14 and extractor module 15.

[2460] To test the security levels and system, the sys-admin may activate test module 28.
Section C.0 discusses how the KE search engine is employed to test the security system.

[2461] FIG. 2 diagrammatically illustrates a basic information life cycle process or system
wherein secure content (sec-con) and select content (SC) is separately stored per categorical filters
operable by the enterprise. Data lifecycle 1 in general begins with an acquisition 4 and process or
storage 5a in the enterprise distributed computing system or environment represented by data lifecycle
ring 3a and outer ring 3b. Storage memory units 6a - 8a are part of the distributed computer system of
the enterprise. However, the enterprise may contract out the storage facilities. In any event, the

enterprise controls storage 6a - 8a. Some storage units 7a - 8a may be combined. However, archive
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storage 8a may be less expensive (slower process and access time) than the SC storage units 7a - 7e.
Further, the filter SC storage units 7a - 7e may be in a single memory, and simply segmented by control
parameters. In general, as explained in sections B.1 - B.8 and others (see D.7 - D.9), the memory units
6a, 6b and 6c¢ are distinct and access to these sec-con stores is controlled with software or hardware
guards (see section A.23 or D.6) or the extract stores are physically separate. Some data stores may be
copy protected.

[2462] Data on the right side of inner enterprise ring 3a is in transit 2a due to acquisition 4 and
other high frequency access, distribution and processing aspects (service levels). A high service level
may be assigned to data in transit 2a. Data in process section 2b is undergoing manipulation and
processing by the enterprise. This may include the use of sec-con filters and extraction to top secret TS
store 6a, secret S store 6b and classified C store 6¢c. Remainder data is kept in the enterprise store in ring
3a.

[2463] Enterprise designated categorical filters are used to store select content SC relative to the
category in certain SC stores. These categories cover a wide range of topics which may be of interest
to the enterprise. For example, enterprise designated filters screen data in process 2b for various
enterprise policies including, but not limited to level of service policies, customer privacy policies,
supplier privacy and proprietary informational policies (business privacy issues), enterprise human
resource privacy policies, financial data handling policies (see GLB or Gramm-Leach-Bliley Act of
1999), public company reporting policies (see SOX or Sarbanes Oxley Act or Public Company
Accounting and Reform and Investor Protection Act o£2002), health care regulatory policies (see HIPPA
or Health Insurance Portability and Accountability Act), technical innovation policies (intellectual
property (IP) disclosures, patent disclosure systems, trade secret tracking systems), competitive reporting
policies (a collection of all data on the enterprise’s prime competitor) and document or data retention

policies. The enterprise sets these policies and the CIO or sys-operator fashions filters which either
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continually or upon certain events or periodically sweep the enterprise data system, locate SC and store
the SC in the relevant data bases. As a further example, technical information on a certain product may
be important and, in light of the fact that 60 - 80 % of all corporate data is in unstructured documents,
the data lifecycle sweep may filter all processed data looking for that certain product. The technical filter
content file is expanded to include additional contextual materials by looking at outside or extra-
enterprise data, thereby creating aggregated SC data for the special technical data SC filter. With the
application of a taxonomic classification system, the product specific tech filter is further expanded to
cover higher classifications of product types and lower, more detailed products that relate to the target
product. A cross-check operation with IP SC filter and database 7e also provides guidance. If the IP
is very valuable, it may be stored in sec-con extract stores 6a - 6¢.

[2464] FIG. 3 diagrammatically illustrates a simplistic dynamic filter and select content (SC)
storage coupled to a data processing event. SC filter 45 may be one or more of a content-based filter,
contextual filter or a taxonomic classification filter. The SC filter 45 accepts, in a first instance, data
input 1A and, in a second instance, further data input 1B. As explained below, data 1A may be the same
as data 1B. Asan example, a sequential operation is described. Input data 1A is fed to SC filter45. The
SC filter identifies SC content SC-1A and this content is sent to SC database 47. Any type of storage
may be used rather than a database, however, some type of indexing is useful. The SC content copied
from data input 1A is added “cc” to SC filter aggregated 48. The SC database uses the SC aggregated
data to supplement the SC filter 45 with a summation + function via operational path 49.

[2465] The next process supplies further data input 1B to SC filter 45. The data 1B is processed
by the filter 45 and select content SC-1B is copied “cc” to SC filter aggregation file 48 and also copied
“cc” to the SC data file or structure 46. The SC aggregate is fed back to the SC filter via route 49. In
this manner, the SC filter can be one or more content-based filters, contextual filters or taxonomic

classification filters. This is the adaptive and dynamic filter for the categorical filtering discussed above.
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If data 1A is obtained outside of the enterprise, the SC filter expands. See KE expander system in
sections C.2 - C.22. Outside or external data is primarily to expand the filter. It is stored in the SC
aggregate file. If the input data 1A is internal or intra-enterprise data, both the SC aggregate file is
expanded and the sys-operator needs to know that the SC is an internal document and this internal SC-
1B is stored in SC data file 46.

[2466] Data 1B is also applied to control 52. The SC filter 45 generates a result command 51
or an output control signal to indicate the presence or absence of certain SC data in data block 1B.
Contextual relevance or taxonomic key words or terms may also trigger filter result output 51. This
signal is applied to control 52 which activates data process 54. Some data processes are copy, extract,
distribute, archive, or destroy. Further, as discussed below, SC filter 45 may be set as a screening filter
which is then used to identify a certain categorical filter which then triggers the data process.
Alternatively, the data input 1 A or 1B may come with a data process request and the data must be filtered
or scrubbed before the data process is carried out by the enterprise computer system.

[2467] Some key operations of the system and process follow. The invention organizes and
processes data important to an enterprise operating the distributed computing system. The SC or select
content is represented by one or more predetermined words, characters, images, data elements or data
objects. The computing system has a plurality of select content data stores 7a - 7e for respective ones
of a plurality of enterprise designated categorical filters which include content-based filters, contextual
filters and taxonomic classification filters, all operatively coupled over acommunications network. An
archive filter 8a operates with data at rest 2c at the top left of lifecycle 1. Aged content is subject to
archiving policies or back-up policies. A data input 1A or 1B is processed through at least one activated
categorical SC filter 45 to obtain select content, and contextually associated select content and
taxonomically associated select content (SC-1a) as aggregated select content. The aggregated select

content is stored in the corresponding select content data store 47 and, more specifically, filter aggregate
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file 48. A data process 54 from the group of data processes including a copy process, a data extract
process, a data archive process, a data distribution process and a data destruction process is associated
with the activated categorical SC filter 45 and the method and system applies the associated data process
54 to a further data input 1B based upon a result 51 of that further data 1B being processed by the
activated categorical SC filter 45 utilizing the aggregated select content data per path 49.

[2468] In another embodiment, the method and system extracts security sensitive content TS or
S or C (FIG. 2) from a data input to obtain extracted security sensitive data for a corresponding security
level and remainder data. Remainder data can be considered left-over data which is extraneous to the
sec-con or SC. It may be surplus or residue data. In this manner, the remainder data is complementary
to the sec-con or SC data. This extracted security sensitive data is stored for the corresponding security
level in a respective security sensitive extract store 6a, 6b or 6¢c. Remainder data is stored in the
distributed computer system. Distribution of the data input 1A (FIG. 3) with respect to said distributed
computing system is limited based upon throughput from at least one of the enterprise designated SC
filter 45 (e.g., patient privacy or HIPPA filter linked to SC store 76). The controlled release of
corresponding extracted security sensitive data from the respective extract TS or S or C stores 6a - 6¢
with the associated security clearances for corresponding security levels is permitted by the system. In
this manner, security sensitive content is separately stored apart from the select content, which is stored
in select content data stores 7a - 7¢ and 8a.

[2469] The sys-operator may activate ON a categorical filter or the system may be automatic.
Prior to activating a designated categorical filter (see GLB SC content filter 7c), the data input 1B is
processed through a screening taxonomical classification SC filter 45 which output 51 activates said at
least one designated categorical filter for the sensed data input 1B. Several categorical filters may be
activated, operating concurrently or sequentially, dependent upon processing speed and memory access,

based upon the screening taxonomical classification filter output.
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[2470] The further data input 1B may be the same as the initial data input 1A. In other words,
an iterative process may be imposed on data 1A/1B. First, the SC filter 45 is used to expand the SC
content, maybe to add contextual material, or to add a higher or lower classification SC data per the
taxonomic filter. Thereafter, the data 1A/1B is processed again by SC filter 45 with the data process 54
associated therewith.

[2471] Regarding the initial data processing, the further data input 1B may be structured or
unstructured data. If structured, the data input should be deconstructed and special attention should be
paid to the structured items. In email, a partially structured data item, addressee and the addressor data
and the regarding field often are key SC items for the enterprise. If unstructured data is filtered, a
deconstruction process should be used. See sections C.14 and D.1, among others. The constituent data
elements are then SC filtered by 45.

[2472] Activating the enterprise designated categorical SC filter 45 may be automatic or manual.
An automatic activation can be is time-based (2:00 AM every day), distributed computer system
condition-based (when data flow falls below x % or process speeds exceed y %), or event-based (see
section D.3, D.11, and others which discuss event triggers). Activation of the categorical filter can be
linked to a data process request from the group of data processes.

[2473] The data processes include a copy process, a data extract process, a data archive process,
a data distribution process and a data destruction process, an inter-enterprise data distribution process,
an intra-enterprise data distribution process, a data access request coupled with said data distribution
process (a request to send data 1 A to a newspaper via email (copy and distribute)), a data distribution
denied process, and a limit data distribution process. The data process associated with a data block
1A/1B may trigger one or more SC filters or a discovery of SC in a data block 1B may cause a change
in the data process from “full distribute” to limit distribution to key enterprise persons.” In litigation,

discussions of the lawsuit may be an SC filter topic. The groups of data processes may activate different
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categorical filters. The result 51 of the further data 1B processed by the activated categorical SC filter
45 indicates the presence or absence of select content or aggregated select content in the data 1B.
[2474] On the output side, the system may impose a classification taxonomy on the stored
aggregated select content SC file 48. This enables the sys-op to see the scope of the filter (depth, detail,
higher level classifications, orthogonal data fields, etc.). See, for example, section C.22. Preferably, the
select content file 46 is stored separate from the aggregated select content 48 in the select content store
47. A separate storage permits the sys-op to see what SC data resides in his or her enterprise as
compared with the scope of the filter. The system may impose a classification taxonomy onto the stored
select content 46. See FIGs. 12b and 12d. Further, the stored SC 46 may be a copy of the obtained
select content from data 1A/1B or may be a representation thereof in said select content data store. A
representation may be a marker or pointer to an index of SC. This process avoids multiple copies of SC
storage. Additionally, in order to track the origin of the data 1A/1B, the data input has a source indicator
(like a URL or the path to the original document location) and the obtained select content SC-1A or SC-
1B, when stored in the select content data store 46, includes a corresponding representative source
indicator pointing to or linking to the source of the data. In this manner, the sys-op knows where the SC
data came from. Additionally, the process may generate a tag or label responsive to the source indicator
of data 1A, and the corresponding representative source indicator. The tag or label can be electronically
attached to the source document to indicate SC content, importance of the SC content and category
thereof.
A.4 Information Dispersal - Basic

[2475] The dispersal of information into the secure storage or the select storage, with maps to
the original or source document, is one of several important aspects of the information infrastructure.
The storage processes and modules provide an alternative to prior art information dispersal algorithms.

A prior art information dispersal algorithm is discussed in U.S. Patent No. 5,485,474 to Rabin and in
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an article entitled “Survivable Information Storage Systems” by J. Wylie M. Bigrigg, J. Strunk, G.
Ganger, H. Kiliccote, and P. Khosla, published August, 2000 in COMPUTER, pp. 61-67. The present
system of information dispersal can be additive to the prior art information dispersal algorithms. The
present system and method can be automated to facilitate dispersal of information to remote storages
upon detection of certain events. Lastly, the information dispersal techniques can provide for the
dispersal of context of the whole data stream while maintaining access to the constituent parts of the
content.
A.5 Alternative to Information Dispersal Algorithm

[2476] The invention provides a system and method for dispersal of plain text data and an
alternative to usage of prior art information dispersal algorithms. The usage of prior art information
dispersal algorithms does not permit the user or sys-admin to view or use data stored within a particular
storage. The prior art algorithms permit one to view and have access to data only when data is retrieved
from a few stores and then is combined together.
[2477] The present inventive process and system enables use of granular data which is which is
stored in a known and accessible storage store (in defined storage locations (sec-con store or SC store).
The security risk in the present system can be reduced by storing smaller and more granular pieces of
data. Further, after splitting granular data from a source document or data stream, the granular pieces
of data may be processed using the prior art information dispersal algorithms.

A.6 Adding Prior Art Information Dispersal Algorithms to Granular Data Dispersion
[2478] The present invention provides a system and method for dispersal of granular data to
distributed storage stores and the possibility to add the prior art Information Dispersal Algorithms
(“IDA”). Theinvention provides a system and method for dispersal of data to distributed storage stores
— in essence an inherent * built in” security feature. The Information Dispersal Algorithm or IDA

delivers a relatively high level of security, however it does not permit nor allow access to data content
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for search and other Knowledge Management operations.

[2479] On the other hand, the present invention may (a) first granularly extract the data form the
source, then (b) use the IDA for securing extracted granular pieces of data, one at a time. This
combination brings flexibility to the system as a whole since granular pieces can be reconstituted, one
at a time, and released from IDA for knowledge management operations without compromising the
security of the whole document. By securing granular data pieces with the Information Dispersal
Algorithm or IDA, the system’s granular data parts once reconstituted by the IDA are available in system
storage and are stand alone data structures - (encrypted or not). These stand alone data structures and
the granular data therein can be read on their own without the need to bring together other data shares.
Because extracts can be in plain text or decrypted- and stand in their own data structure, the sys-admin
can authorize an advanced search and knowledge management operations through the granular data
structure.

[2480] Splitting a data stream and dispersing the slices of the split data to distributed data stores
creates a very high level of security. This emulates military tactics of splitting and hiding forces. In
words of the great strategist, Sun Tzu, the present process and system creates “disorder from order” (the
order being the source document, the disorder being the granular and dispersed data parts) and it creates
a formless organization which makes it a very hard target for the attacker. The level of security may be
further raised if, at the storage stores, there are strong access control mechanisms for authentication and
validation of users. Dispersal of data to distributed storage stores achieves higher security as well as a
lower overall security costs.

[2481] Distributed storage stores need less security then a centralized data repository for a
number of reasons. First, the distributed storage stores hold only parts of the data and they are of lower
interest to an attacker that will need to attack few dispersed stores to get the total content. Second, the

stores are scattered and if hidden they call for less security. The need for less security means lower
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costs; more efficiency and less processing power. Thus dispersal of data to distributed storage stores
is inherently “built in”, “ baked in “ security. The split granular data pieces may be sent to distributed
storage to be processed in an Information Dispersal Algorithm scheme. Each granular item will be split
into n pieces, which will be sent to distributed storage. Reconstructed of a granular item will be enabled
by access to M out of N pieces. A directory/ map connects all granular pieces recreate a partial or
original document. Using the Information Dispersal Algorithm (IDA) with the present invention may
deliver amuch higher degree of security. The data stroes may be correlated to the sec-con or SC content
or maybe otherwise designated.
A.7 Automatic Dispersal of Data to Remote Storage Locations

[2482] The present invention provides a system and method for the automatic dispersal of data
to remote storage locations. Examples of these systems and methods are found in sections D.2 through
D.14. Any document data stream created by a user may be automatically split and transported to
distributed storage locations. This may take several forms. One form is, when a file is being closed, it
will automatically be split and its pieces sent automatically to distributed local or remote storage
locations.

A.8 Dispersal - Breaking Down the Context of Data Streams while Maintaining Access to the
Content of its Parts
[2483] The present invention provides a system and method for splitting a document or data
stream into granular parts for security and privacy reasons which hides the data stream’s context. By
splitting a document or data stream into different granular pieces and dispersing the pieces into
distributed storage, the context of the original document or data stream is broken. The more splits and
slices imposed on the data, the harder it is to inference the content, concept and context of the source
document or data stream. The uniqueness of this invention is that each distributed piece and its granular

content can be independently accessed for different usage. This storage technique is very different than
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the Rabin Information Dispersal Algorithm (U.S. Patent No. 5,485,474) in which slices of the original
document are distributed in different storage locations but the content of each slice or piece of data is
not accessible.

[2484] The present system and method permits the sys-admin to establish an info infrastructure
for data mining a plurality of source documents or information files. See sections C.8, C.17, D.5 and
D.13. The sys-admin can also employ the knowledge expander KE search engine to enhance the data

mined form source docs. See sections C.2 through C.23.
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A.9 Granular Tagging - Basic
[2485] The present method and system permits granular extraction and tagging of data. Asa
result, the system permits (a) automated granular data level manipulation; (b) a process for creation of
automated granular tagging and labeling; (c) a process for creation of automated tagged tear lines; and
(d) use and implementation of category tags as placeholders in databases.
A.10 Automated Granular Data Level Manipulation

[2486] The system and method provides for granular data manipulation. All input data is
analyzed, optionally categorized and optionally presented in a matrix or other format (a data structure).
The analysis involves deconstruction or decompilation of the source doc (see section C.14 - C. 16 and,
more particularly, section D.1. Categorization is discussed in sections C.11 and C.21. Different tools
enable selection of granular data items for different activities which may include, among other things,
their use as: (1) key words to search engines; (2) headings for granular data elements, meta tags for such
elements; (3) a base for build up of expansive content (supple docs); and (4) filling in missing
information from documents (data mining third party sources.
[2487] Granular data control may be used for various information processing activities listed in
the Action Table below. The Action Table, in one embodiment of the invention, is a pull-down menu
which enables the user of the system to select the granular action associated with the activity.
Action Table

(1) security

(2) privacy

(3) compliance

(4) archiving

(5) replication

(6) backup

(7) continuity

(8) survivability

(9) broadcasting
(10) alerting
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[2488] The granular actions are selected automatically (based upon the initial set-up of the
system), manually or a combination of both. Granular items may be connected to other granular items
in the matrix / format or connected to other data processing steps external to it. Different data matrixes
or data structures in the sec-con store or SC store can be constructed for the granular output of the
original, source input data. The original data ad constituent parts thereof may be replicated to form
different matrixes based on different categorizations. The selected granular data items will usually have
semantic meaning. However it is feasible to combine granular items in different ways which do not have
an inherent semantic meaning. This might be done for search and content inference purposes. By
categorizing and labeling every granular data element, the invention in essence differently weights
different granular content items.
A.11 Process for Creation of Automated Granular Tagging and Labeling

[2489] The invention provides a system and method for automatic creation of tagging and
labeling at the granular data level. See sections C.3, C.5, C.6, C.7 and D.1.There is a need for
automation in tagging data and content in a document and data stream. the tagging and labeling can be
used for security or for data mining or knowledge expansion. The need security tagging includes: Top
Secret paragraph, Secret paragraph. Top Secret line, Secret line (tagging plus contextual filter set as a
range (paragraph and line). There is a need for tagging at a more granular level such as Top secret word
/ character, or Secret word/ character. The need for tagging at a very granular level also is impressed
upon an enterprise by the requirements of recent laws for removal of sensitive names and sources from
documents. There is a need for other types of categorization / labeling / tagging. For example, there is
a need for a Private tag, Public tag, and a need for High Priority, Low Priority, Medium Priority tags.
The enterprise policy discussed above, when applied with the use of the present method and system,
implements this categorization / labeling / tagging operation. Eachitem, word, character, image in a data

stream (also optionally at a bit and binary level) is monitored, analyzed, categorized and tagged. This
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is done by filtering, i.e., matching the granular data items against pre-set lists wherein a match yields the
right classification tag for the granular data element. The element is marked by creation of a tag for the
granular data element. For example “name,” “location,” and “social security number.”
[2490] Following process outlines an automatic tagging system. (1) Within the input data
stream, all the data and content element is monitored and categorized by a filter or filters. The filters may
be content filters, like a “dirty word” list of others. (2) Every data element is categorized contextually
(name location, phone etc). Every element may be also labeled, tagged, and categorized according to
other categorizations like security classification, Top Secret. See, for example, the discussion of
hierarchical taxonomic in section C.21. (3) Every tag may be checked contextual validity and may be
checked and verified by an inference engine.
[2491] By categorizing and labeling every granular data element, the invention in essence
different weights to the different granular content items.

A.12 Process for Creation of Automated Tagged Tear Lines
[2492] The invention provides a system and method for automatic creation of automated tear
tagged lines or contextual ranges about identified content. There is a need for automation in classifying
ranges of content within a document or data stream. The need may be for security ranges like Top Secret
paragraph, Secret paragraph etc. as well as for other types of categorization / labeling/ tagging. For
example, there may be a need for Private tag, Public tag, High, Low or Medium priority tags. Based on
automatic categorization of each item, word, character, image, in a data stream, a contextual defined
range, such as a line a paragraph or a group of words, can be tagged by one of the tags in that grouping.
For example, if a paragraph has 15 words with 15 tags, the paragraph may be tagged as a whole based
on one or few of the tags. In situations where tags represent a hierarchy - (“Top secret, Secret, ...”), the
paragraph can automatically be tagged by the highest level tag. Tagging of the paragraph sets a range

or a tear line, which can be selected for different uses including a range for searching for key words for
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a search operation.

[2493] Following is a process for creating automatic tagging with automatic tear line tagger.(1)
Select ranges of content (drop-down menu or pre-set range or manual highlight selection). (2) A range
of content means a contiguous content stream, which may be a phrase, line, paragraph, page, chapter etc.
(3) Within the defined range, every data element and content element is monitored and categorized by
a filter or filters. The filters may be content filters like dirty word list of others. (4) Every data element
is categorized contextually (name location, phone etc). (5) Every element may be also labeled tagged
and categorized according to other categorizations like security classification. (6) After categorization
of every element, a process may select a categorization labile to define the content range. (for example,
a paragraph may have 10 words 5 labeled are as Top Secret, 3 labeled as Secret, and 2 words labeled as
Confidential. (7) The range might be labeled, tagged as Top Secret. (8) Rules can be set so that when
a combination of a few words appears the range, the range group is tagged at their level higher or lower.
(9) Every tag’s contextual validity maybe checked and verified by an inference engine. By categorizing
and labeling every data element, the invention in essence assigns different weights to the different
granular content items.

A.13 Category Tags as Placeholders in Databases

[2494] The invention provides for a system and method for substituting tags as placeholders for
removed data thereby creating the info infrastructure for unstructured data. For security or privacy
reasons, granular data elements are removed from a repository, database, document, or file, etc. Tags
are inserted as placeholders to replace the data that was removed to other storage locations. Data mining
searches locate the tags instead of data. The benefit of this operational system and process enables data
mining that will not produce the removed secured data but it will let the user know that the data does
exists and what type of data it is (name, location, social security number, etc). Data mining is possible

based on tags organized by categories, not whole information in unstructured data files. As an example,
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a document may be processed to show: (a) Date birth xxxxxx; (b) Mothers name yyyyy; and (¢) School
zzzz. The data categories (birth, mother’s name, school) is listed, but the granular data elements are in
different locations - and the owner of data needs to trigger the release of different granular data elements.
[2495] Further, the tagging and sec-con and SC data extraction can be used to populate a
taxonomic database (or non-taxonomic database). The tags or labels are the filed names in the database.
The structured data in the database will be the extracted data. Therefore, the sys-admin creates the info
infrastructure with the present process.

A.14 Controlled Release - Basic
[2496] The controlled release of information (see reconstruction aspects in sections B.7, B.8 and
the applications in sections D.2 - D.14) results in the following unique features and characteristics:
Layered build up of data streams, layer upon layer; Granular data release from a third party repository;
Creation of modular data components from granular data streams; “Rolling” exposure of granular data
streams; Controlled release of extracts after verification; Multi purpose usage of filtering and extraction
process; Filtering and copying “Selected data;” and, A combined process of extracting part of the
“selected data” and copying parts of the “selected data.”
A.15 Layered Build-up of Data Streams, Layer upon Layer
[2497] The present invention provides a system and method for the controlled release of granular
data streams which release builds up, layer by layer, a reconstructed document or data stream. The
controlled release of data or granular data streams - layer by layer - forms a new, whole or partial
document. A granular data stream is defined as extracted, granular data elements and/or the remainder
data filtered from an original data stream. The filter may process the original data stream by content filter
or other filtering methods. Controlled release of granular data layers during reconstruction can be done
in a document, data stream, and website, database or other format. Each layer is built upon the other one

to enable a view of a full or partial document.
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The invention provides a system and method for controlled release of data and granular data streams
after verification and validation before the release of each layer.
[2498] One aspect of the present invention focuses on release from storage of granular data
pieces. The security risk is reduced by storing smaller and more granular pieces. The attacker needs to
access few stores to piece together all the content Layers of data of the original document data stream
may be released at once or at different times. The granular data stream is released into a file with existing
content (remainder, or sanitized file) or creating a new file. See section D.6 for a sanitized document
reconstruction. For security reasons and to avoid covert channels, Trojans and other attacks, the granular
data layers can be released onto different screens in the same computer or different screens on different
computers. See sections B.7 and B.8. The build up can be done in a way that resembles build up of
modular components. Different layers can be built up in different sequences.
A.16 Granular Data Release from Third Party Repository

[2499] The present invention provides a system and method for granular data control and release
from a third party repository. Users control their own private data- release from 3™ party or government
repositories and databases. When a user wants to release information, he or she will release it in a
controlled release fashion. A higher level of security and privacy is delivered in situations where the
data is split into data streams and stored in different memories and or locations. When the information
is dispersed, the chances for leakage are minimal. The user may release different data streams from the
different storage locations.
[2500] To deliver a higher level of security the user may chose to route the dispersed data
streams in different communication paths. For example: deliver critical information in parts over the
phone line, cell line, email and fax.

A.17 Creation of Modular Data Components from Granular Data Streams

[2501] The system and method provides for the creation of modular data components from
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granular data streams. Splitting original document or data streams into granular data streams enables
the user or sys-admin to build and maintain a component infrastructure for internal usage (within the
enterprise) or for external usage (to others). A granular data stream is defined as the extract and/or
remainder data filtered from an original data stream. The filter may process the original data stream by
content filter or other filtering methods.
[2502] The trend of implementing Service Oriented Architecture — SOA, in web applications
teaches the need for modular code, the benefits of code reuse and other added value. In the same vein,
splitting original documents or data streams into granular pieces and creating a modular framework
brings different added value and advantages which include: (1) parts of the data stream can be used by
the originator, other parts by other users or machines to construct other data streams; (2) the granular
data streams may be used as tags or metatags; and, (3) the granular data pieces may be used as elements
to feed search engines. Modular data components may be granular data streams or pieces, granular data
pieces with hooks, granular data pieces with tags etc. Hooks are metadata that relate one data element
to another data element or file or data object. The modularity enables data pieces to be easily combined
into a larger data structure where they may be reused.

A.18 “Rolling” Exposure of Granular Data Streams
[2503] The invention provides a system and method for flexible content access based on
“rolling” granular data exposure with decryption for better workflow. In situations where information
must be accessed on an ongoing basis in plain text like search operations, encryption may be a major
hindrance. The need to decrypt the encrypted plain text and then to encrypt it again, and do the same loop
many times, is a major obstacle to work flow and performance.
The invention introduces a solution based on creation of (1) granular pieces of data (2) a distributed
storage framework as a way to deal with the need to encrypt yet not overwhelm the processing and other

computing workflow. The system creates granular data pieces out of the original document / data
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stream. This is done through a process of content analysis, selection, extraction and dispersal to
distributed storage.
[2504] The granular pieces may be encrypted. The added value of the granularity effect is that
there is no need to decrypt the whole original document at once pieces of granular data can be decrypted
separately at the different storage locations.
[2505] Operationally, the system may be pre-set to encrypt and/or granularly extract and store
based upon (i) event, e.g., save doc, log OFF, or (ii) time function; or (iii) user activated switch for
encrypt and/or granularly extract and store.
A.19 Controlled Release of Extracts after Verification

[2506] The invention provides a system and method for controlled release of extracts after
verification and validation. See sections B.7 and B.8 and the applications in sections D.2 - D.14. One
aspect of the invention focuses on release from storage of granular data pieces. The security risk is
reduced by storing smaller and more granular pieces. The attacker needs to access few stores to piece
together all the content. It in noted that after their splitting from a document or data stream, granular
pieces of data may be processed using the Information Dispersal Algorithm.
The invention provides a system and method for controlled release of extracts after verification and
validation. Controlled release of extracts will take place at once or in stages only after verification and
validation of different identifiers including any of the following or their combinations thereof:
Identification code (PIN); Biometrics; Past history; Chain of title of data extracts; Past projects user was
involved in; Current projects user is involved with; and People user is involved with.

A.20 Multi Purpose Usage of Filtering and Extraction Process
[2507] The present invention provides a system and method for multi purpose usage of the
process of: filtering the elements in the data stream, the selected data is extracted, and dispersed to

memories and reconstructing process — including an interface therefor. See, for example, section D.13
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and the web-based process. The process of document or data stream filtering, extracting selected data,
dispersing to memories and reconstructing process is created for different purposes. These purposes may
be presented to the user in a pull down menu. The purposes include: (1) Archiving; (2) Compliance with
policy and regulations; (3) Security; (4) Data searching / data mining; (5) Survivability; (6) Continuity
of operations; (7) Replication/Copying; (8) Backup storage; and, (9) Information sharing. All potential
applications or part of them can be presented to users in various interfaces including a drop down menu
or in a different menu including a mouse menu. Presentation of a key or identity card including credit
card etc. may be requested to enable access to manual or automatic processing of selected choices. In
each case, the original document or original input data stream data is being analyzed at the content level.
[2508] The process includes:(a) the original data or data stream is split into different levels /
pieces of data, created with the appropriate tagging and extracted to different memories. (b) split - the
different data pieces are transferred to different memories, which will allow reconstruction or multi level
reconstruction.
A.21 Filtering and Copying “Selected Data”

[2509] The present invention provides a system and method for of filtering the elements in the
data stream, resulting in selected data, creating copies of the selected data and dispersing the copies to
memories and reconstructing process —including a user selectable interface for activating such operation.
The process of document or data stream filtering, extracting selected data, dispersing to memories and
reconstructing process created for different purposes includes:

(a) in each case, the original document or original input data stream data is being analyzed at the content
level; (b) the selected pieces of data are copied then (c) appropriately tagged then (d) the different pieces
are extracted to different memory stores, which (e) will allow reconstruction or multi level
reconstruction.

A.22 Combined Process of Extracting Part of the “ Selected Data” and Copying Parts of the
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“Selected Data”
[2510] The invention includes a system and method for multi purpose usage of the process of:
(a) filtering the data elements in the data stream, (b) resulting in selected data, (c) extracting and
removing part of the selected data while (d) copying other parts of the selected data for further
processing. Copying selected data, extracting data, dispersing to memories and reconstructing process
— are all actuated by a user controlled interface - such as a pull down menu.
[2511] For each of the purposes specified below, the original document or original input data
stream data is being analyzed at the content level. The selected pieces of data are either: (1) Copied then
appropriately tagged then the different pieces are extracted to different memory stores, which will allow
reconstruction or multi level reconstruction. Or (2) Split from the original document the content pieces
may be appropriately tagged then the different pieces are extracted to different memory stores, which
will allow reconstruction or multi level reconstruction. Presentation of a key or identity card (including
credit card data) to enable automatic processing of selected choices.

A.23 Data Mining Search Results Basic - Distribution as Multi Level Security Versions
[2512] The present invention can be configured as a data mining tool for search results which
are distributed in multi level security versions, a search- creating automatically key words, a continuous
data mining with query refinement; an automatic continuous search — with divergence and convergence,
and with distributed data mining.
[2513] The present invention provides a system and method for search results distributed as multi
level versions. The KE engine (section C.2 - C.23) can be combined with the multi-level security system
per sections D.4 - D.9. There is aneed to enable a user with a security clearance level and a specific role
to search documents, data streams, data bases and data repositories that are at varying security levels
which he is not allowed to access. The problem can be overcome by allowing a search to takes place

in the different databases. This invention provides a system and method for multi level scrubbing and
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distribution of multi level search results
[2514] Search takes place in all data bases- a multi level security guard is positioned at gateways
scrubbing all results generated from the different sources/ databases. User gets results scrubbed to his
level of access. The system can be positioned as a guard at the gateway of the search process. The
system scrubs the search results or scrubs a copy of the results in such a manner that every user gets a
version of the resulting document according to his clearance level, or role. The results of the search are
(1) sanitized and versions are created that correspond to the user security level and role or (2) a sanitized
remainder document is prepared and granular data will be released into it from storage store or stores,
local or remote.
[2515] Presented herein is a multi level filtering and dissemination system and method of search
results and search hits. The searching takes place in different security level databases. In situations
where the search is conducted by a search engine that delivers at first summaries or hits of documents,
the following process will take place: (A) The result / hits pages are opened. (B) Each page is filtered;
(C) Selected words are tagged and extracted; and (D) MLS — multi level security is enforced for
distribution to the users. Each user sees only what his security clearance level permits him to see. The
summary of the search hits may also filtered creating words that are tagged by different security
clearances. Each user then will see words in the summary of hits that he is allowed to access at his
clearance level

A.24 Data Mining - A Search Creating Automatically Key Words
[2516] The present invention provides a system and method for automated search engine with
automated creation of key words. Reference is made to sections C.2 - C.23, particularly C.9, C.10, and
C.22, C.23. Documents are the core of the” knowledge economy.” Finding documents in an
organization or enterprise is a tough challenge because of the ocean of information. The challenge is

even harder trying to find the needed information outside the organization, including searching open
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source information on the Internet. Since it is hard to locate relevant information studies show that more
than 50% of data existing in the organizations is recreated. A filtering system is presented herein to
remove and to locate relevant documents / data streams from daunting volume of documents in an
organization as well as open source data.

[2517] The system and process can be pre-set to automatically trigger a keyword search in which
the keyword / search items are not submitted by a person into the search engine, but submitted by an
automatic machine process after a body of content, like a document / paragraph or other data stream, is
fed into the machine. The machine analyzes the content of the data stream and, based on preset filtering
processes, locates the key words and submits them to a search engine or multiple search engines.
Different key words may be added to the search that are not included in the processed data stream. The
triggering starting point: A search may be triggered by a user dragging a document / paragraph / line into
the search engine, copying content into the search engine, or through an automatic feed of data into the
search engine, for example an automatic feed of news articles. Selection of search key words: The
system analyses every word character icon image and categorizes them. The system selects the ones,
which match the predetermined rule set and routes them to a search engine for a search. Words,
characters and icons images that are not recognized by the filtering and categorization process may be
categorized as “unknowns” and sent as key words to the search engine. Reduction of relevant search
results: Results of the search may be processed (by use of a filter or filters) to reduce noise and deliver
most relevant results.

A.25 Data Mining - Continuous Data Mining with Query Refinement

[2518] The present invention provides a system and method for automated non- stop data mining
cycles with query refinement. Data mining triggered by key word or document feeding into search
engine. Search results are filtered again to find new keywords so another search will take place. As

results are submitted they are automatically filtered by preset filters and new keywords are located and
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sent to search engine. Selection of key words: All key words may be sent to search engine. It is more
practical to implement an n word automatic (possibly manual) selection of most relevant keywords for
the search process. Different filters may be used. Categorization filters may be used- if data in
originating document (or other process related documents) where granularly categorized — selection of
specific categories may be enforced in the filter. For example: “select only names and locations”- This
will reduce the number of key words only to those, which are names and locations. Other filters (sieves)
may be used for example; “select only items with a high sensitivity level tagging ” then only items such
as Top Secret will be selected. Selection of range for key words: To focus on creating key words for
search from specific content area within the data stream ranges of operation will be set. The range
defines an area within a document; data stream within that area key words for search will be located,
selected and fed to search engines. Ranges can be created automatically based on categorization of items
within the data stream.

[2519] The inventive system and process may also be set for dispersal to storage of a federated
data search / mining operation. Filtering options and combinations for sending keywords to search
engine include: (1) Word list- a dirty list filter; (2) Group word list- a list of groups of words
representing some context possibly a concept; (3) Categories- filter based on selection of specific pre-
selected categories (like names, locations); (4) Security level — a filter based on selecting a specific
security level (Top Secret tagged content or Secret tagged content); (5) Range — A meta filter
determining what content area in a data stream would be the focus of the search.(tear line); (6) Scope-
A filter selecting what extracted words in the selected range; and, (7) Other key words for a joint search
may be presented.

A.26 Automatic Continuous Search — with Divergence and Convergence

[2520] The present invention provides a system and method for storage with an automatic data

search / mining operations (convergence). Automatic data search and mining operations in a data store
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is triggered by data residing within the data store. Keywords are selected and sent to search engine or
engines. Data search mining is triggered by key word or document fed into search engine. Search results
are filtered again to find new keywords so another search will take place. Other inputs triggering an
automatic search may be sent from other sources including other storage stores, thereby creating a
federated search. The data search mining operation may continue on an ongoing basis. The user has the
ability to set the system ON for a continuous, non-stop cycle of filtering keywords and feeding them to
search engines. The user may set the system ON for a set number q of search cycles. (e.g., stop after 5
cycles). The user has an ability to control cycles by establishing a time (cycles stop after 30 minutes).
All results are filtered to reduce noise and achieve a high level of relevancy. Results may be matched
to words in the originating data stream to insure relevancy. Data search results or other input of the
storage store may be sold, bartered exchanged with others.
[2521] Currently, data storage is cheap yet there is minimal usage of data in storage. When data in
storage is used, the data has added value for the enterprise. The system data mines unstructured data and
enables the enterprise to sell search results, or combine newly discovered data with enterprise data, for
a synergistic resultant data of higher value. The sale or barter of data may be for a price. A.27
Distributed Data Mining
[2522] The present invention provides a system and method for distributed data mining.
Running search operations from dispersed locations both for security as well as better coverage and
expansion of select content SC data. For security reasons, searches should take place from different
dispersed locations, in order not to enable a compromise of the data. (for example a compromised insider
at Google can know all the subjects that are searched by a person or organization).

A.28 Content Inference Engine - Basic
[2523] The present invention can be configured as a content inference engine with the following

features: (a) an inference engine searching for the unknowns; (b) securing information sharing with an
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inference engine; (c) an automatic web data inference crawler robots; (d) changeable data classifications
based on content inference threats; (¢) search operations creating new continuously growing digital data
streams; (f) distributed searches from different storage node; and, (g) storage of separated data pieces
in one location
A.29An Inference Engine - Searching for the Unknowns
[2524] The present invention provides a system and method for Data Inference Engine with
Divergence data search focusing on “Unknown” data, that is, data which has not been identified by the
initial set of filters used to process the source doc or information file. The objective is to locate hidden
data and to infer data therefrom that is identifiable and relevant. The system locates documents, which
the are related to the initial document, each other by context or concept. The search takes place in
structured as well as unstructured documents. See the KE engine in sections C.2 - C.13 and C.20 - C.23.
Data search mining is triggered by key word or document feeding into search engine. Search results are
filtered again to find new keywords so another search will take place. Known key words are removed
by the filters or given low priority- unknown keywords are sent to the search engine.
[2525] The user can set the system ON for continuous, non-stop cycle of filtering keywords and
feeding them to search engines, set number of search cycles (e.g., stop after 5 cycles), and control cycles
by establishing a time period. All results are filtered to reduce noise and achieve a high level of
relevancy. Results may be matched to words in the originating data stream to insure relevancy.
A.30 Securing Information Sharing with an Inference Engine

The invention provides a system and method to establish an information sharing environment
counter-balanced by inference searching. Information sharing environments may be open to security
risks therefore it must be counter-balanced by content inference searching and testing operations that will
enable the sys-admin to identify a threat so that the security threat can be reduced. Therefore, search

engines / inference engines must work constantly in a plain text environment. Different information

757 EX. 1002, Page 4216



sharing projects have been shut down because the data acquisition systems where a threat to privacy.
Data mining is a constant threat to privacy and leads to many instances of identity theft. This invention
provides a system and method for protecting privacy and security in data mining and information sharing
operations.
[2526] The invention protects privacy and security by controlling the access to sensitive content.
The sensitive information is defined by the inference engine. Documents and data streams are filtered
by the inference engine, granular data is selected, (and may be extracted to distributed stores). Granular
pieces of data are released by a controlled mechanism to avoid security and privacy breaches.
A.31 Automatic Web Data Inference Crawler Robots

[2527] The present system is a method for automatic crawling robots- spiders locating data and
locating threats to data and minimizing the threats including scrubbing web sites. Automatic agents,
robots, mobile code analyze data in documents, data bases and data streams. Using inference capabilities,
which may include artificial intelligence, the system locates users’ private data which may lead to a
threat of compromising his other data his privacy etc.
[2528] The system can be configured to remove the threatening data. Removal of threatening
data with the option of reconstructing it back upon presentation of proper identification and security
clearance. Automatic robots, mobile code, may be used to crawl web sites, data centers, directories, and
data streams on a continuous or part time basis. Consumer reports may be generated and sent
confidentially to users. Thereafter, the user may demand that the web sites, data centers, directories, and
data streams maintain user data in a confidential manner consistent with data privacy laws.

A.32 Changeable Data Classifications Based on Content Inference Threats
[2529] The present invention provides a system and method for flexible changeable
classifications and security classifications, with optional inference penetration testing. A system and

method enable the user to change security classifications on the fly. Security levels of a document or data
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stream are upgraded or down graded based on the results of inference tests.
Due to the overwhelming ocean of data in an organization and in open source data, data classifications,
and especially security classification, should be changed on the fly as new data is being integrated
discovered and fed from search results. What was “secret” in the past (and important and critical) may
now be public information and the value of the data may be lost. Data that was classified at a low
priority may need to be upgraded as new information is analyzed. The system can be automated to
change classification levels. Classification levels change and tags or labels change as well as security
classifications based on results of content inferencing penetration testing. This present invention
provides a system and method for on the fly change of classification including security classifications:
(A) Data that is classified at a specific security level for example “Secret © may be used by an attacker
an insider or outsider to search that classified data against open source search engines or other databases.
The results of such an inference attack may lead to new information about the classified document that
is more secretive than the security level assigned to it. For example, an inference search might yield
names and locations that where extracted from the “Secret ““ document in such a case the base classified
document should be classified at a higher security level than “Secret.” The system presented will
conduct inference penetration test based on the level of sensitivity of the located information the security
clearance level will be upgraded.
[2530] Since data is constantly changing, real time analysis must take place on an ongoing 24
hours effort. The user requesting access to the data will receive data not based on the old security
clearances of the document but based on the up to the minute update. The system and method may be
automated based upon enterprise informational policies.

A.33 Search Operations Creating New Continuously Growing Digital Data Streams
[2531] The present invention provides a system and method for automatic data mining operations

creating new intelligent digital data streams / entities. Automatic data search mining operations create
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a wealth of information. A wide net is cast and many documents data streams are located. A filtering
process is used to deliver most relevant results. On going search operations create a digital data growth
which can be described as a growing tree with branches that are constantly growing and branching out.
In essence new intelligent digital data streams are created on the fly around a “content target.” The term
“content target” is defined as a “‘concept” which may grow in different directions based on results of the
data search operations. The invention provides a system and method for automatic addition of relevant
search results to the “content target.” Automatic scanning of data within a computer, data base, or
network nodes results in analysis of content. Identification of, among other things,: (1) what are the
critical elements of the data and / or; (2) what elements of the data need more relevant data including
updated data. Then, the system automatically searches for relevant data to update or to add to the
targeted data. The addition of data can be in the form of an attachment, a URL, a meta tag or data in
different formats or linked by different methodologies. The analysis process can be done in various ways
including the use of content filters.
A.34 Distributed Searches from Different Storage Nodes

[2532] The present invention provides a system and method for distributed searches and
establishes an interaction between distributed storage stores with data mining operations. Distributed
storage stores each individually carrying data mining operations can yield a vast body of distributed data
and knowledge. An infrastructure for interaction between stores is presented herein. The infrastructure
enables sharing of data sharing of key words in order to enable better more comprehensive data search
operations. For example, if one store stores data on a subject A and another store stores data on subject
B, sharing of key words or data between the stores will enable better key word searches. In essence,

searching in different stores (each one with its own subject matter) results in more robust search results.

A.35 Storage of Separated Data Pieces in One Location
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[2533] The invention provides a system and method for storing different data extracts in one
storage location. The system and method stores extracts of a data stream in different memories within
one storage location. There is a major difference between splitting a document or a data stream and
placing its parts in one storage location and this invention, which deals with placing extracts of a
document or a data stream in one storage location. This invention deals in a situation that a whole data
asset was already parsed — and split into a “remainder” and “extracts”. What is transferred to one
storage location is not all the pieces of a whole document or data assets but partial part of the whole the
“extracts.” The storage location can be one computer one storage node or other medium that is located
in one physical location. To overcome security risks, the extracts in the different memories within the
one storage location may contain protective elements which make it very hard to match the different
extracted pieces together to create an original data stream. Those protective elements may include
adding a substantial amount of additional data assets that will create chaos. It will be a major obstacle
for an attacker to locate the original extracts and piece them together. Another protective measure is to
encrypt each of the extracts in the different memories and store their encryption keys in a different
storage location. An attacker who will penetrate the extract storage location will need the encryption
keys in order to access the content. The encryption key or keys may be split in a secret splitting scheme.
In essence, m out of n keys will be needed to access the content of the extracts in the different memories.
The storage location can be also software storage without a physically defined location.
A.36 Storage of Granular Data Streams - Basic

[2534] The present system and method can provide for configuration of granular data streams
and dispersal to distributed storage stores; shuttling of data and granular data streams between distributed
storage stores; replication of granular data streams with minimal security risk; and, anonymizing
classified and unclassified storage stores.

A.37 Configuration of Granular Data Streams Dispersal to Distributed Storage Stores
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[2535] The present invention provides a system and method for control of data extracts in
dispersed storage environment. A granular data stream is defined as the extract and/or remainder data
filtered from an original data stream. The filter may process the original data stream by content filter or
other filtering methods. Granular data streams are filtered and the results or parts thereof form bigger
data streams. The resulting granular data streams may be extracted or copied for further processing and
storage. To achieve high levels of efficiency as well as security, a set of configurations is required to
enable maximization of benefits in processing and storing granular data streams a distributed
environment. Since granular data streams are part of a bigger data stream- the granular data stream
location need to be entered into a map or directory of the full data stream to maintain context.
Configurations-may include: how many storage locations are available, what would be transferred to
each storage location, and when. The storage nodes may be simple storage nodes, or smart processing
storage nodes. Enterprise policies set data processing rules for the info infrastructure based upon who,
where, what, when, why, and how much-how little (quantity).
A.38 Granular Data Stream Transport

[2536] The configuration of granular data streams transport to storage may include a selection
of what type of data streams will be sent to which storage. The selection may be done randomly, or
according to the types and or categories of content, specific key words in the granular data strings are
going to be shuttled. The data storage facility may be selected at random or via an algorithm to enhance
security. Storage by data class is discussed later. The configuration will also include locations of
storage on the network. Special configurations will need to handle searches combined from key words
in the different extracts, which might be in the same storage node or on other nodes. The configurations
will cover the different possible permutations of combinations of which key words in the extracts may
be sent as a combination to search operations and in what order.

A.39 Shuttling Data and Granular Data Streams Between Distributed Storage Stores
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[2537] The present invention provides a system and method for data asset interaction in a
distributed network. Shuttling of data, including granular data streams, between distributed storage
locations for data mining purposes (and other purposes such as add on to other data streams) causes
chaos which increases security. Creating network paths / “road infrastructure” between storage stores
so data and granular streams can move (1) when requested, or (2) on a scheduled basis, or (3) upon
certain events (see attack application in section D.3).
[2538] The method and system also processes data and granular data streams from different
distributed stores. The combined processing of the data may include cleaning the data, extracting, and
packaging it for data mining search operations and other purposes. Artificial intelligence may be used
in this process. Creating a “‘chamber” or “compartment “ for processing data and granular data streams
from different distributed stores is possible with the system. The combined processing of the data may
include cleaning the data, extracting, and packaging it for data mining search operations and other
purposes. Artificial intelligence may be employed.

A.40 Replication of Granular Data Streams with Minimal Security Risk
[2539] The present invention provides a system and method for granular replication enabling the
user access to many copies with minimal security risk. It is common practice that to achieve reliability
there is a need to store a few copies of the data. The problem is that the bigger the number of copies
made the bigger is the security risk. The invention splits a data stream into granular pieces replicates
those pieces and disperses them to distributed storage. The security risk is minimized and can be
controlling the size of the granular data pieces and their number.
[2540] The invention also proposes a new architecture for storage on the internet. The invention
enables a user to make as many copies as he wants of a document or data stream with minimal amount
of security risk If a storage node is attacked a small granular piece will not pose a serious threat. A small

granular piece does not convey all the substance of the original document/ data stream. If the replicated
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piece is small enough the attacker will find it useless because it is out of context. For example, a granular
piece of data which is a name only can’t create a serious threat because it is out of context. Other stores
need to be attacked successfully to access their data to give context to the small granular data piece. The
security risk of having many copies can be reduced by the user decreasing the size of the granular pieces
and dispersing the different pieces to different distributed storage store.
A.41 Anonymizing Classified and Unclassified Storage Stores

[2541] The invention also provides a system and method for not labeled, non security classified
security storage stores, in essence. incognito storage stores. The storage stores may hold highly sensitive
secret data but are not labeled with a security label or identifiable risky tag to avoid attacks. The
classification of the storage store may be recorded at a distant location, which can be a registry, an index
or a map. Data or granular pieces of data (split from a data stream) are stored in dispersed storage
locations including Internet URLs. The different storage locations are not labeled or not labeled in a way
that will lead to a possible attack. Sensitive storage stores that are commonly tagged with security or
hardened classification at their physical location, like Top Secret or Secret, will not be tagged, tagged
in a way that maintains their anonymity. For example, the data is labeled or tagged with a number, in
a way that its content will be unknown to potential attackers.

A.42 Controlled Release of Granular Data Streams - Granular Data Manipulation and Control
[2542] The present invention provides a system and method for granular data control and
manipulation. Granular data control is defined as: the ability to manage manipulate and control granular
pieces of data within a data stream or information file in order to achieve certain results. The result of
such a process is the creation of new granular data streams or structured data. A granular data stream
is defined as the extract data and/or the remainder data filtered from an original data stream. The filter
may process the original data stream by content filter or other filtering methods. The resulting data or

data stream can now be used or manipulated for different purposes. The resulting data can be presented
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in different formats to enable maximum data manipulation. For example, in one format, the resulting
filtered data can be put into a matrix as structured data. Assuming a content filter was employed, and
the filter also included tagging or labeling for categories (taxonomic filter), one axis of the data matrix
may represent source doc markers and placement markers, the other axis may represent category groups
(names, locations, and social security numbers), and the data in the matrix shows the critical sec-con or
SC data, that is the granular filtered data elements form the source doc.
[2543] The granular content elements in the matrix can be manipulated manually or
automatically based on pre-set rules and or configurations. Granular data manipulation and control
enables the user to achieve different tasks including: (a) Privacy; (b) Security; (c) Secured Information
sharing- Multi level security / cross domain data sharing; (d) Compliance; (¢) Survivability; (f)
Continuity; (g) Secured backup; (h) Granular data replication; (i) High relevancy searches; and, (j)
Creation of tags and meta tags.
[2544] The process for creating the info infrastructure described above in this Part A (A.1 - A.3)
establishes this granular data control and manipulation and use of the system tools to create the
structured data and to implement the enterprise policies for tasks a - j with pre-set data processing rules.
A.43 Sanitization Process with Inference Filtering - Basic

[2545] The present method ad system can implement a sanitization process associated with
inference filtering of the source doc of information file. This process includes (a) process for sanitizing
data on the network for privacy security and survivability; (b) automated sanitization of important data;
(c) sanitization of non-important data; (d) release of granular data streams in lieu of access identifiers;
(e) release of granular data streams in lieu of consideration; and, (f) secured release of granular data
streams to multiple display screens.

A.44 Process for Sanitizing Data on the Network for Privacy Security and Survivability

[2546] The present invention provides a system and method for sanitizing data on the network
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for different purposes including: privacy security, compliance, information sharing and survivability.
The sanitization process includes the following process modules: (1) First stage: filtering the input,
original data stream, and locating important content items (sec-con or SC data) that needs to be masked
or extracted. (2) Second stage: implementing an inference process to verify if anything can be inferenced
from the sanitized data stream.(3) Optional third stage: masking or extracting more data items from the
sanitized data stream based on the threat results (inference analysis) of the content inference process. The
risk analysis can employ the risk modules from U.S. Patent application serial no. 10/396,088 filed March
25, 2003 which is incorporated herein by reference thereto. Alternatively, the first level output report
in FIG. 12¢ and the tree or second level output report in FIG. 12d for the life cycle engine may be
employed to assess risk by inference. See sections C.9 - C.13 and C.23.
[2547] The user’s network and data storage facilities need to be sanitized to defend against
different types of attacks. Granular data items are extracted from the network and stored at dispersed
storage locations. See sections B.1 - B.6; see also, sections D.3 - D.6 and D.11. The objective is to
make the network “ formless” to achieve, from order, a creation of disorder, so the attacker does not
know what and where to attack. “Formlessness” -is the answer against virus attacks, Trojans worms /
inference attacks, covert channels and insider attacks. The theory is to erase the user’s digital foot prints
while finding and inferencing the competitor’s footprints.
[2548] The extracted granular data streams may be dispersed to storage or to distributed storage
stores. The dispersed granular data streams will be tapped or retrieved for (1) reconstruction of the
document (full or partial reconstruction); and, (2) to allow more data search needs.

A.45 Automated Sanitization of Important Data
[2549] The present invention presents a method and system for automated sanitization of
important content (sec-con or SC data). Data, content including data, and content over the network

must be sanitized on ongoing basis to stop insiders attacks, Trojan and spyware, content inference
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attacks and other damage. Minimal information is exposed with the present system and methods.
Optionally, upon presentation of identification by users, layers of data will be reconstructed. For higher
security, information search operations need to take place in distributed storage stores / nodes, and users
work mostly offline.
A.46 Sanitization of Non-Important Data

[2550] The invention provides a system and method for automatic removal of non-relevant and
unneeded content from information files. Automatic scanning and analysis of data within a computer,
database, or network nodes is processed. Identifying data that might be not be relevant or needed is
located. Extracting that data and removing it to a storage location or assignment of destruction - deletion
codes is part of the info infrastructure. Data that is not relevant or not needed may include: (a) out-dated
data; (b) data not relevant to the core document or data stream; (c) data not relevant to the user’s
organizations task and mission; (d) data files having mistakes therein; (e) data that takes too much space;
and (f) data that may confuse the users or others. The data removed to storage (extracted and remainder
data) may be indexed for reconstruction at a later date.

A.47 Release of Granular Data Streams in With Increasing Levels of Access Identifiers
[2551] The present invention provides a system and method for controlled release of layers of
data for different access identifiers. A granular data stream is defined as extracted data and / or the
remainder data filtered from an original data stream. The filter may process the original data stream by
content filter or other filtering methods. Controlled release of layers of granular data streams filtered
from an original data stream is permitted only after different access identifiers are presented. See
sections B.7 - B.8 and Part A herein above. As an example: release first granular layer like a paragraph
after presentation of fingerprint, release of second paragraph after presentation of pin number, third
paragraph released for retina scan, fourth paragraph released by secret sharing scheme need — other

person to be online with his identification to enable a release.
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A.48 Release of Granular Data Streams After Obtaining Consideration
[2552] The present invention provides a system and method controlled release of layers of
granular data for different considerations received by the disclosing party or enterprise. A granular data
stream is defined as the extract data and / or the remainder data filtered from an original data stream. The
filter may process the original data stream by content filter or other filtering methods. Controlled release
of granular data streams including data pieces and data extracts is provided layer by layer, after
verification different criteria including: identity, past history, verification of chain of title of the granular
data stream, past projects user was involved, current projects etc. Release layer by layer for
consideration obtained by disclosing party. For example- release first paragraph if user inputs name and
social security number. Release second paragraph if requester inputs phone number. Release third
paragraph if user inputs name of friends or delivers what he is being asked to deliver. This invention
provides also a system and method for controlled release of layers of data or granular data streams for
different monetary considerations. See sections D.5 and D.6. Controlled release of layers of data for
different monetary considerations. For example: Release of first granular layer like a paragraph after
payment of $1.50, release of second paragraph after payment of $2.00, third paragraph released for
payment of $25.00, and fourth paragraph released after payment of a negotiated price. This invention
also provides a system and method Controlled release of granular data layers for a combination of
different considerations. Controlled release of granular data layers for a combination of different
considerations. Each granular layer may be released for a different type of consideration. For example:
Release first paragraph for a payment, release second paragraph after biometrics identification, release
third paragraph after — filling some information.
A.49 Secured Release of Granular Data Streams into Multiple Screens

[2553] The present invention provides a system and method release of granular data layers

different computer screens. A granular data stream is defined as the extract data and / or remainder data
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filtered from an original data stream. The filter may process the original data stream by content filter or
other filtering methods. To avoid Trojans, spy ware, and other attacks, granular data layers of original
data stream are released into different screens in one or in separate computers. For example: Top Secret
data layers will appear on a screen of one computer while rest of data layers (sanitized document) will
appear on another computer screen. See sections B.7 - B.8. This invention also presents an overlay of
granular data streams stored in different memories which memories can be in one physical machine or
archived to a higher level of security in different machines.

A.50 Ecosystem Based on “Granular Data Control” - Basic
[2554] The present method and system can be used to establish an ecosystem with the following
features: (a) an ecosystem for information superiority and survivability- based on “granular data control;”
(b) a system and method for minimizing data exposure; and (c) creating * digital doors” in a data stream
limiting access the content of the stream or information file.
A.51 Eco System for Information Superiority and Survivability- Based on “Granular Data Control”
[2555] The present invention provides a system and method for an ecosystem for delivering
information for superiority purposes and for data survivability purposes, based on “granular data
control.” In the digital paperless environment, the interconnectivity of networks and the Internet create
new threats that can be compared to a battlefield. To achieve information superiority and data structure
survivability, the present system integrates the following concepts into one ecosystem. The network or
ecosystem must be able to protect itself and the data it holds. It must conduct its own surveillance and
generate information in real time on threats, in essence, a command and control capability. The system
needs to be able to defend itself and sustain itself throughout different types of attacks and disasters. The
core, basic concept for information superiority and survivability is the need for constant data updating,
gathering and its secured sharing. To maintain competitiveness and defenses, ongoing and continuous

information searching, data mining and data inferencing and information sharing operations need to take
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place throughout the organization as well as outside the organization. A combination of some or all of
the following processes and methods is the basis for information superiority and organizational
survivability: (A) Creation of granular data streams. A granular data stream is defined as the extract data
and / or the remainder data filtered from an original data stream. The filter may process the original data
stream by content filter or other filtering methods. (B) Creation of content “Formlessness” by dispersing
the granular data streams. (C) Dispersal and hiding of the granular data streams. (D)
Compartmentalization of the different granular data streams. (E) Access check points at the storage
stores / nodes. (F) Reconstruction of granular data streams into the original data stream or parts of it.
(G) Multi level reconstruction of data. (H) Replication for continuity and survivability. (I) Constant
search — for security and info superiority. (J) Content inference for penetration testing as well as locating
relevant information. (K) Secured information sharing. (L) Automatic continuous growth of a data
stream by addition of new search resulted data to it.

[2556] To achieve information superiority an organization’s data / content assets to constantly
grow and be updated in real time. Organizations and individuals data resources should be updated in
real time. A comprehensive search and data acquisition and organization is key to the organization - like
food and oxygen is key to humans and animals. There is a need for on going search throughout the
organization. Every node on the in enterprise’s network must be engaged in searching data- in essence
supplying oxygen to the existing data assets. To deliver “competitive survivability,” the search
capability needs to constantly locate relevant information and update the existing data repositories.
Presented herein is a system for continuous or part-time search all over the organization assets and
outside data resources including the Internet, all with updates in real time. The system and method is
an ecosystem for managing constant searches for (1) updating its data repositories in real time, (2)
creation of competitive knowledge, and (3) to secure itself from content inference attacks and other

attacks and disasters. The interconnectivity of networks and the Internet create a digital battlefield. The
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answer against virus attacks, Trojans worms/ inference attacks, covert channels employs the present
process and method. The present system breaks away from the model of perimeter security and adopts
a model that has been used in the battlefield for many years. The invention delivers capabilities to
transform order within the data content into disorder making it very hard for an enemy to attack.
[2557] The idea of “formlessness” is one of the core strategies of the battlefield as expressed by
Sun Tzu. Formlessness calls for minimization of data, in essence, controlled release of data especially
small granular pieces of data. In a formlessness environment, all extracts are dispersed all over in
distributed nodes. The Ecosystem is in constant mode of searching to secure itself - against inference
attacks - and to gain knowledge. Results of search are needed for security for (1) triggering more
extractions, (2) more dispersal of data, and (3) gather more misinformation which confuses the enemy -
within or without the enterprise.
A.52 System and Method for Minimizing Data Exposure

[2558] It is impossible to project and foresee all possible threats to a digital environment. It is
impossible to do all permutations of possible inference attacks. Therefore, the invention presents a
solution with the minimization of data. The invention provides a system and method for flexible content
access based on rolling granular data exposure with decryption for added security. Granular pieces of
the original document / data stream are dispersed to distributed storage nodes to enable a controlled
secured environment for release of data. The granular data layers can be exposed one at a time decrypted
instead of exposure of a total document.

A.53 Creating “Digital Doors” for Access and Controlled Release in a Data Stream
[2559] The present invention presents a “digital door” system and method for creation of doors
in a data stream to achieve data control and management via management of granular data. A system
and method for controlling data and content within a computer, a network, server or web site by

management and control of data and data flows at the granular data level. Content and data are
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monitored and controlled as they exit through access control points (see FIGs. 1a, 1b, and sections A.1 -
A.3)as well as when data enters the ecosystem, that is entry into the network, computer, servers, storage
or web site. Content and data are monitored by the system as the data is held in storage. The system may
remove data from storage through the access control points for security reasons or for other workflow
and processing needs. Access controls or passwords and sec clearance protocols may be applied
sequentially, of concurrently of subsequently with respect to the extraction of data and storage of data.
Hierarchical access controls are oftentimes used. Controlling movement and storage of data by
monitoring content, analyzing its granular parts when needed and masking or extracting granular data
streams and when needed and tagging data for infrastructure purposes. Enforcing information rights
management (IR Mgt) processes to control movement and storage of the granular data streams is a
function of the present system.

[2560] The system and method provides for management of data in a digital paperless
interconnected environment. Controlling data is achieved by focusing on the granular elements of data
(character, word object, sentence paragraph etc.). When extraction is used, the system adds to “granular
data control” the attributes of physical and logical separation of data. The security aspect may be further
enhanced by transfer of the extracted granular data streams into distributed storage stores. Creation of
access control points or monitors in a data stream means, among other things, extraction of data from
a data stream with the intention to reconnect the data extracted in whole or in part. Extracted data can
be put in a package storage with or without encryption. The package may be tagged so to allow better
management (IR Mgt) of the extracted granular data streams enabling fast reconstruction.

[2561] The process may include: First stage: filtering of the inputted original data stream,
locating important content items that need to be masked or extracted. Second stage: implementing an
inference process to verify if any thing can be inferenced from the sanitized data stream. Third stage:

masking or extracting more data items from the sanitized data stream based on the threat results of the
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content inference process.
A.54 General Aspects - Basic
[2562] In general, the present process and system has the following additional features and
characteristics: (a) automatic creation of a user or object’s identification profile; (b) copying of filtered
granular data and dispersing; and (¢) combining extraction and copying for filtering of filtered granular
data.
A.55 Automatic Creation of a User or Object’s Identification Profile
[2563] The invention provides a system and method for automatic creation of a user or data
object’s identification profile. The profile will enable automatic interactions that will locate relevant
content for the profile including its update without a need for additional input. The profile may be used
as a guard and as a filter to enable or disable various transactions or communications related to the
profile. The automatic building of a profile is done in different ways including scanning of data assets
within a computer, database, or network nodes. Analyzing the content including use of content filters
and selecting patterns which define the profiled subject. The system analyses each data asset, categorized
its content, and give weights to the data asset. See the KE engine C.2 - C.23. The data profile includes
the type of content, which parties interacted the data assets, at which time and location (audit or log
data). Who sent what type of data to the data asset, for what reason? What is the security classification
level of the data asset, how many people have accessed the data, was it a private document or a private
ong etc.
A.56 Copying Filtered Granular Data and Dispersing
[2564] The system and method includes filtering data and copying the granular data results and
dispersing them to distributed storage. The process filters documents and data streams and cops
resulting granular data items for dispersal to distributed storage locations. Dispersal may be done for

different reasons for security, privacy, compliance, backup, continuity, survivability, backup or just close
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access or plain archiving. Dispersal of copied granular elements can be done to different locations
applications search engines. Any resulting filtered granular data may be filtered again producing
different levels or different sub groups. The granular results can categorized tagged and sent to different
storage locations for possible retrieval, full reconstruction or partial reconstruction. The filtering process
may result in creation of sub groups of granular items, in essence more then one group of granular items.
Those groups may be dispersed to distributed storage.
A.57 Combining Extraction and Copying for Filtering of Filtered Granular Data
[2565] A system and method includes features for filtering data, resulting in parts of the granular
data being extracted and the other parts being copied based on security threats, compliance requirements
and operational needs. Dispersal may be done for different reasons for security, privacy, compliance,
backup, continuity, survivability, backup or just close access or plain archiving. Dispersal of copied
granular elements and extracted granular elements may be done to different locations applications search
engines. Any resulting filtered granular data may be filtered again producing different levels or different
sub groups. The granular results can categorized tagged and sent to different storage locations for
possible retrieval, full reconstruction or partial reconstruction. The filtering process may result in
creation of sub groups of granular items, in essence more then one group of granular items. Those
groups may be dispersed to distributed storage.
B.1 Basic Operational Theory of Secure or Select Data Storage

[2566] FIG. 4 diagrammatically illustrates the basic processes for establishing a secure storage
of information, generally identified herein as “data.” The secure storage includes an extraction module
and a secure storage module. “Data,” as used herein, includes any data object, e.g., text, images, icons,
data element, moving images, multiple images, data representing sound, video, electronic streams of
information, etc. Sound bites and video images may also be extracted data. A source document 100

containing data, sometimes referred to as a “plaintext,” is passed through a filter 102. Throughout this
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specification “source document” also refers to an information file containing data, particularly
unstructured data. The module described herein operates on security sensitive content and operates on
“select content,” wherein select content is information which is deemed to be important to an enterprise.
Select content may also be security sensitive content. In other words, select content has value, such as
intellectual property IP value. Security sensitive content is deemed to be important in that its
unauthorized release is some how detrimental to the enterprise. Although itis convenient to discuss and
understand the invention herein in connection with a plaintext document, the document 100 is a data
object. It is not limited to an electronic document representing words. The document 100 represents
a data object that may be, e.g., text, images, icons, moving images, multiple images, data representing
sound, video etc. The term “data object” as used in the claims is broadly defined as any item that can
be represented in an electronic format such that the electronic format can be manipulated by a computer
as described herein. The data object, or as discussed herein, the “plaintext” is sent to a filter. Filter 102,
in a most basic sense, separates out common text or remainder data 104 from uncommon text, words,
characters , icons or data objects. The security sensitive (or select content) words, characters, icons or
data objects are separated from remainder or common text 104 as extracted text 106. It should be noted
that although the word “text” is utilized with respect to remainder text 104 and extracted text 106, the
text is a data object and includes words, phrases, paragraphs, single characters, portions of words,
characters, whole or partial images, icons or data objects. In a basic implementation, filter 102 may
utilize a dictionary such that words present in the dictionary (common words) are separated from the
source plaintext document 100 and placed into remainder document or common data file 104. The
uncommon words (extracted-security sensitive (or select content) words), not found in the dictionary,
would be placed in an extracted text or extracted data file 106. For example, a business may wish to
impose a security system on a contract document such that the names of the contracting parties (not

found in the dictionary) and the street names (not found in the dictionary) would be stored in extracted
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data text file 106. The common text or remainder data would be stored in remainder data file 104. In
the illustrated embodiment, remainder data file 104 also includes place holders which enables the
extracted data to be easily inserted or set back into the remainder data file.
B.2 General Operation

[2567] FIG. 9 diagrammatically illustrates the major components of a flowchart for the data
security program and shows an extraction module, a content filter module and a secure storage module
which can be modified to provide a select content SC module. Rather than operating a security system,
the administrator (CIO) may operate a select content SC system to gather important or potentially
important content in one location, with an audit trial to locate the source of the select content or “SC.”

It should be noted that this flowchart may be truncated to limit user selection of certain items. The
system would be pre-set to contain these features. Step 230 initializes the system. Step 232 enables the
user to designate various levels of security for the activity which he or she will soon engage. The
system, in step 234, enables the user to define the levels of security parameters. The following Security

Table gives some examples of the type of security that may be available to the user.

Security Table
to whom
to where
when (time of day, day of week, month, floating but predetermined time
frame)

why (purpose, match purpose to other security parameters or to certain
predetermined criteria)
how (through what medium (LAN, WAN, Internet, direct dial link),
download to what site or destination)
how long (duration) the reconstruction process will be permitted per each
security clearance level
how much (different security levels enable reconstitution of documents
and data with different amounts of secure data therein)
timing systems may require synchronization for a standard clock (i.e.,
atomic clock)

[2568] As an example of a truncated or pre-set program, a client-server system over the Internet

may have URLs designating storage sites and an ASP 152 (FIG. 6) controlling storage. In this pre-set
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system, the user does not select the sites. The sites may be randomly selected by ASP 152. The ASP
may use artificial intelligence Al to locate secure extract data storage sites. Al or inference machines
can ascertain (a) traffic on communications channels, (b) storage limit issues, (c) transmission failures
in the communications links, and (d) the degree of security necessitated by exterior events, i.e., terrorism
alerts, virus alerts, war, data security warnings posted by trusted sources, MicroSoft, Norton, NASA,
DoD, CDC, FBI, etc. Higher security alerts trigger the Al configured storage locator and facilitator to
locate memory stores in higher secured places. These higher security facilities may be more costly, may
be located in more stable countries or on more stable servers and may have greater degrees of encryption
capabilities.

[2569] The user, in step 326 can designate the location of the filter, the common storage area for
the remainder data, the extraction data storage and potentially multiple data storage areas or segments.
The user may enable an Al filter design. Step 238 permits the user to engage or disengage encryption
and, if engaged, establish the degree of encryption for the system. Step 240 enables the user to define
the parameters of the filter. The user can retrieve a preexisting filter or may define a new filter for each
data security session. These filters may consist of dictionaries or any type of compilation of words,
characters, icon, data objects or pixel formation or any indication that can be perceived by the computer
system. These are called content filters. Granular extraction of data elements (or SC) in a data object
may be permitted. Step 242 recognizes that the user either inputs a preexisting plaintext document or
types data into the system. In any event, the plaintext document is fed through the filter. Step 246
extracts the security data or SC data from the input document. Step 248 stores the extracted data. The
extracted data may be encrypted prior to storage. Step 250 conducts an error check on the extracted data.
This error check is helpful in discerning problems in the storage of the data prior to closing down the
data security system. Step 252 stores the common data or the remainder data. Step 254 conducts an

error check on the common or remainder data. The decision step 256 determines whether the user has
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selected a “destroy filter” command. If not, the filter is stored with or without encryption in step 257.
IfYES, the filter is destroyed with a deletion routine. Typically, deletion is complete erasure of all traces
of the file including, in high security systems multiple write-overs or disc reformatting. Step 258 stores
amap. The map may be stored locally or remotely as described earlier. This is the map module. The
system ends in step 260. All traces of these data elements or objects may be swiped clean or removed
from whatever computer system generated the data objects or processed them, other than the memory
storage locations. Deletion of data also includes the concept of deletion of data transmission paths,
URLs, storage site locations and all temporary memory stores. Deletion of file location in the root
directory of hard drive 168 of computer 140 is preferable in high security systems.

[2570] FIG. 10 diagrammatically illustrates basic flowchart features for the reconstruction
process. The reconstruction process, although not shown in the flow chart for the info infrastructure,
is a module that runs in conjunction with the access-permission-control module. Step 302 accepts a
request to reconstruct the secured data. In a select content system, a search for the SC is initiated. Step
304 queries a local map and the security system or protocol. In a preferred embodiment the user would
have to input several passwords, one of them being a local password on computer 140. A local map
which may be accessed only through the password, may simply identify the URL of server 152.
Decision step 306 determines whether the local password is acceptable. Ifnot, and error step is indicated
in step 307, the attempt to log on to the security system is noted in step 309 (an audit trail), and the
system either branches to repeat step 311 or bars the user from further activity in step 313.

[2571] Returning to decision step 306, if the password is locally acceptable, the YES branch is
taken and the system executes step 308 which releases a reconstruction request to the common storage
facility I-com 154 or A-com 108 (FIGS. 6 and 4 and 5). The system in step 310 logs the user in, as well
as time and date and the data regarding the request. In step 312, a download from the common data

storage is provided to RAM 166 or hard drive 168.
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[2572] In step 314, a query is made to obtain the remote map from the remote security system.
The decision step 316 indicates that the user again successfully inputs his or her security code. If not,
error routine 317 is activated, the password failure is noted in step 319 (an audit trial), and the user is
given an opportunity to repeat in step 321 or is barred or prohibited from further activity in step 323.
In an SC mode, the requester may be required to pay money for the SC data. In the SC mode, a
password may or may not be required. Ifthe user has correctly input the security code, the system in step
318 releases the keys (to decrypt) and the map and releases the reconstruction request to the remote
storage for the extracted data. This could be computer storage [-ext 156 or computer storage B-ext 110.
In step 320, the user’s access to the extracted data is logged in along with the time and day and type of
data request (audit trail module). In step 322, the system downloads the extracted data into RAM 166
and/or hard drive 168 of computer 140. In step 324, an error routine is operated on the extracted data
in order to insure that the extracted data properly matches the common or remainder previously stored.
Decision step 326 determines whether the error routine properly generates the correct count or output.
If not, the system in step 327 indicates an error, in step 329 the system deletes the common files and the
extracted files and the system in step 331 logs in the failed attempt. If the error checking routine on the
extracted data is acceptable, the YES branch is taken from decision step 326 and the system, in step 328,
proceeds to display the plaintext document or to integrate the plaintext document pursuant to the security
clearance initially input by the user. Step 330 ends this process. The end process may entail encrypting
the data again and swiping clean all traces of data objects from the memory stores and computer
handling units. Of course, everyuse of encryption requires decryption of the data prior to reconstruction.
[2573] The system may incorporate various types of security systems or routines.

pass word

pass phrase

multiple choice questions and answers

initial, intermediate and subsequent security clearance routines
biometric security routines (voice, fingerprint, signature, eye or retina
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scan)

[2574] The reconstruction routines may be interrupted or the security system modules
automatically activated or initiated upon the occurrence of externally generated triggers or upon certain
predetermined conditions or conditional events. See sections D.12 and D.14, for example. Limited
extraction, security clearance, release of data and reconstruction limits may be imposed. Artificial
intelligence (Al) engines, inference engines or neural networks may be implemented to vary the
permitted level of reconstruction via the security clearances. In other words, the Al system, as applied
to reconstruction, may, relatively independent of the filter and storage processes, increase the necessary
security levels permitted to access and generate full or partial plaintext recreation.

[2575] The display systems 220, 222 in FIG. 7 include CRT monitors, LCD screens, projection
screens and combinations of those systems.

[2576] The audit trail to monitor reconstruct and reconstruction attempts may include adding a
time/date stamp to the remainder data and/or the extracted data prior to storage and a cross-check to the

audit trail log during the reconstruction process.

[2577] Placeholders in the remainder document may be:
blank spaces
data symbols or elements “---* or “xxx”
false data

>

clearly erroneous data “ABC Company” or “Baker’
chaff or hash marks

messages

bar code

serialization data

alerts

links to other data objects

null set indicators “[ ]”

URL or website addresses

[2578] It is believed that the present invention is faster, during reconstruction, than standard

encryption techniques, on the order of 100 to 1,000 times faster.
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B.3 System Configurations

[2579] FIG. 6 diagrammatically illustrates a personal computer or PC computer system 140, a
second PC or computer 142, and a third PC -3. PCs 140, 142 and PC-3 are connected together via a
network 145(LAN or WAN) and are also connected to an input/output device 146 that may be generally
described as a router or a server to an outside communications system. The input/output device 146 is
connected to a telecommunications system 148 which leads to Internet 150. The Internet is a global
computer network. Internet 150 is coupled to a plurality of servers, one of which is server 152. Server
152 may be designated as an application service processor ASP. Internet 150 also includes various
computer memory storage devices such as computer storage I-com 154, computer storage I-ext 156 and
computer storage map 158. Computer storage enabling the store of extracted data includes a security
level clearance module 157. Similarly, map computer storage 158 includes security level clearance
module 159.

[2580] As stated earlier, the present data security system can be implemented on a single
personal computer 140. In this case, different memory segments or hard drive 168 may be used for A-
com and B-ext. Typically, PCs include a keyboard or data input device 161, a display 163, a central
processing unit CPU 165, a video board 167 having video board memory 169, a fixed disc hard drive
168, a RAM 166, and input/output device 164, a removable memory media drive 162a (may be floppy
disc) and a removable compact disk (CD) read-write (CD-RW) device or drive 160. Also, storage in
EMP or electromagnetic pulse hardened data stores is possible. Print stores rahter than digital stores
provides another optional layer of security. The system may include other removable disk drives, tape
drives, or flash memory units. Internal units CPU 165, video board 167, hard drive 168, RAM 166
input/output device 164, removable media (optionally floppy) drive 162a and CD-ROM device 160 are
all coupled together via an internal bus 171. Bus 171 represents a plurality of buses as is known to

persons of ordinary skill in the art.
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[2581] One methodology of implementing the present invention utilizes distinct memory
segments which may be designated in one or more of the following: hard drive 168, memory in a
removable disk in drive 162a, memory in a removable CD disc in CD-RW device 160, and, to a very
limited extend, RAM 166. In this manner, the user may select, generally at the outset of the process, that
the extracted data memory storage B-ext 110 be stored on a floppy (removable memory) via drive 162a
or a CD via CD-RW drive 160. The user can then simply remove the floppy or the CD and carry it with
him or her. To reconstruct the data, the operative program, generally discussed above would have access
to the floppy or the CD and particularly the memory location of the data on the floppy and the CD in
order to reconstruct the entire plaintext document 100 (see FIG. 4). Alternatively, different portions of
hard drive 168 may store A-com and B-ext. Of course, the computer system may utilize tape drives and
memories or flash card, programmable memory.

[2582] In a local area network or wide area network implementation, PC 142 includes memory
similar to memory units described in PC 140 and a memory segment may be set aside in PC 142 separate
from the common data or remainder data storage typically placed on hard drive 168 in PC 140. Asa
further expansion of the present invention, the extracted data (that is, the high security data), may be
stored on computer storage [-ext memory unit 156 via Internet 150, telecommunications system 148 and
router/server 146. In this manner, the common data or remainder data is stored on hard drive 168 and
the highly sensitive data is stored off site in a secured location. Access to that secured location may be
limited via security layer 157. If the user implements an encryption system (see encryption e 118 in FIG.
4), the extracted data is further secured by the encryption during the transfer from computer 140 through
network 145, router/server 146, telecommunication system 148, Internet 150 and ultimately to computer
storage I-ext 156.

[2583] The present invention may also be embodied utilizing an Application Service Provider

on server 152 and in a client-server network.
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[2584] An implementation of the present invention over Internet 150 most likely includes the
use of a uniform research locator or URL for map memory computer 158, computer storage I-ext 156,
computer storage I-com 158 and ASP server 152. In a client-server environment, server 152 acts as a
server generally commanding the operation of client computer 140. Of course, persons of ordinary skill
in the art recognize that the server may be located on the local area network 145 rather than being
interconnected with Internet 150 as shown in FIG. 6. The claims appended hereto are meant to cover
the alternative embodiments.

[2585] As an example of a client-server or web-based implementation of the present invention,
the user at computer 140 may define the filter 102 as described above, and input data (plaintext) via
keyboard 161 or load plaintext data from drive 162a or CD-ROM drive 160 into RAM 166. In any
event, whether the plaintext data is input via keyboard 161 or copied or accessed from removable media
drive 162a or CD-RW drive 160, the plaintext data is filtered as discussed above in connection with FIG.
4 Prior to filtering, it would be appropriate for the user at computer 140 to identify where the remainder
data or common data will be stored and where the extracted or high security data would be stored. A
simple program may automatically select the secure store location. The system is sufficiently flexible
to enable the user to select local storage on different memory segments of PC 140 (hard drive 168,
removable (optionally floppy) drive 162a, CD-RW drive 160) or be flexible enough to enable user at
computer 140 to designate off site storage of the high security data (extracted data) and/or the common
or remainder data. An automatic store routine may only require the user to accept or reject to preferred
first security level, second security level and higher security level stores. The off site data storage
process may include activating server 152 and enabling the server to take over the process directly from
user 140. In other words, the user at computer 140 could call up the URL of the server 152, the server
could request certain user information (user name, password), and would request data from the client

computer to establish the filter pursuant to input selected by the user. The client computer may (a) filter
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the plaintext thereat or (b) send the data to the server for filtering. The server could store data either
locally on computer 140 or remotely at computer memories 154, 156. After storage of the data at any
of these locations, the server 152 may establish a map and store the map in memory location 158. Of
course, remainder data (cleansed, plaint-text data)and the map may be stored at ASP 152 or client
computer 140. The map, if stored at map storage 158, may be downloaded to the user at computer 140.
The filter may be stored at computer 140 or may be stored at a secured location on server 152.
Alternatively, the map could be destroyed on user computer 140. The filter could also be destroyed on
user computer 140. Of course, the filter could be stored in a fourth remote location (not shown),
different from I-com 154, I-ext 156 and map computer memory 158. Storage of the map and decryption
keys is a critical, high security task. Appropriate security measures should be utilized to protect those
items. Local removable memory storage on disc in removable drive 162a or disc in CD-RW 160 may
be reasonable. All traces of the map, the filter, the encryption key, the extracted data, and possibly the
remainder data may be scrubbed or deleted from all computer memories (by write-over or disc reformat
routines) other than the “com” and “ext” storage sites. Deletion of all URLs, links, x-pointers, etc. is
also recommended for high security applications. Deletion systems are known to persons of ordinary
skill in the art. For multiple security levels, multiple web site for storage of cleansed plaintext, first,
second, third and higher security level extract text is preferable. Where the community of interest has
access to the targeted and protected data via the Internet, multiple secured storage locations, multiple
stores for filters, for encryption keys and for maps locating the secured stores is provided by multiple
storage locations distributed throughout the Internet.

[2586] To reconstruct the document, the user at computer 140 would be required to call up the
URL of server 152 and input the appropriate security code. The server 152 would then call up and
download data from various memory locations whether they be memory locations on computer 140 or

memory locations I-com 154, I-ext 156 and map memory 158. The system compiles the entirety of the
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plaintext document by gathering the dispersed components thereof or compiles partial reconstructions
for different levels of security. By implementing different security levels, the system is dynamic enough
such that server 152 can easily locate the various extracted data levels based upon various security codes
representing different security levels, as those codes are input by the user at computer 140. Multiple
security codes, at the inception and during the process, may be utilized. The user may be required to
input security codes at multiple times during the reconstruction or compilation process. Regeneration
of the source is possible with appropriate sec codes. Likewise, the source, via the processes herein, may
be reorganized by using tags, labels and different named storage facilities. Maps tracking locations of
sec or SC stores enable the user to reclaim data, reform the data previously stored and reorganize the
same.

[2587] It should be noted that computer storage 154, 156 and 158 may be located on the same
computer or may be located on different computers spread throughout the Internet. If the storage units
are different computers spread throughout the Internet, computer storage 154, 156 and 158 would each
have their own URL or Uniform Resource Locator. On a LAN, the computer storage 154, 156 and 158
would each have their own addresses for access thereon. In any event, during reconstruction, the server
152 gathers the information and downloads the information into RAM 166 of computer 140. This
download may include a first download of the common or remainder data from I-com 154. Ataseparate
time, which may or may not include a decryption routine, the extracted from I-ext 156 is downloaded.
Preferably, other than inputting initial security codes and any required or desired intermediate security
codes, the system operates automatically without further input from the operator at client computer 140.
The download of both data sets may be simultaneous in that the download is not humanly perceivable.
This is especially true if storage in different memory locations in PC 140 is utilized.

[2588] The role of server 152 may be expanded or reduced dependent upon the desires of the

user and the degree of security necessary. For example, server 152 may only enable separate storage of
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extracted data in I-ext 156. In this limited role, server 152 would require the input of a proper security
code and clearance prior to identifying and enabling the download of extracted data from I-ext 156.
[2589] In an expanded mode, server 152 may be involved in filtering the data, extracting the
security sensitive (or select content) words, characters , icons or data objects to obtain extracted data and
remainder data thereat, separately storing the extracted data from the remainder data (extracted data
being placed in computer memory I-ext 156 and remainder data being stored in common remainder data
memory I-com 154) and then permitting reconstruction via separate or combined downloads of the
remainder data and the extracted data into computer 140.
[2590] The innovation is a system and method for automatically or manually controlled selection,
extraction, storage, and release of selected and prioritized information. The system extracts selected
information from data streams, in computers, computer networks communication devices, and networks,
as well as electronic mail systems. The system and method can reside on a single computer, be
distributed across multiple platforms, be distributed across multiple networks, or reside as a remote
process (known as a hosted application service process in the state of the art).

B.4 Input or Initial Processing Considerations (Basic Filter Modules)
[2591] The security sensitive (or select content) words, characters, icons or data objects may be
any word, phrase, letter, character, icon, data object (full or partial), image or whatever, as pre-defined
or as established by the user. The user may specifically design the filter, begin with a dictionary (a
content filter source) to define common terms, identify any additional security sensitive words, letters,
images, icon, data objects, partial versions of the foregoing or any other granular aspect of the plaintext.
After defining the filter and accepting the data input, the system filters the plaintext and separates
extracted data (security sensitive (or select content) items) from the remainder data. The filter may also
include elements of artificial intelligence (Al). For example, the user may select one word as a security

word and the Al filter may automatically select all synonymous words. A contextual filter may be
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thereby designed. The Al filter may enable the user to define a filter in real time at the entry of data via
a keyboard. For example, the user may select to secure (i.c., extract and store) some proper names and
may instruct the filter to secure names such as Block, Smythe and Cherry. During input of the plaintext,
the system may detect Smith and ask the user if he or she wants to secure (a) all proper names in a
common name dictionary collection and/or (b) all names with spellings similar to the filter input data,
Block, Smythe and Cherry. As is known in the art, Al typically uses inference engines to define one
pathway or to outline a course of action. The filter or extraction engine discussed herein can be
configured with Al, inference engines, neural network systems or other automatic systems to carry out
the functionality described herein for the dynamic operation of the security system.

[2592] The system and methodology described herein also encompasses parsing the plain text
document by bit count, word, word count, page count, line count, paragraph count and parsing based
upon any identifiable document characteristic, capital letters, italics, underline, etc. Parsing is a
contextual filter using a content as a marker and a range defines by certain file parameters. Algorithms
may be implemented to parse the plain text document. The target of the parsing algorithm (a bit count,
word, letter, etc.) is equivalent to the “security word, character or icon, data object” (or SC) discussed
herein. The parsing occurs with the filtering of the plain text source document 100 and the subsequent
storage of extracted data apart from remainder data.

B.5 Storage

[2593] In a basic configuration, the common text or the remainder data is stored in common
storage memory 108. The secure storage is similar to the select content SC storage module. This
common or remainder data store is identified as A-com generally referring to a segmented memory in
a PC or a computer A in a network (LAN or WAN). It should be understood that reference to
“remainder data” is simply a short-hand representation of data that is not extracted or filtered by the

system. In some cases, remainder data may be nil and all content is removed. Accordingly, “remainder
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data” is simply that data which can be viewed, manipulated or further processed by the user inputting
or initially processing the data. Remainder data storage 108 may include a confirm storage signal
function 111 to send back a confirm storage signal to the data input device generating source plaintext
document 100. The extracted data file 106 is stored in a different memory computer storage 110 (B-ext).
In a preferred embodiment, memory segment 108 (A-com) is at a different location than computer
storage memory segment 110 (B-ext). In a PC embodiment, memory A-com is a different memory
segment than memory B-ext. In a networked embodiment, computer storage 108 may be on a different
computer as compared with computer storage 110. In an Internet embodiment, common text or cleansed
text storage is at one web site (which may be one computer) and the extracted, high security data is
stored at another web site, buried web page or other Internet-accessible memory store location. In any
event, the remainder text is stored in a memory A-com and the extracted data or high security words,
characters , icons or data objects are stored in memory B-ext. After storage of the extracted data in
memory 110, a confirmation indicator 113 may be generated to the client computer or the computer
handling source plaintext input document 100 (the originating computer system). Data may be stored
on any type of computer memory or medium and may include non-volatile memory, such as ROM, flash
memory, floppy disk, disk drive memory, CD-ROM, and other permanent storage. Additionally,
computer readable medium may include, for example, volatile storage such as RAM, buffers, cache
memory, and network circuits.

[2594] As a simple example, the program configured in accordance with the present invention,
could automatically detect entry of all credit card numbers types into a user’s computer. The filter is set
to detect the unique credit card sequence and data string. Assuming that the user’s computer is operating
a browser and the user is communicating with a server on the Internet, the user’s computer would filter
out the credit card number and send the number to a secure storage site. The secure storage site is

owned, operated or leased by a trusted party. The extracted data, i.e., the credit card data, is stored at
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the trusted site. The URL or other identifying data is sent to the vendor from which the user wants to
purchase goods and services over the Internet. When the vendor seeks to complete the transaction, the
vendor sends a request code to the secure site, the trusted party at the secure extracted data storage site
debits the user’s credit card account (or otherwise debits the user’s bank account) and sends an approval
code to the vendor. In this manner, the vendor is never given the user’s credit card — the card number
is sent to a trusted party automatically by the filter in the security program described herein. The security
program may be incorporated in a browser to automatically protect credit card data, personal data (as
a method to become anonymous on the Internet), etc. from being deliberately broadcast to others on the
Internet or to block others from snooping into the user’s personal data while the user communicates over
the Internet.

[2595] In a further enhancement of the present invention, the computer or data input device
handling source plaintext document 100 may also record the location of A-com 108 and B-ext 110. The
location data is called herein a “map.” A memory mapping function or module is utilized. The map may
be stored in a third memory location 112. Memory location map 112 may be a segment of the memory

of the data input computer originating plaintext 100. The map may be encrypted for security reasons.

B.6 Extraction and Storage Enhancements
[2596] As afurther enhancement of the present invention, the user, prior to initiating the security
system, may be given a choice of filtering out all the uncommon words or words not found in the
dictionary and adding certain security sensitive (or select content) words, characters, icons or data
objects to filter 102. The added words or terms are filtered out with the uncommon words. Of course,
the user may be required to manually input all security words or download the security word filter from
the Internet or another system on the LAN. For security systems having multiple security levels, a

plurality of filters would be created, each filter associated with a different security level. Further,
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multiple security levels would require, in addition to remainder text document or data 104, a plurality
of extracted data documents 106. The common or remainder text document or data 104 would still be
stored in remainder computer storage A-com 108. However, each extracted data document 106 would
be stored in a respective, separate computer memory segment or computer B-ext 110. Separate storage
of a plurality of extracted data at multiple, separate locations in B-ext is one of the many important
features of the present invention.

[2597] The ability of the program to locate security sensitive (or select content) words or
characters can be enhanced by using a telephone book, properly dissected, to identify a collection of last
names. Cities and towns and street names can also be identified in this manner. The compilation of last
names and cities, towns and streets can be used as a list of critical, security sensitive (or select content)
words. The filter is represented by this compilation of words. Similar techniques may be used to create
filters for scientific words, or words unique to a certain industry, or country.

[2598] In view of increasing levels of security relating to (a) the storage location A-com; (b) the
transfer of remainder text document 104 to memory computer storage A-com 108; (c) the storage of map
112 (possibly encrypted); (d) the creation, storage or transfer of filter 102 (possibly encrypted); (e) the
storage of extracted data at memory storage B-ext (whether singular or plural storage sites); and (f) the
transfer of extracted data thereto, the system may include an encryption e feature. The encryption e
function 115, 117 and 118 is diagrammatically illustrated in FIG. 4.

[2599] The program of the present invention can be set to extract critical data (a) when the
plaintext or the source document (data object) is created; (b) when the source document or data object
is saved; (c) on a periodic basis; (d) automatically; (e) per user command; (f) per ascertainable or
programmable event; and (g) a combination of the foregoing. Timing for storage of the extracted data
is based on these aspects. Reconstruction of the data object or plaintext may be (a) automatic and

substantially transparent to the user; (b) based upon manual entry of security clearance data; (c) periodic;
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or (d) a combination of the foregoing dependent upon outside events and who is the author of the data
object or other definable aspects of the data object, its environment of origination, current and
anticipated security threats and its environment of proposed reconstruction. The timing for the
extraction, storage and reconstruction is oftentimes dependent upon the level of security required by the
user and/or his or her organization.

[2600] The system and method creates a high level of security by automatic selection and
removal of critical and prioritized contents from a data objects stream, whether it be a digital document,
digital file, database, sound bite, video clip, other structured, or streaming data formats. The system and
method enables a controlled release of the extracted data objects, enabling instant display of the
instantaneous returned contents, contingent on verification of user identity, access rights, time of
operation, location of source and or user, destination of source and or user, and determine threat modes.
The system and method delivers high security by removal of the selected prioritized content from
memories. The copies and traces of the selected extracted contents are eradicated from the computer
memory while the separated extract data stream is transferred to a safe removed storage memory media.
The extract, extracts, and any part thereof, will be return transferred to user display as soon as identity
and access rights are validated.

[2601] A replacement of the extract (sometimes called a placeholder) can also be substituted on-
the-fly to provide updated results, misinformation, dis-information, messages, alerts, links (to reports,
data mining, search engines, web sites, and hyperlinks understood in the current art), advertisements,
and personalization and customization. The validation can be done instantly by password, challenge
questions and answers, remote verification (phone, video, or personal contact with user), or by
biometrics means.

[2602] The extraction of data objects within data streams includes words, structured data objects,

characters, numbers, bullet points, footnotes, prices, images, sound segments, video segments, and
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selected digital data packets. The extraction is conducted by separating a source (original) data stream
into two or more extracts data streams. The different data object extractions are separated into groups
reflecting predefined contextual categories and restitution applications (such as to enable customization
and personalization for the same or different users). The modified source (original) stream typically
contains the majority of data objects of the source stream, whereas the extract streams contains a
minority of the data objects which represent selected and categorized information and information
deemed to be of prioritized importance.

[2603] The extracted categorized data objects are separated into one or more contiguous data
streams. The extracted data stream or streams are scattered to one or more storage memory memories.
The extracted data can be transported and shuttled between different storage or projection apparatus, as
directed automatically by various constraints including: security risk criteria of threats and attacks,
sources, targets, users, policies, time of day, and threat modes.

[2604] The extracted data, in some cases, is transported to an online removable storage and
under extreme security threats to an off-line/off-network, digital or physical vaulted storage. Transport
and shuttle is based on the level of security alert. The use and release of the vaulted extractions is
controlled by a set of rules or organizational policy which includes the following options among others:
(a) A vaulting of some, all, or specific data object extracts for long or short periods of time. (b) Release
of extractions into a display, in which the extracted data objects will reconstitute with the modified
original data stream, the original data objects stream or original document. (c) Release of extractions
into a projection display in order to project with the modified data stream, the original document while
maintaining complete separation of the modified source data stream (the source modified by the
extraction of data objects and insertion of placeholders) and the extracted data object streams. (d)
Release of extractions into a projection display in order to project a reconstitution of the original

document, in other words to create altered versions of the original document, while maintaining
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complete separation of the modified data stream and the extracted streams. (e) In situations of high
security threats, release of extractions into another projection display, PDA, floppy disk, paper document
awireless display, an overlay transparency while maintaining logical and physical separation of delivery
streams. This will enable working with a representation of the initial source, but not the initial source
itself, while understanding the prevalent, critical extracted information without comprising security to
the initial source material by exposing sensitive, identifying, or critical information. (f) The distribution
of sources, modified sources, or extracts to remote and distributed viewing devices. (g) Enable the
ongoing operation of information delivery and display in defiance of known ongoing or unknown
security flaws, breaches, or events compromising the general state of security. (h) The delivery of
distinct and separate data streams, delivered on the same or different channels and media, each with
minimal, limited, or even substantial usefulness in and by itself, that can be overlaid logically or
physically to reconstitute the identifying data stream and display. Separate display devices can be used
to create a composite image or they can be overlaid to physically separate display devices to reconstitute
a useful composite display.

[2605] The objective is to create security for the single computer or extended network. When
an intruder penetrates preexisting firewalls and other security systems, the data object and streams,
digital documents, and digital files which will be valueless and prioritized data objects rendered
unidentifiable, the penetration is valueless because the critical strategic information has been exported
to a vaulted storage. Competitors or hackers, who learn that a computer or network is protected by the
system and method, might decide to attack another target instead. This is comparable to a situation in
which a bank robber, who finds out that the bank vault is empty, will most probably look for another
bank.

[2606] The system and method has a menu of different options including the ability to extract:

(a) All existing databases on the computer or network. (b) All newly loaded, mounted, or integrated data
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to the computer or network. (c) All plug-in memory devices (temporary or permanent) containing data.
(d) All new and imported data to the computer or network. (e) All new work and output created by the
computer or network. (f) All data being transported in/out of the computer or network including
electronic mail. (g) All data being transmitted in/out of the computer or network including electronic
mail.

[2607] The system and method releases the extracted data streams, subject to a controlled-release
mechanism and process. The release mechanism is contingent on parameters including; rights to access
specific contents, timing criteria, security restrictions, and preset policies. The release of the extracted
data objects permits restitution of the source data stream in variations of the source that are full, partial,
or modified representations of that source data stream. The release provides for various levels (through
user configuration) of separation between the modified source data stream and the extracted data
streams. The system enables the maximum grade of security by means of the option of a visual merged
projection of said different data streams, while maintaining a strict physical and logical separation
between the data streams.

B.7 Basic Reconstruction

[2608] FIG. 5 generally diagrammatically illustrates the major features of a reconstruction
routine (module) or system. The user, typically at a computer terminal, inputs a reconstruction request
120. The system first executes a security clearance protocol routine 122 in order to determine whether
the user has the proper security clearance. The security clearance may be thought of as a security
clearance control. If multiple users are permitted access to the documents and those multiple users have
different security clearances, the security clearance protocol determines the level of security clearance
and, hence, the full or partial reconstruction of the plaintext. The security code input by the user is
checked against a security code database or list 124. Clearance is provided in step 126. The location

of the map and, hence, the location of the remainder data A-com 108 and extraction is provided to the
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user’s computer in step 128. This may include obtaining a copy of the map 130 showing the location
of memory segments in (a) the local computer; (b) the LAN or WAN; or (c) the Internet storage sites.
The storage segments are A-com 108 and B-ext 110. The common or remainder data is downloaded or
transferred or made available to the user’s computer as shown at the output of map location and data step
128. Typically, the extracted or security sensitive (or select content) data from B-ext is downloaded.
As described hereinafter, the data can be reconstructed as a complete electronic document in function
130 or may be reconstructed only as a visual reconstruction in step 132. Visual reconstruction is
discussed later. Function 130 operates as a compiler to gather the extracted data and remainder data into
a single plaintext document. Ifthe data object represents sound or audio signals, reconstruction and play
back may require a speaker output in function block 130. In a telecommunications implementation of
the present invention, the input would include a microphone or audio detector (supplemental to the input
device for document 100), an analog to digital converter (possibly with a voice to digital converter), the
filter, extractor, storage facilities at least for the extracted data, and at the output of the system, a
converter to audio and an audio announcer. The recipient of the secured data stream or message would
be required to clear a security clearance and possibly obtain a decoding key prior to listening to the
entire, decoded message. The key and the security data is separately downloaded to the recipient’s
device.

[2609] If remainder data in A-com memory 108 and extracted data in B-ext computer memory
110 is encrypted, the reconstruction process includes a decryption step. Encryptors and decryptors are
relatively well known by persons of ordinary skill in the art. Further, the filter 102 (FIG. 4) may include
some encryption routine operating on the data object (plaintext) during the filtering. A simple
encryption may include substituting “dummy” text or images for the security words and keeping a
pointer to an encryption key document mapping the security words with the dummy words. The filter

may be stored or may be destroyed at the option of the user. Storage of the filter impacts the degree of
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security of the entire data system but storage of the same filter enables the user to reuse the filter at a
later time. Encryption of the stored filter increases the security of the data. Creation and storage of map
in memory 112 also impacts the degree of security of the system. However, if the filter 102 is destroyed
and all copies of the map are destroyed on the user’s computer originating plaintext document data 100,
and the map is stored offsite in a third computer memory location 112, this offsite map storage may
enhance the degree of security of the data. The originating computer processing plaintext 100 may be
scrubbed to remove all reference and copies of the plaintext, remainder text, extracted data map storage
data, etc., i.e., a deletion routine may be employed on the data input computer.
B.8 Reconstruction Techniques

[2610] FIG. 7 diagrammatically illustrates a system diagram for various reconstruction routines.
A complete reconstruction is shown as security level path A. This involves an electronic integration of
plaintext in step 202 resulting from the complete electronic reconstruction of document 100. For
example, a merge may occur between the extracted data and the remainder data or common text data.
The document is completely compiled in this process. Placeholders in the remainder document are
utilized to locate and insert the extracted data. Most likely, there will be no process controls imposed
on the integrated document as shown in step 204. In other words, if the user at computer 140 has the
proper security clearance, he or she could download or recreate the entire original source, plaintext
document and the user would be entitled to edit the document or change it in any way or copy it and
reproduce it.

[2611] The second level of security, path B, results in storage of the common or remainder data
in a different memory location on the hard drive 168 as compared with the extracted data. This is noted
in step 206. Another words, in a simple example, hard drive 168 or RAM 166 would hold a copy of a
remainder data document and another copy of the extracted data document, that is, two separate

documents. Since two documents are available in RAM 166 or hard drive 168, these documents are
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stored in different locations in the memory. In step 208, a map showing the memory location of the
common or remainder document and the extracted data document is provided to computer 140. Step
210 commands the processor CPU 165 in computer 140 to interleave the extracted data with the
common or remainder data in the video board memory. In this process, the extracted data would
typically have placeholders for the missing remainder data. Otherwise, control codes to locate the
extracted data into the remainder data would be executed by CPU 165 to properly place the extracted
data into the “visual space” of the placeholders in the remainder data document. The extracted data
document may have placeholder for the remainder data. Some type of register between the two image
documents may be necessary. The compiler, in this embodiment, gathers the document elements and
visually compiles and presents the plaintext to the user.

[2612] FIG. 8 diagrammatically shows that video board memory 169 is loaded with remainder
or common data 1 and a different location of the video memory is loaded with extracted data 1. The next
video memory location is loaded with common data 2 and then a different video memory location is
loaded with extraction data 2. Since the refresh rate of computer monitor 163 is fast, the display 163 will
show the common or the remainder data and then show the extracted data such that the user could not
humanly perceive a difference in the document. However, the user could not copy the document from
display screen 163 (a “screen shot”) since the document is never electronically integrated into a single
document. There is only a visual presentation of the combined document by interleaving the extracted
data with the common or remainder in the video memory 169. Step 212 notes that the user may be
limited in his or her ability to process, edit and store the reconstructed and presented plaintext document.
[2613] Security level path C recognizes in step 214 that the data is stored in different memory
or computer locations. In this situation, two video boards, video board A and video board B are shown
as board 216 and 218. Video board 216 drives display monitor 220. Video board 218 drives display

monitor 222, Display screens 220, 222 are overlaid atop each other. Video board 216 is fed with
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common or remainder data from the remainder data store (see I-com store 154 in FIG. 6) and video
board 218 is fed with the extracted data from the extracted data store, for example, I-ext store 156. In
this manner, as noted in step 224, the user is presented only with a visual presentation or compilation
of the plaintext. Since there was physical separation between video monitor 222 and video monitor 220,
there is no electronic integration at all of the plaintext document. Hence, the ability for the user to do
any significant editing on the plaintext document is blocked or prohibited because the user only has
access to either the data on video board 216 or the video board 218.

[2614] Security level path D shows that the extracted data may be parsed or further separated
based on a plurality of security clearances in step 226. Step 228 recognizes that the system can repeat
process and security process paths A, B and C only with portions of the extracted data presented to the

user based upon the user’s security clearance.

C.0  Testing the Security System

[2615] The prime purpose of the data security system is to limit the disclosure of critical data
or select content SC data to persons or organizations who may misuse or abuse the data. A testing
module supplies this functionality to the infrastructure. With the advent of cheap memory, fast
processors and increasingly dynamic search engines and the high speed communications links
established by the Internet, the ability of a suspect person or organization (a person/organization which
is not permitted to have the SC or secure data) to associate some low level secure or SC data with public
source (or accessible private source) data and “discover” the secret or SC presents a significant problem.
Therefore, a system to test the secure nature of the SC or secure data system, with inference engines or
knowledge expander KE search engines, is beneficial. The following sections C.1 - C.23 discuss such
search engines to test the security of the base system described in sections B.1 - B.8.

[2616] Also, the information infrastructure is flexible enough that the system operator (CIO)
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initially builds the infrastructure using simple filters and simple access and permission polies and rules.
The infrastructure becomes more complex due to testing of the secure storage and the SC storage. The
higher degrees of complexity may cause the system operator to employ more complex filter (see sections
C.11,C.12 and C.13 and employ aggressive deconstruction techniques (see section D.1, among others).
Additional complexity is added to the system with further polies or rules which are prioritized and
implemented with hierarchical taxonomic classifications. The hierarchical taxonomic classes must be
bought, customized or built. The knowledge expander KE module is used in the development of the
contextual filter modules, the testing modules, in the taxonomic filter modules and in the classification
generator.
C.1 The Etiology of Information

[2617] Security, privacy and information sharing is predicated by the representation of the
structure information. The structure has evolved in usage over time from simple linear formats to
complex hierarchical trees typified by tags, metadata and modifiers. Although the predominant
information delivery and information storage format is in a linear data stream, the internal structure or
representations include all possible linear, field defined, metric, tree, compound and combined layouts.
In other words, while data is delivered in a linear stream, the complexity of internal structure resolves
into specific documented patterns, self-documenting meta data formats like HTML or XML, defined
utilitarian and purpose-oriented formats like database management system (DBMS), ODF (open
document format) or proprietary document object models (such as the Microsoft DOM model). The
combination and recombination of metadata in source documents or data streams complicates finding,
location, and expanding one’s knowledge base of SC. The issue of the internal format is important to
the regulation, interpretation and application of information.

[2618] As discussed above, the etiology of information involves a complex hierarchical trees

of various types of data such as tags, metadata, and modifiers. Specifically to the issue of semiotic
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(words and objects in language) and pragmatic (words relationship to user) meaning, the internal format
of information is important to its regulation, interpretation and the further use and application of the
information. A discussion of the differentiation of the data as to content, context and concept is
discussed later herein. The abstraction of information is also relevant here. For example, the database
scheme DBMS and the DOM style sheets and the internal metadata all modify the encoding, format,
structure, purpose and usage of the information. Links and references establish contextual meaning, just
as the environment establishes meaning relevant to the multiple granular data in the information stream
or document. Metadata can validate or invalidate meaning in the text of the data, for example, a format
or a replace meta data element could indicate the complete deletion of material, the connection between
topic and footnote, or modification with non-usage of the data. To perceive data only in context without
the effects of format, purpose, reference and access rights, potentially misinterpretes the importance of
context and concept which may result in a misunderstanding of the information.

C.2 Metasearch Engine for Knowledge Discovery: Search Convergence and Divergence

[2619] As an overview, the system’s metasearch engine is a novel and useful service to uncover
unknown or concealed relationships, delivery of higher relevancy search results and connecting the dots.
Although metasearch is derived from the technology for security and information sharing, it is useful
to augment standard Internet search engines because it enables both search divergence for knowledge
discovery and search convergence for assessing information integrity, the full process necessary for
connecting the dots. Search divergence extends search with aggregation, inference and data-to-data
interaction beyond simple content into the realm of context and concept. The system is a standalone
system or can be integrated to process results of other search engines. Presented is a process and a
technology for knowledge discovery, security and information sharing that is based on management and
control granular data content to secure information while also providing interdomain information

sharing. The basic assumption is that all data /content must be monitored, analyzed and categorized at
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the granular datalevel for basic security risk management and control. Risk measurement is driven
by information recognition, multi-tier overlapping hierarchical meta-tagging technology, and
granularization. This same technology, as a standalone deliverable product or service-oriented
architecture, is applicable to knowledge discovery, uncovering unknown or concealed relationships, and
for connecting the dots. The metasearch process is a serialized and repetitive process of knowledge
discovery, usage of the innovation’s secure engine, and the application of granular data content, as a
standalone service for knowledge discovery. Because the risk measurement is driven by (1) content, (2)
context, and (3) concept, it is essential that the system recognize content not only in isolation to itself
as a data stream or document but also its value when combined with other private and public sources
through aggregation, inference and data-to-data interaction. The metasearch is useful to augment
standard Internet search engines because it enables both: (1) search divergence for knowledge discovery
and (2) search convergence for assessing information integrity. It completes the process necessary for
discovering new knowledge to connect the dots. Although testing for security is discussed above, testing
for select content SC is possible. SC is unique information that is of some interest to the enterprise.
If the SC store is to be complete and represent a viable and useful knowledge store, the quality of the
information in the SC store can be tested to ascertain whether the content is unique or should be
supplemented as discussed later herein.

C.3 Initial Process - Metasearch Engine and Knowledge Expander

[2620] The automated metasearch KE search engine takes as source any data stream or
document. The metasearch engine module (Figs. 11, 12a, for example) automatically parses the source
for content recognition and assessment of granular content. This granular content is automatically
metatagged by the search engine - system for range (contextual relevancy), sensitivity level (prioritized),
compartmentalization (sensitivity levels at the same hierarchical level, but laterally or orthogonally

disposed to one another, see TS - Navy compared to TS - Army wherein the Navy and the Army are
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compartments), categories (hierarchical taxonomic classes), relevancy (a type of sensitivity), and other
multi-tiered overlapping hierarchical factors. The granularized data content becomes the search terms,
while these metatags become metafilters for the knowledge discovery process. These search terms are
submitted to any number of extant tools and services (other search engines, such as Google, Yahoo), for
locating other relevant supplemental data streams, documents, databases, local, Intranet, Internet, and
public or private data stores. Likely tools include Internet search engines, data mining tools, database
query engines, data collections, indices and other knowledge management (KM) applications or services,
which are generally classified as data structures or data collections herein. Inductive and deductive tools
are advantageous too. Most tools can be easily integrated with the system, linked through service-
oriented architectures (SOA), or their results piped into the source data steam or document (through Web
2.0 mashups). The metasearch engine also works with standard—a priori—search terms or keywords,
like any desktop, web-enabled, or Internet search tool. This search operation may bypass the system’s
secure assessment of a relevant or representative source data stream or document.

C.4 Simple Metasearch Engine

[2621] The results from the extant tools (the results sometimes called supplemental documents
or supple docs) are logged for auditing, dispersed to maintain a legal chain-of-custody, and aggregated
into a single collated result. A List of Abbreviations is set forth in a later section E.1. This collated
result (the source, results, reports and links or references) is automatically submitted into the metasearch
engine. Inputs include the configuration for either (1) search convergence or (2) search divergence.
Search convergence conforms to the standard purpose for using Internet search engines like Google or
Alta Vista because it defines, authenticates, and validates the search terms. The first level search results
provide for an integrity check for the initial information results in that it does not aggregate or inference
the information therein.

[2622] The divergence function, on the other hand, is all about aggregation, inference, and data-
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to-data interaction because it specifically searches for links, references, relationships, outliers, and social
networking associations to the search terms. The divergence function will likely ignore anything
overlapping the search terms in order to expand the search. In other words, convergence increases the
depth of knowledge where divergence increases the breadth of knowledge represented by the collated
result. The divergence function explores new, novel, unknown, and hidden connections. If you want to
connect the dots, divergence dredges new but factually uncertain information where convergence
thereafter authenticates.

[2623] The system is automatically run. The source (which is now the aggregated result from the
extant tool processes) is automatically parsed by the metasearch engine with secondary recognition and
assessment of granular content.

C.5 Automatic Metatagging

[2624] This granular content of the source doc is automatically metatagged for: (1) Content
categories, (name, location , date, dollar amount etc); (2) sensitivity level, (“Top Secret”, “Private”,
“level 97); (3) compartmentalization, (“top secret- Finance” “Top secret logistics”); and (4) relevancy,
and other mult-itier hierarchical factors.

C.6 Automatic secondary tagging of a “range*

[2625] A secondary level of metatagging may be created to define the “range” or “the area within
the document” from which the keywords for the search will be selected. This is a simple contextual
select content (SC) or secure content (sec-con) operation. Software modules carry out these functions.
To create a higher level of relevancy in the search results the system controls the granular data within
the document. Only “areas”/ “ranges” with a high relevancy will become the basis for locating keywords
for the next search. Range defines the area or areas within a document (characters from the target
selected content, lines away, within the same paragraph, on the same page, etc.), which will be the base

and platform for locating key words for the next search cycle. An analogy is the defining the range / area
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for oil drilling in a suburb of the city of Houston. All the drilling will take place only in that location.
As an example of defining a * range,” we present the system’s creation of automated tear lines.
[2626] Each paragraph (the “range” can be also configured to a “sentence” or “line” or “page”)
is automatically tagged based on an algorithm. The algorithm may be “tag the paragraph based on the
highest sensitivity level assigned to any of its words; or if a group of specific words appear in a
paragraph,” (“ATTA”, “Hamburg” “New York” all tagged as Secret “S” security level or importance)
and tag the paragraph at a higher sensitivity level than those words (i.e. Top Secret “TS”).

[2627] The granularized selected content becomes the search terms and the metatags become the
metafilters for the systems meta search. The automated results of the meta search process is an
augmentation of existing knowledge or a breakthrough to unknown or covert relationships. The
convergence search vets the integrity of a priori search terms, while the divergence search generates new
search terms and new references. The metasearch is repeated, as configured, for a fixed number of times,
for a fixed period of time, until results reach an asymptote, or indefinitely. The metasearch inputs also
include the metafilters created prior to the presentation of the aggregated search result. These metafilters
define the direction of the search by introducing “fine adjustments” to the search process. In essence the
metafilters narrow the scope of all subsequent and serial submissions to the extant tools and services.
The search may be configured to include one or a combination of filters as follows:

[2628] (1) Selection of keywords for search based on their categories. The system automatically
categorizes each word and character. In one embodiment, there are over 50 different categories or
hierarchical taxonomic classes. Categories may include name, location, date, dollar amount, credit card
number etc. As an example the system may be configured to feed the search engine with words that
where automatically categorized by the system as “locations” and “people” in such an example “Rome”
“London” and “Muhammad Atta” may be selected automatically as the keywords for the next search

cycle.
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[2629] (2) Selection of keywords for search based on their sensitivity level or important or
assigned weight. This is the sensitivity level of the hierarchical taxonomic classes. The system may be
configured to select as keywords for its next search only data elements that where classified / tagged with
a specific sensitivity classification/ tagging. A possible example, is an instruction to use as keywords
only words that where given “ Top Secret” classification, or “private” classification or assigned with a
specific weight (select words that where assigned weight 9 out of 10).

[2630] (3) Selection of keywords for search based on the specific importance of their content.
For example, use as keywords, words that belong to a list of specific grouping of words. A list of
associated words that convey a concept or a contextual relationship and other features and
compartmentalization. Metafilters for standard search terms, which bypass the initial system’s
automatic review of a source, are optional.

C.7 MLS, Multi-level Security-Compliant Search and Distributions

[2631] Because the system and all the extant knowledge management tools may run in a secure
system high environment, results are likely to be system high too (classified at the same security level).
However, the point of any search or knowledge exploration is to share information and distribute it to
the users at the edge. The advantage of the system is that the new search terms, the aggregate result, and
all intermediate reports and documents are processed for Multi Level MLS-compliant security and
information sharing. Each user will get a result based on his security level (for example, TS or S or C
or UC). Specifically, the list of new words, phrases, and other content is either automatically assessed
or manually reviewed for addition to the system’s dictionaries. Ownership sensitivity level,
compartment, group, categories, mission, relevancy, and other multitier overlapping hierarchical
metatags are applied to each discovery and distributed to users subject to MLS compliance. The
aggregate result are secured with multiple MLS-compliant versions and distributed to the edge on a: (1)

per sensitivity-level basis version, or (2) a base redacted document with objective security compliance
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for universal distribution and pushed to the edge with the system’s reconstitution services. In other
words, information sharing is implemented either through the delivery of: (1) Multi Level Security -
MLS-compliant versions, or (2) Through a base redacted document with objective security compliance
for universal distribution with reconstitution.

[2632] Reconstitution is supported in whole or in part as: (a) MLS-compliant results, or as
(b) Step-wise reconstruction, with defenses-in-depth MLS-compliant results i.e. controlled release layer
by layer.

[2633] These two options are also applied to all intermediate results, reports, lists, linked or
referenced sources. Ofnote, all links and references, even access to public data sources can be optionally
restricted to minimize subsequent risks from aggregation, inference, and data-to-data interaction. An
agency with specific intent and knowledge is able to use aggregation, inference, and data-to-data
interaction on public sources to create classified results. For example, if unclassified search terms
including “president assassination British visit” returned news clippings and RSS feeds of a forthcoming
presidential visit to 10 Downing Street, these public results are still unclassified but the context is clear
and may be classified.

[2634] The systems metasearch is a novel and useful standalone service to uncover unknown or
concealed relationships, and connect the dots. It is useful to augment standard Internet search engines
because it enables both search divergence for knowledge discovery and search convergence for assessing
information integrity, the full process necessary for connecting the dots. Search divergence extends
search with aggregation, inference and data-to-data interaction beyond simple content into the realm of
context and concept.

[2635] One of the main tools in the present knowledge expander (KE) engine is its ability to
control granular data with automatic content analysis / filtering and tagging of all the select content SC

data and unknown data elements in every document, data stream or input document.
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[2636] The knowledge expander KE engine: (1) automatically creates a list of search terms; (2)
automatically cleans the noise from the search term list; (3) automatically selects from the list of search
terms those that will be sent to the next search cycle (preexisting rules for doing the selection) -example:
select for search only the items found which are in the "names category” and "locations category"- from
the list of search terms - for example the names "Redhouse,” "Kohn,” “Miami Beach," and "Ft
Lauderdale" will be sent to the next search cycle; (4) conduct a divergence search - limit set at 200
supplemental documents (supple doc). Each supple doc goes through an automatic content analysis /
filtering and tagging of all the data elements in the document. Key words are located in the supple docs
by filtering of categories. The process cleans noise from the extract key words from the supple docs.
Rules select which key words will be fed into next search cycle. For example, if 1 of the 200 documents
had the name "Bob Smith" location "Sarasota" (as long as the rules for selection were not changed the
next search will be fed with search terms-"Bob Smith" and "Sarasota") search is expanding - a diverging
search. The last process wherein Bob Smith is added to the KE engine is a convergence filtering process
because the search results will converge on Bob Smith.

C.8 Benefits of the Metasearch - Knowledge Expander

[2637] Typical search and data mining tools presupposes that the user already knows part of the
answer. The user must know how to phrase the question (search terns ir query) in order to get a proper
answer. However, this is only partial solution to knowledge management in that does not begin to
address the real issues needed to connect the dots. This knowledge management technique as called
herein “convergent” because the operator starts with a known entity and the search confirms or denies
the basic entity or gathers additional information in depth on the entity topic. The present knowledge
expander search, with various modules operating together, automates the convergent process until no
additional information is found on the topic.

[2638] The present system and process allows knowledge management as a divergent
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exploration. The basic starting point is any data stream (RSS, blog, documents, a fire hose of data) or
multiple data streams, or a collection of search terms for an automated process. A single term defines
amanual process with a primary search term. The automated process redacts the data stream(s) and looks
for content and context of importance creating a list of primary search terms, metadata contextual filters,
and noise reduction tools in order to expand the breath of knowledge with new links and references.
Alternate spellings, misspellings, partial matches, duplicates, and other fuzzy technology is used to graft
depth to a convergent search or prune a divergent search. In the case of a divergent search, the process
is specifically exploring for secondary search terms and information that is not part of the primary search
terms. Noise and duplicates are pruned. All hits and information located with URLs, X-links, or other
pointers is retained for a chain-of-custody source-indicating data, reproducibility, and human intelligence
analysis. Consolidated results are insufficient for legal exploration, search warrants, or plans of action,
so the retention is critical to build a rationale for action and review the relationships, connections, and
networks of people.

[2639] The search is extended with the primary search terms, the secondary search terms, and
combinations and permutations thereof. Duplicates and non-duplicates are pruned per the selection of
convergence or divergence. Tertiary search terms and information is aggregated in the same manner as
the secondary search terms and secondary information. This process would repeat unless manually
interrupted, terminated by a timer, manually reviewed midstream and grafted or pruned, or terminated
by repetition or lack of new information. When no new information is found both the convergent and
divergent search are stopped. The termination rationale is inverted. In the case of convergence, the latest
results are only new information that is not wanted and adds no depth to the knowledge. In the case of
divergence, the latest results are only old information and represent no new breadth to the knowledge.
C.9 Information Life Cycle Engine

[2640] The information life cycle engine has an input configuration which is saved, an indication
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of the source of the information and text, metadata, data streams, blogs, RSS (Release Simple
Syndication or Rich Site Summary), or a compound document. The process is a reduction of the
information input into the system into its major elements by format, style, type and data type.
Compound documents must be taken apart to basic identified types with tags and metadata separated out.
[2641] FIG. 11 shows an input file 2001 (an information file or data stream) having therein text
A, Text B, various tags relative to the information in the text (such as paragraph numbers), metadata
associated with items and data objects in the document and image elements. The input file is subjected
to a reduction or deconstruction step 2002 which creates an expanded information document which
includes source data, and file map of the various elements, text A, text B, metadata, tags, audio and
image. Of course, multiple audio files, image files, metadata files, tags etc. may be included in the
expanded information document represented at 2004. The Editor as an Information Expander section
and following sections provides greater detail of the reduction step 2002.

[2642] Further defining the source as an information file or data stream is important. “Text” is
a basic defined type. The information life cycle engine automatically processes the information
document. The process includes selection, extraction and categorization. For example, a document
having security sensitive words or selected content (sel. cont. or SC in the figures), phrases, images or
sounds, identified as secured content by Department of Defense pre-classification must be processed
with a step of filtering, identifying tear lines between classified material (contextual filter or parsing
technique) and ultimate identification to a base level of classification. Words, phrases, user defined
words and a group list of words, phrases, combination and occurrences within a defined range are
employed to identify the security (priority) level of the information document being processed. Pattern
and categorization, dictionary categorization, and syntactic categorization is employed.

[2643] The information document is also parsed or separated apart by syntax, that is, words,

sentences, quotations, parenthesis, other types of textual delineation, and instruction. Complex phrases
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are resolved for overlapping security levels and complex meanings. Categorization is employed to
determine the level of security of the information. Multi tier-overlapping and hierarchical tagging is
employed. Any dispute automatically identified by the system upgrades the entire information document
2004 to the next highest security level. The next step in information life cycle engine is to extract and
disperse various versions of the document 2004 elements along tear lines or other types of delineation
specified by the operator.

[2644] Extracted data objects or elements may be replaced by tags, codes, or null field indicators.
The system may create various versions of redacted output documents. The base document, redacted
of all critical or security sensitive information, should be stored along with a recovery file. The recovery
file may include maps to permit a party with a preferred security clearance to recover completely the base
or original source document. A metadata table is created with an intermediate resultant document.
Reports are generated showing encoding, dispersion of the data and storage location. Lists are also
created showing selections of data redacted from the source document, encoding of the data and synopsis
of the data. Additional outputs include a recovery file and a categorized meta search file. Displays are
permitted either locally or to test the discovery results.

[2645] FIG. 12a shows information life cycle search module. At the beginning of the program
flow in FIG. 12a, an input function 2006 is noted which includes information regarding the source of
the information document or “source document” which source doc may, at the operator’s discretion,
include search terms 2008, data stream 2010 or a source information document file 2012. The search
terms may include one or more SC or select content or security sensitive content (sec-con) which is of
interest to the user. If search terms are input, these terms are supplied to a summation or discrimination
function 2014 (AND, OR or NOT AND operator). In other words, the operator (or the system
automatically by default) could conduct an AND conjunctive search obtaining additional information

from other documents or an OR exclusionary search showing and processing only the items that are
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identical are substantially similar from source doc and filter outputs. The AND operation may operate
on the terms applied to discrimination function 2014 (e.g., the terms from input 2008 must match one
output of the simple filter 2018) or may refer to a summation of all terms from input 2008 and simple
filter 2018 and metasearch term engine 2020. The OR function has the same options. The NOT AND
discriminator operates only to extract and use terms output from metasearch term engine 2020 which
do not match search terms 2008 and the output of simple filter 2018. Some select content SC (or sec-
con) must fall within the prioritized hierarchical taxonomic class or classes function 2030 in the NOT
AND search. The non-matching search term engine is discussed later in connection with the Expansive
Unknown Search Engine. A substantial similarity test, as a subroutine in the discriminator 2014, may
ignore duplicates and may truncate search terms by eliminating suffixes (and possibly prefixes) from the
search term processor. Input IN 2016 recognizes that the operator may provide a manual input into
discrimination function 2014. If data stream 2010 or an information source file or document 2012 are
input, these information documents may be processed through one or more simple filters 2018 extracting
white list terms (inclusive lists) or black list terms (exclusive lists) or terms not found in dictionaries,
the result of which is supplied to the summation-differentiation function 2014. See the Simple Filter and
Complex Filter sections C.12, C.13 below. In addition, data stream 2010 and document source file 2012
are submitted to a metasearch term engine 2020. The more highly organized metasearch term engine
2020 filters the data stream or source document with a contextual filter 2022, a conceptual filter 2024,
a sensitivity level filter 2026, a hierarchical taxonomic or category analysis 2030 and a parsing algorithm
for word count, line, paragraph, or DOL 2032 (contextual filter with range setting module). The order
of these metasearch filters may be changed. The filter modules are contextual, semiotic and taxonomic
filters. Semiotic include syntactic, semantic and pragmatic features (discussed later in section C.13).
Sensitivity level 2026 contemplates potential manual input IN 2028 which establishes the depth or

expansive nature of either the contextual filter or conceptual filter. The sensitivity filter and the
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hierarchical taxonomic filters are used to focus the search in that the operator can select hierarchical
taxonomic levels or terms of concern, for example, names of terrorists - priority 1, terrorist location -
priority 2, date of source doc - one week - priority 3, temporal (date) - 1 month - priority 4, terrorist
organization - priority 5. Each “priority” is a SC selection sensitivity factor (or sec-con factor) and the
class of the information is a taxonomic analysis, the result of which is a prioritized hierarchical
taxonomic classification system and filter for the search. The result of this meta or more highly
organized search term engine 2020 is supplied to the summation-discrimination function 2014.
[2646] The system then operates on convergent or divergent function 2034 which includes,
optionally, input IN 2036 from an operator. The convergent or divergent function 2034 enables the
operator to only search for converging search terms or select a more divergent search routine. Function
2038 results in a primary set of search terms.

[2647] An element of the information life cycle engine is parsing or deconstructing the original
source document or information file. The structure of the source document DOM metadata and
compound file format must be simplified and the source document must be broken into its atomic types
such as markup data, tags, metadata, links, hyperlinks, references, comment, differing data types,
purpose and format. This parsing is discussed later in connection with the DOM data structure in section
C.18, among others. Categorization is applied as a resolution or coding to a single overriding security
level. Priority is given to the most complex or highest security level. For example, a document with
“Bin Laden” as compared with “Bin” next to “Laden” results in “Bin” being identified at the secret “S”
level and “Laden” being identified at the classified “C” level wherein “Bin Laden” is classified at the
top secret “TS” level. (The security classes including TS top secret, S secret, C classified and UC
unclassified). The resulting document would be identified as top secret TS because “Bin Laden”
represents the highest level in that paragraph (format or contextual indicator). Adjacent permutations

of a linear nature could also be employed. For example, “Khalid Sheik Mohamed of Syria ” results in
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unknown [Khalid], Sheik [title of middle eastern person], and Mohamed [name] “of” [preposition] and
“Syria” [geographic territory]. The resulting analysis results in an up coding of categorization to a next
higher security level (e.g., S to TS) due to the contextual range grouping of the SC.

[2648] The system may employ a “My Group” list or profile which identifies key items and
triggers a certain result based upon the “My Group” pre-set profile list. The profile is an SC profile of
interest or an sec-con profile of interest. The My Group list would include a profile name such as “first
strike capacity” and a list of key terms under that profile such as “nuclear, ballistic, submarine” and a
“range” such that anytime that key word is found in a paragraph, a certain classification is assigned. The
“range” being the paragraph in the source document. The Profile Name could be used as a search term
for a divergence search (discussed later) or a link to a dictionary of search terms. The search terms are
either content-derived in nature or conceptual in nature. Certain contextually-derived results, see Bin
Laden example above, may automatically trigger use of a specially designated My Group search profile.
Further, the Profile Name can be linked to another list of synonyms associated with the specific terms
nuclear, ballistic, submarine. Contextual and conceptual terms are employed in this manner.

C.10 Information Life Cycle Searches

[2649] The input into the information life cycle search (Fig. 12a) may be one or more search
terms, a data stream such as a blog, RSS, or a string of data, or information document (DOM). FIG. 12a
graphically shows the procedure for the information life cycle search. The system pre-processes the
input and obtains metasearch terms both in a contextual manner and conceptual manner. These are
identified with filters discussed later on. Sensitivity levels are set and the information is categorized
both in a contextual manner and a conceptual manner. Ranges of data representing format choices are
used such as lines, sentences, DOL’s (lines of data) and paragraphs. Thereafter, the information life
cycle search engine modifies the search terms and the user inputs either a convergent instruction or a

divergent instruction. The resulting search terms are then supplemented according to the convergent or
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divergent system.

[2650] The search for the primary search terms (convergent or divergent) results in a federated
or confederated as well as a distributed supplemental search term group. Hyperlinks, URL, network
references, SQL are submitted to one or more of the following: search engines, databases, data
warchouses, addressable data elements, artificial intelligence, data mining sources, text storage, method
data storage, indexes, libraries, catalogs as well as other data structures.

[2651] The next step involves ascertaining the depth of the search by identifying the number of
hits for the first search term and the last search term, the time involved to compile the search, the time
involved until no changes, the number of iterations involved as based upon a divergence search as
separate from a convergence search. The output is a consolidated search result list.

[2652] FIG. 12b starts with an input being primary search terms 2038. The search engine module
then executes function 2040 which is either a federated, consolidated, or distributed search. A federated
search unites the search terms and additional supplemental documents generated and located from those
search terms together. A consolidated search is simply a composite of all the search documents obtained
without any relationship or affiliation. A distributed search seeks to widely engage a large number of
data structures for the search. Operator input IN 2042 directs the selection of the search function 2040.
Search function 2040 operates by sending the primary search terms to additional data collection targets
such as search engines 2044 (Google, Yahoo, etc.), databases 2046 (representing a plurality of
databases), data warehouses such as dictionaries or other sources 2048, addressable data structures 2049,
artificial intelligence or mining operation functions 2050 and other data collections, data structures,
indices, etc. The mining operation 2050 may access further tertiary data structures 2052. The search
function 2040 applies these primary search terms to text stores 2054, metadata stores 2056, indexes
2058, libraries of words, terms, images, data or data objects 2060 and catalogs 2062. The results are

compiled back to search function 2040. Step 2064 is a depth or search depth control in which the
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operator by input IN 2066 delineates either as a pre-set or a default or an active real-time control the
number of hits needed from each of the data structures accessed by search function 2040, the amount
of time for the search, the amount of time when no change is found from the retrieved documents, the
number of iterations (repetitions), and whether the primary goal is a divergent search or a convergent
search. Search depth control 2064 provides control information CNTLR 2068 back to search function
2040. The search results 2070 (supplemental documents or supple docs) are obtained either from output
of search 2040 or after the depth control 2064 is applied to the search.

[2653] The third step is to take the secondary search result or the consolidated search result and
apply them in a convergent manner or divergent manner. The output is either a convergent compilation
of documents which are obtained via the supplemental search terms (adding known SC to the search
term group) or a divergent compilation of documents employing the same search terms. A similar output
result can be obtained by using hyperlinks, URLs and other metadata aspects.

[2654] The fourth step (see FIGs. 12c and 12d) is to build a tree or a table listing the details. The
tree shows the hierarchy of the data retrieved in the convergent or divergent search and the table lists the
items such as profile, time, username, link, context, etc. FIG. 12¢ shows that the primary search term
generates a certain supplemental group of documents whereas the secondary search results in a different
group of documents and the tertiary search generates a third level group of documents. The number of
searches is keyed to the time involved and the criticality of the information sought to be searched. The
object of the tree building and table building (FIGs. 12¢, 12d) is an exploration of information linked
or associated with the initial information provided. Further, a social relationship or connect-the-dots
matrix display can be obtained based upon this iterative information life cycle search.

[2655] The output or yield of the information life cycle engine module results in a convergence
search wherein additional supplemental information data is obtained to corroborate or validate the initial

search terms and initial information document supplied. Therefore, the sec-con is tested or the SC is
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tested in the respective storage mediums. A divergent search yields more data which is loosely
associated or related, coupled or referenced to the initial information document. Initial search terms
result in a divergent documents can be expanded upon by the hierarchical tree with a list of details.

[2656] At some point, the operator must prune the hierarchical tree, reduce unnecessary items
and augment others. Some of this pruning can be automated with an inference engine or artificial

intelligence module. Otherwise, the operator may manually engage in the information life cycle engine.

[2657] The last step is a relationship map between the initial document and the supplemental
documents generated through the convergent or divergent search. The final result is a map of the
hierarchical search terms at various levels source, search 1, search 2, search 3 ... searchn. See FIG. 12c¢.
A further result is shown in FIG. 12d wherein a social relationship or process relationship between the
various documents is established. Some people would call this connecting the dots or relationship
mapping. The relationship mapping changes the degree of separation or similarity between each
information document.

[2658] FIG. 12¢ begins with the primary search results 2070 and function step 2072 executes a
convergent test and a divergent test on the primary search result. The basis 2074 could either be the
search results themselves, a search term generation which is search terms extracted from the documents
located during the search, hyperlink or x-link and URLs. The convergent test determines whether the
search and recovered documents converged into a certain pattern whereas a divergent test shows that the
documents, search results, hyperlinks or whatever spread to wider results. The build and display
function 2076 takes the primary search terms and builds a search tree and builds a table. Operator input
IN 2078 optionally enables the operator to set the scope and format of the search tree and the table. Tree
2080 is a display showing the primary search terms n, n+1, n+2 and secondary search terms m, m+1,

m+2 and tertiary search terms o, o+1, 0+2, etc. Iterative search function 2084 establishes how many
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paths or branches are executed in building the primary search tree. This may be one of the input IN 2078
functions for build and display function 2076. The iterative search 2084 may be a number of times
counted in branches or may be certain time unit g, h, 1, j. Table 2082 is a detail showing the search term
including profile, time, username, link and context of the search term. Function 2086 is this first level
output report showing the search terms for the information life cycle engine.

[2639] FIG. 12d begins with the first level output for the search term 2086. Function 2090 is
a convergent display which highlights the same, similar or closely related documents. Also, an output
ratio 2092 may show how many of the documents are related by word, term, image segment, hyperlink
or metadata factors. Step 2094 is a divergent display which is the opposite of the convergent display.
Output factors 2096 may show how many divergent documents having little or no connection to the
primary search terms have been discovered by the search engine. Function 2098 permits the operator
by input IN 2100 to truncate the search or supplement the search. Function 2102 repeats the search on
command of the operator. Step 2104 categorizes the search results by key terms (taxonomic
classification) and generates a map. One map is shown by tree 2106 which shows the search results or
information documents as document o, o+1, o+2 as well as secondary documents p, p+1. Step 2108
develops a relationship map with associated terms, phrases, documents or hyperlinks. Relational tree
2110 shows that point or document p+1 is related to document o+1, p and 0+2. In contrast, document
o is not related to any document other than o+1. The relationship tree 2110 is sometimes called a
“connect-the-dots” map.

C.11 Search With Prioritized Classifications

[2660] FIG. 12a shows that the operator or user can input search terms, source document or a
data stream 2006 into the system. Search terms function 2008 represents the use of a search term string,
document or data stream into the metasearch engine 2020 and through the classification or category

analysis filter (hierarchical taxonomic system) function 2030. The sensitivity function 2026 permits the
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operator or user to pre-select the priority for the hierarchical taxonomic or class system. Alternatively,
“My Profile” or pre-set prioritized classes may be used. The user may also select the priority and the
class/subclass of the search terms immediately prior to the search. The process, in FIG. 12a, extracts
search terms from input data represented by a source document or a data stream, and identifies data
elements in the input data with the classification system corresponding to n priorities therein. In one
embodiment, the operator selects either a convergent search or a divergent search in function 2034.
Optionally, the convergent - divergent search function 2034 may be omitted. The process then applies
the prioritized and classified search terms as primary search terms in FIG. 12b, term function 2038,
gathers documents and then resets n priorities in said classification system to m priorities in said
classification system. This is part of the depth control function 2064 and control function 2068.
Secondary search terms from the input data elements (terms 2008), classified corresponding to m
priorities are again used in function 2040 and the search is repeated to gather secondary supplemental
documents. The system then applies convergent - divergent test function 2072 (FIG. 12¢) on all
supplemental documents to find convergent or divergent characteristics of the gathered documents. The
search repeats until a search end parameter is met, such as all supplemental documents exceed a
predetermined number, a predetermined number of data elements from all supplemental documents
fulfill a predetermined number of priorities in said classification system, a lapse of a predetermined time,
a predetermined number of data elements from all supplemental documents fulfill a predetermined
number of priorities in said classification system, among other search end parameters discussed herein.
[2661] Optionally, the system and process may omit convergence - divergence function input
2034, 2036, and select n priorities from the prioritized hierarchical classification system, extract search
terms from input data (functions 2006, 2008, 2010, 2012) represented by a source document or a data
stream or a search term string, and identify data elements in said input data with said classification

system corresponding to the n priorities. The process then searches data collections with said search
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terms and gathering supplemental documents based thereon. FIG. 12b. The process then extracts
secondary search terms as data elements from the supplemental documents with the classification system
corresponding to n priorities and repeats the search of data collections with the secondary search terms.
Secondary supplemental documents are then gathered. See FIG. 12d, truncate, supplement and search
function 2098, and repeat search function 2102. Such an optional search ends as described above.
C.12 Simple Filters

[2662] The user, prior to initiating the knowledge expander select content (SC) engine module,
may be given a choice of filtering out or identifying all SC data objects or sec-con objects with white
lists or black lists or a combination thereof as a content filter. Uncommon words, terms or data elements
not found in the dictionary, geographic term lists or name lists and other lists are located with a negative
content filters used to discover unknown data elements. The negative content filters can be added to the
metasearch term engine such that these unknown words, terms or data elements are tagged “unknown”
and assigned to the hierarchical taxonomic class as an unknown data element at the hierarchical
taxonomic classification level (assigned to a class of words, terms, etc,. and assigned an SC sensitivity
level - that is - a hierarchical marker). The search terms extracted from the source doc are supplemented
with white lists or black lists words, terms, etc. (content filters additions) and the supplemented SC or
select content words or terms are filtered out to identify the uncommon or unknown words. Of course,
the user may be required to manually input all SC words or download the SC word filter from the
Internet or another secure network system or LAN. A “profile” of SC with the hierarchical taxonomic
markers can be employed by the user-operator. For select content systems having multiple levels of
importance (which may be multiple security levels or multiple levels of SC importance in an
organization or related to the organization, for example, primary competitors compared with secondary
competitors), a plurality of filters would be created, each filter associated with a different SC level.

Further, multiple SC levels may require, remainder SC document or data stores (unknown data stores)
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and a plurality of extracted data stores. Multiple levels are similar to the MLS security content (sec-con)
system described in section D.4 to D.9.

[2663] The ability of the program to locate select content or SC words or characters (or sec-con)
can be enhanced by using a telephone book, properly dissected, to identify a collection of last names.
Cities and towns and street names can also be identified in this manner. The compilation of last names
and cities, towns and streets can be used as a list of critical, SC words. The filter is represented by this
compilation of words. Similar techniques may be used to create filters for scientific words, or words
unique to a certain industry, or country.

C.13 Complex Filters

[2664] There is aneed to construct filters which supplement the initial list or compilation of SC
(or sec-con) words, characters, icons and data objects (herein “word” or “data object” or “word/object”).
The need arises either due to the fact that the initial SC search term word/object list is incomplete, or that
the author of the initial list is concerned that the list is too limited or in order to defeat an attack or an
inference engine “reverse engineering” at the resultant expanded SC document. In a test mode, the
complex filter is used to determine how “secret” or “special” the sec-con or SC is compared to outside
databases and data collections. Further, the incorporation of a filter generator for SC or sec-con search
terms enhances the user friendliness of the program. In one embodiment, the program is configured as
an editor compiler to screen and build enhanced SC doc or doc collection from a source document. The
user selects, at his option, functional aspects which include: compliance with laws (an application of
atype of filter, e.g. HIPAA, GLB, Oxley-Sarbanes, EU privacy, executive orders); privacy (another type
of filter which locates SC terms, for example, social security numbers, see also, EU policy); search for
and supplement filter; pay per view (which enables the user to buy missing sensitive information (for
commercial purposes); survival (which creates a distributed and dispersed copy of the user’s source

document and other stored documents and items using predetermined storage facilities); security (which
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triggers the various security routines); and storing (which permits the user to select which of the several
storage options the extracted SC data/objects should be employed in the dispersal.

[2665] The filter routine or module diagrammatically illustrated in FIG. 13 is useful in compiling
a SC or sec-con search term filter which separates both the sensitive word/objects and contextual and
semiotic and taxonomic aspects of the initial list of SC word/objects. The filter works in conjunction
with a compilation of data, typically located on a network which could be private or public. In low level
SC situations, the filter may access Internet databases to gather additional data for the filter. In more
robust SC systems, the filter could access private data bases (one located at the same organization level
as the user) and build or compile the additional SC word/objects. The filter program 950 in FIG. 13
begins with step 952 which compiles the initial list of SC word/objects. In 954, the initial list is
supplemented with dictionaries, phone books, corporate records (to obtain subsidiary data and trade
names) and thesaurus data. This is a content filter. Each of these represent different compilations of
data and the added data is added to the initial list of SC word/objects. In 956 a search is conducted on
a network, usually through a search engine, to gather excerpts near and abut the keywords. This is a
range or contextual filtering aspect. These keywords are the initial SC word/objects. Statistical
algorithms are applied to gather non-common word/objects which are associated with the keywords as
found in the additional data compilations. The goal of the adaptive complex filter is to obtain
contextual, semiotic and taxonomic words, characters or data objects from the compilation of additional
data related to the SC words, characters or data objects. Semiotic is a general philosophical theory of
signs and symbols (read language and words and objects) that especially deals with their function.
Semiotics include syntactics, semantics and pragmatics. Syntactics is the formal relationship between
signs. Semantics is the meaning of signs and pragmatics is the relationship between signs and their
users, such as the relationship of sentences to their environment. Taxonomy is the scientific

classification and categorization of items. Therefore as an example, a search through the Internet on
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Google search engine under “Bin Laden” may show a number of uncommon (non-dictionary
words)(content filter-based search) within 200 words of the target “Bin Laden” (a contextual filter-based
search). This search string would gather documents from the Google search and copy 200 words on
either side of “Bin Laden” and then extract only non-dictionary words into a supplemental SC term list.
This type of filter algorithm looks for contextual matters close or near to the target. The search is
semiotic and statistical in nature. Additionally, the initial supplemental list would identify the Bin Laden
is an Arab and this classification (a taxonomic aspect) can be used to expand the list for the filter. The
algorithm may include a simple command to gather all 10 words on either side of Bin Laden. This is
a pure contextual search and the “10 word” range or format aspect is a statistical number. From the
supplemental list, all pronouns, prepositions and conjunctions may be eliminated. Spiders or robots may
be used in the gathering of the contextual and semiotic filter data. The contextual, semiotic and
taxonomic words, characters or data objects from the compilation of additional data are all related to the
initial list of SC words, characters or data objects.

[2666] Step 958 compiles the adaptive or complex filter. The above noted contextual, semiotic
and taxonomic filter is adaptive since it can be used to expand (and potentially contract or reduce) and
adapt an existing list of SC or sec-con word/objects to a larger list which better expands the information
content of the source document and supplies SC term data to an inference engine. As a test, the sec-con
storage is tested with the complex filter to determine whether the security level is appropriate. For an
SC test, the complex filter is used to ascertain wether the SC store should be supplemented with
additional outside data or that the H-tax class be changed. Step 959 repeats the filter gathering and
compilation for various levels of SC inquiries. Higher SC inquiries require a broader search (1000
uncommon words near Bin Laden and add all Arabic and sub-Asian continent cities). Orthogonal SC
groups (those groups having the same level, e.g. S Secret, with each other but being different

organizations, ¢.g, Department of Defense compared to the FBI) often have different methods to keep
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SC data separate between compartments.

[2667] The adaptive filter can be set to automatically gather additive SC word/objects. The test
module may be run periodically. The system, with a basic filter, may identify a SC word in a paragraph
being scanned by the initial filter. This SC or sec-con word may be a special word in the existing filter
or may be a non-common word not found in the initial filter. The adaptive filter system may then obtain
this “unknown” or “special” word (a negative filter in that the word-object is not matched to a word-
object having the same content), and conduct a search through a compilation or data base of additional
words, etc. Any new word/objects falling within the contextual, semiotic and taxonomic SC words,
characters or data objects from the compilation of additional data (database) related to said SC words,
characters or data objects are then added to the filter. The expanded filter is then used to supplement
the source document.

[2668] Step 960 compiles a supplemental filter with random words, phrases, etc. in order to
further defeat an inference engine reverse engineering assault on the SC supplement document matrix.
In some sense, the production and use of a random filter is an encryption technique since the resultant
filtered product, in order to be understood by others, must be reverse filtered or decrypted to reveal the
source doc and enhanced doc matrix at the appropriate SC level. Nonsense words may be added to this
supplemental filter. Step 962 applies the primary filter (with the SC word/objects and the additive
word/objects from the contextual et al. filter) to the source document. Step 964 extracts the SC
word/objects per SC organizational level. It is noted that several filters are used, on one for each SC
level, whether hierarchical or orthogonal. The extracted SC word/objects are stored as a supplemental
search term doc and the system gathers supplemental documents (supple docs) which expand the
knowledge base about the SC word/object. Step 966 applies the supplemental filter to the supple docs
returned per search levell with SC search terms. The system then repeats the process of SC search term

generation on primary retrieved supple docs level 1, generates SC search terms per level 2, and retrieves
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SC level 2 supple docs. A tertiary search term generation and supple doc retrieval is possible based upon
the operator’s initial set-up or upon operator input at steps 964, 970. Step 968 stores the supplemental
doc to permit information enhancement of the source doc. Step 970 publishes, distributes or pushes the
source and all supple docs and search term data to others having a need to know.

C.14 The Editor As An Information Expander
[2669] FIGs. C-7 through C-8D diagrammatically illustrate an editor which may be employed
to locate SC or sec-con word/objects in a source document and expand the knowledge base with supple
docs. In one embodiment, the editor is a standalone application or a module to add onto other
applications for plain text and media creation, editing, and sensitivity SC level tagging. Other types of
tagging, wherein the editor supplements the initial group or subset of select content SC or sec-con
sensitive words, characters, icons and data objects by categorization, taxonomy classification, privacy,
security, compliance, and semiotic meaning, are also available. The editor supports a full range of
document management and can be integrated into a unified infrastructure, from creation, editing,
document markup, tagging, tag conversion, tag removal, context sensitivity level redaction, context
reconstitution, support for complex process work flows, and expanding the knowledge base by adding
supplemental documents (supple docs) to the initial collection of source doc. The architecture assures
separation of data from metadata so that no security lapses are introduced into the traditional word
processing and document management cycle.
[2670] The Editor automatically and with nominal operator input (after the Editor is initialized)
separates the data stream from all markup and tagging word/objects for SC knowledge generation
purposes.
[2671] The interlacing of user content with metadata creates significant process, storage,
distribution, and workflow security failures that are not resolved with current technologies. Current

technologies include encryption, firewalls, intrusion detection, perimeter guards, and locked distribution
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packages.

[2672] The Editor enables text and media creation. However, all additions, deletions, changes,
insertions, and reorganizations and reordering are tracked as metadata that does not become part of the
document or information file. The document (information file) as seen and shown to the user represents
the deliverable format. Since formatting is metadata, it is not included in the representation. Formatting,
such font sizing, colors, font selection, footnotes, headers, subscripts, superscripts, line numbering,
indexing, and other features characteristic of standard document preparation can be supported but are
represented only as metadata. Tagging, including SC sensitivity level, categorization, taxonomy
classification, privacy, security, compliance, and semiotic meaning are also represented only as metadata.
This separation of representation from meta-representation is critical for creating the infrastructure for
SC knowledge expansion, secure information sharing, privacy, security, and compliance.

[2673] The editor is currently setin a WINDOWS environment. Pulldown menus provide access
to formatting and tagging features. The document, from source, precursor (marked and tagged but not
yet filtered or extracted) and resultant final versions for each SC sensitivity level, as seen and represented
to the user, is distributed in resultant final form, thereby assuring SC knowledge level compliance. No
hierarchical, hidden, encapsulated, linked, associated, or referential information is part of the data
stream, file, or storage.

[2674] Metadata (such as formatting, such font sizing, colors, font selection, footnotes, headers,
subscripts, superscripts, line numbering, indexing, and other features characteristic of standard document
preparation) is usually hidden from the user. This supplemental metadata information contains all
markup, tagging, formatting, and process support information for the editing process and enables
immediate granular distribution of the data stream subject to the needed SC compliance rules. In other
words, the data stream can be automatically processed with other functions to satisfy multiple competing

requirements and SC sensitivity levels.
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[2675] FIGs. 14, 15, 16, 17 and 18 are discussed concurrently herein. FIG. 14 is a basic flow
chart for one embodiment of the Editor. Editor program 972 begins with obtaining the source document
974. Of course, the source document may be any type of document or may be a data stream. Of course,
the data stream is typically delimited by start and stop characters or codes. Hence, the term “data
stream” is similar to “source document” herein and in the claims. Step or function 976 obtains one or
more filters for one or more SC or security sec-con or sensitivity levels. Step 978 screens or processed
the source document with the filter(s). For example, the source document in FIG. 15 in window 991 has
text regions 993, 994, 995 and 996. In step 979, the Editor displays, in situ (in the displayed document),
the filtered identified SC or sec-con material and conforms the precursor document to the SC or sec-con
sensitivity protocols. As shown, the SC or sec-con sensitivity protocols are security level protocols for
the system within which the Editor is employed as an information processing tool. SC or sec-con
sensitivity levels 1, 2, 3, etc. correlate to security levels TS, S, C and UC for top secret, secret, classified
and unclassified. FIG. 16 shows that the address data 993 is marked TS (top secret), region 994 is
displayed in color A for TS coding (please note that the addressee data may also be so marked) and is
“red-lined” or struck out. In an information-expansion system, the process marks, labels or tags each
word. This is a content filter and tag regime. The user may manually upgrade or downgrade SC or sec-
con levels. Region 995 is displayed as presented in the source document and is labeled U (unclassified)
and region 996 is shown in color B, is redlined and is labeled S. Labels TS, S, C (classified) and U are
the established security labeling protocol used by the organization employing the Editor. The same
tagging for each word or character in the source doc can be used. Other labeling schemes for SC
elements may be employed. Color is used to assist the user to select (and in some non-standard cases,
deselect) the SC or sec-con data marked by the editor. Redline is used to inform the user that the filter(s)
will tag and extract the marked data. Labels are used to permit the entity using the editor to employ

standard tear line protocol. Tear line protocol is a contextual tool. Any data beneath a security
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classification of the user is under the tear line and the data is permitted to be distributed to the lower
security cleared user. Of course, electronic distribution of secure data need not use the hard copy or print
version of the tear line. However, this nomenclature referring to the tear line is used in the prior art
systems.

[2676] Step 980 accepts the user’s manual changes (typically upgrades) to the precursor
document. These manual changes are displayed, redlined, colored and labeled. Step 982 inserts the SC
or sec-con tags (or security label TS, S, C and U for the sample doc in FIGs. 15, 16, 17 and 18) as
discussed above. Step 984 notes that the system takes certain metadata such as author, date-time,
version history, change history, etc. and converts this meta data into ordinary text, marks that data at the
necessary security level or SC or sec-con sensitivity level and labels the meta data. Step 986 permits the
user to add (or omit) placeholders into the final document. FIG. 17 shows placeholders as black lines
or as XXXXX symbols (or other symbols) wherein the sensitive SC or sec-con text is not shown but
some replacement markers are shown. The byline in region 1003 show “sanitized document.” The
byline 1003 in FIG. 16 lists the sec-con security level (or SC level of priority) and the color
representation.

[2677] In a specific knowledge expander engine, each word, term and character is labeled or
tagged with a content filter to show data object type (name, town, credit card number, etc.) and an SC
or sec-con sensitivity level (a “tax” or taxonomic classification and sensitivity level). See step 982. The
user may add tags (step 979, 980). Meta data is also tagged or labeled.

[2678] Step 988 activates the filter, extracts the sensitive SC or sec-con data and temporarily
stores the extracted SC or sec-con data. The expansive knowledge engine also stores negative filter
results which are those words, terms or characters, images, not found in the context filters. Step 990
displays the filtered document and the user may view the filtered document at each SC or sec-con level.

Therefore, the user, before transmitting a secured email (or letter) doc may look at the source (FIG. 15),
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may look at the TS level (FIG. 15) without the redline strike out but with security labels and colors, may
look at the T level revealing regions 996 and 994 but not regions 993 and 994 (which are TS coded
regions), and look at U versions as shown in FIG. 17. Step 992 disperses the extracted data and the
remainder data or disperses partial versions of the document (those partial versions formatted and
containing only data at or above the target security level (all TS level data (which includes TS, S, C and
U data), or all S data (comprising S, C and U) or all C data and U)).

[2679] In step 979, the SC or sec-con level protocol determines whether single words are
granularly classified (TS, S, etc.) or whether a line is classified (context filter), or whether an entire
paragraph is classified (see FIG. 16). If a commercial/privacy filter is used to exclude all social security
numbers, the organizational protocol is set at a granular level to exclude just social security numbers.
Different group protocols use algorithms to mark, filter and extract adjunctive security sensitive words,
characters, icons and data objects near the target SC or sec-con sensitive words, characters, icons and
data objects. The SC or sec-con words may be security sensitive words, characters or data objects
defined by compliance with law, regulation or policy, privacy, national, organizational or private security
concerns. For example, “Bin Laden” is the target sensitive word in FIG. 16 and this classifies the entire
paragraph as TS level. The other words in the paragraph are adjunctive word/objects.

[2680] In aknowledge expander mode, the SC or sec-con filters are applied in a negative manner
as follows: (a) in the user set-up, the user establishes taxonomic categories or classifications and sets the
selection priority of the classes; (b) the source document or source data stream is broken apart to separate
all metadata; (c) the source document (may be a data stream) is processed by a taxonomic filter which
tags or labels each word or data element with the taxonomic classification and the sensitivity or priority
label (multiple “tax” tags, overlapping “tax” tags and “unknown” tags are possible); (d) after labeling,
a content and contextual filter is used to separate out the unknown words or data elements (a negative

filter). The resulting negative list of search terms is used in various search engines for both public and
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private data sources, to compile a compilation of supplemental documents (supple docs) and, thereafter,
the supple docs are re-cycled through the H-tax and priority filter, then the content and contextual filter
and a secondary supple doc collection is obtained. The primary and secondary supple doc collection
represents the expanded knowledge search not typically found with commonly available search engines
and processing techniques.

C.15 Document Object Model (DOM) - Protection and Processing

[2681] The search for expanding the knowledge base from a single source document to a larger
compilation of docs has changed from locating content (see the prior art GOOGLE search engine) to
expanding the search and search results for concept and context. Sequential text files are the exception
rather than the norm. Flat, plain, and sequential files would have disappeared entirely from all but
transitional processing steps except for the recent success of HTML web sites and the desire for storage
of complex data into sequential XML formats. In spite of the apparent linearity of HTML and XML, in
practice these flat files participate in a greater complex hierarchy of structured data mapped by object
models. The object models blur the lines between content, concept, and context such that effective
security requires a broader stroke than merely encapsulating content with encryption and limiting access
with tokens or encrypted certificates.

[2682] Linkages to external files, style sheets, and embedded applications or scripts undermine
the simplicity of HTML and XML flat formats and compromise point security. Even structured field or
line and record-oriented file formats have given way to more complex data storage models. It is
insufficient to view security of content and files in terms of encryption and encapsulation alone.
Structured object models mix content with metadata and methods such that non-granular access—that
is, either/or barrier-based access through encryption keys, dongles, and passwords—undermines any
concept of effective security.

[2683] Furthermore, simplistic document management and access control overlook the multiple
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purposes for each compound data document and the adverse impact on organizational processes and
work flows. Barrier-based security also fails from any Pacman-style attack, where the barrier, once
breached not only provides full access to the once-protected interior also interferes with analysis of the
attack and observation of how to prevent the ongoing attack. Granular multi-level control of user data,
metadata, data stored through the specifications of a hierarchical data object model, and methods
underscores the new security paradigm.

[2684] All data sources important to data process workflow are non-linear, non-sequential, and
not standalone in that the data sources are interconnected to or required by other data sources. This
includes databases, structured documents, desktop application user files, hierarchies of data structures,
and work flows. The most advanced data workflow and the focus of attention is the object-oriented
models used in data processing today which comprise a cascade of events rather than a single point
operation. This complicates SC or sec-con data expansion activities to promote security, survivability,
privacy, confidentiality, and anonymity. The present invention improves the security of complex
document object models and interdependent workflow by expanding the knowledge base form a source
document, thereby testing the classifications levels and generally expanding the knowledge base of auser
form the simple source doc.

[2685] There are only a handful of counterexamples to complex data structures, mostly
monolithic file structures and simplistic processes. This includes text files, raw binary image files, and
lists. These are typically inputs to older or uncomplicated computer activities; they do not reflect the
complexity and interrelationships consistent with and necessary for most critical networked data
processing activities. Examples of flat files are text files, binary images, and lists. Plain-text documents
are used only as temporarily or as conversion paths for other activities. Binary graphics are employed
for their specific simplicity, speed of display, and small size. It should be noted that they (BMP, GIF,

and other formats represent the bulk of web images) are usually stored in an inverted backward last-to-
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first sequence. List files are rarely important and standalone files are often a temporary part of another
process. One of the most ubiquitous of plain-text files, the HTML web page, is rarely a simple text file,
but a circular connection to many other like files and one part of a more complex hierarchy. A relative
of lists is the field-oriented record structure. This is web page usually a grid-like storage of linear data.
However, even a table grid, multi-dimensional indexing, SQL query concept is giving way to object-
oriented post-relational database storage methods based on object models in order to augment
functionality, speed of performance, cross-platform and application functionality, and compete with
easier to use user and developer products. Even the image files are becoming increasingly complex.
Hierarchical images formats with vector graphics compress motion and curves into small packages.
Examples include Corel Draw, Macromedia Flash, Adobe Photoshop, and Microsoft Photo. These of
course contain proprietary and unintentionally-distributed information. Increased reliance on reliable data
storage infrastructure and networked storage technologies is enabling the transition to data storage based
on object models.

[2686] FIG. 19 shows the root, branch, and leaf paradigm of this principal data storage structure.
See root 1012, content leaf 1014, branches 1016, 1018 and leaf 1020. The object model refers to the
layout or the map (a blueprint supplied by the document object model (DOM) vendor) of how the data
is potentially stored in what is definitely a linear file. The stored file is the document object structure
containing the data whereas the model is the schema representation. The model FIG. 19 is just a
blueprint for an empty data structure.

[2687] The data structure is stored as a binary file populated with data representing a subset of
that blueprint. The data file is often referred to as the document binary file so as to make clear that it is
not a plain-text file, not in user-friendly format, and generally readable by an ASCII reader only in
discontinuous chunks. The model and the structure are not the same. The model (FIG. 19) does not

represent a security threat in itself; it just represents how to find and define data stored within an actual

831 EX. 1002, Page 4290



data structure. It is the data structure in memory (the source document) or stored as a file that is the
security threat. Usually, the file containing the data structure gives enough clues to the purpose, methods,
and sources unless addressed by a multi-level security scheme attuned to the complexity of the object
model. Although this “file” is stored as linear flat file, the extended structures is dependent on the
hierarchical collection of potentially infinite branch and leaf references. Despite this complexity, there
are clear reasons based on simplicity for this hierarchical structure, not the least of which is flexibility,
self-documentation, and backwards/forwards compatibility.

[2688] The subtle differences between a plain-text file, a file containing lightly structured data,
the schema, and a file containing data within an object structure becomes very important for security.
When files are distributed and those files each contain data within object structures, workflow is
complex and cannot be effectively protected with barrier-based security without complicating or
disrupting operations. For these reasons, internalized security reflecting leaf content, structural paths,
and the mesh of inter-relatedness among the paths, leaves, and external sources becomes the next
paradigm for implementing effective content-level and application-level security. Consider the data
structure defined by an object model as an organizing container. The contents within can be empty, or
collections of containers, with more containers within. It is a security sieve with traditional encryption
and the requisite inter-process work flows. The leafs and the security of the leaves does not secure a
chain of evidence increasingly necessary in modern data processing activity.

[2689] Enhanced security must reflect this distributed requirement since the data sources are not
single point sources, but complex relational, object-oriented, or hierarchical. In addition, data access and
processing is approaching a worldwide distributed infrastructure, and completion transcends single
places, times, and events. When the security problem is dispersed, the security solution cannot be
monolithic either but must reflect the dispersed distribution and hierarchical complexity of the data and

process. Location is not the problem, so metaphorical perimeter walls are not the answer. To treat
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security too as a monolithic, static, and walled solution when the security problem is granular and
dispersed within a flexible time frame misses its true need. Effective data security must reflect five
informational attributes in a newer paradigm for security. The five informational attributes are listed
below and examples of the attributes are also listed. For each select content SC or sec-con sensitive
organization, the data structure must be analyzed and the five attributes must be applied to each root,
branch and leaf to ascertain the level of SC or sec-con sensitivity for that item. For example applying
a security schema to the SC knowledge expander problem, a TS level may be established by applying
the five attributes that all audio files are “security safe” for that SC or sec-con level but these audio files
will not be downgraded or released to a lower SC or sec-con level. Therefore the meta data representing
the audio file is designated TS. Another example is that all machines at the SC or sec-con level S (3™
level of the TS-S-C-UC schema) are 2004 machines and programs. The organization may set, as a
policy, that all MS Office program meta data need not be backward compatible beyond 2004. This

organizational protocol then reduces security issues relative to the backward compatibility issue.
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Informational Attributes Table for Security

Purpose

Sources and methods
Ownership

Date or timeliness
Content

Purpose Classification - Exemplary Table

backwards compatibility (purpose: communication across machine platforms
background color (purpose: visual presentation)

.font size (purpose: visual presentation)

.Image

.video

.audio

.version control (purpose: source identification)

.etc.

Sources and Methods Classification - Exemplary Table

.origin plain text
.origin entire document
.Image

.video

.audio

Ownership Classification - Exemplary Table

.source, author
.security level initial document
.security level generating modifications to initial document
hierarchical, orthogonal security classification
Date or Time lines - Exemplary Table
.version control
.source identification (includes all contributing
authors supplying modifications)

[2690] These five security attributes reflect not only the data content but also the point processes,
embedded resources, and work flows. In a similar manner, SC or sec-con sensitivity levels can be

applied based upon time (temporal) issues, competitor or size of company, type of product (critical, sub-
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critical, or ancillary), etc.
[2691] This metaphor fractures complex data processing workflow. Traditional search methods

669
S

point only to defined search terms, maybe with a simple truncating algorithm which deletes and
plural suffixes from the defined search terms. A monolithic approach to prior art searching ignores
metadata, process, multi-tiered files, delivery, and storage. Data sources are not monolithic, and certainly
data is not either. Distributed data, distributed processing, and widespread distribution defeats common
search techniques. Access and search techniques need to be granular and multi-level, and represent the
five informational attributes presented above.

C.16 Recognizing The Document Object Model (DOM)

[2692] Many word processed documents, such as those created by MS Office, binary documents
which contain confidential information, typically metadata. This ranges—from small amounts of
information about authorship—to the editing history complete with deletions, reviewer comments, file
attributes, and source and routing information—to extraneous baggage from documents previously
edited during the same session.

[2693] A multi-faceted SC or sec-con workflow process becomes an issue over control of
distribution by document type, recognition and categorization of all user content defined by security
exons (discussed later), removal of non-coding or non-activating security introns (discussed later),
preparation and distribution by SC or sec-con sensitive levels, content certification and accreditation
(C&A) subject to conversion to primitive and certifiable file formats, distribution in print-representative-
like packages, with guarded ingress and egress of the source data files. Finally, implementation of a
knowledge expander search through granularity of document node elements by analysis for inclusion
and exclusion is a far more effective method, permitting collaboration within a multiple-usage

infrastructure.

[2694] It is important to recognize that there are many file types and document structures
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associated with a document management program such as MS Office. The structures are shared with
other applets and competing products. Each program application, such as Word or Excel, create file
binaries or binary files with different object structures but interchangeably read/write and import/export
each other’s file types, embed portions as formatted text or complete objects, or link through remote
procedure calls to these other file types. These object model structures are generically called the
Document Object Model (DOM). The DOM is another term for an object-oriented data storage package.
The purpose for the DOM with hierarchical storage of metadata is three-fold. First, it is useful for
backwards and forwards version compatibility. Second, metadata extends the document creation session
from one-time event into an ongoing revisional process. Third, metadata provides order and structure
otherwise notoriously difficult for inherently free-form and flexible documents.
[2695] Metadata provides backwards and forwards version compatibility. Metadata provides
the necessary blueprint, format, and structure retention so documents can be revised in future editing
sessions. Format information is part of the DOM metadata, although style sheets and schemas
maintained in a different storage channel are valuable in HTML and XML and might aid the future
transition to a different DOM.
[2696] It is incorrect to assume a static basis for any document structure, as a monolithic DOS-
based file, or as an in-memory object. For example, the Excel DOM can be embedded inside a Word
DOM, which selectively can then be pasted as a formatted object into a PowerPoint presentation.
Another concern that arises in almost every document is imports, pastes, and OLE imbedding of other
documents and aspects of the object model corresponding to that application type. For example, a base
Word document with a spreadsheet and Project waterfall chart now includes editable components
referencing a different Office applications with data in a structure referenced by that corresponding
application object model, in this case Word, Excel, and Project.

[2697] FIG. 19 shows each branch or leaf can be replicated indefinitely until reaching the limits
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of RAM or file size. Each application has a different DOM. FIG. 20 shows the object model for word
documents circa 2004. Because of DOM evolution, with the assertion of backwards and forwards
compatibility, realize that some nodes might exist in the binary document file but not every function
appears within each published output because it is not used by the author.

[2698] A basic Word document file requires 18 KB on initial saving, but a full 28 KB with edits
and deletions, metadata, and redlining. Footnotes, font changes, hidden text, additional changes, headers,
and footers, table of content, indexing, an index, macros, .DLL add-ins, .OCX add-ins, and formulae
could arbitrarily increase the file size indefinitely. This shows that MS Office security risks are
reproducible at any user desktop. A hex editor used in conjunction with an initial raw ASCII file and the
corresponding .DOC file also shows risks. ASCII text has only 40 characters despite the directory display
of the 1KB FAT32 block. The internal encoding of the .DOC file with initial content, the binary object
structure and additional metadata are partially encoded in a padded form of ASCII. The metadata
displays the source location of the document, removing possible doubts of file directory structures,
security based on location obscurity, and other rational workflow techniques for securing user files
within the context of a network infrastructure.

[2699] Microsoft has identified thirteen key categories of metadata: Name; Initials; Organization
name; Name of originating computer (desktop); Name of network server and/or hard drive; File
properties and summary information; Non-visible embedded documents; Names of previous authors;
Document revisions; Document versions; Template; Hidden text; and Author comments. Some of this
metadata is accessible through the Office application menu interface through menus and dialog boxes.
The exploitation of this metadata in an knowledge expander search is useful. There are also the
document file properties exposed by the Tools/Options pulldown menu and the User Information tab.
This is not the complete list of metadata. Other visible metadata with potential search characteristics

include: Footnotes; Cross-references; Table of Contents tags; Indexing tags; Hyperlinks; and Smart tags.
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Expect x-link and x-pointers plus style sheets and schemas within documents saved in the XML format.
In addition, other undocumented structures are part of the extended and expanding Office document
object models. Consider fields and mail-merge fields, which are markers for information automatically
inserted by Office or by a user when opening, saving, printing, or emailing documents. These fields
create a built-in facility for careless information disclosure or overt hacking. There are also the document
file properties exposed by the File/Properties pulldown menu. This includes: File/properties; General;
Summary; Statistics; Contents; and Custom.

[2700] The knowledge expander search also contemplates finding and using other items not
specific to MS Office. Techniques for information camouflage can be used in an knowledge expander
search. These are equally valid in most any desktop application, and are most relevant to presentation
output rather than binary file delivery. Information camouflaged in a source document includes text set
to small font sizes, such as 0 or 1, fonts set to type unlikely to be installed on the system which map to
symbols or line drawing, PostScript or Unicode font sets with alternate encoding, and font color set to
match the paper color or an applied background. White font on white paper hides text, black font on a
black border or shading hides text too. Text can also be hidden with graphics when the graphics are
anchored to a specific location congruent with the text. Color games with text and graphics also hides
the text. Macros, VBA (Visual Basic Application) codes, VBA add-ins, and applets also represent a
search asset. Anything than anyone can imagine as an application can run from within MS Office,
productive or destructive. Usually, these bits of code are stored as part of the document metadata.
However, they also can be out-of-channel files. Either way, they can be compromised by a new code that
overwrites the original. They also can be inserted through fields, formulae, or menu add-ins.
Collaborative tools are the most obvious entrée.

[2701] New features in Windows and other Microsoft digital rights management (DRM)

applications, such as ORAPI, ADSI, and MS IRM provide for collaboration, resiliency, and complex
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versioning and backup far beyond the capabilities of MS Office.

C.17 Content

[2702] The differentiation of content within an MS Office document based on initial owner and
target distribution is important for search expansion. Some content will be strategic and some tactical.
Content of MS Office documents transcends the actual presentation as a printed page, slide, spreadsheet,
database report, email message, an index of documents, UML: or project waterfall, or organization chart.
Microsoft Corporation is positioning Office as a platform for delivery of new services; it is not just about
a PowerPoint presentation or a Word document printed to a facsimile. The DOM is a project plan, with
a structure, with components that do things and are sensitive of their own.

[2703] For these reasons, it is important to explore the MS Office DOM factors: Content
classification; Tagging; Clearance level; Data mining; Traffic analysis; Inference; Encryption; Digital
Signature; Document access linked to Fortezza (an encryption program/system), PC Crypto cards,
smartcards, and n-factor authentication; Granularity; Strategic information; Tactical information;
Common Criteria or NIST analysis; Covert channels; and Bell-LaPadula model conformance.

[2704] Content classification with taxonomic classes occurs with tagging for formatting with
bold, indexing, and paragraph marking, explicit element tagging for HTML and XML or database and
spreadsheet table, field, ranges, row, and column designations, as well as authorship techniques.
Formulae and macros define ranges with informational content (contextual algorithms which link
content), as well as indicate purpose and intent of the process as well as the target data. When content
is tagged at the sideline, as in “eyes-only,” or within-the text with any label name for clearance level,
as in “<1>,” this attests to a SC sensitivity level with an importance factor. For example, a subtotal of
employee salaries within a pro forma business plan matched against a list of employee names compared
to a bank check ledger gives away each employee’s salary level; each document in isolation does not

give away information until several are merged and analyzed together. Direct analysis through record

839 EX. 1002, Page 4298



relationships and sorting is one type of data mining, human intelligence through inference or statistical
inference with set theory or Bayesian methods is yet another. For example, because you know that 6
employees are traveling to a conference in D.C. and two others are not in the office, you can approach
a particular person who by inference is manning the station desk with a very specific social engineering
attack. OneNote, InfoShare, Net Meeting and/or Live Meeting, Outlook, and Exchange with MS Project
also enable workflow routing, group editing, and acceptance sign off. This information becomes part of
the document metadata so that traffic analysis shows where the document originated, what changes were
made and by whom, how it was routed by username, network, and IP address, who has seen it and has
access to it, and all process flow and comments. One of the secure prizes of organization information
thus unintentionally published is the names of people within the organization and functional roles.

[2705] Designing a knowledge expander search engine through granularity of MS Office node
elements by analysis for inclusion and exclusion is an effective method. Multiple source documents
create structure and semiotic meaning not in evidence with subsets. This process breaks the context to
prevent useful data mining, routing inferences, and the more powerful semiotic information methods.
It allows for the separation of strategic information from the tactical, so that access is granular by role,
user, and other discriminators. Many academic and implemented security models are in use today, both

as a straw man and for certification processes.
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C.18 DOM Process Editor

[2706] Document object model (DOM) source documents, and particularly Office document
modules, comprise the blueprints, process, external data sources and linkages, and materials for building
the resulting presentation; the presentation content is usually the ultimate end product. The blueprints
and process often are immaterial to the presentation and represent proprietary and confidential material.
This DOM object model complexity and diverse accessibility creates an opportunity for the knowledge
expander search engine.
[2707] Effective DOM and metadata searches use the object hierarchy structure as variously
described as a binary tree, category structure, or hive. In any event, the entry point is the root or base,
containing a potentially infinite number of subcategories, each with a potentially infinite number of leaf
items. See FIG. 19. The structure can be pruned, deleted, or rearranged. The items represent object-
oriented information, from entire subdocuments, to relational databases, layered graphics with vector
elements, to simple plain-text, to a single binary numerical element.
[2708] The process requires a parse of all branches to each and every leaf. This process is not
recursive, just extensive. Each path is examined for context, each leaf for content, all nodes for external
references, and everything must be viewed within the context of sources and methods, not just obvious
content. The obvious content is what the user created and sees, but as you now know, that is a minor
portion of the data contained within the document object structure. This is a paradigm shift is shown in
the hierarchy below:
DOM Deconstruct Table

For each document (the file and structure); Access the root; For each limb; For each branch; For
each sub-branch; For each leaf (item); and Process each leaf.
[2709] Preservation of the path to each leaf is important as it defines the access to that data

element. The existence and/or null value of the leaf represents a security control point. The model
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defines, with supplemental external knowledge of the object model, potential search opportunities. The
model and the content are not separate from external knowledge of sources and methods. The model and
the content are part of a contextual analysis of the source document or data stream itself. The leaf the
significant search control point. It is possible to review and alter the contents of the leaf within the
context of the purpose of the leaf to retain functional access with multi-level SC or sec-con sensitivity.
C.19 Five Informational Attributes

[2710] The five information attributes of SC or sec-con sensitivity in context to processing
include the leaf, purpose, sources and methods, ownership, date or timeliness, and content. The entity
must establish protocols which rate or prioritize the five information attributes on each root, branch and
leaf in the DOM source document. With the system initialized in this manner, the processing of the
DOM document within the parameters of the knowledge expander search is accomplished.

[2711] Purpose: How does the purpose of the leaf provide context, purpose, or informational
reference to the document as a whole or the individual leaf? Does it provide source, destination,
authorship, viability, validity, verification, or integrity to the document as a whole or the individual leaf?
Consider the value of processes imbedded in the document as cell formulae, a help file, or other complex
routing wizard. Does it show linkages or references to other documents? What is its status or position
within the document? What is its element position, as a headline, footnote, or redlined status? These
seemingly minor details transcend actual content but provide clues to the following attributes.

[2712] Sources and Method: Intelligence agencies stress the confidentially of the sources and
methods used to gather information. The information itself might or might not be important, but the
ongoing care of the sources and methods is important for future information gathering activities and
retention of any status quo until action is initiated. In addition, the viability, validity, verification, or
integrity of the document is predicated by the viability, validity, verification, or integrity of the sources

and methods used to create it. In terms of the Office document, this type of information is both

842 EX. 1002, Page 4301



contextual, leaf content, and metadata. To presume that the SC search uses only doc content at the leaf
misses the value of metadata and the inherent value of the object-oriented document format. For
example, authorship, source, source dates, editing dates, deletions, redlining, notes, footnotes, MS
hidden text, links, and other structural elements in the source doc describe when, how, where, and who
created the document. This speaks to the viability, validity, verification, or integrity of the document as
a whole, and can compromise past, ongoing, or future data collection efforts and operations.

[2713] Ownership: Ownership is reflected both in leaf-level content—that is obvious when a
document is presented or published—but also in the metadata. Ownership is also a characteristic of file
storage properties, in ring rights, file storage position, linkages, SMB or network file access rights, and
HTML references. Ownership, particular the number of links, the times access and edited, numbers of
hits, and the level of churning, suggests the relative importance and merit in the document.

[2714] Date-Timeliness: Date or timeliness reflects currency. The dates, in terms of edit times,
access times, and frequencies suggest the relative importance and merit in the document. Touch and
other file-level commands can only mask the overt date and timestamp of a file, not its purpose or
content, true timeliness, or merit. This information is spread through the metadata and leaf content. In
some hierarchical structures, this information is stored in tables or other structures apart from the
immediate document root. When a document is a relational data structure, as in Access or SQL, hidden
system fields and hidden security data define edit and deletion times. It is also important to recognize
that in databases, records which are deleted by the user are only marked as deleted but persist until the
database is purged, packed, cleaned, compressed, or otherwise processed in a maintenance mode. When
relational technology with transactional logs and rollback facilities are enabled, data can be recreated
or dated despite many types or natural of instigated disasters. This supplemental metadata defines date
and timeliness too.

[2715] Security: Security of content can be compared to erecting a barrier around that content
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and may be viewed as an important SC sensitivity issue. However, when content becomes a collection
of simple data elements along with data objects, dispersed and distributed sources, effected by embedded
events and triggered methods, a search which ignores the security content characteristic fails to
acknowledge that the SC sensitivity may be impacted by such omission.

[2716] While content is king in most search systems, it is not the only critical aspect of a source
document. In terms of the knowledge expander processing of an Office document, each leaf must be
processed and assessed for its metadata. Note again that each leaf may be another object-oriented
structure in its own right or a simple element. It will need to be processed and assessed accordingly.
C.20 Select Content Introns and Exons

[2717] Terminology employed in connection with the operation DNA (deoxyribonucleic acid)
provides an appropriate metaphor for the MS Office document object model or any other DOM model.
While the DOM is separate from an MS Office binary file, it defines the purpose of that file and maps
its activation. The DOM ““genes” are expressed into the file binaries only as specifically referenced, and
frequently diverge from the pure MS Office application as genes from other OLE (object linking and
embedding) applications are embedded into the document. The DOM and the expressed document can
mutate for better or worse, and both backwards and forwards the document is adaptable just like DNA,
with unforeseen consequences including the profound security flaws evident within the MS Office
workflow.

[2718] In genetics, an intron is any non-coding or non-activating sequence of DNA initially
copied into RNA but cut from the final RNA transcript or unknown as to singular or recombinant
purposes. Introns are excluded or ignored in the DNA process. An exon is a coding or activating
sequence with a known purpose that is actually used or one that is unknown as to purpose but
nonetheless still used. DNA is, of course, the blueprint for life. RNA is the functional transcript of the

DNA blueprint used for cell division and replication. Exons are the useful portions in the DNA cycle.
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[2719] In the object model, the DOM is metaphorically the DNA blueprint for an MS Office
document whereas the actual Word, Excel, or Outlook message is an expression of the RNA as a
functional transcript. Correspondingly, the SC select content or sec-con intron is any document branch,
leaf, or node element with a non-coding, non-activated, or even unknown control utility for the
document. From a select content - search (or sec-con - search) standpoint, each and every intron
represents a non-qualified element that is a potential search term that may lead to an expanded
knowledge expander supple doc compilation. Rather than ignoring SC or sec-con introns as most
common search engines do, the current knowledge expander search engine employs the SC or sec-con
introns to expand the scope of the search. A SC or sec-con exon is any document branch, leaf, or node
element serving an end purpose. Each SC or sec-con exon in a MS Office document becomes a
certifiable data element.

[2720] Unless each such SC or sec-con intron and SC or sec-con exon in the source document
DOM is vetted for credentials, which vetting includes a prioritized taxonomic label or tag, the
knowledge expander search, whether through conventional search engines or the novel search engines
described herein, will be incomplete. This is effective for DOM, HTML. XML, databases, and any
structured file binaries. The standard 2-phrase process transforms into a 3-phase process where DOM
node elements are coded either as exons or introns, and thereafter processed accordingly for inclusion
or exclusion.

[2721] The improved accuracy of 3-phase scanning of documents within the context of an object
model is apparent. While the traditional 2-phase method find SC or sec-con introns and SC or sec-con
extrons within a source document, it also miscodes several other sequences as introns. The accuracy of
such process will always include statistically measurable false negatives and positives, thereby missing

true threats and removing non-threats. The 3-phase process improved on the 2-phase process with
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granular deconstruction of the document and subsequent recoding of both false positives and false
negatives to yield a higher rate of accuracy. SC or sec-con introns are added to the search term list in
the knowledge expander search engine and are scalable numerically. Better DOM maps mean better
intron handling.

[2722] FIG. 21 shows the General DOM Editor program 1022 in a flow chart form. Step 1024
is the initialization that is employed by the security entity or SC or sec-con sensitivity supervisor to set
up the program. Step 1026 obtains the DOM layout or blueprint from the DOM vendor. Step 1028
notes that for each root, branch and leaf in the DOM, the information attributes must be prioritized with
the SC select content or sec-con and organizational informational attributes (a taxonomic routine with
prioritization). SC or sec-con introns are identified and SC or sec-con exons are classified, placed in a
hierarchical structure and labeled. This step, of course, uses a content filter to identify the SC or sec-con
exons. A contextual filter or algorithm is used to taxonomically classify SC or sec-con exons at a higher
priority level. For example, when “Bin” is next to “Laden” the SC or sec-con exon combination -- Bin
Laden-- is classified TS or the top level for the SC or sec-con H-tax class.

[2723] Step 1030 obtains the source document DOM. Step 1032 maps the DOM source
document as a binary file populated with content data and meta data as a subset of the DOM blueprint.
Step 1034 identifies SC or sec-con exons and SC or sec-con Introns. Step 1036 labels or tags SC or sec-
con exons per the tax class (taxonomic classification) and per priority, to be included in the further
processing of the item and identifies SC or sec-con introns to be used as search terms in the knowledge
expander search. Multiple tags and overlapping tags are possible and a ruled-based system is employed
to upcode multiple tags and overlapping tags to the next higher tax class - priority level. Step 1036
converts SC or sec-con exons at each root, branch and leaf into SC or sec-con level save doc, form and
format (for example, a safe DOM template), and generates a save blueprint or map, drops (or

alternatively stores in a remainder store) all low priority SC or sec-con exons, and expands the search
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term list with the SC or sec-con introns and the top group of the SC exons. Step 1038 processes the save
DOM doc, that is, the top level SC or sec-con exons and all SC or sec-con introns as search terms
through public and/or private databases, indices, search engines, etc. A divergent search uses SC or sec-
con intron. A convergent search uses SC or sec-con exon. Supplemental documents are gathered form
the search, the filter H- tax class priority tag process is repeated on the supple docs, the SC or sec-con
introns are identified and selected top priority SC or sec-con exons are identified and the search and a
second tier supple docs compilation is processed. Supple docs are stored and a relational map is
generated both with the search terms and the supple docs.

[2724] FIG. 22 shows a flow chart of a basic application for a DOM Editor -knowledge expander
search for MS Office document. Step 1042 initializes the system. Step 1044 obtains the source DOM
document and notes that all processing occurs after a spam and virus filter. Step 1046 notes that the
program creates or is provided with a security safe or clean DOM document and map. All levels of SC
are labeled or tagged and saved in the “save doc” routine. This hierarchical taxonomic (H-tax) tagging
labels all SC or sec-con words, terms, etc. and locates and maps exons and introns in the source doc.
Step 1048 notes that a template is opened and SC or sec-con exons and SC or sec-con introns (non-
standard SC or sec-con and unknown terms, characters, words, etc.) are copied from the source doc into
the clean DOC. A clean .DOC template (Word) or whatever the new document type is opened for the
specific application. The Normal. DOC or New Spreadsheet. XLS on the MS Office distribution CD is
safe. In Visio, for example, start with a new chart. Older documents saved as templates tend to
accumulate unanticipated metadata. If one must use a non-standard template, clean it up. View it as both
a printed document, as a binary file, and as a document object. Write protect the templates, or store the
templates as non-modifiable networked volume. If the templates are used throughout the organization,
create a network store for them and configure each user’s installation of MS Office to look there for the

templates. Search the network for duplicate copies of these templates and eliminate them.
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[2725] If changes from any version of MS Office to another version are made — this can be a
regularly upgrade or a even a downgrade—create new documents and cut-and-paste parts of prior
documents into new ones. Lose the older files and templates. If you receive or open an Office document
in either an older or newer version, create new documents and cut-and-paste parts of prior documents
into new ones consistent with the MS Office version that you use.

[2726] Step 1050 disables edit controls and step 1052 copies SC or sec-con exon and SC or sec-
con intron content. The point is one must edit cleanly. This is not a single step but rather a process, both
one time and ongoing. Disable versioning in step 1050 to prevent a buildup of past versions of the
document. With versioning, prior sessions will be stored as document.doc 1, document.doc 2, and so on.
These tend to get entwined with the latest version. If workflow with InfoPath, Outlook, or other
collaborative workflow tools creates duplicate copies of the source document file for each user. Step
1050 includes the concept that the system is configured to store a single network copy instead. Preserve
an audit trail and backup with a system backup rather than versioning. Disable change tracking in step
1050 to curtail the buildup of additions, deletions, and changes that transcend the publishing intent of
the document. If redlining is necessary, establish guidelines for periodically accepting changes to purge
change log. Use the command to save the document without the change log with File/Save or File/Save
As. Do not use nor rely on fast saves, timed saves, or file recovery after a MS Office crash to purge the
dirty metadata. After a crash, reopen the document, save the document under a new name. Close the
Office application. Delete the old file precipitating the crash. Rename the new file under the old name.
Reopen the Office application.

[2727] Step 1054 locates text in footnotes, hidden text, etc and labels or tags that content as SC
or sec-con exons or SC or sec-con introns and maps those data elements to the SC or sec-con save doc
and copies the elements into the Clean DOC. Use comments instead of hidden text. It is documented

as a feature so it can be found rather than accidentally uncovered. Hidden text with a font color change
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or font size change looks like an artifact that most users will ignore or delete. Avoid the use of headers,
footers, footnotes, endnotes, inserts for table of contents, index and the like. These appear only in the
printed output unless specifically viewed from the View pulldown menu. Such links also create a lot of
dirty metadata beyond what is visible even during editing that persists until changes are accepted.
Remove references from the source document. This is subtle, but very important when documents are
specifically posted or even inadvertently listed on web sites. References include other files, documents,
hyperlinks, and other possible embedded formatted materials. These references create the ability to infer
quite a lot about the purpose of the document from other related documents in the same directory, by the
same authors, and the types of other documents. For example, a spreadsheet stored with a report that is
not overtly included in the report suggests that is source material that has not been reviewed with an eye
towards privacy, security, or client privilege.

[2728] Paste and copy images, cut text, formatted text, pie charts, record sets, slides, waterfalls,
milestones, organizational charts as plain text or an image rather than formatted Office objects. If the
embed commend is used, all the metadata baggage from the other Office application is now added to the
metadata in the target document. Since that metadata baggage is not native to the target document
application, it is inaccessible and truly hidden. Tools, such as Metadata Assistant will not find Excel
metadata within a Word Document, Word metadata within an Excel spreadsheet, and none of them

within an Outlook note or message.

[2729] Step 1056 notes that a clean map for the meta data cleared DOM document must be
created.
[2730] Step 1058 executes the intron search and /or granular search routine, gathers and compiles

supple. docs and the processes those supple docs through the granular filters discussed earlier to locate,
with the hierarchical taxonomic filter process tags new words, terms, symbols, which are related to the

original SC select content or sec-con, thereby expanding the knowledge base of the meaning of the SC
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or sec-con source document.

C.21 Hierarchical Taxonomic Class Examples

[2731] Various type of classification systems (taxonomic systems) may be employed. For
example, a dictionary classifies all words as nouns, verbs, adverbs, etc. This is one taxonomic system.
A prioritized H-tax system classifies nouns into a name subclass and this name subclass may be priority
or sensitivity level 1. Geographic locations (class nouns) may be priority 2. The operator of the present
knowledge expander search process may place a high priority or sensitivity on “noun” class, thereby
converting the simple taxonomic structure into a hierarchical taxonomic system. Identifying categories
and subcategories for SC or sec-con sensitive words, etc. or critical data, creating a compilation of pre-
existing data, comparing the compiled pre-existing data to the target data and labeling or tagging the SC
or sec-con terms is one of many important aspects of the present invention. Table 1 in FIG. 23 provides
categorical identifiers for personal identity. These categories, which may be utilized to identify a person,
are not meant to be all encompassing but are mainly provided as examples.

[2732] After categories are identified for the critical data, it is important to create the hierarchical
taxonomic system against which the target data is tested. Ranking or qualifying the categories at SC or
sec-con sensitivity levels is next. Table 2 in FIG. 24 is a general attempt to quantify the categories for
personal identification from a high risk value beginning with “name” to a low risk value ending with
“personal interests”. Again, the Ranked Identity Category Table 2 is not meant to be limiting but is
meant to be an example. Individuals skilled in identifying a person may alter the ranking of the identity
categories in Table 2, FIG. 24.

[2733] The present invention can be employed to use a hierarchical taxonomic system for a
business. Table 3 in FIG. 25 set forth below provides examples of categorical identifiers for a
manufacturing business. Again, this list is not meant to be exhaustive or complete, but is only provided

as an example of the types of categories and subcategories which a manufacturing business would
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employ in order to establish the risk monitor of the present invention.

[2734] With this list, the manufacturing business may assign a SC or sec-con sensitivity level
to each category (class, subclass and sub-subclass) thereby creating a prioritized hierarchical taxonomic
system.

C.22 Knowledge Expander (KE) Basic Program

[2735] As discussed earlier, the information life cycle or knowledge expander search module can
be configured with many different modules in order to achieve the objective of the operator. The
knowledge expander or KE basic program 3001 in FIG. 26 is one basic implementation of the expander
search program. FIG. 26, In step 3002, the operator or user sets various filters and sets the search targets.
The search targets may be publicly available search engines or private data bases, data collections,
indices or any item that the user wants the KE search to access. Filters are described earlier as
hierarchical taxonomic filters or taggers, content, contextual and other types of filters. Filters are used
to identify class, subclass and priority in the hierarchical taxonomic or H-tax system, to apply contextual
rules or algorithms (“bomb” within 10 words of “arab”), and content (select content SC or sec-con verses
non-matching SC or sec-con). Step 3004 obtains the source data or the source is input by the operator.
Data input may be from a client computer in a server-client computer system. The source data may be
a data stream, a source document or other item. Step 3004 contemplates that if a document is utilized,
the document is deconstructed to its basic data elements and appropriately mapped. See the discussion
above in connection with DOM branch, leaf and tree deconstruction. In step 3006, the hierarchical
taxonomic classification (H-tax) occurs and each data element in the input document is tagged based
upon the classification system which has been prioritized by the user (or the user uses a pre-set
prioritized H-tax). A note to deconstruct the source document into data elements (see DOM
deconstruction into its object hierarchical structure above) is found in step 3006. In step 3008, for non-
matching data elements, a search is conducted through the search targets. Non-matching data elements

form the input doc are those which do not match SC or sec-con. In step 3010,&.61%’6% ggﬁ]ﬁfﬁ the



documents from the search (supplemental documents) and repeats the H-tax tagging operation for b
number of supple docs. A relationship mapping function and display function is activated if ¢ number
of hits occur within the H-tax top priority range. In other words, if the search for non-matching data
elements returns 50 select content or SC or sec-con terms and of those 50 SC or sec-con terms in the
supple docs, 20 SC or sec-con terms fall within priority ranges 1-5 of the hierarchical taxonomic
classification set by the user (n priority H-tax levels), then the system and process maps the results and
displays the representations of the H-tax recovered from the supple docs c is less than 20. If less than
b number of H-tax tags are noted in the supplemental documents, the system repeats steps 3006 and 3008
and gathers a second tier of supplemental documents.

[2736] Steps 3012, 3014, 3016 are optional. As an option to be set by the user or as an option
to be set by the system operator as a default, step 3012 changes the H-tax top range bandwidth from n
priorities to be searched to m priorities. This change may be needed to expand the search bandwidth
from b to b-10 to b+20. A reduction (m less than n) is needed if too many supple docs are recovered by
the search. If too few are recovered, then m is made greater than n priorities in the H-tax. Option 3014
changes the output supplemental document bandwidth to b + y if too few supple docs are recovered. Of
course, the output supplemental bandwidth could be reduced with b - y. Optional step 3016 mixes n
number of select content search terms with the no-match data element before the search. This effectively
is a convergent filter. By adding the known SC or sec-con to the search terms (initially, search terms
are generated from the input doc based upon priority H-tax), the search is biased or is set to converge
on the known SC or sec-con added to the search term group. By using the no-match (NOT AND)
function, the KE search diverges to gather a wider range of docs. Of course, the user may always employ
common search engines in addition to the search plans set forth herein. Step 3018 repeats the process
until b supplement documents or ¢ hits (SC or sec-con sensitivity matches) are noted within the H-tax

top range. Step 3020 maps, displays, stores and ends the program.
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[2737] FIG. 27 shows an expansive or expansion unknown search engine 3031. Step 3032
initializes the program with preferably user input, sets up the hierarchical taxonomic H-tax classification
system along with a priority or sensitivity level assigned to each level and branch and leaf in the H-tax
system. Select content SC or sec-con filter modules for content and contextual range or algorithm tests
are also set. At least some select content should fall within the prioritized hierarchical taxonomic
system. The select content SC or sec-con encompasses words, terms and data objects that the user wants
to expand his or her knowledge base with the search engine. The user sets a no-match search bandwidth
nms and sets search targets such as search engines, public or private databases, data compilations,
indices, data collections and data structures or whatever. Step 3034 obtains a source or data stream or
input document. Step 3036 processes each data element (which may include a document deconstruction)
with the H-tax, content and context filters, and tags each data element with an H-tax marker. Multiple,
singular, and a default “unknown” H-tax classification indicators are linked or tagged on every data
element. The system in step 3036 may upgrade or downgrade the priority or sensitivity H-tax level for
a particular word, term, etc., due to contextual rules in the context filter. In step 3038, the system
conducts a search for nms number of not matching or unknown data elements. If nms is 10, the system
takes the top 10 priority H-tax supple SC or sec-con terms obtained from the input doc and uses the top
10 supple SC or sec-con as search terms in the target data collections. The search is conducted through
search targets identified in the set-up step 3032. The no-match search 3038 is sometimes identified as
step A herein. Step 3040 gathers supplemental documents. Sometimes, step 3040 is step B herein. In
step 3042, the system processes the supplemental documents through the H-tax tagger. The supple docs
are classified with the H-tax. This is sometimes step C. In step 3044, the system determines if p hits
have been noted in the H-tax top range levels. If YES, the system stops and maps the select content SC
or sec-con sensitivity sel. levels to the H-tax mapping structure and displays that SC or sec-con

hierarchical representation map to the user. Further, the system in step 3044 maps the supplemental
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documents to the H-tax map structure and displays that to the user. Sometimes, step 3044 is step D
herein. In step 3046, if p number of hits are NOT identified in step 3044, steps A,B,C, D are again
executed and repeated unless the repeat cycle is more than R. The nms bandwidth may automatically
change (increase) or the n priority H-tax may change to m H-tax levels to increase the supple docs or the
hit count for supple SC or sec-con . The same techniques may be used in reverse if too many supple
docs are recovered. The system ends after step 3046.

[2738] FIG. 28 shows knowledge expander KE search options 3051. Step 3052 is an option to
add anoise filter after the H-tax tagger step 3036 in the expansive unknown search engine routine 3031.
The noise filter reduces the number of unknown data element and operates on the unknown tags for
those unknown data elements. For example, terms “and” and “or” and “the” may be deleted by the noise
filter. Optional step 3054 adds to step D, if p hits is equal to zero, then the system resets the no-match
bandwidth nms + u and repeats step A,B,C,D and repeats the entire process until p hits in step D or R
iterative cycles have been noted (counted). In optional step 3056, a convergence filter is added to the
expansive, unknown search engines 3031 by adding w select content SC or sec-con search terms to the
no-match search step A. In optional step 3058, a divergence filter is added by changing, either
increasing or decreasing, nms value if p hits do not exceed p + x. In optional step 3059, a content filter
is added to detect temporal relationships such as time and date ranges. Time may be time of length of
search or time may be a time-date range limit on recovered supple docs. The temporal contextual filter
(time and date is a matter of context) would be added to step 3036 the H-tax step. In optional step 3060,
the H-tax map is output to the user so the user sees the classification and the prioritization of that
classification. In step 3062 the operator can change the repeat cycle R, the time the search runs, the
number of cycles, and the search target databases, data sets, spreadsheets or public or private search
engines. In optional step 3064, the operator can limit the supplemental documents based upon a

temporal factor such as time, the total number of SC or sec-con terms located in the supplemental

854 EX. 1002, Page 4313



documents, and the total number of supplemental documents.

C.23 Secured Metasearch Engine Based on Granular Data Control
[2739] As an overview, the secured metasearch engine technology is based on granular data
control. The engine is part of the KE engine described above in sections C.9 - C.22. The secured
metasearch engine technology enables secured searches and distribution of secured search results
including secured information sharing with multi level security (MLS) search capabilities across
domains. Data is explored not only by content but also context and concept. Search should occur across
domains, with information shared and delivered across domains and through the extraction and
integration of both private and public data sources including the Internet. Stovepipes and silos,
independent efforts at information collection and intelligence analysis, and air gaps or security guards
divide information domains and prevent secured information sharing. Centralization and consolidation
of data gives rise to data overload, a problem in part addressed by new web-like searching techniques,
but also opens the door to security leaks.
[2740] The security of current data mining and search operations as well as the security of the
multi level distribution of the search results to users with different access levels is questionable.
Furthermore, the current data mining and search is rigid because the starting point for each and every
effort requires an index or search terms and the mining is completely content-based. When connecting
the dots, it is essential that search be possible without preconceptions of utility, purpose, or cultural bias.
Effective search techniques, called “metasearch’ herein, comprises more than web-like textual (and other
formats such as audio or video, but also compound meta-formats) search technology. It includes data
mining, textual and contextual search, aggregation, inference, and data-to-data interaction all based on
granular data control subject to security compliance.
[2741] Metasearch generally means the usage of multiple web-based search engines based on

keywords with results combined into a single unified report; this is better described as a confederated
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search or federated search. Each web-based search engine is rigid in terms of its reliance on preexisting
indexes; it is usually fast but limited in terms of most likely usage bias. However, the combined results
reinforce the preexisting answers based on the implicit search question.

[2742] In contrast, the Secured Metasearch Engine (sections C.9 - C.22) is designed for searching
the unknowns and expands the base of information, as well as conducts the search operations across
different domains with different security levels. The Secured Metasearch Engine results provides two
distinct and fundamental directions, search convergence and search divergence, both of which are critical
to the process of connecting-the-dots. Failure to consider both convergence and divergence leads to
incomplete results.

[2743] Search divergence is the process of expanding the content, context, and concept beyond
the strict scope of the fundamental search. Search convergence is the process of validating,
substantiating, and establishing the integrity of the fundamental search. Divergence is the expansion of
the search query or data mining operation. There is a need to find outliers useful to expand the scope
of the users knowledge and infer new information and intelligence. Some information and intelligence
operations require exploration without preconception. Herein, outliers with the least priority, relevance,
or ranking frequently provide previously unknown references or interconnections that are purposefully
hidden. This is a search divergence because the base search query primes the process but effectively we
already know the highest ranking results and reject those results while iterating the search for non-
ranking items.

[2744] The Security Metasearch Engine starts with known keywords and indexes, but accepts
primarily information that is new or different from the direct response to the implicit question, that is
the base search query. Validation and integrity is not important to divergence. The search engine is
looking for all related metadata, references, links, and relationships without regard to accuracy. Exact

matches are in effect usually ignored, but all new references are added into a secondary query yielding
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subsequent results (supple docs and supple search terms). The subsequent results in turn yield yet more
new references. This subsequent query yields subsequent results, which is repeated indefinitely. The
iterative results create an asymptotic adjacency list model, which may include a networking relatedness.
The networking relatedness is often viewed as flow charts showing betweenness, closeness, and
connectedness. The networking relatedness may also be a social network relatedness.

[2745] This expansion of the base search query is the process by which the user discovers more
dots. Connecting dots the user already knows is pointless and does not expand the user’s knowledge; the
user wants to expand the set of dots and generate new content, new context, and new concepts. The
Secured Metasearch Engine starts with old and/or limited information, but generates new information.
The theory of six degrees of separation has some legitimacy, however there is a difference between
accidental and active relatedness.

[2746] Divergence is also critical to enabling the Secured Metasearch Engine to foster security
by exploring the purpose and usage of information beyond the immediate and obvious preconceptions
(i.e. foresee reflexivity) of semantic and pragmatic meaning. See beyond the immediate security
perception for other possible cross-domain requirements and enable information sharing. The Secure
Metasearch Engines is connecting known dots with new dots, the true concept of “connecting the dots”.
The new dots lack integrity and substantiation. They are not ignored or dismissed outliers because they
can reveal the outlines of previously unknown, undiscovered, unforeseen, uninvestigated and unrevealed
situations.

[2747] The search process is really ametasearch, applying techniques of data mining, textual and
contextual search, aggregation, inference, and data-to-data interaction, and the integration is the
establishment of relationships. However, some of the new dots will be false and noise. At this point,
a search convergence is useful to establish likelihood and risk for the new information and integrity and

substantiation of the difference between accidental and active relatedness.
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[2748] The Convergence Search is described herein. Convergence is the usual web-like search
engine or data mining operation. It is rigid. The user starts with known keywords and indexes—search
terms—as the base search query and accept hits with the highest relevancy. This information is used
aggregately to confirm or deny the integrity of the initial search. The user gets back what the user expects
with priority, relevance, or ranking focusing the hits to the content most consistent to the search term
context. Outliers are naturally rejected and filtered out. Search convergence might entail a physical
inventory, database report verification, an independent party confirmation, or a drone flyover to
substantiate the information. The result is in direct response to the implicit question, that is the base
search query. The user positions and substantiates the dots the user already knows. The user starts with
old information, and the user gets back old information. However, the benefit provides by the Secured
Metasearch Engine is that it contextualizes these convergent results with a higher level of relevancy to
the user’s specific purposes based on tools which manage and control granular data. Those include tools
include: (1) metafilters for automatic categorization; and (2) sensitivity level taxonomy. These tools
deliver “ fine adjustments “ to the search process and find the most appropriate results for the user
prioritized according to the highest relevancy.

[2749] The combination of divergence and convergence operations provides additional
information. The Secure Metasearch Engines performs three key functions. (1) First, it selects new data
elements of value and recognizes unknowns for automated iterative divergent search. (2) Second, the
combined divergence search delivers “fine adjustments” to the divergence search process and finds the
most appropriate results for the user prioritized according to the highest relevancy. (3) The Secure Meta
search Engine categorizes all aggregated results to sensitivity level and enables distribution subject to
MLS-compliance cross domain. While the Secure Metasearch Engines primarily focus on unstructured
information, it can be integrated with structured data sources too because it is actually easier to extract

context and concept from structured data.
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[2750] There are multiple starting points to the metasearch process. One or more candidate data
streams, news feeds, or documents can be dragged from the desktop into a queue. These items may be
monitored for changes and then fed into the Secure Metasearch Engine for granular data selection and
metatag categorization with the output result that search terms are generated and metasearch terms are
also generated. A document or data stream automatically sets the context of the search and is explored
for likely search terms/ key words. No index or bias is necessary to begin the process. The resulting
search terms of interest are fed into the next search cycle, which may include also one or more URLs for
further exploration.Indexes and search terms do not define the implicit question or establish parameters
for an effective answer because they represent a single dimension of information. Metafilters are used
to control the granular data elements in order to fine-tune the search. The metafilters add both context
and concepts to the initial search and all subsequent exploration. Such metafilters may be: (1)
Categories of the granular data elements in a document (“name” “location” “date” “amount”); (2)
sensitivity levels of the data elements (“top Secret” “Private” “level 97); (3) phrases, (“Mohammed Atta”
“United Nations”); and (4) Group Lists, (Groups of words which represent a concept or a context
—Nuclear” + “Submarine”).

[2751] Generation of keywords / search terms for conducting the continuing searches is done by
controlling of data at the granular data level. Control of data at the granular data level is enabled by
combining different filters. The Secure Metasearch Engine recognizes complex content and context by
implementing a combination of filters / sieves. Those combinations of different filters/ sieves create
different permutations of resulting keywords for the search. The different keywords for the continuing
searches are selected automatically based on: (1) the words entered into each filter/ metafilter; and (2)
the configuration of the different filters/ metafilters combinations. As an example in one embodiment,
all the content of a document is: (1) categorized, i.e. each individual word (or phrase) in the document

is tagged by category, “name” “location” “date” etc.; (2) the individual words are also tagged by
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sensitivity tags “secret * “confidential” “Private” “level 3 sensitivity” etc.; and (3) all the above is
presented in a matrix format. The filters will automatically select which words in the matrix will be used
as keywords for the continuing search. Different keywords /search terms will be selected based on the
different filters or combination of filters used. The entries for such filters may be machine or user
defined. The combination and selection of different filters may create different permutation and results.
The filters may include the “Word Lists”, “Phrases list”, and “Word Group Lists” which limit the range
or area from which the keywords may be selected. The ideal combination of filters to control granular
content for automatic production of keywords may be found also by trial and error. Artificial intelligence
tools may be integrated.

[2752] Linear adjacent selections may be used as keywords. However, unknown content can slip
through this sieve without an explicit human intervention, therefore the Secured Metasearch Engine
automates this sieve by creating permutations of both categorized and unknown words and phrases.
These permutations are used as new search terms. The likelihood of random combinations (included in
the class of the NP! problem space) is so low, that emphasis is focused instead on linear adjacent
selections. This result in is a small and focused problem space that can be solved on a typical personal
computer and ads disproportionate value. For example, a Google search of “Mohammed Atta” returns
“Khalid Sheikh Mohammed” as a disconnected string of categorized and unknown words out of the box;
that means parts of the phrase “Khalid Sheikh Mohammed” are recognized without any special
configuration, but not as a contextual phrase. Permutations of linear adjacent selections do however
create the complete connected phrase and automatically submit the complete phrase for a divergent
metasearch, thereby creating new and previously unrecognized relationships to connect the-dots.
[2753] The engine can be set for automated contextual pruning with flexibility to discover codes.
Many divergent mining and search efforts will expose unknown, deceitfully hidden, and statistically

irrelevant relationships. For example, a Google search of “Mohammed Atta” also shows meetings at
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Aleppo. The relevant thread for Aleppo is that it is Syrian university town with social connections to
Hamburg and the 9/11 hijackers associates. However, Aleppo is also a common Lebanese street name,
and the original shoemaker character in the Pinocchio story by C. Collodi. The name was changed to
Geppetto in the Disney children’s movie. While it is tempting just to prune this track, it is also important
to explore associative contexts, because the use of codes can mask more sinister meanings. The 9/11
hijackers communicated within the seemingly innocuous context of weddings, guest lists, and dates. So
while contextual pruning is easier after the fact, it can be very important before the fact when the use of
codes and false contexts are not so clear.

[2754] In conclusion, although stovepipes and silos, independent efforts at information collection
and intelligence analysis, and air gaps or security guards among domains prevent information sharing,
the Secure Metasearch Engine enables security with information sharing including Multi Level Security
(MLS) search capabilities across domains. It overcomes security leaks consistent with the needs to both
protect national security interests but also enable cross-domain information sharing. The Secured
Metasearch Engine technology is based on granular data control. It enables secured searches and
distribution of secured search results including secured information sharing with Multi Level Security
(MLS) search capabilities across domains. Data is explored not only by content but also context and
concept. Search should occur across domains, with information shared and delivered across domains and
through the extraction and integration of both private and public data sources including the Internet.
D.1 Secure Editor, DOM Editor (General) and DOM Editor - Basic Applied as Extractor Modules
[2755] The Secure Editor can be used to generate SC or sec-con data for a search and can also
be used to locate and extract security or sec-con data and SC data before storage of the sec-con or SC data
in the distributed storage sites. The Secure Editor in FIG. 52 diagrammatically illustrates an editor which may
be employed to secure sensitive word/objects in a source document. In a current working embodiment,

the secure editor is a standalone application or a module to add into other applications for plain text and
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media creation, editing, and sensitivity level tagging. Other types of tagging, wherein the editor
supplements the initial group or subset of security sensitive (or select content) words, characters, icons
and data objects by categorization, taxonomy classification, privacy, security, compliance, and semiotic
meaning, are also available. The editor supports a full range of document management and can be
integrated into a unified infrastructure, from creation, editing, document markup, tagging, tag
conversion, tag removal, context sensitivity level redaction, context reconstitution, and support for
complex process work flows. The architecture assures separation of data from metadata so that no
security lapses are introduced into the traditional word processing and document management cycle.

[2756] FIG. 52 is a basic flow chart for one embodiment of the Secure Editor module. Editor
program 972a begins with obtaining the source document 974a. Of course, the source document may
be any type of document as explained later herein. Step or function 976a obtains one or more filters for
one or more security or sensitivity levels. Step 978 screens or processed the source document with the
filter(s). For example, the source document in FIG. 15 in window 991 has text regions 993, 994, 995
and 996. In step 979, the Secure Editor displays, in situ (in the displayed document), the filtered
identified material and conforms the precursor document to the security level protocols for the system
within which the Secure Editor is employed as an information processing tool. FIG. 16 shows that the
address data 993 is marked TS (top secret), region 994 is displayed in color A for TS coding (please note
that the addressee data may also be so marked) and is “red-lined” or struck out. Region 995 is displayed
as presented in the source document and is labeled U (unclassified) and region 996 is shown in color B,
is redlined and is labeled S. Labels TS, S, C (classified) and U are the established security labeling
protocol used by the organization employing the Secure Editor. Other labeling schemes may be
employed. Color is used to assist the user to select (and in some non-standard cases, deselect) the
sensitive data marked by the editor. Redline is used to inform the user that the filter(s) will extract the

marked data. Labels are used to permit the entity using the editor to employ standard tear line protocol.
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Any data beneath a security classification of the user is under the tear line and the data is permitted to
be distributed to the lower security cleared user. Of course, electronic distribution of secure data need
not use the hard copy or print version of the tear line. However, this nomenclature referring to the tear
line is used in the prior art systems.

[2757] Step 980a (FIG. 52) accepts the user’s manual changes (typically upgrades) to the precursor
document. These manual changes are displayed, redlined, colored and labeled. Step 982a inserts the
security label TS, S, C and U has discussed above. Step 984a notes that the system takes certain meta
data such as author, date-time, version history, change history, etc. and converts this meta data into
ordinary text, marks that data at the necessary security level and labels the data. Step 986a permits the
user to add (or omit) placeholders into the final document. FIG. 17 shows placeholders as black lines
or as XXXXX symbols (or other symbols) wherein the sensitive text is not shown but some replacement
markers are shown. The byline in region 1003 shows “sanitized document.” The byline 1003 in FIG.
16 lists the security level and the color representation.

[2758] Step 988a (FIG. 52) activates the filter, extracts the sensitive or SC data and temporarily stores
the extracted data. Step 990a displays the filtered document and the user may view the filtered document
at each security level. Therefore, the user, before transmitting a secured email (or letter) may look at the
source (FIG. 15), may look at the TS level without the redline strike out but with security labels and
colors, may look at the T level revealing regions 996 and 994 but not regions 993 and 994 (which are
TS coded regions), and look at U versions as shown in FIG. 17. Step 992a disperses the extracted data
and the remainder data or disperses partial versions of the document (those partial versions formatted
and containing only data at or above the target security level (all TS level data (which includes TS, S,
C and U data), or all S data (comprising S, C and U) or all C data and U data)).

[2759] One feature of the present invention is that in step 979a, the security level protocol determines

whether single words are granularly classified (TS, S, etc.) or whether a line is classified, or whether an

863 EX. 1002, Page 4322



entire paragraph is classified (see FIG. 16). If a commercial/privacy filter is used to exclude all social
security numbers, the organizational protocol is set at a granular level to exclude just social security
numbers. Different group protocols use algorithms to mark, filter and extract adjunctive security
sensitive (or select content) words, characters, icons and data objects near the target security sensitive
words, characters, icons and data objects. The sensitive words may be security sensitive (or select
content) words, characters or data objects defined by compliance with law, regulation or policy, privacy,
national, organizational or private security concerns. For example, Bin Laden is the target sensitive word
in FIG. 16 and this classifies the entire paragraph as TS level. The other words in the paragraph are
adjunctive word/objects.

[2760] Several steps are prudent to enable MS Office document protection. The first step is have
anetwork guard (see FIG. 48) that filters all incoming and outgoing traffic for MS Office document files
and quarantines them. Spam and virus filtering is necessary to preclude system, resource, and file
exploits. URL filtering, quarantine lists, black lists, white lists represent the minimum responsible
approach. Ingress files can harbor viruses, etc. Outgress files can harbor privileged information at any
and all levels of the DOM. With a means to filter and check every node for purpose, content, metadata,
formats, structure, comments, links, and so on, there is no other way to vet the integrity of the file.
[2761] FIG. 53 shows the General DOM Editor program 1022a in a flow chart form. Step 1024a
is the initialization that is employed by the security entity to set up the program. Step 1026a obtains the
DOM layout or blueprint from the DOM vendor. Step 1028a notes that for each root, branch and leaf
in the DOM, the information attributes must be prioritized with th the security organizational
informational attributes. For example, the audio files of potential Bn Laden voice prints may be critical
at TS and S levels but be completely excluded at C and U levels. Therefore, any audio files below C and
U are security introns which are excluded or ignored.

[2762] Step 1030a obtains the source document DOM. Step 1032a maps the DOM source
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document as a binary file populated with content data and meta data as a subset of the DM blueprint.
Step 1034a identifies security exons to be included in the further processing of the item and identifies
security introns to be ignored or excluded in the processing. Step 1036a converts security exons at each
root, branch and leaf int security safe form and format (for example, a safe DOM template), and
generates a safe blueprint or map for the precursor DOM and discards all security introns. Step 1038a
processes the content of the safe DOM with security filters discussed above. It also processes all data
objects (exons) from the safe DOM with granular filters. Data is dispersed as necessary and retrieved
and re-assembled as necessary with a safe map.

[2763] FIG. 54 shows a flow chart of a basic application for a DOM Editor for MS Office
document. Step 1042a initializes the system. Step 1044a obtains the source DOM document and notes
that all processing occurs after a spam and virus filter. Step 1046a notes that the program creates or is
provided with a security safe DOM document and map. Step 1048a notes that a template is opened. A
clean .DOT template (Word) or whatever the new document type is opened for the specific application.
The Normal. DOT or New Spreadsheet. XLS on the MS Office distribution CD is safe. In Visio, for
example, start with a new chart. Older documents saved as templates tend to accumulate unanticipated
metadata. If one must use a non-standard template, clean it up. View it as both a printed document, as
a binary file, and as a document object. Write protect the templates, or store the templates as non-
modifiable networked volume. If the templates are used throughout the organization, create a network
store for them and configure each user’s installation of MS Office to look there for the templates. Search
the network for duplicate copies of these templates and eliminate them.

[2764] Step 1050a disables edit controls and step 1053a copies content. The point is one must
edit cleanly. This is not a single step but rather a process, both one time and ongoing. Disable
versioning in step 1050a to prevent a buildup of past versions of the document. With versioning, prior

sessions will be stored as document.doc 1, document.doc 2, and so on. These tend to get entwined with
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the latest version. If workflow with InfoPath, Outlook, or other collaborative workflow tools creates
duplicate copies of the source document file for each user. Step 1050a includes the concept that the
system is configured to store a single network copy instead. Preserve an audit trail and backup with a
system backup rather than versioning. Disable change tracking in step 1050a to curtail the buildup of
additions, deletions, and changes that transcend the publishing intent of the document. If redlining is
necessary, establish guidelines for periodically accepting changes to purge change log. Use the command
to save the document without the change log with File/Save or File/Save As. Do not use nor rely on fast
saves, timed saves, or file recovery after a MS Office crash to purge the dirty metadata. After a crash,
reopen the document, save the document under a new name. Close the Office application. Delete the old
file precipitating the crash. Rename the new file under the old name. Reopen the Office application.
[2765] Step 1054a locates text in footnotes, hidden text, etc and either discards or ignores the
subtext because those items are considered security introns or copies them into a safe DOM text form
and disables functions, if necessary. Step 1056a notes that a clean map for the security cleared DOM
document must be created. Step 1058a executes the editor or granular filter and dispersal routine as
necessary. The distribution or push of partial security cleared versions of the text can be included in step
1058a.

D.2 Applications of the Secure and SC Data Systems
[2766] The secure data storage systems in Part B, combined with the search engine or KE engine
in Part C can be deployed in various applications, some of which are described in this Part D.

D.3 Automatic Features

[2767] The system and method described herein may operate substantially automatically, that
is, without operator intervention, other than the security clearance function. The clearance function does
require some type of operator authentication prior to retrieval of the extracted and remainder data.

[2768] The system and the method may operate automatically in that the plaintext or originating
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data could be identified by a party desiring security. The system could obtain that data from any data
input device (hard drive memory, floppy drive memory, flash card memory, personal data assistant
(PDA), or any other type of data input device), filter the data, separate the extracted text or the remainder
text, encrypt (or not encrypt) the data, separately store the extract and remainder data (all automatically,
that is, without operator intervention). Hence, it is not necessary that the system operate with significant
operator or manual intervention. Of course, the system may also operate on a plaintext document or data
object that is being created “in real time” by an operator and keyboard, mouse or other type of data input
device.

[2769] The automatic operation of the system and the method can be caused by a triggering
event. This triggering event may be a security attack (generating a trigger to start the gathering of
plaintext, filtering, extraction and storing) or may be any other type of trigger such as a building burglar
alarm, door alarm, fire alarm, or virus detection algorithm trigger. The event may be a time of day, week
or month. It may be n seconds after the user stops typing on a keyboard. It may be a timed back-up
feature.

D.4 Multiple Security Levels

[2770] Multiple filters may be utilized in the system and in connection with the method. These
multiple filters may be useful in the operation of the system with a plurality of security levels. Each
filter could filter out different levels of security sensitive (or select content) items and each bundle or
group of security sensitive items (from each distinct filter) could be stored at different computer storage
locations. Multiple filters, multiple security levels and multiple storage areas may also include multiple
encryption routines and decryption routines. Encryption and decryption routines can be related to the
level of security of a particular group of data.

[2771] Multiple maps may also be provided for singular or multiple storage of extracted data and

remainder data. These maps may or may not indicate the originating point of the data. Maps can be
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parsed such that an intruder, upon discovery of a single map or map portion, could not locate the storage
locations of all piece of the extracted data and remainder data. Maps may also be encrypted. The map
may also be stored at a distinct map store location.

[2772] The concept of partial reconstruction also includes the concept that a portion of the
plaintext would be reconstructed and the unreconstructed portions of the plaintext could be encrypted
or could show blanks or other symbolic indicators. See the placeholder table above. Partial
reconstruction of the plaintext also includes a concept that the security sensitive (or select content) items
or materials may be subject to different types of encryption. Hence, a single plaintext document may
have multiple levels of security and multiple levels of encryption wherein each encryption has a different
level of security assigned to it.

[2773] The present invention can also be configured to provide a computer network which
transparently establishes and manages the separation of user-based communities of interest. The
separation is accomplished by extraction pursuant to security levels, dispersion of data into secure
storage facilities (memory stores) and reconstruction based upon the assigned security level. A low level
security clearance results in only partial reconstruction of the plain text or source document. These user-
based communities of interest are a plurality of users each having respective security clearances. As
described above, each successively higher level of security clearance permits the user to see greater
degrees of reconstructed plain text obtained from the extracted data stored in extract stores and the
remainder data from the remainder stores. By integrating encryption (and necessarily decryption),
separation of user-based communities of interest are established such that the users in a particular
community are permitted access to some or all of the plain text data based crypto-graphically separated
communities and need to know security levels.

[2774] FIG. 30 is an exemplary computer network diagram showing various user communities.

It should be noted that select content SC data stores may be grouped for different portions of the same
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enterprise. Therefore, rather than have security groups as discussed herein, the system could provide SC
interest groups in an enterprise. An “SC interest group” is the same as a security level group. The
telecommunications network 402 is connected to the server application server provider ASP 452 and to
various networks and personal computers or PCs. The PCs may be computer work stations. Network
A 404 is coupled to telecommunications network 402 via an input/output unit 406. Network A is
coupled to various PCs identified in FIG. 30 as PC-4, PC-5 and PC-6. Of course, Network A could be
coupled to other PCs not illustrated in FIG. 30. As described earlier, server 452 can facilitate remote
or offsite storage of extract data and remainder data in store 1, store 2 and/or store 3. Further, the map
showing the storage location may be encrypted and stored in any one or more of these stores. Also as
described earlier, the memory in one of the PCs, for example PC-4, PC-5 could be utilized to store
extract data and remainder data from PC-6 and PC-6 can be configured as the input data computer.
Hence, the present system and methodology encompasses the concept of local storage and remote
storage. On the local level, the storage begins by storing the extract data at different locations in the hard
drive of the PC. The next level higher is storing the extract data in removable computer media such as
floppy disk, removable tape drives, CDs etc. associated with the PC accepting data or associated with
a server on Network A. The next higher level of extract store is storage of the extract data on a server
or other computer in a particular network. If PC-6 is designated as the input computer, the extract data
may be stored on PC-4. Of course, PC-4 could be designated as the server for Network A.

[2775] PC-7, PC-8 and PC-9 are coupled to telecommunications network 402. Network C 408
and Network B 410 is coupled to communications network 402. The lines, one of which is line 409
extending from Network C 408, represent a plurality of computers or workstations coupled to Network
C. Line 411 represents a plurality of workstations or computers coupled to Network B 410. In an e-mail
implementation of one embodiment of the present invention, PC-7, PC-§, etc. may represent

computerized devices accepting e-mail (personal data assistant, pager, cell phone, etc.). The sender and
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the e-mail addressee may utilize simple computerized systems to communicated via e-mail. Further, the
network may be any telecommunications network including wire, cable, cellular, wireless, satellite, IR
or RF systems.

[2776] FIG. 31a diagrammatically illustrates a flow chart showing the key component steps for
the multiple layer security program for the community of users. The “community of interest” system
described herein enables persons and organizations at the same security level to share data on a peer to
peer level. Further the security or SC system may operate automatically, with respect to extraction,
storage and reconstruction, such that the peer to peer dissemination of data objects is quickly and readily
available to all at the same or higher security levels. Step 420 initializes the program. Step 422 enables
the user, administrator or system operator to designate multiple levels of security, that is, multiple words,
characters, icon, data objects, or whatever, for each security level and further to define encryption for
each security level. The designation step 422 also includes identifying the communities of interest and
the particular security level and security clearance or SC level for each community of interest. One
example of various security levels for communities is set forth below in the Community Security Level
Table which is keyed to the computer network diagram of FIG. 30.

Community Security Level Table

Security level Community Group
High PC-7; PC-8
Medium high all high group plus Network B
Medium all above plus Network A
Low all with nominal clearance
Special set medium PC-7; PC-9; Network B
12777] Further, designation step 422 will include identifying the words, phrases, icons or data

objects subject to security or SC concerns and the potential location of the extract data and, if necessary
the remainder data and the degree of encryption. The following Selection Table provides some

examples.
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Selection Table

Level of encryption/storage type or category of word or phrase; input specific word,
phrase

High, web-based storage dollar values, names of streets, countries, “Smith” and 5
words about “Smith,” “avocado”

Medium high, remote storage all addresses, all names

Medium network storage all family names, all client names

Low, encrypt and separate all items not in dictionary

store in local memory
[2778] As an example of various encryption methodologies, the following Encryption Table is
illustrative.
Encryption Table

DES, random pad A (“r. pad A”)

Huffman, r. pad B

Crypto APIL, r. pad 7

Two fish, r. pad C-2

Blowfish

RC4

Skipjack

Ghost
[2779] In FIG. 31a, step 424 executes or enables the security program or SC levels with multiple
filters, multiple encryption levels and multiple storage levels. Each one of these filters, encryption levels
and storage levels correspond to the security level for the various communities of interest. Step 425
responds to an inquiry from a user to reconstruct the document. Step 426 accesses the user’s security
clearance and the particular inquiry. Decision 428 determines whether the inquiring party is entitled to
full or partial access to the source document. If not, the NO branch is taken and the system, in step 429
adds placeholder substitutions. Step 429 may be optional. If YES, the system reconstruct pursuant to
the clearance level in step 430. The following provides an example of multiple level encryption utilizing
placeholder substitution.

Example: Multiple Level Encryption

Applicants must be ZZXX XX XXX citizens and have a
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high school diploma or equivalent. They must possess a valid subsubsub driver’s license
and qualify for top SUBWORD clearance.
[2780] With this multiple level encryption, substitutions may be utilized “subword” to indicate
to the user with a less than superior security level that a certain word, term or phrase has been extracted
and stored by he or she is entitled to know that substitute word, term or phrase has been inserted into the
plain text document. Of course, any type of substitution character may be used for the placeholder.
[2781] In step 432, the system displays the plain text in a normal format or utilizing a split or
bifurcated video memory or utilizing overlay display screen. FIG. 7 and the description of that figure
set forth above describes the normal display in steps 202, 204, the split video memory display in steps
206, 208, 210 and 212 and the overlay display system in steps 214, 216, 218.
[2782] The system, in step 434, monitors and logs the location of the user making the inquiry,
the type of inquiry, the time, day, date, clearance level and access level and logs all modifications to the
plain text source document. One example of the log is set forth below in the Security Report Table.
Security Report Table
Privacy Scrubber Report
source file: path\filename
scrubbed file: path\filename-scrub
source file: date, time, size
process: date, time
user: name
system: name
Recovery File
(a) storage location, type of encryption, random key
(b) storage location B....
(c)store C ........
(d) store D ........
[2783] Step 436 enables the security program and parses and extracts the data per the security

program, filters the data, extracts it and codes it disperses it and stores it as discussed above. The

multiple layer security program ends in step 440.
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[2784] The following Security Level Access Placeholder Table is another example of the type
of placeholder substitutions that may be available. The example in the Security Table Access
Placeholder Table may be used in conjunction with step 429.
Security Level Access Placeholder Table

[security level 2] intelligence located [security level 4] 20 miles from [security level 4]. He is using the
name [security level 4], and dressed as a [security level 4] preacher. With him are his lieutenants,
[security level 4] and [security level 4]. He is communicating with the international media through Mr.
[security level 4], who resides at [security level 3], [security level 4], [security level 4]. Telephone is
[security level 1] and Facsimile is [security level 1].
[2785] It should be noted that in order to reconstruct some or all of the plain text source data,
some or all of the subsets of extracted data from the extract stores will be utilized dependent upon the
respective security level of the inquiring party or user.

D.5 Sharing Data with Different Security Levels - Data Mining
[2786] The present invention can be configured to overcome obstacles to intelligence sharing
and data sharing between parties by enabling the parties to identify granular critical data and control the
release the granular critical electronic data subject to a sharing arrangement with other parties. In some
instances, the controlled release process is designed to implement an agreed upon plan to share secured
data or SC data based upon arms length negotiations between the parties. The invention enables a party
to release specific granular data such as a name, address, or date without releasing the entire “classified”
document. In a commercial context, this is akin to data mining in that the inquiring party seeks limited
data (not the entire data file, record or document) and is willing to pay for the “mined” data. As an
example of a security intelligence system, a local police chief may release granular critical data about
a suspect to a federal agency, when in return the federal authority will release further intelligence
“mined” or obtained for the secured data storage, about the suspect. The controlled release of data from

the higher security level party (the FBI) may be an intelligence document or a granular part of it (a partial

reconstruction provided to the local police). The rational behind this implementation of the invention
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is that there are many obstacles for sharing intelligence and information. There are even many more
hurdles when it comes to sharing of raw intelligence. The invention creates a leveled playing field in
which the different parties must share and exchange information in order to achieve their objectives.
[2787] The invention can be configured to resolve the major challenges facing government by
enabling sharing of information between its different organizations in relationship to fighting terrorism.
The invention for example can enable organizations, connected to the Homeland Security Department,
to search data bases of various other government, state and local organizations, eliminating the fear of
the “source” organizations, owning or controlling the source or plaintext documents that their proprietary
data or granular critical data is released without their specific permission. The invention enables open
negotiations between the parties regarding what data to release and for what consideration. When several
organizations are seeking access to a specific document, the invention and can allow a controlled release
of different granular data to different parties for different considerations and benchmarks.

[2788] The invention’s mechanism of controlled release of the located document/data enables
other parties to search their documents without the fear that sensitive information will be released to the
searching party. This invention is designed to foster sharing of documentation between different parties,
taking into consideration the need to limit the access of other parties to the total content of the owner’s
document.

[2789] The invention is a machine and process and its purposes and advantages may be as
follows: (a) To automatically control selection of data objects within a data stream and release them in
a controlled method only to authorized parties. (b) To automatically separate data objects within a data
stream into two or more digital data streams according to the importance and categorization of contents,
through extraction and removal of the prioritized content and its replacement by appropriate
placeholders. (c) To automatically control selected contents in E-mail, and enable its release in a

controlled method only to authorized parties. (d) To enable users to leverage the growth in computer
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and telecommunications connectivity and electronic commerce by reducing securityrisks. () To enable
users to release documents, digital files, and data streams into closed and opened digital networks with
the confidence that important, identifying, and critical contents in that documents, digital files, and data
streams is secure and will be seen only by authorized parties. (f) To enable real time simultaneous
customization and personalization of selected contents within a data stream to different parties, allowing
instant display of the selected content or part of it based on, and tailored made to the status of the user
or receiving party. (g) To secure the important and critical contents of a document or digital file by
transporting said contents into a separated data stream and removing said data stream to a removed
storage memory, while eradicating any copies, temporary caches, or traces of the removed extracts on
the original computer or machine. (h) To enable instant return transfer to the display or to another
display all or part of extracted content instantly with verification of authorized user. (i) To create a
projection of the original document, digital file, data objects within a data stream, or variations of it
through combined projection of the splinted data streams, while maintaining separation between the data
streams. (j) To create an alternative method for security, instead of encryption, which is secure, cost
effective, less time-consuming, and flexible. (k) To enable automatic timed removal of specific content
items, automatically or manually selected from a document, digital file, or data objects within a data
stream. (1) To enable an automatic timed reconstruction (reconstitution) of the said document, digital
file, or data objects within a data stream.

[2790] Another object of this invention is as a system and method for automatically creating
customized and personalized versions of a document, data object, or data stream. In real time,
simultaneous versions of the original are created and altered, then disseminated based on the status of
the different users and their access privileges. The system and method enables content management and
control by automatically locating content items prioritized by importance, transporting them to a secure

memory, and releasing them under explicit controls or preset rules.
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[2791] Another object of the invention is as a system and method for control, analysis and
management of important and prioritized information within documents, files, data object, and data
streams. The system and method, enables the processing of all data objects at the time in which they are
created or imported into the system. The early stage processing, enables early stage inventorying of
prioritized contents as well as early stage pattern recognition. Extracting critical information, such as
credit card numbers, last names, first names, social security numbers, phones numbers, transaction dollar
amounts and addresses, enables the system and method to aggregate data in categories and analyze the
data in different optional methodologies including pattern recognition.

[2792] Another object of the invention is as a system and method for comprehensive monitoring
of various activities including business activities in real time. With this level of detail, the system and
method becomes amanagement information tool and information/data command and control center. The
said system and method can include an alert system, which in effect creates a real time apparatus for
command and control of the systems activities. In real time, and at any point in time, the user can get a
comprehensive view of different activities including: (a) How many transactions are being processed, their
content, their context, identity of the involved parties identity, their profiles, and the personnel involved. (b)
How much money is being transacted. (¢) When, in terms of dates, relevant to the transaction. (d) Where,
in terms of geographical location, the transactions are taking place. (e) Where, in terms of geographical
location, monies or goods are being transferred. (f) Which departments in the organization are involved.
D.6 Multilevel Security through Sanitization with Reconstruction of Sanitized Content

[2793] A multilevel security (MLS) or SC level technology secures the targeted, filtered content with
extraction and dispersal to storage, bypassing the use of classification labels, in order to achieve stronger
security of the source document or data or better understanding of the SC material. During the process of
developing security or SC technologies for defending critical infrastructure, it was discovered that the

business model was too complex and there was a need to redefine and create new systems and methods for
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doing business. As aresult, one aspect of the present invention provides a system and codifies methods and
business processes to automatically identify, extract, store critical data (as an input security system) and
permit reconstruction of critical data only in the presence of certain security clearances (as the output of the
security system) or as established by the SC policy release rules.

[2794] The invention is a method and process to establish a stronger multilevel security (or MLS)
architecture and product, than is currently available. The invention introduces multilevel security through
sanitization of critical content of a source or plaintext document (or data object) with the unique ability to
reconstruct all or part of the original document in conformance to the classification level of the user. A user
with top classification may view the entire document, while a user with a lower level classification will view
a sanitized document, tailor made automatically for his clearance level. The invention secures the targeted
filtered content of a document, file, or data stream, through extraction and dispersal to storage, bypassing the
common use of classification labels in order to achieve stronger security. The invention enables secure
document storage and secure message transfers between users and networks with different security
classification levels while protecting the information on a need to know basis.

[2795] Currently multilevel security MLS systems are using multiple PCs for each user, and using
physically separate systems for processing data at each classification level. The inventive system, in several
embodiments, eliminates the need for the use of multiple computers. All the documents in the user’s PC are
automatically secured with a granular classification process generally described above with identification of
special security data, extraction from the source document or data object, and then separate storage of the
security data. The classified granular content is dispersed to different secure, distributed storage locations.
The classification level of a user will determine his right and ability to access and release the stored critical
extracted content from the various storage locations for reconstruction. A user with top classification will
view the entire document, while a user with a lower level classification will view a sanitized document, tailor

made automatically for his clearance level.
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[2796] Types of government security levels are: Top Secret (TS); Secret (S); Confidential (C); and
Unclassified (UC). Business identifies security levels as: Restricted to Management (R, for example,
attorney-client privilege); Proprietary (P); Sensitive (S); and Public (P). These MLS security levels may be
supplemented with “need to know” classification labels, organizational limits (Army, Navy, DoD) and time
limits. Prior art security systems identified each file with: owner, size, date and time of creation and security
attributes. The Bell Lapadula (BPL) security model uses concepts such as domination of the MLS security
level over both a process and the subject (a data object). Some examples of various processes are read,
execute, overwrite, append, write, kill (delete), etc. Some examples of process rules under the BPL model
are: NRU - No Read Up (a lower security level cannot read a document at a higher security level); NWD -
No Write Down (a higher level cannot write down to a lower MLS level).

12797] The invention herein does not use the “classification labels” of the prior art. Instead it creates
a situation in which the user gets access rights to specific distributed storage locations based upon his MLS
level, each access right can be classified with a different classification level. With respect to the editor
described later herein, security labels (for example (“e.g.””), TS, S, C and UC labels) are added or inserted into
the filtered but not disassembled document. As explained later, the insertion of these SL labels conforms the
current inventive system to the prior art methodology and protocol. However, the current inventive system
does not use the SL labels for processing purposes. The current system uses a granular or filter approach to
make secure the sensitive data in a particular document. SC labels, matching the relevancy of the SC data
may be employed rather than security level tags.

[2798] FIG. 32 diagrammatically illustrates a multiple level security system accessed by users having
different security clearances (which also represents a data mining system and operation). A MLS SC data
system uses different SC policy rules permitting access to different SC levels of interest. Source data 100
passes through security program 200. Critical, important data objects or elements are extracted and dispersed

into storage 801. In the illustrated embodiment, storage 801 has four security levels SL1 - ST 4, level SL4
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being the most secure data requiring the highest security clearance. Levels SL1 - SL4 may refer to SC
relevancy levels or organizational levels. Between each level is an MLS or multiple level security guard.
The guard (physical or software configured) limits transfer of data objects there between. Upon a request or
inquiry from user 1, 2 or 3, each having a security clearance s1, s2 or s3, respectively, the query or request
for access to data Q1, Q2, or Q3 is sent to security clearance process 803. The process 803 detects and
confirms the user’s clearance level and passes a cleared query to storage 801. Cleared data (an entire
document/data object or a portion thereof or simply one secured data (i.e., a name)), is sent as Data 1, 2 or
3 to clearance process 803. If clearance is still valid, data 1, 2 or 3 is sent to the respective user.

[2799] FIG. 32 can be a data mining system in that the user is permitted to mine the “cleared” data
from storage 801. Data mining may be a monetary charge associated with the clearance function in process
803.

[2800] In a secured system, the documents in the user’s PC may be in “declassified” to his security
level 99.9% of the time. The “declassified” or available documents are reconstituted through a controlled
release of the critical data from storage, and re-classified only when the user presents his identification and
his classification level is being verified. Reclassification is automatic at the user’s PC. The result is that the
user’s PC or workstation can operate in classified and un-classified modes. It is unclassified when the
documents are declassified and when the documents are reconstituted the user is working in a classified mode.
[2801] The invention introduces a new paradigm whereby computers that are classified as secret or
top secret, in actuality will contain 99.9% of the time declassified documents. This capability strengthens
substantially the security of such classified systems.

[2802] The invention can resolve the major challenges facing government in enabling sharing of
information between its different organizations in relationship to conducting military operations as well as
fighting terrorism. The invention for example can enable organizations connected to the Department of

Defense (DOD) or the Homeland Security Department to search into data bases of various other
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government, state and local organizations, eliminating the fear of the organizations owning the documents
that their proprietary data or granular critical data would be released without their specific permission. The
invention’s mechanism of controlled release of the located document/data enables other parties to search their
documents without the fear that sensitive information will be released to the searching party. This invention
is designed to foster sharing of documentation between different parties, taking into consideration the need
to limit the access of other parties to the total content of the owner’s document. The invention enables
overcoming the obstacles of existing multiple level security MLS systems by enabling sharing of sensitive
data, and granular data between parties in a much more flexible way which also enables much greater access
to information not enabled by the current MLS systems. The invention includes a controlled release
mechanism for release of data in conformance to benchmarks, which can include submitting of access
identification, the giving of consideration, submitting of other information, etc.

[2803] The invention creates better collaboration between users and organizations based on a better
flow of information. It enables better efficiency enabling easier communication between users and networks
with different levels of classification while maintaining the highest levels of security. The invention enables
a much better management of documents in storage and in transport including e-mail. The invention
introduces automation to the sanitization process and an automatic reconstruction process. The automation
will avoid human error both intentionally as well as unintentionally. The automation will enable a substantial
reduction in costs, furthermore the ability to create a multilevel security environment in one PC or workstation
will save costs of purchasing operating and maintaining multiple machines as is the current practice.
[2804] The challenge of many organizations is in getting mission critical and time sensitive
information speedily to the users who need it. In many cases the needed non- classified or low-level classified
information is stored in systems but is not provided to the user who needs it, because the information is in
documents which are highly classified. This creates situations in which users are unable to access information,

which they need to accomplish their tasks, because of a technological classification barrier. This over
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classification of information results in hampering critical tasks and activities, as well as creating system
redundancies inefficiencies. The DoD (Department of Defense) multiple level security (MLS) was based
upon the Bell-Lapadula (BPL) Model. Many believe that the BLP security model is superior to other models.
The Bell-Lapadula Model and the existing MLS uses labels to classify users and subject matter. A
professional attacker will use his efforts to change or damage the labels in- order to compromise the machines
secured information.

[2805] The architecture or the present invention extracts and physically separates data whereby
content is being recognized not by labels by automatically based on the semantic content of the plaintext.
In some embodiments of the present invention, labels are added to the granular, filtered document to conform
to known organizational protocols. These labels are displayed but not used by the system in processing.
[2806] In the DoD’s MLS, data of multiple security levels are processed and transferred by the
system, which separates the varying security levels and controls access to the data. In the prior art MLS
system, some applications process only one level of data at a time, (for example, when a user edits a
document with a word processing tool, the data in the document are treated as if they were a single level, the
classification of the document itself). Other applications treat individual data elements at their actual levels.
For example, a word processor enforces paragraph and page MLS classification labels, or an MLS data base
brings together data elements of different security levels to allow an analyst a multilevel view of the
information.

[2807] The vulnerabilities of MLS: The components in the MLS system contain the data in their
memories and disks, and the data could be compromised if adequate physical security is not maintained. An
attacker who gets access to the system might be able to locate the data or its copies. MLS guards control the
flow of information across security boundaries. These MLS guards are known. One concern with the Bell-
Lapadula Model and the existing MLS is the use of labels to classify users and subject matter. A professional

attacker will use all his efforts to change or damage the labels in- order to compromise the machines secured
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information. The invention introduces an architecture whereby content is being recognized not by labels by
automatically based on the semantic contents of the plain text. The invention sanitizes and enables
reconstitution upon valid authentication. Itis the only architecture and system which enables both sanitization
and reconstitution according to user’s verified access identification. The conventional way of classifying
documents with high classification (TS), limits the low level clearance users (C) from accessing substantially
un-classified information “granular data” which is in the classified document. Furthermore, the invention
enables maximum sharing of unclassified information which lies dormant in classified documents. Top
security- secret information is dispersed to distributed storage in many locations. The invention is designed
to avoid any one point of failure. The theory behind the architecture is the creation of substantial lines of
defense in depth. The attacker will need to break through many obstacles before accessing all the dispersed
data of the document. Additional levels of security are provided with multi-type encryption. The system and
process introduces the capability to encrypt different parts of a document with different types of encryption.
Multi type encryption creates a major barrier to an attacker. Should he wish to break the encryption, he would
need many super computers. Should the attacker look for implementation mistakes, even if he finds few, he
will still not get access to the total plain text. The inventive system provides flexibility. The system and
process delivers flexibility to accommodate changing circumstances. By controlling the level of the
granularity, the user can boost the level of security according to changing circumstances. For example, if a
competitor becomes a partner the user enables him access to more storage locations, by changing the matrix.
[2808] The system and process integrates the Internet for dispersal and hiding of contents. If a party
needs more information it could be released granularly. There is no need to release the whole secret
document. The system and process does not use labeling but rather extracts the critical to storage (bu the
system may label sensitive text to conform to known protocols). The system avoids situations, in which,
attackers may manipulate the labels or the labeling system. Furthermore, the release of information is based

on changing circumstances (time, location-GPS, event).
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[2809] The invention is a machine and process and its purposes and advantages may be as follows:
(a) To automatically control selection of data objects within a data stream and release them in a controlled
method only to authorized parties. (b) To automatically separate data objects within a data stream into two
or more digital data streams according to the importance and categorization of contents, through extraction
and removal of the prioritized content and its replacement by appropriate placeholders. (c) To automatically
control selected contents in E-mail, and enable its release in a controlled method only to authorized parties.
(d) To enable users to leverage the growth in computer and telecommunications connectivity and electronic
commerce by reducing security risks. (e) To enable users to release documents, digital files, and data streams
into closed and opened digital networks with the confidence that important, identifying, and critical contents
in that documents, digital files, and data streams is secure and will be seen only by authorized parties. (f) To
enable real time simultaneous customization and personalization of selected contents within a data stream
to different parties, allowing instant display of the selected content or part of it based on, and tailored made
to the status of the user or receiving party. (g) To secure the important and critical contents of a document or
digital file by transporting said contents into a separated data stream and removing said data stream to a
removed storage memory, while eradicating any copies, temporary caches, or traces of the removed extracts
on the original computer or machine. (h) To enable instant return transfer to the display or to another display
all or part of extracted content instantly with verification of authorized user. (i) To create a projection of the
original document, digital file, data objects within a data stream, or variations of it through combined
projection of the splinted data streams, while maintaining separation between the data streams. (j) To create
an alternative method for security, instead of encryption, which is secure, cost effective, less time-consuming,
and flexible. (k) To enable automatic timed removal of specific content items, automatically or manually
selected from a document, digital file, or data objects within a data stream. (1) To enable an automatic timed
reconstruction (reconstitution) of the said document, digital file, or data objects within a data stream.

[2810] The invention differs from the current implementations of multilevel security MLS systems
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based on the Bell-Lapadula Model, and the prior art use of labels to classify users and subject matter. A
professional attacker will use all his efforts to change or damage the labels in- order to compromise the
machines secured information. The present invention introduces an architecture whereby content is being
recognized not by labels by automatically based on the semantic contents of the plain text. The invention
enables overcoming the obstacles of existing multiple level security systems by enabling sharing of sensitive
data, and granular data between parties in a much more flexible way which also enables much greater access
to information not enabled by the current MLS systems. The invention includes a controlled release
mechanism for release of data in conformance to benchmarks, which can include submitting of access
identification, the giving of consideration, submitting of other information, etc. The invention creates better
collaboration between users and organizations based on a better flow of information. It enables better
efficiency enabling easier communication between users and networks with different levels of classification
while maintaining the highest levels of security. The invention enables a much better management of
documents in storage and in transport including e-mail. The invention introduces automation to the
sanitization process and an automatic reconstruction process. The automation will avoid human error both
intentionally as well as unintentionally. The automation will enable a substantial reduction in costs,
furthermore the ability to create a multilevel security environment in one PC or workstation will save costs
of purchasing operating and ,maintaining multiple machines as is the current practice.
D.7 Multiple Independent Levels of Security (MILS)

[2811] FIGs. 48, 49 and 50 diagrammatically illustrate a computer system configured as a multiple
independent levels of security (MILS) system. Although the general operation and layout of the MILS system
is well known, the incorporation of the inventive system, that is, granular filtration, extraction and re-assembly
is unique to the inventive system. In the following MILS system 910, the dispersion and retrieval operation
of the present application is discussed using, as an example, one of the most common environments for

protecting classified data, that is, Multiple Independent Levels of Sensitivity (MILS). The MLS system,
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discussed in connection with security levels, can be implemented with SC based upon either relevancy or
based upon enterprise units who have permission (policy rights) to access the SC data.

[2812] As is known in a MILS configuration, each level (TS - top secret; S - secret, U - unclassified)
of classified data is isolated from other levels by confining it to set of components dedicated to a single
classification level. Data labels are not used within the system, since its components are Commercial-Off-
The-Shelf (COTS) products that are not able to handle data labels. The level of the system TS, S or U (top
secret, secret or unclassified) establishes an implied sensitivity label. Datais explicitly labeled only in guards
926, 932 (the Dispersal and Re-assembly guard computers) and other MLS devices that connect the MILS
system to systems at other sensitivity levels, that connect the TS system to the S system and to the U system.
Data transfer between levels is accomplished manually (sneaker net), or through a few, high assurance and
closely protected MLS devices, such as guards, digital diodes, etc. A user with the authority to access
multiple levels of data is required to use a separate set of interface equipment to access each MILS system.
In some cases, keyboard-video-mouse (KVM) switches are permitted.

[2813] Figure 48 shows an implementation of the present invention in a MILS environment. Two
similarly configured domains 911, 915 are shown (upper region consisting of sub-networks 912,913 and 914
and lower network 915), presumably under different administrative control. Each domain has three networks,
one for each of three classification levels. Each network includes a plurality of workstations (only one station
being shown in the figure), a Dispersion and Reassembly (D&R) server 926, 932, (a MLS device connected
to all networks), and database servers TS, S and U data servers (928, 929 and 930 in the upper domain and
934 in the lower domain) to support the D&R server’s proxy document server functionality.

[2814] The user interface components of the present invention reside on the user workstations W St-
U (920), W St-S (918) and W St-TS (916). Dispersion and reassembly functionality is hosted in the D&R
servers 926, 932. Digital signatures (encryption) protects the integrity of user data between the user interface

at 916, 918, 920 and the D&R server 926. Encryption provides a level of discretionary access controls that
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prevents disclosure in cases where others have the appropriate clearance ut lack the formal “need to know”
level to view the classified information.

[2815] The present example discusses an e-mail and a file server to help clarify its operation in a
MILS environment. The system may be configured to handle other documents, images, etc. In the e-mail
example, a Top Secret user 916 will prepare a multi-level message and send it to a Secret user 922b, and the
recipient 922b will only be able to read the “Secret Level” and below parts. In the file server example, a Top
Secret user 916 will prepare a multi-level document and post it to a file server, then a Secret user 922b will
retrieve it, getting only the Secret and below parts. These are both downgrading examples. Movement of
data within a level and to higher level conforms to existing security rules, for example, Bell-LaPadulla rules.
[2816] The path an e-mail message takes from a Top Secret workstation 916 in one domain 911 to
a Secret workstation 922b in the other domain 915. It would work similarly if both sender and receiver were
in the same domain; the local D&R server 926 would perform the functions of both D&R servers 926, 932
in this example. The D&R server 926 hosts an e-mail server that is customized to perform D&R functions,
as described below.

[2817] An e-mail originator on a Top Secret workstation 916 composes an e-mail using MS Outlook.
Originator marks sections of the message with TS, S, and U levels (explained herein), and the system on
workstation 916 compartment tags the email document using a combination of the automatic features
described earlier and manual tagging (user based), as allowed by the security policy of the accrediting
organization. Originator 916 digitally signs and sends the message to the mail server on the D&R system
926.

[2818] The Disperser component of the D&R mail server 926 verifies that the originator 916,
identified by e-mail address and authenticated by the digital signature key, has the authority to downgrade
messages to the requested levels. The Disperser within Server 926 separates the message according to the

originator’s tags. The Disperser writes the message sections tagged higher than Unclassified to the Secret and
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Top Secret servers 929, 928. The unclassified part becomes the base message map stored in server 930 and
contains pointers to the higher-level components. The pointers map the re-assembly path when the document
is fully or partially re-assembled. This base message map is the only step in the process that requires
downgrading. A guard 926 is used to provide increased assurance that the downgrading is done correctly (see
FIG. 49, guard 936). The originator’s identity is provided to the guard as part of the downgrade credentials.
The Disperser forwards the base message and message map, to the D&R e-mail server 932 of the addressee,
using its Top Secret network path c. Other paths 924a, b and ¢ link the same security levels in either domain.
Using the TS path prevents downgrading if the target server 932 is not a D&R server. Alternately, the D&R
servers 926, 932 could authenticate each other before transferring messages.

[2819] “The target D&R e-mail server 932 determines the clearance of the addressee 922b from its
network address and looks up the addressee’s compartment authorization in its own tables. It then removes
links from the base message and map to all message components that are not dominated by the addressee (as
defined by Bell-LaPadula). The target D&R e-mail server 932 then retrieves the data for the remaining
message components from S database server 929 via guard server 926, constructs or re-assembles the
message that the addressee is cleared to read (secret level, not top secret level), and places the message in the
addressee’s inbox 922b that is at the security level of the highest component in the message. These steps are
executed for each addressee. The addressees 922b connect to their local D&R e-mail servers 932 and
download unread e-mail.

[2820] A similar method is used for document serving, such as would be used for file service, web
service, ftp service, etc. The document creators tag their documents, sign them digitally, and post them to a
D&R file server 926, 932, which is actually a proxy using storage in the database servers 928,929, 930, 934,
and others not numbered. The server 926, 932 disperses the message components to its database servers on
the MILS networks.

[2821] The following describes the path a document takes from its creation (or modification) in a
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Top Secret workstation 922a in one domain 915 to a reader on a Secret workstation 918 in another domain
911. The D&R server 932 hosts file servers that are customized to perform D&R functions, as described.
The document posting process follows: A document is created on a Top Secret workstation 922a using MS
Word, Excel, etc. The originator 922a marks sections of the document with TS, S, and U, and compartment
tags using a combination of automatic and manual tagging features, as allowed by the organization’s security
policy. Originator at 922a digitally signs and sends the document to the file server on the D&R system 932.
[2822] The Disperser component of the D&R file server 932 verifies that the originator 922a,
identified by the digital signature, has the authority to downgrade documents to the requested levels. The
Disperser in server 932 separates the document according to the originator’s tags, creating a base document
at the lowest tagged level (U - Db or S - Db) that contains pointers to the more classified components (TS -
Db 934). The base document is encrypted using an algorithm appropriate to its level. The Disperser writes
the document sections to the file servers (U - Db or S - Db or TS - Db 934) according to their tags. This is
the only place in the system where downgrading is performed. A guard 932 is in the downgrade path to
provide additional assurance that data is not leaked. The user identity derived from the originator’s 922a
digital signature on the tagged message will be provided to the guard 932 as part of the downgrade
credentials. The disperser places references to the document in the directory of each file server 932, 926 for
which a version of the document can be built (e.g., if there is no unclassified data in the document, a reference
to the document will not be placed in the unclassified directory).

[2823] The document retrieval process follows. A user on a workstation 916 logs onto its local D&R
proxy document server 926. The strength of user authentication is application specific and determined during
system accreditation. The user 916 locates a document and requests that it be downloaded for reading,
specifying a requested sensitivity level and compartment. The Re-assembler component of the D&R server
926 loads and decrypts the base document. The Re-assembler in server 926 verifies that the requestor 916

dominates the requested security level and compartment, based on the level of the network over which the
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request was received and the contents of its compartment authorization table. The Re-assembler in server
926 constructs the document to the authorized security and compartment level. The Re-assembler provides
the document to the requestor.  The re-assembly function does not violate Bell-LaPadula and does not
require downgrade authority.

D.8 MLS Server and Workstation Components

[2824] FIGs. 49 and 50 diagrammatically illustrate the server and workstation. Figure 49 shows the
D&R Server 926 hosted on a DigitalNet CTS-400 system, which is currently evaluated. It consists of the
CTX-400 hardware and the STOP 6.0 operating system. The disperser part 937 of the D&R server 926 has
the most security critical functions, since it must move data contrary to the Bell-LaPadula security policy.
It maintains a table of user downgrade authorizations 938 keyed by the originator’s public digital signature
key 939 and downgrade authority 941. A guard 936 is also included, which may employ a version of
automated tagging system of the present invention to identify sensitive data. The double check of the security
label tag for each part of the message/document provided by the guard 936 is particularly important since the
downgrade labels are applied in a single-level system.

[2825] The re-assembly side (in re-assembler 942) requires no policy violation, but requires its own
table of user compartment authorizations 944 because the MILS systems do not have the ability to label data.
The table 944 is keyed by e-mail address (for e-mail routing) or user identity 945 from the user authentication
process (for file service). Authorized compartments 946 are coupled to email user id 945.

[2826] The components of the user workstations are shown in Figure 50. A MILS workstation 916
is a single-level component, that is, it is coupled to a single security level network. The user interface will
in some cases be installed on existing workstations 916 and in other cases new workstations procured for this
use. The workstations include an operating system Windows 2000, a graphical user interface Windows GUI,
WS Office as a document processor, digital signature system rated at EAL 4 and a rated user interface.

D.9 Flexibility of the Present MLS Approach
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[2827] The late-binding techniques or retrieval and reassembly features used in the present invention
is acompelling feature, because it provides solutions to some of the most significant problems of sharing data
in modern warfare and international coalition operations. A single comprehensive document can include data
sensitive to many different environments, yet by tagging its components correctly, maximally useful versions
can be provided to readers with widely different authorizations, and without having to identify them all ahead
of time.

[2828] For example, in a coalition environment, countries or classes of countries, or agencies within
countries can be assigned non-hierarchical and hierarchical labels and then a single document, suitably tagged,
can be securely distributed to all of them using a properly configured and administrated infrastructure of the
present invention.

[2829] In the presently configured MILS embodiment, the tagging protocol is, at a minimum,
confirmed by the guard in the D&R servers. In prior art systems, only the guard tags documents. In the
presently configured system, the thin client applications program on the workstation tags the document
segments but the guard confirms this preliminary tagging. One feature which seems to be important in
certain security systems is that the re-assembly map be cleaned or scrubbed to match the then current security
level where the map is stored. This theory, carried forward, would include the concept that the re-assembly
map, stored in each version of the secured document, only point to the next level storage location. Hence,
ifall portions TS extracts, S extracts, C (classified) extracts and U (remainder) document are dispersed into,
for example TS 928, S 929, C (not shown) and U 930, then the document in U 930 only includes a pointer
to the location of C extracts and the C extracts only includes a pointer to the S extracts and the S extracts
includes only a pointer to the TS extract location. The downgrade discussed above refers to the location of
the higher secured extract.

D.10 Multiple Extraction Filters and Application Outline

[2830] There is a need to construct filters which supplement the initial list or compilation of security
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sensitive (sec-con) or select content (SC) words, characters, icons and data objects (herein “word/objects”).
The need arises either due to the fact that the initial security or SC word/object list is incomplete, or that the
author of the initial list is concerned that the list is too limited or in order to defeat a attack or an inference
engine “reverse engineering” the sanitized document and ascertaining not only the filter (a type of code) but
also the sensitive word/object removed from the source document. Further, the incorporation of a filter
generator enhances the current user friendliness of the program. In its current embodiment, the program is
configured as an editor to screen and sanitize a source document. The user selects, at his option, functional
aspects which include: compliance with laws (an application of a type of filter, e.g. HIPAA, GLB, Oxley-
Sarbanes, EU privacy, executive orders); privacy (another type of filter which excludes, for example, social
security numbers, see also, EU policy); search for and supplement filter; pay per view (which enables the user
to buy missing sensitive information (for commercial purposes); survival (which creates a distributed and
dispersed copy of the user’s document and other stored documents and items using predetermined storage
facilities); security (which triggers the various security routine discussed herein); and storing (which permits
the user to select which of the several storage options the extracted sensitive or SC data/objects should be
employed in the dispersal.

[2831] The filter routine diagrammatically illustrated in FIG. 51 is useful in compiling a filter which
separates both the sensitive word/objects and contextual and semiotic and taxonomic aspects of the initial list
of security sensitive (or select content) word/objects. The filter works in conjunction with a compilation of
data, typically located on a network which could be private or public. In low level security or SC situations,
the filter may access Internet databases to gather additional data for the filter. In more secure or SC systems,
the filter could access a secure or SC data base (one located at the same security level as the user) and build
or compile the additional word/objects. The filter program 950a in FIG. 51 begins with step 952a which
compiles the initial list of security sensitive (or select content) word/objects. In 954a, the initial list is

supplemented with dictionaries, phone books, corporate records (to obtain subsidiary data and trade names)
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and thesaurus data. Each of these represent different compilations of data and the added data is added to the
initial list of sensitive word/objects. In 956a, a search is conducted on a network, usually through a search
engine, to gather excerpts near and abut the keywords. These keywords are the initial sensitive word/objects.
Statistical algorithms are applied to gather non-common word/objects which are associate with the keywords
as found in the additional data compilations. The goal of the adaptive filter is to obtain contextual, semiotic
and taxonomic words, characters or data objects from the compilation of additional data related to the security
sensitive (or select content) words, characters or data objects. Semiotic is a general philosophical theory of
signs and symbols (read language and words and objects) that especially deals with their function. Semiotics
include syntactics, semantics and pragmatics. Syntactics is the formal relationship between signs. Semantics
is the meaning of signs and pragmatics is the relationship between signs and their users, such as the
relationship of sentences to their environment. Taxonomy is the scientific classification and categorization
of items. Therefore as an example, a search through the Internet on Google search engine under “Bin Laden”
may shw a number of uncommon (non-dictionary words) within 200 words of the target “Bin Laden.” This
search string would gather documents form the Google search and copy 200 words on either side of “Bin
Laden” and then extract only non-dictionary words into a supplemental list. This type of filter algorithm
looks for contextual matters close or near to the target. The search is semiotic and statistical in nature.
Additionally, the initial supplemental list would identify the Bin Laden is an arab and this classification (a
taxonomic aspect) can be used to expand the list for the filter. The algorithm may include a simple command
to gather all 10 words on either side of Bin Laden. This is a pure contextual search and the “10 word” aspect
is a statistical number. From the supplemental list, all pronouns, prepositions and conjunctions may be
eliminated. Spiders or robots may be used in the gathering of the contextual and semiotic filter data. The
contextual, semiotic and taxonomic words, characters or data objects from the compilation of additional data
is all related to the initial list of security sensitive (or select content) words, characters or data objects.

[2832] Step 958a compiles the adaptive filter. The above noted contextual, semiotic and taxonomic
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filter is adaptive since it can be used to expand (and potentially contract or reduce) and adapt an existing list
of sensitive word/objects to a larger list which better protects the source document and inhibits the operation
of an inference engine. Step 959a repeats the filter gathering and compilation for various levels of security.
Higher security may require a broader search (1000 uncommon words near Bin Laden and add all Arabic and
sub-Asian continent cities). Orthogonal security groups (those groups having the same level, e.g. S Secret,
with each other but being different organizations, e.g, Department of Defense compared to the FBI) often
have different methods to keep data secret between compartments.

[2833] The adaptive filter can be set to automatically gather additive sensitive word/objects. The
system, with a basic filter, may identify a sensitive word in a paragraph being scanned by the initial filter.
This sensitive word may be a special word in the existing filter or may be a non-common word not found in
the initial filter. The adaptive filter system may then obtain this “unknown” or “special” word, and conduct
a search through a compilation or data base of additional words, etc. Any new word/objects falling within
the contextual, semiotic and taxonomic words, characters or data objects from the compilation of additional
data (database) related to said security sensitive (or select content) words, characters or data objects are then
added to the filter. The expanded filter is then used to screen the source document.

[2834] Step 960a compiles a supplemental filter with random words, phrases, etc. in order to further
defeat an inference engine reverse engineering assault on the secured and sanitized document. In some sense,
the production and use of a random filter is an encryption technique since the resultant filtered product, in
order to be understood by others, must be reverse filtered or decrypted to reveal the document at the
appropriate security level. Nonsense words may be added to this supplemental filter. Step 962a applies the
primary filter (with the security word/objects and the additive word/objects from the contextual et al. filter)
to the source document. Step 964a extracts the sensitive word/objects per security level. It is noted that
several filters are used, on one for each security level, whether hierarchical or orthogonal. The extracted

word/objects are stored or th partially extracted document per security level is stored in the corresponding
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security cleared data base or storage. Step 966a applies the supplemental filter to the remainder or lowest
classified document. Step 968a stores the supplemental random filter to permit the low level user to decrypt
the document. Step 970a publishes, distributes or pushes the document to others having aneed to know. The
pointer to the location of the supplemental filter decoder is encrypted and stored in the filtered remainder
document. This permits the low level person to decode the remainder document.
D.11 Multiple Security Features for Data

[2835] FIG. 40 diagrammatically illustrates a flowchart showing the key components of a multiple
encryption program using multiple types of encryption in one document or data object. Multiple levels, types
or modes of encryption are utilized in the same document or data object to enable securing data and
transparently managing the separation of user-based communities of interest based upon crypto-graphically
separated, need to know security levels. These security levels are associated with a plurality of encryption
types or with different cipher keys using the same encryption. An example of a multiple level encrypted
document is shown above in the Multiple Level Encryption sample. Different levels or modes or types of
encryption are listed in the Encryption Table above.

[2836] Step 510 in FIG. 40 initializes the system by organizing different security levels with different
encryption types and cipher keys. Also, the program sets filters to create the multiple encryption or ML
document or data object. Step 512 filters the document or data object. Step 514 encrypts the extracted data
for each security level. These steps 510, 512 and 514 utilize many of the routines discussed above in
connection with FIGS. 9 and 31a, steps 232, 234, 236, 238, 240, 422 and 424. Step 516 recognizes that the
secured document or data object may be stored for later use (with associated multiple decryption), published,
distributed, or otherwise utilized to achieve the primary purpose of the document, i.e., to communicate
information or to safely store security critical information. Step 518 permits the user, with the proper security
clearance to retrieve the document or data object. Step 520 illustrates that the user must retrieve his or her

cipher key to decode all or a portion of the ML encrypted document or data object. This step may be manual

894 EX. 1002, Page 4353



which engages the user to into certain codes or may be automatic such that the user’s computer automatically,
without operator input, decodes all or part of the document or data object. Step 522 decrypts the document
pursuant to the user’s security clearance. Step 524 recognizes that the user may review, re-publish, store,
comment on, re-encrypt or otherwise deal and handle the full or partially decoded document or data object.
The program ends or otherwise continues with other programs set forth herein. It should be noted that storage
of the extracted data may be included in the flow path of the program in FIG. 40 is necessary.

[2837] FIG. 41 diagrammatically illustrates a chart showing the key components of the parsing,
dispersion, multiple storage and reconstruction (under security clearance) of data. Document or data object
100, in function element 550, is created or obtained by the input computer device. The document is stored
in a normal manner in customary data store 552. A parsing algorithm function 554 is utilized in parsing step
556. The parsing algorithm, as stated earlier, targets the plaintext document or data object 100 and splits, cuts
and segments (that is, parses) the document by bit count, word, word count, page, line count, paragraph count,
any identifiable document or icon characteristic, or other identifiable feature such as capital letters, italics,
underline, etc. Hence, the parsed document 100 constitutes at least remainder data and data which is extracted
or parsed or segmented out. A plurality of data extracts may be obtained. The parsed data (which is both the
extract data and remainder data) is then dispersed into storage facilities data store DS 1, 2, 3, 4, etc.
Preferably, the parsed documents are encrypted as shown by “¢” in FIG. 41. In order to facilitate the potential
reconstitution of document 100, a map is stored in a map storage 558. Hence, the dispersement 560 largely
spreads out or distributes the parsed document 100 to a plurality of memories in the distributed computer
system. These memories may be removable memory devices (floppy disc, removable tape drive, CDs) or
may be more fixed devices such as hard drives, Internet storage facilities, etc. Preferably, the map is also
encrypted.

[2838] Reconstruction step 562 enables a person with the appropriate security to obtain the map from

map storage 558, decode the map, gather the dispersed, parsed segments of document 100 and compile the

895 EX. 1002, Page 4354



document. This is noted in function 564.
[2839] Since the original document 100 is stored in a customary manner in data storage 552, the
parsed document stored in multiple data storage units DS1-DS4 provides a unique backup for document 100.
The algorithm can employ many different mathematical constructions but is, in the current embodiment,
primarily based upon one or more of a bit count, a word, a word count, a page count, a line count, a paragraph
count, and identifiable document characteristic, and identifiable word characteristic, and identifiable icon
characteristic and identifiable data object characteristic, capital letters, italics, and underline found in the
plaintext document or data object. Further, the parsing algorithm can generate different security levels
wherein parsed segments are stored at different storage facilities having various degrees of security clearance.
This establishes a hierarchy of data storage units and corresponding degrees of security clearances. The
parsing algorithm may identify unique words or strings of data, i.e., credit card numbers. The hierarchy of
security clearances may involve first a password, second a biometric confirmation such as a voice match and
a third highly unique biometric characteristic such as a fingerprint or retinal scan. The parsing system enables
a large distribution of data in a secured environment. In this manner, if the original data object 100 at
customary data storage 552 is destroyed, a person with an appropriate security clearance can reconstitute the
original data document 100 due to the secured parsing and dispersal of document 100 through data storage
units DS1-DS4 and map storage 558. The parsing may occur on a granular level. In particular, the parsing
may occur on a financial document in electronic form.
Financial Document Table

Startcode; Abel, Robert, NMI; 100567; TRANSFERS&03; To8900586943; FROM3897622891;

$700.00; end code
[2840] In the Financial Document Table, the start code and end code is typically represented by a
digital code unique to the communications channel, the name on the account has no middle initial (NMI) and

the various words “transfer 803" and “to 8900586943" and the words “from” and “$” are represented by
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predefined numeric or alpha numeric codes. The electronic financial document complies with an established
protocol. In any event, financial documents are often times transmitted through electronic communications
and telecommunications channels. The present invention, in one embodiment, enables a higher level of
security by parsing the financial document or data stream. Further, a higher level of security may be
employed by extracting identified text or characters and storing the extracted text as discussed above in

connection with FIGS. 4, 5 and 6.

[2841] To some extent, the present system can also be utilized for key management and encryption
systems.
[2842] In a broad sense, the parsing methodology disclosed herein is not based upon the separation

of critical versus non-critical or classified versus non-classified security information. The primary focus of
the parsing methodology is (1) automatic transparent parsing of data content into granular data groups which
are thereafter dispersed to different storage locations in order to maintain a very high level of security with
or without encryption; (2) dispersal of the segmented data to different storage locations each which,
potentially, demand additional identification or security clearance prior to the release of the stored segmented
data, including, possibly, the creation of a digital bureaucracy, in order to hinder or circumvent digital attacks
on the plaintext document or data object; (3) proposing and implementing a system wherein the user has a
very basic appliance since most of the user’s data is stored both locally (customary data storage 552; FIG. 41)
and parsed and stored in a distributed system (DS1-DS4) and wherein an important asset is the map stored
in map location 558; (4) enabling an institutional system to parse highly confidential information and extract
the same in granular form and disperse the same throughout the Internet or other storage locations with or
without encryption without compromising the document’s security privacy and integrity.

[2843] The process involves parsing the documents or content into granular data groups and
optionally creating small groups of data wherein the data segments cannot be recognized even to the level of

providing 2-4 data objects in each file; dispersing the granular data groups into different storage locations;
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creation of a map of dispersal to the different storage locations (wherein the map is secured and encrypted
and stored); and reconstructing the documents or data content. The reconstruction utilizes the map of
dispersed and distributed storage and requires the presentation of security clearances such as passwords,
biometric information and/or physical identifiers for access at the storage level and potentially at all the other
data storage sites. The data is compartmentalized through distributed storage and sometimes requires
separate security clearance. This need for presenting additional security clearance at different storage
locations (DS1-DS4) creates a digital bureaucratic process which enhances the security level of the entire
system. The selection and extraction of data and dispersal of that data to select storage locations can be
established under different criteria. For example, one level of criteria extracts last name, address and social
security numbers. Another criteria extracts every other line, every third word, etc. The parsing algorithm can
utilize random selection or systematic selection as long as the parsing algorithm is documented and utilized
in reconstruct step 562. The parsing algorithm may be stored with map and map store 558 or may be stored
separately. An additional feature, as discussed above, involves utilizing place holders or adding substitute
content to the remainder data of the parsed document 100. The use of place holders and substitute content
may be thought of as an algorithm for the parsing. By using place holders and substitute data, private or
highly confidential data is masked insuring privacy, security, and confidentiality. The ability to parse the
information and/or extract security information is important for financial transactions. The transactions which
require account numbers (see Financial Document Table above) are useless without the account numbers.
The security of the account numbers, whether identified and extracted or severely parsed and segmented,
stored and reconstituted under security clearances, is enhanced by the present system.

[2844] To achieve a very high level of security, the system can optionally incorporate a two-man key
system. The system automatically separates the selected data stream into one or more data groups and
extracts one or more of these data groups and disperses them into data storage DS1-DS4. To release the

extracted data groups and/or critical content, the reconstruct step 562 may require two persons submitting
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identification credentials or security clearances. This two-man key method is a further protection against
identity theft and insider attacks. The two-men key system can be implemented on a regular basis or on an
emergency basis when there is need for a higher level of security.

[2845] Financial documents sometimes include substantial amounts of numerical data such as
financial projections, balance sheets, electronic funds transfer messages, etc. It should be noted that the
extraction may be based upon a particular item such a digit and a nine digit number representing money or
may be parsed automatically based upon some parsing facility. Of course, the financial document may also
be viewed as a data stream with delimiters “;” separating fields in the data stream. The parsing algorithm may
work on the data in each field as well as different fields in the entire data stream.

[2846] Most storage facility systems require a map in order to reconstruct the original plaintext
document 100. The map may be encrypted and may require a secret key sharing scheme for access thereto.
Further, the map may be a physical map (a printout) or may be stored on a removable data storage medium,
rather than be an electronic representation. In some instances, a map is not necessary. For example, if the
security data or the parsed or segmented data were automatically stored on a floppy disc, the originator of
plaintext document 100 could move the floppy disc from the computer system thereby physically
safeguarding the security data or the segmented, parsed data. Without the disc, another person or the
originator of plaintext document 100 could not reconstitute the document. The originator may deliver the
floppy disc to another in order to permit reconstitution. The same is true regarding removable tapes and CD-
ROMs.

[2847] Advantages of the present parsing system, methodology and program, include the ability to
connect to unsecured networks without adversely affecting the overall security of the plaintext document 100;
less dependence on existing security system including fire walls; the reduction of the requirement to keep
daily updates regarding vulnerabilities of the computer system originating plaintext document 100; the

security of plaintext document 100 is not dependent upon the number of access points into the network or
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number of users located on the network originating plaintext document 100; there is no damage to the parsed
and stored backup version of plaintext document 100 if new security systems are installed wrong or
misconfigured and there is no damage if system administrators turn OFF the existing security systems or
improperly install or operate the security systems.
[2848] The parsing system can operate as a main security operation or an emergency backup system
or as a customary backup system. The plaintext source document or data object may be preserved with or
without encryption, or destroyed as a further data security step. The parsing and dispersement of data
protects plaintext document 100 and insures the survivability of plaintext document 100 if the system
originating plaintext document 100 comes under significant electronic or physical attack. That is, if
customary data storage 552 is destroyed electronically or physically, the survivability of data in the plaintext
document 100 is established by the present system. The storage of granular data groups most likely would
defeat any attempt to view the entire content of plaintext document 100. Only verified user users with a
confirmed security clearances or identifications verified at reconstruct step 562 and in data storage sites DS1-
DS4 are permitted to reconstruct plaintext document 100. Further, the parsing of the system can be triggered
based upon an electronic attack, an electronic hack or a physical environmental detection scheme. This
system immediately protects of the critical data plaintext document 100 with a transparent, automatic parsing,
dispersal and storage system.
[2849] It should be noted that various aspects of the methodology and program described above in
connection with FIGS. 4 through 9 and 30 through 40 can be incorporated into the parsing methodology and
program in order to enhance or modify the system.

D.12 Adaptive Data Security - Event Responsive System
[2850] The present invention can also be configured as an adaptive security program which adapts
and adjusts the security provisions based upon intrusion into a particular network or attempts to electronically

attack or hack into that network or successful hack events. Programs are available to track electronic attacks

900 EX. 1002, Page 4359



or hacking attempts. One of these programs is manufactured by Cisco and identified as the Cisco Intrusion
Detection System (IDS). The Cisco IDS system can work on a server or on PCs in a network. The Cisco IDS
is an electronic intrusion detector, or an electronic attack detector or a hacking monitor. The hack or attack
monitor is software loaded into a designated computer.

[2851] The output of the electronic attack or hacking monitor loaded into PC 142 (FIG. 6) for
example, or loaded into PC-6 acting as a server for Network A 404 in FIG. 30, generates a plurality of attack
warnings. The attack warnings progressively and incrementally indicate the severity and degree of intrusion
and hacking attacks directed to the computer system. The following Security Level Table illustrates an
example of various responses to increasing levels of attacks. These increasing security responses include
engaging the filter and extracting critical data and storing it locally; the next level involves storing the critical
data on removable storage media; the next higher level involves offsite storage of all security data; the
subsequent security alert results in multiple offsite storage for multiple levels of security or critical data and
the highest level involves offsite storage of both common data (remainder data) and security data. Of course,
other combinations responsive to the hack attack may be provided. The electronic attack monitor may use
artificial intelligence Al to (a) assess the severity of the attack, (b) plan an appropriate “secure data” response,
(c) select the degree of filter, extraction and/or encryption, and (d) locate secure extract data storage sites.
Al or inference machines can ascertain (a) traffic on communications channels, both intra and inter network,
(b) storage limit issues, (c) transmission failures in the communications links, and (d) the degree of security
necessitated by exterior events, i.e., terrorism alerts, virus alerts, war, data security warnings posted by trusted
sources, MicroSoft, Norton, NASA, DoD, CDC, FBI, etc. Higher security alerts trigger the Al security
monitor to heighten the security level (or to decrease that security level in view of a reduction or withdrawal
of an electronic attack). Aspects of Al systems, inference engines and neural networks are discussed above
in conjunction with the Al configured filter. These Al aspects can be utilized with an Al configured security

SCnsor.
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Security Level Table
Attack (low threat level) Level One
engage filter
local storage - disk drive
encrypt map
Attack (moderate threat level) Level Two
same as Level One but use removable storage media (local)
Attack (nominal attack) Level Three
Engage higher level filter
Off site storage, single storage for all security data
Attack (moderate attack) Level Four
Multiple off site storage, multiple levels of security data
Attack (severe attack) Level Five
Off site storage both common data and security data
[2852] Hence, the filtering of data is based upon respective ones of the plurality of attack or hack
warnings and the extraction of data and degree of extraction is dependent upon respective ones of the
plurality of attack - hack warnings. Storage of the extracted data and the remainder data is also based upon
the degree of attack which is reflected in the attack - hack warning issued by the monitor.
[2853] FIG. 33a diagrammatically illustrates a flow chart showing the key components of the
adaptive security program adaptable to various levels of hacker of electronic attacks. Step 460 senses all
intrusions and attempts, that is, electronic attacks, hack attacks or hacking actions on a computer or a
computer network. This step is equivalent to the output of the attack - hack monitor. Step 462 assesses the
current network performance, adjusts the storage location for the extract data (the location of the extract
store), the encryption level (the degree of encryption) and the storage of the map showing the extract data
storage (if necessary) and storage of remainder data, if necessary given the severity of the attack. For
example, during high utilization of the computer network (high utilization in a server computer in a server-
client environment), local storage of extracted data may be preferable as compared with offsite storage of
critical data. However, if the attack occurs during non-working hours, the performance of the network is very

high, and the security system could utilize all the resources in the computer network to achieve the security

goal of safe guarding the data during the attack. System resources include processing resources (for
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encryption/decryption), bandwidth resources to store extract data and any other resources that are critical for
the utilization of the security system described herein. Decision step 464 determines whether a threat or
attack as occurred. Ifnot, the system takes the NO branch returns to step 460. If YES, the system in step 466
assigns an attack level or a hack warning level to the threat or attack. The system in decision step 468,
monitors the network during the attack. If the network performance or the computer performance does not
change, the YES branch is taken. If the computer performance or network performance changes based upon
or during the attack, the NO branch is taken and the system returns to step 466 which reassigns an attack level
or a warning level to the next higher or significantly higher warning levels.

[2854] After decision step 468, the system executes step 470 which assigns the security level and
implements the security program based upon the attack. It should be noted that the administrator establishes
the degree of security level, the encryption, the extract store and remainder store (if necessary) for various
levels of attacks or hack warnings. The security level assigned to a particular attack warning is implemented
in step 470. Decision step 472 determines whether the security program’s communication path is clear. For
offsite storage of extract and/or remainder data, a communication path is important. If the path is blocked
or compromised by the attack, the NO branch is taken and the system in step 473 reassigns the security level
to a next higher level or a different, safer security level and returns to step 470. If the security and
communications path is clear, the YES branch is taken from decision step 472 and, in step 474, the system
maintains the security program. Decision step 476 determines whether sufficient time has passed from the
attack. If not, the system loops to step 474. If YES, the system executes step 478 which either permits
reconstruction of the user operating the plain text or source document or automatically reconstructs those
documents that were filtered, parsed, extracted, and subject to outside storage. The system ends in step 480.
To provide additional security, the attack monitor can be configured to monitor security warnings from trusted
parties such as MicroSoft, Norton, NASA, DoD, CDC, FBI, etc. Emails or electronic communications from

trusted parties can trigger higher levels of security. The attack monitor described above can be configured
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to accept messages from trusted parties. These messages are equivalent to detecting an electronic attack.
[2855] Further, the attack - hack monitor can be configured to monitor and assess other
environmental conditions such as fire, power failure, equipment failure, unauthorized physical entry into the
building, plant, or computer room. These exterior threats or events are monitored by the attack monitor since
they may quickly develop into an electronic attack on the secured data retained by the computer system. In
response to these exterior events, the attack monitor generates corresponding attack warnings similar in nature
to the hack attack warnings discussed above.

[2856] There are various methodologies that may be utilized in the adaptive system. The tables in
FIGS. 34 (Standard Automatic Defenses Matrix Table), 35 (Optional Automatic Defenses Matrix Table), 36
(Security Meter Module Table), 37 (Normal Work Mode Table), 38 (Threat Made Table), and 39 (Attack
Mode Table) sets forth these various security methodologies.

[2857] Another object of the system and method is to enhance the survivability of a system, network,
or an organization through distribution of critical information. The objective is to enable a network or
organization to carry on its critical missions even while under attacked or damaged. Survivability is the ability
of a system to execute its mission and provide critical operational services during and after a successful
intrusion or damage. Providing critical operational services includes maintaining availability of information
and data such as credit card numbers, names, phone numbers, transaction amounts, shipment details without
compromising the security of the information and data.

[2858] The invention is designed to enable a network to adapt to ongoing attack and react in a way
that permits critical missions to continue. With the current state of the art, when firewalls or other security
measures are compromised, no real obstacles curtail or hinder intruders. The system and method is very
adaptable and flexible to provide additional layers of security, privacy, anonymity, redundancy, and backup
through the selection, extraction, storage, transportation, and reconstruction processes. The dynamic

architecture of the invention enables it to conduct an automatic real time configuration of its
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extraction/transport/recovery activities, in response to the challenge of attacks.
[2859] The invention’s survivability modes enable: (a) Presetting of rules for computer or network
functioning under attack or alert. (b) An automatic assessment of damage and automatic reaction to enable
functionality of critical missions.

D.13 Email, Web-based and Other Types of Applications
[2860] FIGS. 42 and 43 diagrammatically illustrate a flowchart showing the key components of one
embodiment of the present invention, that is, an e-mail security system. A similar system may be deployed
to capture select content Sc data in real time FIG. 42 is linked to FIG.43 via jump points 42 and 43. The
method of securing e-mail data operates on a distributed computer system which at least includes a remote
memory designated as an extract store. Of course, the extract store may comprise a plurality of extract stores
operative in conjunction with a plurality of security clearance levels. The extract stores may be SC stores.
A singular security or SC relevancy level is identified in FIG. 42. Further, the e-mail may be subject to a
parsing algorithm which, as discussed above, is generally independent of the identification of security
sensitive (or select content) data. However, with respect to the parsing aspect of the present invention, the
original e-mail data is split into extracted data and remainder data and the extracted data is stored in an extract
store. Hence, the parsing algorithm operates essentially independent of the content whereas the secured e-
mail program operates based upon content identification. Although FIGS. 42 and 43 primarily relate to
identification of security or SC data, the same is true regarding the use of securing e-mail data with a parsing
algorithm.
[2861] The e-mail security or SC system begins with step 602 wherein the system or program is
turned ON or is activated. Step 603 recognizes that the user originating plaintext document 100 (not shown)
has set a security or SC filter identifying one or more security sensitive (or select content SC relevant) words,
characters or icons. In step 604, the user composes the e-mail representative of plaintext document 100. In

step 606, the user selects the “send” command in the typical e-mail program. As is customary, the system
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in step 608 conducts a spell checking routine prior to sending the e-mail. In step 610, the system conducts
asecurity or SC check on the plaintext document or composed e-mail generated in step 604. The filter isused
in step 604. In step 612, security or SC words are highlighted or distinguished in the e-mail prior to the actual
sending of the e-mail to the addressee. This step 612 is optional. In step 614, the user selects the security or
SC words for data to be extracted out. The highlighting step facilitates this selection. In step 616, the system
extracts the security or SC data and, preferably, in step 618, the security or SC data is encrypted. Step 618
is optional. In a parsing application to secure e-mail, the parsing algorithm operates automatically at step 610
thereby eliminating steps 612 and 614. The extracting step 616 simply represents that the segmented data
obtained from the original plaintext e-mail generated at step 604 is separated from remainder data.

[2862] After encryption step 618, the e-mail security or SC system generally operates in one of three
manners. Other systems may be formulated based upon the systems and subsystems discussed herein. In one
methodology, a second e-mail is created (see step 629), in a second methodology the secured or SC data in
encrypted form is attached or appended to the original e-mail containing remainder data (step 621) or, in a
third methodology, the encrypted security or SC data is simply added to or inserted into the end of the
remainder data of the e-mail (step 623). The methodology of generating a second e-mail is initially discussed.
[2863] A second e-mail having encrypted security or SC data is created in step 620. Further, the
system in step 622 adds a hyperlink to the remainder data in the original e-mail created in step 604. The
hyperlink presents a pointer for the addressee to a secured application service provider ASP or SC application
service provider ASP. See the discussion of FIG. 6 above. The ASP represents a data storage facility for the
secured or SC e-mail data. In step 624, the remainder data from the original e-mail is sent to the addressee
in a normal manner. This step also includes the concept that the second e-mail containing the encrypted
security or SC data is sent to the ASP. In step 626, the addressee receives the remainder e-mail which
includes a hyperlink to the secured or SC data ASP. The system jumps at jump step D-11-A from FIG. 42

to FIG. 43.
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[2864] In step 628, the addressee receives the remainder e-mail, visits the ASP via the hyperlink and
clears the security levels at the secured ASP. In the SC system, the SC data is stored in the SC storage and
this data capture is logged into the system. In step 630, the secured or SC data ASP obtains a map for each
secured or SC data e-mail (since the original e-mail may be broken up into a plurality of extracted, secured
or SC data e-mails) obtains all secured or SC data e-mail and decrypts the same. In step 632, the secured or
SC ASP downloads the secured or SC data as an e-mail to the addressee. In step 634, the addressee system
compiles the original plaintext e-mail 100. In the SC mode, the SC data in added to the remainder data and
the user-viewer is permitted to see additional SC content associated with that relevancy level. In this sense,
the SC email is a knowledge expander permitted the user-viewer to enhance his or her knowledge with
additional SC content. A reconstruction program may be necessary to decode the secured or SC data and
insert the data into the document via the placeholders.

[2865] Optionally, the decryption could occur at the recipient’s e-mail device somewhat prior to the
reconstitution of the e-mail plaintext document 100 during step 634. This requires the addressee to have the
encryption routine and the correct key or decrypt code. The e-mail security or SC system described above
may include many of the features discussed earlier in connection with the other figures. For example, both
the security or SC data and the remainder e-mail data can be encrypted prior to transmission to the addressee
and the secured or SC data ASP. The encryption may include multiple levels of encryption and decryption
may require multiple levels of security clearance. The encryption may be mixed in the remainder e-mail.
Partial as well as full reconstruction is enabled as discussed above in connection with FIG. 7.

[2866] From the senders or originator’s viewpoint, the e-mail facility described herein facilitates the
storage of the extracted data at one or more secured or SC sites.

[2867] Another implementation of the secured or SC e-mail system attaches the encrypted and
secured or SC data to the remainder e-mail data as indicated in step 621. For an SC email system, the

addressee may add the SC sent with the email to the addressee’s SC database. E-mail attachments are well
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known. Alternatively, the encrypted secured or SC data may be embedded or copied in encrypted form at
the end of the remainder data in the original e-mail as indicated in step 623. In either case, in step 625, the
e-mail is sent to the addressee. In step 627, the addressee opens the attachment. In step 629, the system of
the recipient decrypts the secured or SC data attachment or the embedded data attachment. In step 631, the
recipient’s system integrates the now decrypted secured or SC data with the remainder data. Of course, this
a compilation step. Place holders or other position indicators are customarily utilized. Appending the
encrypted security or SC data is generally equivalent to attaching a file to the original e-mail which
constitutes, after extraction, the remainder data. Including the encrypted security or SC data is adding the
security or SC data to the original e-mail at a predetermined location (either the top of the e-mail, the bottom
of the e-mail or some predetermined line number). All SC data may be added to the addressee’s SC store.
Relevancy of the SC is based upon SC relevancy markers transmitted with the email, similar to the security
levels for the MLS secure email system.

[2868] It should be appreciated that the e-mail or SC security system may work automatically or may
be selected manually by the user. The highlighting or special distinguishing manner for the security or SC
words in step 612 is optional. By highlighting the security or SC words, the user may select or deselect those
words for extraction. Atthe addressee’s side, the addressee’s system may be configured to automatically seek
out the secured or SC data ASP, enter security clearance data, download the secure or SC data and integrate
the secure or SC data in the remainder data e-mail (or SC data structure). The present invention contemplates
automatic as well as manual steps in steps 626, 628, 630, 632 and 634. The hyperlink with the original
remainder e-mail essentially maps the remainder data to the secured or SC data and the remote storage
locations handling the secure or SC data. Multiple security clearances may be required of the recipient or
addressee. The e-mail system can be combined with other features of the security or SC system discussed
above such as multiple security data locations, secret key sharing schemes, multiple encryption of the data

in a single document, multiple security clearance levels required for a plurality of storage facilities, the two
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man key system, automation of key management and a plurality of levels of access to the data such as partial
reconstruction in step 634 and full reconstruction.

[2869] FIGS. 44a and 44b diagrammatically illustrate a flowchart showing the key components of
one embodiment of the system and the invention which implements the security or SC system on a web
browser. Jump point 12-A links FIG. 44a to FIG. 44b. The system, at step 700 is ON. The filters
establishing either the parsing or the identification of security or SC data are established in the filter set step
701. In step 702, the user inputs data into open field of an HTML display page which the user has previously
downloaded from aweb server. In step 704, the user may select “secure now” turning ON the system (or ON
SC operator) or the system may automatically be ON such that the filter is screening all the data input by the
user in the open field. In step 706, the system scans all the open field data, locates security or SC data and
extracts security or SC data. In step 708, place holders are added to replace the extracted security or SC data
in the remainder data and a hyperlink is added to the open field remainder data providing a link to the secure
or SC data ASP. In the SC system, the placcholders show the addressee critical terms subject to the SC
knowledge expander feature. In step 710, the user selects the “send button” or any other indicator on the
HTML page triggering an operation which transmits the open field data (which is now remainder data) to the
web server. In step 712, the web server and particularly the common gateway interface (CGI) receives the
remainder data fields, identifies the place holders in the data and the hyperlink to the secure or SC data ASP.
In step 714, the web server receiving the data from user’s browser goes to the secure or SC data ASP, inputs
and clears any security level, and obtains the secured or SC data. In step 716, the web server reconstructs the
open field data which generally is represented by plaintext document 100. In step 718, the web server
processes the data as necessary. Many of the features discussed above in connection with the above figures
may be implemented on the browser system.

[2870] The credit card scrubber or financial data scrubber operates in a similar manner to the email

and browser data security system described above. A similar system can be designed to comply with privacy
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laws or other governmental regulations. A credit card number is similar to a social security number and
patent name, address and phone are common personal identifiers that some privacy laws require extraction
and special handling, The credit card or financial data or social security number scrubber (herein collectively
“CC scrubber”) typically operates on a defined sequence of numbers. For example, if a credit card number
is 17 digits, whenever the email or browser security system or program detects17 sequential numerical digits
(a pre-set filter), a pop-up window may appear enabling the user to select or turn ON the scrubber. If ON,
the data security program strips or parses the credit card number and sends, for example, five of the 17 digits
to a secure store. In an SC system, the CC data may be data mined by affiliated companies. Placeholders or
substitute characters may be inserted into the remainder CC data. To reconstitute the entire CC data, the
intended recipient would be required to pass security clearance levels at the secure store. An SC system
requires SC relevancy clearances set by the policy administrator. Of course, the CC scrubber could be set to
detect bank account numbers, personal or business account holder names, pre-set passwords, etc. In an OFF
state, the CC scrubber would let pass the CC number, account number or pre-set data stream or string. The
user may select (1) always ON; (ii) pop-up window, select ON or OFF per transaction; (iii) pop-up window
to select OFF (default being ON); or (iv) always OFF but minor reminder (audible sound, icon appearance,
etc.) of data security risk. The CC scrubber may encrypt the extracted data for security. Other visual ques
may rather than a pop-up window may be used (for example, a drop down menu). The scrubber can also
be deployed on wireless devices to scrub sensitive data such as credit card and other financial data.

[2871] FIG. 45 diagrammatically shows several revenue systems which may be employed with the
data security systems described herein. Many types of revenue systems may be employed in conjunction with
the present invention. FIG. 45 shows two basic systems, one at the data input stage and the second at the data
output or reconstruction phase. Release of the reconstructed document or portions thereof are based upon
security clearance or SC relevancy and compensation. “Compensation” includes an exchange of information,

particularly for the SC storage system. Within each revenue subsystem are two types of revenue generators,
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an advertising revenue generator and a user charge generator. The user charge system contemplates charging
or assessing a fee to the user’s employer or organization. Therefore, the system operator may select up to four
(4) revenue generation systems (ads at the input, charges at the input, ads at the output and charges at the
output). It is well known that vendors selling goods and services over the Internet are willing to pay a certain
percentage of their sales revenue to other entities referring customers to the vendor’s web sites. The concept
of display ads in FIG. 45 includes this revenue stream. The system operator may choose all, one, several or
none of these revenue systems to be deployed in conjunction with the data security system described earlier
herein. Other revenue system may also be utilized. The steps in the revenue system described herein may
be reorganized to attain higher consumer and user acceptance and/or to maximize the revenue to the system
operator. Swapping SC content may include an evaluator module that tests the “proposed” SC data file and
determines whether the proposed SC data file is worthy or being exchanged for an existing SC data file.
[2872] Decision step 730 determines whether the system is deployed at the data input phase or not.
It is clear that the system operator may utilize the data reconstruction revenue system and hence the decision
step 730 is not necessary. If the data input system is employed, step 732 displays the ad to the user. The user
may be uploading a complete document to an application server on the Internet or may be using a application
service provider on the Internet or an private LAN to secure his or her data. The display ad 732 step enables
the user to click on the ad and visit the vendor, thereby potentially generating a referral fee. See referral fee
branch 757. Step 734 requires password clearance. Step 736 processes the document or data object with the
security or SC system. The user may input the document real time or input it to the application server or may
upload the complete document to the server. Alternatively, the ad could be buried in the email or application
program run on the user’s computer and the user would be shown an ad and given a link to the vendor’s
Internet site. Selecting the link points the user’s browser to the vendor’s site.

[2873] Step 738 shows display ad 2 to the user thereby potentially generating referral revenue for the

system operator. Step 740 notes that the user exits the revenue system. Step 742 determines whether the
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system charges the user for the security or SC service. If YES, the program processes the charge in step 745
(charge systems are known). If NO, the system ends or returns to other programs in step 747.
[2874] The NO branch from determination step 730 leads to the receipt of a reconstruction request
by the user in step 750. Step 752 determines whether the user will be charged. If YES, the system executes
step 745. If NO, the system displays the ad 1 in step 754. Referral generation is noted by branch 757 from
step 754. In step 756, the user’s password is subject to clearance. In step 758, the user’s request is processed,
the document or data object is reconstructed (fully or partially as described earlier), and in step 759 the system
displays ad 2. In step 762, the user’s activity is logged in to the system. Step 764 determines whether the
charge to the user is reduced (because he or she viewed the ads) and if not, the system ends in step 747, if
YES, the system processes the charge in step 745. Alternatively, the user may be shown display ads and/or
charged for services upon storage of extracted data. Step 750 includes this concept.

D.14 Portable Computing Device Environment
[2875] The invention can be applied to portable computing devices to secure files and data objects
in such devices. The invention extracts, disperses, via a controlled release of data segments to storage
locations, and permits reconstruction utilizing security protocols to provide a security or SC system for data
based upon the location of the portable device, typically detected by a global position signal generator (GPS)
or based upon triangulation data from several broadcast points. In an SC system, the sensitive data may be
made available to the user-viewer for a period of time or as long as the user is in a geographic territory.
Beyond that time-space limit, the SC data is removed from the user’s portable data device. Scrubbing security
or SC icons from maps, credit card data or financial data from text, a data object or data stream is part of the
portable security system.
[2876] As used herein, the term “portable computing device” means a laptop computer, a PC with
a movable feature, such as a PC mounted in a car, plane, truck or trailer, PDAs or personal data assistants,

mobile or cellular phones configured with a memory, a processor and some type of GPS or locator system
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to determine where the phone or cellular unit is located within a territory and digital pagers having similar
electronic systems.

[2877] The present invention can be linked with a location sensing circuit, such as a global position
sensor or system (GPS) or other type of location sensing system, such as a system which utilizes triangulated
signals. The concept is a location based access oriented security (or SC relevancy) such as an automated
trigger (which activates the security or SC program discussed hereinabove when the portable computing
device is beyond a predetermined region); an automated safety system; a trip wire; an interlock; a method to
disable systems, activity or access to data; and means to limit functionality or access in whole or in granular
parts. The portable security system operates on text, data objects, images or other digitally configured data
objects. Security access (or relevancy access) is limited by a location way point (in relation to a reference
point) or a calculated range (using satellite GPS, high altitude services, or earth-based range finding GLS
(geographic location services)) about a way point with physical means or mathematical calculations to define
a geographic area by equations or geometric shapes or aggregated ranges (the shapes including rectangles,
solids, cubes, circles, oval, spherical region or other areas defined by algorithms). Physical and logical access
or entry control to weapons, devices, vehicles, computers, equipment, tools, data, networks, local access,
remote access beyond a physical location (reference point), can be enabled or disabled with the system of the
present invention. The regions (sometimes identified as a single predetermined region or a plurality of
predetermined regions), can consist of complex definitions of three dimensional areas of arbitrary shape and
sizes, as long as those regions can be defined by algorithms. The region can also be defined as an area
circumscribed internally by a perimeter or by an area external to that perimeter. In other words, access can
be denied if the portable device is within a certain region as compared with denying access when the device
is beyond a predetermined regions. The claims are meant to cover both situations.

[2878] FIG. 46 diagrammatically illustrates a portable computing device 810 at location B. The

portable computing device 810 includes, in the illustrated embodiment, a GPS system (or a receiver system)
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812 coupled to a bus 814 and further coupled to memory 816, a processor 8§18 and an input/output system
820. Input/output 820 is coupled to, among other things, a key board or key pad, a display, and possibly a
transmitter and receiver subsystem. As is known, GPS Systems detect satellite positioning signals and
generate an output indicative of the location of the GPS system. In the illustrated embodiment, this location
is location B in FIG. 46.

[2879] A simple implementation of the present security or SC system provides that upon detection
of d1 from location A, defined by building 822, certain security events occur, e.g., automatic extraction and
a denial of reconstruction rights. In one example, GPS subsystem 812 continually monitors the location of
portable device 810. When the location of device 810 exceeds a predetermined distance (d1-limit), the
program operating in memory 816, operable by processor 818, either extracts data and stores the extracted
data as discussed in detail above or prohibits reconstruction of data as requested by the operator of portable
device 810. Alternatively, automatic extraction may occur without prohibiting reconstruction due to device
810 being located beyond the predetermined region d1-limit. The portable computing device 810 in FIG. 46
may have many other electronic components such as those shown in FIG. 6 in connection with computer 165.
Alternatively, the security or SC system can be configured in a reverse manner such that the extraction of
security or SC information is triggered when portable 810 is within a predetermined region (less than d1-max)
close to location A and building 822, that is, the security or SC system disclosed above is triggered to extract
information when distance d1 is less than d1-max.

[2880] The security or SC system can also be configured such that GPS or locator system 812 detects
a variable distance such as distance d2 between truck 824 and location B of portable device 810. In this
sense, the location of portable device 810 is obtained by GPS circuit 812 and further some type of
communications must be established between truck 824 at location C and the portable device 810. For
example, the receiver coupled to input/output 820 receives this information from location of truck 824 and

location C. Thisreference location C is then processed in conjunction with the location data from GPS circuit
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812 by processor 818 and memory 816. The same results as discussed above in conjunction with fixed
reference location A can be achieved with a variable reference location C. Truck 826 at variable location D
enables the system to provide an additional level of security. In other words, within distance d2 (d2-limit),
the operator of portable device 810 may be able to reconstruct information upon request. However, if
portable device 810 intrudes upon or is less than distance d3 (d3-max) the distance between location B and
location D, the security system may trigger an immediate extraction routine thereby disbursing, on a granular
basis, the secured or SC words, data objects or whatever and further prohibit reconstruction. Of course, the
security or SC system could be configured simply to extract the information and permit reconstruction.
Otherwise, the security or SC system could be configured to simply extract information and prohibit
reconstruction. In this manner, the security or SC system discussed in conjunction with the portable
computing device 810 can have multiple triggers or location established events enabling the security or SC
program to extract security or SC information or disabling the security or SC program to prohibit
reconstruction based upon a fixed location A or one or more variable locations C, D.

[2881] Another configuration of the present invention utilizes triangulation to obtain location B for
the portable computing device 810. In a triangulation situation, the receiver system 812 for the locator
receives signals from one or more fixed locations, and preferably three locations diagrammatically illustrated
by tower T1, T2 and T3 in FIG. 46. The triangulation of signals to obtain location B is known in the art.
However, the combination of such location position coupled to extraction of security or SC data and/or
reconstruction of security or SC data based upon certain location parameters is part of the present invention.
[2882] For illustration purposes only, the present security or SC system for the portable computing
device 810 can remotely store extracted security or SC information. Remote store 828 coupled to receiving
tower T1 illustrates this concept.

[2883] FIG. 47 diagrammatically illustrates a basic flow chart for the portable security or SC system

program utilized in connection with portable computing device 810. Decision step 830 determines whether
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a certain event has occurred. This event may include a power ON for the portable computing device, may
be a “save document” command, may be a screen ON event or may be a timed function. For example, if the
portable computing device 810 is continually ON, the program may periodically poll the locator circuit (GPS
812) and determine whether location B is within or beyond the predetermined regions (d-max or d-limit).
Step 832 activates the GPS or the triangulation circuit to obtain current location data. This may include
locating variable locations C, D. Step 833 obtains territory limits for various security levels or SC relevancy
levels. As discussed earlier, security or SC level SL1 is public or non-confidential information, security or
SC SL2 confidential or proprietary information, level SL3 is secret information and level SL4 is top secret
or SC information. This system can be configured such that various territories or predetermined regions
correspond to respective ones of the security or SC levels SL1-SLA4.

[2884] Decision step 834 determines whether location B of portable computing device 810 is within
or without the predetermined territory limits or predetermined region. If YES, the system determines in
decision step 836 whether the user has initiated a reconstruction request. If not, the system returns to a point
preceding decision step 830, the detect event function or step. If YES, the system, in step 838, reconstructs
the document only if location B is beyond a predetermined region. Of course, a negative operation could
occur in that reconstruction would be prohibited if location B was within a predetermined region. The claims
appended hereto are meant to cover both within a region and without a region and independently, extract or
permit reconstruction. Step 840 secures the reconstructed file again as necessary.

[2885] Returning to decision step 834, if location B is not within the predetermined regions or
territories defined by security or SC levels SL1-SL4, the NO branch is taken and decision step 842
determines whether portable computing device 810 has any unsecured files. If YES, the system executes step
844 which is extract and store the security or SC sensitive words, data objects etc. in accordance with security
or SC levels SL2-S1A4. As stated above, the storage could be on media in a local drive or can be remotely

distributed to memory segments designated as a remote extract store. If the NO branch is taken from decision
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step 842, the system executes decision step 846 which determines whether the user has requested a
reconstruction of data. Ifnot, the program ends or returns to the event detection step 830. If YES, the system
executes step 848 which determines whether a lower security or SC clearance is available within the current
territory, determines whether the user has the proper pass code to access the reconstruction and process the
reconstruction or whether the system prohibits all reconstruction. Partial reconstruction for lower security
or SC items may be permitted. For example, reconstruction at top secret or SC level SL4 may be prohibited
when distance d2 is greater than d2-limit but reconstruction at a lower security or SC level such as
confidential level SL2 may be permitted beyond limit d2-limit. In this sense, the present invention can be
configured to generate extraction for various security or SC levels at various predetermined regions based
upon a fixed reference point or a variable reference point. Alternatively, reconstruction can be permitted or
denied based on a plurality of security or SC levels and a plurality of corresponding regions or distances. The
term “mobile predetermined region” is sometimes utilized in conjunction with variable regions d2 and d3.
[2886] As an example, the data object retained by portable computing device 810 may be a map
having security or SC sensitive icons on the map. These icons are extracted if location B is less than a
predetermined defined distance d3-limit between variable location D and location B. If location B is beyond
d3-minimum, the map can be viewed by the operator on portable device 810. If location B is less than
distance d3-minimum, the security or SC icons are removed from the map. In a similar sense, security or SC
sensitive credit card characters can be extracted from plain text documents carried on portable computing
device 810 when device 810 is a certain distance beyond d1-limit from fixed reference point A. This location
A may be a bank headquarters. Encrypting and decrypting the data based upon the geographic event is also
contemplated by the present invention. Of course, portable device 810 may be a plurality of portable devices

linked via a hard wire network or via a wireless network. The same security or SC program disclosed above
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in herein can be utilized with one computer or a series of computers. Further, portable computing device 810
can include a plurality of memory segments (see FIG. 8) and may include a plurality of display screens as
discussed above in conjunction with FIG. 7. The extraction and storage and reconstruction of streaming data
is possible as is operation on voice data. Additionally, the portable computing device may set off an audible
and/or visual alarm prior to extraction of data. For variable territories or predetermined regions, step 832 or
833 may include gathering information regarding the variable location of vehicles 824, 826 prior to
determining the territorial limits for various security or SC levels SL2, SL3 and SL4.

E.1 General System Comments

[2887] It is important to know that the embodiments illustrated herein and described herein are only
examples of the many advantageous uses of the innovative teachings set forth herein. In general, statements
made in the specification of the present application do not necessarily limit any of the various claimed
inventions. Moreover, some statements may apply to some inventive features but not to others. In general,
unless otherwise indicated, singular elements may be in the plural and vice versa with no loss of generality.
In the drawings, like numerals refer to like parts or features throughout the several views. The section titles
are not meant to limit the detailed description of the system and process described therein.

[2888] The present invention could be produced in hardware or software, or in a combination of
hardware and software, and these implementations would be known to one of ordinary skill in the art. The
system, or method, according to the inventive principles as disclosed in connection with the preferred
embodiment, may be produced in a single computer system having separate elements or means for
performing the individual functions or steps described or claimed or one or more elements or means
combining the performance of any of the functions or steps disclosed or claimed, or may be arranged in a

distributed computer system, interconnected by any suitable means as would be known by one of ordinary
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skill in the art.

[2889] According to the inventive principles as disclosed in connection with the preferred
embodiment, the invention and the inventive principles are not limited to any particular kind of computer
system but may be used with any general purpose computer, as would be known to one of ordinary skill in
the art, arranged to perform the functions described and the method steps described. The operations of such
a computer, as described above, may be according to a computer program contained on a medium for use in
the operation or control of the computer as would be known to one of ordinary skill in the art. The computer
medium which may be used to hold or contain the computer program product, may be a fixture of the
computer such as an embedded memory or may be on a transportable medium such as a disk, as would be
known to one of ordinary skill in the art.

[2890] The invention is not limited to any particular computer program or logic or language, or
instruction but may be practiced with any such suitable program, logic or language, or instructions as would
be known to one of ordinary skill in the art. Without limiting the principles of the disclosed invention any
such computing system can include, inter alia, at least a computer readable medium allowing a computer to
read data, instructions, messages or message packets, and other computer readable information from the
computer readable medium. The computer readable medium may include non-volatile memory, such as
ROM, flash memory, floppy disk, disk drive memory, CD-ROM, and other permanent storage. Additionally,
a computer readable medium may include, for example, volatile storage such as RAM, buffers, cache
memory, and network circuits. Furthermore, the computer readable medium may include computer readable
information in a transitory state medium such as a network link and/or a network interface, including a wired
network or a wireless network, that allow a computer to read such computer readable information.

[2891] In the drawings, and sometimes in the specification, reference is made to certain
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