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DATA SECURITY SYSTEM AND METHOD 
FOR PORTABLE DEVICE 

This is a continuation-in-part of patent application Ser. 
No. 10/277,196 filed on Dec. 31, 2002 and patent applica­
tion Ser. No. 10/155,192 filed on May 23, 2002 and Ser. 
No.10/155,525 filed on May 23, 2002, now U.S. Pat. No. 
7,191,252 and is a regular patent application claiming the 
benefit of provisional patent applications 60/400,062 filed 
on Aug. 2, 2002, 60/400,112 filed on Aug. 2, 2002, 60/400, 
406 filed on Aug. 2, 2002, and 60/400,407 filed on Aug. 2, 
2002, and is a continuation-in-part of patent application Ser. 
no. 10/008,209 filed on Dec. 6, 2001, now U.S. Pat. No. 
7,140,044, and Ser. No. 10/008,218 filed on Dec. 6, 2001, 
now U.S. Pat. No. 7,146,644, and is a continuation-in-part of 
patent application Ser. No. 09/916,397 filed Jul. 27, 2001, 
now U.S. Pat. No. 7,103,915, which is a regular patent 
application is based upon provisional patent application No. 
60/260,398, filed Jan. 9, 2001; application Ser. No. 60/287, 
813, filed on May, 2, 2001; application No. 60/267,944, filed 
Feb. 12, 2001; application No. 60/247,242, filed Nov. 13, 
2000 and application No. 60/247,232, filed Nov. 13, 2000. 

The present invention relates to a data security system and 
method and, more specifically, to a process, program and 
system which operates to secure files and data objects in 
portable computing devices. The invention extracts, dis­
perses, via a controlled release of data segments to storage 
locations, and permits reconstruction utilizing security pro­
tocols to provide a security system for data. Scrubbing 
security icons from maps, credit card data or financial data 
from text, a data object or data stream is also discussed 
herein. 

BACKGROUND OF THE INVENTION 

The extensive use of computers and the continued expan­
sion of telecommunications networks, particularly the Inter­
net, enable businesses, govermnents and individuals to cre­
ate documents (whether text, characters, icons, images, data 
streams or a combination thereof, sound, video, and data 
objects in general, sometimes referred to generally herein as 
"data objects") and distribute those documents widely to 
others. Although the production, distribution and publication 
of documents is generally beneficial to society, there is a 
need to limit the distribution and publication of security 
sensitive words, characters or icons. Concerns regarding the 
privacy of certain data (for example, an individual's social 
security number, credit history, medical history, business 
trade secrets and financial data) is an important issue in 
society. In another words, individuals and businesses have a 
greater concern regarding maintaining the secrecy of certain 
information in view of the increasing ease of distribution of 
documents through computer networks and the Internet. 

U.S. Pat. No. 6,055,544 to DeRose et al. discloses the 
generation of chunks of a long document for an electronic 
book system. DeRose '544 discloses solutions available to 
book publishers to publish books in electronic format on the 
worldwide web. One of the problems is that the books are 
published as small document fragments rather than publish­
ing an entire book which, due to the formatting, protocol and 
command structure on the Internet, downloads an entire 
book to the user. The problem involved with publishing 
small documents is that there is no relationship to other 
portions of the book. See col. 3, lines 51-55 and col. 4, lines 
3-5. One methodology to solve the problem involves insert­
ing hypertext links in the book. This places a large burden 
on the book publisher. Col. 4, lines 19-21. Accordingly, it is 

2 
an object of DeRose '544 to provide a mechanism for 
accessing only a portion of a large, electronically published 
document and automatically determining what portion of the 
document to download to the user based upon user selec-

5 tions that is, previous portions and subsequent portions of 
the document are downloaded with the selected portion, 
without maintaining separate data files for each portion of 
the document. Col. 4, lines 34-39. In other words, if a person 
wanted to access chapter 4 of a text, the system in DeRose 

10 '544 would display chapter 4, chapter 3 (the preceding 
chapter) and chapter 5 (the subsequent chapter). This pub­
lishing of portions of the document utilizes a subset of 
marked up elements established as being significant and a 
second subset of elements being less significant. For 

15 example, "Title elements" define a table of contents. A first 
representation of the document structure defined by all of the 
marked up elements maybe used in combination with a 
second representation of the document structure defined 
only by the significant elements to control selection of 

20 portions of the documents such that previous and subsequent 
portions may be selected and rendered in a consistent and 
intuitive mamier." Col. 4, lines 38-55. A computer system 
stores a first representation of the hierarchy of all elements 
in the electronic document. As example, this may be each 

25 chapter in its entirety. The computer also stores a second 
representation of the hierarchy of only significant elements 
in the electronic document. As an example, this may be a 
listing of each chapter without the text associated with the 
chapter. In response to request for a portion of the document, 

30 the computer system selects the portion defined by the 
significant element in the second representation. For 
example, if the user requested chapter 4, the entirety of 
chapter 4 would be downloaded from the web server to the 
client computer. In addition to rendering or publishing the 

35 selected chapter, the computer system looks to the relation­
ship of the elements in the first representation of the hier­
archy (the list of all chapters) and downloads from the web 
server the adjacent chapters. In this example, this would 
involve downloading chapters 3 and chapter 5. In a further 

40 embodiment, the computer system selects only a leaf ele­
ment of the second representation as a significant element 
during the download. See the S=ary of the Invention, col. 
4, line 40 through col. 6, line 14. 

U.S. Pat. No. 5,832,212 to Cragun et al. discloses a 
45 censoring browser method for viewing downloaded and 

downloading Internet documents. The abstract describes the 
system as including a user profile including user selected 
censoring parameters. Data packet contents are received 
from the Internet and the packets are compared with the user 

50 selected censoring parameters. Responsive to the compari­
son, the received data packet contents are processed and 
selectively displayed. The user selected censoring param­
eters include censored words and word fragments, and user 
selected categories. Compared word and word fragments 

55 can be removed and selectively replaced with predefined 
characters or acceptable substitute words. Tallies of weights 
for user selected categories are accumulated and compared 
with used selected threshold values. A predefined message 
can be displayed responsive to an accumulated tally exceed-

60 ing a user selected threshold value without displaying the 
received data packet contents. 

U.S. Pat. No. 6,094,483 to Fridrich discloses an encryp­
tion methodology hiding data and messages in images. In 
one application of the system in Fridrich '483, a method is 

65 disclosed of embedding a secret digital square image with 
256 gray levels within an image carrier. The secret image is 
first encrypted using a chaotic Baker map. The resulting Page 23 IBM v. Digital Doors, 
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image is a random collection of pixels with randomly 
distributed gray levels without any spatial correlations. The 
carrier image is twice the size (height and width or 2 nx2 m) 

4 
of the filtered web page for viewing. Hume '011 also 
provides that if the web page contains a large amount of 
objectionable material, the system blocks the entire display 
of the web page on the user's computer monitor. Col. 2, lines the secret image with 256 gray levels. The carrier image is 

modified according to a mathematical formula. 
U.S. Pat. No. 5,485,474 to Rabin discloses a scheme for 

information dispersal and reconstruction. Information to be 
transmitted or stored is represented as N elements of a field 

5 56-62. Hume '011 provides three levels of filtering. At the 
first level, if the domain name contains objectionable words 
or material, the initial download from the domain is blocked. 
At the second level, the text in the download is filtered and 
objectionable words are replaced with a predetermined icon, or a computational structure. These N characters of infor­

mation are grouped into a set of n pieces, each containing m 
characters. col. 1, lines 37-46. The system is used for fault 
tolerance storage in a partitioned or distributed memory 
system. Information is disbursed into n pieces so that any m 
pieces suffice for reconstruction. The pieces are stored in 
different parts of the memory storage medium. A fairly 15 

complex mathematical algorithm is utilized to provide 
reconstruction of the information utilizing no fewer than m 
pieces. 

10 for example, "----". Col. 3, lines 32-35. The filter uses a 
dictionary. Col. 3, lines 45-48. The filtered out words are 
counted. If the final score of "filtered out" material exceeds 
a predetermined threshold, the entire page is blocked from 
the user's view. Col. 4, lines 2-4. 

U.S. Pat. No. 5,905,980 to Masuichi, et al., discloses a 
document processing apparatus for processing various types 
of documents, a word extracting apparatus for extracting a 
word from a text item including plural words, a word 
extracting method used in the document processing appa-U.S. Pat. No. 6,192,472 Bl to Garay et al. discloses a 

method and apparatus for the secure distributed storage and 
retrieval of information. Garay '472 identifies the problem 

20 ratus, and a storage medium for storing a word extracting 
program. Extracted words are associated with other words 
via an algorithm. The extracted words and associated words 
are used as a search index for the document. 

as how to store information in view of random hardware or 
telecommunications failures. Col. 1, lines 17-20. The initial 
solution is to replicate the stored data in multiple locations. 
Col. 1, lines 28-31. Another solution is to disperse the 
information utilizing in Information Dispersal Algorithm 
(IDA). The basic approach taking in IDA is to distribute the 
information F being stored among n active processors in 
such a way that the retrieval of F is possible even in the 
presence ofup tot failed (inactive) processors. Col. 1, lines 30 

40-44. Another issue is the utilization of cryptographic tools. 
With the use of tools called distributed fingerprints (hashes), 

U.S. Pat. No. 5,996,011 to Humes discloses a computer 
25 based system and method for filtering data received by a 

computer system, and in particular, for filtering text data 
from World Wide Web pages received by a computer con­
nected to the Internet, for purposes of restricting access to 
objectionable web sites. 

U.S. Pat. No. 6,148,342 to Ho discloses a system for 
managing sensitive data. The system prevents a system 
administrator from accessing sensitive data by storing data 
and identifier information on different computer systems. 
Each query from a user's terminal is encrypted using two 

the stored data is distributed using the fingerprints and 
coding functions to determine errors. In this way, the correct 
processors are able to reconstruct the fingerprint using the 
code's decoding function, check whether the pieces of the 
file F were correctly returned, and finally reconstruct F from 

35 codes, the first code readable only by an identifier database 
and a second code readable only by a data access database. 
The data is routed from the user's source terminal to the 
identifier database at the first computer. The first computer/ the correct pieces using the IDA algorithm. Col. 2, lines 

50-59. Garay '472 also discloses the use of Secure Storage 
and Retrieval of Information (SSRI) with the added require- 40 

ment of confidentiality of information. Col. 3, line 56. With 
this added requirement, any collision of up to t processors 
( except ones including the rightful owner of the information) 
should not be able to learn anything about the information. 
Confidentiality of information is easily achieved by encryp- 45 

tion. Col. 3, lines 56-61. The issue involves encryption key 
management, that is, the safe deposit of cryptographic keys. 
Garay '472 discloses confidentiality protocol utilizing dis­
tributed key management features. This mechanism allows 
the user to keep his or her decryption key shared among 50 

several n servers in such a way that when the user wants to 
decrypt a given encrypted text, the user would have to 
interact with a single server (the gateway) to obtain the 
matching plaintext while none of the servers (including the 
gateway) gets any information about the plaintext. Col. 4, 55 

lines 5-14. 

identifier database first verifies the user's ID and the security 
clearance for the requested information and substitutes a 
second internal ID to the data packet/query. The modified 
query is then presented to the data access database (the 
second computer) and, subject to a second security clear­
ance, the response to the data query is sent back to the user's 
source terminal. 

A publication entitled "Element-Wise XML Encryption" 
by H. Maruyama T. Imamura, published by IBM Research, 
Tokyo Research Laboratory, Apr. 20, 2000 discloses a 
protocol or process wherein certain parts of an XML docu­
ment are encrypted and the balance of the plaintext is not 
encrypted. The protocol is useful in three party transactions, 
for example, when a buyer sends an order in an XML 
document to a merchant which contains the buyer's credit 
card information. The credit card information is sent to a 
credit company and the merchant does not need to know the 
credit number as long as he obtains clearance or authoriza­
tion from the credit card company. Another instance is an 
access control policy which requires a certain part of an 
XML document to be readable only by a privileged user (for 

U.S. Pat. No. 5,996,011 to Humes discloses a system and 
a method for filtering data received over the Internet by a 
client computer. The system restricts access to objectionable 
or target data received by a client computer over an Internet 
by a web server by filtering objectionable data from the data 
received. The Humes '011 system filters the data "on the 
fly." Further, the Humes '011 system can be applied to 
process any type of target data from the data received and 
displayed to the user. Col. 2, lines 32-44. If the web page 
requested by the user contains only a minimum amount of 
objectionable or target data, the user receives only a portion 

60 example, a manager could access the salary field in an 
employee records but others could only access name, phone 
and office fields). The Imamura article discusses encryption 
protocol, the delivery of keys and the utilization of com­
pression. The article does not discuss separate storage of the 

65 critical data apart from the plaintext of the XML document. 
The Ingrain il00 Content Security Appliance product 

brochure, available in June, 2001, discloses a system Page 24 IBM v. Digital Doors, 
IPR2023-00973, 8,468,244 
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The article discusses the technique dissemination which 
divides information objects into n pieces and stores each 
piece separately. Dissemination decreases information avail­
ability because all shares must be available. It offers no 

coupled to multiple web servers (computers) to accelerate 
secured transactions between multiple client computers 
(over the Internet) and prevents Secure Sockets Layer SSL 
performance bottlenecks by performing high-performance 
SSL handshakes and encrypting all data sent to back end 
servers using long-lived SSL session. 

5 information theoretic confidentiality because each share 
expresses 1/n of the original information. P. 64. Short secret 
sharing encrypts the original information with a random key, 
stores the encryption key using secret sharing, and stores the 
encrypted information using information disbursal. P. 64. An 

An article entitled "Survivable Information Storage Sys­
tems" by J. Wylie M. Bigrigg, J. Strunk, G. Ganger, H. 
Kiliccote, and P. Khosla, published August, 2000 in COM­
PUTER, pp. 61-67, discloses a PASIS architecture which 
combines decentralized storage system technologies, data 
redundancy and encoding and dynamic self-maintenance to 
create survivable information storage. The Bigrigg article 
states that to achieve survivability, storage systems must be 15 

decentralized and must spread information among indepen­
dent storage nodes. The decentralized storage systems par­
tition information among nodes using data distribution and 
redundancy schemes commonly associated with disc array 
system such as RAID (redundancy array of independent 20 

discs) insuring scalable performance for tolerance. P. 61. 
Thresholding schemes-also known as secret sharing 
schemes or information dispersal protocols-offer an alterna­
tive to these approaches which provide both information 
confidentiality and availability. These schemes and codes, 25 

replicate, and divide information to multiple pieces or shares 
that can be stored at different storage nodes. The system can 
only reconstruct the information when enough shares are 
available. P. 62. The PASIS architecture combines decen-

10 extension to the threshold schemes is cheater detection. In a 

tralized storage systems, data redundancy and encoding and 30 

dynamic self-maintenance to achieve survivable information 
storage. The PASIS system uses threshold schemes to spread 
information across a decentralized collection of storage 
nodes. Client-side agents communicate with the collection 

threshold scheme that provides cheater detection, shares are 
constructed in such a fashion that a client reconstructing the 
original information object can tell, with high probability, 
whether any shares have been modified. This technique 
allows strong information integrity guarantees. Cheater 
detection can also be implemented using cryptographic 
techniques such as adding digest to information before 
storing it. P. 65. For the highest architecture to be effective 
as possible, it must make the full flexibility of threshold 
schemes available to clients. The article believes this option 
requires automated selection of appropriate threshold 
schemes on a per object basis. This selection would combine 
object characteristics and observations about the current 
system environment. For example, a client would use short 
secret sharing protocol to store an object larger than a 
particular size and conventional secret sharing protocol to 
store smaller objects. The size that determines which thresh­
old scheme to use could be a function of object type, current 
system performance, or both. P. 67. 

The MAIL sweeper and MIME sweeper programs by 
ReSoft International uses a keyword search engine to review 
e-mails for certain words or phrases. IF the e-mail does not 
clear the filter, the addressee data must clear a data base 
check to protect the privacy and/or confidentiality of the 

of storage node to read and write information, hiding decen­
tralization from the client system. P. 62. The device main­
tains unscrubable audit logs-that is, they camiot be erased 
by client-side intruders-security personal can use the logs 

35 e-mail data. See re-soft.com/product/mimesweep. The Alad­
din eSafe Appliance restricts outgoing e-mails from sending 
classifier or prohibited content. See aks.com/news/2001/ 
esafe. 

With respect to GPS or global positioning systems, U.S. to partially identify the propagation of intruder-tainted infor­
mation around the system. P. 63. The article states that, as 
with any distributed storage system, PASIS requires a 
mechanism that translates object names-for example file 
names-to storage locations. A directory service maps the 
names of information objects stored in a PASIS system to 
the names of the shares that comprised the information 
object. A share's name has two parts: the name of the storage 
node on which the share is located and the local name of the 
share on the storage node. A PASIS file system can embed 

40 Pat. No. 5,982,897 to Clark; U.S. Pat. No. 6,370,629 to 
Hastings; U.S. Pat. No. 6,154,172 to Piccionelli; U.S. Pat. 
No. 5,887,269 to Brunts; U.S. Pat. No. 5,842,023 to 
Tsumura; U.S. Pat. No. 5,778,304 to Grube; and U.S. Pat. 
No. 5,757,916 to MacDoran disclose the use of GPS trig-

the information needed for this translation in directory 
entries. P.63. To service a read request, the PASIS call client 
(a) looks up in the directory service the names of then shares 
that comprise the object; (b) sends read requests to at least 

45 gered systems which deny access to information when that 
information is requested by a portable computing device, or 
limit the delivery of information to a portable device based 
upon the location of the device obtained from a GPS locator 
chip or system. Encryption of data to and from GPS located 

50 devices is also dislosed in one or more of the GPS refer-

m of the n storage nodes; ( c) collects the responses and 
continues to collect the responses until the client has col­
lected m distinct shares; and ( d) performs the appropriate 55 

threshold operation on the received shares to reconstruct the 
original information. P. 63. The p-m-n general threshold 
scheme breaks information into n shares so that (a) every 
shareholder has one of the n shares; (b) any m of the 
shareholders can reconstruct the information; and ( c) a 60 

group of fewer than p shareholders gains no information. P. 
64. Secret-sharing schemes are p-m-n threshold schemes 
that trade off information confidentiality and information 
availability: the higher the confidentiality guaranty, the more 
shares are required to reconstruct the original information 65 

object. Secret sharing schemes can be thought of as a 
combination of splitting and replication techniques. P. 64. 

ences. 

OBJECTS OF THE INVENTION 

It is an object of the present invention to provide a data 
security system, an information processing system and a 
method for securely storing data and rebuilding that data in 
the presence of an adequate security clearance. 

It is another object of the present invention to provide a 
method for securing data on a single personal computer 
(PC), on a plurality of computers linked together through a 
local area network (LAN) or a wide area network (WAN) or 
the Internet. 

It is a further object of the present invention to provide a 
method for securing data utilizing a client-server computer 
system. The client-server computer system may be imple­
mented over the Internet. The security system may be Page 25 IBM v. Digital Doors, 
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provided to the public, to government or to private entities 
as an Application Service Provider or ASP over the Internet. 

8 
data segments to storage locations, and permits reconstruc­
tion utilizing security protocols to provide a security system 
for data. It is a further object of the present invention to provide a 

method for securing data which is highly flexible and 
programmable by a user. 

It is an additional object of the present invention to enable 

It is another object of the present invention to permit the 
5 scrubbing security icons from maps, credit card data or 

financial data from text, a data object or data stream. 

SUMMARY OF THE INVENTION 

The method for securing data in a computer system in one 
embodiment includes establishing a group of security sen­
sitive words, characters, icons, data streams or data objects, 
filtering the data input from a data input device and extract­
ing the security sensitive data. The extracted data is sepa-

the user to establish (a) the scope of the security sensitive 
words, characters or icon, data objects, (b) the future use ( or 
destruction or encryption) of a filter enabling extraction of 
security sensitive data, ( c) the selection of storage locations 10 

(local, removable, in an LAN, a WAN or on the Internet) for 
extracted data and reminder or common data and ( d) one or 
multiple levels of security limiting full reconstruction and 
enabling partial reconstruction of the extracted data and the 
remainder or common data. 15 rated from the remainder data and is separately stored. In 

one embodiment on a personal computer (PC) system, the 
extracted data and the remainder or common data is stored 
in different, distributed memory segments. In a network 

It is another object of the present invention to establish 
and manage the separation of user-based communities of 
interest based upon crypto-graphically separated, need to 
know security levels. 

It is another object to provide an adaptive system respon- 20 

sive to hacking attempts and hacking attacks. 
These steps may be completely automated (after some 

parameters are set or progranimed by a system administra­
tor), may be fully programmable by the user, or may be a 
combination of automated and manual controls imple- 25 

mented by the systems administrator and/or the user-client. 
It is an object of the present invention to parse, disperse 

and reconstruct the data or data object thereby enabling 
secure storage of the data. For example, financial data 
maintained by an institute, can be parsed with an algorithm, 30 

the parsed segments dispersed off-site and away from the 
financial institute, and, upon appropriate security clearance, 
the dispersed data can be reconstructed to duplicate the data. 
Large distribution of parsed data is contemplated by this 
aspect of the invention. The original data remains stable, 35 

operable and immediately useful. The securing dispersed 
data is a back-up of the original data. 

It is a further object of the present invention to secure 
e-mail data transmissions and web browser transmissions by 

40 
extraction of security sensitive data, facilitating the remote 
storage of said data and sending remainder data to the e-mail 
addressee or the recipient. 

It is another object of the present invention to use fine­
grained selection of security critical data, extraction and 

45 
encryption and separate storage of the secured data. The 
parsing or filtering of plaintext, data object, file or data 
stream thereby bridges the gap between full encryption of 
the plaintext etc. and no encryption. The present system is 
therefore a more efficient use of processing speeds, times, 

50 
and storage resources. 

It is a further object to create a credit card number or 
financial data scrubber. The scrubber may be employed to 
remove any security critical data. 

It is another object of the present invention to permit the 55 
user to decide on and select a level of risk he or she believes 
appropriate by selecting no, minimal, intermediate or maxi­
mum levels of data security. 

implementation, the extracted data may be stored in one 
computer and the remainder or common data may be stored 
in another computer. In a client-server implementation, the 
server may direct storage of the extracted data to a different 
location than the remainder data, either on the server or on 
a further memory system (computer) interconnected to the 
server or on the client computer and in distributed memory 
segments. A map may be generated by a software module or 
sub-system indicating the location of the extracted data and 
the remainder data in the network. The filter may be 
destroyed (via a deletion routine) or may be retained for 
future use by the user. If retained, encryption is preferred. 
The map may be stored on the client computer or the user's 
PC or may be stored on the server. Copies of the map may 
be removed (deleted) from the user's PC or the client 
computer. The map may be encrypted. The extracted data 
and/or the remainder data may be removed ( deleted or 
scrubbed) from the originating computer. Encryption can be 
utilized to further enhance the security levels of the system. 
All transfers of the filter between the client to the server may 
be encrypted, and all data (whether extracted data or remain­
der data) may be encrypted prior to storage in the distributed 
memory. Any transfer of extracted data or remainder data or 
maps or filters may include an encryption feature. Recon­
struction of the data is permitted only in the presence of a 
predetermined security clearance. A plurality of security 
clearances might be required which would enable a corre­
sponding plurality of reconstructing users to view all or 
portions of the data. Persons with low level security clear­
ance would only be permitted to have access to low level 
extracted data (low level security sensitive data) and the 
common data. Persons with high level security clearances 
would be permitted access to the entire document reconsti-
tuted from the extracted data and the remainder data. A 
computer readable medium contammg prograniming 
instructions carrying out the methodology for securing data 
is also described herein. An information processing system 
for securing data is also described. 

In another embodiment, the method for securing data in a 
computer network and transparently establishing and man­
aging the separation of user-based communities of interest It is another object of the present invention to permit the 

user to access data security risks, access data processing 
resources (processing time, storage facilities, data access 
time, etc.) and select a security level which balances risks 
and resources. 

It is a further object of the present invention to secure files 
and data objects in portable computing devices. This object 
is accomplished, in whole or in part, by the system or 
method which extracts, disperses, via a controlled release of 

60 based upon cryptographically separated, need to know, 
security levels, by necessity, utilizes communities of interest 
representing a plurality of users having corresponding simi­
lar security levels, each with a respective security clearance. 
In other words, all members of Community A have the same 

65 security level and security clearance, which is different than 
the users of Community B which have a different security 
level and security clearance. The method and the computer Page 26 IBM v. Digital Doors, 
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media containing programming instructions includes filter-
ing data from the data input computer, extracting security 
sensitive words, phrases, characters, icons, or data objects 
and forming subsets of extracted data and remainder data. 
The subsets of extracted data are stored in one or more 5 

computer memories in the network identified as extracted 
stores. The remainder data is also stored in the network if 
necessary. Reconstruction of some or all of the data via one 
or more of the subsets of extracted data and the remainder 
data is permitted only in the presence of a predetermined 10 

security clearance from the plurality of security levels. The 
cryptographically separated, need to know, security levels 
correspond to respective ones of the plurality of security 
levels and the method includes, in one embodiment, encrypt-
. 15 
mg subsets of extracted data with corresponding degrees of 
encryption associated with the plurality of security levels. 
During reconstruction, all or a portion of the plaintext data 
is decrypted only in the presence of the respective security 
level. The information processing system which secures data 

20 
per the community of interest security level in the includes 
a data filter for the data input from the data input computer 
which extracts the security sensitive words, phrases, icons or 
data objects. A system and a methodology for storing the 
subsets of extracted data and remainder data is provided and 

25 
a compiler permits reconstruction of some or all of the plain 
text data in the presence of an appropriate security clearance 
level. Multiple level encryption in one document is also 
available. 

An adaptive method of securing data responsive to a 30 
plurality of hacking events utilizes a hacking monitor which 
generates a corresponding plurality of hack warnings depen­
dent upon the severity of the hacking attack. Based upon 
respective ones of the hacking or hack warnings, data is 
filtered to extract security sensitive words, phrases etc. and 35 
the extracted data and the remainder data (if necessary) is 
stored based on the degree of hack warning. Reconstruction 

10 
is a back-up of the original data. Destruction of the original 
source is also an alternative embodiment. 

Another embodiment of the present invention operates in 
an e-mail or a web browser environment. In a specific 
embodiment, the invention operates as a credit card or 
financial data scrubber. The e-mail data has one or more 
security sensitive words, characters or icons and the method 
or computer program works in a distributed computer sys-
tem with a remote memory designated as an extract store. 
The method extracts the security sensitive words, characters 
or icons from said e-mail data to obtain extracted data and 
remainder data therefrom. The extracted data is stored in the 
extract store. The methodology emails the remainder data to 
the addressee. the addresses is permitted to retrieve the 
extracted data from said extract store only in the presence of 
a predetermined security clearance and hence, reconstruct 
the e-mail data with said extracted data and remainder data. 
The program and method on the user's e-mail device 
extracts the security sensitive data, facilitates storage of the 
extracted data in said extract store and, emails the remainder 
data to the addressee. Rather than extracting security data, 
the method and program may parse the data. The method and 
program for safeguarding data entered via a browser 
involves extracting security sensitive data, facilitating the 
storage of such data in the remote store, and forwarding the 
remainder data to a targeted destination in the distributed 
computer system. The scrubber may utilize a pop-up win­
dow to enable user activation of the scrubber on an email or 
a web browser communication. 

In a computer system with a portable computing device, 
the method secures security sensitive words characters 
icons, data streams or data objects by determining when th~ 
portable computing device is within or without a predeter­
mined region and then extracting the security sensitive data 
from the file, text, data object or whatever. The extracted 

is permitted of some or all the data utilizing the extracted 
data and the remainder data only in the presence of the 
predetermined security clearance level. Automatic recon­
struction is permitted after the hack attack terminates. The 
method sometimes includes encrypting extracted data 
dependent upon the degree or severity of the hack warning 
and decrypting that data during reconstruction. A computer 
readable medium containing programming instructions 
similar to the method is also provided. The information 
processing system includes a filter which is adjusted based 
upon the degree of hack warning to extract security sensitive 
words. A storage system stores extracted data and remainder 
data (if necessary) based upon the level of the hack warning 
and a compiler is used to reconstruct the data in the presence 
of the appropriate security clearance level. 

data is separated from the remainder data and is separately 
stored either on media in a local drive or remotely, typically 
via wireless communications network, to a remote store. In 
a military application, security icons on a map are extracted, 

40 remotely stored and therefore access to the secured data is 
limited geographically and further by password or pass code 
control. Encryption can be utilized to further enhance the 
security levels of the system. Extraction may be automatic, 
that is, when the portable device is beyond a predetermined 

45 

50 

The parsing and dispersion aspects of the present inven­
tion enable the user to parse, disperse and reconstruct the 
data or data object thereby enabling secure storage of the 55 

data. The original data may be maintained in its original state 
and stored as is customary, encrypted or destroyed. For 
example, financial data maintained by an institute in its 
original state, and a copy thereof can be parsed with an 
algorithm, the parsed segments dispersed off-site, (that is, 60 

separated and stored in extract and remainder stores or 
computer memories), away from the financial institute, and, 
upon appropriate security clearance, the dispersed data can 
be reconstructed to duplicate the data. Large distribution of 
parsed data is contemplated by this aspect of the invention. 65 

The original data remains stable, operable and immediately 
useful in its stored location. The secured and dispersed data 

territory, or it may be triggered by an event, such a "save 
document" or a time-out routine. Reconstruction of the data 
is permitted only in the presence of a predetermined security 
clearance and within certain geographic territories. A com­
puter readable medium containing programming instruc-
tions carrying out the methodology for securing data is also 
described herein. An information processing system for 
securing data is also described. 

The present invention can be configured in various forms. 
The following descriptions discuss various aspects of the 
invention and further advantages thereof. 

The present invention enables the user to obtain automatic 
classification and declassification of documents on the fly. 
The extraction process downgrades and declassifies docu­
ment on the fly (in real time) so that they are useless to 
unauthorized parties. Presentation by a user of a valid 
security clearance enables substantially instant and seamless 
reconstitution of the security sensitive content. 

The present invention can be configured to automatically 
secure unstructured documents and freeform documents for 
example, e-mail, instant messaging, or Word docum~nts 
(input documents). Page 27 IBM v. Digital Doors, 
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The present invention may also be configured to auto­
matically secure structured documents and transactional 
documents for example, database records or XML docu­
ments (input documents). 

The present invention introduces flexibility into security 
management, risk management of data, data storage, and 
data flows and enable automatic responsiveness to threats. 
The innovation enables automatic response to security chal­
lenges and threats. The innovation can maintain, upgrade 
and downgrade the levels of security through implementa­
tion of a leveled granular extraction process and a con­
trolled-release mechanism. Attacks or other external events 
can trigger a response in the form of higher extraction levels, 
expanding the type of content extracted, and constricting the 
release of important and critical data control from storage. 
How much and what to extract depends on the level of threat 
or perceived risk. In same manner, the amount and type of 
content released from storage and reconstituted depends on 
the level of threat or risk perceived by the system. The 
system delivers a level of security protection specifically 
matched to meet security needs as dictated by the changing 
security threats, environment, policy and organizational 
needs. 

The present invention enables a user to introduce and 
maintain multiple levels and standards of security. It is 
common knowledge that the highest security is delivered 
through total separation. Whereas this concept has only been 
implemented physically or by isolating computer environ­
ments, the invention achieves this concept of total separation 
within open and networked computer environments. The 
invention can implement a total physical and logical sepa­
ration of important and critical data from its context and can 
preclude access to that information without a needed granu­
lar access permission. The invention is also effective for 
sounds and images (data objects or data streams with 
security words, characters, terms, icons or other data 
objects). 

Some aspects of the present invention introduce a new 
method and apparatus to monitor security sensitive content 
through a process of analysis and categorization of each 
word or character, in a document. The invention enables 
processing of every character, word, number, as they are 
entered into a document and categorizes each into one of 
many pre-set categories. Categories can include surnames, 
locations, currency, defined terminology, and unknown 
words or phrases. 

The present invention, in some embodiments, introduces 
a method and apparatus for plain text extraction and disper­
sion of security sensitive data. Maximum security with 
traditional methods encumbers free flow of information and 
business efficiency. Encryption burdens computer systems 
with high performance overhead, and its use is limited to the 
parties who have decryption capabilities. The invention 
offers a new solution. It enables leveled security in plain-text 
format, in addition to none, some, or all of pre-existing 
encryption, decryption, firewalls, and other security infra­
structure. The level of security is determined by the extent 
of the security sensitive items, selection process; the extent 
of dispersal to various distributed storage locations; the rules 
for controlled-release from storage; and the access rules 
governing the reconstitution of extracts into the secured 
document. 

In this configuration of the invention, the extractions are 
dispersed to distributed storage on a granular level. The rest 
of the document can be stored at its original location and/or 
other storage locations. Dispersal of extractions introduces 
new barriers not existing in current security. In certain 

12 
situations, an attacker has first to find the ( encrypted) map to 
the locations, then locate and access the distributed storage, 
get the data released from the controlled-release storage, and 
finally reintegrate the extracts into the appropriate docu-

5 ments. 
Further, the present invention enables the user to imple­

ment a method and apparatus for targeted extraction and 
encryption of security sensitive items. The extraction capa­
bilities of the system enable different workflow modes. The 

10 system enables extraction and encryption of important and 
critical content. In essence, only the critical content is 
extracted and/or encrypted, whereas the rest of the document 
remains as plaintext. This capability enables the following: 
advantages and flexibility; and the ability to share the 

15 document within the organization or transmit it to outsiders 
while still maintaining security over the most important and 
critical content of the document. This is an automatic 
process for controlling the content of outgoing e-mail. The 
document owner releases the important and critical content 

20 by enabling access to it to defined parties at defined times 
within defined threat modes. 

The present invention, in some implementations, intro­
duces a method and apparatus for encrypting document or 
extractions with multiple encryption types. The invention 

25 can deliver the highest level of security by using multiple 
types of encryption (and/or multiple keys) for one line, 
paragraph or document. Maximum security is delivered 
through automatic selection of security sensitive items, and 
encrypting these extractions with one or more types of 

30 encryption. The remainder data can also be encrypted. 
Multiple encryption types within one document statistically 
precludes deciphering that document regardless of the avail­
able computer power. Common encryption methods are 
vulnerable through existing technologies, social engineering 

35 methods, carelessness, and workflow habits. Furthermore, 
simple encryption becomes more vulnerable (including 
triple DES) assuming future mathematical breakthroughs or 
quantum computing. Existing methods to crack block 
ciphers are being improved to compromise the future AES 

40 Rinjdael standard. 
The present invention also enables the user to configure 

the system to introduce a method and apparatus for content 
dispersion. The innovation enables control over specific 
important and critical content items within the general 

45 contents of documents or digital files in a computer or within 
a network. The immediate controlled-release of those impor­
tant content items according to specific identification and 
access criteria proactively safeguards the security and the 
value of documents or digital files. The content control 

50 enables broad dissemination of the digital files in closed 
networks, as well as open networks including the Internet, 
without compromising the security of the important and 
critical information in the digital file. The dispersal channels 
can include any of all of the following: networks, Internet, 

55 Virtual Private Channel. Telephone lines, Optical lines, 
Wireless, Fax, Documents, Verbal communication. 

The present invention, when configured in an appropriate 
manner, introduces a method and apparatus for enhancing 
the survivability capabilities of an organization and its 

60 networks. If networks get damaged, the decryption capabil­
ity, such as PKI, is likely to be compromised, or at a 
minimum, suspended. In such instances, the invention 
enables continuation of work on channels, which need not be 
secure. In addition, the dispersion of information guarantees 

65 maximum partial reconstitution to documents and transac­
tions, or total reconstitution to documents and transactions 
benefitting from backup at distributed storage facilities. Page 28 IBM v. Digital Doors, 
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The present invention, in the appropriate environment, 
introduces a method and apparatus for delivering security 
for inter-connecting networks. It enables security for closed 
networks connecting to the Internet and other open net­
works. The Internet infrastructure and open networks are not 5 

secure. Even secured closed networks, such as VPN s, are not 
secured enough. The critical content of documents is the 
critical asset of the organization and must be highly secured, 
with maximum reliability, full transparency and instant 
accessibility. To remain competitive, organizations must 10 

maximize utility of the critical data within their documents, 
files, databases and servers. The securing of such documents 
must not be at the expense of compromising the access or 
processing speed of such documents. The invention enables 
work in plain text, as well as with encryption. Working in 15 

plain text reduces the computing performance overload. 
Some aspects of the present invention introduce a method 

and apparatus for delivering information flow control in 
decentralized environments. Protection of privacy and con­
fidentiality of information represents a long-standing cha!- 20 

lenge, The challenge has become much bigger with the 
expansion of the Internet, which has created decentralized 
networks. Parties, who do not know or trust each other, have 
to exchange information. The invention enables free flow 
and sharing of information between parties by removing 25 

burdening security restrictions and creating top security with 

14 
or all of the extractions in a granular way in order to support 
business activities while retaining security. 

The present invention, in certain configurations, intro­
duces a method and apparatus for enabling lower storage 
costs. The extraction process declassifies and downgrades 
mission critical documents. The downgrading and transfor-
mation of a critical document into a non-critical document, 
enables storage in less secured and lower cost storage. 
Taking advantage of this security-initiated, extraction pro­
cess can yield substantial storage cost savings. The invention 
enables a high return on investment ROI for system storage 
cost arbitrage. Splitting the data into critical and non-critical 
enables 20 to 90% savings on storage cost. 

The present invention, in certain circumstances, delivers 
an automated security risk management system that creates 
added in-depth security defenses at the semantic-level as 
well as creation of controlled-release mechanisms at the 
storage-level with significantly reduced performance over­
head requirements. 

Certain embodiments of the present invention present a 
technology which answers the security demands as required 
by Committee on Information Systems Trustworthiness of 
the National Research Council. The Committee's report, 
Trust in Cyberspace (1999), defines the security paradigms 
needed for a safe future. The report states: The substantial 
commercial off-the-shelf (COTS) makeup of a network 
information systems, the use of extensible components, the 
expectation of growth by accretion, and the likely absence of 
centralized control, trust, or authority demand a new 

a controlled-release of the security sensitive content in the 
documents. The technology enables top security through 
introduction of user and organization's ownership and con­
trol of the critical granular data in documents. 30 approach to security: risk mitigation rather than risk avoid­

ance; technologies to hinder attacks, rather than prevent 
them outright; add-on technologies and defense in depth; 
relocation of vulnerabilities rather than their elimination; 

The system, in certain embodiments, introduces an addi­
tional layer of access controls at the granular level of the 
user document. In order to view the reconstructed critical 
information the user would need to be verified by additional 
access controls at the data storage level. The user access 35 

code or a physical key enables release of data from the 
storage. Today's access controls do not stop the user from 
distributing documents to other parties. The inventions fined 
grained controlled-release mechanism releases the critical 
information, only under a required set of circumstances and 40 

access validation. The invention enables the user ownership 
of his security sensitive critical data and conditions for its 
release and dissemination. The user has the option to hide 

none of the existing or security technologies addresses these 
needs in whole. The invention breakthroughs this barrier by 
providing a single system which implements each one of 
those four elements in a unified way. The invention controls 
information flow in centralized and decentralized environ­
ments, through controlled-release of information within 
distributed systems. 

the critical data through declassification process and release 
through a reclassification process in which the critical data 45 

would be reconstituted in the document. 

The present invention can be implemented to enable 
certain security measures while accommodating the perfor­
mance needs of a network. The invention provides a method 
and apparatus to ease overhead performance on congested 
computer networks. It can adjust the security defenses based 
on the performance needs of the network. Many security 

The present invention, when configured by the user, 
introduces a method and apparatus for delivering compart­
mentalization of security sensitive content by leveled access 
to users. The invention creates leveled sharing of informa­
tion, for example such that persons with level 3 access will 
have keys for encryption type RSA persons with level access 
2 will have access to Blowfish encryption within one docu­
ment. 

The present invention, in certain embodiments, introduces 
a method and apparatus for enabling more use of distributed 
and dispersed storage including ASPs (application service 
providers). There is a major human tendency to refrain from 
sending important documents to web storage locations 
because of potential security breaches. This cultural issue is 
both driven by psychological issues and well-founded secu­
rity concerns. The retention of those documents as is in 
physical proximity or locked security, provides actual secu­
rity but precludes gaining any utility from those documents 
in a functional business setting. Instead the invention 
enables functional distribution of those documents without 
the security sensitive data, and a controlled-release of some 

systems overburden the already burdened computing envi­
ronment in terms of computational overhead, labor, and 
training requirements. The invention enables to ease the 

50 overhead performance of a network by transforming from 
high overhead performance, encryption methods, and other 
security methods, to the method presented by this invention. 

Certain aspects of the present invention minimize the time 
of exposure of the important content within a document. The 

55 invention enables to separate the important content from the 
rest of the document for substantial periods of time, thereby 
minimizing substantially the exposure to risk. It is possible 
for example to extract the important content from the 
document and release it for reconstitution only when the 

60 user will open the document. In such situations the important 
content could for example be time and unexposed for over 
99% of the time and exposed for less than 1 % of the time, 
which lowers the risk substantially. 

Further, embodiments of the present invention provide a 
65 security risk management method and system to minimize 

security risks. The invention enables minimization of secu­
rity risks by: Automatic separation and extraction of granu-Page 29 IBM v. Digital Doors, 
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responds to attacks by matching the defenses level to the 
level of threats The system responds to security threats 
through the following mechanisms: (1) controlled extraction 
of sensitive security data: in normal circumstances, extrac-

lar critical data from the core document. Dispersal of the 
extracted critical data groups to different secured storage 
locations. Reconstitution of the critical data in document for 
limited time, to minimize exposure to risk. Partial reconsti­
tution, of the critical data, in core document, through a 
controlled release of granular critical data. Granular con­
trolled release of data to specific authorized people only. 

The present invention, in certain configurations, provides 
a controlled release security mechanism to enable the release 
of content and granular content from storage locations in a 
centralized and decentralized environment. The controlled 
release mechanism enables release of the appropriate con­
tent to the authorized party at the right time under the right 
circumstances. 

5 tions will take place according to pre-set rules; in threat 
situations, additional extractions will take place to deliver 
higher security; in an attack, additional substantial amounts 
of critical data will be extracted to deliver the highest 
security; (2) controlled dispersal to storage locations; in 

10 normal circumstances, dispersal to different storage loca­
tions according to pre-set rules will take place; in threat and 
attack situations, more dispersal to more storage locations, 
via additional communication channels will take place; and 
(3) controlled release of extracts for reconstitution; control-

The present invention sometimes provides a security 
solution against damage by insiders. Studies show that 
insiders cause 70%-85% of the damage. These nine inno­
vations are described in detail as follows: The invention 

15 ling amount of extracts released for reconstitution; control­
ling time of exposure of extracts in reconstitution; limiting 
access to specific people; and limiting access to specific 
times. 

enables insiders and employees to work with documents 
while managers and owners control the release of the critical 20 

prioritized information. The control is granular, thereby 
enabling continued work with the rest of the content in the 
document. The objective is to empower the user with the 
highest security while enabling him maximum sharing and 
delivery flexibility. This enables free flow of information 25 

between closed networks and public networks, such as the 
Internet, without compromising the security through extrac­
tion of important and critical content. The user can transport 
documents through various networks and e-mail services 
knowing that the critical information, which is still under 30 

control, and is not compromised. 
The present invention can be configured to provide an 

automatic security system in order to overcome human flaws 
that create security vulnerabilities. Human engineering flaws 
are the cause of 90% of security vulnerabilities. For 35 

example, passwords are exposed through human fault 
enabling reading of plain text before it is encrypted. The 
invention enables an automatic process of appropriate 
response to security threats in an objective way and on an on 
going basis. 40 

Certain aspects of the present invention provide an auto­
matic security system in order to reduce human labor, and 
training costs. 

The present invention provides, in one or more embodi­
ments, protection for important granular content within a 45 

document. A feature left out in computer development is the 
protection and automatic protection of granular important 
content in a document. In every facet of life critical assets 
are immediately protected. For example, credit cards and 
cash are protected in a wallet, important items at home are 50 

placed in closets, wall units, cabinets and safes. The present 
system extracts the digital equivalent of these items, e.g., 
extracts all credit card data, and stores the extracted data in 
secure location(s ). 

In general, the present invention provides an alternative 55 

method to encryption. Mathematical security and encryption 
could be broken. Discovery of a mathematical equation for 
a shortcut of the factoring of prime numbers would be make 
mathematical security and encryption extremely vulnerable. 

The present invention also defends, in certain embodi­
ments, against devices like keyboard sniffers and mouse 
sniffers that can read information keyed into the computer 
and transmit it to an adversary. The invention enables to 
input security sensitive items through data input devices 
other than the keyboard. For example credit card numbers 
can be inputted through a hand held wireless devise. The 
inputted data would be transferred to storage for possible 
reconstitution. 

The present invention can also be configured to defend 
against devices that intercept electromagnetic signals from 
computers, monitors, printers, and keyboards. For example 
the Van Eck receptors which can read information off the 
screen the display screen. The invention enables separation 
contents of document into two or more displays thereby 
limiting the potential damage of electromagnetic eavesdrop­
ping. 

The present invention, in many embodiments, enables the 
controlled release of data objects, full or partial release of 
plaintext source documents to persons or organizations with 
the appropriate security clearances. 

Another object of the present invention is to enable the 
control of information flow over a PC, a network, a LAN, a 
WAN and over the Internet. 

A further object of the present invention is to enable the 
interoperability of several secured networks based upon the 
relative security clearances of each network. 

It is another object of the present invention to provide a 
process for synthesizing a document. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Further objects and advantages of the present invention 
can be found in the detailed description of the preferred 
embodiments when taken in conjunction with the accompa­
nying drawings in which: 

FIG. lA diagrammatically illustrates a basic system dia­
gram showing filtering and storing extracted data and 
remainder or common data and, in an enhanced embodi­
ment, generating and storing a map. 

FIG. 1B diagrammatically illustrates a system diagram 
showing reconstruction of the data, various security clear­
ances and both electronic reconstruction and visual recon­
struction. 

In 1999 a 512-bit RSA key was broken at that time 95% 60 

of keys in e-commerce were 512 bits long. U.S. government 
56-bit Data Encryption Standard was cracked in just 22 
hours by the Freedom Foundation. 100, 000 PCs were 
connected with a supercomputer which enabled the testing FIG. 2 diagrammatically illustrates a system showing 

65 major components of a single personal computer (PC) 
system, a networked system with several PCs (a LAN or 
WAN) and the network coupled to a telecommunications 

of 245 billion keys per second. 
The invention, in a larger sense, provides an automated 

security risk management system. The system automatically Page 30 IBM v. Digital Doors, 
IPR2023-00973, 8,468,244 
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system and the Internet and shows the interconnection with 
a server and multiple, Internet-connected memory units. 

FIG. 3 diagrammatically illustrates a basic flowchart 
showing reconstruction for various security levels. 

FIG. 3A diagrammatically illustrates interleaving distinct 
data into different memory locations in a video memory. 

FIG. 4 diagrammatically illustrates a flowchart showing 
one embodiment of the principal portions of the data secu­
rity program. 

FIG. 5 diagrammatically illustrates a flowchart showing 
the basic elements of the reconstruction process for the data 
security program. 

FIG. 6 is a computer network diagram showing various 
user communities. 

FIG. 7a diagrammatically illustrates a flowchart showing 
the key component steps for the multiple layer security 
program for the community of users. 

FIG. 7b diagrammatically illustrates a multiple level 
security system accessed by users having different security 
clearances (which also represents a data mining system and 
operation). 

FIG. 8 diagrammatically illustrates a flowchart showing 
the key components of an adaptive security program adapt­
able to various levels of electronic attacks, hacker or hack 
attacks. 

FIG. 9 diagrammatically illustrates a flowchart showing 
the key components of a multiple encryption program using 
multiple types of encryption in one document or data object. 

FIG. 10 diagrammatically illustrates a chart showing the 
key components of the parsing, dispersion, multiple storage 
and reconstruction (under security clearance) of data. 

FIGS. llA and 11B diagrammatically illustrate a flow­
chart showing the key components of one embodiment of 
the e-mail security system (jump points 11-A and 11-B link 
the flow carts). 

FIGS. 12A and 12B diagrammatically illustrate a flow­
chart showing the key components of one embodiment of 
the invention implements the security system on a web 
browser (jump point 12-A links the flow charts). 

FIG. 13 diagrammatically shows several revenue systems 
which may be employed with the data security systems 
described herein. 

FIG. 14 diagrammatically illustrates a portable computing 
device (or the critical parts thereof, see FIG. 2 for further 
details) associated with the portable data security locator 
system and method. 

FIG. 15 diagrammatically illustrates a basic flow chart for 
the portable security system program in accordance with the 
basic principles of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

The present invention relates to a data security system, a 
methodology of securing data on a personal computer (PC) 
system, on a computer network (LAN or WAN) and over the 
Internet and computer programs and computer modules and 
an information processing system to accomplish this secu­
rity system. 

It is important to know that the embodiments illustrated 
herein and described herein below are only examples of the 
many advantageous uses of the innovative teachings set 
forth herein. In general, statements made in the specification 
of the present application do not necessarily limit any of the 
various claimed inventions. Moreover, some statements may 
apply to some inventive features but not to others. In 
general, unless otherwise indicated, singular elements may 

18 
be in the plural and vice versa with no loss of generality. In 
the drawings, like numerals refer to like parts or features 
throughout the several views. 

The present invention could be produced in hardware or 
5 software, or in a combination of hardware and software, and 

these implementations would be known to one of ordinary 
skill in the art. The system, or method, according to the 
inventive principles as disclosed in connection with the 
preferred embodiment, may be produced in a single com-

10 puter system having separate elements or means for per­
forming the individual functions or steps described or 
claimed or one or more elements or means combining the 
performance of any of the functions or steps disclosed or 
claimed, or may be arranged in a distributed computer 

15 system, interconnected by any suitable means as would be 
known by one of ordinary skill in the art. 

According to the inventive principles as disclosed in 
connection with the preferred embodiment, the invention 
and the inventive principles are not limited to any particular 

20 kind of computer system but may be used with any general 
purpose computer, as would be known to one of ordinary 
skill in the art, arranged to perform the functions described 
and the method steps described. The operations of such a 
computer, as described above, may be according to a com-

25 puter program contained on a medium for use in the opera­
tion or control of the computer as would be known to one of 
ordinary skill in the art. The computer medium which may 
be used to hold or contain the computer program product, 
may be a fixture of the computer such as an embedded 

30 memory or may be on a transportable medium such as a disk, 
as would be known to one of ordinary skill in the art. 

The invention is not limited to any particular computer 
program or logic or language, or instruction but may be 
practiced with any such suitable program, logic or language, 

35 or instructions as would be known to one of ordinary skill in 
the art. Without limiting the principles of the disclosed 
invention any such computing system can include, inter alia, 
at least a computer readable medium allowing a computer to 
read data, instructions, messages or message packets, and 

40 other computer readable information from the computer 
readable medium. The computer readable medium may 
include non-volatile memory, such as ROM, flash memory, 
floppy disk, disk drive memory, CD-ROM, and other per­
manent storage. Additionally, a computer readable medium 

45 may include, for example, volatile storage such as RAM, 
buffers, cache memory, and network circuits. 

Furthermore, the computer readable medium may include 
computer readable information in a transitory state medium 
such as a network link and/or a network interface, including 

50 a wired network or a wireless network, that allow a com­
puter to read such computer readable information. 

In the drawings, and sometimes in the specification, 
reference is made to certain abbreviations. The following 
Abbreviations Table provides a correspondence between the 

55 abbreviations and the item or feature. 

Abbreviations Table 

60 A-com computer or memory store for common or remainder data 
ASP application service provider - server on a network 
B-ext computer or memory store for extracted data 
bd board 
CD-RW compact disk drive witb read/write feature for CD disk 
comm. communications, typically telecommunications 

65 CPU central processing unit 
doc document Page 31 IBM v. Digital Doors, 
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DS 
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ext-data 
1/0 
I-com 
I-ext 
lac 
mem 
MLS 
obj 
pgrn 
re 
recon 
rel 
req 
rev 
sec 
SL 
sys 
t 
tele-com 
URL 
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-continued 

Abbreviations Table 

drive, e.g., computer hard drive 
data storage 
encryption 
extracted data 
input/ output 
Internet storage for common or remainder data 
Internet storage for extracted data 
location 
memory 
multilevel security 
object, for example, a data object 
program 
regarding or relating to 
reconstruct 
release 
request 
review 
security 
security level (sometimes Sl for security level 1, etc.) 
system 
time 
telecommunications system or network 
Uniform Resource Locator, x pointer, or other network locator 
Basic Operational Theory 

FIG. lA diagrammatically illustrates the basic processes 
for establishing a secure storage of information, generally 
identified herein as "data." "Data," as used herein, includes 
any data object, e.g., text, images, icons, moving images, 
multiple images, data representing sound, video, electronic 
streams of information, etc. Sound bites, data objects and 
video images may also be extracted as "data." A source 
document 100 containing data, sometimes referred to as a 
"plaintext," is passed through a filter 102. Although it is 
convenient to discuss and understand the invention herein in 
connection with a plaintext document, the document 100 is 
a data object. It is not limited to an electronic document 
representing words. The document 100 represents a data 
object that may be, e.g., text, images, icons, moving images, 
multiple images, data representing sound, video etc. The 
term "data object" as used in the claims is broadly defined 
as any item that can be represented in an electronic format 
such that the electronic format can be manipulated by a 
computer as described herein. The data object, or as dis­
cussed herein, the "plaintext" is sent to a filter. Filter 102, in 
a most basic sense, separates out common text or remainder 
data 104 from uncommon text, words, characters , icons or 
data objects. The security sensitive words, characters, icons 

20 
embodiment, remainder data file 104 also includes place 
holders which enables the extracted data to be easily inserted 
or set back into the remainder data file. 

Input or Initial Processing Considerations 

The security sensitive words, characters, icons or data 
objects may be any word, phrase, letter, character, icon, data 
object (full or partial), image or whatever, as pre-defined or 

10 as established by the user. The user may specifically design 
the filter, begin with a dictionary to define common terms, 
identify any additional security sensitive words, letters, 
images, icon, data objects, partial versions of the foregoing 
or any other granular aspect of the plaintext. After defining 

15 the filter and accepting the data input, the system filters the 
plaintext and separates extracted data (security sensitive 
items) from the remainder data. The filter may also include 
elements of artificial intelligence (AI). For example, the user 
may select one word as a security word and the AI filter may 

20 automatically select all synonymous words. The AI filter 
may enable the user to define a filter in real time at the entry 
of data via a keyboard. For example, the user may select to 
secure (i.e., extract and store) some proper names and may 
instruct the filter to secure names such as Block, Smythe and 

25 Cherry. During input of the plaintext, the system may detect 
Smith and ask the user if he or she wants to secure (a) all 
proper names in a common name dictionary collection 
and/or (b) all names with spellings similar to the filter input 
data, Block, Smythe and Cherry. As is known in the art, AI 

30 typically uses inference engines to define one pathway or to 
outline a course of action. The filter or extraction engine 
discussed herein can be configured with AI, inference 
engines, neural network systems or other automatic systems 
to carry out the functionality described herein for the 

35 dynamic operation of the security system. 
The system and methodology described herein also 

encompasses parsing the plain text document by bit count, 
word, word count, page count, line count, paragraph count 
and parsing based upon any identifiable document charac-

40 teristic, capital letters, italics, underline, etc. Algorithms 
may be implemented to parse the plain text document. The 
target of the parsing algorithm (a bit count, word, letter, etc.) 
is equivalent to the "security word, character or icon, data 
object" discussed herein. The parsing occurs with the filter-

45 ing of the plain text source document 100 and the subsequent 
storage of extracted data apart from remainder data. 

Storage 
or data objects are separated from remainder or common text 
104 as extracted text 106. It should be noted that although 50 

the word "text" is utilized with respect to remainder text 104 
and extracted text 106, "text" is a data object and includes 
words, phrases, paragraphs, single characters, portions of 
words, characters, whole or partial images, icons, sound or 
video or data objects. In a basic implementation, filter 102 55 

may utilize a dictionary such that words present in the 
dictionary (common words) are separated from the source 
plaintext document 100 and placed into remainder document 

In a basic configuration, the common text or the remain­
der data is stored in common storage memory 108. This 
common or remainder data store is identified as A-com 
generally referring to a segmented memory in a PC or a 
computer A in a network (LAN or WAN). It should be 
understood that reference to "remainder data" is simply a 
short-hand representation of data that is not extracted or 
filtered by the system. Accordingly, "remainder data" is 
simply that data which can be viewed, manipulated or 
further processed by the user inputting or initially processing 
the data. Remainder data storage 108 may include a confirm 
storage signal function 111 to send back a confirm storage 
signal to the data input device generating source plaintext 
document 100. The extracted data file 106 is stored in a 
different memory computer storage 110 (B-ext). In a pre­
ferred embodiment, memory segment 108 (A-com) is at a 
different location than computer storage memory segment 
110 (B-ext). In a PC embodiment, memory A-com is a 

or common data file 104. The uncommon words (extracted­
security sensitive words), not found in the dictionary, would 60 

be placed in an extracted text or extracted data file 106. For 
example, a business may wish to impose a security system 
on a contract document such that the names of the contract-
ing parties (not found in the dictionary) and the street names 
(not found in the dictionary) would be stored in extracted 65 

data text file 106. The common text or remainder data would 
be stored in remainder data file 104. In the illustrated Page 32 IBM v. Digital Doors, 
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different memory segment than memory B-ext. In a net­
worked embodiment, computer storage 108 may be on a 
different computer as compared with computer storage 110. 

22 
remainder text document or data 104 would still be stored in 
remainder computer storage A-com 108. However, each 
extracted data document 106 would be stored in a respective, 

In an Internet embodiment, common text or cleansed text 
storage is at one web site (which maybe one computer) and 5 

the extracted, high security data is stored at another web site, 
buried web page or other Internet-accessible memory store 
location. In any event, the remainder text is stored in a 
memory A-com and the extracted data or high security 
words, characters, icons or data objects are stored in 10 

memory B-ext. After storage of the extracted data in 
memory 110, a confirmation indicator 113 may be generated 

separate computer memory segment or computer B-ext 110. 
Separate storage of a plurality of extracted data at multiple, 
separate locations in B-ext is one of the many important 
features of the present invention. 

The ability of the program to locate security sensitive 
words or characters can be enhanced by using a telephone 
book, properly dissected, to identify a collection of last 
names. Cities and towns and street names can also be 
identified in this manner. The compilation of last names and 
cities, towns and streets can be used as a list of critical, 
security sensitive words. The filter is represented by this 

to the client computer or the computer handling source 
plaintext input document 100 (the originating computer 
system). 15 compilation of words. Similar techniques may be used to 

create filters for scientific words, or words unique to a 
certain industry, or country. 

As a simple example, the program configured in accor­
dance with the present invention, could automatically detect 
entry of all credit card numbers types into a user's computer. 
The filter is set to detect the unique credit card sequence and 
data string. Assuming that the user's computer is operating 20 

a browser and the user is communicating with a server on the 
Internet, the user's computer would filter out the credit card 
number and send the number to a secure storage site. The 
secure storage site is owned, operated or leased by a trusted 
party. The extracted data, i.e., the credit card data, is stored 25 

at the trusted site. The URL or other identifying data is sent 

In view of increasing levels of security relating to (a) the 
storage location A-com; (b) the transfer of remainder text 
document 104 to memory computer storage A-com 108; (c) 
the storage of map 112 (possibly encrypted); ( d) the creation, 
storage or transfer of filter 102 (possibly encrypted); ( e) the 
storage of extracted data at memory storage B-ext (whether 
singular or plural storage sites); and (f) the transfer of 
extracted data thereto, the system may include an encryption 
e feature. The encryption e function 115, 117 and 118 is 

to the vendor from which the user wants to purchase goods 
and services over the Internet. When the vendor seeks to 
complete the transaction, the vendor sends a request code to 
the secure site, the trusted party at the secure extracted data 
storage site debits the user's credit card account (or other­
wise debits the user's bank account) and sends an approval 
code to the vendor. In this manner, the vendor is never given 
the user's credit card-the card number is sent to a trusted 
party automatically by the filter in the security program 
described herein. The security program may be incorporated 
in a browser to automatically protect credit card data, 
personal data ( as a method to become anonymous on the 
Internet), etc. from being deliberately broadcast to others on 
the Internet or to block others from snooping into the user's 
personal data while the user communicates over the Internet. 

In a further enhancement of the present invention, the 
computer or data input device handling source plaintext 
document 100 may also record the location of A-com 108 
and B-ext 110. The location data is called herein a "map." A 
memory mapping function is utilized. The map may be 
stored in a third memory location 112. Memory location map 
112 may be a segment of the memory of the data input 
computer originating plaintext 100. The map may be 
encrypted for security reasons. 

Extraction and Storage Enhancements 

As a further enhancement of the present invention, the 
user, prior to initiating the security system, may be given a 
choice of filtering out all the uncommon words or words not 
found in the dictionary and adding certain security sensitive 
words, characters, icons or data objects to filter 102. The 
added words or terms are filtered out with the uncommon 
words. Of course, the user may be required to manually 
input all security words or download the security word filter 
from the Internet or another system on the LAN. For security 
systems having multiple security levels, a plurality of filters 
would be created, each filter associated with a different 
security level. Further, multiple security levels would 
require, in addition to remainder text document or data 104, 
a plurality of extracted data documents 106. The common or 

diagrammatically illustrated in FIG. lA. 
The program of the present invention can be set to extract 

critical data (a) when the plaintext or the source document 
30 (data object) is created; (b) when the source document or 

data object is saved; (c) on a periodic basis; (d) automati­
cally; (e) per user command; (f) per ascertainable or pro­
grammable event; and (g) a combination of the foregoing. 
Timing for storage of the extracted data is based on these 

35 aspects. Reconstruction of the data object or plaintext may 
be (a) automatic and substantially transparent to the user; (b) 
based upon manual entry of security clearance data; ( c) 
periodic; or (d) a combination of the foregoing dependent 
upon outside events and who is the author of the data object 

40 or other definable aspects of the data object, its environment 
of origination, current and anticipated security threats and its 
environment of proposed reconstruction. The timing for the 
extraction, storage and reconstruction is oftentimes depen­
dent upon the level of security required by the user and/or 

45 his or her organization. 
The system and method creates a high level of security by 

automatic selection and removal of critical and prioritized 
contents from a data objects stream, whether it be a digital 
document, digital file, database, sound bite, video clip, other 

50 structured, or streaming data formats. The system and 
method enables a controlled release of the extracted data 
objects, enabling instant display of the instantaneous 
returned contents, contingent on verification of user identity, 
access rights, time of operation, location of source and or 

55 user, destination of source and or user, and determine threat 
modes. The system and method delivers high security by 
removal of the selected prioritized content from memories. 
The copies and traces of the selected extracted contents are 
eradicated from the computer memory while the separated 

60 extract data stream is transferred to a safe removed storage 
memory media. The extract, extracts, and any part thereof, 
will be return transferred to user display as soon as identity 
and access rights are validated. 

A replacement of the extract (sometimes called a place-
65 holder) can also be substituted on-the-fly to provide updated 

results, misinformation, dis-information, messages, alerts, 
links (to reports, data mining, search engines, web sites, and Page 33 IBM v. Digital Doors, 
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hyperlinks understood in the current art), advertisements, 
and personalization and customization. The validation can 

24 
substantial usefulness in and by itself, that can be overlaid 
logically or physically to reconstitute the identifying data 
stream and display. Separate display devices can be used to 
create a composite image or they can be overlaid to physi-

be done instantly by password, challenge questions and 
answers, remote verification (phone, video, or personal 
contact with user), or by biometrics means. 

The extraction of data objects within data streams 
includes words, structured data objects, characters, numbers, 
bullet points, footnotes, prices, images, sound segments, 
video segments, and selected digital data packets. The 
extraction is conducted by separating a source ( original) data 
stream into two or more extracts data streams. The different 
data object extractions are separated into groups reflecting 
predefined contextual categories and restitution applications 
(such as to enable customization and personalization for the 
same or different users). The modified source (original) 
stream typically contains the majority of data objects of the 
source stream, whereas the extract streams contains a minor-

5 cally separate display devices to reconstitute a useful com­
posite display. 

The objective is to create security for the single computer 
or extended network. When an intruder penetrates preexist­
ing firewalls and other security systems, the data object and 

10 streams, digital documents, and digital files which will be 
valueless and prioritized data objects rendered unidentifi­
able, the penetration is valueless because the critical strate­
gic information has been exported to a vaulted storage. 
Competitors or hackers, who learn that a computer or 

ity of the data objects which represent selected and catego­
rized information and information deemed to be of priori­
tized importance. 

15 network is protected by the system and method, might 
decide to attack another target instead. This is comparable to 
a situation in which a bank robber, who finds out that the 
bank vault is empty, will most probably look for another 
bank. 

20 

The extracted categorized data objects are separated into 
one or more contiguous data streams. The extracted data 
stream or streams are scattered to one or more storage 
memory memories. The extracted data can be transported 
and shuttled between different storage or projection appa- 25 

ratus, as directed automatically by various constraints 
including: security risk criteria of threats and attacks, 
sources, targets, users, policies, time of day, and threat 
modes. 

The system and method has a menu of different options 
including the ability to extract: (a) All existing databases on 
the computer or network. (b) All newly loaded, mounted, or 
integrated data to the computer or network. (c) All plug-in 
memory devices (temporary or permanent) containing data. 
( d) All new and imported data to the computer or network. 
( e) All new work and output created by the computer or 
network. (f) All data being transported in/out of the com­
puter or network including electronic mail. (g) All data being 
transmitted in/out of the computer or network including 

The extracted data, in some cases, is transported to an 
online removable storage and under extreme security threats 
to an off-line/off-network, digital or physical vaulted stor­
age. Transport and shuttle is based on the level of security 
alert. The use and release of the vaulted extractions is 
controlled by a set of rules or organizational policy which 
includes the following options among others: (a) A vaulting 
of some, all, or specific data object extracts for long or short 
periods of time. (b) Release of extractions into a display, in 
which the extracted data objects will reconstitute with the 
modified original data stream, the original data objects 
stream or original document. ( c) Release of extractions into 
a projection display in order to project with the modified 
data stream, the original document while maintaining com­
plete separation of the modified source data stream (the 
source modified by the extraction of data objects and inser­
tion of placeholders) and the extracted data object streams. 
( d) Release of extractions into a projection display in order 

30 electronic mail. 
The system and method releases the extracted data 

streams, subject to a controlled-release mechanism and 
process. The release mechanism is contingent on parameters 
including; rights to access specific contents, timing criteria, 

35 security restrictions, and preset policies. The release of the 
extracted data objects permits restitution of the source data 
stream in variations of the source that are full, partial, or 
modified representations of that source data stream. The 
release provides for various levels (through user configura-

40 tion) of separation between the modified source data stream 
and the extracted data streams. The system enables the 
maximum grade of security by means of the option of a 
visual merged projection of said different data streams, 
while maintaining a strict physical and logical separation 

45 between the data streams. 

to project a reconstitution of the original document, in other 
words to create altered versions of the original document, 
while maintaining complete separation of the modified data 50 

stream and the extracted streams. ( e) In situations of high 
security threats, release of extractions into another projec­
tion display, PDA, floppy disk, paper document a wireless 
display, an overlay transparency while maintaining logical 
and physical separation of delivery streams. This will enable 55 

working with a representation of the initial source, but not 
the initial source itself, while understanding the prevalent, 
critical extracted information without comprising security to 
the initial source material by exposing sensitive, identifying, 
or critical information. (f) The distribution of sources, modi- 60 

fled sources, or extracts to remote and distributed viewing 
devices. (g) Enable the ongoing operation of information 
delivery and display in defiance of known ongoing or 
unknown security flaws, breaches, or events compromising 
the general state of security. (h) The delivery of distinct and 65 

separate data streams, delivered on the same or different 
channels and media, each with minimal, limited, or even 

Basic Reconstruction 

FIG. 1B generally diagranimatically illustrates the major 
features of a reconstruction routine or system. The user, 
typically at a computer terminal, inputs a reconstruction 
request 120. The system first executes a security clearance 
protocol routine 122 in order to determine whether the user 
has the proper security clearance. The security clearance 
may be thought of as a security clearance control. If multiple 
users are permitted access to the documents and those 
multiple users have different security clearances, the secu­
rity clearance protocol determines the level of security 
clearance and, hence, the full or partial reconstruction of the 
plaintext. The security code input by the user is checked 
against a security code database or list 124. Clearance is 
provided in step 126. The location of the map and, hence, the 
location of the remainder data A-com 108 and extraction is 
provided to the user's computer in step 128. This may 
include obtaining a copy of the map 130 showing the 
location of memory segments in (a) the local computer; (b) 
the LAN or WAN; or (c) the Internet storage sites. The Page 34 IBM v. Digital Doors, 
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storage I-com 154, computer storage I-ext 156 and computer 
storage map 158. Computer storage enabling the store of 
extracted data includes a security level clearance module 
157. Similarly, map computer storage 158 includes security 

5 level clearance module 159. 

storage segments are A-com 108 and B-ext 110. The com­
mon or remainder data is downloaded or transferred or made 
available to the user's computer as shown at the output of 
map location and data step 128. Typically, the extracted or 
security sensitive data from B-ext is downloaded. As 
described hereinafter, the data can be reconstructed as a 
complete electronic document in function 130 or may be 
reconstructed only as a visual reconstruction in step 132. 
Visual reconstruction is discussed later. Function 130 oper­
ates as a compiler to gather the extracted data and remainder 10 

data into a single plaintext document. If the data object 
represents sound or audio signals, reconstruction and play 
back may require a speaker output in function block 130. In 
a telecommunications implementation of the present inven­
tion, the input would include a microphone or audio detector 15 

(supplemental to the input device for document 100), an 
analog to digital converter (possibly with a voice to digital 
converter), the filter, extractor, storage facilities at least for 

As stated earlier, the present data security system can be 
implemented on a single personal computer 140. In this 
case, different memory segments or hard drive 168 may be 
used for A-coin and B-ext. Typically, PCs include a key­
board or data input device 161, a display 163, a central 
processing unit CPU 165, a video board 167 having video 
board memory 169, a fixed disc hard drive 168, a RAM 166, 
and input/output device 164, a removable memory media or 
floppy drive 162 and a removable compact disk (CD) 
read-write (CD-RW) device or drive 160. The system may 
include other removable disk drives, tape drives, or flash 
memory units. Internal units CPU 165, video board 167, 
hard drive 168, RAM 166 input/output device 164, floppy 
drive 162 and CD-ROM device 160 are all coupled together 
via an internal bus 171. Bus 171 represents a plurality of 
buses as is known to persons of ordinary skill in the art. 

One methodology of implementing the present invention 
utilizes distinct memory segments which may be designated 
in one or more of the following: hard drive 168, memory in 

the extracted data, and at the output of the system, a 
converter to audio and an audio amiouncer. The recipient of 20 

the secured data stream or message would be required to 
clear a security clearance and possibly obtain a decoding key 
prior to listening to the entire, decoded message. The key 
and the security data is separately downloaded to the recipi­
ent's device. 

If remainder data in A-com memory 108 and extracted 
data in B-ext computer memory 110 is encrypted, the 
reconstruction process includes a decryption step. Encryp­
tors and decryptors are relatively well known by persons of 
ordinary skill in the art. Further, the filter 102 (FIG. lA) may 30 

include some encryption routine operating on the data object 
(plaintext) during the filtering. A simple encryption may 
include substituting "dummy" text or images for the security 
words and keeping a pointer to an encryption key document 
mapping the security words with the dummy words. The 35 

filter may be stored or may be destroyed at the option of the 
user. Storage of the filter impacts the degree of security of 

25 a removable disk in floppy drive 162, memory in a remov­
able CD disc in CD-RW device 160, and, to a very limited 
extend, RAM 166. In this manner, the user may select, 
generally at the outset of the process, that the extracted data 

the entire data system but storage of the same filter enables 
the user to reuse the filter at a later time. Encryption of the 
stored filter increases the security of the data. Creation and 40 

storage of map in memory 112 also impacts the degree of 
security of the system. However, if the filter 102 is destroyed 
and all copies of the map are destroyed on the user's 
computer originating plaintext document data 100, and the 
map is stored offsite in a third computer memory location 45 

112, this offsite map storage may enhance the degree of 
security of the data. The originating computer processing 
plaintext 100 may be scrubbed to remove all reference and 
copies of the plaintext, remainder text, extracted data map 
storage data, etc., i.e., a deletion routine may be employed 50 

on the data input computer. 

System Configurations 

memory storage B-ext 110 be stored on a floppy (removable 
memory) via floppy drive 162 or a CD via CD-RW drive 
160. The user can then simply remove the floppy or the CD 
and carry it with him or her. To reconstruct the data, the 
operative program, generally discussed above would have 
access to the floppy or the CD and particularly the memory 
location of the data on the floppy and the CD in order to 
reconstruct the entire plaintext document 100 (see FIG. lA). 
Alternatively, different portions of hard drive 168 may store 
A-com and B-ext. Of course, the computer system may 
utilize tape drives and memories or flash card, program­
mable memory. 

In a local area network or wide area network implemen­
tation, PC 142 includes memory similar to memory units 
described in PC 140 and a memory segment may be set aside 
in PC 142 separate from the common data or remainder data 
storage typically placed on hard drive 168 in PC 140. As a 
further expansion of the present invention, the extracted data 
(that is, the high security data), may be stored on computer 
storage I-ext memory unit 156 via Internet 150, telecom­
munications system 148 and router/server 146. In this man­
ner, the common data or remainder data is stored on hard 
drive 168 and the highly sensitive data is stored off site in a 
secured location. Access to that secured location may be 
limited via security layer 157. If the user implements an 
encryption system (see encryption e 118 in FIG. lA), the 

FIG. 2 diagranimatically illustrates a personal computer 
or PC computer system 140, a second PC or computer 142, 
and a third PC-3. PCs 140, 142 and PC-3 are connected 
together via a network 145(LAN or WAN) and are also 
connected to an input/output device 146 that may be gen­
erally described as a router or a server to an outside 
communications system. The input/output device 146 is 
connected to a telecommunications system 148 which leads 
to Internet 150. The Internet is a global computer network. 
Internet 150 is coupled to a plurality of servers, one of which 
is server 152. Server 152 may be designated as an applica­
tion service processor ASP. Internet 150 also includes vari­
ous computer memory storage devices such as computer 

55 extracted data is further secured by the encryption during the 
transfer from computer 140 through network 145, router/ 
server 146, telecommunication system 148, Internet 150 and 
ultimately to computer storage I-ext 156. 

The present invention may also be embodied utilizing an 
60 Application Service Provider on server 152 and in a client­

server network. 
An implementation of the present invention over Internet 

150 most likely includes the use of a uniform research 
locator or URL for map memory computer 158, computer 

65 storage I-ext 156, computer storage I-com 158 and ASP 
server 152. In a client-server environment, server 152 acts as 
a server generally commanding the operation of client Page 35 IBM v. Digital Doors, 
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for encryption keys and for maps locating the secured stores 
is provided by multiple storage locations distributed 
throughout the Internet. 

To reconstruct the document, the user at computer 140 

computer 140. Of course, persons of ordinary skill in the art 
recognize that the server may be located on the local area 
network 145 rather than being interconnected with Internet 
150 as shown in FIG. 2. The claims appended hereto are 
meant to cover the alternative embodiments. 

As an example of a client-server or web-based implemen­
tation of the present invention, the user at computer 140 may 
define the filter 102 as described above, and input data 
(plaintext) via keyboard 161 or load plaintext data from 
floppy drive 162 or CD-ROM drive 160 into RAM 166. In 
any event, whether the plaintext data is input via keyboard 
161 or copied or accessed from floppy drive 162 or CD-RW 
drive 160, the plaintext data is filtered as discussed above in 
connection with FIG. lA. Prior to filtering, it would be 
appropriate for the user at computer 140 to identify where 
the remainder data or common data will be stored and where 

5 would be required to call up the URL of server 152 and input 
the appropriate security code. The server 152 would then 
call up and download data from various memory locations 
whether they be memory locations on computer 140 or 
memory locations I-com 154, I-ext 156 and map memory 

10 158. The system compiles the entirety of the plaintext 
document by gathering the dispersed components thereofor 
compiles partial reconstructions for different levels of secu­
rity. By implementing different security levels, the system is 
dynamic enough such that server 152 can easily locate the 

the extracted or high security data would be stored. A simple 
program may automatically select the secure store location. 
The system is sufficiently flexible to enable the user to select 
local storage on different memory segments of PC 140 (hard 
drive 168, floppy drive 162, CD-RW drive 160) or be 
flexible enough to enable user at computer 140 to designate 

15 various extracted data levels based upon various security 
codes representing different security levels, as those codes 
are input by the user at computer 140. Multiple security 
codes, at the inception and during the process, may be 
utilized. The user may be required to input security codes at 

20 multiple times during the reconstruction or compilation 

off site storage of the high security data (extracted data) 
and/or the common or remainder data. An automatic store 25 

process. 
It should be noted that computer storage 154, 156 and 158 

may be located on the same computer or may be located on 
different computers spread throughout the Internet. If the 
storage units are different computers spread throughout the 
Internet, computer storage 154, 156 and 158 would each 
have their own URL or Uniform Resource Locator. In any 
event, during reconstruction, the server 152 gathers the 
information and downloads the information into RAM 166 

routine may only require the user to accept or reject to 
preferred first security level, second security level and 
higher security level stores. The off site data storage process 
may include activating server 152 and enabling the server to 
take over the process directly from user 140. In other words, 

30 of computer 140. This download may include a first down­
load of the common or remainder data from I-com 154. At 

the user at computer 140 could call up the URL of the server 
152, the server could request certain user information (user 
name, password), and would request data from the client 
computer to establish the filter pursuant to input selected by 35 
the user. The client computer may (a) filter the plaintext 
thereat or (b) send the data to the server for filtering. The 
server could store data either locally on computer 140 or 
remotely at computer memories 154, 156. After storage of 
the data at any of these locations, the server 152 may 40 

establish a map and store the map in memory location 158. 
Of course, remainder data ( cleansed, plaint-text data )and the 
map may be stored at ASP 152 or client computer 140. The 
map, if stored at map storage 158, may be downloaded to the 
user at computer 140. The filter may be stored at computer 45 

140 or may be stored at a secured location on server 152. 
Alternatively, the map could be destroyed on user computer 
140. The filter could also be destroyed on user computer 
140. Of course, the filter could be stored in a fourth remote 
location (not shown), different from I-com 154, I-ext 156 50 

and map computer memory 158. Storage of the map and 
decryption keys is a critical, high security task. Appropriate 
security measures should be utilized to protect those items. 
Local removable memory storage on disc in floppy drive 
162 or disc in CD-RW 160 may be reasonable. All traces of 55 

the map, the filter, the encryption key, the extracted data, and 
possibly the remainder data may be scrubbed or deleted 
from all computer memories (by write-over or disc reformat 
routines) other than the "com" and "ext" storage sites. 
Deletion of all URLs, links, x-pointers, etc. is also recom- 60 

mended for high security applications. Deletion systems are 
known to persons of ordinary skill in the art. For multiple 
security levels, multiple web site for storage of cleansed 
plaintext, first, second, third and higher security level extract 
text is preferable. Where the community of interest has 65 

access to the targeted and protected data via the Internet, 
multiple secured storage locations, multiple stores for filters, 

a separate time, which may or may not include a decryption 
routine, the extracted from I-ext 156 is downloaded. Pref­
erably, other than inputting initial security codes and any 
required or desired intermediate security codes, the system 
operates automatically without further input from the opera­
tor at client computer 140. The download of both data sets 
may be simultaneous in that the download is not humanly 
perceivable. This is especially true if storage in different 
memory locations in PC 140 is utilized. 

The role of server 152 maybe expanded or reduced 
dependent upon the desires of the user and the degree of 
security necessary. For example, server 152 may only enable 
separate storage of extracted data in I-ext 156. In this limited 
role, server 152 would require the input of a proper security 
code and clearance prior to identifying and enabling the 
download of extracted data from I-ext 156. 

In an expanded mode, server 152 maybe involved in 
filtering the data, extracting the security sensitive words, 
characters, icons or data objects to obtain extracted data and 
remainder data thereat, separately storing the extracted data 
from the remainder data ( extracted data being placed in 
computer memory I-ext 156 and remainder data being stored 
in common remainder data memory I-com 154) and then 
permitting reconstruction via separate or combined down­
loads of the remainder data and the extracted data into 
computer 140. 

The innovation is a system and method for automatically 
or manually controlled selection, extraction, storage, and 
release of selected and prioritized information. The system 
extracts selected information from data streams, in comput­
ers, computer networks communication devices, and net­
works, as well as electronic mail systems. The system and 
method can reside on a single computer, be distributed 
across multiple platforms, be distributed across multiple 
networks, or reside as a remote process (known as a hosted 
application service process in the state of the art). Page 36 IBM v. Digital Doors, 
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Reconstruction Techniques 
30 

other. Video board 216 is fed with common or remainder 
data from the remainder data store ( see I-com store 154 in 
FIG. 2) and video board 218 is fed with the extracted data 
from the extracted data store, for example, I-ext store 56. In 

FIG. 3 diagrammatically illustrates a system diagram for 
various reconstruction routines. A complete reconstruction is 
shown as security level path A. This involves an electronic 
integration of plaintext in step 202 resulting from the 
complete electronic reconstruction of document 100. For 
example, a merge may occur between the extracted data and 
the remainder data or common text data. The document is 
completely compiled in this process. Placeholders in the 
remainder document are utilized to locate and insert the 
extracted data. Most likely, there will be no process controls 
imposed on the integrated document as shown in step 204. 

5 this manner, as noted in step 224, the user is presented only 
with a visual presentation or compilation of the plaintext. 
Since there was physical separation between video monitor 
222 and video monitor 220, there is no electronic integration 
at all of the plaintext document. Hence, the ability for the 

10 user to do any significant editing on the plaintext document 
is blocked or prohibited because the user only has access to 
either the data on video board 216 or the video board 218. 

In other words, if the user at computer 140 has the proper 
security clearance, he or she could download or recreate the 15 

entire original source, plaintext document and the user 
would be entitled to edit the document or change it in any 
way or copy it and reproduce it. 

The second level of security, path B, results in storage of 
the common or remainder data in a different memory loca- 20 

tion on the hard drive 168 as compared with the extracted 
data. This is noted in step 206. Another words, in a simple 
example, hard drive 168 or RAM 166 would hold a copy of 
a remainder data document and another copy of the 
extracted data document, that is, two separate documents. 25 

Since two documents are available in RAM 166 or hard 
drive 168, these documents are stored in different locations 

Security level path D shows that the extracted data may be 
parsed or further separated based on a plurality of security 
clearances in step 226. Step 228 recognizes that the system 
can repeat process and security process paths A, B and C 
only with portions of the extracted data presented to the user 
based upon the user's security clearance. 

General Operation 

FIG. 4 diagranimatically illustrates the major components 
of a flowchart for the data security program. It should be 
noted that this flowchart may be truncated to limit user 
selection of certain items. The system would be pre-set to 
contain these features. Step 230 initializes the system. Step 
232 enables the user to designate various levels of security 
for the activity which he or she will soon engage. The 
system, in step 234, enables the user to define the levels of 

30 security parameters. The following Security Table gives 
some examples of the type of security that may be available 
to the user. 

in the memory. In step 208, a map showing the memory 
location of the common or remainder document and the 
extracted data document is provided to computer 140. Step 
210 commands the processor CPU 165 in computer 140 to 
interleave the extracted data with the common or remainder 
data in the video board memory. In this process, the 
extracted data would typically have placeholders for the 
missing remainder data. Otherwise, control codes to locate 35 

the extracted data into the remainder data would be executed 
by CPU 165 to properly place the extracted data into the 
"visual space" of the placeholders in the remainder data 
document. The extracted data document may have place­
holder for the remainder data. Some type of register between 40 

the two image documents maybe necessary. The compiler, in 
this embodiment, gathers the document elements and visu­
ally compiles and presents the plaintext to the user. 

FIG. 3A diagranimatically shows that video board 
memory 169 is loaded with remainder or common data 1 and 45 

a different location of the video memory is loaded with 
extracted data 1. The next video memory location is loaded 
with common data 2 and then a different video memory 
location is loaded with extraction data 2. Since the refresh 
rate of computer monitor 163 is fast, the display 163 will 50 

show the common or the remainder data and then show the 

to whom 
to where 

Security Table 

when (time of day, day of week, month, floating but predetermined 
time frame) 
why (purpose, match purpose to other security parameters or to 
certain predetermined criteria) 
how (through what medium (LAN, WAN, Internet, direct dial link), 
download to what site or destination) 
how long (duration) the reconstruction process will be permitted per 
each security clearance level 
how much ( different security levels enable reconstitution of 
documents and data with different amounts of secure data therein) 
timing systems may require synchronization for a standard clock (i.e., 
atomic clock) 

As an example of a truncated or pre-set program, a 
client-server system over the Internet may have URLs 
designating storage sites and an ASP 152 (FIG. 2) control­
ling storage. In this pre-set system, the user does not select 
the sites. The sites may be randomly selected by ASP 152. 

extracted data such that the user could not humanly perceive 
a difference in the document. However, the user could not 
copy the document from display screen 163 (a "screen 
shot") since the document is never electronically integrated 
into a single document. There is only a visual presentation 
of the combined document by interleaving the extracted data 
with the common or remainder in the video memory 169. 
Step 212 notes that the user may be limited in his or her 
ability to process, edit and store the reconstructed and 
presented plaintext document. 

55 The ASP may use artificial intelligence AI to locate secure 
extract data storage sites. AI or inference machines can 
ascertain (a) traffic on communications channels, (b) storage 
limit issues, ( c) transmission failures in the communications 
links, and ( d) the degree of security necessitated by exterior 

Security level path C recognizes in step 214 that the data 
is stored in different memory or computer locations. In this 
situation, two video boards, video board A and video board 
B are shown as board 216 and 218. Video board 216 drives 
display monitor 220. Video board 218 drives display moni­
tor 222. Display screens 220, 222 are overlaid atop each 

60 events, i.e., terrorism alerts, virus alerts, war, data security 
warnings posted by trusted sources, MicroSoft, Norton, 
NASA, DoD, CDC, FBI, etc. Higher security alerts trigger 
the AI configured storage locator and facilitator to locate 
memory stores in higher secured places. These higher secu-

65 rity facilities may be more costly, may be located in more 
stable countries or on more stable servers and may have 
greater degrees of encryption capabilities. Page 37 IBM v. Digital Doors, 
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or prohibited from further activity in step 323. If the user has 
correctly input the security code, the system in step 318 
releases the keys (to decrypt) and the map and releases the 
reconstruction request to the remote storage for the extracted 

The user, in step 326 can designate the location of the 
filter, the common storage area for the remainder data, the 
extraction data storage and potentially multiple data storage 
areas or segments. The user may enable an AI filter design. 
Step 238 permits the user to engage or disengage encryption 
and, if engaged, establish the degree of encryption for the 
system. Step 240 enables the user to define the parameters 
of the filter. The user can retrieve a preexisting filter or may 
define a new filter for each data security session. These 
filters may consist of dictionaries or any type of compilation 

5 data. This could be computer storage I-ext 156 or computer 
storage B-ext 110. In step 320, the user's access to the 
extracted data is logged in along with the time and day and 
type of data request. In step 322, the system downloads the 
extracted data into RAM 166 and/or hard drive 168 of 

10 computer 140. In step 324, an error routine is operated on the 
extracted data in order to insure that the extracted data of words, characters, icon, data objects or pixel formation or 

any indication that can be perceived by the computer system. 
Granular extraction of data elements in a data object may be 
permitted. Step 242 recognizes that the user either inputs a 
preexisting plaintext document or types data into the system. 15 

In any event, the plaintext document is fed through the filter. 
Step 246 extracts the security data from the input document. 
Step 248 stores the extracted data. The extracted data may be 
encrypted prior to storage. Step 250 conducts an error check 
on the extracted data. This error check is helpful in discern- 20 

ing problems in the storage of the data prior to closing down 
the data security system. Step 252 stores the common data 
or the remainder data. Step 254 conducts an error check on 
the common or remainder data. The decision step 256 
determines whether the user has selected a "destroy filter" 25 

command. If not, the filter is stored with or without encryp­
tion in step 257. IfYES, the filter is destroyed with a deletion 
routine. Typically, deletion is complete erasure of all traces 

properly matches the common or remainder previously 
stored. Decision step 326 determines whether the error 
routine properly generates the correct count or output. If not, 
the system in step 327 indicates an error, in step 329 the 
system deletes the common files and the extracted files and 
the system in step 331 logs in the failed attempt. If the error 
checking routine on the extracted data is acceptable, the YES 
branch is taken from decision step 326 and the system, in 
step 328, proceeds to display the plaintext document or to 
integrate the plaintext document pursuant to the security 
clearance initially input by the user. Step 330 ends this 
process. The end process may entail encrypting the data 
again and swiping clean all traces of data objects from the 
memory stores and computer handling units. Of course, 
every use of encryption requires decryption of the data prior 
to reconstruction. 

The system may incorporate various types of security 
systems or routines. 

pass word 
pass phrase 
multiple choice questions and answers 
initial, intermediate and subsequent security clearance 

routines biometric security routines (voice, fingerprint, 
signature, eye or retina scan) 

The reconstruction routines may be interrupted or the 
security system automatically activated or initiated upon the 
occurrence of externally generated triggers or upon certain 

of the file including, in high security systems multiple 
write-overs or disc reformatting. Step 258 stores a map. The 30 

map may be stored locally or remotely as described earlier. 
The system ends in step 260. All traces of these data 
elements or objects may be swiped clean or removed from 
whatever computer system generated the data objects or 
processed them, other than the memory storage locations. 35 

Deletion of data also includes the concept of deletion of data 
transmission paths, URLs, storage site locations and all 
temporary memory stores. Deletion of file location in the 
root directory of hard drive 168 of computer 140 is prefer­
able in high security systems. 

FIG. 5 diagrammatically illustrates basic flowchart fea­
tures for the reconstruction process. Step 302 accepts a 
request to reconstruct the secured data. Step 304 queries a 
local map and the security system or protocol. In a preferred 
embodiment the user would have to input several passwords, 45 

one of them being a local password on computer 140. A local 
map which may be accessed only through the password, may 
simply identify the URL of server 152. Decision step 306 
determines whether the local password is acceptable. If not, 
and error step is indicated in step 307, the attempt to log on 50 

to the security system is noted in step 309 (an audit trail), 
and the system either branches to repeat step 311 or bars the 
user from further activity in step 313. 

40 
predetermined conditions or conditional events. Limited 
extraction, security clearance, release of data and recon­
struction limits may be imposed. Artificial intelligence (AI) 
engines, inference engines or neural networks may be imple­
mented to vary the permitted level of reconstruction via the 

Returning to decision step 306, if the password is locally 
acceptable, the YES branch is taken and the system executes 55 

step 308 which releases a reconstruction request to the 
common storage facility I-com 154 or A-com 108 (FIGS. 2 
and lA-B). The system in step 310 logs the user in, as well 
as time and date and the data regarding the request. In step 
312, a download from the common data storage is provided 60 

to RAM 166 or hard drive 168. 
In step 314, a query is made to obtain the remote map 

from the remote security system. The decision step 316 
indicates that the user again successfully inputs his or her 
security code. If not, error routine 317 is activated, the 65 

password failure is noted in step 319 (an audit trial), and the 
user is given an opportunity to repeat in step 321 or is barred 

security clearances. In other words, the AI system, as applied 
to reconstruction, may, relatively independent of the filter 
and storage processes, increase the necessary security levels 
permitted to access and generate full or partial plaintext 
recreation. 

The display systems 220, 222 in FIG. 3 include CRT 
monitors, LCD screens, projection screens and combina­
tions of those systems. 

The audit trail to monitor reconstruct and reconstruction 
attempts may include adding a time/data stamp to the 
remainder data and/or the extracted data prior to storage and 
a cross-check to the audit trail log during the reconstruction 
process. 

Placeholders in the remainder document may be: 
blank spaces 
data symbols or elements "---" or "xxx" 
false data 
clearly erroneous data "ABC Company" or "Baker" 
chaff or hash marks 
messages 
bar code 
serialization data Page 38 IBM v. Digital Doors, 
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alerts 
links to other data objects 
null set indicators "[ ]" 
URL or website addresses 

34 
structed and the unreconstructed portions of the plaintext 
could be encrypted or could show blanks or other symbolic 
indicators. See the placeholder table above. 

Partial reconstruction of the plaintext also includes a 
It is believed that the present invention is faster, during 

reconstruction, than standard encryption techniques, on the 
order of 100 to 1,000 faster. 

5 concept that the security sensitive items or materials maybe 
subject to different types of encryption. Hence, a single 
plaintext document may have multiple levels of security and 
multiple levels of encryption wherein each encryption has a 

Automatic Features 
10 

different level of security assigned to it. 
The present invention can also be configured to provide a 

computer network which transparently establishes and man­
ages the separation of user-based communities of interest. 
The separation is accomplished by extraction pursuant to 
security levels, dispersion of data into secure storage facili-

The system and method described herein may operate 
substantially automatically, that is, without operator inter­
vention, other than the security clearance function. The 
clearance function does require some type of operator 
authentication prior to retrieval of the extracted and remain­
der data. 

The system and the method may operate automatically in 
that the plaintext or originating data could be identified by 
a party desiring security. The system could obtain that data 
from any data input device (hard drive memory, floppy drive 
memory, flash card memory, personal data assistant (PDA), 
or any other type of data input device), filter the data, 
separate the extracted text or the remainder text, encrypt ( or 

15 ties (memory stores) and reconstruction based upon the 
assigned security level. A low level security clearance results 
in only partial reconstruction of the plain text or source 
document. These user-based communities of interest are a 
plurality of users each having respective security clearances. 

20 As described above, each successively higher level of secu­
rity clearance permits the user to see greater degrees of 
reconstructed plain text obtained from the extracted data 
stored in extract stores and the remainder data from the 

not encrypt) the data, separately store the extract and 
remainder data (all automatically, that is, without operator 25 

intervention). Hence, it is not necessary that the system 
operate with significant operator or manual intervention. Of 
course, the system may also operate on a plaintexi document 
or data object that is being created "in real time" by an 
operator and keyboard, mouse or other type of data input 30 

device. Since the present system can be configured to 
operate in real time, the system works on data packets of 
sensitive text, characters, icons, images or a combination 
thereof, sound, video, and data objects in general. 

The automatic operation of the system and the method can 35 

be caused by a triggering event. This triggering event may 
be a security attack (generating a trigger to start the gath­
ering of plaintext, filtering, extraction and storing) or may be 
any other type of trigger such as a building burglar alarm, 
door alarm, fire alarm, or virus detection algorithm trigger. 40 

The event may be a time of day, week or month. It may be 
n seconds after the user stops typing on a keyboard. It may 
be a timed back-up feature. 

remainder stores. By integrating encryption ( and necessarily 
decryption), separation of user-based communities of inter­
est are established such that the users in a particular com-
munity are permitted access to some or all of the plain text 
data based cryptographically separated communities and 
need to know security levels. 

FIG. 6 is an exemplary computer network diagram show­
ing various user communities. The telecommunications net­
work 402 is connected to the server application server 
provider ASP 452 and to various networks and personal 
computers or PCs. the PCs may be computer work stations. 
Network A 404 is coupled to telecommunications network 
402 via an input/output unit 406. Network A is coupled to 
various PCs identified in FIG. 6 as PC-4, PC-5 and PC-6. Of 
course, Network A could be coupled to other PCs not 
illustrated in FIG. 6. As described earlier, server 452 can 
facilitate remote or offsite storage of extract data and 
remainder data in store 1, store 2 and/or store 3. Further, the 
map showing the storage location may be encrypted and 
stored in any one or more of these stores. Also as described 
earlier, the memory in one of the PCs, for example PC-4, 

Multiple Security Levels 45 PC-5 could be utilized to store extract data and remainder 
data from PC-6 and PC-6 can be configured as the input data 
computer. Hence, the present system and methodology 
encompasses the concept of local storage and remote stor­
age. On the local level, the storage begins by storing the 

Multiple filters may be utilized in the system and in 
connection with the method. These multiple filters may be 
useful in the operation of the system with a plurality of 
security levels. Each filter could filter out different levels of 
security sensitive items and each bundle or group of security 
sensitive items (from each distinct filter) could be stored at 
different computer storage locations. Multiple filters, mul­
tiple security levels and multiple storage areas may also 
include multiple encryption routines and decryption rou- 55 

tines. Encryption and decryption routines can be related to 

50 extract data at different locations in the hard drive of the PC. 

the level of security of a particular group of data. 
Multiple maps may also be provided for singular or 

multiple storage of extracted data and remainder data. These 
maps may or may not indicate the originating point of the 60 

data. Maps can be parsed such that an intruder, upon 
discovery of a single map or map portion, could not locate 

The next level higher is storing the extract data in removable 
computer media such as floppy disk, removable tape drives, 
CDs etc. associated with the PC accepting data or associated 
with a server on Network A. The next higher level of extract 
store is storage of the extract data on a server or other 
computer in a particular network. If PC-6 is designated as 
the input computer, the extract data may be stored on PC-4. 
Of course, PC-4 could be designated as the server for 
Network A. 

PC-7, PC-8 and PC-9 are coupled to telecommunications 
network 402. Network C 408 and Network B 410 is coupled 
to communications network 402. The lines, one of which is 
line 409 extending from Network C 408, represent a plu­
rality of computers or workstations coupled to Network C. 

the storage locations of all piece of the extracted data and 
remainder data. maps may also be encrypted. The map may 
also be stored at a distinct map store location. 

The concept of partial reconstruction also includes the 
concept that a portion of the plaintext would be recon-

65 Line 411 represents a plurality of workstations or computers 
coupled to Network B 410. In an e-mail implementation of 
one embodiment of the present invention, PC-7, PC-8, etc. Page 39 IBM v. Digital Doors, 
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may represent computerized devices accepting e-mail (per­
sonal data assistant, pager, cell phone, etc.). The sender and 
the e-mail addressee may utilize simple computerized sys­
tems to communicated via e-mail. Further, the network may 
be any telecommunications network including wire, cable, 5 

cellular, wireless, satellite, IR or RF systems. 
FIG. 7a diagrammatically illustrates a flow chart showing 

the key component steps for the multiple layer security 
program for the community of users. The "community of 
interest" system described herein enables persons and orga- 10 

nizations at the same security level to share data on a peer 
to peer level. Further the security system may operate 
automatically, with respect to extraction, storage and recon­
struction, such that the peer to peer dissemination of data 
objects is quickly and readily available to all at the same or 15 

higher security levels. Step 420 initializes the program. Step 
422 enables the user, administrator or system operator to 
designate multiple levels of security, that is, multiple words, 
characters, icon, data objects, or whatever, for each security 
level and further to define encryption for each security level. 20 

The designation step 422 also includes identifying the 
communities of interest and the particular security level and 
security clearance for each community of interest. One 
example of various security levels for communities is set 
forth below in the Community Security Level Table which 25 

is keyed to the computer network diagram of FIG. 6. 

RC4 
Skipjack 
Ghost 

36 

-continued 

Encryption Table 

In FIG. 7a, step 424 executes or enables the security 
program with multiple filters, multiple encryption levels and 
multiple storage levels. Each one of these filters, encryption 
levels and storage levels correspond to the security level for 
the various communities of interest. Step 425 responds to an 
inquiry from a user to reconstruct the document. Step 426 
accesses the user's security clearance and the particular 
inquiry. Decision 428 determines whether the inquiring 
party is entitled to full or partial access to the source 
document. If not, the NO branch is taken and the system, in 
step 429 adds placeholder substitutions. Step 429 may be 
optional. If YES, the system reconstruct pursuant to the 
clearance level in step 430. The following provides an 
example of multiple level encryption utilizing placeholder 
substitution. 

Example: Multiple Level Encryption 

Applicants must be ___ zzxx xx ___ xxx __ _ 
___ ___ citizens and have a high school 
diploma or equivalent. They must possess a valid 

Community Security Level Table 30 subsubsub driver's license and qualify for top SUB-

Security level 

High 
Medium high 
Medium 
Low 
Special set medium 

Community Group 

PC-7; PC-8 
all high group plus Network B 
all above plus Network A 
all with nominal clearance 
PC-7; PC-9; Network B 

Further, designation step 422 will include identifying the 
words, phrases, icons or data objects subject to security 
concerns and the potential location of the extract data and, 
if necessary the remainder data and the degree of encryption. 
The following Selection Table provides some examples. 

Selection Table 

Level of encryption/storage type or category of word or phrase; 
input specific word, phrase 

High, web-based storage dollar values, names of streets, countries, 
"Smith" and 5 words about "Smith," 
"avocado" 

Mediwn high, remote storage 
Mediwn network storage 
Low, encrypt and separate 
store in local memory 

all addresses, all names 
all family names, all client names 
all items not in dictionary 

As an example of various encryption methodologies, the 
following Encryption Table is illustrative. 

Encryption Table 

DES, random pad A ("r. pad A") 
Huffman, r. pad B 
Crypto AP!, r. pad 7 
Two fish, r. pad C-2 
Blowfish 

WORD clearance. 
With this multiple level encryption, substitutions may be 

utilized "subword" to indicate to the user with a less than 
superior security level that a certain word, term or phrase has 

35 been extracted and stored by he or she is entitled to know 
that substitute word, term or phrase has been inserted into 
the plain text document. Of course, any type of substitution 
character may be used for the placeholder. 

In step 432, the system displays the plain text in a normal 
40 format or utilizing a split or bifurcated video memory or 

utilizing overlay display screen. FIG. 3 and the description 
of that figure set forth above describes the normal display in 
steps 202, 204, the split video memory display in steps 206, 
208, 210 and 212 and the overlay display system in steps 

45 214, 216, 218. 
The system, in step 434, monitors and logs the location of 

the user making the inquiry, the type of inquiry, the time, 
day, date, clearance level and access level and logs all 
modifications to the plain text source document. One 

50 example of the log is set forth below in the Security Report 
Table. 

55 

60 

65 

Security Report Table 

Privacy Scrubber Report 
source file: path\filename 
scrubbed file: path\filename-scrub 
source file: date, time, size 
process: date, time 
user: name 
system: name 
Recovery File 
(a) storage location, type of encryption, random key 
(b) storage location B ... 
(c) store C .. . 
(d) store D .. . 

Page 40 IBM v. Digital Doors, 
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Step 436 enables the security program and parses and 
extracts the data per the security program, filters the data, 
extracts it and codes it disperses it and stores it as discussed 
above. The multiple layer security program ends in step 440. 

38 
enables open negotrnt10ns between the parties regarding 
what data to release and for what consideration. When 
several organizations are seeking access to a specific docu­
ment, the invention and can allow a controlled release of 
different granular data to different parties for different con­
siderations and benchmarks. 

The invention's mechanism of controlled release of the 

The following Security Level Access Placeholder Table is 5 

another example of the type of placeholder substitutions that 
may be available. The example in the Security Table Access 
Placeholder Table may be used in conjunction with step 429. located document/data enables other parties to search their 

10 
documents without the fear that sensitive information will be 

Security Level Access Placeholder Table 

[security level 2] intelligence located [security level 4] 20 
miles from [ security level 4]. He is using the name [ security 
level 4], and dressed as a [security level 4] preacher. With 

15 
him are his lieutenants, [ security level 4] and [ security level 

released to the searching party. This invention is designed to 
foster sharing of documentation between different parties, 
taking into consideration the need to limit the access of other 
parties to the total content of the owner's document. 

The invention is a machine and process and its purposes 
and advantages may be as follows: (a) To automatically 
control selection of data objects within a data stream and 
release them in a controlled method only to authorized 
parties. (b) To automatically separate data objects within a 

4]. He is communicating with the international media 
through Mr. [security level 4], who resides at [security level 
3], [security level 4], [security level 4]. Telephone is [secu­
rity level 1] and Facsimile is [security level 1]. 

It should be noted that in order to reconstruct some or all 
of the plain text source data, some or all of the subsets of 
extracted data from the extract stores will be utilized depen­
dent upon the respective security level of the inquiring party 
or user. 

Sharing Data with Different Security Levels-Data 
Mining 

The present invention can be configured to overcome 
obstacles to intelligence sharing and data sharing between 
parties by enabling the parties to identify granular critical 
data and control the release the granular critical electronic 
data subject to a sharing arrangement with other parties. In 
some instances, the controlled release process is designed to 
implement an agreed upon plan to share secured data based 
upon arms length negotiations between the parties. The 
invention enables a party to release specific granular data 
such as a name, address, or date without releasing the entire 
"classified" document. In a commercial context, this is akin 
to data mining in that the inquiring party seeks limited data 
(not the entire data file, record or document) and is willing 
to pay for the "mined" data. As an example of a security 
intelligence system, a local police chief may release granular 
critical data about a suspect to a federal agency, when in 
return the federal authority will release further intelligence 
"mined" or obtained for the secured data storage, about the 
suspect. The controlled release of data from the higher 
security level party (the FBI) may be an intelligence docu­
ment or a granular part of it (a partial reconstruction pro­
vided to the local police). The rational behind this imple­
mentation of the invention is that there are many obstacles 
for sharing intelligence and information. There are even 
many more hurdles when it comes to sharing of raw intel­
ligence. The invention creates a leveled playing field in, 
which the different parties must share and exchange infor­
mation in order to achieve their objectives. 

20 data stream into two or more digital data streams according 
to the importance and categorization of contents, through 
extraction and removal of the prioritized content and its 
replacement by appropriate placeholders. (c) To automati­
cally control selected contents in E-mail, and enable its 

25 release in a controlled method only to authorized parties. ( d) 
To enable users to leverage the growth in computer and 
telecommunications connectivity and electronic commerce 
by reducing security risks. ( e) To enable users to release 
documents, digital files, and data streams into closed and 

30 opened digital networks with the confidence that important, 
identifying, and critical contents in that documents, digital 
files, and data streams is secure and will be seen only by 
authorized parties. (f) To enable real time simultaneous 
customization and personalization of selected contents 

35 within a data stream to different parties, allowing instant 
display of the selected content or part of it based on, and 
tailored made to the status of the user or receiving party. (g) 
To secure the important and critical contents of a document 
or digital file by transporting said contents into a separated 

40 data stream and removing said data stream to a removed 
storage memory, while eradicating any copies, temporary 
caches, or traces of the removed extracts on the original 
computer or machine. (h) To enable instant return transfer to 
the display or to another display all or part of extracted 

45 content instantly with verification of authorized user. (i) To 
create a projection of the original document, digital file, data 
objects within a data stream, or variations of it through 
combined projection of the splinted data streams, while 
maintaining separation between the data streams. (j) To 

50 create an alternative method for security, instead of encryp­
tion, which is secure, cost effective, less time-consuming, 
and flexible. (k) To enable automatic timed removal of 
specific content items, automatically or manually selected 
from a document, digital file, or data objects within a data 

55 stream. (I) To enable an automatic timed reconstruction 
(reconstitution) of the said document, digital file, or data 
objects within a data stream. 

The invention can be configured to resolve the major 
challenges facing government by enabling sharing of infor­
mation between its different organizations in relationship to 60 

fighting terrorism. The invention for example can enable 
organizations, connected to the Homeland Security Depart­
ment, to search data bases of various other government, state 
and local organizations, eliminating the fear of the "source" 
organizations, owning or controlling the source or plaintext 65 

documents that their proprietary data or granular critical data 

Another object of this invention is as a system and method 
for automatically creating customized and personalized ver­
sions of a document, data object, or data stream. In real time, 
simultaneous versions of the original are created and altered, 
then disseminated based on the status of the different users 
and their access privileges. The system and method enables 
content management and control by automatically locating 
content items prioritized by importance, transporting them 
to a secure memory, and releasing them under explicit 

is released without their specific permission. The invention controls or preset rules. Page 41 IBM v. Digital Doors, 
IPR2023-00973, 8,468,244 
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Another object of the invention is as a system and method 
for control, analysis and management of important and 
prioritized information within documents, files, data object, 
and data streams. The system and method, enables the 
processing of all data objects at the time in which they are 5 

created or imported into the system. The early stage pro­
cessing, enables early stage inventorying of prioritized con­
tents as well as early stage pattern recognition. Extracting 
critical information, such as credit card numbers, last names, 
first names, social security numbers, phones numbers, trans- 10 

action dollar amounts and addresses, enables the system and 
method to aggregate data in categories and analyze the data 
in different optional methodologies including pattern recog­
nition. 

40 
security classification levels while protecting the informa­
tion on a need to know basis. 

Currently multilevel security MLS systems are using 
multiple PCs for each user, and using physically separate 
systems for processing data at each classification level. The 
inventive system, in several embodiments, eliminates the 
need for the use of multiple computers. All the documents in 
the users's PC are automatically secured with a granular 
classification process generally described above with iden­
tification of special security data, extraction from the source 
document or data object, and then separate storage of the 
security data. The classified granular content is dispersed to 
different secure, distributed storage locations. The classifi­
cation level of a user will determine his right and ability to 

Another object of the invention is as a system and method 
for comprehensive monitoring of various activities includ-
ing business activities in real time. With this level of detail, 
the system and method becomes a management information 
tool and information/data command and control center. The 

15 access and release the stored critical extracted content from 
the various storage locations for reconstruction. A user with 
top classification will view the entire document, while a user 
with a lower level classification will view a sanitized docu-
ment, tailor made automatically for his clearance level. 

20 
said system and method can include an alert system, which Types of government security levels are: Top Secret (TS); 

Secret (S); Confidential (C); and Unclassified (UC). Busi­
ness identifies security levels as: Restricted to Management 
(R, for example, attorney-client privilege); Proprietary (P); 
Sensitive (S); and Public (P). These MLS security levels 

in effect creates a real time apparatus for command and 
control of the systems activities. In real time, and at any 
point in time, the user can get a comprehensive view of 
different activities including: (a) How many transactions are 
being processed, their content, their context, identity of the 
involved parties identity, their profiles, and the personnel 
involved. (b) How much money is being transacted. ( c) 
When, in terms of dates, relevant to the transaction. ( d) 
Where, in terms of geographical location, the transactions 
are taking place. (e) Where, in terms of geographical loca­
tion, monies or goods are being transferred. (f) Which 
departments in the organization are involved. 

Multilevel Security through Sanitization with 
Reconstruction of Sanitized Content 

25 may be supplemented with "need to know" classification 
labels, organizational limits (Army, Navy, DoD) and time 
limits. Prior art security systems identified each file with: 
owner, size, date and time of creation and security attributes. 
The Bell Lapadula (BPL) security model uses concepts such 

30 

35 

as domination of the MLS security level over both a process 
and the subject (a data object). Some examples of various 
processes are read, execute, overwrite, append, write, kill 
(delete), etc. Some examples of process rules under the BPL 
model are: NRU-No Read Up (a lower security level 
cannot read a document at a higher security level); NWD-

A multilevel security (MLS) technology secures the tar­
geted, filtered content with extraction and dispersal to stor­
age, bypassing the use of classification labels, in order to 40 
achieve stronger security of the source document or data. 
During the process of developing security technologies for 
defending critical infrastructure, it was discovered that the 
business model was too complex and there was a need to 
redefine and create new systems and methods for doing 45 
business. As a result, the present invention provides a system 
and codifies methods and business processes to automati­
cally identify, extract, store critical data (as an input security 
system) and permit reconstruction of critical data only in the 
presence of certain security clearances ( as the output of the 50 
security system). 

No Write Down (a higher level cannot write down to a lower 
MLS level). 

The invention herein does not use the "classification 
labels" of the prior art. Instead it creates a situation in which 
the user gets access rights to specific distributed storage 
locations based upon his MLS level, each access right can be 
classified with a different classification level. 

FIG. 7b diagrammatically illustrates a multiple level 
security system accessed by users having different security 
clearances (which also represents a data mining system and 
operation). Source data 100 passes through security program 
200. Critical, important data objects or elements are 
extracted and dispersed into storage 801. In the illustrated 
embodiment, storage 801 has four security levels SL1-SL4, 
level SL4 being the most secure data requiring the highest 

The invention is a method and process to establish a 
stronger multilevel security ( or MLS) architecture and prod­
uct, than is currently available. The invention introduces 
multilevel security through sanitization of critical content of 
a source or plaintext document (or data object) with the 
unique ability to reconstruct all or part of the original 
document in conformance to the classification level of the 
user. A user with top classification may view the entire 
document, while a user with a lower level classification will 
view a sanitized document, tailor made automatically for his 
clearance level. The invention secures the targeted filtered 
content of a document, file, or data stream, through extrac­
tion and dispersal to storage, bypassing the common use of 
classification labels in order to achieve stronger security. 
The invention enables secure document storage and secure 
message transfers between users and networks with different 

security clearance. Between each level is an MLS or mul­
tiple level security guard. The guard physical or software 
configured) limits transfer of data objects there between. 

55 Upon a request or inquiry from user 1, 2 or 3, each having 
a security clearance sl, s2 or s3, respectively, the query or 
request for access to data Ql, Q2, or Q3 is sent to security 
clearance process 803. The process 803 detects and confirms 
the user's clearance level and passes a cleared query to 

60 storage 801. Cleared data (an entire document/data object or 
a portion thereof or simply one secured data (i.e., a name)), 
is sent as Data 1, 2 or 3 to clearance process 803. If clearance 
is still valid, data 1, 2 or 3 is sent to the respective user. 

FIG. 7b can be a data mining system in that the user is 
65 permitted to mine the "cleared" data from storage 801. Data 

mining maybe a monetary charge associated with the clear­
ance function in process 803. Page 42 IBM v. Digital Doors, 
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In a secured system, the documents in the user's PC may 
be in "declassified" to his security level 99.9% of the time. 
The "declassified" or available documents are reconstituted 
through a controlled release of the critical data from storage, 
and re-classified only when the user presents his identifica­
tion and his classification level is being verified. Reclassi­
fication is automatic at the user's PC. The result is that the 
user's PC or workstation can operate in classified and 
un-classified modes. It is unclassified when the documents 

42 
of information results in hampering critical tasks and activi­
ties, as well as creating system redundancies inefficiencies. 
The DoD (Department of Defense) multiple level security 
(MLS) was based upon the Bell-Lapadula (BPL) Model. 

5 Many believe that the BLP security model is superior to 
other models. The Bell-Lapadula Model and the existing 
MLS uses labels to classify users and subject matter. A 
professional attacker will use his efforts to change or damage 

are declassified and when the documents are reconstituted 10 

the labels in-order to compromise the machines secured 
information. 

the user is working in a classified mode. 
The invention introduces a new paradigm whereby com­

puters that are classified as secret or top secret, in actuality 
will contain 99.9% of the time declassified documents. This 
capability strengthens substantially the security of such 15 

classified systems. 

The architecture or the present invention extracts and 
physically separates data whereby content is being recog­
nized not by labels by automatically based on the semantic 
content of the plaintext. 

In the DoD's MLS, data of multiple security levels are 
processed and transferred by the system, which separates the 
varying security levels and controls access to the data. In the 
prior art MLS system, some applications process only one 
level of data at a time, (for example, when a user edits a 
document with a word processing tool, the data in the 
document are treated as if they were a single level, the 
classification of the document itself). Other applications 
treat individual data elements at their actual levels. For 
example, a word processor enforces paragraph and page 
MLS classification labels, or an MLS data base brings 
together data elements of different security levels to allow an 
analyst a multilevel view of the information. 

The invention can resolve the major challenges facing 
government in enabling sharing of information between its 
different organizations in relationship to conducting military 
operations as well as fighting terrorism. The invention for 20 

example can enable organizations connected to the Depart­
ment of Defense (DOD) or the Homeland Security Depart­
ment to search into data bases of various other government, 
state and local organizations, eliminating the fear of the 
organizations owning the documents that their proprietary 25 

data or granular critical data would be released without their 
specific permission. The invention's mechanism of con­
trolled release of the located document/data enables other 
parties to search their documents without the fear that 
sensitive information will be released to the searching party. 
This invention is designed to foster sharing of documenta­
tion between different parties, taking into consideration the 
need to limit the access of other parties to the total content 

The vulnerabilities of MLS: The components in the MLS 
system contain the data in their memories and disks, and the 

30 data could be compromised if adequate physical security is 
not maintained. An attacker who gets access to the system 
might be able to locate the data or its copies. 

MLS guards control the flow of information across secu­
rity boundaries. These MLS guards are known. of the owner's document. The invention enables overcoming 

the obstacles of existing multiple level security MLS sys- 35 

terns by enabling sharing of sensitive data, and granular data 
between parties in a much more flexible way which also 
enables much greater access to information not enabled by 

One concern with the Bell-Lapadula Model and the 
existing MLS is the use oflabels to classify users and subject 
matter. A professional attacker will use all his efforts to 
change or damage the labels in-order to compromise the 
machines secured information. The invention introduces an the current MLS systems. The invention includes a con­

trolled release mechanism for release of data in conformance 
to benchmarks, which can include submitting of access 
identification, the giving of consideration, submitting of 
other information, etc. 

The invention creates better collaboration between users 
and organizations based on a better flow of information. It 
enables better efficiency enabling easier communication 
between users and networks with different levels of classi­
fication while maintaining the highest levels of security. The 
invention enables a much better management of documents 
in storage and in transport including e-mail. The invention 
introduces automation to the sanitization process and an 
automatic reconstruction process. The automation will avoid 
human error both intentionally as well as unintentionally. 
The automation will enable a substantial reduction in costs, 
furthermore the ability to create a multilevel security envi­
ronment in one PC or workstation will save costs of pur­
chasing operating and maintaining multiple machines as is 
the current practice. 

The challenge of many organizations is in getting mission 
critical and time sensitive information speedily to the users 
who need it. In many cases the needed non-classified or 
low-level classified information is stored in systems but is 
not provided to the user who needs it, because the informa­
tion is in documents which are highly classified. This creates 
situations in which users are unable to access information, 
which they need to accomplish their tasks, because of a 
technological classification barrier. This over classification 

40 architecture whereby content is being recognized not by 
labels by automatically based on the semantic contents of 
the plain text. The invention sanitizes and enables reconsti­
tution upon valid authentication. It is the only architecture 
and system which enables both sanitization and reconstitu-

45 tion according to user's verified access identification. The 
conventional way of classifying documents with high clas­
sification (TS), limits the low level clearance users (C) from 
accessing substantially unclassified information "granular 
data" which is in the classified document. Furthermore, the 

50 invention enables maximum sharing of unclassified infor­
mation which lies dormant in classified documents. Top 
security-secret information is dispersed to distributed stor­
age in many locations. The invention is designed to avoid 
any one point of failure. The theory behind the architecture 

55 is the creation of substantial lines of defense in depth. The 
attacker will need to break through many obstacles before 
accessing all the dispersed data of the document. Additional 
levels of security are provided with multi-type encryption. 
The system and process introduces the capability to encrypt 

60 different parts of a document with different types of encryp­
tion. Multi type encryption creates a major barrier to an 
attacker. Should he wish to break the encryption, he would 
need many super computers. Should the attacker look for 
implementation mistakes, even if he finds few, he will still 

65 not get access to the total plain text. The inventive system 
provides flexibility. The system and process delivers flex­
ibility to accommodate changing circumstances. By control-Page 43 IBM v. Digital Doors, 

IPR2023-00973, 8,468,244 
DigitalDoors EX2001



US 7,313,825 B2 
43 

ling the level of the granularity, the user can boost the level 
44 

systems by enabling sharing of sensitive data, and granular 
data between parties in a much more flexible way which also 
enables much greater access to information not enabled by 
the current MLS systems. The invention includes a con-

of security according to changing circumstances. For 
example, if a competitor becomes a partner the user enables 
him access to more storage locations, by changing the 
matrix. 5 trolled release mechanism for release of data in conformance 

The system and process integrates the Internet for dis­
persal and hiding of contents. If a party needs more infor­
mation it could be released granularly. There is no need to 
release the whole secret document. The system and process 
does not use labeling but rather extracts the critical to 10 

storage. The system avoids situations, in which, attackers 
may manipulate the labels or the labeling system. Further­
more, the release of information is based on changing 
circumstances (time, location-GPS, event). 

The invention is a machine and process and its purposes 15 

and advantages may be as follows: (a) To automatically 
control selection of data objects within a data stream and 
release them in a controlled method only to authorized 
parties. (b) To automatically separate data objects within a 
data stream into two or more digital data streams according 20 

to the importance and categorization of contents, through 
extraction and removal of the prioritized content and its 
replacement by appropriate placeholders. (c) To automati­
cally control selected contents in E-mail, and enable its 
release in a controlled method only to authorized parties. ( d) 25 

To enable users to leverage the growth in computer and 
telecommunications connectivity and electronic commerce 
by reducing security risks. (e) To enable users to release 
documents, digital files, and data streams into closed and 
opened digital networks with the confidence that important, 30 

identifying, and critical contents in that documents, digital 
files, and data streams is secure and will be seen only by 
authorized parties. (f) To enable real time simultaneous 
customization and personalization of selected contents 
within a data stream to different parties, allowing instant 35 

display of the selected content or part of it based on, and 
tailored made to the status of the user or receiving party. (g) 
To secure the important and critical contents of a document 
or digital file by transporting said contents into a separated 
data stream and removing said data stream to a removed 40 

storage memory, while eradicating any copies, temporary 
caches, or traces of the removed extracts on the original 
computer or machine. (h) To enable instant return transfer to 
the display or to another display all or part of extracted 
content instantly with verification of authorized user. (i) To 45 

create a projection of the original document, digital file, data 
objects within a data stream, or variations of it through 
combined projection of the splinted data streams, while 
maintaining separation between the data streams. (j) To 
create an alternative method for security, instead of encryp- 50 

tion, which is secure, cost effective, less time-consuming, 
and flexible. (k) To enable automatic timed removal of 
specific content items, automatically or manually selected 
from a document, digital file, or data objects within a data 
stream. (I) To enable an automatic timed reconstruction 55 

(reconstitution) of the said document, digital file, or data 
objects within a data stream. 

The invention differs from the current implementations of 
multilevel security MLS systems based on the Bell-Lap­
adula Model, and the prior art use of labels to classify users 60 

and subject matter. A professional attacker will use all his 
efforts to change or damage the labels in-order to compro­
mise the machines secured information. The present inven­
tion introduces an architecture whereby content is being 
recognized not by labels by automatically based on the 65 

semantic contents of the plain text. The invention enables 
overcoming the obstacles of existing multiple level security 

to benchmarks, which can include submitting of access 
identification, the giving of consideration, submitting of 
other information, etc. The invention creates better collabo­
ration between users and organizations based on a better 
flow of information. It enables better efficiency enabling 
easier communication between users and networks with 
different levels of classification while maintaining the high­
est levels of security. The invention enables a much better 
management of documents in storage and in transport 
including e-mail. The invention introduces automation to the 
sanitization process and an automatic reconstruction pro­
cess. The automation will avoid human error both intention­
ally as well as unintentionally. The automation will enable a 
substantial reduction in costs, furthermore the ability to 
create a multilevel security environment in one PC or 
workstation will save costs of purchasing operating and 
,maintaining multiple machines as is the current practice. 

Adaptive Data Security 

The present invention can also be configured as an 
adaptive security program which adapts and adjusts the 
security provisions based upon intrusion into a particular 
network or attempts to electronically attack or hack into that 
network or successful hack events. Programs are available to 
track electronic attacks or hacking attempts. One of these 
programs is manufactured by Cisco and identified as the 
Cisco Intrusion Detection System (IDS). The Cisco IDS 
system can work on a server or on PCs in a network. The 
Cisco IDS is an electronic intrusion detector, or an electronic 
attack detector or a hacking monitor. The hack or attack 
monitor is software loaded into a designated computer. 

The output of the electronic attack or backing monitor 
loaded into PC 142 (FIG. 2) for example, or loaded into 
PC-6 acting as a server for Network A 404 in FIG. 6, 
generates a plurality of attack warnings. The attack warnings 
progressively and incrementally indicate the severity and 
degree of intrusion and hacking attacks directed to the 
computer system. The following Security Level Table illus­
trates an example of various responses to increasing levels 
of attacks. These increasing security responses include 
engaging the filter and extracting critical data and storing it 
locally; the next level involves storing the critical data on 
removable storage media; the next higher level involves 
offsite storage of all security data; the subsequent security 
alert results in multiple offsite storage for multiple levels of 
security or critical data and the highest level involves offsite 
storage of both common data (remainder data) and security 
data. Of course, other combinations responsive to the hack 
attack may be provided. The electronic attack monitor may 
use artificial intelligence AI to (a) assess the severity of the 
attack, (b) plan an appropriate "secure data" response, ( c) 
select the degree of filter, extraction and/or encryption, and 
( d) locate secure extract data storage sites. AI or inference 
machines can ascertain (a) traffic on communications chan­
nels, both intra and inter network, (b) storage limit issues, ( c) 
transmission failures in the communications links, and ( d) 
the degree of security necessitated by exterior events, i.e., 
terrorism alerts, virus alerts, war, data security warnings 
posted by trusted sources, MicroSoft, Norton, NASA, DoD, 
CDC, FBI, etc. Higher security alerts trigger the AI security 
monitor to heighten the security level ( or to decrease that Page 44 IBM v. Digital Doors, 
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security level in view of a reduction or withdrawal of an 
electronic attack). Aspects of AI systems, inference engines 
and neural networks are discussed above in conjunction with 
the AI configured filter. These AI aspects can be utilized with 
an AI configured security sensor. 

Security Level Table 

Attack (low threat level) Level One 
engage filter 
local storage - disk drive 
encrypt map 

Attack (moderate tbreat level) Level Two 
same as Level One but use removable storage media (local) 

Attack (nominal attack) Level Three 
Engage higher level filter 
Off site storage, single storage for all security data 

Attack (moderate attack) Level Four 
Multiple off site storage, multiple levels of security data 

Attack (severe attack) Level Five 
Off site storage botb common data and security data 

Hence, the filtering of data is based upon respective ones 
of the plurality of attack or hack warnings and the extraction 
of data and degree of extraction is dependent upon respec­
tive ones of the plurality of attack-hack warnings. Storage 
of the extracted data and the remainder data is also based 
upon the degree of attack which is reflected in the attack­
hack warning issued by the monitor. 

46 
step 460. If YES, the system in step 466 assigns an attack 
level or a hack warning level to the threat or attack. The 
system in decision step 468, monitors the network during the 
attack. If the network performance or the computer perfor-

5 mance does not change, the YES branch is taken. If the 
computer performance or network performance changes 
based upon or during the attack, the NO branch is taken and 
the system returns to step 466 which reassigns an attack 
level or a warning level to the next higher or significantly 

10 higher warning levels. 

After decision step 468, the system executes step 470 
which assigns the security level and implements the security 
program based upon the attack. It should be noted that the 
administrator establishes the degree of security level, the 

15 encryption, the extract store and remainder store (if neces­
sary) for various levels of attacks or hack warnings. The 
security level assigned to a particular attack warning is 
implemented in step 470. Decision step 472 determines 
whether the security program's communication path is clear. 

2° For offsite storage of extract and/or remainder data, a 
communication path is important. If the path is blocked or 
compromised by the attack, the NO branch is taken and the 
system in step 473 reassigns the security level to a next 
higher level or a different, safer security level and returns to 

25 step 470. If the security and communications path is clear, 
the YES branch is taken from decision step 472 and, in step 
474, the system maintains the security program. Decision 
step 476 determines whether sufficient time has passed from 
the attack. If not, the system loops to step 474. IfYES, the 

30 system executes step 478 which either permits reconstruc­
tion of the user operating the plain text or source document 
or automatically reconstructs those documents that were 
filtered, parsed, extracted, and subject to outside storage. 
The system ends in step 480. To provide additional security, 

35 the attack monitor can be configured to monitor security 
warnings from trusted parties such as MicroSoft, Norton, 
NASA, DoD, CDC, FBI, etc. Emails or electronic commu­
nications from trusted parties can trigger higher levels of 
security. the attack monitor described above can be config-

4o ured to accept messages from trusted parties. These mes­
sages are equivalent to detecting an electronic attack. 

FIG. 8 diagranmiatically illustrates a flow chart showing 
the key components of the adaptive security program adapt­
able to various levels of hacker of electronic attacks. Step 
460 senses all intrusions and attempts, that is, electronic 
attacks, hack attacks or hacking actions on a computer or a 
computer network. This step is equivalent to the output of 
the attack-hack monitor. Step 462 assesses the current 
network performance, adjusts the storage location for the 
extract data (the location of the extract store), the encryption 
level (the degree of encryption) and the storage of the map 
showing the extract data storage (if necessary) and storage 
of remainder data, if necessary given the severity of the 
attack. For example, during high utilization of the computer 
network (high utilization in a server computer in a server­
client environment), local storage of extracted data may be 
preferable as compared with offsite storage of critical data. 

45 
However, if the attack occurs during non-working hours, the 

Further, the attack-hack monitor can be configured to 
monitor and assess other environmental conditions such as 
fire, power failure, equipment failure, unauthorized physical 
entry into the building, plant, or computer room. These 
exterior threats or events are monitored by the attack moni­
tor since they may quickly develop into an electronic attack 
on the secured data retained by the computer system. In 
response to these exterior events, the attack monitor gener­
ates corresponding attack warnings similar in nature to the 
hack attack warnings discussed above. 

performance of the network is very high, and the security 
system could utilize all the resources in the computer 
network to achieve the security goal of safe guarding the 
data during the attack. System resources include processing 

50 
resources (for encryption/decryption), bandwidth resources 
to store extract data and any other resources that are critical 
for the utilization of the security system described herein. 
Decision step 464 determines whether a threat or attack as 
occurred. If not, the system takes the NO branch returns to 

There are various methodologies that may be utilized in 
the adaptive system. The tables that follow set forth these 
various security methodologies. 

Mode 

Encryption 
Extraction 

Distributed Dispersion 
Display 

Normal Threat 

Standard Automatic Defenses Matrix 

Targeted Enciyption Full Encryption 
Plain-text Extraction Extraction of Encrypted 

Data 
Single Storage Location Several Storage Locations 
Single display Color/Ditber Protection 

Attack 

Multi Type Encryption 
Extraction of Multi Type 
Encryption 
Many Storage Locations 
Multiple Displays 

Page 45 IBM v. Digital Doors, 
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Storage Locations 

Time for release 

Authorized Users 

What to Release 

Secret Sharing 

ENCRYPTION 
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-continued 

Optional Automatic Defenses Matrix 

None Partial 

None Partial 

Full Partial 

2 4 

Anytime Working Hours 

Many Partial 

All Partial 

None Two Users 

Security Meter Module Table 

Normal Mode Threat Mode 

Targeted encryption Full encryption 

(Secret sharing) (Secret sharing) 

Plain-text extraction Extraction of encrypted 

1 critical storage 

Storage# ID 

Time for release 

Authorized Users 

What to release 

Special conditions 

single display 

No 

Extraction 

Data 

few critical storage 

2 users online 

single display 

No 

Storage 

Many 

Many 

Conditional 

10 or more 

Conditional 

Conditional 

Conditional 

As Configured 

Attack Mode 

Multi layer encryption 

(Secret sharing) 

Extraction of multi 

encryption 

many critical storage 

3 or more users 

multiple displays 

No 

Level 1 Level 2 Level 3 Level 4 Web Oflline Remote Removable Local 

Normal Work Mode 

social secunty X X 
credit card X X 
included N X X 
last name X X 
nwnber X X 
telephone X X 
name X N 
URL X N 
e-mail X N 
uppercase X N 
initial capital X N 
currency X X 
postal code X X 
address X X 
location X X 
date X X 

Threat Mode 

social security X X 
credit card X X 
included X X 
last name X X 
nwnber X X 
telephone X X 
name X X 
URL X X 
e-mail X X 
uppercase X X 
initial capital X X 
currency X X 
postal code X X 
address X X 

48 
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location 
date 

49 

X 
X 

-continued 

Attack Mode 

X 
X 

50 

Extraction Storage 

Level 1 Level 2 Level 3 Level 4 Web Oflline 

social security X X 
credit card X X 
included X X 
last name X X 
nwnber X X 
telephone X 
name X 
URL X 
e-mail X 
uppercase X 
initial capital X 
currency X 
postal code X 
address X 
location X 
date X 

Another object of the system and method is to enhance the 
survivability of a system, network, or an organization 
through distribution of critical information. The objective is 

25 

to enable a network or organization to carry on its critical 
missions even while under attacked or damaged. Surviv- 30 

ability is the ability of a system to execute its mission and 
provide critical operational services during and after a 
successful intrusion or damage. Providing critical opera­
tional services includes maintaining availability of informa­
tion and data such as credit card numbers, names, phone 35 

numbers, transaction amounts, shipment details without 
compromising the security of the information and data. 

The invention is designed to enable a network to adapt to 
ongoing attack and react in a way that permits critical 
missions to continue. With the current state of the art, when 40 

firewalls or other security measures are compromised, no 
real obstacles curtail or hinder intruders. The system and 
method is very adaptable and flexible to provide additional 
layers of security, privacy, anonymity, redundancy, and 
backup through the selection, extraction, storage, transpor- 45 

tation, and reconstruction processes. The dynamic architec­
ture of the invention enables it to conduct an automatic real 
time configuration of its extraction/transport/recovery 
activities, in response to the challenge of attacks. 

The invention's survivability modes enable: (a) Presetting 50 

of rules for computer or network functioning under attack or 
alert. (b) An automatic assessment of damage and automatic 
reaction to enable functionality of critical missions. 

Remote Removable 

X 
X 
X 
X 
X 
X 
X 
X 
X 
X 
X 

the Multiple Level Encryption sample. Different levels or 
modes or types of encryption are listed in the Encryption 
Table above. 

Step 510 in FIG. 9 initializes the system by organizing 
different security levels with different encryption types and 
cipher keys. Also, the program sets filters to create the 
multiple encryption or ML document or data object. Step 
512 filters the document or data object. Step 514 encrypts 
the extracted data for each security level. These steps 510, 
512 and 514 utilize many of the routines discussed above in 
connection with FIGS. 4 and 7, steps 232, 234, 236, 238, 
240, 422 and 424. Step 516 recognizes that the secured 
document or data object may be stored for later use (with 
associated multiple decryption), published, distributed, or 
otherwise utilized to achieve the primary purpose of the 
document, i.e., to communicate information or to safely 
store security critical information. Step 518 permits the user, 
with the proper security clearance to retrieve the document 
or data object. Step 520 illustrates that the user must retrieve 
his or her cipher key to decode all or a portion of the ML 
encrypted document or data object. This step may be manual 
which engages the user to into certain codes or may be 
automatic such that the user's computer automatically, with-
out operator input, decodes all or part of the document or 
data object. Step 522 decrypts the document pursuant to the 
user's security clearance. Step 524 recognizes that the user 
may review, re-publish, store, comment on, re-encrypt or 
otherwise deal and handle the full or partially decoded 

Multiple Security Features for Data 

FIG. 9 diagranimatically illustrates a flowchart showing 

55 document or data object. The program ends or otherwise 
continues with other programs set forth herein. It should be 
noted that storage of the extracted data may be included in 
the flow path of the program in FIG. 9 is necessary. the key components of a multiple encryption program using 

multiple types of encryption in one document or data object. 
Multiple levels, types or modes of encryption are utilized in 60 

the same document or data object to enable securing data 
and transparently managing the separation of user-based 
communities of interest based upon cryptographically sepa­
rated, need to know security levels. These security levels are 
associated with a plurality of encryption types or with 65 

different cipher keys using the same encryption. An example 
of a multiple level encrypted document is shown above in 

FIG. 10 diagrammatically illustrates a chart showing the 
key components of the parsing, dispersion, multiple storage 
and reconstruction (under security clearance) of data. Docu­
ment or data object 100, in function element 550, is created 
or obtained by the input computer device. The document is 
stored in a normal manner in customary data store 552. A 
parsing algorithm function 554 is utilized in parsing step 
556. The parsing algorithm, as stated earlier, targets the 
plaintext document or data object 100 and splits, cuts and Page 47 IBM v. Digital Doors, 
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segments (that is, parses) the document by bit count, word, 
word count, page, line count, paragraph count, any identi­
fiable document or icon characteristic, or other identifiable 
feature such as capital letters, italics, underline, etc. Hence, 

52 
The electronic financial document complies with an estab­
lished protocol. In any event, financial documents are often 
times transmitted through electronic communications and 

the parsed document 100 constitutes at least remainder data 5 

and data which is extracted or parsed or segmented out. A 
plurality of data extracts maybe obtained. The parsed data 
(which is both the extract data and remainder data) is then 
dispersed into storage facilities data store DS 1, 2, 3, 4, etc. 
Preferably, the parsed documents are encrypted as shown by 10 

"e" in FIG. 10. In order to facilitate the potential reconsti­
tution of document 100, a map is stored in a map storage 
558. Hence, the dispersement 560 largely spreads out or 
distributes the parsed document 100 to a plurality of memo­
ries in the distributed computer system. These memories 15 

may be removable memory devices (floppy disc, removable 
tape drive, CDs) or may be more fixed devices such as hard 
drives, Internet storage facilities, etc. Preferably, the map is 
also encrypted. 

telecommunications channels. The present invention, in one 
embodiment, enables a higher level of security by parsing 
the financial document or data stream. Further, a higher level 
of security may be employed by extracting identified text or 
characters and storing the extracted text as discussed above 
in connection with FIGS. lA, 1B and 2. 

To some extent, the present system can also be utilized for 
key management and encryption systems. 

In a broad sense, the parsing methodology disclosed 
herein is not based upon the separation of critical versus 
non-critical or classified versus non-classified security infor­
mation. The primary focus of the parsing methodology is (1) 
automatic transparent parsing of data content into granular 
data groups which are thereafter dispersed to different 
storage locations in order to maintain a very high level of 
security with or without encryption; (2) dispersal of the 

Reconstruction step 562 enables a person with the appro­
priate security to obtain the map from map storage 558, 
decode the map, gather the dispersed, parsed segments of 
document 100 and compile the document. This is noted in 
function 564. 

Since the original document 100 is stored in a customary 
manner in data storage 552, the parsed document stored in 
multiple data storage units DS1-DS4 provides a unique 
backup for document 100. The algorithm can employ many 
different mathematical constructions but is, in the current 
embodiment, primarily based upon one or more of a bit 
count, a word, a word count, a page count, a line count, a 
paragraph count, and identifiable document characteristic, 
and identifiable word characteristic, and identifiable icon 
characteristic and identifiable data object characteristic, 
capital letters, italics, and underline found in the plaintext 
document or data object. Further, the parsing algorithm can 
generate different security levels wherein parsed segments 
are stored at different storage facilities having various 
degrees of security clearance. This establishes a hierarchy of 
data storage units and corresponding degrees of security 
clearances. The parsing algorithm may identify unique 
words or strings of data, i.e., credit card numbers. The 
hierarchy of security clearances may involve first a pass­
word, second a biometric confirmation such as a voice match 
and a third highly unique biometric characteristic such as a 
fingerprint or retinal scan. The parsing system enables a 
large distribution of data in a secured environment. In this 
manner, if the original data object 100 at customary data 
storage 552 is destroyed, a person with an appropriate 
security clearance can reconstitute the original data docu­
ment 100 due to the secured parsing and dispersal of 
document 100 through data storage units DS1-DS4 and map 
storage 558. The parsing may occur on a granular level. In 
particular, the parsing may occur on a financial document in 
electronic form. 

Financial Document Table 

20 segmented data to different storage locations each which, 
potentially, demand additional identification or security 
clearance prior to the release of the stored segmented data, 
including, possibly, the creation of a digital bureaucracy, in 
order to hinder or circumvent digital attacks on the plaintext 

25 document or data object; (3) proposing and implementing a 
system wherein the user has a very basic appliance since 
most of the user's data is stored both locally ( customary data 
storage 552; FIG. 10) and parsed and stored in a distributed 
system (DS1-DS4) and wherein an important asset is the 

30 map stored in map location 558; ( 4) enabling an institutional 
system to parse highly confidential information and extract 
the same in granular form and disperse the same throughout 
the Internet or other storage locations with or without 
encryption without compromising the document's security 

35 privacy and integrity. 
The process involves parsing the documents or content 

into granular data groups and optionally creating small 
groups of data wherein the data segments cannot be recog­
nized even to the level of providing 2-4 data objects in each 

40 file; dispersing the granular data groups into different stor­
age locations; creation of a map of dispersal to the different 
storage locations (wherein the map is secured and encrypted 
and stored); and reconstructing the documents or data con­
tent. The reconstruction utilizes the map of dispersed and 

45 distributed storage and requires the presentation of security 
clearances such as passwords, biometric information and/or 
physical identifiers for access at the storage level and 
potentially at all the other data storage sites. The data is 
compartmentalized through distributed storage and some-

50 times requires separate security clearance. This need for 
presenting additional security clearance at different storage 
locations (DS1-DS4) creates a digital bureaucratic process 
which enhances the security level of the entire system. The 
selection and extraction of data and dispersal of that data to 

55 select storage locations can be established under different 
criteria. For example, one level of criteria extracts last name, 
address and social security numbers. Another criteria 
extracts every other line, every third word, etc. The parsing 

Startcode; Abel, Robert, NMI; 100567; TRANSFER803; 60 
To8900586943; FROM3897622891; $700.00; endcode 

algorithm can utilize random selection or systematic selec­
tion as long as the parsing algorithm is documented and 
utilized in reconstruct step 562. The parsing algorithm may 

In the Financial Document Table, the start code and end 
code is typically represented by a digital code unique to the 
communications charmel, the name on the account has no 
middle initial (NMI) and the various words "transfer 803" 
and "to 8900586943" and the words "from" and "$" are 
represented by predefined numeric or alpha numeric codes. 

be stored with map and map store 558 or may be stored 
separately. An additional feature, as discussed above, 
involves utilizing place holders or adding substitute content 

65 to the remainder data of the parsed document 100. The use 
of place holders and substitute content may be thought of as 
an algorithm for the parsing. By using place holders and Page 48 IBM v. Digital Doors, 
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substitute data, private or highly confidential data is masked 
insuring privacy, security, and confidentiality. The ability to 
parse the information and/or extract security information is 
important for financial transactions. The transactions which 
require account numbers (see Financial Document Table 
above) are useless without the account numbers. The secu­
rity of the account numbers, whether identified and extracted 
or severely parsed and segmented, stored and reconstituted 
under security clearances, is enhanced by the present sys­
tem. 

To achieve a very high level of security, the system can 
optionally incorporate a two-man key system. The system 
automatically separates the selected data stream into one or 
more data groups and extracts one or more of these data 
groups and disperses them into data storage DS1-DS4. To 
release the extracted data groups and/or critical content, the 
reconstruct step 562 may require two persons submitting 
identification credentials or security clearances. This two­
man key method is a further protection against identity theft 
and insider attacks. The two-men key system can be imple­
mented on a regular basis or on an emergency basis when 
there is need for a higher level of security. 

54 
The parsing system can operate as a main security opera­

tion or an emergency backup system or as a customary 
backup system. The plaintext source document or data 
object may be preserved with or without encryption, or 

5 destroyed as a further data security step. The parsing and 
disbursement of data protects plaintext document 100 and 
insures the survivability of plaintext document 100 if the 
system originating plaintext document 100 comes under 
significant electronic or physical attack. That is, if custom-

10 ary data storage 552 is destroyed electronically or physi­
cally, the survivability of data in the plaintext document 100 
is established by the present system. The storage of granular 
data groups most likely would defeat any attempt to view the 
entire content of plaintext document 100. Only verified user 

15 users with a confirmed security clearances or identifications 
verified at reconstruct step 562 and in data storage sites 
DS1-DS4 are permitted to reconstruct plaintext document 
100. Further, the parsing of the system can be triggered 
based upon an electronic attack, an electronic back or a 

20 physical environmental detection scheme. This system 
immediately protects of the critical data plaintext document 
100 with a transparent, automatic parsing, dispersal and 
storage system. 

Financial documents sometimes include substantial 
amounts of numerical data such as financial projections, 
balance sheets, electronic funds transfer messages, etc. It 
should be noted that the extraction may be based upon a 
particular item such a digit and a nine digit number repre­
senting money or may be parsed automatically based upon 
some parsing facility. Of course, the financial document may 

30 
also be viewed as a data stream with delimiters ";" separat-

It should be noted that various aspects of the methodology 
25 and program described above in connection with FIGS. 

lA-9 can be incorporated into the parsing methodology and 
program in order to enhance or modify the system. 

Email, Web-based and Other Types of Applications 

FIGS. llA and 118 diagrannnatically illustrate a flow­
chart showing the key components of one embodiment of 
the present invention, that is, an e-mail security system. FIG. 
llA is linked to FIG. 118 via jump points 11-A and 11-B. 

ing fields in the data stream. The parsing algorithm may 
work on the data in each field as well as different fields in 
the entire data stream. 

Most storage facility systems require a map in order to 
reconstruct the original plaintext document 100. The map 
may be encrypted and may require a secret key sharing 
scheme for access thereto. Further, the map may be a 
physical map (a printout) or may be stored on a removable 
data storage medium, rather than be an electronic represen­
tation. In some instances, a map is not necessary. For 
example, if the security data or the parsed or segmented data 
were automatically stored on a floppy disc, the originator of 
plaintext document 100 could move the floppy disc from the 
computer system thereby physically safeguarding the secu­
rity data or the segmented, parsed data. Without the disc, 
another person or the originator of plaintext document 100 
could not reconstitute the document. The originator may 
deliver the floppy disc to another in order to permit recon­
stitution. The same is true regarding removable tapes and 
CD-ROMs. 

Advantages of the present parsing system, methodology 
and program, include the ability to connect to unsecured 
networks without adversely affecting the overall security of 
the plaintext document 100; less dependence on existing 
security system including fire walls; the reduction of the 
requirement to keep daily updates regarding vulnerabilities 
of the computer system originating plaintext document 100; 
the security of plaintext document 100 is not dependent 
upon the number of access points into the network or 
number of users located on the network originating plaintext 
document 100; there is no damage to the parsed and stored 
backup version of plaintext document 100 if new security 
systems are installed wrong or misconfigured and there is no 
damage if system administrators tum OFF the existing 
security systems or improperly install or operate the security 
systems. 

35 The method of securing e-mail data operates on a distributed 
computer system which at least includes a remote memory 
designated as an extract store. Of course, the extract store 
may comprise a plurality of extract stores operative in 
conjunction with a plurality of security clearance levels. A 

40 singular security level is identified in FIG. llA. Further, the 
e-mail may be subject to a parsing algorithm which, as 
discussed above, is generally independent of the identifica­
tion of security sensitive data. However, with respect to the 
parsing aspect of the present invention, the original e-mail 

45 data is split into extracted data and remainder data and the 
extracted data is stored in an extract store. Hence, the 
parsing algorithm operates essentially independent of the 
content whereas the secured e-mail program operates based 
upon content identification. Although FIGS. llA and 11B 

50 primarily relate to identification of security data, the same is 
true regarding the use of securing e-mail data with a parsing 
algorithm. 

The e-mail security system begins with step 602 wherein 
the system or program is turned ON or is activated. Step 603 

55 recognizes that the user originating plaintext document 100 
(not shown) has set a security filter identifying one or more 
security sensitive words, characters or icons. In step 604, the 
user composes the e-mail representative of plaintext docu­
ment 100. In step 606, the user selects the "send" command 

60 in the typical e-mail program. As is customary, the system in 
step 608 conducts a spell checking routine prior to sending 
the e-mail. In step 610, the system conducts a security check 
on the plaintext document or composed e-mail generated in 
step 604. The filter is used in step 604. In step 612, security 

65 words are highlighted or distinguished in the e-mail prior to 
the actual sending of the e-mail to the addressee. This step 
612 is optional. In step 614, the user selects the security Page 49 IBM v. Digital Doors, 
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words for data to be extracted out. The highlighting step 
facilitates this selection. In step 616, the system extracts the 
security data and, preferably, in step 618, the security data 
is encrypted. Step 618 is optional. In a parsing application to 
secure e-mail, the parsing algorithm operates automatically 
at step 610 thereby eliminating steps 612 and 614. The 
extracting step 616 simply represents that the segmented 
data obtained from the original plaintext e-mail generated at 
step 604 is separated from remainder data. 

After encryption step 618, the e-mail security system 
generally operates in one of three manners. Other systems 
may be formulated based upon the systems and subsystems 
discussed herein. In one methodology, a second e-mail is 
created (see step 629), in a second methodology the secured 
data in encrypted form is attached or appended to the 
original e-mail containing remainder data (step 621) or, in a 
third methodology, the encrypted security data is simply 
added to or inserted into the end of the remainder data of the 
e-mail (step 623). The methodology of generating a second 
e-mail is initially discussed. 

A second e-mail having encrypted security data is created 
in step 620. Further, the system in step 622 adds a hyperlink 
to the remainder data in the original e-mail created in step 
604. The hyperlink presents a pointer for the addressee to a 
secured application service provider or ASP. See the discus­
sion of FIG. 2 above. The ASP represents a data storage 
facility for the secured e-mail data. In step 624, the remain­
der data from the original e-mail is sent to the addressee in 
a normal manner. This step also includes the concept that the 
second e-mail containing the encrypted security data is sent 
to the ASP. In step 626, the addressee receives the remainder 
e-mail which includes a hyperlink to the secured data ASP. 
The system jumps at jump step 11-Afrom FIG. 11-A to FIG. 
11-B. 

In step 628, the addressee receives the remainder e-mail, 
visits the ASP via the hyperlink and clears the security levels 
at the secured ASP. In step 630, the secured data ASP obtains 
a map for each secured data e-mail (since the original e-mail 
may be broken up into a plurality of extracted, secured data 
e-mails) obtains all secured data e-mail and decrypts the 
same. In step 632, the secured ASP downloads the secured 
data as an e-mail to the addressee. In step 634, the addressee 
system compiles the original plaintext e-mail 100. A recon­
struction program may be necessary to decode the secured 
data and insert the data into the document via the place­
holders. 

Optionally, the decryption could occur at the recipient's 
e-mail device somewhat prior to the reconstitution of the 
e-mail plaintext document 100 during step 634. This 
requires the addressee to have the encryption routine and the 
correct key or decrypt code. The e-mail security system 
described above may include many of the features discussed 
earlier in connection with FIGS. 1-9. For example, both the 
security data and the remainder e-mail data can be encrypted 
prior to transmission to the addressee and the secured data 
ASP. The encryption may include multiple levels of encryp­
tion and decryption may require multiple levels of security 
clearance. The encryption may be mixed in the remainder 
e-mail. Partial as well as full reconstruction is enabled as 
discussed above in connection with FIG. 3. 

From the senders or originator's viewpoint, the e-mail 
facility described herein facilitates the storage of the 
extracted data at one or more secured sites. 

Another implementation of the secured e-mail system 
attaches the encrypted and secured data to the remainder 
e-mail data as indicated in step 621. E-mail attachments are 
well known. Alternatively, the encrypted secured data may 

56 
be embedded or copied in encrypted form at the end of the 
remainder data in the original e-mail as indicated in step 
623. In either case, in step 625, the e-mail is sent to the 
addressee. In step 627, the addressee opens the attachment. 

5 In step 629, the system of the recipient decrypts the secured 
data attachment or the embedded data attachment. In step 
631, the recipient's system integrates the now decrypted 
secured data with the remainder data. Of course, this a 
compilation step. Place holders or other position indicators 

10 are customarily utilized. Appending the encrypted security 
data is generally equivalent to attaching a file to the original 
e-mail which constitutes, after extraction, the remainder 
data. Including the encrypted security data is adding the 
security data to the original e-mail at a predetermined 

15 location (either the top of the e-mail, the bottom of the 
e-mail or some predetermined line number). 

It should be appreciated that the e-mail security system 
may work automatically or may be selected manually by the 
user. The highlighting or special distinguishing manner for 

20 the security words in step 612 is optional. By highlighting 
the security words, the user may select or deselect those 
words for extraction. At the addressee's side, the addressee's 
system maybe configured to automatically seek out the 
secured data ASP, enter security clearance data, download 

25 the secure data and integrate the secure data in the remainder 
data e-mail. The present invention contemplates automatic 
as well as manual steps in steps 626, 628, 630, 632 and 634. 
The hyperlink with the original remainder e-mail essentially 
maps the remainder data to the secured data and the remote 

30 storage locations handling the secure data. Multiple security 
clearances may be required of the recipient or addressee. 
The e-mail system can be combined with other features of 
the security system discussed above such as multiple secu­
rity data locations, secret key sharing schemes, multiple 

35 encryption of the data in a single document, multiple secu­
rity clearance levels required for a plurality of storage 
facilities, the two man key system, automation of key 
management and a plurality of levels of access to the data 
such as partial reconstruction in step 634 and full recon-

40 struction. 
FIGS. 12A and 12B diagrammatically illustrate a flow­

chart showing the key components of one embodiment of 
the system and the invention which implements the security 
system on a web browser. Jump point 12-A links FIG. 12A 

45 to FIG. 12B. The system, at step 700 is ON. The filters 
establishing either the parsing or the identification of secu­
rity data are established in the filter set step 701. In step 702, 
the user inputs data into open field of an HTML display page 
which the user has previously downloaded from a web 

50 server. In step 704, the user may select "secure now" turning 
ON the system or the system may automatically be ON such 
that the filter is screening all the data input by the user in the 
open field. In step 706, the system scans all the open field 
data, locates security data and extracts security data. In step 

55 708, place holders are added to replace the extracted security 
data in the remainder data and a hyperlink is added to the 
open field remainder data providing a link to the secure data 
ASP. In step 710, the user selects the "send button" or any 
other indicator on the HTML page triggering an operation 

60 which transmits the open field data (which is now remainder 
data) to the web server. In step 712, the web server and 
particularly the common gateway interface (CGI) receives 
the remainder data fields, identifies the place holders in the 
data and the hyperlink to the secure data ASP. In step 714, 

65 the web server receiving the data from user's browser goes 
to the secure data ASP, inputs and clears any security level, 
and obtains the secured data. In step 716, the web server Page 50 IBM v. Digital Doors, 
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application service provider on the Internet or an private 
LAN to secure his or her data. The display ad 732 step 
enables the user to click on the ad and visit the vendor, 
thereby potentially generating a referral fee. See referral fee 

reconstructs the open field data which generally is repre­
sented by plaintext document 100. In step 718, the web 
server processes the data as necessary. Many of the features 
discussed above in connection with FIGS. lA-llA may be 
implemented on the browser system. 5 branch 757. Step 734 requires password clearance. Step 736 

processes the document or data object with the security 
system. The user may input the document real time or input 
it to the application server or may upload the complete 

The credit card scrubber or financial data scrubber oper­
ates in a similar manner to the email and browser data 
security system described above. The credit card or financial 
data scrubber (herein collectively "CC scrubber") typically 
operates on a defined sequence of numbers. For example, if 10 

a credit card number is 17 digits, whenever the email or 
browser security system or program detects 17 sequential 
numerical digits (a pre-set filter), a pop-up window may 
appear enabling the user to select or turn ON the scrubber. 
If ON, the data security program strips or parses the credit 15 

card number and sends, for example, five of the 17 digits to 
a secure store. Placeholders or substitute characters maybe 
inserted into the remainder CC data. To reconstitute the 
entire CC data, the intended recipient would be required to 
pass security clearance levels at the secure store. Of course, 20 

the CC scrubber could be set to detect bank account num-

document to the server. Alternatively, the ad could be buried 
in the email or application program run on the user's 
computer and the user would be shown an ad and given a 
link to the vendor's Internet site. Selecting the link points the 
user's browser to the vendor's site. 

Step 738 shows display ad 2 to the user thereby poten­
tially generating referral revenue for the system operator. 
Step 740 notes that the user exits the revenue system. Step 
742 determines whether the system charges the user for the 
security service. IfYES, the program processes the charge in 
step 745 (charge systems are known). IfNO, the system ends 
or returns to other programs in step 747. 

The NO branch from determination step 730 leads to the 
receipt of a reconstruction request by the user in step 750. 
Step 752 determines whether the user will be charged. If 
YES, the system executes step 745. If NO, the system 

bers, personal or business account holder names, pre-set 
passwords, etc. In an OFF state, the CC scrubber would let 
pass the CC number, account number or pre-set data stream 
or string. The user may select (i) always ON; (ii) pop-up 
window, select ON or OFF per transaction; (iii) pop-up 
window to select OFF (default being ON); or (iv) always 
OFF but minor reminder (audible sound, icon appearance, 
etc.) of data security risk. The CC scrubber may encrypt the 
extracted data for security. Other visual ques may rather than 
a pop-up window may be used (for example, a drop down 
menu). The scrubber can also be deployed on wireless 
devices to scrub sensitive data such as credit card and other 
financial data. 

25 displays the ad 1 in step 754. Referral generation is noted by 
branch 757 from step 754. In step 756, the user's password 
is subject to clearance. In step 758, the user's request is 
processed, the document or data object is reconstructed 
(fully or partially as described earlier), and in step 759 the 

30 system displays ad 2. In step 762, the user's activity is 
logged in to the system. Step 764 determines whether the 
charge to the user is reduced (because he or she viewed the 
ads) and if not, the system ends in step 747, if YES, the 
system processes the charge in step 745. Alternatively, the 

35 user may be shown display ads and/or charged for services 
upon storage of extracted data. Step 750 includes this 
concept. 

FIG. 13 diagrammatically shows several revenue systems 
which may be employed with the data security systems 
described herein. Many types of revenue systems may be 
employed in conjunction with the present invention. FIG. 13 
shows two basic systems, one at the data input stage and the 
second at the data output or reconstruction phase. Release of 40 

the reconstructed document or portions thereof are based 
upon security clearance and compensation. Within each 
revenue subsystem are two types of revenue generators, an 
advertising revenue generator and a user charge generator. 
The user charge system contemplates charging or assessing 45 

a fee to the user's employer or organization. Therefore, the 
system operator may select up to four ( 4) revenue generation 
systems ( ads at the input, charges at the input, ads at the 
output and charges at the output). It is well known that 
vendors selling goods and services over the Internet are 50 

willing to pay a certain percentage of their sales revenue to 
other entities referring customers to the vendor's web sites. 
The concept of display ads in FIG. 13 includes this revenue 
stream. The system operator may choose all, one, several or 
none of these revenue systems to be deployed in conjunction 55 

with the data security system described earlier herein. Other 
revenue system may also be utilized. The steps in the 
revenue system described herein may be reorganized to 
attain higher consumer and user acceptance and/or to maxi­
mize the revenue to the system operator. 

Decision step 730 determines whether the system is 
deployed at the data input phase or not. It is clear that the 
system operator may utilize the data reconstruction revenue 
system and hence the decision step 730 is not necessary. If 

60 

the data input system is employed, step 732 displays the ad 65 

to the user. The user may be uploading a complete document 
to an application server on the Internet or may be using a 

Portable Computing Device Environment 

The invention can be applied to portable computing 
devices to secure files and data objects in such devices. The 
invention extracts, disperses, via a controlled release of data 
segments to storage locations, and permits reconstruction 
utilizing security protocols to provide a security system for 
data based upon the location of the portable device, typically 
detected by a global position signal generator (GPS) or 
based upon triangulation data from several broadcast points. 
Scrubbing security icons from maps, credit card data or 
financial data from text, a data object or data stream is part 
of the portable security system. 

As used herein, the term "portable computing device" 
means a laptop computer, a PC with a movable feature, such 
as a PC mounted in a car, plane, truck or trailer, PDAs or 
personal data assistants, mobile or cellular phones config­
ured with a memory, a processor and some type of GPS or 
locator system to determine where the phone or cellular unit 
is located within a territory and digital pagers having similar 
electronic systems. 

The present invention can be linked with a location 
sensing circuit, such as a global position sensor or system 
(GPS) or other type of location sensing system, such as a 
system which utilizes triangulated signals. The concept is a 
location based access oriented security such as an automated 
trigger (which activates the security program discussed 
hereinabove when the portable computing device is beyond 
a predetermined region); an automated safety system; a trip Page 51 IBM v. Digital Doors, 
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wire; an interlock; a method to disable systems, activity or 
access to data; and means to limit functionality or access in 
whole or in granular parts. The portable security system 
operates on text, data objects, images or other digitally 
configured data objects. Security access is limited by a 5 

location way point (in relation to a reference point) or a 
calculated range (using satellite GPS, high altitude services, 
or earth-based range finding GLS (geographic location ser­
vices)) about a way point with physical means or math­
ematical calculations to define a geographic area by equa- 10 

tions or geometric shapes or aggregated ranges (the shapes 
including rectangles, solids, cubes, circles, oval, spherical 
region or other areas defined by algorithms). Physical and 
logical access or entry control to weapons, devices, vehicles, 
computers, equipment, tools, data, networks, local access, 15 

remote access beyond a physical location (reference point), 
can be enabled or disabled with the system of the present 
invention. The regions (sometimes identified as a single 
predetermined region or a plurality of predetermined 
regions), can consist of complex definitions of three dimen- 20 

sional areas of arbitrary shape and sizes, as long as those 
regions can be defined by algorithms. The region can also be 
defined as an area circumscribed internally by a perimeter or 
by an area external to that perimeter. In other words, access 
can be denied if the portable device is within a certain region 25 

as compared with denying access when the device is beyond 
a predetermined regions. The claims are meant to cover both 
situations. 

FIG. 14 diagrammatically illustrates a portable computing 
device 810 at location B. The portable computing device 810 30 

includes, in the illustrated embodiment, a GPS system ( or a 
receiver system) 812 coupled to a bus 814 and further 
coupled to memory 816, a processor 818 and an input/output 
system 820. Input/output 820 is coupled to, among other 
things, a key board or key pad, a display, and possibly a 35 

transmitter and receiver subsystem. As is known, GPS 
Systems detect satellite positioning signals and generate an 
output indicative of the location of the GPS system. In the 
illustrated embodiment, this location is location B in FIG. 
14. 

A simple implementation of the present security system 
provides dl from location A, defined by building 822, 
certain security events occur, e.g., automatic extraction and 

40 

60 
communications must be established between truck 824 at 
location C and the portable device 810. For example, the 
receiver coupled to input/output 820 receives this informa­
tion from location of truck 824 and location C. This refer-
ence location C is then processed in conjunction with the 
location data from GPS circuit 812 by processor 818 and 
memory 816. The same results as discussed above in con­
junction with fixed reference location A can be achieved 
with a variable reference location C. Truck 826 at variable 
location D enables the system to provide an additional level 
of security. In other words, within distance d2 ( d2-limit), the 
operator of portable device 810 may be able to reconstruct 
information upon request. However, if portable device 810 
intrudes upon or is less than distance d3 (d3-max) the 
distance between location B and location D, the security 
system may trigger an immediate extraction routine thereby 
disbursing, on a granular basis, the secured words, data 
objects or whatever and further prohibit reconstruction. Of 
course, the security system could be configured simply to 
extract the information and permit reconstruction. Other­
wise, the security system could be configured to simply 
extract information and prohibit reconstruction. In this man­
ner, the security system discussed in conjunction with the 
portable computing device 810 can have multiple triggers or 
location established events enabling the security program to 
extract security information or disabling the security pro-
gram to prohibit reconstruction based upon a fixed location 
A or one or more variable locations C, D. 

Another configuration of the present invention utilizes 
triangulation to obtain location B for the portable computing 
device 810. In a triangulation situation, the receiver system 
812 for the locator receives signals from one or more fixed 
locations, and preferably three locations diagrammatically 
illustrated by tower Tl, T2 and T3 in FIG. 14. The trian-
gulation of signals to obtain location B is known in the art. 
However, the combination of such location position coupled 
to extraction of security data and/or reconstruction of secu­
rity data based upon certain location parameters is part of the 
present invention. 

For illustration purposes only, the present security system 
for the portable computing device 810 can remotely store 
extracted security information. Remote store 828 coupled to 
receiving tower Tl illustrates this concept. 

FIG. 15 diagrammatically illustrates a basic flow chart for a denial of reconstruction rights. In one example, GPS 
subsystem 812 continually monitors the location of portable 
device 810. When the location of device 810 exceeds a 
predetermined distance (dl-limit), the program operating in 
memory, 816 operable by processor 818 either extracts data 
and stores the extracted data as discussed in detail above or 
prohibits reconstruction of data as requested by the operator 
of portable device 810. Alternatively, automatic extraction 
may occur without prohibiting reconstruction due to device 
810 being located beyond the predetermined region dl-limit. 
The portable computing device 810 in FIG. 14 may have 
many other electronic components such as those shown in 
FIG. 2 in connection with computer 165. Alternatively, the 
security system can be configured in a reverse manner such 
that the extraction of security information is triggered when 
portable 810 is within a predetermined region (less than 
dl-max) close to location A and building 822, that is, the 
security system disclosed above is triggered to extract 
information when distance dl is less than dl-max. 

45 the portable security system program utilized in connection 
with portable computing device 810. Decision step 830 
determines whether a certain event has occurred. This event 
may include a power ON for the portable computing device, 
maybe a "save document" command, maybe a screen ON 

The security system can also be configured such that GPS 
or locator system 812 detects a variable distance such as 
distance d2 between truck 824 and location B of portable 
device 810. In this sense, the location of portable device 810 
is obtained by GPS circuit 812 and further some type of 

50 event or maybe a timed function. For example, if the 
portable computing device 810 is continually ON, the pro­
gram may periodically poll the locator circuit (GPS 812) and 
determine whether location B is within or beyond the 
predetermined regions ( d-max or d-limit). Step 832 activates 

55 the GPS or the triangulation circuit to obtain current location 
data. This may include locating variable locations C, D. Step 
833 obtains territory limits for various security levels. As 
discussed earlier, security level SLl is public or non-confi­
dential information, security SL2 confidential or proprietary 

60 information, level SL3 is secret information and level SL4 
is top secret information. This system can be configured 
such that various territories or predetermined regions cor­
respond to respective ones of the security levels SL1-SL4. 

Decision step 834 determines whether location B of 
65 portable computing device 810 is within or without the 

predetermined territory limits or predetermined region. If 
YES, the system determines in decision step 836 whether the Page 52 IBM v. Digital Doors, 
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device 810 may be a plurality of portable devices linked via 
a hard wire network or via a wireless network. The same 
security program disclosed above in herein can be utilized 
with one computer or a series of computers. Further, por-

user has initiated a reconstruction request. If not, the system 
returns to a point preceding decision step 830, the detect 
event function or step. If YES, the system, in step 838, 
reconstructs the document only if location B is beyond a 
predetermined region. Of course, a negative operation could 
occur in that reconstruction would be prohibited if location 
B was within a predetermined region. The claims appended 
hereto are meant to cover both within a region and without 
a region and independently, extract or permit reconstruction. 
Step 840 secures the reconstructed file again as necessary. 
The term "beyond" includes both within a region or, if 
pre-programmed, without a region because the designated 
region may be "white," permitting (a) extraction at the 
transit over the regional boundaries or (b) reconstruction 
within the boundaries, or may be "black" forcing extraction 
automatically and prohibiting any reconstruction therein. 
Programmers know that white and black regions are inter­
changeable since the command to be executed could be a 
positive or a negative command ( e.g, reconstruction permit­
ted (white) vs. reconstruction not permitted (black)). 

5 table computing device 810 can include a plurality of 
memory segments (see FIG. 3A) and may include a plurality 
of display screens as discussed above in conjunction with 
FIG. 3. The extraction and storage and reconstruction of 
streaming data is possible as is operation on voice data. 

10 Additionally, the portable computing device may set off an 
audible and/or visual alarm prior to extraction of data. For 
variable territories or predetermined regions, step 832 or 833 
may include gathering information regarding the variable 
location of vehicles 824, 826 prior to determining the 

15 territorial limits for various security levels SL2, SL3 and 
SL4. 

20 

Returning to decision step 834, iflocation B is not within 
the predetermined regions or territories defined by security 
levels SL1-SL4, the NO branch is taken and decision step 
842 determines whether portable computing device 810 has 
any unsecured files. If YES, the system executes step 844 25 

which is extract and store the security sensitive words, data 
objects etc. in accordance with security levels SL2-SL4. As 
stated above, the storage could be on media in a local drive 
or can be remotely distributed to memory segments desig­
nated as a remote extract store. If the NO branch is taken 30 

from decision step 842, the system executes decision step 
846 which determines whether the user has requested a 
reconstruction of data. If not, the program ends or returns to 
the event detection step 830. If YES, the system executes 
step 848 which determines whether a lower security clear- 35 

ance is available within the current territory, determines 
whether the user has the proper pass code to access the 
reconstruction and process the reconstruction or whether the 
system prohibits all reconstruction. Partial reconstruction for 
lower security items may be permitted. For example, recon- 40 

struction at top secret level SL4 may be prohibited when 
distance d2 is greater than d2-limit but reconstruction at a 
lower security level such as confidential level SL2 may be 
permitted beyond limit d2-limit. In this sense, the present 
invention can be configured to generate extraction for vari- 45 

ous security levels at various predetermined regions based 
upon a fixed reference point or a variable reference point. 
Alternatively, reconstruction can be permitted or denied 
based on a plurality of security levels and a plurality of 
corresponding regions or distances. The term "mobile pre- 50 

determined region" is sometimes utilized in conjunction 
with variable regions d2 and d3. 

As an example, the data object retained by portable 
computing device 810 maybe a map having security sensi­
tive icons on the map. These icons are extracted if location 55 

B is less than a predetermined defined distance d3-limit 
between variable location D and location B. If location B is 
beyond d3-minimum, the map can be view by the operator 

The claims appended hereto are meant to cover modifi­
cations and changes within the scope and spirit of the present 
invention. 

What is claimed is: 
1. A method of securing data having one or more security 

sensitive words, characters, data objects or icons in a com­
puter system with a plurality of security controlled memo­
ries as respective extract stores with security access controls 
thereat, said computer system having at least one portable 
computing device locatable with current location data, com-
prising: 

determining when said portable computing device is 
beyond a predetermined region based upon said current 
location data; 

when said portable computing device is beyond said 
predetermined region, permitting extraction of said 
security sensitive words, characters, data objects or 
icons from said data to obtain extracted data and 
remainder data therefrom and storing said extracted 
data in respective extract stores corresponding to a 
respective security level of said extract stores; 

permitting full or partial reconstruction of said data via 
said extracted data from said extract stores and remain­
der data only in the presence of a predetermined 
security clearance access control corresponding to said 
respective security level and only when said portable 
computing device is not beyond said predetermined 
region. 

2. A method for securing data as claimed in claim 1 
wherein said current location data is generated with the 
acquisition of a global positioning signal. 

3. A method for securing data as claimed in claim 2 
including acquiring said current location data with one of the 
acquisition of a global positioning signal or the acquisition 
of triangulation data. 

4. A method for securing data as claimed in claim 3 
wherein one of said plurality of extract stores is operable in 
a local data drive on said portable computing device and said 
storing therein occurs on said local data drive. 

5. A method for securing data as claimed in claim 4 
wherein said local data drive is one drive from the group of 
a floppy drive, a hard drive, a flash memory drive, a 
removable hard drive, a tape drive and a read-write CD-on portable device 810. If location B is less than distance 

d3-minimum, the security icons are removed from the map. 60 ROM drive. 
In a similar sense, security sensitive credit card characters 
can be extracted from plain text documents carried on 
portable computing device 810 when device 810 is a certain 
distance beyond dl-limit from fixed reference point A. This 
location A may be a bank headquarters. Encrypting and 65 

decrypting the data based upon the geographic event is also 
contemplated by the present invention. Of course, portable 

6. A method for securing data as claimed in claim 1 
including acquiring said current location data with one of the 
acquisition of a global positioning signal or the acquisition 
of triangulation data. 

7. A method for securing data as claimed in claim 6 
wherein said predetermined security clearance is one of a 
plurality of security clearances and said predetermined Page 53 IBM v. Digital Doors, 
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region is one a plurality of regions, said plurality of security 
clearances associated with respective ones of said plurality 
of regions, the step of determining determines when said 
portable computing device is beyond said respective ones of 
said plurality of regions, said extraction occurs or said 5 

storage occurs based upon the location of said portable 
computing device beyond said respective ones of said plu­
rality of regions, and said reconstruction is permitted based 
upon respective security clearances and based upon the 
location of said portable computing device not being beyond 10 

predetermined respective ones of regions of said plurality of 
regions. 

64 
20. A method of securing data as claimed in claim 19 

operating over a plurality of computers interconnected 
together. 

21. A method for securing data as claimed in claim 20 
wherein said determining, extracting and storing occurs 
either automatically or upon power up of said at least one 
portable computing device. 

22. A method of securing data as claimed in claim 21 
wherein the step of extracting utilizes one of an inference 
engine, neural network and artificial intelligence process. 

23. A method as claimed in claim 22 wherein said portable 
computing device is a computer which includes a display fed 
from video memory having a plurality of frame memory 
segments, the reconstruction step including interleaving 

8. A method for securing data as claimed in claim 6 
wherein one of said plurality of extract stores is a remote 
memory and the method includes transmitting correspond­
ing extracted data to the remote extract store. 

15 extracted data and remainder data into respective ones of 
said plurality of frame memory segments. 

9. A method for securing data as claimed in claim 8 
wherein said transmitting occurs as a wireless data trans­
m1ss10n. 

24. A method as claimed in claim 22 wherein said portable 
computing device is a computer which includes a data 
display system with at least two separate but visually 

10. A method for securing data as claimed in claim 9 
including encrypting said corresponding extracted data prior 
to transmitting. 

11. A method for securing data as claimed in claim 10 
including receiving said corresponding extracted data as 
necessary during reconstruction. 

20 overlaid displays, the step of reconstruction including dis­
playing said extracted data on one of said at least two 
displays and displaying said remainder data on another of 
said at least two displays. 

12. A method for securing data as claimed in claim 11 
wherein said predetermined region is a mobile predeter­
mined region and the method includes obtaining data rep­
resenting said mobile predetermined region. 

25. A method for securing data as claimed in claim 1 
25 wherein one of said plurality of extract stores is operable in 

a local data drive on said portable computing device and said 
storing therein occurs on said local data drive. 

13. A method for securing data as claimed in claim 12 
wherein the step of obtaining occurs before the step of 
determining. 

26. A method for securing data as claimed in claim 25 
wherein said local data drive is one drive from the group of 

30 a floppy drive, a hard drive, a flash memory drive, a 
removable hard drive, a tape drive and a read-write CD­
ROM drive. 

14. A method for securing data as claimed in claim 13 
wherein said data is a map with security sensitive icons 

35 
associated therewith, said security sensitive icons being 
extracted from said map when said portable computing 
device is beyond said predetermined region. 

15. A method for securing data as claimed in claim 13 
wherein said data is a document file with security sensitive 

40 
credit card data characters associated therewith, said secu-
rity sensitive credit card data characters being extracted 
from said document file when said portable computing 
device is beyond said predetermined region. 

16. A method for securing data as claimed in claim 15 45 
including encrypting said extracted data before or during 
said storage and decrypting said extracted data as necessary 
during reconstruction. 

17. A method of securing data as claimed in claim 16 
wherein said predetermined security clearance is one of a 50 
plurality of security clearances, said plurality of security 
levels is associated with corresponding degrees of encryp­
tion, the method including encrypting said extracted data 
with corresponding degrees of encryption associated with 
said plurality of security levels, and including decrypting, 55 
during the reconstruction, of some or all of said extracted 
data only in the presence of said predetermined security 
level of said plurality of security levels. 

18. A method of securing data as claimed in claim 17 
including encrypting said extracted data and remainder data 60 

prior to storing. 
19. A method as claimed in claim 18 wherein said 

predetermined security clearance is one of a plurality of 
security clearances, the step of reconstruction includes the 
step of permitting a plurality of partial reconstructions of 65 

said data in the presence of respective ones of said plurality 
of security clearance levels. 

27. A method for securing data as claimed in claim 1 
wherein one of said plurality of extract stores is a remote 
memory and the method includes transmitting correspond­
ing extracted data to the remote extract store. 

28. A method for securing data as claimed in claim 27 
wherein said transmitting occurs as a wireless data trans­
m1ss10n. 

29. A method for securing data as claimed in claim 28 
including encrypting said corresponding extracted data prior 
to transmitting. 

30. A method for securing data as claimed in claim 27 
including receiving said corresponding extracted data as 
necessary during reconstruction. 

31. A method for securing data as claimed in claim 1 
wherein said predetermined security clearance is one of a 
plurality of security clearances and said predetermined 
region is one a plurality of regions, said plurality of security 
clearances associated with respective ones of said plurality 
of regions, the step of determining determines when said 
portable computing device is beyond said respective ones of 
said plurality of regions, said extraction occurs or said 
storage occurs based upon the location of said portable 
computing device beyond said respective ones of said plu­
rality of regions, and said reconstruction is permitted based 
upon respective security clearances and based upon the 
location of said portable computing device not being beyond 
predetermined respective ones of regions of said plurality of 
regions. 

32. A method for securing data as claimed in claim 1 
wherein said predetermined region is a mobile predeter­
mined region and the method includes obtaining data rep­
resenting said mobile predetermined region. 

33. A method for securing data as claimed in claim 32 
wherein the step of obtaining occurs before the step of 
determining. Page 54 IBM v. Digital Doors, 
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playing said extracted data on one of said at least two 
displays and displaying said remainder data on another of 
said at least two displays. 

46. A method of securing data having one or more security 

34. A method for securing data as claimed in claim 1 
wherein said data is a map with security sensitive icons 
associated therewith, said security sensitive icons being 
extracted from said map when said portable computing 
device is beyond said predetermined region. 

35. A method for securing data as claimed in claim 1 
wherein said data is a document file with security sensitive 
credit card data characters associated therewith, said secu-

5 sensitive words, characters, data objects or icons in a com­
puter system with a plurality of security controlled memo­
ries as respective extract stores with security access controls 
thereat, said computer system having at least one portable 

rity sensitive credit card data characters being extracted 
from said document file when said portable computing 10 

device is beyond said predetermined region. 
36. A method for securing data as claimed in claim 1 

including encrypting said extracted data before or during 
said storage and decrypting said extracted data as necessary 
during reconstruction. 15 

37. A method of securing data as claimed in claim 1 
wherein said predetermined region is one a plurality of 
regions which includes at least one security protocol extrac­
tion region and at least one security protocol reconstruction 
region, the step of determining determines when said por- 20 

table computing device is beyond at least one security 
protocol extraction region and applies the respective proto-
col to said data, and the step of determining further deter­
mines when said portable computing device is beyond at 
least one security protocol reconstruction region and applies 25 

the respective protocol to full or partial reconstruction of 
said data. 

38. A method of securing data as claimed in claim 37 
wherein said predetermined security clearance is one of a 
plurality of security clearances, said plurality of security 30 

levels is associated with corresponding degrees of encryp­
tion, the method including encrypting said extracted data 
with corresponding degrees of encryption associated with 
said plurality of security levels, and including decrypting, 
during the reconstruction, of some or all of said extracted 35 

data only in the presence of said predetermined security 
level of said plurality of security levels. 

39. A method of securing data as claimed in claim 38 
including encrypting said extracted data and remainder data 
prior to storing. 40 

40. A method as claimed in claim 37 wherein said 

computing device locatable with current location data, com­
prising: 

determining when said portable computing device is 
beyond a predetermined region based upon said current 
location data; 

when said portable computing device is beyond said 
predetermined region, permitting extraction of said 
security sensitive words, characters, data objects or 
icons from said data to obtain extracted data and 
remainder data therefrom and storing said extracted 
data in respective extract stores corresponding to a 
respective security level of said extract stores; 

when said portable computing device is not beyond said 
predetermined region, permitting full or partial recon­
struction of said data via said extracted data from said 
extract stores and remainder data in the presence of a 
predetermined security clearance access control corre­
sponding to said respective security level. 

4 7. A method of securing data having one or more security 
sensitive words, characters, data objects or icons in a com­
puter system with a plurality of security controlled memo­
ries as respective extract stores with security access controls 
thereat, said computer system having at least one portable 
computing device locatable with current location data, com­
prising: 

determining when said portable computing device is 
beyond a predetermined region based upon said current 
location data; 

when said portable computing device is beyond said 
predetermined region, extracting said security sensitive 
words, characters, data objects or icons from said data 
to obtain extracted data and remainder data therefrom 
and storing said extracted data in respective extract 
stores corresponding to a respective security level of 
said extract stores. 

predetermined security clearance is one of a plurality of 
security clearances, the step of reconstruction includes the 
step of permitting a plurality of partial reconstructions of 
said data in the presence of respective ones of said plurality 
of security clearance levels. 

45 
48. A method for securing data as claimed in claim 47 

including acquiring said current location data with one of the 
acquisition of a global positioning signal or the acquisition 
of triangulation data. 41. A method of securing data as claimed in claim 1 

operating over a plurality of computers interconnected 
together. 

42. A method for securing data as claimed in claim 1 
wherein said determining, extracting and storing occurs 
either automatically or upon power up of said at least one 
portable computing device. 

49. A method for securing data as claimed in claim 48 

50 
wherein one of said plurality of extract stores is operable in 
a local data drive on said portable computing device and said 
storing therein occurs on said local data drive. 

43. A method of securing data as claimed in claim 1 
wherein the step of extracting utilizes one of an inference 
engine, neural network and artificial intelligence process. 

50. A method for securing data as claimed in claim 49 
wherein said local data drive is one drive from the group of 

55 a floppy drive, a hard drive, a flash memory drive, a 
removable hard drive, a tape drive and a read-write CD­
ROM drive. 

44. A method as claimed in claim 1 wherein said portable 
computing device is a computer which includes a display fed 
from video memory having a plurality of frame memory 60 

segments, the reconstruction step including interleaving 
extracted data and remainder data into respective ones of 
said plurality of frame memory segments. 

45. A method as claimed in claim 1 wherein said portable 
computing device is a computer which includes a data 65 

display system with at least two separate but visually 
overlaid displays, the step of reconstruction including dis-

51. A method for securing data as claimed in claim 48 
wherein one of said plurality of extract stores is a remote 
memory and the method includes transmitting correspond­
ing extracted data to the remote extract store. 

52. A method for securing data as claimed in claim 51 
wherein said transmitting occurs as a wireless data trans­
m1ss10n. 

53. A method for securing data as claimed in claim 52 
including encrypting said corresponding extracted data prior 
to transmitting. Page 55 IBM v. Digital Doors, 
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54. A method for securing data as claimed in claim 53 
wherein said predetermined region is one a plurality of 
regions, the step of determining determines when said 
portable computing device is beyond said respective ones of 
said plurality of regions, said extraction occurs or said 5 

storage occurs based upon the location of said portable 
computing device beyond said respective ones of said plu­
rality of regions. 

55. A method for securing data as claimed in claim 54 
wherein said plurality of predetermined regions is a plurality 10 

of mobile predetermined region and the method includes 
obtaining data representing said plurality of mobile prede­
termined region. 

56. A method for securing data as claimed in claim 55 
wherein the step of obtaining occurs before the step of 15 

determining. 
57. A method for securing data as claimed in claim 56 

wherein said data is a map with security sensitive icons 
associated therewith, said security sensitive icons being 
extracted from said map when said portable computing 20 

device is beyond said predetermined region. 
58. A method for securing data as claimed in claim 56 

wherein said data is a document file with security sensitive 
credit card data characters associated therewith, said secu­
rity sensitive credit card data characters being extracted 25 

from said document file when said portable computing 
device is beyond said predetermined region. 

59. A method for securing data as claimed in claim 56 
including encrypting said extracted data before or during 
said storage and decrypting said extracted data as necessary 30 

during reconstruction. 
60. A method of securing data as claimed in claim 56 

wherein said respective security level is one of a plurality of 
security levels associated with corresponding degrees of 
encryption as are said extracted data, the method including 35 

encrypting said extracted data with corresponding degrees of 
encryption associated with said plurality of security levels. 

61. A method of securing data as claimed in claim 60 
including encrypting said extracted data and remainder data 
prior to storing. 40 

62. A method of securing data as claimed in claim 61 
operating over a plurality of computers interconnected 
together. 

63. A method for securing data as claimed in claim 62 
45 

wherein said determining, extracting and storing occurs 
either automatically or upon power up of said at least one 
portable computing device. 

64. A method of securing data as claimed in claim 63 
wherein the step of extracting utilizes one of an inference 

50 
engine, neural network and artificial intelligence process. 

68 
69. A method for securing data as claimed in claim 68 

including encrypting said corresponding extracted data prior 
to transmitting. 

70. A method for securing data as claimed in claim 47 
wherein said predetermined region is one a plurality of 
regions, the step of determining determines when said 
portable computing device is beyond said respective ones of 
said plurality of regions, said extraction occurs or said 
storage occurs based upon the location of said portable 
computing device beyond said respective ones of said plu­
rality of regions. 

71. A method for securing data as claimed in claim 47 
wherein said predetermined region is a mobile predeter­
mined region and the method includes obtaining data rep­
resenting said mobile predetermined region. 

72. A method for securing data as claimed in claim 71 
wherein the step of obtaining occurs before the step of 
determining. 

73. A method for securing data as claimed in claim 47 
wherein said data is a map with security sensitive icons 
associated therewith, said security sensitive icons being 
extracted from said map when said portable computing 
device is beyond said predetermined region. 

74. A method for securing data as claimed in claim 47 
wherein said data is a document file with security sensitive 
credit card data characters associated therewith, said secu­
rity sensitive credit card data characters being extracted 
from said document file when said portable computing 
device is beyond said predetermined region. 

75. A method for securing data as claimed in claim 47 
including encrypting said extracted data before or during 
said storage and decrypting said extracted data as necessary. 

76. A method of securing data as claimed in claim 47 
wherein said respective security level is one of a plurality of 
security levels associated with corresponding degrees of 
encryption as are said extracted data, the method including 
encrypting said extracted data with corresponding degrees of 
encryption associated with said plurality of security levels. 

77. A method of securing data as claimed in claim 76 
including encrypting said extracted data and remainder data 
prior to storing. 

78. A method of securing data as claimed in claim 47 
operating over a plurality of computers interconnected 
together. 

79. A method for securing data as claimed in claim 47 
wherein said determining, extracting and storing occurs 
either automatically or upon power up of said at least one 
portable computing device. 

80. A method of securing data as claimed in claim 47 
wherein the step of extracting utilizes one of an inference 
engine, neural network and artificial intelligence process. 

81. A method of securing data having one or more security 
sensitive words, characters, data objects or icons in a com­
puter system with a plurality of security controlled memo-

65. A method for securing data as claimed in claim 47 
wherein one of said plurality of extract stores is operable in 
a local data drive on said portable computing device and said 
storing therein occurs on said local data drive. 

66. A method for securing data as claimed in claim 65 
wherein said local data drive is one drive from the group of 
a floppy drive, a hard drive, a flash memory drive, a 
removable hard drive, a tape drive and a read-write CD­
ROM drive. 

55 ries as respective extract stores with security access controls 
thereat, said security sensitive words, characters, data 
objects or icons extracted from said data to obtain extracted 
data and remainder data which extracted data is stored in 

67. A method for securing data as claimed in claim 47 
wherein one of said plurality of extract stores is a remote 
memory and the method includes transmitting correspond­
ing extracted data to the remote extract store. 

respective extract stores corresponding to a respective secu-
60 rity level of said extract stores, said computer system having 

at least one portable computing device locatable with current 
location data, comprising: 

68. A method for securing data as claimed in claim 67 65 

wherein said transmitting occurs as a wireless data trans-

determining when said portable computing device is 
within a predetermined region based upon said current 
location data; 

permitting full or partial reconstruction of said data via 
said extracted data from said extract stores and remain-m1ss10n. Page 56 IBM v. Digital Doors, 
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determines when said portable computing device is beyond 
said respective ones of said plurality of regions, said extrac­
tion occurs or said storage occurs based upon the location of 
said portable computing device beyond said respective ones 

der data only in the presence of a predetermined 
security clearance access control corresponding to said 
respective security level and only when said portable 
computing device is not beyond said predetermined 
region. 

82. A computer readable medium encoded with program­
ming instructions for securing data having one or more 
security sensitive words, characters, data objects or icons in 

5 of said plurality of regions, and said reconstruction is 
permitted based upon respective security clearances and 
based upon the location of said portable computing device 
not being beyond predetermined respective ones of regions 

a computer system with a plurality of security controlled 
memories as respective extract stores with security access 10 

controls thereat, said computer system having at least one 
portable computing device locatable with current location 
data, the programming instructions comprising: 

determining when said portable computing device is 
beyond a predetermined region based upon said current 15 

location data; 
when said portable computing device is beyond said 

predetermined region, permitting extraction of said 
security sensitive words, characters, data objects or 
icons from said data to obtain extracted data and 20 

remainder data therefrom and storing said extracted 
data in respective extract stores corresponding to a 
respective security level of said extract stores; 

of said plurality of regions. 
92. A computer readable medium with prograniming steps 

as claimed in claim 82 wherein said predetermined region is 
a mobile predetermined region and the method includes 
obtaining data representing said mobile predetermined 
region. 

93. A computer readable medium with prograniming steps 
as claimed in claim 92 wherein the step of obtaining occurs 
before the step of determining. 

94. A computer readable medium with prograniming steps 
as claimed in claim 82 wherein said data is a map with 
security sensitive icons associated therewith, said security 
sensitive icons being extracted from said map when said 
portable computing device is beyond said predetermined 
region. 

95. A computer readable medium with prograniming steps permitting full or partial reconstruction of said data via 
said extracted data from said extract stores and remain­
der data only in the presence of a predetermined 
security clearance access control corresponding to said 
respective security level and only when said portable 
computing device is not beyond said predetermined 
region. 

25 as claimed in claim 82 wherein said data is a document file 
with security sensitive credit card data characters associated 
therewith, said security sensitive credit card data characters 
being extracted from said document file when said portable 

83. A computer readable medium with programming steps 
as claimed in claim 82 wherein said current location data is 
generated with the acquisition of a global positioning signal. 

84. A computer readable medium with programming steps 
as claimed in claim 82 including acquiring said current 
location data with one of the acquisition of a global posi­
tioning signal or the acquisition of triangulation data. 

85. A computer readable medium with programming steps 

30 

computing device is beyond said predetermined region. 
96. A computer readable medium with prograniming steps 

as claimed in claim 82 including encrypting said extracted 
data before or during said storage and decrypting said 
extracted data as necessary during reconstruction. 

97. A computer readable medium with prograniming steps 
35 as claimed in claim 82 wherein said respective security level 

is one of a plurality of security levels operative during 
recoonstruction. 

as claimed in claim 82 wherein one of said plurality of 
extract stores is operable in a local data drive on said 40 

portable computing device and said storing therein occurs on 
said local data drive. 

98. A computer readable medium with prograniming steps 
as claimed in claim 97 wherein said plurality of security 
levels is associated with corresponding degrees of encryp­
tion for said extracted data, the method including encrypting 
said extracted data with corresponding degrees of encryption 
associated with said plurality of security levels, and includ­
ing decrypting, during the reconstruction, of some or all of 
said extracted data only in the presence of said predeter­
mined security level of said plurality of security levels. 

86. A computer readable medium with programming steps 
as claimed in claim 85 wherein said local data drive is one 
drive from the group of a floppy drive, a hard drive, a 45 

removable hard drive, a flash memory drive, a tape drive and 
a read-write CD-ROM drive. 

87. A computer readable medium with programming steps 
as claimed in claim 82 wherein one of said plurality of 
extract stores is a remote memory and the method includes 50 

transmitting corresponding extracted data to the remote 
extract store. 

99. A computer readable medium with prograniming steps 
as claimed in claim 98 including encrypting said extracted 
data and remainder data prior to storing. 

100. A computer readable medium with prograniming 
steps as claimed in claim 97 wherein the step of reconstruc­
tion includes the step of permitting a plurality of partial 
reconstructions of said data in the presence of respective 
ones of said plurality of security clearance levels. 

88. A computer readable medium with programming steps 
as claimed in claim 87 wherein said transmitting occurs as 
a wireless data transmission. 

89. A computer readable medium with programming steps 
as claimed in claim 88 including encrypting said corre­
sponding extracted data prior to transmitting. 

90. A computer readable medium with programming steps 
as claimed in claim 87 including receiving said correspond­
ing extracted data as necessary during reconstruction. 

91. A computer readable medium with programming steps 
as claimed in claim 82 wherein said predetermined security 
clearance is one of a plurality of security clearances and said 
predetermined region is one a plurality of regions, said 
plurality of security clearances associated with respective 
ones of said plurality of regions, the step of determining 

55 101. A computer readable medium with prograniming 
steps as claimed in claim 82 configured to operate over a 
plurality of computers interconnected together. 

102. A computer readable medium with prograniming 
steps as claimed in claim 82 wherein said determining, 

60 extracting and storing occurs either automatically or upon 
power up of said at least one portable computing device. 

103. A computer readable medium with prograniming 
steps as claimed in claim 82 wherein the step of extracting 
utilizes one of an inference engine, neural network and 

65 artificial intelligence process. 
104. A computer readable medium with prograniming 
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114. A computer readable medium with programming 
steps as claimed in claim 106 wherein said data is a map with 
security sensitive icons associated therewith, said security 
sensitive icons being extracted from said map when said 

ing device is a computer which includes a display fed from 
video memory having a plurality of frame memory seg­
ments, the reconstruction step including interleaving 
extracted data and remainder data into respective ones of 
said plurality of frame memory segments. 5 portable computing device is beyond said predetermined 

105. A computer readable medium with programming 
steps as claimed in claim 82 wherein said portable comput-
ing device is a computer which includes a data display 
system with at least two separate but visually overlaid 
displays, the step of reconstruction including displaying said 10 

extracted data on one of said at least two displays and 
displaying said remainder data on another of said at least two 
displays. 

106. A computer readable medium encoded with pro­
gramming steps for securing data having one or more 15 

security sensitive words, characters, data objects or icons in 
a computer system with a plurality of security controlled 
memories as respective extract stores with security access 
controls thereat, said computer system having at least one 
portable computing device locatable with current location 20 

data, the programming steps comprising: 
determining when said portable computing device is 

beyond a predetermined region based upon said current 
location data; 

region. 
115. A computer readable medium with programming 

steps as claimed in claim 106 wherein said data is a 
document file with security sensitive credit card data char­
acters associated therewith, said security sensitive credit 
card data characters being extracted from said document file 
when said portable computing device is beyond said prede­
termined region. 

116. A computer readable medium with programming 
steps as claimed in claim 106 including encrypting said 
extracted data before or during said storage and decrypting 
said extracted data as necessary. 

117. A computer readable medium with programming 
steps as claimed in claim 106 wherein said respective 
security level is one of a plurality of security levels associ­
ated with said respective extract stores. 

118. A computer readable medium with programming 
steps as claimed in claim 117 wherein said plurality of 
security levels is associated with corresponding degrees of 
encryption as are said extracted data, the method including 
encrypting said extracted data with corresponding degrees of 

when said portable computing device is beyond said 25 

predetermined region, extracting said security sensitive 
words, characters, data objects or icons from said data encryption associated with said plurality of security levels. 

119. A computer readable medium with programming 
steps as claimed in claim 118 including encrypting said 

30 extracted data and remainder data prior to storing. 

to obtain extracted data and remainder data therefrom 
and storing said extracted data in respective extract 
stores corresponding to a respective security level of 
said extract stores. 

107. A computer readable medium with programming 
steps as claimed in claim 106 including acquiring said 
current location data with one of the acquisition of a global 
positioning signal or the acquisition of triangulation data. 

108. A computer readable medium with programming 
steps as claimed in claim 106 wherein one of said plurality 

35 

120. A computer readable medium with programming 
steps as claimed in claim 106 wherein said determining, 
extracting and storing occurs either automatically or upon 
power up of said at least one portable computing device. 

121. An information processing system for securing data 
having one or more security sensitive words, characters, data 
objects or icons in a computer system a plurality of security 
controlled memories as respective extract stores with secu-of extract stores is operable in a local data drive on said 

portable computing device and said storing therein occurs on 
said local data drive. 

109. A computer readable medium with programming 
steps as claimed in claim 108 wherein said local data drive 
is one drive from the group of a floppy drive, a hard drive, 

40 
rity access controls thereat, said computer system having at 
least one portable computing device locatable with current 
location data, comprising: 

a flash memory drive, a removable hard drive, a tape drive 
45 

and a read-write CD-ROM drive. 
110. A computer readable medium with programming 

steps as claimed in claim 106 wherein one of said plurality 
of extract stores is a remote memory and the method 
includes transmitting corresponding extracted data to the 50 
remote extract store. 

111. A computer readable medium with programming 
steps as claimed in claim 110 including encrypting said 
extracted data prior to transmitting. 

112. A computer readable medium with programming 55 

steps as claimed in claim 106 wherein said predetermined 
region is one a plurality of regions, the step of determining 
determines when said portable computing device is beyond 
said respective ones of said plurality of regions, said extrac­
tion occurs or said storage occurs based upon the location of 60 

said portable computing device beyond said respective ones 
of said plurality of regions. 

113. A computer readable medium with programming 
steps as claimed in claim 106 wherein said predetermined 
region is a mobile predetermined region and the method 65 

includes obtaining data representing said mobile predeter­
mined region. 

means for determining when said portable computing 
device is beyond a predetermined region based upon 
said current location data; 

means for extracting, coupled to said means for deter­
mining, said security sensitive words, characters, data 
objects or icons from said data to obtain extracted data 
and remainder data therefrom and storing said extracted 
data in respective extract stores corresponding to a 
respective security level of said extract stores; 

means for permitting full or partial reconstruction of said 
data via said extracted data from said extract stores and 
remainder data only in the presence of a predetermined 
security clearance access control corresponding to said 
respective security level and only when said portable 
computing device is not beyond said predetermined 
region. 

122. An information processing system as claimed in 
claim 121 including a global positioning signal generator, 
said current location data being generated by said global 
positioning signal generator and applied to said means for 
determining. 

123. An information processing system as claimed in 
claim 121 including means for acquiring said current loca­
tion data with one of the acquisition of a global positioning 
signal or the acquisition of triangulation data. Page 58 IBM v. Digital Doors, 
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135. An information processing system as claimed in 
claim 121 wherein said predetermined security level is one 
of a plurality of security levels, each associated with a 
corresponding extract store, and said means for reconstruct-

124. An information processing system as claimed in 
claim 121 wherein said portable computing device includes 
a local data drive and local drive media as one of said 
respective extract stores, said means for extracting storing 
said security sensitive words, characters, data objects or 
icons on said media in said local data drive. 

125. An information processing system as claimed in 
claim 124 wherein said local data drive is one drive from the 

s ing acts upon some or all of said extracted data only in the 
presence of a respective predetermined security level of said 
plurality of security levels. 

group of a floppy drive, a hard drive, a removable hard drive, 
a flash memory drive, a tape drive and a read-write CD- 10 

ROM drive. 

136. An information processing system as claimed in 
claim 135 wherein said plurality of security levels is asso­
ciated with corresponding degrees of encryption as are said 
extracted data, the system including means for encrypting 
said extracted data with corresponding degrees of encryption 
associated with said plurality of security levels, and includ­
ing means for decrypting, during reconstruction with said 

126. An information processing system as claimed in 
claim 121 including a remote memory as one of said 
plurality of extract stores in said computer system, said 
portable computing device including a data transmitter, said 
means for extracting storing said security sensitive words, 
characters, data objects or icons in said remote memory via 
said data transmitter. 

15 means for reconstructing, of some or all of said extracted 
data only in the presence of said predetermined security 
level of said plurality of security levels. 

127. An information processing system as claimed in 
claim 126 wherein said data transmitter transmits data via a 
wireless communications channel. 

137. An information processing system as claimed in 
claim 136 including means for encrypting said extracted 

20 data and remainder data prior to storing. 

128. An information processing system as claimed in 
claim 127 including means for encrypting corresponding 
extracted data prior to transmitting. 

138. An information processing system as claimed in 
claim 135 wherein said means for reconstructing permits a 
plurality of partial reconstructions of said data in the pres­
ence of respective ones of said plurality of security clearance 

129. An information processing system as claimed in 
claim 126 including means for receiving said corresponding 
extracted data as necessary during reconstruction. 

25 levels. 

130. An information processing system as claimed in 
claim 121 wherein said predetermined security clearance is 
one of a plurality of security clearances and said predeter- 30 

mined region is one a plurality of regions, said plurality of 
security clearances associated with respective ones of said 
plurality of regions, the means for determining determines 
when said portable computing device is beyond said respec­
tive ones of said plurality of regions, said means for extract- 35 

ing and storing being triggered based upon the location of 
said portable computing device beyond said respective ones 
of said plurality of regions, and said means for reconstruct-
ing being activated based upon respective security clear­
ances and based upon the location of said portable comput- 40 

ing device not being beyond predetermined respective ones 
of regions of said plurality of regions. 

131. An information processing system as claimed in 
claim 121 wherein said predetermined region is a mobile 
predetermined region and the system includes means for 45 

obtaining data representing said mobile predetermined 
region. 

139. An information processing system as claimed in 
claim 121 utilizing a plurality of computers interconnected 
together. 

140. An information processing system as claimed in 
claim 121 including an automatic means for determining and 
means for extracting and storing actuated upon power up or 
geographic location of said at least one portable computing 
device. 

141. An information processing system as claimed in 
claim 121 wherein said portable computing device is a 
computer which includes a display fed from video memory 
having a plurality of frame memory segments, the means for 
reconstructing interleaving extracted data and remainder 
data into respective ones of said plurality of frame memory 
segments. 

142. An information processing system as claimed in 
claim 121 wherein said portable computing device is a 
computer which includes a data display system with at least 
two separate but visually overlaid displays, the means for 
reconstructing including displaying said extracted data on 
one of said at least two displays and displaying said remain-
der data on another of said at least two displays. 

143. An information processing system for securing data 
having one or more security sensitive words, characters, data 

132. An information processing system as claimed in 
claim 121 wherein said data is a map with security sensitive 
icons associated therewith, said means for extracting acting 
upon said map and extracting said security sensitive icons 
from said map when said portable computing device is 
beyond said predetermined region. 

so objects or icons in a computer system with a plurality of 
security controlled memories as respective extract stores 
with security access controls thereat, said computer system 
having at least one portable computing device locatable with 

133. An information processing system as claimed in 
claim 121 wherein said data is a document file with security 55 

sensitive credit card data characters associated therewith, 
said means for extracting acting upon said security sensitive 
credit card data characters and extracting the same from said 
document file when said portable computing device 1s 
beyond said predetermined region. 60 

134. An information processing system as claimed in 
claim 121 including means for encrypting corresponding 
extracted data before or during said storage and means for 
decrypting said corresponding extracted data as necessary 
during reconstruction by said means for reconstructing. 

current location data, comprising: 
means for determining when said portable computing 

device is beyond a predetermined region based upon 
said current location data and generating a trigger; 

means for extracting, upon said trigger, said security 
sensitive words, characters, data objects or icons from 
said data to obtain extracted data and remainder data 
therefrom and storing said extracted data in respective 
extract stores corresponding to a respective security 
level of said extract stores. 
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