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NETWORK SECURITY SYSTEM
INTEGRATION

BACKGROUND OF THE INVENTION

1. Technical Field of the Invention

The present invention relates to network security and, in
particular, to an integration of a firewalling functionality,
intrusion detector functionality and network discovery func-
tionality to provide for a unified network defense structure.

2. Description of Related Art

Over the past few years, Internet usage has grown rapidly
as an increasing number of computer users connect to the
information super-highway. With Internet usage becoming
more prevalent, enterprises are increasingly using the Inter-
net to conduct their business. Enterprises are also exploiting
the world-wide networking advantages of the Internet by
connecting their internal networks to the Internet, thereby
expanding their operations, facilitating communications
within the enterprise, enabling e-commerce and transaction
processing, and communicating with customers, suppliers
and business partners. Connection to the Internet may be
made at any one of a variety of access points, including
major corporate offices, branch offices, remote user loca-
tions, Internet data centers and e-business Web sites.

While Internet usage is increasing, the access speed at
which individuals and enterprises connect to the Internet is
also increasing. Consumers and smaller enterprises are shift-
ing from dial-up modem connections to broadband connec-
tions, using cable or digital subscriber line, or DSL,
modems. These broadband connections enable users to
access the Internet at speeds up to 20 times faster than a
dial-up modem. Similarly, larger enterprises are moving
from T1 connections and T3 connections to higher speed
OC-3 connections and gigabit Ethernet connections. Web
site connection speeds are also increasing as many Web
sites, which were originally operated from an enterprise’s
own facilities, have been outsourced to Internet data centers,
which deliver higher bandwidth connections.

As enterprises increasingly use the Internet to conduct
business, the amount of confidential and sensitive informa-
tion that is delivered over, and is accessible through, the
Internet is also increasing. Unlike the private, dedicated
communications networks that enterprises have used for
business for the last several decades, which were relatively
secure from outside intruders, the Internet and networks
connected to an enterprise are susceptible to security threats
and malicious eavesdropping due to their openness and ease
of access. Recently, there has been an increase in the
frequency of attempted breaches of network security, or
hacker attacks, intended to access this confidential informa-
tion or to otherwise interfere with network communications.

Network attacks are becoming not only more prevalent
but also more sophisticated and severe, resulting in part from
the availability of tools and information on how to conduct
these attacks, an increase in hacker sophistication, an
increase in the number of network access points that are
vulnerable to attack and an increase in the overall amount of
confidential information accessible through or delivered
over the Internet. These attacks include distributed denial of
service attacks, in which an attacker floods a Web site with
large numbers of packets or connection requests that over-
whelm the Web site and prevent legitimate users from
accessing it. Other types of attacks are designed not just to
prevent access to a Web site, but also to penetrate its security
and allow a hacker to take control of a server and deface the
Web site or steal sensitive information. Still other attacks
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include malicious eavesdropping, which allows a hacker to
misappropriate confidential communication transmitted
over the Internet. If confidential communications get into the
wrong hands, damage to the business of the enterprise or, at
the very least, damage its reputation may arise. There is also
a significant cost and negative publicity resulting from
denial of service attacks. In an attempt to combat all of these
types of attacks, enterprises have been increasing their
security budgets to address heightened network vulnerabil-
ity concerns.

To prevent network security breaches, enterprises have
deployed firewalls at the access points where their networks
connect to the Internet or other networks. Firewalls are
hardware or software devices that filter the content that
flows into and out of an enterprise’s network. The firewall is
designed to block unauthorized access to the network,
allowing only connections that are approved by the network
administrator. However, because of the increased sophisti-
cation of hackers, and the existence of automated attack
tools, firewalls alone have proven to be inadequate measures
to fully protect many networks. Consequently, many enter-
prises have been compelled to add additional network secu-
rity systems, including intrusion detection systems (IDSs)
and vulnerability assessment scanners (VASs). Both the IDS
and VAS assess the vulnerability of a network to attack.
Intrusion detection systems are designed to expose intruders,
break off the intrusion, examine the intruder’s point of entry
and prevent future intruders from using the same entry point.
Vulnerability assessment scanners, on the other hand, are
designed to discover vulnerabilities of a network system,
allowing network managers to find and patch network
security holes before they are discovered by hackers.

The first generation of firewalls, intrusion detection sys-
tems and vulnerability assessment scanners generally were
designed to secure low bandwidth connections to the Inter-
net. As network connection speeds have increased, these
early types of security products have created significant
performance bottlenecks in networks, slowing down con-
nection speeds.

As the security needs of enterprises continued to evolve,
the single-function low speed firewall, IDS and VAS prod-
ucts are no longer capable of cost-effectively meeting the
performance and manageability needs of organizations. To
deploy a complete firewall, intrusion detection system and
vulnerability assessment scanner solution, an enterprise
often must purchase a series of separate, expensive devices
and license expensive security software, often from multiple
vendors, which do not communicate with each other and
cannot be interfaced with one management console system.
This can result in a network security architecture that is more
expensive and complex to install and manage and, as a result
of this increased complexity, potentially less secure than a
network that is based on a single vendor’s products or an
integrated solution. More specifically, enterprises have
found it difficult, if not impossible, to integrate the firewall,
IDS and VAS solutions together. Most security appliances
require an enterprise to reconfigure network addressing to
insert the appliances into its network and also require the
enterprise to compromise network design in ways that
reduce redundancy and, therefore, network reliability. Many
times these issues have led to a significant decrease in the
enterprise’s network connection speed as more devices are
added to the network.

An enterprise requires a broad array of high-performance,
cost-effective products to secure their networks. To reduce
cost and network complexity, the enterprise must increas-
ingly look for high-performance network security solutions
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that can integrate firewall, IDS and vulnerability assessment
capabilities into one system or appliance. It is also clear that
entities desire a comprehensive network security solution
from a single vendor that can scale from low-bandwidth
connections to high bandwidth connections while delivering
very high-speed network performance and availability. In
response to this preference, existing security vendors have
started to include additional capabilities in their single-
function products. However, these products were not origi-
nally designed to deliver multiple functions and, as a result,
the addition of these functions tends to decrease both
product and network performance and increase product
complexity as well as significantly increase cost.

The present invention addresses the foregoing and other
concerns with a single vendor solution that integrates the
functionalities performed by a firewall, IDS and VAS for
network security into one system or appliance supported on
a single platform.

SUMMARY OF THE INVENTION

Generally speaking, the present invention integrates a
network discovery functionality, an intrusion detector func-
tionality and a firewalling functionality together such that a
self-deploying and self-hardening security defense is pro-
vided for a network. Self-deployed security defense is
achieved by having the included defense functionalities
work together to automate threat detection and threat
response operations. Self-hardening security defense is
achieved by having the included functionalities implement
threat detection and threat response operations in an opti-
mized manner that mitigates instances of false detection.

In accordance with one aspect of the present invention,
network protection is provided by having an intrusion detec-
tor functionality analyze network traffic to identify entering
content that is potentially harmful to the network. An alert
is then generated in response to the detection of such traffic.
A firewalling functionality then responds to the alert by
blocking entrance of the detected traffic that is potentially
harmful.

In accordance with another aspect of the present inven-
tion,network protection is provided by having an inspection
agent extract features (for example, packet features) from
entering traffic. These features are evaluated by the inspec-
tion agent using threat detection signatures to detect the
existence of potentially harmful content in the traffic. If
harmful content is detected, an entrance sentry responds to
the agent detection by denying the traffic admission to the
network.

In an embodiment of the invention, a network discovery
functionality scans the network being protected to identify
computer system and network device vulnerabilities. These
vulnerabilities are used to tune the detection signature to
detect those vulnerabilities in the context of the network
being protected. The tuned threat detection signature is then
utilized by the inspection agent to evaluate traffic features.
This evaluation may be performed either at the packet level
or session level.

In accordance with yet another aspect of the present
invention, network protection is provided by scanning a
network to identify computer system and network device
vulnerabilities. A detection signature is then tailored to
address the identified vulnerability in the context of a
configuration of the network being protected. The signature
is then instantiated on an intrusion detector functionality
and/or a firewalling functionality. With respect to the intru-
sion detector functionality, network traffic is analyzed in
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view of the instantiated detection signature to identify
entering content that is potentially harmful to the network.
With respect to the firewalling functionality, network traffic
is analyzed in view of the instantiated detection signature to
block entering traffic that is potentially harmful to the
network.

In accordance with yet another aspect of the present
invention, network protection is provided by having an
intrusion detector functionality recognize, from monitored
traffic to and from the network being protected, that a new
network machine is present. Responsive thereto, network
discovery scanning of the network is triggered to determine
whether the addition of the new network machine raises a
vulnerability concern. If so, a detection signature for that
vulnerability concern is instantiated on the intrusion detector
to protect the new network machine against the vulnerability
concern.

In accordance with still another aspect of the present
invention, a trusted network is scanned to obtain vulnerabil-
ity information concerning the network elements therein. As
a result of this scan, first and second vulnerability informa-
tion is generated concerning the network elements con-
nected to a first and second physical interface, respectively.
Responsive to the vulnerability information, first and second
detection signatures are instantiated to monitor traffic over
the first and second physical interfaces, respectively, for any
threats to the trusted network.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the method and appa-
ratus of the present invention may be acquired by reference
to the following Detailed Description when taken in con-
junction with the accompanying Drawings wherein:

FIG. 1 is a block diagram for a unified network defense
system in accordance with the present invention;

FIG. 2 is a block diagram for an exemplary integrated
architecture of a unified network defense system in accor-
dance with the present invention;

FIG. 3 is a flow diagram illustrating an exemplary opera-
tion of the system of FIGS. 1 and 2;

FIG. 4 is a flow diagram illustrating an exemplary opera-
tion of the system of FIGS. 1 and 2;

FIG. 5 is a flow diagram illustrating an exemplary opera-
tion of the system of FIGS. 1 and 2; and

FIG. 6 is a block diagram of a threat prevention appliance
that utilizes the unified network defense system of FIGS. 1
and 2.

DETAILED DESCRIPTION OF THE DRAWINGS

Network security systems, generally speaking, are a com-
pendium of three devices: a vulnerability assessment scan-
ner (VAS); an intrusion detection system (IDS); and a
firewall. In the prior art, these devices are disparate, often
supplied by different vendors, and are rarely designed or
installed in a way that facilitates collaborative defense
efforts. This legacy defense system architecture leaves much
to be desired in terms of dynamic response, dynamic con-
figuration, integration, cooperation and collaboration. The
present invention addresses the foregoing and other con-
cerns.

Reference is now made to FIG. 1 wherein there is shown
a block diagram of a unified network defense system 10 in
accordance with the present invention. The system 10 is
configured to integrate a network discovery functionality, an
intrusion detection functionality and a firewalling function-
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ality together to act as a single, highly intelligent, highly
adaptive, network-based information security system. The
system 10 is advantageously self-deploying (i.e., the various
components of the system work together to automate the
threat detection and response operation) and self-hardening
(i.e., the operation of the threat detection and response
functionality is optimized to mitigate instances of false
detection).

The system 10 includes an enterprise resource database 12
containing enterprise (i.e., a protected network 14) specific
data 16 identifying machines (hosts) in the network, services
provided by the hosts, and potential computer system and
network device vulnerabilities associated with those
machines and services in the context of the network con-
figuration. This data 16 may be collected in any one of a
number of well known ways, including, for example, the use
of a separate, prior art, vulnerability assessment scanner 18
device (configured internally or externally) that operates to
assess the protected network 14 in a conventional manner.

The system 10 further includes a signature database 20
that stores detection signatures 22 (comprising, for example,
security rules, policies and algorithms) that are designed to
mitigate or avert network damage from detected vulnerabili-
ties. These signatures 22 may be obtained from any one of
a number of well known sources, including, for example,
machine (host) manufacturers, service suppliers, the Inter-
net, and the like. Additionally, the signatures 22 may be
created by an administrator 24 of the protected network 14.
Still further, the signatures 22 may be supplied by a entity 26
in the business of signature creation, where that entity
operates to collect threat information (for example, worm,
virus, trojan, DoS, Access, Failure, Reconnaissance, other
suspicious traffic, and the like) from around the world,
analyze that information and design detection signatures 22
that can be used by others to mitigate or avert network
damage from the collected threats.

The system 10 still further includes an inspection agent 28
that operates to inspect traffic 30 that is entering the pro-
tected network 14. The traffic 30 generally comprises packet
32 traffic, with each packet including a header portion 34 and
a payload portion 36. The inspection operation performed by
the inspection agent 28 involves first extracting 38 from the
traffic 30 certain packet features of interest for inspection.
More specifically, the extraction of packet features may
comprise features 38(1) from the header portion 34 (such as,
for example, destination and source IP address, destination
and source ports, and the like) and/or features 38(2) from the
payload portion 36 (such as, for example, character strings,
regular expressions, and the like).

The inspection operation performed by the inspection
agent 28 next involves comparing 40 the extracted packet
features against the detection signatures 22 obtained from
the signature database 20. These detection signatures 22,
generally speaking, include an object defining criteria (for
example, TCP, HTTP and URI related criteria) that must be
met by one or more of the extracted packet features in order
to detect a potential threat to the network 14 posed by the
inspected traffic 30.

In the event that the comparison 40 operation performed
by the inspection agent 28 is satisfied (i.e., there is a criteria
match), any one (or more than one) of a number of possible
actions (specified by an object within the detection signature
22 itself) may be taken by the system 10. For example, the
inspection agent 28 may issue an alarm report 50 to the
administrator 24. The identification of the threatened
machine (host) or service is provided using information
contained in the report 50. The inspection agent 28 may also
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move immediately to block the threatening traffic 30 (as will
be described in more detail herein) or terminate a session
associated with the threatening traffic 30 (perhaps using a
TCP reset).

The detection signatures 22 may be applied by the inspec-
tion agent 28 as they are obtained from the database 20 (i.e.,
without alteration or change). Alternatively, the detection
signatures 22 retrieved from the database 20 may be tailored
by the inspection agent 28 and optimized to the needs and
configuration of the particular network 14 being protected.
To that end, the agent 28 considers the enterprise (i.e.,
network 14) specific data 16 stored in the enterprise
resources database 12, and modifies the detection signature
22 to ensure that the detection criteria and response actions
are tailored to the network 14. More specifically, the enter-
prise specific data 16 is considered by the agent 28 when
instantiating a detection signature 22 so that the signature
(either through its criteria or its response instructions) is
instantiated in a way that minimizes the likelihood that false
positive alarms will be generated.

As discussed above, the inspection agent 28 may act,
following the detection of threatening traffic, to immediately
block the threatening traffic 30 from entering the network
14. To accomplish this goal, the system 10 further includes
a gatekeeping functionality performed by an entrance sentry
42. The entrance sentry 42 is an in-line component of the
system 10. By “in-line” it is meant that all traffic 30 must
pass through the entrance sentry 42 before entering the
protected network 14. Responsive to the detection of threat-
ening traffic 30, the inspection agent 28 issues a blocking
command 54 to the entrance sentry 42. This command 54
includes sufficient information to allow the entrance sentry
42 to identify the threatening traffic 30 and deny it entry to
the protected network 14. The sentry 42 then compares 44
the command 54 information against the traffic 30 (more
specifically, against each packet 32). In the event there is a
match, the matching traffic 30/packet 32 is denied entry to
the network 14 and is discarded. Otherwise, entrance to the
network 14 is permitted.

To assist the sentry 42 in being able to stop entry of the
specific piece of traffic determined by the inspection agent
28 to be threatening, the system 10 further includes a buffer
46 to temporarily store the packets 32 and slow their passage
through the system 10 for a length of time sufficient to allow
the extraction 38, comparison 40 and issuance of the com-
mand 54 to occur before the packets reach the sentry. It will,
of course be recognized that other techniques known to
those skilled in the art for delaying the passage of the
packets through the system 10 may be employed as needed.
Additionally, in some applications of the system 10, no
buffer may be required. Still further, it will be recognized
that the buffer 46 may be included within the entrance sentry
42.

The entrance sentry 42 further functions in another pro-
tection mode. In this mode, detection (blocking) signatures
22' are downloaded either directly from the database 20 to
the entrance sentry 42 (see, reference 56) or indirectly
through the inspection agent 28 (see, reference 58). The
sentry 42 operates to comparing 44 the packets 32 passing
in-line therethrough against the downloaded detection
(blocking) signatures 22. As discussed above, the detection
(blocking) signatures 22', generally speaking, include an
object defining criteria that must be matched by the packets
32 in order to detect a packet 32 in the traffic 30 that should
be blocked. More specifically, and in a manner similar to that
performed by the comparison operation 40 of the inspection
agent 28, the sentry 42 examines features in the header
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portion of the packets 32 in comparison to the (blocking)
signature defined detection criteria to make the threat detec-
tion determination and block passage of that packet.

In the event that the comparison 44 operation performed
by the sentry 42 with respect to the detection (blocking)
signature 22' is satisfied (i.e., there is a criteria match), any
one (or more than one) of a number of possible actions
(specified by an object within the detection (blocking)
signature 22' itself) may be taken by the system 10. For
example, the sentry 42 may issue an alarm report 50 to the
administrator 24. The identification of the threatened
machine (host) or service is typically available from the
information contained in the report 50. The sentry 42 may
also move immediately to terminate a session associated
with the threatening traffic 30 (perhaps using a TCP reset).

Where the detection (blocking) signatures 22' are directly
downloaded 56, they are applied by the sentry 42 as they are
obtained from the database 20 (i.e., without alteration or
change). Alternatively, when indirectly downloaded 58 from
the database 20, the detection (blocking) signatures 22' may
be tailored by the inspection agent 28 and optimized to the
needs and configuration of the particular network 14 being
protected. To that end, the agent 28 considers the enterprise
(i.e., network 14) specific data 16 stored in the enterprise
resources database 12, and modifies the detection (blocking)
signature 22' to ensure that the detection criteria and
response actions are tailored to the network 14. More
specifically, the enterprise specific data 16 is considered by
the agent 28 when instantiating a detection (blocking) sig-
nature 22' on the entrance sentry 42 so that the signature
(either through its criteria or its response instructions) is
instantiated in a way that minimizes that likelihood that false
positive alarms will be generated.

The comparison operation 40 performed by the inspection
agent 28 on the extracted 38 packets 32 may be implemented
on either or both the packet level or the session level. On a
packet level, the inspection agent 28 considers each packet
32 individually when applying the detection signatures 22.
On a session level, the inspection agent 28 considers a
plurality of related packets 32 together when applying the
detection signatures 22. To assist in session level compari-
son 40, the system 10 further includes a state information
memory 60 that stores historical packet related data.
Examples of the types of historical packet related data that
may be retained by the memory 60 include:

reassembly of fragmented packets;
reassembly of TCP session flows;

maintenance of negotiated ephemeral ports (for example,
FTP establishes a dynamic port over which to exchange
data);

connection establishment state (proper handshake
between communicating hosts such as, for example, the
well-defined exchange for TCP in establishing a con-
nection); and

protocol and application level state information (ensuring
that applications or protocols are transitioning to well-
defined states that do not violate the specifications of
those applications or protocols or exploit known vul-
nerabilities in those applications or protocols). For a
session level comparison, the agent 28 not only con-
siders the extracted 38 packet features (header and
payload) for the current packet 32 under examination,
but also historical packet related data retrieved from the
memory 60. In the event of a match between the
signature 22 criteria and the combined extracted packet
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features and historical packet related data, the agent 28
detects a potential threat to the network 14 posed by the
traffic 30.

The system 10 may operate in a scenario (see, also, FIGS.
3 and 4) where the VAS 18 completes a scan of the network
14, updates the database 12 and further informs the inspec-
tion agent 28 of a discovered network vulnerability. Respon-
sive thereto, the inspection agent 28 retrieves an appropriate
detection signature(s) 22/22' from the database 20 and
instantiates that signature on its comparison functionality 40
and/or the sentry’s comparison functionality 44. These func-
tionalities then operate in accordance with the signature(s)
22/22" to detect and respond to detected threats posed by the
traffic 30.

In another potential operating scenario (see, also, FI1G. 5),
the system 10 may utilize the inspection agent 28 to trigger
network vulnerability detection and response. In this sce-
nario, the inspection agent 28 monitored traffic 30 in the
manner discussed above. The focus here is on the header
portion 38(1) and more specifically the IP addresses, port
identifications, physical interface, and the like, of the pack-
ets in the monitored traffic. By examining this portion 38(1),
perhaps using the comparison functionality 40, the agent 28
may recognize, from detection of a new IP address, for
example, that a new network machine is present. This
comparison operation is supported by keeping a record (for
example, using a table in the memory 60) of the IP addresses
for the known machines in the network 14. Responsive
thereto, the agent 28 triggers 62 the vulnerability assessment
scanner 18 to scan the network 14 and determine whether a
new machine has been added, and further whether the
addition of that new network machine raises a vulnerability
concern. Following completion of the scan, the database 12
is updated and the agent 28 informed of new vulnerabilities.
The agent 28 then retrieves a detection signature for that new
vulnerability for instantiation in either comparison function-
ality 40 (as necessary) to protect the new network machine
against the vulnerability concern.

Reference is now made to FIG. 2 wherein there is shown
a block diagram for an exemplary integrated architecture of
a unified network defense system 10 in accordance with the
present invention. The system 10 includes a network dis-
covery functionality (NDF) 112 that continually operates to
assess the protected network 14 for computer system and
network device vulnerabilities which may arise at any time
in connection with, for example, the installation of a new
client, server, networking device or application. The assess-
ment provided by the network discovery functionality 112
produces enterprise (i.e., network 14) specific data identi-
fying potential computer system and network device vul-
nerabilities. The produced data is supplied by the system 10
and used to trigger the taking of certain threat mitigation or
elimination actions.

The system 10 further includes an intrusion detector
functionality (IDF) 116 that continuously analyzes network
traffic to identify content that is potentially harmful to the
network 14 (see, also, inspection agent 28 and compare
functionality 40 in FIG. 1). The intrusion detector function-
ality 116 is configurable and responds to system tuning to
adjust its operation to mitigate or avert network damage
from recognized threats. Best of breed detection capabilities
are implemented by the intrusion detector functionality 116.

A in-line firewalling functionality 118 is also included in
the system 10 to prevent unauthorized access to the network
14 from another network, for example, the Internet 20 (see,
also, sentry 42 and compare functionality 44 in FIG. 1). The
firewalling functionality 118 operates to implement a state-
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ful, full packet inspection of passing traffic and then make,
on a packet-by-packet basis decisions concerning accepting,
denying or tapping of those packets. The firewalling func-
tionality 118 is configurable and responds to system tuning,
as well as interlocking instructions received from the intru-
sion detector functionality 116 (as will be described), to
adjust its operation to mitigate or avert network damage
from recognized threats. The firewalling functionality 118
manages advanced firewall functionalities including:
encryption acceleration; NAT/PAT; traffic shaping and URL
filtering. Independent management of plural zones 122
within the network 14 may be employed. In this way, the
firewalling functionality 118 may be independently tuned to
provide threat protection on a zone-by-zone basis.

The present invention advantageously integrates the net-
work discovery functionality 112, intrusion detector func-
tionality 116 and firewalling 118 these functionalities in a
single system 10 and on a common platform that can be
supplied by a single vendor to an enterprise for the purpose
of defending its network 14.

In accordance with one aspect of this integration, the
intrusion detector functionality 116 and the firewalling func-
tionality 118 are interlocked 124 such that the firewalling
functionality becomes an adaptable defense measure that
can take alerts generated by the intrusion detector function-
ality from its analysis of the network traffic content (see,
also, command 54 in FIG. 1). Responsive to these alerts, the
firewalling functionality 118 adapts in real-time to the active
threats and stops malicious traffic at the edge of the network
14 before it can enter, infect and debilitate the network
systems. For example, responsive to the interlocking 124
instructions indicative of imminent attack as detected by the
intrusion detector functionality 116, the firewalling func-
tionality 118 responds by, for example, dropping packets or
shutting down the session or origin of the attack.

In accordance with another aspect of the integration of the
present invention, the system 10 includes a security man-
agement agent 126 that functions to configure, tune and
monitor the operation of the intrusion detector functionality
116 and the firewalling functionality 118 (see, also, agent 28
in FIG. 1). This tuning operation in general comprises the
issuance of instructions to the intrusion detector function-
ality 116 and the firewalling functionality 118 specifying
what they should be on the look out for and what should be
done when it is detected. More specifically, the agent 126
instantiates detection signatures to the intrusion detector
functionality 116 and the firewalling functionality 118 that
are tailored to a certain perceived threat to the network 14.
Each instantiated detection signature includes a set of cri-
teria which the intrusion detector functionality 116 and/or
firewalling functionality 118 compare against traffic. The
detection signature further includes response instructions
which the intrusion detector functionality 116 and/or fire-
walling functionality 118 follow in the event the comparison
reveals a match between the supplied criteria and the moni-
tored traffic.

The tuning operation that is performed by the agent 126
preferably occurs in an automated manner. To that end, the
agent 126 responds to the network discovery functionality
112 and its continued assessment of the protected network
14 for computer system and network device vulnerabilities
by triggering the application of the proper detection signa-
ture to one or more of the intrusion detector functionality
116 and/or firewalling functionality 118 in response to
detected vulnerabilities. This cooperative defense effort
between the network discovery functionality 112, intrusion
detector functionality 116 and firewalling functionality 118,
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10
through the efforts of the agent 126 and the interlocking 124
tunings, effectuates a self-deploying system 10.

The tuning operation that is performed by the agent 126
further occurs in a manner that is optimized to the network
14 being protected. To that end, the agent 126 confers with
the network discovery functionality 112 to ensure that the
detection signatures supplied to the intrusion detector func-
tionality 116 and firewalling functionality 118 are tailored to
the collected enterprise (i.e., network 14) specific data. More
specifically, the enterprise specific data is considered by the
agent when issuing a detection signature so that the signa-
ture (either through its criteria or its response instructions) is
designed in a way that minimizes the likelihood that false
positive alarms will be generated. This cooperative defense
effort between the network discovery functionality 112,
intrusion detector functionality 116 and firewalling function-
ality 118, through the agent 126 tailoring the detection
signatures based on enterprise specific data, effectuates a
self-hardening system 10.

In summary, the agent 126 operates to assess changes to
the network 14 detected by the network discovery function-
ality 112, confirm their validity, and inform the intrusion
detector functionality 116 to tune its operation so that false
alerts are not generated when the new, but nonetheless valid,
information types are encountered in the network traffic
content. Additionally, the agent 126 can, like the interlock-
ing function 124, adapt the firewalling functionality 118 to
block access to the network 14 from another network that
could be trying to exploit a scanning functionality 112
recognized vulnerability. It will accordingly be recognized
that the threat detection (IDF) and threat suppression (fire-
walling) capabilities of the system 10 are continually being
optimized (by the interlocking 124 and agent 126 function-
alities) in response to continuous threat assessment (NDF)
analysis.

External to the system 10, a threat aggregation function-
ality 128 stores threat information 130 (for example, worm,
virus, trojan, DoS, Access, Failure, Reconnaissance, other
suspicious traffic, and the like) collected from around the
world. The collected information 130 is then analyzed and
utilized by the network administrator 142 to design the
detection signatures 132 (comprising, for example, security
rules, policies and algorithms) that can be used by the
system 10 to mitigate or avert network damage from the
collected threats (see, also, signatures 22 and database 20 of
FIG. 1). These signatures 132 are correlated by the func-
tionality 128, for example, in a relational database structure,
to the particular vulnerabilities that they address. In this way,
the agent 126 may operate, responsive to a network discov-
ery functionality 112 detected vulnerability, to retrieve the
correlated one (or ones) of the signatures 132 stored by the
functionality 128.

The detection signatures 132, generally speaking, each
include the following objects:

meta data: describing the name, identification, category

and class of the signature;
action set: a definition of the action or actions (permit,
deny, log, block, terminate, and the like) to be per-
formed by the system 10 if the threat is detected;

query: a definition (or identification) of the particular
network component(s) (machine set) that is threatened
and to which the signature applies; and

signature definition: the set of criteria that must be

matched in order for the threat to be identified along
with any associated parameters that must be consid-
ered.
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The detection signatures 132 are supplied to the agent 126
either at the initiative of the network administrator 142, or
in response to a request from the agent triggered by a threat
detected by the network discovery functionality 112. In
either case, the detection signature 132 are converted by the
agent 126 into lower level machine code that is supplied to
the intrusion detector functionality 116 and/or firewalling
functionality 118 to effectuate the tuning of the system 10
against a certain perceived threat by filtering of the packets
(traffic).

Before the detection signature 132 (more specifically, the
machine code related thereto) is installed in the intrusion
detector functionality 116 and/or firewalling functionality
118, the agent 126 may first query 134 the network discov-
ery functionality 112. The query 134 implicates the infor-
mation contained in the query object of the detection sig-
nature 132. It will be remembered that the detection
signature 132 includes in the query object a definition (or
identification) of the particular network component(s) (ma-
chine set) that is threatened and to which the signature
applies. The issued query 134 is sent based on that definition
of threatened network components in order to retrieve
enterprise specific data (such as, for example, IP addresses
and ports) 136 that is pertinent to the signature 132 (see,
also, data 16 and database 12 of FIG. 1). This retrieved data
136 is then evaluated by the agent 126 for the purpose of
determining whether the detection signature 132 is relevant
to the particular network 14 being protected. By querying
134 the network discovery functionality 112 and retrieving
the pertinent enterprise specific data 136 for evaluation in
the context of the signature, the agent 126 may: (a) decide
whether to instantiate the detection signature at all on the
intrusion detector functionality 116 and/or firewalling func-
tionality 118; (b) decide whether to restrict the signature to
a specific set or segment of machines in the network 14;
and/or (c) decide which one or ones of the actions to be
installed with the signature.

Each of the foregoing decisions assists with the provision
of the self-deploying and self-hardening functionalities by
the system 10. In general, by deciding whether the detection
signature is relevant to the environment of the network 14
being protected, the agent 126 may ensure that a vulnerabil-
ity exists in the network which must be protected against,
and that the alerts generated from providing that protection
are pertinent to the network administrator 142. In this way,
the agent 126 assists in reducing the likelihood that false
positive alarms will be generated, and further tailors to the
intrusion detector functionality 116 and/or firewalling func-
tionality 118 to be sensitive to the specific recognized
vulnerabilities of the network 14 being protected, and not the
vulnerabilities in a global sense that may generally be of
concern.

The foregoing may be better understood by consideration
of an example. Consider, for the moment, a situation where
the threat aggregation functionality 128 collects and stores a
piece of threat information 130 relating to a particular attack.
Analysis of the collected threat information 130 reveals that
the attack is directed toward a particular network component
(for example, HTTP services). Using that information, the
network administrator 142 designs a detection signature 132
to address the attack. The detection signature is then pro-
vided to that agent 126. The detection signature 132 includes
the following objects:

action set: block and terminate that traffic associated with

the attack;
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query: identification of IP ports of a host on the network
14 that provide HTTP services as being threatened by
the attack; and

signature definition: the criteria that must be met in one or

more packets for detecting instances of the attack, for
example, information in a header portion of the packet
(s) and/or certain content strings in the payload portion
of the packet(s).

Responsive to the detection signature, the agent 126
queries 134 the network discovery functionality 112 to
retrieve information as to whether any IP ports of a host on
the network 14 provide HI'TP services. Responsive enter-
prise specific data 136, identifying the IP ports, hosts, and
related machine data that provide HTTP services, is then
supplied to the agent 126. Using the supplied data 136, the
agent decides whether to instantiate the detection signature
on either or both the intrusion detector functionality 116 and
firewalling functionality 118 to address the perceived attack
threat. This decision is made in view of the supplied
enterprise specific data 136. If the data 136 indicates that
there are no machines in the network 14 that are susceptible
to the attack, there would be no need to instantiate the
detection signature 132 at all. If there is, however, a risk
from the attack in the network 14 environment, the agent
126 next decides whether to restrict the signature to a
specific set or segment of machines in the network 14.
Again, this decision is made in view of the supplied enter-
prise specific data 136. If only certain machines in the
network 14, or certain zones within the network, are sus-
ceptible to the attack, then the detection signature 132 is
instantiated on only the intrusion detector functionality 116
and/or firewalling functionality 118 that protect the threat-
ened portions of the network. Lastly, before instantiating the
detection signature 132 as needed, the agent 126 tailors the
action set so that the actions taken responsive to the detec-
tion of the attack are appropriate. In this case, the detection
signature 132 specifies block and terminate actions to be
taken. In implementing these actions, the agent 126 may
establish a block action to be taken by the firewalling
functionality 118 to block the attack-related traffic, and a
terminate action to be taken by the intrusion detector func-
tionality 116 to terminate any session associated with a
possible attack.

As another example illustrating the operation of the agent
126, assume that the network 14 includes a Linux host
running an Apache web server. The threat aggregation
functionality 128 collects and stores a piece of threat infor-
mation 130 relating to a network vulnerability relating the
malicious code intended to exploit a Microsoft IIS web
server running on a Microsoft operating system. The net-
work administrator 142 may design a detection signature
132 for this particular threat. The detection signature 132 is
then provided to the agent 126. The agent, noting the query
object specification of Microsoft IIS web servers and
Microsoft operating systems, then queries 134 the network
discovery functionality 112 to retrieve information as to
whether any Microsoft IIS web servers and/or Microsoft
operating systems exist on the network 14. Responsive
enterprise specific data 136, identifying the machines of the
network using Microsoft IIS web servers and/or Microsoft
operating systems, is then supplied to the agent 126. Using
the supplied data 136, the agent 126 decides whether to
instantiate the detection signature on either or both the
intrusion detector functionality 116 and firewalling function-
ality 118 to address the perceived threat. This decision is
made in view of the supplied enterprise specific data 136. If
the data 136 indicates that there are no machines in the
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network 14 that are susceptible to the threat (for example,
there are no machines with using Microsoft IIS web servers
and/or Microsoft operating systems), the agent could choose
not to instantiate the detection signature 132 at all. If there
is, however, a risk from the threat in the network 14
environment, or if there would be some benefit from track-
ing attempts to exploit the network using this threat, the
agent 126 may decide to instantiate. However, before instan-
tiating the detection signature 132, the agent 126 tailors the

14

information being useful in maintaining router white lists for
filtering routing control traffic. For example, responsive to a
network discovery functionality scan of the network 14, the
database 140 may store an inventory of the active hosts on
the network, the services provided by those hosts, and the
known vulnerabilities of the hosts. This information is then
used by the system 110, in view of the detection signatures
132, to adapt the operation of the intrusion detector func-
tionality 116 and firewalling functionality 118 by tailoring

action set so that the actions taken responsive to the detec- 10 the signatures in the context of the network configuration to
tion of the threat are appropriate. For example, if there are protect the hosts from attackers attempting to exploit the
no machines with using Microsoft IIS web servers and/or noted and detected vulnerabilities.

Microsoft operating systems, the threat is not valid in the The assessment operation performed by the network
particular network 14 configuration being protected and the discovery functionality 112 operates at three depths: normal;
agent 126 may tailor the action set to merely log the attack 15 deep; and, ultra-deep. The normal depth scan generally
rather than take action against the attack. In this way, no comprises basic scans of the network 14 that are fast and do
false positive alerts are generated. not crash a host. For example, the normal scan may deter-

Reference is now made to FIG. 3 wherein there is shown mine the operating system (and its version), the service
a flow diagram illustrating an exemplary operation of the applications on the host, the software version for those
system 10. First, in step 200, the network discovery func- 20 services. The deep depth scan performs vulnerability assess-
tionality 112 scans the network 14 and collects an inventory ments that can be safely executed without crashing a host.
of enterprise specific data concerning, for example, the Deep depth scans interact with the services on a host to
active hosts on the network, the services on those hosts, and determine whether a vulnerability exists. The deep scan
the known vulnerabilities which are present with respect to generally takes more time than the normal scan. The ultra-
those services. If the network discovery functionality 112 25 deep scan tests for all known vulnerabilities, even at the risk
discovers a vulnerability (step 202), the agent 126 is notified of crashing a host. Ultra-deep scans may actually perform an
in step 204. Responsive thereto, the agent 126 retrieves from attack to determine vulnerability and interact with the actual
enterprise vulnerabilities database 132 (step 206) a detection service in such a way that it might compromise the system.
signature 132 associated with the discovered vulnerability. The network discovery functionality 112 receives notifica-
The detection signature 132 is tailored in the context of the 30 tion of attempts to access a new service and this is used to
network configuration and then instantiated in step 208 automatically trigger a normal and/or deep scan (ultra-deep
toward the intrusion detector functionality 116 and/or fire- scans are performed only on the instruction of a network
walling functionality 118 for the purpose of tuning (or administrator 142).
configuring) their operation to protect the network 14 The vulnerability assessments generated by the network
against the recognized vulnerability. If the intrusion detector 35 discovery functionality 112 are presented to a network
functionality 116 and/or firewalling functionality 118 sub- administrator 142, in detail or summary form, with enough
sequently detects traffic that matches the criteria of the information for the administrator to make a rapid, high level
detection signature 132 (step 210), the threat response decision on responding to the vulnerability. The information
actions defined by that signature are then invoked in step 212 provided to the administrator 142 may include severity
(for example, the traffic is logged or blocked, an alert is 40 assessment and links to vendor patches and other pertinent
generated to the network administrator 142, a session is data from the web that would assist in addressing the
terminated, or the like). vulnerability. Responsive to this presentation, the network

Reference is once again made to FIG. 2 for additional administrator 142 may specify the actions to be taken in
description of the operational characteristics of the system order to defend the network 14 using detection signatures
10. 45 132.

Router protection is provided by the firewalling function- Reference is now made to FIG. 4 wherein there is a flow
ality 118 responsive to the instantiation of detection signa- diagram illustrating an exemplary operation of the system
ture 132 to limit routing protocol messages from known 10. In step 300, the network discovery functionality 112
good peer routers. To accomplish the foregoing, the fire- scans the network 14 and discovers a certain vulnerability
walling functionality 118 operates in three modes: a trans- 50 (for example, a “.ida” vulnerability) relating to a web server
parent mode where no modification of packet addresses is in the network. This vulnerability is reported to the agent
made; an NAT mode where automatic IP address and port 126 in step 302. The agent 126 updates the network admin-
rewriting is implemented to secure internal topology infor- istrator 142 that the web server on the network 14 is
mation; and a route mode where a two-interface gateway vulnerable in step 304. The agent 126 further retrieves (step
router functionality is supported thus allowing the system 55 306) a detection signature 132 (for example, code red)
10, and in particular the firewalling functionality 118, to associated with the discovered vulnerability (for example,
replace legacy firewall installations that also function as an IIS buffer overflow). This detection signature 132 is then
routers. activated (i.e., instantiated) in the intrusion detector func-

The network discovery functionality 112 is primarily tionality 116 in step 308. Subsequently, the intrusion detec-
responsible for maintaining an enterprise vulnerabilities 60 tor functionality 116 detects in step 310 an attempt from
database 140 that stores the enterprise specific data collected outside the network 14 to exploit the noted vulnerability (for
by the network discovery functionality. It is this database example, a certain IP address is noted as being a source of
140 that is queried 134 by the agent 126, as discussed above. traffic relating to the IIS buffer overflow vulnerability as
The stored data may comprise, for example, host/service detected by the code red signature). This is reported back to
inventory information which includes an inventory of 65 the agent 126 in step 312. The agent 126 responds in step

assessed vulnerabilities of the network 14. The stored data
may also include information on valid peer routers, with this

314 by reporting to the network administrator 142 that an
attempt to exploit has occurred. The agent 126 further
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instructs the firewalling functionality 118 in step 316 to drop
the packet traffic relating to the attempted exploitation.
Additionally, the agent 126 instantiates a policy on the
firewalling functionality 118 in step 318 instructing the
firewall to block all traffic originating from the noted IP
address of the attacker. The network administrator 142 is
then updated in step 320 that traffic from the noted IP
address has been blocked.

As an alternative, the intrusion detector functionality 116
may take advantage of the interlocking 124 functionality and
respond to the step 310 detection by instructing the fire-
walling functionality 118 in step 330 to drop the packet
traffic relating to the attempted exploitation. Additionally,
the intrusion detector functionality 116 may further take
advantage of the interlocking 124 functionality agent 126 by
authorizing activation of a policy by the firewalling func-
tionality 118 in step 332 that instructs the firewall to block
all traffic originating from the noted IP address of the
attacker. In each case, the network administrator 142 is
updated in step 334 as to the protection efforts being taken
by the integrated system 10.

Reference is now made to FIG. 5 wherein there is shown
a flow diagram illustrating an exemplary operation of the
system of FIGS. 1 and 2. In step 400, the intrusion detector
functionality 116 monitors traffic to and from the network
being protected. By examining IP addresses, port identifi-
cations, physical interfaces, and the like, for that monitored
traffic, the intrusion detector functionality 116 recognizes in
step 402 that a new network machine is present. For
example, the intrusion detector functionality 116 may keep
a record (for example, using a table) of the IP addresses for
the known machines in the network 14. In performing the
step 400 monitoring and the step 402 examination, in view
of the IP address table, the intrusion detector functionality
116 can readily recognize the use of an unknown IP address
that would be indicative of new machine presence in the
network. Responsive thereto, network discovery scanning of
the network 14 is triggered in step 404 to determine whether
the addition of the new network machine raises a vulner-
ability concern. If so, a detection signature for that vulner-
ability concern is instantiated in step 406 on the intrusion
detector functionality 116 to protect the new network
machine against the vulnerability concern.

Reference is now made to FIG. 6 wherein there is shown
a block diagram of a threat prevention appliance 500 that
utilizes the unified network defense system 10 of FIGS. 1
and 2. The threat prevention appliance 500 is configured as
a network element in the protected network 14. The appli-
ance 500 includes a number of external physical interfaces
502 that allow the appliance to be connected to the outside
world (i.e., the untrusted world outside of the protected
network 14). As an example, the untrusted world may
comprise any one or more of the following: a wide area
network (WAN); a virtual private network (VPN) server;
local area network (LAN) clients; a wireless or remote
access server; and, an untrusted network (such as the Inter-
net). A number of internal physical interfaces 504 are
included to allow the appliance 500 to be connected to the
elements of the protected (trusted) network 14. As an
example, the elements of the protected network 14 may
include: a router; special server types (for example, HTTP,
SMTP, FTP, DNA, and the like); an intranet; personal
computers; and, network zones. It will be recognized (al-
though not specifically illustrated) that the physical inter-
faces 502 and 504 may be interconnected with other as
desired in configuring the interconnection of the trusted
network 14 and the untrusted network.
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The appliance 500 includes a platform 510 supporting its
operation. The platform 510 comprises the underlying hard-
ware, operation system and core infrastructure facilities
necessary to allow the appliance 500 to provide an execution
environment for security application. This execution envi-
ronment includes operations, administration, maintenance
and provisioning facilities, an embedded operating system
supporting the execution of security applications, and hard-
ware (such as chassis, power supply, expansion capabilities,
circuit card support, and the like).

The appliance 500 further includes a security application
functionality 512 that executes on the platform and which,
in the preferred embodiment, is implemented as the unified
network defense system 10 shown in FIGS. 1 and 2 and
described in detail herein. Generally speaking, the security
application functionality 512 comprises the processes and
functions necessary to have the platform 510 function as a
network security appliance 500 as opposed to a generic
network platform. More specifically, as discussed above, the
security application functionality 512 integrates a network
discovery functionality, an intrusion detection functionality
and a firewalling functionality together to act as a single,
highly intelligent, highly adaptive, network-based informa-
tion security system 10. The system 10 is advantageously
self-deploying and self-hardening.

Additionally, the appliance 500 includes a local security
manager 514 that is responsible for providing the interfaces,
tools and processes that configure and monitor the operation
of the appliance itself. This implicates network configura-
tion (IP address, netmask, and the like), management access
method attributes (access method enable flags, authentica-
tion data, login data, and the like), hardware settings, and
other overall appliance 500 attributes.

The internal physical interfaces 504 maybe dedicated to
certain elements in the protected network 14. For example,
physical interface 504(1) is a dedicated router port that is
connected to the router 520. In this situation, there is no need
for the system 10 to engage in any scanning of that physical
interface (and the network elements connected thereto) since
the existence of the router 520 is assumed. Record of the
router 520 is kept in the database 12/140 (see, FIGS. 1 and
2) as enterprise resource data 16 for use by the security
application functionality 512. Other physical interfaces 504
may be assigned certain elements of the protected network
14 by the network administrator. For example, physical
interface 504(2) is connected to an HTTP server 522, and
knowledge of this connection is supplied by the network
administrator to the database 12/140 as enterprise resource
data 16 for use by the security application functionality 512.
Additionally, there may exist instances where no dedication
is assumed and the network administrator may not be
intimately familiar with the network elements connected to
a certain physical interface 504 (such as is generally shown
with physical interfaces 504(3)-504(»)). In this situation, the
network discovery functionality 112 (or the vulnerability
assessment scanner 18) of the security application function-
ality 512 must scan the network and obtain the needed
enterprise resource data 16 for the network elements con-
nected to those physical interfaces 504.

With knowledge of the enterprise resource data 16 relat-
ing to each one of the physical interfaces 504, the security
application functionality 512 (i.e., the system 10) is now
aware of the vulnerabilities of the protected network 14, in
general, and the network elements and configuration con-
nected to each physical interface 504, in particular. Using
this information, appropriate detection signatures 22/22'
may be designed and instantiated 530 by the system 10 for
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each of the individual physical interfaces 504 based on what
it is that is being protected in the network 14. For example,
in the context of the system 10 implementation illustrated in
FIG. 1, the agent 28 may instantiate 530 router vulnerability
tailored detection signatures 22 for the comparison func-
tionality 40 (or signatures 22' for comparison functionality
44 in the sentry 42) to monitor traffic being passed through
physical interface 504(1) for handling by the router 520.
Simultaneously, the agent 28 may instantiate 530 HTTP

18

3. The system of claim 1 further comprising means for
tailoring the detection signature, prior to instantiation and
based on the identified components and/or properties of the
first network, as to a specification of what actions are to be
taken and what reports to be generated in response to a
detected attack.

4. The system of claim 1 wherein components comprise
network devices and properties comprise applications run-
ning on those network devices.

server vulnerability tailored detection signatures 22 for the 10 5. A method for protection of a first network of machines/
comparison functionality 40 (or signatures 22' for compari- hosts, comprising:
son functionality 44 in the sentry 42) to monitor HITP scanning the first network to identify components present
server 522 traffic being passed through physical interface in the first network and their properties;
504(2). Similar treatment may be made with respect to receiving a detection signature for a type of attack perti-
tailoring operation of the appliance to protect the network 15 nent to a certain component and/or certain property;
elements connected to the physical interfaces 504(3)-504(n). determining whether the certain component and/or the
In this way, the appliance 500 provides threat prevention certain property are among the components and/or
services that are customized to the specific vulnerability properties present in the first network identified by
needs of the network elements connected to each physical scanning;
interface 504. 20  if so, instantiating the detection signature for that type of
Although preferred embodiments of the method and appa- attack; and
ratus of the present invention have been illustrated in the otherwise not instantiating the detection signature in order
accompanying Drawings and described in the foregoing to minimize false detection;
Detailed Description, it will be understood that the invention analyzing network traffic passing from a second network
is not limited to the embodiments disclosed, but is capable 25 of machines/hosts into the first network of machines/
of numerous rearrangements, modifications and substitu- hosts in view of instantiated detection signatures to
tions without departing from the spirit of the invention as set identify passing content that is potentially harmful to
forth and defined by the following claims. the first network;
. . . issuing alerts responsive to detection of passing content
What is clal%ned 1s: . 30 thatg is potentialily harmful; P ®
LA protection system for a first network of machines/ receiving the alerts at a firewall which also processes the
hosts, conipnsing: . . . network traffic and prevents unauthorized access to the
a network dlscpvery functionality which scans the first first network: and
network to 1den_t1fy components present in the first blocking entrance of the identified passing content that is
network and their properties; 35 potentially harmful to the first network at the firewall in
a management agent which receives a detection signature response 1o the received alerts.
for a type o.f attack pertinent to a certain component 6. The method of claim 5 further including:
and/or certain property, the management agent operat- instantiating detection signatures designed to detect and
ing to query the network discovery functionality to block entrance of potentially harmful entering content.
deterpnne whether the certain component and/or the 4, 7. The method of claim 5 further including tailoring the
certain property are among the }dcntlﬁcd components detection signature, prior to instantiation and based on the
and/or properties present in the first network and, if so, identified components and/or properties of the first network,
instantiate the detection signature for that type of attack ;5 4 4 specification of what actions are to be taken and what
and other\y is? not instantiate tl}e detection signature in reports to be generated in response to a detected attack.
order to minimize false detection; 45 8. The method of claim 5 wherein components comprise
a traffic inspection agent that analyzes network traflic  petwork devices and properties comprise applications run-
passing from a second network of machines/hosts into ning on those network devices.
the first network of machines/hosts in view of instan- 9. A network protection system, comprising:
tiated detection signatures to identify passing content a network discovery functionality associated with a first
that is potentially harmful to the first network and issue 5, network of devices/hosts that scans the first network
alerts; prior to an attack to detect computer system and
a network entrance sentry coupled to receive the network network device vulnerabilities to an attack based on the
traffic from the traffic inspection agent and which devices/hosts which are present in the first network and
operates to prevent unauthorized access to the first provides a notification identifying the detected vulner-
network; 55 abilities of the first network which could potentially be
an interlocking functionality supporting delivery of the subsequently exploited by such an attack;
traffic inspection agent issued alerts to the network a security management agent receiving the notification
entrance sentry; and identifying the detected vulnerabilities and operating to
the network entrance sentry further operating responsive tailor a detection signature to address the vulnerability
to the traffic inspection agent issued alert to block the 6o to attack detected by the network discovery function-
identified passing content that is potentially harmful to ality; and
the first network from entering the first network. an intrusion detector functionality upon which the tailored
2. The system of claim 1 further including: detection signature is instantiated by the security man-
means for instantiating detection signatures designed to agement agent prior to attack, the intrusion detector
detect and block potentially harmful content on both 65 functionality analyzing network traffic received by the

the traffic inspection agent and the network entrance
sentry.

first network from a second network of devices/hosts in
view of the instantiated detection signature to protect
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against exploitation of the detected vulnerabilities of
the first network in such an attack by identifying
entering content that is potentially harmful to the first
network and issuing alerts.

10. The system as in claim 9 further including:

a firewalling functionality upon which the tailored detec-
tion signature is instantiated by the security manage-
ment agent, the firewalling functionality analyzing net-
work traffic in view of the instantiated detection
signature to block the potentially harmful content from
entering the first network.

11. The system as in claim 9 further including:

a firewalling functionality operating to analyze the net-
work traffic and prevent unauthorized access to the first
network;

an interlocking functionality supporting delivery of the
issued alert from the intrusion detector functionality to
the firewalling functionality; and

the firewalling functionality responding to the intrusion
detector functionality issued alert to block the poten-
tially harmful content from entering the first network.

12. The system as in claim 9 wherein the tailored detec-
tion signature is configured in the context of the computer
system and network device vulnerabilities of the first net-
work to reduce a likelihood that the intrusion detector
functionality will generate false positive alerts.

13. The system as in claim 9 wherein the tailored detec-
tion signature is configured in the context of the computer
system and network device vulnerabilities of the first net-
work to specify certain actions to be taken.

14. The system as in claim 9 wherein the network
configuration includes a plurality of zones, and wherein the
tailored detection signature is configured in the context of
the computer system and network device vulnerabilities of
the first network to be applicable to only certain ones of
those zones.

15. The system as in claim 9 wherein the network
configuration includes identified machines, and wherein the
tailored detection signature is configured in the context of
the computer system and network device vulnerabilities of
the first network to be applicable to only certain ones of
those machines.

16. A method for network protection, comprising:

scanning a first network of devices/hosts prior to an attack
to detect computer system and network device vulner-
abilities to an attack based on the devices/hosts which
are present in the network;

providing a notification the detected vulnerabilities of the
first network which could potentially be subsequently
exploited by such an attack;

tailoring a detection signature to address the notified
vulnerability to attack detected by the scanning step in
the context of a configuration of the first network being
protected;

instantiating the tailored detection signature on a packet
inspection agent prior to attack, the packet inspection
agent analyzing network traffic received by the first
network from a second network of devices/hosts in
view of the instantiated detection signature to protect
against exploitation of the detected vulnerabilities of
the first network in such an attack by identifying
passing content that is potentially harmful to the first
network; and

issuing alerts in response to the identified potentially
harmful passing content.

—_
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17. The method as in claim 16 further including:

instantiating the tailored detection signature on an
entrance sentry functionality, the entrance sentry func-
tionality analyzing network traffic in view of the instan-
tiated detection signature to block the traffic associated
with the potentially harmful passing content from
entering the first network.

18. The method as in claim 16 further including:

delivering the issued alerts to an entrance sentry func-
tionality; and

blocking entrance of the traffic associated with the
detected potentially harmful content at the entrance
sentry functionality in response to the delivered alerts.

19. The method as in claim 16 wherein tailoring the
detection signature comprises configuring the detection sig-
nature in the context of the computer system and network
device vulnerabilities of the first network to reduce a like-
lihood that the packet inspection agent will generate false
positive alerts.

20. The method as in claim 16 wherein tailoring the
detection signature comprises configuring the detection sig-
nature in the context of the computer system and network
device vulnerabilities of the first network to specify certain
actions to be taken.

21. The method as in claim 16 wherein the network
configuration includes a plurality of zones, and wherein
tailoring the detection signature comprises configuring the
detection signature in the context of the computer system
and network device vulnerabilities of the first network to be
applicable to only certain ones of those zones.

22. The method as in claim 16 wherein the network
configuration includes identified machines, and wherein
tailoring the detection signature comprises configuring the
detection signature in the context of the computer system
and network device vulnerabilities of the first network to be
applicable to only certain ones of those machines.

23. A defense system for a first network of machines/
hosts, comprising:

a network discovery functionality operating to scan the
first network of machines/hosts to detect computer
system and network device vulnerabilities to a future
attack;

an intrusion detector functionality operating to monitor
traffic entering the first network of machines/hosts from
a second network of machines/hosts and identify a
current attack from entering content that is potentially
harmful to the first network;

a firewalling functionality operating to block unautho-
rized access to the first network of machines/hosts from
the second network and block harmful content received
from the second network from entering the first net-
work;

a management agent interconnecting the network discov-
ery functionality, intrusion detector functionality and
firewalling functionality together such that a self-de-
ploying and self-hardening security defense is provided
for the first network;

wherein the management agent supports the self-deployed
security defense by having the network discovery func-
tionality, intrusion detector functionality and firewall-
ing functionality work together to automate threat
detection and threat response operations; and

wherein the management agent supports the self-harden-
ing security defense by having the network discovery
functionality, intrusion detector functionality and fire-
walling functionality implement threat detection and

ForcePoint LLC

EX-1005

Page016


smrobinson
Sticky Note
None set by smrobinson

smrobinson
Sticky Note
MigrationNone set by smrobinson

smrobinson
Sticky Note
Unmarked set by smrobinson

smrobinson
Sticky Note
None set by smrobinson

smrobinson
Sticky Note
MigrationNone set by smrobinson

smrobinson
Sticky Note
Unmarked set by smrobinson


US 7,359,962 B2

21

threat response operations in a manner that mitigates
instances of false detection.

24. The system of claim 23 wherein the management
agent supports self-hardening security defense by instanti-
ating and not instantiating a received detection signature on
at least one of the intrusion detector functionality and
firewalling functionality based on whether the network
discovery functionality scan of the first network indicates
that the machines/hosts are vulnerable to an attack to which
the detection signature provides a defense.

25. The system of claim 23 wherein the management
agent supports self-hardening security defense by selecting
when and how a received detection signature is instantiated
on at least one of the intrusion detector functionality and

1

o

22

scan of the first network indicates that the machines/hosts
are vulnerable to an attack to which the detection signature
provides a defense.

30. The method of claim 28 wherein integrating supports
self-hardening security defense by selecting when and how
a received detection signature is instantiated on at least one
of the intrusion detector functionality and firewalling func-
tionality based on the machines/hosts of the first network
which are identified by the network discovery functionality
scan of the first network.

31. The method of claim 28 wherein integrating supports
self-hardening security defense by modifying detection cri-
teria and response actions of a received detection signature
prior to instantiation on at least one of the intrusion detector

firewalling functionality based on the machines/hosts of the 15 functionality and firewalling functionality based on the
first network which are identified by the network discovery  machines/hosts of the first network which are identified by
functionality scan of the first network. the network discovery functionality scan of the first net-
26. The system of claim 23 wherein the management work.
agent supports s'elf—hardening secmjity defense by.modifying 32. The method of claim 28 wherein integrating supports
d.etectpn crltena'and response actions of a received detec- 20 self-hardening security defense by tailoring a received
tion signature prior to instantiation on at least one of the detection signature for application to certain machines/hosts
intrusion detector functionality and firewalling functionality of the first network which are identified by the network
based on the machlnes/hos'tS of the first Fletwf’rk which are discovery functionality scan of the first network and instan-
identified by the network discovery functionality scan of the tiating the tailored detection signature on at least one of the
first network. R . 23 intrusion detector functionality and firewalling functionality.
27. The system of cla{m 3 W.h eremn the management 33. A defense system for a first network of machines/
agent supports self-hardening security defense by tailoring a h ]
. - . L . osts, comprising:
received detection signature for application to certain K i . .
machines/hosts of the first network which are identified by a traffic inspection agent that recognizes, from an analysis
the network discovery functionality scan of the first network 30 of passing network traffic concerning the first network
and instantiating the tailored detection signature on at least 9f machines/hosts, that a new mach{ne .has been
one of the intrusion detector functionality and firewalling 1n§tal]e@ on the first network, the agent issuing a scan
functionality. trigger in response thereto;
28. A method for providing network defense, comprising: a network discovery function, operating responsive to the
using a network discovery functionality operating to scan 35 issued scan trigger, for scanning the first network,
a first network of machines/hosts to detect computer finding the new machine, and identifying a network
system and network device vulnerabilities to a future vulnerability to an attack which is attributable to the
attack, an intrusion detector functionality operating to presence of the new machine; and
monitor traffic entering the first network of machines/ the traffic inspection agent responding to the identified
hosts from a second network of machines/hosts and 40 network vulnerability to instantiate a detection signa-
identify a current attack from entering content that is ture for detecting possible exploitation of that vulner-
potentially harmful to the first network and a firewall- ability to attack in connection with network traffic
ing functionality operating to block unauthorized received by the first network from a second network of
access to the first network of machines/hosts from the machines/hosts connected to the first network.
second network and block harmful content received 45 34. The system as in claim 33 wherein the traffic inspec-
from the second network from entering the first net-  tion agent further operates to tailor the detection signature to
work, a configuration of the first network.
integrating the network discovery functionality, intrusion 35. The system as in claim 33 further comprising:
detector functionality and ﬁre;walhng funcnonal‘lty a network entrance sentry operating to prevent unautho-
togeﬂ'ler such that. a self—.deploymg and self-hardening 50 rized access to the first network:
security defense is provided for the first network of . . .
machines/hosts; wherem Fhe traffic mspectlor_l agent further operates to
wherein integrating achieves the self-deploying security instantiate a_detection signature  on the . ne}work
defense by having the network discovery functionality, entrance sentry for detectmg possible exploltatloq O.f
intrusion detector functionality and firewalling func- 55 that vulnerability gnd blo.c king seconq network.or{gl—
tionality work together to automate threat detection and nated ‘ramF associated with that possible exploitation
threat response operations and achieves the self-hard- from entering the' first I.letwork. . L
ening security defense by having the network discovery 36. The system as in clan.n‘33 wherein the analysis of
functionality, intrusion detector functionality and fire- passing second netvyork OﬁgmatEd _network traffic per-
walling functionality implement threat detection and 60 formed by'the traffic inspection agent infers presence of the
threat response operations in a manner that mitigates new machine on the first network from detection of unrec-
instances of false detection. ognizable information in a packet header.
29. The method of claim 28 wherein integrating supports 37. A method for defense of a first network of machines/
self-hardening security defense by instantiating and not hosts, comprising:
instantiating a received detection signature on at least one of 65  analyzing passing network traffic concerning the first

the intrusion detector functionality and firewalling function-
ality based on whether the network discovery functionality

network of machines/hosts to recognize that a new
machine has been installed on the first network;
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issuing a scan trigger in response thereto;
scanning the first network in response to the scan trigger
to find the new machine and identify a network vul-
nerability to an attack which is attributable to the
presence of the new machine; and
instantiating a detection signature in response to the
identified vulnerability for detecting possible exploita-
tion of that vulnerability in connection with network
traffic received by the first network from a second
network of machines/hosts connected to the first net-
work.
38. The method as in claim 37 further including tailoring
the detection signature to a configuration of the first net-
work.

5

10
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39. The method as in claim 37 further comprising:

instantiating a detection signature at an entrance to the
first network for detecting possible exploitation of that
vulnerability and blocking second network originated
traffic associated with that possible exploitation from

entering the first network.

40. The method as in claim 37 wherein analyzing com-

prises:

examining a header portion of packets in the passing

network traffic; and

inferring presence of the new machine in the first network
from detection of unrecognizable information in the

packet header portion.
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