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Exemplary Fingerprint Requests and Target Responses 
FTP (file transfer): 

220 rh5. robertgraham.com FTP server (version Wu-2. 4.2-academ BETA-15 (1) Sat Nov 1 
03:08: 32 EST 1997) ready. 

Telnet 
Red Hat Linux release 5.0 (Hurricane) 
kernel 2. O. 31 on an i485 
login: 

SMTP (mail) 
220 rh.5.robertgraham.com. ESMTP Sendmail 8 - 8.7/8 - 8.7; Mon., 29 Nov 1999 23:28:31-0800 

Finger (user information) 
LogiI Naine Tty de Login Tine office office 
Phone 
rob Robert David Graham po Nov 29 22:51 (gandalf) 
do root p1 Nov 29 23:34 
(1 O. 17.128, 201: O. O.) 

HTTP 
HIPA. C 20C OK 
Date: Tue, 30 Nov 1997 07:34:59 GMT 
Server: Apache/1 - 2 - 4 
Last-Modified: Thu, O 6 Nov 1997 18:20 : 06 GMT 
Accept-Ranges: bytes 
Content-Length: 1928 
Content-Type: text/html 

HTP 
Date: Fri O1 Jun 2 OO1 20:38 O3 GMT 
Server: Apache/1 - 3.14 (Unix (Red-Hat Linux) mod iss/2.7.1. OpenSSL O. 9.5a. DAV/. O.2 
PHP/4. 0.4p11 mod perl/1. 24 
Last-Modified: Wed, 18 Oct 2000 22:31: 33 GMT 
ETag: "9327c-b4a–39ee24.c5" 
Accept-Ranges: bytes 
Content-Length: 2890 
Connection: Close 
Content-Type: text/htLinli 

POP3 
+OK POP3 rh5.robertgraham. coln v4.39 server ready 

MAP 
* OK rh5. robertgraham. Con IMAP4rev1 v10.190 server ready 

SMB 

SMB: - - - - - Setup. Account And K Header - - - - - 
SB; 
SMB: Word count 
SMB: Parameter words 
SMB: Byte Count 
SMB: Byte parameters 
SMB: Andx Command 
SMB; And X reserved MBZ) 
SEB. And X offset 
SMB: Reguest Mode = OOOO 
SMB: . . . . . . . . . . . . . . . O = Not logged in as 'Guest 
SMB: Byte Count 87 
SMB. Server's Native OS Windows NT 4. O 
SMB: Server's Native LAN Man NT LAN Manager 4. O 
SMB: Server's Primary Domain APHE 

3 
75OO3OOOOOOO 
37 
00570O89.006E006400 . . . 
75 (Tree Connect And X) 
OO 
O080 

FIG. 5 
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220 mandrake. intra.networkice, com FTP server (Version Wu 
2.5. O (1) Sat May 22 11:15:07 GMT 1999) ready. 

-> USER roo 

331 Password required for rob. 

-> PASS Cerveza2 

23 O User rob logged in. 

-> SYS RETR /etc/passwd 

500 'SYS RETR /etc/passwd' : command not understood. 

-> PORT 10, 10, O, 135, 4, 1 

200 PORT command successful. 

-> RETR /etc/passwd 

150 Opening ASCII mode data connection for /etc/passwd 
(2661 bytes) . 

226 Transfer complete, 

-> RNFR /etc/passwd 

350 File exists, ready for destination name 
-> RETR /tmp/etc/passwd 

55 O / tInp/etc/passwd: No such file or directory. 

-> QUIT 

221-You have transferred 2719 bytes in 1 files. 

221-Total traffic for this session was 3397 bytes in 1 
transfers. 

221-Thank you for using the FTP service on 
mandrake. intra.networkice.com. 

221 Goodbye. 

FIG. 8 
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Excerpt from RFC 959 

For each command or command sequence there are three 
possible outcomes: success (S), failure (F), and error (E). 
In the state diagrams below we use the symbol B for "begin", 
and the symbol W for "wait for reply". 

1. 
-- - - - - USER -- - - - - - - - - - - - - - - - - - > -- - - - - 

B - - - - - - - - - - > W 2 ----> E 
-- - - - - - - - - - - - - - - --> -- - - - -- 

3 || 4.5 

1. 
V 

-- - - - - PASS - - - - - 2 - - - - - - > -- - - - - 

---------- > W ------------- > S 
-- r - - -- - - - - - - - - - - - - - - - - > - - - - - 

3 ||a, s| 

1, 3 
W 2 

-- - - - - ACCT -- - - - - - - - - - - - > -- - - - - 

---------- > W 4, 5 - - - - - - - - > F 
-- - - - - - - - - - - - - - - - - - - - - - - - > -- - - - - 
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Snort 1.7 Signature 

alert TCP SEXTERNAL any --> SINTERNAL 21 ( 
msg: "IDS21.3/ftp ftp-passwd-retrieval-retr"; 
Content: "RETR"; no case; 
content: "passwd"; ) 

Sample signature using one embodiment of the present 
system. 

alert TCP SEXTERNAL any --> SINTERNAL SFTP ( 
msg: "IDS213/ftp ftp-passwd-retrieval-retr"; 
FTP. filename: "* /passwd"; 
FTP. banner: "* Version Wu-2*"; 
FTP. response: "2??"; 
FTP. response: "3 P 2"; 
) 

FIG. 10 
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alert TCP SEXTERNAL any -> SINTERNAL SHTTP ( 
msg: "System32/Cmd.exe"; 
HTTP. lurl: "* /system32/cmd.exe"; 
HTTP. server : " IIS/* "; 
+HTTP. response: "5??"; 
-HTTP. response: "4??"; 
-HTTP. response: "2??"; 
) 

alert TCP SEXTERNAL any -> SINTERNAL SHTTP ( 
msg: "IIS malformed HTW"; 
HTTP. url. extension: "* .htW"; 
HTTP. server : " IIS/* "; 
-HTTP. response: "5??"; 
-HTTP. response: "4??"; 
+HTTP. response: "2??"; 
) 

FIG. 11 
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RedHat 6.2 
program vers proto port 

OOOOO 2 top 111 portInapper 
OOOOO 2 udp 111 portmapper 
OOO21 1. adip 1024 inlock Ingr 
COO2 3 uldp 024 inlockingr 
OOO21 1. top 1024 inlockingr 
1OOO2 3. top 1 O24 nilock Ingr 
OOO24 1. ud S83 status 
1OOO24 1. top 982 status 

RedHat 7 O 
program vers proto port 
1OOOOO 2 top 111 portInapper 
1COCOO 2 udg 111 portInapper 
1OOO21. udp 1024 inlockmgr 
100021 3. udp 1024 inlock Ingr 
CO2A 1. did 1025 status 
1OOO24 1. tcp 1024 status 

Solaris 3 
program vers proto port 
1.OOOOO 4. tC 11 goitaper 
1OOOOO 3 top 311 portinapper 
1OOOOO 2 tCP 111 port.It apper 
1OOOOO A. udp 111 portmapper 
1OOOOC 3. ldp 111 portrapper 
1OOOOO 2 udp 111 portmapper 
1OO232 1.O. udg 32772 sadimind 
1OOOl 1. dp 32773 rouotad 
OOOO2 2 udp. 3274 rusersd 
OOOO2 3 udp 32774 rusersd FIG 12 
1COOC2 2 top 32.771 rusersd 
1OOOOC 3. top 32.771 rusersd 
100 012 1. udp. 32.775 Sprayd 
1 OOOO8 1. udp 32776 walld 
1 OOOO1 2. udp. 32.777 rstatd 
1OOOO1 3. udip 32777 rstatd 
OOO) 4. udp. 32.777 rstatd 

1OOO24 1. udp. 32778 status 
OOO21 1. udio 4C 45 niock Ingr 
COC21. 2 udp 4045 nlockmgr 

1COO21 3 udp 4045 inlockmgr 
100 G21 4. udp 4045 nock mgr 
1 OOO24 1. top 327 72 status 
1 OO133 1. udp. 32778 
OC133 1. tcp. 32772 
OOO33 1. top 32773 
OO221 1. top 32774 
OO235 top 32775 
OOO21 1. tCp 40.45 mlock Inga 
OOO21. 2 top 4045 inlockmgr 
1OOO2 3 top 404.5 mlockmgr 
100 021 4 top 4045 mlock Ingr 
1.OOO 68 2 udp. 32779 
OOO 68 3 udp 32779 
1OOO 68 4. udp 32779 
OOO68 5 udp 32779 

3 CO326 4. top 32776 
3CO538 l udp 32786 
3CO598 l top 32778 

8O53063 68 dp 32786 
8053 (63.68 1. top 32778 

1 CO2.49 1 udp 32787 
1)G249 1. top 32779 

28.9637086 5 top 32803 
1289637086 1. top 32803 
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1. 

SYSTEMAND METHOD FOR PREVENTING 
NETWORK MISUSE 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates to data network management. More 

particularly, the invention relates to an improved system and 
method for analyzing and preventing unauthorized use of 
data network resources. 

2. Description of the Related Art 
The rapid increase in the use of data networks by both 

corporations and private organizations has created a need for 
improved security and network management techniques. 
Organizations today store substantial amounts of confiden 
tial information on network servers and workstations includ 
ing trade secrets, marketing strategies, financial documents, 
and classified technical information. The disclosure of such 
information to the public would, in most instances, cause 
severe damage to the organization. 

In addition to the danger of confidential information being 
read out from the network, there is also a danger of 
unwanted information being written to the network. For 
example, with a working knowledge of how to evade 
currently available security systems, computer hackers (i.e., 
unauthorized users) are capable of crashing network servers 
and workstations, corrupting valuable data, and uploading 
computer viruses to the network. As such, organizations are 
forced to spend millions of dollars each year in an attempt 
to prevent this type of data network intrusion. 
One system for handling a type of network misuse is 

commonly referred to as a “firewall.” Firewalls are generally 
situated between a local area network (hereinafter “LAN”) 
and all other external networks (e.g., the Internet). The 
firewall analyzes all incoming and outgoing digital infor 
mation and makes a decision as to whether the information 
should be passed through or discarded. The firewall uses one 
or more algorithms provided by a network administrator to 
perform this analysis. For example, a network administrator 
may configure tables listing acceptable source and destina 
tion addresses for network traffic. Traffic addressed to an 
unlisted source or destination will be filtered out and dis 
carded by the firewall. 

Firewalls provide insufficient protection against computer 
hackers for a variety of reasons. One major reason is that 
firewalls only protect LANs from the outside world whereas 
the threat posed by computer hackers is not merely external. 
In fact, the majority of potential computer hackers are 
internal computer users, most of who already have access to 
the LAN. Although an individual user will typically be 
provided only limited access to LAN resources, the user may 
fraudulently acquire access to additional resources by mis 
appropriating other users’ passwords (or using other known 
computer hacking techniques). 
A second problem associated with firewalls is that they 

are static in nature, requiring continuous updates by network 
administrators to work properly. If a computer hacker 
obtains the information necessary to break through the 
firewall (i.e., information needed to disguise his data as data 
originating from a legitimate source) he will acquire access 
to resources on the LAN. Another significant problem with 
firewalls is that they exclude data in an overly simplistic 
fashion: data is either passed through or it is discarded. No 
additional analysis is performed on incoming or outgoing 
data to determine whether the originator of the data—who 
may be disguising himself to the firewall—is attempting to 
misuse resources on the LAN. 
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A third problem with firewalls is that they do little to 

protect against abuse of “public' access. A firewall is like a 
lock on the doors of a convenience store that is open 
24-hours a day. The public must be allowed into the store in 
order to conduct business transactions, the firewall must 
allow both the public as well as hackers, and can do little to 
detect or defend against the hackers masquerading as normal 
members of the public. 
One technique used to augment the limited scope of 

protection provided by firewalls has been referred to as 
“misuse detection.” Misuse detection is the process of 
monitoring and reporting unauthorized or inappropriate 
activity on network computers. For example, Smaha et al., 
U.S. Pat. No. 5,557,742 (hereinafter referred to as “Smaha') 
discloses a process for detecting a misuse condition by 
applying predetermined “misuse signatures to identify 
known misuses of networked computers. An example of a 
misuse signature is four unsuccessful logins on a network 
computer followed by a Successful login (see Smaha column 
12, lines 12-13). 

Several problems exist, however, with respect to prior 
misuse detection systems. First and foremost, these systems 
are overly simplistic in the manner in which they evaluate 
misuse conditions. For example, these systems simply iden 
tify misuse signatures transmitted across the network and 
generate an alert condition in response. They do not factor 
in relevant information which would allow a more accurate 
misuse determination Such as, for example, the context in 
which the data signatures are transmitted, the types of nodes 
to which the data signatures are directed, and/or the 
responses of the nodes. As such, these systems are incapable 
of determining the likelihood that the attempted misuse 
actually succeeded. Intruder scans and attacks are so numer 
ous on networks exposed to the Internet that distinguishing 
effective attacks from the background “noise' of the Internet 
has become extremely difficult, if not impossible. 
An additional problem with prior art misuse detection 

systems is that these systems can only identify activity as 
being Suspicious, but cannot conclusively differentiate 
among deliberate misuse attempts, accidents (e.g., user 
enters the wrong password), or normal incidents (e.g., 
network manager uses pings to monitor network perfor 
mance). Thus, prior art misuse detection systems record all 
Suspicious events and rely upon the intelligence of the 
operator to wade through the “false-positives” in order to 
find salient records. 

SUMMARY OF THE INVENTION 

A system and method for preventing misuse conditions on 
a data network are described. Embodiments of the system 
and method evaluate potential network misuse signatures by 
analyzing variables Such as the state of the network and/or 
target, the context in which the potential misuse signatures 
are detected, the response/reaction of the target and/or the 
fingerprint of the target. These and other variables may be 
factored in to the misuse determination, either alone, or in 
combination. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A better understanding of the present invention can be 
obtained from the following detailed description in conjunc 
tion with the following drawings, in which: 

FIG. 1 illustrates an exemplary network architecture on 
which various features of the system and method are imple 
mented. 
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FIG. 2 illustrates embodiments of a process for analyzing 
and preventing data network misuse. 

FIG. 3 illustrates additional embodiments of a process for 
analyzing and preventing data network misuse. 

FIG. 4 illustrates exemplary types of contextual data 
which may be used to evaluate data signatures according to 
embodiments of the system and method described herein. 

FIG. 5 illustrates exemplary fingerprint data requests/ 
transmissions and target responses according to embodi 
ments of the system and method described herein. 

FIG. 6 illustrates exemplary target fingerprints and cor 
responding target Vulnerabilities employed in one embodi 
ment of the invention. 

FIG. 7 illustrates the relationship between an aggravation 
level and a series of incidents according to one embodiment 
of the invention. 

FIG. 8 illustrates the operation of the FTP protocol. 
FIG. 9 illustrates part of the state-diagram for the FTP 

protocol; this is an excerpt from the FTP specification “RFC 
959. 

FIG. 10 illustrates the difference between a signature 
created according to the existing art compared with a 
signature created with one embodiment of the present sys 
tem. 

FIG. 11 illustrates the difference between two signatures 
of the present system, one where a certain response increases 
the severity of an event, the other that decreases the severity 
of a different event based upon the same response. 

FIG. 12 illustrates portmap dump information employed 
by embodiments of the invention. 

DETAILED DESCRIPTION 

A system and method for preventing misuse conditions on 
a data network are described below. It should be noted that, 
in the following description, for the purposes of explanation, 
numerous specific details are set forth in order to provide a 
thorough understanding of the present invention. It will be 
apparent, however, to one skilled in the art that the present 
invention may be practiced without Some of these specific 
details. In other instances, well-known structures and 
devices are shown in block diagram form to avoid obscuring 
the underlying principles of the present invention. 

An Exemplary Network Architecture 

Elements of the system and method for preventing net 
work misuse may be included within the network architec 
ture illustrated in FIG. 1. The architecture generally depicts 
a local area network (hereinafter “LAN”) 140 over which a 
plurality of nodes 130-134 communicate. Nodes 130-134 
may be servers, workstations, clients and/or any other types 
of apparatuses which includes a processor for processing 
data and a network interface for communicating data across 
the LAN 140. 

The nodes 130-134 communicate over a larger network 
120 (e.g., the Internet) through a gateway 150 which, in one 
embodiment, translates between different network protocols 
of the LAN 140 and the larger network 120 as required. Also 
included on the LAN 140 is a firewall 152 used to filter out 
unwanted data from the portion of the LAN 140 on which a 
group of the nodes (i.e., nodes 131-134) reside. 
A second LAN 145 and a group of nodes 160, 161 are also 

illustrated communicating over the larger network 120 
through a second gateway 151. In addition, a node 180 is 
illustrated communicating over the network 120 by connect 
ing through an Internet Service Provider 150 (hereinafter 
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“ISP). The node 180 may communicate with the ISP 170 
using a variety of different communication channels includ 
ing, for example, a standard telephone channel, a digital 
subscriber line (“DSL) channel, or a cable modem channel. 
Embodiments of the invention include various steps, 

which are described below. The steps may be embodied in 
machine-executable instructions which can be used to cause 
a general-purpose or special-purpose processor on one or 
more of the nodes 130-134 to perform certain steps. Alter 
natively, these steps may be performed by specific hardware 
components that contain hardwired logic for performing the 
steps, or by any combination of Software, firmware and/or 
hardware. 

Elements of the present invention may also be provided as 
a machine-readable medium for storing the machine-execut 
able instructions. The machine-readable medium may 
include, but is not limited to, floppy diskettes, optical disks, 
CD-ROMs, and magneto-optical disks, ROMs, RAMs. 
EPROMs, EEPROMs, magnet or optical cards, propagation 
media or other type of media/machine-readable medium 
Suitable for storing instructions. For example, the present 
invention may be downloaded as a computer program which 
may be transferred from a remote computer (e.g., a server) 
to a requesting computer (e.g., a client) by way of data 
signals embodied in a carrier wave or other propagation 
medium via a communication link (e.g., a modem or net 
work connection). 

EMBODIMENTS OF THE INVENTION 

As used herein, an “incident’ or an “event' is the receipt 
of a Suspicious data transmission by a network node here 
inafter referred to as the “target node' or “target,” originat 
ing from another network node, hereinafter referred to as the 
“suspect node' or “suspect.” Certain types of incidents are 
inherently suspicious from a system security point of view. 
For example, the pattern “/cgi-bin/phf directed to a target 
server may indicate that a hacker is trying to exploit the 
“phf Common Gateway Interface (“CGI) script in order to 
break into the server (the “phf script was included as a 
demonstration program with certain server operating sys 
tems). Similarly, several Successive transmissions of an 
invalid user ID or password from a suspect node to a target 
may indicate that an unauthorized user is attempting to gain 
access to the target. Various other types of Suspicious 
network events are described below. 

In one embodiment of the invention, one or more of the 
nodes—e.g., node 132-monitors network traffic across the 
LAN 140. When the node 132 identifies an incident directed 
to a particular client or server—e.g., node 134 it may (or 
may not) log the incident, generate an alert condition and/or 
take certain precautionary measures. The type and extent of 
action taken by the node 132 may depend on a variety of 
factors including, but not limited to, the type of incident 
detected; the “type' of target to which the incident is 
directed (e.g., the processor in the target, version of software 
running in the target, ... etc); the response of the target; the 
firewall response, if any (e.g., whether the incident has been 
filtered by the firewall), and/or the behavior of the target 
following the incident. Each of these variables, alone or in 
combination, may dictate the type and extent of a response. 

Other embodiments may consist of software running on 
the target itself, either within the networking stack or within 
the process space of the target service. 

State-Based Protocol Analysis 

As described above, prior misuse detection systems listen 
for “suspicious’ data patterns broadcast across the LAN. 
One embodiment of the present system will instead fully 
“decode” network traffic. 
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Network services are often described through the use of a 
state machine. For example, before interacting with a ser 
vice, a user must first login. Described another way, many 
services start in the “authentication' state before transition 
ing to the “command state. An example of State-diagrams 
for the FTP service can be found in RFC959. See FIG.9 for 
an example of the portion of the FTP state-machine respon 
sible for logging on and authenticating. 
The prior art of misuse detection systems are generally 

“stateless.” They ignore the state of protocol machine, but 
instead look for simple patterns or strings. By contrast, 
embodiments of the invention described herein contain 
knowledge of the state machine. 

FIG. 8 demonstrates the FTP command channel, showing 
the user requests (prefixed by -->) and the server responses. 
Each request and response has been sent via a different 
packet across the network. One embodiment of this inven 
tion describes a misuse detection system that tracks the State 
of this protocol machine. Rather than examining each packet 
blindly for well-known strings, the embodiment tracks both 
the client and server side remembering what each does. 

FIG. 10 shows the difference between a signature written 
according to the state-of-the-art, and a signature written 
according to one embodiment of the present invention. Both 
signatures correctly trigger on the “RETR /etc/passwd' 
command. However, the first signature simply looks for the 
patterns “RETR and “passwd within a command. As such, 
this signature will falsely trigger in the FTP session dem 
onstrated in FIG. 8 with the “SYST command. This sig 
nature will not correctly trigger when presented the “RNFR 
command. 

In contrast, the new signature provides enhanced capa 
bility. It looks for the filename “passwd only within con 
texts where filenames are likely to appear. It will not trigger 
on the “SYST command, because it knows that FTP does 
not process filenames within that command. It will also 
correctly trigger on the “RNFR command, because it 
knows that filenames appear within that command. 

Furthermore, the signature has been programmed to only 
trigger when the server responds indicating success (in FTP, 
the command codes between 200 and 399 indicate success). 
Therefore, the signature will not trigger on the “RETR 
/tmp/etc/passwd', because it knows that the command failed 
with a response of 550. 

Finally, this signature focuses in on the Washington 
University variant of FTP servers. It is a popular FTP service 
included with many popular UNIX systems, and is known to 
be frequently configured to allow access to the password file. 
This sample signature using the present system has been 
programmed to only trigger an alert when this FTP service 
has been discovered. 

Contextual Data Signature Analysis 

As described above, prior misuse detection systems listen 
for “suspicious’ data patterns broadcast across the LAN. 
One embodiment of the present system and method also 
monitors network traffic for Suspicious data signatures. 
However, referring to FIG. 2, upon detecting a suspicious 
data signature transmitted from a Suspect to a target (at 205), 
one embodiment of the system also evaluates the context in 
which the signature is transmitted (at 210). As used herein, 
a data signature's context includes information related to 
how the data signature is transmitted Such as, for example, 
the underlying protocol used to transmit the data signature 
and/or the data field in which the data signature is encap 
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6 
Sulated. The system uses contextual information of this sort 
to evaluate the extent to which the detected data signature 
poses a threat to the target. 

For example, the data signature of a path directed to 
"/cgi-bin/phf may indicate that someone is attempting to 
exploit a particular server by running the “phf script/ 
program stored on that server. This is a particular concern if 
the path is embedded in the header of a HyperText Transport 
Protocol (“HTTP) data transmission (indicating that some 
one is actually attempting to execute the “phf program). 
Accordingly, one embodiment of the system will generate an 
alert condition only if the path is detected in this context (or 
will generate a relatively more severe alert condition). By 
contrast, if the same path is embedded in the header of an 
email or news message, then it is unlikely that the trans 
mission poses a threat (i.e., because in these contexts the 
transmission will not execute the “phf program). 
A variety of additional contextual information which may 

be used to evaluate data signatures is set forth in FIG. 4. It 
should be noted, however, that the information tabulated in 
FIG. 4 is merely exemplary and should not be read to limit 
the underlying principles of the invention. 

In addition, although illustrated in FIG. 2 as two inde 
pendent steps, 205 and 210, one embodiment of the inven 
tion simultaneously detects suspicious data signatures and 
determines the context of the signatures (e.g., via a lookup 
table which includes both signature and contextual data). In 
other words, in this embodiment the contextual data may be 
incorporated into the definition of the “data signature' itself. 

Service Fingerprint Analysis 

One embodiment of the invention also factors in the 
"fingerprint’ of the target when performing misuse analysis. 
As used herein a targets “fingerprint’ includes the operating 
system (“OS) and/or the OS version configured on the 
target; any applications or services running on the target; the 
basic input/output system (“BIOS) and/or the BIOS ver 
sion; the processor(s) configured on the target; and/or any 
other information relating to the software/hardware and/or 
firmware configured on the target. 

This “fingerprint data may be collected by various 
embodiments of the system in various ways. In one embodi 
ment, fingerprint data for all (or a select group of) potential 
targets is manually input by a system operator (e.g., the 
network administrator). Alternatively, or in addition, one 
embodiment automatically scans potential targets over the 
network to acquire relevant fingerprint data (e.g., on a 
periodic basis and/or upon detecting a suspicious data Sig 
nature). Alternatively, or in addition, one embodiment pas 
sively monitors the behavior of the system (e.g. extracting 
version information from the banner). Regardless of how the 
target fingerprint data is collected, the underlying principles 
of the invention remain the same. 

Exemplary fingerprint data requests/transmissions and 
target responses are illustrated in FIG. 5. In addition to these 
explicit requests/responses, implicit information about the 
target may also be collected based on the targets behavior. 
For example, the nmap port Scanning program can deter 
mine the target's OS by sending specially constructed pack 
ets at the target. While all OSes respond the same to legal 
input, OSes respond differently to illegal input, allowing 
nmap to uniquely identify the target OS. A host-based 
scanner may be employed to query the versions of running 
services/applications, then upload the database to the IDS. 
Various additional mechanisms may be employed for col 
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lecting target fingerprint data while still complying with the 
underlying principles of the invention. 

The fingerprint not only include simple versioning infor 
mation, but also information about the features that might be 
enabled within the target service. FIG. 5 shows an Appache 
version 1.3.14 server that runs on RedHat Linux, with the 
mod ssl version 2.7.1 extension based upon the OpenSSL 
version 0.9.5a libraries. It also supports a DAV module 
version 1.0.2 and scripting interface for PHP and PERL 
(with respective module version numbers). FIG. 12 shows 
portmap dump information, indicating which versions of 
Software modules are running, as well as allowing a finger 
print of the entire system to be determined. 

Regardless of how/when the target fingerprint data is 
collected (determined at 215 and/or 220 of FIG. 2) one 
embodiment of the system correlates the fingerprint data 
with the context-based and/or state-based data signature (as 
indicated at 255) to determine whether the target is actually 
Vulnerable to the suspicious data signature (at 230). For 
example, only certain target configurations are Vulnerable to 
the “phf data signature described above. More specifically, 
the ApacheTM server with a version number below 1.2 is 
Vulnerable to the “phfattack. Thus, if the target fingerprint 
indicates Apache version of 1.2.4, then the system may only 
generate a low-level alert (or no alert) upon detecting the 
“phf signature. If, however, the target is running version 1.0 
of Apache, then the target is Vulnerable and the system may 
generate a more severe alert condition. 

Similarly, the signature “09090909 . . . . is considered a 
Suspicious signature because it represents code used to 
execute “no-ops' on an IntelTM processor (e.g., a PentiumTM 
class processor). Although “no-ops' have certain legitimate 
uses for software developers, they may also be used by 
intruders to break into and/or disable Intel-based systems 
under certain circumstances. As such, if the target contains 
an Intel processor and a "no-op’ data signature is identified, 
then an alert condition may be generated because the target 
is vulnerable to the “no-op' attack. However, if the target is 
configured with a non-Intel processor (e.g., a Sun SparcTM 
processor), then the target is not Vulnerable, and the system 
may (or may not) merely log the event. One example where 
the system discovers that the target is using an Intel process 
is from the Telnet banner shown in FIG. 5. 

Certain target fingerprints and corresponding Vulnerabili 
ties are set forth in FIG. 6. However, it should be noted that 
the table in FIG. 6 is not an exhaustive list and is used for 
the purpose of illustration only. One embodiment of the 
system maintains a table such as the one in FIG. 6 in 
memory and references the table to determine whether 
particular targets are Vulnerable to particular data signatures. 
In this embodiment, the table may be continually updated as 
new vulnerabilities (or lack thereof) become known. The 
table may include a list of targets which are vulnerable to 
particular data signatures, targets which are not Vulnerable to 
particular data signatures, or both, depending on the embodi 
ment of the system. 

If the system determines that the target is not vulnerable, 
one embodiment of the system generates a low-level alert 
and/or simply logs the event signature (or may take no action 
whatsoever, depending on the configuration). If the system 
determines that the target is vulnerable, however, then one 
embodiment will generate an alert condition (or increase a 
preexisting alert level) and/or may take certain precaution 
ary measures (at 235). For example, at this stage the system 
may attempt to block incoming data transmissions from the 
Suspect node (e.g., by commanding the firewall to do so). 
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Target Response Analysis 

One embodiment of the system factors in the targets 
response to the detected data signature to further evaluate 
the probability of network misuse. Thus, referring to FIG. 3, 
after hearing a suspicious data signature, this embodiment of 
the system listens for a response from the target at 310. At 
315 the system correlates the response with the detected data 
signature and/or the target fingerprint. If the system deter 
mines that the target's response is “suspicious” (at 320) then 
it may generate/modify an alert level and/or take certain 
precautionary measures as described above. If the system 
was already in a state of heightened alert (e.g., based on the 
data signature and target fingerprint analysis described 
above) then it may jump to a relatively higher state of alert. 

Various types of target responses may be identified as 
“suspicious.” For example, if a request is directed to the 
target but no response is detected, this may indicate that the 
target has been disabled due to a Denial-of-Service attack 
(DoS). Similarly, a connection to the target being closed 
without a target response and/or the target response being 
significantly delayed may also indicate that an attack has 
been made on the target. Non-protocol responses from the 
target after the attack may indicate that the connection has 
been transformed from the protocol (such as FTP) into a raw 
shell (similar to Telnet). 
One embodiment of the system allows responses to be 

coded along with the signature. FIG. 11 illustrates two 
signatures provided to the system. In the first signature, if the 
file “system32/cmd.exe is accessed, a response value of 
“200” indicates that the attack failed the example shows 
that the attack is downgraded (using the minus symbol) if 
that response code is detected. However, the second signa 
ture detects an HTW attack. In this case, a response code of 
“200” indicates that the attack succeeded (specified using 
the plus symbol). 
The response will appear on the network a long time after 

the initial request that first triggered the signature. One 
embodiment will wait until it receives a response (or times 
out) before generating the alert. Another embodiment will 
generate an alert immediately upon the initial trigger, then 
update that alert based upon the additional information as it 
arrives. 

In addition, one embodiment of the system may trigger an 
alert if a target transmits a response which should never 
occur during normal protocol operation. One example is the 
non-protocol response described above. In addition, during 
a File Transfer Protocol (“FTP) session, if an FTP target 
generates an “unknown command response, one embodi 
ment of the system will generate an alert condition because 
the “unknown command should never be transmitted by the 
target during normal operation. In other words, commer 
cially available FTP applications will generally send deci 
pherable FTP commands to the target. If an unknown 
command is sent, this may indicate that someone is entering 
FTP commands at a command prompt in an attempt to 
compromise the target. Rather than triggering on the raw 
pattern of “unknown command’, the embodiment will trig 
ger upon the state indicating that the command was 
unknown: the alert will include the information as to which 
command was unknown that was remembered from the 
request. 
One embodiment of the invention will not simply evaluate 

the target's response alone but, rather, will evaluate the 
targets response in light of the data signature sent to the 
target. For example, one type of Suspicious data signature is 
referred to as a “buffer overflow” attack/signature. A target 
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which permits user logins will typically allocate a predeter 
mined amount of memory for a user name and/or password 
to be transmitted from the user (e.g., a data field of 100 
characters in length). Computer hackers may attempt to 
exploit a target by transmitting executable code to the target 
in response to the user ID and/or password. The computer 
hacker may attach the executable code to the data transmis 
sion such that it resides outside of the allocated data field 
(resulting in the “buffer overflow condition). Once inside 
the target, the executable code will then execute in an 
undefined space in memory (i.e., outside of the pre-allocated 
memory space) where it can perform a variety of harmful 
transactions including crashing the target. Thus, in one 
embodiment of the system, if a buffer overflow condition is 
detected (i.e., more data is transmitted to the target in 
response to the user ID prompt than is allocated) then the 
system may generate a first alert condition and/or monitor 
the target's response. If the target's response is delayed or if 
the target does not respond, then this is a strong indication 
that the target has been compromised and the system may 
generate a heightened alert condition. Various other target 
responses may be correlated with various known data Sig 
natures to determine whether, and to what extent, the target 
has been compromised. 

Subsequent Target Behavior Analysis 

Referring once again to FIG. 3, one embodiment of the 
system will continue to monitor target behavior (at 330) 
regardless of whether the targets initial response was sus 
picious (determined at 320). Various types of target behav 
iors are considered 'suspicious, particularly when preceded 
by a suspicious incoming data signature. More particularly, 
if a target transmits certain types of character Strings to a 
Suspect node, this may indicate that the Suspect has gained 
access to restricted areas of the target. 

In addition to the examples set forth above, a root shell 
prompt, such as the character “if” for UNIX systems, indi 
cates that a user at the Suspect node has gained full access 
to system resources and therefore has the ability to add/ 
delete virtually anything from the targets hard drive (a 
normal prompt in UNIX is identified by a different character 
such as “S” or “96'). When one embodiment of the system 
detects the root shell transmitted to a suspect node under 
normal conditions, it may not immediately generate an alert 
condition (e.g., it may simply log the event), because the 
user at the target may legitimately have authority to use the 
root shell prompt (e.g., a network administrator). If, how 
ever, the system detects or has previously detected a Suspi 
cious condition related to the Suspect or the target (e.g., the 
“buffer overflow' data signature from the suspect followed 
by a long delay from the target) then the system may 
generate an alert condition and/or may take certain precau 
tionary measures (at 340). 

Numerous other Suspicious target behaviors exist includ 
ing, for example, a transmission of the WindowsTM/DOSTM 
command prompt to a suspect and/or transmitting known 
root-kit protocols used by computer hackers such as LOKI. 
TFN and/or Trin000, all of which may indicate that a hacker 
is attempting to gain unauthorized access to the target. The 
string “command not found indicates the potentially sus 
picious event that Somebody attempted an action that was 
denied, but since users mistype commands so frequently it 
is never logged. However, if the system has been placed into 
heightened awareness because of a buffer-overflow was 
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10 
detected, this might indicate that the intruder has success 
fully obtained a command shell to the system and is explor 
ing the system. 

Specific Protocol Examples 

Many Internet protocols are based upon a text-based 
system. Each command is specified on a single line, then a 
line comes back with the response. Responses come back as 
lines of text. A command is of the form “CMD parameters.” 
where “CMD is a short string indicative of the command, 
and the parameters are additional information for that com 
mand. A response line contains a 3-digit numeric code, 
where the first digit ranges from 1-5, where 1-preliminary, 
2=success, 3-intermediate, 4=failure, 5-major-failure. The 
additional content on the response line is usually intended 
only for human readable purposes, though sometimes it has 
machine parseable content. 

Example from Some protocols are: 
NNTP Network News Transport Protocol 

-sARTICLE 401 
423 No such article in this newsgroup 

The client attempts to retrieve article numbered 401, but is 
denied because it doesn't exist. 

POP3 Post Office Protocol version 3 

-sDELE 1. 
+OK message 1 deleted 

User deletes message number 1 successfully (POP3 diverges 
because it does not have numeric response codes). 
SMTP Simple Mail Transfer Protocol 
->RCPT TO:<patent(arobertgraham.com.> 

250<patent(arobertgraham.com.> . . . Recipient ok 
The client tells the e-mail server where the e-mail is des 
tined. The server respond back saying that the address is 
acceptable. 
FTP File Transfer Protocol 

-sPASV 
227 Entering Passive Mode. 192,168,1,202.4.1 

The client tells the FTP server to prepare for receiving a file, 
the server responds with an indication that the file should be 
send to it on port 1025. 

These protocols can be modeled with a common signature 
system, whereby a signature is specified to include: 

<protocol> <command-name> <patterna <+/- 
response-code> <--/- behavior> <--/- fingerprint> 
<reaction> 

A signature doesn’t have to have all these components, 
but one which includes everything might look like: 
FTPPASV “*192,168,1201 *-*2??--slow-*Mi 

crosoft*” log-3 
The above signature would tell the FTP parser to examine 
FTP traffic for the PASV command. When it sees the 
regular-expression, it should trigger an alert. The alerts 
severity should be raised if the response code is of the 
200-class and if the connections seem slow to respond. 
However, the severity should be downgraded if it is a 
Microsoft FTP service. If the severity exceeds a threshold of 
3, then the action should be to log all further traffic across the 
connections between the machines for a period of time. 

Protocols based upon the Sun RPC (Remote Procedure 
Call) system might have a different style of signatures 
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specified. In order to specify a unique operation, a unique 
program number, version number, and procedure call must 
be specified. The content of RPC data is highly structured 
according to XDR (External Data Representation) rules. 
Therefore, rather than a simple pattern or regular expression, 
the signature can specify context for the signature according 
to XDR guidelines. Response codes can vary from under 
lying transport events (e.g., connection terminated), to RPC 
events (e.g., unknown procedure number), to high-level 
XDR encoded events dependent upon the exact signature. 

There is a vulnerability within the rpc.ypasswd subsystem 
on certain systems whereby a long username could be 
specified on a password "update.” The update structure 
looks like the following: 

structyppasswd { 
String oldpass.<>: 
String pw name<>: 
String pw passwd->: 
intpw uid; 
intpw gid; 
String pW gecos<>: 
String pw dir->: 
String pw shell.<>: 

FTPPASV 
log>3 

RPC. 100009.1.1 SI Slend-213S I I S J S 
S-RPC=0/-PROG=I -NOPROG/+SPARC/+Solaris/- 
Linux/-FreeBSD 

This signature is interpreted as: 
Evaluate with signature within the context of RPC, pro 
gram=100009 (YPPASSWD), version=1, procedure=1 
(UPDATE) 

Read in the input, which is of the form of three XDR 
strings, two integers, and three more strings. 

Trigger when the second string, the pw name field, is 
longer than 213-bytes. 

We expect the service to crash at this point, so if we get 
back a legal RPC response saying the command was 
sent, or a legal YPPASSWD response containing a 
single XDR integer field (the “status' field), then we 
know the attack failed. We should therefore reduce the 
severity of the alert. 

Typical exploits in the real world affect Sun Solaris 
machines running on SPARC CPUs. Therefore, if the 
background fingerprint information indicates these 
conditions, then we should raise the severity of the 
alert. We also know of some broken scripts used by 
hackers against Linux and FreeBSD machines, so if 
YPPASSWD services are attacked on these machines, 
then we should lower the severity of the alert. The 
“NOPROG” code is described below. 

Note that in the above signature it is assumed that the 
fingerprinting information comes from the RPC subsystem. 
One mechanism is to execute a portmap dump listing all the 
services. For example, FIG. 12 contains three tables show 
ing the portmap dump output for RedHat 6.2 Linux, RedHat 
7.0 Linux, and Solaris 8. The values are typical of each of 
these system versions. A portmap dump of a new system will 
likely contain the same versions of Software as a system 
showing a similar dump. 

Also note that the RPC fingerprinting process discovers 
the likelihood that the service is running at all. As you can 

“*192,168,1,201* +“2??”+slow-"Microsoft** 
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12 
see in these portmap dump examples, the yppasswd daemon 
hasn’t been registered is unlikely to be running. This means 
that if the “NOPROG” code is specified as part of the 
fingerprint rule, then attacks against non-existent services 
can have their severities downgraded. 

It should be noted that the foregoing examples of system 
operation were for the purpose of illustration only. The 
contextual, state-based signature analysis and platform fin 
gerprinting just described may be employed using various 
other protocols and platforms while still complying with the 
underlying principles of the invention. 

Firewall Analysis 

One embodiment of the system and method will also 
evaluate whether a firewall is configured to block certain 
Suspicious data signatures before raising an alert and/or 
taking action in response to those signatures. For example, 
referring again to FIG. 1, node 130 may be configured to 
scan for Suspicious network traffic (as described above) and 
may work with the firewall 152 to filter out suspicious data. 
If node 130 knows that firewall 152 is already configured to 
screen out “phf data signatures (described above), for 
example, then node 130 may not even generate an alert 
condition upon sensing a "phf signature. 

Alternatively, of in addition, node 130 may communicate 
with and/or control firewall 152. In this embodiment, once 
a particular alert threshold has been reached (e.g., there is a 
high probability that a suspect has gained unauthorized 
access to the system), node 130 may control the firewall 152 
to filter out those data signatures causing the heightened 
alert threshold. 

Although illustrated in FIG. 1 as separate devices, in one 
embodiment, node 130 (or other node(s) on which elements 
of the system are implemented) and firewall 152 are com 
prised of a single device (i.e., a computer) which performs 
the functions of both (e.g., detecting data signatures, raising 
alert levels, blocking certain traffic ... etc). In addition, one 
embodiment of the system is incorporated on all, or a select 
group of nodes throughout the LAN 140. For example, one 
embodiment may be installed and executed on all servers 
and/or workstations on the LAN 140 to monitor all incoming 
and outgoing workstation/server traffic. 

State-Based Detection and Prevention 

Any of the foregoing variables—data signature, data 
signature context, target fingerprint, target response, target 
behavior and/or firewall response—alone or in combination 
may be evaluated by embodiments of the invention to 
modify an alert level. Thus, the alert level of one embodi 
ment is a stateful value which may be driven up or down as 
new information is acquired with respect to the foregoing 
variables or other system variables. Moreover the alert level 
may be a network-wide alert level, a target-specific alert 
level and/or a suspect-specific alert level. 

Embodiments of the invention may also employ features 
disclosed in the co-pending application entitled “A Method 
and Apparatus for Providing Network and Computer System 
Security” (Ser. No. 09/477,500, filed Nov. 23, 1999), which 
is assigned to the assignee of the present application and 
which is incorporated herein by reference. The foregoing 
application discloses a system and method in which a 
particular type of stateful alert level, referred to as an 
“aggravation level.” is modified based on Suspicious net 
work activity. Thus, a targets aggravation level may initially 
increase upon detecting a suspicious data signature trans 
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mitted from a Suspect (e.g., based on signature and/or 
signature context as described above); it may increase 
further if, based on an analysis of the targets fingerprint, the 
target is Vulnerable to the data signature; finally, it may rise 
even higher if the target's response or other Subsequent 
behavior is “suspicious” in some way. 
As the aggravation level of the target increases in this 

manner, it may pass through thresholds triggering various 
system responses, including passive Scanning of the Suspect, 
active scanning of the Suspect, and/or blocking incoming 
data transmitted from the Suspect. More specifically, one 
particular embodiment will now be described with respect to 
FIG. 7. As the aggravation level increases, as shown in curve 
710, a first aggravation threshold reached is threshold 710. 
In one embodiment, at threshold 710 the target begins a 
passive scan on all incoming incidents. For example, the 
target may begin recording concurrent incoming incidents in 
an incident log file so that the full extent of the intrusion can 
be identified. Examples of incidents include web server 
"hits” (file access), mail commands, port scans, and pings 
from the Suspect(s) to the target. 

At the next aggravation threshold, threshold 720, the 
target of one embodiment will begin actively scanning the 
Suspect nodes causing the incidents, in an attempt to acquire 
identification information about the Suspect nodes. One 
example of an active scan is the "finger command. The 
finger command returns, among other information, the Sus 
pect nodes' network addresses and the identity of the users 
who are currently logged in to the Suspect nodes. At this 
aggravation threshold, the target may also increase its pas 
sive scanning for new incidents. Thus, at aggravation thresh 
old 720, the target may begin to actively acquire information 
about the Suspects and also may increase the logging asso 
ciated with new incidents. 
As the target continues to receive Suspicious data signa 

tures from one or more Suspects (e.g., invalid logins), and/or 
correlates the Suspicious data signatures with additional 
information (e.g., the target's fingerprint, the targets 
response ... etc) its aggravation level reaches threshold 730. 
Here, the target of one embodiment begins a more aggres 
sive active scan of the Suspects. For example, using the 
“traceroute' command the target may attempt to ascertain 
the complete network route taken by data originating form 
the Suspect. In addition, the target may query the Suspects 
local gateway for the Suspects data link address (a.k.a. 
media access control address) using the Simple Network 
Management Protocol (“SNMP). More specifically, iden 
tification via SNMP can consist of a "get-next sweep of the 
table of the if Entry field (usually, one entry per interface). 
As the targets aggravation reaches threshold 440, the 

target in one embodiment will take additional steps to ensure 
that an unauthorized Suspect is not provided with access to 
its resources. At this threshold the target may require addi 
tional authentication information from Suspects before pro 
viding the Suspects with access. For example, even if a 
Suspect transmits correct login information (i.e. the correct 
user ID and password) to the target, the target may initially 
return an “invalid login response back to the suspect. Only 
if the Suspect once again transmits the correct login infor 
mation will the target provide the Suspect access. By forcing 
a double logon in this manner, the target will prevent 
Suspects from acquiring unauthorized access by using auto 
mated login scripts, i.e., Scripts which run through a series 
of user IDs and/or passwords in an attempt to determine a 
valid combination. 
At its highest aggravation threshold of this embodiment, 

threshold 750, the target has received numerous suspicious 
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14 
signatures and/or has correlated the signatures with a variety 
of network/target information to determine that there is an 
unreasonably high probability that an unauthorized Suspect 
may gain access to its resources. Therefore, at this aggra 
Vation level the target may take the final step of blocking 
incoming incidents (e.g., from every one, from everyone 
outside its LAN, from a given set of Suspects, etc.), thereby 
denying access to its resources. The target may also decide 
to take active Scanning measures beyond simple identifica 
tion, such sending a “ping-of-death” in an attempt to shut 
down the Suspect(s). 

In addition to maintaining an aggravation level for each 
individual target on the network, an aggravation level may 
also be maintained for the entire network (“network aggra 
vation level). The network aggravation level may be cal 
culated by simply averaging the individual target aggrava 
tion levels. Alternatively, it may bear some other 
mathematical relationship with the target aggravation levels. 
In addition, in one embodiment each target maintains a 
unique aggravation level for each Suspect node with which 
it communicates ('suspect-specific aggravation'). It should 
be noted that various types of defined aggravation levels 
may be employed without departing from the underlying 
principles of the invention. 

Throughout the foregoing description, for the purposes of 
explanation, numerous specific details were set forth in 
order to provide a thorough understanding of the invention. 
For example, the “phf data signature was described in detail 
to illustrate particular embodiments of the system and 
method. It will be apparent, however, to one skilled in the art 
that the invention may be practiced without some of these 
specific details. Various well known and yet unknown data 
signatures, data signature contexts, fingerprint data, and 
target responses may be used within the system and method 
described herein. Accordingly, the scope and spirit of the 
invention should be judged in terms of the claims which 
follow. 
What is claimed is: 
1. A computer-implemented method comprising: 
identifying a plurality of data signatures relevant to com 

puter security; 
designating an alert condition value to each data signature 

based on each data signature itself and contextual 
information associated with the data signature, each 
alert condition value comprising a ranked value that is 
unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
protocol type used to transmit the data signature, the 
alert condition value indicating a security risk level 
relative to different data signatures and relative to other 
identical data signatures associated with different con 
textual information; 

creating a table comprising the contextual information, 
the data signatures, and the alert condition values; 

detecting a data signature by evaluating communications 
at an application layer level between a target and a 
Suspect; 

correlating said data signature with an application layer 
fingerprint of the target to determine to what extent said 
target is Vulnerable to said data signature; 

evaluating contextual information related to the data 
signature by comparing the contextual information and 
the data signature to the table in order to determine a 
likelihood that said target is under attack; and 
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assigning an alert condition value to the data signature 
based on the comparison of the contextual information 
and data signature to data in the table. 

2. The method as in claim 1 wherein said fingerprint 
includes said target node's operating system version. 

3. The method as in claim 1 wherein said fingerprint 
includes said target node's processor type. 

4. The method as in claim 1 further comprising: 
generating a first alert condition upon determining that 

said target node is Vulnerable to said data signature. 
5. The method as in claim 1 further comprising: 
listening for a response to said data signature from said 

target. 
6. The method as in claim 5 further comprising: 
determining whether said target node's response or lack 

of a response is suspicious. 
7. The method as in claim 6 wherein determining whether 

said target's response is Suspicious comprises determining 
whether said target's response is an “unknown command 
response. 

8. The method as in claim 6 further comprising: 
generating a second alert condition upon determining that 

said target node's response or lack of a response is 
Suspicious. 

9. The method as in claim 8 further comprising: 
combining the second alert with the first, thereby updating 

the first alert with information within the second alert. 
10. The method as in claim 9 wherein said target node's 

Suspicious behavior comprises transmitting a root shell 
prompt to a suspect node. 

11. The method as in claim 1 further comprising: 
listening for behavior of said target node, and 
generating a second alert condition upon determining that 

said target node's behavior is Suspicious. 
12. A computer-implemented method comprising: 
identifying a plurality of data signatures relevant to com 

puter security; 
designating an alert condition value to each data signature 

based on each data signature itself and contextual 
information associated with the data signature, each 
alert condition value comprising a ranked value that is 
unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
protocol type used to transmit the data signature, the 
alert condition value indicating a security risk level 
relative to different data signatures and relative to other 
identical data signatures associated with different con 
textual information; 

creating a table comprising the data signatures, contextual 
information, and alert condition values; 

identifying a data signature encapsulated in an application 
layer data field and directed at a target using an 
application layer protocol; 

evaluating a context of the data signature by one of 
reviewing the application layer data field type; 
reviewing the application layer protocol type; 

comparing the evaluated context of the data signature to 
the table; 

determining whether said data signature poses a threat 
based on said context of said data signature; and 

assigning an alert condition value to the data signature 
based on the comparison of the context to data in the 
table. 
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13. The method as in claim 12 wherein said protocol is the 

HyperText Transport Protocol (“HTTP). 
14. The method as in claim 13 further comprising: 
determining that said data signature poses a threat if said 

data signature is “/cgi-bin/phl” embedded in the header 
of said HTTP data transmission. 

15. The method as in claim 12 further comprising 
evaluating whether said data signature poses a threat 

based on a fingerprint of said target. 
16. The method as in claim 15 wherein said fingerprint is 

comprised of a particular service executed on said target. 
17. The method as in claim 15 wherein said fingerprint is 

comprised of a particular operating system executed on said 
target. 

18. The method as in claim 15 wherein said fingerprint is 
comprised of a particular hardware platform of said target. 

19. The method as in claim 12 further comprising: 
monitoring responses from said target following said data 

signature; and determining a likelihood of whether said 
target is under attack based on data signatures of said 
responses. 

20. The method as in claim 19 wherein said target 
response is a non-protocol response. 

21. The method as in claim 20 wherein said data signature 
is transmitted to the target using the file transfer protocol 
(“FTP) and said non-protocol response indicates a raw shell 
connection to said target. 

22. A computer-implemented method comprising: 
identifying a plurality of data signatures relevant to com 

puter security; 
designating a relative alert condition value to each data 

signature based on each data signature itself and con 
textual information associated with the data signature, 
each alert condition value comprising a ranked value 
that is unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
protocol type used to transmit the data signature, the 
alert condition value indicating a security risk level 
relative to different data signatures and relative to other 
identical data signatures associated with different con 
textual information; 

creating a table comprising the contextual information, 
the data signatures, and the relative alert condition 
values; 

monitoring a plurality of data transmissions at an appli 
cations layer level between a suspect and a target to 
identify one or more data signatures, said data trans 
missions indicating a current state of communication 
between said Suspect and said target; 

evaluating contextual information related to each data 
signature by comparing the contextual information and 
data signatures to the table; 

evaluating a likelihood that said target is under attack 
based on the contextual information of one or more 
data signatures of said transmissions and said current 
state of communication; and 

assigning a relative alert condition value to the data 
signature based on the comparison of the contextual 
information to data in the table. 

23. The method as in claim 22 wherein said current state 
of communication is based on a known protocol with which 
said data transmissions are transmitted/received between 
said Suspect and target. 
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24. The method as in claim 23 wherein said known 
protocol is FTP. 

25. The method as in claim 24 wherein one of said data 
signatures is the filename passwd' in a context in which 
filenames are likely to appear. 

26. The method as in claim 23 wherein said known 
protocol is HTTP. 

27. The method as in claim 23 wherein said known 
protocol is RPC. 

28. The method as in claim 22 further comprising: 
monitoring responses from said target following said data 

signature; and determining a likelihood of whether said 
target is under attack based on data signatures of said 
responses. 

29. The method as in claim 22 wherein said current state 
comprises any outbound connection from said target is 
following a detected signature. 

30. The method as in claim 22 wherein said current state 
comprises an inbound connection to a new port following a 
detected signature. 

31. The method as in claim 22 monitoring said current 
state comprises: 

profiling said target to determine which ports are open by 
passively listening to what traffic Succeeds in talking 
to/from the target. 

32. The method as in claim 22 monitoring said current 
state comprises: 

detecting non-protocol requests or responses transmitted 
to/from said target. 

33. The method as in claim 22 further comprising: 
determining a fingerprint of said target; and 
further evaluating a likelihood that said target is under 

attack based on said fingerprint. 
34. A machine-readable physical medium having program 

code stored thereon which, when executed by a machine, 
causes said machine to perform the operations of 

identifying a plurality of data signatures relevant to com 
puter security; 

designating a relative alert condition value to each data 
signature based on each data signature itself and con 
textual information associated with the data signature, 
each alert condition value comprising a ranked value 
that is unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
protocol type used to transmit the data signature, the 
relative alert condition value indicating a security risk 
level relative to different data signatures and relative to 
other identical data signatures associated with different 
contextual information; 

creating a table comprising the contextual information, 
the data signatures, and the relative alert condition 
values: 

detecting a data signature by evaluating communications 
at an application layer level between a target and a 
Suspect; 

correlating said data signature with a fingerprint of the 
target to determine to what extent said target is Vulner 
able to said data signature; and 

evaluating contextual information related to the data 
signature by comparing the contextual information and 
the data signature to the table in order to determine a 
likelihood that said target is under attack; and 
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18 
assigning a relative alert condition value to the data 

signature based on the comparison of the contextual 
information and data signature to data in the table. 

35. The machine-readable medium as in claim 34 further 
comprising program code to cause said machine to perform 
the operations of: 

evaluating contextual information related to said data 
signature to determine a likelihood that said target is 
under attack. 

36. The machine-readable medium as in claim 34 wherein 
said fingerprint includes said target node's operating system 
version. 

37. The machine-readable medium as in claim 34 wherein 
said fingerprint includes said target node's processor type. 

38. The machine-readable medium as in claim 34 further 
comprising program code to cause said machine to perform 
the operations of: 

generating a first alert condition upon determining that 
said target node is Vulnerable to said data signature. 

39. The machine-readable medium as in claim 34 further 
comprising program code to cause said machine to perform 
the operations of: 

listening for a response to said data signature from said 
target. 

40. The machine-readable medium as in claim 39 further 
comprising program code to cause said machine to perform 
the operations of: 

determining whether said target node's response or lack 
of a response is suspicious. 

41. The machine-readable medium as in claim 40 wherein 
determining whether said target's response is suspicious 
comprises determining whether said target's response is an 
“unknown command response. 

42. The machine-readable medium as in claim 40 further 
comprising program code to cause said machine to perform 
the operations of: 

generating a second alert condition upon determining that 
said target node's response or lack of a response is 
Suspicious. 

43. The machine-readable medium as in claim 42 further 
comprising program code to cause said machine to perform 
the operations of: 

combining the second alert with the first, thereby updating 
the first alert with information within the second alert. 

44. The machine-readable medium as in claim 43 wherein 
said target node's Suspicious behavior comprises transmit 
ting a root shell prompt to a Suspect node. 

45. The machine-readable medium as in claim 34 further 
comprising program code to cause said machine to perform 
the operations of: 

listening for behavior of said target node; and 
generating a second alert condition upon determining that 

said target node's behavior is suspicious. 
46. A machine-readable physical medium having program 

code stored thereon which, when executed by a machine, 
causes said machine to perform the operations of 

identifying a plurality of data signatures relevant to com 
puter security; 

designating an alert condition value to each data signature 
based on each data signature itself and contextual 
information associated with the data signature, each 
alert condition value comprising a ranked value that is 
unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
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protocol type used to transmit the data signature, the 
alert condition value indicating a security risk level 
relative to different data signatures and relative to other 
identical data signatures associated with different con 
textual information; 

creating a table comprising the data signatures, the con 
textual information, and the alert condition values; 

identifying a data signature encapsulated in an application 
layer data field directed at a target using an application 
layer protocol; 

evaluating a context of the data signature by one of 
reviewing the application layer data field type; 
reviewing the application layer protocol type; and 

comparing the evaluated context of the data signature to 
the table; 

determining whether said data signature poses a threat 
based on said context of said data signature; and 

assigning an alert condition value to the data signature 
based on the comparison of the context to data in the 
table. 

47. The machine-readable medium as in claim 46 wherein 
said protocol is the HyperText Transport Protocol 
(HTTP"). 

48. The machine-readable medium as in claim 47 further 
comprising program code to cause said machine to perform 
the operations of: 

determining that said data signature poses a threat if said 
data signature is “Icgi-bin/phf embedded in the header 
of said HTTP data transmission. 

49. The machine-readable medium as in claim 46 further 
comprising program code to cause said machine to perform 
the operations of: 

further evaluating whether said data signature poses a 
threat based on a fingerprint of said target. 

50. The machine-readable medium as in claim 49 wherein 
said fingerprint is comprised of a particular service executed 
on said target. 

51. A machine-readable physical medium having program 
code stored thereon which, when executed by a machine, 
causes said machine to perform the operations of 

identifying a plurality of data signatures relevant to com 
puter security; 
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designating a relative alert condition value to each data 

signature based on each data signature itself and con 
textual information associated with the data signature, 
each alert condition value comprising a ranked value 
that is unique to each combination of data signature and 
contextual information associated with a particular data 
signature, the contextual information comprising at 
least one of an application layer data field type used to 
encapsulate the data signature and an application layer 
protocol type used to transmit the data signature, the 
relative alert condition value indicating a security risk 
level relative to different data signatures and relative to 
other identical data signatures associated with different 
contextual information; 

creating a table comprising the contextual information, 
the data signatures, and the relative alert condition 
values; 

monitoring a plurality of data transmissions at an appli 
cations layer level between a suspect and a target to 
identify one or more data signatures, said data trans 
missions indicating a current state of communication 
between said Suspect and said target; 

evaluating contextual information related to each data 
signature by comparing the contextual information and 
data signatures to the table; 

evaluating a likelihood that said target is under attack 
based on the contextual information of one or more 
data signatures of said transmissions and said current 
state of communication; and 

assigning a relative alert condition value to the data 
signature based on the comparison of the contextual 
information to data in the table. 

52. The machine-readable medium as in claim 51 com 
prising program code to cause said machine to perform the 
additional operations of 

monitoring responses from said target following said data 
signature; and 

determining a likelihood of whether said target is under 
attack based on data signatures of said responses. 
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