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191E class to store the SMTF Server, the from address, and the recipient address to be used in sending configuration
or status information to the central monitoring workstation 945, respectively, in the system registry of the remote mon-
itoring workstation 911,

[0099] Figure 24 is a class diagram illustrating one embodiment of the ODBC Interface 1109 module of Figure 11
according to the present invention. The ODBC Interface 1109 module is responsible for interfacing with the database
913 that maintains the information pertaining to the SNMP devices being monitored by a particular remote monitoring
workstation 911. In this embediment, the database is registered as an ODBC databasc. and, therefore, the databasc
913 has available the appropriate suppoerting ODBC drivers. The ODBC Interface 1109 medule includes five classes:
CSendOD2CInterface 2401, CDevicelnformationData 2403, CDeviceDatabase 2407, CDevicePersistentStatus 2411,
and CDevicePerDatabase 2413. The CSendOD8CInterface 2401 class provides the interface through which the func-
tionality supported by the ODBC Interface 1109 module Is accessed.

[0100] The CDevicemformationData 2403 class provides methads for obtaining and storing configuration information
of the monitored devices in the database 913. The CDeviceDatabase 2407 class provides an interface between the
CDevicelnformationData 2403 class and the actual database 913 that contains the configuration information. The
CDevicelnformationData 2403 class uses the Devicelnfo structure to store the configuration information in the database
913.

[0101] The CDevicePersistentStatus 2411 class provides methods for obtaining and storing the first type of informa-
tion of the monitered devices in the database. The CDevicePerDatabase 2407 provides an interface between the
CDevicePersistentStatus 2411 class and the actual database that contains the first type of information, The CDevi-
cePersistentStatus 2411 class uses the DevicePerStatus structure to store the first type of information in the database
913.

[0102] Beth the CDeviceDatabase 2407 class and the CDevicePerDatabase 2413 class are derived from the
CRecordset 2417 class available in the Microsoft Foundation Classes (MFC).

[0103] Chbviously, numercus modifications and variations of the present invention are possible in light of the above
teachings. Itis therefore to be understood that within the scope of the appended claims, the invention may be practiced
otherwise than as specifically described herein.

Claims
1. Amethodfortransferring monitoring information from & remote menitor o & centrai monitor, comprising the steps of:

creating a communication link by the remcte menitor between the remote menitor and a message transfer
server,

farmatling the monilering infarmation into a slandard format;

sending the monitering information in the standard format as an attachment to a message from the remote
maniter Lo the message transfer server via the communication link using a transfer prolecal;

sending the message lrom the message transfer server Lo the cenlral monitor over a nelwork using the Lransfer
protocol: and

closing the communication link by the remote monitor, wherein

the monitaring information includes at least one of configuration information and status infarmation corre-
sponding to at least one networked device monitored by the remote monitor.

2. The method of Claim 1, further comprising the steps of:

storing a source address corresponding to the remote monitor in a first memory of the remote monitor;
storing a deslination address correspending o the central moniter in & second memory of the remate meniter;
and

querying the first memory for the source address by the remote monitor:

querying the second memory for the destination address by the remote monitor;

creating a message header including the source address and the destination address by the remote monitor,
whergin

the message includes the message header.

3. The method of Claim 2, wherein &t least one of the first memory and the secend memory comprises a system
registry of the remote monitor.

4. The method of Claim 1, wherein the standard format does not change with a type of monitoring information being
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formatted.
The method of Claim 1. wherein the at ieast one networked device comprises at least one of a printer, a facsimile
device, a copler, a scanner, an appliznce. a video cassetle recorder, a digital camera, a cellular phone, and a
personal data assistant.
The method of Claim 1, further comprising the steps of:

gathering the menitoring infermation by the remote menitor from the at least ene network device; and

storing the monitoring information gathered in the gathering step by the remote monitor in a digital repository

coupled to the remote maonitor.

The methoc of Claim 8, wherein the gathering step comprises gathering the maonitoring information using a simple
network management protocol.

The method of Claim 1, wherein the transfer protocol comprises a stere-and-forward protocol.

The method of Claim 1, wherein the transfer protocol comprises a simple mail transfer protocol.

. The method of Claim 1, wherein the transfer protocol comprises a direct connection protocol.

. The method of Claim 10, wherein the direct connection protocol comprises at least one of a file transfer protecol

and a hyper text transfer protocol.

. The method of Claim 1, wherein:

the message comprises an internet e-mail message, and
the attachment comprises a multipurpose Internet mail extensions attachment to the Internet e-mail message.

The method of Claim 1, wherein the configuration information comprises at ieast one of an Internet protocol address
and a media access conlrol address of the at least one networked device.

The method cf Claim 1, wherein the status information comprises at least ene of an alarm and an operational
slatus of the al least one nelworked device.

The method of Claim 1, further comprising the step of:

encrypling the monitoring information by the remolte monitor prior to the sending the meniloring information
step.

. The method of Claim 15, further comprising the slep of:

encoding the monitering information by the remote monitor after the encrypting step and prior to the sending
the monitoring informalion step.

. The method of Claim 16, wherein the encoding step comprises encoding the manitoring information using a base

64 enceding.

. The method of Claim 1, further comprising the step of:

encoding the monitoring information by the remote moniter prior to the sanding the monitoring information step.

. A computer-implemented system for transferring monitaring information from a remote monitor to a central monitor,

compnising:
a processor; and

a computer readable medium encoded with processor readabie instructions that when executed by the proc-
essor implement
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a communication link mechanism configured to create a communication link between the remate monitor and
a message transfer server and to close the communication link after monitoring information has been sent by
the remote monitor to the message transfer server, the menitoring information including at least ene of con-
figuration information and slatus informalion corresponding to at least one network device maonitored by the
remota monitor,

ameonitoring information formatting mechanism configured to format the monitoring information into a standard
format, and

a sending mechanism configured te send the monitering information to the message transfer server as an
attachment to a message via the communication link using a transfer protocol.

The system of Claim 19, wherein the computer readable medium is further encoded with processor readable in-
structions that when executed by the processor further implement

an encrypting mechanism configured to encrypt the moenitoring information prior te sending the monitoring
information to the message transfer server,

The system of Claim 20, wherein the computer readable medium is further encoded with processor readable in-
structions that when exacuted by the processor further implement

an enceding mechanism configured to encode the monitoring information after the encrypting mechanism
encrypts the monitoring information and prior to sending the monitering information to the message transfer server.

The system of Claim 21, wherein the encoding mechanism is further configured to encode the monitering infor-
mation using a base B4 encoding.

The system of Claim 19, wherein the computer readable medium is further encoded with processor readable in-
structions that when executed by the processor further implement

an encoding mechanism configured to encode the menitoring information prior to sending the monitoring
information to the message transfer server.

The system of Claim 19, wherein the computer readable medium is further encoded with processor readable in-
structions that when executed by the processor further implement
a message address mechanism configured to
store a source address corresponding to the remote monitor in afirst memory of the remaote monitor, and
store a destination address cerrespending to the central menitor in a second memory of the remote
maniter; and
a message header manipulation mechanism configured o
query the first memory for the scurce address.
query the second memory for the destinalion address, and
creale a header including Lthe source address and the deslination address,
wherein
the message includes the header.

The system of Claim 24, wherein at least one of the first memory and the second memory comprise a system
registry of the remote maonitor.

The syslem of Claim 19, wherein Lhe lransler prolocol comprises a slore-and-lorward prolocol.
The system of Claim 19, wherein the transfer protocol comprises a simple mail transfer pretocel.
The system of Claim 19, whergin:

the message comprises an internet e-mail message, and
tha allachmenl comprises a mullipurpose Internel mail exlensions altachment Lo the Inlernel e-mail message.

The system of Claim 19, wherein the standard format does not change with a type of monitoring information being
formatted.

The system of Claim 19, wherein the at |east one network device comprises at least one of a printer, a facsimile
device, a copier, a scanner, an appliance, a video cassette recorder, a digital camera, a cellular phone, and a
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personal dala assistant.

The system of Claim 19, wherein the computer readable medium is further enceded with processor readable in-
structions that when execuled by the processor further implement

an database management mechanism configured to store the monitoring information in a digital repository
coupled to the remote moniter and retrieve the monitoring information from the digital repository.

The system of Claim 19, wherein the transfer protocol comprises a direct connection protecol.

The system of Claim 19, wherein the transfer protocol comprises at least one of & file transfer protecol and & hyper
text transfer protocol.

The system of Claim 19, wherein the configuration information comprises at least one of an Internet protocol
address and a media access control address of the at least cne network device.

The system of Claim 19, wherein the status information comprises at least one of an alanm and an operational
status of the at least one network device.

A computer pregram product, comprising:

a computer storage medium; and

a computer program code mechanism embedded in the computer storage medium for causing a computer to
transfer monitering information of at least one network device from a remote monitor Lo a central moniter, the
computer program code mechanism having

a first computer code device configured to create a communication link between the remote monitor and
amessage transfer server and to close the communication link after menitoring information has been sent
by the remote monitor to the message transfer server, the monitering information including at least one
of configuration information and status information corresponding to at least one network device monitored
by the remote menitor,

a second computer code device configured to formal the monitering infermation inlo a standard format, and
a third computer code device configured to send the manitoring infermation to the message transfer server
as an attachment to a message via the communication link using a transfer protecol.

The compuler program product of Claim 36, wherein the computer pragram code mechanism further having
a fourth computer code device configured to encrypt the monitering information prier to sending the moni-
toring information lo the message transfer server.

The compuler program product of Clam 37, wherein the compuler pragram code mechanism further having

a fifth computer code device configured to encode the monitering information after the fourth computer code
device encrypls the monitoring infarmation and prior to sending the moniloring informalion lo the message transfer
server.

The computer program product of Claim 38, wherein the fifth computer code device is further configured o encode
the moniloring information using a base 64 enceding.

The compuler program product of Claim 36, wherein the computer program code mechanism further having
a fourth compuler code device configured to encode the manitoring information prior to sending the moni-
toring information to the message transfer server.

The computer program product of Claim 36, wherein the computer program code mechanism further having
a lourth compuler code device configured lo
store a source address corresponding to the remote monitor in a first memory of the remote monitor, and
store a destination address coresponding to the central monitor in a second memory of the remote
moniter; and
a fifth computer code device configured to
query the first memary for the source address,
query the second memory for the destination address, and
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create a header including the socurce address and the destination address,
wherein

the message includes the header.

The computer program product of Claim 41, wherein at least one of the first memory and the second memory
comprise a system registry of the remote monitor.

The computer program product of Claim 38, wherein the transfer protocol comprises a store-and-forward protocol.
The computer program product of Claim 36, wherein the transfer protocol comprises a simple mail transfer protocol.
The compuler program product of Claim 36, wherein:

the message comprises an intemet e-mail message, and
the attachment comprises a multipurpose Internet mail extensions attachment to the Internet e-mail message.

The computer program product of Claim 36, wherein the standard format does not change with a tyoe of monitoring
information being formatted.

The computer program product of Claim 36, wherein the at least one network device comprises at least one of a
printer, a facsimile device, a copier, a scanner, an appliance, a video cassette recarder, a digital camera, & cellular
phone, and a personal data assistant.

The computer program product of Claim 36, wherein the computer pragram code mechanism further having
a fourth computer code device configured to store the menitoring information in a digital repesitory coupled
to the remote monitor and retrieve the monitoring information from the digital repository.

The computer program product of Claim 36, wherein the transfer protocol comprises a direct connection protocol.

The computer program product of Claim 38, wherein the transfer protocol comprises at least one of a file transfer
protocol and & hyper tex! transfer protocol.

The computer program product of Claim 36, wherein the configuratien information comprises at least one of an
Internet protecol address and & media access control address of the al least one netwerk device.

The computer program product of Claim 38. wherein the status information cemprises at least one of an alarm
and an operational slatus of the al least one nelwork device.

The computer pregram product of Claim 37, wherein a new encryplion technigue may be added by modifying the

fourth computer code device without modifying the first computer code device, the second computer code device,
the third compuler code device, or an applicalion thal interfaces with the computer program product.
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[001]

[002]

[003]

[004]

AN ADAPTIVE SYSTEM AND ARCHITECTURE FOR ACCESS CONTROL

CROSS REFERENCE TO RELATED APPLICATIONS
This application claims priority to U.S. Provisional Application 60/226,128, filed

August 18, 2000 and U.S. Provisional Application 60/259,573, filed January 04, 2001.

FIELD OF THE INVENTION
The present invention relates generally to computer networks and, specifically, to

access control with respect to computer networks.

BACKGROUND OF THE INVENTION

Computer networks may consist of vast amounts of information and/or

resources, such as files, documents, texts, databases, servers, printers, plotters, etc.
(collectively “resources”™) shared among a large numbers of users. The resources may
have a varied degree of sensitivity and may not necessarily be appropriate for use by all
the users of the computer network or by users outside the network. This problem is
especially pronounced in the business environment where there are global users and
where business-to-business (B2B) communications are common.

Thus, in order to protect resources from inappropriate use, each user in the
network may be assigned access to only some, rather than all, resources on the network,
cffectively restricting access by each user fo an appropriate subset of those resources. As

a result, people with fewer access restrictions may have access to more of the network

ForcePoint LLC

EX-1009
Page201



WO 02/14987 PCT/IB01/01876

{005]

[006)

resources, while others with more access restrictions may have access to only a limited
number of resources. A member of a development group, for example, may be assigned
access privileges to resources pertaining to a -particular project on which he is working,
while at the same time being resiricted from access lo olher management resources,
Each user is thus assigned “static” access privileges according to his perceived level or
task. Access restrictions may similarly be assigned to the resources themselves. For
example, a network printer may be made available to everyone on tae network for
printing, or it may be restricted to only those individuals who are granted special access.

Typically, access permissions 3.1'6 controlled at the resource level. Thus, each
resource would have a corresponding access contro!l list (ACL) generated either during
the creation of the resource or at a later date. An ACL usually comprises a list of access
entries, each such access entry containing a user’s name and histher associated
permissions/restrictions. In some instances, the access entry may comprise a user group
(such as accounting, engineering, marketing, etc.) and the associated access
permissions/restrictions  for that group. The permissionsfrestrictions typically
allow/prevent access to the resource, or allow/deny the performance of various
operations by, or on, the resource, such as deleting, reading, writing, or otherwise using
the resource.

In certain operating systems (0Ss), such as the UNIX® operating system, the
ACL has been simplified to allow only thres predefined accessibility levels of users: the
owner of lhe resource, the owner's group, and the world, which would include anyone
requesting access. For each of these user levels, three basic access permissions may

generally be possible: "read", "write", and "execute".

(3]
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[007]

[008]

[009]

[010]

One known method for carrying out access control on a network may be as
follows: A person, X, is accepted into an enterprise or organization network, at which
point he is associated with a user name and possibly added to one or more user groups.
When person X requests access to a certain resource, the access list associated with that
resource is consulted and searched for either the user name or the user group(s)
associated with person X. Depending on the relevant ACL, access to the particular
resource is either permitled or denied. In fact, in conventional systems, the only possible
conclusion for a given access requést is either to permit or to deny access.

In such a system, the resultant security policy, which may be seen as a collection
of all potential access permissions and denials, is distributed throughout the system, with
little or no capability for effective management. Some systems include “agents” that
monitor access and consult a more global policy, normally centrally located, to each
permission grant or denial.

However, known network security methods present several problems. Tirst,
since ACLs are typically input manually, the creation of the lists may be time
consuming. As the number of users and resources grows, the task becomes more
cumbersome and more prone to mistakes such as inappropriate exclusions, accidental
inclusions, etc. Moreover, the per.son who typically sets up the listing, e.g., the system
administrator, may not be aware of every user and/or resowrce on the mnetwork.
Furthermore, even if the system administrator is aware of the relevant user and resource,
he may not know the job requirements and applicability of each, and so he may not be
able to determine the appropriate ACL.

Yet another problem with conventional network security systems is the

inflexibility of the ACL, which, by the nature of the input process, is predefined. Each
3
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[011]

[012]

[013]

foL4]

time a change occurs in the system, whether in regard to a user, a resource, or permission
therebetween, the ACL nust be amended. Furthermors, since the listing is predefined,
exceptions are difficult to implement. For example, if a user changes jobs, his group
must be manually changed for him fo gain access to the shared resources of his new
group. If the user is performing g job temporarily, permissions may be needed for only a
limited period of time. Certain permissions for him would have to be granted to perform
the job and then revoked when no, ]Dllgﬁ needed, requiring that someone remember tc
revoke the permissions at the later date.

Thus, there exists a need for a more efficient, better defined access control

method and for an associated system architecture that provides for flexible, adaptive use.

SUMMARY OF THE INVENTION

An object of the present invention is to provide an access control system and

architeciure for accessing resources. It is another object of the invention to provide an
access control system and architecture for accessing resources such as databases, files,
computer peripherals and others

An embodiment of the present invention, therefore, provides a system adapted
for controlling access by one or more users to one or more resources, The system
includes at least one agent, which collects data about access attempts concerning the
resources, and al least one access analyzer, which receives and processes the collected
data. The access analyzer analyzes af least the collected data and generates permission
levels based on the analysis.

In accordance with the invention, an “access attempt” is an atlempt o gain
access to any of the resources on the system, regardless of whether the access is

ultimately permitted or not. Thus, an access attempt includes the situations where access
4
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[016]

[017]

is granted, and also where access is denied. The data collected by the agent can be, for
example, behavioral data concerning the users as well as data concerning the resource
itself. More specifically, examples of the collected data include; the access distribution
of the resource(s), that is, how l:ea.t;h resource is allocated to the user(s); the level and
frequency of access attempts initiated by particular user(s), etc. The collected data can
also include information about activities such as how much CPU time each user utilizes
and/or data regarding I'O and application usage.

The permission levels may be access conirol permission levels, wherein the
permission levels are presented as numbers within a given range, and wherein the
likelihood that the access atiempt is to be permitted is determined based on the value of
the permission level. For example, the permission levels may be normalized to a range
between O and 1 and the access can be permitted/denied depending on whether the
permission level is above/below a certain threshold.

The agent may include a; least an enforcement means adapted to control access
to the resources based on at least the permission levels. A system in accordance with the
present invention may further inclu_de one or more controllers adapted to provide one or
more rules (o the agenl, wherein the rules may be access 0011;101 rules.

Additionally, the enforcement means may be adapted to control access to the
resources based on at least the permission levels and the rules and, the enforcement
means need not necessarily be located within the agent. The enforcement means can be
located external to the immediate network and its ser'vms and enforce access to the

resources through remote means. In further embodiments of the invention, the system

may also include a discovery L}njt adapted to provide information to the controller,
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[018]

[019]

[020]

[021]

[023]

wherein the information may be data concerning the users and the resources. The

discovery unit may include means for automatically gathering the information.

BRIEF DESCRiPTlON OF THE DRAWINGS
The object and features of the present invention will become more readily

apparent from the following detaited description of the preferred embodiments taken in
conjunction with the accompanying drawings in which:

FIG. 1 is a block diagram illustration of an access architecture, constructed and
operative according to an embodiment of the present invention;

FIG. 2 is a block diagram illustration of an access control system, implemented
using the access architecture of FIG. 1, constructed and operative according to an
embodiment of the present invention; and

FIGS. 3A and 3B are block diagram illustrations of alternative access control
systems, implemenied using the access architecture of FIG. 1, constructed and operative

according to an embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the present invention is discussed in detail below.

While specific configurations are discussed, it should be understood that this is done for
illustration purposes only. A person skilled in the relevant art will recognize that other
components and configurations may be used without departing from the spirit and scope
of the invention,
Reference is now mede to FIG. 1, which is a block diagram illustrating the
operation of the invent.ion and an example of access architecture 10. Architecture 10
’

illustrates one embodiment of the present mvention; cther embodiments are also

described below.
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[024]

In order to facilitate the discussion of a preferred embodiment, the following is a
list of relevant terms and associated definitions: “Resources” may be services,
documents, data, files, databases, or any portion of such services, documents, data, files,
databases, as well as peripheral devices or any other type of computer resources.
“Access Attempt”, as mentioned above, may be an attempt to use or otherwise gain
access to a particular resource. “User(s)” may be any person, user group, or other
resource wishing to access a resource; persons such as members of 2 company with
which the resource resides, associates of the company (e.g., in a B2B situation), Internet
browsers, etc. or programs or otter resources. “User groups” may be teams of users with
some actual or perceived shared trait, such as shared responsibilities, e.g., an aéwum.ing
group, shared location, e.g.,, Hailh group, shared hierarchy in the comporation, 2.2, a
management group, ete. “Policy” may be a list of rules and “security policy” may be &
list of rules that control the access privileges to resources. “Rules” may comprise at least
user or user group names and/or associated access permission, denial or other result.
“Administrators” may be persons who administer or manage compuler systems such as
those described herein. A “security policy table” may be a table that lists access options
and other rules related to resource security. “Permission levels” refer to the likelihood
that accesses to the resource will be required and/or granted. The permission levels may
be likelihood estimates, possfb"ly discretized and normalized to a specific range, for
example, between O and 1. Such a permission level may be specific to the user, his
group, time-of-day, location, or other parameters. An “analyzing algorithm™ may be an
algorithm that, based on gathered data, for example access requests, learns about
activities and at least therefrom creates permission levels. “Adaptive permission levels”

or “APL” may be permission levels generated periodically by an analyzing algorithm,
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[025)

[026]

An “agent” may be a software utility that collects data about the activities of the
computer; a “guardian ageni” is a type of agent that is capable of enforcement based on
at least security policy rules. A guardian agent may further be capable of enforcement
based, in addition, on permission levels.

Tlustrated in FIG. 1 is an exemplary system in accordance with the present
inveniion. Three elements comprise an architecture 10: an Agent 100, a Control Unit
110, and an Access Analyzer 120. Agent 100 monitors access attempts 108 directed to
particular resources, (not shownj, and provides a periodic event audit trail 102 to access
analyzer 120, reports alarms 104 to control unit 110 and, if it is a “Guardian Agent”,
enforces access restrictions 106 o the resource. Ewvent Audit Trail 102, includes
information regarding the access aftempi(s). including but not limited to such things as
whether the access was permitted, time of the access attempt, ele. Access analyzer 120
analyzes cvent audit trail 102, possibly using a first security policy 122 provided by
control unit 110, and responds periodically by sending a list of permission levels 134 to
agent 100. Access analyzer 120 also sends stafistical information 132 to control unit
110, Based on permission levels 134, received from access analyzer 120 and optionally
second security policy 122" received from control unit 110, agent 100, if it is a guardian
agent, can provide cnforccmem’]()& Access enforcement 106 includes enforcing the
security control of the resources by permitting, alerting, denying, or otherwise
controlling access to the resource.

First and second security policy arrows 122 and 122' can represent the same
security policy information from control unit 110 fo access analyzer 120 and agent 100,
respectively, or either the first or second security policy, 122 or 122’, can comprise a

subset of the other. Independently sending/receiving a security policy allows for the use

g
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[027]

[028]

[029]

of multiple agents 100, access analyzers 120, and control units 110 which all either send
or receive united security policy 122, or 122, Control unit 110 may use the alarms 104
received from agent 100, the statistical information 132 received from Access analyzer
120, and other user inputs (not shown) to create reports 126. Reports 126 provide all, or
some, of the inpul information in a user defined format.

I another embediment of the present invention (not shown), first security policy
122 can be provided to agent 106 by way of access analyzer 120. In other words, access
analyzer 120 receives first security policy 122 from control unit 110 and then sends it
along to agent 100. According to this embodiment, it would not be necessary to provide
second security policy 122" from Control Unit 110 to Agent 100.

According to the architecture 10, described above, a system in accordance with
the present invention may be used for various operations, including analysis, intrusion
detection, website user profiling, database access, or any other resource access
application, such as access control.

FIG. 2, to which reference is now made, provides a relatively detailed illustration
of an exemplary configuration of architecture 10, herein referred to as an access control
archilecture, or access system 26, which is constructed and operative in accordance with
an embodiment of the present invention. Access system 20 comprises one or more
agents 100, one or more access an_alyzers 120, one or more central control servers 110,
an optional security policy (not shown) originating in control server 110, and optionally
one or more auto discovery unils 22. Access system 20 resides, for example, in a
university, business, or any other organization, that has one or more servers 18, 18' and
18" which may communicate with other devices through either non-secure or secure

channels (e.g., encrypted channels). Servers 18, 18’ and 18" include any computer
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[030]

[031]

resources that serve as gateways to other compuler resources or services. Exemplary
servers shown in FIG. 2 are databases 18', file servers 18", and personal computers 18,
but other, similar machines, such as printer servers (not shown), could also be connected
to system 20 in accordance with the present invention.

In accordance with the present invention, system 20 can utilize one or more
adaptive algorithms. For examp}lc, system 20 mey be dedicated to the adaptive access
control of resources on a network, as depicted in architecture 10 (FIG. 1). Opticnally,
for secure embodiments of the prt_sscnl..invemion, systern 20 may also comprise a key
authority (not shown), which can reside on control server 110 or on another appropriate
platform. In a secure embodiment of the present invention, all communications to/from
cach device can be encrypted in accordance with conventional encryption tehniques. For
example, each of the devices shown in FIG. I, for exampie, Agent 100, Access Analyzer
120 and Control Unit 110, can be equipped with both encryption and decryption tools in

order to encrypt the information it sends, and decrypt the information it receives,

Agent
Agents 100, which may 4lso be Guardian Agents as described above, reside on

servers 18, 18' or 18" and monitor access attempis that occur on servers 1§, 18 or 18"
and gather data related fo those dccess attempts, data such as the name of the user
attempting access, the machine from which access is attempted, the time of day of the

access attempt, the resource to which access is attempted, the iype of access attempted,

_ete. The gathered data ma}; then be sent as event audit trail 102 (FIG. 1) to access

analyzer 120 to be used as input for an analyzing algorithm run by access analyzer 120.
The analyzing algorithm can use at least the gathered data to generato permission levels

134 (FIG. 1).
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[032]

1033]

[034]

In further embodiments, based on at least the permission levels 134, guardian
agents 100 can protect the resources stored on servers 18, 18' or 18" by enforcing the
permission levels 134, Enforcement may be performed by guardian agent 100 or by an
enforcement unit (not shown) provided either within guardian agent 100 or as a separate
unit.

In yet another embodiment of this invention, event audit trail 102 is used by
access analyzer 120 to generate the underlying system permissions, e.g., ACLs, that are
used to update the system ACLs. In this embodiment, agent 100 may not necessarily be
a guardian agent. In another embodiment of this inventior, the consulting facilities of a
computer system may be used. In such a case as a response to an access attempt 108 the
system will respond with a query to the consulting facilities. The consulting facilities,
based on permission levels provided by access analyzer 120 may respond with the
required response relative to access attempt 108. In yet another embodiment of this
invention, agent 100 may be implemented as a “proxy”, i.e., a unit through which all the
network (raffic flows and wh;::h may not necessatily be part of the system it is
protecting, and access attempts 108 will be handled from the “proxy” unit.

Also, agents 100 can resli-de on control server 110 or any other appropriate
platform. That is, it is not necessary for Agents 100 and Control Units 110 to be separate
machines, their finctionalities can be combined into a single machine.

In other embodiments, based on at least the permission levels 134 and the
security policy 122, 122!, guardian agents 100 may protect the resources stored on
servers 18, 18' or 18" by executing and enforeing access permissions and restrictions,
and possibly notifications to other system resources, based on both the permission levels

134 and security policies 122, 122' to control access o the resources. As mentioned
’
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[036]

[037]

[038]

above, enforcement may he executed by guardian agent 100 or by an enforcement unit
{not shown) within guardian agent 100, or as a separate unit.
Access Analyzer

Access Analyzer 120 may be in communication with one or more agents 100 and
each access analyzer 120 can support and control each of these agents 100, depending on
the load of each agent 100 and the strength of access analyzer 120, Access analyzer 120
may further receive event audit trail 102 by a push, i.c., where the sender initiatss the
transfer, or pull, where the receiver iniliates the transfer, method to transfer the event
audit trail data from each agent 100, applying the data to an analyzing algorithm. For
example, the transfer of event audit trail 102 may take place on a cyclic basis (e.g., once
2 day) and the analyzing algorithm may then be executed afier the new event audit trail
102 data has been received.

Access analyzer 120 cim utilize any learning algorithm adapted for access
conirol, an example of which is described in the co-pending U.S. Patent Application,
filed on the same date herewiﬁl, entitled "Permission Level Generation Based on
Adaptive Learning", and which is assigned to the same common assignee as the present
application, and is incorporated herein by reference in its entirety for all it discloses.

Access analyzer 120, based on security policy 122 and event audit trail 102, is

operable fo estimate the probability of an access attempt to 2 system resource occurring

" and, subsequently, define the most up-to-date permission levels 134. Permission levels

134, which are an output of the analyzing algorithm wiilized within Access Analyzer
120, may be transmitted to agent 100, which may receive and/or transmit data to one or

more access analyzers 120,
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[039]

{040]

[041]

Central Control Unit

Control unit 110 may comprise means for interacting with access analyzers 120
and agents 100, and can menage activities within the system architecture 10 (FIG. 1) and
system 20 (FIG. 2) having a gingle secwrity policy, ie., a combination of security
policies 122, 122", In other embodiments of the present invention, one or more conirol
servers 110 may handle a single security policy. Control server 110 may control the
system configuration, security policy, and response to reported events. When access
attempts 108 occur, they may he reported to control unit 110, and, based on the nature of
the attempt, control unit 110 may notify the appropriate person(s} or program(s) by e-
mail or other form of communication. Control unit 110 may include a database, a report
generation engine, and a scheduler.

In a further embodiment in accordance with syslem 20, agents 100 may momnitor
access attempts 108 that occur on servers 18, 18' and 18" and gather data related to those
attempts. The access attemtps afid data that are monitored may relate to user or resource
activities, or to any other operations that may occur on servers 18, 18' or 18". The access
attempts 108 that are monitored mmay include resource retrieval and/or usage of, for
example, documenls, files, databases, computer peripherals, elc., resource accesses,
logins, internal communtication problems, access times and types, ete. Event audit trail
102 may include the number of times a resource is accessed, the users that access a
specific resource, access time, type of access, any type of statistical data related to the
access attempt, etc.

Event audit frail 102 may be used as an input for the analyzing algorithm run by
access analyzer 120 as mentioned above. In some embodiments of the invention, the

analyzing algorithm uses at least event audit trail 102 to generate permission levels 134
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[042]

[043]

[044]

for respective accesses to resources. Permission levels 134 may be specific to cach type
of access, they may be time dePcndcnt, and/or they may correspond to each user and
each resource.

Agent 100 may receive permission levels 134 from access analyzer 120 and may
receive security policy 122/, in the form of a table, or some other format, from control
unit 110. In some embodiments of the invention, rules related to the security policy may
be defined in control unit 110 and enforced by a guardian agent type of agent 100,

Based on at least permission levels 134 and second security policy 122' guardian
agent 100 may execute and enforce the overall access requirements of the resowce,
thereby protecting the resources stored on servers 18, 18' or 18" from unauthorized
aceess or use. Security policy rules may include a first threshold below or above which
an alarm will be generated to sotify the control unit 110 of an access attempt to a
resource. Security policy rules may also include & second threshold below or above
which access attempts fo a resource will be denied. An example of a security policy
including the securily policy rules just deseribed is in the co-pending U.S. Patent
Application, filed on the same date herewith, entitled "A Method and Apparatus for a
Security Policy", and assigned to common assignee of the present invention, and which
is incorporated in its entirety herein by reference for all that is disclosed. .

Enforcement may comprise two different operations. For example, enforcement
can include; 1) allowing operations that are permitted by both the security policy and the
permission levels, if both exist, or; 2) blocking operations that are not permitied or are
considered suspicious beyond & second threshold level mentioned above, The second
operation may further include the generation of a different alarm if an operation is

considered suspicious as is beyond a first level threshold.
14
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[045]

[046]

[047]

[048]

Enforcement may be performed by guardian agent 100 or by an enforcement unit
(not shown) within guerdian age:lt 100. Alternatively, agents 100 may reside on control
unit 110 or any other appropriate platform having access to system resources.

The security policy rules aI_ld permission levels 134 may correspond to a user, a
group of users, a resource, a group of rcsources or a combination of user(s) and
resources(s). The security policy rules may also be applied on an access type and/or
time basis, and/or may be applied on the basis of access parameter availability, such as
location. User groups may be created by applying an algorithm, observing formal or
informal hierarchy, or other method known in the art.

Security policy rules may correspond to a resource, a user, or & <resource, user>
pair, possibly in combination with a particular time, and access type as mentionad above.
Agent 100 may determine whigh rules apply to each resource, each user, and each
<resource, user> pair at sach time. Enforcement determinations can be made on the
basis of at least the rules and/or on other factors, such as location. Conflicts belween
rules that arc defined for the same <resource, user™> pair may be resolved in the security
policy rules or flagged by the system, which can determine how to handle conflicts. The
system may, [or example, always follow the first security policy rule matching the
access attempt. In another embodiment, the system may, for example, always follow the
stricter of conflicting security policy rules.

In further embodimenis of the invention, agent 100 may protect specific
resources by applying adaptive access control only to specific resources of the existing
security system. In such embodiments, agent 100 does not replace or use any of the
existing security subsystem. Instead, agent 100 may, in addition to following the

specific resource rules, continue to-enforce the system’s existing rules and thus, may not
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[049]

[050]

[051]

permit anything that is blocked I})’ the existing security subsystem. For example, if the
operating system (OS) already permits/denies access to certain resources based on its
own independent rules, the adaptive access control system of the present invention will
not override the OS’s rules and allow access to users that would otherwise rot be
permitted access.

By heing an extension of the existing system, agent 100 can further provide a
uniform interface between the various systems since the rules of other existing systems
are incorporated without the need to interface with those systems directly. Interfacing to
other systems in this marmer satisfies the definition of unified and universal security
policy rules.

There may be an agent 100 for each platform or application, and agent 100 may
be implemented as an extension of the operating system (OS), a database, a Web-server,
or an application.

Discovery units 22 may comprise a tool used by conirol unit 110 to obtain
information concerning users and resources on servers 18, 18' or 18". Discovery units 22
can feceive instructions from control umit 110, when appropriate, For example,
discovery unit 22 can collect information regarding which users are defined on servers
18, 18' or 18" and which resources are defined, or any other information that may be
useful to control unit 110. As a further example, in some embodiments of the invention,
discovery units 22 can report which users are logged-on the respective system.
Discovery units 22 can gather information automatically or in response fo a request from
control unit 110 and Discovery units 22 may be a part of agent 100 or they can be a

stand-alone units.
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[053]

[054]

Access analyzer 120 can be in communication with agent 100 and receive event
audit trail 102. Event audit trail 102 can be used as an input to access analyzer 120 and
used in accordance with an adaptive access control analyzing algorithm, in which at least
some of the output of the analyzing algorithm, for example permission levels 134, may
be used as part of the enforcement 106,

In order for access analyzer 120 to generate access control permission levels 134,
the analyzing algorithm can use ‘“Knowledge” pertaining to user activity. Knowledge is
derived from the data gathered by agents 100. The data used in gaining “Knowledge”
about user activity can be trat;sfcncd from agents 100 to access analyzers 120 as
frequently, or infrequently, as necessary, such as daily, bi-weekly, etc. Updated data can
be matched with past (known) user behavior patterns, and the behavior patterns can he
updated by access analyzer 120. By consulting the user behavior patterns, it is possible
to analyze and determine what each user does, what the relationships between users are,
and which resources are likely to be used by various users (or user groups) in the [uture,
As mentioned above, an cxemplary analyzing algorithm is described in the co-pending
U.S. Patent Application, filed on the same date herewith, enfitled "Permission Level
Generation Based on Adaptive Learning".

Furthermore, access analyzer 120 can generate permission levels, possibly by
calculating the likelihood that & parlicular access attempt should be permissible. The
permission levels are numbers in a given range, wherein the higher the number the more
likely the access attempt is to be permitted. The permission levels may be normalized to

arange between 0 and 1, or any other appropriate range or scale.

17

ForcePoint LLC

EX-1009
Page217



WO 02/14987 PCT/IB01/01876

[055]

[056]

[057)

[038]

In some embodiments of the invention, access control determinafions can be
made in run-time by agent 100. In such an instance, access analyzer 120 provides the
permission levels 134 to agent 100 in advance or in generally real-time.

Providing organizational structure of users information of the system to the
analyzing algorithm is optional. In other words, the analyzing algorithm can operate
using only the data gathered by agent 100. Nevertheless, the analyzing algorithm can
accept additionzl data, such as organizational structure information, if provided.
Additional data, such as the OS permissions, or feedback from users, may improve the
quality of the results, shorten ﬂ}e run time of the analyzing algorithm, or reduce the
numbers of runs of the analyzing algorithm until convergence, or a good result, is
achieved. Conversely, false input can reduce quality or increase run-time. However,
given that the algorithm can resolve inaceuracies by “learning”, the false input may not
cause completely incorrect determinations, and effects of such will be practically
eliminated over time.

Conitrol unit 110 can request that agent 100 gather information upon demand.
Control unit 110 can also act as a cryptographic key manager, serving as a certificate
authority, and can, further maintain a list of system administrators and their associated
privileges.

When access attempts 108 occur, they may be reported to control unit 110, and,
based on the nature of the event, control unit 110 may notify the appropriate person(s)
and/or log the events outlined in the reports for future reference. Control unit 110 can be
operable to prepare and generate reports, schedule activities for execution, save the
reports in an archive, and/or optionally distribute the reports by email, links, or other

means of communication, to a recipient list, and/or link to them.
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[060]

[061]

[062]

In accordance with an embodiment of the present invention, the following is an
exemplary access control scenario: Agent 100 monitors a request for access to a certain
resource. Agent 100 either has or receives security policy 122' (including rules) from
control unit 110. Agent 100 also ecither has or receives permission levels 134 from
access analyzer 120. Based on permission levels 134 and security policy 122!, ageni
100, if it is a guardian agent, prbvides enforcement 106. Enforcement 106 comprise of
blocking access, penmniiling access, reporting the access attempt, etc.

Access analyzer 120 receives from agent 100 data about the access attempt and
executes the analyzing algorithm. The output of the analyzing algorithm may be
permission levels 134, which are transferred periodically to agent 100. The activities of
agent 100 and access analyzer 120 may be time-independent with respect to each other.
For example, while agent 100 operates on cach and cvery access attempt 108, access
analyzer 120 may operate periodically, based on sufficient information collected from
event audit trail 102, or at the conclusion of a predefined period of time.

Control unit 110 can be notified of the access attempt and any subsequent
confirmation of enforcement arfd can generate a report based on the data for on-line
review or for distribution.

An important feature of 111;: present invention is that each of the parts -- agent
100, access analyzer 120, and control unit 110 -- can operate independently. That is,
agent 100 can continue operating even if its connection to access analyzer 120 is not
operative. For example, Agent 100 can continue gathering event audit trail data and use
its latest stored version of permission levels 134 even if no updated permission levels are
being provided. Access analyzer 120 can perform the analyzing algorithm using the

latest event audit trail data it has received, whether or not agent 100 is currently
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[063]

[064]

communicating with access analyzer 120, Likewise, access analyzer 120 can perform
the analyzing algorithm using the latest security policy 122 it has received, whether or
not control unit 110 is currently communicating. Control unit 110 can be used at any
time to set overall securify policy 122, 122", which is transmitted to access analyzer 120
’

and agent 100, when possible. Finally, statistical information 132 and alarms 104 can be
received by control unit 110 when any disrupted connections are eventually restored, and
reports 126 can be generated independently, periodically ur.upon request.

System 20 is further operable on alternative architectures, such as those
illustrated in FIGS. 3A and 3B, which show architectures 30 and 40, respectively, to
which reference is now made. Architecture 30 is a simple configuration that may be
applicable for small businesses. As shown in FIG. 3A, architecture 30 can comprise
control unit 110 and file server 18, wilh the components of agent 100 and access
analyzer 120 hoth residing on server 18. Architecture 30 can provide the compaciness
and flexibility needed for small 901nputing environments.

Alternatively, architecture 40, shown in FIG. 3B may be applicable for
application service providers (ASPs), and may operate on a local or non-local system,
such as the Intemel or web, and may operate on a direct hine, without intermediate
providers, Architecture 40 may comprise at least one file server 18, one or more
optional firewalls 28, and an application server 32. As noted in FIG. 3B, in order to
adapt to the appropriate architecture and/or system, the components of agent 100 may be
operable from file server 18. Access analyzer 120 and control unit 110 may reside on
application server 32. Application server 32 may be connected to file server 18 through
firewalls 28 and over the Internet. This will allow for a remote implementation of the
securily system by an application provider.
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[065] It will be appreciated by persons skilled in the art that the present invention is not
limited by what has been particularly shown and described herein above. Rather the

scope of the invention is defined by the claims that follow.
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WHAT IS CLAIMED 18:

L. A computer network with a security system, the security system comprising:

at least onc agent operable to identify an access attempt directed to a resource
on the network and further operable to respond to said access attempt in accordance

with at least permission levels; and

af least one access analyzer operable to analyze an event audit trail and

provide said permission levels to said agent.

-

2. The computer network of claim 1, further comprising at least one control unit
'l

operably connected to said agent and said access analyzer.

3. The computer network of claim 2, wherein said contrel unit comprises at least

a security-policy.

4. The computer network of claim 3, wherein said guardian agent implements a
urified security policy which is a unification of the said systems original security policy and

an security policy operable with at least said permission levels.

5. The computer network of claim 4, wherein said unified security policy

implements the most restrictive rules.
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6. The computer network of claim 4, wherein said unified security policy

implements the most permissive rules.

7. The computer network of claim 3, wherein said security policy comprises at

least one security rule.

8. The computer network of claim 7, wherein said security rule defines af least

one response to said access attempt.

9. The computer network of claim 8, wherein said response comprises at least

allowing an access.

10. The compuler network of claim 8, wherein said response comprises at least

denying an access.

11.  The computer network of claim 8, wherein said response comprises at least

notification of an access.

12.  The computer network of claim 8, wherein said response is adaptive in

accordance with at least said permission levels.
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13.  The computer network of claim 12, wherein said adaptive response is further

determined in accordance with at least one activation threshold.

14, The computer network of claim 13, wherein said response comprises at least

allowing an access, determined at least in accordance with a first activation threshold.

15.  The computer network of claim 13, wherein said response comprises at least
’

denying an access, determined at least in accordance with a first activalion threshold.

16.  The computer network of claim 13, wherein said response comprises at least
notification of an access, determined at least in accordance with a second activation

threshold.

17. The computer network of claim 2, further comprising a discovery unit

operable to provide information to said control unit.

18.  The computer network of claim 17, wherein said information includes data

relative to af least a user of said networl. ~

19.  The computer network of claim 17, wherein said information includes data

relative to af least a resource accessible through said network,
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20.  The computer network of claim 17, wherein gathering of said information is

automatic,

21,  The computer network of claim 2, wherein said access analyzer provides said

agent with only deny or permit status for each access attempt.

22.  The compuler network of claim 1, further comprising at least one control unit

operably connected to said access analyzer,

23.  The computer network of claim 22, wherein said control unit comprises at

least a security policy.

24, The computer network of claim 23, wherein said guardian agent implements a
unified security policy which is a unification of the said systems original security policy and

an secutity policy operable with at leass said permission levels.
25. The computer network of claim 24, wherein said unified security policy

implements the most restrictive rules.
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26.  The computer network of claim 24, wherein said unified security policy

implements the most permissive rules.

27.  The computer network of claim 23, wherein said security policy comprises at

least one security rule.

28.  The computer network of claim 27, wherein said security rule defines at least

one response to said access attempt.

29.  The computer network of claim 28, wherein said respense comprises at least

allowing an access.

30. The computer network of claim 28, wherein said response comprises at least

denying an access.

31.  The computer network of claim 28, wherein said response comprises at least

notification of an access.

32.  The computer network of claim 28, wherein said response is adaptive in

accordance with at least said permission levels.
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33,  The computer network of claim 32, wherein said adaptive response is further

determined in accordance with at least one activation threshold.

34.  The compulter network of claim 33, wherein said response comprises at least

allowing an access, determined at least in accordance with a first activation threshold.

35.  The computer network of claim 33, wherein said response comprises at least

denying an access, determined at least in accordance with a first activation threshold.,

36.  The computer network of claim 33, wherein said response comprises at least
notification of an access, determined at least in accordance with a second activation

threshold.

37.  The computer networlc of claim 22, further comprising a discovery unit

14
operzble to provide information to said control unit.

38.  The computer nefwork of claim 37, wherein said information includes data

relative to atf least a user of said network.

39.  The computer network of claim 37, wherein said information includes data

relative to at least a resource accessible through said network.
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40. The computer network of claim 37, wherein gathering of said information is

automatic.

41, The computer network of claim 22, wherein said access analyzer provides said
’

agent with only deny or permit status for each access attempt.

42, The computer network of claim 1, wherein said agent responds to said access
attempt in accordance with a result of comparing at least one permission level to at least one

threshold.

43, The computer network of claim 42, wherein said agent permits access to said

resource if the permission level exceeds a first threshold.

44.  The computer network of claim 42, wherein said agent denies access to said

resource if the permission level does not exceed a first threshold.
45, The computer network of claim 42, wherein said agent sends a notification of

said access attempt to said control unit if the permission level is below a second threshold.
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46.  The computer network of claim 1, wherein said access attempt comprises at

least one of’ a user, a resource, a location, an access type, 4 Lime.

47, The computer nelwork of claim 46, wherein said user may be one or more

USers.
48. The compuler network of claim 46, wherein said resource may be one or more
TESOUICES.
49.  The computer network of claim 46, wherein said location may be one or more
locations.

50.  The computer netwerk of claim 46, wherein said access type comprises at
r
least one of the following; read, write, modify, execute, delete, rename, take ownership of,

change permissions of, or create said resource.

51.  The computer network of claim 1, wherein said access aliempt comprises at

least a time scope.

52.  The computer network of claim 1, wherein said event audit trail is derived

from at least one access attempt.
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53.  The computer network of claim 52, wherein said event audit trail is provided

to said access analyzer on a periodic basis.

54, The computer network of clzim 52, wherein said event audit trail is

periodically solicited by said access analyzer.

35.  The computer network of claim 52, wherein said access attempt is ignored by

said agent with respect to at least one access attempt.

56.  The computer network of claim 1, wherein said permission levels are derived

from at least likelihood estimates that a future access atiempt should be permitted.

57.  The computer network of ¢laim 1, wherein said agent comprises at least one
enforcement means for controlling access ‘o said resources based on at least said permission

levels.

58.  The computer network of claim 1, wherein said permission levels are

generated periodically based on a currently available event audit trail.
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59.  The computer network of claim 1, wherein said agent and said access analyzer

reside on a single computer.

60.  The computer network of claim 2, wherein said agent and said control unit

reside on a single computer.

61.  The computer network of claim 2, wherein said access analyzer and said

control unit reside on a single computer.

62.  The computer network of claim 2, wherein said agent, said access analyzer

and said control unit reside on a single computer.

63.  The computer network of claim 1, wherein said permission levels generated by
said access analyzer are used for the purpose of updating at least an access control list of at

least a syslem resource,

64.  The computer network of claim 1, wherein said access analyzer provides

permission level information {o at least a system consulting unit,

65, The computer network of claim 64, wherein in response to said access attempt

a query is sent to said system consulting unit.

31

ForcePoint LLC
EX-1009
Page231



WO 02/14987 PCT/IB01/01876

66.  The compuler network of claim 65, wherein in response to said query asid

system consulting unit provides a response comesponding at least to said permission levels.

67.  The computer network of claim 1, wherein said agent is implemented as a

proxy server,

68. A syslem comprising a computer network with a distributed security systom,

the system further comprising:

at least one agent connected to the Internet, said agent being operable to identity an
access attempt directed to a resource on the computer network and further operable to

respond to said access attempt in accordance with at least permission levels;

at least one access analyzer connected to the Internet, said access analyzer being

operable to analyze an event audit trail and provide said permission levels to said agent; and

a communication device operable to provide communication between szid agent and said

access analyzer.

69.  The system of claim 68, wherein the agent is connected to the Internet through

a firewall.

70.  The system of claim 68, wherein the access analyzer is connected to the

Internet through a firewall.
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71.  The system of claim 68, further comprising at least one control unit operably

connected to the Internet.

72. The system of claim 71, wherein the control unit is connected to the Internet

through a firewall.

73.  The system of claim 71, wherein said control unit and said access analvzer are

implemented on the same computer.

74.  The system of claim 71, wherein said control unit and said access analyzer are

implemented on the same intranet.

75.  The system of claim 71, wherein said control unit and said agen! are

implemented on the same computer.

76.  The system of claim 71, wherein said control unit and said agent are

implemented on the same intranet.
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77. The system of claim 71, wherein said guardian agent implements a unified
security poticy which is a unification of the said systems original security policy and an

security policy operable with at least sgid permission levels.

78.  The system of claim 77, wherein said unified security policy implements the

most restrictive rules.

79.  The system of claim 77, wherein said unified security policy implements the

most permissive rules.

80.  The system of claim 77, wherein said security policy comprises at least one

security rule.

81,  The system of claim 80, wherein said security rule defines at least one

response to said access attempt.

82.  The system of claim 81, wherein said response comprises at least allowing an

access permission.

83. The system of claim 51, wherein said response comprises at least denying an

2aCCcess.
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84.  The system of claim 81."wherein said Tesponse comprises at least notification

of an access.

85.  The system of claim 81, wherein said response is adaptive in accordance with

at least said permission levels.

86.  The system of claim 85, wherein said adaptive response is further determined

in accordance with at least one activation threshold.

87.  The system of claim 86, wherein said response comprises at lcast allowing an

access, determined at least in accordance _With a first activation threshold.

88.  The system of claim 86, wherein said response comprises at least denying an

access, determined at least in accordance with a first activation threshold.

89.  The system of ¢laim 86, wherein said response comprises at least notification

of an access, determined at least in accordance with a second activation threshold.

90.  The systern of claim 69, further comprising a discovery unit operable {o

provide information to said control unit.
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91.  The computer network of claim 90, wherein said information includes data

relative to at least a user of said network.

92. The computer network of claim 90, wherein said information includes data

relative to at least a resource accessible through said network.

93.  The computer network of claim 90, wherein gathering of said information is

automatic.

94.  The system of claim 68, wherein said agent responds to said access attempt in
accordance with a result of comparing at feast one permission level to at least one constant

threshold.

95.  The system of claim 94, wherein said agent permits access to said resource if

the permission level exceeds a first threshold.
96.  The system of claim 94, wherein said agent denies access to said resource if

the permission level does not exceed a first threshold.
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97.  The system of claim 94, wherein said agent sends a notification of said access

atiempt to said control unit if the permission level is below a second threshold.

98.  The system of claim 68, wherein said access attempt comprises at least one of:

a user, a resource, a location, an access type, a time.

99, The system of claim 68, wherein said user may be one or more users.

100. The system of claim 68, wherein said resource may be one or more resources.

101.  The system of claim 68, wherein said location may be one or more locations,

102, The system of claim 68, wherein said access type comprises at least one of the
following; read, write, modify, execute, delele, rename, take ownership of, change

permissions of, or create, said resource.

103, The system of claim 68, wherein said access allempt comprises at least a time

scope.

104.  The system of claim 68, wherein said event audit trail is derived from at least

one access attempt.
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105. The system of claim 104, wherein said event audit trail is provided to said

access analyzer on a periodic basis.

106.  The system of claim 104, wherein said event audit trail is periodically solicited

by said access analyzer.

107. The system of claim 104, wherein said access attempt is ignored by said agent

with respect to at least one access attempt.

108. The system of claim 68, wherein said permission levels are derived from at

least likelihood estimates that a future access attempt should be permitted.

109.  The system of claim 68, wherein said agent comprises at least one
enforcement means for controlling access to said resources based on at least said permission

levels.
!
110. The system of claim 68, wherein said permission levels ere generated

periodically based on a currently available event audit trail.
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111.  The system of claim 68, wherein said agent and said access analyzer reside on

a single computer.

112.  The system of claim 71, wherein said agent and said control unit reside on a

single compurer.

113, The system of claim 71, wherein said access analyzer and said control unit

reside on a single computer.

114.  The system of claim 71, wherein said agent, said access analyzer and said

control unit reside on a single computer. ’

115, The system of claim 68, wherein said permission levels generated by said
access analyzer are used for the purpose of updating at least an access control list of at least a

system resource.

116.  The system of claim 68, wherein said access analyzer provides permission

‘
level information to at least a system consulting unit.

117.  The system of claim 116, wherein in response to said access attempt a query is

sent to said system consulting unit.
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118.  The system of claim 117, wherein in response to said query asid system

consulting unit provides a response corresponding at least to said permission levels.

119.  The system of claim 68, wherein said agent is implemented as a proxy server.

120. A method for controlling access to resources available through the system,

said method comprising:
establishing a first threshold value;

gathering an event audit trail comprising data corresponding to at least one access

attempt;
periodically analyzing said event audit trail;

generating a permission level for accessing system resources from at least said event

audit trail; and

controlling access to said resources based on said generated permission level.

121. A method as claimed in claim 120, wherein said generated permission level
comprises adaptive permission levels generated by periodically automatically modifying said

event audit trail to account for the most recent access attempt or access attempts.
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122.  The method of claim 120, wherein if said permission level exceeds said first

threshold value, access to said resource is permitted.

123.  The method of claim 120, wherein if said permission level does not exceed

said first threshold value access to said resource is denied.

124.  The method of claim 120, further comprising:
establishing a second threshold valuc; and

generaling a notification if said permission level is below said second threshold value,

125. The method of claim 120, wherein said permission levels are derived from at

least at least likelihood estimates that a future access attempt should be permitted.

126. The method of claim 125, wherein said likelihood calculations comprise a

probability that a future access attempt should be permitted.

127. The method of claim 120, further comprising:

discovering information about users and said resources.

128, The method of ¢laim 127, wherein said discovering occurs automatically.
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129. A method for employing adaptive permissions for accessing system resources

comprising of the steps of:

cstablishing a system security policy said sccurity policy containing at least one

adaptive security rule;
gathering an event audit rail of at least one access attempt;
periodically analyzing said event audit trail;

generating permission levels for accessing system resources from at least said event

audit trail and said security policy; and #

controlling access to said resources based on said generated permission levels.

130.  The method of claim 129, wherein the security policy is formatted as a

security policy table.

131.  The method of claim 129, wherein said adaptive security rule comprises at

least one threshold.

132. The method of claim 131, wherein if said permission level exceeds said first

threshold value access to said resource is permitted.

133.  The method of claim 131, wherein if said permission level does not exceed

said first threshold value access to said resource is denied.
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134. The method of claim 131, wherein if said permission level is below said

second threshold value a notification is generated.

135.  The method of claim 129, wherein said permission levels are derived from at

least the likelihood estimates that a future access attempt should be permitted.

136. The method of claim 129, further comprising the step of discovering

information about users and said resources.

137.  The method of claim 136, whersin said step of discovering is aulomalic.
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TITLE

AUTOMATED COMPUTER SYSTEM SECURITY COMPROMISE

This application claims the benefit of U.S. Provisional Application No. 60/304,270, filed July 10,

2001, and U.S. Provisional Application No. 60/313,793, filed August 20, 2001.

BACKGROUND OF THE INVENTION
Field of the Invention
The present invention relates generally to analyzing computer system security by compromising the

security in a systematic manner.

Related Art

Computer systems that are connected to a computer network, such as the Internet, must employ
security measures to prevent unauthorized users from accessing these systems. The security
measures must be properly designed and implemented in order to prevent unauthorized access.
However, it is difficult to evaluate the effectiveness of such security measures, particularly in view
of the increasing sophistication of techniques used to gain unauthorized access to computer

systems.

The effectiveness of the security measures of a computer system may be evaluated by performing a

computer security audit in which various aspects of computer security are analyzed and evaluated.
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The security audit may include a penetration test, which is a process by which a security auditor

attempts to gain unauthorized access to the computer system.

Conventionally, a penetration test is performed using a multitude of ad hoc methods and tools,
rather than according to a formalized standard or procedure. A typical penetration test includes the

following stages:

1. Information gathering: The security auditor gathers technical details about the target system and

information regarding the owner of the target system.

2. Information analysis and planning: The auditor analyzes the information to plan an overall
approach by which to perform the penetration testing. This tends to be a difficult and time
consuming task and requires experienced and knowledgeable personnel having a highly specialized

skill base.

3. Vulnerability detection: The auditor searches the target system for security vulnerabilities based
an the top-level plan developed in the information analysis and planning stage. Security
vulnerabilities include, for example, system misconfigurations that enable an unauthorized user to

gain access using a known series of steps.

The vulnerability search may be performed using an automated vulnerability scanner, which is a
software package that determines whether certain known flaws may be used to gain unauthorized
access to the target. Manual vulnerability scanning also may be performed to probe for common
vulnerabilities that, for various reasons, may have been missed by an automated scanner. However,
such vulnerability scanning techniques merely list the vulnerabilities, rather than actually attempt to

exploit them.
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The automated and manual vulnerability searches may be supplemented by research performed by
the security auditor to determine previously unknown vulnerabilities. Such research typically is
performed using a copy (also called a mirror) of the software application being probed and/or the

associated hardware.

4, Compromising and accessing the target system: The auditor attempts to compromise the target
sysiem based on the results ol the vulnerability detection stage using publicly available ot custom-

developed programs.

Publicly available programs designed to exploit system vulnerabilities tend to be unreliable and
require testing and customization before use. In gencral, cxploiting detected vulnerabilities,
regardless of the tools being used, requires experienced and knowledgeable personnel having a
highly specialized skill base. In addition, a considerable laboratory infrastructure may be required
to develop and test valnerability exploitation tools, particularly when the target system employs a

number of different operating system platforms.

5. Analysis and reporting: This stage includes consolidating and presenting the information
obtained during the previous stages and developing recommendations for remedying the security
vulnerabilities identified during the penetration test. Manually maintaining a record of all of the
actions taken and information gathered during testing is extremely time consuming and prone to
error. Moreover, the preparation of complete and accurate records is subject to the discipline of the

personnel conducting the test.

6. Clean up: The compromising and accessing stage typically results in significant changes being

made to the target system. In the clean up stage, the auditor returns the system to its original
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configuration. To perform a successful clean up, a detailed and exact list of all actions performed
during testing must be maintained, yet there are only rudimentary tools available for maintaining

such information.

In view of the shortcomings discussed above, there is a need for a system and method for
performing an automated penetration test employing computer system compromise that takes an

entirely fresh approach and overcomes the drawbacks of the conventional techniques.

SUMMARY OF THE INVENTION
The present invention generally provides a novel system, method, and computer code for
performing automated penetration testing for analyzing computer system security by compromising

the security in a systematic manner.

One aspect of the present invention provides a system, method, and computer code for performing
penetration testing of a target computer network by installing a remote agent in the target computer
network. A local agent is provided in a console and configured to receive and execute commands.
A user interface provided in the console and configured to send commands to and receive
information from the local agent, process the information, and present the processed information.
A database is configured to store the information received from the local agent. A network
interface is connected to the local agent and configured to communicate via a network with the
remote agent installed in the target computer network. Security vulnerability exploitation modules

are provided for execution by the local agent and/or the remote agent.

Embodiments of this aspect may include one or more of the following features. The user interface

may enable a user to select one of the modules and initiate execution of the selected module on
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either the local agent or the remote agent. The user interface may provide a graphical

representation of the target computer network.

Another aspect of the present invention provides an agent for use in a system for performing
penetration testing of a target computer network. The agent includes a proxy server configured to
receive and execute system calls received via a network and a virtual machine configured to

execule scripting language instructions received via the network.

Embodiments of this aspect may include one or more of the following features. The agent may
include an execution engine configured to control the proxy server and the virtual machine. The
system calls and the scripting language instructions may be routed to the proxy server and the
virtual machine, respectively, by the execution engine. The agent may include a remote procedure
call module configured to receive commands from the network formatted in a remote procedure

call protocol and pass the commands to the execution engine.

Anather aspect of the present invention provides an agent including a proxy server configured to
receive and execute system calls received via a network and a virtual machine configured to
execute scripting language instructions received via the network. The agent further includes a
secure commmunication module configured to provide secure communication between the virtual
machine and the network. An execution engine is configured to conirol the proxy server and the
virtual machine. The system calls and the scripting language instructions are routed to the proxy
server and the virtual machine, respectively, by the execution engine. A remote procedure call
module is configured to receive commands via the network formatted in a remote procedure call

protocol and pass the commands to the execution engine. A second secure communication module
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is configured to provide secure communication between the remote procedure call module and the

network.

Another aspect of the present invention provides a system, method and computer code for
performing penetration testing of a target network in which a first module is executed in a console
having a user interface. The first module is configured to exploit a security vulnerability in a first
target host of the target network. A first remote agent is installed in the first target host. The first
remote agent is configured to communicate with the console and a second remote agent. A second
module is executed in the first remote agent. The second module is configured to exploit a security

vulnerability in a second target host of the target network.

Embodiments of this aspect may include the feature of installing a second remote agent in the
second targel host of the target network, the second remote agent being configured to communicate

with the first remote agent.

Another aspect of the present invention provides a system, method, and computer code for
performing penetration testing of a target network. A first module is executed to exploit a security
vulnerability of a first target host of the target network. A first remote agent is installed in the first
target host as a result of exploiting the security vulnerability of the first target host. A system call
is sent to the first remote agent via a network, The system call is executed in the first target host
using a proxycall server of the first remote agent to exploit a security vulnerability of a second

target host.

In another aspect, a first module is executed to exploit a security vulnerability of a first target host

of the target network. A first remote agent is installed in the first target host as a result of
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exploiting the security vulnerability of the first target host. A second module that generates a
system call is executed in the first remote agent. The system call is executed in the first target host

to exploit a security vulnerability of a second target host.

In another aspect, a first module is executed to exploit a security vulnerability of a first target host
of the target network. A first remote agent is installed in the first target host as a result of
exploiting the security vulnerability of the first target host. A second modult:.is executed in the
first remote agent that generates a system call. A second remote agent is installed in the second
target host as a result of exploiting a security vulnerability of the second target host. The system
call generated by the second module is sent to the second remote agent via a network. The system

call is executed in the second target host using a proxycall server of the second remote agent.

In another aspect, a first module is executed to exploit a security vulnerability of a first target host
of the target network. A first remote agent is installed in the first target host as a result of
exploiting the security vulnerability of the first target host. A second remote agent is installed in
the second target host as a result of exploiting a security vulnerability of the second target host. A
system call is sent to the first remote agent and is sent from the first remote agent to the second
remote agent. The system call is executed in the second target host using a proxycall server of the

second remote agent.

In another aspect, a first remote agent is installed in the first target host. The first remote agent has
a proxy server configured to receive and execute system calls. A system call received via a
network is executed in the first remote agent. A second remote agent is installed in the first target

host. The second remote agent has a proxy server configured fo receive and execute system calls
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and a virtual machine configured to execute scripting language instructions. A scripting language

instruction or a system call received via the network is executed in the second remote agent.

These and other objects, features and advantages will be apparent from the following description of

the preferred embodiments of the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be more readily understood from a detailed description of the preferred

embodiments taken in conjunction with the following figures.

Fig. 1 is a block diagram of a system for performing automated penetration testing of a target

network in accordance with the present invention.

Fig. 2 is a block diagram of a console for automated penetration testing connected through the

Internet to a first target host.

Fig. 3 is a block diagram of the console connected through the Internet to a first target host, which

is connected through a target network to a second target host.
Fig. 4 is a block diagram showing components of the console.
Fig. 5 is a block diagram of a level 0 agent.

Fig. 6 is a block diagram of a level 1 agent.

Fig. 7 is a block diagram of a level 2 agent connected to upstream and downstream agents by two

different networks.
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Fig. 8 is a block diagram of a level 2 agent connected to upstream and downstream agents by a

single network.
Fig. 9 is a block diagram of a level 3 agent.

Fig. 10 is a block diagram of a configuration in which a module is executed by the local agent in

the console and system calls are executed in the operating system of the console.

Fig. 11 is a block diagram of a configuration in which a module is executed by the local agent in

the console and system calls are executed in the operating system of the first target host.

Fig. 12 is a block diagram of a configuration in which a module is executed by the remote agent in

the first target host and system calls are executed in the operating system of the first target host.

Fig. 13 is a block diagram of a configuration in which a module is executed by the remote agent in

the first target host and system calls are executed in the operating system of the second target host.

Fig. 14 is a block diagram of a configuration in which a module is executed by the local agent in

the console and system calls are executed in the operating system of the second target host.

Fig. 15 is a basic graphical user interface display screen presented by the user interface of the

console.
Fig. 16 is a display screen following the running a Network Discovery Module,
Fig. 17 is a display screen following initiation of the Network Discovery module for a second time.

Tig. 18 is a display screen showing the results of the second running of the Network Discovery

module and the running of the Remote Procedure Call (RPC) Mapper module.
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Fig. 19 is a display screen in which the entities in the model of the target network can be examined

and modified using an enfity editor.

Fig. 20 is a display screen following two executions of the General Exploit module and the

installation of a level 0 agent in a target host.

Fig. 21 is a display screen showing a window in which a Python console is running using the level

0 agent as a source.

Fig. 22 is a display screen following the execution of a port scanning module using the level 0

agent as a source.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS -

According to the present invention, as shown in Fig. 1, an automated penetration test is performed
to identify, analyze, exploit, and document security vulnerabilities in a target network 100. The
penetration test is executed by a console 105 that may be, for example, a personal computer
running Microsoft Windows 2000 Professional, Server, or Advanced Server operaling systems.
The target network 100 may be connected to a network, such as for example the Internet 110. In
the case of such example, the console also would be connected to the Internet 110 and would gain

access to the target network 100 through the Internet 110.

The target network 100 has a first target host 115, e.g., a firewall. The firewall is a security device
that typically is the only host in the target network that is connected directly to the Internet. Tt
handles Internet traffic to and from the target network and serves to protect the target network from
unauthorized access. The target network 100 has a number of other hosts connected to it — all of

which could be the eventual targets of the penetration test.
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The console 105, shown in Fig. 2, compromises the security measures protecting the first target
host 115 by executing a series of modules. The modules may be selected and initiated by the user.
Alternatively, the console may execute a predetermined sequence of modules or may determine a

sequence of modules to be executed based on the information gathered during the penetration

testing.

In the initial stage, typically, modules are executed to gather information about the first target host
115. For example, the console 105 may execute a port scanner that analyzes the ports of the first
target host 115 and determines all of the services that are being run, such as an Internet web server,
an email server, a finger service, etc. Further information might be acquired by running modules
designed to exploit the services identified by the port scanner. For example, if the first target host
115 is running a finger service, then that service will be targeted by a module to determine sofiwarc
version, user names, etc. As a further example of an information gathering module, a network
discovery module may be used to determine the number of hosts in the target network 100 and the

Internet Protocol (IP) address of each host.

. Following execution of the information gathering modules, the console executes modules, called

exploits, to exploit security vulnerabilities in the first target host 115 based on the information that
has been refrieved. For example, information may be obtained regarding a firewall operating
system being run on the first target host 115, such as the software brand and revision number.
Based on this information, the console 105 executes an exploit that has been written to take

advantage of security vulnerabilities for that particular firewall.

Once a service running on the first target host 115 has been compromised, the console 105 installs

aremote agent 120 on the first target host. The remote agent 120 is a program that operates on the
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first target host 115 to perform a number of fanctions, such as receiving and executing control

commands and modules from the console 105 and sending back information to the console 105.

As shown in Fig. 3, once the remote agent 120 has been installed on the first targef host 115, it is
used by the console 105 to gain access to the target network 100 and compromise the security of
the other hosts that make up the target network 100, such as the second target host 125. For
example, the remote agent 120 on the first target host 115 execules exploits, such as those
discussed above, or system calls received from the console 105 to gather information and exploit
other sccurity vulnerabilitics in the target network 100. To hosts connected to the target network
100, such commands or queries appear to originate from the first target host 115 and therefore may
be more readily accepted. This is particularly true for networks that employ hierarchies of trust,
which means that commands from known, i.e., trusted, sources are subject to less stringent sccurity

measures than comnmands from unknown sources.,

Once the security of the second target host 125 has been compromised, the remote agent 120 in the
first target host 115 installs a remote agent 130 in the second target host 125. Each of the installed
agents 120 and 130 sends and receives modules, commands, and data from other installed agents,
which is referred to as chaining. For example, the agelrll 130 in the second target host 125 receives
modules and commands from the agent 120 in the first target host 115, which, in turn, receives the
modules and commands from the console. The agent 130 in the second target host 125 also sends
data back to the agent 120 in the first target host 115, which, in turn, sends the data back to the

console 105.

The agent 130 in the second target host 125 executes the modules received from the upstream

agents to gather information from and exploit security vulnerabilities in a third target host, in a
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manner similar to that discussed above. Once the security measures have been compromised, the
agent in the second target host installs an agent in the third target host. The penetration of the
target network may continue in this manner until all of the target hosts have been compromised or

until the final target of the penetration testing has been compromised.

The term “exploiting security vulnerabilities”, as used herein, is a broad concept that includes any
meaus for gaining access to and/or obtaining information from a target host. The concept includes,
without limitation, the execution of modules that are designed to take advantage of specific security
vulnerabilities that have been identified in a target host. For example, the first target host 115 may
have been misconfigured by the owner in a manner that is detectable and allows installation of a
remote agent 120. This concept also includes, without limitation, the execution of information
gathering modules, such as port scanners and network discovery modules. This concept further
includes, without limitation, the exploitation of security vulnerabilities of a target host that result
from the compromise of other target hosts. For example, once a remote agent 120 has been
installed in the first target host 115, it may be possible to gather information and install remote
agents on other target hosts due to hierarchies of trust within the target network. This concept
further includes, without limitation, obtaining access to a target host by virtue of a lack of security

features or measures.

As shown in Fig. 4, a local agent 135 installed in the console 105 communicates with and controls
the remote agents 120 and 130 through a network interface 140, such as a network interface card.

The console 105 provides a module repository 145 to store modules that perform various fanctions
related to system penetration and compromise. During the penetration test, these modules are sent

to the local agent 135 in the console 105 or a remote agent 120 or 130 in a target host 115 or 125 to
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be executed. For example, a module that performs packet sniffing may be sent to and executed on

the remote agent 120 in order to monitor data packets passing through the first target host 115.

The console 105 also provides a user interface 150 that enables the user to conirol and monitor the
performance of the penetration test. The user interface 150 may be a graphical user interface that
displays a representation of the target network 100. The user interface 150 also reports the results

of the activities performed by the agents installed in the target network.

A database 155 in the console 105 stores information sent back by remote agents 120 and 130. The
database 155 could be a standard flat file, for example a text file, although a more complex
structure, such as a relational database, also may be used. In addition, data may be exported to an
external relational database. Each structured element of information is represented as an object in
the database 155. The database 155 can accommodate multiple distributed instances of the same
object that can be independently updated. The database 155 synchronizes the multiple instances of

the objects to allow revision of the instances with the most recent data.

The information that is stored as objects in the console database 155 includes an activity log of all
actions performed by the remote agents 120 and 130, such as executing modules, port scanning the
host, passing modules to downstream remote agents, and installing remote agents in other hosts.
The information also includes configuration data relating to the deployment of the remote agents,
such as identification of the hosts in which the remote agents are installed and the possible
communication channels that might be used to connect to them. The information also inciudes all
of the data generated by execution of commands and modules by the remote agents, such as known
hosts in the target network, operating systems, open ports, user accounts, cracked passwords, etc.

The remote agents may store a subset of the database to provide caching of module data and to
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make such data available to downstream modules. The cached data is eventually sent back to the

console database.

Another type of object that can be managed by the database 155 is referred to as an entity, which is
an object that represents a physical component in the target network 100, such as a host. Entities
contain information similar to that discussed above, but also may have the capability to perform
certain functions. For example, an entity may be capable of serializing and deserializing itself to
and from XML markup language for transfer in and out of the database, This allows information

produced by modules executed by remote agents to be shared between agents and with the console.

The data stored in the console database 155 is used for a number of purposes, such as to analyze the
security vulnerabilities of the target network 100 and plan the exploitation of these vulnerabilities
1o penetrate further into the target network 100. The data also allows the console to reverse any
changes made to the target network 100 during the penetration testing. In addition, the data allows
the client for whom the penetration testing is performed to have a complete picture of actions
performed during the testing. For example, the data may be exported into a relational database, as

mentioned above, or may be used to generate reports using XML,

In general terms, an agent, such as the local and remote agents discussed above, is a program that is
controlled by or used as a proxy by another program. The controlling program may be resident on
the same host as the agent, as in the case of the user interface that controls the local agent on the
console. Alternatively, the controlling program may be on a separate host, as in the case of the
local agent on the console that controls the remote agent on the first target host. Hence, in this

example, the local agent in the console serves both as an agent and as a controlling program.
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Fig. 5 shows an example of a basic agent, which is referred to as a Ievel 0 agent 205, running on a
host 210 that is connected to a network 215. The level 0 agent 205 communicates through the
network 215 to a controlling program running on an upstream agent, such as the local agent 135 in
the console 105 or an intermediate agent positioned between the console and the level 0 agent. The
level 0 agent 205 provides a syscall proxy server 220 that enables it to act as a proxy for the
confrolling program. This configuration is referred to as a system call proxy or proxycall

configuration.

For example, referring again to Fig. 4, a level 0 agent 205 may be installed as the remote agent 120
on the first target host 115 and may be controlled by a module executed by the local agent 135 in
the console 105 such as, for example, a remote exploit. The module includes commands that result
in system calls (“syscalls™), which are instructions that access the operating system of the host.
Rather than execuling the syscall on the console 105, the syscalls are sent by a proxy client in the
local agent 135 to the syscall proxy server 220 in the remote agent 120. The syscall proxy server
220 executes the syscalls on the first target host 115. Thus, syscalls are executed on the host of the
remote agent 120, e.g., the first target host 115, rather than the host of the local agent 135, e.g., the

console 105.

By acting as a syscall proxy, the remote agent 120 allows the local agent 135 to execute commands
as if the local agent 135 were resident on the first target host 115. The syscall proxy configuration
allows large, complex programs, such as the automated penetration testing program resident on the
console 105, to execute system calls on a target host without actually being resident on the target

host. Only the relatively small agent needs to be installed on the target host.
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The level 0 agent 205 is a relatively simple program and may be about 100 bytes in size or smaller,
Due to its small size, the level 0 agent 205 is typically the first type of agent to be installed in the
target host during penetration testing. It may be used to gather information and/or exploit
vulnerabilities in the target host to enable further penctration of the target host. Thus, the level 0

agent helps open the way for the installation of more complex agents, as discussed below.

The level 0 agent is often installed directly as the result of exploiting a security vulnerability, e.g.,
during exploitation of a buffer overflow or user-supplied format string vulnerability in an
application running on the target host. The installed agent runs in the process space of the
compromised application, e.g., an Internet web server or email server, and opens a socket to
provide an unencrypted communication channel to the console or upstream agent. The syscall

proxy server 220 in the level 0 agent 205 can execute one syscall at a time.

Fig. 6 shows an example of a more complex agent, which is referred to as a level 1 agent 225. The
level 1 agent 225, like the level 0 agent 2035, provides a syscall proxy server 220 to execute
commands received from the console 105 or an upstream agent. The level 1 agent 225 can spawn
separate syscall proxy servers 220 for corresponding syscalls received from the upstream agent, so
several syscalls can be executed simultancously. The level 1 agent 225 also can allocate memory
and other resources within the host. Hence, the level 1 agent 225 can run in its own process space
rather than relying solely on the process space of a compromised application. The ability to run in
its own process space gives the level 1 agent 225 more autonomy and control over its own lifetime

and more control over the resources of the host 210,

The level 1 agent 225 also provides a secure communication channel 230 with authentication and

encryption of data. Data transmitted by the level 1 agent 225 back to the console 105 or upstream
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agent is encrypted to ensure that information about the compromised system cannot be detected by
third parties that may be monitoring network communications. The data is authenticated, e.g.,
using a digital signature, so that only the console that created the agent can communicate with it.
This prevents different users who may be running the security compromise system from

communicaling with each other’s agents.

Fig. 7 shows an example of a more complex agent, which is referred to as a level 2 agent 305. The
level 2 agent 305, like the level 1 agent 225, provides a syscall proxy server 220 and secure
communication 230 capability. The syscall proxy server 220 allows the level 2 agent to execute
syscalls received from a module running on an upstream agent in a manner similar to the level 0
and level 1 agents. For example, a module running on the local agent 135 in the console 105 such
as, for example, a remote exploit, may generate system calls that are intended to be executed in the
operating system of the target host, rather than the console. Such syscalls are sent to the syscall

proxy server 220 of the remote agent in the target host to be executed.

The level 2 agent 305 also provides a virtual machine 310 that can execute modules written in
high-level, platform-independent, scripting languages, such as Python, Petl, Java, and Tcl. A
module, in general, is an element of program code containing an individual operation or group of
operations that are to be exccuted. Most of the modules used in the automated penetration test are
designed to exploit security vuinerﬂhilfties in or gather information from a target host. Such
modules may be obtained in a variety of ways. For example, laboratory testing may be performed
on widely used software products to determine possible security vulnerabilities and how to exploit
them. A module is then written for each software product based on the results of this testing. Asa

further example, such modules are commeonly written and made available on the Internet by
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members of the on-line security research community or by hackers or crackers, i.e., persons who

attempt to gain unauthorized access to computer systems.

One advantage of executing modules in a virtual machine 310 is that it allows the level 2 agent 305
to perform computationally-intensive operations on the target host 210 without receiving a
continuous flow of instructions, as in the case of syscall proxying. Indeed, syscall proxying may
not be feasible for computationally-intensive operations because of the delays in transmitting
instructions that result from network latency. Thus, the virtual machine 310 of the level 2 agent 305

can take greater advantage of the processor and other resources of the target host 210,

Another advantage of executing modules in a virtual machine 310 is that the modules need not be
included as an integral part of the agent, but instead may be transferred to the agent on demand.
This obviates the need to port the modules to the target host 210 operating system. Thus, modules
can be run in a variety of target hosts without being rewritten for each different target host
operatjﬁg system. Moreover, the size of the agent is substantially reduced. In addition, because
there are many widely available programs and modules wri.lfen in standard scripting languages, the

amount of custom programming required to create modules to execute on the target host is reduced.

The virtual machine 310 can communicatc with, control, and install modules in downstream agents
by opening a network connection to the target host 210 to access a network 315. The
communication with the downstream agents may be established by a secure communication
module 230 that forms a secure communication channel with data encryption and authentication.
The virtual machine 310 can also handle native calls, which are syscalis that are intended to be
executed in the operating system of the target host 210 on which the virtual machine 310 is

installed. For example, an information gathering module may execute a syscall in the operating
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system of the target host 210 on which the virtual machine 310 is installed in order to access the

Internet through a network interface.

In the example shown in Fig. 7, the network 315 accessed by the virtual machine 310 is separate
from the network 215 used to communicate with the console 105 or upstream agent. The network
315 accessed by the virtual machine 310 may be a target network 100, such as shown in Figs. 1 and
3, that cannot be reached from an outside host. Alteratively, as shown in Fig. 8, the network 320
accessed by the virtual machine 310 may be the same network 320 used to communicate with the
console 105 or upstream agent. For example, as shown in Fig. 1, béth the second and third target
hosts are connected to the target network, and a virtual machine in an agent on the second target

host may communicate with an agent installed on the third target host.

The virtual machine 310 and the syscall proxy server 220 in the level 2 agent 305 are controlled by
an execution engine 325 that determines which modules are executed and how they are executed.
For example, the execution engine 325 provides task control capability to start, pause, resume, and
cancel module execution. The execution engine 325 also conirols the execution of native modules
330, which are modules written to be executed directly in the operating system of the target host

210.

The execution engine 325 provides transparent multitasking capabilities by taking advantage of
either the mulii-threading or multi-processing capabilities of the underlying operating system to
enable concurrent execution of modules and syscalls by spawning new threads or processes as
necessary. Task—speciﬁcl storage is provided to enable an executing module to access context

information. For example, upon initialization, the execution engine may set up synchronization
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objects (known as mutexes) and task-specific storage for module context using, e.g., the

ThreadLocalStorage routine in Win32 or the thread-specific routine in PTHREADS,

The execution engine 325 is isolated in certain respects from the rest of the system architecture,
aside from the modules that are controlled by it. For example, the execution engine 325 operates
independently of the proxycall architecture. In addition, necessary parameters for the modules to

execute on the agent are provided by the module context, rather than by the execution engine 325.

The module context provides all of the information necessary for a specific execution instance (the
execution instance being, e.g., a task or executing module). Such information includes the module
parameters, designation of remote or local execution, description of the peer (for remote
exccution), ete. The module context is available from any subsystem of the agent that is involved
in the module execution, e.g., a proxycall client. The module accesses the module context from the

agent during execution of the module.

The level 2 agent receives commands and instructions through a remote procedure call (RPC)
compoﬁent 327, which then passes the received data to the execution engine 325. The RPC
component 327 employs a standard protocol to control communication with the console or
upsiream agent using a predefined data packet format. To implement this protocol, the console
uses an internal representation of all the deployed agents that includes all of the properties and

capabilities for establishing a communication channels with the deployed agents.

Communications between the console and deployed level 1 and level 2 agents arc established as
follows. First, the console establishes an internal connection with the internal representation of the

remote agent with which it is attempting to communicate. The internal representation of the
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remote agent uses its communications component to establish a communication channel across the
network with the remote level 1 or level 2 agent. The communication chanuel then is created using
a component of the system that can multiplex communications from several modules into one or

many communications channels with a remote agent.

The RPC component 327 implements a bi-directional communication mechanism using the
communications channel described above as an underlying transport mechanism. The RPC
component implements and executes commands that control the execution of modules on the
remote agents as well as the transfer of information between agents. For example, the RPC
component is used to start, pause and stop module execution. The RPC component also is used to
transfer modules to remote agents, retrieve module execution results from remote agents, and

control the configuration and status of remote agents.

Fig. 9 shows an example of a level 3 agent 335, which is similar to the level 2 agent 305 shown in
Fig. 8, but includes a user interface 340 through which the level 3 agent 335 is controlled. The user
interface 340 allows the level 3 agent 335 to function as the local agent 135 component of the
console 105, as shown in Fig. 2. The level 3 agent 335, like the level 2 agent 305, includes secure
communication capability 230, a virtual machine 310, a syscall proxy server 220, native module

capability 330, an RPC send/dispatch component 327, and an execution engine 325.

The proxycall and virtual machine capabilities discussed above enable the agents to execute
modules in a number of different configurations. Fig. 10 shows a configuration in which a module
400 is executed by the local agent 135 in the console 105. System calls generated by the module
400 are handled by the local agent 135 as native syscalls and are executed in the operating system

405 of the console 105. For example, when a module 400 executes a command for querying the
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status of a port on a target host 115, a system call is made to the operating system 405 of the
console 105 in order to access the network interface 140 and transmit the request to the target host

115 through the Internet 110.

Another configuration in which a module is executed by the local agent 135 in the console 105 is
shown in Fig. 11. In this configuration, however, system calls generated by the module 400 are
transmitted to a remote agent 120 installed in the first target host 115. The system calls are handled
by the syscall proxy server of the remote agent 120 and are executed in the operating system 410 of
the first target host 115. For example, when a module 400 executes a command for retrieving a file
from the second targst host 125 through the target network 100, the syscall generated by this
command is executed in the operating system 410 of the first target host 115. From the perspective
of the second target host 125, the command appears to have been executed on the first target host

115 and therefore is more likely to be trusted and implemented by the second target host 125.

Fig. 12 shows a configuration in which a module 400 is executed by a remote agent 120 in a target
host, e.g., the first target host 115. System calls generated by the module 400 are handled by the
remote agent 120 as native syscalls and are executed in the operating system of the first target host
410. This configuration allows the module 400 to take advantage of the resources of the first target
host 115. In addition, it enables the module 400 to run without generating network fraffic between

the console 105 and the target network 100.

Amnother configuration in which a module is executed by a remote agent in a target host is shown in
Fig. 13. In this configuration, however, the system calls generated by the module 400 are

transmitted to a remote agent 130 installed in another target host, e.g., the second target host 125,
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System calls generated by the module 400 are handled by the syscall proxy server of the remote

agent 130 and are executed in the operating system 415 of the second target host 125.

As above, this configuration allows the module to take advantage of the resources of the first target
host 115, and enables the module to run without generating network traffic between the console
105 and the target network 100. Another advantage of this configuration is that, from the
perspective of the other hosts in the target network 100, the module 400 commands appear to
originate from the second target host 125. Consequently, such commands are more likely to be
trusted and implemented by the other hosts of the target network. In other words, using the remote
agent 130, the system effectively assumes the identity of the compromised host and takes

advantage of the privileges of the compromised host within the target network.

Fig. 14 shows another configuration in which a module is executed by the local agent in the
console. In this configuration, however, system calls generated by the module 400 are transmitted
to a remote agent 120 installed in the first target host 115, which in turn passes the system calls to a
remote agent 130 installed in the second target host 125. The system calls are handled by the
syscall proxy server of the remote agent 130 in the second target host 125 and are executed in the
operating system 415 of the second target host 125. As in the case above, from the perspective of
the other hosts in the target network, the module commands appear to originate from the second
target host. Consequently, such commands are more likely to be trusted and implemented by the

aother hosts of the target network.

As discussed above, the local agent 135 in the console 105 provides a user intérface 150. As
shown in Fig. 15, the user interface presents to the user a Windows-based graphical user interface

(GUT) screen. The screen has several component windows that present information in various
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formats and allow control to be executed over various aspects of the penetration testing. Of course,

the components of the screen may be moved and sized based on the user’s preferences.

The visibility view, in the central portion of the screen, presents a graphical representation, i.e., a
model, of the target network. In this example, the graphical representation is in the form of a
hierarchical listing of entities, i.¢., a tree listing. Each entity represents a physical component of the
target network, e.g., a host, Initially, the visibility view shows only two entities, the local host
(e.g., the console) and the local agent that is running on the local host. As further discussed below,
as cach stage of the penetration testing is performed, the model of the target network is updated to

reflect newly gained information.

Tabs are arranged on the left side of the screen to organize the available functions, modules, and
tools offered by the program. Clicking on a tab causes it to move to the top of the window and
display the available modules under that category. For example, the Remote Exploits tab provides
various modules that may be run on the local agent to exploit security vulnerabilities in a target
network without being located in the target network. An executed modules window is provided on
the top right side of the screen to display a history of the modules that have been executed during
the penetration testing and their status. A module output window is provided on the bottom right

side of the screen fo display the output of the modules.

Fig. 16 shows an example of how the user interface screen appears after the Network Discovery
module has been run. The Network Discovery module, which is grouped under the Information
Gathering tab, is typically run early in the penetration testing to determine the topology of the target
network. The executed modules window shows that the Network Discovery module has been run

and provides the start and finish times and the current status, which in this case indicates that the
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execution of the module is finished. The module output window provides a table of host names,
Internet protocol (IP) addresscs, operating system (OS), and other information output by the

module.

Following the execution of the Network Discovery module, the visibility view displays a graphical
representation of the targel network in the form of a tree listing. The tree shows that the local host
on the console (local host) has a local agent that is connected to a first target host having 1P address
192.168.66.0/24. The first target host, in turn, is connected to other hosts within the target
network. The entitics in the tree listing may be collapsed or expanded according to hierarchical
level by clicking on the arrow symbols on the left-hand side of the entitics. As each module is run
during the penetration testing, the visibility view is automatically updated to show a more complete

model of the target network.

Fig. 17 shows an example of the screen display for initiating the execution of the Network
Discovery module for a second time. The user double clicks on the Network Discovery module
tab, and the screen presents a module parameter entry box. The user is prompted to enter the IP
address of the target network, which is typically known by the user prior to performing penetration
testing. For instance, the user may determine the IP address from a domain name server lookup of
the domain name of the target host, In this example, the Network Discovery module is targeting
the host with IP address 192.168.22.0/24. In the visibility view, the previously targeted host
(192.168.66.0/24) has been collapsed to a single top-level entry in the tree listing. As an alternative
to entering the target host IP address, the module tab may be dragged and dropped onto the target

host in the tree listing for which information is to be gathered.
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As discussed above, modules may be run on local or remote agents in a variety of configurations.
The system calls generated by the modules are executed on the default source host, which in the
example of Fig. 17 is the local agent. The default source is either the most recently used source or
a source selected in the visibility view prior to execution of the module. For instance, if a module
is executed using the local agent as a source host, the local agent remains the default source until a
new source is selected. Thus, double clicking on the Network Discovery tab results in that module
being run with on the local agent and gathering information from the target host entered in the

module parameter entry box.

As shown in Fig. 18, the output of the Network Discovery module is presented in the visibility
view as a list of connected hosts under the target host (192.168.22.0/24). The executed module
window indicates that the Network Discovery module has been run a second time. In addition, the
Remote Procedure Call (RPC) Mapper module has been run, which attempts to identify all of the
potts in the target host that are available to receive RPC commands. The RPC Mapper was
initiated by dragging and dropping it onto the target host, which in this case is 192.168.22.2. The
output of the RPC Mapper is shown in the module output window in the log/debug format, which
includes information to enable the user to track and rectify errors in the module. The output

identifies the RPC ports and their associated protocols.

As shown in Fig. 19, the entities in the model of the target network can be examined and modified
using an entity editor. Each entity has properties that reflect aspects of the information gathered on
the corresponding physical component in the target network, For example, a host entity has
properties such as system architecture (arch), operating system, interfaces, ports, etc. The host

entity also has an agent property that lists the agents running on that host.
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The properties of each entity are updated automatically as modules are run during the penetration
testing. For example, the entity corresponding to host 192.168.22.2 has a listing of ports available
for RPC service. This listing is the result of running the RPC Mapper module directed toward this
host, as described above. In certain instances, different modules may result in different property
states, for example, two different resulis regarding the operating system being run on a particular
host. In such a case, the program will prompt the user to resolve the apparent conflict based on

experience or outside knowledge.

Even in the absence of a conflict, the state of these properties may be changed by the user based on
experience and knowledge gained from other sources. Ior example, the user may know, based on
experience, that a host having a particular architecture, e.g., Sparc Version 8, may run a particular
operating system, e.g., Solaris. In such a case, the user edits the host entity and changes the
operating system property from unknown to Solaris. This allows the user to build a more complete

and accurate model of the target network.

Once sufficient information has been gathered regarding the targét network, modules may be
executed to exploit security vulnerabilities in the target network. As shown in Fig. 20, such
modules are grouped under the Local Exploits and Remote Exploits tabs on the user interface
screen depending upon whether they run within the target host (i.e., locally) or remotely. In this
example, the executed module window shows that a module called “General Exploit™ has been run
twice. The first execution of the module was unsuccessful, as indicated by the icon to the left of
the module name and by the term “aborted” in the status column. The second execution was
successfully completed. In addition to the modules grouped under the exploit tabs, there are a

series of modules under the Agents tab that relate to the installation and execution of remote agents
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in the target network. In this example, a level 0 agent has been installed in the host with address

192.168.22.6.

The installation of the level 0 agent may be accomplished by clicking on two entries under the
Agents tab. First, a level 0 agent service is initiated, which is a process that runs on the target host.
As discussed above, the level 0 agent service may share the process space of an existing service on
the target host, such as an email server. Then, a level 0 agent is installed and executed in the level
0 agent service. Alternatively, the program may present a single entry under the Agents tab that

performs all of the steps required to install and execute the level 0 agent.

Once the level 0 agent has been installed, the user can begin to take advantage of the agent by
executing modules on it. The user sets the level 0 agent to be the source for the cxecution of
modules by right clicking on the agent and selecting “Set as source”™. As shown in Fig. 21, the
level 0 agent may be displayed as highlighted or bold in the visibility view to indicate to the user
that it is the current default source. All subsequent modules are run on the level 0 agent source

until the default is changed.

In this example, the Python Console module has been initiated. As discussed above, Python is a
high-level, platform-independent, scripting language. The Python console allows the user to enter
and execute Python commands and to save commands as a module. The Python command
interpreter runs on the local agent, however, the syscalls generated by the command interpreter are

executed by the syscall proxy server of the level 0 agent, which is the selected source.

In contrast, 2 module may run on a remote agent that has the capability to execute modules, such as

alevel 2 agent. As discussed above, the level 2 agent has a virtual machine that enables it to
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execute scripting language modules. In such a case, the module is resident on and executes on the
remote agent. Syscalls generated by the module are executed cither as a native call on the remote
host (see Figs. 7 and 8) or by a syscall proxy server on a downstream agent. The module may be
installed together with the remote agent, or may be downloaded after the remote agent has been
installed. This capability for 100% remote execution is advantageous, because it allows the
module to run without receiving a continuous series of commands, thereby avoiding the generation
of excessive network traffic. Moreover, a module for exploiting a security vulnerability may have
certain timing requirements that, due to netjwoﬂc latency, cannot be met if commands must be

received over the network.

Regardless of whether a module is being run on the local agent or a remote agent, the syscalls
generated by the module will be executed on the selected source, which in the example of Fig. 21 is
the level 0 agent installed on target host 192.168.22.6. Thus, the Python commands executed in the
Python console generate syscalls that are executed on this selected target host. For example, the
Python command “print socket.gethostname()”, shown in the Python console window, generates a
syscall to retrieve the name of the target host, “diavolo”. The remaining commands shown in the
window generate syscalls to create a socket in the target host, which can be used to retrieve

information from the target host.

It will be appreciated that each of these embodiments discussed above provides a novel system and
method for analyzing computer system security by compromising the security in a systematic

manner.
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It also will be appreciated that because the system provides a database of modules for exploiting
security vulnerabilities, the system described herein actually attempts to exploit detected

vulnerabilities, rather than merely listing them.

It also will be appreciated that because the system provides a virtual machine to execute modules in
agenls installed in larget hosts, the modules can be run on a variety of platforms and operating
svstems without further customization and testing. In addition, publicly available programs to
exploit security vulnerabilities can be used without an extensive laboratory infrastructure for

rewriting and testing.

It also will be appreciated that because the system maintains a database of all operations performed
during the penclration testing, the target system can be reliably returned to its original

configuration.

While the present invention has been described with respect to what is presently considered to be
the preferred embodiments, it is to be understood that the invention is not limited to the disclosed
embodiments. To the contrary, the invention is intended to cover various modifications and

equivalent arrangements included within the spirit and scope of the appended claims.
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WHAT IS CLAIMED:

1. A system for performing penetration testing of a target computer network by
installing a remote agent in the target computer network, the system comprising:

a local agent provided in a console and configured to receive and execute
commands;

a user interface provided in the console and configured to send commands to and
receive information from the local agent, process the information, and present the processed
information;

a database configured to store the information received from the local agent;

a network interface connected to the local agent and configured to communicate via
a network with the remote agent installed in the target computer network; and

security vulnerability exploitation modules for execution by the local agent and/or

the remote agent.

2. The system of claim 1, wherein the user interface enables a user to select one
of the modules and initiate execution of the selected module on cither the local agent or the remote
agent.

3. The system of claim 1, wherein the user interface provides a graphical

representation of the target computer network.

4. A method for performing penetration testing of a target computer networlk,

comprising:
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installing a remote agent in the target computer network;
executing a command using a local agent provided in a console;

receiving information from the local agent in a user interface provided in the

console;
5 presenting the information received from the local agent to a user;
storing the information received from the local agent in a database;
commumicating via a network with the remote agent installed in the target computer
network; and

providing security vulnerability exploitation modules for execution by the local

10  agent and/or the remote agent.

5. The method of claim 4, further comprising:
selecting, using the user interface, one of the modules; and
initiating execution of the selected module on either the local agent or the remote

15  agent.

6. The method of claim 4, further comprising providing a graphical

representation of the target computer network using the user interface.

20 7. Computer code for performing penetration testing of a farget computer
network, the computer code comprising code for:
installing a remote agent in the target computer network;

executing a command using a local agent provided in a console;
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receiving information from the local agent in a user interface provided in the

console;
presenting the information received from the local agent to a user;
storing the information received from the local agent in a database;
5 communicating via a network with the remote agent installed in the target computer
network; and

providing security vulnerability exploitation modules for execution by the local

agent and/or the remote agent.

10 8. The computer code of claim 7, further comprising code for:
selecting, using the user interface, one of the modules; and
initiating execution of the selected module on either the local agent or the remote

agent.

15 9. The computer code of claim 7, further comprising code for providing a

graphical representation of the target computer network using the user interface.

10.  An agent for use in a system for performing penetration testing of a target
computier network, the agent comprising:
20 a proxy server configured to receive and execute system calls received via a
network; and
a virtual machine configured to execute scripting language instructions received via

the network.
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11.  The agent of claim 10, further comprising an execution engine configured to
control the proxy server and the virfual machine, wherein the system calls and the scripting
language instructions are routed to the proxy server and the virtual machine, respectively, by the

execution engine.

12.  The agent of claim 11, further comprising a remote procedure call module
configured to receive commands from the network formatied in a remote procedure call protocol

and pass the commands to the execution engine.

13.  An agent for use in a system for performing penetration testing of a target
computer network, the agent comprising:

a proxy server configured to receive and execute system calls received via a
network;

a virtual machine configured to execute scripting language instructions received via
the network;

a secure communication module configured to provide secure communication
between the virtual machine and the network;

an execution engine configured to control the proxy server and the virtual machine,
wherein the system calls and the scripting language instructions are routed to the proxy server and
the virtual machine, respectively, by the execution engine;

a remole procedure call module configured to receive commands via the network

formatted in a remote procedure call protocol and pass the commands to the execution engine; and
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a second secure communication module configured to provide secure

communication between the remote procedure call module and the network.

14. A method for performing penctration testing of a target network, comprising
5  the steps of:
execuling a first module in a console having a user interface, the first module being
configured to exploit a security vulnerability in a first target host of the target network;
installing a first remote agent in the first target host, the first remote agent being
configured to communicate with the console and a second remote agent; and
10 exccuting a second module in the first remote agent, the second module being

configured to exploit a sccurity vulnerability in a second target host of the target network.

15.  The method of claim 14, further comprising installing a second remote agent
in the second target host of the target network, the second remote agent being configured to

15 communicate with the first remole agent.

16. A system for performing penetration testing of a target network, comprising:

a console having a user interface;

a first module configured to execute in the console to exploit a security vulnerability
20  in afirst target host of the target network;

a first remote agent installed in the first target host, the first remote agent being

configured to communicate with the console and a second remote agent; and
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a second module configured to execute in the first remote agent to exploit a security

vulnerability in a second target host of the target network.

17.  The system of claim 16, further comprising a second remote agent installed
in the second target host of the target network, the second remote agent being configured to

communicate with the first remote agent.

18.  Computer code for performing penelration testing of a target network, the
computer code comprising code for:

executing a first module in a console having a user interface, the first module being
configured to exploit a security vulnerability in a first target host of the target network;

installing a first remote agent in the first target host, the first remote agent being
configured to communicate with the console and a second remote agent; and

executing a second module in the first remote agent, the second module being

configured to exploit a security vulnerability in a second target host of the target network.

19.  The computer code of claim 18, further comprising code for installing a
second remote agent in the second target host of the target network, the second remote agent being

configured to communicate with the first remote agent.

20. A method for performing penetration testing of a target network, comprising

the steps of:
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executing a first module to exploit a security vulnerability of a first target host of the
target network;
installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;
5 sending a system call to the first remote agent via énetwork; and
exccuting the system call in the first target host using a proxycall server of the first

remote agent to exploit a security vulnerability of a second target host.

21. A method for performing penetration testing of a target network, comprising
10 thesteps of:
executing a first module fo exploit a security vulnerability of a first target host of the
target network;
installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;
15 executing in the first remote agent a second module that generates a system call; and
executing the system call in the first target host to exploit a security vulnerability of

a second target host.

22, A method for performing penetration testing of a target network, comprising
20  the steps of:
executing a first module to exploit a security vulnerability of a first target host of the

target network;
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installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;

executing a second module in the first remote agent that generates a system call;

installing a sccond remote agent in the second target host as a result of exploiting a
security vulnerability of the second target host;

sending the system call generated by the second module to the second remote agent
via a network; and

executing the sysiem call in the second target host using a proxycall server of the
second remote agent. |

23. A method for performing penetration testing of a target network, comprising
the steps of:

executing a first module to exploit a security vulnerability of a first target host of the
target networlg

installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first farget host;

installing a second remote agent in the second target host as a result of exploiting a
security vulnerability of the second target host;

sending a system call to the first remote agent;

sending the system call from the first remote agent to the second remote agent; and

executing the system call in the second target host using a proxycall server of the

second remote agent.
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24. A method for performing penetration testing of a target network, comprising
the steps of:

installing a first remote agent in the first target host, the first remotec agent having a
proxy server configured to receive and execute system calls;

executing in the first remote agent a system call received via a network;

installing a second remote agent in the first target host, the second remote agent
having a proxy server configured to receive and execute system calls and a virtual machine
configured to execute scripting language instructions; and

exccuting in the second remote agent a scripting language instruction or a system

call, the system call being received via the network.

25.  Computer code for performing penetration testing of a target network, the
code comprising code for:

executing a first module to exploit a security vulnerability of a first target host of the
target network;

installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;

sending a system call to the first remote agent via a network; and

executing the system call in the first target host using a proxycall server of the first

remote agent to exploit a security vulnerability of a second target host.

26.  Computer code for performing penectration testing of a target network, the

code comprising code for:
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executing a first module to exploit a security vulnerability of a first target host of the
target network;

installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;

executing in the first remote agent a second module that generates a system call; and

executing the system call in the first target host to exploit a security vulnerabitity of

a second target host.

27.  Computer code for performing penetration testing of a target network, the
code comprising code for:

exccuting a first module to exploit a security vulnerability of a first target host of the
target network;

installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;

executing a second module in the first remote agent that generates a system call;

installing a second remote agent in the second target host as a result of exploiting a
security vulnerability of the second target host;

sending the system call generated by the second module to the second remote agent
via a network; and

excecuting the system call in the second target host using a proxycall server of the

second remote agent.
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28.  Computer code for performing penetration testing of a target network, the
code comprising code for:

executing a first module to exploit a security vulnerability of a first target host of the
target network;

installing a first remote agent in the first target host as a result of exploiting the
security vulnerability of the first target host;

installing a second remote agent in the second target host as a result of exploiting a
security vulnerability of the second target host;

sending a system call to the first remote agent;

sending the system call from the first remote agent to the second remote agent; and

executing the system call in the second target host using a proxycall server of the

second remote agent.

t29. Computer code for performing penetration testing of a target network, the

code comprising code for:

installing a first remote agent in the first target host, the first remote agent having a
proxy server configured to receive and cxecute system calls;

executing in the first remote agent a system call received via a network;

installing a second remote agent in the first target host, the second remote agent
having a proxy server configured to receive and execute system calls and a virtual machine
configured to execute scripting language instructions; and

exccuting in the second remote agent a scripting language instruction or a system

call, the system call being received via the network.

ForcePoint LLC
EX-1009
Page290



PCT/US02/22457

WO 03/007192

1122

181
LSOH LHO¥VL
QEIHL LSOH LADUVL
aNOOES
ISOH IEOUVL | WA
[LIN0L SRIOMLAN
1ADAVL
LANNAINI
001 -
LSOH 1a9¥VL
LIsdld 07T

/

SII

HTOSNOD

Z

/

sotl

EX-1009
Page291

ForcePoint LLC



WO 03/007192
2/22

120
e

JE
|
[—‘% QA
2 |2E|8¢
H\m% <
\H
=
A
Ta) O
£ 2
~ 9O
N O

PCT/US02/22457

Fig. 2

ForcePoint LLC
EX-1009
Page292



PCT/US02/22457

WO 03/007192

3172

INTOV
HLOWTH

%

LSOH LdDUVL

oﬂ\\ , QNODES

STl

TIOMLAN

LUDEVL

001

INHOV
HLOWHA

LSOH LIDIVL

0TI

LSdld

cIt

7

g€ "8

011

HTOSNOD

/

SOl

EX-1009
Page293

ForcePoint LLC



PCT/US02/22457

WO 03/007192

4/22

omﬁ

INHOV
HLOWNHA

\\ LSOH LdDYdVv.L
 dNODHS

¥ 31

1

TIOMIEN

001

0zl

LADUVL

INHOV
HLOWHY

\\\ ISOH IdDYdVL

JSHTIH

/

SIT

INEOY
TVOOT
_ mi/
o) ™~
22 | H
e 5 Ad011SOdad
= B TINAON
2z
(asva)
-VIvd
L~
OV IUELNI -
HASN
FTOSNOD

EX-1009
Page294

ForcePoint LLC



PCT/US02/22457

WO 43/007192

5122

S 3a
LSOH
| INHOV i
012 ; ;
\\\\m AINES |
; AXOdd :
#0¢ | Tvosas :
ONN\.\\.\ R IS H
SIOMIAN
S1T

—>

YO FTOSNOD

EX-1009
Page295

ForcePoint LLC



PCT/US02/22457

6/22

9 3

LSOH

NHDY
THAHT

~

MAAVAS :
- AXOdd '
| T1Ivosas m
| W00

] =aunoas

EX-1009
Page296

ForcePoint LLC

WO 43/007192

INIDV
< > WNVHILSd
TIOMILAN ¥O FTOSNOD

ST



PCT/US02/22457

WO 03/007192

7122

L 8L

INTOV ¢ >
WVHILSNMOA

SI€
LSOH STIVO
cze HATTVN
0T A
CiNaov o N0 TN T
| TTHATT < m
m I N N WINOD m
; NOLLNDIXH TN0dS ;
| STINaow | _
\”.\\ AAILYN HOLVASIQ/ANES m
oee | Od m
m — ANTHOVIN |
m VTAIIS o TYOLIA ;
“ AXO¥d || WINOD g
i Tvosas TINOES e

012 INEOY
WVEILSN
¢1z SRIOMIAN < P 0 @10SN00

—\_

EX-1009
Page297

ForcePoint LLC



PCT/US02/22457

WO 03/007192

8/22

8 81d
0zZ€
INADY
INAOV WYTILSdN
INVEALSNMOA < > < > MO FTOSNOD
ISOH STIVD
amm/ 0€Z HALLVN
4r
; wmwww. LT€ ' IWINOD m
1 ‘H 1Y “
: TANDES ATNOD “
m _ TANOAS ",
; A} i
s SHTOAdON HOLVASIAQ/ONES m
: HAILVN ody “_
——— _:I[ ANIHOVIA
MAANAS TVOLLIA !
AXO¥d ANIONA 4!
TIVOSAS NOLLODHXH, o1

EX-1009
Page298

ForcePoint LLC



PCT/US02/22457

WO 03/007192

9/22

o1¢g

6 311
0z€
INEOV < >
INVIRILSNMOA TAOMLAN
STIVD
FTOSNOD
ocz 05z HALLYN

e e [Em]|
m TANOAS TANDES ]
STINAON _ L |

] I N _
\ FAILVN HOLVASIC/ANAS ;
e odd “
m _ ANTHOVIN !

m IVALYEIA :

__ ATAVAS

: AXO¥d ANIONH _"

L mvosas NOLLODEXH B
sz€ HOVEINI
qasSN
cce o

EX-1009
Page299

ForcePoint LLC



PCT/US02/22457

WO 03/007192

10/22

ISOH IHDYIVL
LSdld

/

ST

011

01 S1q

ATINAOW

00y | INHOV
] TVOOT
GEL
TIVISAS
> | NELSAS
L oNuyuao |
SOv—|
FTOSNOD
SO1

EX-1009
Page300

ForcePoint LLC



PCT/US02/22457

WO 03/007192

11/22

ST

00T

LSOH LEHDYIVL
aNOOJ4S

I

SHOMLEN
I1HDEVL

WHLSAS
DNILVYIHdO

LSOH L3DUVL
LSdld

oﬁ\

11819

LHANTHINI

0Ll

00|
GE1—

HINAOW

INOV
TVIOT1

TIVISAS

SoT1

HTOSNOD

EX-1009
Page301

ForcePoint LLC



PCT/US02/22457

WO 03/007192

12/22

A% |

LSOH LHDYVL
aNODds

Al

HOMIHEN
LHDUVL

001

IWHLSAS

| ONIVIAO

TIVOSAS “

o |

. INEOV
L HLOWTY

LSOH LHO¥EV.L
Sd1d

L —1

0cl

NN

SIT

011

SO1

HTOSNOD
=

\

EX-1009
Page302

ForcePoint LLC



PCT/US02/22457

WO 03/007192

13/22

€1 31
INFOV U AHISAS |
HLOWHA TIVOSAS | ONILVYAdO ~
- [, U/
os— | ISOH 1EDUVL / .
| aNoDds Slb
A A
HOMIAN
LaDUVL
001

HTOSNOD

TIYOSAS
e
00—~

_ HINAOW S0T

| INADY
B ALOWTH 11

ST LSOH 13DdvV.L
LSHId

\

\

EX-1009
Page303

ForcePoint LLC



PCT/US02/22457
14/22

WO 03/007192

SIt

v1 81y
INEDV i WNAISAS !
|| 4IOWHY [ TIVOSAS | ONILVYHIO !
\\\\\ .|||..|||..||||||..|||..||J./
0tl LSOH LID¥VL /
| aNODds 1y
sz A
.\%
00 t INAOV
SMOMLAN ce1—] Tvoo1l
IHD¥VL
001 TIVISAS
>
TIVOSAS JANHELNI
|- INEDV ¢ HTOSNOD
ot | HLOWHYE |TIVOSAS
B 501
— | 1s0m LaouvI 011
1S¥II

EX-1009
Page304

ForcePoint LLC



PCT/US02/22457

15/22

pueuwes ginpes
#j25u00 uopAd OO
ey g O

JuaiRd iy 2
Jmgeean o4 O

oy feoo) 22|

WO 03/007192

TR i .”.”_.... ; I = C— ..RS._..maB.nS_ o 9

Jredwy 3907 - -

EX-1009
Page305

ForcePoint LLC



PCT/US02/22457

WO 03/007192

16/22

|5 =104 _I
_ Fe/083 895 6L .u_l..z i

LAMOUHUL UMOLNUR
UADUAUL UMDUNUN
LIADUNUR LMOUUN
UANOUNUR LADL|UR
LI BL{UR, LA OLUR
UAMOLLA UALOLUA
UADLEAUN UMD
UMOUUN UMTLIUN
UAOUNUN UAMDUUIT
UAOUAUN UMOUUn
UAOLILN UAMOLAUN

£2'99'891 26T ¢

52'00'801 26T
12'99°'B91°26T
61°99'89T 26T
$1°00°89T 26T
57'99'801°26T
IT'99°'891°26T
0T'95'BOT'26T
£'98°09T'26T
9°95°BOT 26T
S'05°BOT 26T

52'00°80T Z6T
1299897 26T
61°99°891'Z6T
$T'99°60T'26T
5T'99'80T'26T
11'99'891'261
01'99'69T 26T
2'99'091'26T
9'99'891 " 26T
5'99°891" mm.“

R =

wmuwmwmwﬂm_..j‘

Rl i |

22239 83L2BL T
12259831 Z6L T
6IZ998INBL T
LIZ99BILZEL T
01239891 '26L T
[0 T e
60239831261 T
L0ZWENWL T
102'59°03LZEL B
COZESAILZEL T
RLYTRILTEL T
lAL9eRaEEl T
69L99TEL T
SLe98sLEEl T
PrLISYEILTEL TR
PLO9BILZEL T
SELBILTEL T
CELBILTEL T
YELIEINTEL T
£EL'S9RILZEL ET
CELSI8ITELET
€z1sealTel T
LEVEeIL LT
LSRG T
LTI B
OLSSRILZEL T
FE/OSIEIEAL T &
azo Qe
wabeRao] &

JESk0] URWeE Smopuiy DI
saddey 1od Ddu 3
548UURIE510d Ad O
smeg pod Q'

Amnes pawgay ansed DI
Amnaas yiomgan )

[T Dwoyeduogewop 22|

Lo FloEd kel 52

BuiEal 22

..&amf"m.

%u.._.u ] mm

) .n_mr uﬁoamm. My o.w_.

T pedwrId0d

EX-1009
Page306

ForcePoint LLC



PCT/US02/22457

WO 03/007192

17/22

safiopuyda | Aixcas 3HO] SIogIny
Curanyeh uarpuioj; “fnbager)
1240351 (] HIOMDN oWy

231 Tieg uoIsIag,

| LIMOLUR LADUSUN
| LmoLuUp uAOLUY)
UMDUNUR LUADUNUN
| UMoLHUn UsAOURUN
| UMDUNUR UMOUNUN
| LADUSLI LA DUSUT
| LLADUNUY, UMOUNUN
umouN LMOUN
:».65__:3 UMOUSLN
|umaisun czn_._xcg

hN 99'80T E6T L&'
S2'99'8091°26T 5&°

TE'99'BOT 25T T2

61'99'BIT'86T 6T

'99'891°26T,

99'80T 26T
95°'891T" Nm.___
99'89T°26T !

+1'99'RAT 25T
51'99'897'26T
1T'09°'89T'26T

01'99'891°26T%
L'99'B9T 26T
2'09'BQT 28T

PRI | ve/Dezearesl]

ZELa o]

4asmo.g UL swapum ¢
saddily 1006 Sy .
SINRIEEUOY Ad 0
sswmas pod 0.

Asneasi] poman aused 3

RSB L 4

nioy Tl a

= rﬂm_ﬂ,_ji_l_ﬁ ? _.w E a_ﬂ._“_,x _m_

EX-1009
Page307

ForcePoint LLC



PCT/US02/22457

WO 03/007192

18/22

£ S0y n_.lm_
YE/OZZBILEEL BURN _ﬂ..

0 L OO OO e S

ADY BN uo .no.no«_uuuﬁ pajIes hn_nﬁ_nx uhom U.HmH

Nnnn:._"
20000t
£ET0O0T
EETOOT
¥Z000T
¥eCoot
€0000T
e0000T
TT000T
ZEZ00T
00009t
00000T
000097
00000t
socet
wexboxd

T00Z EZ:52:91 90 ||

P CGc W002/9r 1L e e 00eariy s g JgEEY;

peysiad OGEY LO0ZM/LL .amm,w_b_um.‘m_‘_._.. ..a_?oonaéorzn?_"_

EZZEILEEL T
gEZZEIL LT
2228 LT
9ZZE8ILBL T
PEOLBLT
ETBILBL T
2B T
L2283l Z6L T
ﬁa_ﬂ.mw_.a_.wmb
el G i
»_uo—._ n F S

4asin.g uiewadg ssoplgy DY
saddely iod D 0
SIALRIEIGST0d Ad ()
ssusas g 0.

Ashoosia oy eased O

uwe_.-ona_ B|al

m__.. :

== mw||1 .I-.|mm_... g_%_ —l_...Q

_.__.:_.:uu =u|_ -

EX-1009
Page308

ForcePoint LLC



PCT/US02/22457

WO 03/007192

19/22

B DS Rnoainany

umouniuf] 50
222891261 *dl

200001
20000T

fianoasiq Yiomiay

L fsnasaig Mo SR

26 da)
S -
|
— e TEONGNEU i
B 2 T2 I |
— sBoejiegn |
O3S pe |
spushe |
__Zz891esl Bl
= S &mﬂﬂ_,_n
L

CTENBLE
STBINBLE
IEBALE
9E2B3LZEL T
FEEsaLEeL T
CEeBATEL T
geedlzeL g
L@BATLE __
wzzEaLesL F s
vZ/0'99E91'Z5L 5 4
spEoy s
1uabe|ed0)
EOWEI0 T A

JEsmoug UEWag smopupy D

sdday 10d Sy
SIOULRIES0d Ad

JaLuess dod LI
AmBars] 30w N s O X

drmalh AJISTA

EX-1009
Page309

ForcePoint LLC



PCT/US02/22457

WO 03/007192

20422

0T 311

¥ZZ83L st dl _
_rzEsLcEL wueN |

4
s
K

.“M B AT

UGER SHIERL, !
ii]ai.iriui.. “aod |
- -

{j— 8@.[2%_.
_ VEZE3LEBL S

ICCET .s....m.li f

'S08S T ZA)Je UOTINOEXS PEYSTUT] SIMEOR d

‘peym=za (e)pTea=] :iweby ( Teas (i
. 9ITEAITILT SO |
us {plastaTesiupbe) [asm] SOTAISS SUISH JUsbLYQTeAST LUTIeRID

TDOZ 0¥-L2-91
90 AOf SW] WO UCTINOSES wm.u.uuuw LIUSEY g Hﬂbu.m uﬂ—.ﬁuﬂ

=
N

: i [eai: b=
i 9 ZZeLEL T
t LE2EILTEL T
1 Q=1
" [oleowmiesyabagass) (5
i ket i
) VEzeINEEL T
O L T T T VEEY G971 ey pae TR MMMHM_F.W d
T Twetepon, | pawpnly gy L002ASFLL =] Vo2 EsLzE) BT o ety :230
T wefepan E_.Bq ] _SN.@.F ,§. 100249/ LE: _ doydse esstagy g M VeHZE8aLTEL D A b hesby oA |,
il . 1e/09e T % € 3 SIAIES 1 0421 5221 0
woke(200,; B P Phids pran 70 O
WakeRag| juabiejean] & EE R -
- royeo T & ) ; umc.mxm 07 g
s = - SATPRY

_ e@aH__:_@;_ DL
o T T SPH Rty il ..m:”
e n_:.-H ua.—D”-

EX-1009
Page310

ForcePoint LLC



PCT/US02/22457

WO 03/007192

21/22

(8 "HUHDOT HD0S"

{PEASTLER % SoUR RUT 393038205 * 3233053
rrad g
€@ “.2°8°9°a
gaqans < TN YT 3{I0S) IR I0E" 33
Cyeuwuzsolel- 3aaos Ju

am{205 3
T8 03 ,3TXG,

ejop :qaejeadasjul BULSQ "STOSUL) UOHIAG 03 BMO:

. | Sfpoul gjastis UL,
JIneysp Iojeadi@jul Suisn a[osuod uoylsd Sutawgug || %%.Fumbul
TO02 ZZ'62°9T ” .
g ADN SNL WO UDTINOOXS pajIvgs R i) uoq3L g, STnESR || ez EOLTEL T
e e e T _ ptmemant—
H LEEBILEEL T
; (e)iEaa &
“REY 0L/ Sfpeuog ki =l fojoeysenca =3
26T 0029/ 1] LEZ P 100249/ Ly i “M_M__F%W._Mb
A __VECRI00ZLY =
ERBILTBLE
ZEEBILTBL T a
T ; 12239161 T PUERLWIOD QR3S
TEIQ0T/LE owss preuag gl ﬂwawmmm_uﬂﬁ - 3 ojosuod uoyAd Lt
52 W00z 1L eddepiod 3du B 240 mm_wm_murn%.n : feus a2
L2t LO0RASY LS, VI i s = | o D a ; wazmd 0
_..._w...auw_c x._o.zuzm : ebiepon & ] sagpauq orp (2!
: i 0] Foe] S5

= S3ppob

EX-1009
Page311

ForcePoint LLC



PCT/US02/22457

WO 03/007192

ZaH e Ein.o.; =4
sabojouyaa | Mnsag 3YOJ oyiny

Euiag et uogeusop)| shobajen
1BULRI5 Jog auie

T St px ..u.n.uw :un.w_..uﬂc

v B O L A8 T 00

gxod BurzZATwUY
Jaod ButmSTRUy
3Iod BurzATORY
axod GuizATEUy
3Icd EUTZATEUY
jacd Butzieuy

3Icd BurzATOWY.
jzcd ButzAteuy

jxocd ButrzATouy
jacd BurzdTouy
41od BuTzATRUY
yrod m:.nn.m._.mnm
jzod ButzATouy
jaod BuizATeuy
3Icd ButsSATEUY

1002 eO:TE-9T

EZ2BILZEL T

BZZBILTEL T

SEERLELT
(Elaras) =

(t9-) ;
(19-) QHSQTD S%e38 UT ST
(19-} U4SUID ®3els Ut ST
(0) HILSIT 9393s UL ST
(19-) qIS0TD 21935 UL ST
Alew TISOTD auﬂuuw nn.n =3
(T9-) QESUID ®3I7Is Uil ST
(0) HALSIT 99238 UL ST
(19-) (ES0ID S3m3s ut ST
(0) WALSIT 99238 UL ST
{19-) U4dSOID 29215 UT ST
(19-) QFS0T) 93v3s Ut ST
(19~} QdS0ID S373s UT ST
(T9-) Q4S0TY 83838 UT ST
e (19-) Qds010 29235 ut st
£ {13-) 0¥SOT) S3mas Wt et
o : "1 = 330d §SIT3 TZ 22 89T 261 = jebxey Bursp
_H gp Aoy snJ nuD ﬁ_ﬂ.n.uﬁn_munm pEjIElE _(.ﬁ_ﬂﬂmum 1I0g, STNESH
P
b -_‘i.q_um_wr.uim .w 1002/9/ L1 8.. 1002/9 L1
— meAs PO ZOEY L002//LL

(e

(=)
9ZZEIITEI T &
PILe9IZEL T
E7ZESLTEL T
ZELEBLTEL T

L2 BaLEEL T

Ve L EaLTEL %D
P2/0998ILTEL I 4

s,o__JP

.. B::moﬂ_n&v \@._m:
J_ount_ 20qUEU 1] w._

.,., m_._um_.—mﬂ:niE.nE
. NpoUl jsuEaSIOg Y i
Etfiii[l_

.ﬂ.mn__umu1.| :

15T NG SMOPUR, .U i

Jacdep 0. g O3
Sisuugassed A4 O]
auueg o {mig

ALaA005K] YI0MTAY SMERY n

\n?nu“__u {n._zaz u

Y BBE:. ,.s__, _em ]

.-um n___.-— .—Dln )

EX-1009
Page312

ForcePoint LLC



INTERNATIONAL SEARCH REPORT

International application No.

PCT/USO2/22457

A, CLASSIFICATION OF SUBJECT MATTER
IPC(T) : GOGF 17/30
uUscL : T07/104.1, 707/10

B.  FIELDS SEARCHED

Accordipe to Interpational Patent Clessification (IPC) or to both naticnal classification and IPC

U.8. : 707/104.1, T07/10

Minimumn documentation searched (classification system followed by classification symbals)

Documentation searched other than minimmm documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C.  DOCUMENTS CONSIDERED TO BE RELEVANT

column 3, lines 1-67

Category * Citation of document, with indicadon, where appropriate, of the relevant y i Relevant to claim No.
A US 6,070,244 A (ORCHIER ET AL) 30 May 2000 (30.05.2000), column 1, lines 50-67; 1-29
column 2, lines 1-67
AP US 6,408,391 Bl (HUFF ET AL) I8 June 2002 (18.06,2002), column 2, lines 55-67; 1-29

D Further documents are listed in the continuation of Box C.

D See patent farnily annex,

* Special categories of ched documents:

=A"  documem defining the genaral stare of the art which Is not considered o be
of particutar relzvance

“E*  earlier appli or patezt pubii onor after the I filing doge

“L™  document which may throw doybts on priority claim(s) or which is cited 1o
establish the publication date of another clwtion or ather special reason (3
specificd)

“0"  document referring to an oral disclosure, use, exbibition or eher means

=P document peblished prior to ke memadonal Aling due bt larer than the
priory date claimed

“n Tater published oiter ths & fonal filing date or prierity
date and not in conflict wiith the application but cited 10 undegstand the
principle or theory underkying the invention

X docament of particular relavance; the cloimad invention cannat b
consicered novel or cannot be considered to Involve an lnventive step
when the document is 1sken alone

-y docurment of particulor relevance; the elaimed invention cannot be
considered 1o involve @ Invertive siep when e document ts
combinad with one or mors other such documants, such sambination
being obvious Lo a person skillec in the ort

van document member of the same patent femily

Date of the actual completion of the international search
128 ber 2002 (12.09.2002)

Date of mailing of the infernational search ?oﬂ.

300CT200

Name and mailing address of the ISA/US
Commissloner of Patents and Trademarks
Bax PCT
‘Washington, D.C. 20231

Facsimile No. (703)305-3230

Form PCT/ISA/210 (second sheet) (July 1998)

ForcePoint LLC
EX-1009
Page313



AN 0 O A

WO 03/029940 A2

(19) World Intellectual Property Organization

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

Tnternational Burcau

{43) International Publication Date

0 OO 0

(10) International Publication Number

10 April 2003 (10.04.2003) PCT WO 03/029940 A2

1)
@n
22)
25)
26)

(30)

(7

(72)
(75)

(74)

International Patent Classification™ GO6F 1/00
International Application Number: PCT/US02/26092
International Filing Date: 15 August 2002 (15.08.2002)
Filing Language: English
Publication Language: English

Priority Data:
0K9/969,5806 2 October 2001 (02.10.2001)  US

Applicant (for all designated States excepr 1S): NET-
WORKS ASSOCIATES TECHNOLOGY, INC.
|US/US]; 3965 Freedom Circle, Santa Clara, CA 95054
(US).

Inventor; and

Inventor/Applicant ¢for S only):  SINGLETON,
Richard, B. [GB/GB]; 4 Coral Close, Eaton Bray, Bed.
fordshire LU6 2AS (GB).

Agents: MALLIE, Michael, J. et al.; Blakely, Sokoloff,
Taylor & Zalman LLP, 12400 Wilshire Boulevard, 7th
floar, Los Angeles, CA 90025 (US).

(81) Designated States (navional): AE, AG, AL, AM, AT, AU,
AZ, BA, BB, BG, BR,BY. BZ, CA, CH, CN, CO, CR, CL,
C7Z, DE, DK, DM, DY, EC, EE, ES, FI, GB, GD. GE, GH,
GM, HR, HU,ID, IL, IN, IS, JP, KE. KG, KP. KR, KZ, LC,
LK, LR, LS, IT. LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NO, NZ, OM, PII, PL, PT, RO, RU, 8D, SE, 8G,
SL SK, 8L, T} TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VN, YU, ZA, ZM, ZW.

(84

=

Designated States (regionall: ARIPO patent (GH, GM,
KL, LS, MW, MZ, SD, 8L, 8, TZ, UG, ZM, ZW),
Furasian patent (AM, AZ. BY, KG, K7, MD. RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, IE, I'T, LU, MC, NL. I"I, 5E, 5K,
TR), OAFI patent (BT, BI. CF. CG. CI, CM. GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:
—  without international search report and to be republished
upon receipt of thai report

For two-letier codes and other abbreviations, refer (o the "Guid-
ance Notes on Codes and Abbreviations" appearing ai the begin-
ning of each regular issue of the PCT Gazette

(54)

Title: MASTER SECURITY POLICY SERVER

(57) Abstract: A master policy server manages sceurity polices for elient computers through a network of focal pelicy servers. Each
local policy server is responsible for the security policies on a group of clients and maintains a data store containing the security
policies and security information pertaining to the clients. Periodically, the master policy server and the local policy server synchro
nize, at which time the master policy server replicales updated policies Lo the local policy servers and the policy servers upload client
security statistics to the master policy server for conselidation into a global stams.

ForcePoint LLC
EX-1009
Page314
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MASTER SECURITY POLICY SERVER

FIELD OF THE INVENTION
This invention relates generally to computer security, and more particularly to

managing security policies through a centralized server.

COPYRIGHT NOTICE/PERMISSION

A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure as it appears in
the Patent and Trademark Office patent file or records, but otherwise reserves all
copyright rights whatsoever. The following notice applies to the software and data as
described below and in the drawings hereto: Copyright © 2001, Networks Associates
Technology, Inc., All Rights Reserved.

BACKGROUND OF THE INVENTION
Organizations often manage their computer security policies from a central
location, typically employing a single computer server to manage the security polices on
networked user (client) computers. The clients poll the server several times a day to
check for, and optionally download, updated security policies and to upload their status
to the server. Assuming a client and the server exchange a large amount of data several
times a day, the data traffic between the server and even a small number clients can cause

significant degradation for overall network communications.

SUMMARY OF THE INVENTION
A master policy server manages security polices for client computers through a
network of local policy servers. Each local policy server is responsible for the security
policies on a group of clients and maintains a data store containing the security policies
and security information pertaining to the clients. Periodically, the master policy server

and the local policy server synchronize, at which time the master policy server replicates
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updated policies to the local policy servers and the local policy servers upload client
security statistics to the master policy server for consolidation into a global status. A
local policy server may also request an updated security policy outside of the
synchronization timeframe. Similarly, the master policy server may also request the
client statistics from a local policy server outside of the synchronization timeframe.

Because the local policy servers consolidate the statistics from the clients prior to '
uploading it to the master policy server, the amount of data flowing through the network
to the master policy server is greatly reduced. Similarly, because the master policy server
replicates the security policies to a few local policy servers instead of to each client, the
amount of data flowing through the network from the master policy server is also
reduced.

The present invention describes systems, clients, servers, methods, and computer-
readable media of varying scope. In addition to the aspects and advantages of the present
invention described in this summary, further aspects and advantages of the invention will
become apparent by reference to the drawings and by reading the detailed description that

follows.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram illustrating a system-level overview of an embodiment of
the invention;

Figure 2A is a flowchart of a method to be performed by a master server
according to an embodiment of the invention;

Figure 2B is a flowchart of a method to be performed by a local server operating
in conjunction with the master server of Figure 2A;

Figure 3A is a diagram of one embodiment of an operating environment suitable
for practicing the present invention; and

Figure 3B is a diagram of one embodiment of a computer system suitable for use

in the operating environment of Figure 3A.
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DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description of embodiments of the invention, reference
is made to the accompanying drawings in which like references indicate similar elements,
and in which is shown by way of illustration specific embodiments in which the
invention may be practiced. These embodiments are described in sufficient detail to
enable those skilled in the art to practice the invention, and it is to be understood that
other embodiments may be utilized and that logical, mechanical, electrical, functional,
and other changes may be made without departing from the scope of the present
invention. The following detailed description is, therefore, not to be taken in a limiting
sense, and the scope of the present invention is defined only by the appended claims.

A system level overview of the operation of an embodiment of the invention is
described by reference to Figure 1, which illustrates a security policy distribution system
100. The system 100 utilizes a master policy server 101 to manage security policies on
client (user) computers through a network 129 of local policy severs A 103, B 105 and C
107. For example, local policy server A103 manages client A-1 115 through client A-N
117, while local policy server B 105 manages client B-1 119 through B-N 121. Although
the clients are represented as individual systems in Figure 1, it will be appreciated that
they may be grouped together by hardware and software platform type, domain name, site
location, or physical or logical region.

Each local policy server has a local data store 109, 111, 113 that contains the
security policies and security information collected from the client computers it manages.
Each type of hardware and software platform acting as a client computer may be
associated with a exemplary security policy or may share exemplary security policies
with other platforms. The security policy may contain configuration parameters for anti-
virus programs, firewalls, and other security software that protect a client computer from
compromise by a third-party.

Communication between the local policy servers 103, 105, 107 and the master
policy server 101 through network 129 is intermittent. Each local policy server 103, 105,
107 is responsible for periodically querying the master policy server 101 to determine if
the security policies applicable to its clients have changed. The local policy servers also

periodically, or upon request, send client security statistics derived from the security
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information on local data stores 109, 111, 113 to the master policy server 101, which acts
as a consolidation point for status information regarding the overall security of the
system 100. The stalistics from the local policy servers are stored in a global data store
127. When a global status for the system 100 is requested, the master policy server 101
derives the status from the statistics in the global data store 127 and, optionally, from
additional statistics obtained from the local policy servers. More detailed status
information for particular clients or groups of clients is obtained from the appropriate
local policy server.

In one embodiment, the master policy server 101 and the local policy servers 103,
105, 107 synchronize security policies and statistics at times when less data traffic is
generally experienced on the network 129. When the local policy servers are physically
located in different time zones, the synchronization may occur at several points during a
twenty-four hour period. In an alternate embodiment, the local policy servers can
schedule checks for updated policies in addition to the synchronization process.
Furthermore, it will be appreciated that the synchmnizziticn at a local policy server may
happen more than once a day. The network 129 connecting the master policy server and
the local policy servers is secured using any of several well-known secure transmission
protocols when the security policies are being uploaded to the master policy server 101 or
replicated to the local policy servers 103, 105, 107. Otherwise, no particular network
transmission protocols are required in the system 100.

When the system 100 is installed, the system administrator may create the initial
security policies at one of the local policy servers 103, 105, 107 for transfer to the master
policy server 101 and subsequent replication to the other local policy servers, or directly
at the master policy server 101. Similarly, updates to the security policies may be
performed at a local policy server or at the master policy server. In one embodiment, the
master policy server 101 maintains global level security policy configurations and the
local policy servers 103, 105, 107 derive their local level configuration and set-up
policies for their clients from the global level configurations.

The number of local policy servers is dependent upon the number of clients at
each site and the physical locations of the sites. Because the master policy server 101
only sends and receives data from the local policy servers 103, 105, 107 instead of each
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of the clients, a single master policy server and common TCP/IP wide-area networks are
generally able to handle the amount of data being transferred in the system 100.
Alternate embodiments in which additional levels of servers are incorporated between
the local policy servers 103,105, 107 and the master policy server 101 are also
contemplated and are considered within the scope of the invention.

The operations of an embodiment of a security policy distribution system 100
have been described in terms of a single master policy server and three local policy
servers as illustrated in Figure 1, but the invention is not so limited. Next, the particular
methods of the invention that perform the operations for the system 100 are described in
terms of computer software with reference to a series of flowcharts. The methods to be
performed by a computer constitute computer programs made up of computer-executable
instructions illustrated as blocks (acts). Describing the methods by reference to a
flowchart enables one skilled in the art to develop such programs including such
instructions to carry out the methods on suitably configured computers (the processing
unit of the computer executing the instructions from computer-readable media). The
computer-executable instructions may be written in a computer programming language or
may be embodied in firmware logic. If written in a programming language conforming
to a recognized standard, such instructions can be executed on a variety of hardware
platforms and for interface to a variety of operating systems. In addition, the present
invention is not described with reference to any particular programming language. It will
be appreciated that a variety of programming languages may be used to implement the
teachings of the invention as described herein. Furthermore, it is common in the art to
speak of software, in one form or another (e.g., program, procedure, process, application,
module, logic...), as taking an action or causing a result. Such expressions are merely a
shorthand way of saying that execution of the software by écomputer causes the
processor of the computer to perform an action or a produce a result.

Referring first to Figure 2A, the acts to be performed by a computer executing a
master server method 200 to perform the operations described for the master policy
server 101 in Figure 1 is shown. The master server method 200 is invoked by one or
more of a series of predetermined events. If a new policy has been created, either at the

master policy server 101, or at one of the local policy servers, 103, 105, 107, (block 201),
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the master server method 200 obtains and stores the security policy at block 203. If the
master server method 200 receives a request for a new policy from a local policy server
(block 205), the master server method 200 replicates the policy to the requestor at block
207. It will be appreciated that the master policy server will replicate those policies
which are requested by the local policy server, i.e., those policies particular to the client
platforms which the local policy server is managing. If the master server method 200
receives a request for system status (block 209), the master server method 200
determines if the request is for historical or current status (block 213). If the report is for
current status, the master server method 200 obtains the current statistics from the local
servers at block 215. The appropriate status is returned to the requester at the block 217.
Otherwise, the event that invoked the master server method 200 is a scheduled
synchronization event and the master server method 200 synchronizes security policies
and statistics with the appropriate local policy servers at block 211.

A local server method 230 is illustrated in Figure 2B that performs the operations
previously described for the local policy servers 103, 105, 107 in Figure 1. As with the
master server method 200, the local server method 230 is invoked by one or more of a
predetermined sequence of events. If a new policy has been configured on the local
policy server (block 231), the local server method 230 sends the new policy to the master
policy server at block 233 for replication to the other local policy servers. If the event is
a scheduled check for the availability of new policies (block 235), the local server
method 230 requests appropriate new policies from the master policy server at block 237
and receive and apply any new policies at block 239. If the local server method 230
receives a request for current status from the master server method 200 (block 241), it
send its current statistics to the master policy server at block 243. Otherwise, the event is
a scheduled synchronization event and the local server method 230 synchronizes with the
master policy server at block 245, sending statistics from the local data store to the
master policy server and receiving any updates to the security policies.

The methods performed by a master policy server and local policy server have
been shown by reference to flowcharts in Figures 2A and 2B, respectively, including all
the acts from 201 until 217 and from 231 until 245. It will be appreciated that more or
fewer processes may be incorporated into the methods illustrated in Figures 2A-B
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without departing from the scope of the invention, and that no particular order is implied
by the arrangement of blocks shown and described herein.

The fo]lowing description of Figures 3A-B is intended to provide an overview of
computer hardware and other operating components suitable for performing the methods
of the invention described above, but is not intended to limit the applicable
environments. One of skill in the art will immediately appreciate that the invention can
be practiced with other computer system configurations, including hand-held devices,
multiprocessor systems, microprocessor-based or programmable consumer electronics,
network PCs, minicomputers, mainframe computers, and the like. The invention can
also be practiced in distributed computing environments where tasks are performed by
remote processing devices that are linked through a communications network.

Figure 3A shows several computer systems that are coupled together through a
network 3, such as the Internet. The term "Internet" as used herein refers to a network of
networks which uses certain protocols, such as the TCP/IP protocol, and possibly other
protocols such as the hypertext transfer protocol (HTTP) for hypertext markup language
(HTML) documents that make up the World Wide Web (web). The physical connections
of the Internet and the protocols and communication procedures of the Internet are well
known to those of skill in the art. Access to the Internet 3 is typically provided by
Internet service providers (ISP), such as the ISPs 5 and 7. Users on client systems, such
as client computer systems 21, 25, 35, and 37 obtain access to the Internet through the
Internet service providers, such as ISPs 5 and 7. Access to the Internet allows users of
the client computer systems to exchange information, receive and send e-mails, and view
documents, such as documents which have been prepared in the HTML format. These
documents are often provided by web servers, such as web server 9 which is considered
to be "on" the Internet. Often these web servers are provided by the ISPs, such as ISP 5,
although a computer system can be set up and connected to the Internet without that
system being also an ISP as is well known in the art.

The web server 9 is typically at least one computer system which operates as a
server computer system and is configured to operate with the protocols of the World
Wide Web and is coupled to the Internet. Optionally, the web server 9 can be part of an

ISP which provides access to the Internet for client systems. The web server 9 is shown
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coupled to the server computer system 11 which itself is coupled to web content 10,
which can be considered a form of a media database. It will be appreciated that while
two computer systems 9 and 11 are shown in Figure 3A, the web server system 9 and the
server computer system 11 can be one computer system having different software
components providing the web server functionality and the server functionality provided
by the server computer system 11 which will be described further below.

Client computer systems 21, 25, 35, and 37 can each, with the appropriate web
browsing software, view HTML pages provided by the weh server 9. The ISP 5 provides
Internet connectivity to the client computer system 21 through the modem interface 23
which can be considered part of the client computer system 21. The client computer
system can be a personal computer system, a network computer, a Web TV system, or
. other such computer system. Similarly, the ISP 7 provides Internet connectivity for client
systems 25, 35, and 37, although as shown in Figure 3A, the connections are not the
same for these three computer systems. Client computer system 235 is coupled through a
modem interface 27 while client computer systems 35 and 37 are part of a LAN. While
Figure 3A shows the interfaces 23 and 27 as generically as a "modem," it will be
appreciated that each of these interfaces can be an analog modem, ISDN modem, cable
modem, satellite transmission interface (e.g. "Direct PC"), or other interfaces for
coupling a computer system to other computer systems. Client computer systems 35 and
37 are coupled to a LAN 33 through network interfaces 39 and 41, which can be Ethernet
network or other network interfaces. The LAN 33 is also coupled to a gateway computer
system 31 which can provide firewall and other Internet related services for the local area
network. This gateway computer system 31 is coupled to the ISP 7 to provide Internet
connectivity to the client computer systems 35 and 37. The gateway computer system 31
can be a conventional server computer system. Also, the web server system 9 can be a
conventional server computer system.

Alternatively, as well-known, a server computer system 43 can be directly
coupled to the LAN 33 through a network interface 45 to provide files 47 and other
services to the clients 35, 37, without the need to connect to the Internet through the

gateway system 31.
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Figure 3B shows one example of a conventional computer system that can be
used as a client computer system or a server computer system or as a web server system.
It will also be appreciated that such a computer system can be used to perform many of
the functions of an Internet service provider, such as ISP 5. The computer system 51
interfaces to external systems through the modem or network interface 53. It will be
appreciated that the modem or network interface 33 can be considered to be part of the
computer system 51. This interface 53 can be an analog modem, ISDN modem, cable
modem, token ring interface, satellite transmission interface (e.g. "Direct PC"), or other
interfaces for coupling a computer system to other computer systems. The computer
system 51 includes a processing unit 55, which can be a conventional microprocessor
such as an Intel Pentium microprocessor or Motorola Power PC microprocessor.
Memory 59 is coupled to the processor 55 by a bus 57. Memory 59 can be dynamic
random access memory (DRAM) and can also include static RAM (SRAM). The bus 57
couples the processor 55 to the memory 59 and also to non-volatile storage 65 and to
display controller 61 and to the input/output (I/O) controller 67. The display controller
61 controls in the conventional manner a display on a display device 63 which can be a
cathode ray tube (CRT) or liquid crystal display, The input/output devices 69 can
include a keyboard, disk drives, printers, a scanner, and other input and output devices,
including a mouse or other pointing device. The display controller 61 and the /O
controller 67 can be implemented with conventional well known technology. A digital
image input device 71 can be a digital camera which is coupled to the I/O controller 67 in
order to allow images from the digital camera to be input into the computer system 51.
The non-volatile storage 65 is often a magnetic hard disk, an optical disk, or another
form of storage for large amounts of data. Some of this data is often written, by a direct
memory access process, into memory 59 during execution of software in the computer
system 51. One of skill in the art will immediately recognize that the term “computer-
readable medium” includes any type of storage device that is accessible by the processor
55 and also encompasses a carrier wave that encodes a data signal.

It will be appreciated that the computer system 51 is one example of many
possible computer systems which have different architectures. For example, personal

computers based on an Intel microprocessor often have multiple buses, one of which can
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be an input/output (I/O) bus for the peripherals and one that directly connects the
processor 55 and the memory 59 (often referred to as a memory bus). The buses are
connected together through bridge components that perform any necessary translation
due to differing bus protocols.

Network computers are another type of computer system that can be used with the
present invention. Network computers do not usually include a hard disk or other mass
storage, and the executable programs are loaded from a network connection into the
memory 39 for execution by the processor 55. A Web TV system, which is known in the
art, is also considered to be a computer system according to the present invention, but it
may lack some of the features shown in Figure 3B, such as certain input or output
devices. A typical computer system will usually include at least a processor, memory,
and a bus coupling the memory to the processor.

It will also be appreciated that the computer system 51 is controlled by operating
system software which includes a file management system, such as a disk operating
system, which is part of the operating system software. One example of an operating
system software with its associated file management system software is the family of
operating systems known as Windows® from Microsoft Corporation of Redmond,
Washington, and their associated file management systems. The file management system
is typically stored in the non-volatile storage 65 and causes the processor 55 to execute
the various acts required by the operating system to input and output data and to store
data in memory, including storing files on the non-volatile storage 65.

A security policy distribution system that is managed by a master security policy
server has been described. Although specific embodiments have been illustrated and
described herein, it will be appreciated by those of ordinary skill in the art that any
arrangement which is calculated to achieve the same purpose may be substituted for the
specific embodiments shown. This application is intended to cover any adaptations or
variations of the present invention.

The terminology used in this application with respect to network communications
is meant to include all communication media and environments, including local and wide

area networks, public and private communications environments, and wired and wireless
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communications media. Therefore, it is manifestly intended that this invention be

limited only by the following claims and equivalents thereof.
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What is claimed is:
L. A computerized method of distributing security policies comprising:

maintaining a security policy at a master policy server; and
periodically synchronizing the master policy server and a local policy server to

replicate the security policy at the local policy server.

2. The computerized method of claim 1, wherein the synchronizing further comprises

obtaining security statistics from the local policy server by the master policy server.

3. The computerized method of claim 2 further comprising:

deriving a global status from the statistics.

4. The computerized method of claim 1, further comprising:
obtaining security statistics by the master policy server upon request to the local

policy server.

5. The computerized method of claim 1 further comprising:
replicating the security policy to the local policy server upon request to the master

policy server.

6. The computerized method of claim 1 further comprising:
creating the security policy at the local policy server; and

transferring the security policy to the master policy server.

7. The computerized method of claim 1 further comprising:

creating the security policy at the master policy server.
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8. The computerized method of claim 1, wherein the synchronizing is performed
securely across a communications medium coupling the master policy server and the local

policy server.

9. The computerized method of claim 1, further comprising:
managing security for a plurality of client platforms by the local policy server, the

security policy comprising security parameters particular to each client platform.

10.  The computerized method of claim 9, further comprising:
deriving the security policy parameters particular to each client platform from
global security parameters, the security policy at the master policy comprising the global

security parameters.

11. A computer-readable medium having executable instructions to cause a computer
to perform a method comprising:

maintaining a security policy at a master policy server; and

periodically synchronizing the master policy server and a local policy server to

replicate the security policy at the local policy server.

12.  The computer-readable medium of claim 11, wherein the synchronizing further
comprises obtaining security statistics from the local policy server by the master policy

Server.

13. The computer-readable medium of claim 12, wherein the method further
comprises:

deriving a global status from the statistics,

14.  The computer-readable medium of claim 11, wherein the method further
comprises:
obtaining security statistics by the master policy server upon request to the local

policy server.
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15. The computer-readable medium of claim 11, wherein the method further
comprises:
replicating the security policy to the local policy server upon request to the master

policy server.

16.  The computer-readable medium of claim 11, wherein the method further
comprises:
creating the security policy at the local policy server; and

transferring the security policy to the master pdlicy Server.

17. The computer-readable medium of claim 11, wherein the method further
comprises:

creating the security policy at the master policy server.

18.  The computer-readable medium of claim 11, wherein the synchronizing is
performed securely across a communications medium coupling the master policy server

and the local policy server.

19.  The computer-readable medium of claim 11, wherein the method further
comprises:
managing security for a plurality of client platforms by the local policy server, the

security policy comprising security parameters particular to each client platform.

20.  The computer-readable medium of claim 19, wherein the method further
comprises:

deriving the security policy parameters particular to each client platform from
global security parameters, the security policy at the master policy comprising the global

security parameters.

21. - A computer system comprising:
a processor coupled to a memory through a bus;
anetwork interface coupled to the processor through the bus; and
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a master server process executed from the memory by the processor to cause the
processor to maintain a security policy and to periodically synchronize with a local policy
server through the network interface to replicate the security policy at the local policy

SErver.

22.  The computer system of claim 21, wherein the master server process further causes
the processor to obtain security statistics from the local policy server through the network

interface during synchronization.

23.  The computer system of claim 22, wherein the master server process further causes

the processor to derive a global status from the statistics.

24.  The computer system of claim 21, wherein the master server process further causes
the processor to request security statistics from the local policy server through the network

interface.

25.  The computer system of claim 21, wherein the master server process further causes
the processor to receive a request from the local policy server and to replicate the security

policy to the local policy server in response.

26.  The computer system of claim 21, wherein the master server process further causes

the processor to create the security policy.

27.  The computer system of claim 21, wherein the master server process further causes
the processor to couple the network interface to a secure communications medium for

synchronization.

28. A computer system comprising:
a processor coupled to a memory through a bus;

a network interface coupled to the processor through the bus; and
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a local server process executed from the memory by the processor to cause the
processor to periodically synchronize with a master policy server through the network

interface to receive a security policy from a master policy server.

29.  The computer system of claim 28, wherein the local server process further causes
the processor to transfer security statistics to the master policy server through the network

interface during synchronization,

30.  The computer system of claim 28, wherein the local server process further causes
the processor to receive a request for security statistics from the master policy server and
to transfer the security statistics to the master policy server through the network interface

in response.

31.  The computer system of claim 28, wherein the local server process further causes
the processor to request a security policy from the master policy server through the

network interface and to receive the security policy in response.

32.  The computer system of claim 28, wherein the local server process further causes
the processor to create the security policy and to transfer the security policy to the master

policy server through the network interface.

33.  The computer system of claim 28, wherein the local server process further causes
the processor to manage security for a plurality of client platforms, the security policy

comprising security parameters particular to each client platform.

34.  The computer system of claim 33, wherein the local server process further causes
the processor to derive the security policy parameters particular to each client platform
from global security parameters, the security policy at the master policy server comprising

the global security parameters.

35.  An apparatus comprising:
network means for interfacing to a network; and
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master policy means for maintaining a security policy and for periodically
synchronizing with a local policy means through the network interface to replicate the

security policy at the local policy means.

36.  The apparatus of claim 35, wherein the master policy means is further operable for
obtaining security statistics from the local policy means through the network means during

synchronization.

37.  The apparatus of claim 36, wherein the master policy means is further operable for

deriving a global status from the statistics.

38.  The apparatus of claim 35, wherein the master policy means is further operable for

requesting security statistics from the local policy means through the network means.

39.  The apparatus of claim 35, wherein the master policy means is further operable for
receiving a request from the local policy means through the network means and for
replicating the security policy to the local policy means through the network means in

response.

40.  The apparatus of claim 35, wherein the master policy means is further operable for

creating the security policy.

41,  The apparatus of claim 35, wherein the network means is further operable for
coupling to a secure communications medium for synchronization between the master

policy means and the local policy means.

42.  An apparatus comprising:
network means for interfacing to a network; and
local policy means for periodically synchronizing to a master policy means through

the network means to receive a security policy form the master policy means.
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43.  The apparatus of claim 42, wherein the local policy means is further operablie for
transferring security statistics to the master policy means through the network means

during synchronization.

44,  The apparatus of claim 42, wherein the local policy means is further operable for
receiving a request for security statistics from the master policy means through the
network means and for transferring the security statistics to the master policy means

through the network means in response.

45.  The apparatus of claim 42, wherein the local policy means is further operable for
requesting a security policy from the master policy means through the network means and
for receiving the security policy from the master policy means through the network means

in response.

46.  The apparatus of claim 42, wherein the local policy means is further operable for
creating the security policy and for transferring the security policy to the master policy

means through the network means.

47.  The computer system of claim 42, wherein the local security means is further
operable for managing security for a plurality of client platforms, the security policy

comprising security parameters particular to each client platform.

48.  The computer system of claim 47, wherein the local security means is further
operable for deriving the security policy parameters particular to each client platform from
global security parameters, the security policy at the master policy means comprising the
global security parameters.
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MASTER SECURITY POLICY SERVER

FIELD OF THE INVENTION
This invention relates generally to computer security, and more particularly to

managing security policies through a centralized server.

COPYRIGHT NOTICE/PERMISSION

A portion of the disclosure of this patent document contains material which is
subject to copyright protection. The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent disclosure as it appears in
the Patent and Trademark Office patent file or records, but otherwise reserves all
copyright rights whatsoever. The following notice applies to the software and data as
described below and in the drawings hereto: Copyright © 2001, Networks Associates
Technology, Inc., All Rights Reserved.

BACKGROUND OF THE INVENTION
Organizations often manage their computer security policies from a central
location, typically employing a single computer server to manage the security polices on
networked user (client) computers. The clients poll the server several times a day to
check for, and optionally download, updated security policies and to upload their status
to the server. Assuming a client and the server exchange a large amount of data several
times a day, the data traffic between the server and even a small number clients can cause

significant degradation for overall network communications.

SUMMARY OF THE INVENTION
A master policy server manages security polices for client computers through a
network of local policy servers. Each local policy server is responsible for the security
policies on a group of clients and maintains a data store containing the security policies
and security information pertaining to the clients. Periodically, the master policy server

and the local policy server synchronize, at which time the master policy server replicates
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updated policies to the local policy servers and the local policy servers upload client
security statistics to the master policy server for consolidation into a gldba] status. A
local policy server may also request an updated security policy outside of the
synchronization timeframe. Similarly, the master policy server may also request the
client statistics from a local policy server outside of the synchronization timeframe.

Because the local policy servers consolidate the statistics from the clients prior to
uploading it to the master policy server, the amount of data flowing through the network
to the master policy server is greatly reduced. Similarly, because the master policy server
replicates the security policies to a few local policy servers instead of to each client, the
amount of data flowing through the network from the master policy server is also
reduced. )

The present invention describes systems, clients, servers, methods, and computer-
readable media of varying scope. In addition to the aspects and advantages of the present
invention described in this summary, further aspects and advantages of the invention will
become apparent by reference to the drawings and by reading the detailed description that

follows.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram illustrating a system-level overview of an embodiment of
the invention;

Figure 2A is a flowchart of a method to be performed by a master server
according to an embodiment of the invention;

Figure 2B is a flowchart of a method to be performed by a local server operating
in conjunction with the master server of Figure 2A;

Figure 3A is a diagram of one embodiment of an operating environment suitable
for practicing the present invention; and

Figure 3B is a diagram of one embodiment of a computer system suitable for use

in the operating environment of Figure 3A.
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DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description of embodiments of the invention, reference
is made to the accompanying drawings in which like references indicate similar elements,
and in which is shown by way of illustration specific embodiments in which the
invention may be practiced. These embodiments are described in sufficient detail to
enable those skilled in the art to practice the invention, and it is to be understood that
other embodiments may be utilized and that logical, mechanical, electrical, functional,
and other changes may be made without departing from the scope of the present
invention. The following detailed description is, therefore, not to be taken in a limiting
sense, and the scope of the present invention is defined only by the appended claims.

A system level overview of the operation of an embodiment of the invention is
described by reference to Figure 1, which illustrates a security policy distribution system
100. The system 100 utilizes a master policy server 101 to manage security policies on
client (user) computers through a network 129 of local policy severs A 103, B 105 and C
107. For example, local policy server A103 manages client A-1 115 through client A-N
117, while local policy server B 105 manages client B-1 119 through B-N 121. Although
the clients are represented as individual systems in Figure 1, it will be appreciated that
they may be grouped together by hardware and software platform type, domain name, site
location, or physical or logical region.

Each local policy séwer has a local data store 109, 111, 113 that contains the
security policies and security information collected from the client computers it manages.
Each type of hardware and software platform acting as a client computer may be
associated with a exemplary security policy or may share exemplary security policies
with other platforms. The security policy may contain configuration parameters for anti-
virus programs, firewalls, and other security software that protect a client computer from
compromise by a third-party.

Communication between the local policy servers 103, 105, 107 and the master
policy server 101 through network 129 is intermittent. Each local policy server 103, 105,
107 is responsible for periodically querying the master policy server 101 to determine if
the security policies applicable to its clients have changed. The local policy servers also

periodically, or upon request, send client security statistics derived from the security
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information on local data stores 109, 111, 113 to the master policy server 101, which acts
as a consolidation point for status information regarding the overall security of the
system 100. The statistics from the local policy servers are stored in a global data store
127. When a global status for the system 100 is requested, the master policy server 101
derives the status from the statistics in the global data store 127 and, optionally, from
additional statistics obtained from the local policy servers. More detailed status
information for particular clients or groups of clients is obtained from the appropriate
local policy server.

In one embodiment, the master policy server 101 and the local policy servers 103,
105, 107 synchronize security policies and statistics at times when less data traffic is
generally experienced on the network 129. When the local policy servers are physically
located in different time zones, the synchronization may occur at several points during a
twenty-four hour period. In an alternate embodiment, the local policy servers can
schedule checks for updated policies in addition to the synchronization process.
Furthermore, it will be appreciated that the synchronization at a local policy server may
happen more than once a day. The network 129 connecting the master policy server and
the local policy servers is secured using any of several well-known secure transmission
protocols when the security policies are being uploaded to the master policy server 101 or
replicated to the local policy servers 103, 105, 107. Otherwise, no particular network
transmission protocols are required in the system 100.

‘When the system 100 is installed, the system administrator may create the initial
security policies at one of the local policy servers 103, 105, 107 for transfer to the master
policy server 101 and subsequent replication to the other local policy servers, or directly
at the master policy server 101. Similarly, updates to the security policies may be
performed at a local policy server or at the master policy server. In one embodiment, the
master policy server 101 maintains global level security policy configurations and the
local policy servers 103, 105, 107 derive their local level configuration and set-up
policies for their clients from the global level configurations.

The number of local policy servers is dependent upon the number of clients at
each site and the physical locations of the sites. Because the master policy server 101

only sends and receives data from the local policy servers 103, 105, 107 instead of each
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of the clients, a single master policy server and common TCP/IP wide-area networks are
generally able to handle the amount of data being transferred in the system 100.
Alternate embodiments in which additional levels of servers are incorporated between
the local policy servers 103,105, 107 and the master policy server 101 are also
contemplated and are considered within the scope of the invention.

The operations of an embodiment of a security policy distribution system 100
have been described in terms of a single master policy server and three local policy
servers as illustrated in Figure 1, but the invention is not so limited. Next, the particular
methods of the invention that perform the operations for the system 100 are described in
terms of computer software with reference to a series of flowcharts. The methods to be
performed by a computer constitute computer programs made up of computer-executable
instructions illustrated as blocks (acts). Describing the methods by reference to a
flowchart enables one skilled in the art to develop such programs including such
instructions to carry out the methods on suitably configured computers (the processing
unit of the computer executing the instructions from computer-readable media). The
computer-executable instructions may be written in a computer programming language or
may be embodied in firmware logic. If written in a programming language conforming
to a recognized standard, such instructions can be executed on a variety of hardware
platforms and for interface to a variety of operating systems. In addition, the present
invention is not described with reference to any particular programming language. It will
be appreciated that a variety of programming languages may be used to implement the
teachings of the invention as described herein. Furthermore, it is common in the art to
speak of software, in one form or another (e.g., program, procedure, process, application,
module, logic...), as taking an action or causing a result. Such expressions are merely a
shorthand way of saying that execution of the software by a computer causes the
processor of the computer to perform an action or a produce a result.

Referring first to Figure 2A, the acts to be performed by a computer executing a
master server method 200 to perform the operations described for the master policy
server 101 in Figure 1 is shown. The master server method 200 is invoked by one or
more of a series of predetermined events. If a new policy has been created, either at the

master policy server 101, or at one of the local policy servers, 103, 105, 107, (block 201),
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the master server method 200 obtains and stores the security policy at block 203. If the
master server method 200 receives a request for a new policy from a local policy server
(block 205), the master server method 200 replicates the policy to the requestor at block
207. It will be appreciated that the master policy server will replicate those policies
which are requested by the local policy server, i.e., those policies particular to the client
platforms which the local policy server is managing. If the master server method 200
receives a request for system status (block 209), the master server method 200
determines if the request is for historical or current status (block 213). If the report is for
current status, the master server method 200 obtains the current statistics from the local
servers at block 215. The appropriate status is returned to the requester at the block 217.
Otherwise, the event that invoked the master server method 200 is a scheduled
synchronization event and the master server method 200 synchronizes security policies
and statistics with the appropriate local policy servers at block 211.

A local server method 230 is illustrated in Figure 2B that performs the operations
previously described for the local policy servers 103, 105, 107 in Figure 1. As with the
master server method 200, the local server method 230 is invoked by one or more of a
predetermined sequence of events. If a new policy has been configured on the local
policy server (block 231), the local server method 230 sends the new policy to the master

" policy server at block 233 for replication to the other local policy servers. If the event is
a scheduled check for the availability of new policies (block 235), the local server
method 230 requests appropriate new policies from the master policy server at block 237
and receive and apply any new policies at block 239. If the local server method 230
receives a request for current status from the master server method 200 (block 241), it
send its current statistics to the master policy server at block 243. Otherwise, the event is
a scheduled synchronization event and the local server method 230 synchronizes with the
master policy server at block 245, sending statistics from the local data store to the
master policy server and receiving any updates to the security policies.

The methods performed by a master policy server and local policy server have
been shown by reference to flowcharts in Figures 2A and 2B, respectively, including all
the acts from 201 until 217 and from 231 until 245. It will be appreciated that more or

fewer processes may be incorporated into the methods illustrated in Figures 2A-B
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