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226 6,928,555 08/09/2005 Drew

227 6,931,540 08/16/2005 Edwards ct al.

228 6,931,546 08/16/2005 Kouznetsov et al.

229 6,934,857 08/23/2005 Bartleson et al.

230 6,938,161 08/30/2005 Vignoles et al.

23] 6,941,358 09/06/2005 Jomer et al.

232 6,944,775 /13/2005 Barton ¢t al.

2133 6,947,986 09/20/2005 Huang et al.

234 6,950,933 09/27/2005 Cook et al.

235 6,950,947 09/27/2005 Purtell et al.

236 6,959,418 10/25/2005 Churchyard

237 6,961,783 11/01/2005 Cook et al.

238 6,963,978 11/08/2005 Muttik et al.

239 6,964,014 11/08/2005 Parish

240 6,965,928 11/15/2005 Cox etal.

241 | 6,966,059 11/15/2005 Shetty et al.

242 | 6,968 461 11/22/2005 Lueas ct al.

243 6,970,697 11/29/2005 Kouznetsov et al.

244 | 6,970,823 11/29/2005 Yago et al.

245 | 6,971,023 11/29/2005 Makinson et al.

246 | 6973,577 12/06/2005 Kouznetsov

247 6,973,578 12/06/2005 Mclchione

248 6,976,068 12/13/2005 Kadam et al.

249 6,976,168 12/13/2005 Branstad el al.

250 6,978,454 12/20/2005 Singleton
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251 6,980,992 12/27/2005 Hursey et al.

252 6,981,280 12/27/2005 Grupe

253 6,983,325 01/03/2006 Watson ct al.

254 6,983,326 01/03/2006 Vigue et al.

255 6,983,380 01/03/2006 Ko

256 6,983,486 01/03/2006 Hanchett

257 6,986,160 01/10/2006 LeGrow

258 6,987,963 01/17/2006 Kouznetsov et al.

250 6.988.209 01/17/2006 ?lainllasubramaniam ct

260 6,993,660 01/31/2006 Libenzi et al.

261 7,000,247 02/14/2006 Banzhof

262 7,000,250 02/14/2006 Kuo et al.

263 7,003,561 02/21/2006 Magdych et al.

264 7,007,302 02/28/2006 Jagger et al,

265 7,010,696 03/07/2006 Cambridge et al.

266 7,013,330 03/14/2006 Tarbotton et al.

267 7,016,939 03/21/2006 Rothwell et al.

268 7,016,948 03/21/2006 Yildiz

269 7,023,861 04/04/2006 Makinson et al.

270 7,024,432 04/04/2006 Muttik et al.

271 7,024,694 /04/2006 Ko

272 7,035,544 04/25/2006 Won

273 7,036,147 04/25/2006 Hursey

274 7,039,702 05/02/2006 Churchyard

275 7,039,721 05/02/2006 Wuet al.
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276 7,043,024 05/09/2006 Dinsmore et al.

277 7,043,634 05/09/2006 WolfT et al.

278 7,043,756 05/09/2006 Tsafnat et al.

279 7,043,758 05/09/2006 Grupe

280 7,047,297 05/16/2006 Huntington et al.

281 7,051,077 05/23/2006 Lin

282 7,055,036 05/30/2006 Kouznetsov et al.

283 7,058,975 06/06/2006 Edwards et al.

284 7,062,555 06/13/2006 Kouznetsov et al.

285 7,062,783 06/13/2006 Joiner

286 7,065,790 06/20/2006 Gryaznov

287 7,069,316 06/27/2006 Gryaznov

288 7,069,330 06/27/2006 MecArdle et al.

289 7,069,581 06/27/2006 Fu et al.

290 7,069,594 06/27/2006 Bolin

201 | 7,076,650 07/11/2006 Sonnenberg

202 7,080,000 07/18/2006 Cambridge

293 | 7,080,408 07/18/2006 Pak et al.

204 | 7.085931 08/01/2006 Smith et al,

205 7,085,934 08/01/2006 Edwards

206 7,086,050 08/01/2006 Barton et al.

207 7,089,259 08/08/2006 Kournetsov et al.

208 7,089,302 08/08/2006 Churchyard et al.

299 7,093,002 08/15/2006 WollT et al.

300 7,093,121 08/15/2006 Barton et al.
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301 7,093,292 08/15/2006 Pantuso

302 7,093,293 08/15/2006 Smithson ct al.

303 7,096,368 08/22/2006 Kouznetsov et al.

304 7,096,500 08/22/2006 Roberts et al.

305 | 7,096,501 08/22/2006 Kouznetsov et al.

306 7,096,503 08/22/2006 Magdych et al.

307 7,107,366 /12/2006 Cheng et al.

308 7,107,574 09/12/2006 Nedbal

309 7,107,617 09/12/2006 Hursey et al.

310 7,107,618 09/12/2006 Gordon et al.

311 7,114,183 09/26/2006 Jomer

312 7,114,185 09/26/2006 Moore et al.

313 7,117,533 10/03/2006 Libenzi

314 7,120,252 10/10/2006 Jones et al.

315 7,124,181 10/17/2006 Magdych et al.

316 7,134,140 11/07/2006 Fisher

317 7,136,487 11/14/2006 Schon ct al.

318 | 7,140,042 11/21/2006 Verma

319 | 7,146,155 12/05/2006 Kouznetsov

320 | 7,146,642 12/05/2006 Magdych ct al.

321 7,149,189 12/12/2006 Huntington et al.

322 7,150,042 12/12/2006 WollT et al.

323 7,152,105 12/19/2006 MeClure et al.

324 7,152,241 12/19/2006 Grupe

325 7,154,857 12/26/2006 Joiner et al.
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326 7,159,036 01/02/2007 Hinchliffe et al.

327 7,162,698 01/09/2007 Huntington ¢t al,

328 7,171,681 01/30/2007 Duncan ¢t al.

329 7,171,690 01/30/2007 Kouznetsov et al.

330 7,181,015 02/20/2007 Matt

33] 7,181,506 02/20/2007 Vigue et al.

332 7,181,613 02/20/2007 Boebert ¢t al.

333 7,185,361 02/27/2007 AshofTet al.

334 7,188,367 03/06/2007 Ldwards et al.

335 7,203,963 04/10/2007 Wu et al.

136 7,209,954 04/24/2007 Rothwell et al.

337 7,210,041 04/24/2007 Gryaznov el al.

338 7,210,168 04/24/2007 Hursey et al.

339 7,213,153 05/01/2007 Hollander et al.

340 7,213,260 05/01/2007 Judge

341 7,225,466 05/29/2007 Judge

342 | 7.228,565 06/05/2007 WollT et al.

343 7,231,440 06/12/2007 Kouznetsov et al.

344 7,231,637 06/12/2007 McEwan

345 | 7.231.664 06/12/2007 Markham et al.

346 7,231,665 06/12/2007 McArdle et al.

347 7,234,165 06/19/2007 Hursey ct al.

348 7,234,167 06/19/2007 Teblyashkin et al.

349 7,234,168 06/19/2007 Gupla et al.

350 7,237,008 06/26/2007 Tarbotton et al.
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15] 7,237,122 06/26/2007 Kadam et al.

352 7,237,222 06/26/2007 Nedbal ¢t al,

353 7,237,258 06/26/2007 Pantuso et al.

354 7,240,102 07/03/2007 Kouznetsov et al.

355 | 7,243,148 07/10/2007 Keir et al.

356 7,243,373 07/10/2007 Muttik et al.

357 7,251,685 07/31/2007 Yildiz

358 7,251,830 07/31/2007 Melchione

359 7,254,811 08/07/2007 Kouznetsov et al.

360 7,257,630 08/14/2007 Cole et al.

161 7,257,773 08/14/2007 Jagger et al.

362 7,257,842 08/14/2007 Barton ¢t al.

363 | 7.263,561 08/28/2007 | Greenet al.

364 7,263,718 08/28/2007 (YBrien et al.

365 | 7.266.843 09/04/2007 Tarbotton et al.

366 7,266,844 09/04/2007 Teblyashkin et al.

367 7,269,649 09/11/2007 Brown ¢t al.

368 7,269,851 09/11/2007 Ackroyd

269 7,272,724 09/18/2007 Tarbotton et al.

370 7,277,957 10/02/2007 Rowley et al.

371 | 7.281,267 10/09/2007 Tarbotion et al.

372 7,281,268 10/09/2007 Hollander et al.

373 | 7.284,267 10/16/2007 McArdle et al.

374 | 7,296,080 11/13/2007 Rowley et al.

375 7,299,361 11/20/2007 Kim et al.
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176 7,302,584 11/27/2007 Tarbotton et al.

377 | 7.302,706 11/27/2007 Hicks et al.

378 7,305,005 12/04/2007 Wu et al.

379 7,305,709 12/04/2007 Lymer et al.

380 | 7,308,702 12/11/2007 Thomsen et al,

18] 7,308,706 12/11/2007 Markham et al.

382 7,308,712 12/11/2007 Banzhol

383 7,308,715 12/11/2007 Gupta et al.

384 7,310,817 12/18/2007 Hinchliffe et al.

385 7.310,818 12/18/2007 Parish et al.

186 7,315,801 01/01/2008 Dowd et al.

387 7,315,804 01/01/2008 Huntington et al.

388 7,325,252 01/29/2008 Bunker V et al.

389 | 7,328,234 02/05/2008 | Nedbal et al.

390 | 7,334,222 02/19/2008 Keller

391 7,340,774 03/04/2008 Hursey et al.

392 7,340,775 03/04/2008 Tarbotton ¢t al.

393 7,343,626 03/11/2008 CGiallagher

394 | 7,346,781 03/18/2008 Cowie et al.

395 | 7.346,929 03/18/2008 Hammond

396 7,350,203 03/25/2008 Jahn

397 | 7350234 03/25/2008 S‘;T"“‘P"PS“U“'“’“‘

308 7,353,539 04/01/2008 Brawn et al.

299 | 7:359.962 047152008 | V) llebeck-LeMairet

400 7,373,659 05/13/2008 Vignoles et al.

Examiner Signature

Date Considered

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with

next communication to applicant.

Form (PTO-1449)

ForcePoint LLC

EX-1009
Page496



Sheet _17 of _34

Form PTO-1449 U.S. Department of Commerce | Attorney Dockel No. Application No.
(Modified) Patent and Trademark Office SPIP0012 14/499,230
Information Disclosure Statement Applicant
by Applicant Brett M. Oliphant

(Use several sheets if necessary) Filing Date Group Art Unit

(37 CFR §1.98(b)) 09/28/2014
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate

401 7,376,842 05/20/2008 Hursey

402 7,380,270 05/27/2008 Tracy et al.

403 7,383,556 06/03/2008 Pantuso et al.

404 7,383,581 06/03/2008 Moore et al.

405 7,389,539 06/17/2008 Kouznetsov

406 7,391,770 06/24/2008 Taylor et al.

407 7,392,043 06/24/2008 Kouznetsov et al.

408 7,398,516 07/08/2008 Berg et al.

409 7,398,517 07/08/2008 Berg et al.

410 7,401,359 07/15/2008 Gartside ct al.

411 7,409,593 08/05/2008 Aaron

412 7,409,714 08/05/2008 Gupta et al.

413 7,409,720 08/05/2008 Cambridge et al.

414 7,412,721 08/12/2008 Torii el al.

415 7,412,722 08/12/2008 Norris et al.

416 7,412,723 08/12/2008 Blake et al.

417 7,415,726 08/19/2008 Kelly ct al.

418 | 7.418,730 08/26/2008 Chu et al.

419 7,418,733 08/26/2008 Connary et al.

420 | 7418734 08/26/2008 Berg et al.

421 | 7418737 08/26/2008 Grupe

422 7,421,266 09/02/2008 Bruestle et al.

423 7,421,587 09/02/2008 Cowie et al.

424 7,424,744 09/09/2008 Wuetal

425 7,424,746 09,/09/2008 Magdych et al.
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426 7,426,551 09/16/2008 Benzinger et al.

427 7,440,403 10/21/2008 Rosenfled

428 7,440,471 10/21/2008 Hinchliffe et al.

429 7,441,274 10/21/2008 Drew

430 | 7.451,488 11/11/2008 Cooper et al.

431 7,458,098 11/25/2008 Judge et al.

432 7,461,403 12/02/2008 Libenzi et al.

433 7,464,408 12/09/2008 Shah et al.

134 7472.419 12/30/2008 ?lainllasubramaniam ct

435 7,472,421 12/30/2008 Cummins

136 7,480,941 01/20/2009 ?;llusuhramaniam et

437 | 7,483,861 01/27/2009 Joiner et al.

438 7,493,659 02/17/2009 Wu et al.

439 | 7.496,043 02/24/2009 Leong et al.

440 | 7.509.681 03/24/2009 Flowers et al.

441 7,516,483 04/07/2009 Brennan

442 | 7,519,994 04/14/2009 Judge et al.

443 | 7.522.531 04/21/2009 Joiner et al.

444 7,533,272 05/12/2009 Gordon et al.

445 7,536,456 05/19/2009 Williams et al.

446 7,536,715 05/19/2009 Markham

447 | 7,540,031 05/26/2009 Kouznetsov et al.

448 | 7.543.056 06/02/2009 McClure ct al.

449 7,543,070 06/02/2009 Watson et al.

450 7,543,329 06/02/2009 Viets et al.
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451 7,543,334 06/02/2009 Vignoles et al.

452 7,549,168 06/16/2009 Magdych et al.

453 7,552,480 06/23/2009 Voss

454 7,555,776 06/30/2009 Lymer et al.

455 | 7,587,759 09/08/2009 McArdle et al.

456 7,590,247 09/15/2009 Dinsmore et al.

457 7,590,725 /15/2009 Harrison

458 7,590,844 09/15/2009 Sherman et al.

459 7,590,855 09/15/2009 Irwin

460 7,590,859 09/15/2000 Brennan

461 7,594,262 09/22/2009 Hanzlik et al.

462 7,603,711 10/13/2009 Scheidell

463 7,613,625 11/03/2009 Heinrich

464 7,620,816 11/17/2009 Vigue et al.

465 7,624,422 11/24/2009 Williams et al.

466 7,624,444 11/24/2009 Giupta et al.

467 7,624,450 11/24/2009 Lymer ¢t al.

468 7,627,891 12/01/2009 Williams et al.

469 | 7,634,800 12/15/2009 Ide et al.

470 | 7.640.335 12/29/2009 Agrawal et al,

471 | 7,640,361 12/29/2009 Green et al.

472 7,640,586 12/29/2009 Johnson et al.

473 7,644,352 01/05/2010 Grupe

474 | 7.647.376 01/12/2010 | Jaggeret al.

475 7,664,845 02/16/2010 Kurtz et al.
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476 7,665,137 02/16/2010 Barton et al.

477 7,668,947 02/23/2010 Hutchinson et al.

478 7,669,237 02/23/2010 Shahbazi

479 7,673,043 03/02/2010 Keir et al.

480 7,673,146 03/02/2010 Wiedmann et al.

481 7,673,150 03/02/2010 Cox et al.

482 7,673,242 03/02/2010 Huntington et al.

483 7,673,342 03/02/2010 Hursey et al.

484 7,673,343 03/02/2010 Barton et al.

485 7,674,298 03/09/2010 Cambridge

486 7,681,208 03/16/2010 Pantuso et al.

487 7,693,742 04/06/2010 Joiner et al.

488 7,693,947 04/06/2010 Judge et al.

489 7,604,128 04/06/2010 Judge et al.

490 7,694,339 04/06/2010 Blake et al.

491 | 7.711,662 05/04/2010 Buscema

492 7,712,138 05/04/2010 Zobel et al.

493 7,716,719 05/11/2010 Kouznetsov et al.

494 | 7,716,742 05/11/2010 Roesch et al.

495 7,721,110 05/18/2010 Kournetsov et al,

496 7,739,722 06/15/2010 Okajo et al.

497 7,757,293 07/13/2010 Caceres et al.

498 7,757,361 07/20/2010 Edwards et al.

499 7,761,605 07/20/2010 Rothwell et al.

500 7,770,225 08/03/2010 Hammond
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501 7,779,466 08/17/2010 Judge et al.

502 7,783,545 08/24/2010 Sloan et al.

503 7,788,705 08/31/2010 Bruestle et al.

504 7,788,718 08/31/2010 Feietal

505 | 7,793,346 09/07/2010 Daub

506 | 7.793,348 09/07/2010 Lingafelt et al.

507 7,801,980 /21/2010 Roesch et al.

508 7,810,091 10/05/2010 Gartside et al.

509 7,818,739 10/19/2010 Cox et al.

310 7,822,666 10/26/2010 Bursch

511 | 7,823,204 10/26/2010 Gupta et al.

512 7,827,607 11/02/2010 Sobel et al.

513 7,827,611 11/02/2010 Kouznetsov et al.

514 7,836,501 11/16/2010 Sobel et al.

515 7,840,663 11/23/2010 Hinchlifle et al.

516 7,841,007 11/23/2010 Currie et al.

517 7,845,007 11/30/2010 Kennis

518 7,861,285 12/28/2010 Ashoffet al.

519 | 7,861,303 12/28/2010 Kouznetsov et al.

520 | 7.865938 01/04/2011 Shahbazi

521 | 7,865,956 01/04/2011 Cambridge et al.

522 7,870,203 01/11/2011 Judge et al.

523 7,882,555 02/01/2011 Ben-Itzhak

524 | 7.895.641 02/22/2011 Schneier et al.

325 7,900,254 03/01/2011 Fisher et al.
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2 Networked Systems Survivability Program, cover page - page 220 and report documentation page
"Review SPQUERY™, in Network Computing, November 2000,
3 www.networkcomputer.co.uk/back_iss/prod_update/reviews/spquery4.1.htm
Business Wire, "Ready for Windows 2000 Service Pack 1?7 St. Bernard Software's SPQuery 4.0 is
Here Just Time," August 2, 2000, pp. 1-2,
4 www.findarticles.com/p/articles/mi_mOEIN/is_August 2/ai 63819686/print
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Mark Joseph Edwards, "Useful SPQuery 3.0 automates finding, installing hotfixes," in InfoWorld,
5 June 21, 1999, www.infoworld.com/cgi-bin/displayArchive.pl?/99/25/c04-25.46.htm

6 SPQuery User's Manual, Version 4.2, pp. 1-58

WebConscle Core 4.0 for NetWare, archived May 11, 2000, pp. 1-3
7 http://web.archive.org/web/2000051 1133746/ www.patchlink.com/products/wenw _product...

PatchLink, Gravitix The Patch Finder, archived August 15, 2000,
8 http://web.archive.orghweb/20000815094824//iwww.patchlink.com/products/gravitix.asp

Steve Manzuik , "Ultimate Security Toolkit", InstantDoc #9202, May 16, 2000, pp. 1-3
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"Network Vulnerability Assessment Report,” April 19, 2000, pp. 1-4,
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10 e Mgmt Vulnerability Assessment Report.pdf

"Host Vulnerability Summary Report," April 19, 2000, pp. 1-8,
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11 chnician Host Vulnerability Summary Report.pdf

Internet Security Systems, Inc.: Securing E-Business, 1SS SAFEsuite products, Security Assessment:
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"Internet Security Systems; Internet Scanner", archived June 6, 2001, pp. 1-2
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"To Setup Secure PC Network:", archived August 16, 2000, pp. 1-15
14 http://web.archive.orgiweb/20000816192628/ www.citadel.com/downloads/SPC+readme. txt

"Microsoft Security Glossary”, published October 29, 2002, updated December 19, 2005, pp. 1-18,
15 www.microsoft.com/security/glossary.mspx

16 U.S. Provisional Application No. 60/234 680, filed September 22, 2000

17 Gravitix Screenshot, July 24, 2000
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: YALEW, FIKREMARIAM A
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Datc: 12/4/2014
REMEDIATION

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §§ 1.56 AND 1.97(b)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

The reference(s) listed in the attached PTO Form 1449, cap(ies) of which is attached
(when necessary), may be material to examination of the above-identified patent application.
Applicants submit the reference(s) in compliance with their duty of disclosure pursuant to 37
CFR §§ 1.56 and 1.97. The Examiner is requested to make the reference(s) of official record in

this application.

This Information Disclosure Statement is not to be construed as a representation that a
search has been made, that additional information material to the examination of this application

does not exist, or that the reference(s) indeed constitutes prior art.
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The definitions set forth in the initial Glossary section of the present application have
support in and thus have the benefit of one or more of the claimed priority applications. See also
Thus, no new matter has been added as a result of the inclusion of the definitions sct forth in the
initial Glossary scction of the present application. MPEP 2163.07. While such definitions sct
forth in the initial Glossary section are limiting to the present application, such definitions should
not necessarily be deemed limiting in connection with any counterpart applications/patents

without such definitions.

This Information Disclosure Statement is believed to be filed within three months of the
filing date of a national application other than a continued prosecution application, within three
months of the date of entry of the national stage in an international application, before the
mailing of a first Office action on the merits, or before the mailing of a first Office action after
the filing of a request for continued examination. Accordingly, it is belicved that no fees are due
in connection with the filing of this Information Disclosure Statement.

Respectfully submitted,
/Brian Owens/

Brian Owens
Reg. No. 55,517

Brian Owens, Esq.
3712 Kimble Dr.
Plano, TX 75025
(469) 235-4750

vatentfaciiistor smatlcom
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.0. Box 1450
Alexandra, Virginia 223131450
WWW ISP OV

APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO. |
14/499,220 09/28/2014 Brett M. Oliphant SP1pPo12 9215
127962 7590 0108015 . .
; X EXAMINER
Brian Owens, Esq. | |
3712 Kimble Dr HERZOG, MADHURI R
Plano, TX 75025
| ART UNIT | PAPER NUMBER |
2438
| MAIL DATE I DELIVERY MODE |
OL/OB2015 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Notice of References Cited

Application/Control No.

Applicant(s)/Patent Under
Reexamination

14/499,230 OLIPHANT ET AL.
Examiner Art Unit
MADHURI HERZOG 2438 Page 1 of 1

U.S. PATENT DOCUMENTS

* Courtre%c:dr:-ilrltrrrtgmg:&; Code MI\.E?(E?YY Name Classification
* A | US-2003/0126472 A1 07-2003 Banzhof, Carl E. 713/201
* B | US-2005/0235360 A1 10-2005 Pearson, Sterling Michael 726/023
* c | US-2006/0101517 A1 05-2006 Banzhof et al. 726/025
* p | US-7,278,163 B2 10-2007 Banzhof et al. 726/25
* E | US-7,353,539 B2 04-2008 Brawn et al. 726/25
* F | US-8,135,830 B2 03-2012 McClure et al. 709/224
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K | US-
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FOREIGN PATENT DOCUMENTS
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MON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
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“A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign,

U.5. Palent and Trademark Office
PTO-822 (Rev. 01-2001)
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Application No. Applicani(s)
First Action Interview Pilot Program | 14/499.230 OLIPHANT ET AL.
Pre-interview Communication Examiner Art Unit AlA (First Inventor to File)
S
MADHURI HERZOG 2438 Nt:tus

-The MAILING OR NOTIFICATION DATE of this communication appears on the cover sheet with the correspondence address -

THE SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ONE MONTH OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING OR NOTIFICATION DATE OF THIS COMMUNICATION.

This time period for reply is extendable under 37 CFR 1.136(a) for only ONE additional MONTH.
This communication constitutes notice under 37 CFR 1.136(a)(1)(i).

Applicant must, within the time period for reply, file: (1) A letter requesting not to have a first action interview; (2) A reply under 37 CFR
1.111 waiving the first action interview and First Action Interview Office Action; or (3) An Applicant Initiated Interview Request Form (PTOL-
413A) electronically via EFS-Web, accompanied by a proposed amendment or arguments, and schedule the interview within 2 months from
the filing of the request. A failure to respond to this communication will be treated as a request not to have an interview. If applicant waives
the First Action Interview Office Action, the instant Pre-Interview Communication is deemed the first Office Action on the Merits. The next
subsequent Office action may be made final if appropriate. See MPEP 706.07(a).

Status
1)BJ Responsive to communication(s) filed on 11/12/2014.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

Disposition of Claims
2)K Claim(s) 3-22is/are pending in the application.
2a) Of the above claim(s) is/are withdrawn from consideration.
3)0 Claim(s) is/are allowed.
4)J Claim(s) 3-22 is/are rejected.
5)[0 Claim(s) _____is/are objected to.
8)[] Claim(s) are subject to restriction and/or election requirement.

Application Papers
7) The specification is objected to by the Examiner.

8)&J The drawing(s) filed on 11/12/2014 is/are: a)[{] accepted or b)[[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
9)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)lJAI  b)[]Some * c)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

"See the attached detailed Office action for a list of the certified copies not received.

Contact Information
Examiner's Telephone Number: (571)270-3359

Examiner’s Typical Work Schedule: M-F from 8:30am - 5:00pm

Supervisor's Name: Taghi Arani Supervisor's Telephone Number: 571-272-3787
Attachment(s)
1) XNotice of References Gited (PTO-892) 3) Cinterview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) glnformatlon Disclosure Statement(s} (PTCQ/SB/08) D i
Paper No(s)Mail Date 12:04/2014. 4L Cther: ___.
U.5 Patent and Trademark Otfice
PTOL-413FP (Rev. 08-13)  First Action Interview Pilot Program - Pre-Interview Communication Part of Paper No./Mail Date 20150107
Page1of3
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First Action Interview Pilot Program
Pre-Interview Communication

Application No. Applicant(s)

14/499,230 OLIPHANT ET AL.
Examiner Art Unit AlA (First Inventor to File)
MADHURI HERZOG 2438 Status

Notification of Rejection(s) and/or Objection(s)

# Claim(s) (it applicat;le) Sta1ut'ﬂry Basis Brief Explanation of Rejection
obviousness tvoe Claims 3-22 are analogous to claims of U.S. Patent No. 8266699.
1 3-22 YP Claims 3-22 are also analegous to claims of U.S. applications: 14/499226. 14/499227 and
Double Patenting 14/499239
2 456 35 U.S.C 112, | Claims use the phrase "particular” by itself. For example: claim 4 recites: "attack packet of
v 2nd the particular”. Unclear what "particular” stands for.
37 16 Brawn, Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line 38-column 10, line 16,
3 20' T Banzhof1, 103(a) column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-[0026]. Banzhof2: column
Banzhof2 13. lines 1-17.
Brawn Banzhof1
4 | 4,5 6,9-15 | , Banzhof2 and 103(a) Pearson: [0061]-[0063], [0069], [0082]-[0085]
Pearson
Brawn, Banzhof1
5 8 , Banzhof2 and 103(a) MeClure: column 14, lines 37-67, column 15, lines 35-55
McClure
Expanded Discussion/Commentary
3 claim 3: Brawn teaches limitations 1-3 and 6-7 but not mitigation type. US 20030126472: Banzhof1 teaches: mitiigation type including patch,
policy setling; limitation 5: selecting and the last limitation. US 7278163 Banzhof2: teaches: limitation 4: displaying.
DATE:

U5 Patent and Trademark Office

PTOL-413FF (Rev. 08-13)

First Action Interview Pilot Program - Pre-Interview Communication

Parl of Paper No./Mail Date 20150107

Page 2 of 3
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First Action Interview Pilot Program

Pre-interview Communication

Application No.

Applicant(s)

14/499,230 OLIPHANT ET AL.
Examiner Art Unit AlA (First Inventor to
MADHURI HERZOG 2438 File) Status

Notification of Rejection(s) and/or Objection(s)

. Reference(s) Rejection . . —_—
# Claim(s) (it applicable) Statutory Basis Brief Explanation of Rejection
Brawn, Banzhof1
6 17-19 . Banzhof2 and 103(a) Banzhof3: [0012]-[0013], [0016]. [00586]
Banzhof3
- 21 Brawn and 103 Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line 38-column 10, line 16,
Banzhof1 a) column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-[0026]
Brawn, Banzhof1 Brawn: column 3. lines 15-60. column 4, lines 42-55, column 9, line 38-column 10, line 16,
8 22 . Banzhof2 and 103(a) column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-[0026]. Banzhof2:
Pearson columni3, lines1-17. Pearson: [0008], [0082]
E: d Di Cc Y
6 US 20060101517: Banzhof3
7 claim 21: Brawn teaches limitations 1-5 but not mitigation type. US 20030126472: Banzhof1 teaches: mitigation lype including patch, policy
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3. A record in this system of records may be disclesed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclesed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant fo 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may he disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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1 5,210,854 05/11/1993 Beaverton et al.
2 5,249,705 10/05/1993 Gales
3 5,253,782 10/19/1993 Gates et al.
4 5,272,754 12/21/1993 Boerbert
3 5,276,735 01/04/1994 Boebert et al.
6 5,361,359 11/01/1994 Tajalli et al.
7 5,499,297 03/12/1996 Boebert
5,502,766 03/26/1996 Boebert et al.
9 5,557,346 09/17/1996 Lipner et al.
10 5,557,765 09/17/1996 Lipner et al.
11 5,596,718 01,/21/1997 Boebert et al.
12 5,612,503 03/18/1997 Sepp
13 5,640,454 06/17/1997 Lipner et al.
14 5,662,291 09,/02/1997 Sepp et al.
15 5,696,907 12/09/1997 Tom
16 5,745,573 04/28/1998 Lipner et al.
17 5,796,836 08/18/1998 Markham
18 5,819,275 10/06/1998 Badger et al.
19 | 5822435 10/13/1998 Boebert et al.
20 | 5831987 11/03/1998 Spilo
21 | 5.864,683 01/26/1999 Boebert et al.
22 5,867,647 02/02/1999 Haigh et al.
23 5,913,024 06/15/1999 Green et al.
24 | 5915087 06/22/1999 Hammond et al.
25 5,918,018 06/29/1999 Giooderum et al.
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26 5,950,195 09/07/1999 Stockwell et al.
27 5,956,403 09/21/1999 Lipner et al,
28 5,968,133 10/19/1999 Latham ct al.
29 5,983,350 11/09/1999 Minear et al.
30 5,991,406 11/23/1999 Lipner et al.
3] 5,991,856 11/23/1999 Spilo et al.
32 6,003,084 12/14/1999 Green et al.
13 6,006,035 12/21/1999 Nabahi
1 6.028.514 02/22/2000 ‘];l(‘}mcl.‘iﬂl'l deceased ct
15 6,029,256 02/22/2000 Kouznetsov
36 6,035,423 03/07/2000 Hodges et al.
37 6,055,527 04/25/2000 Badger et al.
38 6,064,811 05/16/2000 Spilo et al.
19 6,072,942 06/06/2000 Stockwell et al.
40 6,084,510 07/04/2000 Lemelson et al.
M 6,122,657 09/19/2000 Hoffman Jr. et al.
42 6,134,601 10/17/2000 Spilo et al.
43 6,144,934 11/07/2000 Stockwell et al.
44 6,151,643 11/21/2000 Cheng ct al.
45 6,173,180 01/09/2001 Hussain et al.
46 6,182,226 01/30/2001 Reid et al.
47 6,185,689 02/06/2001 Todd Sr. et al.
48 6,195,352 02/27/2001 Cushman et al.
49 6,205,552 03/20/2001 Fudge
50 6,208,999 03/27/2001 Spilo et al.
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51 6,209,101 03/27/2001 Mitchem et al.

32 6,219,707 04/17/2001 Gooderum et al.

53 6,226,372 05/01/2001 Beehe et al.

54 6,230,199 05/08/2001 Revashetti et al.

55 6,230,288 05/08/2001 Kuo et al.

36 6,240,531 05/29/2001 Spilo et al.

57 6,249,585 06/19/2001 McGrew el al.

58 6,266,774 07/24/2001 Sampath et al.

39 6,266,811 07/24/2001 Nabahi

60 6,267,039 07/31/2001 Crarnecki

61 6,269,456 07/31/2001 Hodges et al.

62 6,272,632 08/07/2001 Carman et al.

63 6,275,942 08/14/2001 Bernhard et al.

64 6,282,546 08/28/2001 Gleichaul et al.

65 6,298,422 10/02/2001 Spilo et al.

66 6,301,658 10/09/2001 Koehler

67 6,301,668 10/09/2001 Gleichauf et al.

68 6,301,699 10/09/2001 Hollander et al.

69 6,314,190 11/06/2001 Zimmermann

70 | 6321,293 11/20/2001 Fabrizio et al.

71 6,321,336 11/20/2001 Applegate et al.

72 6,324,656 11/27/2001 Gleichauf et al.

73 6,332,195 12/18/2001 (ireen et al.

74 6,336,186 01/01/2002 Dyksterhouse et al.

75 6,343,362 01,/29/2002 Ptacek et al.
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Madhuri Herzog/ 01/07/2015
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76 6,351,794 02/26/2002 Spilo et al.

77 6,353,446 03/05/2002 Vaughn et al.

78 6,357,010 03/12/2002 Viets ct al.

79 6,370,578 04/09/2002 Revashetti et al.

80 6,385,458 05/07/2002 Papadimitriou et al.

g1 6,393,424 05/21/2002 Hallman et al.

82 6,402,689 06/11/2002 Scaranlino ¢t al.

Q3 6,415,321 07/02/2002 (ileichauf et al.

84 6,442,686 08/27/2002 McArdle et al.

85 6,453,347 09/17/2002 Revashetti et al.

86 6,453,419 09/17/2002 Flint et al.

87 6,457,076 09/24/2002 Cheng et al.

88 6,460,126 10/01/2002 Spilo et al.

89 6,470,384 10/22/2002 O'Brien et al.

o | 647755 1052002 | Belasubramaniam et

91 6,477,651 11/05/2002 Teal

92 6,493,756 12/10/2002 (YBrien et al.

93 | 6,496,875 12/17/2002 Cheng et al.

04 6,499,107 12/24/2002 Gleichauf et al.

o5 | 6:499,109 12/24/2002 E“IaS"br"‘m"‘“"“m et

96 6,510,448 01/21/2003 Churchyard

97 6,515,122 01/28/2003 Magdych et al.

98 6,523,023 02/18/2003 Sonnenberg

99 6,535,227 03/18/2003 Fox et al.

100 6,542,943 04/01/2003 Cheng et al.
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Madhuri Herzog/
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101 6,546,493 04/08/2003 Magdych et al.
102 6,550,012 04/15/2003 Villa ¢t al.
103 6,553,377 04/22/2003 Eschelbeck et al.
104 6,553,378 04/22/2003 Eschelbeck
105 | 6,567,808 05/20/2003 Eschelbeck et al,
106 | 6,584,504 06/24/2003 Choe
107 6,584,508 06/24/2003 Epstein et al.
108 6,587,888 07/01/2003 Chieu et al.
109 6,601,091 07/29/2003 Spilo
110 6,604,139 08/05/2003 Sajina et al.
111 6,608,817 08/19/2003 Ivory
112 6,611,869 08/26/2003 Eschelbeck et al.
113 6,611,925 08/26/2003 Spear
114 6,615,266 09/02/2003 HofTman Jr. el al.
115 6,622,150 09/16/2003 Kournetsov et al,
116 6,633,835 10/14/2003 Moran et al.
117 6,636,972 10/21/2003 Ptacck et al.
118 | 6,640,307 10/28/2003 Viets et al.
119 | 6,654,751 11/25/2003 Schmugar et al.
120 | 6,654,782 11/25/2003 O'Brien et al.
121 | 6,658,571 12/02/2003 O'Brien et al.
122 6,663,000 12/16/2003 Muttik et al.
123 6,665,269 12/16/2003 Schmitz
124 | 6,668,054 12/23/2003 Contino et al.
125 6,668,289 12/23/2003 Cheng et al.
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126 6,671,368 12/30/2003 Contino et al.
127 6.671.812 12/30/2003 Zalasubramamam et
128 | 6,674,738 01/06/2004 Yildiz et al.
129 6,675,042 01/06/2004 Swerdlow et al.
130 6,678,887 01/13/2004 Hallman et al.
131 6,684,329 01/27/2004 Epstein et al.
132 6,687,833 02/03/2004 Osborne et al.
133 | 6,693,888 02/17/2004 Cafarelli et al.
134 6,697,337 02/24/2004 Calarelli et al.
135 6,697,870 02/24/2004 Cafarelli I11 et al.
136 | 6,697,950 02/24/2004 Ko
137 6,701,440 03/02/2004 Kim et al.
138 | 6701441 03/02/2004 L‘I"]“”bm'“a“'a"' o
139 | 6,704,874 03/09/2004 Porras et al.
140 | 6,707,794 03/16/2004 Leong et al.
141 6,708,292 03/16/2004 Mangasarian
142 | 6,711,127 03/23/2004 Gorman et al.
143 6,714,513 03/30/2004 Joiner et al.
144 6,718,469 04/06/2004 Pak et al.
145 6,721,847 04/13/2004 Hursey
146 6,725,377 04/20/2004 Kouznetsov
147 | 6,728,219 04/27/2004 Leong et al.
148 | 6.728,885 04/27/2004 Taylor et al.
149 6,732,157 05/04/2004 Grordon et al.
150 6,735,629 05/11/2004 Cafarelli III et al.
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151 6,735,703 05/11/2004 Kilpatrick et al.

152 6,742,124 05/25/2004 Kilpatrick et al,

153 6,742,128 05/25/2004 Joiner

154 | 6,745,192 06/01/2004 Libenzi

155 | 6,745,311 06/01/2004 Fabrizio ¢t al.

156 6,748,534 06/08/2004 Gryaznov et al.

157 6,751,627 06/15/2004 Sternin

158 6,751,718 06/15/2004 Manin

159 6,754,488 06/22/2004 Won et al.

160 6,754,705 06/22/2004 Joiner et al.

161 6,757,727 06/29/2004 Ivory

162 6,757,822 06/29/2004 Feiertag et al.

163 6,757,830 06/29/2004 Tarbotton et al.

164 6,760,845 07/06/2004 Calarelli et al.

165 6,763,403 07/13/2004 Cheng et al,

166 6,763,466 07/13/2004 Glover

167 6,766,458 07/20/2004 [arris ct al.

168 | 6,768,721 07/27/2004 Schmitz et al.

169 | 6,768,991 07/27/2004 Hearnden

170 | 6,769,016 07/27/2004 Rothwell et al.

171 | 6.772,332 08/03/2004 Boebert et al.

172 6,772,334 08/03/2004 Glawitsch

173 6,772,345 08/03/2004 Shetty

174 | 6,775,704 08/10/2004 Watson et al.

175 6,775,780 08/10/2004 Muttik
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176 6,779,033 08/17/2004 Watson et al.
177 6,782,421 08/24/2004 Soles et al.
178 6,782,527 08/24/2004 Kouznetsov et al.
179 6,785,237 08/31/2004 Sufleta
180 6,785,820 08/31/2004 Muttik et al.
181 | 6,785,821 08/31/2004 Teal
182 6,789,082 J07/2004 Sternin el al.
183 6,789,117 09/07/2004 Joiner et al.
184 6,789,201 09/07/2004 Barton et al.
185 | 6,789,202 09/07/2004 Ko et al.
186 | 6,792,543 09/14/2004 Pak et al.
187 6,799,197 09/28/2004 Shetty et al.
188 6,801,756 10/05/2004 Agrawal et al.
189 6,801,940 10/05/2004 Moran et al.
190 6,802,012 10/05/2004 Smithson et al.
191 6,810,017 10/26/2004 Leong et al.
192 6,814,842 11/09/2004 Yago ct al.
193 6,816,973 11/09/2004 Gileichauf et al.
194 | 6,823,460 11/23/2004 Hollander et al.
195 6,826,608 11/30/2004 Sheth et al.
196 | 6,826,698 11/30/2004 Minkin et al.
197 6,834,301 12/21/2004 Hanchett
198 6,836,860 12/28/2004 Muttik et al.
199 6,839,852 01/04/2005 Pantuso et al.
200 6,842,860 01/11/2005 Branstad et al.
Examiner Signature Date Considered
Madhuri Herzog/ 01/07/2015
EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
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201 6,842,861 01/11/2005 Cox et al.
202 6,843,190 01/18/2005 LaPicrre-McAfce
203 6,845,449 01/18/2005 Carman ct al.
204 6,851,058 02/01/2005 Gartside
205 6,851,061 02/01/2005 Holland 11T et al.
206 6,859,793 02/22/2005 Lambiase
207 6,862,581 03/01/2005 Lambiase
208 6,868,069 03/15/2005 Knobbe et al.
209 6,868,413 03/15/2005 Grindrod et al.
210 6,871,279 03/22/2005 Sames et al.
211 6,874,018 03/29/2005 Wu
212 6,879,812 04/12/2005 Agrawal et al.
213 6,886,099 04/26/2005 Smithson et al,
214 6,892,227 05/10/2005 Elwell et al.
215 6,802,241 05/10/2005 Kournetsov et al,
216 6,895,387 05/17/2005 Roberts et al.
o7 | 6895513 05/17/2005 35‘1‘“‘““'““““'“ et
218 6,898,712 05/24/2005 Vignoles et al.
219 6,898,715 05/24/2005 Smithson et al.
220 6,904,521 06/07/2005 Jivsov
221 6,907,396 06/14/2005 Muttik et al.
297 6,915,426 07/05/2005 Carman et al.
223 6,920,493 07/19/2005 Schwab
224 6,920,558 07/19/2005 Sames et al.
225 6,922,776 07/26/2005 Cook et al.
Examiner Signature Date Considered
. e g
Madhuri Herzog/ 01/67/2015
EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Form (PTO-1449)

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./

ForcePoint LLC
EX-1009
Page554



Receipt date: 12/04/2014 14499230 - GAU: 2438

Sheet _10 of _34

Form PTO-1449 U.S. Department of Commerce | Attorney Dockel No. Application No.
(Modified) Patent and Trademark Office SPIP0012 14/499,230
Information Disclosure Statement Applicant
by Applicant Brett M. Oliphant

(Use several sheets if necessary) Filing Date Group Art Unit

(37 CFR §1.98(b)) 09/28/2014
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial ID Number Date Patentee Class | Subclass | If Appropriate

226 6,928,555 08/09/2005 Drew

227 6,931,540 08/16/2005 Edwards ct al.

228 6,931,546 08/16/2005 Kouznetsov et al.

229 6,934,857 08/23/2005 Bartleson et al.

230 6,938,161 08/30/2005 Vignoles et al.

23] 6,941,358 09/06/2005 Jomer et al.

232 6,944,775 /13/2005 Barton ¢t al.

2133 6,947,986 09/20/2005 Huang et al.

234 6,950,933 09/27/2005 Cook et al.

235 6,950,947 09/27/2005 Purtell et al.

236 6,959,418 10/25/2005 Churchyard

237 6,961,783 11/01/2005 Cook et al.

238 6,963,978 11/08/2005 Muttik et al.

239 6,964,014 11/08/2005 Parish

240 6,965,928 11/15/2005 Cox etal.

241 | 6,966,059 11/15/2005 Shetty et al.

242 | 6,968 461 11/22/2005 Lueas ct al.

243 6,970,697 11/29/2005 Kouznetsov et al.

244 | 6,970,823 11/29/2005 Yago et al.

245 | 6,971,023 11/29/2005 Makinson et al.

246 | 6973,577 12/06/2005 Kouznetsov

247 6,973,578 12/06/2005 Mclchione

248 6,976,068 12/13/2005 Kadam et al.

249 6,976,168 12/13/2005 Branstad et al.

250 6,978,454 12/20/2005 Singleton
Examiner Signature Madhur Herzgg; Date Considered 010712015
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251 6,980,992 12/27/2005 Hursey et al.

252 6,981,280 12/27/2005 Grupe

253 6,983,325 01/03/2006 Watson ct al.

254 6,983,326 01/03/2006 Vigue et al.

255 6,983,380 01/03/2006 Ko

256 6,983,486 01/03/2006 Hanchett

257 6,986,160 01/10/2006 LeGrow

258 6,987,963 01/17/2006 Kouznetsov et al.

250 6.988.209 01/17/2006 ?lainllasubramaniam ct

260 6,993,660 01/31/2006 Libenzi et al.

261 7,000,247 02/14/2006 Banzhof

262 7,000,250 02/14/2006 Kuo et al.

263 7,003,561 02/21/2006 Magdych et al.

264 7,007,302 02/28/2006 Jagger et al,

265 7,010,696 03/07/2006 Cambridge et al.

266 7,013,330 03/14/2006 Tarbotton et al.

267 7,016,939 03/21/2006 Rothwell et al.

268 7,016,948 03/21/2006 Yildiz

269 7,023,861 04/04/2006 Makinson et al.

270 7,024,432 04/04/2006 Muttik et al.

271 7,024,694 /04/2006 Ko

272 7,035,544 04/25/2006 Won

273 7,036,147 04/25/2006 Hursey

274 7,039,702 05/02/2006 Churchyard

275 7,039,721 05/02/2006 Wuet al.
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276 7,043,024 05/09/2006 Dinsmore et al.

277 7,043,634 05/09/2006 WolfT et al.

278 7,043,756 05/09/2006 Tsafnat et al.

279 7,043,758 05/09/2006 Grupe

280 7,047,297 05/16/2006 Huntington et al.

281 7,051,077 05/23/2006 Lin

282 7,055,036 05/30/2006 Kouznetsov et al.

283 7,058,975 06/06/2006 Edwards et al.

284 7,062,555 06/13/2006 Kouznetsov et al.

285 7,062,783 06/13/2006 Joiner

286 7,065,790 06/20/2006 Gryaznov

287 7,069,316 06/27/2006 Gryaznov

288 7,069,330 06/27/2006 MecArdle et al.

289 7,069,581 06/27/2006 Fu et al.

290 7,069,594 06/27/2006 Bolin

201 | 7,076,650 07/11/2006 Sonnenberg

202 7,080,000 07/18/2006 Cambridge

293 | 7,080,408 07/18/2006 Pak et al.

204 | 7.085931 08/01/2006 Smith et al,

205 7,085,934 08/01/2006 Edwards

206 7,086,050 08/01/2006 Barton et al.

207 7,089,259 08/08/2006 Kournetsov et al.

208 7,089,302 08/08/2006 Churchyard et al.

299 7,093,002 08/15/2006 WollTl et al.

300 7,093,121 08/15/2006 Barton et al.
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301 7,093,292 08/15/2006 Pantuso

302 7,093,293 08/15/2006 Smithson ct al.

303 7,096,368 08/22/2006 Kouznetsov et al.

304 7,096,500 08/22/2006 Roberts et al.

305 | 7,096,501 08/22/2006 Kouznetsov et al.

306 7,096,503 08/22/2006 Magdych et al.

307 7,107,366 /12/2006 Cheng et al.

308 7,107,574 09/12/2006 Nedbal

309 7,107,617 09/12/2006 Hursey et al.

310 7,107,618 09/12/2006 Gordon et al.

311 7,114,183 09/26/2006 Jomer

312 7,114,185 09/26/2006 Moore et al.

313 7,117,533 10/03/2006 Libenzi

314 7,120,252 10/10/2006 Jones et al.

315 7,124,181 10/17/2006 Magdych et al.

316 7,134,140 11/07/2006 Fisher

317 7,136,487 11/14/2006 Schon ct al.

318 | 7,140,042 11/21/2006 Verma

319 | 7,146,155 12/05/2006 Kouznetsov

320 | 7,146,642 12/05/2006 Magdych ct al.

321 7,149,189 12/12/2006 Huntington et al.

322 7,150,042 12/12/2006 WollT et al.

323 7,152,105 12/19/2006 MeClure et al.

324 7,152,241 12/19/2006 Grupe

325 7,154,857 12/26/2006 Joiner et al.
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326 7,159,036 01/02/2007 Hinchliffe et al.

327 7,162,698 01/09/2007 Huntington ¢t al,

328 7,171,681 01/30/2007 Duncan ¢t al.

329 7,171,690 01/30/2007 Kouznetsov et al.

330 7,181,015 02/20/2007 Matt

33] 7,181,506 02/20/2007 Vigue et al.

332 7,181,613 02/20/2007 Boebert ¢t al.

333 7,185,361 02/27/2007 AshofTet al.

334 7,188,367 03/06/2007 Ldwards et al.

335 7,203,963 04/10/2007 Wu et al.

136 7,209,954 04/24/2007 Rothwell et al.

337 7,210,041 04/24/2007 Gryaznov el al.

338 7,210,168 04/24/2007 Hursey et al.

339 7,213,153 05/01/2007 Hollander et al.

340 7,213,260 05/01/2007 Judge

341 7,225,466 05/29/2007 Judge

342 | 7.228,565 06/05/2007 WollT et al.

343 7,231,440 06/12/2007 Kouznetsov et al.

344 7,231,637 06/12/2007 McEwan

345 | 7.231.664 06/12/2007 Markham et al.

346 7,231,665 06/12/2007 McArdle et al.

347 7,234,165 06/19/2007 Hursey ct al.

348 7,234,167 06/19/2007 Teblyashkin et al.

349 7,234,168 06/19/2007 Gupla et al.

350 7,237,008 06/26/2007 Tarbotton et al.
Examiner Signature Date Considered

Madhuri Herzog/ 01/07/2015
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15] 7,237,122 06/26/2007 Kadam et al.

352 7,237,222 06/26/2007 Nedbal ¢t al,

353 7,237,258 06/26/2007 Pantuso et al.

354 7,240,102 07/03/2007 Kouznetsov et al.

355 7,243,148 07/10/2007 Keir et al.

356 7,243,373 07/10/2007 Muttik et al.

357 7,251,685 07/31/2007 Yildiz

358 7,251,830 07/31/2007 Melchione

359 7,254,811 08/07/2007 Kouznetsov et al.

360 7,257,630 08/14/2007 Cole et al.

161 7,257,773 08/14/2007 Jagger et al.

362 7,257,842 08/14/2007 Barton ¢t al.

363 7,263,561 08/28/2007 Green et al.

364 7,263,718 08/28/2007 (YBrien et al.

365 | 7.266.843 09/04/2007 Tarbotton et al.

366 7,266,844 09/04/2007 Teblyashkin et al.

367 7,269,649 09/11/2007 Brown ¢t al.

368 7,269,851 09/11/2007 Ackroyd

269 7,272,724 09/18/2007 Tarbotton et al.

370 7,277,957 10/02/2007 Rowley et al.

371 | 7.281,267 10/09/2007 Tarbotton et al.

372 7,281,268 10/09/2007 Hollander et al.

373 | 7.284,267 10/16/2007 McArdle et al.

374 7,296,080 11/13/2007 Rowley et al.

375 7,299,361 11/20/2007 Kim et al.
Examiner Signature Date Considered 01072015
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176 7,302,584 11/27/2007 Tarbotton et al.

377 | 7.302,706 11/27/2007 Hicks et al.

378 7,305,005 12/04/2007 Wu et al.

379 7,305,709 12/04/2007 Lymer et al.

380 | 7,308,702 12/11/2007 Thomsen et al,

18] 7,308,706 12/11/2007 Markham et al.

382 7,308,712 12/11/2007 Banzhol

383 7,308,715 12/11/2007 Gupta et al.

384 7,310,817 12/18/2007 Hinchliffe et al.

385 7.310,818 12/18/2007 Parish et al.

186 7,315,801 01/01/2008 Dowd et al.

387 7,315,804 01/01/2008 Huntington et al.

388 7,325,252 01/29/2008 Bunker V et al.

389 | 7,328,234 02/05/2008 | Nedbal et al.

390 | 7,334,222 02/19/2008 Keller

391 7,340,774 03/04/2008 Hursey et al.

392 7,340,775 03/04/2008 Tarbotton ¢t al.

393 7,343,626 03/11/2008 CGiallagher

394 | 7,346,781 03/18/2008 Cowie et al.

395 | 7.346,929 03/18/2008 Hammond

396 7,350,203 03/25/2008 Jahn

397 | 7350234 03/25/2008 S‘;T"“‘P"PS“U“'“’“‘

308 7,353,539 04/01/2008 Brawn et al.

299 | 7:359.962 047152008 | V) llebeck-LeMairet

400 7,373,659 05/13/2008 Vignoles et al.
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401 7,376,842 05/20/2008 Hursey

402 7,380,270 05/27/2008 Tracy et al.

403 7,383,556 06/03/2008 Pantuso et al.

404 7,383,581 06/03/2008 Moore et al.

405 7,389,539 06/17/2008 Kouznetsov

406 7,391,770 06/24/2008 Taylor et al.

407 7,392,043 06/24/2008 Kouznetsov et al.

408 7,398,516 07/08/2008 Berg et al.

409 7,398,517 07/08/2008 Berg et al.

410 7,401,359 07/15/2008 Gartside ct al.

411 7,409,593 08/05/2008 Aaron

412 7,409,714 08/05/2008 Gupta et al.

413 7,409,720 08/05/2008 Cambridge et al.

414 7,412,721 08/12/2008 Torii el al.

415 7,412,722 08/12/2008 Norris et al.

416 7,412,723 08/12/2008 Blake et al.

417 7,415,726 08/19/2008 Kelly ct al.

418 | 7.418,730 08/26/2008 Chu et al.

419 7,418,733 08/26/2008 Connary et al.

420 | 7418734 08/26/2008 Berg et al.

421 | 7418737 08/26/2008 Grupe

422 7,421,266 09/02/2008 Bruestle et al.

423 7,421,587 09/02/2008 Cowie et al.

424 7,424,744 09/09/2008 Wuetal

425 7,424,746 09,/09/2008 Magdych et al.
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Machuri Herzog/ 01/67/2015
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426 7,426,551 09/16/2008 Benzinger et al.

427 7,440,403 10/21/2008 Rosenfled

428 7,440,471 10/21/2008 Hinchliffe et al.

429 7,441,274 10/21/2008 Drew

430 | 7.451,488 11/11/2008 Cooper et al.

431 7,458,098 11/25/2008 Judge et al.

432 7,461,403 12/02/2008 Libenzi et al.

433 7,464,408 12/09/2008 Shah et al.

134 7472.419 12/30/2008 ?lainllasubramaniam ct

435 7,472,421 12/30/2008 Cummins

136 7,480,941 01/20/2009 ?;llusuhramaniam et

437 | 7:483.861 01/27/2009 Joiner et al.

438 7,493,659 02/17/2009 Wu et al.

439 | 7.496,043 02/24/2009 Leong et al.

440 | 7.509.681 03/24/2009 Flowers et al.

441 7,516,483 04/07/2009 Brennan

442 | 7,519,994 04/14/2009 Judge et al.

443 | 7.522.531 04/21/2009 Joiner et al.

444 7,533,272 05/12/2009 Gordon et al.

445 7,536,456 05/19/2009 Williams et al.

446 7,536,715 05/19/2009 Markham

447 | 7,540,031 05/26/2009 Kouznetsov et al.

448 | 7.543.056 06/02/2009 McClure ct al.

449 7,543,070 06/02/2009 Watson et al.

450 7,543,329 06/02/2009 Viets et al.
Examiner Signature IMadhuri Herzog/ Date Considered
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451 7,543,334 06/02/2009 Vignoles et al.

452 7,549,168 06/16/2009 Magdych et al.

453 | 7,552,480 06/23/2009 Voss

454 7,555,776 06/30/2009 Lymer et al.

455 | 7.587,759 09/08/2009 McArdle et al.

456 7,590,247 09/15/2009 Dinsmore et al.

457 7,590,725 /15/2009 Harrison

458 7,590,844 09/15/2009 Sherman et al.

459 7,590,855 09/15/2009 Irwin

460 7,590,859 09/15/2000 Brennan

461 7,594,262 09/22/2009 Hanzlik et al.

462 7,603,711 10/13/2009 Scheidell

463 7,613,625 11/03/2009 Heinrich

464 7,620,816 11/17/2009 Vigue et al.

465 7,624,422 11/24/2009 Williams et al.

466 7,624,444 11/24/2009 Giupta et al.

467 7,624,450 11/24/2009 Lymer ¢t al.

468 7,627,891 12/01/2009 Williams et al.

469 | 7,634,800 12/15/2009 Ide et al.

470 | 7.640.335 12/29/2009 Agrawal et al,

471 | 7,640,361 12/29/2009 Green et al.

472 7,640,586 12/29/2009 Johnson et al.

473 7,644,352 01/05/2010 Grupe

474 | 7.647.376 01/12/2010 Jagger et al,

475 7,664,845 02/16/2010 Kurtz et al.
Examiner Signature Date Considered )

/Madhuri Herzog/ 01/07/2015
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476 7,665,137 02/16/2010 Barton et al.

477 7,668,947 02/23/2010 Hutchinson et al.

478 7,669,237 02/23/2010 Shahbazi

479 7,673,043 03/02/2010 Keir et al.

480 7,673,146 03/02/2010 Wiedmann et al.

481 7,673,150 03/02/2010 Cox et al.

482 7,673,242 03/02/2010 Huntington et al.

483 7,673,342 03/02/2010 Hursey et al.

484 7,673,343 03/02/2010 Barton et al.

485 7,674,298 03/09/2010 Cambridge

486 7,681,208 03/16/2010 Pantuso et al.

487 7,693,742 04/06/2010 Joiner et al.

488 7,693,947 04/06/2010 Judge et al.

489 7,604,128 04/06/2010 Judge et al.

490 7,694,339 04/06/2010 Blake et al,

491 | 7.711,662 05/04/2010 Buscema

492 7,712,138 05/04/2010 Zobel et al.

493 7,716,719 05/11/2010 Kouznetsov et al.

494 | 7,716,742 05/11/2010 Roesch et al.

495 7,721,110 05/18/2010 Kournetsov et al,

496 7,739,722 06/15/2010 Okajo et al.

497 7,757,293 07/13/2010 Caceres et al.

498 7,757,361 07/20/2010 Edwards et al.

499 7,761,605 07/20/2010 Rothwell et al.

500 7,770,225 08/03/2010 Hammond
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501 7,779,466 08/17/2010 Judge et al.

502 7,783,545 08/24/2010 Sloan et al.

503 7,788,705 08/31/2010 Bruestle et al.

504 7,788,718 08/31/2010 Feietal

505 | 7,793,346 09/07/2010 Daub

506 | 7.793,348 09/07/2010 Lingafelt et al.

507 7,801,980 /21/2010 Roesch et al.

508 7,810,091 10/05/2010 Gartside et al.

509 7,818,739 10/19/2010 Cox et al.

310 7,822,666 10/26/2010 Bursch

511 | 7,823,204 10/26/2010 Gupta et al.

512 7,827,607 11/02/2010 Sobel et al.

513 7,827,611 11/02/2010 Kouznetsov et al.

514 7,836,501 11/16/2010 Sobel et al.

515 7,840,663 11/23/2010 Hinchlifle et al.

516 7,841,007 11/23/2010 Currie et al.

517 7,845,007 11/30/2010 Kennis

518 7,861,285 12/28/2010 Ashoffet al.

519 | 7,861,303 12/28/2010 Kouznetsov et al.

520 | 7.865938 01/04/2011 Shahbazi

521 | 7,865,956 01/04/2011 Cambridge et al.

522 7,870,203 01/11/2011 Judge et al.

523 7,882,555 02/01/2011 Ben-Itzhak

524 | 7.895.641 02/22/2011 Schneier et al.

325 7,900,254 03/01/2011 Fisher et al.
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/Madhurt Herzog/ 01/07/2015
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526 7,903,549 03/08/2011 Judge et al.

527 7,904,955 03/08/2011 Buect al,

528 7,917,444 03/29/2011 Bursch

529 7,917,647 03/29/2011 Cooper et al.

530 | 7,917,951 03/29/2011 Tarbotton et al,

53] 7,921,459 04/05/2011 Houston et al.

532 7,926,113 /12/2011 Gula et al.

533 7,941,855 05/10/2011 Sung et al.

534 7,958,554 06/07/2011 Chow et al.
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540 7,996,902 08/09/2011 Gordon et al.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationasa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: YALEW, FIKREMARIAM A
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Datc: 1/15/2015
REMEDIATION

INFORMATION DISCLOSURE STATEMENT
UNDER 37 CFR §§ 1.56 AND 1.97(b)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

The reference(s) listed in the attached PTO Form 1449, cap(ies) of which is attached
(when necessary), may be material to examination of the above-identified patent application.
Applicants submit the reference(s) in compliance with their duty of disclosure pursuant to 37
CFR §§ 1.56 and 1.97. The Examiner is requested to make the reference(s) of official record in

this application.

Per MPEP 609.02, applicant has not re-submitted all of the disclosures, references, etc.
cited in any parent application(s)/patent(s). It is assumed that, per such MPEP section, the
Examiner has considered the same in connection with the instant application. If applicant’s
assumption is in error or the Examiner requires re-submission of any such references, etc.,

applicant requests that the Examiner contact the undersigned so that applicant can address the
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same. This Information Disclosure Statement is not to be construed as a representation that a
search has been made, that additional information material to the examination of this application

does not exist, or that the reference(s) indeed constitutes prior art.

This Information Disclosure Statement is believed to be filed within three months of the
filing date of a national application other than a continued prosecution application, within three
months of the date of entry of the national stage in an international application, before the
mailing of a first Office action on the merits, or before the mailing of a first Office action after
the filing of a request for continued examination. Accordingly, it is believed that no fees are due

in connection with the filing of this Information Disclosure Statement.

Respectfully submitted,
/Brian Owens/

Brian Owens
Reg. No. 55,517

Brian Owens, Esq.
3712 Kimble Dr.
Plano, TX 75025
(469) 235-4750

palenttagiiistorigmaii com

ForcePoint LLC
EX-1009
Page595



PTO/SB/25
Doc Code: DIST.E.FILE PTO/SB/26
Document Description: Electronic Terminal Disclaimer - Filed U.S. Patent and Trademark Office
Department of Commerce

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING
REJECTION OVER A PENDING "REFERENCE" APPLICATION

AND TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A
“PRIOR” PATENT

Application Number 14499230
Filing Date 28-Sep-2014
First Named Inventor Brett Oliphant
Attorney Docket Number SP1PO12

Title of Invention

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH REMEDIATION

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

[X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

SecurityProfiling, LLC 100 %

The owner(s) of percent interest listed above in the instant application hereby disclaims, except as provided below, the terminal
part of the statutory term of any patent granted on the instant application which would extend beyond the expiration date of the
full statutory term of any patent granted on pending reference Application Number(s)

14499239 filedon 09/29/2014
14499227 filedon 09/28/2014
14499226 filedon 09/28/2014

as the term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the
grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are
commonly owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its
SUCCEsSOrs Or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of any patent granted on said reference application, "as the
term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the grant of
any patent on the pending reference application,” in the event that any such patent granted on the pending reference
application: expires for failure to pay a maintenance fee, is held unenforceable, is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a
reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full statutory term as shortened
by any terminal disclaimer filed prior to its grant.
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The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

8266699

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicants claims the following fee status:

(® Small Entity

(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 55517

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signature /Brian Owens/
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Name

Brian Owens

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/5B/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

14499230

Filing Date:

28-Sep-2014

Title of Invention:

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH

REMEDIATION

First Named Inventor/Applicant Name:

Brett M. Oliphant

Filer: Brian Dean Owens
Attorney Docket Number: SP1P012
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sut—;r;{t:)l in
Basic Filing:
Statutory or Terminal Disclaimer 1814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Suz-;r;:sa)] in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160

ForcePoint LLC

EX-1009
Page600



Doc Code: DISQ.E.FILE

Document Description: Electronic Terminal Disclaimer - Approved

Application No.: 14499230
Filing Date: 28-Sep-2014

Applicant/Patent under Reexamination: Oliphant et al.

Electronic Terminal Disclaimer filedon  January 30, 2015

B4 APPROVED

This patent is subject to a terminal disclaimer

O DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.5. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 21360124
Application Number: 14499230
International Application Number:
Confirmation Number: 9215

Title of Invention:

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH

REMEDIATION

First Named Inventor/Applicant Name:

Brett M. Oliphant

Customer Number:

127962

Filer:

Brian Dean Owens

Filer Authorized By:

Attorney Docket Number: SP1P012
Receipt Date: 30-JAN-2015
Filing Date: 28-SEP-2014

Time Stamp: 15:50:29

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM 5160

RAM confirmation Number 2544

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document L . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number P Message Digest | Part/.zip| (ifappl.)
37738
1 Electronic Terminal Disclaimer-Filed eTerminal-Disclaimer.pdf no 3
e’ ThBee MachORd H M 90 75 2ea a5 )
b2i%
Warnings:
Information:
30393
2 Fee Warksheet (SBO&) fee-info.pdf no 2
Sefndciood Tedndd Ma2de4Rcd? 3187 0hd by
Gleca
Warnings:
Information:
Total Files Size (in bytes):{ 68131

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: HERZ0G, MADHURI R.
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Date: 1/30/2015
REMEDIATION

AMENDMENT(S)/ARGUMENT(S) IN RESPONSE TO FIRST ACTION INTERVIEW
PILOT POGRAM PRE-INTERVIEW COMMUNICATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Following arc amendment(s)/argument(s) in response to the First Action Interview Pilot

Program Pre-Interview Communication mailed January 8, 2015,
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AMENDMENT TO CLAIMS

1-2. (Cancelled)

3. (Currently Amended) A computer program product embodied on a non-transitory

computer rcadable medium, the computer program product comprising:
code for:

accessing at lcast onc data storage identifying a plurality of mitigation techniques

that mitigatc cffccts of attacks that take advantage of vulnerabilitics, such that:

each mitigation technique is capable of mitigating an effect of an attack

that takes advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option;
code for:

displaying at least one mitigation technique in connection with at least one

vulnerability to be applied as an attack response, and

receiving user input for selecting the at least one mitigation technique in

connection with the at least one vulnerability; and
code for:

receiving information in connection with at Ieast one of a plurality of devices, and
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identifying an [[particular]] attack in connection with the at least one device that

takes advantage of the at least one vulnerability, based on the information;

wherein the computer program product is operable such that, as a result of the
user input for selecting the at least one mitigation technique in connection with the at

least one vulnerability, the [[particular]] attack is prevented from taking advantage of the

at least one vulnerability;—while-there-is-no—update-atthe-at-least-one-of the-devicethat

wherein the computer program product is operable such that one or more of the

plurality of mitigation techniques is identified based on an identification of an operating

system.

4, (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at least one mitigation
technique includes at least two mitigation techniques include a firewall option for
preventing at least one attack packet of the particular by terminating or dropping the
same, and an intrusion detection or prevention option for preventing a connection
request; the computer program product is further operable such that, in responsc to uscr
input received prior to the particular, the firewall option is capable of being applied to a
plurality of different devices for preventing the at least one attack packet at any of the
different devices; and the computer program product is further operable such that, in
response to additional user input after the particular in connection with a particular single
device of the plurality of different deviees, the intrusion detection or prevention option is
capable of being applied to the particular single device for preventing the connection

request at the particular single device.

5. (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at least one mitigation
technique includes at least two mitigation techniques include a firewall option for

preventing at least one attack packet of the particular by terminating or dropping the
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same, and an intrusion detection or prevention option for preventing a connection
request; the computer program product is further operable such that, in response to user
input prior to the particular in connection, the intrusion detection or prevention option is
capable of being applied to a plurality of different devices for preventing the connection
request at the plurality of different devices; and the computer program product is further
operable such that, in response to user input after the particular in connection with a
particular single device of the plurality of different devices, the firewall option is capable
of being applied to the particular single device for preventing the at least one attack

packet at the particular single device.

6. (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the at lcast one vulnerability is identified
as a function of at least one of an operating system or an application identified in
conncction with a device, so that, in order to avoid falsc positives, only relevant
vulnerabilities prompt mitigation technique user selection among at least two of the
mitigation techniques, which involve both firewall and intrusion prevention system

actions, for providing diverse mitigation options in connection with the particular.

7. (Previously Prescented) The computer program product of Claim 3, wherein the
computer program product is operable such that which of the mitigation techniques that
are displayed are based on actual vulnerabilities to which the at least one device is
actually vulnerable so that only relevant mitigation techniques are displayed for selection

by the user for real-time attack mitigation.

8. (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the at least one vulnerability is identified
as a function of at least one of an operating system or an application identified in
conncction with the at lcast one device and the at lcast onc mitigation technique is
specific to the at least one vulnerability, so that only relevant one or more vulnerabilities
prompt selection of relevant one or more mitigation techniques by the user for

application.
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9. (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the user input is capable of being
received via at Ieast onc user interface for different devices, for allowing different attack
mitigation actions including at least one intrusion prevention action and at least one
firewall action to be selectively applied to the different devices for different actual
vulnerabilities determined to be actually relevant based on a presence of at least one of an

operating system or an application.

10.  (Currently Amended) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at least one mitigation
technique includes at least two mitigation techniques including a first mitigation
technique that utilizes a firewall action for at least mitigating the [[particular]] attack that
takes advantage of the at Icast one vulnerability and a sccond mitigation technique that
utilizes an intrusion prevention action for at least mitigating the [[particular]] attack that

takes advantage of the at least one vulnerability.

11.  (Previously Presented) The computer program product of Claim 10, wherein the
computer program product is operable such that different uscr input is capable of being
received via at least one console for different devices, for allowing different mitigation
techniques including the first mitigation technique and the second mitigation technique to
be selectively applied by the user to the different devices for different actual

vulnerabilitics.

12. (Previously Presented) The computer program product of Claim 10, wherein the
computer program product is operable such that different user input is capable of being
received via at least one console for different devices, for allowing different mitigation
techniques including the first mitigation technique and the second mitigation technique to
be selectively applied by the user to the different devices for different actual
vulnerabilities, such that the different user input is capable of resulting in: only the first

mitigation technique being selectively applied by the user to at least one first device, only
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the second mitigation technique being selectively applied by the user to at least one
second device, and both the first mitigation technique and the second mitigation

technique being selectively applied by the user to at least one third device.

13.  (Currently Amended) The computer program product of Claim 10, wherein the
computer program product is operable such that the displayed at least one mitigation
technique further includes a third mitigation technique that utilizes a policy compliance
action for at least mitigating the [[particular]] attack that takes advantage of the at least
onc vulnerability, wherein the computer program product is operable such that different
user input is capable of being received via at least one console for different devices, for
allowing different mitigation techniques including the first mitigation technique, the
second mitigation technique, and the third mitigation technique to be selectively applied
by the user to the different devices for different actual vulnerabilitics, such that the
different user input is capable of resulting in: only the first mitigation technique being
selectively applied by the user to at least one first device, only the second mitigation
technique being selectively applied by the user to at least one second device, both the first
mitigation technique and the second mitigation technique being selectively applied by the
uscr to at lcast onc third device, and the third mitigation technique being sclectively
applicd by the uscr to the at lcast one first device, the at Icast onc sccond device, and the

at least one third device.

14.  (Previously Presented) The computer program product of Claim 10, wherein the
computer program product is operable such that the first mitigation technique is
automatically applicd utilizing a first communication from a scrver to fircwall-supporting
client code, and the second technique is automatically applied utilizing a second
communication from the server to intrusion prevention system-supporting client code,
where the firewall-supporting client code and the system-supporting client code are part

of the same clicnt agent.

15.  (Previously Presented) The computer program product of Claim 10, wherein the

computer program product is operable such that the first mitigation technique and the
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second technique are automatically applied by sending at least one encrypted
communication from a server to an intrusion prevention system-supporting and firewall-

supporting client code associated with the same single platform.

16.  (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the information is capable of being used

to determine a characterization of a payload.
17. (Cancclled)

18.  (Currently Amended) The computer program product of Claim [[17]]3. wherein
the computer program product is operable such that such that the [[particular]] attack is
prevented from taking advantage of the at least one vulnerability which includes an actual

vulnerability of the at least onc device related to the operating system thercof.

19.  (Currently Amended) The computer program product of Claim 18, wherein the
computer program product is operable such that the identification of the operating system
of theatleastone-deviee is received as a result of a vulnerability assessment scan.

20.  (Previously Presented) The computer program product of Claim 3, wherein at
least one of:
said at lcast one data storage includes at least one database;
said at lcast onc data storage is accessed by at Icast one of: receiving at least onc
update therefrom; pulling at least onc update therefrom, communicating
therewith, or synchronizing therewith;
said mitigation techniques include remediation techniques;
each mitigation technique has a mitigation type including the patch;
cach mitigation technique has a mitigation type including the policy sctting;
each mitigation technique has a mitigation type including the configuration

option;
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each mitigation technique is capable of mitigating the effect of the attack that
takes advantage of the corresponding vulnerability, by dropping packets
associated with the attack or removing the corresponding vulnerability;

said information is capable of being used to determine an intended destination of
a connection request; or

said information includes a vulnerability identifier;

wherein the computer program product is operable for use with at least one NOC
server, a data warchouse, and an SDK for allowing access to information
associated with at lcast onc vulnerability and at lcast onc remediation technique;
and wherein the computer program product is operable for determining which
devices have vulnerabilities by directly querying a firmware or operating system

of the devices.

21.  (Currently Amended) A computer program product embodicd on a non-transitory

computer readable medium, the computer program product comprising:
code for:

accessing at lcast onc data structurc identifying a plurality of mitigation

techniques that mitigate effects of attacks that take advantage of vulnerabilities, such that:

each mitigation technique is capable of mitigating an effect of an attack

that takes advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option;
code for:

receiving information in connection with at least one of a plurality of devices; and
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identifying an attack on the at least one device that takes advantage of at least one

of the vulnerabilities, based on the information;
code for:

automatically applying at least two of the plurality of mitigation techniques
including at least one first mitigation technique of a first mitigation type and at least one
second mitigation technique of a second mitigation type to the at least one device, in

responsc to the attack for mitigating the attack;

wherein the computer program product is operable such that the attack is

mitigated by preventing the attack from taking advantage of the at lcast one
vulnerabilitvi—while-theredsnoupdate-at the-atHewst one-of the- devitee that remevesthewt
loas o erabilite I loas lovi

wherein the computer program product is operable such that one or more of the

plurality of mitigation techniques is identified based on an identification of an operating

systcm.

22, (Currently Amended) A computer program product embodied on a non-transitory

computer readable medium, the computer program product comprising:

at lcast onc data storage identifying a plurality of mitigation techniques that
mitigate cffects of attacks that take advantage of vulncrabilitics associated with an
operating system identified in connection with at least one of a plurality of devices, such

that:

cach mitigation technique is capable of mitigating an cffect of an attack

that takes advantage of a corresponding vulnerability, and
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each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option;
code for:

displaying at least two of the mitigation techniques in connection with at least one

vulnerability, and

receiving at least one uscr input in connection with the at Icast two mitigation

techniques;
code for:

automatically applying the at lcast two mitigation techniques based on the user

input, the at least two mitigation techniques including:

at least one first mitigation technique for utilizing a firewall for attack

mitigation, and

at least one second mitigation technique for utilizing an intrusion

prevention system for attack mitigation; and
code for:
receiving information in connection with the at least one device, and

identifying an [[particular]] attack in connection with the at least one device that

takes advantage of the at lcast one vulnerability, based on the information;

wherein the computer program product is operable such that the attack is

mitigated utilizing the first mitigation technique for utilizing the firewall for attack

10
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mitigation and the at least one second mitigation technique for second mitigation

technique for utilizing the intrusion prevention system for attack mitigationsregardless-ef

wherein the computer program product is operable such that one or more of the

plurality of mitigation techniques is identified based an identification of an operating

system.

11
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REMARKS

Under Obviousness Type Double Patenting, the Examiner has indicated that “Claims 3-22 are
analogous to claims of U.S. Patent No. 8266699 and “Claims 3-22 arc also analogous to claims
of U.S. applications: 14/499226, 14/499227 and 14/499239.” Such rejections are moot in view

of the terminal disclaimer submitted herewith.

Under 35 U.S.C. 112, 2" paragraph, the Examiner has further indicated that the *Claims use the
phrasc "particular” by itsclf. For example: claim 4 recites: "attack packet of the particular”.
Unclear what "particular” stands for.” Applicant respectfully disagrees. Nevertheless, in the
spirit of expediting prosecution, such rejection has been avoided by virtue of the clarifications

made to the claims hercinabove.

Under 35 U.S.C. 103(a), the Examiner has further indicated that, with respect to Claim 3,
“Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line 39-column 10, line 16,
column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-[0026]. Banzhof2: column
13, lines 1-17.” and “Brawn teaches limitations 1-3 and 6-7 but not mitigation type. US
20030126472: Banzhofl teaches: mitigation type including patch, policy setting; limitation 5:
sclecting and the last limitation. US 7278163: Banzhof2: tcaches: limitation 4: displaying.” With
respect to Claim 21, the Examiner has further indicated that “Brawn: column 3, lines 15-60,
column 4, lines 42-55, column 9, line 39-column 10, line 16, column 11, column 13,
line20-column 14, line 5. Banzhofl: [0020]-[0026].” With respect to Claim 22, the Examiner
has further indicated that “Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line
39-column 10, lin¢ 16, column 11, column 13, linc20-column 14, line 3. Banzhof1: [0020]-
[0026]. Banzhof2: column13, lines1-17. Pearson: [0008], [0082].” Still yet, with respect to
Claim 17-19, the Examiner has further indicated that “Banzhof3: [0012]-[0013], [0016], [0056].”

Applicant respectfully disagrees with these rejections, particularly in view of the incorporation of

at least a portion of the subject matter of Claim 17 into cach of the independent claims.

12
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With respect to the Banzhof2 reference (US 7278163), such reference indicates that it has an
carliest effective filing date of “February 22, 2005.” Still yet, with respect to the Banzhof3
reference (US 20060101517), such reference indicates that it has an earliest effective filing date
of “October 28, 2004.” It should be noted, however, that the instant application claims priority

as follows:

“This application is a continuation-in-part (for the purposes of providing a glossary in
accordance with the Glossary Pilot Program) of U.S. App. No.: 14/138,014 filed
Dceember 21, 2013 which, in turn, is a continuation of U.S. App. No.: 10/882,852 filed
July 1, 2004 which, in turn, claims priority to U.S. App. No.: 60/484,085 filed July 1,

2003, which are all incorporated herein by reference in their entirety for all purposes.”

Applicant therefore respectfully disagrees with the propriety of Examiner’s reliance on the
Banzhof2 and Banzhof3 references. In view of the foregoing, the above rejections are deemed to

have been overcome.

Still yet, with respect to the Examiner’s reliance on the Brawn reference (US 7353539), applicant
respectfully disagrees with the propriety of Examiner’s reliance on such reference, as well. As
shown by the attached Declaration of John Blignaut Under 37 CFR § 1.131, the claimed
invention was conceived and reduced to practice prior to the effective date of the Brawn
reference. This fact excludes the Brown reference from the body of prior art under 35 USC §
102(e). In view of such declaration and supporting evidence, the foregoing rejections are

deemed to have been overcome.

It is belicved that all of the pending issues have been addressed. However, the absence of a reply
to a specific rejection, issue, or comment docs not signify agreement with or concession of that
rejection, issue, or comment. In addition, because the arguments made above may not be
exhaustive, there may be reasons for patentability of any or all pending claims (or other claims)
that have not been expressed. Still yet, nothing in this reply should be construed as intention to
concede any issuc with regard to any claim, except as specifically stated in this reply. Finally, it

should be noted that no claims are intended to be construed under 35 U.S.C. 112, paragraph 6.

13
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: HERZ0G, MADHURI R.
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Date: 1/29/2015
REMEDIATION

DECLARATION OF JOHN BLIGNAUT UNDER 37 CFR § 1.131

I, John Blignaut, declare the following;:

1. 1 am John Blignaut, member of SccurityProfiling, LLC ("Assignec"), the assignee
of the patent application identified above (the "Application"), and an inventor named on the

Application.

2. I have personal knowledge of the facts sct forth in this Declaration regarding the
conception and reduction to practice of the invention described and claimed in the

Application.

3. The invention disclosed and claimed in the Application (the "Claimed Invention") was
conceived of and actually reduced to practice before January 16, 2003 (the filing date of U.S.

Patent No. 7,353,539 by Brawn ct al., the "Reference Date™).

4, The Claimed Invention was implemented with a system architecture that is reflected in
the SDK White Paper attached as Annex A to this Declaration. The SDK White Paper documents
the Software Development Kit (SDK) that was developed to allow application developers to

1
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access the database of vulnerability, device status, and remediation information that was
eventually distributed under the trade name "AntiVulnerability Technology." T personally
participated in development of that SDK White Paper and commercialization of products
embodying the invention. The version of the SDK White Paper attached as Annex A was created
on October 15, 2002, as a business record created in the ordinary course of business. The

metadata in the electronic document reflects this date.

5. Similarly, a white paper was created for the Anti-Vulnerability Technology product line
entitled "'What is Anti-Vulnerability Technology?’ ("AVT Paper"), which is attached as Annex
B to this Declaration. Metadata in this electronic document reflects its creation on November 27,
2002. This AVT Paper documented how the overall system operated, including various

application of the technology that reflect possession of the invention.

6. A working version of a system implementing the Claimed Invention was implemented
before the Reference Date. The documents in Annexes A and B reflect a system that was actually

operational as of the dates of those documents, both of which are not antedated by the Reference

Date.

7. 1 providc these statements under penalty of perjury pursuant to 18 U.S.C. §1001.
___/John Blignaut/ 1.29.15

John Blignaut Date
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REMEDIATION

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH
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Brian Dean Owens

Filer Authorized By:

Attorney Docket Number: SP1P012
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PTOL-413A (08-10)
Doc Code: M865 or FALREQ.INTV Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Applicant Initiated Interview Request Form

Application No:_14/499,230 First Named Applicant: Brett M. Oliphant
Examiner; Hezog, Madhuri R Art Unit; 2436 Status of Application:Pre-Interview Communication Mailed

Tentative Participants:

(1) Madhuri Herzog (2) Brian Owens

3) 4)

Proposed Date of Interview: 2/4/15 Proposed Time: 11:00 AM EST (AM/PM)
Type of Interview Requested:

(1) |-] Telephonic (2) | | Personal (3)| | Video Conference

Exhibit To Be Shown or Demonstrated: [-] YES [ INO

If yes, provide brief description: Proposed Amendments/Arguments

Issues To Be Discussed

Issues Claims/ Prior Discussed Agreed Not Agreed
(Rej., Obj., etc) Fig. #s Art

(2)'112F{ej. 4,5,6 | (] M

(3) 103 Rej. 3—22 Baaan, Banhol1, 2, 3 Pedrson, Mcue | I I I | |

(4) [] [ 1] [ ]

| | Continuation Sheet Attached |#] Proposed Amendment or Arguments Attached

Brief Description of Arguments to be Presented: See Attached

An interview was conducted on the above-identified application on

NOTE: This form should be completed and filed by applicant in advance of the interview (see MPEP § 713.01).
If this form is signed by a registered practitioner not of record, the Office will accept this as an indication that he
or she is authorized to conduct an interview on behalf of the principal (37 CFR 1.32(a)(3)) pursuant to 37 CFR
1.34. This is not a power of attorney to any above named practitioner. See the Instruction Sheet for this form,
which is incorporated by reference. By signing this form, applicant or practitioner is certifving that he or she has
read the Instruction Sheet. After the interview is conducted, applicant is advised to file a statement of the
substance of this interview (37 CFR 1.133(b)) as soon as possible. This application will not be delayed from issue
because of applicant’s failure to submit a written record of this interview.

/Brian Owens/
Applicant/Applicant’s Representative Signature Examincr/SPE Signature
Brian Owens
Tvped/Printed Name of Applicant or Representative
55,517

Registration Number, if applicable

This collection of information is required by 37 CTR 1.133. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 US.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 24 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time vou require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
1.5, Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If vou need assistance in completing the form, call 1-800-PT(-919% and select option 2.
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FTOL-413A (08-10)

Appraved for use through 07/31/2012 OMEB 0851-0031

LS. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 19895, no persons are required to respond to a collestion of information unless it displays a valid OME control number

Instruction Sheet for:

APPLICANT INITIATED INTERVIEW REQUEST FORM
(Not to be Submitted to the USPTO)

1. If this form is signed by a registered practitioner not of record, the authority to
submit the Applicant Initiated Interview Request Form is pursuant to limited
authority to act in a representative capacity under 37 CFR 1.34 and further
proof of authority to act in a representative capacity may be required.

See 37 CFR 1.34.

The Office will accept the signed form as an indication that the registered
practitioner not of record is authorized to conduct an interview on behalf of the
principal in pursuant to 37 CFR 1.34.

For more information, see the “Conducting an Interview with a Registered
Practitioner Acting in a Representative Capacity” notice which is available on
the USPTO Web site at: http:/iwww.uspto.gov/patents/law/notices/2010.jsp.

2. This is not a power of attorney to any named practitioner. Accordingly, any
registered practitioner not of record named on the form does not have
authority to sign a request to change the correspondence address, a request
for express abandonment, a disclaimer, a power of attorney, or other
document requiring the signature of the applicant, assignee of the entire
interest or an attorney of record. If appropriate, a separate power of attorney
to the named practitioner should be executed and filed in the US Patent and
Trademark Office.

3. Any interview conceming an unpublished application under 35 U.S.C. § 122(b)
with a registered practitioner not of record, pursuant to 37 CFR 1.34, will be
conducted based on the information and files supplied by the practitioner in
view of the confidentiality requirements of 35 U.S.C. § 122(a).
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) fumnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process andfor examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: HERZ0G, MADHURI R.
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Date: 1/29/2015
REMEDIATION

DECLARATION OF JOHN BLIGNAUT UNDER 37 CFR § 1.131

I, John Blignaut, declare the following;:

1. 1 am John Blignaut, member of SccurityProfiling, LLC ("Assignec"), the assignee
of the patent application identified above (the "Application"), and an inventor named on the

Application.

2. I have personal knowledge of the facts sct forth in this Declaration regarding the
conception and reduction to practice of the invention described and claimed in the

Application.

3. The invention disclosed and claimed in the Application (the "Claimed Invention") was
conceived of and actually reduced to practice before January 16, 2003 (the filing date of U.S.

Patent No. 7,353,539 by Brawn ct al., the "Reference Date™).

4, The Claimed Invention was implemented with a system architecture that is reflected in
the SDK White Paper attached as Annex A to this Declaration. The SDK White Paper documents
the Software Development Kit (SDK) that was developed to allow application developers to

1
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access the database of vulnerability, device status, and remediation information that was
eventually distributed under the trade name "AntiVulnerability Technology." T personally
participated in development of that SDK White Paper and commercialization of products
embodying the invention. The version of the SDK White Paper attached as Annex A was created
on October 15, 2002, as a business record created in the ordinary course of business. The

metadata in the electronic document reflects this date.

5. Similarly, a white paper was created for the Anti-Vulnerability Technology product line
entitled "'What is Anti-Vulnerability Technology?’ ("AVT Paper"), which is attached as Annex
B to this Declaration. Metadata in this electronic document reflects its creation on November 27,
2002. This AVT Paper documented how the overall system operated, including various

application of the technology that reflect possession of the invention.

6. A working version of a system implementing the Claimed Invention was implemented
before the Reference Date. The documents in Annexes A and B reflect a system that was actually

operational as of the dates of those documents, both of which are not antedated by the Reference

Date.

7. 1 providc these statements under penalty of perjury pursuant to 18 U.S.C. §1001.
___/John Blignaut/ 1.29.15

John Blignaut Date
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Anti-Viulnerability™

Sgtw are
Developm ent
Kit (SDK)

White Paper

Version 1.0

The Intelligent Network Security
Integration Platform

SecurityProfiling Inc.
§39 Main St.. Suite 405
Lafayette, JN 47901
Toll Free: 888.645.3676

Phone: 765.420.7227
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What is the SOK and Anti-Vulnerability™ Platform?

The SOK was designed to be a simple integration pathway to the back-cnd Anti-
Vulnerability™ platform -consisting ol a logic engine and vulnerability data warchouse. It
will enable any network security product such as an IDS, scanner, or firewall to intelligently
reference and share the same vulnerability data set, and provide complete vulnerability
remediation functionalities. Thereby, improving system accuracy and efficiencies, minimizing
false positives and false negatives, and providing policy compliance and enforcement
capabilities.

Market Requirements

The latest network compromises are combining qualities ol viruses, worms, and direct
compromise attacks into new blended attacks and may utilize metamorphic or polymorphic
abilities to change their signatures to avoid detection.

To mitigate these new risks, organizations are now deploying a multi-tiered network defense
strategy comprised of a variety of additional point products layered at the perimeter and to
internal network machines and devices.

However, the point products rely on signatures or anomalies, producing an ever-increasing
quantity of data, including false positive and lalse negatives. They also lack the intelligence
to identify, reference, or remediate the vulnerabilities targeted by the attack. Furthermore, the
cost of the acquiring, managing, and maintaining numerous point products is overwhelming
the end user.

Therefore, a more sophisticated, intelligent technology is needed to resolve these issues.

Solution
SecurityProfiling now offers an intelligent integration platform and SDK -the first Anti-
Vulnerability™ technology to meet market requirements.

Functional Description
1. Integrates point products and provides system intelligence. The
same vulnerability data warehouse information is shared with the
products so that more intelligent actions may then be taken to mitigate
complex threats.

2. Cross-references the wvulnerability ta rgeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
vulnerabilities of the targeted machine. An  answer is returned
accurately indicating ifthe machine is vulnerable.

3. Identifies network wulnerabilities. The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.
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4. Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.

Functionalities Integrated with the SOK
Functionalities that may be inegrated into point products with the SOK:

1. Group Management Functions

2. Client Management Functions
3. Update Management Functions
4. Polling Management Functions

n

. Vulnerability Query Functions

6. Conversion Functions

Detailed descriptions are provided in Appendix 1, and the SOK User's Guide.

SOK Applications - Example Product Integration
Examples of additional functionalities that may be integrated into point products via the SOK
for enterprise and small oftice home.office (SOHO) network applications:

1.

(=]

[*5)

o

Palich Deployment Remotely remediates network vulnerabilities and provides policy
compliance and enforcement capabilitics. See SecurityProfiling ‘s SysUpdate™ white
paper and trial download online. And, for the consumer market, it will additionally
support non-sccurity related updates such as application version, performance, and bug-
fix upgrades.

IDS Eliminates false positives and false negatives, and adds vulnerability remediation
and policy compliance and enforcement functionalities.

Scanner Lliminates false positive and false negatives, and adds vulnerability
remediation and policy compliance and enforcement functionalities.

Firewall — Eliminates false positive and false negatives, preventing the security system
from denying valid traffic to the organization - self-inflicted denial of service attacks »
and adds vulnerability remediation, and policy compliance and enforcement
functionalities.

Vulnerability Management  Same as L, above.

Multiple Products: IDS, Scanner, and Firewall Each may communicate with the same
back-end data warchouse, sharing the same wulnerability information, aftaining
intelligence and more accurate information about the target and its vulnerabilities,
thereby more effectively mitigating complex threats.
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7. Client Security — Atlain the additional functionalities and benefits, as the multiple
products listed above, yet are even more effective since they additionally communicate
and share information directly with each other. They will also - attain vulnerability
identification, reference, remediation, and policy compliance and enforcement
capabilities. And, for the consumer market, it will additionally support non-security
related updates such as application version, performance, and bug-fix upgrades.

8, Change Management — Will automatically create a change request in the system,
specifying what update/patch is applicable to what system or groups of systems by
vulnerability, Afier approval of the request, they will automatically deploy and install the
update/patch. Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and Jogging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates Lo each ol these various security products,

Components

The Anti-VulnerabilityTM platform is comprised of the platform software components: SDI,
Client Agent, Logic Engine, and Data Warehouse. Network Operations Center (NOC)
Servers periodically synchronize the customers' servers with the latest vulnerability and
update data, Please reference the Platform Component Diagram on page 9.

System Requirements
There are two system reguirements: TCP/IP connectivity, and supported network machines
and devices. Platforms supported are:

= All Windows Operating Systems and their applications

= Al UNIX variants

= Cisco routers and lirewalls

*  ToshibanetWork devices

*  Netgear network devices

= Linksys network devices, including wireless access points

Platform support is scalable to any network size or architecture; consumer, small office home
office (SOHO), enterprise, and distributed networks.

Support for additional machines and devices are in development and will be rolled out on an
on-going basis.
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The SOK was designed to be a simple integration pathway to the back-end Anti-
Vulnerability™ platfonn -consisting of a logic engine and vulnerability data warehouse. It
will enable any network security product such as an DS, scanner, or firewall to intelligently
reference and share the same vulnerability data set, and provide complete vulnerability
remediation functionalities. Thereby, improving system accuracy and elTiciencies, minimizing
false positives and [lalse negatives, apd providing policy compliance and enlorcement
capabilities.

The technology is sophisticated, yet all of the details of managing the communications are
implemented in the library, requiring the developer to only learn a few simple function calls
as detailed in section five, and the SOK User's Guide. A product architect simply chooses the
functionality desired, inserts the provided functionality SOK code into the product code. The
SOK code will then query via the logic engine the Anti-Vulnerability™ data warehouse,
and in turn will return an answer to the point product. The architect can then show the results
in any fonnat desired in the product’s interface, Full vulnerability remediation and policy
compliance and enforcement functionalities may be integrated as well.

Ilence, the SOK serves as the architect’s tool belt or building blocks needed to quickly and
transparently access the Anti-Vulnerability™ backend and seamlessly integrate the desired
functionality into the product without changing or complicating the end user experience.

Furthermore, the SOK enables system architects to use the Anti-Vulnerability™ platform to
integrate multiple security products and functionalities. Products may then share the same
vulnerability data set, improve system automation and accuracy - increasing efliciencies and
minimizing false positives and false negatives, and coordinate policy compliance
functionality.

Figure |-SOK and Platform Overview Diagram

Anti-Vulnerability
Platform

SCANNER

FIREWALL

VULNERABILITY
MANAGEMENT

SECURITY
PROFILING'S
SYSUPDATE

For more detail, see the Plaiform Component Diagram on page 9, and the Functionality Query Flow
Chart onpage 4.
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1.1—

Networks are probed at an ever-increasing frequency for vulnerabilities, which may be
subsequently exploited with compromise attacks. To protect the network, administrators have
traditionally set up perimeer defense strategies.

These strategies generally call for network managers o lock down core servers, and
monitor/scan/filter all incoming and outgoing traffic at the network perimeter with several
point products such as antivirus and firewalls to identify and attempt to neutralize hackers and
malicious code. In the past, these strategies worked well, however new threats are becoming
more complex.

The Tatest malicious code may combine gualities of viruses, worms, and direct compromise
attacks into new blended attacks. Virus payloads are becoming more complex and by using
metamorphic or polymorphic abilitics, viruses are able to change their signatures o avoid the
fingerprint-type filtering that most applications employ.

To mitigate these new risks, organizations are now deploying a multi-ticred network defense
strategy comprised of a variety ol additional point products layered at the perimeter and to
internal network machines and devices. Such point products  include anti-virus, (rewall,
scanners, and network and host intrusion detection systems.

Each of these systems is based on specific signatures, rules, or anomalies of each attack and
their variants, and do not identify and remediate the specific network vulnerabilities the
attacks is targeting. So each attack, and its variants, must be identified and analyzed, a
signature prepared, then finally deployed to each point product on each customer's network.
This process is  uncoordinated among multiple disparale systems, and creales an ever-
increasing number of signatures producing more and more attack alerts requiring immediate
attention many of which arc crroneous.

Additionally, to proactively remediate the vulnerabilities the malicious code is targeting,
administrators must quickly and diligently update or "patch” each network machine and
device, which is a time-consuming and costly process. Further compounding the burden on
administrators, best practice and government compliance directives now require higher
standards of network security and integrity to protect consumer privacy, and they must be
documented with change tracking and audit trail reports.

Therefore, it is increasingly difficult and costly to effectively mitigate new threats and
manage numerous systems -particularly in an environment of rising security standards and
policy compliance requirements.

Thus, the multi-ticred network defense strategy is falling short primarily for four reasons:
1. The inability of multi-tiered point products to communicate and share
information necessary to mitigate blended threats, and minimize false

positives and false negatives.

2. The vulnerability targeted by malicious code is not accurately identified
nor proactively remediated.

3. The associated excessive aggregate cost of ownership of multiple
systems.
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4. The excessive administrative burden and cost of managing and
maintaining multiple systems.

Hlence, there is a need to integrate systems, share infonnation intelligently to better defend
against blended threats, reduce management and cost requirements, and automate
vulnerability identification and remediation functionalities, as presented in the high-level
requirements.

New Technology High-Level Requirements
A new technology is needed 1o meel market requirements:

1. Integrate point products to share infonnation
2. Provide system intelligence

3. Remediatenetwork vulnerabilities
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SecurityProfifing now offers an intelligent integration platform and SOK the first Anti-
Vulnerability™ technology to meet market requirements. The SOK and Anti-VulnerabiJityTM
platform will enable product architects to integrate the ability for their products to
intelligently reference and share information from the same vulnerability data set, provide
vilnerability identification and remediation functionalities, and efficiently meet policy
compliance and enforcement requirements.

The Anti-Vulnerability™ platform is a complimentary network sceurity technology. When
integrated into the defense strategy, it adds intelligence that more accurately and efficiently
mitigates blended threats and offloads the time-consuming [unctions that burden network
administrators.

The platform enables point products to share information via its proprietary logic engine to
auntomatically cross-reference the wulnerahility the threat is targeting with the targeted
machine or device to determine if it is vulnerable to that threat. Previously separate and
uncoordinated processes are now more intelligent and automated, resulting in improved
system accuracy and efficiency. Therefore the need to layer more and more point products is
reduced, in-tum decreasing the amount of data particularly erroneous data to manage.
Subsequently, the costs to acquire, operate; and manage the additional multiple point products
are also reduced.

The platform will also remotely and proactively remediate vulnerabilitics by first determining
which updates are needed and compatible with each machine or device, taking into account
the OS, applications, or firmware installed. Then, the updates may be deployed, installed, and
validated. Thereby, policy compliance is effectively and efficiently enforced, and
documented.
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" Figure2-SOKandPatforn Component Diagam
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Features & Benefits

Features:
The Anti-Vulnerability™ platform and SOK fulfills market requirements noted in the
previous section.

L.

N

These functionalities will be presented in more detail in the next section

Integrates point products and provides system intelligence. The
same vulnerability data warechouse infonnation is shared to the products
so that more intelligent actions may then be taken to mitigate complex
threats.

Cross-references the wvulnerability targeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is led
into the logic engine where it s cross-referenced  with  the
vilnerabilities of the targeted machine. An answer is returned
indicating il the machine is vulnerable.

Identifies network vulnerabilities, The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.

Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.

Integrated Withthe SOK.

Benefits:

Blended attacks are more effectively mitigated and the overwhelming management and
maintenance burden on administrators to purchase, operate, and maintain multiple point
products is reduced, while increasing productivity, reducing costs, and more effectively and
efficiently meeting policy compliance and enforcement requirements.

Benefits to technology providers and end users:

Security Companies

Supplements existing technology to better defend against blended attacks

Functionalities

Intelligently accesses the vulnerability data warehouse, and remediates

vulnerabilitics.

Supports both the enterprise and SOHO networks

Data warchouse contains vulnerabilities and updates for many machines and
devices that operate on both enterprise and SOHO networks. See the

Supported Platfonns subsection for more details.

Minimize development time -speed to market
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SDK functionalities may be integrated with sample code provided in the
SDK User's Guide.

Minimize end user education/ absorption costs

The Anti-Vulnerability™  platform  functionalities  are  trangparently
integraled, retaining  pre-existing architecture, processes, and interfaces.
Therefore, the end user expericnce remains the same, or improved with
simplified or automated processes.

Offers policy compliance and enforcement functionality

Vulnerabilitics may be automatically remediated, verified and documented,
therefore enforcing compliance.

Product Architects

Quick and easy integration process

Simply insert the SDK code into the product code as detailed in the SDK
User's Guide.

The SDK adds functionality to products transparently — retaining pre-
existing architecture and end user interfaces

The SDK integrates functional ities that return answers Lo the functional
queries from the logic engine and data warehouse. The responses then may
be incorporated into existing product user interfaces at the discretion of the
architect,

End Users

Mo additional software or hardware implementation costs

Anti-Vulnerability™ functionalilies may be integrated into existing product
platforms.

Reduces cost of ownership of multi point products

Shared vulnerability data sets and addd wul_nerability remediation
functionalities may reduce the number of point products needed to
adequately attain defense strategy requirements.

Reduces point product management and maintenance costs

Increased accuracy of vulnerability identification, remediation and policy
entorcement, and reduction of false positives, false negatives and denial of
service (DoS), significantly reduces management time and costs.

Manage more machines and devices on the network through one portal
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Vulnerability remediation and policy compliance and enforcement may be
integrated with existing security point products, and their respective
interfaces.

=  User experience remains the same ~additional time or costs 1o understand
and execute new technologies are minimized
Anti-Vulnerability™ functionalities may be integrated transparently and
seamlessly, and the pre-existing operational processes and user interfaces
are virtually unchanged.
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This section provides the functionality query flow chart, and the SDK functionalities, by
group, that may be integrated into point products.

The functionalities access the platform with queries to generate the desired-answers. How
queries flow through the platform is shown on the next page.
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An overview of the functions that may be integrated via the SOK is provided below. The
functions are presented in groups, and a full listing with parameters and returned answer
fonnat is presented in Appendix |. More detail and step-by-step integration procedures are
presented in the SOK User's Guide.

Functionality Groups:

1. Group Management Functions

2. Client Management Functions
3.- Hot Fix Management Functions
4. Polling Functions

5. Vulnerability Query Functions
6. Conversion Functions

I. Group Management Functions

a. CrealeGroup -This [unction creates a new group.

b. GetGroups -This function retumns a list of all configured groups.

¢. DeleteG roup -This function removes a group.

ci. GetGroupPolicy -This function returns the policy for a group

e. SetGroupPolicy -This functions sets a new policy for a group

f. GetClientsinGroup -This function retrieves a list of clients that are members of a
specifie group

g. AddClientToGroup -This function adds a client to a group

h. RemoveClientFromGroup -This function removes a client from a group.

2. Client Management Functions

a. GetClientHardwareStats - This function retrieves information about the client's
hardware configuration

b. GetClientInstalled Soliware -This lunction retrieves infonnation ahout software
installed on the client.

¢. GetClientlnstalledITotfixes -This function retrieves a list of hot fixes that were
verified asinstalled onthe lastpolling

d. GetClientPendingUpdates -This function returns a list of hot fixes that the client
needs (according to group policy) as of the last polling.

e. GetClientLogs -This function returns a list of log entries for a particular client.
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f. ResetClient - This function causes the client to reset, thus forcing itto regenerate all
information about its state.

g DeleteClient  This function removes all information pertaining to this client from
the Anti-Vulnerability™ database.

h. GetClientHotFixStatus -This function retrieves information about a particular hot
[ix on & machine, such as: is it needed, is it installed, s it pending, is il send, ele.

3. Update Management Functions

a. GetHotFixInfo -This lunction retrieves detailed information about aparticular
update.

b. InstallllotFixForClient This function installs an update on a particular client if
applicable.

¢. InstallHotFixForGroup -This function installs an update on all clients in a group
that need it.

d. InstallAllPendingClient  This function installs all pending updates on a client.

¢. InstallAllPendingGroup  This function installs all pending updates on all ¢lients in
a group.

f. RejectHotFixForClient -This function rejects an update for a particular client.

¢ RejectHotFixForGroup -This function rejects an update on all clients in a particular
group.

h. RequeucHotFixForClient -This function cancels a previous update rejection fora
particular client.

i. RequeneHotFixForGroup -This function cancels a previous update rejection for all
clients in a particular group.

j. RemovellotFixFromClient  This function removes a previously installed update

k. RemoveHotFixFromGroup  This function removes an update on all ¢clients in a
group that have that hot fix installed.

4. Polling Functions
a. PollClient -This function causes a client to be polled by the onsite server
immediately. :

b. PollGroup = This function causes all the clients in a particular group to he polled
immediately.

¢. PollAll  This function causes all clients to be polled immediately.

d. IsPolling -This function returns TRUE if the on-site server is in the process of
polling clients.
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5. Vulnerability Query Functions
a. QueryVulnerabilityByCvelD) — This function retrieves whether ornot the client is
vulnerable to aparticular CVE id.
b. QueryVulnerabilityByQID -This function retrieves whether or not the client is
vulnerable to a particular Q id.
¢. QueryVulnerabilityByMSID - This function retrieves whether or not the client is
vulnerable to aparticular MS id.

d. QueryVulnerabilityByBugtraglDd -This function retrieves whether ornot the client
is vulnerable toaparticular Bugtrag id.

6. Conversion Functions

a. CvelD2QID -This function converts a CVE id to a corresponding Q id.
. CvelD2ZMSID -This function converts a CVE id to a corresponding MS id.

=2

CvelD2BugtraqlD -This function converts a CVE id to a corresponding Bugtraq id.
. QID2CvelD -This function converts a Q id to a corresponding CVE id.

e o

QID2ZMSID -This function converts 1Q id oa corresponding MSid.

&

f. QID2BugtraqlD -This function converts a Q id to a corresponding Bugtraq id.

g. MSID2CvelD -This function converts an MS id to a corresponding CVE id.

h, MSID2QID -This function converts an MS id to a corresponding Q id.

i. MSID2Buglragll? - This function converts an MSidtoacorresponding Bugtrag id.
j. BugtragID2CvelD -This function converts a Bugtraq id to a corresponding CVE id.
k. BugtragID2QID -This function converts a Bugtraq id to a corresponding Q id.

. BugtragID2MSID -This function converts a Bugtraq id to a corresponding MS id.
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This section provides examples of SOK  applications, and their benefits, when the
functionalities from the previous section are integrated into individual or multiple products.

1. Patch Deployment

SecurityProfiling s SysUpdate™ vulnerability remediation solution has incorporated virtually
all of the functionalities listed in the previous section. A white paper and trial download are
available online that demonstrate its functionalities and benefits.

Benefits:

The SOK and platform enables products to add accurate  wulnerability  identification,
remediation, verification, and policy compliance,

With the SOK, the product will gain intelligence, accuracy and efficiency, eliminate false
positives and false negatives, and ensure policy compliance, thereby saving the organization
time and money. Such [nctionalities and benefits are available for both the enterprise and
SOHO networks. And, for the consumer market, it will additionally supporl  non-security
related updates such as application version, performance, and bug-fix updawes for widely
distributed programs, which will optimize system performance and enhance the consumer
experience.

2, 1DS

IDS products atternpt to identify malicious code by signatures at both the network and host
client level. While they may be able to identify its CVE D) or other vulnerability identifier,
and target, they generally do not have the intelligence to determine if the any of the machines
on the network are susceptible to that attack, or with finer granularity, if any machine has a
specific vulnerability to that specific attack.

For example, if the attack is a Window based attack targeting 8 Windows machine; is the
targeted machine actually running Windows, and if so, is the machine wvulnerable to  the
attack? IDS systems do not have the intelligence to answer these questions. Lastly, if the
targeted machine is vulnerable - it remains unremediated — the IDS system does not have the
capability to remediate it

Benefits:

With the SOK, a product architect can integrate functionalities listed in the previous section to
enable the IDS to access the Anti-Vulnerability™ logic engine and platform. It will then have
the intelligence to determine if any machine on the network is susceptible to the attack,
remediate the vulnerability, mitigate the attack, and verify policy compliance.

Now, if no machines were susceptible to the atlack, it is identified as an event but not an
incident, no further data or alert is generated, and a management response is not required.
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With the SOK and platform, the product will gain intelligence, accuracy, and efficiency,
eliminate false positives and false negatives, and ensure policy compliance, thereby saving the
organization time and money. Such functionalitics and benefits are available for both the
enterprise and SOHO networks.

3. Scanners

Vulnerability scanners assess cach machine on the network for vulnerabilities, and create lists
of potential vulnerabilities to the system managers. The lists commonly contain many false
positives and false negatives, burdening the system and managers with inaccuracies,

Benefits:

With the SOK, a product architect can integrate functionalities listed in the previous section to
enable the scanner to access the Anti-Vulnerability™ logic engine and platform, and then
have the intelligence to determine if the machine has actual vulnerabilities, remediate them,
and verify policy compliance.

With the SOK and platform, the product will gain intelligence, accuracy, and efficiency,
eliminated false positives and false negatives, and ensured policy compliance, thereby saving
the organization time and money.

4. Firewall
"Smart" firewalls are based in part on signatures and other similar functionalities as the 1IDS
products described above.

Benefits:

With the SOK and platform, the firewall can determine whether an attack is valid or a false

positive, thereby preventing the security system from denying valid traffic to the organization
self-inflicted DOS attacks.

Such functionalitics and benefits arc available for both the enterprise and SOHO networks.

5. Vulnerability Management

Vulnerability Management products enable managers to set policy and identify potential
network vulnerabilities. They typically do not accurately identify each vulnerability on each
network machine and device, nor remediate each vulnerability, meeting policy compliance
enforcement requirements.

Benefits:

The SOK and platform offer . similar functionalities and benefits as the patch deployment
products described above. In short, it enables products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement. Such
l[unctionalities and benelits are available for both the enterprise and SOHO networks.
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6. Multiple Products: 1DS, Scanner, Firewall, and Vulnerability Management

Fach product functions as the individual products noted above. Each may be deployed and
operated on the network in a mulii-tiered network defense strategy. They may be disparate
system, and their signatures and update deployvment schedules may wvary, Therefore, the
probability of mitigating a new and complex  threal  decreases,  while  management
requirements and cost increases.

Benefits:

With the SOK and platfonn, they each may communicate with the same back-end data
warehouse, sharing the same vulnerability information, attaining intelligence and more
accurate information about the target and its wvulnerabilities, thereby more effectively
mitigating complex threats. It will also enable the products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement
functionalities.

7. Client Security
ClieQt security products offer an integrated antivirus, firewall, and IDS functionality.

With the SOK and platform, they attain the additional [unctionalities: and benefits as the
multiple products listed above, yet are even more elfective since they  additionally
communicate and share information directly with each other. They will also  attain
vulnerability identification, reference, remediation, and policy compliance and enforcement
capabilities.

Such lunctionalities and benefits are available for both the enterprise and SOHO networks.
And, for the consumer market, it will additionally support non-security related updates such
as application version, perfonnance, and bug-fix updates for widely distributed programs,
which will optimize system perfonnance and enhance the consumer experience,

8. Change Management

Existing change management {CM) applications control the documentation and logging of
change throughout the enterprise. These applications ensure that an organization maintains
consistent records of what happened and when. Currently administrators must independently
recognize that a security patch/update must be deployed to a computer or group of computers.
The user enters the request in the svstem, through the pipe-lined process of change
management the request would be approved, the patch/update would be manually installed by
a user, then documented in the change management software that the process has been
completed. While CM soliware assists in documentation, very little il any assistance is
provided in identifying the paiches/updates needed, nor verilying correct [unction afler the
update/patch is installed.
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Benefits:

With the SDK and platform, change management integration will greatly streamline this
process further reducing total cost of ownership, ease of use, and a higher standard of
documentation. The products will then automatically create a change request in the system,
specilying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will automatically deploy and install the
update/patch.  Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates to cach of these various security products ¢ including all of the Anti-Vulnerability
technology benefits such as ensuring compliance of signature versions, logging, reporting,
and verification of installation.
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This section consists of a detailed description of the platform's components, the NOC Servers,
and systen requirements:

Client Agent

Logic Engine

Data Warehouse

Network Operations Center (NOC) Servers

System Requirements

Client Agent
The agent is remotely deployed to cach machine or device on the network, and has two
primary functions.

1. Accurately identifies the OS, applications, firmware, and updates
installed on each machine or device.

2. Installs the updates.

Identifies Applications Instalied

The client agent accurately identifies and inventories the operating system, applications, and
updates installed on each machine. Periodically, the system polls each client agent and the
configuration data is transferred back to the data warchouse. The logic engine determines and
deploys the appropriate updates to each machine, (More detail of this process is provided in
the Logic Engine sub-section, on the next page.)

Installs the Updates

The client agent installs the updates, and verifies they are running correctly.

“This cycle is repeated each polling interval. Should an update not be installed properly, or
even if the user (or intruder) accidentally or purposely deletes an update, the system will re-
install it,
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Client Agent Application size: The client agent is less than 1MB, and

Componen[ isvirtually undetectable.
Application Type: Automatic Service
Connectivity Required: TCP/IP
Compatibility/Stability: Inlabtesting, the agent hasbeen

shown to be compatible with other
agents, such asanti-virus agents. To
date, customers have not encountered

any problems.
User Options: Run queued updates, only.
Security: Updates sent to each client in an

AES-encrypted format.

Logic Engine

The logic engine, or system intelligence, cross references the vulnerability that the threat is
targeting and the targeted machine or device vulnerabilities through the data warchouse, and
returns the answer Lo the point product.

It also determines which updates are needed and compatible with each machine's
configuration.

Tht? .logic engine cross-references and matches each client's configuration with the
information for each update, and daermines which updates are appropriate. It then takes
these results and filters them through the group policy to determine which updates should
actually be installed on the client. Lastly the logic engine once more references the group
policy to determine what action (if' any) to take, and then performs this action at the
appropriate lme.

Data Warehouse

This component has four primary functions:

1. For vulnerability remediation functionalities, periodically polls the
clients for configuration data.

IS

Maintains the vulnerability database,
3. Maintains the update database.

4. Periodically polls the NOC server, and receives updates.
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Client Agent Polling

The client agents are periodically polled for client configuration data. Each client responds
with their respective OS, applications, firmware and updates installed, which will be cross-
referenced by the logic engine.

Vulnerability Database

The data warchouse fully maintains a full vulnerability database. The database is a self-
configuring, self-populating, maintenance-free database, and does not require administrator
inputs or interaction. The database periodically synchronizes itself with the NOC servers'
database.

The database was designed to accommodate and organize all vulnerabilities across the
network with a proprietary schema. The schema was also designed to be accessible to unique
queries to cross-reference its data. The logic engine determines which fields are to be
queried, and returns the processed data results.

Update Database B

The on-site server component fully maintains an update database. The database is a self-
configuring, self-populating, maintenance-frec database, and does not require administrator
inputs or interaction. The database periodically synchronizes itself with the NOC servers'
database, as noted below.

NOC Server Polling

The NOC servers are polled periodically, and operate on a "pull” traffic network. The only
information leaving the customer’s site is an encrypted key, used for authentication by the
NOC servers. Once authenticated, the servers are synchronized with the latest vulnerabilities
and updates. These files are sent in an AES-enerypted format.

Server Space required: The server component requires 40
Component GB of space.
Security: Updates pulled from NOC
Servers are in.an AES-encrypted
format.

The on-site server polls the clients at
any interval selected by the
administrator.

Palling Inte.rval:

Network Operations Center (NOC) Servers
The vulnerabilities and updates and their respective guidelines are archived in the Anti-
Vulnerability™ NOC servers' database and periodically distributed to the. customer’s site.
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System Requirements
There are two system requirements: TCP/IP connectivity, and network platfonns supported.

The application is scalable to any network size or architecture, and only requires TCP/IP
connectivity between the client and the server.

The platfonn is compatible with any of the following machines or devices:
= Windows
= All UNIX variants
= Cisco routers and firewalls
=  Toshiba network devices
= Netgear network devices

= Linksys network devices, including wireless access points

Support for additional machines and devices arc in development and will be rolled out on
an on-going basis.
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The Anti-Vulnerability™ platform and SOK is an intelligent technology that will supplement
any existing defense strategy. It integrates point products so they may share the same
vulnerability data set to improve automation and accuracy - increasing efliciencies and
minimizing false positives and false negatives. It also enables remote Identification,
management, and remediation of network vulnerabilities, and provides update deployment,
validation, and reporting capabilities. Thereby, the platforrn and SOK improves network
security and integrity, mitigation of blended threats, while increasing productivity, saving
time and money, and more effectively and efficiently attaining policy compliance and
enforcement requirements.
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R TR g

“Appendix | =Integration Functionalities

Anti-Vulnerability™ functions that are accessible via the SDE are presented in groups, as

follows: -
A. GroupManagementFunctions
B. ClientManagementFunctions
C. HotFixManagement Functions
D. Polling Functions
E. Vulnerability QueryFunctions
F. Conversion Functions

A. GroupManagementFunctions

= CreateGroup
Parameters: GROUP structure defining the new group.
Returns: Success or [ailure .
Description: This function creates a new group.

*  GetGroups
Parameters: None
Returns: An array of GROUP structures,
Description: This function returns a list of all configured groups.

= DeleteG roup
Parameters: GROUP struciure 1o be deleted.
Returns: Success or tailure
Description: This function removes a group.

= GetGroupPolicy
Parameters: GROUP structure to get the corresponding
POLICY structure from.
Returns: POLICY structure corresponding to the passed
GROUP
Description: This function returns the policy for a group.

+  SetGrou pPolicy
Parameters: GROUP structure to receive new policy, POLICY
structure to set for the group.
Returns: Success or failure
Description: This functions sets a new policy for a group.

= GetClientslnGroup
Parameters: GROUP structure to retrieve the clients from
Returns: Array of CLIENT structures belonging to the GROUP,
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Description: This function retrieves a list of clients that are
members of a specifie group.

* AddClientToGroup
Parameters: CLIENT structure to add to a group. GROUP
structure to add the client to.
Returns: Success or failure
Description: This function adds a client to a group.

= RemoveClientFromGroup
Parameters: CLIENT structure to remove from group, GROUP
structure to remove the client from
Returns: Success or failure
Description: This function removes a client from a group.

B. Client Management Functions

= GetClientHardwarcStats
Parameters: CLIENT structure to get information from.
Returns: CLIENT HARDWARE structure describing the
client's hardware confliguration
Description: This function retrieves information about the
client’s hardware configuration

= GetClientnstalledSoliware

Parameters: CLIENT structure to get information from.
Retumns: CLIENT _SOFTWARE structure describing softWare
mstall on the client.

Deseription: This function retrieves information about sofiware
installed on the client.

= GetClientinstalledHotfixes
Parameters: CLIENT structure o get information from.
Returns: Array o HOTFIX structures corresponding o the
installed hot fixes on the elient
Description: This function retrieves a list of hot fixes that were
verified as installed on the last polling.

= GetClientPendingU pdates
Parameters: C.LIENT structure to get information from.
Returns: Array of HOTFIX structures corresponding to the
pending hot [ixes [or the client
Description: This function returns a list of hot fixes that the
client needs (according o group policy) as ol the last polling.

= GetClientLogs
Parameters: CLIENT structure to get information from
Returns: Array of CLIENT LOG structures containing log
entries for the client.
Description: This function returns a list ot log entries for a
particular client.
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=  ResetClient
Parameters: CLIENT structure o reset.
Returns: Success or failure -
Description: This function causes the client to reset, thus
forcing it to regenerate all information about its state,

= DeleteClient
Parameters: CLIENT structure to delete.
Returns: Success or failure
Description: This function removes all information pertaining
to this client from the Anti-Vulnerability™ database.

*  GelClientHotFixStatus
Parameters: CLIENT structure to get information from,
HOTFIX structure Lo get information about
Returns: Code to indicate the status of the hot fix with respect
Lo that client, or Failure.
Description: This function retrieves information about a
particular hot fix on a machine, such as: is it needed, is it
installed, is it pending, is it send, etc. !

C. Update Management Functions

* GetllotFixInfo
Parameters: HOTFIX structure to get information from
Returns: HOTFIX_INFO structure describing the update
Description: This function retrieves detailed information about
aparticular update.

= InstallllotFixForClient
Parameters: HOTFIX structure to install, CLIENT structure to
install the update on.
Returns: Success or failure.
Description: This function installs an update on a particular
clientifapplicable.

* InstallllotFixForGroup
Parameters: HOTFIX structure to install, GROUP structure to
deploy the update to.
Returns: Success or failure
Description: This function installs an update on all clients in a
group that need it.

* InstallAllPendingClient
Parameters: CLIENT structure to install update on
Returns: Success or failure
Description: This function installs all pending updates on a
client.
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= InstallAllPendingGroup
Parameters: GROUP to deploy update to.
Returns: Suceess or failure
Description: This function installs all pending updates on all
clients in a group.

=  RejectHotFixForClient
Parameters: HOTFIX structure to reject, CLIENT structure o
reject update on,
Returns: Success or failure
Description: This function rejects an update for a particular
client.

=  RejectHotFixForGroup
Parameters: HOTFIX structure to reject, GROUP strueture to
reject update for.
Returns: Success or failure
Description: This function rejects an update on all clients in a
particular group.

=  RequeueHotFixForClient
Parameters: HOTFIX structure to requeue, CLIENT structure
to requene the update on.
Returns: Success or failure. |,
Description: This function cancels a previous update rejection
for a particular client.

= RequeveHotFixForGroup
Parameters: HOTFIX structure to requeue, GROUP structure
to requeue the update for.
Returns: Success or failure
Description: This function cancels a previous update rejection
for all clients in a particular group.

= RemoveHotFixFromClient
Parameters: HOTFIX structure to remove, CLIENT structure
to remove the update from.
Returns: Success or failure
Description: This function removes a previously installed
update

=  RemoveHotFixFromGroup
Parameters: IHHOTFIX structure to remove, GROUP structure to
remove the update from
Returns: Success or failure
Description: This function removes an update on all clients in
a group that have that hot fix installed.
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D. Polling Functions-

PollClient

Parameters: CLIENT structure to poll

Returns: Success or failure

Description: This function causes a client to be polled by the
onsite server immediately.

PollGroup

PollAlLl

Parameters: GROUP structure o poll

Returns: Success or failure

Description: This function causes all the clients in a particular
group to be polled immediately.

Parameters: NONE

Returns: Success or failure

Description: This function causes all clients to be polled
immediately.

IsPolling

Parameters: NONE

Returns: TRUE or FALSE

Description: This function returns TRUL if the OnSite Server
is in the process of polling clients. -

E.Vulnerability Query Functions

QueryVulnerabilityByCvelD)

Paramet CLIENT structure to get information from,

CVEID structure fo get information about

Returns: Code indicating status of machine with respect to the CVE id
Description: This function retrieves whether or not the client is
vulnerable to aparticular CVE id.

QueryVulnerabilityByvQID

Parameters: CLIENT structure Lo get information from, QID
structure Lo get information about.

Returns: Code indicating status of machine with respect to the Q id
Description: This function retrieves whether or not the client is
vulnerable 1o a particular Q id.

QueryVulnerability By MSID

Parameters: CLIENT strueture to get information from, MSID
structure to get information about.

Returns: Code indicating status of machine with respect to the MS id
Description: This function retrieves whether or not the client is
vulnerable to lparticular MS id
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= QueryVulnerabilityByBugtragID
Parameters: CLIENT structure to get information from,
BUGTRAQID structure to get information about.
Returns: Code indicating status of machine with respect to the
Bugtraq id
Description: This function retrieves whether or not the client is
vulnerable o aparticular Bugtrag id.

F. Conversion Functions

- CvelD2QID
Paramecters: CVEID Structure to convert
Returns: QID Structure corresponding to a CVE id
Description: This function converts a CVE id to a
corresponding Q id.

= CvelD2MSID
Parameters: CVEID Structure to convert
Returns: MSID Structure corresponding to a CVE id
Description: This function converts a CVE idto a
corresponding MS id.

- CvelD2BugtragID
Parameters: CVEID Structure to convert
Returns: BUGTRAQID Structure corresponding toa CVE id
Description: This function converts a CVE id to a
corresponding Bugtrag id.

=  QID2CvelD
Parameters: QID Structure to convert
Returns: CVEID Structure corresponding to a Q id
Description: This function converts a () id to a corresponding
CVEid.

- QID2MSID
Parameters: QID Structure to convert
Remrns: MSID Structure corresponding toa ( id
Description: This function converts a Q id to a corresponding
MSid.

= QID2BugtraglD
Parameters: QID Structure to convert
Returns: BUGTRAQID Structure corresponding to a Q id
Description: This function converts a Q id to a corresponding
Buglraqid.

= MSID2CvelD
Parameters: MSID Structure to convert
Returns: CVEID Structure corresponding to an MS id
Description: This function converts an MS .id toa
corresponding CVE id.
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MSID2ZQID

Parameters: MSID Structure to convert

Returns: QID Structure corresponding to an MS id
Description: This funetion converts an MS id o a
corresponding Q id.

MSID2BugtraglD

Parameters: MSID Structure to convert

Returns: BU.GTRAQID Structure corresponding to an MS id
Description: This function converts an MS id to a
corresponding Bugtraq id.

BugtraqlD2CvelD

Parameters: BUGTRAQID Structure to convert

Returns: CVEID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq id toa
corresponding CVE id.

Bugtraq1D2QID

Parameters: BUGTRAQID Structure to convert
Returns: QID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq idtoa
corresponding Qid.

BugtraglD2MSID

Parameters: BUGTRAQID Structure to convert
Returns: MSID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq id to a
corresponding MS id.
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For further infonnation regarding SecurityProfiling's
products and services, please contact us at:

r

Ao

SECURITYFPROFILIMG

839 Main St
Suite 405
Lalayetie, IN 47901
Toll Free: (888) 6453676
Phone: (765) 420-7227
Fax: (765) 420-9256

E-Mail:  info@@securitvprofiling.com

www_securitvprofiling.com
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What is Anti-Vulnerability™ Technology?

Anti-Vulnerability™ technology is a platform and underlying back end that consists of a logic
engine and vulnerability data warehouse. (Reference the diagram on page 8.) It will integrate
with and enable network security components such as IDS, scanners, or firewalls to
intelligently reference and share the same vulnerability data set, and independently provide
complete vulnerability remediation (patching) functionalities such as that provided by the
automated updating application, SysUpdate™. Thereby, the technology will improve system
accuracy and efficiencies, minimize false positives and false negatives, and provide policy
compliance and enforcement capabilities.

Market Requirements

The latest network compromises are combining qualities of viruses, worms, and direct
compromise attacks into new blended attacks and may utilize metamorphic or polymorphic
abilities to change their signatures to avoid detection.

To mitigale these new risks, organizations are now deploying a multi-ticred network defense
strategy comprised of a variety of additional network security components layered at the
perimeter and w internal network machines and devices.

However, the network security components rely on signatures or anomalies, producing an
ever-increasing quantity of data, including false positive and false negatives. They also lack
the intelligence to identify, reference, or remediate the vulnerabilities targeted by the attack.
Furthermore, the cost of the acquiring, managing, and maintaining numerous network security
components is overwhelming the end user.

Therefore, a more sophisticated, intelligent technology is needed to resolve these issues.

Solution
SecurityProfiling now ofters an intelligent integration platform and SOK -the first Anti-
Vulnerability™ technology to meet market requirements.

Functional Description
1. Enhances security components and provides system  intelligence.
The same vulnerability data warchouse information is shared with the
products so that more intelligent actions may then be taken o mitigate
complex threats.,

2. Cross-references the vulnerability ta rgeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
vulnerabilities of the targeted machine. An answer is returned
accurately indicating ifthe machine is vulnerable.

3. Identifies network wvulnerabilities. The platform will independently
identify which network machines and devices have vulnerabilitics by
querying a client agent, or a device's OS or firmware directly.

4. Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.
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Anti-Vulnerability™ Technology Applications
Examples of Anti-Vulnerability™ applications that may be integrated into network security
components [or enterprise and small office home ofTice (SOHO) networks:

(54

Update or Patch Deployment Remotely remediates network vulnerabilities and provides
policy compliance and enlorcement capabilitics. See SecurityProfiling's SysUpdateTM
white paper and trial download online. And, for the consumer market, it will additionally
support non-security related updates such as application version, performance, and bug-
fix upgrades.

IDS Eliminates false positives and false negatives, and adds vulnerability remediation
and policy compliance and enforcement functionalities. (See SecurityProfiling's website,
Workbench menu, for projects in development.)

Scanner Eliminates false positive and false negatives, and adds vulnerability
remediation  and  policy compliance and  enforcement  functionalities.  (See
SecurityProfiling's website, Workbench menu, for projects in development.)

Firewall - Eliminates false positive and false negatives, preventing the security system
from denying valid traffic to the organization - self-inflicted denial of service attacks -
and adds vulnerability remediation, and policy compliance and enforcement
functionalities.

Vulnerability Management Same as 1., above.

Multiple Products: IDS, Scanner, and Firewall - Each may communicate with the same
back-end data warchouse, sharing the same wvulnerability information, attaining
intelligence and more accurate information about the target and its vulnerabilities,
thereby more effectively mitigating complex threats.

Change Management - Will automatically create a change request in the system,
specifying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will automatically deploy and install the
update/patch, Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates to cach of these various security products.

Components

The Anti-Vulnerability™ platform is comprised of the following software components: SDE,
Client Agent, Logic Engine, and Data Warchouse. Network Operations Center (NOC)
Servers periodically synchronize the customers' servers with the latest wvulnerability and
update data., Please reference the Platform Component Diagram on page 8.
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System Requirements
There are two system requirements: TCP/IP connectivity, and supported network machines
and devices. Platforms supported are:

= All Windows Operating Systems and their applications

= All UNIX variants

= Cisco routers and firewalls

= Toshiba network devices

*  Netgear network devices

* Linksys network devices, including wireless access points

Platform support is scalable to any network size or architecture; consumer, small office home
office (SOHO), enterprise, and distributed networks.

Support for additional machines and devices are in development and will be rolled out on an
on-going basis.
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Anti-Vulnerability™ technology is a backend platform that consists of a logic engine and
vulnerability data warehouse. It will integrate with and enable network security components
such as IDS, scanners, or firewalls to intelligently reference and share the same vulnerability
data set, and independently provide complete vulnerability remediation (patching)
functionalities such as that provided by the antomated updating application, SysUpdate™.
Thereby, the technology will improve system accuracy and efficiencies, minimize false
positives and false negatives, and provide policy compliance and enforcement capabilities.

Figure I-Anti-Vulnerability Technology

Anti-Vulnerability
Platform

SCANNER

FIREWALL

VULNERABILITY
MANAGEMENT

SECURITY
PROFILING'S
SYSUPDATE

Formoredetail, see the Platform Component Diagram onpage 8.

Anti-Vulnerability™ technology will ideally meet marker requirements, presented in the next
section.
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Networks are probed at an ever-increasing frequency for vulnerabilities, which may be
subsequently exploited with compromise attacks. To protect the network, administrators have
traditionally setup perimeter defense strategics.

These strategies generally call for network managers to lock down core servers, and
monitor/scan/filter all incoming and outgoing traffic at the network perimeter with several
network security components such as antivirus and firewalls to identify and attempt to
neutralize hackers and malicious code. In the past, these strategies worked well, however new
threats are becoming more complex,

The latest malicious code may combine qualities of viruses, worms, and direct compromise
attacks into new blended attacks. Virus payloads are becoming more complex and by using
metamorphic or polymorphic abilities, viruses are able to change their signatures 1o avoid the
fingerprint-type filtering that most applications employ. :

To mitigate these new risks, organizations are now deploying a multi-tiered network defense
strategy comprised of a variety of additional network security components layered at the
perimeter and to internal network machines and devices. Such network security components
include antivirus, firewall, scanners, and network and host intrusion detection systems,

Fach of these systems is based on specific signatures, rules, or anomalies of each attack and
their variants, and do not identily and remediate the specilic network vulnerabilities the attack
is targeting.  So each attack, and its variants, must be identified and analyzed, a signature
prepared, then finally deployed to cach point product on cach customer’s network.  This -
process is uncoordinated among multiple disparate systems, and creates an cver-increasing
number of signatures producing more and more attack alerts requiring immediate atiention -
many of which are erroncous.

Additionally, to proactively remediate the vulnerabilities the malicious code is targeting,
administrators must quickly and diligently update or "patch" each network machine and
device, which is a time-consuming and costly process. Further compounding the burden on
administrators, best practice and government compliance directives now require higher
standards of network security and integrity to protect consumer privacy, and they must be
documented with change tracking and audit trail reports.

Therefore, it is increasingly difficult and costly to effectively mitigate new threats and
manage numerous systems -particularly in an environment of rising security standards and
policy compliance requirements.
Thus, the mult-tiered network defense strategy is falling short primarily for four reasons:
I. The inability of multi-tiered network security components to communicate and share
information necessary to mitigate blended threats, and minimize false positives and

lalse negalives.

.2, The wvulnerability targeted by malicious code is not accurately identified nor
proactively remediated.

3. The associated excessive aggregate cost of ownership of multiple systems.
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4. The excessive administrative burden and cost of managing and maintaining multiple
systems.
Hence, there is a need to integrate systems, share information intelligently to better defend
against blended threats, reduce management and cost requirements, and automate
vulnerability identification and remediation functionalities, as presented in the high-level
requirements,

New Technology High-Level Requirements
A new technology is needed to meet market requirements:

1. Integrate network security components to share information
2. Provide system intelligence

3. Remediate network vulnerabilities
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Anti-Vulnerability™ technology will integrate and enable network security components to
intelligently reference and share information from the same vulnerability data set, provide
vulnerability identification and remediation functionalities, and efficiently meet policy
compliance and enforcement requirements,

The Anti-Vulnerability™ platform is a complimentary network security technology. When
integrated into the defense strategy, it adds intelligence that more accurately and efficiently
mitigates blended threats and offloads the time-consuming functions that burden network
administrators.

The platform enables network security components to share information via its proprietary
logic engine to automatically cross-reference the vulnerability the threat is targeting with the
targeted machine or device to determine if it is vulnerable to that threat, Previously separate
and uncoordinated processes are now more intelligent and automated, resulting in improved
system accuracy and efficiency. Therefore the need to layer more and more network security
components is reduced, in-tum decreasing the amount of data — particularly erroneous data —
to manage. Subsequently, the costs to acquire, operate, and manage the additional multiple
network security components are also reduced.

The platform will also remotely and proactively remediate vulnerabilities by first determining
which updates are needed and compatible with each machine or device, taking into account
the OS, applications, or [irmware installed. Then, the updates may be deployed, installed, and
validated. Thereby, policy compliance is eflectively and efficiently enforced, and
documented.
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" Figure2=SDK and Platform Component Diagram:
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Features & Benefits

Features:

Anti-Vulnerability™ technology tulfills market requirements noted in the previous section.

Integrates  network  security  components  and  provides  system
intelligence. The same vulnerability data warehouse information is
shared to the products so that more intelligent actions may then be
taken to mitigate complex threats.

Cross-references the vulnerability targeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
viulnerabilities of the targeted machine. An answer is returned
indicating if the machine is vulnerable.

Identifies network wulnerabilitics. The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.

Proactively remediates the wulnerability. Once a wvulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports,

Benefits:

Blended attacks are more effectively mitigated and the overwhelming management and
maintenance burden on administrators to purchase, operate, and maintain multiple network
security components is reduced, while increasing productivity, reducing costs, and more

effectively and elTiciently meeting policy compliance and enforcement requirements.

End Users

Supplements existing technology. to better defend against blended attacks

Intelligently accesses the vulnerability data warchouse, and remediales
vulnerabilities.

Offers policy compliance and enforcement [unctionality

Vulnerabilities may be automatically remediated, verified and documented,
therefore enforcing compliance.

Mo additional software or hardware implementation costs

Anti-Vulnerability™ functionalities may be integrated into existing product
platforms.

Reduces cost of ownership of multi network security components

Shared vulnerability data sets and added vulnerability remediztion
functionalitics may reduce the number of network security components
needed to adequately attain defense strategy requirements.
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* Reduces management and maintenance costs

Increased accuracy ol vulnerability identification, remediation and policy
enforcement, and reduction of false positives, false negatives and denial of
service (DoS), significantly reduces management time and costs.

*  Manage more machines and devices on the network through one portal
Vulnerability remediation and policy compliance and enforcement may be

integrated with existing securily network security components, and their
respective interfaces.

* Minimize end user education/ absorption costs

Anti-Vulnerability™ applications are transparently integrated, retammg
pre-existing architecture, processes, and interfaces. Therefore, the end user
experience remains: the same, or improved with simplified or automated
processes.

=  User experience remains the same - additional time or costs to understand
and execute new technologies are minimized
Anti-Vulnerability™ applications may be integrated transparently and
scamlessly, and the pre-existing operational processes and user interfaces
are virtually unchanged.

= Supports both the enterprise and SOHO networks

Data warehouse contains vulnerabilities and updates for many machines and
devices that operate on both enterprise and SOHO networks. See the
Supported Platforms subsection for more details.

Such applications are presented in the next section.
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‘Anti-Vuinerability ¥ Technology Applications

A kit

Examples of Anti-Vulnerability™ applications that may be made available lor enterprise and
small ollice home office (SOHO) networks:

1. Update or Patch Deployment

SecurityProfiling s SysUpdate™ vulnerability remediation solution is the first Anti-
Vulnerability™ technology application. A white paper and trial download are available
online that demonstrate its functionalities and benefits.

Benefils:

Anti-Vulnerability™ technology enables products to add accurate vulnerability identification,
remediation, verification, and policy compliance.

With  Anti-Vulnerability™  technology, products will  gain  intelligence, accuracy and
cfficiency, climinate false positives and false negatives, and ensure policy compliance,
thereby saving the organization time and money. Such functionalities and benefits are
available for both the enterprise and SOHO networks. And, for the consumer market, it will
additionally support non-security related updates such as application version, performance,
and bug-fix updates for widely distributed programs, which will optimize system performance
and enhance the consumer experience.

2. IDS

IDS products attempt to identify malicious code by signatures at both the network and host
client level. While they may be able to identify its CVE 1D or other vulnerability identifier,
and target, they generally do not have the intelligence to determine if the any of the machines
on the network are susceptible to that attack, or with finer granularity, if any machine has a
specific vulnerability to that specific attack.

For example, il the attack is a Window based attack targeting a Windows machine, is the
largeted machine actually running Windows, and il so, is. the machine vulnerable o the
attack? IDS systems do not have the intelligence to answer these questions. Lastly, if the
targeted machine is vulnerable - it remains unremediated - the 1DS system does not have the
capability to remediate it.

Benefits:

With Anti-Vulnerability™ technology, a product architect can integrate functionalities listed
in the previous section to enable the 1DS to access the Anti-Vulnerability™ logic engine and
platform. It will then have the intelligence to determine if any machine on the network is
susceptible to the attack, remediate the vulnerability, mitigate the attack, and verify policy
compliance.

Now, if no machines were susceptible to the attack, it is identified as an event but not an
.incident, no further data or alert is generated, and a management response is not required.
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With  Anti-Vulnerability™ technology, the product will gain intelligence, accuracy, and
efficiency, eliminate false positives and false negatives, and ensure policy compliance,
thereby saving the organization time and money. Such functionalities and benefits are
available for both the enterprise and SOHO networks,

3. Scanners

Vulnerability scanners assess each machine on the network for vulnerabilities, and create lists
of potential vulnerabilities to the system managers. The lists commonly contain many false
positives and false negatives, burdening the system and managers with inaccuracies.

Benefits:

With Anti-Vulnerability™  technology, a product architect can integrate functionalities listed
in the previous section to enable the scanner to access the Anti-Vulnerability™ logic engine
and platform, and then have the intelligence to determine if the machine has actual
vulnerabilities, remediate them, and verify policy compliance.

With Anti-Vulnerability technology, the product will gain  intelligence, accuracy, and
elliciency, climinated [false positives and false negatives, and ensured policy compliance,
thereby saving the organization time and money.

4. Firewall

"Smart” firewalls are based in part on signatures and other similar functionalities as the JDS
products described above.

Benefits:

With Anti-Vulnerability™ technology and platform, the frewall can determine whether an
attack is valid or a false positive, thereby preventing the security system from denying valid
traffic to the organization —selt-i! 1flicted DOS attacks.

Such functionalities and benefits are available for both the enterprise and SOHO networks.

5. Vulnerability Management

Vulnerability Management products enable managers to set policy and identify potential
network vulnerabilities.,, They typically do not accurately identify each vulnerability on each
network machine and device, nor remediate cach vulnerability, mecting policy compliance
enlorcement  requircments.

Benefits:
Anti-Vulnerabiliy™  technology: offers similar functionalities and benefits as the patch
deplovment products described above. In short, it cnables  products to  add  accurate
vulnerability identification, remediation,  verification, and policy compliance and
enforcement. Such functionalities and benefits are available for both the enterprise and SOHO
networks.
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6. Multiple Products: DS, Scanner, Firewall, and Vulnerability Management

Each product functions as the individual products noted above. Each may be deployed and
operated on the network in a multi-tiered network defense strategy. They may be disparate
system, and their signatures and update deployment schedules may vary. Therefore, the
probability of mitigating a new and complex threat decreases, while management
requirements and cost increases.

Benefits:

With Anti-Vulnerability™ technology, they each may communicate with the same back-end
data warehouse, sharing the -same vulnerability information, attaining intelligence and more
accurate information about the target and its vulncrabilitics, thereby more effectively
mitigating complex threats. It will also enable the products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement
functionalities.

7. Change Management

Existing change management (CM) applications control the documentation and logging of
change throughout the enterprise. These applications ensure that an organization maintains
consistent records of what happened and when. Currently administrators must independently
recognize that a security patch/update must be deployed 1o a computer or group of computers.
The user enters the request in the system, through the pipe-lined process of change
management the request would be approved, the patch/update would be manually installed by
a user, then documented in the change management sotiware that the process has been
completed. .While CM software assists in documentation, very little if any assistance is
provided in identifying the patches/updates needed, nor verifying correct function after the
update/paich is installed.

Benefits:

With  Anti-Vulnerability™ technology, change management integration will greatly
streamline this process further reducing total cost of ownership, ease of use, and a higher
standard of documentation. The products will then antomatically create a change request in
the system, specifying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will antomatically deploy and install the
update/patch, Finally, they will also wverify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, Anti-Vulnerability™ technology may also provide product upgrades and signature
updates to each of these various security products - including all of the Anti-Vulnerability
technology benefits such as ensuring compliance of signature versions, logging, reporting,
and verification of installation.
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Anti-Vulnerability™ technology is an intelligent platform that will supplement any existing
defense strategy. Once integrated with the technology, components may share the same
vulnerability data set to bmprove automation and accuracy — increasing efficiencies and
minimizing false positives and false negatives. It also enables remote identification,
management, and remediation of network wvulnerabilities, and provides update deployment,
validation, and reporting capabilities. Thereby, the technology improves network security and
integrity, mitigation of blended threats, while increasing productivity, saving time and money,
and more effectively and efficiently attaining policy compliance and enforcement
requirerments.
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Application No. Applicant(s)

. - . 14/499,230 OLIPHANT ET AL.
Applicant-Initiated Interview Summary _ i
Examiner Art Unit
MADHURI HERZOG 2438

All participants (applicant, applicant’s representative, PTO personnel):

(1) MADHURI HERZOG. 3) ,

(2) Brian Owens. (4)—

Date of Interview: 04 February 2015.

Type: [ Telephonic [ Video Conference
[] Personal [copy given fo: O applicant O applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes [ No.
If Yes, brief description:

Issues Discussed []101 [J112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 1

Identification of prior art discussed:

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereol, claim interpretation, proposed amendments, arguments of any applied references ele...)

The examiner informed the attorney that a further search has to be conducted with respect to the new limitations that
have been added to the independent claims. The examiner and attorney also discussed _the evidence filed under 37
cfr 1.131 to swear behind the primary reference. The examiner informed the attorney that the evidence will be carefully
considered and that the examiner will contact the atforney with any issues that need to be addressed. No agreement
was made regarding the allowability of the claims .

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one menth or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, 1o include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

/MADHURI HERZOG/
Primary Examiner, Art Unit 2438

U.8. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20150204
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to 1he substance of any face-to-face. video conference, or felephone interview with regard to an application must be made of record in the
application whether or not an agreement wilh the examiner was reached at the inlerview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph {b)

In every instance where raconsideration is requested in view of an interview with an examiner, a complate writtan statement of the reascns presentad at the intarview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 US.C. 133)

37 CFR §1.2 Business to be transacted in writing.
All business with the Fatent or Trademark Office should be fransacted in writing. The personal attendance of applicants or their attorneys or agenis at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written recerd in the Cffice. No attention will be paid o
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubl.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is olherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Cffice actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances diclate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

= Application Number (Series Code and Serial Number)

—MName of applicant

—Mame of examiner

—Date of interview

—Type of interview (telephonic. video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

—An indication whether or not an exhibit was shown or a demonsiration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the confrary.

= The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Cffice action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonsiration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented fo the examiner,

{The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other perlinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurale, the examiner will give the applicant an extendable one manth time period to correct the record.

Examiner 1o Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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What is the SOK and Anti-Vulnerability™ Platform?

The SOK was designed to be a simple integration pathway to the back-cnd Anti-
Vulnerability™ platform -consisting ol a logic engine and vulnerability data warchouse. It
will enable any network security product such as an IDS, scanner, or firewall to intelligently
reference and share the same vulnerability data set, and provide complete vulnerability
remediation functionalities. Thereby, improving system accuracy and efficiencies, minimizing
false positives and false negatives, and providing policy compliance and enforcement
capabilities.

Market Requirements

The latest network compromises are combining qualities ol viruses, worms, and direct
compromise attacks into new blended attacks and may utilize metamorphic or polymorphic
abilities to change their signatures to avoid detection.

To mitigate these new risks, organizations are now deploying a multi-tiered network defense
strategy comprised of a variety of additional point products layered at the perimeter and to
internal network machines and devices.

However, the point products rely on signatures or anomalies, producing an ever-increasing
quantity of data, including false positive and lalse negatives. They also lack the intelligence
to identify, reference, or remediate the vulnerabilities targeted by the attack. Furthermore, the
cost of the acquiring, managing, and maintaining numerous point products is overwhelming
the end user.

Therefore, a more sophisticated, intelligent technology is needed to resolve these issues.

Solution
SecurityProfiling now offers an intelligent integration platform and SDK -the first Anti-
Vulnerability™ technology to meet market requirements.

Functional Description
1. Integrates point products and provides system intelligence. The
same vulnerability data warehouse information is shared with the
products so that more intelligent actions may then be taken to mitigate
complex threats.

2. Cross-references the wvulnerability ta rgeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
vulnerabilities of the targeted machine. An  answer is returned
accurately indicating ifthe machine is vulnerable.

3. Identifies network wulnerabilities. The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.
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4. Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.

Functionalities Integrated with the SOK
Functionalities that may be inegrated into point products with the SOK:

1. Group Management Functions

2. Client Management Functions
3. Update Management Functions
4. Polling Management Functions

n

. Vulnerability Query Functions

6. Conversion Functions

Detailed descriptions are provided in Appendix 1, and the SOK User's Guide.

SOK Applications - Example Product Integration
Examples of additional functionalities that may be integrated into point products via the SOK
for enterprise and small oftice home.office (SOHO) network applications:

1.

(=]

[*5)

o

Palich Deployment Remotely remediates network vulnerabilities and provides policy
compliance and enforcement capabilitics. See SecurityProfiling ‘s SysUpdate™ white
paper and trial download online. And, for the consumer market, it will additionally
support non-sccurity related updates such as application version, performance, and bug-
fix upgrades.

IDS Eliminates false positives and false negatives, and adds vulnerability remediation
and policy compliance and enforcement functionalities.

Scanner Lliminates false positive and false negatives, and adds vulnerability
remediation and policy compliance and enforcement functionalities.

Firewall — Eliminates false positive and false negatives, preventing the security system
from denying valid traffic to the organization - self-inflicted denial of service attacks »
and adds vulnerability remediation, and policy compliance and enforcement
functionalities.

Vulnerability Management  Same as L, above.

Multiple Products: IDS, Scanner, and Firewall Each may communicate with the same
back-end data warchouse, sharing the same wulnerability information, aftaining
intelligence and more accurate information about the target and its vulnerabilities,
thereby more effectively mitigating complex threats.
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7. Client Security — Atlain the additional functionalities and benefits, as the multiple
products listed above, yet are even more effective since they additionally communicate
and share information directly with each other. They will also - attain vulnerability
identification, reference, remediation, and policy compliance and enforcement
capabilities. And, for the consumer market, it will additionally support non-security
related updates such as application version, performance, and bug-fix upgrades.

8, Change Management — Will automatically create a change request in the system,
specifying what update/patch is applicable to what system or groups of systems by
vulnerability, Afier approval of the request, they will automatically deploy and install the
update/patch. Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and Jogging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates Lo each ol these various security products,

Components

The Anti-VulnerabilityTM platform is comprised of the platform software components: SDI,
Client Agent, Logic Engine, and Data Warehouse. Network Operations Center (NOC)
Servers periodically synchronize the customers' servers with the latest vulnerability and
update data, Please reference the Platform Component Diagram on page 9.

System Requirements
There are two system reguirements: TCP/IP connectivity, and supported network machines
and devices. Platforms supported are:

= All Windows Operating Systems and their applications

= Al UNIX variants

= Cisco routers and lirewalls

*  ToshibanetWork devices

*  Netgear network devices

= Linksys network devices, including wireless access points

Platform support is scalable to any network size or architecture; consumer, small office home
office (SOHO), enterprise, and distributed networks.

Support for additional machines and devices are in development and will be rolled out on an
on-going basis.
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The SOK was designed to be a simple integration pathway to the back-end Anti-
Vulnerability™ platfonn -consisting of a logic engine and vulnerability data warehouse. It
will enable any network security product such as an DS, scanner, or firewall to intelligently
reference and share the same vulnerability data set, and provide complete vulnerability
remediation functionalities. Thereby, improving system accuracy and elTiciencies, minimizing
false positives and [lalse negatives, apd providing policy compliance and enlorcement
capabilities.

The technology is sophisticated, yet all of the details of managing the communications are
implemented in the library, requiring the developer to only learn a few simple function calls
as detailed in section five, and the SOK User's Guide. A product architect simply chooses the
functionality desired, inserts the provided functionality SOK code into the product code. The
SOK code will then query via the logic engine the Anti-Vulnerability™ data warehouse,
and in turn will return an answer to the point product. The architect can then show the results
in any fonnat desired in the product’s interface, Full vulnerability remediation and policy
compliance and enforcement functionalities may be integrated as well.

Ilence, the SOK serves as the architect’s tool belt or building blocks needed to quickly and
transparently access the Anti-Vulnerability™ backend and seamlessly integrate the desired
functionality into the product without changing or complicating the end user experience.

Furthermore, the SOK enables system architects to use the Anti-Vulnerability™ platform to
integrate multiple security products and functionalities. Products may then share the same
vulnerability data set, improve system automation and accuracy - increasing efliciencies and
minimizing false positives and false negatives, and coordinate policy compliance
functionality.

Figure |-SOK and Platform Overview Diagram

Anti-Vulnerability
Platform

SCANNER

FIREWALL

VULNERABILITY
MANAGEMENT

SECURITY
PROFILING'S
SYSUPDATE

For more detail, see the Plaiform Component Diagram on page 9, and the Functionality Query Flow
Chart onpage 4.
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1.1—

Networks are probed at an ever-increasing frequency for vulnerabilities, which may be
subsequently exploited with compromise attacks. To protect the network, administrators have
traditionally set up perimeer defense strategies.

These strategies generally call for network managers o lock down core servers, and
monitor/scan/filter all incoming and outgoing traffic at the network perimeter with several
point products such as antivirus and firewalls to identify and attempt to neutralize hackers and
malicious code. In the past, these strategies worked well, however new threats are becoming
more complex.

The Tatest malicious code may combine gualities of viruses, worms, and direct compromise
attacks into new blended attacks. Virus payloads are becoming more complex and by using
metamorphic or polymorphic abilitics, viruses are able to change their signatures o avoid the
fingerprint-type filtering that most applications employ.

To mitigate these new risks, organizations are now deploying a multi-ticred network defense
strategy comprised of a variety ol additional point products layered at the perimeter and to
internal network machines and devices. Such point products  include anti-virus, (rewall,
scanners, and network and host intrusion detection systems.

Each of these systems is based on specific signatures, rules, or anomalies of each attack and
their variants, and do not identify and remediate the specific network vulnerabilities the
attacks is targeting. So each attack, and its variants, must be identified and analyzed, a
signature prepared, then finally deployed to each point product on each customer's network.
This process is  uncoordinated among multiple disparale systems, and creales an ever-
increasing number of signatures producing more and more attack alerts requiring immediate
attention many of which arc crroneous.

Additionally, to proactively remediate the vulnerabilities the malicious code is targeting,
administrators must quickly and diligently update or "patch” each network machine and
device, which is a time-consuming and costly process. Further compounding the burden on
administrators, best practice and government compliance directives now require higher
standards of network security and integrity to protect consumer privacy, and they must be
documented with change tracking and audit trail reports.

Therefore, it is increasingly difficult and costly to effectively mitigate new threats and
manage numerous systems -particularly in an environment of rising security standards and
policy compliance requirements.

Thus, the multi-ticred network defense strategy is falling short primarily for four reasons:
1. The inability of multi-tiered point products to communicate and share
information necessary to mitigate blended threats, and minimize false

positives and false negatives.

2. The vulnerability targeted by malicious code is not accurately identified
nor proactively remediated.

3. The associated excessive aggregate cost of ownership of multiple
systems.

SecurityProfiling Inc. 6 SOK Version 1.0

ForcePoint LLC

EX-1009
Page700



4. The excessive administrative burden and cost of managing and
maintaining multiple systems.

Hlence, there is a need to integrate systems, share infonnation intelligently to better defend
against blended threats, reduce management and cost requirements, and automate
vulnerability identification and remediation functionalities, as presented in the high-level
requirements.

New Technology High-Level Requirements
A new technology is needed 1o meel market requirements:

1. Integrate point products to share infonnation
2. Provide system intelligence

3. Remediatenetwork vulnerabilities
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SecurityProfifing now offers an intelligent integration platform and SOK the first Anti-
Vulnerability™ technology to meet market requirements. The SOK and Anti-VulnerabiJityTM
platform will enable product architects to integrate the ability for their products to
intelligently reference and share information from the same vulnerability data set, provide
vilnerability identification and remediation functionalities, and efficiently meet policy
compliance and enforcement requirements.

The Anti-Vulnerability™ platform is a complimentary network sceurity technology. When
integrated into the defense strategy, it adds intelligence that more accurately and efficiently
mitigates blended threats and offloads the time-consuming [unctions that burden network
administrators.

The platform enables point products to share information via its proprietary logic engine to
auntomatically cross-reference the wulnerahility the threat is targeting with the targeted
machine or device to determine if it is vulnerable to that threat. Previously separate and
uncoordinated processes are now more intelligent and automated, resulting in improved
system accuracy and efficiency. Therefore the need to layer more and more point products is
reduced, in-tum decreasing the amount of data particularly erroneous data to manage.
Subsequently, the costs to acquire, operate; and manage the additional multiple point products
are also reduced.

The platform will also remotely and proactively remediate vulnerabilitics by first determining
which updates are needed and compatible with each machine or device, taking into account
the OS, applications, or firmware installed. Then, the updates may be deployed, installed, and
validated. Thereby, policy compliance is effectively and efficiently enforced, and
documented.
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" Figure2-SOKandPatforn Component Diagam
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Features & Benefits

Features:
The Anti-Vulnerability™ platform and SOK fulfills market requirements noted in the
previous section.

L.

N

These functionalities will be presented in more detail in the next section

Integrates point products and provides system intelligence. The
same vulnerability data warechouse infonnation is shared to the products
so that more intelligent actions may then be taken to mitigate complex
threats.

Cross-references the wvulnerability targeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is led
into the logic engine where it s cross-referenced  with  the
vilnerabilities of the targeted machine. An answer is returned
indicating il the machine is vulnerable.

Identifies network vulnerabilities, The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.

Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.

Integrated Withthe SOK.

Benefits:

Blended attacks are more effectively mitigated and the overwhelming management and
maintenance burden on administrators to purchase, operate, and maintain multiple point
products is reduced, while increasing productivity, reducing costs, and more effectively and
efficiently meeting policy compliance and enforcement requirements.

Benefits to technology providers and end users:

Security Companies

Supplements existing technology to better defend against blended attacks

Functionalities

Intelligently accesses the vulnerability data warehouse, and remediates

vulnerabilitics.

Supports both the enterprise and SOHO networks

Data warchouse contains vulnerabilities and updates for many machines and
devices that operate on both enterprise and SOHO networks. See the

Supported Platfonns subsection for more details.

Minimize development time -speed to market
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SDK functionalities may be integrated with sample code provided in the
SDK User's Guide.

Minimize end user education/ absorption costs

The Anti-Vulnerability™  platform  functionalities  are  trangparently
integraled, retaining  pre-existing architecture, processes, and interfaces.
Therefore, the end user expericnce remains the same, or improved with
simplified or automated processes.

Offers policy compliance and enforcement functionality

Vulnerabilitics may be automatically remediated, verified and documented,
therefore enforcing compliance.

Product Architects

Quick and easy integration process

Simply insert the SDK code into the product code as detailed in the SDK
User's Guide.

The SDK adds functionality to products transparently — retaining pre-
existing architecture and end user interfaces

The SDK integrates functional ities that return answers Lo the functional
queries from the logic engine and data warehouse. The responses then may
be incorporated into existing product user interfaces at the discretion of the
architect,

End Users

Mo additional software or hardware implementation costs

Anti-Vulnerability™ functionalilies may be integrated into existing product
platforms.

Reduces cost of ownership of multi point products

Shared vulnerability data sets and addd wul_nerability remediation
functionalities may reduce the number of point products needed to
adequately attain defense strategy requirements.

Reduces point product management and maintenance costs

Increased accuracy of vulnerability identification, remediation and policy
entorcement, and reduction of false positives, false negatives and denial of
service (DoS), significantly reduces management time and costs.

Manage more machines and devices on the network through one portal
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Vulnerability remediation and policy compliance and enforcement may be
integrated with existing security point products, and their respective
interfaces.

=  User experience remains the same ~additional time or costs 1o understand
and execute new technologies are minimized
Anti-Vulnerability™ functionalities may be integrated transparently and
seamlessly, and the pre-existing operational processes and user interfaces
are virtually unchanged.
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This section provides the functionality query flow chart, and the SDK functionalities, by
group, that may be integrated into point products.

The functionalities access the platform with queries to generate the desired-answers. How
queries flow through the platform is shown on the next page.
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An overview of the functions that may be integrated via the SOK is provided below. The
functions are presented in groups, and a full listing with parameters and returned answer
fonnat is presented in Appendix |. More detail and step-by-step integration procedures are
presented in the SOK User's Guide.

Functionality Groups:

1. Group Management Functions

2. Client Management Functions
3.- Hot Fix Management Functions
4. Polling Functions

5. Vulnerability Query Functions
6. Conversion Functions

I. Group Management Functions

a. CrealeGroup -This [unction creates a new group.

b. GetGroups -This function retumns a list of all configured groups.

¢. DeleteG roup -This function removes a group.

ci. GetGroupPolicy -This function returns the policy for a group

e. SetGroupPolicy -This functions sets a new policy for a group

f. GetClientsinGroup -This function retrieves a list of clients that are members of a
specifie group

g. AddClientToGroup -This function adds a client to a group

h. RemoveClientFromGroup -This function removes a client from a group.

2. Client Management Functions

a. GetClientHardwareStats - This function retrieves information about the client's
hardware configuration

b. GetClientInstalled Soliware -This lunction retrieves infonnation ahout software
installed on the client.

¢. GetClientlnstalledITotfixes -This function retrieves a list of hot fixes that were
verified asinstalled onthe lastpolling

d. GetClientPendingUpdates -This function returns a list of hot fixes that the client
needs (according to group policy) as of the last polling.

e. GetClientLogs -This function returns a list of log entries for a particular client.
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f. ResetClient - This function causes the client to reset, thus forcing itto regenerate all
information about its state.

g DeleteClient  This function removes all information pertaining to this client from
the Anti-Vulnerability™ database.

h. GetClientHotFixStatus -This function retrieves information about a particular hot
[ix on & machine, such as: is it needed, is it installed, s it pending, is il send, ele.

3. Update Management Functions

a. GetHotFixInfo -This lunction retrieves detailed information about aparticular
update.

b. InstallllotFixForClient This function installs an update on a particular client if
applicable.

¢. InstallHotFixForGroup -This function installs an update on all clients in a group
that need it.

d. InstallAllPendingClient  This function installs all pending updates on a client.

¢. InstallAllPendingGroup  This function installs all pending updates on all ¢lients in
a group.

f. RejectHotFixForClient -This function rejects an update for a particular client.

¢ RejectHotFixForGroup -This function rejects an update on all clients in a particular
group.

h. RequeucHotFixForClient -This function cancels a previous update rejection fora
particular client.

i. RequeneHotFixForGroup -This function cancels a previous update rejection for all
clients in a particular group.

j. RemovellotFixFromClient  This function removes a previously installed update

k. RemoveHotFixFromGroup  This function removes an update on all ¢clients in a
group that have that hot fix installed.

4. Polling Functions
a. PollClient -This function causes a client to be polled by the onsite server
immediately. :

b. PollGroup = This function causes all the clients in a particular group to he polled
immediately.

¢. PollAll  This function causes all clients to be polled immediately.

d. IsPolling -This function returns TRUE if the on-site server is in the process of
polling clients.
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5. Vulnerability Query Functions
a. QueryVulnerabilityByCvelD) — This function retrieves whether ornot the client is
vulnerable to aparticular CVE id.
b. QueryVulnerabilityByQID -This function retrieves whether or not the client is
vulnerable to a particular Q id.
¢. QueryVulnerabilityByMSID - This function retrieves whether or not the client is
vulnerable to aparticular MS id.

d. QueryVulnerabilityByBugtraglDd -This function retrieves whether ornot the client
is vulnerable toaparticular Bugtrag id.

6. Conversion Functions

a. CvelD2QID -This function converts a CVE id to a corresponding Q id.
. CvelD2ZMSID -This function converts a CVE id to a corresponding MS id.

=2

CvelD2BugtraqlD -This function converts a CVE id to a corresponding Bugtraq id.
. QID2CvelD -This function converts a Q id to a corresponding CVE id.

e o

QID2ZMSID -This function converts 1Q id oa corresponding MSid.

&

f. QID2BugtraqlD -This function converts a Q id to a corresponding Bugtraq id.

g. MSID2CvelD -This function converts an MS id to a corresponding CVE id.

h, MSID2QID -This function converts an MS id to a corresponding Q id.

i. MSID2Buglragll? - This function converts an MSidtoacorresponding Bugtrag id.
j. BugtragID2CvelD -This function converts a Bugtraq id to a corresponding CVE id.
k. BugtragID2QID -This function converts a Bugtraq id to a corresponding Q id.

. BugtragID2MSID -This function converts a Bugtraq id to a corresponding MS id.
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Nl

This section provides examples of SOK  applications, and their benefits, when the
functionalities from the previous section are integrated into individual or multiple products.

1. Patch Deployment

SecurityProfiling s SysUpdate™ vulnerability remediation solution has incorporated virtually
all of the functionalities listed in the previous section. A white paper and trial download are
available online that demonstrate its functionalities and benefits.

Benefits:

The SOK and platform enables products to add accurate  wulnerability  identification,
remediation, verification, and policy compliance,

With the SOK, the product will gain intelligence, accuracy and efficiency, eliminate false
positives and false negatives, and ensure policy compliance, thereby saving the organization
time and money. Such [nctionalities and benefits are available for both the enterprise and
SOHO networks. And, for the consumer market, it will additionally supporl  non-security
related updates such as application version, performance, and bug-fix updawes for widely
distributed programs, which will optimize system performance and enhance the consumer
experience.

2, 1DS

IDS products atternpt to identify malicious code by signatures at both the network and host
client level. While they may be able to identify its CVE D) or other vulnerability identifier,
and target, they generally do not have the intelligence to determine if the any of the machines
on the network are susceptible to that attack, or with finer granularity, if any machine has a
specific vulnerability to that specific attack.

For example, if the attack is a Window based attack targeting 8 Windows machine; is the
targeted machine actually running Windows, and if so, is the machine wvulnerable to  the
attack? IDS systems do not have the intelligence to answer these questions. Lastly, if the
targeted machine is vulnerable - it remains unremediated — the IDS system does not have the
capability to remediate it

Benefits:

With the SOK, a product architect can integrate functionalities listed in the previous section to
enable the IDS to access the Anti-Vulnerability™ logic engine and platform. It will then have
the intelligence to determine if any machine on the network is susceptible to the attack,
remediate the vulnerability, mitigate the attack, and verify policy compliance.

Now, if no machines were susceptible to the atlack, it is identified as an event but not an
incident, no further data or alert is generated, and a management response is not required.
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With the SOK and platform, the product will gain intelligence, accuracy, and efficiency,
eliminate false positives and false negatives, and ensure policy compliance, thereby saving the
organization time and money. Such functionalitics and benefits are available for both the
enterprise and SOHO networks.

3. Scanners

Vulnerability scanners assess cach machine on the network for vulnerabilities, and create lists
of potential vulnerabilities to the system managers. The lists commonly contain many false
positives and false negatives, burdening the system and managers with inaccuracies,

Benefits:

With the SOK, a product architect can integrate functionalities listed in the previous section to
enable the scanner to access the Anti-Vulnerability™ logic engine and platform, and then
have the intelligence to determine if the machine has actual vulnerabilities, remediate them,
and verify policy compliance.

With the SOK and platform, the product will gain intelligence, accuracy, and efficiency,
eliminated false positives and false negatives, and ensured policy compliance, thereby saving
the organization time and money.

4. Firewall
"Smart" firewalls are based in part on signatures and other similar functionalities as the 1IDS
products described above.

Benefits:

With the SOK and platform, the firewall can determine whether an attack is valid or a false

positive, thereby preventing the security system from denying valid traffic to the organization
self-inflicted DOS attacks.

Such functionalitics and benefits arc available for both the enterprise and SOHO networks.

5. Vulnerability Management

Vulnerability Management products enable managers to set policy and identify potential
network vulnerabilities. They typically do not accurately identify each vulnerability on each
network machine and device, nor remediate each vulnerability, meeting policy compliance
enforcement requirements.

Benefits:

The SOK and platform offer . similar functionalities and benefits as the patch deployment
products described above. In short, it enables products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement. Such
l[unctionalities and benelits are available for both the enterprise and SOHO networks.
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6. Multiple Products: 1DS, Scanner, Firewall, and Vulnerability Management

Fach product functions as the individual products noted above. Each may be deployed and
operated on the network in a mulii-tiered network defense strategy. They may be disparate
system, and their signatures and update deployvment schedules may wvary, Therefore, the
probability of mitigating a new and complex  threal  decreases,  while  management
requirements and cost increases.

Benefits:

With the SOK and platfonn, they each may communicate with the same back-end data
warehouse, sharing the same vulnerability information, attaining intelligence and more
accurate information about the target and its wvulnerabilities, thereby more effectively
mitigating complex threats. It will also enable the products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement
functionalities.

7. Client Security
ClieQt security products offer an integrated antivirus, firewall, and IDS functionality.

With the SOK and platform, they attain the additional [unctionalities: and benefits as the
multiple products listed above, yet are even more elfective since they  additionally
communicate and share information directly with each other. They will also  attain
vulnerability identification, reference, remediation, and policy compliance and enforcement
capabilities.

Such lunctionalities and benefits are available for both the enterprise and SOHO networks.
And, for the consumer market, it will additionally support non-security related updates such
as application version, perfonnance, and bug-fix updates for widely distributed programs,
which will optimize system perfonnance and enhance the consumer experience,

8. Change Management

Existing change management {CM) applications control the documentation and logging of
change throughout the enterprise. These applications ensure that an organization maintains
consistent records of what happened and when. Currently administrators must independently
recognize that a security patch/update must be deployed to a computer or group of computers.
The user enters the request in the svstem, through the pipe-lined process of change
management the request would be approved, the patch/update would be manually installed by
a user, then documented in the change management software that the process has been
completed. While CM soliware assists in documentation, very little il any assistance is
provided in identifying the paiches/updates needed, nor verilying correct [unction afler the
update/patch is installed.
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Benefits:

With the SDK and platform, change management integration will greatly streamline this
process further reducing total cost of ownership, ease of use, and a higher standard of
documentation. The products will then automatically create a change request in the system,
specilying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will automatically deploy and install the
update/patch.  Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates to cach of these various security products ¢ including all of the Anti-Vulnerability
technology benefits such as ensuring compliance of signature versions, logging, reporting,
and verification of installation.
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This section consists of a detailed description of the platform's components, the NOC Servers,
and systen requirements:

Client Agent

Logic Engine

Data Warehouse

Network Operations Center (NOC) Servers

System Requirements

Client Agent
The agent is remotely deployed to cach machine or device on the network, and has two
primary functions.

1. Accurately identifies the OS, applications, firmware, and updates
installed on each machine or device.

2. Installs the updates.

Identifies Applications Instalied

The client agent accurately identifies and inventories the operating system, applications, and
updates installed on each machine. Periodically, the system polls each client agent and the
configuration data is transferred back to the data warchouse. The logic engine determines and
deploys the appropriate updates to each machine, (More detail of this process is provided in
the Logic Engine sub-section, on the next page.)

Installs the Updates

The client agent installs the updates, and verifies they are running correctly.

“This cycle is repeated each polling interval. Should an update not be installed properly, or
even if the user (or intruder) accidentally or purposely deletes an update, the system will re-
install it,
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Client Agent Application size: The client agent is less than 1MB, and

Componen[ isvirtually undetectable.
Application Type: Automatic Service
Connectivity Required: TCP/IP
Compatibility/Stability: Inlabtesting, the agent hasbeen

shown to be compatible with other
agents, such asanti-virus agents. To
date, customers have not encountered

any problems.
User Options: Run queued updates, only.
Security: Updates sent to each client in an

AES-encrypted format.

Logic Engine

The logic engine, or system intelligence, cross references the vulnerability that the threat is
targeting and the targeted machine or device vulnerabilities through the data warchouse, and
returns the answer Lo the point product.

It also determines which updates are needed and compatible with each machine's
configuration.

Tht? .logic engine cross-references and matches each client's configuration with the
information for each update, and daermines which updates are appropriate. It then takes
these results and filters them through the group policy to determine which updates should
actually be installed on the client. Lastly the logic engine once more references the group
policy to determine what action (if' any) to take, and then performs this action at the
appropriate lme.

Data Warehouse

This component has four primary functions:

1. For vulnerability remediation functionalities, periodically polls the
clients for configuration data.

IS

Maintains the vulnerability database,
3. Maintains the update database.

4. Periodically polls the NOC server, and receives updates.
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Client Agent Polling

The client agents are periodically polled for client configuration data. Each client responds
with their respective OS, applications, firmware and updates installed, which will be cross-
referenced by the logic engine.

Vulnerability Database

The data warchouse fully maintains a full vulnerability database. The database is a self-
configuring, self-populating, maintenance-free database, and does not require administrator
inputs or interaction. The database periodically synchronizes itself with the NOC servers'
database.

The database was designed to accommodate and organize all vulnerabilities across the
network with a proprietary schema. The schema was also designed to be accessible to unique
queries to cross-reference its data. The logic engine determines which fields are to be
queried, and returns the processed data results.

Update Database B

The on-site server component fully maintains an update database. The database is a self-
configuring, self-populating, maintenance-frec database, and does not require administrator
inputs or interaction. The database periodically synchronizes itself with the NOC servers'
database, as noted below.

NOC Server Polling

The NOC servers are polled periodically, and operate on a "pull” traffic network. The only
information leaving the customer’s site is an encrypted key, used for authentication by the
NOC servers. Once authenticated, the servers are synchronized with the latest vulnerabilities
and updates. These files are sent in an AES-enerypted format.

Server Space required: The server component requires 40
Component GB of space.
Security: Updates pulled from NOC
Servers are in.an AES-encrypted
format.

The on-site server polls the clients at
any interval selected by the
administrator.

Palling Inte.rval:

Network Operations Center (NOC) Servers
The vulnerabilities and updates and their respective guidelines are archived in the Anti-
Vulnerability™ NOC servers' database and periodically distributed to the. customer’s site.

SecurityProfiling Inc. 24 SCK. Version 1.0

ForcePoint LLC
EX-1009
Page718



System Requirements
There are two system requirements: TCP/IP connectivity, and network platfonns supported.

The application is scalable to any network size or architecture, and only requires TCP/IP
connectivity between the client and the server.

The platfonn is compatible with any of the following machines or devices:
= Windows
= All UNIX variants
= Cisco routers and firewalls
=  Toshiba network devices
= Netgear network devices

= Linksys network devices, including wireless access points

Support for additional machines and devices arc in development and will be rolled out on
an on-going basis.
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The Anti-Vulnerability™ platform and SOK is an intelligent technology that will supplement
any existing defense strategy. It integrates point products so they may share the same
vulnerability data set to improve automation and accuracy - increasing efliciencies and
minimizing false positives and false negatives. It also enables remote Identification,
management, and remediation of network vulnerabilities, and provides update deployment,
validation, and reporting capabilities. Thereby, the platforrn and SOK improves network
security and integrity, mitigation of blended threats, while increasing productivity, saving
time and money, and more effectively and efficiently attaining policy compliance and
enforcement requirements.
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Anti-Vulnerability™ functions that are accessible via the SDE are presented in groups, as

follows: -
A. GroupManagementFunctions
B. ClientManagementFunctions
C. HotFixManagement Functions
D. Polling Functions
E. Vulnerability QueryFunctions
F. Conversion Functions

A. GroupManagementFunctions

= CreateGroup
Parameters: GROUP structure defining the new group.
Returns: Success or [ailure .
Description: This function creates a new group.

*  GetGroups
Parameters: None
Returns: An array of GROUP structures,
Description: This function returns a list of all configured groups.

= DeleteG roup
Parameters: GROUP struciure 1o be deleted.
Returns: Success or tailure
Description: This function removes a group.

= GetGroupPolicy
Parameters: GROUP structure to get the corresponding
POLICY structure from.
Returns: POLICY structure corresponding to the passed
GROUP
Description: This function returns the policy for a group.

+  SetGrou pPolicy
Parameters: GROUP structure to receive new policy, POLICY
structure to set for the group.
Returns: Success or failure
Description: This functions sets a new policy for a group.

= GetClientslnGroup
Parameters: GROUP structure to retrieve the clients from
Returns: Array of CLIENT structures belonging to the GROUP,
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Description: This function retrieves a list of clients that are
members of a specifie group.

* AddClientToGroup
Parameters: CLIENT structure to add to a group. GROUP
structure to add the client to.
Returns: Success or failure
Description: This function adds a client to a group.

= RemoveClientFromGroup
Parameters: CLIENT structure to remove from group, GROUP
structure to remove the client from
Returns: Success or failure
Description: This function removes a client from a group.

B. Client Management Functions

= GetClientHardwarcStats
Parameters: CLIENT structure to get information from.
Returns: CLIENT HARDWARE structure describing the
client's hardware confliguration
Description: This function retrieves information about the
client’s hardware configuration

= GetClientnstalledSoliware

Parameters: CLIENT structure to get information from.
Retumns: CLIENT _SOFTWARE structure describing softWare
mstall on the client.

Deseription: This function retrieves information about sofiware
installed on the client.

= GetClientinstalledHotfixes
Parameters: CLIENT structure o get information from.
Returns: Array o HOTFIX structures corresponding o the
installed hot fixes on the elient
Description: This function retrieves a list of hot fixes that were
verified as installed on the last polling.

= GetClientPendingU pdates
Parameters: C.LIENT structure to get information from.
Returns: Array of HOTFIX structures corresponding to the
pending hot [ixes [or the client
Description: This function returns a list of hot fixes that the
client needs (according o group policy) as ol the last polling.

= GetClientLogs
Parameters: CLIENT structure to get information from
Returns: Array of CLIENT LOG structures containing log
entries for the client.
Description: This function returns a list ot log entries for a
particular client.
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=  ResetClient
Parameters: CLIENT structure o reset.
Returns: Success or failure -
Description: This function causes the client to reset, thus
forcing it to regenerate all information about its state,

= DeleteClient
Parameters: CLIENT structure to delete.
Returns: Success or failure
Description: This function removes all information pertaining
to this client from the Anti-Vulnerability™ database.

*  GelClientHotFixStatus
Parameters: CLIENT structure to get information from,
HOTFIX structure Lo get information about
Returns: Code to indicate the status of the hot fix with respect
Lo that client, or Failure.
Description: This function retrieves information about a
particular hot fix on a machine, such as: is it needed, is it
installed, is it pending, is it send, etc. !

C. Update Management Functions

* GetllotFixInfo
Parameters: HOTFIX structure to get information from
Returns: HOTFIX_INFO structure describing the update
Description: This function retrieves detailed information about
aparticular update.

= InstallllotFixForClient
Parameters: HOTFIX structure to install, CLIENT structure to
install the update on.
Returns: Success or failure.
Description: This function installs an update on a particular
clientifapplicable.

* InstallllotFixForGroup
Parameters: HOTFIX structure to install, GROUP structure to
deploy the update to.
Returns: Success or failure
Description: This function installs an update on all clients in a
group that need it.

* InstallAllPendingClient
Parameters: CLIENT structure to install update on
Returns: Success or failure
Description: This function installs all pending updates on a
client.
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= InstallAllPendingGroup
Parameters: GROUP to deploy update to.
Returns: Suceess or failure
Description: This function installs all pending updates on all
clients in a group.

=  RejectHotFixForClient
Parameters: HOTFIX structure to reject, CLIENT structure o
reject update on,
Returns: Success or failure
Description: This function rejects an update for a particular
client.

=  RejectHotFixForGroup
Parameters: HOTFIX structure to reject, GROUP strueture to
reject update for.
Returns: Success or failure
Description: This function rejects an update on all clients in a
particular group.

=  RequeueHotFixForClient
Parameters: HOTFIX structure to requeue, CLIENT structure
to requene the update on.
Returns: Success or failure. |,
Description: This function cancels a previous update rejection
for a particular client.

= RequeveHotFixForGroup
Parameters: HOTFIX structure to requeue, GROUP structure
to requeue the update for.
Returns: Success or failure
Description: This function cancels a previous update rejection
for all clients in a particular group.

= RemoveHotFixFromClient
Parameters: HOTFIX structure to remove, CLIENT structure
to remove the update from.
Returns: Success or failure
Description: This function removes a previously installed
update

=  RemoveHotFixFromGroup
Parameters: IHHOTFIX structure to remove, GROUP structure to
remove the update from
Returns: Success or failure
Description: This function removes an update on all clients in
a group that have that hot fix installed.
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D. Polling Functions-

PollClient

Parameters: CLIENT structure to poll

Returns: Success or failure

Description: This function causes a client to be polled by the
onsite server immediately.

PollGroup

PollAlLl

Parameters: GROUP structure o poll

Returns: Success or failure

Description: This function causes all the clients in a particular
group to be polled immediately.

Parameters: NONE

Returns: Success or failure

Description: This function causes all clients to be polled
immediately.

IsPolling

Parameters: NONE

Returns: TRUE or FALSE

Description: This function returns TRUL if the OnSite Server
is in the process of polling clients. -

E.Vulnerability Query Functions

QueryVulnerabilityByCvelD)

Paramet CLIENT structure to get information from,

CVEID structure fo get information about

Returns: Code indicating status of machine with respect to the CVE id
Description: This function retrieves whether or not the client is
vulnerable to aparticular CVE id.

QueryVulnerabilityByvQID

Parameters: CLIENT structure Lo get information from, QID
structure Lo get information about.

Returns: Code indicating status of machine with respect to the Q id
Description: This function retrieves whether or not the client is
vulnerable 1o a particular Q id.

QueryVulnerability By MSID

Parameters: CLIENT strueture to get information from, MSID
structure to get information about.

Returns: Code indicating status of machine with respect to the MS id
Description: This function retrieves whether or not the client is
vulnerable to lparticular MS id
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= QueryVulnerabilityByBugtragID
Parameters: CLIENT structure to get information from,
BUGTRAQID structure to get information about.
Returns: Code indicating status of machine with respect to the
Bugtraq id
Description: This function retrieves whether or not the client is
vulnerable o aparticular Bugtrag id.

F. Conversion Functions

- CvelD2QID
Paramecters: CVEID Structure to convert
Returns: QID Structure corresponding to a CVE id
Description: This function converts a CVE id to a
corresponding Q id.

= CvelD2MSID
Parameters: CVEID Structure to convert
Returns: MSID Structure corresponding to a CVE id
Description: This function converts a CVE idto a
corresponding MS id.

- CvelD2BugtragID
Parameters: CVEID Structure to convert
Returns: BUGTRAQID Structure corresponding toa CVE id
Description: This function converts a CVE id to a
corresponding Bugtrag id.

=  QID2CvelD
Parameters: QID Structure to convert
Returns: CVEID Structure corresponding to a Q id
Description: This function converts a () id to a corresponding
CVEid.

- QID2MSID
Parameters: QID Structure to convert
Remrns: MSID Structure corresponding toa ( id
Description: This function converts a Q id to a corresponding
MSid.

= QID2BugtraglD
Parameters: QID Structure to convert
Returns: BUGTRAQID Structure corresponding to a Q id
Description: This function converts a Q id to a corresponding
Buglraqid.

= MSID2CvelD
Parameters: MSID Structure to convert
Returns: CVEID Structure corresponding to an MS id
Description: This function converts an MS .id toa
corresponding CVE id.
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MSID2ZQID

Parameters: MSID Structure to convert

Returns: QID Structure corresponding to an MS id
Description: This funetion converts an MS id o a
corresponding Q id.

MSID2BugtraglD

Parameters: MSID Structure to convert

Returns: BU.GTRAQID Structure corresponding to an MS id
Description: This function converts an MS id to a
corresponding Bugtraq id.

BugtraqlD2CvelD

Parameters: BUGTRAQID Structure to convert

Returns: CVEID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq id toa
corresponding CVE id.

Bugtraq1D2QID

Parameters: BUGTRAQID Structure to convert
Returns: QID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq idtoa
corresponding Qid.

BugtraglD2MSID

Parameters: BUGTRAQID Structure to convert
Returns: MSID Structure corresponding to a Bugtraq id
Description: This function converts a Bugtraq id to a
corresponding MS id.
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For further infonnation regarding SecurityProfiling's
products and services, please contact us at:

r

Ao

SECURITYFPROFILIMG

839 Main St
Suite 405
Lalayetie, IN 47901
Toll Free: (888) 6453676
Phone: (765) 420-7227
Fax: (765) 420-9256

E-Mail:  info@@securitvprofiling.com

www_securitvprofiling.com
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What is Anti-Vulnerability™ Technology?

Anti-Vulnerability™ technology is a platform and underlying back end that consists of a logic
engine and vulnerability data warehouse. (Reference the diagram on page 8.) It will integrate
with and enable network security components such as IDS, scanners, or firewalls to
intelligently reference and share the same vulnerability data set, and independently provide
complete vulnerability remediation (patching) functionalities such as that provided by the
automated updating application, SysUpdate™. Thereby, the technology will improve system
accuracy and efficiencies, minimize false positives and false negatives, and provide policy
compliance and enforcement capabilities.

Market Requirements

The latest network compromises are combining qualities of viruses, worms, and direct
compromise attacks into new blended attacks and may utilize metamorphic or polymorphic
abilities to change their signatures to avoid detection.

To mitigale these new risks, organizations are now deploying a multi-ticred network defense
strategy comprised of a variety of additional network security components layered at the
perimeter and w internal network machines and devices.

However, the network security components rely on signatures or anomalies, producing an
ever-increasing quantity of data, including false positive and false negatives. They also lack
the intelligence to identify, reference, or remediate the vulnerabilities targeted by the attack.
Furthermore, the cost of the acquiring, managing, and maintaining numerous network security
components is overwhelming the end user.

Therefore, a more sophisticated, intelligent technology is needed to resolve these issues.

Solution
SecurityProfiling now ofters an intelligent integration platform and SOK -the first Anti-
Vulnerability™ technology to meet market requirements.

Functional Description
1. Enhances security components and provides system  intelligence.
The same vulnerability data warchouse information is shared with the
products so that more intelligent actions may then be taken o mitigate
complex threats.,

2. Cross-references the vulnerability ta rgeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
vulnerabilities of the targeted machine. An answer is returned
accurately indicating ifthe machine is vulnerable.

3. Identifies network wvulnerabilities. The platform will independently
identify which network machines and devices have vulnerabilitics by
querying a client agent, or a device's OS or firmware directly.

4. Proactively remediates the vulnerability. Once a vulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports.
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Anti-Vulnerability™ Technology Applications
Examples of Anti-Vulnerability™ applications that may be integrated into network security
components [or enterprise and small office home ofTice (SOHO) networks:

(54

Update or Patch Deployment Remotely remediates network vulnerabilities and provides
policy compliance and enlorcement capabilitics. See SecurityProfiling's SysUpdateTM
white paper and trial download online. And, for the consumer market, it will additionally
support non-security related updates such as application version, performance, and bug-
fix upgrades.

IDS Eliminates false positives and false negatives, and adds vulnerability remediation
and policy compliance and enforcement functionalities. (See SecurityProfiling's website,
Workbench menu, for projects in development.)

Scanner Eliminates false positive and false negatives, and adds vulnerability
remediation  and  policy compliance and  enforcement  functionalities.  (See
SecurityProfiling's website, Workbench menu, for projects in development.)

Firewall - Eliminates false positive and false negatives, preventing the security system
from denying valid traffic to the organization - self-inflicted denial of service attacks -
and adds vulnerability remediation, and policy compliance and enforcement
functionalities.

Vulnerability Management Same as 1., above.

Multiple Products: IDS, Scanner, and Firewall - Each may communicate with the same
back-end data warchouse, sharing the same wvulnerability information, attaining
intelligence and more accurate information about the target and its vulnerabilities,
thereby more effectively mitigating complex threats.

Change Management - Will automatically create a change request in the system,
specifying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will automatically deploy and install the
update/patch, Finally, they will also verify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, the Anti-Vulnerability platform may also provide product upgrades and signature
updates to cach of these various security products.

Components

The Anti-Vulnerability™ platform is comprised of the following software components: SDE,
Client Agent, Logic Engine, and Data Warchouse. Network Operations Center (NOC)
Servers periodically synchronize the customers' servers with the latest wvulnerability and
update data., Please reference the Platform Component Diagram on page 8.
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System Requirements
There are two system requirements: TCP/IP connectivity, and supported network machines
and devices. Platforms supported are:

= All Windows Operating Systems and their applications

= All UNIX variants

= Cisco routers and firewalls

= Toshiba network devices

*  Netgear network devices

* Linksys network devices, including wireless access points

Platform support is scalable to any network size or architecture; consumer, small office home
office (SOHO), enterprise, and distributed networks.

Support for additional machines and devices are in development and will be rolled out on an
on-going basis.
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Anti-Vulnerability™ technology is a backend platform that consists of a logic engine and
vulnerability data warehouse. It will integrate with and enable network security components
such as IDS, scanners, or firewalls to intelligently reference and share the same vulnerability
data set, and independently provide complete vulnerability remediation (patching)
functionalities such as that provided by the antomated updating application, SysUpdate™.
Thereby, the technology will improve system accuracy and efficiencies, minimize false
positives and false negatives, and provide policy compliance and enforcement capabilities.

Figure I-Anti-Vulnerability Technology

Anti-Vulnerability
Platform

SCANNER

FIREWALL

VULNERABILITY
MANAGEMENT

SECURITY
PROFILING'S
SYSUPDATE

Formoredetail, see the Platform Component Diagram onpage 8.

Anti-Vulnerability™ technology will ideally meet marker requirements, presented in the next
section.
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Networks are probed at an ever-increasing frequency for vulnerabilities, which may be
subsequently exploited with compromise attacks. To protect the network, administrators have
traditionally setup perimeter defense strategics.

These strategies generally call for network managers to lock down core servers, and
monitor/scan/filter all incoming and outgoing traffic at the network perimeter with several
network security components such as antivirus and firewalls to identify and attempt to
neutralize hackers and malicious code. In the past, these strategies worked well, however new
threats are becoming more complex,

The latest malicious code may combine qualities of viruses, worms, and direct compromise
attacks into new blended attacks. Virus payloads are becoming more complex and by using
metamorphic or polymorphic abilities, viruses are able to change their signatures 1o avoid the
fingerprint-type filtering that most applications employ. :

To mitigate these new risks, organizations are now deploying a multi-tiered network defense
strategy comprised of a variety of additional network security components layered at the
perimeter and to internal network machines and devices. Such network security components
include antivirus, firewall, scanners, and network and host intrusion detection systems,

Fach of these systems is based on specific signatures, rules, or anomalies of each attack and
their variants, and do not identily and remediate the specilic network vulnerabilities the attack
is targeting.  So each attack, and its variants, must be identified and analyzed, a signature
prepared, then finally deployed to cach point product on cach customer’s network.  This -
process is uncoordinated among multiple disparate systems, and creates an cver-increasing
number of signatures producing more and more attack alerts requiring immediate atiention -
many of which are erroncous.

Additionally, to proactively remediate the vulnerabilities the malicious code is targeting,
administrators must quickly and diligently update or "patch" each network machine and
device, which is a time-consuming and costly process. Further compounding the burden on
administrators, best practice and government compliance directives now require higher
standards of network security and integrity to protect consumer privacy, and they must be
documented with change tracking and audit trail reports.

Therefore, it is increasingly difficult and costly to effectively mitigate new threats and
manage numerous systems -particularly in an environment of rising security standards and
policy compliance requirements.
Thus, the mult-tiered network defense strategy is falling short primarily for four reasons:
I. The inability of multi-tiered network security components to communicate and share
information necessary to mitigate blended threats, and minimize false positives and

lalse negalives.

.2, The wvulnerability targeted by malicious code is not accurately identified nor
proactively remediated.

3. The associated excessive aggregate cost of ownership of multiple systems.
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4. The excessive administrative burden and cost of managing and maintaining multiple
systems.
Hence, there is a need to integrate systems, share information intelligently to better defend
against blended threats, reduce management and cost requirements, and automate
vulnerability identification and remediation functionalities, as presented in the high-level
requirements,

New Technology High-Level Requirements
A new technology is needed to meet market requirements:

1. Integrate network security components to share information
2. Provide system intelligence

3. Remediate network vulnerabilities

SecurityProfiling Inc. 6 Anti-Vulnerability Technology

www.securityprofiling.com

ForcePoint LLC
EX-1009
Page735



Anti-Vulnerability™ technology will integrate and enable network security components to
intelligently reference and share information from the same vulnerability data set, provide
vulnerability identification and remediation functionalities, and efficiently meet policy
compliance and enforcement requirements,

The Anti-Vulnerability™ platform is a complimentary network security technology. When
integrated into the defense strategy, it adds intelligence that more accurately and efficiently
mitigates blended threats and offloads the time-consuming functions that burden network
administrators.

The platform enables network security components to share information via its proprietary
logic engine to automatically cross-reference the vulnerability the threat is targeting with the
targeted machine or device to determine if it is vulnerable to that threat, Previously separate
and uncoordinated processes are now more intelligent and automated, resulting in improved
system accuracy and efficiency. Therefore the need to layer more and more network security
components is reduced, in-tum decreasing the amount of data — particularly erroneous data —
to manage. Subsequently, the costs to acquire, operate, and manage the additional multiple
network security components are also reduced.

The platform will also remotely and proactively remediate vulnerabilities by first determining
which updates are needed and compatible with each machine or device, taking into account
the OS, applications, or [irmware installed. Then, the updates may be deployed, installed, and
validated. Thereby, policy compliance is eflectively and efficiently enforced, and
documented.
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" Figure2=SDK and Platform Component Diagram:
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Features & Benefits

Features:

Anti-Vulnerability™ technology tulfills market requirements noted in the previous section.

Integrates  network  security  components  and  provides  system
intelligence. The same vulnerability data warehouse information is
shared to the products so that more intelligent actions may then be
taken to mitigate complex threats.

Cross-references the vulnerability targeted by the threat. The CVE
1D, or other identifier, of the vulnerability targeted by the threat is fed
into the logic engine where it is cross-referenced with the
viulnerabilities of the targeted machine. An answer is returned
indicating if the machine is vulnerable.

Identifies network wulnerabilitics. The platform will independently
identify which network machines and devices have vulnerabilities by
querying a client agent, or a device's OS or firmware directly.

Proactively remediates the wulnerability. Once a wvulnerability is
identified, a remediation function is provided that may remotely and
automatically deploy the appropriate update to each machine or device,
install it, and document it with change tracking and audit trail reports,

Benefits:

Blended attacks are more effectively mitigated and the overwhelming management and
maintenance burden on administrators to purchase, operate, and maintain multiple network
security components is reduced, while increasing productivity, reducing costs, and more

effectively and elTiciently meeting policy compliance and enforcement requirements.

End Users

Supplements existing technology. to better defend against blended attacks

Intelligently accesses the vulnerability data warchouse, and remediales
vulnerabilities.

Offers policy compliance and enforcement [unctionality

Vulnerabilities may be automatically remediated, verified and documented,
therefore enforcing compliance.

Mo additional software or hardware implementation costs

Anti-Vulnerability™ functionalities may be integrated into existing product
platforms.

Reduces cost of ownership of multi network security components

Shared vulnerability data sets and added vulnerability remediztion
functionalitics may reduce the number of network security components
needed to adequately attain defense strategy requirements.
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* Reduces management and maintenance costs

Increased accuracy ol vulnerability identification, remediation and policy
enforcement, and reduction of false positives, false negatives and denial of
service (DoS), significantly reduces management time and costs.

*  Manage more machines and devices on the network through one portal
Vulnerability remediation and policy compliance and enforcement may be

integrated with existing securily network security components, and their
respective interfaces.

* Minimize end user education/ absorption costs

Anti-Vulnerability™ applications are transparently integrated, retammg
pre-existing architecture, processes, and interfaces. Therefore, the end user
experience remains: the same, or improved with simplified or automated
processes.

=  User experience remains the same - additional time or costs to understand
and execute new technologies are minimized
Anti-Vulnerability™ applications may be integrated transparently and
scamlessly, and the pre-existing operational processes and user interfaces
are virtually unchanged.

= Supports both the enterprise and SOHO networks

Data warehouse contains vulnerabilities and updates for many machines and
devices that operate on both enterprise and SOHO networks. See the
Supported Platforms subsection for more details.

Such applications are presented in the next section.
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‘Anti-Vuinerability ¥ Technology Applications

A kit

Examples of Anti-Vulnerability™ applications that may be made available lor enterprise and
small ollice home office (SOHO) networks:

1. Update or Patch Deployment

SecurityProfiling s SysUpdate™ vulnerability remediation solution is the first Anti-
Vulnerability™ technology application. A white paper and trial download are available
online that demonstrate its functionalities and benefits.

Benefils:

Anti-Vulnerability™ technology enables products to add accurate vulnerability identification,
remediation, verification, and policy compliance.

With  Anti-Vulnerability™  technology, products will  gain  intelligence, accuracy and
cfficiency, climinate false positives and false negatives, and ensure policy compliance,
thereby saving the organization time and money. Such functionalities and benefits are
available for both the enterprise and SOHO networks. And, for the consumer market, it will
additionally support non-security related updates such as application version, performance,
and bug-fix updates for widely distributed programs, which will optimize system performance
and enhance the consumer experience.

2. IDS

IDS products attempt to identify malicious code by signatures at both the network and host
client level. While they may be able to identify its CVE 1D or other vulnerability identifier,
and target, they generally do not have the intelligence to determine if the any of the machines
on the network are susceptible to that attack, or with finer granularity, if any machine has a
specific vulnerability to that specific attack.

For example, il the attack is a Window based attack targeting a Windows machine, is the
largeted machine actually running Windows, and il so, is. the machine vulnerable o the
attack? IDS systems do not have the intelligence to answer these questions. Lastly, if the
targeted machine is vulnerable - it remains unremediated - the 1DS system does not have the
capability to remediate it.

Benefits:

With Anti-Vulnerability™ technology, a product architect can integrate functionalities listed
in the previous section to enable the 1DS to access the Anti-Vulnerability™ logic engine and
platform. It will then have the intelligence to determine if any machine on the network is
susceptible to the attack, remediate the vulnerability, mitigate the attack, and verify policy
compliance.

Now, if no machines were susceptible to the attack, it is identified as an event but not an
.incident, no further data or alert is generated, and a management response is not required.
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With  Anti-Vulnerability™ technology, the product will gain intelligence, accuracy, and
efficiency, eliminate false positives and false negatives, and ensure policy compliance,
thereby saving the organization time and money. Such functionalities and benefits are
available for both the enterprise and SOHO networks,

3. Scanners

Vulnerability scanners assess each machine on the network for vulnerabilities, and create lists
of potential vulnerabilities to the system managers. The lists commonly contain many false
positives and false negatives, burdening the system and managers with inaccuracies.

Benefits:

With Anti-Vulnerability™  technology, a product architect can integrate functionalities listed
in the previous section to enable the scanner to access the Anti-Vulnerability™ logic engine
and platform, and then have the intelligence to determine if the machine has actual
vulnerabilities, remediate them, and verify policy compliance.

With Anti-Vulnerability technology, the product will gain  intelligence, accuracy, and
elliciency, climinated [false positives and false negatives, and ensured policy compliance,
thereby saving the organization time and money.

4. Firewall

"Smart” firewalls are based in part on signatures and other similar functionalities as the JDS
products described above.

Benefits:

With Anti-Vulnerability™ technology and platform, the frewall can determine whether an
attack is valid or a false positive, thereby preventing the security system from denying valid
traffic to the organization —selt-i! 1flicted DOS attacks.

Such functionalities and benefits are available for both the enterprise and SOHO networks.

5. Vulnerability Management

Vulnerability Management products enable managers to set policy and identify potential
network vulnerabilities.,, They typically do not accurately identify each vulnerability on each
network machine and device, nor remediate cach vulnerability, mecting policy compliance
enlorcement  requircments.

Benefits:
Anti-Vulnerabiliy™  technology: offers similar functionalities and benefits as the patch
deplovment products described above. In short, it cnables  products to  add  accurate
vulnerability identification, remediation,  verification, and policy compliance and
enforcement. Such functionalities and benefits are available for both the enterprise and SOHO
networks.
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6. Multiple Products: DS, Scanner, Firewall, and Vulnerability Management

Each product functions as the individual products noted above. Each may be deployed and
operated on the network in a multi-tiered network defense strategy. They may be disparate
system, and their signatures and update deployment schedules may vary. Therefore, the
probability of mitigating a new and complex threat decreases, while management
requirements and cost increases.

Benefits:

With Anti-Vulnerability™ technology, they each may communicate with the same back-end
data warehouse, sharing the -same vulnerability information, attaining intelligence and more
accurate information about the target and its vulncrabilitics, thereby more effectively
mitigating complex threats. It will also enable the products to add accurate vulnerability
identification, remediation, verification, and policy compliance and enforcement
functionalities.

7. Change Management

Existing change management (CM) applications control the documentation and logging of
change throughout the enterprise. These applications ensure that an organization maintains
consistent records of what happened and when. Currently administrators must independently
recognize that a security patch/update must be deployed 1o a computer or group of computers.
The user enters the request in the system, through the pipe-lined process of change
management the request would be approved, the patch/update would be manually installed by
a user, then documented in the change management sotiware that the process has been
completed. .While CM software assists in documentation, very little if any assistance is
provided in identifying the patches/updates needed, nor verifying correct function after the
update/paich is installed.

Benefits:

With  Anti-Vulnerability™ technology, change management integration will greatly
streamline this process further reducing total cost of ownership, ease of use, and a higher
standard of documentation. The products will then antomatically create a change request in
the system, specifying what update/patch is applicable to what system or groups of systems by
vulnerability. After approval of the request, they will antomatically deploy and install the
update/patch, Finally, they will also wverify correct operation after installation and
automatically provide all necessary documentation and logging required.

Lastly, Anti-Vulnerability™ technology may also provide product upgrades and signature
updates to each of these various security products - including all of the Anti-Vulnerability
technology benefits such as ensuring compliance of signature versions, logging, reporting,
and verification of installation.
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Anti-Vulnerability™ technology is an intelligent platform that will supplement any existing
defense strategy. Once integrated with the technology, components may share the same
vulnerability data set to bmprove automation and accuracy — increasing efficiencies and
minimizing false positives and false negatives. It also enables remote identification,
management, and remediation of network wvulnerabilities, and provides update deployment,
validation, and reporting capabilities. Thereby, the technology improves network security and
integrity, mitigation of blended threats, while increasing productivity, saving time and money,
and more effectively and efficiently attaining policy compliance and enforcement
requirerments.
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ANNEX C

Application No.: 14/499.230

Excerpts from Annex A/B

3. A computer program
product embodied on a non-
transitory computer readable
medium, the computer
program product comprising:

code for:

accessing at least one data
storage identifying a plurality
of mitigation techniques that
mitigate cffects of attacks that
take advantage of
vulnerabilities, such that:

cach mitigation technique is
capable of mitigating an
effect of an attack that takes
advantage of a corresponding
vulnerability, and

See excerpt(s) below and/or other related disclosures in Annex A/B:
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code for:

displaying at least one
mitigation technique for
mitigating an effect of at least
one attack that takes
advantage of at lcast one
vulnerability, and

receiving user input for
sclecting the at lcast one
mitigation technique to be
applied for mitigating the
cffect of the at least one
attack that takes advantage of
the at least one vulnerability;
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HetltentPeadingtipaates
F; CLIENT ¢ te get ind juom Fars,
Returane Aeray of HOTFIN shouctunes carmspanding w the
peenfisig hot fixes foe the clisat
fleseeigsion: This fanciion returns & st of ot Baes thi the
izt seods ueoording w0 groug pofioes ax of S fas potling.

See page 28 of Annex A

ForcePoint LLC

EX-1009
Page747



€. tipdate Management Functions
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Erescription: This functiss dnstally sb wpdate on g pacticul
chies) i apphicitie,

+  lestalHoFiaFerbeoap
# HOTEFIX g mstall, GROUP strustirs s
deplog the opdate u
Ragweng: Busvess o Ml .
Dregeription: This Sunction installs o update on all cliames o a
g Bt noeld B,

+  IstalialPasdingCliens
Barsmeters: CLEENT stracture fo davtadl wpdats on
Berras: Suscess or ke
Esoription: This function nstalis alt pending update: on s
sl

+  EnstalAEPondingGroup )
Famatery: GROUP b deploy vpdate to.
Fotarnn: Swvsess or fadure
Dpsetiption: This fusction inssalls a3 peading wpdaios oo ofl
clients in a grosp,

s RejeetflotFiaForCliont
Farmnietars: HOTPLX struisun 6 sopent, CLEEINYT siruetust v
egiect update on,
Baturns: Sudoess or fidere
Droseriptiza; This foscthan reforts sn updine far s garvicnkay
Ghind,

*  RepeetHotFixFarCGeoup
Pacameiers: BOTFIN somsnire o reivct, GROUP strouss
refect upsiare fos.
Roturite, Supcess or ke
Uesavigtinn: Thiv function sejecis wo opdsre on el oliswis in g
paticulas group.

*  Beguenc o FhEerChont
Paramesess, MOTFIX stecbare 1o regeeses, CLIENT struchars
o st (e update on,
Retuesa: Sugoess ar failaws. |
lleseription: This fianction catseels o grevinss epise sgjestion
for & parsicule chient.

»  ReguescHotFhForGronp
P : FEOTFEX si W g RO
6 pegueie (he wpdee R
Heoherne: Suesess o failure
Deseripfion: Th fonctian sanadls &
tioe sl chionts bn 3 particutsr groep,

§ il wejoction

See page 29-30 of Annex A
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Mamndgs snoik machings and deviges s e neework tough one pontal
Voloershifity remedisvion sad poiicy complises and enforcsment miy be
nlegeted with eXisting seowly aelwirk seburily componeids, and el
ssprective it foes.

» Niwdneine omd peer cducation’ absorpion sows

Amgi-val i ggelications are P Iy imegraled, stsinivg
presmaistisg archi L o § . Therafiore, de end user
capiriehed seming e ﬁame, ot dep d wigh shaplified or tod
PHTRSERE,

®  {ise expesioncy m:ra;m m sape -~ additionst time or cosls 1 endersiand
and R e ave MR
Angt-Vailnerabiin™  applicas sy e boepraed twnsperensly sed
sesrtioasky, snd dhe § itk E }oprocenses sl wier gerfaes

are wirtualfy wnchanged.

See page 10 of Annex B.

2. 1B

1% products attempt o identify snslivices cods by sipnaturss 31 both the aetwiak aind et
chient lovel, While they may Se ot to idendiy its OVE B ar otber vulmerability ensifier,
arsd rarget, they genevably do o hove the inteltigense ty determine if the any of ihe mischines
o The netwerk gre suscepsible 10 that atteck, o with finer grenniavity, i1 sey smchine has
speuific wilnerabitity 1o thel spoeific altack.

Far example, if the attak i o Windiee based attack trgsting & Windows machine, & the
fwrgeded suachine wiuslly roasing Windows, asd i e, s the meching velserable @ the
sftmek? I systesns de mot heve dhe deilipenoe do srswer these geesions, Lasly, if e
targeted maching i walnerabls - i remaing arremedisted - the (DS svstom Boes no have the
sapability fo emedinte i,

Beraiits:

Weith Bhe SR, & product gechiteet cun istegrate funstivnalitios Saved in the previses ection to
swabiv b FDS to seges the Anib-Valaorabiline™ logic sngine ph piathare, [wili than have
the ielfigenee fo Severmine i any waching on the setwork s swscoptisde fo the sk,
remedian the vilneability, mitigae the anpck, and verife polioy sovaplianon,

See page 18 of Annex A.

4. Firgwali

Rt Srewaifs wen uend i parton sigaskares and sther sheifar Snctionadities s the 10%
products dessribred abwg

Bonpfis:

Witk the 30K nd plasi e §i 1 o o i hgthor a0 alback is wpiid or a Badse

gitive, thesely pmmmrg the secusity systom from deaying vabic ieaffie 1o the organizdion
~ selfinfiotd DIOS aaks,

See page 19 of Annex A.

code for: Honefits:
&k«ndaﬁ siasks are Mo %E?s#!uw!\ mitigated aad the seceshslming mummgoment ad
ot . . . brden o0 @l s b purchase, spmests, sed maintdn maibple poind
IL(.,L]\fIII:g m f({rmatlon m produia is -vad;-m& while fereasing M}s‘l‘r\rr‘y, euiwms( viants, wnd woes effectively and
connection with at least one sificiently g poliey enmplianee SECERIERE SRR

of a plurality of devices, and
See page 10 of Annex A,
identifying an attack in
connection with the at least
one device that takes
advantage of the at least one
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vulnerability, based on the
information;

wherein the computer
program product is operable
such that, as a result of the
user input for selecting the at
least one mitigation technique
to be applied for mitigating
the effect of the at least one
attack that takes advantage of
the at least one vulnerability,
the identified attack is
prevented from taking
advantage of the at least one
vulnerability;

a Ins

TEXS pevdietts altennp? to identily smlicious code by sigesteoes s boil the aetwak and howt
chient fovet. While ihey may be sble o entify ils UVE ES ar oiber vulnorabidity idensitier,
s ey, ey sencrstly S0 el hive e pmiiigencs to determing i the any of e wachiine

Jw nenwork ane suscoptibde 1o that sutsek, oF with Twey granuiueity, of say machine bas »
i) 1 bty T dhal spetific Nk,

Fur example, i e swsk 5 8 Window Mised sack ageting 3 Windaws maching, & dhe

fine sohuelly 2 Windows, and if s8, & the mmehine vulnerable o dhe
ek DS sysiems e net Have the igeiligence W awswer these guestions. Rastly, il e
esgesed maching is valaerable - 3 remsizg wiwnmadiated - the 108 system Poes wid have
capakiisy 1o remedinte it

Borafits:

With e SEK, 2 pradin Steas 3 et Hated i the previows sstiion
enshi the DS 10 scosss the An*i-\kulwaim,u:ym Iugw engine and platfarn Bowill hen keve
th mihgmw k] g i any hiane on 8 i suscephinle jo the akack,

e the vaslseeahiting, the agtack, st wri*} peliey compliunce.
Scc page 18 of Annex A.
4 Fiewalt

St Hrewstls ace based in part on sigpateres snd sther similar funehionalttios s the 1DS
product: desceibed adese.

Bosweiitg:

Wish the SDNC and plasform, e Heowali can desermine whether an stack i volid o a Bl
kv, thevehy survanting the seewidly systam Fom deaving valid featfis 4 fhe srepaniation
- selindiiced DS avacks.

Scc page 19 of Annex A.

wherein the computer
program product is opcrable
such that one or more of the
plurality of mitigation

techniques is capable of being

identified based on an
identification of an operating
system

biloes

Fhe gl wil #lso dy o p irely i o by fiest datermining
swhtichs updssms an pesded and mm;mm: & it sach sachine o device, Bhing i stvomd

the D%, app or f instatled Ebm, i may be deploeed, matalied, and
Kdmted. Thereby, polidy  somplia i effechively and aff:.q»..rkly vaboried, and

See page 8 of Annex A.

fcentifies Applications instafied :
i‘ﬁr climl spens scourately dentifiss and inventories the operating system, applications, usd
D Yied on mach fine, Peviwbizaly, the sestom polls each cliend agen and dhe
guration dan & ferrad back to ths dota wirehnae. The lagie engine drtevmings e
gy (e appeagringg spaates 10 akh mackine, (Mo dessi of ?hi's process is provided in
b oo Fangiang aub-secting, o i aix g}

Sce page 22 of Annex A,

Clent Agent Polfing
Fhe cliwnt agonts are pemnmaﬁ!y yu:‘ii‘m for clivnt canfiguration #ata. Eacl client responds
with their respective L5, and instaiiad, which will he arss-

referenced by i Jopic eug.u:s‘

See page 24 of Annex A.

It should be strongly noted that above exemplary non-exhaustive
excerpts are set forth for illustrative purposes only and should not be
consirued as limiting in any manner whatsoever (o the claims.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: HERZ0G, MADHURI R.
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Date: 3/5/2015
REMEDIATION

SUBSTITUTE AMENDMENT(S)/ARGUMENT(S) IN RESPONSE TO FIRST ACTION
INTERVIEW PILOT POGRAM PRE-INTERVIEW COMMUNICATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Following are amendment(s)/argument(s) in response to the First Action Interview Pilot
Program Pre-Interview Communication mailed January 8, 20153 and a substitute for the

amendments/arguments filed February 3, 2013.
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