AMENDMENT TO CLAIMS

1-2. (Cancelled)

3. (Currently Amended) A computer program product embodied on a non-transitory

computer rcadable medium, the computer program product comprising:

code for:

accessing at lcast one data storage identifying a plurality of mitigation techniques

that mitigatc cffccts of attacks that take advantage of vulnerabilitics, such that:

each mitigation technique is capable of mitigating an effect of an attack

that takes advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option;

code for:

displaying at least one mitigation technique for mitigating an effect of at least one

attack that takes advantage of at least one vulnerabilityin—ecennecton—with-atleastone

e, and

receiving user input for selecting the at least one mitigation technique to be
applied for mitigating the effect of the at least one attack that takes advantage of the at

least one vulnerabilityin-conneetion-with-the-atleastone~vhnerability; and

code for:

receiving information in connection with at least one of a plurality of devices, and
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identifying an [[particular]] attack in connection with the at least one device that

takes advantage of the at least one vulnerability, based on the information;

wherein the computer program product is operable such that, as a result of the

user input for selecting the at least one mitigation technique to be applied for mitigating

the effect of the at least one attack that takes advantage of the at least one vulnerabilityin
connection—with—the—atteast—one—vulnerability, the [[particular]] identified attack is
prevented from taking advantage of the at lcast one vulnerability.—white—there—s—+e
st tens tovi

wherein the computer program product is operable such that one or more of the

plurality of mitigation techniques is capable of being identified bascd on an identification

of an operating system.

4, (Currently Amended) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at lcast one mitigation
technique includes at lcast two mitigation techniques include a firewall option for
preventing at least one attack packet of the [[particular]]attack by terminating or dropping
the same, and an intrusion detection or prevention option—fer—preventing—aconnection
reguest; the computer program product is further operable such that, in response to user
input received prior to the [[particular]]attack, the firewall option is capable of being
applicd to a plurality of different devices for preventing the at least onc attack packet at
any of the different devices; and the computer program product is further operable such
that, in response to additional user input after the [[particular]]attack in connection with a
particular single device of the plurality of different devices, the intrusion detection or

prevention option is capable of being applied to the particular single device—fer
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5. (Currently Amended) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at least one mitigation
technique includes at least two mitigation techniques include a firewall option for
preventing at least onc attack packet of the [[particular]]attack by terminating or dropping

the same, and an intrusion detection or prevention option—fer—preventing—a—econneeton

reguest, the computer program product is further operable such that, in response to user

input prior to the_attack-partieular—in—cenneetion, the intrusion detection or prevention
option is capable of being applied to a plurality of different devices—forpreventing—the

conneetion—request—at thc plurality of different devices; and the computer program

product is further operable such that, in response to user input after the

[[particular]]attack in connection with a particular single device of the plurality of

different devices, the firewall option is capable of being applied to the particular single

device for preventing the at least one attack packet at the particular single device.

6. (Currently Amended) The computer program product of Claim 3, wherein the

computer program product is operable such that the one or more of the plurality of

mitigation techniques is capable of being identified based on the identification of the

opcrating system in conncction with the accessing for the displaying of the at least one

mitigation technique

iee, S0

that, in order to avoid false positives, enby—relevant vulnerabilities prompt mitigation
technique user selection among at least two of the mitigation techniques, which involve
both firewall and intrusion prevention system actions, for providing diverse mitigation

options in connection with the relevant vulnerabiliticspartiendar.

7. (Currently Amended) The computer program product of Claim 3, wherein the

computer program product is operable such that the one or more of the plurality of

mitigation techniques is capable of being identified based on the identification of the

operating system in connection with the accessing for the displaying of the at least one

mitigation technique, so that which one or more of the mitigation techniques that are

displayed are based on one or more actual vulnerabilities to which the at least one device
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is actually vulnerable so that only relevant one or more mitigation techniques are

displayed for selection by [[the]]a user for resl-tre attack mitigation.

8. (Cancelled)

9. (Currently Amended) The computer program product of Claim 3, wherein the
computer program product is operable such that the user input is capable of being
received via at least one user interface for different devices, for allowing different attack
mitigation actions including at lcast onc intrusion prevention action and at least one
firewall action to be selectively applied to the different devices for different actual
vulnerabilities determined to be actually relevant based on the identification of the
operating system in connection with the different devicesa-presence-of-at-least-ene-of-an
- i lication.

10.  (Currently Amended) The computer program product of Claim 3, wherein the
computer program product is operable such that the displayed at least one mitigation
technique includes at least two mitigation techniques including a first mitigation

technique that utilizes a firewall acuon—ibr—at—kea&HWpaﬁmﬂa%&ek—ﬁh&

and a sccond mitigation tcchnique that

utilizes an intrusion prevention action:

os-adve  tho-st-lons erability.

11. (Cancelled)

12. (Currently Amended) The computer program product of Claim 10, wherein the
computer program product is operable such that different user input is capable of being
received via at least one console for different devices, for allowing different mitigation
techniques including the first mitigation technique and the second mitigation technique to
be selectively applied by [[the]]a user to the different devices for different actual
vulnerabilities, such that the different user input is capable of resulting in: only the first

mitigation technique being selectively applied by the user to at least one first device, only
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the second mitigation technique being selectively applied by the user to at least one
second device, and both the first mitigation technique and the second mitigation

technique being selectively applied by the user to at least one third device.

13.  (Currently Amended) The computer program product of Claim 10, wherein the

computer program product is operable such that the displayed at least one mitigation

technique further includes a third mitigation technique that utilizes a policy compliance

swhrerabibity, wherein the computer program product is operable such that different uscr
input is capable of being received via at least one console for different devices, for
allowing different mitigation techniques including the first mitigation technique, the
second mitigation technique, and the third mitigation technique to be selectively applied
by [[the]]a user to the different devices for different actual vulnerabilities, such that the
different user input is capable of resulting in: only the first mitigation technique being

selectively applied by the user to at least one first device, only the second mitigation

technique being selectively applied by the user to at least one second device, and [[both]]
the first mitigation technique[[ and]], the second mitigation technique, and the third

mitigation technique being sclectively applied by the user to at lcast onc third devicerand

14, (Currently Amended) The computer program product of Claim 10, wherein the

computer program product is operable such that the first mitigation technique is

automatically applicd utilizing a first communication from [[a scrver]]an integrated

firewall/intrusion prevention system platform component to firewall-supporting client
code, and the second mitigation technique is automatically applied utilizing a second

communication from the [[server]]_integrated firewall/intrusion prevention system

platform component to intrusion prevention system-supporting client code, where the

firewall-supporting client code and the system-supporting client code are part of the same

client agent.
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15. (Cancelled)

16.  (Previously Presented) The computer program product of Claim 3, wherein the
computer program product is operable such that the information is capable of being used

to determine a characterization of a payload.

17.  (Cancelled)

18. (Cancclled)

19.  (Currently Amended) The computer program product of Claim [[18]]3, wherein
the computer program product is operable such that the identification of the operating

system efthe-atleast-one-deviee is reeetved-as a result of a vulnerability assessment scan

capablc of a direet query.

20.  (Previously Presented) The computer program product of Claim 3, wherein at
least one of:
said at lcast onc data storage includcs at lcast one databasc;
said at lcast onc data storage is accesscd by at least onc of: receiving at lcast one
update therefrom; pulling at least one update therefrom, communicating
therewith, or synchronizing therewith;
said mitigation techniques include remediation techniques;
cach mitigation technique has a mitigation type including the patch;
cach mitigation technique has a mitigation type including the policy sctting;
each mitigation technique has a mitigation type including the configuration
option;
each mitigation technique is capable of mitigating the effect of the attack that
takes advantage of the corresponding vulnerability, by dropping packets
associated with the attack or removing the corresponding vulnerability;
said information is capable of being used to determine an intended destination of

a connection request; or
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said information includes a vulnerability identifier;

wherein the computer program product is operable for use with at least one NOC
server, a data warchouse, and an SDK for allowing access to information
associated with at least onc vulnerability and at lcast one remediation technique;
and wherein the computer program product is operable for determining which
devices have vulnerabilities by directly querying a firmware or operating system

of the devices.

21.  (Currently Amended) A computer program product embodicd on a non-transitory

computer readable medium, the computer program product comprising:

code for:

accessing at lcast onc data structurc identifying a plurality of mitigation
techniques that mitigate effects of attacks that take advantage of vulnerabilities,

wheresuch-that:

cach mitigation technique is capable of mitigating an cffect of an attack

that takcs advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option;
code for:

receiving information in connection with at least one of a plurality of devices[[;]]:

and

identifying an attack on the at least one device that takes advantage of at least one

of the vulnerabilities, based on the information;
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code for:

automatically applying at least two of the plurality of mitigation techniques
including at lcast onc first mitigation technique of a first mitigation typc and at Icast onc
second mitigation technique of a second mitigation type to the at least one device, for

mitigating an effect of the attack on the at least one device that takes advantage of the at

least one vulnerabilityin-response-to-the-attackformitigating the-attack;

whercin the computer program product is operable such that the cffect of the

attack is mitigated by preventing the attack from taking advantage of the at least one

vulnerability;—w

|E‘i stone “‘lilﬂeF‘ibi itil ﬁ:em the at Ie'l!"t ene de“iee

wherein the computer program product 1s operable such that onc or more of the

lurality of mitigation techniques is identified based on an identification of an operating

system.

22.  (Currently Amended) An apparatus. eemputer—progiam—product—embodied-en—a

ansHery-computerreadable-medivm; COmpUter-program-produet-comprising:

at least one data storage identifying a plurality of mitigation techniques that
mitigate effects of attacks that take advantage of vulnerabilities associated with an

aperiling svston—dentbed—i—eonnechon—with—sttemt—one—olwplorahb—oldeviees,
wheresueh-that:

each mitigation technique is capable of mitigating an effect of an attack

that takes advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a

patch, a policy setting, or a configuration option; and
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a computer program product embodied on a non-transitory computer

readable medium, the computer program product including:

code for:

displaying at least two of the mitigation techniques for mitigating an effect of at
least one attack that takes advantage of at least one vulnerabilitvin-econnection—with—at

least-ene-vulnerability, and

receiving at least one user input in connection with the at least two mitigation

techniques;

code for:

automatically applying the at least two mitigation techniques based on the at least

one user input, the at least two mitigation techniques including:

at lcast onc first mitigation technique for utilizing a fircwall for attack

mitigation, and

at least one second mitigation technique for utilizing an intrusion

prevention system for attack mitigation; and
code for:

reeetvingidentifying information in connection with [[the ]]at least one device,

and

identifying an [[particular]] attack in connection with the at least one device that

takes advantage of the at least one vulnerability, based on the information;
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wherein the computer program product is operable such that the identified attack
is mitigated utilizing the first mitigation technique for utilizing the firewall for attack

mitigation and the at least one second mitigation technique for second mitigation

technique for utilizing the intrusion prevention system for attack mitigations+egaredess-of

wherein the computer program product is operable such that the at least two

mitigation techniques arc displayed based on an identification of an operating system.

23. (New) The computer program product of Claim 3, wherein the computer program
product is configured such that the displaying of the at least one mitigation technique is
supported by a system that includes intrusion prevention functionality for supporting a
first mitigation technique and firewall functionality for supporting a sccond technique
mitigation technique, such that the intrusion prevention functionality and the firewall
functionality are both supported by a security component of the system that also supports
the identification of the attack in connection with the at least one device, the system
further capable of receiving actual vulnerability information to conditionally display, as a
function of an cxistence of one or morc actual vulncrabilitics, onc or more of the plurality
of mitigation techniques to allow seclective utilization of the intrusion prevention
functionality and the firewall functionality, so that only relevant mitigation techniques are
displayed for selection to reduce false positives in connection with both the intrusion

prevention functionality and the firewall functionality.

24, (New) The computer program product of Claim 3, wherein the computer program
product is configured such that the displaying of the at least one mitigation technique is
caused by a system that utilizes router-based functionality for supporting a first
mitigation technique and firewall functionality for supporting a sccond technique

mitigation technique.
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25. (New) The computer program product of Claim 24, wherein the computer
program product is configured such that the system is capable of receiving actual
vulnerability information to conditionally display, as a function of an existence of one or
more actual vulnerabilitics, onc or more of the plurality of mitigation techniques to allow
selective utilization of the router-based functionality and the firewall functionality, so that
only relevant mitigation techniques are displayed for selection to reduce false positives in

connection with both the router-based functionality and the firewall functionality.

26.  (New) The computer program product of Claim 21, wherein the computer
program product is operable such that the at least one first mitigation technique of the
first mitigation type and the at least one second mitigation technique of the second
mitigation type utilize different underlying security technology types that are both
supported by a same system component that is capable of identifying the attack and
preventing the attack from taking advantage of the at lcast one vulnerability after the at

least two mitigation techniques are automatically applied.

27.  (New) The computer program product of Claim 26, wherein the computer
program product is operable such the same system component is further capable of

supporting a vulncrability asscssment scan for the identification of the operating system.
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REMARKS

Under Obviousness Type Double Patenting, the Examiner has indicated that “Claims 3-22 are
analogous to claims of U.S. Patent No. 8266699 and “Claims 3-22 are also analogous to claims
of U.S. applications: 14/499226, 14/499227 and 14/499239.” Such rejections are moot in view

of the terminal disclaimer submitted herewith.

Under 35 U.S.C. 112, 2" paragraph, the Examiner has further indicated that the *Claims use the
phrase "particular" by itself. In the spirit of expediting prosecution, such rejection has been

avoided by virtue of the clarifications made to the claims hercinabove.

Under 35 U.S.C. 103(a), the Examiner has further indicated that, with respect to Claim 3,
“Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line 39-column 10, line 16,
column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-[0026]. Banzhof2: column
13, lines 1-17.” and “Brawn teaches limitations 1-3 and 6-7 but not mitigation type. US
20030126472: Banzhof1 teaches: mitigation type including patch, policy setting; limitation 5:
selecting and the last limitation. US 7278163: Banzhof2: teaches: limitation 4: displaying.” With
respect to Claim 21, the Examiner has further indicated that “Brawn: column 3, lines 15-60,
column 4, lines 42-55, column 9, line 39-column 10, line 16, column 11, column 13,
line20-column 14, linc 5. Banzhofl: [0020]-[0026].” With respect to Claim 22, the Examiner
has further indicated that “Brawn: column 3, lines 15-60, column 4, lines 42-55, column 9, line
39-column 10, line 16, column 11, column 13, line20-column 14, line 5. Banzhof1: [0020]-
[0026]. Banzhof2: column13, lines1-17. Pearson: [0008], [0082].” Still yet, with respect to
Claim 17-19, the Examiner has further indicated that “Banzhof3: [0012]-[0013], [0016], [0056].”

Applicant respectfully disagrees with these rejections, particularly in view of the incorporation of

at least a portion of the subject matter of Claim 17 into each of the independent claims.

With respect to the Banzhof2 reference (US 7278163), such reference indicates that it has an

carlicst cffective filing date of “February 22, 2005.” Still yet, with respect to the Banzhof3
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reference (US 20060101517), such reference indicates that it has an earliest effective filing date
of “October 28, 2004.” 1t should be noted, however, that the instant application claims priority

as follows:

“This application is a continuation-in-part (for the purposes of providing a glossary in
accordance with the Glossary Pilot Program) of U.S. App. No.: 14/138,014 filed
December 21, 2013 which, in turn, is a continuation of U.S. App. No.: 10/882,852 filed
July 1, 2004 which, in turn, claims priority to U.S. App. No.: 60/484,085 filed July 1,

2003, which arc all incorporated herein by reference in their entircty for all purposcs.”

Applicant therefare respectfully disagrees with the propriety of Examiner’s reliance on the
Banzhof2 and Banzhof3 references. In view of the foregoing, the above rejections are deemed to

have been overcome,

Still yet, with respect to the Examiner’s reliance on the Brawn reference (US 7353539), applicant
respectfully disagrees with the propriety of Examiner’s reliance on such reference, as well. As
shown by the attached Declaration of John Blignaut Under 37 CFR § 1.131, the claimed
invention was conceived and reduced to practice prior to the effective date of the Brawn
reference. This fact excludes the Brown reference from the body of prior art under 35 USC §
102(¢). In view of such declaration and supporting evidence, the foregoing rejections are

deemed to have been overcome.

It is believed that all of the pending issues have been addressed. However, the absence of a reply
to a specific rejection, issue, or comment does not signify agreement with or concession of that
rejection, issue, or comment. In addition, because the arguments made above may not be
exhaustive, there may be reasons for patentability of any or all pending claims (or other claims)
that have not been expressed. Still yet, nothing in this reply should be construed as intention to
concede any issue with regard to any claim, except as specifically stated in this reply. Finally, it

should be noted that no claims are intended to be construed under 35 U.S.C. 112, paragraph 6.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:
Confirmation No.: 9215
Oliphant
Examiner: HERZ0G, MADHURI R.
Application No.: 14/499,230
Art Unit: 2436
Filed: 09/28/2014
Atty. Docket No.: SP1P0012
For: COMPUTER PROGRAM PRODUCT
AND APPARATUS FOR MULTI-PATH Date: 1/x/2015
REMEDIATION

DECLARATION OF JOHN BLIGNAUT UNDER 37 CFR § 1.131

I, John Blignaut, declare the following:

1. 1 am John Blignaut, member of SccurityProfiling, LLC ("Assignee"), the assignee
of the patent application identified above (the "Application"), and an inventor named on the

Application.

2. I have personal knowledge of the facts sct forth in this Declaration regarding the
conception and reduction to practice of the invention described and claimed in the

Application.

3. The invention disclosed and claimed in the Application (the "Claimed Invention") was
conceived of and actually reduced to practice before January 16, 2003 (the filing date of U.S.
Patent No. 7,353,539 by Brawn ct al., the "Reference Date™).

4, The Claimed Invention was implemented with a system architecture that is reflected in
the SDK White Paper attached as Annex A to this Declaration. The SDK White Paper documents

the Software Development Kit (SDK) that was developed to allow application developers to

1
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access the database of vulnerability, device status, and remediation information that was
eventually distributed under the trade name "AntiVulnerability Technology." T personally
participated in development of that SDK White Paper and commercialization of products
embodying the invention. The version of the SDK White Paper attached as Annex A was created
on October 15, 2002, as a business record created in the ordinary course of business. The

metadata in the electronic document reflects this date.

5. Similarly, a white paper was created for the Anti-Vulnerability Technology product line
entitled "'What is Anti-Vulnerability Technology?’ ("AVT Paper"), which is attached as Annex
B to this Declaration. Metadata in this electronic document reflects its creation on November 27,
2002. This AVT Paper documented how the overall system operated, including various

application of the technology that reflect possession of the invention.

6. A working version of a system implementing the Claimed Invention was implemented
before the Reference Date. The documents in Annexes A and B reflect a system that was actually
operational as of the dates of those documents, both of which are not antedated by the Reference

Date.

7. As evidenced in Annex C, the Claimed Invention was conceived of and actually reduced

to practice before Reference Date.

8. I provide these statements under penalty of perjury pursuant to 18 U.S.C. §1001.
/John Blignaut/ 3.7.15
John Blignaut Date
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(37 CFR 1.16(i) _ minus 20 = X § =
INDEPENDENT CLAIMS . N
(37 CFR 1.16(h)) minug 3 = X S =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
Dgﬂ’&'gﬂ g”nS'ZE FEE for small entity) for each additional 50 sheets or
sy fraction thereof, See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s}.
—_—
(] MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1.16())
" If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
{Column 1) (Column 2} {Column 3)
CLAIMS HIGHEST
| 0311212015 AEMANING NemBER oy | PREsenT ExTRA RATE (3 ADDITIONAL FEE ($)
= AMENDMENT PAID FOR
(1N] —
g mca; GFR 20 Minus | = 20 -0 ¥ s40 = 0
zloda, 13 winus | -3 -0 x s210- 0
= D Application Size Fee (37 CFR 1.16(s))
<l [—
D FIRST FRESENTATION OF MULTIFLE DEPENDENT CLAIM {37 CFR 1.16{j)}
TOTAL ADD'L FEE 0
(Column 1) (Column 2) {Celumn 3)
CLAIMS HIGHEST
AEMANING ontviousLy | PRESENT EXTRA RATE (3) ADDITIONAL FEE ($)
- AMENDMENT PAID FOR
E -,r_?;(?,ll (7 GFR Minus = XS -
Independent
= e : Minus | - = s =
5 D Application Size Fee (37 CFR 1.16(s))
=
<< D FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM {37 GFR 1.16{j))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.

™ If the "Highesl Mumber Previously Paid For” IN THIS SPACE is less than 20, enler "20".
“** If the *Highest Number Previously Paid For™ IN THIS SPACE is less than 3, enter *3".
The *Highast Numbar Praviously Paid For” (Total or Indepandent) is the highast number found in the appropriate box in column 1.

TOTAL ADD'L FEE

LIE

/PARTHENIA D. MERRILL/

— —
This collection of information is required by 37 CFR 1.16. The information is required 1o obtain or refain a benetit by the public which is to file (and by the USPTO to

process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.14. This collection is estimated fo take 12 minutes 1o complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Cffice, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the jorm, call 1-800-FTO-2199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Ollice

Address: COMMISSIONER FOR PATENTS

50

, Wirginia 22313-1450

WL ISP O

NOTICE OF ALLOWANCE AND FEE(S) DUE

- | EXAMINER |
127562 7590 0392015
Brian Owens, Esq. HERZOG, MADHURI R
3712 Kimble Dr
Plano. TX 75025 | ART UNIT PAPER NUMBER |

2438

DATE MAILED: 03/19/2015

APPLICATION NO. l FILING DATE I FIRST NAMED INVENTOR I ATTORNEY DOCKET NO, I CONFIRMATION NO,

144499230 09/28/2014 Brett M. Oliphant SPIP0O12 9215
TITLE OF INVENTION: COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH REMEDIATION

APPLN. TYPE [ ENTITY STATUS ISSUE FEE DUE l PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE I DATEDUE

nonprovisional SMALL 5480 50 30 5480 06/19/2015

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY TIHE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTIIS IFROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 US.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN TIHIS APPLICATION (AS SIHOWN ABOVE), THE RETURN OF PART B O THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

[. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)"

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request lo reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficully in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE IFEL unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (il required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in ed unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; andfor (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the

Feef*:] Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Nete: Use Block 1 for any change of address) pers. Each additional paper, such as an assignment or Tormal drawing, must
1vc its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

,l:-’r%" ‘,59(, 03/15/2015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
Brian Owens, ]qu‘ States lzrmhl Service with sufficient postage for first class mail in an enveloy
3712 Kimble Dr addressed to the Mail Stop ISSUE FEE address above, or being lacsimile

tmble L transmitted to the USPTO (371) 273-2885, on the date indicated below.

Plano, TX 75025

(Depositor's name)

i Signatore)

(D)

APPLICATION NO. l FILING DATE [ FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO.

144499230 0928/2014 Brew M. Oliphant SP1PO12 9215
TTTLE OF INVENTION: COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH REMEDIATION

| APPLN. TYPE ENTITY STATUS | ISSUE I'EE DUE | PUBLICATION FEE DUE | PREV. PAID ISSULE FEE DATEDUL
nonprovisional SMALL S480 50 50 06/19/2015
| EXAMINER | ART UNIT l CLASS-SUBCLASS |
HERZOG, MADHURI R 2438 726-025000
1. Chan _igL of correspondence address or indication of "Fee Address” (37 2. FFor printing on the patent front page, list
CFR 1. 1

(1) The names of up to 3 registered patent attorneys
[ Change or correspondence address (or Change of Correspondence or agenls OR, alternatively,
Address form PTO/SB/122) attached.

{2) The name of a single firm (having as a membera 2
[ “Fee Address” indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTOSTAT; Rev 03-02 or more recent) attached, Use of a Customer ?_regmered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON TIHE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a, The following fee(s) are submitted: 4b. Payment of Fee(s): ( Please first reapply any previously paid issue fee shown above)
[ 1ssue Fee [ A check is enclosed.
[J publication Fee (No small entity discount permitted) a Payment by credit card. Form PTO-20338 is attached.
D Advance Order - # of Copics D'T'he director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overp it to Deposit Account Number (enclose an extea copy of this form).

5. Change in Entity Status (from status indicated above)

J Applicant certifying micro entity status. See 37 CFR 1.29 WOTIE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 151), issue
ee payment in the micro entity amount will not be accepted at the risk of application abandonment.

d Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

J Applicant changing to regular undiscounted fee status. NOTE: Checking this hox will be taken to be a natification of loss of entitlement to small or micro
enlily status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requicrements and certifications.

Authorized Signature Date

Typed or printed name Registration No.

Page 20l 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Ollice
SIONER FOR PATENTS
P.O. Bo

50
Alexandria, Virginia 223131450
W sl goy

| APPLICATION NO. l FILING DATE I FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO, |
14/499,230 09/28/2014 Brett M. Oliphant SPIPO12 9215
- | EXAMINER |
127962 7590 0392015
Brian Owens, Esq. HERZOG, MADHURI R
3712 Kimble Dr
Plano. TX 75025 | ART UNIT PAPER NUMBER |
2438

DATE MAILED: 03/19/2015

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
ageney to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL.-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benelit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
coverned by 35 U.S.C. 122 and 37 CI'R 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chiel Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TOQ THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant 1o the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the 1.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the I'reedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, 10 a Member of Congress submitling a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act ol 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of

records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property

Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, 1o another federal agency lor purposes
of National Security review (35 1.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.c., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed. as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agencey, if the USPTO becomes aware of a violation or potential violation of law or regulation.

o
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Application No. Applicant(s)
14/499,230 OLIPHANT ET AL.
; - i i ATA (First Inventor t
Notice of Allowability a’;\ac"“'_;agl HERZOG 2:3;'“" Filo) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 03/12/2015.
D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. [0 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [ The allowed claim(s) is/are 3-7, 9, 10, 12-14, 16 and 19-27. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see htip:/Avww.usplo.govipatents/init_svents/pph/index jsp or send an inquiry to PPHisedback@uspio.gov .

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d An b) [0 Some *¢) (] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [0 CORRECTED DRAWINGS ( as “replacement sheets™) must be submitted.
O including changes required by the attached Examiner's Amendment / Comment or in the Office action of

FPaper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121{d).

6. [] DEPOSIT OF andfor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [0 Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date See Continuation Sheet

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date 03/05/2015 .

/MADHURI HERZOG/
Primary Examiner, Art Unit 2438

U.5, Patent and Trademark Otfice
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20150317
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Continuation Sheet (PTOL-37) Application No. 14/499,230

Continuation of Attachment(s) 2. Information Disclosure Statements (PTC/SB/08), Paper No./Mail Date: 01/15/2015 and 03/12/2015.
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Application/Control Number: 14/499,230 Page 2
Art Unit: 2438

DETAILED ACTION

1. The present application is being examined under the pre-AlA first to invent
provisions.
2. The text of those sections of Title 35 U.S. Code not included in this section can

be found in the prior office action.

3. The prior office actions are incorporated herein by reference. In particular, the
observations with respect to claim language, and response to previously presented
arguments.

4. Claims 3-7, 9, 10, 12-14, 19, 21 and 22 have been amended and claims 23-27
have been newly added.

5. Claims 3-7, 9, 10, 12-14, 16 and 19-27, now renumbered as claims 1-20, have

been examined and are pending.

Terminal Disclaimer
6. The terminal disclaimer filed on 01/30/2015 disclaiming the terminal portion of
any patent granted on this application which would extend beyond the expiration date of
U.S. Patent No. 8266699 and any patents granted on Application No. 14/499239,
14/499227 and 14/499226 has been reviewed and is accepted. The terminal disclaimer

has been recorded.
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Application/Control Number: 14/499,230 Page 3
Art Unit: 2438

Information Disclosure Statement
7. The information disclosure statements (IDSs) submitted on 01/15/2015 and
03/12/2015 are in compliance with the provisions of 37 CFR 1.97. Accordingly, the

information disclosure statements are being considered by the examiner.

Response to Amendment
8. The declaration filed on 03/12/2015 under 37 CFR 1.131(a) is sufficient to
overcome the US 7353539 to Brawn et al and US 20030126472 to Carl Banzhof

references.

Allowable Subject Matter

9. Claims 3-7, 9, 10, 12-14, 16 and 19-27 are allowed over prior art of record.

Response to Arguments
10.  Applicant’s arguments, see pages 13 and 14 of the Remarks, filed on

03/12/2015, have been fully considered and are persuasive.

Examiner’s Statement of Reasons for Allowance
11.  The following is an examiner’s statement of reasons for allowance:
Independent claims 3, 21 and 22 are allowed for reasons argued by the applicant

in pages 13-14 of the Remarks. Claims 4-7,9, 10, 12-14, 16 and 19-21 and 23-27
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Application/Control Number: 14/499,230 Page 4
Art Unit: 2438

depend on one of the above mentioned independent claims and are therefore allowed
by virtue of their dependencies.

Prior art of record Brawn teaches: a management system stores various
remediation techniques corresponding to various vulnerabilities. The management
system transmits an interrogation program to the client that attempts to exploit a known
vulnerability present in the software of the client, determines whether the vulnerability is
exploited and transmits a remediation program if the vulnerability is exploited. Prior art
Banzhof1 teaches: Constructing remediation signatures such as patches or fixes to
remediate a vulnerability. IT or security personnel select which remediation signatures
to deploy to client computers. Prior art of record Banzhof2 teaches displaying
vulnerabilities to an administrator.

However, Brawn, Banzhof1 and Banzhof2 fail to teach “wherein the computer
program product is operable such that one or more of the plurality of mitigation
techniques is capable of being identified based on an identification of an operating
system”, i.e., the prior arts fail to teach identifying a remediation technique based on the
operating system.

None of the prior art of record, either taken by itself or in any combination, would
have anticipated or made obvious the invention of the present application at or before
the time it was filed.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably
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Application/Control Number: 14/499,230 Page 5
Art Unit: 2438

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
12.  The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure:

ITS4 : A Static Vulnerability Scanner for C and C++ Code by Viega et al: We
describe ITS4, a tool for statically scanning security-critical C source code for
vulnerabilities. Compared to other approaches, our scanning technique stakes out a
new middle ground between accuracy and efficiency. This method is efficient enough to
offer real-time feedback to developers during coding while producing few false
negatives.

An automated approach for identifying potential vulnerabilities in software by
Ghosh et al: The paper presents results from analyzing the vulnerability of security-
critical software applications to malicious threats and anomalous events using an
automated fault injection analysis approach. The work is based on the well understood
premise that a large proportion of security violations result from errors in software
source code and configuration. The methodology employs software fault injection to
force anomalous program states during the execution of software and observes their
corresponding effects on system security. If insecure behaviour is detected, the
perturbed location that resulted in the violation is isolated for further analysis and

possibly retrofitting with fault tolerant mechanisms.
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Application/Control Number: 14/499,230 Page 6
Art Unit: 2438

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MADHURI HERZOG whose telephone number is
(571)270-3359. The examiner can normally be reached on M-F from 8:30am - 5:00pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MADHURI HERZOG/
Primary Examiner, Art Unit 2438
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Application No. Applicant(s)

. . . 14/499,230 OLIPHANT ET AL.
Examiner-Initiated Interview Summary i .
Examiner Art Unit
MADHURI HERZOG 2438

All participants (applicant, applicant’s representative, PTO personnel):

(1) MADHURI HERZOG. Q).

(2) Brian Qwens. (4)___.
Date of Interview: 05 March 2015.

Type: [ Telephonic [ Video Conference
[0 Personal [copy given to: [J applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [ Yes [ No.
If Yes, brief description:

Issues Discussed [1101 112 [J102 [J103 [KOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 4-6.
Identification of prior art discussed:

Substance of Interview
(For cach issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references ete...)

The examiner informed the aftorney that independent claims were allowable and that 112 issues for claims 4-6
regarding the word "particular” need to be addressed. The examiner also informed the attorney that the mapping the
attorney provided the examiner to show the correlation between the claim limitations and the documentation provided
under the 131 affidavit needs to be filed as an official reply. The attorney agreed with both the suggestions .

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[] Attachment

/MADHURI HERZOG/
Primary Examiner, Art Unit 2438

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20150317
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Application/Control No. Applicant(s)/Patent Under
—— L
Notice of References Cited - .
Examiner Art Unit
MADHURI HERZOG 2438 Page 1 of 1
U.S. PATENT DOCUMENTS
- County Godaumber ind Cade. | MMATYYY Name Classifcation
A | US-
B | US-
c | Us-
D | US-
E | US-
F | US-
G | Us-
H | US-
| Us-
J us-
K | US-
L Us-
M | US-
FOREIGN PATENT DOCUMENTS
* Document Numb_er Date Count MName Classification
Country Code-Numkber-Kind Code MM-YYYY Y
N
o
P
Q
R
s
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U Viega, John, et al. "ITS4: A static vulnerability scanner for C and C++ code." Computer Security Applications, 2000. ACSAC'00.
16th Annual Conference. IEEE, 2000.
" Ghosh. Anup K._, Tom C'Connor, and‘ Gary McGraw. "An aulomated approach for identifying potential vulnerabilities in software.”
Security and Privacy, 1998. Proceedings. 1998 |IEEE Symposium on. IEEE, 1998.
w
X

"A copy ol this reference is not being furnished with this Olfice action. (See MFEP § 707.05ia).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign,

U.S. Patlent and Trademark Otfice
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20150317
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LAST Search History

EAST Search History
EAST Search History (Prior Art)

{Ref {[Hits {{Search Query DBs iDefault iiPlurals {{Time
LR iiOperator ! Stamp
528 {16  ii(identify$4 or identification or recogni$5 or {US- ADJ ON 2015/03/05
determin$5 or discover$4 or choos$4 or PGPUB; 11:07
select$4) with (mitigat$4 or remediat$4) USPAT,;
nearb (signature or technique or method or {USOCR;
type or category or class or group or kind {EPO; JPO;
or fingerprint ot variety or classification) DERWENT
with (specific$4 or particular$4 or distinct$4
or differ$4 or explicit$4 or individual$4 or
unique$4) with (operating system or os) ]
S29 65  ii(identify$4 or identification or recogni$s or HUS ADJ ON 2015/03/05
iidetermin$5 or discover$4 or choos$4 or PGPUB; 11:08
§iselect$4} with (mitigat$4 or remediat$4) USPAT;
Hnearb (signature or technique or method or §USOCR;
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PGPUB: 11:23
USPAT;
USOCR,;
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DERWENT
31 i1 "709"/%.ccls. and S29 us- ADJ HON 2015/03/05
PGPUB; 11:24
USPAT;
USOCR;
EPO; JPO;
DERWENT
S32 42  ii(database or data$2warehouse or dataware {US- ADJ HON 2015/03/05
or storage or memory) with (mitigat$4 or  PGPUB; 11:34
\;remediat$4] near5 (signature or technique {USPAT,;
Hor method or type or category or class or  jUSOCR;
Higroup or kind or fingerprint or variety or EFO; JPO;
classification) with (vulnerabilit$4) and DERWENT
(identify$4 or identification or recogni$s or
determin$5 or discover$4 or detect$4 or
find$4) with (attack$4 or intrusion or virus
or worm or malware or trojan or adware or
Hisypware or rootkit or bootkit) and (apply$4
gior application or administer$4 or
{implement$4 or deploy$4 or install$5 or
distribut$4) with (mitigat$4 or remediat$4)
833 7 S32 and 29 us- ADJ HON 2015/03/05
PGPUB; 11:35
USPAT,;
USOCR;
EPO; JPO;
DERWENT
S34 432 1{726/1,11-14,22-25.ccls. and S32 us- ADJ HON 2015/03/05
PGPUB; 11:39
USPAT;
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Receipt date: 01/15/2015 14499230 - GAU: 2438

Sheet 1 of 3
Form PTO-1449 U.S. Deparlment of Commerce | Altorney Docket No. Application No.
{Madified) Patent and Trademark Office | SP1P0012 14/499,230
Information Disclosure Statement Applicant ]
by Applicant Brett M. Oliphant
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) 09/28/2014 2436
U.S. Patent Documents
Examiner | Desig. Document Publication Filing Date
Initial D Number Date Patentee Class | Subclass | If Appropriate

Foreign Patent Documents or Published Foreign Patent Applications
Examiner | Desig. Document Publication Country or Translation
Initial 1D Number Date Patent Office Class | Subclass | Yes No

Other Documents (include Author, Title, Date, and Place of Publication)
Examiner | Desig.
Initial 1D Document

1 U.S. Prov. Pat. App. No. 60/484,085 filed 07/01/2003
2 U.S. Pat. App. No. 10/882,588 filed 07/01/2004
3 Office Action Summary in US Pat. App. No. 10/882,588 dated (05/29/2009

4 Office Action Summary in US Pat. App. No. 10/882,588 dated 10/12/2010
5 Office Action Summary in US Pat. App. No. 10/882,588 dated 06/12/2012
6 Office Action Summary in US Pat. App. No. 10/882,588 dated 01/08/2010
7 Office Action Summary in US Pat. App. No. 10/882,58%8 dated 04/15/2011
8
9

Office Action Summary in US Pat. App. No. 10/882,588 dated 06/24/2010
Office Action Summary in US Pat. App. No. 10/882,588 dated 09/26/2007
10 Office Action Summary in US Pat. App. No. 10/882,58% dated 10/20/2011
11 U.S. Pat. App. No. 10/882,788 filed 07/01/2004

12 Office Action Summary in US Pat. App. No. 10/882,788 dated 12/22/2008
13 Office Action Summary in US Pat. App. No. 10/882,788 dated 07/10/2008
14 Office Action Summary in US Pat. App. No. 10/882,788 dated 10/04/2007
15 U.S. Pat, App. No. 10/882,852 filed 07/01/2004

16 Office Action Summary in US Pat. App. No. 10/882,852 dated 5/15/2013
17 Office Action Summary in US Pat. App. No. 10/882,852 dated 6/01/2010

/Madhuri Herz Og‘f Date Considered 0317/2015

Examiner Signature

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Form (PTO-1449)

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 01/15/2015

14499230 - GAU: 2438

Sheet 2 of 3

Form PTO-1449 U.S. Deparlment of Commerce | Altomey Docket No. Application No.
(Modified) Patent and Trademark Office | SP1P((]2 14/499.230
Information Disclosure Statement Applicant
by Applicant Brett M. Oliphant
(Use several sheets if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) 09/28/2014 2436
Other Documents (include Author, Title, Date, and Place of Publication)
Examiner | Desig.
Initial ID Document
18 Office Action Summary in US Pat. App. No. 10/882,852 dated 8/14/2008
19 Office Action Summary in US Pat. App. No. 10/882,852 dated 6/24/2009
20 Office Action Summary in US Pat. App. No. 10/882,852 dated 11/01/2007
21 U.S. Pat. App. No. 10/882,853 filed 07/01/2004
22 Office Action Summary in US Pat. App. No. 10/882,853 dated 3/18/2009
23 Office Action Summary in US Pat, App. No. 10/882,853 dated 4/30/2008
24 Office Action Summary in US Pat. App. No. 10/882,853 dated 10/17/2008
25 Office Action Summary in US Pat. App. No. 10/882,853 dated 10/31/2007
26 U.S. Pat. App. No. 10/883,376 filed 07/01/2004
27 Office Action Summary in US Pat. App. No. 10/883,376 dated 9/11/2008
28 Office Action Summary in US Pat. App. No. 10/883,376 dated 5/06/2008
29 U.S. Pat. App. No. 10/884,329 filed 07/01/2004
30 Office Action Summary in US Pat. App. No. 10/884,329 dated 11/29/2007
31 U.S. Pat. App. No. 14/138,014 filed 12/31/2013
32 Office Action Summary in US Pat. App. No. 14/138,014 dated 8/28/2014
33 U.S. Pat. App. No. 14/499,226 filed 9/28/2014
34 U.S. Pat. App. No. 14/499,227 filed 9/28/2014
35 Office Action Summary in US Pat, App. No. 14/499,227 dated 12/15/2014
36 U.S. Pat. App. No. 14/499,230 filed 9/28/2014
37 | US. Pat, App. No. 14/499,234 filed 9/28/2014
38 U.S. Pat. App. No. 14/499,235 filed 9/28/2014
39 Office Action Summary in US Pat, App. No. 14/499,235 dated 12/15/2014
40 U.S. Pat. App. No. 14/499,236 filed 9/28/2014
41 Office Action Summary in US Pat, App. No. 14/499,236 dated 12/30/2014
42 U.S. Pat. App. No. 14/499.237 filed 9/28/2014
43 U.S. Pat. App. No. 14/499,239 filed 9/29/2014
44 U.S. Pat, App. No. 14/499,241 filed 9/29/2014
Examiner Signature Madhuri Herzog Date Considered 031712015
EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Form (PTO-1449)

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 01/15/2015 14499230 - GAU: 2438

Sheet 3 of 3
Form PTO-1449 U.S. Department of Commerce | Altomney Docket No. Application No.
(Modified) Patent and Trademark Office | SP1P(012 14/499,230
Information Disclosure Statement Applicant )
by Applicant Brett M. Oliphant
(Use several shests if necessary) Filing Date Group Art Unit
(37 CFR §1.98(b)) 09/28/2014 2436

Other Documents (include Author, Title, Date, and Place of Publication)
Examiner | Desig.
Initial ID Document

45 Office Action Summary in US Pat. App. No. 14/499,241 dated 12/15/2014
46 U.S. Pat. App. No. 14/499.244 filed 9/29/2014
47 U.S. Pat. App. No. 14/499,246 filed 9/29/2014
48 U.S. Pat. App. No. 14/499,250 filed 9/29/2014

. oo Date Considered
{Madhuri Herzog/ 031772015

Examiner Signature

EXAMINER: Initials citation considered. Draw line through citation if not in conformance and not considered. Include copy of this form with
next communication to applicant.

Form (PTO-1449)

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Begeiptdate: 03/12/2015 14499230 - GAlboR %38

Doc description: Information Disclosure Statement {IDS) Filed

Approved for use through 07/31/2012. OMB 0651-0031
U.5. Patent and Trademark Cffice; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to d to a collection of information unless it contains a valid OME control number,
Application Number 14489230
Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT [ ——— B
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R
Attorney Docket Number | SP1P012
U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
Ejfe.'m,' ner| Cite Patent Number Kind Issue Date Na"."e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document .
Figures Appear
1 6957345 2005-12-18 Flowers et al.
2 6766458 2004-07-20 Harris, et al.
3 6907531 2005-06-14 Dodd et al.
4 7178166 2007-02-13 | '@vlor. etal
5 7185232 2007-02.27  |leavyetal
6 7234163 2007-06-19 | Ravesetal
7 7257630 2007-08-14 | Coleetal
8 7331061 2008-12-02 | Ramsey etal
EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/12/2015

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14499230

14499230 - GAU: 2438

Filing Date

2014-08-28

First Named Inventor ‘ Brett M. Oliphant

Art Unit

|2435

Examiner Name

‘ Herzog, Madhuri R

Attarney Docket Number

|SP1P012

9 7367054 2008-04-29 | Soppera, Andrea
10 |7496960 20090224  |Chenetal

11 8250654 20122108 | Kennedy etal.
12 8266320 2012-09-11 Bell et al.

13 [5999179 1999-12-07 | Kekic, etal.

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATICN PUBLICATIONS Remove
Examiner| Cite No Publication Kind | Publication Name of Patentee or Applicant E:?eiségtoé’uan;::,i;?r :'\:;San t
Initial* Number Cedel| Date of cited Document . g
Figures Appear
1 200201384186 2002-09-26 Lovejoy et al.
2 20020171548 20021121 | Evansetal
3 20030177389 2003-00-1 | Albertetal
4 20030233438 2003-12-1 | Hutehinson etal.
EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

5 20040148520 2004-07-29 | Talpade et al.
6 20050193430 2005-09-01 Cohen et al.

7 20050216957 20050929 | Benzhofetal.
8 20060041936 2006-02.23 | Anderson etal.

9 20080047016 2008-02-21 Spoonamore, Stephen
10 20080127349 2008-05-29 Ormazabal et al.

11 20080222724 20080011 | Ormazabaletal.

12 20090077666 2000-03-19 | Chenetal.

13 20100218256 20100826 | Tnomasetal.

14 20100241478 2010-09-23 Sahinoglu; Mehmet

15 20110138036 2001-06-09 | 1Yree. David S.

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

16 20120110671 2012-05-03 Beresnevichiene et al.
17 20120173931 20120705 | Kubeetal.

18 20120210434 20120816 | Curisetal.

19 20130055394 2013-02-28 Beresnevichiene et al.
20 20140215605 20140731 | Decimeetal.

21 20140331326 2014-0506 | Thakur; Satyendra

If you wish to add additional U.S. Published Application citation informatian please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? | Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 J

If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . . . g
P (bock, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
Initials* | No . . .
publisher, city and/or country where published.
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438
Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT 2635
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R
Attarney Docket Number |SP1P012
1 Office Action Summary in U.S. Pat. App. No. 14/138,014 dated 2/24/2015 |:|
2 Office Action Summary in U.S. Pat. App. No. 14/499,225 dated 2/20/2015 [l
3 Office Action Summary in U.S. Pat. App. No. 14/499,227 dated 01/27/2015 ]
4 Office Action Summary in U.S. Pat. App. No. 14/499 230 dated 01/08/2015 [:|
5 Office Action Summary in U.S. Pat. App. No. 14/499,234 dated 02/10/2015 [:l
6 Office Action Summary in U.S. Pat. App. No. 14/499 235 dated 01/21/2015 O
7 Office Action Summary in U.S. Pat. App. No. 14/499 237 dated 01/20/2015 [l
8 Office Action Summary in U.S. Pat. App. No. 14/499,241 dated 3/4/2015 O
9 Office Action Summary in U.S. Pat. App. No. 14/499,244 dated 2/23/2015 ]
10 Office Action Summary in U.S. Pat. App. No. 14/499 248 dated 01/28/2015 [:|
11 Office Action Summary in U.S. Pat. App. No. 14/499 250 dated 01/16/2015 [:]

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

12 Interview Summary in U.S. Pat. App. No. 14/138,014 dated 2/9/2015 |:|
13 Interview Summary in U.S. Pat. App. No. 14/138,230 dated 2/9/2015 [l
14 Interview Summary in U.S. Pat. App. No. 14/138,246 dated 2/3/2015 ]

If you wish to add additional non-patent literature document citation information please click the Add button ~ Add
EXAMINER SIGNATURE
Examiner Signature Madhuri Herzog/ Date Considered 0311772015

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60S. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

' See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 801.04. ? Enter office that issuec the document, by the two-letter code (WIPO

Standard 5T.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X| A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Brian Owens/ Date (YYYY-MM-DD) 2015-03-12
Name/Print Brian Owens Registration Number 55,517

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required ta obtain or retain a benefit by the
public which is to file (and by the USPTQ to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NQOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 03/12/2015 14499230 - GAU: 2438
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the infarmation is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedem of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of seltlement
negotiaticns.

3. A record in this system of records may be disclesed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclesed, as a routine use, to a contractor of the Agency having need for
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recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
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that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
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result in termination of proceedings or abandonment of the application or expiration of the patent.
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationas a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Beceiptdate: 03/26/2015 14499230 - GhAlbwads®

Doc description: Information Disclosure Statement {IDS) Filed

Approved for use through 07/31/2012. OMB 0651-0031
U.5. Patent and Trademark Cffice; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to d to a collection of information unless it contains a valid OME control number,
Application Number 14489230
Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT [ ——— B
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R
Attorney Docket Number | SP1P012
U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
Ejfe.'m,' ner| Cite Patent Number Kind Issue Date Na"."e of Patentee or Applicant Relevant Passages or Relevant
Initial No Codet of cited Document .
Figures Appear
1 6957345 2005-12-18 Flowers et al.
2 6766458 2004-07-20 Harris, et al.
3 6907531 2005-06-14 Dodd et al.
4 7178166 2007-02-13 | '@vlor. etal
5 7185232 2007-02.27  |leavyetal
6 7234163 2007-06-19 | Ravesetal
7 7257630 2007-08-14 | Coleetal
8 7331061 2008-12-02 | Ramsey etal
EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/26/2015

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14499230

14499230 - GAU: 2438

Filing Date

2014-08-28

First Named Inventor ‘ Brett M. Oliphant

Art Unit

|2435

Examiner Name

‘ Herzog, Madhuri R

Attarney Docket Number

|SP1P012

9 7367054 2008-04-29 | Soppera, Andrea
10 |7496960 20090224  |Chenetal

11 8250654 20122108 | Kennedy etal.
12 8266320 2012-09-11 Bell et al.

13 [5999179 1999-12-07 | Kekic, etal.

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATICN PUBLICATIONS Remove
Examiner| Cite No Publication Kind | Publication Name of Patentee or Applicant E:?eiségtoé’uan;::,i;?r :'\:;San t
Initial* Number Cedel| Date of cited Document . g
Figures Appear
1 200201384186 2002-09-26 Lovejoy et al.
2 20020171548 20021121 | Evansetal
3 20030177389 2003-00-1 | Albertetal
4 20030233438 2003-12-1 | Hutehinson etal.
EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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Receipt date: 03/26/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

5 20040148520 2004-07-29 | Talpade et al.
6 20050193430 2005-09-01 Cohen et al.

7 20050216957 20050929 | Benzhofetal.
8 20060041936 2006-02.23 | Anderson etal.

9 20080047016 2008-02-21 Spoonamore, Stephen
10 20080127349 2008-05-29 Ormazabal et al.

11 20080222724 20080011 | Ormazabaletal.

12 20090077666 2000-03-19 | Chenetal.

13 20100218256 20100826 | Tnomasetal.

14 20100241478 2010-09-23 Sahinoglu; Mehmet

15 20110138036 2001-06-09 | 1Yree. David S.
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Receipt date: 03/26/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

16 20120110671 2012-05-03 Beresnevichiene et al.
17 20120173931 20120705 | Kubeetal.

18 20120210434 20120816 | Curisetal.

19 20130055394 2013-02-28 Beresnevichiene et al.
20 20140215605 20140731 | Decimeetal.

21 20140331326 2014-0506 | Thakur; Satyendra

If you wish to add additional U.S. Published Application citation informatian please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? | Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 J

If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . . . g
P (bock, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
Initials* | No . . .
publisher, city and/or country where published.
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Receipt date: 03/26/2015 Application Number 14499230 14499230 - GAU: 2438
Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT 2635
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R
Attarney Docket Number |SP1P012
1 Office Action Summary in U.S. Pat. App. No. 14/138,014 dated 2/24/2015 |:|
2 Office Action Summary in U.S. Pat. App. No. 14/499,225 dated 2/20/2015 [l
3 Office Action Summary in U.S. Pat. App. No. 14/499,227 dated 01/27/2015 ]
4 Office Action Summary in U.S. Pat. App. No. 14/499 230 dated 01/08/2015 [:|
5 Office Action Summary in U.S. Pat. App. No. 14/499,234 dated 02/10/2015 [:l
6 Office Action Summary in U.S. Pat. App. No. 14/499 235 dated 01/21/2015 O
7 Office Action Summary in U.S. Pat. App. No. 14/499 237 dated 01/20/2015 [l
8 Office Action Summary in U.S. Pat. App. No. 14/499,241 dated 3/4/2015 O
9 Office Action Summary in U.S. Pat. App. No. 14/499,244 dated 2/23/2015 ]
10 Office Action Summary in U.S. Pat. App. No. 14/499 248 dated 01/28/2015 [:|
11 Office Action Summary in U.S. Pat. App. No. 14/499 250 dated 01/16/2015 [:]
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Receipt date: 03/26/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

12 Interview Summary in U.S. Pat. App. No. 14/138,014 dated 2/9/2015 |:|
13 Interview Summary in U.S. Pat. App. No. 14/138,230 dated 2/9/2015 [l
14 Interview Summary in U.S. Pat. App. No. 14/138,246 dated 2/3/2015 ]

If you wish to add additional non-patent literature document citation information please click the Add button ~ Add
EXAMINER SIGNATURE
Examiner Signature Madhuri Herzog/ Date Considered 04/21/2015

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60S. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

' See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 801.04. ? Enter office that issuec the document, by the two-letter code (WIPO

Standard 5T.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.
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Receipt date: 03/26/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X| A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Brian Owens/ Date (YYYY-MM-DD) 2015-03-12
Name/Print Brian Owens Registration Number 55,517

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required ta obtain or retain a benefit by the
public which is to file (and by the USPTQ to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NQOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 03/26/2015 14499230 - GAU: 2438
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the infarmation is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedem of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of seltlement
negotiaticns.

3. A record in this system of records may be disclesed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclesed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant fo 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may he disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /M.H./
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.0. Box 1450
Alexandra, Virginia 223131450
WWW ISP OV

APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR Ia\'l'l':}RN}-L\' DOCKET NO. | CONFIRMATION NO. |
14/499,220 09/28/2014 Brett M. Oliphant SP1pPo12 9215
127962 7590 0402342015 | AT |
Brian Owens, Esq.
3712 Kimble Dr HERZOG, MADHURI R
Plano, TX 75025
| ART UNIT | PAPER NUMBER |
2438
| MAIL DATE I DELIVERY MODE |
042372015 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
Corrected 14/499,230 OLIPHANT ET AL.
Notice of Allowabilit Examiner Art Unit AlA (First Inventor to
4 MADHURI HERZOG 2438 I:'"’ Status
0

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 03/26/2015.
D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. [0 An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [ The allowed claim(s) is/are 3-7, 9, 10, 12-14, 16 and 19-27. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see htip:/Avww.usplo.govipatents/init_svents/pph/index jsp or send an inquiry to PPHisedback@uspio.gov .

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d An b) [0 Some *¢) (] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ____
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [0 CORRECTED DRAWINGS ( as “replacement sheets™) must be submitted.
O including changes required by the attached Examiner's Amendment / Comment or in the Office action of

FPaper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121{d).

6. [] DEPOSIT OF andfor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/MADHURI HERZOG/
Primary Examiner, Art Unit 2438

U.5, Patent and Trademark Otfice
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20150421
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (il required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; andfor (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or Tormal drawing, must
I'mvc its own certificate of mailing or transmission.

P . - ; Certificate of Mailing or Transmission
,l:’%" q'sg(‘ 03/15/2015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
Brian Owens, ]qu‘ States lzrmhl Service with sufficient pos for first class mail in an envelo,
3712 Kimble Dr addressed to the Mail Stop ISSUE T ddress above, or being [acsinule
bl 11;1 T‘EO 21_ transmitted to the USPTO (371) 273-2885, on the date indicated below.
ano, JULD

(Depositor's name)

i Signatore)

{Dhare)
APPLICATION NO. l FILING DATE [ FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO.
144499230 09/28/2014 Brew M. Oliphant SPIPO12 9215
TITLE OF INVENTION: COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH REMEDIATION
| APPLN. TYPE ENTITY STATUS | ISSUE I'EE DUE | PUBLICATION FEE DUE | PREV. PAID ISSULE FEE TOTAL FEE(S) DUE I DATEDUL
nonprovisional SMALL S480 50 50 S480 06/19/2015
| EXAMINER | ART UNIT l CLASS-RUBCLASS |
HERZOG, MADHURI R 2438 726-025000
1. Chan %L of correspondence address or indication of "Fee Address” (37 2. FFor printing on the patent front page, list .
CTR I (1) The names of up to 3 registered patent attorneys ! Brlan Owens; Esq-
Change of correspondence address (or Change of Correspondence or agents OR, alternatively
J g pond dd b s ; " 1 ly.
v 22
Address form PTO/SB/122) atached. {2) The name of a single firm (having as a membera 2
[ “Fee Address” indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTOSTAT; Rev 03-02 or more recent) attached, Use of a Customer 2 regl&lered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON TIHE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

SecurityProfiling, LLC Garland, TX

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a, The following fee(s) are submitted: 4b. Payment of Fee(s): ( Please first reapply any previously paid issue fee shown above)
Issue Fee A check is enclosed.
[J publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-20338 is attached.
[ Advance Order - # of Copies D'T'he director is hereby authorized to charge the required fee(s), any deficiency, or credits any

yment, o Deposit Account Number (enclose an extea copy of this form).

5. Change in Entity Status (from status indicated above)

J Applicant certifying micro entity status. See 37 CFR 1.29 WOTIE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 151), issue
ee payment in the micro entity amount will not be accepted at the risk of application abandonment.

d Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

J Applicant changing to regular undiscounted fee status. NOTE: Checking this hox will be taken to be a natification of loss of entitlement to small or micro
enlily status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requicrements and certifications.
Authorized Signature /Brian Owens/ Date Ju ne 1 9; 201 5
Typedorprined name  BriAN OweNs, Esq. Registeation No. 995,517

Page 20l 3

PTOL-85 Part b (10-13) Approved for use through 10/31/2013. OMDB 0651-0033 1.5, Patent and Trademark Office; U.8. DEPARTMENT OIF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

14499230

Filing Date:

28-Sep-2014

Title of Invention:

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH

REMEDIATION

First Named Inventor/Applicant Name:

Brett M. Oliphant

Filer: Brian Dean Owens
Attorney Docket Number: SP1P012
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sut—;r;{t:)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl lssue Fee 2501 1 480 480

ForcePoint LLC

EX-1009
Page827



Description Fee Code Quantity Amount Sut—;r;:sa)] in
Extension-of-Time:
Miscellaneous:
Submission- Information Disclosure Stmt 2806 1 90 90
Total in USD ($) 570
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Electronic Acknowledgement Receipt

EFS ID: 22691457
Application Number: 14499230
International Application Number:
Confirmation Number: 9215

Title of Invention:

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH

REMEDIATION

First Named Inventor/Applicant Name:

Brett M. Oliphant

Customer Number:

127962

Filer:

Brian Dean Owens

Filer Authorized By:

Attorney Docket Number: SP1P012
Receipt Date: 19-JUN-2015
Filing Date: 28-SEP-2014

Time Stamp: 21:51:58

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM §570

RAM confirmation Number 6079

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document L . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
612170
Information Disclosure Statement (IDS)
1 Form (SB08) SP1P012_ID5_6-19-15.pdf no 4
f9acal adeb 32004 34 1 2ddB0264d 11904
de308
Warnings:

Information:

A U5, Patent Number Citation or a U.5. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
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Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationasa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
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2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

Oliphant

Application No.: 14/499,230

Filed: 09/28/2014

For: COMPUTER PROGRAM PRODUCT

Confirmation No.: 9215
Examiner: HERZOG, MADHURI R.
Art Unit: 2436

Atty. Docket No.: SP1P0012

AND APPARATUS FOR MULTI-PATH Date: 5/29/2015

REMEDIATION

Date of interviews:

Type of interview:

Name of participant(s):

Exhibit shown?

Claims discussed:

Prior art discussed:

Substance of interview:

Examiner Interview Summary

Jan. 30, 2015 — Mar. 26, 2015

Electronic Mail/Telephonic

Examiner Madhuri Herzog

Applicant’s Representative - Brian Owens (Reg. No. 55,517)

Yes (sce attached)

Claims 3-27

None

Over the course of the Telephonic and Electronic

Mail Interviews, Applicant’s Representative and the Examiner discussed
proposed amendments to the claims.

Agreement reached?

Yes
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Gmail - Requested chart for 14/499,230

Requested chart for 14/499,230

Brian Owens <psientfacilitatori@gmail.com>

Brian Owens <patentfacilitator@gmail.com> Fri, Feb 27, 2015 at 11:15 AM
To: madhuri.herzog@uspto.gov

Examiner Herzog,

Included is the chart that you requested during our phone call yesterday. | would also note that Annex A and B
(beginning on p.38 of the pdf) are available through Pair and have been previously uploaded. Please see the
following document:

02-03-2015 REF.OTHER Other Reference-PaientApn/Search documents PROSECUTION 52

Please let me know if you have any questions. Thanks so much.

Brian Owens

W 468277,
400235,

ving are hereb ¥ 1AL
this ransmittod inionmation s strctly profbited. ¥ you

,j Chart for SP{]12 docx
1458K

htips:/imail. google.comimailfu/0f?ui=2&k=91c78c7 336 &view=pt&q=herzog&gs=true&search=query&th=14bcc0997 2a54af5&dsqt=18&sim|=14bcc0997 2a54af58...  1/4
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5/28/2015
Examiner Herzog,

Gmail - Requested chart for 14/499,230

See below, per your request. Please let me know if [ can be of any additional assistance whatsoever.

ation No.: 14/499.230

Excerpts from Annex A/B

3. A computer program
product embodied on a non-
transitory computer readable
medium, the computer
program product comprising:

code for:

accessing at least one data
storage identifying a plurality
of mitigation techniques that
mitigate effects of attacks that
take advantage of
vulncrabilities, such that:

each mitigation technique is
capable of mitigating an
cffect of an attack that takes
advantage of a corresponding
vulnerability, and

See excerpt(s) below and/or other related disclosures in Annex A/B:

Sl g Riathnn: Somponent Disgan.

Anti-Vulnerabitity Platform

AotV oscaEity Bt gty S
s Swatierainbies Datsuase
L W e
See page 8 of Annex B.
Data Warshouse
Vs cimgoneat ins fowr prisasy §
1. For vulberability fahon § dities, perodically polls the

shents tor sonfigurision dula,

eahidine: distaky

i 1 vulmred Ry dal

3 Mai sl ppdate dunad

4. Ponndizally polls the RO sateer, and vresivs updaiss,

See page 23 of Annex A.

htips:/imail. google.comimailfu/0f?ui=2&k=91c78c7 336 &view=pt&qg=herzog&gs=true&search=query&th=14bcc0997 2a54af5&dsqt=18&sim|=14bcc0897 2a54af58.. ..
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Gmail - Requested chart for 14/499,230

Chient Agert Podling
P ahivnt gents e pariodicaily ssalks! foe chient Wflg:mm dats. Each clisnt responds
with thed e e 038, wpplicastons, frmevare and up L wihick will B ooy

referenced by the fopic eisg:m

Viilrerability Detabase
The daty wewvhouse 1B|§y m;maamc H ms; wl@rﬂhzlu}f dhatabaese, The destabuss is 8 i
ing, seli-g ! Jadik and dows mob roquise sbnisitote:

lqu: or lmmmm tre databa wm&ar‘;f symevoniaes sl with the NOU seraers”
datsbuze,

The dital e 1 1 andl peg w1 vulheraimlties suross the
setwiark with & poogped sehems, T seherma was sl desigaed w e accensible 10 snigue
qwsks K CroBs *ekaenm e data, The logic sngine determiines which Belds ave e he
qeeried, snd revarng he procssd dass resulns.

Datahase
The i wwzs sivirpesent Relly saintams 46 u'x‘alc dntabase, The database s a self-
Hig i ansinieanee-fhes detalase, and does el reguire adeministrator
ingut or .nmczaw The database periedically svachronioes el with the NOD servers”
darabage, sy notad below,

NOT Server Polling

Fhe MIOL servers wre polied periodicaily, and operste on a “pull” istfic neswerk. The only
feiarmation jeaving Se cpsmoriecs s B an eacrypled ey, vsed fur authenicetion by the
NOC servers, Unor authentiosted, the servers e syacheaeized with the latest vuluershifivies
aind wpdapes, These Ales aes $e16 i an AES-onorypied S,

SBerver Spaoe regue Tz seives rompaneat gures 40
Carmgsient &8 ot dpace
Sugrty: Updiates pudied from NOD

SSOrvErS S8 AN AES-entrypes
foemat.

Pofiing indorva T gl $e0ver pOUS tha Shinnk: At
® vy inErval aeteched Dy e
AR,

Motwork Operalions Center {ROC) Seevers
The wiinershilities sod wp ant dNshr sespectiee geedsbines se amhived m e Anti-
wWukrerabitiny™ N servers” dusabase and peradicalty disribmad 10 the coslemer's e

Sce page 24 of Anncx A.

What s the SDK and Anti-Vulnesability ™ Platferm?

The SDE was desigeed o be s sawple begrstion pafhway to e back-esd .t\'l!'a-

Yubheralbiing™™ glaivom — convisting of 3 kegic enging and hitity sita

will enubde any peswork weeurity prodoet sich as s 108, soanmer, ar firewali s imedl»sumlq
safurcnict and Wane e sime wolnerability dats S0 sed provide Comglete vekierabifiy
sesmediation Ranctionaiitics, Thareby, Sopuving system sceuwsacy s effivioncion, misdfeisg
false positives and {abe megatives, and pooviding policy compliance uad enforsement
rapuhiliias.

Entegrates podnt products sud provides systun iielligence  The
sag viilverability dats warehouse information i shared with fhe
peaniunte so that moee nieiligers sitiuge may then be tallen o mdtigiae
camghe: duvss,

See page 2 of Annex A.

4. ?rmcmﬂj: m:ed!am the vuinerabifite. Once s valnershifiy &
L8 tow i provided that may remotely and
mum:&”ﬁry deploy the approssiare update 1o sach maskine e devive,

inanall 3, and decwrens i with chings traeking and wudis trail reputs,

See page 3 of Annex A.

The S wae designed (o B¢ & wimpl bstegradon patfway 10 the dackeend Ante
Waslzseeshalisy ™ pistforemn - consieting of & fagie cagine @b welnorability deea wareht it
il eadle 30y nepwnrk sexury proguct sucl s an 105, scanpey, o Rrowadd to inteligonsly
reference and share the same veinerabiliy dets s, and proside complete wulneralbiliny
remnsdition, fmctionalites. Thereby, ing sysdem amd efficheacies, minimizing
fafe positives snd false pegatives, wd providing puliey phice and

vasprablsdies.

htips:/imail. google.comimailfu/0f?ui=2&k=91c78c7 336 &view=pt&q=herzog&gs=true&search=query&th=14bcc0997 2a54af5&dsqt=18&sim|=14bcc08997 2a54af58...  3/4
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5/28/2015

Gmail - Requested chart for 14/499,230
Sce page 5 of Anncx A,

Shared  veblmesabifity date sets rod added win::mhtﬁ@ rermdindion

functioaalities msy reduce the ber of network sec 13
e 1o adwauandy it deforss strRegy rom
Sce page 9 of Annex B.
cach mitigation technique has | Psick mpﬁmﬂ el di Tnseshibiien and pravides patiey

a mitigation type including at
least one of a patch, a policy
setting, or a configuration
option;

capubifities. See § oty Frofifing s Spslipdane™ whitg
;apm and l'ml downlosd anfine,  And, for the consemer mavket, it will additionally
St e security selsted dgpdistes suxh s applicanion vession, performancs, sl g
{ix upgrades,

See page 3 of Annex A.

identifies Applications Instalied :
'S’i'!r clisnt spest suewmately sds'mfc‘a and i the operaing sysem, sppli wond
installed on each Perindivaliv, the sstom gotls cach ciwni agont and the

tmﬁms&mn et i tramsforved back 1o 4hy dota wsehonse. The logie ongis driermings sl
deglays the appragwiate updates o each mackine, {Moos dofsit of thes process ix provided in
thir Fargie ¥lenghne Bisbopacrian, b s sexd page §

See page 22 of Annex A.

froaise desermizes which apdstes sre osccded st gompmiibie wiak esch maching's
cumBpurstion.

The fogic ongine seastevfivences and smasthes sach obiead’s mnf‘;gmm with the
nformation far eack update, and & whith ave ¢ it thes wakes
shese rezelts amt fikers them throagh the group N!m ik dcﬁm'm which andates shenshs
aciuaily be inssnlisd o the elient. Lastly the bogie englne onge moee reforences the group
paliey to detevmme whas actan {0F sny) 1 fede, and then periomns chis astion &t the
apprapriste li,

Sce page 23 of Annex A.

Proactively rmwﬁwgs ﬁw w;!w:mwr {‘Jm;e & vulrahiliny i
ideistitred, 3 i RN d fhal way semonedy and
susmaticaliy Sepley the approprists u;pdaﬁe: 1 caglh fnching or devie e,
isatald g, and docomens 1wt change fracking sesd audit sl repons,

See page 10 of Annex A.

code for:

displaying at least one
mitigation technique in
connection with at least one
vulnerability to be applied as
an attack response, and

receiving user input for
selecting the at least one
mitigation technique in
connection with the at least
one vulnerability; and

voationg aee

The tecknelagy is suphistonied, et alt of the dstadls of ging the

plensenzed is the Hbeurw, requiting the devalopes 3o only lam s e shnple fumotion colis
2 detailed in seation E‘z\ree andd the SR User's Cuide. A produst architeet simply <h e
Hangrionafity desirad, bastos she provided Sncticnality ST code i the s et The
ST vode will thew cpesry —~ via e bogie enpine - the Anti-Vidaerability ™ date warebouss,
el dn B witk remers 6 amswer W the poine produet. The architter can then Shose the resules
i fwm; desized Sy the products faserfise. Foll vulnerability resnodistion and patioy

P and enfecement ¥ Fities miasy by indegrated as well,

See page 5 of Annex A.

o The SOK adds Smctionsdiy w prod
exisling mehiecture and end wser imeriaces

e

The SEE inegeates Snctionslities that veturs answdns 00 the fesetional
quieries from e fogk smpine and duts warchouise, The respiaues then may
be d it existing prodacd wsee interfucesy 58 she disoretion of the
atshifegt. .

Scc page 11 of Anncx A,
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Gmail - Requested chart for 14499 230
8. Change Manugama
Puisting change (Chd} spprfications soins] she dovumsmsation snd Sogadesr of

whange dweushout the enterprise. These appiicaticas ermws Hm an ﬁatgsiﬁ‘xatm PRl ES
sodissent sednrds of what happetiod aod whes, Cisrendly adimd 1 1 bemdly

sl 4
recogate thet o secwity pachiupdate mmst b dephayed t 5 somputs at gwmrf §

The user enters the sapsst 8 the syswes, e o ﬁmgﬁ
massgermant S rompsest would be spproved, shey g'saw?s’ug‘dawe u-\m.lJ ke wmmlb- instatled by
& wser, tieen dooumented o the chenge Tt wn i WAt e o a5 b &m'_n

coanpieted,  While UM software wisiits in dossndntation, verv Sele jf ARy asatEEaRe B
provided i idemifving the panhesupdes asaded, aor venfying comest Rncdon sfter the
spdatepated is hvitadled,

Benetits:
Wih the BDE snd plotfoem, shangy mansgesmes inbegnstive will prosly shenntizie g
grocess further seducing ot sost of mmhsga ecase of sse, und 3 hoher standasd af
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See page 20-21 of Annex A.
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See page 28 of Annex A

€. Update Management Functions
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»  InstalAliPendingtiseup
Parameters: GROUP t deploy vpdate i,
Heturns: Sutoess of [aitere
Thesewpiioay This funcrion installs aff pending updates on .a,l
cfismts in o grovp.

+  RejectotFiuForChent
Parameten: HUTFIX swoote 1 rebest, CLIENT stnasuiss 1o
Eeet update on.
Hstarnz: Suutens oy fahers
Deseeiption: This Bancticn rohects sn updaie Tov @ particular
whint,

. mmammthfeag
HOTFIX W vepech, GROVUP siustune o
reject m’hte fos,
Begusns Snworess or fathsre
Drescrigtion: This fimetion r)20s an update on sl olients in a
pésticuias groodp.

. Rﬂmvtimsl i FarChead
HOTFIX 0 P CLIERT stracture
w soques the update o,
Retums: Suioess or failuse, |
Dascription: This finsdon swels o provicus ipdate sejeciion
fior s pansisiler chinme.

. Remeueﬂmﬁx&wbmp :
1 HGTRER fare for RO £
S reguese Hhe spdate for,
!temms: Suovess or il
Descripgion: This fusssion sanvels a provicus spdate sefecsion
for aH clesns is & pastizular groisp.

Sce page 29-30 of Anmex A
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See page 10 of Annex B.
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See page 18 of Annex A.
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See page 19 of Annex A.
code for: Benstits:

rcceciving information in
connection with at least one
of a plurality of devices, and

identifying an attack in
connection with the at least
onc device that takes
advantage of the at least one
vulnerability, based on the
information;

wherein the computer
program product is operable
such that, as a result of the
user input for selecting the at
least one mitigation technique
in connection with the at least
one vulnerability, the attack is
prevented from taking
advantage of the at least one
vulnerability;
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See page 10 of Annex A.
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See page 18 of Annex A.
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See page 19 of Annex A.

wherein the computer
program product is operable
such that one or more of the
plurality of mitigation
techniques is identified based
on an identification of an
operating system.

bilities by fiest d
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See page 8 of Annex A.
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See page 22 of Annex A.
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See page 24 of Annex A.

It should be strongly noted that above exemplary non-exhaustive
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excerpts are set forth for illustrative purposes only and should not be
construed as limiting in any manner whatsoever to the claims.
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Herzog, Madhuri <Madhuri.Herzog@uspto.gov> Thu, Mar 5, 2015 at 7:55 AM
To: Brian Owens <patentfacilitator@gmail.com>

Helio Mr. Owens,

Thank You for sending the chart. Can you file this as part of the official reply” That way it will lisled with the
other evidence.

Regards,

Madhurt.

Madhuri Herzog

Primary Patent Examiner
Art Unit: 2438

USPTC

Ph: 57 1-2703-3358

Fax: 571-270-43589

From: Brian Owens [mailto: paientfaciitaior@iomail com]
Sent: Friday, February 27, 2015 12:16 PM

To: Herzog, Madhuri

Subject: Requested chart for 14/499,230

Examiner Herzog,

Included is the chart thal you requesied during our phone call yesterday. | would also nole that Annex A and B
(beginning on p.38 of the pdf) are available through Pair and have been previously uploaded. Pleass see the
following document:

02-03-2015 REF.OTHER {Other Reference-PaientApn/Ssarch documents PROSECUTION 52
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5/28/2015
Please iel me know if you have any questions. Thanks 50 much.

Brian Owens

{834

W 469277
C: 4652384750

The e-mail and any atlsched doouments contain nformation which is confideniial and/or legally prvileged and
should be treated accordingly. These materials are inlended only for the personal and confidential use of the
antified above. I you are not the indended racipient, you are hereby notified that any review

addrasses id ;
gisclosure, copying, distribution or the taking of any action in raliance on the contents of this ransmitted
siubxted. I you have received e-mall in error, please notify me. Thank you.

L

nformation s stnctly

10/4

htips:/imail. google.comimailfu/0f?ui=2&k=91c78c7 336 &view=pt&qg=herzog&gs=true&search=query&th=14bcc0997 2a54af5&dsqt=18&sim|=14bcc0897 2a54af58.. ..

ForcePoint LLC
EX-1009

Page846



PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Confirmation No.: 9215

Brett M. Oliphant Examiner: HERZOG, MADHURI R
Application No.: 14/499,230 Art Unit: 2438
Filed: 09-28-2014 Atty. Docket No.: SP1P012

For: COMPUTER PROGRAM PRODUCT AND
APPARATUS FOR MULTI-PATH
REMEDIATION

Customer No.: 127962 Date: 6/19/2015

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Examiner:

In response to the Notice of Allowance dated 3/19/2015 and with the payment of the issue fee,

please enter the following.
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REMARKS

The Examiner stated in the Examiner’s Statement of Reasons for Allowance that *...Brawn,
Banzhofl and Banzhof2 fail to teach ‘wherein the computer program product is operable such that one or
more of the plurality of mitigation techniques is capable of being identified based on an identification of

an operating system,””

In response, applicant respectfully points out that features of at least some of the independent
claims (e.g. 3, 21, and/or 22) are not necessarily the same as those the Examiner has highlighted
above. For example, Claim 21 is directed to a technique “wherein the computer program product is
operable such that one or more of the plurality of mitigation techniques is identified based on an
identification of an operating system,” in the context claimed. Further, for example, Claim 22 is directed
to a technique “wherein the computer program product is operable such that the at least two mitigation

techniques are displayed based on an identification of an operating system,” in the context claimed.
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As additional, non-exhaustive examples, Claims 3, 21, and 22 recite the following, respectively:

3. A computer program product embodied on a non-transitory computer readable medium, the
computer program product comprising:
code for:
accessing at least one data storage identifying a plurality of mitigation techniques that
mitigatc cffects of attacks that takc advantage of vulnerabilitics, such that:
each mitigation technique is capable of mitigating an effect of an attack that takes
advantage of a corresponding vulnerability, and
each mitigation technique has a mitigation type including at least one of a patch, a policy

sctting, or a configuration option;

code for:

displaying at least one mitigation technique for mitigating an effect of at least one attack
that takes advantage of at Icast onc vulnerability, and

receiving user input for selecting the at least one mitigation technique to be applied for
mitigating the effect of the at least one attack that takes advantage of the at least one

vulnerability; and

code for:

receiving information in connection with at least one of a plurality of devices, and

identifying an attack in connection with the at least one device that takes advantage of the
at least one vulnerability, based on the information;

wherein the computer program product is operable such that, as a result of the user input
for selecting the at least one mitigation technique to be applied for mitigating the effect of the at
least one attack that takes advantage of the at least one vulnerability, the identified attack is

prevented from taking advantage of the at least one vulnerability;

wherein the computer program product is operable such that one or more of the plurality of

mitigation techniques is capable of being identified based on an identification of an operating system.

21. A computer program product embodied on a non-transitory computer readable medium, the
computer program product comprising:

code for:
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accessing at least one data structure identifying a plurality of mitigation techniques that
mitigate effects of attacks that take advantage of vulnerabilities, where:

each mitigation technique is capable of mitigating an effect of an attack that takes
advantage of a corresponding vulnerability, and

each mitigation technique has a mitigation type including at least one of a patch, a policy

sefting, or a configuration option;

code for:
receiving information in connection with at least one of a plurality of devices; and
identifying an attack on the at least one device that takes advantage of at least one of the

vulncrabilitics, bascd on the information;

code for:

automatically applying at least two of the plurality of mitigation techniques including at
least one first mitigation technique of a first mitigation type and at lcast onc second mitigation
technique of a second mitigation type to the at least one device, for mitigating an effect of the
attack on the at least one device that takes advantage of the at least one vulnerability;

wherein the computer program product is operable such that the effect of the attack is

mitigated by preventing the attack from taking advantage of the at least one vulnerability;

wherein the computer program product is operable such that one or more of the plurality of

mitigation techniques is identified based on an identification of an operating system.

22, An apparatus, comprising:

at least one data storage identifying a plurality of mitigation techniques that mitigate effects of
attacks that take advantage of vulnerabilities associated with an operating system, where:

each mitigation technique is capable of mitigating an effect of an attack that takes advantage of a
corresponding vulnerability, and

cach mitigation technique has a mitigation type including at least one of a patch, a policy setting,
or a configuration option; and

a computer program product embodied on a non-transitory computer readable medium, the

computer program product including:

code for:
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displaying at least two of the mitigation techniques for mitigating an effect of at least one attack
that takes advantage of at least one vulnerability, and

receiving at least one user input in connection with the at least two mitigation techniques;

code for:
automatically applying the at least two mitigation techniques based on the at least one user input,
the at Icast two mitigation techniques including:
at least one first mitigation technique for utilizing a firewall for attack mitigation, and
at least one second mitigation technique for utilizing an intrusion prevention system for

attack mitigation; and

code for:
identifying information in connection with at least one device, and
identifying an attack in connection with the at least one device that takes advantage of the at least

one vulnerability, based on the information;

wherein the computer program product is operable such that the identified attack is mitigated
utilizing the first mitigation technique for utilizing the firewall for attack mitigation and the at least one
second mitigation technique for second mitigation technique for utilizing the intrusion prevention system

for attack mitigation;

wherein the computer program product is operable such that the at least two mitigation techniques

are displayed based on an identification of an operating system.

Clearly, at least some of the independent claims are not necessarily limited to the features that the
Examiner has noted in the Examiner’s Statement of Reasons for Allowance, as noted above (by way of
example only). Instead, each of the claims should only be limited by the language existing therein.

Applicant does not believe that any fees are due.

Respectfully submitted,

/Brian Owens/

Brian Owens
Reg. No. 55,517
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.0. Box 1450
Alexandra, Virginia 223131450
WWW ISP OV

APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO. |
14/499,220 09/28/2014 Brett M. Oliphant SP1pPo12 9215
127962 7590 070142015 . .
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Brian Owens, Esq. | |
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| ART UNIT | PAPER NUMBER |
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Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.
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Application No. Applicant(s)
Corrected 14/499,230 OLIPHANT ET AL.
i ili Examiner Art Unit AlA (First Inventor to
Notice of Allowability MADHUR| HERZOG ok File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS 1S (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MFEP 1308.

1. [ This communication is responsive to 06/19/2015.
|:| A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [ The allowed claim(s) is/are 3-7, 9, 10, 12-14, 16 and 19-27. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, pl see hiip/fwww.uspio.gov/patents/init_evants/pph/index.isp or send an inquiry to FPHisedback@usplo.gov .

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[dJ Al b)[JSome *c) ] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheel. Replacement sheel(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF andfor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 06/19/2015

3. [J Examiner's Comment Regarding Requirement for Deposit 7. [0 Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

IMADHURI HERZOG/
Primary Examiner, Art Unit 2438

U.S. Palent and Trademark Cffice
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20150629
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2 Office Action Summary in US Pat. App. No. 14/499,236 dated 05/06/2015 [l
3 Office Action Summary in U.S. Pat. App. No. 14/499,233 dated 6/18/2015 ]
4 Office Action Summary in U.S. Pat. App. No. 14/499 246 dated 03/30/2015 [:|
5 Office Action Summary in U.S. Pat. App. No. 14/499,246 dated 04/28/2015 [:l
6 Office Action Summary in U.S. Pat. App. No. 14/499 250 dated 05/13/2015 O

If you wish to add additianal non-patent literature document citation infarmation please click the Add buttan Add
EXAMINER SIGNATURE
Examiner Signature Madhuri Herzog/ {06/29/2015) Date Considered | 06/29/2015

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www. USPTO.GOV or MPEP 301.04. 7 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
* Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if]
English language translation is attached.
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Receipt date: 06/19/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[X] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X| A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Brian Owens/ Date (YYYY-MM-DD) 2015-06-19
Name/Print Brian Owens, Esq Registration Number 55,517

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required ta obtain or retain a benefit by the
public which is to file (and by the USPTQ to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NQOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 06/19/2015 14499230 - GAU: 2438
Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the infarmation is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicaticn or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.5.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedem of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of seltlement
negotiaticns.

3. A record in this system of records may be disclesed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclesed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant fo 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may he disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
hisfher designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Receipt date: 03/12/2015 Application Number 14499230 14499230 - GAU: 2438

Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT At Un
o nit | 2438
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R

Attarney Docket Number | SP1P012

16 20120110671 2012-05-03 Beresnevichiene et al.
17 20120173931 2012-07.05 | Kubeetal.
18 20120210434 20120816 | Curisetal.
19 20130055394 2013-02-28 Beresnevichiene et al.
20 20140215605 2014-07-31 | Decimeetal. Change(s) applied
to documcnt,
S/
21 20140331326 F2814=05-06— | Thakur; Satyendra 4/16/2015
11,/2014

If you wish to add additional U.S. Published Application citation informatian please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code? | Code4| Date PP Passages or Relevant
Document .
Figures Appear
1 J

If you wish to add additional Foreign Patent Document citation information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* [ No
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Receipt date: 03/12/2015

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14499230

14499230 - GAU: 2438

Filing Date

2014-08-28

First Named Inventor ‘ Brett M. Oliphant

Art Unit

|2435

Examiner Name

‘ Herzog, Madhuri R

Attarney Docket Number

|SP1P012

5 20040148520 2004-07-29 | Talpade et al.
6 20050193430 2005-09-01 Cohen et al.
7 20050216957 20050929 | Benzhofetal.
8 20060041936 2006-02.23 | Anderson etal.
9 20080047016 2008-02-21 Spoonamore, Stephen
10 20080127349 2008-05-29 Ormazabal et al.
11 20080222724 20080011 | Ormazabaletal.
12 20090077666 2000-03-19 | Chenetal.
13 20100218256 20100826 | Tnomasetal.
14 20100241478 2010-09-23 Sahinoglu; Mehmet Chan%e(s) aPp“ed
to do;umcnt, .
6/2011 /(mc/
15 20110138036 2004-06-99— | 1Y7€€, David S. 62015
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Receipt date: 03/12/2015

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

14499230

14499230 - GAU: 2438

Filing Date

2014-08-28

First Named Inventor ‘ Brett M. Oliphant

Art Unit

|2435

Examiner Name

‘ Herzog, Madhuri R

Attarney Docket Number

|SP1P012

C_i—;:mgc{s} :JI_}Plje(:{

to dod iment,
/CCe 7367054 2008-04-29 | Soppera, Andrea
4/16/R015
10 [7496960 2009-02-24 | Chenetal.
11 8250654 2012-24-08 Kennedy et al.
12 8266320 2012-09-11 Bell et al.
13 5999179 1999-12.07 | Kekic, etal.

If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATICN PUBLICATIONS Remove
Examiner| Cite No Publication Kind | Publication Name of Patentee or Applicant E:?eiségtoé’uan;::,i;?r :'\:;San t
Initial* Number Cedel| Date of cited Document . g
Figures Appear
1 200201384186 2002-09-26 Lovejoy et al.
2 20020171548 20021121 | Evansetal
3 20030177389 2003-00-1 | Albertetal
4 20030233438 2003-12-1 | Hutehinson etal.
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Begeiptdate: 03/12/2015 14499230 - GAlboR %38

S . . " Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed \U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to d to a collection of information unless it contains a valid OME control number,
Application Number 14489230
Filing Date 2014-09-28
INFORMATION DISCLOSURE First Named Inventor ‘ Brett M. Oliphant
STATEMENT BY APPLICANT AT Unit |2435
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Herzog, Madhuri R
Attorney Docket Number | SP1P012
U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages, Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Codet of cited Document .
Figures Appear
| Y i i
Changgsapp|ed
to document, 10
OGO 6957348 20054218~ | Flowers et al.
/CC.
4 /1672015
2 6766458 2004-07-20 Harris, et al.
3 6907531 2005-06-14 Dodd et al.
4 7178166 2007-02-13 | '@vlor. etal
5 7185232 2007-02-27 | leavyetal
6 7234163 2007-06-19 | Ravesetal.
7 7257630 2007-08-14 | Coleetal
8 7331061 2008,#2-02 Ramsey etal
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandna, Virginia 22513-1450

WWWL ISP E OV

| APPLICATION NO. I ISSUE DATE I BATENT NO, ATTORNEY DOCKET NO. I CONFIRMATION NO,
14/499,230 08/04/2015 9100431 SPIP02 9215
127962 7590 OF/15/2015

Brian Owens, Esq.
3712 Kimble Dr
Plano, TX 75025

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Brett M. Oliphant, Plano, TX;
SecurityProfiling, LLC, Garland, TX;
John P. Blignaut, West Latayette, IN;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA .gov.

TR103 (Rev. 10409}
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Case 6:16-cv-01016-RWS-JDL Document 3 Filed 07/14/16 Page 1 of 2 PagelD #: 251

AQ 120 (Rev. 08/103

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office

P.O. Box 1438

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

1 Trademarks or

for the Eastern District of Texas

on the following

o Patents. (O] the patent acbon iovolves 35 US.C § 2920

DOCKET MO.

DATE FILED

VLS. DISTRICT COURT

TRADEMARK NO.

OR TRADEMARK

7/14/2016 for the Eastern District of Texas
PLAINTIFF DEFENDANT
SECURITYPROFILING, LLC INTEL CORPORATION and MCAFEE, INC.
PATENT OR DATE OF PATENT

HOLDER OF PATENT OR TRADEMARK

i 8,266,699

g/11/2012

SECURITYPROFILING, LLC

I 8.984.6844 317/2015 SECURITYPROFILING, LLC
309,100,431 8/4/2015 SECURITYPROFILING, LLC
4 9,117,069 B/25/2015 SECURITYPROFILING, LLC
5 9,118,708 8/25/2015 SECURITYPROFILING, LLC

In the above—entitled case, the following pateni(s) trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

1 Amendment

[ Answer 3 Cross Bilt [] Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

[n the above —entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
EX-1009
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Case 6:16-cv-01016-RWS-JDL Document 3 Filed 07/14/16 Page 2 of 2 PagelD #: 252

AQ 120 (Rev. 08/103

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.(). Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

1 Trademarks or

o Patents.

for the Eastern District of Texas

on the following

{ [ the patent action involves 35 US.CL § 2920

DOCKET MO.

DATE FILED

VLS. DISTRICT COURT

7/14/2016 for the Eastern District of Texas
PLAINTIFF DEFENDANT
SECURITYPROFILING, LLC INTEL CORPORATION and MCAFEE, INC.
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i 8,225,636 12/25/2015 SECURITYPROFILING, LLC
3
4
5
In the above—entitled case, the following pateni(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bilt [] Other Pleading
PATENT OR DATE OF PATENT .
NT
TRADEMAREK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
H
4
5

[n the above

entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
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Case 6:16-cv-01016 Document 3 Filed 07/14/16 Page 1 of 2 PagelD #: 251

AC 120 (Rev._08/10)

TO: Mail Stop 8§ REPORT ON THE
: Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the 1.S. District Court for the Eastern District of Texas on the following
[ Trademarks or [ Patents. ( [J the paient action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
7/14/2016 for the Eastern District of Texas

PLAINTIFF DEFENDANT

SECURITYPROFILING, LLC INTEL CORPQORATION and MCAFEE, INC.

PATENT OR DATE OF PATENT ] A : . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,266,699 9/11/2012 SECURITYPROFILING, LLC

2 8,984,644 3/17/2015 SECURITYPROFILING, LLC

3 9,100,431 8/4/2015 SECURITYPROFILING, LLC

4 9,117,069 8/25/2015 SECURITYPROFILING, LLC

5 9,118,708 8/25/2015 SECURITYPROFILING, LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
O A {ment [0 Answer [ Cross Bill [[] Other Pleading
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
3

In the above—entitled case, the foilowing decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy te Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director  Copy 4—Case file copy

ForcePoint LLC
EX-1009
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Case 6:16-cv-01016 Document 3 Filed 07/14/16 Page 2 of 2 PagelD #: 252

AQ 120 (Rev 08/10)

TO-: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas on the following
[0 Trademarks or [ Patemts. ( ] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT )
7/14/2016 for the Eastern District of Texas
PLAINTIFF DEFENDANT

SECURITYPROFILING, LLC

INTEL CORPORATION and MCAFEE, INC.

PATENT OR DATE OF PATENT A TEN o A TYE .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 9,225,686 12/29/2015 SECURITYPROFILING, LLC

(=]

e

[

In the above—entitled case, the following patent(s)’ trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

0 Amendment

[ Answer [ Cross Bill O Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 4—Case file copy

ForcePoint LLC
EX-1009
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Case 6:16-cv-01165-RWS-JDL Document 3 Filed 09/14/16 Page 1 of 2 PagelD #: 249

AQ 120 (Rev. 08/103

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office

P.O. Box 1438

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

1 Trademarks or

for the Eastern District of Texas {Tyier Division}

on the following

DOCKET NO.
6:16-cv-01165

PLAINTIFF

SECURITYPROFILING, LLC

o Patents. (O] the patent acbon iovolves 35 US.C § 2920
DATE FILER VLS. DISTRICT COURT
9/14/2016 for the Eastern District of Texas (Tyler Division)
DEFENDANT
TREND MICRO AMERICA, INC. AND

TREN

D MICRO INCORPORATED

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

i 8,266,699

g/11/2012

SECURITYPROFILING, LLC

I 8.984.6844 317/2015 SECURITYPROFILING, LLC
309,100,431 8/4/2015 SECURITYPROFILING, LLC
4 9,117,069 B/25/2015 SECURITYPROFILING, LLC
5 9,118,708 8/25/2015 SECURITYPROFILING, LLC

In the above

entitied case, the following pateni(s) trademark(s) have been inciuded:

continued on Page 2

DATE INCLUDED

INCLUDED BY
1 Amendment

[ Answer

3 Cross Bill [] Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

[n the above

entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
EX-1009
Page867



Case 6:16-cv-01165-RWS-JDL Document 3 Filed 09/14/16 Page 2 of 2 PagelD #: 250

AQ 120 (Rev. 08/103

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office

P.O. Box 1438

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

o Patents.

1 Trademarks or

for the Eastern District of Texas {Tyier Division}

on the following

{ [ the patent action involves 35 US.CL § 2920

DOCKET MO.

DATE FILED

VLS. DISTRICT COURT

6:16-cv-01165 9/14/2016 for the Eastern District of Texas (Tyler Division)
PLAINTIFF DEFENDANT
SECURITYPROFILING, LLC TREND MICRO AMERICA, INC. AND
TREND MICRO INCORPORATED
PATENT OR DATE OF PATENT -
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i 8,225,636 12/25/2015 SECURITYPROFILING, LLC
3
4
5
In the above—entitled case, the following pateni(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bilt [] Other Pleading
PATENT OR DATE OF PATENT - .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
H
4
5

[n the above

entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
EX-1009
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Case 6:16-cv-01165 Document 3 Filed 09/14/16 Page 1 of 2 PagelD #: 249

AO 120 (Rev 08/10)

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office

P.O. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court
[ Paents. ([ the patent action involves 35 US.C. § 292.):

7 Trademarks or

for the Eastern District of Texas (Tyler Division) on the following

DOCKET NO. DATE FILED U.S. DISTRICT COURT .
6:16-cv-01165 9/14/2016 for the Eastern District of Texas (Tyler Division)
PLAINTIFF DEFENDANT

SECURITYPROFILING, LLC

TREND MICRO AMERICA, INC. AND
TREND MICRO INCORPORATED

B o O RADEMARK HOLDER OF PATENT OR TRADEMARK
I 8,266,699 9/11/2012 SECURITYPROFILING, LLC
1 8,984,644 3/17/2015 SECURITYPROFILING, LLC
3 9,100,431 8/4/2015 SECURITYPROFILING, LLC
4 9,117,069 8/25/2015 SECURITYPROFILING, LLC
5 9,118,708 8/25/2015 SECURITYPROFILING, LLC

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

continued on Page 2

DATE INCLUDED

INCLUDED BY
J Amendment

] Answer O Cross Bill [0 Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

ForcePoint LLC
EX-1009
Page869



Case 6:16-cv-01016-RWS-JDL Document 3 Filed 07/14/16 Page 1 of 2 PagelD #: 251

AQ 120 (Rev. 08/103

TO:

Mail Stop 8

Director of the U.S. Patent and Trademark Office

P.O. Box 1438

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

1 Trademarks or

for the Eastern District of Texas

on the following

o Patents. (O] the patent acbon iovolves 35 US.C § 2920

DOCKET MO.

DATE FILED

VLS. DISTRICT COURT

TRADEMARK NO.

OR TRADEMARK

7/14/2016 for the Eastern District of Texas
PLAINTIFF DEFENDANT
SECURITYPROFILING, LLC INTEL CORPORATION and MCAFEE, INC.
PATENT OR DATE OF PATENT

HOLDER OF PATENT OR TRADEMARK

i 8,266,699

g/11/2012

SECURITYPROFILING, LLC

I 8.984.6844 317/2015 SECURITYPROFILING, LLC
309,100,431 8/4/2015 SECURITYPROFILING, LLC
4 9,117,069 B/25/2015 SECURITYPROFILING, LLC
5 9,118,708 8/25/2015 SECURITYPROFILING, LLC

In the above—entitled case, the following pateni(s) trademark(s) have been included:

DATE INCLUDED

INCLUDED BY

1 Amendment

[ Answer 3 Cross Bilt [] Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADEMARK

HOLDER OF PATENT OR TRADEMARK

[n the above —entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
EX-1009
Page870



Case 6:16-cv-01016-RWS-JDL Document 3 Filed 07/14/16 Page 2 of 2 PagelD #: 252

AQ 120 (Rev. 08/103

Mail Stop 8
Director of the U.S. Patent and Trademark Office
P.(). Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Compliance with 35 U.S.C. § 200 and/for 15 ULS.C. § 1116 you are hereby advised that a courl action has been

filed in the U.S. District Court

1 Trademarks or

o Patents.

for the Eastern District of Texas

on the following

{ [ the patent action involves 35 US.CL § 2920

DOCKET MO.

DATE FILED

VLS. DISTRICT COURT

7/14/2016 for the Eastern District of Texas
PLAINTIFF DEFENDANT
SECURITYPROFILING, LLC INTEL CORPORATION and MCAFEE, INC.
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i 8,225,636 12/25/2015 SECURITYPROFILING, LLC
3
4
5
In the above—entitled case, the following pateni(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bilt [] Other Pleading
PATENT OR DATE OF PATENT .
NT
TRADEMAREK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
H
4
5

[n the above

entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy 1-—Upon initiation of action, mail this copy te Director

Copy 2-—Upon filing document adding patent(s). mail this copy to Director

Copy 3—Upon termination of action, mail this copy te Director

Copy 4---Case file copy

ForcePoint LLC
EX-1009
Page871



Practitioner's Docket No. SP1P012 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: Brett M. Oliphant

Patent No. 9,100,431 Confirmation No: 9215

Application No.: 14/499,230 Group No.: 2438

Filed: 09-28-2014 Examiner: HERZOG, MADHURI R

For: COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH REMEDIATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

NOTIFICATION OF LOSS OF STATUS AS SMALL ENTITY
(37 C.F.R. § 1.27(g)(2))

1. Applicant asserted small entity status in this application on September 28, 2014 by:
payment of the basic filing fee as a small entity (37 C.F.R. § 1.27(c)(3))
2. Applicant hereby notifies the Office, in accordance with the requirements of 37 C.F.R. § 1.27(g)(2).

that it no longer has status as a small entity.

Patrick E. Caldwell, Esq.

Date: 2/01/2019 {Patrick E. Caldwell/

Signature
The Caldwell Firm, LLC Acting in a representative capacity under 37 CFR
PO Box 59655 1.34

Dallas, Texas 75229-0655

Registration No: 44,580
Tel. No.: (972) 243-4523
Reg. No.: 44,580

pealdwell @ thecaldwellfirm.com

Loss of Small Entity Status —-page | of 1

ForcePoint LLC
EX-1009
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Electronic Acknowledgement Receipt

EFS ID: 35041484
Application Number: 14499230
International Application Number:
Confirmation Number: 9215

Title of Invention:

REMEDIATION

COMPUTER PROGRAM PRODUCT AND APPARATUS FOR MULTI-PATH

First Named Inventor/Applicant Name:

Brett M. Oliphant

Customer Number: 127962
Filer: Patrick Edgar Caldwell
Filer Authorized By:
Attorney Docket Number: SP1P012
Receipt Date: 01-FEB-2019
Filing Date: 28-SEP-2014
Time Stamp: 22:54:24

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document L . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
20883
1 Notification of loss of entitlement to SP1P012_LossOfSmallEntitySta no 1
Smal | entlty status tu S_VF_D1 -Feb_201 gpdr beaiShacSacen A0 347 1Ta0588e5as

adr

Warnings:

ForcePoint LLC

EX-1009
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Information:

Total Files Size (in bytes}{ 20883

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationasa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

ForcePoint LLC
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1430

Alexandria, Virginia 22313-1450

P e

| APPLICATION NUMBER

FILING OR 371{C) DATE

FIRST NAMED APPLICANT

ATTY DOCEKET NO/TITLE REQUEST ID

14/499,230

09/28/2014

SecurityProfiling, LL.C

SP1P012 BOT66

Acknowledgement of Loss of Entitlement to Entity Status Discount

The entity status change request below filed through Private PAIR on 02/04/2019 has been accepted.

CERTIFICATIONS:

applicable.

Change of Entity Status:

X Applicant changing to regular undiscounted fee status.
NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as

This portion must be completed by the signatory or signatories making the entity status change in accordance

with 37 CFR 1.4(d)(4).

Signature:

Patrick Caldwell/

Name:

Patrick Caldwell

Registration Number:

44580

ForcePoint LLC
EX-1009
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AD 120 (Rev. 08/10)
REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

TO: Mail Stop B
' Director of the U.S. Patent and Trademark Office
P.0O. Box 1450
Alexandria, VA 22313-1450

In Compliance with 35 1.S.C. § 290 andfor 15 U.5.C. § 1116 you are hereby advised that a court action has been
filed in the U.S, District Court Northern District of Texas on the foliowing

[ Patents. { [ the patent action ulwol\'es 35US.C §292.)

[ Trademarks or

DOCKET NO. DATE FILED U.S. DISTRICT COURT
3:17-cv-01484-D 6/6/2017 Northern District of Texas
PLAINTIFF DEFENDANT

SecurityProfiling, LLC Trend Micro America, Inc. et al

DATE OF PATENT
OR TRADEMARK

PATENT OR HOLDER OF PATENT OR TRADEMARK

TRADEMARK NO.

¢ 479 (oo Mechcty

2 £744 017

s G /00 Y3

1G 117019

s 9is 708

[n the above—entitled case, the following patent{s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY
O Amendment O Answer O Cross Bill [ Other Pleading

DATE OF PATENT
OR TRADEMARK

PATENT OR
TRADEMARK NO.

HOLDER OF PATENT OR TRADEMARK

G225 (

2

3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK {BY) BEPUTY CLERK DATE

Karen Mitchell s/ N. Taylor 6/6/2017

Copy 3~—Upeon termination of action, mail this copy to Director

Copy 1—Upon initiation of action, mail this copy to Director
Copy 4—Case file copy

Copy 2—Upon filing document adding patent(s), mail this copy to Direclor

ForcePoint LLC
EX-1009
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