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COMPUTER PROGRAM PRODUCT AND
APPARATUS FOR MULTI-PATH

REMEDL+TION

CROSS-REFERENCE TO RELATED
APPI.I('A1'IONS

FIG 12 illustrates an SDK function call tlow, ul accor-
dance with one embodinlent.

Dli'I'All.iil) l)IIS('RIPI1ON

(ilossary

'lliis application is a continuation of, and claims priority
to. IJ.S. application Ser. No. 14/816,931, filed Aug. 3. 2015,

I i i
winch. ul turn, w a contuluation of U.S. dpplicauon Scr No.
14/499.230. now U S Pat. No. 9.100.431, filed Sep 28,
2014 which, In turn, is a conunuation-in-part ol'U.S. apph-
cation Ser. No. 14/118.014 filed Dec. 21, 2013, now U.S.
Pdt. No. 9.117,069, wluch. in tum, is a contuluatlon of U.S.

I
application Ser No 10/882,852 filed .lul. I, 2004 v hich. in
nirn, claims priority to U.S. App. No. 60/484,085 filed Jul.
I, 2003, which are all incorporated herein by reference in
their entirety for all purposes.

lo
FIELD OF THE INVENTION

The present invention relates to computer systems, and
morc pdriicularly to managcmcnt ol security of computing
and network devices that are connected to other such
devices.

SUMMARY

A system„method, and computer probrmm product are Io

pmvided for a database associating, a plunslity of device
vulnerabilities to which computin devices can be subject
with a plurality ol'cmeduition tecluuqucs (lail collectively
remediate the plumlity of device vulnerabilities. Each of the
dcvicc 1 ulncrabihtics is associated with dt least onc rmnc- li
diation technique I:ach remediation technique associated
with a particular device vulnerability rcmcdiates tha! par-
ticular vulnerabihty liurther. each reinediation tecluuque
has a remediation type are selected from the type group da
consisting ofpatch, policy settmg. and configuration option.
Still yet„a first one of the device lmlnerabilities is associated
with at least two alternative remediation techniques.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. I is a block diagrmn of a networkcd system of
compmers in one embodiment of the present invention

FIG. 2 is a block diagram showing components of several
computin devices in the system of I'l(i l. o

FIGS. 3 and 4 trace signals that tmvcl tlu ough tim systmn
of I'I(ig I and 2 and the present inventimi is applied to
tllenl.

FI(t. 5A is a fiow chart of a filtering proxy method
according to one embodiment of the present invention ss

FIGS. 5B mid 6 illustrate a platfoml, ul accordtmcc with
possible cmboduncnts.

FIG. 7 illustrates an uitcihgent IDS. m accordance with
one embodiment

l1(i 8 illustrates an update system, in accordance v ith io
one embodiment.

FIG. 9 shov, s a configured network, in accordance with
one elubodllucut.

FIG. 10 shows policy comphancc and enlorcement. In
accord;mce with onc embodiment. si

Fl(i 11 illustrates an mtelligent IPS, in accordance v ith
one embodiment

data warehouse=d component that contanw vulncrabiiitics
and updates tilr devices that operate on at least one nenvork

NO('erver nenvork operations center server that peri-
odically synchronire latest wiinerability and update data
with other servers.

SDK=software development kit that allows programmers
to develop sccunty applications tlrdt access data collected in
d ddtdbilsu

('M application change managenlent application that
controls documentation and lo ping of change

lior the purpose of pmmoting an understanding of the
principles of the present invention. reference will now be
made to the embodiment illustrated in the drawings and
spccilic language will be used to dcscnbc the same. It will,
ncverthclcss. be understood Ilia( no imitation of the scope of
the invention is thereby intended: any alterations and further
nxldifications of the described or illustrated embodiments,
and any further applications of the principles of the inven-
tion as illustrated therein are contemplated as would nor-
mally occur to one skilled in the art to which the invention
rclatcs

Gcncrally, the prcscnt invention in onc cmbodunent oper-
ates m the context of a network as shown in lii(i. I System
I UU includes a wilnerability and remediation database lit)
connected by Internet 12(l to subnet 130 In this exempLsry
embodiment. firewall 131 serves as the ateway between
Internet 120 and the rest of subnet 130. Router 133 directs
conniwtions between computers 137 and wtch other and
other devices on Intcmct 120. Server 135 collects certain
infilrmation and proiides ccrtaul data scrwces that will be
discussed in further detail herein

In particular, security server 135 includes processor 142,
and memory 144 encoded with pmgmnuning instructions
executable by processor 142 to perform seveml nnportant
security-rclatcd funcuons. For example. simunty scrvcr 135
collects data lbom dcvwes 131. 133, 137, and 139, ulcludulg
thc sot(warl. ulstdlkxi on tlxise devices, thclr coufigurdtlon
and policy settings. and patches that have been installed
Security server 135 also obtains from vulnerability and
remediation database 110 a reguLarly updated list of security
vulnerabilities in software for a ivide variety of operating
systems, and cvcn in Ihc operating systmns Ihcmsclves.
Security server 135 also downloads a regularly updated list
of rmncdiation tccluliqucs that can bc appbed to protect a
device from damage due to those vulnerabilities In one
embodinlent, each vulnensbility in remediation database Ill)
is identified by a vulnerability identifier, and the vulnerabil-
ity identifier can be used to retrieve remediation infomlation
from database 110 (and from database 146, dwcusscd below
in relation to FIG. 2k

In onc mnboduncnt, computers 137 mid 139 each com-
prise a processor 152, 162, memory 154, 164, and storage
156, 166 ('omputer 137 executes a client-side program
(stored in storage 156, loaded into memory 154, and
executed by processor 152) that maintains an up-to-date
cullen(loll ol lnfonniitlou rcgtildlug the opcrdtulg svstcul,
scrvicc pack (Ii apphcdblel, sot(ware, and patches ulstalled
on computer 137, imd thc pollen:s and configuration dais
(including configuration files. and elements that may be
cmitained in files, such as 'ni and "'onf tiles and registry
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information, lbr example), imd conunu&ucates &hat uflbm&a-
tion on a substantially real-time basis to security server 135.
In an al&erne&ive cmbodnucut, the cullcct&on of mfi&nnat&on

is not retained on computer 137, but is only communicated
once to sccunty server 135, then &s upda&cd in real time as
changes to that collection occur.

Computer 139 stores. loads, and executes a similar sofi-
ware pmgram that conlmunicates configuration iilfornlation
pertaining to computer 139 to security server 135. also

u&
subsnu&1&ally u& real tnue. Changes &o &hc coniigurat&on
re istry in computer 139 are monitored. and selected
clranges are commun&ca&ed to sccunty server 135 so Ihat
relevant informat&on is always available Security server 135
may conncc& d&rix&ly to and rcques& sofiwarc u&s&alla&&on

status m&d conhguration information fmin firewall 131 and
router 133. for embodiments ~herein firewall 131 and router
133 do not have a sofiware program executing on then& to
communicate this informat&on directly.

llns collccnou ol'&lbnuanon is made avmlable a! secu-
rity server 135. and combined with the &n&lnerabifity and
remcd&auon data I'rom source 110. The advanced I'unction-
ality of system 10(i is thereby enabled as discussed h&rther
hc& cul.

Tumin to l&I(i 2. one sees additional details and coni-
ponents ol'lu: dev&ccs &n subnet 130. Computers 137 and
139 are trad&tional client or server machines, each having a
processor 152. 162„memory 154, 164. Cnd storage 156. 166.
l&irewall 131 and muter 133 also have processors 172, 182
and storage 174„184, respectively, as is known in the art. In 11&

this cmbodimcnt, dcv&ccs 137 m&d 139 each cxccu&c a
client-side prob&ram that continuously monitors the softv. are
installat&on and conligurauou status for that dcv&cc. Changes
to that status are comn&unicated in substantially real time to
sccunty scr& er 135, wluch continuously mmntams thc infor-
n&ation in database 146 Security server 135 connects
directly to firewall 131 and router 133 to obtain sofiware
installation and configuration status for those devices &n the
absence of a client-side pro ram nuuting thereon. Co

Processors 142, 152, 162 may each be compriswl of oue
or more components configured as a single unit. Alterna-
ui ely. when of a muln-component fi&rm, processor 142. 152,
162 nuiy each have onc or morc componcnm locatcxl
re&notely relative to the others. One or n&ore components of a

pmcessor 142. 152. 162 n&ay be of the electronic variety
defining digital circuitry. analog circuitry, or both. In one
embodiment. pmcessor 142. 152, 162 are of a conventional,
h&tcglatcd cucul& nucroproccssor a&rangcnlcn1. silch &Is Onc
or morc PENTIUM 4 or XEON processors lbom INTEL 0

Corporauon ol'200 M&ss&on Collcgc Boulevard, Santa
('lars, ( alif.. 95052, I ISA, or A'I'I II,ON XP processors front
Advm&ced Micm Devices. One AMD Place, Siuuiyvale,
('alif., 94088. USA

Memories 144. 154. 164 may include one or more types s.
of solul-sine clcctron&c nu:n&OD, a&ague&&c nu:nlocy, or
optical mmnory, just to uiunc a fi:w. By way ol non-linuting
example. mmnory 406 may u&elude solsl-sta&e electronic
Random Access Men&ory (RAM), Sequentially Accessible
Memory (SAM) (such as the l&irst-in, I'irst-Out (l&il&O) io
variety or the Last-In First-Out (LIFO) variety). Program-
mable Read Only Memory (PROM). Electrically Program-
mablc Read Only Memory (EPROM). or Elcctucally Eras-
ablc Programmablc Read Only Memory (EEPROM), an
optical disc memory (such as a D)PD or CD ROM), a si
n&agnetically encoded hard drive, floppy disk, tape, or car-
tridge media: or a con&bination of any of these memory

types. Also. memories 144, 154, 164 may bc volatile.
nonvolatile, or a hybrid combination of volatile and non-
volat&le varicucs.

In tins exen&plary embodiment. storage 146, 156, 166
conlprlscs ons. 01 n&orc of &hc nu:iuo&y 1)'pcs fiISI given Iol
meniories 144, 154, 164. prefemsbly selected from the non-
volatile types.

'I'his collection of information is used by systen& Ill(i in a
wide variety of ways. )Vith reference to FICi. 3, assume for
example tha& a connection rcqucs& 211 arnvcs a& lircw all 131
requesting that data be transferred to computer 137. The
payload of rcxtucs& 211 is, in &his cxamplc, a probe rcx)nest
for a worm that takes advanta e of a particular security
vulnerab&1&ty u& a ccr&a&n compu&er operatu&g sys&cm. Based
on characteristics of the connection request 211. Iirewall 131

sends a query 213 to security server 135. Query 213 includes
information that security server 135 uses to determine (I)
the intended destination of connect&on request 211. and (2)
some characlcnzauon ol thc payload of connection rcx)nest
211, such as a vulnerability identifier. Security server 135
uses Ilus u&fonnauon &o dctcmunc whether co&u&ccl&on

request 211 is atten&ptinc to take advantage of a particular
known vulnerability of destinat&on machine 137, and uses
information fmm database 146 (see lq(i 2) to determine
whether the destination computer 137 has the vulnerable
software instalied, and whether the vulnerability has been
patched on computer 137, or w hcthcr computer 137 has bccn
configured so as &o bc un ulnerablc to a parncular auach.

Security server 135 sends result signal 217 back to
firewall 131 with an indication of whether the connection
request should be granted or rejected If it is to be granted,
firewall 131 passes the request to router 133 as request 219,
and router 133 relays the request as request 221 to computer
137. as &s undcrs&ood in &he ar&. If, ou thc oflmr hand, s&goal
217 &nd&catcs tha& connecuon request 211 &s to bc re)Oct&ah

lircw all 133 drops or rcjec&s the connccuou request 211 as &s

understood in the art
Anak1gous opal'ation can protect compute& 1 &v&tlun sublIct

130 from compromised devices with&n subnet 130 as well.
For example. FICi. 4 illustrates subnet 130 v ith computer
137 compromised. Under thc control of u v&rus or worm, lbr
cx&unplc, computer 137 sends co&u&cct&on auempt 231 to
router 133 u& an at&empt to probe or &eke advantage of a
potential vulnerability in computer 139 On receiving con-
nect&on request 231. muter 133 sends relevant information
about request 231 in a query 233 to security server 135.
Similarly to the operation discussed above in relation to FIG.
3, security scrvcr 135 dc&enmncs whcthcr co&u&ccnon

request 231 poses any flucah m&d in parncular auy &brea& &o

software on computer 139. If so, security scrvcr 135 dcier-
nunes whether the vulnerability has been patched, and if not,
it determines ivhether computer 139 has been othe&wise
configured to avoid damage due to that vulnerab&lity. Secu-
rity server 135 replies with signal 235 to query 233 with that
answer Router 133 uses response 235 to dctcnninc whether
to allow &hc coru&cc1&on a&icmpt.

In some cmboihmcnts, upon a dctcnnumt&on by secunty
server 135 that a connection attempt or other attack has
occurred against a computer that is vulnerable (based on its
current software, patch. policy. Cnd configumst&on status),
security server 135 selects one or more remediation tech-
n&ques Irom database 146 that rcmcd&atc thc paruculsr
vulnerab&1&ty. Based on a pnorit&zat&on prcv&ously sclcctcx)
by an adnun&stra&or or thc system dcs&gncr, thc remcd&anon
teclmique(s) are applied (I ) to the machine that was
attacked, (2) to all devices subject to the same vulnerability
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(based on Ihc&r real-tune software, patch. policy. and con-
fi umtion status). or (3) to all devices to which the selected
remcd&auon can bc apphcd.

In various enlbodin&ents. remediation techniques include
the closu&g of open ports on thc dcv&ce, installauon of a

patch that is known to correct the vulnensbility; changiag the
device's conhguration; stopping. disabling. or removing
services: setting or n&odifying policies; and the like l&ur-

themuire, in venous embodiments, events and actions are
& i&

logg xi (prcfcrably &n a uon-volatile mad&um) fi&r later mialy-
sis and revieiv by system administrators. In these embodi-
ments. the log also stores infornmiion dcscmbing whether
the target dev&ce was vulnensble to the attack

A rcBI-&uric stat&is dau'ibrisc Bccorduig lo lire present
invention has many other applications ss &cell In some
enibodiments. the database 146 is made available to un
administrative console nu&nu&g on security server 135 or
other administrat&ve terminal. When a vulnerability is newly
d&scovcrrxl u& sofiwarc that cx&sts in subnct 130. Bihninis-
trators can inunediately see whether any devices in subnet
130 arc vulnerable to &I, and &I'o, wluch uncs. Il'a means of
remediation of the vulnensbility is k»own, the remmiiation
cm& be selectively applied to only those devices subject to
the vulnerability.

In some embodunents. the database 146 is integrated Into
another device. such as firewall 131 or router 133. or un
indiv&dual device ou thc network Wlulc some ol'hese
mubodimcnts m&ght avoxl some fa&lures due to network
instability, they substantially increase the complexity of the io
device itself. I&or tins reason, as well as the complexity of
maintaining, secunty database functions &chen integrated
with other hinctions„ the network-attached device embodi-
ment described above in relet&on to Fil.iS. 1-4 is one possible
cmbodimcnt. is

In one embod&ment, a software dcvclopment kit (SDK)
allows progranuncrs to dcvclop security applicalions llml
access rhe data collected in database I 46 'I'he applications
developed w&th the SDK access information using a defined
application propanunin interface (API) to reuieve vulner- su

ability, remediation, und device status infiirmation avaiLable
lo Ihc system The appl&ca&iona Ihcn make security-related
dciernnnat&ons and urc cuablcd to lake certmn acl&ons based
on thc Bva&labia data.

In these exemplary systems, "configuration informat&on"
fiir each device may take the form of initialization tiles
(often named '.ini or *.confl. configuration registry (such
as. the Windows Registry on Microsof't WINDOWS oper-
ating systems), or coniigurauon data held in volatile or
non-iolalile mmnory. Such configuralion &ntormal&on often o

delcrmures whul and how dale &s accepted from other
devices. sent to other devices, processed, stored. or other-
wise handled. and in many cases determines what routines
and sub-routines are executed in a particular application or
operating system. ss

In one embod&menu security urfurmanon managemm&l
system is provulrxh whcrcin a database of polenlial vulncr-
Bb&hl&cs &s mmnta&ncd, along w&th data descnbing rc&urdia-
tion techniques (patches. policy settings, and contiguration
options) available to protect against them At least one io
vulnerability is associated in the database with nuiltiple
avaiLable remediation techniques. In one embodiment, the
system prescnm a user w&lh thc hsl ol rcmedml&on lech-
ruques available to protect against B known vulncrab&lity,
accepts Ihe user's selection lrom Ihe lisl, and executes the ss
selected technique In other embodiments, the system uses a
predetermined priorit&zat&on schedule to automatically select

among the avrulablc rmnixliation tcclu»ques, then automati-
cally executes the selected technique

One embodiment of the present invent&on is a database of
inforniation about a plumliry of devices, updated in real-
time und used by an application to make a secunty-related
decis&on. The database stores data &nd&cat&ng the installed
opcraluig system(s), u&stalled sofiwurc. patches Ihal i&ave

brmu applied. system pohc&cs tlrat are in place. and conii u-
mstion information for each device The database answers
queries by one or more devices or applications attached by
a netv ork to facilitate security-related decision making. In
one foun of this embodiment„a hrewull or router handles a
connect&on request or maintenance of a connection based on
thc coniigurat&on urfornuit&on stored &n thc database fiat
rclalcs lo onc or both of Ihc dcv&ces involvrxl in thc trans-
&&1&ss&oa

In one embodiment. database 146 includes vulnerability
and reniediation infom&ation such that. for at least one
vulnerability, nndtiple metlmds of remediating the vulner-
ab&l&ty are specified. When the system hus occasion to
implmnent or olii r rcmediauon ol' vulucrab&hty, all known
BltcmBI&vcs tire p&csc&&ted flrin Brc rclcvanl to fl&c ih:vlcc ol
machine's particular confiuumtion or setup l&or example,
when a vulnerability of a device is presented to an admin-
istrator, the administmtor is uiven a choice an&ong the
plurality of remediation options to remediute the vulnerabil-
ity. In some embodiments, the administrator can select a
prcfcrrcd type o frcmcxfiation that will be app1&cd &f available
and a fallback type. For example, an adm&nistrator may
select application of a policy setting over installation of a
software patch, so thar the risk of disrupt&on of critical
business systems is minimized

In other embodiments, an administrator or other user is
presented with a set of user interface elements that identify
muh&pie opt&ons Ibr rc&ucd&sting and &dent&fy&ng thc vulner-
abil&ty. Thc admunslralor or user selects Ihc method to be
used, and that rcmixliauon &s apphcxt lo thc vulnerable
device(s)

l&iti 5A is a flow chart of a filtering proxy method
according to one embodiment of the present invention.

In use, a database maintains security status information on
each dcv&ce &n a network, based ou whcthcr the device's
operating system, sofiware, and patches are installed and
configured to mcct a bascl&nc lcvcl of secunty. A network
gateway proxy blocks connection attempts from devices fi&r

v hich the database indicates a substandard security status,
but allo&vs connections from other dev&ces to pass normally.
The database is preferably updated on a substantially real-
t&mc basis by client-rulc software nin by each device ur Ihe
network.

Another fonu of thc present cmbod&ment urcludcs a
cm&nection proxy that filters connections oriynating within
the network. In particular, one enibodinlent en&ploys a pmxy
that den&es connection attempts originatin w&th devices in
the network when the originatin device has a status,
rctkccled u& thc database. thai fa&ls lo mccl prcdclernuncd
security chi&meter&sties in Icmrs of installed operating sys-
tem and sofiwarc, patch levels, and system pohcy and
configuration registry informanon

In this embodiment. router 133 serves as a connection
proxy for devices and subnet 130, as will be understood by
those skilled in the art. In addition to bus&c proxy function-
ahty, howcvcr, router 133 accesses database 146 on sccunty
scrvcr 135 vra thc SDK at each coru&ect&on aucmpt. Il; for
example, devrcc 137 aucmpts lo connect to any device
where the connection nnist pass thmugh the proxy server
(router 133 in this exmuple), such as a device on internet
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120. router 133 checks thc sccunly status of device 137 ln
database 146. usin the real-time status therein to determine
whether device 137 complics with onc or more predeter-
mined security policies If lt does, router 133 allows the
coluux non lo bc made. If il docs noi, rouler 133 prevents lhc
connectinn. preferably redirecting the connection to a diag-
nostic page that explains why the connection is not being
made.

This system is illustrated by method 200 in FICI. 5A.
IllMethod 200 bcgnw with start point 201. The proxy (router

133 in the above example) receives a connection request at
block 203, then rclncvcs the sccunly stanis of thc source
device at block 205 'Ibis preferably uses the real-time
updated status information from database 146 (scm FIG. 2)
at decision block 2I)7 If the security status indicates that the
source device comphes with the predetemlined security
policy, the proxy allows the connection at block 209. If nnt,
the proxy rehises the connection at block 211 ond redirects
lhc conncctliin lo Bn cxphlnalion nlcssagc (slick Bs B locallv so

genemsted web page or other message source) ot block 213.
In either case. method 200 ends al end poult 219.

In possible embodiments, the determination and decision
at block 207 apply a comprehensive lninimum policy set that
pmtects other devices in subnet 13t) (see III(i I) front
vinises. trojans. worms. and other molwore that might be
inadvertently and/or carelessly acquired due to the requested
connix'non

In oniilhcr cnlbodnncnL B sccu1111'lionnlinon UIBnligc-
ment system is provided, wherein client-side devices pref- io
erably collect and monitor information describing the oper-
ating system. sofnvare, and patches installed on the device
(s). as well as confi uration thereof. A dambose of tlus
information is maintained. along with data describing vul-
ncrdblhtlcs of Bvalltibh: sofiwBrc Bnd tissocldtcd remuliallon is
tccluliqucs available Rir il. Thc system exposes an API to
support security-related decisions by other applmanons. For
example, an intrusion detection system (IDS) accesses the
database to determine whether an actual threat exists and
should be (or has been) blocked. Bo

In another foml of this embodiment. client soihvare runs
on each monitorixl deuce and rcyions conliguratlon infor-
nldnon lii lhc dlltabBsc, so lhdl lhc ilalabasc h'ls sllbslllnliallv
Icdl-tune-cUIrcnt ulfornulllon

'Ihe present enlbodinlent of the present invention advan-
ta eously acquires the real-time status infiirmation front
each client using client-side software. In tifis manner. a
resource burden of monitoring is spread among the devices
beulg mom to red, and uses I'ar li wer network resources ul the
process. 0

In ihese exemplary systems, "conligurdlion ulformanon"
for each device may take the foun of initialimtion files
(often named "'.in& or '" cont), configuration registry (such as
the Windoils Registry on Microsoft Windows operating
systelns). or configuration data held in voLatile or non- ss
loldlilc memory Such conliguration infiimlation often
dclernnncs what and how dale is acccyltcsl from other
dcviccs, sent to other devices, processed. stored. or other-
wise handled. and in many cases determines what routines
and snb-routines are executed in a particular application or io
operating system.

In one embodiment. a system maintains a dombase of
1 ulnerabihtn:s and associated rcmcs)ration tcmhmqucs. The
Icnlcihdnon lcchnlqUcs nlclUdc sofiw ale pBlchcs. plihcy
sclnngs or cluingcs, and registry seuulgs or changes. Tlus ss
nnilti-faceted provides novel flexibility in management of
security issues, and com enience for security administrators

in both dcterminulg os mlablc options mid selecting reme-
diation steps for vulnerable systems.

In another cmbodunmll of thc present invention, patches,
policy changes. softv;are updates. and conhguration changes
arc rolled out to dcviccs on a network using a staged roll-oui
teclmique. In this technique, the change is applied to a

selected device or set of devices identified by on adminis-
trator. After a predetermined mnount of tinle passes, unless
the administrator has canceled the roll-out, the chan e is
apphcd to ml aiklilional group ol'cvlccs on thc network.
Third- and fourth-tier youps may also be identified by the
administrator, where implemcnlanon ol lhc rcmcs)ration or
upgrade is automatically effected in subsequent stages a
prcdelcrnnncxi Bnlollnl of lime al'lcr lhc prixuhng stage
roll-out. 'I'hus, if no failures are noted following a more
limited roli-out (on a first set of devices). then the remedia-
tion or upgnsde is automatically applied to other devices. If,

on the other hand, an error or failure is observed, the
subscqucnt rofl-Oul can be canceled so that I'urthcr Ibilures
and problems are avoided.

FICIS. 5B and 6 illustrate d platform, ln accordance wifll
possible embodinlents.

In Onc possible cmbodnnmlt, provided m a platlhrm and
underlying back end that includes a logic engine and vul-
ncrablhty dale warclxiusc. It may easily integrate with and
enable network security pmducts such as ID). scanner~. or
firewalls to intelli ently reference ond share the same vul-
nerability data set, and independently provide complete
vulnerability remediation (patching) functionalities such as
thol provulcd by lhe paich management and vulncrabihly
remediation application. Thereby. the teclulology may
lnlplove svslenl llccUI"dcy'nd cfllcicnclcs, nununizc Ialsc
positives and false negatives. and pmvide pohcy compliance
and mlforccmcnl capabihlies.

I'he latest network compmmises are combining qualities
of viruses. v,orms. and denial of service attacks into new
blended attacks Additionally, blended attacks may now
utihze metamorphic or polymorphic abilities to change their
signatures to avoid detection. To mitigate thcsc new risks,
orgonimtions are noiv deploymg a multi-tiered netv'ork
ilclcnsc stralcgv conlpl1scd ill d 1 Brn:ty'1 network sccUrllv
components laycrcd at the pcruneter and lo internal new ork
machines mid devices. 'I he security conlponents are man-
aged separately, and possibly their data ls ported into a
Security Information Management System (SIMS) correlo-
tllin cn'lc,

However, network security components mid corrclanon
engines rely on signanircs or anomalies, producing tm ever-
incrcasing quantity of data. including false positive. beluga,
and erroneous events 1'hey also lack the intelhgence to
identify, reference, or remediate the vulnerabihties targeted
by the attack. Furthemlore. the time and cost to acquire,
manage. and maintain these numerous netv ork security
conlponcnm Is ovcrv,hchnnlg lhc cnd User. Thclclolc. Uiolc
soplusticatcd tccluxilogy ls pros ldcd to rcsolvc these pcr-
folnlancc Bnd nldndgcnicnl issues.

In one einbodiment. technolngy nlay be pmvided that
addresses these requirements by making each security com-
ponent smarter and provides managers with remote reme-
diatlon options. Thereby. improving system periiirmance
dnd stlcdnlhnulg nlandgcnicnl processes.

In onc embodiment, ml intelligent integrauon plalfiinn
and SDK arc provided to mccl the above rcqulrcments.

In one embodiment. security products are enhanced and
system intelligence may be prnvided 1 he same vulnerabil-
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ily data warehouse information is shared v;1th Ihe products
so thar nlore intelhgent actions may then be taken to niitigate
complex threats

One embodiment cmss-references the threat's identiher
with the target's configumstton. The threat*s ('VE ID. or
other identifier. and the destination IP address are fed Into
thc logic cnginc w herc 11 cross rcfcrcnces lhc flucal w lib the
machine's exisung OS, apphcation, dnd patch configuration
pmfile An answer is returned accurately indicating if the
nlachine is wilnemsble I i 1

In one embodiment, network vulnerabilities are identitied.
The platform may independently identit'y which network
machines and devices have vulnerabilities by querying a
client agent, or a device's OS or tinnwarc ibrectly.

One mnbodimcnt proactivcly rcmeihales thc vulnerabil-
ity Once a vulnerabihty is identified, a remediation function
may be pnivided that may remotely and automatically
deploy lhe appropriate update to each machine or device,
install it. and document it with change tracking and audit
trail reports. lo

Examples of Anti-Vulnerability apphcdtions that may be
inlcgrdicd into nebvork security products for enlerpnse and
small office honte office (SOI 103 networks when integrated
with one enlbodinlent, via the )DK, will be described.

In one embodinlent, update or patch deployment are
provided, which remotely remediate netv'ork vulnerabilities
and provide policy comphance and enforcement cnpablli-
ucs. And. for the consumer market, 11 may addiuonally
support non-secunty rclalcd updates such as application
version. performance, and bug-fix upgrades io

In one enlbodiment. an ID) may be provided that accu-
rately determines if the targeted machine is actually vulner-
able to an attackl virtually eliminates false positives and
false negatives: and adds vulnerability remediation and
policy comphancc and cnforccment lunclionalilies. is

In onc emboihmcnt. a scanner may bc provided flint
1 irtually climinalcs false posiuvc tmd false ne dtivcs, and
adds vulnerability renlediation and policy compliance and
enforcement functionalities

In one embodiment. a firewall may be provided that do

virtually eliminates false positive and false negatives. pre-
1 cnung Ihc sccunty system from denying vahd Iraflic to thc
organization self-inthclcd dcrual ol service aluicks and
dilds 1 ulnerabihly remcdiauon, and policy compliance and
enforcemenl functionalities

In one emlxidinlent, vulnerability management niav be
provided. as set forth above.

In one embodiment. multiple products are provided
includmg an IDS, sctnuicr. tmd lirewall. Each may conunu-
iucale with the same back-end data warehouse, sharing the o

same vulnerability infonuation, auaimng mtelligence and
nlore accurate information about the target and its vulner-
abilities. thereby niore effectively initigating complex
tlu eats.

In one embodiment. change management may be pro- 1.

1 idcil. wluch may automatically crcalea change request in
Ihe syslmn, specifying what update,'patch is applicable lo
what syslmn or groups oi'ystems by vulncrabihty. After
approval of the request, they may mitomatically deploy and
install the update/patch I'inally, they may also verify correct ii!

operation after Installation and automatically provide all
necessary documentation and logging required.

Lastly, ttu: platform may also pmvidc product upgrades
and signature upthttes to each of these venous secunly
proilucls. ss

1'he plalfornl is comprised of the follolving softv are
components: SDK. client agent, logic engine, and data

warehouse stored on a dcdicdlcd on-sile scrvcr. Network
operations center (NOCt Servers periodically syncttionize
the customers'ellers with the latest vulnerability and
update data. Sce FIG. 5B.

I'he same client a enl and on-site server support all
security applications that are integrated onto the platform,
thereby providin the added anti-vulnerability filnctionali-
ties presented in the previous section.

There are two system requirements: TCP/IP connectivity,
dill supported network nldchhu:1 tllld dcvlccm Ill olio
mubodunenl, platforms supported are scl forth below in
'I'able I.

Table I

All Windows Operalina Systems and their applications
All f/NIX variants
('isco routers and firelvalls
Toshlba network devices
Netgear network devices
Linksys network dcviccs, including wireless access pouits
Platfiinn support is scdlablc Io any network size or

architecture; consumer, smail office home oflice ()01 103,
enterprise. and distributed netv orks.

In one embodiment. teclmology nlay be pmvided that
includes a backend platfoun tliat includes a logic engine and
vulnerability data warehouse. It may easily integrate with
and enable network security products such as IDS, scanners.
or firewalls to intelligently rcfi:rance and sharc the same
vulnerability data set, and independently pmvide complete
vulnerability remediation (patchin 3 functionalities such as
that provided by the patch managenlent and vulnerability
remediation application, update apphcatlon and the intelli-
gent IDS. Thereby, the technology may improve system
accuracy and cliicicncies, minumze false posilivcs mid lilac
ncgalivcs, and provide policy compliance and cnforccmenl
capabilitms.

As sholvn in Fl(i 5I3, the technology niay meet market
requirenients. presented in the next section

For example. networks are probed at an ever-Increasing
frequency for vulnerabilities, which may be exploited with
compronusc attacks. To protect thc network, aihniiuslralors
have traditionally scl up pcrimelcr deil:nsc strategies.

Thcsc slmtcgtcs generally call for network managers to
lock down core setvers, and monitor/scan/tilter all incoming,
and outgoing traffic at the netv ork perimeter with sevemsl
network security products such as antivinls and tirewalls to
identify and attempt to neutralize hackers and malicious
code In Ihc past, Ihcsc strategies w orkcd w cll, however ncw
tlueats arc bccomuig morc complex

Thc latest malicious code may combine qualities of
viruses, worms, and direct compronlise attacks into nelv
blended attacks Virus payloads are becoming niore complex
and by using metamorphic or polymorphic abilitie~, viruses
are able to change their signtatures to avoid the fingerprint-
typc filtering that most applmduons employ.

To nutigatc thcsc new rial s. Crgmiizauons deploy a multi-
tmred network dcfensc strategy composed of a vanety of
additional netlvork security products layered at the perimeter
and to internal network machines and devices Such nenvork
security products include antivinls.

firew

al, scanners, and
network and host based intnlsion detection systems.

Each of thcsc systems is based on spccitic sigiialures,
rules, or anomalies of each snack and their vantmts, and do
not identify mid remcdialc the specitic network vulncrabili-
ties the attack is targeting Fo each attack, and its variants,
nnlst be identified mid analyzed. a signature prepared. then
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linally deployixl to each point pmduct on iuich customer's
netivork. 'Ibis process is uncoordinated ainong nniltiple
disparate systems. and creates an ever-increasing number of
signatures pn1duciiig more and niore attack alerts requiring
immediate attention many of wlfich are erroneous. The
security components are managed separately. and possibly
their dani Is ported into a sccuuty information managmncul
system fSIMS) correlation engine.

Additionally. to proactively remediate the vulnerabilities
the malicious code is targeting. administrators quickly and in

diligently update or "patch" each nehvork machine and
device, ivhich is a time-consuming and costly process.
Further compounding the burden on aihuinistrators. best
practice and govcnmicnt comphance direclives may require
lnghcr standards ol'network secuuty and mteguly lo protect
consunier privacy. and they are documented v ith change
tracking and audit trail Icports.

'llierefore. it is mcreasingly ditTicult and costly to etTtu-
tively mitigate new threats and manage numerous systeins
particuhsrly in an environment of rising security smndards Io
and policy compliance rcquircments.

Titus. Ihc muht-ncrcxt network defense slralcgy is falluig
short primarily for four reasons I'irst. there is an inability of
nuilti-tiered network secuuty products to communicate and
share infitrmation necessary to mitigate blended threats, and
minimize false positives and false negatives. The vulner-
abilities targeted by malicious code are not accurately iden-
uficd nor proactively rcmcdiatixh Thc associated excessive
aggrcgalc cost ol'owncrslup ol'muluple systems. The exces-
sive administrative burden and cost of managing and main- Ic
taining multiple systems

I fence. there is a need to integrate systeing share infor-
mation intelli ently to better defhnd 1 ainst blended threats,
reduce ntanagement and cost requirements. Cnd automate
I ulnerabihty idmitilicalion and rcmeihalion funclionalilies, Ii
as prcscnted In lhc high-lcvcl requirements.

In onc mnbodunmil, tixlmology is provided to meet the
following market requirenients integrate network security
pmducts to share inforniation; provide system intelligence,
and remediate network vulnerabilities. 40

In one enibodiment, tecluiology may integmte with and
miablc network secunty products io intelligently rcfermicc
and sluire uifonuaUou from Ihc same vulncrabihly dale sel,
provide vulnerability idcntiticauon and remediation func-
tionalities, and efficiently nieet policy compliance and
enforcement requirenients

In one embodiment. the platform is a complimentary
network security technology. When integrated into the
defense strategy, II adds intclligcncc lhal morc accurately
and cfficienlly miugates blended threats and ofiloads the o

ume-consuming functions that burdmi network adnmuslra-
111 I'

In one embodiment, the plattiirm enables nehvork secu-
rity products to share information via its proprietary logic
engine to automatically cross-reference the threat identitier 11

w'till lhC liligolixl InachlnC 1 Coiltigiii alton ii1 ilCICUUIIIC lf il

is actually vulnerable to that threat. Previously separate and
uncoordinated processes are now more inlelhgenl mid auto-
mated. resulting in iniproved system accuracy and effi-
ciency 'I'herefore the need to layer inure and more point io
products and add a SIMS is reduced, iigtum decreasing the
amount of data particularly erroneous data to manage.
Subscxtucntfy, the costs lo Iwquire, operate, and mimagc the
additional multiple point pmducts, and lhe need lo uuplc-
mcnt a SIMS, arc also reduced. si

In one emlxidinient, the platform may also remotely and
pmactively reniediate vulnerabilities hy first determining

which updates arc needed and compauble with each
machine or device, takin into account the Ogm applications,
or hnnware installed. I'hen, the updates may be deployed,
installed, and validated. I'hereby, policy compliance is effec-
tively and efliciently enforced„and documented.

In mie embodiment. the present tecluiology fulfills market
requirenients noted in the previous section I'or example, it
may Inte rate network security products and provides sys-
tem intelligence. The same vulnemsbility data warehouse
infiirmalion is shared with all products so Ihal more uilel-
ligent actions may then bc I alen to min gale complex linea Is.

Still yet. it may cross-reference the threat* s identifier with
the target's conligurauon. The tlucat's CVE ID, or other
ideuliticr. and Ihc des linalion IP address arc fixl into Ihc logic
engine where 11 cross-rcfermices lhc tlucat with the
machine's existing OS, application. and patch configuration
piohle An answer is returned accumstely indicating if the
machine is vulnerable. Thereby. minimizes erroneous,
benign, and faise positive data produced by each security
prodUct.

One embodiment identifies nehvork vulnerabilities. The
platform may independently identify w hich netv'ork
machines and devices have vulnerabilities by querying a
chcnt agent, or a dcvicc's OS or linnw are directly.

One embodiment proactively remediates the vulnerabil-
ity. Once a I ulnerability is identified. a remediation function
may be provulcd thai may remotely aud automatically
dcqtloy the appropualc update to each machuic or device.
install it, and document it ivith change tracking and audit
trail reports

Venous possible benelils include blcudcd attacks beuig
more efi'cctivcly mitigated mid lhc ovcrwhclnnug manage-
ment and maintenance burden on administrators to purchase,
opemste, and maintain multiple network security pmducts
being reduced. Ivhile increasing productivity, reducing costs,
and more efi'ectively and efficiently meetin policy compli-
ance and enfiircemcnl rcquirmuents.

Table 2 illustrates a plurality of end user detail~.

Table 2

Supplements existing icclmology to bcltcr defi:nd a aural
blended atiacks

Intclligcntly acccsses thc iulncrability data warehouse.
and remediates vulnerabihties.

Ofi'ers policy compliance and enforcenient functionality

Vulnerabilities may be mitomatically reniediated. verified
and documented. therefore enforcing conipliance

No additional software or hardkvare intplenientation costs

Anti-Vulnerability fiuictionalities niay be integrated into
existing product pffittitrms.

Reduces cost of ownership of multi network security
prodUcts

Shared vuinerability data sets and added vulnerability
remediation functionalities may reduce the number of
network security producis needed lo adcquatcly attain
dcfCIISC Sli SIC 1'CqUIII IIICIIUL

Rcduccs management and nuuntcnaucc costs

Incicascd iiccUracv of VUlilctabillly ldciitiltcalioil, lcnic-
dmtion and polmy enlbrcement, aud reduction ol'alse
positives, false negatives and denial of service (DoS),
significantly reduces management time and costs
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Mmlagc morc mnchines mid devices on the ncnvork

through one portal
Vulnerability remediatiton and policy compliance and

enforcement niay be integrated with existing security
network security products. and their respective inter-
faces.

MulinllLt: I:ntl USCI cxlilCililolliabsoiptlttlt COSls

Anti-Vulncrabtfity appllcauons are lrmlsparcnfly intc-
arated, retaming ptu-existing architecture, processes,
and interfaces Therefore, the end user expenence lo

remains the same. or unproved with simplitied 111'utomatedprocesses.
User experience remains the same additional time or

costs io Untltustdntl Bail cxccUtc'. llew tt:chltologlcs drc
InullnllLCII I

Anti-Vulnerability applications may be integrated trans-
parently and seamlessly. and the pre-existing opera-
tional processes and user interfaces are virtually
unchanged.

Supports both the enterprise and SOHO networks Io
Data warehouse contains vulnerabihucs and upihiies for

many macluues and devices thai operate on both enter-
prise and SOIIO networks.

Applications presented heremafter
I ixanlples of applications that may be inade available ftir

enterprise and small ofhce home oflice (SOHO) networks
ivhen intepated with Anti-Vulnerability teclmology via the
SDK will now bc sct forth.

In one embodiment, update or patch deployment ls pro-
vided In one embodiment. a patch management and vul- io
nerability renlediation solution is provided 'I he teclulology
enables products to add accurate imlnerability identitication,
remediation. venfication. and policy compliance hinctions.
)Vith such teclulology. pmducts may gain intelligence, accu-
racy and cfiicieucy, clunulatefalsc positives and false nega- li
tlt t:s. dail cllsUI'c polit:)'olupllBIlcc, thcrcbv wiving ihc
orgaiuzation time und money. Such funcnonalities and bcn-
ehts are available for both the enterprise and SOIIO net-
works And, for the consumer market, it inay additionally
support non-security related updates such as application do

version, performance. and bug-fix updates for widely dls-
tnbutcd progriuns, which may optimize system pcrformancc
dnti t:nhiulcc iht: collsUltlcl cxpcrlt:ncc.

In onc embodiment, an IDS Is provided. IDS products
attempt to identify malicious code by signatures at both the
nettvork and host client level. While they may be able to
identify malicious code by CVE ID or other identiTier, and
targeted machines by IP address. but they generally do not
have Iht: Intclllgt:llct: lo tlctctuilllc II iht: dnv of ihc nulchlilcs
on the network arc susccpublc to that snack Or with liner o

granulanty, il auy macluue has a spccltic vulnerability 10

that specitic attack. or if the targeted vulnerability has
already been patched. Iior exaniple, if the inalicious code has
been isritten as a Windov s based attack tar eting a Windows
vulnerability, is the Destination IP actually rumfing )Via- s.
dows. or a UNIX vanantg And, if Windows, ls it vulnerable
to ihc dttimk, or has it already bccn patched. IDS do noi llnvc
Ihe iniclhgencc to answer Ihcse questions, imd incidmli
alerts are generated indiscriminately. I astly, even lf the
tar eted machine is vulnerablt. It remains unremediated to
an IDS does not have the capability to remediate it.

With the present embodiment. a product architect can
intcgrdic funcuouahtics listed ul Ihc previous suction 10

cruiblc thc IDS to access thc Anu-Vulnerability logic cngule
and platform. It may then have the intclhgence io dctennule si
if any nlachine on the network is susceptible to the attack,
remediate the vulnerability. mitigate the attack, and verify

policy complimlcc. Now, if no macluncs were susccpublc to
the attack, it is identified as an event but not an incident, no
further data or alert is generated, and a management
response is not required Integrated products may gain
intelhgence. accuracy, and efficiency, eliminate false posi-
tives and false negatives. and ensure policy compliance,
thereby saving the orgaruzauon time and money. Such
liinctionalitics and bcnclits arc availuble for boih thc cnier-
prise and SOI IO nettvorks.

In one einbodinlent, scanners nlay be provided Vulner-
ability scanners assess each machine on the network tiir
vulnerabilities. and create lists of potential milnembilities to
the system managers. The lists commonly contain many
false positivcs and Ihlsc negatives, burdmling thc system and
nlilnBgCIS With 111BCCUrdCltu.

With the present embodiment, a product architect can
integrate functionalities listed in the previous section to
enable the scanner to access the logic engine and platform,
and then have the intelligence to determine if the machine
has actual vulnerabilities. renlediate them. and verify policy
I:onlphtlncc, Illtcglilicxl protlilcm nlay guilt lntclllgcnctn
accuracy, and cfiiciency, clinunauxl fulsc posiilvcs mxl lalsc
negatives. and ensured policy compliance. thereby saving
the organization time and money.

In one einbodinlent, a firewall nlay be provided "Smart"
firewalls are based in part on signatures and other similar
functlonalities as the IDS products descnbed above.

With thc prcscnt emboduncnt, thc lircw all cau dctemunc
whcihcr an attack is vahd or a fulsc positive, thcrcby
preventing the security system from denying vahd tratfic to
the organization self-inflicted DoS attacks Such function-
alities and benefits may be available for both the enterprise
and SOHO networks.

In one embodiment. vulnerability management may be
provulcd. Vulnerability maruigcmeut products enable man-
agers lo sci policy nnd identify potential network vulner-
abilitics. They typically do not accurately identify otch
vulnerability on each network machine and device nor
remediate each tulnerability. meeting policy compliance
enforcement requirements.

The present embodinlent ofi'ers simiLar fiinctlonalities and
bcnclils as thc patch dcploymcnt products dcscnbed above.
In short, it enables products to add accurate vulnerability
idcntiiicatlon. remediation, vcrilicatlon, and pohcy compli-
ance and enforcement. Snich functionahties and benefits are
available for both the enterprise and SOI 10 netv orks

To this end, multiple products may be provided: IDS,
scanner. firewall. and vulnerability mana ement. Each prod-
uct functions as the uldwidual products uotcxt above. Each
may bc dcploytxl and opcratcd on thc network in a mulii-
ticrcd network defi:nsc sirdtcgy. They may bc disparalc
system, and their signatures and update deployment sched-
ules may vary Theretiire. the pnibability of mitigating a netv
and complex tlueat decreases„while management require-
ments and cost increases.

In otic clnbothlnclln iht:v cat:h Iud)'olnnlilnlt BIcw Iih ihc
same backcnd data v, archousc. slmnug the same vulnerabil-
ity information, aiiaming inielligencc und morc accurate
infornlation about the target and its vulnerabilities. thereby
more effectively mitigating complex threats It may also
enable the products to add accurate vulnerability identifica-
tion. remediation, verification. and policy compliance and
cnlorccmcnt funciionahiics.

In one cmbodimcnt. chmlgc managt:ment (CM) may be
provulcd. Existing CM applications control thc documcnid-
tion and logging of change throughout the enterprise I'hese
applications ensure that an organization niaintains consistent
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rimords of what happcncxf mrd when. Currenllv admuuslra-
tors nnist independently recognize that a security patclv'pdate

must be deployed to a computer or group of cnni-
p&lters

The user enters the request in the system, tlirougir the
pipelined process of change management the request v ould
be approved, thc patch/update would bc manually uistailcd
by d user. then documen&cd rn the change marrigement
sofhvare (hat the pmcess has been completed While (:M
sofhvare assists in documentation, very little if any assis- IU

tance niay be provided to identify the patches,'updates
needed. nor verifying correct function afier the updare/patch
is installed

With the current possible cmbodnuenL change managc-
meni mu:grdtion may greatly strcamlurc (his process further
reducing total cost of ownership. ease of use„and a lfigher
standard of documentation The products may then auto-
maticaily create a change request in the system, specifying
wlrat update/patch is applicable to what system or roups of
systems by vulnembility. After approval of the request. they lc
may du(omalically deploy and ursLill lhc updalc/patch.
Finally. they may also verify corrcc( operdlion after inslal-
lation and automatically pmvide all neceusary doc&unenta-
tion mid logging required

I.astly, one possible embodmient may also provide pmd-
uct upgmdes and signature updates to each of these various
security pmducts including all of the technology benefits
such as mrsuring comphancc of srgria&ure versions, logging,
Icporllrig. Bird VCrlf&Cdllolr Of IIISL'rllal&011.

'linis, one possible embodiment includes an intelligent ic
platform that may supplenient any existing defense strategy.
Once integrated with the technology, security products may
share the same vulnerability data set to improve anromation
and accumcy increasin efficiencies and minimizin false
posilrvcs and false ncgauves. It also enables remote ulentr- is
f&Cd&1011. IlrarragCIIIC&11, Bird lc&IICdrrrlr&&11 Ol Irelwork VI&IIIC&-

abrliucs. and provides update deployment, valulation, and
reporting capabilities 1hereby, the techrxilogy improves
netivork security and integhty, mitigation of blended threats,
ivhile increasing productivity. reducing total cost ownership, do

and more effectively and efiiciently attaining policy com-
plla&rcc ilrrd crrforccmcrr( I&XIUI&crlicrlls.

One mubodiment provides IDS uileihgenrc, accuracy and
rcmoic pd(clnng lunclrons IDS da(a oulpul inlegralcd wilh
the aforementioned platforni via the SDK 1'he platfornr's
underlying backend including a logic engine and vulnerabil-
ity data warehouse provides the added functions and per-
folliuil&CC.

Convenlional IDS produce mr ever-uicrcasmg qumrtrly of
alert dale, uicludurg crroucous and false posilive dale. They o

also lack thc intcllrgcnce to ideality or rcmedratc thc vul-
nerabili(ies targeted by the attack Iiurthernuire. the cost of
the acquiring. nianaging, and maintaining conventional ll)S
is overwhehning the end user.

Therefore. a more sophisticated. intelligent teciurology ls i.
provided to resolve thcsc issues. In one embodiment. an
inlelligen& IDS rs provided &o meet markcl requirements. Thc
alert dais output Irom a drslnbulion of Snort rs m(cgrated
with (he platform vra the SI&K, w:hich may add the follov ing
fUI'retinas SO

In one embodunent„ it cross-references the tlueat's iden-
tifier with the target*s configuration. The CVE ID, or other
idcntificr. and thc Dcsturalion IP address arc fcxf mto the
logic engine whcrc II cross-refcrcnccs Ihc tlucdl with the
Irirrclllilc s corlfigU&allorr profile. Ss

In one embodiment, it virtually eliminates false positives
and false negatives 'I'he backend accunstely determines in
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real time if'(hc targe&ed mdclunc rs susccptrblc to thc at(ack.
And. if the machine is not susceptible, it is filtered and
reported back as an even& and not au incident No I'urlher
ilala Ol Blclt Is go&le&a(oil. &&&id a Ilrarlagcrrlc&11 Icsporrsc Is I&&i&

required
In one embodiment, it remotely remedrates the vulner-

ablhty. When a machine is identified as vulnerable to an
attack. an incident. a remediation function may be provided
to the administrator to remotely deploy the appropriate
updalc lo the maciune or dei rcc, ins(all rt, verifies the liles
drld 11&rslrcs, drrd docU&lrcril rl with chrrrlgc I&Bckrrrg arid dU&hl

trail reports
'I'able 3 sets fiirth a plurality of features

Table 3

Supports Windows and UNIX variants
l)etermines if targeted machine is vuilnemsble to an attack

in real time
Filters out erroneous. benign and false positive alerts
Rorno(cly patches largmcd vulnerabrlrtms ur onc click
Installs rn minutes
I'o this end, erroneous, benign. and false positive data is

filtered out, and incidents may be remotely remediated
1'herefore. complex three(s are more efi'ectively and etfi-
clently miti ated. Correspondingly. the management and
maintenance burden on adnrinistrators is reduced. saving
time and cfihr(.

Flfi 7 rllustra&es an urlelligcnt IDS. In accordrmcc with
one embodiment As shown in 701, the on-site server
periodically initiates communication with the NO('ervers
In 702, updates are pulled from the NO('ervers to the
on-site server. In 703U. a sensor monitors and processes
network trafiic. and sends real time alert data to the on-site
scrvcr where rl cross-refi:rcnccs thc data with thc backcnd.
In 703b. ccnlralizcd IDS console lifters alerts, scparaluig
eve&Its fioilr rite&dc&inn II &&iso oilers Bdrrlrrlrslrdlors Icillolc
patching hrnction In 704, agents are deployed to each client,
accurately iden&if) ing which OS, apps. and updates are
installed. In 705. the logic engine mitomatically determines
which updates are needed to remedrate the targeted machine.
As shown rn 706. appropnatc upda&cs arc rcmo&cly
dcx&loycd. inslallcd, and valr&larcxl ou each clmnt

In onc mnboduncnt, thc uil cl1 igent patch marmgcmcni and
vulnerability remediation application autoniatically updates
computer OS and application vulnerabrlitres before they can
be exploited by hackers and viruses

Networks are probed at an ever-increasin frequency for
vulnerabrlrtics, winch mdy be exploited with dirrmted com-
promise attacks. To pro&ccl the network, aihninrstra&ors musl
ilrlrgcrlllv Update or pir(clr sch cr i&&Id vvorksurllo&1 vUlrrcl-
abrlities, which is a time-consuming and costly process
iiurther compoundin the burden on adnunistrators. best
pmctice and government compliance directives now require
higher standards of nehvork security to pmtect consumer
pnvacy and pmpnetary data. which mus& bc documentod
wilh change Irackurg;md audit Irml reports. Thcrcforc, fully
automated (cchnology is provided Io resolve Ihcse issues.

In one embodiment. a in(elligent application called )ys-
iipdate the first technology (o fully automate the updating,
and reporting processes. as descnbed below.

In terms of function, one possible embodiment automati-
cally rcsearchcs Updates. In collaboration with sof&ware
ilcveloprrlc&1( coil&pi&&rica, II rccci vcs Updates Bird lieu
respcctivc compaubrli&y and installauou guulelurcs, wluch
are thoroughly reviewed and tested in a lab for system
cmnpatibility and stability. One embodinient mitomatically
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and securely downloads. and arcluvcs, all updates. Once thc
updates and uidelines are thoroughly reviewed nnd tested,
they arc mitomatically downloadcd lo each customer's on-
site server, verified with MD5 hashes, and archived in a
self-populatuig patch repository dauibase.

One possible embodiment mitomatically determines the
update and dependency requirements for all computers on a
netlvork, based on their individual operating systems. appli-
cations. and previously installed updates. The logic engine

Illaulonuiiically matches the lasted updates and their guide-
lines across each computer's configuration profile.

One possible embodimmlt rcmotcly, simurcly. and aulo-
nlatically deploys updates to each computer and device.
Updates may bc tcstcd on a lest group, mid flien qucuixi for
release to each computer on the network, consistently in
accordance with the policy deteunined by the network
administrator.

One possible embodiment automatically verifies the
updates are installed aud ruiuung correctly. Each computer's lo
client agent installs the update~, and verifies the files and
llnsilixc

One possible embodiment automatically generates change
tracking and audit trail reports. Chan c trackm and audit
trail reports may be selected and printed from the manage-
ment console rcporlulg modules. Adihllonally. application
license audit reports may be generated. which lists snftv are
installed on each machine, by license key.

1'able 4 illustrates possible features in one embodiment.
IO

Table 4

Thc prcsmil possible embodiment automntmally tmd con-
tinuously transfers logs from each computer into a self-
conligunng, self-populating, mmnlenancc-lbcc dalabasc
v here they may be archived tilr years on end 1 he transfer
process utilizes AES encryption lbr autlmnucauon bctwccn
the client and server, and a auarantee dehvery pmtocol
ensuring no data is compromised or lost. Flexible cross-
correiation queries nmy be run trom a single, reniote viewer
console, and the data is then automatically formatted into
rcporm

In one embodiment. cross-correlation query type descrip-
tions are provulcd. Such embodiment may provide thc
following three flexible cross-cnrrelation queries in 'I'able 5,
v hich provide increasing detail and breadth nf fifteringl
sorting capabilities. respectively.

Table 5

Creneral Queries This is the default query. It filters or
sorm Ihc logs ol any one computer. by any one ol lhc
three lng types.

Specifi Queries Detailed queries acmss all machines,
mid all log types

Advanced Queries Query acmss any combmation of
nutcluncs, by any comburation ol'ources, cvcnts, and
lng types, uter miy period of tulle.

In one embodiment, features shown in Table 6 may be
provided.

Supports ttfiudows, UNIX variants, and network devices
Supports non-Micmsoft applications
Logm enguie provnles system Intclligcnce
Files verified with SI IAI or MI&5 hashes
MMC snap-in console with Crystal Iocports
Al lS encryption
FIO. 8 illustrates an update system, in accordance v.ith

one embodiment
As shown in 801„ the on-site server periodically initiates
conuuunicaliou with thc oflimle NOC scrvcrs. In 802,
updates are pulled fmm the NOC servers to the on-site
server. In 803, the centralized MMC snap-m console oflbrs
flexible security policy options and comprehensive reporting
capabilities. In 804, agents accurately identifies OS. apps,
and updates installed on each client by file versions and
bushes. In 805, logic engine automatically dctenuuics which
upttatcs arc ncixlcd on wtch chant, iaking uilo account OS, o

app, and update dcpcndcncics. In 806, sppropnatc updates
are autonlatically deployed, installed, and validated nn each
client

In one embodiment. a secure computer log management
application is provided with fully mitomnted archiving, ss
quciyulg. Sui! Icporutlg opllolls.

Best practice dirccuvcs and government compliancy
It:gulanolls liow rcqlllrc aduuulslttllols lo alcillvc log events
over an extended period of tmie, and extensively document
log and audit trail repons. With existing tnols, these are io
time-consuming pmcesses. Furthermore, existing tools
transfer lo s in clear text and are subject to malicious
mampulaiion, und logs may be losi suicc fcw utilize guar-
anteed delivery protocols. Therclbre, thc integrity and secu-
rity of lhc log data w uot assurixh In thc event of an in!coral ss
or external compronlise. logs may be deleted„manipulated,
or the netlvnrk flooded with decoy log, data

Table 6

Continuously pulls all logs into a centmsl database, wlfich
may bc arcluved lbr years on cnd

Al if encnz ption mid a guarantee delivery protocol ensure
logs are not compromised or lost

Qucrics may bc across any computer. Ibr mly log type,
over anv tinle fmme

Automaticaily generates event log reports ideal for
docuinenting audit and conlpliance requirements

Easy download installation

In one embodiment. autoninted reports may be provided.
Query data is automatically formatted into pmfessiotlal
reports Also. a separate reporting interface is available to
gcncralc general, machine, and user stalwucs Thc prcscnt
embodiment quickly and easily fulfills best practice and
government compliance requirements for log event
arcluving and reporting.

Flfi 9 shows a conligurcd network in accordtmcc with
ouc mnbodlmcni.

As shown in 901, the server component automatically
configures thc applicauon, and thc database aud conununi-
cates with the client agents in 902. client agents are
deplnyed, which then identifie~, manages. and continuously
trmisfers all logs to the server. In 903, all client lo data mny
be automatically archived the self-populating database, for
years on cnd. In 904, from lhc centralized vicwcr, general,
spcclfic, tu llilvsnccd closs-colrclallou qucrlcs ulav bc 11111.

Scc Table 7. Query and statistics dnta Is automatically
formatted into professional reports to easily document audit
and compliance requirements
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One possible cmboihmcnt provnles besi pmctwe security
policy templates to proactively and remotely manage and
enforce enterprise security compliance policies

Best practice and government compliance directives
require higher standards of network security to protect
consumer privacy and proprietary data. which must be
consistently enforced, and documented with change &racking
and aud&t trail reports for comphlmcc vcuficauon. 11&erefi&re,

a fully automated technology is provided to resolve these
&ssl&cs 20

One embodiment offers an intelligent application to man-
age and enforce security policies the first technology to
fully automate the pohcy configumntion. enforcement, and
rcporlu&g processes. as descnbed below.

In onc embodiments ccntrahzed, remote ma&Ligament &s

pmvided 'lite policy comphance and enforcement module &s

&11'ill'I cd vul tile ca&it& &ized BIB&lagcnlent co&lsiyle'l
MMC format. Bnd automates the deployment. assessment,
and enfi&rcement of the pohcy chosen.

One enibodiment provides standardized policies selected &0

from many standard&zed pohcy templates reconuncndcd by
NSA, SANS. US Navy, and ISO 17799, or custom policy
options to ti&rniulate pohcies that meet the individual needs
of any oraanization

One possible embodiment automatically determines out- Ii
of-compliance pamnmeters for all computers and devices on
a network. Based on each client*s individual policy param-
clcr sclungs and configurauon profile, Ihc svstcm's logic
migine aulomaucdlly reports back each chen&'s oul-of-com-
pliance parameters do

ln one enibodiment. it remotely, securely. and automati-
cally enforces policy to each computer or device Policy
changes may be automat&cally enforced to each computer or
device individually, or by roup. consistently in accordance
with the pohcy sclectcd by the nelwork admi&ustralor. Pohcy
conligurat&on profiles nrc transm&ncd between chant agent
and server in an Af,) encrypted format for security and
privacy Policy options may be rolled back with one-click

Automatically generates change tracking and audit tnsil
reports. Change traclong and audit tmnil reports mny be so

selected and pnnted from the Management Console*s
Reporting Center. Table 8 sets forth some pose&ble Ibaturcs.

20
servers to Ihc on-s&te seri er. In 1001. a central&zcd manage-
ment console offers flexible security pohcy templates,
options. and co&uprchcnsivc rcporun cdpabil&ties. In 1004,
agents are autnmatically deplnyed to each client, accurately
idcntifyuig which polmy parameters, OS, apps, Imd updates
are applied or installed. In 1005, a logic engine m&tomati-

cally detemiines which clients are out of compliance. In
1006, appropriate policy changes are automatically enforced
on each client.

In one embodiment nn uucll&gent IPS may bc prov&dcxf

that pro&ides intelli ence, accuracy, real-time prevention,
and rcmolc patching funcl&ons. In one cmboduncnt, &I accu-
mately identifies and prevents malicious code fmm reaching
the&r destinal&on al thc in-linc IPS Sensor. Thcrearfter, a

security officer n&ay remotely patch the targeted vulnerabil-
Ity.

('Onventinnal IDS,'IPS produce an ever-increasing quan-
tity of alert data, including erroneous and false positive data.
They also lack lhc &nlelligencc lo ident&ly or remcd&ale thc
vulnerabilities targeted by the attack Furthermore, the cost
of fl&C BCqiiunng, lildndgnig, Bnd i&lani&I&Bung ColivC&inonal

IPS is overv;helming the end user.
Tlicrcforc. B 11&orc sophist&ca&Oil, uucll&go&it technology Is

provided lo rcsolvc Ihcsc &ssucs. by ofli:ruig an intclhgcnt
IPS to meet market requirements. 'I'he alert data output from
a standard distribution of Snort &s integrated with the plat-
form via the SDK wlfich accumtely identifies attacks, and
the attack is temiinated at the in-line sensor as described in
the following functions.

Onc cmbodimcnt cross-ref'crenccs thc threat's &denlflier
w&th flm target's conligurauon. Thc u&-linc Sensor mon&tora
and processes traffic and sends alert data to the on-site server
where its logic engine queries the backend in real-time to
determine if the destination IP &s vulnerable to the attack

One possible embodiment pmvides enhanced flex
response. If the destination IP is vulnerable to the attack. the
in-line Sensor &s commmided to inuncxfrdtcly drop thc
cxplon packets preventing the attack. Further, &I rcmotcly
remediates the vulnerability. When a machine is identified as
vulnerable to an attack, an incident. a remediat&on function
is also provided to the administrator to ren&otely deploy the
appmpriate update to the maclune or device. install it,
verifies the files and basics. and documents it with change
tracku&g and audit trail rcporls.

In onc embodiment. Budcks are accurately &dent&fied and
nut&gated before they reach their targets. and targeted vul-
nerab&lities may be reniolely remediated 'I'herefore, com-
plex threats are more effectively and effic&ently mitigated
Correspondingly, the management and maintenance burden
on administrators is reduced. saving time and efl'ort.

Table 9 rllustrales some possible features

Table 8

o.

Supports W&ndow s. UNIX variants, and network dcv&ces
Supports NSA. SANS, Navy. ISO 17799 and other stan-

darihzcd policics
l,ogic engine provides system intelligence
One-click policy rollback so

Automatically enemtes change tmnckilig nnd audit trail
reports

FIG. 10 shows pohcy comphancc and enlorcement. &n

accord;mce with onc embod&ment.
As shown in 1001. Ihe on-site server periodically uutuitcs di

comnnmicat&on with the off-site NOC servers in 1002,
templates, rules. and updates are pulled fmm the NO(:

Table 9

Supports W&ndows m&d UNIX variants
Dctcnuu&cs in real-umc &f targeted mach&nc &s vulnerable

Io ill& il&IBCk,

vunldlly'linnnating false positives
in-line Sensor flex response terminates the attack
Remotely patches targeted vulnerabilities in one click
Installs in minutes
FICi 11 illustrates mi uitclligent IPS, &n accordance w&fl&

onc embodiment.
As shown u& 1101. the on-s&le scrvcr pcnod&cally initiates

cmnniunication with the NO('ervers In 1102, updates are
pulled from the NO(: servers to the on-site server
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In 1103a. an IPS in-lute sensor moiutors and processes
network trafhc. and sends real time alen data to the on-site
server where it cross-rcfcrcnces Ihc daui with thc backcnd.
In 1103b, if the destination IP is vulnerable to the attack. the
in-hnc Sensor is commanded in real-lime lo drop lhe mah-
cious packets. As shown in 1104. agents are deplnyed to
each client, accurately Identifying which OS. apps. and
updates are uistallrxl. In 1105, thc logic ni mc automatically
delcrmuies which updates arc nrmdcd lo rcmedialc the
targeted nmchine, and niay be remotely deployed from the
IPS console. In 3306, appropriate updates are renintely
deployed. installed, and validated on each client

In one embodiment, an anti-vulnerability SDK is pro-
vided. The SDK was designed to be a simple integrarion
pallmay to thc Anti-Vulnerability platform backcnd. Thc
SDK is documented and dcliverablc. The SDK is compatible
with many different programming hsnguages such as C,
(++, VI3..lava, and others

'Ihe technnlogy is sophisticated, yet all nf the details of
managing the communications are implemented in the
library. requinng the developer to only leant a sunple
funcuon calls as detnilcd hcrcinallcr. A product architect
chooses the functionality desired. uiscrts the provided fuuc-
uonahty SDK code into thc produci code. The SDK code
niay then query via the logic engine the data warehouse,
and in turn may return an answer tn the point product. 1 he
arclutect can then shov the results in any format desired in
the product's interface Full vulnerability remediation and
policy comphancc and enfnrcemcnt liuictioimhtics may bc
integrated as well.

FIG. 12 illustrutes nn SDK function cail liow) in accor-
dance ivith one embodunent

I ience. the SDK serves as the architect' tool belt or
building blocks needed to quickly and transparently access
the Anti-Vulnerability backend and seamlessly integ»te the
desirc»i functionality into Ihc pmducl without clmn ing or
coniphcalhig (lie ciul usia cxpclle'lice.

Furlheunorc, the SDK enables syslcm arclutccls lo use
the Anti-Vulnerability platform tn integrate multiple security
pmducts and fiinctionahties Products may then share the
same vulnerability data set. nnprove system auromation and
accuracy increasing efficiencie and minimiziitg false
pnsitivcs mid false ncgauvcss and coordumtc pohcy cnmph-
diici: and cnfiil'ccnicnt lulicliniialilicb.

Anti-Vulnerability lunctioim that arc accessible via thc
SDK 'I'he functions are presented In groups. as tbllows in
'I'able 10.

Table 10

Session Managemen(
(irnup Management Iiunctions
Client Mana ement Functions
Patch Management Functions
Polling Functions
User Management Funcuons
Misccllmieous Funcunns
Policy ('nmpliance I'unctinns
Session Management I'unctinns
Table 11 sets forth Session Management Functions

'I A 131.1 I I I

OpenSess n Parunereis HOST n.une or IP address
LOGIV and PASSWORD for host

Rehinis nen »ESSIOF
Dcsci)priori Hlls fiiiiciioli opclls s iic 'cssioii io I'tlc

Oribrtc S i er
CloscScssiou - Psrnnctcrs )ESSIOI In clnse

Rciums Xone

ro. 'IRUI r Ml SF
Des rpton returns TRUE drhe sess n sara veld
FALSEd t s nor

SUGetl astErroi Punnereis .lone
Rerun)a Error c de of last enoi n the tluead
Dcscnpiion Returns rhc error ends nf thc last
SDK n ror to occur m uus (bread

SU»c(LastEnor - Pamrncrers ERROR code in sci
Rciums Xone

iu i I bv SUG u a.il no
G tSDK»nvi m I'nam I

Rei ms: WORD mlu ng it( v m fih SDK
Des rptori the IISB fthemiurnedvilue srhe
ma)or vers nn number. the LSB s the nunor vers on
number

pure parunereis sL»stoh I use vALLE tn puig vv ui
Rciums VALUE nn success O nu failure
Dcscnpiion aitnnpis to pass VALUE io Ihc OnSitc
Sci er luch shnuld pns ii back

Table 12 sets forth Group Management Functions.

TAI31,1 I 12

Cieateoinup Pnsmetem G oup O'A'VIE cnd Des npt on

Rerun)a C ROUP that as iusr crea(ed or u on failure
Des npiion Tlus t'unciinn creates anc gioup eh the pio idcd nuns uid Dcscnpimn

R i » s,s I.IS I I' ROL! P.

Dean pt on Th s fun t nn Rerun)a a I st nl all onflgured groups
GetGroupsFx Puuneters Nnne

Rerun)a A LIST of GROUPIKFO srruchircs
Dcs rip(ion Tlus t'uuciinn Re(erne a list of'll coufieurcd groups'iforinaiinn

DCI ie(l p P: .un I (ROL!Pi b I I I d

Des rpton The fun inn p nnsn ntl remnves a rnip
Ed rGroup Parameters GROL'P ro be ed(ed. GROUPIXFO ro be.»ipl ed

Rerun)a Suc ess ni t'a(hue

Des npiion Tlus t'unciinn houses a GPOUP s uifomi (iron

(I i(lm pPoli*vOS(»I gu . Pr; i I m (Ilpg)UI'I p I a muiu abu I

R I » 1 I ISI m)PI RAIIX( »1'SYII vl

('(I)GORY Ihri h. p. I pnlin a 'o llg d

0 rpim llusl'ni nii»..: I I f» iinpvvir a( go vu ih.
moup pnlines conflgurcd
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I'AI31,11 12-continued

GetG) upP I )OSSubCaregones Paranieteis. GROI P tc cet nfcrmat on about
OPEILSTIVGSYSTEMCATEGORY to gct sub cat gorv infounation about
Rctiuns A LIST of OPERATIVGSYSTESISI,BCATEGORY'5
Dcsmiptinn Zhis fiinction retnc vs 5 1st of opcratmg svsteai sub catcgnncs nf
OPFRATIVGSYSTEMCATEGORY that lm c pnltmcs foi the GROUP

Q IQi » pi' )Infu I&, I (il&OUPPOI I('Y t ywt nr mtm
(iI&01.1'POI ICS'INH) Immtm I « Ih r fo en

Desci pt n Th s firn t on fills tie passed GROL'PPOLICYI.IFO stnt ture u th the
nformal on foi the GROUPPOLICY

GetG) upP I )InfoBy(ISC it Puameters GROUP ro ger nformat on about
0PERATI. IGSYSTF MCATF GORY ro acr rhe pcl cv fci. GROL'PPOLICYIVI'0
pomtcr tn recco c the infnmt:itiori
Rct(U(15 Siiccc55 ol'.'idlirc
Dcsmiptinn Zhis fiinction retnc vs tlic inf nnation foi 5 pnli v for tlic
OPFRATIVGSYSTEMCATEGORY ui thc GROI.P

Q IQi » pi' )InfunyOSS b(&1 I':u I . (IROL'I'I U I r Ii .I nil oui,
OPER(II.I(i!IYSII Msl.li('All C101&Y I y I lh p I 5 fu. (Il&OIIPPOI I('YI'UIO

Desci pr n Tlus fiinct on rett eyes the nfnrmtt n 1&r 5 pol „ foi the
OPEILATI.IGSYSTFMSLBCATEGORY ui the GROLP

DeleteGroupPOI 1 Pirameters GROUPPOLICY ro delete
Reuuns Suc ess or fi luis
D scription Tlus fiui Uion pcrntancntly dclctcs thc GROL'PPOLIC'Y

EditGmupPolicy - Paranictcrs GROUPPOLICYINFO ith nc uifomiatiori
Rct(U(15 Siiccc55 ol'.'idlirc
Dcsmiptinn Zhis fiinction updates thc grnup pnlic) I onnmted ui
(iI&01.l'Pol lcy'INHB ith n fmn:imn r (f1&01.,1'PGI I('YINto

(it(no pPOI Puu I 5 (ll&0111'I;uld th p I i t, ( ROUPPOI I('Yn ID *oem y

Renuns Suc ess or I aliue
Desci pt n Th s firn t on meares.i new group pol c and appl es t tn the GROUP

GetCI enrslnGroup Paruneters. GROI'P tn r»tneve the I enrs from
Reuuns LIST of CLIFF,Ts belon n tn th» ioup
D scription Tlus fiui Uion rctne cs a list nf i(ants that are nicnibers nf 5 spcmfi
nrnup

GetCI(entsit)GmupEx - Pa)nut»ters GROLP to rct»c e the licnts from
Rcuuns LlsT nf CLIEI TB FO for licnts bclonguin tn the group
Dea pt ltuy fi i I u R lu . Inn f('I II V'IIVto at i 1 ~ ea * im mg

Std('I tl (I p Pu. 1» 5 ('I u Vl I dd I . go p, (ii&01,PI add lb

Desci pt n The firn ton adds scient to.i ginup
Rem yeCI anti mmG) up Putuneters CLIFNT to reutove fiom group. GROUP to remo e

the cl ent from
Renuns Suc ess or tl lure
Dcsmiptinn Zhis fiinction rento cs a i(ant from 5 youp

*.vio cCI(cntToGroup - P»ainctcrs CLIENT to inn c. GROUP to mn e client to
Rcuuns Success or Ful uc
D scription Tlus fiuinion mn cs CLIENT to GROLP

R t uny I is 1 I'uny u ped dwnta
Dean ptmn lbn hu I m I& tony I lal I'Ih Ii 15 ilul don I bel ny iom

IO UP

GetL'nynupedC'I entsFx Putuneters Vnne
Reuuns LIST of CLIFF,TD I'0 srnmnues
Desci pr n Tlus fiinct on Reuuns 5 LIST nf CLIE IZlbl0 snunmes for(he I ents
that do nnt bciona tn Uiv group

GetGrnuplufn - Parunctcrs GROLP to yet utfnnnatinn abnut. GROUPB FO pmntm t
i'c 'ci 'c I'lic it)fort(litt(nit
Rct(U(15 Siiccc55 ol'.'idlirc
Dean ptmn Ihn hu I m rett «. Ih t I't » a Ih (igot.P

Table 13 sets fi)rth ('lient Management I'unctions.

TABLE lg

Q I('I olin t,lleds fl,ue p.. I 5 ('I u NI I U I rib en n.lmn
Reuuns LIST of SOI T1YARE uist tiled on the cl crit

Desci pr n Tlus fiinct on rett aves a I sr ol th» sot'mate that has been dete ted on the

ci crit

Q I('I olin t lledx fl,u»1«1&m I ia ('In Nl t y t nruatm;b
R lu .. I IS I I'!IOI I'n'&I&I INH) lo . ftw;» ni; II do Ih I rt
Dean ptmn Ihn hu I m r I m . I ISI f Sot lu'Al&I IVH).u t . d 5*i bi y,

tlic soft al'e detected oli tlic clio(it
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GetCI entlastanedPat hes P.irameters CLIENT to get nfcnnat on from
Rcuuns LIsT nf PATCHcs coric.p nduig to tlic instaned pat hes on tlic clicrit
D scription Tlus fiuivion rctne cs a list nf pat hc. that mc mifimt as instaned on
thc last polling

GetClientlnstancdPatclicsEy - Psrunctei. (LIENT to act mfomistion fmm
R Iu .. I lsl I'IS\I&'nivto atm I n«a n ypmlra I 11 mat II d p t h 5 a th
.Ii nt
nam ptmn lb. hu I mr li «. 1 1st I I'(H'HIVto at ict ~ 51 rp I h. th t
were vei fied as nstilled oa rhe lasr poll n

GetCIentPenduicPitches Parunereis CLIFF,T to et uitonnaton from
Reuuns LIST of PATCHes coirespnnduig to the pend na pat hes foi the I ent
Desci pr n Tlus fiinct on retuuis .I 1st nf pat hes that the cl ent needs (.i oid ng t
arnup policp) as of thc lmt polluip

GetClientPcnduiaP:itchesEa - P:uxnctcrs CLIEI T to pct infounation t'rnm

Rcuuns A I.IST of PATCHINFO .tnicturc. correspondmg to the peaduig patches t'or

thc client
nau ptmn It . hu I m r I m . I ISI f PYH HIRH) I ~ I u Ii p t*h 5 lb I

G I('I atP d Fb * I' Pu" m I (IHVI I g I afu;t«m1 o
R tuay SI Ryl&'l l'A&'K if y«p. k . pmdrg ri) I'mt
Desci pr n Tlus fiinct on retuuis .I SERVICEPACK t there s i seiv ce pack penduia
fni the lent Ja c rduig ra cmup pnl Y) as of the last polln ~ If there ann servce
pack penduig t rerums 0

GetClenrPenduigbolbvue Ptuameters CLIENTt et rifoinurcn from
Rctiuns I.IST nf SOFTWARE tliat is pcridin
Dcsmiptinn Zhis fiinction returns a list of soh u tliat is penduig fni the clierit
lyccnuiuig to grnup poli 1) as of tlic last polluig,

GetClientLo s - Parunctcrs CLIEI T to gct uifomiation fioat
R tuay I isl I'I O(ts Iin Ih Nmnl

Renuns LIST f LOGINI 0 structures
Desci pt n Th s firn t on retuuis.i 1st ot'OGLNFO stnicuues ontauun In ~ entnes
ioi a put ular cl ent

DeleteCI ant Partunetem CLIFF,T to delete
Rctiun5 biiccc55 ol'.'id111c
Dcsmiptinn Zhis fiinction renio cs ail uiformatioa pcrnunuig to this lieut frnm thc
S) sUpdatc danibasc

GetClientOS - Pmunctcrs CLIENT tn pet uifnmiatinn fmai
R t uay OPEP (IIV(I!(YS II M mst n«d
nam ptmn lb. hu I mr I m ih OPI ILMI IGSYS'll M vl.llul mth

R Iu .. FEKYI&'I.lay&'K ayu II d m clem&

Desci pt n The firn t on retuuis rhe seivcapnch uistaned on the cl eat or it f the
i mt d as not hive aservce pack nstalled.or t ser ce packs are notuipl able toth

cl ent's phyrform
GetCI entlafo Putuneters CLIFF,T to ger uiforrnat on ticin CLIFRTI.JFO po nter tn

I'C 'ci 'C I'EC lilfolIIIiitlon
Rctiun5 biiccc55 ol'.'id111c
Dcsmiptinn Zhis fiinction fills the passed CLIEI'TH'FO stni tuic 1th uifnrmation
p rt:uning to thc p:issed CLIENT

R tuay ('I n Rl IJml mmap dy lo lb p sad n'.ddr .

Table 14 sets fi)rth Patch Manaoement llunctions.

TJIBI E 14

G IP t hlnfo Pu, I I'AH'H I a I fmnal m, I t. PM('HIRH) p «I« lo *

ilfo111151 Oil

D scription Tlus fiui vion fills thc passed patcli uifo stra ture itli uit'ormatinn abnut
thc passed patcli

insrallparchl 1(lent piramereia (LIEF T to uistiJI the patch os. pATCH to uistan

n«amptmn lb. hu I m I pl yyn pil I I n *lmnl Iai.n;t. mp * d.

as)nclunnonslv
insnyilpar hi mGroup paramereia GROL'p to uistan the patch nn. pATCH tn nstan

Reuuns Suc ess or fi luis
Da pt Ituyli I lu I pl y. Ih pl lit .Ii*1 aiai tli«g up

Instailhllpcndut ForCIicat - Psrunctm. ( LIENT to mstan patdies on
Rctiun5 biiccc55 ol'.'id111c

Desci pr n Tlus fiinct on deplnvs an penduig pat hes for 5 cl mit tn the I ent
I at li(IIP nibngt Ioi p P mi I rs (IRODPt»aat lip I 1

Dcsmiptinn Zhis fiinction deploys an penduig pat hes tn an licnts in a grnup
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ReiecrPat hForCI ent Piusmeters CLIEFIT ro re)e t patch for. PATCH to re)e t
RctL11115 Siiccc55 oi'iiiIUrc
D scription Tlus fiui sion rclects a patcli f 1 s Ii nt. Tlus pst h in uot be queued
do u 01'a5t:inca

R Lc tPstchFororoup - Psnuuetcrs GROUP to re)c t pst h for. PATCH to re)act

Da pt Itus fi 1 I u I
cts p 1 h I'm D *lmal r: g ip line p t h»ll

RequeuePat hl'orCI ent P.usmeters CLIEFIT ro iequeue the pst h for. PATCH to iequmie
Rehuns Suc ess or ti lure
Desci pt n Th s firn t on requeues a prev ously iele ted psrch foi 5 cl ent

RequeuePat hl'orGimip Pusmeters GROUP to requeue the pat h foi. PATCH to equeue
RctL11115 Siiccc55 oi'iiiIUrc
D scription Tlus fiui sion rcqucucs s prcmnusly rclc ted patch for e ery lieut ut a
ernup

R mo ePstchFioniCIieut - Paranietcrs CLIF)IT to ienio c patch fmnu PATCH to rem e

D«a pi Itusfiilu ill masuIH p t Ii lou. *I oi

R«r Ih 1'I!» ( p P. « I (IROUP to 1» p:1*h frm. P'Ll(.'H I o

Desci pr n Tlus fiinct on m ~ urunsr.ill a pst h f' every cl ent ui .i croup
Insustlsetv ePackForcl ent Pu.uneteis. CLIENT to ristan sen ce pack on.

SERVICFPACK to uistan on cl ent
Rehuns Suc ess or fi luis
D scription Tlus fiui sion 1 ~ uut:ill a scr «c pa k on 5 trent

InstallScniccPsckForOroup - Psrainctei. GEOL'P to metall sec i e p) k on
SERVICEPACK to uistsn
RctL11115 Siiccc55 oi'iiiIUrc
Da pt Itus fi 1 I u ill nst II. oi p, to»mv I rt 1: grup

at llbn R .« I CCI ni P: . Ims ( I Ithl 1»1

all 

. Li: pdat . SOFIWLRL to
«. tin i

Rehuns Suc ess or ti lure
Desci pt n The firn tone ~ uistin i sottvue update one I ant

InsrallsohhareForGroup piusmet rs OROI.'p to nstan sotihare updste on. SOI'TIVARE to
nsrall

ROLLUU5 Viiccc55 oi'.'iihirc
Dcsmiption This fiinction 1 ~ uistan:1. ft irc update nn e mv client ni 5 stoup

OetC cIDsFroaiPatch - Par:unctcrs PATCH to ct C cIDs from
Rchuns A I.IST of CVEIDs
Da pi Itus fi 1 I u I n . I.t f('L hu)s th r sp rmI lh PLH'H

'table 15 sets forth Hulling lrunctions. TABLE 15-continued

'lAlli.li 15

P HCl ant Psrimereis CLITHTto poll
Rehiriis Siicccss oi'iiilme
Dcscnptiou This fimction ciuscs 5 lieut tn be
poncd b) thc OnSitc Scr cr uiuncdistely

POHOmup - Par unetcrs. GROUP to pnll

n .i parr ular mnup ro be polled unmed.italy
pollAH parameters Noisn

Rehiuis Su cess r f.i hue
Deem pt on The fun r n causes.ill tents to
b p ll«dirvu d:t I)

1'able 36 sets forth Ilser Management I'unctiims

TABLE 1 fi

ms A ILSI I'L!Sl R.

DL5ciiptioll T1115 frill tioli rcttirlis 1 list of Ln users f'r thc systcin
GetLserlnfo Puameters I.'SER tn get uitonnat mi al ur. LSLRIKII'0 pouiter to re e e the

ilfoi'itlflt Oil

Dcsmiption Tlus fiui tron popnl)tcs thc p)seed LSERIHFO stnichuc 1th information
about the passed USER

Gati serGroupPnv le es Pmanteters USER t get nt'mat on about
ms A ILSI I'L!Sl ROROUPI'll!VH,Hits

D 5*rqit o Ih ti lan I uns. I ISI f i St l(OIIOUPPRIyn IOI S p am 1 p
thc prnilcgcs that 5 particular user hss

GetLserGroupPnv legesna Pumi ters I 'SER to get uifounat on about
Retuuis A LIST of USERGROUPPRIVILLGEINTO stl1lclLllcs
D s* pt r Ih I'u I n 1 lm . I Li'I of i SI R( ROUPPRIVHHII H H)
stnichues rcpiesentuig thc pn ilcecs that a particulm user hss

Gctt:smOmupPmilcgelnfo - Pxniictcis USEROROLPPRIVH.FOE to ect uifomistinn
aleut. LSERGROUPPRIVILEGEIF FO p utter tn ie eve uifoimar n

D 5*rqit o Ih ti lan p I ul.t s lb p ssml i St R(fa(NIPI'Rlyn I ( I n H)
stiuchiic itli tlic details I tire parti 11I11'i'1 'Liege
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TAI3I,I i 36-continued

GetL'se)GroupPny legelnfonyGroup Paruneteis. I 'SER to cet nfornuit on about GROUP
to ct infomiition for. I SERGROUPPRIVILEGEII'FO pomter to populate
Rc(IUU5 yiiccc55 oi'aibirc
Dcsmiption This fiinction populates tlic passed LSERGROUPPRIVILEGEINFO
stru tnrc 1th tits dctailcd uiforni:icon ic arduig thc permissions tliat the passed user

y tdUsm(li upi'»I g lh; 1 . t. Sbtt(IIIOUPI'Rly u NIPIXI 0 stn 1 r t . dd

Desci pt n Th s firn t on adds a L'SLRGROI'PPRIVILEGE
Ed ti serGmupP»v le e Panuneteis USERGROL'PPRIVILLGEINI'0 u th neu vilues

Reuuns Suc ess or fi luis
Desci pr n Tlus fiinct on ed ts the LSERGROI 'PPRIVILEGEINI 0 stru ture passed
111. 1155(ull it''hc uc 'iiliic5

DeleteLscromupPrimlcgc - Pxainctei. LSEROROLPPRIVILEGE to delete
Rctiir115 Siiccc55 oi'ii(IUrc
D scription Tlus fiuiuion dclctcs thc p:isscd USERGROL'PPRIVILEGE froin the

t ri

y tdUw Pu 5 1 . USI Itu ybfl. I'ASSV'OIID, .md t..still (Ph

us pt ltuy fi 1 I u:1 . 5 th th pr lml us .Uu, pisa I,

and t, pe. and »turns a Lbf R representuig thc neu user oi (1 m the sse of m errnr
Deletei ser Pmameters LSFR to delete

Renuns Suc ess or ti lute
Desci pt n Th s firn t on peimanenrlv deletes the LEER from the system along U th
au) pr»ilcgcs thc user inav lia e had

Chan cUscrPass ord - Parxnctcrs USER to cli:urge pass ord for, ae PASSWORD
RctiUU5 yiiccc55 oi'.'i(hire
Dcsmiption This fiinction el)urges tlic pass ord fnr 5 user

('bng Us lt I Ibuam 1 i. Usl lit duuv« I, l(OI I 1 bug io

GetUsetprotnbame Puameters. LSFILIASIL
Reuuns L'SFR c iresponduig to the passed user nunc
Desci pr n Tlus fiinct on prov des a rnapp n finn user names to USERs

Table 37 sets Ibttb Misccllmumus Functions.

'IUXI3I Ii 37

Cm.iteL st Pu.uneters b,one
Rcuuns A ne . cniptv, LIST
D scription Tlus fiui Uions crcatcs a ne LIST that is mitiauv unpty

GetL)stltmnFU - Paranictcrs LIST to retnc 1 tan from. PXDEX of (tati to ictus c, VOID
poilit'cr to I'cccivc itclll
RctiUU5 yiiccc55 oi'.'i(hire
Desci pr n Tlus fiinct on popul.ites the inc(non p rited ro by VOID 11 th the

mt nl. t th I lal 1 r:1 INDEX

Rcuuns thc size of the LIST
Desci pt n Th s firn t on retuuis rhe number of elemerits cuuentlp n the 1 st

AddlremTOL sr p utter to LIST to add the tern to. LONG tern to add
lt tuuy I'm
D scription Tlus fiuiuion adds an "tan'erich as 5 GROUP or a CLIEI T) to 5 LIST

Ad lCI(cntlnfoECToL)st - Scc AddltcmToL(st
AddGrouplnloTOL st bee AddlteinToL st

y 1 tl ft a Into'I I I S (ldll m'I I

AldSOE:ucCatcaor, InfoToLrst - Sce AddltcrnTnL(st
Addltseioi upPny leceitifoEUTOL st See AddltemZOL st
Rem yeltemFmmL st Parimereis po ntei to LIST to remote th tern fmm INDEX f tern

1'et

Rctiuns Noae
D scription Tlus fiuiuion rann cs thc item yt INDEX from the LIST

FreeL st LIST to dealt cate
lt tu s. No

GetSoft ao:Info - Par unctcrs SOFTWARE tn fet uiformation for, SOFT WAREINFO
pouirei t hold the uiformat on
Reuuns Suc ess or fi luis
us pt ltuy fi 1 I u p inl I 5 n SOFIWAI(IIXIO stm t r p 1 I d:t th
infounation rcgmding tlic SOFTWARE

GetL alnfo - P:uuiictcrs LOG to gct inf nnation about. LOGIVFO pointer to contain thc
tlforillal Oil

uso ptmn Ihu hu I m lapul t«s th I o(IINIG tr mur p «I d at th
nifomiuion reguding tlic LOG
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GetS IiusmCaregoues Pusmeters. F,one
Rcnuns A I.IST of SOFTWARECATEGORYs
D scription Tlus fiui Sion rctums:i LIST nf SOFTWARECATEGORYs

GetSnft ao:CatcgoricsES - Par:unetcrs Vnnc
Rctiuns A LIST of SOFTWARECATEGOR1'INFO stni tuics
lieau ptmn lh. hu I mr I m 1 1st fSOI'I hi'hlrmhhIMIORYINIO slnel t a

OPEILATI.IGSYSTFMCATEGORY tn get nfniniat on for
Renuns A LIST of SOFTVIARICATEGORYs
Desci pt n The firn t on retuuis i LIST ofsothvne mite oi es fnr the passed
oper'al iig sh sl'cits mite 0th

GetSnft ao:CatcgoricsForopeiatut Srstcm(:itcfor,Eh - As aho e onb. ictuuung thc
apprnprmtc "infn" strucnucs in tlic list

GetSnft ao:Catcgorvlnfo - P:uunctcr. SOFTWARECATEGOR1'to get uiformatinn
fm, SOFT WARE( ATEGORYIFI 0 pouttcr to cnntain tltc information

POI R'YI I I M,md POI I('YII I MINto
Inst inp I ilrernl'orCI ent As Instanpat hl'otCI ent

for POLI( YITEM
Inst inp I ilreml'orGioup As InstaupatchForGroup

for POLI( YITEM
InstanARPcndingPniicrltcmsForCiicat - As InstanAE-

PcndingPatdicsForCliant f r POLI(YITEM
InstanARPcndingPniicrltcmsForGrnup -.As InstanAR-

PcndingPatdicsForGr iip foi POLICYITELI

CI I flu I'Ol I('O'III M

In»( ip fu POI.I(YlltM

is

All pubhcations, pnor apphcations, and other documents
cited herein are hereby incorporated by reference in their
entirety as if each had been individually incorporated by
reference and fully set forth

While the invention has been illustrated and described in
detail in the drawings and foregoing description, the same Is
to be considered as illustrative and not restrictive in char-
acter, it being understood that only the preferred embodi-
ments have been shown and described and that all changes
and modilicauons thai mould occur Io onc skill(xi ui the
relevant art arc dcsirrxl to bc pmtcctc(L

What is clauned is:

1. A non-tmnsitory computer-readable media storing s(,
instructions that. when executed by one or more processors,
cultsi: lhc onc or nlorc ploccssols Io:

reccivc lirsl vulncrabihty Infonnauon from at lens! One
Iirsl data storage that is gcncraled utilizing second
1 ulncrabihty ullbmlation from m least one second data ss
stomge that is used to Identify a plurality of potential
vulnerabihties:

1'able 113 sets fiirth Policy ('ompliance I'unctions

llicse functions are provided in a SLTIaratc source lrcc IO

/policy tree) for the Policy ('ompliance and Einforcement
module. Irunction mclude: Password/system access policies,
log configurations, audit settings. user/group privilege
ri hts. general service settings, service permissions. registry
values, registry permissions, file permissions. Ir can also 'erformdeltas on and get ullbnuauun about. groups. users,
scrviccs, and all thc "Run" registry keys.

The function calls are being integrated into the live
production Iree and subrcct to clmngc.

3(i

TABLE 1 ps

said first vulnerability information generated utilizing
thc second vulnerabihly information, by.
identifying at least one configuration associated hvith

a piurality of devices including a first device, a
second device, and a third device, and

determining thar the plurality of devices is actually
vuilnerable to at least one actual vulnemsbility
based on the identified at least one configuration,
utilizing the second vulnerability infomiation that
is used Io Idenufy thc plurality ol'otenual vul-
IICIIIbll ilies:

identify an occurrence in connection with at least one of
the plurality of devices:

determine tlmt the at least one actual vulnemsbility of the
at least one of the plurality of devices is susceptible to
bein taken advantage of by the occurrence identified
ul conncclion with Ihc al least one ol lhc plurahty ol
devices, utilizing thc lirst vulncrabihty Information,
and

cause utilization ot ditferent occurreilce mitigation
actions of diverse occurrence mitigation types, includ-
ing a firewall-based occurrence mitigation type and a
other occurrence mitigation type, acmss the plumslity of
devices for occurrcncc mitigation by prcvcnting advan-
tage being taken of actual 1 ulnerabihucs uuhzui thc
dllicrclil occuirt:ncc nnllgiltnul scions of lhc div('rsc
occurrence mitigation types across the plurality of
devices:

wherein the at least one configumstion involves at least one
operating system.

2 Thc non-transitory computer-readable media of claun
1, wherein Ihc at least onc actual v ulnerabihty is onc of Ihe
actual vulncrdbihlies llmi dre of the at least opcranng system
that is installed on the plurality of devices, the occurrence is
at least one of a plurality of occurrences, and the instructions
include

first instructions that, hvhen executed by at least one first
ploc(astir of lllc onc ol nlorc processors ol al IL(tsl onc
SCIYC( ill ConulltnllCdlioll willi lim Ill ICdSI OIK S(XLuld

storage, cause thc di least one first processor to.
generate the first vulnerability information utilizing the

second vulnerability inforniation. and
communicate, from the at least one server and to the at

least one of the plurality of devices over at least one
network, Ihc first 1 ulncrabihty inl'onnanon,

second instructions thai arc conligurcd lo bc stored on Ihe
al least onc first dard storage which is part ol'hc el least
one of the plurality of devices and that. when the
second instmctions are executed by at least one second
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processor ol thc onc or more processors ol Ihc at lcasl
one of the plurality of device~, cause the at least one
second processor to.
receive, from the at least one server and at the at least

onc ol'he plurality of devices Over the at least Onc
network, the first vulnerability intbnnation. store the
first vulnerability information on the at least one first
data storage, and Ieceive the first vulnerability infor-
mation from the at least one first data storage, the
lira& vulncrab&1&iy uiformaiion bcuig rclcvm&i &0 the
actual vulnemsbilities of the at least one operating
sysimn ol'thc ai least onc ol'thc plurahty Of devices,
and excluding at least a portion of the second vul-
nerability u&fi&rmauon tlmi &s noi relevant &0 the
actual vulnerabilities of the at least one operating
system of the at least one of the plumlity of devices,

third instnictions that are configured to be stored on the at
least one first data storage which is part of the at least
ont: Ol Illc pliadl&ly'f dcv&ccs B&ld Ihdm whc&1 fl&c Ill&rd

instructions are executed by the at least one second
processor, cause Ihc ai least onc second processor &0.

identify a first portion of the first &mlnerability infi&r-

mation tliat includes data inspection-related informa-
tion that &s relevant to at least one of the actual
vulnerabilities of the at least one operating system of
the at least one of the plurality of devices, and that
excludes other dais inspimi&on-related mfi&nnaiion of
Ihc second vulnerability infi&nnauon that &s not rel-
evant to the actual vulnerabilities of the at least one
opemst&ng system of the at least one of the plurality
of devices,

identify a first occurrence of the plurality of occur-
rences in connection with the at least one of the
pli&rilhty'f dcv&ccs, Bnd

cdUsc il icier&lani&i&on wllcillc& illc Bt least 0&lc of Ihc
actual vulnerdb&l&i&cs relevant Io Ihc data u&speciion-
related information is susceptible to being taken
advantage of by the first occurrence identified in
connection w&th the at least one of the plurality of
devices, utilizin the data inspection-related infor-
mal&on;

fhurth instruct&ons thai arc conligurcd Io bc stored On thc
al least onc lirst data slordgc wluch &s perl of Ihc at lcasl
one of the plumslity of devices and that, when the fmirth
instn&ctions are executed by the at least one second
processor. cause the at least one second processor to:
identify a second port&on of the first vulnerability

infomiat&on that includes irafiic u&spcction-rclatcd
hlfomlat&on thili &S Iclcvani &0 Bi 1CBSt OUC Of IhC

&ICIUal Vi&h&CI'dbilnics ol'lic di IC'HI 0&lc opC&dlnlg
system of the at least one of the plurality of dev&ces,
and that excludes other traffic inspection-related
infomiation of the second vulnerability infomiation
that is not relevant to the actual vulnerabiiities of the
ai least onc operating system ul Ihe di least One of thc
plural&ty of devices.

identify a second occurrence of Ihc piurahty of occur-
rences in connection with the at least one of the
plumshty of device~. and

cause a determinat&on v.hether the at least one of the
actual vulnerabilities relevant to the traffic inspec-
tion-rclatixl u&lhm&at&on &s suscepuble to bemg taken
advanta c of by the second occurrence Ulcnufied &n

connect&on w&ill tile Bt lcdsl 0&lc of Ihc pliudl&lv 01

devices, utilizing the traffic inspection-related infi&r-

ota&&ou;

20

&s

lifih instruct&ons tluii arc conligurcd io bc stored on thc at
least one first data storaae which is part of the at least
one of the plurality of devices and that. when the fifth
instmctions are executed by the at least one second
processor. cause the at least one second processor to:
identify a third portion of the first vulnerabihty infor-

mation thai includes lircwall-rclatcd &nlomia &ion thai
&s rcleva&lt fo ai least Onc ol tile dc&UB1 vt&h&UIdbiln&cs

of the at least one operating system of the at least one
of the plurality of devices, and that excludes other
fire&vail-related information of the second vulner-
abiiity infomiation that is not relevant to the actual
vulnerabilities of the at least one operating system of
Ihe at least onc of Ihc plural&iy of dcv&ces,

idcnufy a third occurrcncc of thc plurality of occur-
rences in connection with the at least one of the
plurality 0 f devices. and

cause a deterniination whether the at least one of the
actuai vuinerabilities relevant to the firewall-related
information is susceptible to being taken advantage
ol by Ihe Ilurd occurrence &denUficd &n co&uicci&on

w&ih Ihc ai leasi one of the plurahty of dcv&ces,
utilizing the firewail-related information: and

sixth mstnictions that, when executed by at least one third
processor of an administrator computer, cause the at
least one tlurd processor to:
in response to administrator action, cmise setthtg,

bcforc thc first occurrence, of a lira& pohcy ihr thc
third u&struct&ons thai is appl&cd io a group uicludu&g
each of the plurality of devices that has the at least
one operating system installed thereon,

in response to administrator action, cause setting,
before the second occurrence. of 0 sew&nd policy for
the fourth instructions that is applied the group
includ&ng each of Ihe plural&ty of dcv&ccs tl&at has Ihe
Bt le&is& onc opcrdtnlg svslc&1& u&s&Blhxl thc&con,

n& rcsptu&sc k) Bd&lun&sli'i&tot Bct&0&1, ci&Usc scitnlg,
before the third occurrence, of a third pohcy fi&r the
fiflh instructions that is applied to the group includ-

00 ing each of the plumslity of devices that has the at
least one operating system installed thereon, and

cause Ihc utilization of ihc ddli:rent Occurrence miti-
gili&0&1 Bct&0&ls of thc d&&cist: occUITcncc nl&i&gdt&on

types. uicludu&g thc lirew all-based occurrcncc miti-
gation type and the other occurrence mitigat&on type,
across the plurality of devices for occmrence miti-
ation by preventing the advanta e being taken of

the actual vulnerabiiities utihzing the difi'erent occur-
Ic&lcc nl&t&gdilon dct&ons of Illc ihvixsc occU&Tcncc

0 nuiigat&on types across Ihc plural&iy of dcv&ces.
3 Thc non-trans&tory computer-readable media of claun

2, wherein the data inspection-related inforniat&on. the traflic
inspection-related inforniation. and the firewall-related
information are relevant to a same one of the actual vulner-

&s Bblhtlcs of tile Bt icmt 0&lc opc&'Btuig systc&11.

4 Thc non-trans&tory computer-rcadablc media of claun
2, wherein Ihc data uispection-rclatixl uiformat&on. Ihc Iraflic
inspect&on-Ichltcd I&llo&11&dt&on, Bnd thc frcwall-&claiixl
inforniation are relevant to dificrent ones of the actual

00 vulnerabilities of the at least one operating system.
5 The non-transitory computer-readable media of claim

2„wherein the data inspection-related information includes
v&rus signatures utilized by tla: th&rd &mtruci&ons wluch
include a virus scanner. and tlm traflic Inspect&on-rciaicxf

ss infl&rmauon includes in&rue&on s&gnaiurcs uUhzcd by Ihe
fourth instmctions which include an intn&sion detection or
prevention system
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6. The non-transitory computer-rcddablc media of claim

2, wherein the data inspection-related information includes
iirus siglrdturcs uttfizcd by thc tlurd ulstructlons which
include a virus scanner. and the Iirewall-related infornlation
includes a tralfic source.

7 'I'he non-tn&nsitory computer-readable media of clainl
2. wherein the sixth instructions, when executed by the at
least one third processor of the administrator computer,
cause the at least one third processor to:

nl I espouse to lccclpt ofgloUp nlanagcnn:nt stgnilla. cdUsc
performance of mup management hinctions, the
group manugcment s&gnals including al lmist four (4j
of.

d filsl groilp UIBUBgcnu:UI signal fol cailsnlg pcllolnlancc
of a first group management functiim to create a
particuLsr group„

a second group management signal for causing perfi&r-

mance of a second group management function to
retrieve a list ol ihITi:rent groups.

a third group management signal for causing performance
of a ihird group management luncnon lo rclneve roup
information associated with at least one of the different
gn&ups,

;I fcnllth groilp 01811;igcmcnt signal fi&f causing pct'fiu'-
mance of 8 fourth mup management hinction to delete
at least one of the difierent groups,

II fifth groiip UIBndgcnn:nl signal fol cilUslng pclfolnlancc
t&I d fiflh groUp nnulagcnlcni IUncnon 10 ceil 81 Iciist tule
of the ditTerent groups,

a sixth group managenient signal fi&r causing perfonnance
of a sixth group nianagement function to add at least
one group pohcy associated with at least one of the
difi'erent youps,

a scvcnth group maoagcmcnt s&gnal for cmising pcrfor-
mancc of a scvmlth group mtmagmncnt Iunctlon 10

rctricvc thc at least onc group policy associated wllh
the at least one of the different y Cups.

an eighth group nianagement signal fi&r causing perfi&r-
mance of an eighth group management hinction to edit
the at least one group policy associated with the at least
ont: of tht: ihITbn:nl gloilps, tulcl

II nulli gli&Up nlanagcnlcnt signal Iol cail snlg pclfolnlancc
ol' ninth group management lunction Io delete the at
least one group policy associated with the at least one
of the ditTerent groups

8. The non-transitory computer-readable media of claim
2. wherein the sixth instructions, when executed by the at
least Onc tlurd processor of the admimstrator compulcr,
cdiist: thc ilt least onc thlnl ploccssol to.

nl I espouse to lccclpt ofgloUp nlanagcnn:nt stgnilla. cdUsc
performance of group management functions, the
amup management signals including at least seven (7j
t&f:

a first youp mana ement signal for causin perfonnance
t&I II first groUp nldntigcnlcnl fUncnon 10 clcinc
pBlttculal grOUp,
six'Oncl groilp mBndgcnn:UI sign'dl fol caUsnlg pcrlor-
nlance of a second gmup management fiulctlon to
retrieve a list of ditTerent groups,

a third youp management signal for cmising performance
of 8 third group management function to reujeve group
information assoc&ated with at least onc ol'he ddfi rent
gloups,

a fourth group management siylal for causing perfor-
mance of a fi&urth group management function to delete
at least one of the different groups,

20

groups,
a fourth youp nlmiaaement siyial for causing perti&r-

mance of a fomth group managenlent function to delete
40 at least one of the difi'erent group~„

a fifth group mana ement signal for causing perfomlance
Of 8 fifih group managcmcnt liulcnon to edit at Ice el onc
Of thc ihllbrcnt groups.

a sixth group management signal for causing perfonnance
of a sixth group management fiuiction to add at least
one group policy associated with at least one of the
different youps,

8 seventh group management signal for causing perfor-
mance of a scvcnlh group managcmcnl luncnon to

o rctrievc thc at least onc group pohcy assoc&atcd w&lh

thc 81 lcBst Onc 01 thc cMclcnt gl'Clips,
an eighth group nlmiaaement signal for cmising perti&r-

mance 0 f an eighth group management function to edit
the at least one group policy associated with the at least
one of the different groups„and

8 nnlth glOUp nianilgcnlcnt signal fol caUslng pcllonnancc
Of 8 nulth gmup managmnmlt funcnon 10 dcletc thc al
least onc group policy associated with Ihc at least onc
of the ditTerent youps

co 1(j 1'he non-transitory computer-readable nledia of claim
2„wherein the hrst policy, the second policy. and the third
policy are set based on at least one administrator action
rcccivcd via at least onc grdplucal user interface.

11. Thc non-transitory computer-rmdablc media Ol'laun
ss 2, whcrcin the Iirst policy. Che second policy, mid the third

policy are set based on different administrator actions
received via at least one graphical user interface

8 fifth gloilp nldndgcnicnl signai fol cBUsnlg pcllonnancc
of a fifth group management hinction to edit at least one
of thc ihficrcnt gloUps.

a sixth group mana enlent siytal for causing performance
Of 8 sixth group nuinagcnu:nt function to add at lcdsl
one youp policy associated with at least one of the
different youps,

a seventh group managenlent siyial for causing perfi&r-

mance of a seventh group mana ement hnlction to
rctrievc thc at least onc group pohcy assoc&atcd w&lh

the at least one of the different youps,
Bn eighth gloUp nldnagcnlcnt slgn81 fol caUsnlg pc'Ilol-

mance 0 f an eighth group management function to edit
thc at least onc group pohcy assoc&atcd with Ihc at less&

one of the different amups, and
a ninth group managenlent signal for causing perfomlance

of a ninth gmup management fiinction to delete the at
least one group policy associated with the at least one
Of thc ihllbrcnt groups.

9 The non-transitory computer-readable media of claim
2, whcrcin thc sixth instructions, when cxccutcd by thc at
least one third processor of the administrator computer,
cause the at least one third processor to

in response to receipt ofgroup management siyials. cause
perfomlance of group management hulctions, the
group management signals including

a Iirst group management signal Ibr causing perfonnance
Of ii Illsl gloUp nldnagCnlt:nt fUUCUOU 10 CCCBIC 8

particuL&r youp.
a second youp managenlent signal fi&r causing perfi&r-

!Uancc of 8 sccol'Icl giollp nlan,'lgcnlcnt filnctx&cl ti&

retrieve a list of different groups.
8 third group mana ement siytaj for causing perfi&rmance

&I of 8 thud gloup nuunlgcnlcnt liulctlon 10 Ictl&cvc gloUp
ulfonnation associattxl with at lcdst onc of thc diITcrcnt
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12. Thc non-trans&tory computer-readable media of claim

2, wherein the first policy. the second policy, and the rhird
policy dre sel based on al least onc admimslrator imlion
received via a single graphical user interface

13. Thc non-trans&tory computer-readable media of claim
2, lvherein rhe different occurrence mitigation actions of the
diverse occurrence mitigation types are caused based on at
least one of the first policy, the second policy, or the third
pohcy.

& il
14. Thc non-trans&lory computer-readable med&a of claim

2, wherein the d&fi'erent occurrence miti ation acrions of the
d&vcrsc Ocmirrcnce m&t&gabon types are each caused based
on ditTerent ones of the first policy. the second policy, or the
tlnrd polmy.

15. '1'he non-transitory computer-readable media of claini
2, wherein the difierent occurrence mitigation actions of the
diverse occurrence mitigation types are each caused based
on B same at least one of the first policy, the second pohcy,
or lhc thai! pohcy'. 20

16. The non-transitory computer-readable media of cLaim
2, whcrmn tla: sixth instruct&ons, when executed by lhe at
least one third processor of the administrator computer,
cause Ihc al least one third processor to. cause display of al
least one interface that provides one or more policy options
in connection w&th al led~ I two of lhc tlurd, fi&urlh, mid liflb
instructions. m order to cause the utiliration of the difTerent
occurrence miti ation actions of the diverse occurrence
nliti ation types, including the firewall-based occurrence
mitigation type and the other occurrence mitigation rype,

10

across the plural&ly of dcv&ccs for occurrence nul&galion by
preventing the advantage being taken of the actual vulner-
dblhln:s utllldulg lhc dlfibrcnl occiurcncc nllllgi&tnui i&ctlons

of the diverse occurrence mitigation types across the plu-
ral&ly o! devices.

17. 'I'he non-transitory computer-readable media of claini
2, wherein the actual vulnerabilities of the Bt least one
operatin system each have a ('onunon &I'ulnelabilities and
Exposures fCVE) identifier associated therewith to be d&s- do

played ui assoc&anon w&lh lhc al least one Ol'Ihe plurahly of
devices.

18. Thc non-trans&tory computer-readable media of claim
17. &&helen& thc C&'E &dmit&lier &s d&splayed in corulection
with an option for, in response to a selection thereof. causing
display of at least one patch associated with the ('&'I,

identifier.
19. The non-transitory computer-readable media of claim

2, whcrmn tla: sixth instruct&ons, when executed by lhe at
least Onc tlnrd processor of the admimslrator compulcr, 0

cJ&isc thc ill least onc third ploccssol to cause, nl rcsponsc
to administrator act&on. settmg of at least one update policy
for an update for at least one of the second, third, fourth, or
fifth instructions.

20. The non-transitory computer-readable media of cLaim &s

2. wherein Ihc s&xth Instruct&ons, when cxcculed by lhc al
lcdsl onc lhlril processor of lhc ruhnhnstl'dlol con&porc&,

cause Ihe al least onc Ih&rd processor lo cause, ui response
to adnlinistrator action. setting of at least one update policy
fi&rcausin an update fi&rat least two of the third, fourth. and io
flftll Insl&llctlons.

21. The non-transitory computer-readable media of claim
2, whcrmn tla: sixth instruct&ons, when executed by lhe at
least Onc tlnrd processor of the admimslrator compulcr,
cJ&isc thc ill least onc third ploccssol to cause, nl rcsponsc Ss

to administrator action, setting of at least ime policy fi&r

causin an update for at least one non-security application

that is separate !Tom the al least onc opcralu&g system and
that &s separate from the second, third, fourth, and fifth
instmctions.

22 The non-transitory computer-readable nledia of claim
Z„v herein the sixth instructions, when executed by the at
least one third processor of the adm&n&stmtor computer,
crlilse, nl IL'spouse 10 ddnnnlsnali&r Scion, scllnlg of B loiulh
policy fi&r thc second instrucnons that m appl&cd lo the gmup
including each of the plumlity of devices that has the at least
onc opcrathlg systc&11

23. 'I'he non-transitory conlputer-readable niedia of claim
2, wherein the sixth instructions„when executed by the at
least one third pnlcessor of the administrator computer,
cmisc. ul rcsponsc to adnunislralor action, setnng of al lcdsl
onc policy lor an update lor el least a porn on of the a& lcdsl
one operating systenl thar is separate from the second, third,
fourth, and lifth instructions

24 The non-transitory computer-readable nledia of claim
Z„v herein the sixth instructions, when executed by the at
least one third processor of the adm&n&stmtor computer,
crlilse thc Bl least onc Ihlrd pli&cessor 10 Bvonl ILpollnlg
Occurrences llml cxploii irrclcvanl vulnerab&1&ucs assocmled
with at least portion of the second vulnerab&lity information
that &s not relevant to the actual vulnerabilities of the at least
one operating system of the at least one of the plmality of
devices.

25. The non-transitory computer-readable media of claim
2, whcrern the second. third. lburlh, and lifih u&structions arc
integrated ullo Ihc same software download.

26 The non-transitory computer-readable nledia of claim
2, wherein the second instnictions, the third &nstn&ctions. the
fourth instructions, and the fifih instruct&ons me part of a
single client appiication.

27. The non-transitory computer-readable media of claim
2, whcrcui the second ulslruclions, thc tlurd Instruct&ons. Ihe
fi&urlh inslrucnons, and Ihc fifth instruct&ons are part of a
s&ogle client applicduon Ihat is used to &nd&cele that llm al
least one of the plurality of dev&ces includes the at least one
opentting system, ivhere. based on the indication, the first
vulnerability infomlation is received to the exclusion of the
at least portion of the second mdnerabil&ty information that
is nol rclcvanl 10 thc actual 1 ulncrab&ht&cs o! the al least onc
operating system o! Ihe at least onc of lhc plurahly of
dcv&ces.

28 The non-transitory computer-readable nledia of claim
2, v herein the sixth instnictions, when executed by the at
least one third processor of the adm&n&stmtor computer,
cause the at least one third processor to: cause display of at
lcdsl onc nllcrti&ce thill pnlvnh:s onc or nlorc pohcv options
in connection &lith at least lwo of thc tlurd,!'ourth, mid lifih
inslniclions, &n Order lo cause lla: ul&l&zauon 0!'hc dilTcrenl
occurrence mitigation actions of the diverse occurrence
nut&gation types, including the lirewall-based occurrence
m&t&gation type and the other occurrence mitigation type,
based on at least one result of at least one of the at least tvvo
of lhc tlurd, li&urlh, and liflb inslrucnons.

29. The non-transitory computer-readable media of claun
2, whcrern the second instructions prov&dc update suppurt
for each of the third instnictions, the fi&urrh mstmctions, and
the fifth instn&ctions

30. The non-transitory computer-readable media of claim
Z„wherein;

the second umlructions prov&dc update support!'or each of
thc third inst&actions, lhc fourth nlslri&ctlons, dnd ihc
f&pdl h&Sn&ICI&OBS,

the sixth instn&ctions, ivhen executed by the at least one
third pmcessor of the aihninistnttor conlputer. cause the
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al least onc &turd processor lo cause, in rcsponsc 10

administrator action, setting of at least one fmirth
policy for controlling at least one aspect of an update
for at least two of the third, fourth, and tifth instruc-
Ilt&ils: 81&it

the second, third. fourth, and fifth instn&ctions Bre inte-
gl'il&CJI u&10 8 980&i: i:hi:n& Bppl&Ca&10&1 thB& Js 1&SJ:tl 10

intlica&c tha& Ihc a& least one of thc plumlily of devices
includes the at least one operating system. where, based
on the indication. the first vulnerability information &s

received to the exclusion of the at least portion of the
second vulnerability information that is not relevant to
the actual tmlnemtbilities of the at least one operating
svstt:In of &hi: 81 li:dst oni: of ihi: plUldlllv 01 tlcv&ccs.

31. Thc non-trans&tory compu&er-readable media of claim
311. tvherein the sixth mstn&ctions, tvhen executed by the at
least one third processor of the administrator computer,
cause the at least one third processor to

in response to receipt ofgroup management signals. cause
performance of mup management hinctions, the
group maimgmncnt s&gnals includin at least five (S) of

Iirst group managcmen& signal for causing perfor-
mance of a hrst group management function to create
a particular gmup,

a second group management siyial fiir causing pertiir-
mance of a second group management function to
retrieve a list of different groups.

d ihiril gloi&p nla&18gcnlcni Big&nil fi&I causnlg pi:rlor-
mancc ol a Ih&rd group mana cmen& func&ion 10

retneve group infiirmation associated with at least
one of the different groups.

a tiiurth group management signal for causing perfor-
mance of a fourth group management function to
delete at least one of the different groups, a fifih
griIUp nlallagC&UCUI Slgllal fill CBU9&ng pC&liinnani:C
ol a Iif&h group managcmcnl liuicnon Io edit al less&

OI&C tlf &hi: illffCIi:Jli g&OUps, &I Sixlh gloi&p n&881&gc-

ment signal for causing performance of a sixth gmup
management fiuiction to add at least one gmup
policy associated with at least one of the difi'erent
groups. a seventh youp management signal for
cdU98&g pcrfonilancc of 8 scvi:nih gtoi&p IUBUI&gc-

11&C&lt fUUCUO&1 10 Ii:nli:Vi: &hi: 81 ICI&S& 01&C gloup
pohcy associa&cd w i&h Ihc a& less& onc Of Ihe d&llcrmi&

groups, an e&ghth youp management siyial for
causing perforniance of an eighth group manage-
ment function to edit the at least one group policy
associated w&th the at least one of the difi'erent
groups, and a mn&h group mana cmen& signal for
cdt&9&ng pclfonndni:1: ol 8 Innih groUp 1118118gcnli:8&

hali:l&0&1 10 tli:li:&i: 1110 tli lcdsi i&1&C yoi&p pi&1&C)'ssociatedwith the at least one of the ditferent
gI'tnlp 9

32. The non-transitory computer-readable media of cLaim
2, wherein:

thc second instnict&ons provule update supporl for each of
thc &lurd &nstrucuons. Ihe lourth uis&rue&iona, and thc
fif&h &1&91&UCI&0&ls,

the sixth instn&ctions, when executed by the at least one
third processor of the adn&inistrator computer. cause the
at least one third processor to cause. in response to
adniinistrator action, setting of at least one fourth
policy for con&rolluig, utilizing Ihe sccontl uis&rue&iona,
dn update for at less& Iwo of Ihe Ihirtl. lour&h, and Iiflb
inslnict&ons,

the sixth instn&ct&ons, when executed by the at least one
third processor of the administrator computer, cause the
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al least onc &turd processor &o cause, u& response 10

administrator action, setting of a fifth policy for con-
t&oiling dn upthl&C lol di ICJISI II poli&on Of IhC d& ICBSI

one operating systenl that is separate froni the second,
ihirtl, foil&&h, ilail fiffh insiIUcno&19: dail

the second. third. tiiiuth. and fifth instruct&ons are inte-
grated into the same client apphcat&on that is used to
indicate that the at least one of the plumtlity of devices
includes the at least one opemtting system. where, based
on thc &nd&cat&on. thc first 1 ulncrab&1&ty &nlhnuauon &s

receit ed to the exclusion of the Bt least portion of the
second vulncrab&hiy inlonnauon Ihat &s no& rclcvan& 10

the acnial vulnerabilities of the at least one operating
system of the nt lens& onc of thc plural&ty of dcv&ces.

33 The non-transitory computer-readable nledia of claim
32, wherein the sixth instn&ctions. when executed by the at
least one third processor of the administrator computer,
cause the at least one third processor to

&n response Io receipt ofgroup managcmcnl signals, cause
perfomiance of group management huictions, the
groUp IllanagCIIIC&li 91y&BIS 11&CIUthng Bt ICdS& SCVCB (7)
of:
a first group management siyial fiir causing pertiir-

nlance ot a first mup management fi&nct&on to create
8 particular youp,

a second group management s&gnat for causing perfor-
nldnCC Of 8 SCCOUJI glut&p intintigi:n&C&l& 1111&CI&oil 10

rcincvc 8 list of diffbrenl groups,
a third group nlanaaement s&ylal for causuig perfiir-

mance of a third group management function to
retrieve group information associated w&th at least
one of the different groups.

a fourth youp management siy&al for causing perfor-
11181&CC Ol 8 fourth groUp intinagi:mC&l& fin&CI&011 10

tlclctc Bt less& talc of Ihc ihlli:ri:Jlt glot&ps,
8 111th gloilp IntlndgC&1&C&ll Sign&&1 fol'titlSU&g pCIIOI-

niance of a fifth group mant enlent function to edit
at least one of the ditl'creat groups.

a sixth group management siytal for causing perfor-
mance of a sixth group management fi&nct&on to add
81 Ietisi onc glut&p pohi:v assocltitcil w Iih 81 leds& 01&c

of Ihc dillcrcn& groups. a seven&h group managemcnl
Signal IOI CBUS&ng pC&li111ndnCJ: Of 8 Si:VC&1111 gli&Up

mantgenient function to retrieve the at least one
group policy associated with the at least one of the
different groups, an eighth gmup management signal
for causing perfomiance of an eighth group manage-
ment lunct&on lo cd&l Ihc at less& onc group policy
associated v iih Ihc at least onc ol'hc ihlfcren&

gloups, dnt! d Iun&h gloi&p 1118118gCmi:n& SlgnBI fol
causing performance of a ninth group management
function to delete Jhe at least one group policy
associated with the at least one of the different
groups.

34. The non-trans&tory compu&er-readable media of claun
2, wl&C&c&11.

Ihc sixth uis&rue&ious thai. when cxecutcd by thc al lcdsl
one third processor ot the ad&liiniBtmttor coniputer,
cause tbe at least one third processor to: cause display
of at least one interface that pmvides one or more
policy options in connectn&n with Bt least mvo of the
tlurd, fourth, mid Iif&h instructions, &n order to cause Ihe
tltil &ziti&0&1 Ol ihC iMJ:&Cni OCCII&ri:1&CJ: 111&1&gal&011

actioiw ol Ihc d&vcrsc occurrence m&uganon types,
including the Iirewall-based occurrence mitigation type
mid the other occurrence mitigation type, based on at
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h dsl OBC JCS1111 01 Bt IJXJSJ 0110 111 ihC Bt ICIJSI two 01 thC

third. fourth, and fifth instructions:
ihesccond instructions pmvidc update support I'Or ctmh of

rhe third instructions. the fourth instructions, and the
fiftll JBSJIUCtlotls,

the sixth instntctions, when executed by the at least one
third processor of the administrator computer. cause the
at least one third processor to cause„ in response to
aihninistrator action, setting of at least one fourth
policy for conirollutg, utilizing Ihe second uisirucirons,
an update for at least two of the third. fourth, and fifih
InsililCJJOIIS:

the sixth instntctions, when executed by the at least one
third processor ol'he aihnuustraior computer. cause the
at least one third processor to cause„ in response to
aihninistrator action. setting of a fif'th policy for con-
trolling an upiLste firr at least a portion of the at least
one operating system that is separate from the second,
tlurd. fourth, and lil'th utstructrons, mtd

the second. third. foutth, and fifth instnictions Bre inte-
grau:d utto the same client apphcairon tha1 rs used Io
indicate that the at least one of the plurality of devices
Incll ldcs tile d 1 least Onc op crd1lllg sy'stern. v herc, bBscd
on the indication. the first vulnerability information ts
rccervcd to the exclusion of ihe Bt least poruon of the
second vulnerabihty information that is not relevant to
the actual imlnembilities of the at least one operaring
systent of the at least one of the plurality Of devices.

35. The non-transitory computer-readable media of claim
34. wherein:

the actual vulnembilities of the at least one operaring
system each have a Common Vulnerabrlnies and Expo-
sures f('VI I) identifier associated therewith to be dis-
played in association with ihe at lmist onc of thc
plurality of devices. where the ('V li identitier is dis-
played in connection v ith an option Iiir. in response to
a selection thereof, cause display of at least one patch
associated with the CVE identifier:

Ihl: ihlia JiwpCCtlotl-ICEJICd lllfotuuttlorl IBClildCS VIOIS

signatures. and the traffic inspection-related infomta-
uon utcludes intrusion signatures: mtd

the sixth instntctions, when executed by the at least one
third processor ol'he aihnuustraior computer. cause the
at least one third pmcessor to

in response to receipt ofgroup management signals. cause
performance of group management functions, the
group mana ement signals including at least seven (7)
ofit

a first youp mana ement signal for causin performance
of a first group mmtagemcnt function to create a

particular Ltroup,
SJX'Oud groilp mBtldgcllu:BI Sigil'dl for CBUslllg perlor-
mance Of a second gmup management function to
Iciricvc B list ol illficrcllt groUps,

a third group nlanagentent sigrtal for causing perfonnailce
of a third group management I'unction to retrieve group
information associated with at least one of the ditferent
groups„
foUrth groUp llldllttgCIIJCIJI Sigtlal Iol CailSrlig perlor-
mance of a fourth mup management hinction to delete
di least onc ol'hc difii:rent groups,

d Ilftll gtoUp lllarlagClllcrlt Stgllal for CBIJSrlrg pClihrlllallce
of a fifth group management function to edit at least one
of the diffbrent groups,
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a sixth group management signal for causing perfonnance
of a sixth group managentent function to add at least
onc group policy associated with at least one of ihe
ditTerent groups,

a scvcnth group management signal for causutg pcrlbr-
fllance Of B sevcrltll gl'Clip nlall'lgcnlent fl!Jlcttofl to

retrieve the at least one group policy associated with
the at least one of the diff'creat groups,

an eighth youp management signal for causin perfor-
llulllCC Ol Bll Clghlh gloilp ulalldgclllcrlt IUtlct Ion 10 IXIII

the at least one roup policy associated with the at least
Onc Of ihc diffcrcni groups, and

a ninth group mana ement signal firr causing performance
of a tunih group nuinagmnent funcuon io delete thc ai
least one youp policy associated with the at least one
of the different ~oops.

36. 'I'he non-transitory contputer-readable ntedia of claim
34„wherein:

Ihc actual vulncrdbihiics of the at least one operatuig
system each have a Conmton Vulnerabilities and Expo-
sures fCVE) Blcnulicr associated therewith io bc dis-
played in association with the at least one of the
plunslity of devices. ivhere the ('Vl: identifier is dis-
played in connection with an Option firr. in response to
a selection thereof, cause dispLay of at least one patch
associated with the CVE identifier:

Ihc srxond, tlurd, fourth. Bnd Iilth rnstructrotts arc down-
loiulcd to thc Bt least one of the plurality of devices
prior to an execmion thereof,

the data inspection-related information includes virus
siytatures, and the traffic inspection-related informa-
tion inciudes intrusion signatures: and

the sixth instructions, when executed by the at least one
third pntccssor ol Illc ddlllllusirdtor cotllpiltcl. cdUsc lhc
Bt ICBSJ OIJC third pltICCSSOI 10.

ltl JCSpoIJSC 10 Ii CClpi Of gIOUp nlarlagCllli lit Sl gila is. CdUSC

perfonnance of group ntanagement functions, the
group management sinnals Including

a first youp management signal for causing performance
of a first group management function 10 create a
particular group.

a second group management sigoal for causing pcrlbr-
IlulllCC tlf B SCCOlul gIOUp JUBrldgClllcril fiulCJIOU 10

retrieve a list of different groups.
a third group nmnagement signal for causing performance

of a third roup managentent function to retrieve group
information associated ivith at least one of the difibrent
groups,

B foUrlll gtoilp InarulgculCIJJ SrgtlBI for CBUslllg pCIIOI-
llulllCC Of B loiirlh groUp InanagCIIJCUJ IUtlct Joll 10 dCICJC

at least one of the ditferent roups,
a fifth group nranagement signal for causing performance

of a fifth group management hinction to edit at least one
of the different ~oops.

a sixth group management signal for causing perfonnance
Of B srxth group nuinagcnu:nt function to add at lcds1
Onc group policy associated with at least onc of thc
ditTerent groups,

a seventh group managentent sigttal for causing perfbr-
mance of a seventh youp management function to
retrieve the at least one group policy associated with
thc Bi lcBst Onc ol ihc IMctcrlt gl'oilps,

an eighth group maruigmnent signal for causing perlor-
llulllCC Ol Bll Clghlh gloilp ulalldgclllcrlt IUtlct Ion 10 IXIII

the at least one o roup policy associated with the at least
one of the ditTerent mups, and
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II nulli glilUp nlanagcnlcnt signal 101 cail snlg pclfornlancc

of a ninth group nlanagement hmction to delete the at
least one group policy associated with the at least one
of the ditferent groups

37. The non-transitory computer-readable media of claim
34. wherein the sixth Instructions, when executed by the at
lcdsl onc tlnrd processor of the admimsirator compulcr,
cdust: thc iu least onc third proccssol to.

in response to receipt ofgroup management sigrtals. cause
performance of group management functions, the 10

Bmup managenient signals including
a first group mana ement signal for causin performance

of a hrst gmup management function to create a
pBrttculal groUp,
stx'ond group mBndgcnu:BI sign'dl fol caUsnlg pcrior- I

nlance of a second gmup management flulctlon to
retrieve a list of ditferent groups,

a third group nlanagenient sigttal for causing perfonnance
of a third group management function to reuieve group
information associated with at least one of rhe difi'erent 10

grouPS,
a fourth group management st~nil for causing perfor-

mance of a fburth group management function to delete
at least one of the different groups,

a fifth group management signal for causing performance
of a fifth group management function to edit ar least one
of the difi'erent groups,

II sixth gloUp UIBndgcnu:nl slgnttl for caUsnlg pclfornlancc
ol d sixth group management funchon to add al least
one group pohcy associated with at least one ot the 10

di tferent groups,
a seventh group managenlent signal for causing perfor-

mance of a seventh group management hinction to
retrieve the at least one roup policy associated with
the at least onc of thc difibrmlt groups. Is

dn t:Ighlh gtoup nlanagcnlcnt slgtlal fol cailshlg piufor-
nldncc of Bn clghlh gloUp nltlnttgcnlcni fiulctlon 10 cdli
the at least one group policy associated with the at least
one of the different gniups, and

a ninth group management si nal for causing performance do

of a ninth group management hnlction to delete the at
least onc group policy associated with Ihc ai less! Onc
tli Ihl: ihlfbrcni groUps.

38. Thc non-transitory computer-readable media of claim
2. wherein the other occurrence mitigation type includes an
intnision detection or prevention system-based type.

39. The non-transitory computer-readable media of claim
2, wherein the other occurrence mitigation type includes a
patch mmlagemcnt-based type.

40. Thc non-transitory computer-readable media of claim 0

2, wherein thc other occurrence mitigahon type ulcludcs a
vints scmlner-based type

41. 'I'he non-transitory computer-readable media of clainl
2. tvherein the second. third, fourth. and fifth insuuctions are
downloaded to the at least one of the plurality of devices Ss

prlol 10 iul t:xccuhon thcrixif.
42. Thc non-transitory computer-readable media of claim

2. wherein Ihc sixth insiruchons, when cxccuicd by Ihc ai
least one third processor of the administrator computer,
cause the at least one third processor to cmise display of at ro
least one interface that provides a plurality of policy options
each in connection with at least one of two or more of the
tlnrd. ihurth. Bnd lifih instruchons, in order Io cause the
Uhhztlhon of Ihc dlfibrcni OccUrlcncc nntlgaiton Bchons of
thc dlvcrsc occurrmlcc mitigahon types. ulcludulg the lire- ss
wall-based occurrence mitigation type and the other occur-
rence mitigation type, across the plumslity of devices fbr

occurrence nuhgahon by pret cntin thc advantage bculg
taken of the actual vulnemsbilities utilizing the different
occurrence mitigation actions of the diverse occurrence
nutigation types across the plurality of devices

43. The non-transitory computer-readable media of claim
Z„v herein the sixth instructions, when executed by the at
lcasl onc Ihrrd processor of Ihc Btlmu»strator computer,
cmtse Ihc ai least onc third processor to. cause display of ai
least one interface thar provides at least three policy options
each in connection with different ones of the third, fourth,
and fifth instructions, in order ro cause the utihzation of the
difi'erent occurrence mitigation actions of the diverse occur-
rence mitigation types. including the firev all-based occur-
rmlcc nuirgalion type Bnd Ihc other occurrcncc mitigation
type, itcloss Ihc pltndlllv'l ill:i Icos ior occUrlcncc nnhga-
tion by preventing the advanta e being taken of the actual
vulnerabilities utilizing rhe ditferent Occurrence mitigation
actions of the diverse occurrence nlitigation types across the
plurality of devices.

44. The non-transitory computer-readable media of claim
31, whcrcin ai least onc of.

the at least one lirst dais storage Includes Bt least one lirsi
database;

the at least one second dare storage includes at least one
second database:

the second vulnerability information is utilized from the at
least one second datastorage by at least one of;
receiving at least one update Ihcrclrom, pullulg at lcdsl
Onc update therefrom: conmlunicdhng therewith.
accessing the same; or synchronizing therewith;

the second vulnemsbility information includes accurately
identified vulnerability infornlation,

the first vulnerability infomtation includes a subset of the
second vulnerability information such that the at least
onc of Ihc plurahty ol'otmltial vulncrabilities of Ihe
second vulncrablliiy information is rcclassilicd as Ihe
BCIUid VilhlCIilbilily.

the Identified at least one of the plumslity of potential
vulnerabilities of the second vulnerability information
is reciassified as the actual vulnerability;

the first vulnerability infomlation is genemsted via a
vulnerabrhiy scan opcrdiion;

Ihc lirsi vulnerability ullormahon ulcludes potential vul-
nerabrhty ufihrmahon used as actual vulncrabihty
infbrnl'ttlon:

the first device, the second device, and the third device are
part of the same group:

the at least one configuration includes a configumstion of
thc Bi lcBst onc opci'ilhng sy'sicnl,

ihc Bl lcilst onc conligUrdhon nlchulcs Bn nlshlllahon ol
thc at least onc opcraung system itself.

the at least one confiaumtion mcludes a presence of the at
least one Operating system itself;

the at least one configumtion includes at least one of
configuration data. configuration information, or a con-
liguration stahis,

Ihc at lcasl onc conliguralion ulcludcs at least one ol a
configllldtion option, B poltcv scthng. 01 B patch:

the at least one configuration is identihed via user input in
conflcction tvitl'I;lt least onc settulg:

the occurrence mitigation by preventing advantage bein
taken includes at least one of removin the at least one
BCIUill Vuhlerablllivl OI rt:ilUChlg dn CfibCI Of Bnv OCCUI-

rmlcc that takes advantage ol'hc ai least onc actual
villnctitbllitvx

the firetvall-based occurrence mitigation type Includes at
least one of a type that mitigates the occurrence
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uuhzuig lirew all functionality, ur a Iype that mitigates
the occurrence utilizin a firewall;

the dllTerent occurrence nutigation acuons of Ihe diverse
occurreilce nlitigation types are selectively utilized
across Ihc plurahty of devices 10 miligate Ihc occur-
rence by preventing the occurrence from taking advan-
tage of the at least one actual vulnerability after the
occllrrcllcc,

the preventin advantage being taken of the acnial vul-
ncrdbilitics utlllzulg thc dill'orant occurrence nnti ation
actions of the diverse occurrence mitigation types
across Ilu: plurulity ol devices, ulcludcs utllizuig a first
one of the different occurrence mitigation actions on
onc of Ihe plurality of devices and utilizing a a(mond
one of the different occurrence mitiaation actions on
another one of the plumhty of devices:

the preventing advantage beino taken of the actual vul-
nerabilities utilizing the diff'erent occurrence mitigation
dc(I(ills of flic diverse occUITL'Ilcc uutlgatlon types
across the plurality of devices, includes utilizing a first
onc of Ihc difierent occurrence nullgauon Bellona and a

second one of the different occurrence mitigation
dc(I(ills on cticll of thc plUldhtv (il devices:

the preventing advantage beino taken of the actual vul-
ncrdbilitics utlllzulg thc dill'orant occurrence nnti ation
actions of the diverse occurrence mitigation types
across the plurahty of devices. includes completin a
selected at least one of a first one of the different
occurrence miti ation actions or a second one of the
dilli:rent occurrence mitigation acllons Io address thc at
least one actual vulnembility in connection with at least
onc of Ihc plurality ol'evices:

the preventing advantage beino taken of the actual vul-
nerablhtn:s uullzulg Ihe dlllcrmlt occurrence mluga! ion
actions of the diverse occurrence mitigation tyfies
across the plurality of devices, includes utiliziiig a first
one of the ditTerent occurrence initigation actions fiir a
first actual vulnerability and utilizing a second one of
the dilli:rent occurrence nutigation actions for a second
actual vulnembility;

Ihc di least one actual vulnerablhty includes Ihc al least
(inc iipcrathlg sy'steal,

the at least one actual vulnerability includes at least a
portion of the at least one operating system:

the actual vulnerabilities include the at least one actual
vuinerabdity „

ihe preventing advanuigc bcui taken ol'he mtual vul-
ncrdbilitics utlllzulg thc dill'orant occurrence nnti ation
dC(1011S iif thc d(VCISC OCCIIITCUCC Inltl BI1011 !3'pCS

across the plurality of devices, includes utilizing a hrst
one of the different occurrence mitigation actions for a
first aspect of the at least one actual vulnerability which
includes the at least one operating system and ntilizing
d Secoild 011C Ol IhC ihlh:ll'111 (ICCUITCIICC nutlgdtion
actions for a second aspect ol lhc dl lcasl one operating
svstcln,

one or niore of the ditTerent occurrence iuitigation actions
is caused after the occurrence to utilize the difTerent
occurrence miti ation actions of the diverse occurrence
mitigation types„

onc or Illorc of flic ihllcreat ocliirlence Inlfigaltoll iictlons
is caused bcforc thc occurrence 10 uulizc Ihc ddfbrent
0ccUITcncc ulltlga tl on Bi 11011s of lhc dl vcl se occlilTcni c
mitiaation types, the different occurrence mitigation
actions include different remediation actions:
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111C dlllCICUI OCCIIITcriCC Inltlgdttoll BCIIOUS Of IhC dlVL'ISC

occurrence mitigation types utilized at the plurality of
devices include the same set of the different occurrence
nlltigatk111 Bctlolls:

the occurrence includes at least one of a request, tmsflic, at
least one packet. or a potential attack:

Ihe lircwall type lunctionality utihzuig at least onc ol a
fueW(ill, B giiICV;dv V;1th Ihc fir( Wall type filllC11011 1111V,

a muter lvith the hreivall type functionality, a sensor
v ith the firewall tiqle functionahty, or a multiple-
security product system ivith the firewall type function-
ality:

the preventing includes at least one of rejecting a request,
ihSBllou tug Bn dlICInpt. dropplllg Bl 1CdSI Onl'. p(ICkl'I,

blocking a potcniial dittmk, red(rim(lug a rcqucst, set-
ting a policy, affecting a service. changing a configu-
ration option, or installing a patch: the at least one
server includes an ofi'site server,

the at least one server includes an onsite server;
the at least one server includes a network server:
Ihe at least onc server ulcludcs a backcnd scrvcr, thc first

ulstnwtions uiclude server uwtructlons, the a(mond
instmctions include device instnictions, the third
lilstfllCfii1ilS IOClllde SC;IIIIICI'1131111CtloilS, the fill(sf
instmctions include intnision detection instmctions, the
fifth instructions include firev,all instructions, and the
sixth instructions include administrator computer
instnictions, Ihc so th instrucuous are dowuloadcd,

Iilc sixth tllstrllctlons BI'c Iicccsslblc vld II wcbsllc,
the sixth instructions are doivnloaded via at least one page

accessible via a website:
the first instructions include server software;
the first instructions are part of server software:
the first instructions include sofiware installed on the at

1CdSI 011C SCIVCI.

Ihe second instructions uicludc chen( software:
the second instructions arc part ol'lient software,
the second instructions include software installed on the at

least one of the plurality of devices;
the second instructions includes an agent:
the second instructions is part of an a ent:
Iilc second ulslr(lcnolls Is ultcgrBI(xl with Bn Bgclll:
Ihc tlurd instnictions uiclude climlt software:
Ihc tlurd instnictions arc part ol client soflware,
the third instnictions include software installed on the at

least one of the plumlity of devices;
the third instructions includes an agent:
the third instructions is part of an a ent:
Ihe third instrucuons is iniegratcd with Bn agent:
Ihe third instrucuons uicludes a virus scalulcr:
the filurth instrucuons uiclude climlt sofiwarc:
the fourth instructions are part of client software;
the fourth instnictions include software installed on the at

least one of the plurality of devices:
the fourth instructions includes an agent;
Ihc fourth instrucnons is part ol an ageul,
111C 10UIIh UISnuCIIOIIS IS UIICgrdtcd With Bn Bgllll:
thc fourth instrucuons includes an intrusion dc(ection

system:
the fourth instmctions includes intnision detection soft-

ware:
the fifth instructions include client software:
the lifth instructions arc part of client software,
Ihe lifth Instructions include software installed on thc at

least onc of Ihc plurahty of devices,
the fifth instmctions includes an agent:
the fifth instmctions is part of an agent:
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lht: filth hisuucllons I ~ nncgl'iilctl Alii Bn Bgcnl,
the fifth instructions includes a iirewall;
Iht: fiflh hislnlcllons ult:liitlcs filewall softv,iiltx
the fifth instnictions causes communication with a tire-

t3 dll.
the fifth instmctions controls a firewalll
the sixth instnictions include client software:
the sixth instnictions are part of client software;
the sixth instnictions include sofiware installed on the at

least one of the plurality ol'evices:
the sixth instnictions includes an agent:
lhc sixth instructions is pan ol an agenl,
the sixth instnictions is integrated with an agent:
the sixth Instrucuous Includes a lircwall;
the sixth instnictions Includes firewall software:
the first, second. tlurd. fourth. fifih. and sixth instructions

are coniponents of one or more of at least one of
software, code. or a kit:

lhc lirst policy Is sct bcforc thc lirst occurrence Is ulen-
tified. the second policy is set before the second occur-
rmice is Identdicd, and thc third policy Is sel bcforc the
third occurrence is identified;

thc lirsl policy fi&r thc third uwtructions is for uistalling a

firrt patch in connection with the third instnictions, the
second pohcy for lhc fourth imlrucuons Is lor uwlalluig
a second patch in connection with the fourth instmc-
tions. and the third policy for the fifih instructions is for
installing a third patch in connection with the fifth
ulsl111ctlons:

lhc first vuluerabihly uil'ormanon uicludes al leasl one of
a patch. information associated with a patch. infomia-
uon associated &3 uh endpouils that conlaui vulnerable
software or that are more likely to be ct&mpronliswl,
hilonndllon iissot:JBltx! with viihicldblc softwiilc on
each endpoint, information associated with policies: or
information associated with vulnem&bility remediatlon,

the first vulnerability information includes inforniation
associated with vulnerabilities including Bt least one of

sccunty weakness, gap, or fidw thai could be are
capable of being exploited by an attacl or threat:

lhc second v ulncrabihty uilormauun uicludcs al les sl onc
tifi il palCh, uifol'mBJIOB BSSOCIBIIX! %1th B pBJCh, inlor-
niation associated with endpoints that contain vulner-
able software or that are more likely to be compro-
mised„ infomiation associated with &mlnerable sofiware
on each endpoint, infomiation associated with pohcles,
or information associated with vulnerability rcincxha-
ntin:

ihe lirst 1 ulnerabdity information mcludcs al least one of
niles. signatures, or anomalies:

the second vulnem&bihty information includes at least one
of ndes. signatures. or anomalies;

the second vulnem&bllity information includes infomialion
associated with vulncrabilities includmg at twist onc of
a sccunty wcakncss, gap, or llaw lhal are capable of
beuig exploited by an auack or tluml.

mi entirety of the first vulnen&bility information Is
received via the at least one server;

the at least one server includes a plurality of servers:
the at least one server includes a plum&lity of servers fmm

wluch difii:rent poruous of lhe lirst vulncrabihty infor-
nidnon ls I'ct:I:lvctl.

Iht: dl lcd st onc st rvt I nlclutlt 1 B phu' fly'f scl &i Is final
which difibrent portions of the first vulnen&bility infi&r-

mation Is received:
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lhc al least one scrvcr mcludes a plurahty ol scrvcrs, and
the at least first processor includes a plurality of iirst
processors Includuig a lirsl subset ol'irsl processors
included in a firs server, and a second subset of first
processors uicludcd in a second scrvcr, thc at least onc
server includes a single server; the at least one server
does not include a single server,

the first vulnerability inti&rmation is generated to address
the at least one actual mdnerabihty:

the first vulnerabihly information Is gmieratcd lo miu Bie

any attack on the at least one actual vulnem&bility;
thc lirst vulnerabihty uifomiatiou Is generated lo address

the at least one actual vulnerability, by mitigating any
attack on thc al least one actual vulnerability.

the first vulnerability information is received, from the at
least one server and at the at least one of the plurality
of devices over lhe at least one network, by being
pulled therefn&m:

lhc lirsl vulnerability uifonnanon Is rccmvcd, 1'rom lhc al
least one server and at the at least one of the plurality
of dcviccs over lhc at least oue network, by nol beuig
pulled therefmm:

lhc lirsl vulncrdbihly information Is gcncrated utihzuig
the second vulnerability information, by identifying a
subset of lhc sctmnd vulnerabihty uiformation:

the first vulnerability information is generated utiliving
the second vulnerability infi&nnation, by ideJJtitying a
subset of the second vulnerability information which is
already existing:

Bt lcBSI onc of thc ill st. St I CJitl, or lhirtl occuirt nct s ol lhc
pluraiity of occurrences includes an attaclx

at least onc of the lirsn second. Or third occurrences of lhe
plurality Of occurrences includes a potential attack.

Bt lcBSI onc of thc ill st. St I CJitl, or lhirtl occuirt nct s ol lhc
plum&lity ofoccurrences includes activity that is capable
of being an attack;

at least one of the firs. second, Or third occurrences of the
plurality of occurrences includes activity that is an
BHBck,

the first. second, and third occurrences ofthe plurality of
occurrences are reported to Ibc mlmuu atm tor computer.

Bt lcBSI onc of thc ill st. St I CJitl, or lhirtl occuirt nct s ol lhc
plurality of occurrences are reported to the administra-
tor computer, so that the administrator computer deter-
mines that at least one of the actual vulnerabilities of
the at least one of the plurality of devices is susceptible
to bculg taken advantage, and thc detcrnunation Is
conununicatmi u& Ihc al least onc of thc plurahly ol
devices over al least onc network,

the determination that al least one of the actual vulner-
abilities of the at least one of the plum&lity of devices is
susceptible to being taken advantage, is not entirely
carried out at the at least one of the plurality of devices;

lhc dctcnmnation tluil al least onc of llm actual vulncr-
abihtics ol'he at least onc of the plurahty ol'evices is
susceptible lo bcmg taken advantage, Is entirely camod
out by the at least one of the plurality of devices:

the at least One server communicates the first vulnerability
information. from the at least one server and to the at
least one of the plum&lily of devices over at least one
BClwtilk. Vill Bnolhtr SCIVt:Ii

the at least one scrvcr conununicatcs lhc lirsl vulnerabihly
uifonnalion. Ibom thc ai least onc server mid to thc al
least One of the plun&lity of devices over at least one
network, without conimunicating via another server:
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Ihc at least one acr vcr conmiuruca les the lira l vulnerability
inti&nnatinn, fmm the at least one server and to the at
least one of the plurality of devices over at least one
netivnrk, directly:

at least one of the actual vulnemsbilities is patched:
none of the actual vulnemsbilities are patched:
the deicnn&nat&ou that thai the plural&iy of devices &s

actually vulnerable to Ihe al least one aclual vulner-
ability, is a function of at least one manual action;

the deierminat&on that that the plunslity nf devices &s

actually vulnerable to the at least one actual vulner-
ability, is an m&tomatic determination:

the detenninat&on that that the plurality of devices &s

dChidll)'iiliicl'dblC 10 flic dl ICBSI 01&C BCI&&BI Vi&1&&CI-

ab&1&ly, &s parI oi a vuluerdbihly semi.
at least one of the actual vulnerabilities includes at least

one ot a vin&s. a wont&. a direct compronlise, and a
denial of service attack:

at least one of the actual vulnemsbilities includes a soft-
&vere component that is vulnerable to at least one of a
virus, a worn&, a d&rect compronuse, and a denial of
scrvlcc alack:

ai least one n f the actual vulnerabilities includes ditferent
software components that are each vulnerable tn at least
one nf a vin&s. a worm. a direct comprnmise, and a
denial of service attaclx

the occurrence is one of the first. second, or third occur-
rcnccs,

diflCSC&ll port&01&S 01 fllc ii&SISIICI&01&s Bic fowl&IOBSCd 10

ditferent system coniponents ti&r being executed by at
least one processor thereof of the one or more proces-
SOI'S;

the at least one server Instructions are stored on an ons&te
server:

Illc dt least 01&c solver iiistruclio&ls Blc stol'cd 011 B 1&ciwork
operations center server:

ihe al least onc server &s ui communication w&lh the al
least one second storage, by the at least one secnnd
stomge being a component of the at least nne server,

the at least one server is in communication with the at
least one second stora e, by the at least one second
siorage be&ng comnnmicdtivcly coupled lo tlm al least
onc sclvcl'&B dl lcBsl 01&c Ilciwolk:

Ihc Iircwall &nfonnahon includes signatures;
the firewall information includes tirewall signatures:
the fire&val information includes intrusion-related signa-

nires:
the firewafl information Includes at least one of source or

iliuliilal&0&1 11&!0m&&11&011,

ihe lirewall &nfonnahon uicludcs dais tlial supports an
i&tiros&0&1 prcvC&111011 S)'SIC&&1.

the dais inspection-related information is contigured fbr
use in inspecting data including at least one of a file,
information in code:

the ILSIB inspection-related infomiation is contigured for
usc ui uispcchng data by scannuig thc data;

thc dale inspect&ou-rclatcd uifomiaiion includes at least
onc of ill!ca, Big&&Blillcs. 0& Bi&011&BI&ca,

the data inspect&on-related information is contigured for
use in inspecting data for at least nne of events,
incidents, intnisions. or attacks;

the ILsta inspection-related information includes virus
s&gruilurcs, thc data &nspcction-rclalcd mfi&nnahon
includes v&rus scanner s&gimlures,

the Irdflic uispcct&on-related informal&on &s conligured for
use in inspecting traffic including, at least one of a
packer. a payload, or a conununication signal;
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lhc Iraffiic umpcchon-rcldicd uiionuahou &s coniigurcd lor

use in inspectin traflic by scaiufing the traffic: the
traflic &nspcchon-related infomiat&on &ncludes al least
one of rules. signatures. or anomalies,

thc tralhc inspcchon-related uflhnnat&ou includes uistnic-
tion detectinn signatures;

the traffic inspection-reLsted infonnat&on is configured for
use in inspecting traffic for at least one of events,
incidents, intrusions, or attacks„

the traffic inspcchon-related &nfonnat&on &s for use by an
intmsion detection system (IDS);

lhc traflic &nspcchon-related infonnahon includes signa-
nires for use by a network- based intrusion detection
system (IDS),

the traffic inspection-related information includes signa-
tures for use by a host- based intnis ion detection system
(I I )S):

the tmsific inspection-related information includes signa-
tures for use by an uitrusion prcvcnt&ou system (IPS).

the traftic inspection-reLsted information includes IDS
sigiliitiircs,

the traflic inspection-related information includes signa-
tures IPS signatures;

the second instructions include an agent:
the generating includes identifying: all of the instructions

are executed by each the one or more processors;
a lirsl port&on of Ihc uislruchons &s cxcculcxI by a tirsl

processor oi'thc onc or morc processors. and a sixond
portion of the instnictions is executed by a second
prncessor of the one or more pmcessors;

the one or mnre processor: include a first pn&cessor and a
second processor:

the receive, the identify. and the determine are performed
by Ihc first processor. and tlm cause uhhzation &s

pcrfonncd by Ihc second processor:
the onc or more processors include a first processor and a

second pmcessor: the receive, the identify, and the
determine are caused by the first processor. and the
cause utilization is caused by the second processor:

the receive. the identify, the determine, and the cause
utilrzahon arc pcrfor&ucd by a s&ogle processor,

lhc rcceivc. Ihc xicnhi'y. Ihc delenn&nc, and Ihc cause
utilrzahon arc caused by a single processor,

the plurality of devices is determ&ned to be actually
vuilnerable to the at least one actual vulnerability based
on the identitied at least one conti uration. utilizin the
second vulnerability information that is used to identify
thc plural&ty oi'potential vulncrab&1&ues. by idcnlifyuig
a subset of Ihc second vulnerab&l&ty information asso-
ciated with thc al least onc actual vulucrabihty:

the at least nne operatina system includes a first operating
system of a vender, and a second operating system of
the vender:

the at least one operating system Includes a tirst operating
system of a vender. bui excludes a second operatuig
system ol'hc vcndcr.

lhc at least one of lhe actual vulncrabil&hes rclcvmil lo thc
firewall-related information, the at least one of the
actual vulnerabilities relevant to the data inspection-
related information, and the at least one of the actual
&s&lnerabilities relevant to the traffic inspection-related
uifonnahon. uicludc the same vulncrabil&ty,

the at least onc oi'hc actual vulnerdb&lines rclcvmit to Ihe
Iirewall-rclalcd information. theat least onc of Ihe
actual vulnerabilities relevant to the data inspection-
reLsted information, and the at least one of the actual
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I uhlcrdblhtnu rclcvBBI 10 lhc IrBfilc ulspccllon-rclau:il
information, Include diffi:rent vulnerablhucs.

the first policy„ the second policy, and the third policy are
set in response to different administrator actions:

the firrt pohcy, the second policy, and the third policy are
set in response to the same administrator action:

at least onc of tlm lirst policy. Ihe second policy, or the
third policy is set by at least one of being added. edited,
or deleted;

the firrt pohcy, the second policy, and the third policy are
set in response to one or more administmtor actions
detected via at least one graplfical user interface:

Ihc first pohcy 0 associated with uuhzulg Ihc data inspm-
tion-related ultomlauou. by controllmg at least onc
aspect of the utilization of the data inspection-related
10 fol'nl'ltlon;

the second policy is associated ivith utilizing the traffic
inspection-related information, by controlling at least
one aspect of the utilization of the tmffic inspection-
rclalcd information,

ihe Ihlrd policy Is associated 0 ah ullhzulg tlm fircwall-
related information, by controlling at least one aspect
of the utihzatlon of the firewall-reLsted intilnnation:

the first policy is associated with utilizing the data inspec-
tion-related infomlation. by controlling an update of
the data inspection-related information:

Ihc second pohcy Is associated with utihzul thc Irallic
inspection-rclatcd information, by conlrollmg an
update of the trafiic inspection-related intilnnation:

the third policy is associated with utilizing, the firewall-
related mfilrnlation. by contmlling an update of the
firewall-reLsted information:

the determination that the at least one of the actual
I ulncrablhtms corresponding with Ihe data ulspection-
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related lnformauon is suscepublc Io being taken advan-
tage of by the first occurrence identified in connection
with Ihc at least onc device. m calrtcd out uuhzulg Ihe
data inspection-related information, by determining,
Ihtlt tlt least d portlon of Ihc dau'I ulspccnon- lclanxl
intilrination matches at least one aspect of the first
event:

Ihe determination Iluit Ihc at least onc of thc actual
vulncrablhties corresponding with thc trafiic Impac-
tion-related information is susceptible to being taken
advmltage of by the second event identifie in connec-
tion with the at least one device. is carried out utilizing
the traffiic inspection-related infomlation. by determin-
ing that at least 0 portion of the traffic inspection-
related inlilnnauon matches at least onc aspect of thc
second cvcnt, or

the determination that the at least one of the actual
vuilnerabilities corresponding with the firewall-related
infomlation is susceptible to bemg taken advantage of
by the third occurrence identified in connection with
the at least one device„ is cerned out utilizing the
firewall-rclatcd information, by dctcnnuung Ihat at
least a poruon of Ihc lircwall-rclatixl infonnallon
nultchcs lit lcdst onc aspect of thc lhlrd occulrcnce, dnd

wherein at least one nenvork opemtions center (NO(:)
server. a data warehouse, and a sofuvare development
kit fSDfz) are used for allow in access to infomlation
associated with at least one vulnerability and at least
onc rcmcdiauon Iccfuuttuc: and

whcrcin a dctemlinauon is made as to which devices have
vulnerablhtics by directly Itucryutg a finnwarc or oper-
ating svstem of the devices

e e s
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