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[57] ABSTRACT

A dynamic network security system (20) respontls to a
security attack (92) on a cnmputer network (22) having a

multiplicity of computer nodes (24) 'I'he security system
(20) includes a plurality of security agents (36) that concur-
(I:litly rlt:tcct occurrcliccs of st:curl(9 eve&Its (50) oii assoc&-
a(ail computer nodes (24). A processor (40) processes the
secumty events (50) that are received (rom the security
agents (36) to form an attack signature (94) of the attack
(92). A network status display (42) displays multi-
dimensinnal attack status informatinn representing the
attack (92) in a tv o dimensional image to indicate thc
overall nature and severity of thc attack (92). Thc network
status display (42) also includes a hst of recommended
actions (112) for mitigating the auack. The secuniy system
(20) ts adapted to respond to a suhsequent attack that has a
suhsequent signature mnst closely resemhling the attack
signature (94)

19 Claims, 6 Drawing Sheets
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ADAPTIVE SYSTEM AND METHOD FOR
RESPONDING TO COMPUTER NETWORK

SL'CURIT Y ATTACKS

FIELD OF THE INVENTION

The present invention relates generally to computer
networks, and morc particularly to syskms and methods for
adaptively rcspontling to compukr network security attacks.

IIA( KGROUND OI'1IL'NVL'N'llON lc

Netivork secunty management is becoming a more dttfi-
cult problem as networks grow in size and heimme a more
integral part of organizational operations. Attacl s on net-
works are growing both duc to thc intcllcctual challenge is
such attacl s rcprcscnt for hackers and duc to thc incrcasin
pavofi'or the senous attacker Furthermore, the snacks are
growing beyond Lhe current capability of secunty manage-
ment tools to identify and quickly respond to those attacks
As various attack methods are tried and ultimately repulsed, zc

the attackers will attempt ncw approaches with morc subtle
attack fcaturcs. Thus, maintaining network security is
on-going, cvcr changing, and an incrcasin ly complex prob-
lem.

(.'omputer netivork attacks can take many forms and any
one attack may include many security events of diiferent
types. Security cvcnts arc anomalous network contlitions
each of v.hich may cause an anti-security cffcct to a com-
puter network. Secunty events include stealing confidential
or private informauon, producing network damage through
mechanisms such as viruses, worms, or Trolan horses,
overwhelming the network*s capability in order to cause
denial of service, and so fnrth.

Thc first linc of dcfcnsc against all of thcsc types of
35

security events is typically Lhe denial of access throu h good
passwords and strong Iirewalls al Lhe nodal level of a

computer netivork I lowever, one of the unintended conse-
quences of secunty systems that defeat attempts to steal
information or produce network damage and rcport the

(0
status is that rcpclling a large scale attack may lcatl to such
a lar c number of trouble mcssagcs as to ovcrwhclm the
network and lead to denial of service simply by Lhe volume
of messages.

A lar e network is likely to concurrently experience
security cvcnts at some or multiple nodes on a frcqucnt
basis. Many of thcsc security events are likely Io bc of low
sophisucauon aml easily repulsed by the prolecuon software
and systems at the allecled nodes. Thus, real-time reportin ~

of these secunly events can be counter producnve when the
reporting uses large amounts of bandwidth However, a
coordinated series of even lnw sophistication security events
may indicate a real problem that must bc addressed to
maintain the network's capability and cffcctivcncss

Some conventional security management tools available ss
to a network manager for determining Ihe eilec(s of snacks
fall into three categones, networl modelers, stanc analyzers
and testers, and dynamic analyzers

Netivork modehng tools are popular for the origmal
design and updatmg of networks 'I'hey typically are con-
figured v ith various communication protocols and node
types and can depict thc hierarchy of thc nctivork along with
symbols for Lhe venous types of nodes in the networl . They
also have load generanon modules lo help the desi mer
arnve at the needed capacity on Ihe nodes and transmission ss
paths Network modeling tnols are used tn answer "what if**

types of analysis questions I'nr example, by eliminating a

node or sel of. nodes anil one or more of the communication
paths network modelin tools can simulate the etlects of a
successful attack Also, additional load can he generated to
simulate the messaging that might result from an attack,
successful or not. Through thcsc methods, thc network
administrator can gain some knoivlcdgc of Ihc robuslncss of
his or her deingn and vahdale some mingation approaches.
Unfortunately, a shortcoming of network modeling tools is
that they cannot be used in a tlynamic manner to rlisplay the
current status of a network. Rather, they only rlisplay the
entries from some network tlescnption rlata hase

Static analyzers are tools that may be used by a networl
manager lo mmulale an attack against hn own nenvork.
Stanc analyzers can probe for network weaknesses by
simulating certain types of security events that make up an
attack Other tools can test user passwords for suitability and
security. There arc also tools that can search for known types
of security events in thc form of malicious programs such as
viruses, worms, and Trolan horses Unfortunately, these
tools either lest the integrity of the networl, or identiTy a

secunly event after il has occurred. They tlo nol provitle an
immediate response in the case of an attack made up of
several security events of difi'ering types

Dynamic analyzers are tools that arc used to monitor
networks anti respond at the nme of the snack. Dynamic
analyzers typically look for speciiic actions that signify an
attack or compare user actions to previnusly storerl statistics
to identify significant changes They alan provirle messages
to the netivork manager ivhen they sense a possible security
event. However, this latter mechanism leads to a significant
problem for network capacity if thc number of security
events were so large Lhal Ihe Lrouble message Ior an allacl
consumes all or a sigmiicanl pornon of Ihe available band-
width. Another problem ivith dynamic analyzers is that they
work primarily on a nodal basis. 'I'hus, they are unable to
amalgamate the security events occurnng at a multiplicity of
nodes in a computer network to obtain a network view of an
attack. So dynamic analyzers may miss thc signihcancc of a
coorihnaleti series of low level secunty events al mulhple
nodes. Also, because ol their nodal onentalion, their reports
tend to he presented as hats of data that can he difficult to
evaluate quickly in the event of a large scale attack, or an
attack that involves many security events at many nodes.

Thus, what is needetl is a system and a method thai has the
capabilitv of. provithng a network view of an anacl as the
altacl is occurnng. Furthermore, what is needed is a system
anti method for displaying attack information in a usaiile and
quickly interpretable form to a network manager while
minimizing thc loading on thc computer network. If an
attack occurs at a time of stress, a network manager may bc
overwhelmed with both responding to an auacl and provid-
ing operational control and messages through the nelworl .

Thus, what is needed is a system and a method that provides
a network manager ivith knowledge of the severity and
overall nature of the attack, ivhat its expected impact could
bc, and a sct of recommcndctl actions. In addition, what is
needed is a system and method that has thc ability to cvolvc
with evolving threats to cfi'cctivcly mitigate ncw approaches
to nelworl. snacks.

SUMMARY Ol'IIL'NVL'N'11ON

The present invenhon provides, among other things, a
method of operaun ~ a dynamic network secunly system to
respoml to a plurality of attacks on a computer nelworl . In
one emhndiment, the method compnses the steps of training
the security system to respond to a plurality of training
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signatures, each of the training signatures represennng one
of a plurality of simulated a«eel N receiving a lirst snack
signature, the first attack signature being configurcrl to
charactcrizc a first onc of thc plurality of attacks, comparin
the first attack signature to each of the training signatures to
determine ivhich of the training signatures most closely
matches the lirst attack signature, ihsplaying at&eel status
information in a network status display in response Io the
first attack signature anil a most closely matching trainin
signature aml arlapting thc security system to rcsponrl to a

&o
second one of the plurality of attacks, the second attack
being characterized hy a secnnrl attack signature that
resembles the lira& attack signature. The adapting step, in one
embodiment, composes Ihe steps of introducing Ihe lira&

attack signature to thc security system as a ncw trainin
signature, and mapping thc ncw training si nature into the '-'etivorkstatus display

The present invennon, in another embodiment, provides a

dynamic nctv ork security system for responding to a secu-
rity attack on a computer network. Thc computer network
has a multiphcity of computer nodes The system compnses zo

a plurality of security agents configured to concurrently
detect occurrences of secunty even(s on associated ones of
the computer nodes, the yecunty events charactenzin ~ the
attack, a processor in (tata communication with thc security
a ants and configure to process thc security cvcnts to form -;
an attack signature, and a network status display in com-
munication with the processor and configured to display
aitack status informanon in response to the snack signature,
the attack status information being representative of the
aitack. In one embodiment, the processor rs trained to
respond Io a plurality of Irainin ~ signatures, each of the
training signatures representing one of a plurality of simu-
lated attacks, and the prncessor is further configured to
compare thc attack signature to each of thc training si na-
tures to dctcrminc which of the simulatcrl attacl s most z&
closely matches the attack. The network status display
presents a display map div«led into a plurality of display
celLs and each of the training signatures is mapped into the
display cellsprior to the attack I'he rlisplay cells are divided
into a plurality of regions, the regions being ciu&figured to ao
indicate an attack type and scvcrity of thc attack.

HRIEI'L'8('RIP'IION Ol'l IL DRAWIN(iS

A more complete understanding of the present invention
may be dcrivcd by rcfcrring to Ihc detailed description anti
claims when consirlcrcd in connection with thc Fi ures,
wherein like reference numbers reler to tnmilar items
throughout the Figureb and.

FIG. 1 shows a block diagram of a dynamic network
security system in a computer network in accordance with a

o
preferred embodiment of the present invenuon,

FIG. Z shows a tlowchart of a system traimn ~ subprocess
in accordance with a preferred embodiment of the present
invennon;

FIG. 3 shows an exemplary database of. &nmulated snack
informanon for a plurahty of simulated attacl s in accor-
dance with a preferred embodiment of the present invennon.

FIG. 4 shows a display map which forms a portion of a

network status display in accordance with a preferred
embodiment of the present inventinn; eo

FIG. 5 shows a tlowchart of an attack response process
performed by the dynamic network security system in
accordance with a preferred embndiment of the present
invention;

FIG. 6 shows a table 90 of informanonal elements of a es
first attack having a first attack signature in accordance with
a preferred embodiment of the present invention; and

FIG. 7 shows the network status display in accordance
with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. I shows a block diagram of a rlynamic network
security system 20 in a computer network 22 in accordance
with a prelerred embodiment of Ihe present invention.
Secunty system ZU is represented by a dashed line to
illustrate that system 20 may be &nmrporated into an already
existing network

Computer network 22 includes a plurality of nodes 24 A
computer device 26 is located at each of nodes 24. Computer
rlcvicc 26 may bc a personal computer workstation or any
other pcriphcral microprocessor based system. Nodes 24 arc
connected via conventional digital links 28 through area
servers 3U. In turn, area servers 30 are linl ed via conven-
tional high speed digital links 32 to a main server 34

I or clarity of illustration, network 22 is shown with a
small number of nodes 24, area servers 30, and digital links
28. However, those skilled in thc art will rcco mizc that
many computer networks have a multiplicity of nodes that
are arranged in a far morc complicated hierarchical order.
Furthermore, computer network 22 need not be located in
one geographical location, for example in a single building
or town. Rather computer network 22 may include nodes 24
that are located remotely from one annther, for example in
two or more difi'crcnt states or countries In such a case,
rcmotcly located nodes 24 may still bc rclatcrl closely to onc
another in the hierarchical order of network 22.

Dynamic network secunty system ZU includes a plurality
of secunty agents 36 each of which is associated with one or
more nodes Z4. Security agents 36 are conti ured to con-
currently detect occurrences of security events (discussed
below) on associated computer nodes 24. Security agents 36
are softyvarc programs located at no(les 24 and arcs scrvcrs
30 that identify security cvcnts as they appear at thc nodal
level. Secunty events may include pon scans, malicious
software, penetrauon auempts, and others that are identilied
through either a specilic code signature or throu h actions or
attempts at actions

Security system 20 functions in conjunct&on with existing
technologies for intrusion detection and other netivork attack
rccognitinn techniques. Most security cvcnts arc dcfcatcd at
the node icvcl by thc existing tcchnologics such as by
protection softv,are and systems like lirewalls and filters.
However, of a greater concern are those secunty events that
through cleverness or brute force pass beyond the first lines
of defense into the interior of the network. Security system
20 is configured to recognize and mitigate the effects of the
security cvcnts that pass bcyonrl thc first lines of dcfcnsc
provided by thc existing tcchnologics.

Data about sccmrity events is collcctcd by security a cnts
36 and transmitted via lmks 28, hnks 32, and a commum-
cation link 38 to a processor 4U. In a preferred embodiment,
prncessor 40 is a self-organizing map (SOM) processor
which applies a category of artificial neural netivork (ANN)
tcchnolo y. In another prefcrrcd cmbodimcnt, processor 40
is a linear vector quantization (LVQ) processor which
applies a category of artificial neural network (ANN) tech-
nology.

ANNs attempt to process data in a manner rcminisccnt of
the brain, in that they are given examples of desired behavior
rather than algorithms. Thus, the most successful applica-
uons of ANNs have been in areas where the spec&lie steps to
reach a desired result are not known l3y sufiicient training,
the ANN begins to identify the important pieces of data and
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the correlations thai allow it to reach the correct conclusion.
Vhus, SOM processor 40 has the ability to he tramed to
respond to various types of input data, the training can be
ongoing, and network 22 can change responses to the attack
as thc type of attack changes SOM processors arc known to
those skilkd in thc art.

SOM processor 40 is configured to process secunty
events to form an attack signature (discussed below). A
network status display 42 is in communication with SOM
processor 40 Network status rlisplay 42 is conhgured to
display attack status information representative of an attack
in rcsponsc to thc attack signature. Furthcrmorc, network
status display 42 in cooperation with SOM processor 40 is
configure to display multi-dimensional data in a two
dimensional image (discussed below). i5

SOM processor 4U and status display 42 may be incor-
porated into the processing and display capabilities of mam
server 34 Alternatively, SOM processor 40 and network
status display 42 may form a separate micropnicessor-based
workstation for usc by a network manager.

FIG. 2 shov 5 a fiowchart of a system training process 44
in accordance with a prcfcrrcd cmbodimcnt of lhc prcscnt
invennon. As is conventional for systems thai apply ANNs,
dynamic network secuwly system 2U (FIG. 1) is trained
before system 20 is used to responrl to attacks

process 44 begins ivith a task 46 which accesses a
database of simulated attacks I'nr clarity of illustration,
FIG. 3 shows an cxcmplary rlalabasc 48 of simulated attack
information for a plurality of simulated attacks 52 in accor-
dance with a preferred embodiment of the present invenhon.
For purposes of this descnption, an attack is deiced as a

plurahty of. secunty events 5U occurnng subslanually con-
currently in a given sampling period at a plurality of nodes
24 (lilG I). The sampling period is an arbitrary amount of
time that is of a sufficicnt length to rcccivc enough security
events to form an attack signature (discussed below) for an
anat:k.

Each of simulated attacks 52 is a predicuon of an snack
type (discussed below) that may occur on networl 22.
Simulated attacks 52 are generaterl hy an operator and stored
in database 48 'I'hese predictinns may he developed using
netivork modeling tools or static analyzers and are based on
historical data, attack trends, pcrccivcd threats, network
hierarchy, and so forth.

Training signatures 53 for simulated attacks 52 arc
deline&l by a plurality of secunly events 5U of at least one
security event type 56 in this example. Security events 5U
are presented in database 48 in a column 58 as a percentage
of security events per event type. In other words, column 58 so
reprcscnts thc numbers of norlcs 24 (FIG. 1) affcctcd by each
of security event types 56. A simulated attack includes at
least onc of security cvcnt types 56, but morc realistically a
simulated attack constitutes several secunty event types 56
as illustrated in lirsl simulated auack 55. Each of secunty
event types 56 are capable of causing an anti-security eifect
on computer network 22 In other ivords, the attacker is
performing an unauthorizcrl action on network 22. In this
example, security cvcnt types 56 include dcstructivc virus,
snoopin virus, worm, Trojan horse, FTP rcqucsts, anti ac
network overload. However, those skilled m the art will
recognize that secunty event types may incluile these aml,'or
additional evolving types nf security events relative to the
computer network for which rlynamic network security
system 20 (FIG. 1) is used. 55

In addition to security event types 56 and percentage of
security events 50 per event type in column 58, traming

signatures 53 include location idenliliers 6U. Location iden-
tifiers 60 identify the nodes 24 in network 22 where security
events may take place I ocation identifiers 60 are important
for ascertaining an attack severity 61 for each nf simulated
attacks 52. Attack scvcrity 61 is a kvcl of security brcach
that onc of simulated attacks 52 could cause computer
network 22. The rearer attack severity 61, the more clam-

aging the securuy breach woukl be.

Due to the complexity of the hierarchical order of a
computer network having thousands of nodes, certain
rclatcd nodes that arc afiectcd by simulated attacks 52 may
result in greater overall neganve impact or secu nly breach to

computer network 22 (FIG. 1) thus increasing lhe seventy of
simulated attacks 52. In database 48, attack severily 61 for
each of simulated attacks 52 is shown as lnw, medium, or
high However, those skilled m the art will recngnize that
attack scvcrity 61 may be catcgorizcrl in many dift'ercnt
forms. Gcncrally, attacks which impact a greater number of
nodes and nodes located higher in lhe network hierarchy,
such as servers, will be considered to be more severe than
attacks that impact only isolated workstations, but that is not
a requirement

With rcfercncc hack to FIG. 2, following accessing task
46, a task 62 performs first simulated attack 55 (FIG. 3)
having a lirst ir;nning signature 54 on computer network 22
(FIG. 1). Those slolled in lhe arl will recognize that lirst
simulated attack 55 is not launched against norles 24 (I IG
I) of computer netivork 22, hut rather first simulated attack
55 is input into dynamic network secunty system 20 (I IG
1) so that SOM processor 40 (FIG. 1) can rcccivc and
process thc attack information.

In response lo performing lirst simulated allack 55 in lasl
62, a lasl 64 causes SOM processor 4U to map lirst lrmning
signature 54 into network status display 42 (FIG. 1). FIG. 4
shows a display map 66 which forms a portion of network
status display 42 in accordance with a preferred embodiment
of thc present invention. Display map 66 is divided into a
plurality of display cells 68, anil each of display cells 68 is
mathematically rcprescntcd by a code vector.

A conventional self-organizating map algorithm, such as
a learning vector quantization algonlhm, employed by SOM
prncessor 40 (I'IG I) is a variant of a known self organizinv
map algorithm of a type of artihcial neural network tech-
nnlogy The self-organizing map algonthm plots a vector
rcprcscntativc of first training signature 55 onto thc two
rhmcnsional array of display cells 68 in such a way that
vectors protected onto adjacent display cells 68 are more
similar than vectors projected onto distant display celL 68.
In other words, mmu lated snacks that most closely resemble
one another are mapped into display cells 68 that are
physically close to one another in display map 66

Display map 66 includes a ccntcr region 70, a middle
region 72, and an outcr region 74. In the prcfcrrcd
embodiment, display cells 68 within ccntcr region 70 rep-
resent a computer network under an attack of low seventy,
ihsplay cells in mitt&lie region 72 represent a computer
netwnrk under an attack of medium severity, and display
celLs in outer region 74 represent a computer network unrler
an attack of high scvcrity.

Regions 70, 72, and 74 of display map 66 arc further
subdivided into subregions 76. Subrcgions 76 arc confi urcd
to indicate an snack type. In the exemplary embodiment,
ihsplay map is divide&1 into subregions 76, labeled A—F. By
way of. example, lira( simulated snack 55 exhibus a high
occurrence of security event type 56 that is a "snooping
virus*'(ltlG 3). Snooping virus may he labeled as having an
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aitack type of: "A*i So, SOM processor 4U (FIG. 1) maps a

vector representative of first training signature 54 into
display cell 68'hich i» located in mirlrlle region 72 'I'hu»,
the division of display map 66 into regions 70, 72, and 74
and subregion» 76 indicate» attack type and attack severity.
When actual attack information from network 22 is then
compared to display map 66, a network manager is provided
with attack type and severity in a quickly interpretable form.

While, dx»play map 66 provides a useful, quickly rnter-
pretable representation of attacks on computer network 22
(lil(l I), those skilled in the art will recognize that there are
any number of ways to visually represent attack information.
Howcvcr, thc kcy behind thc uscfulncss of rlisplay map 66
is thc appropriate mapping of multi-dimensional vectors for
traming signatures 53 (FIG. 3) that are representative of 3»

simulated snacks 52 into the two dimensional ima e of
display cells 68

With reference hack to task 64 (I'IG 2), following map-
ping of tirst training signature 54 into display map 66,
process 44 proceed» ivith a query task 78. Oucry task 78
detcrmincs if thcrc i» another simulated attack to bc input
into dynamic network security system 20 (FIG. 1). Although
only lirst training signature 54 ha» been discussed in detad,
in order for display map 66 to be accurately mapped, many
more simulated attacks 52 are processed by SOM processor
40 (I'IG. I)

Thc mapping of display map 66 (FIG. 4) is pcrformcrl
itcrativcly in a scqucncc of step». Each step rcquircs the
presentation of onc of training signatures 53, in thc form of

ie
an input vector, to lhe array of: display cells 68 (each of
display cells 68 bein ~ represented by a cocle vector). The
input vector for one of training sig,nature» 53 is used a» an
argument to an activation function that estimates the»imi-
larity bctwccn thc input vector and each of thc code vectors

33for display cells 68. Thc most similar code vector rcprcsent-
in onc of display cells 68 as well as its ncighborhoorl of
display cells 68 is adlusted lo improve response to subse-
quent simulated attack» having similar training signatures.

When anoiher one of traimng signauires 53 i» avarlable,
program control loops hack to task 46 to access databa»e 48,
perform another one of simulated attacks 52, and map a
vector rcprc»cntativc of thc training signature into rlisplay
map 66. When another onc of trainin signatures 53 is not
available, then training process 44 ts exned wrth initial
traming complete.

As illustrated in FIG. 3, training signaiure» for simulated
attacks 52 are multi-dimen»ional vectors 'I'ho»e»killed m
the art will recogmze that it is not necessary to map all
possible combination» of event types to produce all possible
types of simulated attacks. Rather, il is dcsirablc to map only
enough trainmg signatures 53 to accurately portray a statis-
tically signilicanl number of auack types 76 (FIG. 4) into
display map 66 (FIG. 4).

Following system training process 44, dynamic network
security system 20 i» configurerl to respond to a plurality of
attacks on computer network 22 (I'l(i I). I'IG 5 shows a
flowchart of an attack rcsponsc process 80 pcrformerl by
dynamic network»ccurity system 20 (FIG. 1) in accorrlancc
with a prcfcrrcrl cmbodimcnt of thc prcscnt invention. eo
Process 80 is iniuated by a network admmislrator, aml once
initiated, process 8U is ongoing lo continually respoml to
security attacks nn network 22

Attack response process 80 begin» with a task 82. Task 82
detects and repulses or al least auempts to repulse secunty es
events 50 (I I(k 3) at node» 24. 'I'ask 82 is performed
concurrently and autonomously at each of nodes 24 (I'IG I)

by conventional software tools installed on computer
devices 26 (FI(k I) such as virus detectors, fireivalls, anil the
like

In response to task 82, a task 86 is performed through each
of security agents 36. Task 86 cause» SOM processor 40 to
bc notified of an outcome of thc repulsing task through onc
of security agents 36 associated with thai node 24. The
notification may include dale descnbing a secunly event
type, a location idenulier for the node 24, anil whether or not
the attack was successfully repulsed I'ollowing notihcation
task 86, program control proceeds to a task 88.

I'a»k 88 causes SOM prncessor 40 to receive an attack
signature (discusscd bclov.) for an attack (discussed below).
Information from security agents 36 about security cvcnts
are combined at area servers 30 (FIG. 1) in nelworl 22 (FIG.
1) by secunly agents 36 associated wnh area servers 30 that
may take further action as needed and as possible 'I'he attack
information is then combined and transmitted up computer
network 22 to form an attack signature (discu»seel fielow)
Thc attack signature is rcccivcd by SOM procc»sor 40 (FIG.
1) for processing.

lly way of example, I l(i 6 shows a table 90 of informa-
tional ckmcnts of a first attack 92 having a hrst attack
signature 94 in accordance with a prcfcrrcd cmbodimcnt of
the present invention. First snack 92 nina(»tales a number of
secunly event» 50, shown in column 96 a» percentage
values, occurring at nodes 24 and categorized by security
eventtypes 56

In conlunchon with receiving task 88 (FIG. 5), a la»i 98
compiles attack status information regarding first a attack
92. Attack status information may inclurle location identi-
ficrs 60, whcthcr or not any of »ccurity cvcnts 50 werc
rcpulscd at nodes 24, nodal intcrrclationships, breadth of thc
attack, expected impact of thc attack, and so forth.

Following task 98, a task 100 is pcrformcd by SOM
processor 40 (FIG. 1). SOM procc»sor 40 compares a vector
representative, of lirst attack signature 94 (FIG. 6) lo each of
training signatures 53 as mapped in display map 66 (FIG. 4).

In rcsponsc to comparing task 100, a task 102 sclccts onc
of training signatures 53 that most closely matches auacl
signature. With reference back to FIG. 3, the secunly event
types 56 and frequency nf secunty events 50 shown in
column 58 of training signature 54 most closely resembles
first attack 92 '(ho»e»killed in the art will recognize that
other factors will contribute to thc»election of a most closely
rcscmliling training signature. Other factors may include but
are nol limited to, the locauon idenuliers for each of. the
el(ected nodes, network hierarchy, aml so forth.

In conjunction with task 102, a task 104 gcncratcs a
mitigauon hsl. A mitigation li»l is a list of recommended
actions that may be lal en to mingale an altacl . Some actions
may include a disconnect of some nodes 24 of network 22,
establishment of false targets, providing false, but realistic
data, and so forth. The mitigation list may be generated
rluring trainin procc»s 44 (FIG. 2) or at any other lime by
a network administrator after evaluating various training
altacl acenano».

Following tasks 102 and 104, a task 106 displays attack
status information and thc mitigation list on network status
ihsplay 42 (FIG. 1).

FIG. 7 shows network status display 42 in accordance
with a prelerred embodiment of lhe pre»ent invention.
Nelworl status ihsplay 42 presents display map 66 and an
altacl status informahon hsl 1U8 showing secunly event
type 56 and location identifiers 60 for first attacl 92. I)i»play
42 also presents an attack signature log 110 which provides
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current and histoncal perspecuve on a oven snack record al
various sample times 'I'he attack sig,natures in log 110 are
the text equivalent of the two rlimensional image as high-
lighted in display map 66 In addition, display 42 includes
attack mitigation list 112 which is a catalogue of actions that
a network manager may take in order to miti atc first attack
92.

As shmvn in display map 66, multiple display cells 68 are
darkened In the preferred embodiment, one of display cells
68 is darkcncd for first attack 92 at a first sample time A '"
second onc of display cells 6& is darkcncd to illustrate hrst
aitack 92 al a scend sample ume, and so forth. The image
that emerges on display map 66 is network view of attack 92
and il's progression from a low severtly attack shown in the
darkened display cells 68 of center region 70 to a high
severity attack shown in the darkened display cells 68 of
outcr region 74. Hcncc, rlisplay map 66 provides a means of
tracking thc attack scvcrity and attack type over a peootl of
time.

In an alternative embodiment, network status display 42
may display only display map 66 hach of the darkened
display cells may then provide linl s, in the form of hypertext
links, to attack status information list 108, attack signature
lo 110, attack mitigation list 112, and any other information
as needed.

Refernng back lo FIG. 5, in response, to task 106, a task
114 mittgates Iirst attack 92. In some cases first attack 92
may be mitigated automatically by dynamic network secu-
rity system 20. I or example, SOM processor 40 may issue ic
instructions to nodes 24 and 30 to not respond to cxtcrnal
communications or to force ncw passwords. In other cases,
miligauon may be acuvaled by a network manager in
response lo attack miugalion hsl 112.

Following task 114, a lasl 116 pretlicls a pattern for
sulisequent attacks and adapts security system 20 to respond
to subsequent attacks Security system 20 is adapted by
introducing first attack signature 94 into security system 20
as a new training signature and rcpca ting training process 44
(FIG. 2). Thc result of introtlucing first attack signature 94 sc
as a new training si mature, aml mapping a vector represen-
tative of the new training signature mto display map 66, is
an improved response to subsequent attacks that have sub-
sequent training signatures that most closely resemble hrst
attack signature 94. I'hus, security system 20 is able to
evolve with evolving threats

In summary, a system and a method arc provided that is
capable of providing a nctv ork view of an attack as the
aitack is occurring. The system and method thsplay snack
informauon in a quickly interpretable two tlrmensional
image that is provided to a networl manager The system
and method provide the network manager v ith knowledge
of thc attack scvcrity and overall nature of thc attack, as well
as its expected impact, anil a mitigation list of rccommcntlctl
actions for mitigating thc attack. In addition, thc system anti ss
method have Ihe ability lo evolve wilh evolvin ~ threats lo
mitigate new approaches lo nelworl attacks by employing a

linear vector quantization algorithm of artificial neural net-
work technology.

Althou h the preferred emliorliments of the invention
have been illustrated anti described in detail, it will be
readily apparent to those skilled in thc art that vaoous
modilicauons may be made therein without tleparung from
the spint of the invention or from ihe scope of. Ihe appemled
claims. For example a conventional linear vector quantize- ss
tion algorithm may be employed rather than the self-
organizin map algorithm In addition, the display map of

the nelworl status drsplay may be arranged differently. For
example, Ihe allacl seventy may increase as an attack is
thsplaycd moving from the outcr region of thc display map
to the inner region of thc display map.

What is claimed is
I A dynamic netivork secunty system for responrling to

a security allacl on a computer network, said computer
network having a muluplicity of impaler nodes, and said
system comprising:

a plurality of security agents, each security agent tieing
associated with at least one of the computer nodes and
located at the associated computer node, each security
agent being configured to dctcct occurrcnccs of security
cvcnts on thc associated ones of said computer nodes,
said security events charactenzing, sairl attack, said
security cvcnts comprising at least onc thc group con-
sisting of performing of an unauthorized action on thc
associated computer node, performing port scans on thc
associated node, operating malicious software on the
associated computer node, and imuating unauthorized
penetration attempts on the associaterl computer node,
wherein each security agent is configured to transfer
data alxiut the security events on the associated com-
puter nodes;

a self-organizing map (!IOM) processor in rlata commu-
nication with each of saitl security agents and conflg-
urcd to process said data about said security events to
form an attack signature, and

a network status display in communication with said
processor and configured to display attack status infor-
mation in response to said attack signature, said abaci
status informauon graphically represenung a severity
ol said auack,

wherein lhe SOM processor is conligured to compare the
atlacl signature with a plurahty of training signatures
and respond to the security attack

2 A system as claimed in claim I wherein said SOM
processor is a linear vector quantwation (I.VQ) processor.

3 A system as claimed in claim 1 v hcrcin:
said SOM processor is trained to responrl to the plurality

of training signatures, each of sairl training si natures
representing onc of a plurality of simulated attacks; and

said processor is further conhgured to compare said attack
signature to each of said training si natures to dctcr-
niinc vvhich of said simulatctl attacks most closely
niatchcs said attack.

4. A system as claimed in claim 1 wherein said networl
stalus display provides a lwo dimensional trna e of. said
computer netivork, and said network status display is con-
figured to link said attack status information to sairl two
thmcnsional image.

5 A system as claimed in claim 4 whcrcin said attack
status information includes a location idcntificr and a sccu-
rilv event Ivpe for each of saul secunty eve nas characterizing
san.l altacl.

6 A system as claimed in claim I wherein said network
status display further comprises an attack mitigation list,
saitl attack miti ation list tieing a catalogue of actions to take
to mitigate said attack.

7 A dynamic nctvvork security system for responding to
a security allacl on a computer network, said computer
network having a muluplicity of impaler nodes, and said
system comprising

a pluralily of secunty agents conligured lo concurrently
detect occurrences of secunty events on associated
ones of said computer nodes, said security events
characterizing said attack;
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a processor in data communication with said secunty
agents and configured to process sairl security events to
form an attack signature; and

a nctv ork status display in communication wnh sairl
processor aml conligured to display snack status infor-
mation in response to said snack signature, said snack
status information being representative of said attack,

wherein said processor is trained to respond to a plurality
of training signatures, each of said training si natures
rcprcscnting onc of a plurality of simulated attacks; anil

s;nil processor is further conligu red to compare said snack
signature to each of said training signatures to deter-
mine ivhich of said simulated attacks most closely
matches sairl attack, and v hcrcin:

s;nil network status display presents a display map divided
into a plurality of eh«play cells; and

each of said traming signatures is mapped into said
display cells prior to sairl attack, and

wherein said display cells are div«led into a plurality of
regions, said regions being contigured to indicate an
attack type and severity of said attack

g A method of operating a dynamic network security
system to respond to a plurality of attacks on a computer
network, said method comprising thc steps of:

trainmg said security system to respond «i a plurality of
training signatures, each of said training signatures
representing one of a plurality of simulated attacks;

receiving a first attack signature, said first attack signature
being conligured to charactenze a lirst one of said
plurality of attacks,

comparing said hrst attack signature to each of said
training signatures to dctcrminc which of said trainin
signatures most closely matches said first attack si na-
ture;

displaying attack status inlormation m a network status
display in response to said first attack signature and a
most closely matching training signature; and

adapting said security system to respond to a second one
of said plurality of snacks, said secoml snack bmn ~

characterized by a second abaci signature that
resembles said first attack sig,nature,

wherein said network status display provirlcs a two
dimensional image of said computer network, sairl
network status display being thvidetl into a plurality of
display celLs, aml said training step compnses the steps
of.

performing a first one of said simulated attacks on said
netivork, said hrst simulated attack having a hrst train-
ing signature;

mapping said first training signature into onc of sairl
display cells in rcsponsc to said first simulated attack,
anil

repeating said performing and mapping steps for the
remaining ones of said training signatures.

9 A method as claimed in claim 0 wherein
each of said training signatures represents at least one

security event type anil an attack severity for each of
said simulated attacks, said at least onc security cvcnt
type being at least onc of a plurality of knoivn security
event types, each of said known secunfy event types
causing an anti-secunty efiect on said computer
network, and sat&1 attack seventy bemg a level of
security breach said simulated attack causes said com-
puter network; and

ZO

35

said mapping step positions said first training signature
into said one of said display cells in response to said at
least one security event type and said attack severity.

10. A method of operating a dynamic netivork security
systcni to rcspoml to a plurality of attacks on a computer
network, said method comprising thc steps of;

training said security system to respond to a plurality of
training signatures, each of said training signatures
representm ~ one of a plurality of simulated attacl s,

receiving a first attack signature, said hrst attack signature
being configured to characterize a first one of said
plurality of attacks;

comparing said first attack signature to each of said
training signatures to dctcrminc v hich of said training
signatures most closely matches sairl first attack signa-
til re;

displaying attacl status information in a networl status
display in response to said lirst snack signature aml a

most closely matching training signature; anil

adapting said security system to respond to a second one
of said plurality of attacks, sairl second attack being
characterized by a second attack signature that
rcscmblcs said first attack signature,

wherein said displaying step further compnses the step of
tracl ing a change in said at least one securny event type
anil smd attack severity of said first snack.

11. A method as claimed in claim 10 wherein said
computer network has a multiplicity of nodes and said

ic method further comprises thc steps of:

detecting security events on sairl nodes to form said flrst
attack signature for sairl first attack,

repulsing said security cvcnts at said nodes in rcsponsc to
«arrl detecting step, and

nonfying said security system ol. an outcome of said
repulsing step

12. A method as claimed m claim 11 further comprisifig
the step ofi

compiling said attack status information in rcsponsc to
ac

said receiving step, said attack status information being
configured to include location idcntificrs and security
event type identiliers 1 or each of said secunty events in
«arrl lirst snack.

13« A method as claimed in claim 10 further comprisifig
the steps of

generating a mitigation list in response to said comparing
step, said mitigation list being a catalogue of actions to
take to mitigate said first attack; anil

displaying said mitigation list.
14. A method as claimed in claim 10 lurther compnsing

the step of mr«gating said lirst attack in response to said
comparing step

15. A method as claimed in claim 10 wherein
said lirst attacl signature idennlies at least one security

event type and severity of said attack, anil
said displaying step eh«plays said attack status informa-

non in response to said at least one secunty event type
and said attack seventy

aii 16. A method as claimed in claim 10 wherein said
adapting step further comprises thc step of predicting a
pattern of subscqucnt attacks, sairl subscqucnt attacks being
charactenzed by subsequent signatures that resemble said
lirst attack signature.

as 17. A method of operating a dynamic network security
system to respond to a plurality of attacks on a computer
network, said method compnsing the steps of
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trainmg said security system to respond ui a plurality of

training signatures, each of said training signatures
representing one of a plurality of simulated attacks;

receiving a first attack signature, said first attack signature
being conligured to characlemze a lirst one of said
plurality of attacks,

comparing said hrst attack signature to each of said
training signatures to dctcrminc which of said trainin
signatures most closely matches said first attack si na-
ture; lc

displaying attack status inlormalion m a network status
display in response to said first attack signature and a
most closely matching training signature; and

adapting said security system to respond to a second one,s
of said plurality of snacks, said secoml snack bmn ~

characterized by a second ahacl signature that
resembles said first attack sig,nature,

wherein said adapting step comprises thc steps of
innoducing said lirst snack signature Lo said secunty

system as a new training signature, and

mapping said new training signature into said network
status display

18. A method of operating a dynamic network security
system lo respond Lo a iirsl and a second altacl on a

computer network, said impaler network having a mulu-
piicity of nodes, said method comprising the steps of

training said security system to respond to a plurality of
training signatures, each of said training signatures
representing one of a plurality of. simulaletl attacks;

detecting security events on sairl nodes to form a hrst
attack signature representing, sairl first attack, each of
said security cvcnts causing an anti-security cifcct on
said computer network; 35

comparing sat&i lirst attacl signature lo each of said
training signatures to delermine which of said trainin ~

signatures most closely resembles said first attack sig-
nature;

gcncrating a mitigation list, said mitigation list icing a ac

catalogue of acuons to Lake to miugate said lirst attacl,

displaying altacl status informauon aml said mingation
list in a network status display in rcsponsc Lo said flrst
atlacl signature and a most closely matching Lrmning
signature, said attack status information heing config-
ured to include location i&lenhliers and a securny event
type for each of said security events;

mitigating s;nd attack, aml

adapting said sccutrity system to respond to said second
atlacl, said second snack being characlenzed by a

second attack signature that most closely rescmblcs
sairl lirsl snack signature,

wherein said nctv ork status display provides a two
dimensional image of said computer networl, said
network status display being divided into a plurality of
display cells, and said training step comprises the steps
of:

perlorming a lirst one of said simulated attacks on said
network, said first simulated attack having a first train-
ing signature,

mapping said first training signature into onc of said
display cells in response to at least one security event
type and an attack seventy for said first training
sigtlature,

said at least onc security cvcnt type tieing at least onc of
a plurality of known security event types, each of said
known security cvcnt types being configured to cause
an anu-secunly eilect on said computer network, and
said attack severity being a lcvcl of security breach said
simulated snack causes sat&i compuler network; and

repeating said performing and mapping, steps fnr remain-
ing ones of said training signatures.

19. A method as claimed in claim 18 further comprising
the steps of:

repu ising s;nd security events at said nodes in response to
said detecting step; and

notifying an operator of an outcome of said repulsing step.

r a v
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