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PACKET ROUTING AND SWITCHING
DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

This application claims priority under 35 U.S.C. 119(e) to
U.S. provisional patent application entitled “PACKET
ROUTING AND SWITCHING DEVICE,” Ser. No. 60/309,
042 filed Jul. 30, 2001, the disclosure of which is hereby
incorporated by reference in its entirety. This application is
also related to the co-pending, commonly assigned patent
application entitled “PROCESSING UNIT FOR EFFI-
CIENTLY DETERMINING A PACKET’S DESTINATION
IN' A PACKET-SWITCHED NETWORK,” filed on Jul. 30,
2001, Application No. 60/309,087, the disclosure of which
is hereby incorporated by reference in its entirety.

FIELD OF THE INVENTION

This invention relates, in general, to network routers, and
more particularly to a device for performing routing and
switching in a packet-switched computer network.

BACKGROUND OF THE INVENTION

Computer networks often use packet-switching for trans-
mitting messages, such as web pages and e-mail, along a
path between a source and a destination on the network. An
example of the basic topology of a packet-switched network
is illustrated in FIG. 1, and the Internet is one example of a
packet-switched network.

In a packet-switched network 10, messages to be trans-
mitted are first divided into smaller discrete packets, which
when transmitted may take different paths from a source 12
to a destination 14. When all of the packets arrive at the
destination they are recompiled into the original message.
The arrangement of the communication links or “hops”
between the various devices of the packet-switched network
is a partially connected mesh topology where many of the
devices are not directly connected to the other devices.
Therefore, transmitting messages over a packet-switched
network requires a device at the intersection of the links to
guide packets from one link to another link along the
packet’s path.

Guiding packets along the path from the source 12 to the
destination 14 includes routing and switching functions.
Routing involves the examination of the packet to deter-
mine, among other things, the address of the next device in
the network to send the packet to, i.e., determining the
outgoing link for the packet. Switching involves actually
directing packets to the outgoing link that corresponds to the
next device in the network, i.e., switching the packet from
the incoming link to the outgoing link.

In a packet-switched network, a router 16 performs both
routing and switching. Having multiple ports coupled with
different links in the network, the router receives packets
from an incoming link, examines a header of the packet to
determine the outgoing link for the packet, and then trans-
mits the packet on the outgoing link. The packet includes a
portion of the message to be transmitted, and a header that
includes destination information for the packet. In particular,
routers make routing decisions based on an Internet Protocol
(IP) destination address contained within the header. Gen-
erally, in a “lookup” operation, the router compares the IP
destination address to a number of potential paths stored in
a forwarding table, and then assigns the outgoing link to the
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packet. The header may also contain quality of service
(QoS) data, which designates the priority with which the
packet should be serviced by the router.

The IP destination address (or Layer 3 destination
address) is a 32-bit identifier assigned to a device on a
TCP/IP packet-switched network. The 32-bit IP address is
subdivided into four numbers between 0 and 255 separated
by periods, e.g., 10.230.15.255. The subdivisions of the IP
address are hierarchical, representing from left to right
greater specificity as to the destination for the packet. For
example, the left most “10” portion of the exemplary address
may represent the East Coast, the “230” portion may rep-
resent New York City, the “15” portion may represent a local
area network (“LAN”) in the Empire State Building, and
“255” may represent the intended final destination in the
LAN for the packet. To properly route a packet, a router 16
need only have an output port associated with a portion of
the IP destination address, such as one of the subdivision.
For example, the router might transmit all packets having an
IP destination address beginning with “10” on the outgoing
link attached with a second router on the East Coast, which
will then determine where to send the packet to next.
Accordingly, a packet may make several hops along its path
from the source 12 to the destination 14.

The IP addressing scheme of a packet-switched network
10 provides for scalability of the network, in that each router
16 need not be directly connected with the destination 14 for
the packet. To manage scalability, the addition or removal of
devices from the network is tracked and updated by the
routing or forwarding table, which is typically dynamic.
Routing protocol software provides communication between
routers on the network and updates the forwarding table in
each router to reflect changes in the topology of the network.

Conventional routers can suffer from a “denial of service
attack” wherein the route processor of a conventional router
is interrupted each time a route processor destined packet is
received by the router. If a hacker generates a large number
of route processor destined packets to a particular router,
then that router may experience performance problems, and
possibly shut down, if the route processor is continually
interrupted so that it can deal with the receipt and processing
of the route processor destined the packets.

Packets come in many different sizes ranging from 20
bytes to thousands of bytes, and are generally transmitted
into a router at a line rate of, for example, 40 gigabits per
second (Gbps). It may be problematic for conventional
routers to perform the required routing table lookup opera-
tions for a series of smaller sized packets flowing into the
conventional router at the 40 Gbps line rate without having
to drop packets. If a packet is dropped, then the packet must
be retransmitted, which slows the overall message transmis-
sion time. To avoid dropping packets, conventional routers
frequently are “input-striped” in that as they receive packets
from the network, the packets are divided into a number of
fixed length units referred to as “cells,” and the cells are
written to a large buffer memory before performing the
forwarding table lookup operations and determining the
outgoing link for the packet. Such an input-striping process
makes the initial front end writing process into the buffer
memory rather simple, however, it is often difficult to read
out the cells and reassemble the cells into a packet because
packets are processed out of order in general within the
router, which adds latency to the transmission of the packet.

In conventional routers, the input buffer memory required
to store the incoming packets while the lookup is performed
must be large to avoid overflowing the input buffer memory.
Moreover, an additional large switching memory is gener-
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ally required to store the packets for a period of time after
the lookup operations are performed, but before the packet
is transmitted to the correct outgoing link of the router.
Accordingly, in order to avoid duplication of large high-
speed memories, prior art devices oftentimes use a single
memory for both the input buffering and the switching
memory.

Oftentimes input-striping involves storing the cells non-
contiguously in whatever portions of the single memory are
available. The cells then stay in the single memory while the
lookup is performed and the QoS priority for the packet is
determined. As a consequence, the storage of the cells in the
single memory is not a function of the outgoing link for the
packet or the QoS priority for the packet because the
outgoing link and the priority are unknown at the time the
packet is cellified and stored. As an additional consequence,
when the conventional router is ready to transmit the packet,
the cells of the packet must be located in the single memory
and then extracted. This generally requires a significant
memory management scheme including, for example,
memory pointers, link lists, and link list arrays to find and
extract the cells from the single memory.

As recognized by the present inventors, what is needed is
a packet routing and switching device, such as a router,
which provides lookup processing of any size packet at the
incoming link line rate while reducing the risk that packets
are dropped. It is against this background that various
embodiments of the present invention were developed.

SUMMARY OF THE INVENTION

According to one broad aspect of one embodiment of the
invention, disclosed herein is a method for routing and
switching data packets from one or more incoming links to
one or more outgoing links of a router. The method com-
prises receiving a data packet from the incoming link,
assigning at least one outgoing link to the data packet based
on the destination address of the data packet, and after the
assigning operation, storing the data packet in a switching
memory based on the assigned outgoing link. The data
packet is extracted from the switching memory, and trans-
mitted along the assigned outgoing link.

The operation of assigning an outgoing link to the data
packet may include assigning a destination queue to the data
packet, the destination queue being mapped to the assigned
outgoing link, and the operation of storing the data packet in
a switching memory may include the operation of storing the
data packet in the assigned destination queue. The operation
of storing the data packet in a switching memory may
include dividing the data packet into at least two cells and
storing the cells in the destination queue. In one embodi-
ment, the cells are less than or equal to 34 bytes. The
operation of storing the data packet in the switching memory
may include storing the cells contiguously, in round robin
order, in the destination queue.

In this manner, by writing data packets to the switching
memory (in round-robin order, for instance) after an outgo-
ing link of the router has been assigned to the data packets,
the data packets can be quickly extracted from the switching
memory for transmission out of the router along the assigned
outgoing link.

According to another broad aspect of an embodiment of
the invention, disclosed herein is a method of routing and
switching data packets in a router, wherein each data packet
has a packet header specifying a destination address for the
packet. The method comprises providing a systolic array
pipeline in communication with a forwarding table, receiv-
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ing a data packet from an incoming link of the router, and
looking-up the destination address in the forwarding table
using the systolic array pipeline to assign the outgoing link
to the data packet. The data packet is then stored in a
memory, retrieved from the memory, and transmitted on the
assigned outgoing link out of the router.

Other features, utilities and advantages of the various
embodiments of the invention will be apparent from the
following more particular description of embodiments of the
invention as illustrated in the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates one example of the basic topology of a
packet-switched network, such as the Internet, having a
source, a destination, and a plurality of routers therebetween.

FIG. 2 illustrates a block diagram of a router, in accor-
dance with one embodiment of the present invention.

FIG. 3A illustrates a block diagram of a router including
an interface subsystem and a switching engine, in accor-
dance with one embodiment of the present invention.

FIG. 3B illustrates a block diagram of a full-scale router
including a plurality of interface subsystems and a plurality
of switching engines, in accordance with one embodiment of
the present invention.

FIG. 4 illustrates a flowchart of an example of the
operations for routing and switching a packet, in accordance
with one embodiment of the present invention.

FIG. 5A illustrates a flowchart of an example of the
operations for receiving a packet in a router, in accordance
with one embodiment of the present invention.

FIG. 5B illustrates a flowchart of an example of the
operations for performing a forwarding table lookup to
determine an output for the packet, in accordance with one
embodiment of the present invention.

FIG. 5C illustrates a flowchart of an example of the
operations for dividing a packet into cells, in accordance
with one embodiment of the present invention.

FIG. 5D illustrates a flowchart of an example of the
operations for storing cells contiguously in memory as a
function of the output for the packet, in accordance with one
embodiment of the present invention.

FIG. 5E illustrates a flowchart of an example of the
operations for requesting cells from memory and reassem-
bling the packet from the cells, in accordance with one
embodiment of the present invention.

FIG. 6 illustrates a block diagram of various media
adapters, in accordance with one embodiment of the present
invention.

FIG. 7A illustrates a block diagram of a forwarding
engine or network processing unit (NPU), in accordance
with one embodiment of the present invention.

FIG. 7B illustrates another block diagram of the network
processing unit coupled to various components of a router,
including media adapters, a route processor, and a switching
engine, in accordance with one embodiment of the present
invention.

FIG. 8A illustrates a systolic array pipeline including a
plurality of stages, in accordance with one embodiment of
the present invention.

FIG. 8B illustrates a systolic array pipeline including a
plurality of stages for very long instruction words, in accor-
dance with one embodiment of the present invention.

FIG. 9 illustrates an example of a stage of a systolic array,
in accordance with one embodiment of the present inven-
tion.
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FIG. 10 illustrates an example of an instruction buffer of
a stage of a systolic array, in accordance with one embodi-
ment of the present invention.

FIG. 11 illustrates an example of a register file of a stage
of a systolic array, in accordance with one embodiment of
the present invention.

FIG. 12A shows one example of the functional units of a
stage of a systolic array, in accordance with one embodiment
of the present invention.

FIG. 12B shows one example of the interactions between
functional units for stages N-1, N, and N+1 of a systolic
array, in accordance with one embodiment of the present
invention.

FIG. 13A illustrates an example of processing of instruc-
tions through a plurality of stages in a systolic array, in
accordance with one embodiment of the present invention.

FIG. 13B illustrates an example of processing of instruc-
tions through a plurality of stages over various cycles in a
systolic array, in accordance with one embodiment of the
present invention.

FIG. 14 illustrates named bypassing for handling register
dependencies in a systolic array, in accordance with one
embodiment of the present invention.

FIGS. 15A-C illustrate various types of sleep stages of a
systolic array, in accordance with one embodiment of the
present invention.

FIG. 16 illustrates an example of a physical layout of
series of major stages of a systolic array, in accordance with
one embodiment of the present invention.

FIG. 17 illustrates an example of processing of a packet
context through twelve cycles of an example four stage
pipeline, in accordance with one embodiment of the present
invention.

FIG. 18 illustrates an example of a parsing execution unit
(PXU) including systolic array stages, in accordance with
one embodiment of the present invention.

FIG. 19 illustrates an example of a lookup engine or
execution unit (LXU) including systolic array stages, in
accordance with one embodiment of the present invention.

FIG. 20 illustrates an example of a queuing execution unit
(QXU) including systolic array stages, in accordance with
one embodiment of the present invention.

FIG. 21 illustrates a lookup topology including a lookup
engine, a forwarding table crossbar, and a forwarding table,
in accordance with one embodiment of the present inven-
tion.

FIG. 22 illustrates an embodiment of a lookup engine and
communication paths between a lookup engine and a for-
warding table, the lookup engine being a systolic array
pipeline having at least a first major stage and a second
major stage, with each major stage having at least one
inactive minor stage and at least one active minor stage, in
accordance with one embodiment of the present invention.

FIG. 23 illustrates an example of a trie used in a lookup
process, in accordance with one embodiment of the present
invention.

FIG. 24 illustrates an example of logical operations for
performing a lookup operation, in accordance with one
embodiment of the present invention.

FIG. 25 illustrates an example of a trie search correspond-
ing with the trie illustrated in FIG. 23, in accordance with
one embodiment of the present invention.

FIG. 26 illustrates a switching engine including a striper
and a plurality of memory control units (MCUSs), in accor-
dance with one embodiment of the present invention.
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FIG. 27 illustrates a memory control unit (MCU) and
associated cell buffers, in accordance with one embodiment
of the present invention.

FIG. 28A illustrates one example of a cellified packet, in
accordance with one embodiment of the present invention.

FIG. 28B illustrates another example of a cellified packet,
in accordance with one embodiment of the present inven-
tion.

FIG. 28C illustrates another example of a cellified packet,
in accordance with one embodiment of the present inven-
tion.

FIG. 29 illustrates a flowchart of an example of the
operations for tracking the number of cells in each queue
using delta counts, in accordance with one embodiment of
the present invention.

FIG. 30 illustrates an example of a delta count table and
a queue table, in accordance with one embodiment of the
present invention.

FIG. 31 illustrates a flowchart of an example of the
operations for writing cells to the MCU, in accordance with
one embodiment of the present invention.

FIG. 32 illustrates a flowchart of an example of the
operations for in storing cells in memory, in accordance with
one embodiment of the present invention.

FIG. 33A illustrates an example of a set of next MCU
tables (NMT), in accordance with one embodiment of the
present invention.

FIG. 33B illustrates an example of writing of cells to the
MCUs, in accordance with one embodiment of the present
invention.

FIG. 33C illustrates an example of storage of cells in
queues, in accordance with one embodiment of the present
invention.

FIG. 34 illustrates a block diagram of a line card unit
(LCU), in accordance with one embodiment of the present
invention.

FIG. 35 illustrates a flowchart of an example of the
operations for the LCU requesting a queue from the striper,
in accordance with one embodiment of the present inven-
tion.

FIG. 36 illustrates a flowchart of an example of the
operations for processing of a queue request by the striper,
in accordance with one embodiment of the present inven-
tion.

FIG. 37 illustrates a flowchart of an example of the
operations for reading a unicast encapsulation identification
(UEID) table, in accordance with one embodiment of the
present invention.

FIG. 38 illustrates a flowchart of an example of the
operations for encapsulating, fragmenting, and reassembling
a packet, in accordance with one embodiment of the present
invention.

FIG. 39 illustrates an example of a topology of a router,
in accordance with one embodiment of the present inven-
tion.

FIG. 40 illustrates a flowchart of an example of the
operations for routing and switching a packet in a cut-down
router, in accordance with one embodiment of the present
invention.

FIGS. 41A-41D illustrates examples of cut-down router
topologies for routers having no redundancy, in accordance
with one embodiment of the present invention.

FIGS. 42A-42D illustrates examples of cut-down router
topologies for routers having 1+1 redundancy, in accordance
with one embodiment of the present invention.
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FIGS. 43A-43C illustrates examples of cut-down router
topologies for routers having 2+1 redundancy, in accordance
with one embodiment of the present invention.

FIG. 44A illustrates a cut-down router having two NPUs,
two LCUs, one striper, and four MCUs, in accordance with
one embodiment of the present invention.

FIG. 44B illustrates an example of connections between
the MCUs and LCUs of FIG. 44A, in accordance with one
embodiment of the present invention.

FIG. 45 illustrates a cut-down router having one NPU,
one LCU, one striper, and two MCUs, in accordance with
one embodiment of the present invention.

FIG. 46 illustrates an example of cell mapping for the
cut-down router illustrated in FIG. 45, in accordance with
one embodiment of the present invention.

FIG. 47 illustrates an example of cell mappings for the
cut-down router illustrated in FIG. 32, in accordance with
one embodiment of the present invention.

FIG. 48 illustrates an example of partitioning of a queue,
in accordance with one embodiment of the present inven-
tion.

FIG. 49 illustrates an example of a queue number, in
accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

This detailed description of embodiments of the present
invention is subdivided into six sections: section I (“Intro-
duction”); section II (“Method for Routing and Switching a
Packet™); section III (“Input-side of the Interface Sub-
systems”™); section IV (“Switching Engine”); section V
(“Output-side of the Interface Subsystems™); and, section VI
(“Redundancy and Scalability”). The introduction provides
a description of components of a router and a description of
an architecture for a router, according to various embodi-
ments.

The second section describes methods of routing and
switching a packet, including a discussion of the flow of a
packet through a router and various operations performed by
a router as the packet flows therethrough. Unlike conven-
tional routers, one example of a method of routing and
switching according to the present invention includes per-
forming a forwarding table lookup operation for a packet
before the packet is cellified and stored for switching.
Accordingly, an outgoing link for the packet is determined
before the packet is cellified, which is advantageous because
the cells may then be stored in a switching memory as a
function of the outgoing link, thereby making retrieval of the
cells from memory efficient and fast.

The third section provides a discussion of the input-side
of'the interfaces of a router that receive and transmit packets,
as well as components of a router which perform various
network processing operations—(collectively referred to as
the “interface subsystem”). Conceptually, the router has an
input-side and an output-side. The input-side receives pack-
ets from an incoming link, and performs various network
processing operations, including routing. For instance, a
network processing unit (NPU) performs many network
processing operations, such as a forwarding table lookup
operation at the incoming line rate, which facilitates the
ability of a router of the present invention to perform routing
and switching without input-striping.

The fourth section provides a discussion of a switching
engine of a router, which includes a switching memory for
the cellified packets. After being processed by the input-side
of the interface subsystem, a packet is transmitted to a
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switching engine where the packet is cellified, and the cells
are stored in a switching memory. Because an outgoing link
for a packet is known before the packet reaches the switch-
ing engine, the switching memory may be arranged so that
the cells of the packet are stored in destination queues that
are mapped to the outgoing link on which the packet can be
transmitted.

The fifth section provides a discussion of the output-side
of the interface subsystem of a router, the output-side
reassembling into packets the cells received from the switch-
ing engine, and the output-side transmitting the reassembled
packets to the proper outgoing link.

The sixth section provides a discussion of redundancy and
scalability in various embodiments of a router. Redundancy
is advantageous because it permits a router to operate at or
near its standard operating characteristics despite some
components being off-line due to a failure, an upgrade, or
other reasons. Embodiments of the router are also scalable,
which allows the same components of a router to be used in
a variety of different configurations to provide different
levels of reliability and performance.

1. Introduction

FIG. 2 illustrates a high-level block diagram of a packet
routing and switching device 20, or router, according to one
example of the present invention for passing packet-
switched data from an incoming link to an outgoing link. In
one embodiment, a router 20 includes at least one interface
subsystem 22, at least one switching engine 24, and at least
one route processor 26, the functionality of each is described
in detail below. In one example, a full-scale router includes
12 interface subsystems, three switching engines, and two
route processors. A router may include full-scale configu-
rations, or may be implemented as scaled down or “cut-
down” embodiments of the packet routing and switching
device.

The interface subsystem 22 provides an interface between
the router 20 and the network in which the router is
connected. As mentioned above, conceptually a router has
an input-side and an output-side. On the input-side of a
router, each interface subsystem performs various opera-
tions on the packets including receiving packets from the
incoming link of the network and determining the outgoing
link to transmit the packet on. On the output-side of the
router, each interface subsystem performs additional opera-
tions including receiving cells from the switching engines
24, reassembling the packets, and transmitting packets to the
outgoing link, in one embodiment.

The interface subsystem 22 includes a plurality of bi-
directional ports 28 that are connected with the links in the
network. Being bi-directional, the ports both receive packets
from the links and transmit packets to the links. After a
packet is received, the interface subsystem determines rout-
ing information for the packet including the destination or
outgoing link for the packet. One advantage of an embodi-
ment of the present invention is that the operations to
determine routing information for a packet are performed at
the incoming link line rate, such as 40 Gbps. Accordingly,
the packet may be cellified, and the cells stored in memory
as a function of the routing information for the packet—this
process is referred to herein as “output-striping.” Therefore,
input-striping may be avoided, i.e., packets need not be
divided into cells and stored in memory before the routing
information for the packet is determined, as with conven-
tional routers. In one embodiment, a plurality of destination
queues are implemented in a switching memory, wherein
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each destination queue is mapped to an outgoing link. When
a new packet is received by the router, it is assigned to a
destination queue corresponding to the outgoing link for the
packet, and then the packet is stored in the destination queue
in FIFO order. The packet is transmitted to the outgoing link
when it reaches the front of the queue, after the other packets
before it in the queue are transmitted.

In one embodiment, each interface subsystem 22 is con-
nected with two of the three switching engines 24 in a
full-scale router 20, which provides redundancy so that the
router will function if one of the switching engines is
off-line.

In one embodiment, the switching engine 24 receives a
packet from one of the interface subsystems 22, cellifies the
packet, and temporarily stores the cells in a destination
queue associated with the outgoing link for the packet. The
cells are output-striped in that the cells are stored, in one
embodiment contiguously, in memory as a function of the
output for the packet. The cells are stored in the destination
queue until the interface subsystem associated with the
outgoing link for the packet requests the packet for trans-
mission, at which time the switching engine transmits the
cells to the interface subsystem. The packet is then reas-
sembled and transmitted along the port 28 connected with
the outgoing link for the packet.

Output-striping is advantageous because, in one embodi-
ment, in order to extract all cells from memory of the
switching engine 24, the interface subsystem 22 simply
needs to know the location of the first cell of the packet in
the destination queue, and the number of cells in the packet.
In one example, the cells are stored contiguously in memory
and the interface subsystem sends requests in round robin
order to each memory device associated with the cells. In
contrast, as previously discussed, prior art devices utilize
input-striping, cellifying the packet and storing the cells
arbitrarily in memory before performing lookup operations.
Accordingly, prior art devices implement complicated
extraction operations to extract cells from memory, which
can reduce the overall throughput of the router.

The route processor (RP) 26 shown in FIG. 2 performs
several overall management and configuration tasks for the
router 20 including running routing protocols that configure
a forwarding table that the interface subsystems 22 use to
determine the outgoing link for the packet. In one version of
a full-scale embodiment, a router includes two route pro-
cessors (26A, 26B) which provide redundancy to the router
in the event that one of the RP’s fail. The route processors
are connected with the switching engines 24 and the inter-
face subsystems via a control plane interface (CPI) 30.

Referring now to FIG. 3A, a block diagram of a router 20
is shown, according to one embodiment, illustrating a packet
flow from the input-side of the interface subsystem 22, to the
switching engine 24, and to the output-side of interface
subsystem. Referring also to FIG. 3B, a block diagram of a
full-scale router 20 is shown, in accordance with one
embodiment of the present invention. The input-side of the
interface subsystem includes a media adapter (MA) 32
connected with the incoming link for receiving packets from
the incoming link and performing formatting operations on
the packet. The input-side of the interface subsystem also
includes a forwarding engine or network processing unit
(NPU) 34 for receiving packets from the MA, and then
analyzing the packet header and assigning a destination
queue to the packet based on the packet header information.
The destination queues are each associated with an outgoing
link and are described in more detail below. The NPU is
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connected with the switching engine 24 and transmits pack-
ets along with associated destination queue information
thereto, in one embodiment.

On the output-side, the interface subsystem also includes
an output processing unit or line card unit (LCU) 36 that is
connected with the output-side of the switching engine 24
for receiving cells therefrom.

The switching engine 24 is connected between the input-
side and the output-side of the interface subsystems 22. In
particular, the input-side of the switching engine is con-
nected with the NPU 34, and the output-side of the switching
engine is connected with the LCU 36. On the input-side, the
switching engine includes a cellification engine or striper 38
that receives a packet from the NPU and divides the packet
into one or more cells. In one embodiment the striper 38 is
connected with at least one memory control unit (MCU) 40
managing at least one destination queue 42 where the
cellified packet is stored. The destination queues are physi-
cally implemented in a series of high-speed memory units
connected with the MCUs. On the output-side, the MCUs
are connected with the LCU.

Generally, when an outgoing link associated with a des-
tination queue is available, the LCU 36 issues a request to
the switching engine 24 for the next packet in the associated
destination queue. After receiving the cells of the requested
packet, the LCU, amongst other operations, reassembles the
packet and transmits the reassembled packet to the media
adapter 32 associated with the outgoing link for the packet.

II. Method for Routing and Switching a Packet

In accordance with one embodiment of the present inven-
tion, FIG. 4 illustrates one example of the operations of
routing and switching a unicast packet from the time that the
packet is received by a router 20 until the time the packet is
transmitted by the router. The router may support routing
and switching of both unicast and multicast packets. A
unicast packet is generally considered a packet with a single
destination, whereas a multicast packet is generally consid-
ered a packet with multiple destinations. FIG. 4 references
the components of the interface subsystems 22 and the
switching engines 24 shown in FIGS. 2, 3, 5 and others,
showing the processes that occur as a packet flows through
the router, in one embodiment.

Referring to FIG. 4, in operation 400, a packet is received
by the input-side of the interface subsystem 22 from an
incoming link coupled with the network. In operation 420
the packet’s destination port is determined. In one embodi-
ment, the NPU 34 performs routing operations including a
forwarding table lookup operation based on the packet
header, so that an output port can be assigned to the packet.
The NPU may include a systolic array pipeline, which is
discussed in more detail below, to perform the forwarding
table lookup and other operations. The NPU completes the
lookup process and a destination port or output queue of the
router 20 is assigned to the packet—before the packet is
cellified or striped to memory, in one example of the
invention.

In operation 440, the packet is divided into cells. In one
embodiment, the NPU 34 transmits the packet to the switch-
ing engine 24 where the packet is divided into cells. In
operation 460, the cells are output-striped into the switching
memory 42, i.e., the cells are stored contiguously in memory
as function of the output interface previously assigned based
on the packet’s destination address.

In operation 480, the cells are removed from the memory,
and are reassembled for transmission along the proper
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outgoing link. In one embodiment, the LCU 36 requests the
cells from the switching engine 24, and reassembles the
packet after the cells have been received. The output-striping
of'the cells by the striper 38 is advantageous because the cell
locations are always known, and in order to request cells
only the location of the first cell is required because all
remaining cells are stored contiguously. In operation 499,
after the packet is reassembled, it is transmitted from the
LCU 36 to the appropriate outgoing link.

FIGS. 5A-5E illustrate operations associated with each
primary operation shown in FIG. 4. FIG. 5A illustrates the
operations for receiving a packet, which are performed by
the MA 32 in one embodiment. In operation 402, the MA
receives a packet on a port 28 connected with an incoming
link. As discussed herein, the term “incoming link” is used
to conceptually refer to a link on which packets are stream-
ing into the router 20, and the term “outgoing link™ is used
to conceptually refer to a link on which packets are stream-
ing out of the router. The links, like the ports 28, however,
may be bi-directional, and accordingly messages may be
both flowing into and out of the router on the links. In
operation 404, the MA formats the packet for processing by
the NPU 34. Generally, formatting includes adding infor-
mation to the header and removing information from the
header to facilitate subsequent operations performed by the
router.

In operation 406, the MA 32 transmits the packets to the
NPU 34. In one example, the MA transmits packets to the
NPU in fragments, as they are received. The last fragment of
any given packet may be marked to indicate the end of the
packet. After all of the fragments of the packet have been
transmitted to the NPU, the MA can send a signal to the NPU
that the transmission of the packet is complete.

FIG. 5B illustrates examples of routing operations,
including performing a forwarding table lookup. The look
up operation may use, in one example, a systolic array for
assigning an output to the packet. These operations are
performed by the NPU 34 in one embodiment. Other for-
warding engines may be used to the extent that they can
process packets at line rate. After receiving a packet from the
MA 32, in operation 422, the NPU parses the packet header
to extract the IP destination address and other information,
which are used to create a packet context associated with the
packet. As will be described below, a packet context gen-
erally includes information from the packet header—such as
the IP destination address and the QoS data—but may not
include the body or payload of the packet. In one example,
parsing the header is performed because the header may
contain variable length information such as the link layer
portion of the header (e.g., VLAN encapsulation on Ether-
net).

In operation 424, the NPU 34 performs an interface
ordinal descriptor (“IOD”) table lookup and assigns an 10D
number to the packet. The IOD number describes the input
port 28 that the packet was received on, which is useful, for
example, to meter the input ports. In one example, the IOD
table lookup is performed using a systolic array pipeline. In
operation 426, the NPU performs a virtual local area net-
work (“VLAN”) table lookup and determines if the packet
is destined for a VLAN. In one example, the VLAN table
lookup is performed using a systolic array pipeline. Parsing
operations 422-426, can be used to form a first partial packet
context including the IP destination address for the packet,
10D information, and VLLAN information. Conceptually, a
“partial packet context” may include an incomplete or
in-process packet context, and a “packet context” may
include a partial packet context or a complete packet context
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which contains the complete routing and switching infor-
mation for the packet along with other information.

Following the parsing operations, the packet context (i.e.,
the first partial packet context) and the IP destination address
of the packet are used in a lookup operation, which may be
used to form a second partial packet context. In operation
428, the NPU 34 looks-up the IP destination address in the
forwarding table to assign a base destination queue to the
packet. Each destination queue is mapped to an outgoing
link. In one embodiment, the lookup operation is performed
using a systolic array pipeline by doing a trie search of tries
stored in the forwarding table. Because the NPU is able to
execute forwarding table lookups at the line rate for any size
packet, it is able to assign a destination queue to the packet
before the packet is cellified and stored in memory.

In operation 430, it is determined whether an additional
stroke of the lookup pipeline is required. Depending on the
IP destination address and the set-up of the systolic array
pipeline, the first partial packet context may have to pass
through the pipeline more than once to determine the base
destination queue for the packet, which is referred to as
“stroking” and is discussed in more detail below. If an
additional stroke is not necessary, then the base destination
queue information is added to the first packet context
thereby generating a second partial packet context.

After the forwarding table lookup operations, the packet
context (i.e., the second partial packet context) is processed
by the queuing operations to complete the packet context
generation. In operation 432, the NPU 34 may perform
metering, which is the monitoring and potential attenuation
of packet traffic on a particular input port. Metering is used
to provide customers with different levels of service. In one
example, the NPU may also perform policing, which is the
act of enforcing a certain policy for a group of packets
having similar characteristics based on, for example, the
results of metering, the packet’s source address, destination
address, source port, and destination port. In one example,
an array of meters can be used for policing. Alternatively, the
LCU may perform policing.

In operation 434, the NPU, taking into account the QoS
for the packet, assigns the destination queue to the packet. In
one embodiment, QoS is performed using a systolic array
pipeline which accesses a queue-offset number in a QoS
table, and thereby modifies the base destination queue
number to arrive at the destination queue for the packet. As
described in more detail below, each outgoing link has
multiple destination queues mapped to it, but the queues
may have differing priorities associated therewith.

In one embodiment, the router may support 3072 unicast
queues per LCU 36, and 36,864 total queues for the full-
scale router 20 having 12 LCUs. Each destination queue
corresponds to a port 28 of the router (i.e., an output port
connected with an outgoing link), and corresponds to a
priority that the packet will be serviced at. Multiple queues
may designate the same port, but with varying priorities.
Accordingly, as discussed above with regard to operation
428, the base destination queue is assigned to the packet. In
operation 434, depending on QoS information, the base
destination queue may be offset, which will designate the
same port, but with a different priority.

In operation 436, it is determined whether the packet will
be recirculated. Some packets, such as tunneled packets,
may require recirculation through the NPU 34 to complete
the generation of the packet context.

As shown in FIG. 3A, the switching engine 24 includes
the striper 38, which is connected in a full-scale embodiment
with a plurality of MCUs 40. After completion of the packet
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context, the packet and its context are transmitted by the
NPU 34 to the switching engine 24.

Referring now to FIG. 5C, in operation 442, the striper 38
receives the packet and its context from the NPU 34. In
operation 443, when the striper receives a packet, a delta
count table is updated with information regarding the num-
ber of cells to be stored in a destination queue. The delta
count table information is periodically communicated to the
LCU 36 so that the LCU can track the number of cells in
each destination queue and the MCU 40 associated with the
first cell in the queue. In operation 444, the packet is divided
into one or more cells, which is referred to as “cellification.”
In one embodiment, cells are 34 bytes in length, with 30
bytes of data and 4 bytes of cell header information but may
be of other lengths depending on the particular implemen-
tation.

In operations 446-448, the cells are output-striped to the
MCUs that manage the destination queues. In one embodi-
ment, in operation 446, the cells are first transmitted in strict
round robin order across a series of buffers in the striper
referred to as the all tails buffer (ATB) (see FIG. 26) which
buffers the cells to avoid overflow. In one example, there is
one first-in first-out (FIFO) ATB per MCU. In operation 448,
the cells drain from the ATBs into the MCUs s, which store the
cells in the appropriate destination queue. One advantage of
output-striping is that the striper 38, on average, uses all of
the bandwidth to the MCUs 40 equally within a single
packet because the cells are written in one embodiment from
the striper to the MCUs in a parallel arrangement, which
spreads the cells around to all MCUs thereby using all of the
available bandwidth to all the MCUs. Along with each cell
of the packet, the destination queue that the cell is assigned
to is sent to the MCU. The first cell of the packet is
accompanied by control information about the packet,
including the number of cells in the packet.

Referring to FIG. 5D, in operation 462, the MCU 40
receives the cells from the striper 38, vis-a-vis the ATB. In
operation 464, the MCUs store the cells contiguously in the
destination queue assigned to the packet. In one embodi-
ment, the MCUE s store the cells in strict round robin order in
their assigned destination queue.

Embodiments of a router 20 of the present invention may
have several advantages over prior art devices. First, a
destination queue for a packet is determined before the
packet is cellified and stored by the switching engine 24.
Accordingly, the cells for the packet may be stored in a
contiguous order in the queues, which facilitates quick
extraction of the cells from the destination queues. In one
embodiment, the cells are stored in the queue assigned to the
packet in strict round robin order. Second, the striper 38
communicates delta count information to the LCU 36 so that
the LCU can track the number of cells in each queue and the
MCUs 40 associated with the head of the queues. Accord-
ingly, the LCU 36 may begin extracting cells from the
destination queues as soon as the router 20 is ready to
transmit the packet. Third, the cells may be extracted from
the assigned destination queue efficiently in the contiguous
order that they were stored in the assigned destination queue.
In one embodiment, the LCU knows the location of the first
cell in each queue (which is generally a head cell for a packet
which specifies the number of cells for the packet); there-
fore, the LCU issues a request to the striper 38 to transmit
the cells from the MCUs in the same contiguous order in
which they were placed in the assigned destination queue.
Accordingly, additional memory pointers to cells, link lists

20

30

35

40

45

50

55

60

65

14

of cells, and arrays of link lists of cells are not required
because all of the cells of a packet are stored in well known
locations.

Referring to FIG. 5E, in operation 482, the LCU 36
extracts cells from the switching engine 24 by requesting a
queue from the switching engine in order to process the cells
within the queue. The LCU may include a queuing discipline
that is continuously executing and that determines when a
particular queue should be serviced. When a queue is
selected for service, the LCU sends a message to the MCU
40 or to the striper 38, to transmit some number of cells from
the queue to the LCU. In one example, the striper issues
commands to the MCUs beginning with the MCU of the
head cell, and then issuing commands in strict round robin
order to the MCUs following the MCU with the head cell,
until all of the cells for the packet are extracted from the
assigned destination queue. After the extraction is complete,
the head cell of the next packet in the queue will be at the
beginning of the queue. In an alternative embodiment, the
LCU may issue read requests directly to the MCUs in strict
round robin order beginning with the head cell for the queue.

In operation 484, the LCU 36 receives the cells. In one
embodiment, once the LCU has received the head cell, it can
request the remaining cells for the packet based on the total
number of cells for the packet, which is specified in the head
cell. After the MCU 40 transmits a cell to the LCU, the MCU
periodically transmits the number of cells remaining in each
queue to the striper 38. This allows the striper to track the
number of cells that are stored within the MCU so that it can
perform random early discard (RED), which is a well known
algorithm for randomly dropping packets, if the queue
begins to overflow.

In operation 486, the LCU 36 reassembles the packet from
the received cells. The LCU tracks the read requests that it
has made so that when cells arrive from the MCU 40, it can
correctly reassemble and transmit complete packets. In one
embodiment, the LCU tracks the order in which it transmit-
ted requests to the striper 38, and the MCU is commanded
to reply in the same order, so the LCU will receive cells in
the same order that it transmitted requests. In operation 488,
the LCU performs encapsulation and fragmentation of the
packet as needed for transmission of the packet on the
appropriate outgoing link. Finally, in operation 490, the
LCU transmits the packet to the MA 32, which in turn
transmits the packet on the port 28 connected with the
appropriate outgoing link for the packet.

The above described operations may be preformed using
one or more of the components described hereafter.

III. Input-Side of the Interface Subsystems

In one embodiment of the present invention, a full-scale
router 20 includes twelve interface subsystems 22. As shown
in FIG. 3A and others, each interface subsystem includes at
least one media adapter 32 which is bi-directional, support-
ing both the receipt and transmission of packets. On the
input-side of the router the media adapter is connected with
a network processing unit (NPU) 34, and on the output-side
of the router the media adapter is connected with a line card
unit (LCU) 36.

A. Media Adapters (MA)

In a full-scale embodiment, four MAs 32 are connected
with each NPU 34 (FIG. 3B). The MAs generally provide
the incoming and outgoing interface between the network
and the router 20. Accordingly, packets are received from an
incoming link and are transmitted on an outgoing link via the
MAs.
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FIG. 6 illustrates a block diagram of an embodiment of a
MA 32 having four physical interface units (Phy) 44 and
four Glue ASIC units 46. Each Phy 44 includes at least one
bi-directional port that is connected with a link, and may
include a MAC (Medium Access Control) or a framer chip.
Links are the physical medium that packets are transmitted
between devices on the network and are generally a copper
or a fiber optic line. On the incoming link side, the Phy
converts packets received on the port into electric signals
that can be processed by the router in subsequent operations.
On the outgoing link side, the Phy converts packets from an
electrical signal into the appropriate signal for the particular
link that the packet is transmitted on. For example, packets
transmitted over a fiber optic line are modulated into a light
wave. Accordingly, in one example, the packet data must be
converted from a modulated light wave into an electrical
signal by the Phy for processing by the router, and then must
be converted from an electrical signal back into a modulated
light wave to transmit it to a fiber optic line. In one
embodiment, the Phys may support OC-192 POS, OC-48
POS, 1 Gigabit Ethernet, and 10 Gigabit Ethernet, or any
other conventional data transmission standards.

The Glue ASIC 46 performs the operation of formatting
different packet types consistently before transmission to the
NPU 34. For SONET (Synchronous Optical Network) inter-
faces, the formatting performed by a SONET Framer
includes removing the physical layer information such as
framing, frame checksums, and SONET overhead. For Eth-
ernet interfaces, the formatting performed by a MAC chip
includes removing the physical layer information such as
framing, frame check sums, and overhead. In addition, the
formatting performed by the Glue ASIC may include: check-
ing the packet length to ensure that the entire packet was
received by the router; adding a checksum; inserting an
identification of the port that the packet arrived on in the
header, which is used later as index into the IOD table; and
temporarily storing the packet in a FIFO buffer until it is
transmitted to the NPU. In one example, the buffer does not
affect the ability of the NPU to process packets at the line
rate because packets stream in and out of the buffer at the
line rate. The buffer merely provides a delay between
packets arriving in the MAs 32, and packets being trans-
mitted to the NPU 34, and smoothes any bandwidth mis-
matches between the output of the Glue ASIC and the input
of the NPU.

The Glue ASIC 46 does not, however, remove any data
link layer information such as Ethernet source and destina-
tion addresses, and point-to-point protocol encapsulation, in
one example. Each Glue ASIC has a 10 Gbps bus connected
with the NPU 34, accordingly, the MAs 32 have a 40 Gbps
aggregate connection with the NPU, in one embodiment.

B. Network Processing Unit (NPU)

FIGS. 7A-22 relate to a network processing unit (NPU) 34
for determining the destination of a packet. In one embodi-
ment, the NPU employs a systolic array pipeline 48 archi-
tecture. As used herein, the term “network processing unit”
includes any processor, microprocessor, or other integrated
circuit (or collections thereof)}—such as a forwarding
engine—which determines the destination of a packet. As
will be described herein in greater detail, the NPU may
employ one or more systolic arrays in various execution
units of the NPU to perform various operations on a packet
as the packet passes through the NPU. Although embodi-
ments of the invention are described with reference to the
NPU described herein, it is understood that a router could
employ other future developed processors capable of pro-
cessing packets at line rate, in place of the NPU.
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As used herein, the term “systolic array” or “systolic array
pipeline” includes, but is not limited to, a series or collection
of stages wherein each stage may contain a register file and
one or more functional units. In one embodiment, the data or
program context being processed by the stages—which may
include items such as the state of the register files, the
program counter, and/or the current state of the program—
flows from a stage to a next stage. In one example, the stages
of a systolic array are arranged in a generally linear or
sequential order, wherein each stage is capable of perform-
ing an operation involved in processing a packet, and the
data/program context processed in each stage is processed
therein for one clock cycle after which the data/program
context is passed to the next stage for processing therein.
One example of a systolic array is shown in FIG. 8 A wherein
each stage 50 has a register file 52 and a functional unit 54,
while FIG. 8B shows a systolic array for a very long
instruction word wherein each stage 50 has a register file 52
and a plurality of functional units 54.

In one embodiment, some of the stages 50 of the systolic
array 48 are programmable to perform a processing opera-
tion involved in processing the packet under program con-
trol, while other stages of the systolic array can perform a
delay operation (as with “sleep stages,” discussed below)
where the data passes through a stage with no processing
therein. In general, on every clock cycle of the NPU 34,
data/program context is moved from one stage of the sys-
tolic array to the next stage in the systolic array, without
blocking the intake of new packets or the processing of
existing packets. As will be described below, the systolic
array of the NPU can receive new packets at a line rate of,
for example, 40 Gbits/second, and can finish processing a
packet at the line rate during steady state operation. The
NPU is adapted for use in a router 20, where the router 20
has multiple bi-directional ports 28 for receiving and trans-
mitting data into and out of the router, wherein each port is
connected with different portions of the network. As men-
tioned above, in one embodiment when the NPU receives a
packet, the NPU operates to determine to which destination
port of the router the packet should be sent out so that the
packet gets closer to its final destination (i.e., the next hop
in the network).

NPU Architecture

Referring now to FIG. 7A, a block diagram of a network
processing unit 34 is shown in accordance with one embodi-
ment of the present invention. The NPU is implemented
using a plurality of execution units, including in one
example a parsing engine or execution unit (PXU) 56 for
forming a packet context which contains the destination
address of the packet and other data descriptive of the
packet; a lookup engine or execution unit (LXU) 58 for
determining, based on routing data for the network, the
destination port of the router (also referred to herein as the
output port) to which the packet should be routed; and a
queuing engine or execution unit (QXU) 60 for queuing the
packet to the proper output queue (maintained outside of the
NPU) corresponding to the output port of the router to which
the packet should be sent. In one embodiment, each execu-
tion unit is implemented using one or more programmable
stages of a systolic array, wherein the operations of the
execution units are under dynamic program control. The
LXU accesses, through a dynamically configurable crossbar
62, an on-chip memory 64 containing a forwarding table
(FT) or route information for the network.

In one example, when a packet is received by the NPU, a
header sequencer 66 extracts the packet header from the
packet and passes the packet header to the PXU 56. The
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PXU forms a packet context which is a collection of
information relating to and describing the packet that cor-
responds to the context. As described above, the packet
context includes data such as the destination address speci-
fied in the packet header, and is derived in part from the
packet header and other information in the packet or about
the packet. After the packet context has been formed in the
PXU 56, the packet context is passed to the LXU 58 and
QXU 60 which perform their operations on the packet
context. As the packet context is passed through the LXU
and QXU and processed therein, portions of the packet
context are modified so as to reflect the results of the
operation performed by the LXU and QXU.

The input packet arbiter (IPA) 68 also passes the packet
(in one example, the entire packet) to a packet buffer 70
where the packet is stored. As the LXU 58 and QXU 60
perform their operations using the packet context and as they
modify the packet context, the packet remains in the packet
buffer 70 until the QXU completes its operations. Generally,
after the LXU has determined the destination port to which
the packet should be sent and the QXU has modified the
packet context to specify the destination port and the queue
to which to send the packet, unification logic merges the
packet context with the respective packet stored in the
packet buffer. In one example, both the packet context and
the packet are passed out of the NPU 34 to other portions
within the router 20 where the switching functions of the
router are performed and the packet is transmitted out of the
router to the appropriate output port, using the appropriate
data formatting and encapsulation associated with the appro-
priate output port.

Referring again to FIG. 7A, the PXU 56 processes a
packet by programmatically extracting information from the
packet such as the source address, the destination address,
the source port number, the destination port number, the
packet type, quality of service (QOS) data, and other data
which is needed by the LXU 58 and QXU 60 to perform
their operations. It is understood that since the PXU is under
program control, the data extracted by the PXU to form the
packet context is a matter of choice depending on the
particular implementation chosen and how the software is
written to process packets. The PXU 56 stores this extracted
information into a register file which is accessible through-
out the processor, and passes the context of the packet to the
LXU 58 for processing therein. One example of the PXU
architecture is shown in FIG. 18, wherein the PXU is
comprised of various systolic array stages.

Using the context of the packet, the LXU 58 performs the
necessary table lookup for forwarding the packet to the
proper output port of the router 20, as well as to perform any
quality of service (QOS) or filtering functionality. One
example of the LXU architecture is shown in FIG. 19,
wherein the LXU is comprised of various systolic array
stages. It is understood that since the LXU is under program
control, the operations performed by the LXU to determine
the proper output port to which to send the packet, or to
perform other functions within the LXU, are a matter of
choice depending on the particular implementation chosen
and how the software is written to process packets.

As will be described below, in one embodiment, the LXU
58 is formed using one or more stages of a systolic array 48
which can be represented, conceptually, as having 12 major
stages, with each major stage having eight active minor
stages and 10 inactive (sleep) minor stages therein. In
accordance with embodiments of the present invention, the
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packet’s context is passed, on every cycle of the NPU 34,
from one minor stage to the next minor stage in the systolic
array.

After determining the destination queue/port in the router
20 to which to send the packet, the LXU 58 attaches the
forwarding information to the context for the packet, and
passes the context of the packet to the QXU 60. Using the
context, the QXU removes the corresponding packet from
the packet buffer 70 and passes the packet and the context to
the striper 38 for writing to the appropriate output queue in
the router 20 so that the packet can be transmitted out of the
router on the appropriate output port.

In one example of the NPU 34 shown in FIG. 7A, the
NPU has a set of input packet buffers (IPBs) 72, wherein
each IPB is coupled with a media adapter 32. Each input
packet buffer is also coupled with the IPA 68, which, in
general, arbitrates between the input packet buffers to select
packets to forward into the header sequencer 66 of the NPU
for processing by the PXU 56, the LXU 58, and the QXU 60.
The input packet buffers are FIFO buffers and accumulate an
entire packet from the media adapter before transmitting the
packet to the input packet arbiter. Each input packet buffer
has a 10 Gbits/sec connection with the media adapter, and a
40 Gbits/sec connection with the input packet arbiter, in one
example.

The input packet buffers 72 account for rate mismatches
between the media adapters 32 (10 Gbits/sec) and the input
packet arbiter 68 (40 Gbits/sec) by aggregating four 10
Gbits/sec packet streams to a 40 Gbits/sec packet stream.
The input packet arbiter 68, being coupled with the input
packet buffers 72 and the header sequencer 66, selects an
input packet buffer for obtaining a packet, and passes the
packet to the header sequencer 66 and packet buffer unit 70.
The input packet arbiter cycles between the various input
packet buffers to obtain packets therefrom, and in this
manner, the input packet arbiter creates a 40 Gbits/sec
stream of packet data which is passed to the header
sequencer of the NPU 34.

In one example shown in FIG. 7B, there are six sources
of packets into the IPA 68; four from the media adapters 32,
one from the route processor 26, and one from a recircula-
tion packet queue (discussed in more detail below). The IPA
selects one source at a time for transmission to the header
sequencer 66. The IPA uses a weighted round robin arbitra-
tion scheme that allows each input packet buffer 72 and an
RP packet buffer 76, which stores packets from the route
processor 26, to send, in one example, up to 10 Kilobyte
(KB) packets to the IPA before being deselected by the IPA.
This allows transmission of one maximum transmission unit
(MTU) size packet, which is 10 KB in one example, or a
continuous stream of smaller packets to be transmitted
without interruption, to the header sequencer. In one
example, only entire packets are sent from an input packet
buffer 72 to the IPA 68, and each input packet buffer checks
if the packet about to be transmitted to the IPA has arrived
in its entirety from the media adapter 32, and if not, then the
next input buffer is selected for transmission to the IPA.
Accordingly, in one embodiment, the input packet buffers
provide at least 10 KB of storage.

Further, the IPA 68 accesses a VLAN/IOD 78 table which
provides data relating to the format of the packet, which the
PXU 56 uses in forming the packet context. The IPA 68
performs a lookup in an interface ordinal descriptor (10D)
table portion of the VLAN/IOD table and adds the appro-
priate 10D to the packet header before transmission to the
header sequencer 66. The IOD specifies the type of the input
port/media adapter upon which the packet was received (i.e.,
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Ethernet). The IOD can be used for controlling metering, for
example, and for use by the PXU to determine how to parse
the packet, as different packet data formats may require
different parsing rules.

In addition, the IPA 68 counts the length of the incoming
packet, and then in one example adds the length information
to the packet header. In one embodiment, the IOD and the
length are prepended to the packet, i.e., added to the begin-
ning of the packet. The IPA also examines a checksum to
determine if the packet was transmitted correctly from the
media adapter 32.

The TPA 68 may also receive, from the RP packet buffer
76, packets originating from the route processor 26 (these
packets are referred to herein as “RP generated packets”).
The RP generated packets are encoded to pass through the
NPU 34 with minimal processing, and bypass the 10D
lookup because the routing protocol software (running in the
route processor) adds the correct 10D to the packet before
forwarding to the RP packet buffer.

The 10D 78 table is implemented using a static random
access memory (SRAM) and stores information about each
type of port that the router is servicing, e.g., 1 gigabit
Ethernet, 10 gigabit Ethernet, etc. The route processor 26
communicates with the media adapters 32 via a system
interface 80 to determine which type of ports 28 are pres-
ently configured in the router, and then assembles the 10D
table 78 to reflect the ports 28 that are presently configured.
Accordingly, the media adapters may be dynamically con-
nected or disconnected to/from the router 20 to support
various types of ports, and the router will be able to
reconfigure itself to support the new media adapters.

In one embodiment, RP generated packets are handled
differently than packets transmitted from the media adapters
32 to the input packet buffers 72. RP generated packets are
stored in the RP packet buffer 76 until there is a break in the
stream of packets entering the IPA 68 from the input packet
buffers 77, or in one example, until a time-out before being
serviced by the IPA and sent to the parsing engine 56. If the
time-out (which can be programmatically set) occurs, then
the RP generated packet is prioritized over all packets and
the RP generated packet is transmitted to the parsing engine
56.

Referring to FIG. 7B, a block diagram shows one example
of the NPU 34 coupled with various components of a router
20, including the set of media adapters 32, wherein each
media adapter is connected to a physical line or link of the
network; a route processor 26, which provides updated route
information for use in the forwarding table 64; and a
switching engine 24 which is responsible for switching the
packet to the proper destination port of the router for
transmission therefrom, in accordance with one embodiment
of the present invention.

As shown in FIG. 7B, the output portion of the NPU 34
passes the packets to the switching engine 24 of the router
20 which is responsible for switching the packet to the
proper destination port of the router for transmission there-
from. In one example of a router 20 conforming to the
present invention, the router has a number of destination
queues in which packets are temporarily stored before the
router transmits the packets on the appropriate outgoing
link. In one embodiment, each queue corresponds to a port
28 of the router (the appropriate outgoing link), and has a
priority which can be programmatically assigned thereto.

In accordance with one embodiment of the present inven-
tion, the destination queue for a packet is assigned by the
NPU 34 before the packet is transmitted to the switching
engine 24. Once the packet is provided to the switching
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engine of the router 20, the switching engine divides the
packet into a set of cells and stores the cells in the queue
specified by the NPU and associated with the proper output
port 28 of the router.

As mentioned above, the NPU 34 execution units—the
PXU 56, LXU 58, and QXU 60—may be implemented
using systolic array pipeline architectures, in one embodi-
ment, so that operations (such as the lookup operation and
memory reads) can be performed at the line rate, which
eliminates the need for input-striping as with conventional
routers. The NPU thereby permits the packets to be stored in
memory of the router as a function of the router’s output port
associated with the packet, which thereby permits the
orderly and efficient storage and extraction of the packets to
and from memory, such as by using round-robin output
striping.

As shown in FIG. 7A, in one embodiment of the inven-
tion, high speed serial links 82 (“point-to-point connec-
tions”) are used to connect signal lines of the NPU 34 to
signal lines of another integrated circuit within the router 20.
In one example, the NPU includes one or more signal lines
and a second integrated circuit in the router also includes one
or more signal lines. Each signal line 82 of the NPU 34 is
connected with a signal line of the second integrated circuit
to form a high speed interface between the integrated
circuits. In one embodiment of the invention and as shown
in FIG. 3B, point-to-point /O interfaces are implemented
using differential pairs between the NPU 34 and striper 38;
between the striper 38 and the MCUs 40; and between the
MCUs 40 and the LCUs 36. For instance, the striper IC has
approximately 466 integrated high speed serial links, in one
embodiment (full scale router) as shown in FIG. 3B. It is
understood that other interfaces could also use point-to-point
connections, depending on the particular implementation.

These connections are used in place of traditional bus
interfaces between integrated circuits, as these point-to-
point connections provide a higher data rate on a per pin
basis, and therefore require fewer pins of an integrated
circuit to meet data rate and bandwidth requirements of
interfaces between integrated circuits. For instance, an inter-
face between integrated circuits requires a bandwidth of 8
Ghbits/sec, then eight pins at 1 Gbits/sec can be used in the
point-to-point connections for the interface, as opposed to a
bus running at 200 Mbits/sec, which would require 40 pins
to provide to 8 Gbits/sec bandwidth for the interface. In this
sense, the point-to-point connections are “narrow” (i.e.,
require fewer pins) when compared with traditional bus
structures.

In one embodiment, point-to-point connections 82 are
implemented using differential pairs of conductors to form
1/0O channels for the integrated circuits used in the router 20
of the present invention. These point-to-point I/O channels
provide the interfaces between integrated circuits used in the
router. For example, in one embodiment, the outputs of the
NPU 34 integrated circuit can be configured using the
point-to-point connections to form an output channel from
the NPU to the striper 38 integrated circuit. Likewise, the
inputs of the NPU integrated circuit can be configured using
the point-to-point connections to form an input channel
coupled with the integrated circuits on the front-end of the
router (such as the ICs that reside in the media adapters 32).

In one embodiment, these high speed, narrow (reduced
pins) point-to-point connections 82 are integrated on-chip as
part of each integrated circuit which is part of the interface.
For instance, the high-speed serial point-to-point differential
pair links are integrated within the output portion of the NPU
34, and are also integrated within the input portion of the
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striper 38. Where the core of the integrated circuit uses
signal lines arranged in parallel, a parallel-to-serial conver-
sion is provided on-chip, and error-correction encoding/
decoding can be used to ensure data accuracy through the
conversion operation.

In one example of the NPU 34, the outputs of the NPU can
be configured using the point-to-point connections 82 to
form an output channel from the NPU to the striper 38
integrated circuit.

Systolic Array

The systolic array 48 structures of an embodiment of the
NPU 34 will now be described with reference to FIGS.
8A-17, in accordance with one embodiment of the present
invention. Referring to FIGS. 8A and 8B, various embodi-
ments of a systolic array pipeline 48 are illustrated. In the
embodiment of FIG. 8A, a systolic array pipeline is shown
as an interconnected series of stages 50, wherein each stage
has a functional unit 54 and an associated register file 52,
and data/program context moves from one stage to a next
stage of the systolic array. As data/program context is
processed by a first functional unit of a first stage, the results
of the operations are written to a register file so that they are
accessible by one or more subsequent stages. In one embodi-
ment, a stage may have multiple functional units such as
arithmetic logic units (ALUs), adders, shifters, edge detec-
tors, zero detectors, condition code registers, status registers,
and the like. In another embodiment, a stage of the systolic
array of the NPU can be either an active stage—which has
programmable functionality for performing various opera-
tions on the data/program context passed into the active
stage—or a sleep stage which is in effect a delay stage such
as a flip-flop or other similar configuration, which is pro-
vided for timing.

FIG. 8B illustrates a systolic array pipeline 48 for han-
dling very long instruction words, wherein each stage 50
comprises a register file 52 and a plurality of functional units
54 to perform various functions or instructions on data/
program context received from a prior stage. Again, as with
FIG. 8A, as data/program context is processed by a first
stage, the results are passed onto and made available for
subsequent stages.

FIG. 9 illustrates an example of an active stage 84 of a
systolic array 48, in accordance with one embodiment of the
present invention. As shown in FIG. 9, an active stage of a
systolic array includes, in one example of the invention, an
instruction buffer 86, decode logic 88, a register file 52, and
an execution data path 90. The instruction buffer provides
instructions to be fed, dynamically if desired, into the
instruction buffer SRAM for the particular stage of the
systolic array, so that the instruction can be fetched and used
within the active stage of the systolic array.

As shown in FIG. 10, the instruction buffer 86 receives a
program image, in one example from the route processor 26,
containing one or more instructions for a particular stage 50
for storage within the SRAM instruction buffer. During a
particular instruction cycle, the fetch address is used to
extract an instruction from the instruction buffer of the stage
84 of the systolic array 48, and upon extracting the instruc-
tion from the instruction buffer, the instruction is passed to
decoding logic of the stage so that the instruction can be
processed by the arithmetic logic unit (ALU) (or other
element of the execution datapath 90). By providing an
instruction buffer as shown in FIG. 10, the software for one
or more stages of the systolic array can be modified dynami-
cally by changing the microcode in each stage or of any
stage of the systolic array, at any time, without pausing the
operations of the systolic array. In one example, an instruc-
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tion buffer is provided for each active stage 84 of a systolic
array in the NPU 34. In one example, the instruction buffer
supports 128 entries, each 142 bits wide, with 136 data bits
and six parity bits.

Referring now to FIG. 11, a register file 52 of an active
stage 84 of the systolic array 48 is illustrated, in accordance
with one embodiment of the present invention. As shown in
FIG. 11, the register file for a particular stage receives
inputs, such as program context, from the execution data
path 90 of the prior stages (i.e., results from the previous
adder, shifter, etc.), or from the previous stage’s register file.
The register file 52 of a stage 50 also provides data/program
context to the register file of the subsequent stage in the
systolic array, as well as making data/program context
available to the next stage’s execution data path (i.e., the
source registers of the next stage’s adder, shifter, etc.). In
one embodiment, the register file of a stage can support 16
entries, each of 32 bits, and has seven read ports and three
write ports.

Referring now to FIGS. 12A-12B, the execution data path
90 of an active stage 84 of the systolic array 48 is illustrated,
in accordance with one embodiment of the present inven-
tion. As shown in FIG. 12A, the execution data path of the
active stage may include an adder 92, a shifter 94 (i.e., a
barrel shifter), logic 96 for detecting a leading edge or “1”
of a trie, a zero detector 98, and other elements such as a
branch unit, a condition code register stack, a status register,
load data registers, and specialized units used in the trie
walk. The edge detection logic, in one example, locates a
leading “1” of a trie, so that the results of the edge detection
logic can be used by the systolic array to search the trie, as
will be described below with reference to the lookup opera-
tion.

Since each active stage 84 in the systolic array may have
multiple functional units 54, the stage can be programmed to
perform simultaneous operations using more than one of the
functional units in the stage—such as add, shift, XOR for
example—to implement very long instruction words.

FIG. 12B shows the interrelation of the functional units 54
and the register files 52 of a series of adjacent active stages
84 of a systolic array 48, in accordance with one embodi-
ment of the present invention. With reference to Stage N, it
can be seen that each component of the execution data path
90 receives, as inputs, the results (i.e., program context)
from each of the units of the prior stage’s execution data
path, in one embodiment of the invention. For instance, the
adder 92 of Stage N receives the results from the adder 92,
shifter 94, logic/edge detection 96, and zero detect units 98
of'the execution data path 90 of Stage N-1. Further, the units
of the execution data path of Stage N also receive as inputs
the image from the register file 52 of the prior Stage N-1.
The register file image from Stage N-1 is also made
available to the register file of Stage N, and the image of the
register file of Stage N is made available to the register file
of Stage N+1.

Also, it can be seen in FIG. 12B that the results from the
execution data path 90 of Stage N are made available both
to the register file 52 of stage N+1, as well as to the inputs
of the execution data path 90 elements of Stage N+1, in
accordance with one embodiment of the present invention.

FIGS. 13A and 13B illustrate the interaction of instruc-
tions and the register files 52 through the cycles of an
instruction within a systolic array 48, in accordance with one
embodiment of the present invention. Referring to FIG.
13A, four stages (84A-D) are shown as S1, S2, S3, and S4,
and each stage has an instruction associated therewith,
shown as 11, 12, I3, and 14. Each stage is shown with an
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instruction buffer (86 A-D), decode logic (88A-D), a register
file (52A-D), and an execution data path (90A-D), as shown
in FIG. 9, and it is assumed that the stages are arranged so
that stage 2 (S2) follows stage 1 (S1), stage 3 (S3) follows
stage 2 (S2), etc. FIG. 13B illustrates the fetch, decode,
execute and write operations of the instructions 11 to 14 of
FIG. 13A, as phase operations are distributed over cycles of
the systolic array. As can be seen, for instance, with instruc-
tion 1 (I1), the fetch operation occurs in the first cycle of
stage 1 (S1), the instruction is decoded with decode logic
88A and the register file 52A is read in the second cycle (i.e.,
the source operands are read), the instruction is executed in
the execution data path 90B of the next stage (S2) of the
systolic array during the third cycle; and, the results of the
operations performed at the execution data path are written
to the register file 52C of stage 3 (S3) during the fourth
cycle.

Similarly, for instruction 2 (12) at systolic array stage 2
(82), the instruction is fetched and decoded with decode
logic 88B, executed in the execution data path 90C of stage
3 (S3), and the results are written to the register file 52D of
stage 4 (S4), in accordance with one embodiment of the
present invention. Accordingly, it can be seen that at steady
state, the execution data path 90 of each stage is capable of
executing an instruction per each clock cycle, and writes the
results of the execution to the register file 52 of the subse-
quent stage during the next cycle.

FIG. 14 illustrates named bypassing 100, which can be
performed with the systolic array 48 in accordance with one
embodiment of the present invention. Named bypassing is
used to handle instances where a registered dependency
exists in the software (i.e., where a subsequent stage needs,
as an input, the results from the immediately preceding
stage). In one embodiment of the invention, each active
stage 84 of the systolic array is capable of accepting an
instruction which specifies, as a source operand, the direct
results from the execution data path 90 of the immediately
preceding stage of the systolic array. In other words, as
shown in FIG. 12B, the adder 92 of Stage N could receive,
as a source operand specified in software, either a register
from the register file 52 of Stage N-1, or the data provided
by one of the elements of the execution data path 90 of the
prior Stage N-1. In effect, named bypassing permits a stage
of'the systolic array to request a result from a functional unit
54 of a preceding stage, instead of waiting one or more
cycles to read the results from the register file.

In addition to active stages, the systolic array, in one
embodiment, contains inactive or “sleep stages” 102 which
in effect provide delay periods within the systolic array.
FIGS. 15A-15C illustrate various examples of sleep stages
used in accordance with one embodiment of the present
invention. In FIG. 15A, a sleep stage 102 is shown com-
prising a flip flop delay 104, which provides a one cycle
delay within the systolic array in one embodiment of the
invention. FIG. 15B illustrates a sleep stage 102 which
provides parity checking 106 on previously received load
data and can generate a parity error if appropriate. This sleep
stage is useful, for example, for stages which follow the
receipt of data from, for instance, the forwarding table
SRAM. FIG. 15C illustrates a sleep stage 102 having logic
108 for controlling the stroking of data within an execution
unit of the systolic array, which will be described below. The
logic determines whether a packet context should be pro-
cessed again by a set of stages within the systolic array of an
execution unit of the NPU 34, for purposes of “stroking” as
will be described below.
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FIG. 16 illustrates one example of a physical arrangement
of a plurality of major stages 110 in the NPU 34, in
accordance with one embodiment of the present invention.
Because the systolic array pipeline is comprised of a variety
of stages (both major and minor stages) with numerous
interconnections between each stage, it is beneficial to
arrange the major stages as shown in FIG. 16, wherein at the
turns between two stages, as shown in FIG. 16, a sleep stage
102 or flip flop is provided between the output of a prior
stage to the input of a subsequent stage, as shown in FIG. 16.
Such a direct connection between flip flops improves per-
formance along that turned path. For instance, a turned path
may include over a thousand wires in a VLIW embodiment,
and accordingly, performance is improved if there are flip
flops provided between the connections of the turn.

Referring now to FIG. 17, packet contexts can be stroked
(processed multiple times within the systolic array of an
execution unit) within the PXU 56, LXU 58, or QXU 60 of
the NPU 34, in accordance with one embodiment of the
present invention. In the stroking process, the packet con-
texts are sent through a particular execution unit (the PXU,
LXU, or QXU) more than one time so that the packet’s
context can be further processed within a particular execu-
tion unit. Each time a packet context is passed through an
execution unit for processing, the packet context is said to be
“stroked.” By passing a packet context multiple times (i.e.,
once stroked; twice stroked; thrice stroked, etc.) through the
stages of an execution unit of the NPU, the stroking process
also allows the efficient reuse of the particular execution
unit, and thereby permits the physical size of the systolic
array for an execution unit of the NPU to be reduced.

Recall that each execution unit is programmatic so that
the stages 50 can perform different operations on the packet
context as the packet context is passed through the particular
execution unit multiple times. In this manner, as the packet
context is stroked or passed through the execution unit, the
stages of the execution unit perform different operations on
the packet context each time the packet context is processed
therein. For instance, depending on how the LXU 58 is
programmed, in a three stroke process through the LXU,
during the first pass of the context through the LXU, the
stages of the LXU can be programmed to perform process-
ing operations 1-8; during the second pass of the context
through the LXU, the stages of the LXU perform program
processing operations 9-16; and during the third pass of the
context through the LXU, the stages of the LXU perform
program processing operations 17-24. Since the stages of an
execution unit are efficiently re-used by stroking, such a
stroking process reduces the need for a larger systolic array
execution unit, which can save space on the integrated
circuit.

In one example, the NPU 34 receives a new packet from
the network every three cycles, and accordingly, the packet
contexts being stroked (in one example, a packet context is
passed a total of three times through an execution unit) can
be stroked through an execution unit of the NPU during the
available cycles between the cycles when another packet is
received. In this way, the stroking of packet contexts within
an execution unit would not affect the NPU’s ability to
accept and process new packets received from the network
at line rate, while affording each packet context the needed
amount of processing within the execution unit. Further, the
resources of the execution units of the NPU are efficiently
used and the sizes of the execution units of the NPU are
reduced.

Referring to FIG. 17, an example is shown of a four stage
(50A-D) systolic array pipeline 48 wherein each packet
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context is stroked twice. Assuming that a new packet context
arrives every three cycles for processing, it can be seen that
at cycle 4, packet 1 (shown as P1-1) is completing process-
ing in the fourth stage 50D of the systolic array during its
first stroke, as packet 2 (shown as P2-1) is arriving in the first
stage 50A of the systolic array. After stage 1 completes its
operations on packet 2 (P2-1) at cycle 5, packet 2 moves to
stage 2 (50B), and packet 1 (now shown as P1-2) can be
introduced into stage 1 (50A) to begin its second stroke
through the systolic array. At cycle 7, a new packet 3 (P3-1)
is introduced into the systolic array (50A), and at cycle 8,
packet 1 (P1-2) is processed in the fourth stage (50D) on its
last stroke in this example. In cycle 8, packet 2 (P2-2) is also
introduced into stage 1 (S0A) to begin its second stroke. At
the completion of cycle 8, packet 1 has completed process-
ing in the systolic array. At cycle 10, a new packet 4 (P4-1)
is introduced into the systolic array (50A), and at cycle 11,
packet 2 (P2-2) is processed in the fourth stage (50D) on its
last stroke in this example. in cycle 11, packet 3 (P3-2) is
also introduced into stage 1 (50A) to begin its second stroke.

In the example of FIG. 17, it can be secen that packet
context data can be stroked within the systolic array 48 while
new packet contexts are introduced into the systolic array
without contention. It can also be seen that at steady state
(i.e., after the systolic array has been filled with packet
contexts), the systolic array of FIG. 17 can accept a new
packet every three cycles and can output a processed packet
every three cycles. In this example, if the operating fre-
quency of the systolic array and the number of stages of the
systolic array and number of strokes therein is set to permit
sufficient time to perform the lookup operation for a packet
within the systolic array, then the systolic array would then
also produce a processed packet at the line rate during steady
state operations. It is understood that FIG. 17 represents an
example of a systolic array in accordance with one embodi-
ment of the present invention, and that the number of stages
used in the systolic array and the number of strokes utilized
therein is a matter of choice depending upon the particular
implementation.

For instance, a 10 Gbit/sec line rate (e.g., OC192) where
the shortest IP packet has 40 bytes, translates to 30 million
packets/sec. In an embodiment with four media adapters per
NPU (i.e., four packet streams of 10 Gbits/sec into the
NPU), 30 million packets/sec translates to 120 million
packets/sec into the NPU. If the NPU runs at a rate of 375
MHz, then [375 MHz/(120 million packets/sec)| means that
the NPU would receive a new packet every three clock
cycles of the NPU. If the NPU runs at a rate of 500 MHz,
then the NPU would receive a new packet every four clock
cycles.

Referring now to FIG. 18, one example of the PXU 56
systolic array pipeline is illustrated. As shown in FIG. 18 the
PXU systolic array in one embodiment includes 25 active
stages 84 (shown as unshaded blocks), and eight sleep stages
102 (shown as shaded blocks) in the main portion of the
systolic array pipeline. As data moves through the PXU
systolic array, the output of the PXU systolic array (i.e., the
packet context being formed) can either be passed to the
input of the LXU 58 systolic array, or can be run through
(“stroked”) again through the PXU pipeline if further pro-
cessing of the context is needed. A stroke control 112 shown
in FIG. 18 controls a multiplexer 114 of the PXU which is
used to arbitrate or select packet contexts into the systolic
array without collision.

As discussed above, the PXU 56 parses the packet header
to extract the IP destination address and the QoS information
for the packet, which form the first partial packet context. In
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one embodiment, the PXU also performs a pre-fetching
function which launches a memory access to the forwarding
table 64 to begin the lookup process, such that the results of
the memory access will be available to the front end active
stages of the LXU 58 systolic array. In one example, the
PXU accesses the forwarding table memory with packet data
(i.e., the first 12 bits of the packet’s destination address) to
determine the root node for the packet. The results of the
root node are returned in time to be used by the front-end of
the LXU. The first partial packet context from the PXU 58
is then transmitted to the LXU 58, which performs a
forwarding table lookup using the packet context (in its
current form) to determine which base queue to assign the
packet to. Accordingly, the packet context generated from
the LXU includes the assigned base queue for the packet.

FIG. 19 illustrates one example of a systolic array for the
LXU 58, in accordance one embodiment of the present
invention. As shown in FIG. 19, the LXU has in one example
a plurality of sleep stages 102 (shown as shaded blocks)
followed by a plurality of active stages 84 (shown as
unshaded blocks), with this structure repeating throughout
the systolic array of the LXU. Again, the LXU receives the
packet context data from the PXU 56, or receives the packet
context from its stroke control 116 within the LXU. The
LXU systolic array output either provides the processed
context to the QXU 60 systolic array, or continues to process
the context by passing the context to the top of the systolic
array of the LXU (stroking). The stroke control shown in
FIG. 19 controls the multiplexer 118 of the LXU which is
used to arbitrate or select packet contexts into the systolic
array without collision.

The LXU 58 is implemented as a systolic array pipeline
that provides pipelined processing of a packet context. In
one embodiment, multiple packet contexts may be in pro-
cess within the systolic array at the same time. One advan-
tage of the systolic array is that the forwarding table lookup
is performed at the line rate. Therefore, the forwarding table
lookup operations are performed without first cellifying the
packets and storing the cells in memory, which provides for
higher throughput of packets through the router 20 than
previous designs would allow.

In processing the packet context and referring to FIGS.
21-22, a major stage 110 of the LXU includes a data return
120 from the forwarding table 64 that was generated from a
read in the preceding major stage, operations on the data
returned, and a read 122 of the forwarding table that will
result in a data return to the next major stage. As shown in
FIG. 22, a first active minor stage (AMS1) receives the data
return 120 from the forwarding table generated by the
preceding major stage. Following the first active minor stage
(AMS1), are six minor stages (AMS 2-7) that determine the
address of the next read of the forwarding table, i.e., which
node of the trie to examine next). An eighth active minor
stage (AMSS8) then generates the read via an addressing line
122 of the correct memory address in the forwarding table
64. In one embodiment, there is a latency of 11 cycles
between when a read request is sent to the forwarding table
from the systolic array, i.e., from the eighth active minor
stage (AMSS8), and when data is returned from the forward-
ing table to the systolic array, i.e., to the first active minor
stage 124 of the following major stage. Accordingly, ten
inactive minor sleep stages 102 are placed between the
minor stage (AMSS8) where the read request is sent to the
forwarding table 64 and the active stage 124 where data is
returned. Two of the inactive minor stages are arranged at
the end of a major stage, and eight of the inactive minor
stages are arranged at the beginning of a major stage.
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The inactive minor stages 102 move data from the pre-
ceding minor stage into the next minor stage, and move data
from the inactive minor stage to the subsequent minor stage
during each cycle. The inactive minor stages are imple-
mented in the systolic array pipeline to keep data moving
through the array every cycle, even if no operations are
being performed on the data during the cycle, moving from
stage to stage every cycle. The systolic array is scaleable to
allow adjustments for changes in the forwarding table 64
lookup latency, either in the forwarding table itself or in
getting data to and from the forwarding table, by adjusting
the number of inactive minor stages to adapt for the latency.
As discussed above, in one example the latency is 11 cycles,
and therefore 10 inactive minor stages are located between
the active major stage performing the read operation
(AMSS8) and the active minor stage 124 receiving the data
corresponding to the read.

Stroking is possible within the systolic array because a
new packet does not have to be accepted each cycle to
maintain the line rate. Rather, as discussed above, a packet
enters the systolic array every third cycle at 375 Mhz for the
three-stroke embodiment (or every four cycles at 500 Mhz
in a four-stroked embodiment). Therefore, in one embodi-
ment, there are two slots open every three cycles for first
partial packet contexts passing through the systolic array on
the second and third strokes, and one stroke open for new
first partial packet contexts entering the pipeline. The num-
ber of strokes is set in the lookup engine 58 by the route
processor 26, with the default being three strokes.

In one embodiment, packets can arrive into the systolic
array of the LXU 58 from the parsing engine 56 at any time.
Since contexts may already exist in the systolic array,
scheduling logic and additional buffering is provided to
support variable context entry in the systolic array and
prevent collisions between existing contexts and a new
context. In one embodiment, to optimize packet entry, the
parsing engine 56 schedules packets to enter the systolic
array on fixed three or four cycle boundaries (variable under
route processor 26 control, as with the stroke count). This
provides for simplified systolic array stroking because con-
texts will enter the systolic array on a fixed schedule.
Therefore, stroked contexts reenter the beginning of the
systolic array on the cycles that new contexts are not
entering the systolic array. Accordingly, in the one embodi-
ment there is a scheduling buffer for temporarily buffering
contexts for two cycles before entry into the systolic array.

In addition to the 12 major stages, the LXU 58 systolic
array includes a plurality of staging inactive minor stages
102 (sleeps) where the number of staging sleeps provides a
total number of cycles in the stroke that is not divisible by
3 or 4 (the number is prime), in one example. The number
of staging sleeps is a function of the number of total cycles
in the pipeline as well as the rate at which new packets can
arrive (for the three-stroke embodiment, 1 new packet every
three cycles).

Referring again to FIG. 19, in one embodiment, the
beginning of the systolic array pipeline of the LXU includes
a first staging sleep 126 that receives the context from a
return staging sleep 128 at the end of the pipeline, i.e., a
packet context being processed on the second or third stroke.
The return sleep and the first staging sleep are implemented
for timing isolation.

Referring now to FIG. 20, one embodiment of the systolic
array for the QXU 60 is illustrated, in accordance with one
embodiment of the present invention. As shown in FIG. 20,
the QXU’s systolic array receives processed context data
from the LXU 58, or receives context to be further processed
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within the QXU pipe from the QXU’s stroke control 130.
The stroke control shown in FIG. 20 controls the multiplexer
132 of the QXU which is used to arbitrate or select packet
contexts into the systolic array without collision.

The QXU 60 completes the generation of the packet
context, and unifies the context with the packet from the
packet buffer 70, so that the packet and the packet context
can be processed by the remaining portions of the router 20.
In one embodiment, a packet context makes three strokes
through the QXU. During the first stroke, the metering
function can be performed for packets that use metering, in
one embodiment. During the second stroke, metering com-
putations are completed, and the meter time stamps and
other data can be stored.

Further, a table can be accessed to determine the absolute
value of the queue in the router to which the packet will be
sent. In one example, a table is accessed which takes an
index and 64 possible values which map to an offset number
which, when added to the base queue number (provided by
the LXU 58), will return the absolute value of the queue in
the router 20 to which the packet will be sent. The index can
be derived from the context as received from the LXU 58,
as well as the value of the meter computed during the first
stroke, in one embodiment. The queue offset is added to the
base queue number from the context register, and the result
obtained is placed in the context register for downstream
consumption within the router.

During the third stroke within the QXU 60, packets may
receive an adjustment to the length field of the context
register. Further, the context may contain flags indicating
whether the packet header is an IP or MPLS header. An NPU
check sum may be written to the end of the packet so that the
striper 38 can verify the NPU check sum when receiving the
data, in one embodiment.

It can be seen that because the stages of the PXU 56, LXU
58, and QXU 60 process data sequentially, in one embodi-
ment, the packets are processed and maintained in correct
order relative to one another.

Forwarding Table Memory

Referring now to FIG. 21, the forwarding table (FT) 64 is
a memory array including the IP destination addresses
serviced by the router 20. Generally, each router or other
device in the network that is connected with the router has
its IP destination address, or at least a portion of its IP
destination address, stored in the forwarding table. The FT
is, in one embodiment, implemented in a 2 MB on-chip
SRAM organized as 32 sectors 134 having 16 4096-byte
blocks 136 or 1024 32-bit words, with each word corre-
sponding to a node of the trie. The 2 MB on-chip SRAM is
placed on the same chip as the systolic array, which results
in less latency between when a memory address in the FT 64
is read and when data from that memory address is returned
to the systolic array 48. Further, an on-chip FT allows
multiple concurrent accesses to the FT, thus allowing mul-
tiple lookups to proceed in parallel. Prior art forwarding
tables are generally located off-chip, which creates a greater
latency between forwarding table reads and forwarding table
data returns, and also severely limits the available band-
width.

In one example, each major stage 110 of the LXU 58
systolic array uses its own address space. To facilitate the
address space requirements of the systolic array, the FT is
partitioned into a plurality of sectors 134 defining a plurality
of'blocks 136. The amount of memory needed by each stage,
however, is dynamic, because the IP destination addresses
stored in the FT 64 change as the network topology changes.
Accordingly, the sectors 134 and blocks 136 are mapped to
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each stage with shared, differential low swing buses 62 (the
“crossbar”) to facilitate communication between the stages
and all of the sectors and blocks.

The FT 64 as illustrated in the example of FIG. 21 is
divided into two halves, each containing 16 read ports, in
one example. This facilitates a high read bandwidth between
the systolic array 48 and the FT. In one embodiment, the FT
is implemented as a Double Data Rate SRAM. Each major
pipeline stage 110 drives a read address to both halves of the
FT, and a mutliplexor connects a first data bus from the first
half and a second data bus from the second half to each
major stage. In one embodiment, one of the systolic array
major stages sends a 19-bit read address to the FT, the 19 bit
read address including a 5-bit sector select, a 4-bit block
select, and a 10-bit entry select. The read address maps to a
memory segment (i.e., node) of each half of the FT 64, with
each memory segment returning a 17-bit data return (i.e., the
pointer to the next node of the trie to search) that are muxed
together resulting in a 34-bit data input into the following
major stage.

The 16 FT read ports communicate with sectors 134 using
a plurality of shared, differential, low swing buses. Collec-
tively, the buses are called the crossbar 62, because they
connect all sectors to all FT read ports. Read address ports
drive onto shared crossbar buses terminating at sectors. Each
FT read data port has its own dedicated crossbar bus that is
shared by the sectors. The write address and data are
transported with a full swing bus.

Each 64 KB sector 134 includes two read ports and one
write port, in one example. One FT read address crossbar
bus 62 is dedicated to each sector read address port. Within
a sector, addresses and data are transported to blocks 136 as
full swing signals, and read output data is returned over
shared, differential, low swing buses. Each 4 KB block
contains 1024 34-bit (includes 2 parity bits) entries, in one
example. The 4 KB granularity is a function of the trade-off
between the maximum number of blocks that can access the
sector’s low swing bus and the amount of memory that is
unused by blocks using only one of their entries. The blocks
are implemented as a standard SRAM block, and can
perform one read or one write per cycle. FT writes take
precedence over reads. If a read address and write address
select the same block, the write is performed. In this
situation, the read operation will return the data just written.

In one embodiment, each FT read port is controlled by one
major LXU pipeline stage 110, and each of the 64 sector read
ports is mapped to one of the F1’s 16 read ports. Within a
sector 134, each block 136 is mapped to one of the sector’s
two read ports. All sector write ports are connected to the FT
write port, and all block write ports are connected to their
sector’s write port in one example.

As illustrated in FIG. 22, the FT read and data return
operations have an 11 cycle latency with 2-cycle latency for
transmission of the FT read address, 7-cycle latency for the
reading of the FT 64, and a 2-cycle latency for the data
return. Accordingly, there are 11 cycles between when the
first major stage makes a read request and the data is
returned to the following major stage corresponding to the
two sleep stages 102 at the end of the preceding major stage
110 and eight cycles at the beginning of the succeeding
major stage.

In one embodiment, the FT 64 communicates with the
systolic array 48 through the crossbar 62, which connects all
FT read ports to sector read ports. The FT has an address
crossbar and a data crossbar. A high-speed bus may be used
to communicate between the systolic array and FT. In
addition, dynamic mapping requires that any stage can be
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assigned to any sector port; therefore, the buses are muxed.
In one example, the FT delivers 34 bits of data to each
pipeline stage every cycle at 375 Mhz. In one embodiment,
the crossbar is implemented as a tristate, differential, low
swing bus. Alternatively, the crossbar can be implemented
using static combinational logic.

In one embodiment, particular stages 110 of the systolic
array 48 are adapted to launch memory accesses to the
forwarding table SRAM 64 so that the results from the
memory access will be available to stages downstream in the
systolic array. These stages which may be dedicated to
memory accesses can be spaced throughout the systolic
array so that the intermediate stages can perform other
operations while the memory access is in flight. The differ-
ent stages may access the forwarding table SRAM through
multiple ports to the forwarding table SRAM.

Lookup Procedure

The LXU 58 performs a trie search of the forwarding table
64 to make a longest prefix match between the IP destination
address from the first partial packet context and from a
plurality of IP destination prefixes stored in the forwarding
table. For a large packet-switched network, such as the
Internet, not every final destination for a packet is stored in
the forwarding table. Accordingly, the router 20 seeks to
transmit the packet to a connected router that will have the
final destination for the packet in its forwarding table or have
the address of another router in the path to the final desti-
nation. This is achieved by making a longest prefix match
between the IP destination address of the packet and the
various IP destination prefixes stored in the forwarding
table. For example, if the IP destination address for the
packet is 99.123.99.90, and the forwarding table defines
queues for IP destination prefixes 99.123.0.0/16 and
99.123.99.0/24, where the /16 and /24 define the length of
the corresponding prefix, then the longest prefix match will
determine that the packet 99.123.99.90 should be assigned
to the queue corresponding to 99.123.99.0/24. One lookup-
process is described with reference to FIGS. 23-25, in
accordance with one embodiment of the present invention.

The IP destination prefixes serviced by the router 20 are
stored in the forwarding table 64 of the NPU 34 as a trie 138,
which is a data structure used to perform the longest prefix
match. In general, the forwarding table lookup operations
include searching the trie to obtain the longest-prefix match
between the IP destination address associated with the
packet and the address of a node 140 in the trie. The address
of the node in the trie associated with the longest prefix
match provides, in one embodiment, an index into an
off-chip SRAM 142, which includes the base destination
queue of the outgoing interface and the encapsulation iden-
tification (EID) for the packet. Hence, the on-chip SRAM 64
is used to quickly complete the lookup, while the off-chip
SRAM 142 is used to obtain the related data for the packet
once the destination has been determined.

Accordingly, the nodes 140 of the trie 138 are searched by
the LXU 58, to find the node with an IP destination prefix
that most closely matches the IP destination address for the
packet being routed, and the port 28 of the router 20
associated with that node is assigned to the packet.

Each trie 138 includes one or more nodes 140 connected
together by a series of branches 144. For instance, in the
example of FIG. 23, there are two root nodes 146 shown
(there may be many more root nodes in an actual imple-
mentation), and from each root node emanates various
branches, depending on the data received from the RP
regarding the real-time topology of the network.
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The forwarding table lookup process generally involves a
search of the trie 138 to find a node 140 that best matches
the IP destination address for the packet (i.e., the longest
prefix match). The search includes an analysis of the node to
determine which branch 144 to take. The search continues
until the longest prefix match is found, and the queue
associated with that node is assigned to the packet. To
provide for increased efficiency in searching the trie (i.e., to
consume more bits at each node), one embodiment includes
both a variable text string feature and multiple branches (2,
4, 8, and 16) per node.

Each node 140 defines a text string, an R-bit, an IP
destination address, and a B-field. The text string is variable
and is the address of the node, and it is used to match with
the IP destination address for the packet. The R-bit indicates
whether or not the router 20 supports the route associated
with the node (i.e., if the R-bit is set for a node, then a port
of the router 20 is associated with this node). The B-field
indicates the number of branches 144 associated with the
node. In one embodiment, the forwarding table 64 includes
nodes with 2, 4, 8, and 16 branches. In one example, a 0-0
in the B-field indicates 2 branches, a 0-1 in the B-field
indicates 4 branches, a 1-0 in the B-field indicates 8
branches, and a 1-1 in the B-field indicates 16 branches. A
trie 138 can be used that looks at one character per node, two
characters per node, etc. All the nodes of the trie of the FT
can have a fixed number of braches (i.e., 2-way, 4-way,
8-way, and 16-way), or the nodes can be hybrid with
different nodes having different branching factors. In one
embodiment, a hybrid trie is used.

FIG. 23 conceptually illustrates a portion of an exemplary
trie according to one embodiment of the present invention.
In this example, the base or root node 146A is a 12 bit
address 00001010.0000 (0A.0) having a first branch 144A
connected with node 1 and a second branch 144B connected
with node 2. The address of the node 1 is SRAM_NO, and
because the root node 146A has only two branches, the
address of the second node is SRAM_NO+1. The R bit for
node 1 is set to 1, which indicates that there is an output port
associated with node 1. Node 1 has four branches, the first
branch 144C  being connected with node 3
(address=SRAM_N1), the second branch 144D being con-
nected with node 4 (address=SRAM_N1+1), the third
branch 144E  being connected with node 5§
(address=SRAM_N1+2), and the fourth branch 144F being
connected with node 6 (address=SRAM_N1+3).

FIG. 24 illustrates one method of searching the trie to
obtain the longest prefix match. In operation 148, the most
significant 12 bits are parsed from the IP destination address
to obtain the location of the root node 146 of the trie search.
In one example, the PXU 56 generates the first read (of the
root node) into the FT SRAM, which returns the next node
to search to the first major stage of the LXU 58.

In operation 150, the root node 146 is read. Initially, the
root node is marked as the current node for subsequent
operations. In operation 152, it is determined whether there
is a match between the IP destination address for the packet
and the contents of the current node. If there is a match, then,
in operation 154, the current node is read to obtain a branch
address, which is the address of the next node in the trie
search. Generally, there is only one branch address for a
node. The next most significant bit(s) is used to determine
which branch to take. For example, in a two branch node
with no text string embedded in it, the 13th bit is examined
to determine which branch to take. If the 13th bit is zero,
then the branch address points to the next node to search;
and, if the 13th bit is one, then the branch address for the
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next node to search is branch address+1. By providing
multiple branches per node, more than one bit is consumed
per node, which makes the trie search more efficient by
requiring less steps. Multiple branches per node are pro-
vided when the trie beneath the node is fairly dense. For
example, consider the root node with no text string, if there
is a node for the 13th and 14th bit, (00, 01, 10, and 11), then
it is beneficial to define a four branch node for the root node
in order to move forward in the trie search in one step rather
than in two steps if there were only two branches (13th bit
0 and 1).

In operation 156, it is determined whether the branch
address is zero. An address of zero indicates that the node is
a leaf node and there are no nodes deeper in the trie to
search, i.e., there are no branches connected with a node
having a branch address of zero. If the branch address is
zero, then, in operation 160, it is determined whether any
node searched during the trie search is mapped to a physical
port, which is indicated by the R-bit being set to 1. If such
a node exists, then, in operation 162, its address is used to
find the base destination queue and the EID for that IP
destination address. Otherwise, in operation 164, the packet
is forwarded to the RP 26 to decide how that packet should
be handled.

Beginning with the root node 146, each node searched
thereafter matches some portion of the IP destination
address. For example, the root node matches the first 12 bits
of the IP destination address. In operation 160, if at least one
of the nodes searched includes an R-bit of 1, then the address
of'the node having the longest prefix match is assigned to the
packet. The node with the longest prefix match is the node
having an address wherein the most bits, from left to right,
match the IP destination address for the packet. The assigned
address for the packet provides an index into the off-chip
SRAM 142 wherein the memory space associated with the
index has a base destination queue and an EID for the
packet, which are read and incorporated into the context for
the packet.

In operation 156, if the branch address is non-zero, then
in operation 158 the branch is taken, and the next node is
read. The node is marked as the current node, and the trie
search continues at operation 152. In operation 152, if there
is no match, then in operation 160, as previously discussed,
it is determined whether any of the nodes searched have an
R bit=1.

Referring to FIG. 25, an illustrative exemplary trie search
is presented, which corresponds with the conceptual trie
illustrated in FIG. 23. In this example, the IP destination
address for the packet is 0A.01.02.03 (Hex) or
(00001010.00000001.00000010.00000011 Binary). Accord-
ingly, the first node 166 searched in the trie, i.e., the root
node, is 0A.0 (00001010.0000) corresponding with the first
12 bits of the IP destination address. In this example, the text
string 168 for the root node is null, and it is a two-branch
node indicated by 0-0 in the B-field 170. Accordingly, only
the 13th bit 172, i.e., the next most significant bit is checked
for the next branch. In this example, the 13th bit is O
accordingly, the address 174 of the next node in the trie is
SRAM_NO. Had the 13th bit been 1, then the address of the
next node to search in the trie would be SRAM_NO+1.

The next node 176 (SRAM_NO0) has a text string 178 of
001, the R-bit 180 is set to 1, and there is 01 in the B-field
182 indicating it is 4-branch node. Accordingly, in this
example, the next three bits 184, bits 14-16 of the IP
destination address are compared with the text string 178,
which is a match. Next, the following two bits 186 of the text
string, bits 17 and 18, are used to determine which branch of
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the node to take, in this example bits 17 and 18 are both 0,
accordingly SRAM_N1 is the address of the next node. Had,
for example, bit 17 been 1 and bit 18 been 0, “10” in binary
(corresponding with decimal 2), then the SRAM_N1+2
would be the address of the next node. SRAM_N1 188 has
a zero, or null pointer 190, in the address portion of the node.
Accordingly, this node is the last node, or leaf node, in the
trie to search. The node, however, is not mapped to an output
port, i.e., R=0. Accordingly, the longest prefix match, in this
example the preceding node 176 SRAM_NO, is assigned to
the packet. The address of this node maps into the off-chip
SRAM 142, in one example, to extract the base destination
queue for the packet and the EID for the packet.

Recirculation within the NPU

Within the NPU 34, and referring now to FIG. 7A,
recirculation of packets allows a variable amount of pro-
cessing of the packet context within the processor using the
systolic array, and such recirculation is performed under
program control. In one example, a recirculation packet
queue 74 is provided which stores the context of a packet to
be recirculated so that, in view of the current network traffic
being received at the front end of the NPU, the packet can
be inserted into the NPU pipeline at the appropriate moment
for further processing. As shown in FIG. 7A, the recircula-
tion packet queue is coupled with the IPA 68, and the IPA
selects recirculated packet contexts for introduction into the
systolic array in a manner similar to that described above
with reference to RP generated packets.

For example, a packet can be recirculated within the NPU
34 if the packet is a “tunnel” packet which has layers of
formatting data encapsulated about the packet. In one
example, the NPU processes the outer layer of the context of
the tunnel packet during a first pass through its stages, and
the NPU recognizes that the packet is a tunnel packet with
multiple layers of data thereabout. The packet context is then
recirculated—by placing the packet context in the recircu-
lation packet queue 74—so that the packet context can be
further processed in the NPU to examine the next layer of
the tunnel packet. These operations can be repeated until all
of the needed information about the packet has been
obtained and analyzed by the NPU. In this manner, the NPU
can process tunnel packets (or other packets which need
variable amounts of processing) without substantially affect-
ing the rate at which other packets are processed by the
NPU. Recirculation of packets through the NPU may also be
useful for packets which are of the IPV6 type.

Hence, in accordance with embodiments of the present
invention, the network processing unit 34 determines the
destination of a received packet by using the systolic array
architecture, which supports packet processing at the line
rate.

C. Route Processor (RP)

As shown in FIGS. 2-3B, the router 20 of the present
invention includes at least one route processor 26 that
provides the overall management function for the router,
which includes running routing protocols that dynamically
compute the forwarding table 64 to reflect changes in the
topology of the network to which the router is connected
with. Routing protocols are used to communicate between
different routers in a network, and the protocols include
BGP, MPLS, IS-IS, etc. In one example, the forwarding
table contains one entry per destination network, specifying
the IP address of the next router on the route to that
destination network, and a queue corresponding to the
output port on which the message is sent. Most network
topologies are constantly changing due to the addition and
deletion of network components. Generally, the route pro-
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cessor (RP) runs routing protocols that communicate with
other devices connected to the network by sending and
receiving packets having the necessary routing information
to the other devices.

The route processor 26 communicates with devices on the
network to track changes in the network and updates the
forwarding table 64 to reflect these changes. For example, if
a new router is added to the network, then it advertises a new
route using routing protocols. In one example, the RP
software deciphers the new router’s IP address, MAC
address, and the media adapter through which the new router
can be accessed. The RP then sends information to the NPU
34 to create an entry in the forwarding table corresponding
to the new router/new route.

In one embodiment, the RP 26 of the router 20 of the
present invention includes a RP queue for temporarily
storing routing protocol messages. This prevents the RP
from being interrupted to service the routing protocol pack-
ets, which could affect the performance of the RP (and the
router), if a very large number of RP-destined packets are
received by the router.

In addition to running routing protocols, the RP 26 runs a
real-time OS, and controls, examines, programs, and diag-
noses the various subsystems of the router 20 of the present
invention as discussed herein. In one example, the RP
contains a conventional microprocessor and a variety of
peripherals necessary to support the router, and the RP is
implemented with a big-endian processor, i.e., where the
leftmost bytes (those with a lower address) are most sig-
nificant, such as a PowerPC, or a processor with similar
performance characteristics, so that the network byte order-
ing will match the processor byte ordering. Furthermore,
laptop market processors may be used because, in one
example, the route processor is mounted on a board where
there is limited available space.

In one embodiment, the router 20 includes a second route
processor 26B that is a replication of the first router pro-
cessor 26 A. The second RP provides enhanced reliability for
the router in the event that the first RP fails. The second RP
communicates with the first RP in the system via a bi-
directional 2 Gbps internal dedicated link.

In addition to the big-endian processor discussed above,
the RP includes a stable boot device such as a flash memory,
a DRAM for the processor to hold routing tables and other
necessary data structures, two serial ports for console con-
nections, and a 10/100 Ethernet port for connection to the
out-of-band management network. The RP may also support
a disk drive for accumulating accounting data, event log-
ging, or crash dump support. In addition, the RP supports
large internal flash disk for the primary boot and configu-
ration device RP, and one removable PCMCIA flash slot for
transferring configuration information and software images
into the router when the network is not accessible.

IV. Switching Engine

The switching engine 24 primarily cellifies packets
received from the NPU 34, and stores the cells in their
assigned destination queue. The switching engine is con-
nected between the NPU 34 on the input-side of the interface
subsystem 22 and the LCU 36 on the output-side of the
interface subsystem. The full-scale router of one embodi-
ment of the present invention includes three switching
engines, each of which includes a striper 38 connected with
an array of 12 MCUs 40 that each control 16 banks of high
speed memory units, in one example (FIG. 3B).
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FIG. 26 illustrates one embodiment of a switching engine
24, and FIG. 27 illustrates one embodiment of an MCU 40
connected with 16 banks of high-speed memory units 192.
As previously discussed, a packet is transmitted to the striper
38 from the NPU 34, after the packet has been assigned to
a destination queue. In the full-scale embodiment, the striper
includes six active inputs receiving packets from six NPUs.
Each input supports a packet transmission rate of 40 Gbps
for an aggregate bandwidth into the striper of 240 Gbps. In
one example, eight total NPUs (NPU 0-NPU 7) are con-
nected with the switching engine, however, only six of the
inputs to the switching engine are active. This allows the
active input ports to be changed in the event that a switching
engine goes off-line.

After receiving a packet, the striper 38 cellifies the packet,
which is the process of dividing the packet into discrete
portions (cells) that are 34 bytes in size, including 30 bytes
of data and 4 bytes of overhead in one example. Packets are
cellified to distribute processing across resources. The “cell”
as discussed herein is unrelated to an ATM cell. By dividing
variable length packets into fixed sized 34-byte cells, the
memory bandwidth that is used is reduced, and the frag-
mentation overhead. The first cell in a packet is called a head
cell, which contains information about the packet including
the total number of cells which form the packet. The
remaining cells of the packet are body cells, with the last cell
in the packet being a tail cell. As discussed below, “packet
length” refers to the amount of the packet that is cellified,
which may be less that the total length of the packet received
by the striper 38 because some extraneous portions of the
packet may be stripped off before cellification.

In order to determine the size of the payload of the
penultimate (second to last) and the size of the payload of
the tail cell, the following equation can be used:

For >2 cells:

(Packet Length+30=(Quotient,Remainder)).

If the Remainder <15, then set the

Penultimate Cell Size
Tail Cell Size

=15 (+ 4 overhead); and
= Remainder + 15 (+ 4 overhead).

If the Remainder >=15, then set the

Penultimate Cell Size
Tail Cell Size

=30 (+ 4 overhead); and
= Remainder (+ 4 overhead).

In one example, penultimate and tail cells are >15 bytes for
all packets >2 cells.

For 2 cells:

If the packet length =30 bytes, then the head cell contains
30 bytes of data (+4 bytes overhead), and the tail cell
contains all remaining valid bytes (+4 bytes overhead). If the
packet length <30 bytes, then the head cell contains all valid
bytes of data (+4 bytes overhead), and the tail cell contains
no valid data. The smallest entity in the router 20 is two
cells, in one embodiment. The L.CU 36 will discard any
dummy cells.

FIG. 28A illustrates the cell division for an example
97-byte packet 194. The head cell 196 and the first body cell
198 are each 34 bytes (30 bytes data each; 4 overhead bytes;
total of 60 data bytes). The remainder of the packet length
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divided by 30 is seven (R=7) (37/30=1 with a remainder of
7); accordingly, the penultimate cell 200 is 15 bytes (+4
overhead bytes). The tail cell 202 is the remainder (7)+
15=22, with 4 bytes of overhead. FIG. 28B illustrates a cell
division for an exemplary 48-byte packet 204. The head cell
206 is 34 bytes (30 data bytes, 4 overhead bytes), and the tail
cell 208 is the remaining 22 bytes (18 data bytes, 4 overhead
bytes).

In an alternative embodiment, the cell size is optimized to
match the bandwidth between the striper 38 and the MCUs
40. The cell size of the last two cells of the packet is divided
across the total remaining number of bytes in the packet,
rather than having the second to last cell be 34 bytes, and the
last cell being equal to the remaining number of bytes in the
packet. For example, referring to FIG. 28C, if a 91-byte
packet 210 was received by the router 20, then it would be
cellified into a 30+4 byte head cell 212, a 30+4 byte body
cell 214, a 16+4 byte body cell 216, and a 15+4 byte tail cell
218, rather than having cell; equal 30+4 bytes, and cell,
equal 1+4 bytes. This optimizes the bandwidth matching
across MCUs on the switchcard because it ensures that the
last cell is larger than 1 byte. In one embodiment, there is a
20 Gbps link connecting the striper 38 with each MCU 40.
Without the last two cells of the packet being divided, the
MCU would have to be designed to handle a worst case
scenario of numerous 1 byte cells being sent to the MCU
from various sources at 20 Gbps. Dividing the last two cells
as in the alternative embodiment, however, allows the MCU
to operate, in one example, with the worst case scenario
being a contiguous stream of 15+4 byte cells. In another
alternative embodiment, the tail-cell may simply be padded-
up to 20 bytes, if it is less than 20 bytes, with the other cells
of the packet being 34 bytes.

After cellification, the striper 38 transfers the cells of a
packet to the array of MCUs 40, contiguously in one
example, according to the packet’s assigned destination
queue. In one embodiment, the cells are transferred in strict
round robin order beginning with the MCU for the next
position in the destination queue, and the router supports
36,864 queues, allocated evenly between all interface sub-
systems 22, so that each LCU 36 services 3,072 unicast
queues per LCU, 40 loop-back queues (480 in full-scale
router), 1 drop queue (12 in full-scale router), and 8 RP
queues. The loop-back queues are used for input rate shaped
packets. The drop queues are dedicated for transferring
information about dropped packets, for example due to RED
or metering, from the striper to the MCU and to the LCU,
which counts dropped packets. The RP queues are for
packets destined for the RP. In one embodiment, there are 8
RP queues per LCU, but only one LCU is dedicated to
routing RP packets. In addition, the router supports 512
multicast queues. The 512 multicast queues can map to more
than one LCU (through a mask).

As mentioned earlier, each queue of the MCU 40 is
mapped to a particular port 28 (i.e., an outgoing link) and
each queue has a particular priority. For example, queue 1
and 2 may both be mapped to port 1, however, queue 1 has
a higher priority than queue 2; therefore, queue 1 is serviced
before queue 2. The MCU 40 and the LCU 36 manage the
queues, with the MCU providing the memory management
for the contents of the queue (i.e., strict round robin storage)
and the LCU providing the queuing discipline. The queuing
discipline determines which queue to service, and is a
function of QoS in one example. In prior art systems, a
stand-alone dedicated processor is typically used to execute
the queuing discipline. In the router 20 of the present
invention, there are 4056 total queues per LCU 36 and up to
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32 queues per interface depending on the interface. For
example, OC-12, OC-268, OC-192 interfaces can have 32
queues, in one example. The queuing discipline runs in the
LCU on the fly, and individual queues are treated in a FIFO
order but can be combined by the LCU into more complex
structures using several queues for a single output interface
or logical output interface. For example, the LCU can
perform output traffic policing on a per queue basis, or on a
group of queues. Therefore, several queues may be assigned
to one customer, which the router can use to police the
customer’s overall traffic.

In one embodiment, the striper 38 maintains correct
ordering of the cells in the destination queues via strict round
robin input, which also provides the LCU 36 with an
efficient way to extract the cells. Therefore, all the cells in
any queue appear in a known order around the MCUs 40;
and the striper, in response to a request from the LCU, issues
commands to the MCUs in that order beginning with a
command to the MCU which has the cell at the front of a
particular queue. Alternatively, the LCU 36 may issue
transmit commands directly to the MCUs 40 in strict round
robin order beginning with a transmit command or cell
request to the MCU having the cell at the beginning of the
queue, which will in some instances be a head cell. In
addition, the striper 38 notifies the LCU of how many cells
the striper has sent to a particular queue, and the LCU
thereby tracks the number of cells in a queue and the MCU
associated with the first cell in the queue. Accordingly, when
the LCU is ready to service a particular queue, it knows from
which MCU to begin requesting cells.

As illustrated in FIG. 26, in one example, there are 240
Gbps (6 active links at 40 Gbps) of aggregate bandwidth
between the NPUs 34 and the striper 38, and there is 240
Gbps of aggregate bandwidth between the striper 38 and the
MCUs 40 on one switchcard (12 links at 20 Gbps). In normal
operating circumstances, the output-striping round robin
input of cells to the MCUs causes a match-up of bandwidth
as packets stream into the striper, and cells stream out of the
striper in round robin order to the MCUs. Occasionally,
however, all of the tail cells in different queues may line up,
i.e., the head cells may need to be sent to the same MCU.
When this happens, the next cell transfer for all of the queues
seeks to be sent to the same MCU, effectively causing 240
Gbps of aggregate bandwidth of cells to be directed toward
a single MCU, which normally only receives cells at 20
Gbps. This creates a potential overflow condition.

To significantly reduce the probability that this may occur,
one embodiment of the present invention includes twelve
“all tails” buffers (ATB) 220, one per MCU 40, located
within the striper 38 and the MCUss as shown in FIG. 26. The
ATBs provide a means for buffering cells being transmitted
to the MCU, in order to address the potential overflow
condition. Additionally, the ATB provides for uniform dis-
tribution of cells in the memory system, which assist with
proper output striping. In one example, each ATB includes
768 34-byte memory locations, which allows 768 cells to be
stored per ATB. Accordingly, in all but the extremely
unlikely circumstance where more than 768 tails line up in
the ATB, no packets will have to be dropped because of the
potential overflow condition.

In an alternative embodiment, each ATB 220 includes
36,864 34-byte memory locations. To completely eliminate
any potential for dropped packets due to the potential
overflow condition, each ATB 220 could be the same size as
the total number of queues to account for every tail lining up
(36,864 34-byte memory locations). However, with current
memory technology, a large ATB of up to 36,864 memory

20

25

30

35

40

45

50

55

60

65

38

locations uses a large amount of physical space, which is less
advantageous for a practical implementation. In one
example, the ATBs are FIFO, the striper 38 stores cells in the
ATBs in round robin order, and cells stored in the ATBs
drain out to their respective MCU 40 with minimal delay.
Accordingly, the ATBs represent only a slight and insignifi-
cant time delay between when the cells are written to the
ATBs and when the cells subsequently arrive at the MCUs.

FIG. 27 illustrates an MCU 40, with a plurality of cell
buffers 222 and FIFOs 224 connected thereto, in accordance
with one embodiment of the present invention. After the
cells drain from the ATBs 220 into the MCUs (FIG. 26), the
cells are then stored, (i.e., in output-striping strict round
robin order), according to their assigned queue in the high
speed memory units 222 (“cell buffers”) associated with
each MCU 40, as shown in FIG. 27. Output striping facili-
tates locating the entire packet, by knowing the MCU that
contains the head cell, the number of cells in the packet, and
the queue number that the packet is in. Thus, all of the cells
of a packet can be sent to the LCU 36 by sending requests
to the MCUSs in round robin order beginning with the head
cell. In one embodiment, a single cell is stored in a single
bank of a cell buffer of the MCU, and the cell buffers are
implemented in dynamic random access memory
(“DRAM”). As each MCU 40 receives a cell, it places the
cell into the cell buffer 222 corresponding to the assigned
queue for the packet. A single cell buffer may correspond to
one or more queues of the MCU. In one embodiment, a
FIFO buffer 224, similar to an ATB 220, is located between
the MCU and each cell buffer for substantially the same
reasons that the ATBs are provided.

The switching memory provided by the cell buffers 222
connected with the MCUs 40 minimizes transient losses as
traffic inadvertently congests on output interfaces of the
router 20. In one example, the cell buffers are placed as close
as possible to the LCU 36 so that the NPU 34 operations
sustain line rate operations without congesting. The systolic
array implementation of the PXU 56, LXU 58, and QXU 60
provides the functionality to sustain line rate of the NPU
because each engine can sustain line rate without having to
first cellify and store the packet. In addition, the cell buffers
of the MCUs provide a traffic management function by
allowing queues with a higher priority to be serviced before
queues with a lower priority.

The MCU 40 is also responsible for providing informa-
tion to each striper 38 regarding the amount of data presently
in each queue, so that the striper can execute RED and tail
drop to prevent the queues from overflowing. As described
above, after storage in the cell buffers 222, the cells of the
packet are transmitted from the MCUs 40 to the LCU 36 in
round robin order when the queue is ready to be serviced by
the LCU.

As illustrated in FIG. 3B, the output of each MCU 40 is
connected with each LCU 36. Accordingly, if a queue has
cells in MCUO to MCU 11 (12 cells), then each MCU may
transmit the cells to the LCU. In one example, the LCU
sends a request to the MCUs via the striper 38 in round robin
order, beginning with the MCU having the head cell. The
MCUs then transmit the cells to the LCU.

In some circumstances a majority of the packets arriving
at the router 20 have a destination related to one particular
LCU 36. For example, assume the majority of the packets
for some continuous period of time will be assigned to
queuel (Q1). In this event, to keep up with the number of
cells being written to Q1 continuously, a very high speed
connection is required between the striper 38 and LCU 36 so
that the striper can notify the appropriate LCU of each cell
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it is sending to the LCU, which would require many pins on
both chips and not be efficiently used. A lower speed
connection between the striper and LCU is preferable.

To use a lower speed connection, as generally shown in
the example of FIG. 30, the striper 38 includes a delta count
table 226, which includes a queue number column 228 and
a delta count column 230; and the LCU 36 includes a queue
table 232 in communication with the striper 38, the queue
table including a queue column 234, a number of cells
column 236, and a MCU head pointer column 238. In one
example, the delta count table is implemented with two
dual-port SRAMs, which reduced the area requirements of
the striper 38 while maintaining rate. Alternatively, the delta
count table 226 is implemented with one quad-port SRAM.
In the queue table 232, the queue column 234 includes a
designation for each destination queue; the number of cells
236 in each column tracks the delta counts received from the
striper (as explained below) and also tracks the cell requests
from the LCU 36 to the striper; and the MCU head pointer
column 238 tracks the location of the head of the queue. In
the delta count table 226, the queue number column 228
includes a designation for each destination queue; and the
delta count column 230 tracks, on a per queue basis, the
change in the number of cells destined for a particular queue
between each time the delta count table contents are trans-
mitted to the LCUs to update the LCU queue tables. During
each cycle, one of the LCU queue tables 230 is updated from
the delta count table.

FIG. 29 illustrates a method of updating the delta count
table 226 in the striper 38, and periodically communicating
the delta count information to the queue table 232 in the
LCU 36. In operation 240, the striper receives a packet from
the NPU 34. The packet includes a context defining the
destination queue for the packet. In operation 242, the striper
determines the number of cells the packet is to be divided
into, and adds the number of cells for the packet to the delta
count value in the delta count table corresponding to the
destination queue for the packet. The striper periodically
transmits the delta count information for each queue to the
LCU. Generally, this transmission will occur in round robin
order, for example beginning with the first queue and
proceeding sequentially to the last queue, and then starting
again with the first queue. In one embodiment, multiple
deltas are put together or coalesced into a message. In
operation 244, the current delta count is transmitted to the
LCU, and the queue table is updated, and at operation 246
the delta count for the queue is cleared.

FIG. 30 illustrates an example of a delta count table 226
(striper 38) and an example of a queue table 230 (LCU 36)
from time t, time t5 for queue 1 (Q1). At time t, this example
begins with Q1 empty (230A) and the queue table 232A in
the LCU having not received a delta count for Q1 from the
striper. The MCU head pointer 238A begins with MCU,,,
which is the MCU where the first cell from the first packet
destined for Q1 will be written. At time t, (226B) the striper
receives from the NPU a 4-cell packet destined for Q1
(228B), and the delta count (230B) for Q1 is accordingly
updated to indicate that four cells are or will be written to
Q1. At time t; the delta counts for Q1 have not yet been
transmitted to the queue table 230B. At time t, (226C) the
striper receives an 8-cell packet destined for Q1, and the
delta count 230C for Q1 is accordingly updated to 12 to
indicate that 8 additional cells are or will be written to Q1
(228C). At time t, the delta counts for Q1 have not yet been
transmitted to the queue table 230C. At time t; the delta
counts for Q1 are transmitted from the striper to the queue
table 230D of the LCU. Accordingly, the delta count 230D
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for Q1 is reset to 0, and the queue table entry 236D for Q1
(234D) now reads 12 for the number of cells. The MCU
pointer 238D, however, remains at MCU, because no cells
from Q1 have been requested by the LCU.

At time t, the LCU 36 issues a request to the striper 38 for
two cells from Q1, and the LCU also indicates the MCU 40
holding the first cell. In this example, the MCU head pointer
begins at MCU,, (238D); accordingly, the LCU will request
two cells beginning with MCU,,. The striper receives this
request and issues a command to MCU, to transmit the first
cell in Q1 to the LCU, and issues a second command to
MCU, to transmit the second cell in Q1 to the LCU.

In one example, the striper 38 issues commands to the
MCUs 40 in strict round robin order beginning with the
MCU requested from the LCU 36, and the striper issues as
many commands as the number of cells requested. The LCU
requests an entire packet, by first requesting the first two
cells in a queue, which will include a head cell having
information about the length of the packet, which the LCU
uses to generate a second request to the striper for the
remaining cells in the packet.

Accordingly, in the example of FIG. 30, after the LCU 36
issues the request for the first two cells in Q1 at time t,, the
LCU receives the head cell for the 4-cell packet “packet 17,
which was the first packet written into Q1 at time t,. The
head cell will indicate that the packet was divided into four
cells; accordingly, at time t; the LCU will request two
additional cells from Q1 beginning with MCU,, which is the
MCU associated with the third cell of 4-cell packet. At time
t5, the queue table 232F will reflect the remaining number of
cells in Q1 236F (the 8-cell packet “packet 2” written to Q1
at time t,), and the head of the Q1 (MCU,) 238F. It can be
seen that through the use of the delta count table 226 and the
queue table 232, the LCU can extract the appropriate cells
from the switching memory, so that these cells can ulti-
mately be transmitted out of the router 20 on the appropriate
port.

Alternatively, if a high speed connection provides com-
munication between the striper 38 and the LCU 36, the delta
count 226 information may be communicated to the LCU as
packets arrive at the striper 38. Or, the queue table 232 may
be maintained by the striper, with the LCU simply reading
the information therefrom.

The various operations performed by the switching engine
24 were introduced earlier with regard to FIG. 4 (describing
generally the primary operations performed by the switching
engine including cellification and output-striping), FI1G. 5C
(describing in more detail the operations performed by the
striper), and to FIG. 5D (describing in more detail the
operations performed by the MCU). FIG. 31 illustrates one
example of the operations performed by the striper 38 for
writing cells to the destination queues of the MCUs 40 and
FIG. 32 illustrates one example of the operations performed
by the MCUSs 40 to write the cells to the memories thereof,
in accordance with one embodiment of the present inven-
tion. The operations performed by the striper 38 and the
MCU 40 are described with reference to a logical example,
shown in a series of related tables illustrated in FIGS.
33A-33C, of four packets being processed by the switching
engine. Generally, the portion of the logical example illus-
trated in FIG. 33A is for the striper tracking the writing of
cells to the MCU, the portion of the logical example
illustrated in FIG. 33B is for writing cells to the MCUs in
strict round robin order (corresponds with FIG. 31 flow-
chart); and the portion of the logical example illustrated in
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FIG. 33C is for strict round robin storage of cells in the
memory coupled to each MCU (corresponds with FIG. 32
flowchart).

In the example of FIGS. 33A-33C, four packets are
received sequentially in the striper 38 from the NPU 34.
Packet 1 (P1) is destined for queue 2 (Q2), and is divided
into seven cells; Packet 2 (P2) is destined for queue 6 (Q6),
and is divided into 4 cells; Packet 3 (P3) is destined for
queue 1 (Q1), and is divided into 6 cells; and Packet 4 (P4)
is destined for queue 2 (Q2), and is divided into 8 cells. In
the various tables illustrated in FIGS. 33A-33C, a cell is
designated with a “C” followed by a first subscript, such as
“1” (which indicates the packet corresponding to the cell)
and a second subscript, such as “H” (which indicates the
head cell) or “T” (which indicates the tail cell). For example,
“C,g" designates the head cell for packet 1.

After the striper 38 receives and cellifies the packet, the
cells for the packet are stored in the destination queue for the
packet, which includes writing the cells to the correct MCU’s
40, and physically storing the cells in the destination queue.
Referring to FIG. 31, in operation 248, the striper 38 writes
the head cell of the packet to the next MCU 40 for the
destination queue, which is determined from a next MCU
table (NMT). FIG. 33A illustrates a set of NMTs for queue
1 to queue 6 at different times (NMT,-NMT,) corresponding
to the receipt of P1-P4 by the striper. Each NMT has a
column “Q” for each queue supported by the router, queues
0-36,864 although only queues 1-6 (Q1-Q6) are shown for
purposes of this example. For each queue, the NMT also
includes a column “MCU” designating a pointer to the MCU
that the next cell written to the queue should be sent to
(MCU pointer). When a set of cells are written to the MCUs
for a particular destination queue, the cells are written across
the MCUSs sequentially, beginning with the MCU following
the tail cell of the preceding packet that was written to the
particular destination queue.

NMT, illustrates the MCU pointers at time t,, for Q1, Q2,
and Q6 before packets P1-P4 are received by the striper (Q1,
MCU pointer MCUj;; Q2, MCU pointer=MCU,; and Q6,
MCU pointer MCU,). The values shown in NMT, are
arbitrarily initial values for this example.

To determine which MCU 40 to write the head cell of the
packet to, the striper 38 accesses “MCU” column of the
NMT for the destination queue for the packet. Each time all
of the cells of a packet are written across the MCUs, the
striper updates the NMT.

In operation 250 of FIG. 31, the striper 38 writes the
remaining cells of the packet sequentially to the MCUs 40
following the MCU with the head cell. In operation 252, the
striper updates the next MCU table. The receipt of packets
1-4 (P1-P4), and the writing of these packets to the MCUs
is discussed hereafter with reference to FIGS. 33A-33C to
illustrate the operations of the striper and MCU, as described
thus far.

First, P1 is received by the striper 38 from the NPU 34,
and it is destined for Q2. The MCU pointer for Q2 is initially
at MCU,, (see NMT,). Accordingly, as shown in FIG. 33B at
row tpl, the head cell for P1 is written to MCU,, (C, ), and
the following body cells 1-5 are written to MCUs-MCU
(C,,-C,,), with the tail cell being written to MCU,,, (C, ).
As shown in NMT, at time t,,, after the cells for P1 have
been written to the MCUs sequentially, the Q2 MCU pointer
in NMT, is updated to MCU, ;, which is the MCU following
MCU,, where the tail cell for P1 was written.

Second, at time tp2, packet P2 is received by the striper
38, and it is destined for Q6. The MCU pointer for Q6 is
initially at MCU,, (see NMT),). Accordingly, as shown in
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FIG. 33B at row tp2, the head cell for P2 is written to MCU,
(C,zp, and the following body cells 1-2 have been written to
MCU,-MCUj (C,,-C,,), and the tail cell is written to MCU,
(C,p). As shown in NMT,, after the cells for P2 are written
to the MCUs sequentially, the Q6 MCU pointer is updated
to MCUjg, which is the MCU following MCU,, where the tail
cell for P2 was written.

Third, at time tp3, packet P3 is received by the striper 38,
and it is destined for Q1. The MCU pointer for Q1 is at
MCU; (see NMT,). Accordingly, as shown in FIG. 33B at
row tp3, the head cell for P3 is written to MCU; (C,p), and
the following body cells 1-4 are written to MCU,-MCU,
(C5,-C5,), and the tail cell is written to MCUjg (C;5p). As
shown in NMT,, after the cells for P3 are written to the
MCUs sequentially, the Q1 MCU pointer is updated to
MCU,, which is the MCU following MCUS8 where the tail
cell for P3 was written.

Finally, at time tp4, packet P4 is received by the striper 38,
and it is destined for Q2, as was packet P1. The MCU pointer
for Q2 is at MCU,; (see NMTj;). Accordingly, as shown in
FIG. 33B at row tp4, the head cell for P3 is written to
MCU , (C,z), and the following body cells 1-6 are written to
MCU,-MCUs (C,,-C,5), and the tail cell is written to MCU
(C,p). As shown in NMT,, after the cells for P4 have been
written to the MCUs sequentially, the Q2 MCU pointer is
updated to MCU,, which is the MCU {following MCUy
where the tail cell for P4 was written. In one embodiment,
as described earlier, the striper does not write directly to the
MCU, but rather writes first to at least one FIFO buffer, such
as the all tails buffer, and the packets drain in FIFO order
therefrom into the corresponding MCUs.

Referring to FIG. 32, the operations of physically storing
the cells in the destination queues are illustrated. In opera-
tion 254, as described in the example immediately above,
the MCUs receive cells from the striper 38, and the cells are
destined for a particular destination queue, which was
assigned to the packet in the NPU 34. In operation 256, the
cells are written into memory sequentially across MCUs 40,
into the next available memory space for the destination
queue.

FIG. 33C illustrates one embodiment of a logical memory
structure for various queues within MCU,-MCU , using the
example of storage of cells for packets P1-P4 therein. As
discussed above, the head cell for P1 was written to MCU,,
(C,5), and it is destined for Q2. As shown in FIG. 33C,
MCU, then writes the head cell to the first available memory
for Q1 (C, ), and each subsequent MCU (MCU-MCU )
writes the cells to the first available memory space for Q2.
Referring now to P4, which is also destined for Q2. The head
cell for P4 was written to MCU,, (C,), and the following
cells were written to MCU ,-MCUy, with the tail cell being
written to MCUy,. As shown in FIG. 33C, MCU,, then writes
(C,5) into the next available memory space for Q2, which is
directly behind the head cell (C, ) of P1.

In the router 20 implementation shown in FIG. 3B, the
connections between the MCUSs 40 and the LCUs 36 can be
viewed as a static mesh, wherein those connections and
wiring therebetween are statically fixed. In contrast, the
connections from the NPU 34 to the striper 38 to the MCUs
40 is a dynamic mesh, because the striper performs the
function of distributing the packets from the NPU to the
proper MCU on a dynamic basis. The use of the dynamic
mesh between the NPU and the MCUs (through the striper)
is beneficial because it permits a reduced number of pins to
be used between the NPU and MCUs, which therefore
reduces the number of backplane connections required by
the router.
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V. Output-Side of the Interface Subsystems

In one embodiment, the LCU 36 is a part of the interface
subsystem 22, and is physically located on a line-card along
with the NPU 34. Referring to FIG. SE, the LCU performs
the operations of requesting cells from the switching engine
24, receiving the cells, reassembling the packet from the
cells, performing encapsulation and fragmentation, and
sending the packet to the MAs 32 associated with the
outgoing link to which the packet will be transmitted. The
LCU determines the next destination queue to service,
which in one example is a function of the media adapters
that are available/ready to send packets, and the queuing
discipline that is executing in the LCU 36. The LCU sends
a request to the striper 38 to transmit cells from the desti-
nation queue. The requested cells are transmitted from the
MCUs 40 to the LCU, and the packet is reassembled and
encapsulated properly for the outgoing link. If the packet
exceeds the MTU of the output interface or physical inter-
face, such as in the case of an IPv4 packet, then the packet
is fragmented into multiple smaller packets. Once the packet
has been properly encapsulated, the packet is transmitted
from the LCU to the media adapter having the port 28 from
which the packet will be transmitted to the outgoing link,
and the packet is then transmitted from the router. In one
embodiment, all of the packets belonging to a single flow of
packets remain in order relative to one another within the
NPU, within the memory, with the LCU, and throughout the
router.

The LCU 36 provides for packet transfer between the
switching engines 24 and the MAs 32 in the router 20. On
its input-side the LCU is connected with the switching
engine, and on its output-side the LCU is connected with the
media adapters 32. As discussed in detail above, in one
embodiment, after a packet is received by the router, its route
or outgoing link is determined by the NPU 34 and a
destination queue is assigned to the packet, then the packet
is cellified and output-striped across the MCUs 40 in the
switching engine 24 and stored in the destination queue. The
striper 38 notifies the LCU 36 of the packets in the desti-
nation queue, and the LCU requests and obtains the cells
from the destination queue, reassembles the packet, and
transmits the packet to the media adapter 32 associated with
the output for the packet. Additionally, the LCU provides
multicast replication support, queue rate-shaping support,
and may generate accounting statistics on outgoing pack-
ets—such as the number of packet drops, the number of
packets being transmitted, and the packet length.

FIG. 34 is a block diagram of one embodiment of the LCU
36, which includes two primary processing units—the QSU
258 and the RFE 260—and five interface units—the SIU
262, the MIU 264, the GIU 266, and interface units (268,
270) to the CPI 230 and external SRAM 220. A queue
sequencing unit (QSU) 258 determines which queue of the
MCU to service and to select for receiving packets. In one
example, the QSU uses the delta count information (also
referred to as queue depth information) from the striper 38
to determine which queues have packets. The delta count
information is accumulated in the LCU queue table 232
(also referred to as a queue depth table). The queue depth
table includes, on a per queue basis, the delta counts 234,
236 received from the striper 38 (i.e., the number of cells
accumulated in the queue) and a MCU pointer 238 to the
head of the queue. In one embodiment, the QSU also
implements queuing disciplines and queue rate-shaping that
are also used to determine which queue should be selected
for transmitting packets to the LCU. Once the LCU 36
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receives cells of a packet, the cells are collected in a cell
holding buffer (CHB) 272 of the QSU 258 of FIG. 34, then
the cells are forwarded to the replication, fragmentation &
encapsulation unit (RFE) 260 to be reassembled into the
packet, and the packet encapsulation information for the
packet is generated and prepended to the packet so that it can
be transmitted to the proper physical interface or Phy 44.

The RFE 260 assigns a layer 2 encapsulation header to the
packet based on the encapsulation ID (EID) of the packet,
and prepends the encapsulation header to the packet before
forwarding it to the proper outgoing MA 32. In the case of
a multicast packet, the RFE replicates the packet for differ-
ent output ports 28 and schedules the multicast replicated
packets for transmission within the existing unicast packet
traffic. If a packet exceeds the MTU of the outgoing port, the
packet is fragmented unless fragmentation is programmati-
cally disabled.

As shown in FIG. 34, a striper interface unit (SIU) 262 is
connected between the switching engine 24 and the QSU
258 in one embodiment. The SIU issues a request to one of
the switching engines 24 that cells from a particular desti-
nation queue be transmitted to the LCU 36, under the control
of the QSU which generates the destination queue request.
The QSU tracks the queue depth information for the queues
in both switching engines. Recall, the queues are redun-
dantly implemented in the two switching engines of the
full-scale embodiment of the present invention. When a
queue is selected by the queuing discipline, the switching
engine for the queue is also selected, alternating between
active switching engines.

As shown in FIG. 34, a MCU interface unit (MIU) 264 is
also connected between the switching engines 24 and the
QSU 258 for receiving queue information, such as the delta
counts, from the striper 38, and for transmitting cells from
the MCU 40 to the QSU. For outgoing packets, a GA
interface unit (GIU) 266 is coupled to the output-side of the
RFE 260 and sends assembled packets to the appropriate
MA 32. In one embodiment, four GIUs 266 may be sup-
ported in the LCU 36, and each is capable of supporting, for
example, a 10 Gbps bandwidth to the media adapter it is
connected with. Additionally, each LCU may include an
accounting & external SRAM interface 270 for connection
to two external SRAMs, a 16 MBIt (512x36) external SDR
SRAM, which may be expanded to 32 MBit, for storing EID
information (Table 274) and accounting statistics (Table
276). MEID and MList tables 274 are stored in one external
SRAM, and the accounting statistics are stored in the other
external SRAM 276. The stored accounting statistics include
UEID access, MEID access, RED drop statistics, metering
drops, multicast head drops, multicast replication drops, and
fragmentation drops, which are useful for billing, analysis,
and the like.

Each LCU 36 communicates with the route processor 26
via a CPI Interface unit 268 (CPII) at 2 Gbps full duplex, in
one example. A low speed link is available between the LCU
36 and the RP 26 as well. Packets that are destined for the
RP are decellified, and sent to the RP through the CPII. In
one example, the CPII 268 is also used for communication
of interrupt information and accounting statistics, various
LCU table configurations and microcode engine updates in
the LCU. For example, the unicast EID (UEID) table 274,
multicast EID (MEID) table 274, and multicast list (MList)
table 274 in the LCU are configured by the RP 26 via the
CPII 268. Additionally, the encapsulation engines are pro-
grammable, with the RP updating the encapsulation engine
program code in the LCU via the CPII.
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FIG. 35 illustrates the operations of the LCU 36 request-
ing a packet from the striper 38, in accordance with one
embodiment of the present invention. In operation 278, the
LCU determines which destination queue to request from
the striper. The queuing discipline running in the LCU
determines which queue to select. Exemplary queuing dis-
ciplines include: round robin, which selects queues sequen-
tially from the first queue to the last queue and then begins
anew with the first queue; priority, which assigns priorities
to different queues and selects the queues based on the
assigned priority; deficit round robin (DRR), and deficit
weighted round robin (DWRR).

The DRR queuing discipline uses the notion of quanta. In
DRR, each queue is assigned a quanta, and when the queue
is selected the quanta is decremented by some amount.
When the quanta for a particular queue reaches zero, then
the DRR discipline selects the next queue, and the quanta for
the prior queue which reached zero is recharged. The DWRR
queuing discipline uses weighted quanta, which are assigned
to each queue. In contrast, in DRR, each queue has the same
quanta value. Additionally, the LCU 36 supports priority
round-robin for a group of queues assigned to a physical
interface. Each physical interface 44 may have a maximum
of'32 queues assigned to it, in one example. These 32 queues
may be partitioned into groups of priority. Within each
priority group, a round-robin queuing discipline is imple-
mented. The size of the priority groups may vary.

In operation 280, the LCU 36 sends the destination queue
request to the striper 38. The queue request includes the
destination queue, the MCU 40 associated with the head of
the queue, and the number of cells to request. Alternatively,
in one example, the MCU associated with the head cell of
the queue is stored in a table in the striper 38. The queue
request is determined from the queue table stored in the QSU
258. As discussed earlier, the delta count table 226 in the
striper tracks the number of cells being written to each queue
maintained by the striper and the switching engine(s) 24.
The delta count information from the striper is transmitted to
the MIU 264. The delta counts are then used to update the
information in the queue table or queue depth table 232,
which is maintained by the QSU 258. The LCU maintains
the queue table that includes, for each queue, the number of
cells in the queue 236, and the MCU associated with the
head pointer 238.

In operation 282, the LCU 36 receives the requested cells
from the MCUSs 40. Typically, the LCU will only request two
cells from the beginning of the queue, wherein one or both
cells will be a head cell containing packet length informa-
tion. From the first two cells that are received, in operation
284, the LCU then parses the length of the packet from the
received cells (i.e., the total number of cells the packet was
divided into) to generate a request for the remainder of the
cells to receive a whole packet from the destination queue.
After the LCU 36 sends the request to the striper 38 in
operation 286, the L.CU updates the queue table 232. In one
example, updating the queue table includes decrementing
the number of cells in the queue by the number of cells
requested from the striper 38, and incrementing the head
pointer by adding the number of cells requested from the
striper to the current head pointer location. For example, if
the head of Q1 is currently at MCU,, and two cells are
requested, then the head pointer is updated to MCU,. In
operation 288, the LCU sends a second request to the striper
for the entire packet relating to the first two cells that were
received. As with the request described in operation 280, the
second request includes the queue number, and the MCU for
the head cell of the queue. However, unlike the first request,
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the second request typically requests the number of cells in
the packet less the two cells that were requested in operation
280, whereby an entire packet is requested from the striper.

FIG. 36 illustrates the operations performed in the switch-
ing engine 24 to service a request from the LCU 36 for a
destination queue. In operation 290, the striper 38 receives
a request from the LCU 36. As discussed above, the request
includes the queue number, the MCU location of the head
cell, and the number of cells requested. In operation 292, the
striper 38 generates commands to the MCU s 40 to transmit
the appropriate cells for the request from the LCU. The
striper sequentially generates a command to each MCU
associated with a cell for the request, beginning with the
MCU for the head cells. After receiving the command, in
operation 294, each MCU transmits the appropriate cell to
the LCU.

Referring now to FIG. 37, the operations performed by
the LCU 36 after the cells are received from the switching
engine are illustrated. In operation 296, the LCU detects the
arrival of all of the cells corresponding to a packet. For a
multicast packet, in operation 298, the LCU parses the
header/context to extract the multicast encapsulation iden-
tification (MEID) for the packet, which was determined by
the NPU 34. The MEID provides an index into the MEID
table, as shown in operation 300, to obtain a pointer into a
MList table. The MList table contains the number of repli-
cations required for the multicast packet (fanout), along with
the unicast encapsulation identification (UEID) for each
fanout. In operation 302, the MList table is read using the
pointer from the MEID table; the MLIST table is in one
embodiment implemented in the external SRAM connected
with the LCU.

In operation 304, a scheduler determines the next packet
to service, and generates a UEID for unicast packets. The
UEID provides an index into a UEID table, which is a table
of the various encapsulations for the different physical
interfaces (e.g., Ethernet) supported by the router 20. Gen-
erally, for a unicast packet one UEID is generated, and for
a multicast packet a UEID is generated for each fanout. For
a unicast packet, the scheduler parses the header/context to
extract the UEID for the packet, which was determined by
the NPU.

In operation 306, the LCU 36 reads the layer 2 encapsu-
lation information for the packet from the UEID table. In the
case of a multicast packet, the LCU reads the layer 2
encapsulation information for each physical interface that
the multicast packet will be transmitted to. For example, the
multicast packet may be routed to four outputs or physical
interfaces, so the MEID would point to the MList entry
having four UEIDs, which would read the four layer 2
encapsulations for the packet in this example.

Referring now to FIG. 38, in operation 306, the LCU 36
generates the layer 2 encapsulation for the packet, which is
generally the media specific access control and link layer
control information. Recall that in one example on the
input-side of the router, the layer 2 encapsulation informa-
tion is removed from the packet before transmission to the
NPU 34. The incoming packet includes the original layer 2
header for the incoming link and media formats, whereas the
LCU needs to prepend the layer 2 information for the
outgoing link and media format.

After generating the encapsulation for the packet, it is
determined whether the packet is a multicast packet. If so,
then replication is performed. In operation 308, it is deter-
mined whether fragmentation is required for the packet.
Fragmentation is the process of dividing a large packet into
smaller size packets. Each physical interface has a specified
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maximum transmission unit (MTU), ranging from about 512
bytes to about 9180 bytes depending on the physical inter-
face. The MTU size information for each physical interface
is accessed during the encapsulation operations, and is a part
of the encapsulation information for the packet. A packet
that exceeds the MTU size for the output interface generally
requires fragmentation before encapsulation begins, which
can include breaking up the packet into pieces that are less
than or equal to the MTU size. After fragmentation, in
operation 310, it is determined if the fragmentation is
complete, and if not then operation 306 is returned to.

If fragmentation is complete, or fragmentation was not
required in operation 308, then in operation 312, the packet
is reassembled from the cells and encapsulated with the
layer 2 encapsulation information for the packet in one
example. Before transmission of the packet, in operation
314, the packet is checked to verify that all of the data is
complete and accurate. If the packet is complete and accu-
rate, then in operation 318, the packet is transmitted to the
media adapter 32 associated with the interface that the
packet will be transmitted on; otherwise the packet is
dropped (operation 316), in one example.

The LCU 36 also manages input rate-shaping and output
rate-shaping, which generally refer to the management of
packet flow into and out of the router. Rate-shaping can be
used to smooth out bursts in the traffic flow to a particular
output port 28, or to regulate the quality of service delivered
thereto. In prior art routers, in order to perform rate-shaping
on incoming packets before routing, a large amount of
memory is placed on the input-side of the router, and packets
are stored there for varying periods of time to manage the
output of packets from the router. In one embodiment of the
router according to the present invention, however, the main
memory buffering on the router is located in the switching
engine 24, and rate-shaping is performed at the LCU. In one
example, input rate-shaping is provided by looping the
packets through the router again, referred to as “loop-back,”
wherein the packet is sent from the LCU/GA to the
GA/NPU.

For input rate-shaping, on the first pass, packets that
require input rate-shaping will pass through the NPU 34
without lookup/routing processing and will be directed to
the switching engine 24. The packet then goes through the
regular cellification process, but is stored in a rate shape
queue, as directed by the NPU 34, as opposed to, for
example, a unicast queue. After some delayed period of
time, the LCU 36 retrieves the packet from the rate shape
queue and then loops the packet through the router 20.
Unlike other packets, loop-back packets will bypass the
encapsulation and fragmentation operations, and loop back
to the media adaptor 32 and to the NPU. To ensure enough
bandwidth for rate-shaped packets on the second pass, half
of the media adaptor ports are disabled when rate-shaping is
enabled in the router, in one embodiment.

During the second pass of the packet through the router
20, normal lookup/routing operations are performed at the
NPU 34 and normal switching and encapsulation/fragmen-
tation operations are performed at the LCU 36, and the
packet is shipped out to the proper media adapter 32. The
NPU identifies packets for input rate-shaping/loop-back
under program control, in one example.

Output rate-shaping is also controlled at the LCU 36, in
one example, and each queue of the MCU(s) 40 is assigned
a rate-shaping value (i.e., a value proportional to a trans-
mission rate for the queue). Each time the LCU requests a
packet from a particular queue, the LCU examines whether
the data rate for the particular queue exceeds the rate-
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shaping value, and if so, the LCU will service other queues
in order to reduce the effective data rate of the particular
queue.

Referring now to FIG. 39, to support 2+1 redundancy in
the full-scale router, each LCU 36 (LCU,-LCU,,) is con-
nected with three switching engines 24. However, as dis-
cussed herein, only two switching engines are active at any
one time in the full-scale router implementation, with one
switching engine being inactive and providing back-up
should an active switching engine go offline for any reason.
One particular advantage of the full-scale router is that one
of the switching engines in a full-scale router may be
removed while the router is operating (each switching
engine is on a different switch card in one example) which
is referred to as “hot-swapping.” When a switching engine
is hot-swapped, the connections from the LCU 36 to striper
38 and from the MCU 40 to LCU 36 are deactivated and are
switched-over to an active switching engine. To ensure that
hot-swapping occurs smoothly and with a minimum of
packet drops, the LCU connections are switched-over after
the RP 26 is notified of the hot-swap, in response to a signal
generated within in the system. The LCU initiates a switch-
ing engine hot-swap sequence, which may include: disabling
new cell requests by the LCU to the striper of the intended
hot-swapped switching engine; clearing the delta count table
for that switching engine; draining all queues from that
switching engine until no complete packet can be formed
from the remaining cells, and any cells remaining in that
switching engine are dropped; and, at the LCU, initiating
receipt of packets from the newly activated switching
engine.

V1. Redundancy and Scalability

A. Redundancy of Full-Scale router

FIG. 39 illustrates the connectivity of the full-scale router
in accordance with one embodiment of the present inven-
tion. In one embodiment, the NPUs 34 (NPU,-NPU,,) are
connected with the switching engines 24 in a rotationally
symmetric topology, and the switching engines 24 are con-
nected with the LCUs 36 (LCU,-LCU,,) in a full-mesh
topology. This connectivity between the NPUs and the
switching engine, and between the switching engines and
the LCUs, allows the router to operate even in the event of
a switching engine failure or shut-down, and provides for
bandwidth optimization for cell transmission between the
switching engines and the L.CUs.

As shown in FIG. 39, each NPU 34 is connected with two
switching engines 24, wherein each connection is at 40 Gbps
in one example. The connectivity between the NPUs and the
switching engines is referred to herein as “rotationally
symmetric” or as having “rotational symmetry.” As men-
tioned earlier, each switching engine may have has six active
40 Gbps connections with the NPUs, for an aggregate
bandwidth of 240 Gbps per switching engine. Additionally,
each switching engine may have two inactive connections
with the NPUs. FIG. 39 shows three switching engines:
switching engine 0 (SEQ), switching engine 1 (SE1), and
switching engine 2 (SE2). In normal operation, there are two
active switching engines (480 Gbps aggregate bandwidth
into the stripers) and one switching engine on stand-by. The
switching engine on stand-by being activated in the event
that one of the active switching engines goes off-line. The
rotationally symmetric topology illustrated in FIG. 39, pro-
vides for failure of any switching engine, the rotation of
active inputs to the remaining active switching engine and
the activated stand-by switching engine. Accordingly, the
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maintenance of an aggregate bandwidth of 480 Gbps into the
switching engines is maintained despite any failure or shut
down of one switching engine.

For example, assume that SEQ is active, and that the
active inputs into SE@ are from NPU, to NPUj. In addition,
assume that SE1 is also active, with active inputs from NPU
to NPU, ,, and SE2 is on stand-by. In the event that SEQ is
shut-down, SE2 is activated, and NPU,, to NPU, will have to
send packets to a different switching engine. The active
connectivity is rotated to account for this problem, which
provides a straightforward way to reconfigure the NPU
connectivity with the active switching engines. After the
shutdown, the active connectivity is “rotated” to begin with
NPU,. Accordingly, NPU,, to NPUj, are connected with SE1,
and NPU,, to NPU; are connected with SE2. In this
example, NPU, to NPU, are connected with SE1, and NPU,
to NPU; are connected with SE2. As illustrated in the
preceding example, the active connectivity is rotated, and
the NPUs associated with the shut down switching engine
(SE2) are switched to an active switching engine. Accord-
ingly, NPU, to NPU| |, may be connected with either SE1 or
activated SE2. In one embodiment, however, because each
switching engine supports six 40 Gbps connections, the four
of NPU; to NPU || should be connected with different active
switching engines 1 or 2.

In a second example where SE1 is shut down and switch-
ing engines 0 and 2 are active, the connectivity is rotated to
begin with NPU,. Accordingly, NPU; to NPU, are con-
nected with SE2, and NPU, to NPU, are connected with
SE@. Accordingly, through the rotationally symmetric
topology, all NPUs 34 can remain connected with an active
switching engine regardless of which switching engine is
active, and the connectivity can be maintained with less than
a full mesh of physical connections therebetween, which is
advantageous because it reduces the number of connections
required between the NPUs 34 and the striper 38 without
sacrificing performance.

Alternatively, there can be four switching engines with
four active inputs each and a total of at least six inputs. In
the event of a failure of any one switching engine, the active
inputs can be switched to the adjacent switching engine.

In a second alternative, the NPUs can be connected with
the switching engines in a full mesh input topology where
each NPU is connected with each switching engine.

Referring to FIG. 39, the output connectivity of the
switching engines with the LCUs as shown in a full-mesh
topology in one example. In the full-mesh topology, each
switching engine 24 has a connection with each LCU 36
(LCU,-LCU, ), so that any switching engine can transmit
packets to any of the LCUs. In this configuration, only one
third of the connections between the switching engines are
inactive, i.e., from the inactive switching engine.

B. Scalability—Cut-Down Routers

Scalability allows the router 20 to be tailored to a cus-
tomer’s needs, and allows the router to be upgraded as the
customers needs change. Not every customer will require the
full-scale router, which is capable of routing and switching
packets at an aggregate bandwidth of about 480 Gbps, which
under some standards translates to an incoming and outgo-
ing packet processing rate of about 1 Terabit per second.
Rather, some customer’s immediate needs will be for a
scaled-down or cut-down router. Accordingly, the router of
the present invention is scalable. Moreover, it is desirable to
provide the scalability while utilizing the same components
as used in the full-scale router. As customers’ needs
increase, it is desirable to provide a router that may be
upgraded. Accordingly, it is desirable to provide modularity

20

25

30

35

40

45

50

55

60

65

50

to the router, to not only make the scalability simple, but to
allow scalability of routers in the field.

Cut-down embodiments of the router have a reduced
number of NPUs 34, MCUs 40 and/or a reduced number of
LCUs 36. To accommodate for these changes, according to
one embodiment, for unicast traffic the router 20 need only
be modified by programming changes to the striper 38 and
MCUs 40, and changes to the wiring between the MCU's and
the LCUs. In particular, the number of MCUs per switching
engine 24 in a full-scale router, (i.e., 12), is mapped to the
reduced number of MCUs actually present in the cut-down
router. Additionally, the queues in a full-scale router are
mapped to a reconfigured set of queues in the cut-down
system. Conceptually, the majority of the components in the
cut-down router function as though there were a full comple-
ment of MCUSs, when in fact there is some number less than
a full complement. The MCU outputs for the remapped
queues are wired to support the actual number of LCUs in
the cut-down router.

Cut-down routers are implemented using the same com-
ponents as the full-scale embodiment of the router wherever
possible. In embodiments of the cut-down router described
below, the MA 32, NPU 34, LCU 36, and MCU 40 (with
associated memory) may be used without any physical
change. For multicast traffic, a small change to the MCU is
implemented, in one example. However, the operation of the
striper 38 is modified in the cut-down routers to account for
the change in the number of LCU’s and/or MCU’s. Addi-
tionally, the wiring between the MCU and L.CU is modified,
and can be accommodated with a different switchcard and/or
backplane for each cut-down configuration. In this manner,
the fact that the router is a cut-down system is transparent to
the components and software of the router, other than the
stripers.

Referring to FIG. 40, a method of switching a packet in
a cut-down router is shown. In operation 322, a packet is
received by the striper 38 from the NPU 34. The packet
includes a packet context defining the destination queue for
the packet. In operation 324, the delta count table 226 for the
switching engine 24 receiving the packet is updated. The
update of the delta count table is the same as illustrated
herein with reference to the full-scale embodiment of the
router. In operation 326, the packet is cellified, and the cells
are output striped across the MCUs 40 in the destination
queue. The MCUs are remapped as described herein from
the MCU configuration of a full-scale router, to the MCU
configuration of the cut-down router. Additionally, the des-
tination queues are re-mapped as described herein from the
destination queue configuration of a full-scale router, to the
destination queue configuration of the cut-down router. The
remapping of the MCUs and the remapping of the destina-
tion queues is performed in the striper 38, in one example.

In operation 328, the LCU 36 issues a request to the
striper 38 for a cell or cells in a destination queue using
substantially the same processes as described herein with
regard to the full-scale router, and the striper receives the
request. In operation 330, the striper translates the received
request to the remapped MCUs, and the remapped destina-
tion queues. In operation 332, the MCUs transmit the cells
to the LCU based on the direction of the striper.

Because the alterations to accommodate a cut-down sys-
tem are limited to the striper 38 (and some instances to the
MCU 40) and to the connectivity between the MCU and
LCU, the full-scale router 2+1 redundancy described above
can also be used in the cut-down routers. Additionally, 1+1
redundancy, up to and including a cut-down router of half of
the full-scale router capacity, is also possible.
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On the input-side of the router 20, the GA 46 and NPU 34
are organized on a granularity of 40 Gbps and in a very
self-contained way. The embodiments of the routers
described herein use the GA and NPU without having to
modify them. On the output-side of the router, the LCU also
handles 40 Gbps and can accept this rate continuously from
any of the three switching engines 24 in the full-scale router.
In the cut-down router, however, the LCU 36 expects data to
arrive from all of the 12 MCUs 40 on each switching engine
and hence on all of its 12 input bundles from each switching
engine. Furthermore, the LCU expects to find the cells
output-striped across the MCUs and hence across its MCU
input bundles.

In one example, cut-down embodiments of the routers
have fewer MCUs 40 as compared with a full-scale router.
To utilize the same components as a full-scale router, but
with a reduced physical number of MCUs, a reduced number
of physical MCUs perform the function of the complete
number of MCUs by each physical MCU masquerading as
several logical MCUs. The LCUs’ conceptually see a full
complement of MCUs. Each LCU behaves as though there
were a full complement of MCUSs in the switching engines
24 and so receives cell data and notifications over all of its
input ports.

In one embodiment, on its input-side, each MCU 40
receives all cells from the striper 38 on a single wiring
bundle, which requires no connectivity changes as compared
with the full-scale router. The output-side of the MCU is
affected in the same way as the LCU’s inputs. Each MCU
uses all of its output bundles, treating the available LCUs 36
as though they were a fully populated system. Thus, the
LCUs are also masquerading as multiple LCUs in order for
the MCU to operate the same way that it does in a full-scale
router.

Both of these forms of masquerading are handled by
functionality and software in the striper 38. In one embodi-
ment, both the LCU 36 and the MCU 40 function as if they
were in a full-scale router, when in fact they are in a
cut-down router. This is advantageous in that the same
components (both physically and operationally) may be used
in the cut-down systems as in the full-scale system, with
only a change in the operating code of the striper (no
attendant physical change is necessary).

The striper 38 is capable of receiving 40 Gbps from each
of six active NPUs 34 in the full-scale router. A cut-down
router with six or fewer NPUs, and no redundancy, will
require only one striper 38 and therefore only one switching
engine 24. A cut-down router with six or fewer NPUs, but
with redundancy, will have two stripers. To satisfy the
bandwidth requirement, a cut-down system’s switchcard
will need only a reduced number of MCUs 40 and their
associated memory subsystems. The striper is informed,
during boot-up, of how many MCUSs are present in the router
20 in order to stripe the data across them uniformly. In one
embodiment, the number of MCUs on a switchcard in a
cut-down router is an even factor of the fully populated
switchcard’s MCU count (12), therefore 6, 4, 3, 2, and 1.

There are various configurations of a cut-down router 20,
depending in part on the processing requirements for the
router and the desired redundancy. FIGS. 41A-41D illustrate
“no redundancy” topologies according to the present inven-
tion for cut-down routers, wherein FIG. 41A shows one
LCU/NPU and two MCUs on a single switchcard 24; FIG.
41B shows two LCUs 36/NPUs 34 and four MCUs 40 on a
single switchcard 24; FIG. 41C shows three LCUs 36/NPUs
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34 and six MCUs 40 on a single switchcard 24; and FIG.
41D shows six LCUs 36/NPUs 34 and twelve MCUs 40 on
a single switchcard 24.

FIGS. 42A-42D illustrate “1+1 redundancy” topologies
according to the present invention for cut-down routers,
wherein FIG. 42A shows one LCU 36/NPU 34 and four
MCUs 40 on two switchcards 24; FIG. 42B shows two
LCUs/NPUs and eight MCUs on two switchcards; FIG. 42C
shows three LCUs/NPUs and twelve MCUs on two switch-
cards; and FIG. 42D shows six LCUs/NPUs and twenty-four
MCUs on two switchcards.

FIGS. 43A-43C illustrate “2+1” redundancy topologies
according to examples of the present invention for cut-down
routers, wherein FIG. 43A shows two LCUs 36/NPUs 34
and six MCUs 40 on three switchcards 24; FIG. 43B shows
four LCUs/NPUs and 12 MCUs on three switchcards; and
FIG. 43C shows six LCUs/NPUs and eighteen MCUs on
three switchcards.

In one embodiment, the full-scale router backplane is
used with a cut-down router 20. To understand how the
existing backplane may be used, it is desirable to understand
how the NPUs 34 are connected to redundant and active
switching engines 34. FIG. 39 illustrates one embodiment of
the rotationally symmetric connectivity between the NPU 34
and the switching engine 24 in a router 20 according to the
present invention.

A set of mappings is used to describe the operational
changes to the striper 38 and the wiring between the striper
38 and MCU 40 to implement a cut-down embodiment of
the router. The mappings define one example of the logic of
software in the striper and the wiring on the cut-down
router’s switchcard.

Definition of Constants:

N, /cc~Number of MCUs 40 in the switching engine 24
(i.e., on a switchcard)

N; c.~Number of LCUs 36 in the cut-down router 10

To manage each cell or cell-request to an MCU 40 with
the reduced number of MCUs in a cut-down router, the
striper 38 maps, in one example, a virtual MCU (the MCU
to which the cell or request would have been sent in a full
system) to a Physical MCU (the MCU to which the cell or
request is actually sent) in a round robin manner using the
following modulo mapping:

Physical MCU number=(virtual MCU number)mod
WNarer)

Similarly, to manage the transmission of cells from the
MCUs 40 to LCUs 36 a mapping between a Physical LCU
(the LCU where we want the cell to actually arrive) and a
Virtual LCU (the LCU that the MCU would have sent the
cell to in a full system) is utilized, in one example. The
wiring between the MCUs and the LCUs is effectively a
mapping from the Virtual LCU to the Physical LCU. To
insure correct cell routing, the striper 38 must invert the
above-described modulo mapping to translate the Physical
LCU to the Virtual LCU for each cell or cell request that is
sent to a MCU. In the MCU, a specific set of hardware
queues within the MCU are dedicated to each LCU bundle.
Accordingly, the virtual LCU designates the set of queues to
use and the exit bundle from the MCU, in the cut-down
implementation.
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In one example, the striper computes the virtual MCU
number using the following equation:

Virtual LCU number=

it (virtual MCU number)

in # Npcy + physical LCU number

Nucu

To see why this equation works, observe that the term int

(Virtual MCcU number]

Nucu

effectively groups the virtual MCUs and then computes the
index of the group where each group is of size N, Within
each group, the cyclic assignment of MCU output ports is
interleaved in groups of N, .., ports, and then the physical
LCU index selects the offset within that group.

To distinguish between the cells for different logical
MCUs, which are stored in one physical MCU, the striper 38
remaps the queue. One example of partitioning of a queue is
shown in FIG. 48, where the queue number q; ., is the
queue assigned by the NPU 34 to the packet in full-scale
router; and q,,, corresponds to the media adapter 32.

This partitioning operation affects the queue number field
(qzc¢- field) and can be expressed as follows:

grcy seen by MCU =
. (virtual MCU number)
inf——m—m—m7mMm ———————

N #Npcy +(greu given by NPU)
Mcu

The above-described partitioning operation limits the
NPU forwarding table 64 to assigning packets to queues
with the queue number field (q;;,) within the range:

{0 .. . Nyp~1}

The NPU 34 does not generate q; - numbers outside this
range. The following table provides exemplary mappings
according to the above-described calculations.

TABLE 1

Queue remapping for cut-down routers having (a) one LCU
and two MCUs, (b) two LCUs and four MCUSs, and
(c) three LCUs and six MCUs.

N_LCU=1 N_LCU=2 N_LCU=3
MCU # N _MCU=2 N_MCU=4 NoMCU=6
selected Number Number Number
by normal MCU  added MCU added MCU  added
striper # cell to # cell to # cell to
algorithm  sentto q_leu sentto q_leu sentto  q_luc
0 0 0 0 0 0 0
1 1 0 1 0 1 0
2 0 1 2 0 2 0
3 1 1 3 0 3 0
4 0 2 0 2 4 0
5 1 2 1 2 5 0
6 0 3 2 2 0 3
7 1 3 3 2 1 3
8 0 4 0 4 2 3
9 1 4 1 4 3 3
10 0 5 2 4 4 3
11 1 5 3 4 5 3
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For multicast queues, the queue number is a nine bit
queue number which is an index to lookup a 12 bit multicast
mask, which is structured differently than a unicast queue
number. As shown in FIG. 49, the nine bit queue number
(“Quzc”) encodes 512 multicast queues each of which is
assigned to a 12 bit mask. The 12 bits in the multicast mask
correspond to the 12 linecards that need to transmit the
multicast packet or cell.

In a cut-down router 20, the modifications are made to the
multicast mask rather than Q,,-. The multicast mask exists
in both the striper 38 and the MCUs 40, but not in the LCU
36. The multicast mask can be derived by a lookup, and a
suitable queue number mapping. The programming of the
lookup table provides the correct mapping in the multicast
mask. Generally the approach is similar to that of unicast:
the cells of a packet are striped across the virtual MCUs, and
to transmit the cells properly to the physical LCUs, some
transformations are required to address some cells to virtual
LCUs. The following calculation is one method for modi-
fying the multicast mask in a cut-down router 20 according
to the present invention.

Maskpseasrseen by MCU =

(virtual MCU number)

Maskpseasrgiven by NPU<< (int
Nucu

* LCU]

The above described method for modifying the mask is
best understood if each individual multicast queue is viewed
as a related set of queues where the multicast mask is viewed
as a part of the queue number encoded in unary. Unlike a
unicast queue, which encodes the queue number in binary,
the LCU portion of the multicast queue number can refer-
ence several LCU queues because it can set a separate bit for
each one.

Each time the multicast mask is shifted, it indicates that
the striper 38 has cycled through all of the physical MCUs
and it needs to transmit to the next set of virtual MCUs and
virtual LCUs. Once the striper has cycled through all of the
virtual MCUgs, it needs to go back to using the original mask
for the multicast queue.

In one example, the striper 38 does not transmit its
computations to the MCUs 40, as it does with the unicast
case, which is addressed by remapping Q,,, the multicast
queue number. The computed values of Q,,~ cause the
MCUs to fetch the correct mask to store cells for virtual
LCUs.

It is envisioned that various mapping functions for Q, -
would work. In one example, the three high order bits of the
nine bit Q, . are reserved for use in this transformation. The
three high order bits are set to int

(Virtual MCcU number]

Nicu

This value never exceeds six so three bits suffice. To update
the values of the three high order bits of Q, ., multiples of
26 are added to the current value of Q, .

As discussed earlier, the LCU 36 does not realize that it
is operating in a cut-down router 20, so the three high order
bits of Q, - are cleared when transmitting a multicast cell to
a LCU 36. The masking of these bits is performed by the
MCU 40 when it is configured as being part of a cut-down
router.
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In an example of multicast mapping in a cut-down router
20, a multicast queue q has a mask with two bits set
representing L.CUs i and j. In a cut-down router, the cells
coming out of the striper 38 are sent to the physical MCUs
with queue numbers:

qQ q+25, q+2%26, q+3*2° . ..

Similarly, the striper takes requests from LCU 1 to this queue
and maps them into requests for queues: q, q+2°, q+2%26,
q3*2% ..

More generally:

virtual MCU numbery ¢
Qumc = Quc + iﬂ{i]*z

Nucu

The requests appear to come from the appropriate virtual
LCU, as with the unicast case, so the striper 38 again applies
the function:

virtual LCU number=

virtual MCU number .
7] #Npcy + physical LCU number
Nucu

To continue the example, suppose mask {ij} represents a
mask with bits for i and j set. Then the multicast queue q is
configured as:

Queue q uses mask {ij}
Queue q + 2°¢ uses mask {i + Ny cyj + Ny} or mask {ij} << Npcy
Queue q + 2 * 2° uses mask {i + 2 * Ny i + 2 * Ny ¢y} or mask
{ij} <<2* Ny
Queue q + 3 * 2% uses mask {i + 3 * Npcgj + 3 * Ny ey} or mask
{ii} <<3 * Npcu

An important aspect of this design choice is whether or not
taking away three bits from the multicast queue number is
affordable. Recall, in a full-scale router there are 12 lin-
ecards and that 2'% possible combinations of LCUs 36 are
encoded in only 2° queue numbers. Thus, the router 20 is
oversubscribed by a factor of 2° per multicast queue. In a
cut-down router with six linecards, 2° combinations of
LCUs are encoded in 2° possible multicast queues, so the
cut-down router is not oversubscribed. If the number of
linecards is reduced further, then the number of possible
combinations is decreased without decreasing the number of
queues, so the cut-down router actually becomes undersub-
scribed. Thus, multicast in a cut-down router actually pro-
vides some advantages as compared with a full-scale router.

To support these transformations of queue numbers in the
striper 38, the wiring between MCUs 40 and LCUs 36 is
configured differently for a cut-down router 20 as compared
with a full-scale router 20. The following formulation pro-
vides a method for determining the connectivity:

There are N, ., MCUs 40 per switchcard

There are N; ., LCUs 36 in the router 20

It is desirable to specify how output o of MCU M
connects to input i of LCU L

Output 0 of MCU M connects to LCU L=0 mod N, ..

nput i=M+N;sc int(o/Ny )
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FIG. 44A illustrates a connectivity, in one example,
between the MCU 40 and the LCU 36 for an embodiment of
a cut-down router 20 with one switching engine 24 having
four MCUs and two LCUs (LCU,-LCU,) according to the
above-described formulation for connectivity. In this
embodiment, half of the MCU outputs are unconnected
because they are unused in a cut-down router having only a
single switching engine. The unconnected outputs would be
employed by a router having an additional two linecards.
The remaining half of the MCUs outputs are connected with
the two LCUs. In this example, the router could have another
four MCUs on a second switchcard to provide additional
switchcard bandwidth. In the embodiment illustrated in FIG.
44B, each LCU (LCU,-LCU,) has one third of its available
inputs connected with the MCUs (MCU,-MCUj;). The
remaining unconnected two thirds of the inputs are unused,
but may be connected with second and third switchcards if
the cut-down router is scaled-up.

The following table shows one mapping between the
MCU 40 and its output ports and the LCU 36 and its input
ports for the embodiment illustrated in FIG. 44A.

TABLE 2

Port mapping between MCU 40 and LCU 36 in a cut-down router 20
having 2 LCUs and 4 MCUs.
N_LCU=2
N _MCU=4

<
a
c
<
=
o}
c
=

Output o Input i

— =
P RSN W WO OO0 WL~ DO

WWWWWWRNRNRONNRNNNR,RR, R, R OO0 000
MhWNROUBRWNN—R,OUDMWNR,OURWN—O
—OFRPOFROFROHROFROFROFR,R O, OFR,ORFR, OO

—_

In one instance, a cut-down router that employs only a
single switchcard 24 uses only half of the MCU output
connections. This is true both for fully populated switch-
cards and for ones in a cut-down router. In a cut-down router
that employs two switchcards, or more, the MCUs s 40 use all
their output bundles to connect to the other half of the
outgoing linecards or LCUs 36, in one example.

The simplest cut-down router, which has are fully popu-
lated linecard, is about a 40 Gbps router. FIG. 45 illustrates
the 40 Gbps cut-down router with a fully populated linecard.
This system would use a backplane that is different from the
one in the full-scale router.

In one example as shown in FIGS. 45-46 where there are
two MCUs (MCU,-MCU,) and one LCU, the following
table describes how the cells of a packet are distributed by
the striper 38 and received by the LCU 36 (LCU, in this
case).
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TABLE 3

Example of cut-down system with 1 LCU and 2 MCUs

Striper logically writes cells across MCUs as if in a full-scale system

(Virtual MCU number) 0 1 2 3 4 5 6 7 8 9 10 11
Physically, striper directs cells towards MCUs as follows:
(Physical MCU number) 0 1 0 1 0 1 0 1 0 1 0 1

And striper re-maps the queues as follows based on the number of actual MCUs:

(Queue number) 0 0 1 1 2 2 3 3 4 4 5 5
From a connectivity perspective, MCU output ports are coupled to LCUO input ports as follows:

MCUO:LCUO 0:0 1:2 2:4 3:6 4:8 5:10

MCU1:LCUO 0:1 1:3 2:5 3:7 4:9 5:11
LCUO starts by requesting cells from QO as if across a full set of MCUs

(Q:MCU) 0:0 01 02 03 04 035 06 07 08 09 0:10 0:11

Striper translates LCUO’s requests as follows using the re-mapped queues, and obtains the cells:

(Q:MCU) 0:0 01 1:0 1:1 2:0 2:1 3:0 3:1 40 41 5:0 5:1
These cells arrive at LCUO looking like cells from QO
(Q:MCU) 0:0 01 02 03 04 035 06 07 08 09 0:10 0:11

Hence, LCUO receives all cells from the queues of the
actual MCUs as if there were a full set of MCUs in the
system.

One embodiment of a cut-down router uses two fully
populated linecards to provide about 80 Gbps in the system.
This cut-down router requires a switchcard or backplane

Hence, LCU1 receives all cells from the queues of the
actual MCUs as if there were a full set of MCUs in the
system.

30

The following table illustrates one example of routing a
multicast packet in a cut-down router having three LCUs 36

which is different from the one in the full-scale router. FIG. 35
44 A, illustrates the 80 Gbps cut-down router. The following
table along with FIG. 47 describes an example of how the
cells of a packet are distributed by the striper 38 and

received by the LCUs 36.

(LCU 0,LCU 1, and LCU 2) and six MCUES. In this example,
a packet arrives at the striper destined for multicast queue
number 2, denoted by Q,,~=2, and queue 2 has a multicast
mask of 0x6, or binary 000000000110, indicating L.CUs 1
and 2.

TABLE 4

Example of cut-down system with 2 LCUs and 4 MCUs

Striper logically writes cells across MCUs as if in a full-scale system

(Virtual MCU number): 0 1 2 3 4 5 6 7 8 9 10 11
Physically, striper directs cells towards MCUs as follows:
(Physical MCU number): 0 1 2 3 0 1 2 3 0 1 2 3

And striper re-maps the queues as follows based on the number of actual MCUs:

(Queue number) 1 1 1 1 3 3 3 3 5 5 5 5
From a connectivity perspective, MCU output ports are coupled to LCUI input ports as follows:

MCUO:LCU1 1:0 3:4 5:8

MCU1:LCU1 1:1 3:5 5:9

MCU2:LCU1 1:2 3:6 5:10

MCU3:LCU1 1:3 3:7 5:11
LCUI starts by requesting cells from Q1 as if across a full set of MCUs

(Q:MCU) 1:0 1:1 12 13 14 1.5 16 1:7 1:8 1:9 1:10 1:11

Striper translates LCU1’s requests as follows using the re-mapped queues, and obtains the cells:

(Q:MCU) 1:0 1:1 12 1:3 3:0 3:1 32 3:3 50 51 52 5:3
These cells arrive at LCU1 looking like cells from Q1
(Q:MCU) 1:0 1:1 12 13 14 1.5 16 1:7 1:8 1:9 1:10 1:11
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TABLE 5
Example of routing a multicast packet cut-down system with 3 LCUs.
Striper logically writes cells across MCUs as if in a full-scale system
(Virtual MCU number): 0 1 2 3 4 5 6 7 8 9 10 11
Physically, striper directs cells towards MCUs as follows:

(Physical MCU number): 0 1 2 3 4 5 0 1 2 3 4 5

The queue number is transformed by adding 1 to the top three bits of the 9-bit multicast queue number. So,

the transformed queue number is 2 + 2 6 = 66, resulting in cells with q__mc number:
(Queue number, 2,6 2,6 2,6 2,6 2,6 2,6 66, 66, 66, 66, 66, 66,
multicast mask number 0x30 0x30 0x30 0x30 0x30 0x30
in hex)
A pair of delta notifications are sent by the striper to LCU 1 (via MCU 1) and LCU 2 (via MCU2) in the normal way,
indicating the presence of this packet and giving its size and the original queue number. The LCUs are therefore
aware of this packet and expect to find it on queue 2 and striped across all virtual MCUs.
LCUI starts by requesting cells from queue 2 as if across a full set of MCUs
(Physical LUC: Virtural 1:0 1:1 1:2 1:3 1:4 1:5 1:6 1.7 1:8 1:9 1:10 1:11
MCU)
LCU2 starts by requesting cells from queue 2 as if across a full set of MCUs
(Physical LCU: Virtual 2:0 2:1 2:2 23 24 25 2:6 2:7 2:8 2:9 2:10 2:11
MCU)
Striper translates the queue number in each request to:
(queue: translated queue)  2:2 2:2 2:2 220 22 2:2 2:66 2:66 2:66 2:66 2:66 2:66
Striper transforms physical LCU number to virtual LCU numbers:
(from LCU1) 1 1 1 1 1 1 4 4 4 4 4 4
(from LCU2) 2 2 2 2 2 2 5 5 5 5 5 5
In summary: the MCUs see the following requests:

(Queue: virtual LCU: 2:1:0 2:1:1 2:1:2 2:1:3 2:1:4 2:1:5 66:4:0 6641  66:4:2 66143 66:4:4 66:4:5
physical MCU) from
LCU1
(Queue: physical LCU: 2:2:0 2:2:1 2:2:2 2:2:3 2:2:4 2:2:5 66:5:0 66:5:1  66:5:2  66:5:3  66:5:4  66:5:5
virtual MCU) to LCU2

MCU masks the top 3-bits of the multicast queue number Q. These cells arrive at the LCUs looking like

cells with (queue: physical LCU: virtual MCU) values.

(Queue: physical LCU: 2:1:0 2:1:1 2:1:2 2:1:3 2:1:4 2:1:5  2:1:6 2:1:7 2:1:8 2:1:9  2:1:10 2:1:11
virtual MCU) from
LCU1
(Queue: virtual LCU: 2:2:0 2:2:1 2:2:2 2:2:3 2:2:4 2:2:5 0 2:2:6 2:2:7 2:2:8 2:2:9 2:2:10  2:2:11

physical MCU) from
LCU2

All cells appear to be from queue Qyc = 2 in the right order

While the methods disclosed herein have been described
and shown with reference to particular operations or steps
performed in a particular order, it will be understood that
these operations or steps may be combined, sub-divided, or
re-ordered to form equivalent methods without departing
from the teachings of the present invention. Accordingly,
unless specifically indicated herein, the order and grouping
of the operations or steps are not generally intended to be a
limitation of the embodiments of the present invention.

While the invention has been particularly shown and
described with reference to various embodiments thereof, it
will be understood by those skilled in the art that various
other changes in the form and details may be made without
departing from the spirit and scope of the invention.

We claim:
1. A method for storing a packet in a memory of a router,
comprising:
parsing a packet header to extract an Internet Protocol (IP)
address and Quality of Service (QoS) data, the IP
address and QoS data used, in part, to create a packet
context;

50
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assigning an Interface Ordinal Descriptor (I0D) number
to the packet, the IOD specifying a port upon which the
packet was received;
passing the IP address of the packet through a systolic
array pipeline to perform a forwarding table lookup
using a trie search of tries stored in a forwarding table;

based on at least a portion of the IP address of the packet
obtained from the forwarding table lookup, assigning
the packet to at least one outgoing link of the router;
and

storing the packet in the memory based on the assigning

operation.

2. The method of claim 1, wherein the assigning operation
includes assigning a destination queue to the packet, the
destination queue being mapped to the assigned outgoing
link.

3. The method of claim 2, wherein the storing operation
writes the packet in the destination queue.

4. The method of claim 1, wherein the storing operation
includes dividing the packet into at least two cells.

5. The method of claim 4, wherein the at least two cells
are less than or equal to 34 bytes.
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6. The method of claim 4, wherein the storing operation
writes the at least two cells in the destination queue.
7. The method of claim 4, wherein the storing operation
writes the at least two cells in the destination queue con-
tiguously in round robin order.
8. The method of claim 1, wherein the assigning operation
further comprises:
providing a forwarding table memory having a plurality
of' nodes arranged in a trie, wherein each node contains
a portion of various IP addresses, an indicator indicat-
ing if the IP address of the node is supported by the
router and a queue of the router associated with the
node;
comparing a portion of the IP address of the packet to one
or more of the various destination addresses in the trie
to locate the longest match there between;

determining the node which contains longest match and
examining the indicator therein;

if the indicator, in the node which contains the longest

match, indicates that the router supports the IP address
of the node which contains the longest match, then
associating the packet with the queue of the router
associated with the node which contains the longest
match.

9. The method of claim 8, wherein the comparing opera-
tion compares the most significant bits of the destination
address of the packet to the most significant bits of the
various destination addresses in the trie.

10. In a router for routing and switching data packets from
one or more incoming links to one or more outgoing links,
each data packet including a packet header specifying a
Internet Protocol (IP) address and Quality of Service (QoS)
data for the data packet, a method for routing and switching
a data packet comprising:

receiving the data packet from the incoming link, and

assigning an Interface Ordinal Descriptor (I0D) num-
ber to the data packet, the IOD specifying a port upon
which the data packet was received;
passing the IP address of the packet through a systolic
array pipeline to perform a forwarding table lookup
using a trie search of tries stored in a forwarding table;

assigning at least one outgoing link to the data packet
based on the IP address of the data packet, the IP
address being obtained from the forwarding table
lookup;

after the assigning operation, storing the data packet in a

switching memory based on the assigned outgoing link
for the data packet;

extracting the data packet from the switching memory;

and

transmitting the data packet to the assigned outgoing link.

11. The method of claim 10, wherein the operation of
assigning an outgoing link to the data packet includes
assigning a destination queue to the data packet, the desti-
nation queue being mapped to the assigned outgoing link.

12. The method of claim 11, wherein the operation of
storing the data packet in a switching memory includes the
operation of storing the data packet in the assigned desti-
nation queue.

13. The method of claim 10, wherein the operation of
storing the data packet in a switching memory includes
dividing the data packet into at least two cells.

14. The method of claim 13, wherein the at least two cells
are less than or equal to 34 bytes.
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15. The method of claim 13, wherein the operation of
storing the data packet in the switching memory includes the
operation of storing the at least two cells in the destination
queue.

16. The method of claim 13, wherein the operation of
storing the data packet in the switching memory includes the
operation of storing the at least two cells contiguously in
round robin order in the destination queue.

17. In a router having one or more incoming links and one
or more outgoing links, a method of routing and switching
data packets where each data packet has a packet header
specifying a destination internet protocol (IP) address for the
packet, the method comprising:

providing a systolic array pipeline in communications

with a forwarding table;

receiving a data packet from an incoming link;

looking-up the destination IP address of the data packet in

the forwarding table using the systolic array pipeline,
the looking-up performed using a trie search of tries
stored in the forwarding table;

assigning an outgoing link to the data packet;

storing the data packet in a memory based on the assign-

ing operation;

extracting the data packet from the memory as cells in a

contiguous order stored in an assigned destination
queue; and

transmitting the packet to the assigned outgoing link.

18. The method of claim 17, wherein the operation of
storing a data packet in a memory occurs after the looking-
up operation.

19. The method of claim 17, wherein the looking-up
operation assigns a destination queue to the packet, the
destination queue being mapped to the outgoing link for the
packet.

20. The method of claim 19, wherein the operation of
storing the data packet in a memory includes the operation
of storing the data packet in the assigned destination queue.

21. The method of claim 19, wherein the operation of
storing the data packet in a memory includes the operation
of dividing the data packet into at least two cells.

22. The method of claim 21, wherein the at least two cells
is less than or equal to 34 bytes.

23. The method of claim 21, wherein the operation of
storing the data packet in a memory includes storing the at
least two cells in the destination queue.

24. The method of claim 21, further comprising reassem-
bling the data packet using, in part, the cells stored in the
contiguous order.

25. In a router for routing and switching a data packet
from an incoming link in a packet switched network to an
outgoing link in the packet switched network, the data
packet including a packet header having a Internet Protocol
(IP) address for the packet, a method of routing and switch-
ing the data packet comprising:

receiving the data packet from the incoming link;

parsing a packet header to extract an Internet Protocol (IP)

address and Quality of Service (QoS) data, the IP
address and QoS data used, in part, to create a packet
context; assigning an Interface Ordinal Descriptor
(I0OD) number to the packet, the IOD specifying a port
upon which the packet was received;

determining the outgoing link for the data packet using a

systolic array pipeline to perform a forwarding table
lookup using a trie search of tries stored in a forwarding
table;

writing a portion of the data packet to a memory as cells

in a contiguous order; and

transmitting the data packet to the outgoing link.
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26. The method of claim 25, wherein determining the
outgoing link for the packet further includes:

parsing the packet to extract the IP address;

performing a forwarding table lookup of the IP address to

assign a base destination queue to the data packet using s

a trie search of tries stored in a forwarding table; and
queuing to assign a destination queue to the data packet.
27. The method of claim 26, wherein determining the

outgoing link for the data packet includes assigning a
destination queue to the data packet, the destination queue
being mapped to the outgoing link for the data packet.

64

28. The method of claim 27, wherein writing the data
packet further includes:

dividing the data packet into at least two cells; and

storing the at least two cells in the destination queue for

the data packet.

29. The method of claim 28, further comprising reassem-
bling the data packet using, in part, the cells stored in the
contiguous order.

Ex. 1015

CISCO SYSTEMS, INC. / Page 91 of 94



UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 17,382,787 Bl Page 1 of 3
APPLICATION NO. : 10/177496

DATED : June 3, 2008

INVENTORC(S) : Barnes et al.
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Title Page; item (56);
On page 2, under “Other Publications™, in column 2, line 7, after “Infocom” insert -- , --.

On page 2, under “Other Publications™, in column 2, line 14, delete “Lookp™ and insert
-- Lookup --, therefor.

On page 2, under “Other Publications™, in column 2, line 66, delete “No. 10/414.135”
and insert -- No. 10/414,135 --, therefor.

On page 3, under “Other Publications™, in column 1, line 4, delete “Saptember” and
insert -- September --, therefor.

On page 3, under “Other Publications™, in column 1, line 7, delete “Heirarchy” and
insert -- Hierarchy --, therefor.

On page 3, under “Other Publications™, in column 2, line 5, delete “Protocoi” and insert
-- Protocol --, therefor.

On sheet 30 of 56, in “Box 140" ((Left side of 144C (Fig. 23)), line 1, after “N1” insert

’

In column 6, line 62, delete “illustrates™ and insert -- illustrate --, therefor.
In column 6, line 65, delete “illustrates™ and insert -- illustrate --, therefor.
In column 7, line 1, delete ““illustrates™ and insert -- illustrate --, therefor.
In column 17, line 38, delete “(QOS)” and insert -- (QoS) --, therefor.

In column 17, line 53, delete “(QOS)” and insert -- (QoS) --, therefor.

In column 18, line 63, delete “(10D)” and insert -- (I0D) --, therefor.

In column 18, line 65, delete “(10D)” and insert -- (I0D) --, therefor.

In column 19, line 18, delete “(10D)” and insert -- (I0D) --, therefor.

In column 21, line 62, delete “datapath” and insert -- data path --, therefor.
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In column 25, line 19, delete “in cycle” and insert -- In cycle --, therefor.

In column 35, line 36, delete “(Quotient,Remainder)” and insert -- (Quotient,
Remainder) --, therefor.

In column 40, line 13, delete “MCU,” and insert -- MCUj --, therefor.

In column 41, line 58, delete “tp1,” and insert -- t,;, --, therefor.

In column 42, line 16, delete “MCUS8” and insert -- MCUj --, therefor.

In column 48, line 14, delete “switch card” and insert -- switchcard --, therefor.
In column 49, line 15, delete “NPU,,” and insert -- NPUj --, therefor.

In column 49, line 28, delete “NPU,” and insert -- NPU,; --, therefor.

In column 53, line 51, delete “N-; MCU” and insert -- N_ MCU --, therefor.

In column 53, line 55, delete “q_luc” and insert -- q_lcu --, therefor.
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In column 59-60 (Table 5), line 15, delete “Virtural” and insert -- Virtual --, therefor.

In column 61, line 32, in Claim 10, after “specifying” delete “a” and insert -- an --,
therefor.

In column 62, line 12, in Claim 17, delete “internet protocol” and insert -- Internet
Protocol --, therefor.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 17,382,787 Bl Page 3 of 3
APPLICATION NO. : 10/177496

DATED : June 3, 2008

INVENTORC(S) : Barnes et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is
hereby corrected as shown below:

In column 62, line 52, in Claim 25, after “having” delete “a” and insert -- an --, therefor.

Signed and Sealed this

Fourteenth Day of October, 2008

WD

JON W. DUDAS
Director of the United States Patent and Trademark Office
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