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52 Networking Fundamentals 

CERN 
an organization that 
is responsible for the 
originill development 
of the World Wide 
Web. 

U11der1uriters 
L11bor11 torirs ( UL) 
a nonprofit 
orgun12.ation that 
tc,t-. product, and 
material .. aga1n,t 
,-,afuty standard,. 

£/rctro11ir i,ul11stry 
AssociaJio11 (EIA) 
d tnld<.' ,,,..._xi~Lion 
th,,t i~ c,,ru:crn._>d 
with rJ,Ho 
c~>mmunlcations. 

rrJeC'OOlt'1lllltCnt10115 

I11d11stry 
Associutio11 (f/11) 
an orgilnizJtion 
th,11 is conc<.'rn1•d 
with fil;,ur opt ks, 
user t><ptipmt1n.t, 
nt>l\\'Ot'k de, ice~, 
wireh~s communka-­
l1<>ns, .1nd satellite 
romn,unications, 

Amtrrica:1111/ational 
Sta11dartls l11stit11t~ 
(ANSI) 
a priv.ite, nonprofit 
org.ini2ation thnt 
doe,, not d1<vdup 
standard~. but rnth,•r 
pn1mpts \·oluntary 
conformit) and 
standMdl~tion. 

o,,~,, Syst~m• 
ftt lrrn11111ectio11 
(0S1) 1110,lel 
a model that 
descril:>es haw h;i rd­
ware and software 
should "·ork tog<'lher 
to form a network 
c,,mmunications 
s-v-stem. -

eXtensible Hypertext l\1arkup Language (X.HTl\.11.), and Cascading Style Sheets 
(CSS). The lnteri1et u!,es these program,ning languages to present text, graphics, 
and sound. A protocol kno,"n as Hvpertext Transport Protocol (H 1·1 P) deli\·ers 
Web pa~e!> to a user's co1npuler. 

The Internet has become a standard tool for bu,..iness. An entire chapter in 
this textbook is de\·oted to Web ser\'eJ"S. It includes an introduction to HTJ\.IL and 
Web sen·er communication,-. 

CERN 
CF.R \Ji:, ..in ,lcronym for Cr11irc [11rop;.'lt11 pour la Red,erclu· Nuclrmrt ( Luropea.n 

Center for Nucll'ar Re,earch). ll is locat,•d in Geneva, Sv,,it✓,,!rl<1n..l. One Llf the first 
~ lvpt.'rtcxl Transfer Protocol sen er!> 1vas pl.,cc,>d on line! ln Gen.:>vo and is ,hll in 
operation, This organi:ration is responsible tor the 1,riwn.11 developnu?nt nt the 
l'Vorld Wide ,,veb 

UL 
Underwriters Laboratories (UL) ls a nonpn,fit or1,ralliz,1tion lhilt test;, 

products and m«terial, tor st11,•ty standarJs. Typk.illy, ele,trical materials and 
equipment fHU~t bt• UL approved befure they t.in be u~....-1 in many facilities or as 
part ot a contract specifi('l)tion. 

EIA 
Thi.' Elcctro11ic t11dustry ,1.ssoci,1tio11 !ElA) ~giln in 19-IS a-. a trade associa­

tion concerned with rad ill a1mn1unic.1tion. It was. original!~ forn1t>d a-, lhl• R.1diu 
Manuf,1cturcrs 1\.ssoc1ation <1nd \\·a~ rcspnnsiblt> for ~tandards such as RS·232 
The □A sponsors many trade ~hoi,-s and confcrcnct'S throughout the United States. 

TIA 
1 h(' Tcleco1111111111ic11ti,>11!i l11,t11stry Assoc/111io11 (TIA) \\'115 founded 1n 

1924 by a small group nf supplier,; \Vhll wished to promote the independent 
lclcphone industry .:ind to org.:inizc trade shows. lt soon evolved into il standitrds 
n1ainlenance org.iniiation. The main areas that TIA b co11cernt!d. 1vlth are fiber 
optJc.,, u~erequiprnent, nehvork equipment. wireless cummun,cahon~. and 
sawllite commun1cahons. 

ANSI 
ln 1918, five engineering ,,oc1eties and thr<'t! government org,1ni1.atit,n~ 

fc>w1ded ihe A111eric,111 Nntio1u1/ Sta,ulnrds l11stit11te (ANSJ). ,\NS! is a private, 
n(lnprofit organiziJtion that docs not develop standards, but rJther pron,pt,, 
\ oluntary conformity and standardization ANSl b !ht• official rcprt>wnlalive 
uf many international llrgan,~ation5 5Uch as the l~O. ANSI is also one of the 
founders of the ISO org.lnir.,,tion. ,\.'\JS! facilitates 01eeting!> and brings together 
inlcrl'Sled parties lo resolve is.sue!,, and cri.,ate a genl'ral census an1ong ilb 
membt-l'l> lube presented to t,th .. r ~tandard~ co1nmit1ee-

OSI Model 
rhe Ope11 S!fste111s l11terco1111ect-io11 <0S1) 1110,lel describ~l1ow• hardw.ire 

and S<1ft1,,arc should 1\'ork togetht:!r to forn, a nel\vork communication,, <.vstt?m. It 
serves as a guide for troubleshol,ting and t,ie::.i!:,,ning nenvorks. • 
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Chapter 1 Introduction to Networking 53 

The OSI n1odel consists of seven layers, Figure 1-26. Each layer in the OSl 
model is assigned a specific function. This section prol'ides a brief description 
of each layer. It is intended as an Ol'ervie," of ho,v nehvorking components 
,,·ork together to send and receive information. The OSI model is referenced 
throughout the textbook and is discussed in detail in Chapter 17-A Closer Look 
at the OSI Modcl. 

The OSI model is a Joint effort of international members to standardize networking com­
munications systems. Nol all software companies follow the strict guidelines of the OSI 
model. Many systems were in place long before the OSI model was developed and adopted. 
Some models combine two or more layers into a single unit. It is important to remember 
that the OSI model simply serves as a guide ror future development and illustrates the 
complexity of transmitting data between network devices. 

Physical Layer 
The physicnl layer is the lo,vest layer of the model. It consists of the cable 

and connectors used for constructing the network. This layer is only concerned 
,,·ith how digital signal:,, the binary ls and Os, are carried electrically from one 
neh,•orked device lo another. \Vhen you think of the physical layer, think of 
cables, radio waves or light pulses, ls and Os, and digital signals. 

Data Link Layer 
The dntn li11k lnyer describes ho,v the ra,v data is packaged for transfer 

from one net,vorl.. interface card to another. The data link layer also contains 
in formation such as the address of the source and destination and the si ~e of the 
packet, and it provides for error checking. When you think of the data link layer, 
think of p,1ckaging and placing the pacl..et as ,l stream of digitnl pu.h,cs on the 
neh,·orl.. n1edia. 

Network Layer 
The 11etu•ork layer i,. responsible for routing packets from one network 

to another using the 1P addressing forn1at. Routing prevents or limits network 
congestion. It also can prioritize the transmission of packets. As packets are 
transmitted from one nehvork to another. several different routes n1ay be used. 
If there is too n1uch traffic on one cable section, the packet may be transn1ittcd 
along a different route to avoid congestion. \Vhen you think of the network layer, 
think of navigating behveen nehvorks. 

Tr.insport 

Data link 

Ph 'sical 

pltysicnl layer 
the lowest l.1yer of 
the OSI model, which 
focuses on the physical 
characteristics of a net• 
work such as cabling 
and connectors. 

data /i11k la11er 
the layer·or the OSI 
model that describes 
how raw data is pack­
aged for transfer from 
011.i nel\vork interface 
card to another. 

11ct11Jork /<11Jer 
the layer of the OSJ 
model that ii- respon­
sible for routing 
packets from one 
nel work to a not her 
using the IP ,1ddress­
ing format. 

Figure 1-26. 
The M,Ven i.,yers nf the 
O'il model. 
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54 l\ct"·orkini; runuaml'ntab 

tr11n,1•ort l,1ytr 
the la} er ,,1 the a.;1 
moJ.,1 that -,n,,ur.::, 
rehab!,• d.lta b, , 
lol:qu,•ncing packetS 
.,nd tl',1'st>mbhng 
lhl.•m into tht..11r 
corn:ct ord..-r. 

--:ession lauer 
tl\L ln}vr of the 0$1 
modd th.ti <'!-lab· 
lisht-.. ., ronn...:h<>n 
beh\·t,•n t,,·o com .. 
putcr, and pnw,dc, 
Ill-cunt,• b,,,,.,J un , 
compukr ,uld u~:r 
nam~ r1.-cognd1nn. 

1•rt<t11t11tion l11y.-r 
the la\'er ui the OSI 
model that ensure, 
dUtrac l,•r code 
rt"t:ognih<>n. 

ap1•licatio11 layrr 
the tughest lay<'r oi 
the OSI model that 
,tarh network data 
cummun1c.ihon~ 
u>1ng a program 
~uch .-.~ t.'-m.,il or a 
\\t"l, brow...-r, 

Transport Layer 
The m,11n r~p(lnstbility of thl' tn111sport layrr i~ to ensure reliable daw by 

~quenc1ng pad,cb and r,•;i,-.embhn~ them into thcir corn>ct order. P.ickcts arl.! 
tran~n1illcd o,·er n1an,· mil~ ,1nd m..i1• u1-e daff,·rent route!-. Tht> p.1c.kcts m,1y not 
arrt\C in th(• .. ame s.:-q

0

ucncl' tht.-y \\'ere trJ11~1nittcd and may require l"l:d!-~mblr 
intl> their c1•rr..ct 11rdcr. Re,1ssem1'lv into thl' Q>rn--cl order b e,pecaally important 
in trJn,n,illini diiit,11 images. \\'ht>n y,,u think of the transport layer. think of 
p11cket qualatr 

Session Layer 
The srssio11 layer ,..,t,,lilbhl-:. a conn,'Ction Ix-tween l\,·o daffcl'L'llt .:on,puter-. 

and pro,·iJc,, ~'Curity bawd on cnmputcr 1111d l.bCf n.1111e H'C<~nition, The t\\'O 
c,,mputer,. may n11t norrn,111) be comp.1tibl.i tor data t•,changt.', ,uch .is a re and 
,1 !l,lacinto,,h. TI1e !'e,<ion layrr ,1nJ tr.in,.port l.iycrs are ,-ometim~ comh1nt·d. 
\\'hen 1ou think of thl• ~,,ion !aver, think ot .1 h.ind .. hJke at the introductiun . . 
and at th,• end ,,f the 1nt't!ting. 

Presentation Layer 
The ,,,e~1•11t,1tic,11 /ayt·ren,urcs characlet·<:udl.! r1....:ognition. 11 is re~pons1ble 

for con, t:rling chara.;t.,r code., into., ,-.xle that i<. l't'Cllh'1liL,1ble by a co,nputt:r th.it 
u:-1.'!' a d,ff.,rcnt ch.iractcr code. ror c:,.an1plc, E,tt>nd<.'d Binary Codt-d O..,c1mal 
lnteKh,1nge Code (IBCDICJ L'- '"1dcly illoed .,n mainframe,, ,vhilc 1nost PCs ui,e 
ASCH EBCDIC= number,. ll> represent characicrs similar 1,, the way ,\SCH 
numl>er cc>d,•s rcpre,-.·nl ch.lracter .:ock•,-, \\'hen ,1 PC communicate" '"ith a 
mainfro1m,•, the ASC:11 code mu._l be convertl'CI lo rBCVIC ~\:hen you than!- ol the 
prt"-<'.nt,1tion la)'<!I', think of hl>1,· U,c data mu,t lix,k tor both parta,-~ to inll'rprct tlr 
undcr,.t.lnd 11. 

Application Layer 
The ,1pplic11tio11 l11y,·r sh1luld not l:>t.> confu"<'d \,•ith gerwrdl --c>fhvare 

applic.1l1on~ The ,1pplicahon !aver work,. ,,·ith ~p<.'Cific nch\·ork1ng ,1pplication, 
such"" \'\'eb br,1\vser progran,s, fill' transfer program-., and c•mail. \>\'hen \'OU 

think of the ,1pplic,1tkl11 l,1yer. think vi c,-tablbhing l.'(lmmunication \\'llh tl;e 
nehvorl... 

Network+ Note: 

l'hc '.'\et1,·,,rk+ Certali<"<lllnn ••,am b} Comp TIA n·quirt"- extensive kno1,·ledgl• 
ut thl' 051 n1ndel and hut\ it relates h• lll'l\,·ork Jc, kcs, pr<•tocols, and nellvork 
1,-chn<•l1'gi,•,, H the 051 m1xl1•l ~'t•m~ c,,nfu~ing t11 you, you :lrc not nt.,ne.. You 
c,1nn<'I hn1c a comrlcte undl'rStand1ng oi the OSI modt•I until vnu ha,·t> a 
basic under,t.1nding ,,fall the 11eh1'1>rk1ng technologi,•~ and ho\\; the,· rclat~• 
lo Cal.h oth,•r 
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ChJpter I lntroduct11>n to Netwnrk1n~ 5'i 

OSI Model and Network Devices 
It i, in1port.1nt tv unJt>r-.t.1nd hnw the L)51 model and network dc,·Kl>:, 

correl.itl•. l.O\ll-. ,11 Figure l-27. In th1., figure )'llU will M'C thl' gl.'ner,1ll y ,1ccepted 
dil.Ssific,11ion!-oi nctw,,rl-. de, le~. such .i, hubs, ~\•·ildll'S, and router,, ,l!-. 

C1lmpart>d to !ht' Ot,I mtldel. Ho\Vl'\l'r, ,,ome ,1ltt'ralion, 1n the nel\,·ork dL•\·ice·~ 
technology nl.l) c,1u'-'! .1 nl't,,·ork dl.'vic.:c to corrdJtc to ,1 diffcr,•111 OSI IJyer. 

Net,,·nrk de, tee,, are d,1-.,iti,•d .iccord 1ng to ,vhethcr the d,·, icl' m.ik,•, 
dl'Ci~1nn, ,lhlllll h,,,v a pilCket j5 ~ent. If the nct,vork de\'tec n1al,....,s n1> d,-c1sion 
,1bout ,vherc ,1 p,1,kct is !,1/nt, 1t ,,. J layer 1 dett/C'c. The device ,1n1ply move, the 
packt>t along the n1.•l\v1>rk path such ,1 ... through cabling, hub,, ,ind repeater-.. If 
dl...:is1on.:, .i.rc maJe b,,,ed on J l\,fAC addre ... , or a log1e.1l nan,,>. 1t is ,1 lt1yl'r 2 
rleu,ce. If the nehvork dt:v11:.e m11kc.:, .i dl...:u.ion ,,bout wher,• to mo,'l' the data 
b,1,cd on a protocol !>Uch ,I'- lht' lntt>mt't protocol, it I'• a lay,•r J dl'vicl'. 

A nt'~\"Or~ d,•\'iCC is often rL-.:la~sifil-d \\ hen 11,-normal function •~ ahert.'CI. 
f'or e,an1plc, a h\\' itch, norm;illy clas,1fied .,, ii 1.-iyt'r 2 d,,,·icl', may bl' rl'clJ<ss1ficd 
a-; a layer 1 de, 1cc if m,•rc inlclli~ent decision n1al..in~ b lncc•rporJted int,, it. fhe 
dt!<:1!-i,,n m,1king uf a l,1) er 1,witrh 1, ba,t'CI on '-Om .. ,1mil,1r intvrmation that 
routers u~c A hub, ,_.h1rh .,. normal!,· a layer 1 dc\'ice, cri.n· be redil.S,1fied as a 
ill)l'r 2 devicc whl'n it ,ici... a~ ,1n 1nlt•lligt'nt huh. Intelligent hub, n1ake dl'ci,ion-; 
b,t.,C1d tln \l,\C add re-,~ ,ind bcha,c more like :i •"·itch. 

ln1Jrr 1 ,/~1•11·r 

a nctworl,; <le, •l"C that 
n,akt.HOo, no dt.."C1~1on 

.1boul "ho.'rc 1.1 p.1, kl'I 
i,. sent. 

/1111~, l 1/i-l'irr 
.. 1 ,;._"'lt\ntrk dt.'\·1t"t.' 

th.it m.1~,·, ,, • .._ •• _, .. n, 
Jh..•ul wh,•t,• a p,,d,,•I 

ts"'-'"' b .. 1""',-t '-"' •• 
1'1,\C .,ddr, .... s '" ,, 
k'l,IC.11 !\Jill('. 

/111/~r 3 de11ic,• 
., ,,.,tworl-d,•,·1a-
th.it m,11,.,.., J dedsion 
at>.,ut wh,•rc .1 pacl,.el 
i, ,-.-nl t,,1Sl,J 1>n ,I 

prolncol .,uch J, ttw 
lnll'rncl pn>to,.,I 

Some switches may be classlfred as a layer 1 device or layer 3 device The general ~ 
classlhcatlon for the switch is layer 2 dev1ee: but 1f 1t has some router capablhlles, 1t 1s 

• • ' 

usually labeled as a layer 3 device. 

A~ you proi;rt'S, through the te,t and le;irn more about proto..:ols and 
netw~>rl-. Cl>n1mun1,.1tion, the e,,11.l placl.'ml·nt t1f certain nch,·l1rk J-,vkl'S on the 
OSI n11>dcl w 1111:>e«>n,r cl,•arl•r. 

... ... . .. . .. . .. . .. 
• Ill jtiubsl I R.-pealC'~ I jcat>k-.1 ~ 

Ir 

ritturt t-2; 
A t(.''™-"tJI c.urn•Ltl lttn 

bl•t\\'l'1.•n rk.· t" t.lf~ 

Jt'\ lu,, ,IIIJ Im- l,1,cr, 
llf lht' ()';I m,>J1•t 
nu,,, iS 01th ii gt"OL'rJI 

i.'.lnt\-!l..ihun Some 
,pt·ufJ.C h.'l hnl•k~,l .... 
n,ov l l1rrddtt• J 

nctwor~ df..'\ h .. ~ tu J 
t.flffr1, .. nt OSl l.1\·t•r 
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