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POSITION PRIVACY IN AN ELECTRONIC DEVICE

Backgrouﬁd
The present invention défines a system for enhancing a
5 privacy in enhancement in an electronic device with automatic
position location detection.

Modern electronic devices often include automatic position
location detection technology. For example, the modern cellular
phone may include a satellite positioning system such as a GPS
device. Other cellular phones, referred to as a WAP phones, also
automatically keep track of the users position.

Figure 1 shows an electronic device, which can be a wap

/

phone, regular cellular phone, or any other electronic device

100. The device is shown with electronic circuitry including

electronic processor 110 which processes signals from both GPS
device 115, and from a codec 120. The processor also controls an
RF devicé 125,
The electronic device automatically determines its position.
In this embodiment, it does so by communicating with a
20 constellati&n of global position defecting satellites 130, for
automatic determination of position. The electronic device may

also communicate with the server 140, such as to a base station.
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The electronic device may communicate its determined position to
the server. This may be done, for example, for emergency
purposes. In the case of a WAP device, this may be done simply
to monitor the position of the cellular phone. The server may

output the position, shown as 150.

Summary

The present application defines a device which enhances
privacy-in such a system. Specifically, the present application
teaches a device which selectively prevents the electronic device
from transmitting its position. This hence allows selection of

an enhanced privacy mode. ‘

Brief Description of the Drawings

These and oﬁher aspects of the invention will be described
in detail with reference to the accompanying drawings, wherein:

Figure 1 shows are block diagram of an electronic device |
with a built-in automatic position location detection system;

Figure 2 shows a first émbodiment of a‘privacy enhancing
device for an electronic element;

Figures 3A and 3B show a passive version of the privacy

enhancing device using an RF blocking technique; and
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Figure 4 shows an active jammer device which actively

produces a signal to prevent the reporting of position.

Detailed Description

The first embodiment is shown in Figure 2. In this
embodiment, the electronic device is a portable telephone such as
a cellular phone. However, it should be understood that other
electronic devices, such as computers, personal digital
assistants, or any other device which is capable of communicating
in any way, may use similar techniques to those disclosed herein.

A portable phone 200 has a normal user interface 205, and
other structure such as display, etc. The device also includes a
positioning device 210. In this embodiment, a pésition detection
block control 220 is provided. ‘This is an actuation mechanism,
such as a button which can be pressed‘to deactivate the function
of the positioning device 210. The unit’s normal position forms
an enablé signal 225 which enables the position detector 210,
allowing the position detector to determine its position, and
report that position to a remote source, such as a base station.

When the buﬁton is in its override.position, an indicator 225 is
illuminated, indicating the privacy mode has been entered. 1In

this privacy-enhanced state, the enable signal is removed,
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thereby preventing position detector 210 from reporting its
position.

A concern, however, is that some users, either hackers or
others with more aura of authority, may use this system in a way
which determines position surreptitiously, e.g., even wheh the
button is placed on override. For example, law-enforcement
officials might use this sYstem to keep track of someone without
their knowledge. One way to do this might be to fake an
emergenéy call or the like. Doing this, however, may have
serious privacy implications.

If a manufacturer includes a “back door” into the system,
that “Back doof” might be used to determine the position of a
person, without their authority or knowledge.

A test module 250 can be uéed to test the degree of privacy
associated with.the electronic device. This test module is
connectable to the server 260. It also runs a software layer 255
which can be updated via channel 270, e.g., over the Internet.v
The test module 250, in operation, communicates with a service
over the internet. The service employs experts to research and
store the latest and most up-to-date way of improperly obtaining
position in such a system. This is available via update 270 from

the Internet. This may be carried out as a subscription service,

7
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in a similar way to the operations currently done to update virus
definitions. The Internet returns ways of hacking the position
detection prevention, which can hence be used by the test module
to evaluate the privacy provided by the actuation 220.

The test module sends a request for positionklocation to the
phone 200, using the best available techniques. The phone
returns information, and this information is evaluated by the
server 260. Server 260 returns an evaluation of the operation to
the test module 250. This can provide a user with an indication
of the level of privacy they have obtained.

Another embodiment is shown in Figures 3A and 3B. This
embodiment may be most usable with a satellite positioning syétem
in a telephone. In this kind of phone, both sets of electronics
-- the GPS and the codec -- may use a common processor.

However, a GPS system often requires a separate antenna shown as
300. The separate antenna may be very sensitive to reception.
For example, while cellular telephones can often be used indoors,
corresponding GPS devices may not be usable in the same
situations. Moreover, each separate telephone type will héve a
GPS antennal300 pléced in a specified location. There are
relatively few telephone types in common use, usually less than

50 types. This system finds, for each telephone type, where the
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GPS antenna will be placed. The device 350 is made of an RF
absorbing or reflecting material such as metal. The device is
also made in way which allows it to be temporarily attached to
the telephone, e.g., by clipping on to the phone. For example,
the device may fit on both sides of the telephone_310 and 320 and
wrap around the telephone to cover areas adjacent the antenna on
both of the surfaces. The cover 350 covers both sides of the
antenna 300, and therefore prevents GPS operation while the cover
is clamped into place. In this way, privacy can be effectively
temporarily enhanced. Figures 3A and 3B show two different
places where the shield could be attached; but it should be
understood that the shield could be attached in many d;fferent
places.

One of the stated uses of GPS in a portable phone is for use
in an emergency. When the user dials 911, the GPS device allows
the emergency authorities to determine the user’s precise
location.‘ In order to allow this, the cover can be maintained in
place during all operations other than emergencies. During
emergencies, the cover can be removed. But once the cover is
removed, the-position of the electronic device can be
automatically detected, as usual.

The system of figures 3A and 3B may not work with certain

Page 12 of 251



PATENT
ATTORNEY DOCKET NO. GPS PRIVACY/SCH

phones. An alternative system is shown in figure 4. 1In this

phone, an active jammer module 400 is provided. The jammer

module either supplants or fools the system into obtaining false

position information. For example, the jammer module may provide
5 false satellite information, e.g., indicating a false satellite

position.

Satellite positioning system information is often provided
in broad spectrum noise. The jammer 400 may produce broad

spectrum noise, which includes information indicative of three

10 satellites, but which is transmitted at a sufficiently low power
= to be receivable only at a very short range. In the system of
figure 4, the jammer can also be attached using attachment clips
404. The attachment can place the transmitter of the jammer in
close proximity with the satellite positioning system antenna.

The jammer information can produce outputs that indicate a

false location, for example. Similar operations can be carried
out with WAP phones. In a WAP phone, for example, the systeﬁ may
override the carrier, or tell the carrier false information about
where the phone is located. . This may include providing false
20 triangulatioﬁ information into the system or the like.
Other modifications are possible and are within the

disclosed invention.
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What is claimed is:

1 An apparatug, comprising:
2 l an electronic de¢vice having a position detection module
3  therein which deterfiines a position of said electronic device and

indicative of said position of said
electronic device/ to a remote object; and
an overrid control, which is actuated to prevent said

position detectfion module from'reporting said information about

its position,

ut which allows other parts of said electronic

SPSISR

9 device to opgrate.

R N

2. An apparatus as claim 1, wherein said actuating said

override control prevents fsai osition detection module from

3 determining its position

asfin claim 2, wherein said actuating said
2 override control allgws said position detection module to
3 operate, but prevents said position detection module from

4 reporting said infformation.

Page 14 of 251



PATENT
ATTORNEY DOCKET NO. GPS PRIVACY/SCH

4, An apparatus as/in claim 1 wherein said override
control is a passive bJocking element which is clipped to a
portion of said e%ec ronic device to blocks reception of

information by saidf position detection module.

5. An apparatus ag in claim 4, wherein said position

detection module is a s3 lite positioning system module, and
said passive blocking ¢
antenna associated wi

receiving said informftion.

An apparatus as in fclaim 1 wherein said override

control is a jamming element/and which produces information that

.

interferes with operation o said position detection module.

7. An apparatus as Ain claim 6, wherein said information is
false information that provides false data to said position
detection module.

8. An apparatus As in claim 1 wherein said override
control is a button whjich commands circuitry in said telephone to

stop certain operatiorns.
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1 9. An apparatus as in claim 1, further comprising a

on element, which tests whether said position
e (T ———— e et

e will report unauthorized information when

—

2 privacy det

3 detection

—— —/

4 requested

11. Apparatus as in claim 6 wherein said jamming element .
is connect O receive electrical power from(ééi@ electronic
AR —

device.

e ————

12. An apparatys®asyin claim 1 wherein said electronic

2 device is a portabl elephone.

L}%}?\‘(i:> A method of opepating an electronic device, comprising:
2

allowing, in a first lnode of operation, automatic reporting

3% of a position of said electironic device; and
4 allowing a second mode \of operation which prevents said

5 automatic reporting of said position of said electronic device.

10
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14. A methoqd as in claim:13 wherein(éégg‘igziﬁitif

detection compriseq detection via satellite positioning.
R

15. A method gs in claim 13 wherein said wherein said

electronic device is\a portable phone, andmatic

laim 13, wherein said second mode of

eration which is selected via an

actuation mechafiis

1 17. A method as in glaim 13 wherein said second mode of

2 operation comprises atta¢hing a passive reception blocking device

e e i e e e “

3 to said electronic devide.

1 18. A m od as in claim 13 wherein said second mode of
2 operation co es actively jamming a position detection

3 operation.

\‘3

1 19. A method as in claims 13, further comprising providing

2 "a device which tests whetYer said automatic reporting is
- /"\

s

3 operating.

11
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20. A method ap in claim 19, further comprising updating a

way that said device \tests the automatic detection.

(j:) A method, comprising:

operating a cellullar phone in a first mode in which its
position can be automatically reported toc a remote location; and

operating said cellplar phone in a second, privacy enhanced
mode, in which cellular ihone functions can be used, but its

position can not be automatically reported to said remote

location.

12
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Abstract
A privacy enhancement device for electronic device such as a
cellular telephone. In one mode, the cellular telephone operates
in its normal mode, whereby its position can be detected by
either wap techniques or byAGPS techniques. In a second mode of
operation, the wap/GPS operation is overridden, so that the

position cannot be detected.

13
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COMBINED DECLARATION AND POWER OF ATTORNEY

As a below named inventor, I hereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and
joint inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is
sought on the invention entitled POSITION PRIVACY IN AN ELECTRONIC DEVICE, the specification of which:

[x] is attached hereto.

[1 wasfiled on as Application Serial No. and was amended
on .
[]  was described and claimed in PCT International Application No. filed on

and as amended under PCT Axticle 19 on

I hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

T acknowledge the duty to disclose all information I know to be material to patentability in accordance with
Title 37, Code of Federal Regulations, §1.56.

I hereby claim the benefit under Title 35, United States Code, §119(e)(1) of any United States provisional
application(s) listed below:

U.S. Serial No. Filing Date Status

I hereby claim the benefit under Title 35, United States Code, §120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States application in the manner provided by the first paragraph of Title 35, United States Code, §112,1
acknowledge the duty to disclose all information I know to be material to patentability as defined in Title 37, Code
of Federal Regulations, §1.56(a) which became available between the filing date of the prior application and the
national or PCT international filing date of this application:

U.S. Serial No. Filing Date Status

I hereby claim foreign priority benefits under Title 35, United States Code, §119 of any foreign
application(s) for patent or inveritor’s certificate or of any PCT international application(s) designating at least one
country other than the United States of America listed below and have also identified below any foreign application
for patent or inventor’s certificate or any PCT international application(s) designating at least one country other than
the United States of America filed by me on the same subject matter having a filing date before that of the
application(s) of which priority is claimed:

Country Application No. Filing Date Priority Claimed

[1 Yes [INo
[] Yes [] No
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Combined Declaration and Power of Attorney
Page 2 of 2 Pages

Address all telephone calls to SCOTT C. HARRIS at telephone number (619) 823-7778.
Address all correspondence to SCOTT C. HARRIS at:

Customer No. 23844
Scott C. Harris
P.O. Box 927649
San Diego, CA 92192-7649

1 hereby declare that all statements made herein of my own knowledge are true and that all statements
made dn information and belief are believed to be true; and further that these statements were made with the
knowlédge that wiliful false statements and the like so made are punishable by fine or imprisonment, or both, under

Sectxoﬂ 1001 of Title 18 of the United States Code and that such willful false statements may Jeopardxze the validity
of the apphcatxon or any patents issued thereon.

Full Name of Inventor:  Scott C. Harris

Inventor’s Signature: %W Date: / 01 // d/ /& CD

/24’29Y3erros Redondos, Rancho Santa Fe, CA 92067

Residence Address:
Citizenship: USA

Post Office Address: P.O. Box 927649, San Diego, CA 92192
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POSITION PRIVACY IN AN ELECTRONIC DEVICE

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY STATUS
(37 CFR 1.9¢f) and 1.27(b)) - INDEPENDENT INVENTOR

d inventor, I hereby declare that 1 qualify as an independent inventor as defined in 37 CFR 1.9(c) for

ing reduced fees under section 41(a) and (b) of Title 35, United States Code, to the Patent and Trademark
ard to the invention entitled described in

X1 the specification filed herewith,
[l application serial no. , filed .
[l patent no. , issued .

gned, granted, conveyed or licensed and am under no obligation under contract or law to assign, grant, convey
rights in the invention to any person who could not be classified as an independent inventor under 37 CFR
person had made the invention, or to any concern which would not qualify as a small business econcern under 37

CFR 1.9¢d) or ¢

nonprofit organization under 37 CFR 1.9(e).

Each person, concern or organization to which I have assigned, granted, conveyed, or licensed or am under an obligation under
contract or law to assign, grant, convey, or license any rights in the invention is listed below:

Full Name:

[#4] no such person, concern, or organization.
(4] persons, concerns or organizations listed below*.

*NOTE: Separate verified statements are required from each named person, concern, or organization having
rights to the invention averring to their status as small entities. (37 CFR 1.27)
4

Address:

[ 1 INDIVIDUAL [ 1 SMALL BUSINESS CONCERN - [ 1 NONPROFIT ORGANIZATION

1 acknowledge the duty to file, in this application or patent, notification of any change in status resulting in loss of
entitlement to small entity status when any new rule 53 application is filed or prior to paying, or at the time of paying,
the earliest of the issue fee or any maintenance fee due after the date on which status as a small entity is no longer

appropriate. (

37 CFR 1.28(b))

1 hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and

belief are beli

eved to be true; and further that these statements were made with the knowledge that willful false statements

and the like sa made are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the United States
Code, and that such willful false statements may jeopardize the validity of the application, any patent issuing thereon, or
any patent to which this verified statement is directed. )

Inventor: Scott

Signature: .
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C. Harrid)

e _[2/18/00
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Attorney’s Dockiet No.: GPS PRIVACY/SCH /C§

Zbﬁ

Al
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE gﬁk
» : o =
Applicant : Scott C. Harris Art Unit Unknown E‘_‘g
Serial No.: Examiner : Unknown dg ;%0
Filed : Herewith S =o
Title : POSITION PRIVACY IN AN ELECTRONIC DEVICE o=
aS =
v =
=3 =
Assistant Commissioner for Patents
Washington, D.C. 20231
PETITION TO MAKE SPECIAL UNDER
MPEP 708.02(VIII)
Sir:
A) Applicant hereby petitions to make this case special
under the "Special Examining Procedure”" outlined in MPEP
708.02(VIII). The Rule 17(i) fee of 3130 is attached.
B) All claims are believed directed to a single invention. *

Applicant agrees to make an election without traverse should be
the claims be found to be directed to multiple inventions.

C) A pre-examination search was made. The search covered

the following classes and subclasses:

342/458

701/207

CERTIFICATE OF MAILING BY EXPRESS MAIL

Express Mail Label No. fom 327 Ylo 7s0Us

‘This correspondence is being deposited with the
United States Postal Service as Express Mail
Post Office to Addressee with sufficient postage
on the date indicated below and is addressed to
the Assistant Commissioner for Patents,
Washington, D.C. 20231.

LO- (6~00

—_[qun:& %j}&e\—
N anex Clamialy

Printed Name of Person Signing Certificate

» EEKOBAYL 00000083 09650001

Tl 130.00 OF

Date of Deposit

Signature
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343/112
343/105
343/112
343/100
235/150
342/352
342/100
342/199
342/357
342/386
342/457
455/013
365/228
455/038
455/343
701/116

701/213

D) One copy of each reference that is "most closely
related to" the subject matter encompassed by the claims is

submitted herein, and listed on a form PTO-1449.
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.

E) Detailed discussion.

The present application techniques of enhancing privacy in
a position location system. One of these techniques prevents
the position automatic location from being used in certain
circumstances.

US Patent no 5,731,785 teaches a inhibiting feature in a
system and method for locating objects. This inhibiting feature
is used in a vehicle tracking device. The position signals from
the portable device can be inhibited by entering a pin.

However, this very different Eﬁan the present system which
inhibits the portable device from determining the position,
rather than inhibiting the portable device from providing
positién signals.

Us Patent no. 5,940,753 teaches a system of tracking mobile
user units. Like the present éystem, this enableé determining
the position of the electronic unit. The system does not
include an override feature as claimed, which prevents it from
being used at cerﬁain times.

US Patent no. 5,222,245 teaches a GPS signal which turns on
and turns off the receiver. The receiver is turned off
responsive to completion of detection. Hence, it does not meet

the limitations of the claims provided herewith.
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A notice that the application has been made special is

respectfully requested.

No.

Please apply any charges or credits to our Deposit Account

50-1387.

’

Respectfully submitted,

sacer_[0 1400 %#C. Ry

Cus
Sco
P.O
San
Tel
Fac

_Scott C. Harris
Reg. No. 32,030

tomer No. 23844
tt C. Harris, Esq.

. Box 927649

Diego, CA 92192
ephone: (619) 823-7778
simile: (877) 690-9836
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UNITED STATES PATENT & //Y\r/ (
TRADEMARK OFFICE

UNDER SECRETARY OF COMMERCE FOR INTELLECTUAL
PROPERTY AND DIRECTOR OF THE UNITED STATES
PATENT AND TRADEMARK OFFICE

Washington, D.C. 20231

\‘A'u-'

Scott C. Harris
P.O. Box 927649 ‘ - o Bl 2 2 9nnn
San Diego, CA 92192 :

, C;‘_lw‘_vl A
Paper No. 4
In re application of : DECISION ON PETITION
Scott C. Harris ‘ : TO MAKE SPECIAL
Application No. 09/690,001 : (ACCELERATED EXAMINATION)

Filed: October 16, 2000
For: POSITION PRIVACY IN AN
ELECTRONIC DEVICE

This is in response to the petition filed on October 16, 2000 to make the above-
identified application special on the basis of special examining procedure for certain.
new applications - accelerated examination as set forth in MPEP § 708.02 ViIil.

The requirements for granting special status under this section are: (A) a petition to
make special accompanied by the fee set forth in 37 CFR 1.17(i); (B) all claims being
directed to a single invention, or an election without traverse if the Office determines
that all the claims are not directed to a single invention; (C) a statement that a pre-
examination search was made listing the field of search; (D) one copy of each of the
references deemed most closely related to the subject matter encompassed by the
claims if said references are not already of record; and (E) a detailed discussion of how
the claimed subject matter is patentable over the references.

Since all of the requirements for special status under MPEP § 708.02 VIII have been
met, the petition is GRANTED.

The examiner is directed (1) to make an interference search for possible interfering
applications, (2) to promptly examine this application out of turn, and (3) if any
interfering application is discovered, to examine such application simultaneously and
state in the first official letter of such apphcatlon that it is bemg taken out of turn
because of a possible interference. -
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Petitioner is advised that this application will continue to be special, throughout its
entire prosecution and pendency, including interference or appeal, if any, only if
petitioner makes a prompt bona fide effort, in response to each Office action, to place
the application in condition for allowance, even if it is necessary to conduct an interview
with the examiner to accomplish this purpose. ‘ '

SUMMARY: Petition to Make Special GRANTED.

N —

Steven N. Mey&ig

Special Programs Examiner
Technology Center 3600
(703) 308-3868

SNM/DS: 12/19/00
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UNITED STATES DEPARTMENT OF COMMERCE

Patent and Trademark Offices:....,.
f’  Address:  COMMISSIONER OF PATENTS AND TRADEMARKS

"'Arzs o’ Washington, D.C. 20231 C /(7)
| APPLICATIONNO. | FILING DATE [ - FIRSTNAMED INVENTOR " . |  ATTORNEY DOCKET NO.
09/690, 001 10/16/00 HARRIS 8 GPS PRI\/ACY/
|“ U O P | S 1

023844
- .8COTT .C HARRIS

CP OUBOX 92764971 1

SAN DIEGO CA 92192

[T S T S

" 'PMB2/0117
e BLUM, T ' .
i it ool ARTUNIT: | PAPER NUMBER™ |

3662 . - )/

DATE MALED:-

01/17/01

Please find below-and/or attached an. Office communication concerning this application or RS

proceeding.

PTO-90C (Rev. 2/95)
*U.S. GPO: 2000-473-000/44602
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pplicatjon No. Applicant(s)

2,/69000 | HARR|S

'Office Action Summary

xaminer Group Art Unit

- AOLUM 3642,

--The MAILING DATE of this communication appeérs on the cover sheet beneath the correspondence address---

Period for Response

A SHORTENED STATUTORY PERIOD FOR RESPONSE IS SET TO EXPIRE __é__~ MONTH(S) FROM THE
MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisiohs of 37 CFR 1.136(a). In no event, however, may a response be timely filed after SIX (6) MONTHS
from the mailing date of this communication.

- If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days will be considered timely.
- 1f NO period for response is specified above, such period shali, by default, expire SIX (6) MONTHS from the mailing date of this communication .
- Failure to respond within the set or extended period for response will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Status

0 Responsive to communication(s) filed on
[ This action is FINAL.

[ Since this application is in condition for allowance except for formal matters, prosecution as to the merits is closed in
accordance with the practice under Ex parte Quayle, 1935 C.D. 1 1; 453 0.G. 213.

Disposition of Claims

Q/élaim(s) / - Z- / is/are pending in the application.
Of the above claim(s) - » - is/are withdrawn from consideration.
O Claim(s) ‘ is/are allowed.
B’Claim(s) l 5 é q / / / é / (g q ¥ ZJ is/are rejected.
Efdaim(s) 4 5 / 0 > / 7 7 0 is/are objected to.
O Claim(s) - : are subject to restriction or election

requirement.
Application Papers

O See the attached Notice of Draftsperson’s Patent Drawing Review, PTO-948.

(0 The proposed drawing correction, filed on is Oapproved (I disapproved.
O The drawing(s) filed on is/are objected to by the Examiner.

(0 The specification is objected to by the Examiner. '

(0 The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119 (a)-(d)

O Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 11 9(a)-(d).
O All (OSome* [ None of the CERTIFIED copies of the priority documents have been
O received.
O received in Application No. (Series Code/Serial Number)
O received in this national stage application from the International Bureau (PCT Rule 1 7.2(a)).

*Certified copies not received:

Attachment(s)
Information Disclosure Statement(s), PTO-1449, Paper No(s). ——  (JInterview Summary, PTO-413
- @Notice of References Cited, PTO-892 I Notice of Informal Patent Application, PTO-1 .‘.';2
1 Notice of Draftsperson’s Patent Drawing Review, PTO-948 (O Other

Office Action Summary

U. S. Patent and Trademark Office

PTO-326 (Rev.3-97) Part of Paper No.
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Application/Control Number: 09/690001  Page?

Art Unit: 3662

1.  The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the applicant regards as his
invention, : ‘

2. Claims 11, 14, and 15, are rejected under 35 U.S.C. 112, second paragraph,
as being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicant regards as the invention.

v As to claim 11, there is no antecedent basis for “said electronic device”.

+As to claim 14, there is no antecedent basis for “said automatic detection”.

X Asto claim 15, there is no antecedent basis for “said automatic detection”.

-

¥_ As to claim 15, “WAP techniques™ are indefinite. What are “WAP techniques™?

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent by another filed in
the United States before the invention thereof by the applicant for patent, or on an international
application by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section
3710 of this title before the invention thereof by the applicant for patent.
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Application/Control Number: 09/690001 Page 3

Art Unit: 3662

4. Claims 1-3, 8, 9, 12-16, 19, and 21, are rejected under 35 U.S.C. 102(e) as
being anticipated by Krasner. | |

Krasner teaches the claimed method and structure for operating an electronic device
including: position detection module (130), cellular telephoné (109), override
control (column 4, lines 38-43 and column 10, lines 23-26) which is actuated to
prevent said position detection module from reporting information about its position,
but which allows other parts of said electronic device to operate. Krasner further
teaches tlesting device (160) which tests whether‘said automatic reporting is

operating.

5. Cla.ims 1-3, 8, 9, 12-16, 19, and 21, are rejected under 35 U.S.C. 102(e) as
being anticipated by Herring.

Herring teaches the cléimed method and structure for operating an electronic device
including: position detection module (20), 'cellular telephone (14), override control
(column 5, lines 17-19) which is actuated to prevent said position detection module

from reporting information about its position, but which allows other parts of said
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Application/Control Number: 09/690001 Page 4

Art Unit: 3662

electronic device to operate. Herring further teaches testing device (100 and 200)

which tests whether said automatic reporting is operating.

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(b) the invention was patented-or described in a printed publication in this or a foreign country or
in public use or on sale in this country, more than one year prior to the date of application for
patent in the United States.

7. Claims 1-3, 6-9, 11-16, 18, 19, and 21, are rejected under 35 U.S.C. 102(b)
as being anticipated by Hirata.

Hirata teaches the claimed method and structure for operating an electronic device
including: position detection module (2 and 8), radio telephone (4, 36, and 38),
override control (6 and 28, column 4, lines 38+, and by jamming column 1, lines 41-
49) which is actuated to prevent said positipn detection module from reporting
information about its position, but which allows other parts of said electronic device
to operate. Hirata further teaches testing device (radio telephone receiver which
receives the signal from 3‘8) which tests whether said automatic reporting is

operating.
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Application/Control Number: 09/690001 Page 5

Art Unit: 3662

8. Claims 4, 5, 10, 17, and 20, are objected to as depending from a rejected

antecedent claim.

9. Any inquiry concerning this communication should be directed to Theodore

Blum at telephone number (703) 305-1833.

THEODORE M. BLUM
PRIMARY EXAMINER
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Attorney’s Docket «d.: GPS-PRIVACY/SCH ///,/’

7

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

cqpoﬂ! ’
ant: Scott C. Harris . Art Unit: 3662
al No: . 09/690 001 : Examiner: T. Blum

Filed October 16, 2000
Title POSITION PRIVACY IN AN ELECTRONIC DEVICE

Assistant Commissioner for Patents
Washington, DC 20231
TRANSMITTAL LETTER'AND PETITION FOR AUTOMATIC EXTENSION

W00y 1w 0gge 01
100207 g34
G3AI303Y

Correspondence relating to this application is
The required fees are computed below. Please apply
to Deposit Account No.

enclosed.,
i any charges not covered, or any credits,
50-1387.
Total Claims 21 - . 23 = 2 518
Independent 7 - 3 = 4 5160
5178 *

TOTAL FEE DUE:
Respectfully submitted,

&-9-0/ /&97}4@%”

t%/C HArris
Reg No. 32,030

Date:

Customer No. 23844
Scott C. Harris, Esqg.
P.0O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778

Facsimile: (877) 690~9836
CERTIFICATE OF MAILING BY FIRST CLASS MAIL

I hereby certify that this correspondence is
being deposited with the-United States Postal
first class mail with sufficient
the date indicated below and is

Service as:
Assistant Commissioner for

postage on
addressed to the
Patents, Washington, D.C. 20231.

February 39, 2001
Date of Deposit
Signature ; ’ v g: '
Janet Christy
Typed or Printed Name of Person

Page 44 of 251
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IN THE UNITEQ STATES PATENT AND TRADEMARK OFFICE

Applicant : Scott C. Harris Art Unit 3662

Serial No.: 09/690,001 Examiner : T. Blum

Filed : October 16, 2000 é; .

Title POSITION PRIVACY IN AN ELECTRO%gC DEVICE F%’ ’

Assistant Commissioner for Patents . égvé;ké/zs/

Washington, D.C. 20231

By

AMENDMENT

WOO0Y TIVW 009g
100202 g4

a3ni3034

Sir:

In response to the Official Action dated January 17, 2001,

Paper No. 5, in the above-referenced case, kindly amend the

application as follows.

In thfe Claims:

Nm_ﬁb// Please cancel claim 16.

Please amend the claims as follows:

() (Amended) An appars , comprising:

CERTIFICATE OF MAILING BY FIRST CLASS MAIL

I hereby certify that this correspondence is being deposited with the
United States Postal Service as first class mail with sufficient postage on
the date indicated below and is addressed to the Assistant Commissioner

02/16/2001 MYUSUF1 00000055 09660001 e Patents, Washidow, D.C. 20931
1203 18.00 0P A _
08 Feicoe 160.00 0P " -30
Date of Deposit
mycgn&-(§\a%&—
Signature \ N <
:S Cm\ni Q\ e \'@ru\\

Typed or Printed Name of Person Signing Certificate
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and reports information inddcative of said position of said
electronic device to a rempte object; and

an override control,f which {is—aetuated—to] includes an

actuating mechanism and fhich, in response to actuating said

actuatiﬁg mechanism prqéuces a signal that prevents said

position detection mo e flJrom reporting said information about

its position until a tuption of said actuating mechanism,
but which allows ot arts of said electronic device to
operate.

]
|

(:} (Amended) [An appgratus as in claim 1] An apparatus,
comprising:

an electronic devicefhaving a position detection module

therein which determineaza position of said electronic device

and reports informatioﬁzindicative of said position of said

electronic device to J/remote object; and

an override conz;/g, which is actuated to prevent said

position detection‘z ule from reporting said information about

its position, but ,d)%ch allows other parts of said electronic

device to operatd;

wherein saijd override control Lisf/includes a passive
blocking eleme which is [clj ] attached to a portion of
said electroni¢ device to block[st reception of information by

said position fletection module.
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as in claim 1 wherein said

jamming element [ard] which

6. (Amended) An apparatu

override control Liéj includes
produces information that inteyferes with operation of said

position detection module resgonsive to said actuating, and

stges producing said informauéon responsive to said deactuation.

7. (Amended) An apparaup as in claim 6, wherein said

information [is] includes fa snformation that provides false

data to said position detgctfiop/ module.

8. (Amended) An gpparatus as in claim 1 wherein said

[override control] actugting mechanism is a button which

commands circuitry in ssid telephone to stop performing certain

operations based on saijd actuating and until said deactuation.

-
1 B |

<?E> . (Amended) [An apparatus as in claim 9] An apparatus,

compzising:
.an electronic device aégzg a position detection module

therein which determines J’%éthion of said electronic device
i

dicative of said position of said

and reports information

electronic device to a r!mote object;
4

an override controﬁ[ which is actuated to prevent said

position detection moduAe from reporting said information about

|
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its position, but which alLégs other parts of said electronic

device to operate; and
-~ ,
a privacy detectionfelement, which tests whether said

position detection moduﬂé will report unauthorized

information when requegted;

wherein said pri y Ydetection element includes an update
function which updat alid) privacy detection element to allow
it to use different [t¢chnfques to determine said report of

unauthorized informgation.

T T

7 | '
13) (Amended) A method off operating an electronic device,
comprising:

allowing, in a first modeg of operation, automatic reporting

of A position of said electronic device; and

// responsive to an actuatfion of an actuating mechanism,
allowing a second mode of opdrgtion which prevents said
automatic reporting of sail ition of said electronic device.

14. (Amended) A mgtlhod as in claim 13 further comprising

fwhexein-said] automatic/ detection [comprises.detsectien] of a

position of said electrpnic device via satellite positioning.

15, (Amended) method as in claim 13 [wherein—said]

wherein said electronfic device is a portable phone, and said
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automatic detection comprises detection using LyiéTfWAP

,L;gchn%qﬁégl protocol.

N\
<§Z/ (Amended) [A method as ij claim 13] A method of

operating an electronic device, copmprising:

-,

lowing, in a first mode of/;peration, automatic reporting

of a position of said electroniq/device;

allowing a second mode of‘épé?ntiop/which prevents said

automatic reporting of said poditi ©f said electronic device;

and

\

wherein said second mo of operation comprises attaching a

passive reception blocking flevice to said electronic device.

4

et ey et 0 3,

< 19t: (Amended) A method as/in claim[s] 13, further
comprising providing a device/which tests whether said automatic

reporting is operatp

o~

Ve
’<EE> . ¢{Amend

operating an el

T91 A method of

rgnic device, comprising:

-allowing, iq/g first mode of operation, automatic reporting

of a position said electronic device;

allowing/; second mode of operation which prevents said

automatic fé;orting of said position of said electronic device;

tegf{ng whether said automatic reporting is operating; and
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’
[further comprising] updéting a way that said device tests

Qﬂg automatic detection.
<ij> (Amended) A method, comprising:
operating a cellular/phone in a first mode in which its
position can be automatidally reported to a remote location; and

responsive to an adgtion by a user of a specific type,

operating said cellular[phone in a second, privacy enhanced
/

its/ position can not be automatically

mode, in which cellula e functions can be used to place

and/or receive calls,

o A LAY

reported to said remofe ldcation.
I
\ Please add the following new claims:

privacy enhanced modg, to determine whether privacy is actually

C 5 testing said cellular/phone while operating in said second,

enhanced.

23. (New) [A yethod aé in claim 22, further comprising

updating a way fthat said cellular phone carries out said

testing.
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ATTORNEY’S DOCKET NO.: GPS-PRIVACY/SCH

24. (New) A method in claim 21, wherein said action by
said user of the specifi e comprises actuating an actuation
T JE R
element on the cellularf telephone. “ay 3 _
e o N E?.mww U T—
&
S
f &R
) ~No
~ Q
2 <
REMARKS S & M
b belielidiolendt D (S ~
g = <
Reconsideration and allowance of the above-referenced ég?

application are respectfully requested.

Initially, the indication that claims 4, 5, 10, 17 and 20
would be allowable if rewritten into independent form is
appreciativelylnoﬁedl_ Claim 4 is rewritten into independent
form herewith.and.should be allowable along with claim 5 which
depends therefrom. Claim 10, 17 and 20 is similarly rewritten
into independent form. -Accordingly, each of these claims should
be in condition for allowance as per the indication of same in
the Official Action.

Claims 11, 14 aﬁd 15 stand rejected under 35 U.S.C 112,
second paragraph as allegedly being indefinite. In response,
these claiﬁs are amended herewith for definiteness. It is
respectfully suggested that the émendments made herein obviate
the rejection. |

Claims 1-3, 8, 9, 12-16, 19 and 21 stand rejected under 35
USC 102 (b) as allegedly being anticipated by Krasner. It is
respectfully suggested that Krasner teaches a very different

kind of system. The claims have been amended herewith to

7
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emphasize these differences. As such, it is respectfully
suggested that all of the rejections are obviated.

Initially, one object of the present invention is to
enhance privacy in a GPS-equipped telephone. According to the
present system, a privacy-enhanced mode is defined in which
privacy 1s enhanced because the GPS is intentionally prevented
from operaﬁing.

Claim 1 has been amended to specify an override control
which includes an actuating mechanism. In response to actuating
that actuating me;hénism, a signal is produced that prevents the
position detection module from reporting information about its
position until deactuation of the override control. In this
mode, however, other parts of the electronic device are allowed
to operate. It is respectfully. suggested that Krasner does not
teach comparable structure in his cellular phone.

Krasner teaches turning off or “gating” the GPS receiver
for a small fraction of the time, see column 4 lines 38-43. It
is believed that this gating is for noise reduction during the
time that the calculation of GPS psuedo ranges are being carried
out. The gating is automatically produced during a certain
period of time. ‘As explained in column 4, beginning at line 40,
the GPS receiver cannot perform normal functions during this

deactivation time.
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However, the gating periods are not set by a user as now

claimed. The gating periods may become a large fraction of the
time of operation (See column 4 lines 44-45). This is described
as being undesirable. Nowhere does Krasner teach or suggest an
actuating mechanism, as defined in claim 1, which is actuated to
prevent the signal production. Rather, Krasner’s system has a
circuit that pro&uces this gating signal for some other reason.

There 1s nothing in Krasner that forms an actuator structure_as
S

&
now defined in claim 1. Therefore, claim 1 should be allow§blg¢¥
£ 3
2
over Krasner along with the claims which depend therefromé? £§
. ~ Q §

Specifically, claim 9 specifies a privacy detection.éﬁement
which tests whether the module reports unauthorized information.
The rejection states that element 160 is the testing device.
However, it is respectfully suggested that element 160 is the
GPS base station; see column 9 lines 21-35. The GPS base
station may receive the communication signals, but teaches
nothing about "testing" as alleged by the official action.
Perhaps the base station could test, if so programmed, but there
is no suggestion of such programming. Therefore, there is
nothing suggested by Krasner which meets the limitations of.
claim 9 requiring testing whether the position module will
report unauthorized information when requested. Claim 9 should

therefore be additionally allowable.
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Claim 13 has also been amended to recite the limitations of
claim 16 (which 1s now canceled), which includes an actuation
mechanism. Claim 13 now specifies a second mode of operation
which prevents automatic reporting "responsive to an actuation
of an actuation mechanism". Therefore, claim 13 should be
further allowable.

For similar reasons to those discussed above, claim 19
should also be allowable, since it specifies a device which
tests the automatic reporting.

Claim 21 has been amended to specify a privacy enhanced
mode in response to an action by a user of a specified type. In
Krasner, the gating is not in response to an action by a user,
and therefore claim 21 should be further allowable there over
along with the new claims 22-24 which depend therefrom.

Claims 1-3, 8,9, 12-16, 19 and 21 also stand rejected under
35 USC 102 (b) as allegedly being aﬂticipated by Herring. This
contention again has been obviated by the amendment of the
claims herein. Herring teaches a system for locating certain
elements called “assets”. The assets may include GPS receivers
thereon. As part of finding the assets, different operations
are carried out. The rejection refers to column 5 lines 17-19,
and the last few lines of claim 10. This refers to the fact
that once the asset is found, the GPS receiver is deactivated.

As in the above, however, this deactivation is automatic. 1In

10
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fact, the reason for deactivation is to "reduce costs",
apparently. No two cellular phones are powered up at any one
time. The cellular telephones can be components, and only one
is used at any given time. Therefore, while Herring may in fact
turn off his cellular telephones, this does not meet the claim
limitations which require turning off only the position

detection module but allowing other parts of the electronic

device to operate. Herring’s teaching is that all but one

cellular telephone is turned off so that only one cellular
telephone monthly charge is incurred, see column 3 lines 47-48.
In any case, nowhere does Herring teach that the GPS device is
turned off while the rest of the circuitry is left on,
responsive to an actuation, as now claimed.

Nor does Herring teach a testing device. While Herring
does include a response center, noﬁhing in Herring teaches or
suggest that this response center should do anything about
testing.

Claims 1-3, 6-9, 11-16, 18, 19 and 21 stand rejected under
35 USC 102(b) as allegedly being anticipated by Hirata. Again,
this has been obviated by the amendment of the claims herein.
The rejection states that Hirata teaches jamming to prevent the
position detection module from reporting information. However;
it is respectfully suggested that this is exactly the opposite

of what Hirata actually teaches. Hirata teaches that jamming is

11
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undesirable. Certain control signals for radio channels or
other things may jam the receiving GPS signal; see column 1
lines 45-47. However, this jamming is described to be

undesirable, see column 2, lines 10-11. The object of Hirata,

in fact, is to avoid this jamming, not to cause it. Hirata
intends to prevent the jamming. Therefore, Hirata does not
teach preventing the position detecting module from reporting
its position in response to an actuating mechanism as now
claimed. 1In fact, Hirata intends to prevent the jamming
entirely. Providing an actuating mechanism for jamming would be
completely thé oppoéite of what Hirata teaches. Hirata teaches
against jamming. Therefore, claim 1 and the other independent
claims should clearly be allowable, as they recite an actuating
mechanism which prevents operation of the position detecting
element.

Moéeover, Hirata teaches nothing about testing. While the
radio telephone receiver may receive the signal, there is no
teaching or suggestion that this will be used for testing. 1In
fact, the testing element as now claimed specifically tests
whether tﬁe position detection module will report unauthorized
information. While Hirata's testing device might be modified to
make it usuable for this purpose, Hirata never teaches actually

using it for that purpose.

12
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Claim 6 specifies that the override control is a jamming
element. Again, Hirata does not teach a jamming element.
Hirata teaches that certain signals may undesirably cause a
jamming operation. Hirata teaches that these signals should be
avoided. Nowhere does Hirata actually teach jamming, but rather

teaches avoiding jamming. Moreover, Hirata does not teach

producing these jamming signals in response to an actuation.
Claims 6 and 7 should hence be allowable for similar reasons.

For all of these reasons, it is respectfully suggested that
the rejection produced,by the Patent Office doces not meet the
patent office'; burdén of providing a prima facie showing of
unpatentability. Hence, for all of these reasons, all of the
claims should be in condition for allowance. A formal notice of
allowance is hence respectfully solicited.

If there are any other charges, or any credits, please
apply them to Deposit Account No. 50-1387.

Respectfully submitted,

Date: 9 ’7’~ﬁ/

ctott C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (877) 690-9836
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IN THE UNITED STATES PATENT AND TRADEMARK OQOFFICE
Applicant : Scott C. Harris Art Unit : 3662
Serial No.: 09/6%0,001 Examiner : T. Blum
Filed : October 16, 2000
Title + POSITION PRIVACY IN AN ELECTRONIC DEVICE
Assistant Commissioner for Patents FAX RECEEVED
Washington, D.C. 20231 o
FEB 2 0 2001
AMENDMENT

' .« 2 GROUP 36
siri Official =

In response to the Official Action dated January 17, 2001,
Paper No. 5, in the above-referenced case, kindly amend the

application as follows.

In the Claims:;

Please cancelAclaim 16.

Please amend the claims as follows:

1. (Amended) An apparatus, comprising:
an electronic device having a position detection module

therein which determines a position of said electronic device

t 'H]/ |
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and reports information indicative of said position of said

electronic device to a remote object; and

an override control, which ([is actuated to] includes an

actuating mechanism and which, in response to actuating said

actuating mechanism produces a signal that prevents said
position detection module from reporting said information about

its position until a deactuation of said actuating mechanism,

but which allows other parts of said electronic device to

operate.

4. (Amended) [An apparatus as in claim 1] An apparatus,

comprising:

an electronic device having a position detection module

therein which determines a position of said electronic device

and reports information indicative of said position of said

electronic device to a remote object; and

an override control, which is actuated to prevent said

"position detection module from reporting said information about

its position, but which allows other parts of said electronic

device to operate;

wherein said override control (is] includes a passive
blocking element which is [clipped] attached to a portion of
said electronic device to block[s] reception of information by

said position detection module.
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6. (Amended) A&n apparatus as in claim 1 wherein said
override control [is]) includes a jamming element [and] which
produces information that interferes with operation of said

position detection module responsive to said actuating, and

stops producing said information responsive to said deactuation.

7. (Amended) An apparatus as in claim 6, wherein said
information [is] includes false information that provides false

data to said position detection module.

8. (Amended) An apparatus as in claim 1 wherein said

[override control] actuating mechanism is a button which

commands circuitry in said telephone to stop performing certain

operations based on said actuating and until said deactuation.

10. (Amended) [(An apparatus as in claim 9] An apparatus,

comprising:

an electronic device having a position detection module

therein which determines a position of said electronic device

and reports information indicative of said position of said

electronic device to a remote object;

an override control, which is actuated to prevent said

position detection module from reporting said information about
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its position, but which allows other parts of said electronic

device to operate; and

a privacy detection element, which tests whether said

position detection module will report unauthorized

information when requested;

wherein said privacy detection element includes an update
function which updates said privacy detection element to allow.
it to use different techniques to determine said report of

unauthorized information.

13. (Amended) A method of operating an electronic device,
comprising: |

allowing, in a first mode of operation, automatic reporting
of a positién of said electronic device; and

responsive to an actuation of an actuating mechanism,

allowing a second mode of operation which prevents said

automatic reporting of said position of said electronic device.

14. (Bmended) A methoed as in claim 13 further comprisihg

[wherein said] automatic detection [comprises detection] of a

position of said electronic device via satellite positioning.

15. (Amended) A method as in c¢laim 13 [wherein said)

wherein saild electronic device is a portable phone, and said-
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automatic detection comprises detection using (via] WAP

[techniques] protocol.

17. (Amended) [A method as in claim 13] A method of

operating an electronic device, comprising:

allowing, in a first mode of operation, automatic reporting

of a position of said electronic device;

allowing a second mode of operation which prevents said

automatic reporting of said position of said electronic device;

and

wherein said second mode of operation comprises attaching a

passive rece?tion blocking device to said electronic device.
19. (Amended) A method as in claim[s] 13, further
comprising providing a device which tests whether said automatic

reporting is operating.

20. (Amended) [A method as in claim 18] A method of

operating an electronic device, comprising:

allowing, in a first mode of operation, automatic reporting

of a position of said electronic device;

allowing a second mode of opération which prevents said

automatic reporting of said position of said electronic device;

testing whether said automatic reporting is operating; and
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(further comprising] updating a way that said device tests

the automatic detection.

21. (Amended) A method, comprising:
operating a cellular phone in a first mode in which its
position can be automatically reported to a remote location; and

responsive to an action by a user of a specific type,

operating said cellular phone in a second, privacy enhanced
mode, in which cellular phone functions can be used to place
and/or receive calls, but its position can not be automatically

reported to said remote location.
Please add the following new claims:

22. (New) A method as in claim 21, further comprising
testing said cellular phone while operating in said second,

privacy enhanced mode, to determine whether privacy is actually

enhanced.

23. (New) A method as in claim 22, further comprising
updating a way that said cellular phone carries out said

testing.
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24, (New) A method as in c¢laim 21, wherein said action by

sald user of the specified type comprises actuating an actuation

element on the cellular telephone.

REMARKS

Reconsideratign and allowance of the above-referenced
application are respectfully requested.

Initially, the indication that claims 4, S, 10, 17 and 20
would be allowable 1f rewritten into independent form is
appreciatively noted. Claim 4 is rewritten into independent
form herewith- and should be allowable along with c¢laim 5 which
depends therefrqm." Claim 10, 17 and 20 is similarly rewritten
into independent form. ‘Accordingly, each of these claims should
be in condition for allowarice as per the indication of same in
the Official Actioﬁ.

Claims 11, 14 and 15 stand rejected under 35 U.S.C 112,
second paragraph as allegedly beihg indefinite. 1In response,
these claims are amended herewith for definiteness. It is
respectfully suggested that the amendments made herein obviate
the rejection.

| Claims 1-3, 8, 9, 12-16, 19 and 21 stand rejected under 35
USC 102 (b) as allegedly being anticipated by Krasner. It is
respectfully suggested that Krasner teaches a very different

kind of system. The claims have been amended herewith to

7
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emphasize these differences. As such, it 1s respectfully
suggested that all of the rejections are obviated. _

Initially, one object of the present invention is to
enhance privacy in a GPS-equipped telephone. According to the
present system, a privacy-enhanced mode is defined in which
privacy is enhanced because the GPS is intentionally prevented
from operating.

Claim 1 has been amended to specify an override control
which includes an actuating mechanism. In response to actuating
that actuating mechanism, a signal is produced that prevents the
position detection mpdule from reporting information about its
position until deactuation of the override control. In this
mode, however, éther parts of the electronic device are alléwed
to operate. It is respectfully suggested that Krasner does not
teach comparable structure in his cellular phone.

Krasner teaches turning off or “gating” the GPS receiver
for a small fraction of the time, see column 4 lines 38-43. It
is believed that this gating is for noise reduction during the
time that the calculation of GPS psuedo ranges are being carfied
out. The gating is automatically produced during a certain
period of time. As explained in column 4, beginning at line 40,
the GPS receiver cannot perform normal functions during tﬁis

deactivation time.
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However, the gating periods are not set by a user as no&
claimed. The gating periods may become a large fractioﬁ of the
time of operation (See column 4 lines 44-45), This is described
as being undesirable. Nowhere does Krasner teach or suggest an
actuating mechanism, as defined in claim 1, which is actuated to
prevent the signal production. Rather, Krasner’s system has a
circuit that produces this gating signal for some other reason.
There 1s nothing in Krasner that formé an actuator structure as
now defined in claim 1. Therefore, claim 1 should be allowable
over Krasner along with the claims which depend therefrom.

Specifically, ;laim 9 specifies a privacy detection element
which tests‘whefhér‘the module reports unauthorized information.
The rejection §tates that element 160 is the testing device.
However, it is respectfully suggested that element 160 is the
GPS base station; see column 9 lines 21~35. The GPS base
station may receive the communication signals, but teaches
nothing about "testing” as alleged by the official action.
Perhaps the base station could test, if so programmed, but there
is no sgggestion of such programming. Therefore, there is
nothing suggested by Krasner which meets the limitatiéns of
claim 9 requiring testing whether the position module will
repert unaﬁthorized information when requested. Claim 9.should

therefore be additionallyiallowable.
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Claim 13 has also been amended to recite the limitation; of
claim 16 (which is now canceled), which includes an actugtion
mechanism. Claim 13 now specifies a second mode of operation
which prevents automatic reporting "responsive to an actuation
of an actuation mechanism". Therefore, claim 13 should ke
further allowable.

For similar reasons to those discussed above, claim 19
should also be allowable, sinces it specifies a device which
tegts the automatic reporting.

Claim 21 has been amended to specify a privacy enhanced

'mode in response to an action by a user of a specified type. 1In
Krasner, the gaﬁiﬁg'is not in response to an action by a user,
and therefore ciaim 21 should be further allowable there over
along with the new claims 22-24 which depend therefrom.

Claims 1-3, 8,8, 12-16, 19 and 21 also stand rejected under
35 USC 102(b) as allegedly being anticipated by Herring. This
contention again has been obviated by the amendment of the
claims hereip. Herring teaches a system for locating certain
elements called “assets”. The assets may include GPS receivers
thereon. As part of finding the assets, different operations
are cariied out. The rejection refers to column 5 lines 17-19,
and the last few lines of claim 10. This refers to the fact
that once the asset is found, the GPS receiver is deactivated.

As in the above, however, this deactivation is automatic. 1In

10
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fact, the reason for deactivation is to "reduce costs",
apparently. No two cellular phones are powered up at an; one
time. The cellﬁlar telephones can be components, and only one
is used at any given time. Therefore, while Herring may in fact
turn off his cellular telephones, this does not meet the claim

limitations which require turning off only the position

detection module but allowing other parts of the electronic

device to operate. Herring’s teaching is that all but one

cellular telephone is turned off so that only one cellular
telephone monthly charge is incurred, see column 3 lines 47-48.
In any case, nowhere does Herring teach that the GPS device is
turned off while‘the rest of the circuitry is left on,
responsive to aﬁ actuation, as now claimed.

Nor does Herring teach a testing device. While Herring
does include a response center, nothing in Herring teaches or
suggest that this response center should do anything about

~testing.

Claims‘1—3, 6-9, 11-1s6, 18, 19 and 21 stand rejected under
35 UsC lQZ(b) as allegedly being anticipated by Hirata. Again,
this has been obviated by the amendment of the claims herein.
The rejection states that}Hirata teaches jamming to prevent the
position detection module from reporting information. Herver,
it is respectfully suggested that this is exactly the opposite

of what Hirata actually teaches. Hirata teaches that jamming is

11
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undesirable. Certain control signals for radio channels or
other things may jam the receiving GPS signal; see column 1
lines 45-47. However, this jamming is described to be

undesirable, see column 2, lines 10-11. The object of Hirata,

in fact, is to avoid this jamming, not to cause it. Hirata
intends to prevent the jamming. Therefore, Hirata does not
teach preventing the position detecting module from reporting
its position in response to an actuating mechanism as now
claimed. In fact, Hirata intends to prevent the jamming
entirely. Providing an actuating mechanism for jamming would be
completely the oppo;ite of what Hirata teaches. Hirata teaches
against jamﬁing; ‘Therefore, cléim 1 and the other independent
claims.should ciearly be allowable, as they recite an actuating
mechanism which prevents operation of the position detecting
element.

Moéeover, Hirata teaches nothing about testing. While the
radio telephone receiver may receéive the signal, there is no
teaching or suggestion that this will be used fqr testing. In
fact, the testing element as now claimed specifically tests
whether the position detection module will report unauthorized
information. While Hirata's testing~device might be modified to
make it usuable for this purpose, Hirata never teaches aétually

using it for that purpose.

12
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Claim 6 specifies that the override control is a jamming
element. Again, Hirata does not teach a jamming elemeng.
Hirata teaches that certain signals may undesirably cause a
jamming operation. Hirata teaches that these signals should be

avoided. Nowhere does Hirata actually teach jamming, but rather

teaches avoiding jamming. Moreover, Hirata does not teach

producing these jamming signals in response to an actuatiOn;
Claims- -6 and 7 should hence be allowable for similar reasons.

For all of these reasons, it is respectfully suggested that
the rejection produced by the Patent Office does not meet the
patent office's burden of providing a prima facie showing of
unpatentabiiity; ‘Hence, for all of these reasons, all of the
claims should bé in condition for allowance. A formal notice of
allowance is hence respectfully solicited.

If there are any other charges, or any credits, please
apply them tolDeposit Account No. 50-1387.

Respectfully submitted,

Date: 2 "7’ -d/

t C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (877) 680-9836
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1. In view of the amendment filed February 12, 20001, and upon further

consideration:

2. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the applicant regards as his
invention.

3. Claims 15 and 20, are rejected under 35 U.S.C. 112, second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicant regards as the invention.

As to claim 15, there is no antecedent basis for “said automatic detection”.

As to claim 15, “WAP protocol” is indefinite. What is “WAP protocol”?

As to claim 20, there is no antecedent basis for “the automatic detection”.

4. The following is a quotation. of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(e) the invention was described in a patent granted on an application for patent by another filed in
the United States before the invention thereof by the applicant for patent, or on an international
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application by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section
3710 of this title before the invention thereof by the applicant for patent.

5. Cléjms 1-3, 9, 12-15, and 19, are rejected under 35 U.S.C. 102(e) as being
anticipated by Krasner.

Krasner teaches the claimed method and structure for operating an electronic device
including: position detection module (130), cellular telephone (109), override
control (column 4, lines 38-43 and column 10, lines 23-26) which is actuated to
prevent said position detection module from reporting information about its position,
but which allows other parts of said electronic device to operate. Krasner further
teaches testing device (160) which tests whether said automatic reporting is
operating.

Krasner further teaches actuating mechanism (104) which produces a signal (110)
which prevents the position detection module from reporting information about its

position. The signal received from the system of Krasner will inherently provide the

claimed testing of the system.

6.  Claims 1-3, 9, 12-15, and 19, are rejected under 35 U.S.C. 102(e) as being

anticipated by Herring.
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Herring teaches the claimed method and structure for operating an electronic device
including: position detection module (20), cellular telephone (14), override control
(column 5, lines 17-19) which is actuated to prevent said position detection module
from reporting information about its position, but which allows other parts of said
electronic device to operate. Herring further teaches testing device (100 and 200)
which tests whether said'automatic reporting is operating.

Herring further teaches actuating mechanism (16) which produces a signal which
prevepts the position detection module from reporting information about its position.

The signal received from the system of Herring will inherently provide the claimed

testing of the system.

7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:
A person shall be entitled to a patent unless --

(b) the invention was patented or described in a printed publication in this or a foreign country or
in public use or on sale in this country, more than one year prior to the date of application for
patent in the United States,
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8. Claims 1-3, 6,7, 9, 11-15, 18, and 19, are rejected under 35 U.S.C. 102(b) as
being anticipated by Hirata.

Hirata teaches the cl@ed method and structure for operating an electronic device
‘including; position detection module (2 and 8), radio telephone (4, 36, and 38),
override control (6 and 28, column 4, lines 38+, and by jamming column 1, lines 41-
49) which is actuated to prevent said position detection module from reporting
information about its position, but which allows other parts of said electronic device
to operate. Hirata further teaches testing device (radio telephone receiver which
receives the signal from 38) which inherently tests whether said automatic reporting
18 operating.

Hirata further teaches actuating mechanism (6) which produces a signal (109) which

prevents the position detection module from reporting information about its position.

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as
set forth in section 102 of this title, if the differences between the subject matter sought to be

patented and the prior art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the art to which said subject
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matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

10.  Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over

Krasner or Herring or Hirata.

In addition to the above, to provide a more reliable system, to update the apparatus
for testing is obvious.
11. Claim 8 is objected to as depending from a rejected antecedent claim.

12. Claims 4, 5, 10, 17, and 21-24, are allowed.

13.  Any inquiry concerning this communication should be directed to Theodore

Blum at telephone number (703) 305-1833.

THEODORE M. BLUM
PRIMARY EXAMINER
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(Amended) An apparatus, comprfising:

an electronic device having a posjtion detection module
therein which determines a position of] said electronic device
and reports information indicative offsaid position of said
electronic device to a remote object} and

an override control, which incljudes a manual actuating
mechanism and which, in response.to manual actuation of said
actuating mechanism produces a sigrjal that prevents said

position detection module from rep, ing said information about

S

its position, but which allows o parts of said electronic

device to operate.

2. An apparatus as in clmaim 1, wherein said actuating

said override control prevents/ said position detection module
from determining its positio
claim 2, wherein said actuating

3. An apparatus as

said override control allgws said position detection module to

operate, but prevents said position detection module from

reporting said informatipn.

Page 82 of 251



Attorney Docket No.: GPS-PRIVACY/SCH

[§> An apparatus, comprising:

an electronic device having a posiftion detection module
therein which determines a position off said electronic device
and reports information indicative of|said position of said
electronic device to a remote object; and

an override control, which is aftuated to prevent said
position detection modqle from repofting said information about
its position, but ﬁhich allows parts of said electronic
device to operate;

wherein said override con 1 inclydes a passive blocking
element which is attached to a Ttion of said electronic device
to block reception of informatjion by said position detection

module.
5. An apparatus as claim 4, wherein said position

detection module is a satelllite positioning system module, and
said passive blocking elgment is an element which blocks an
antenna associated with fsaid satellite positioning module from

receiving said informa
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(hmended) An apparatus, co

an electronic device having a pogition detection module

rising:

therein which determines a position off said electronic device

and reports information indicative of said position of said
electronic device to a remote object];

an override control, which includes an actuating mechanism
and which, in response to actuati f said actuating mechanism
produces a signal that‘prevents position detection module
from reporting said information out its position until a
deactuation of said actuating mefhanism, but which allows other
parts‘of said electronic device/to operate; and

wherein said override confrol includes a jamming element
which produces information thdt interferes with operation of
said position detection modu

responsive to said actuating, and

stops producing said informafion responsive to said deactuation.

7. (Amended) An apparatus as

claim 6, wherein said
information includes false informatj .that provides false data
to said position detection module.

C§> (Amended) An apparatus/ comprising:
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an electronic device having a pogition detection module

therein which determines a position ¢f said electronic device
and reports information indicative off said position of said
electronic device to a remote objecf:
an override control, which infcludes an actuating mechanism
and which, in response to actuatiymy of said actuating mechanism
produces a signal that prevenr fid position detection module
from reporting said informat aout its position until a
deactuation of said éctuating mechanism, but which allows other
parts of said electronic devjice to operate; and

wherein said actuating/mechanism is a button which commands

circuitry i?::ii§>telepho e to stop performing certain

operations based on saidj/actuating and until said deactuation.

(f: Cancelleéj\)
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U |
;L‘/ (g;} An apparatus, comprising:

an electronic device having a

osition detection module

therein which determines a positiop of said electronic device

and reports information indicative¢ of said position of said
« electronic de&ice to a remote oﬁfect;
~\ , an override control, which is actugted to prevent said
position detecfion'médule from fre ting said information about
its position, but which allow th&r parts of said electronic
device to operate; and
a privacy detection elgment, which tests whether said
position detection.module i1l report unauthorized
information when requested;
wherein said privacy detection element includes an update
function which updates g$aid privacy detection element to aliow
it to use different teg¢hniques té determine said report of

unauthorized informatjon.
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11. BAn apparatus as in clajm 6 wherein said jamming

element is connected to receivefelectrical power from said

‘2
& electronic device.
12. BAn apparatus as

device is a portable telephone.

claim 1 wherein said electronic
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allowing a second mode of opey on which prevents said

een et

automatic reporting of said po ion of said electronic device.

14. A method as in clajm 13 further comprising automatic

detection of a position of faid electronic device via satellite

positioning.

(%5. canceli)

éf. Cance%:>
<§E> A method of operatin

comprising:

an electronic device,

allowing, in a first of operation, automatic reporting
of a position of said elg¢tronic device;

allowing a second mio of operation which prevents said
automatic reporting of/ said position of said electronic device;

and ‘ /
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wherein said second mode of operation comprises attaching a

\ passive reception blocking devicg to said electronic device.

18. A method as in clpim 13 wherein said second mode of

operation comprises activeldy Jamming a position detection

P
4

operation.

<E9. Cancelled?)
(%0. Cancelleé;>

’(i:> A method, comprising:

operating a cellular phone

n a first mode in which its
position can be automatically rgported to a remote location; and

responsive to an action by a user of a specific type,

operating said cellular phon a second, privacy enhanced

mode, in which cellular ph unctions can be used to place

and/or recéive calls, but Sition can not be automatically

reported to said remote lgcation.

é},. 22. A method as An claim 21, further C?TEEEEEEE;EEEEEEg
said cellular phone yhile operating in said second, privacy
enhanced mode, to determine whether privacy is actually
enhanced.
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23. A method as in claim 2%, further comprising updating a

£L/ way that said cellular phone c _E}?§MOUt sq}@mﬁesting.

* 24, A method as in cl erein said action by said

user of the specified type domprises actuating an actuation

element on the cellular telephone.

REMARKS

Reconsidefatién*aﬂd allowance of the above-referenced
application are reépectfully requestedj

Initially, Examiner Blum is thanked for the interview which
was conducted on June 4, 2001. During this interview, many of
the rejected claims were discussed. The substance of this
interview is summarized throughout thése remarks.

Initially, the indication that claims 4, 5, 10, 17 and 21-
24 are allowed is appreciatively noted. The indication that
claim 8 wouid be allowable if rewritten into independent form is

also appreciatively noted. Claim 8 is so rewritten herein.

This leaves only claims 1-3, 6, 7, 9, 11-15 and 18-20 as
rejected over the prior art. These claims fall roughly into a

number of categories.

10
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Initially, claims 9, 19 and 20 define testing to see if the
automatic reporting is operating. The examiner stated his
position during the interview that any receiver is inherently a
tester, and that a particﬁlar type of tester must be recited
that doeé not read on normal receivers. In response to this
comment, thése claims are canceled, and applicant will consider
rewriting these claims in a continﬁing application.

A number of additional claims, such as claim 1, are amended
herewith to recite that the actuating\mechanism is a manual
actuating mechénisﬁ.' During the interview, it was discussed how
none of the prior ért taught or suggested a manual actuating
mechanism. Ali of the prior art teaches automatic actuation (or
deactuation) in response to certain circumstances. Claim 1 is
amended to recite a manual actuation mechanism. Claim 13 is
similarly amended. This obviates the rejections to these claims
and should render claim 1 allowable along with claims 2-3 which
depend therefrom, and should render claim 13 allowable along
with claimé 14 and 16 which depend therefrom.

The final remaining claims are those reciting jamming
elements. This was also diséussed during the interview, whefe
it was pointed out to fhe examiner that the rejection in fact
teaches away from jamming, and in fact does not include a

jamming element, as claimed.

11
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Claim 6 was only rejected based on the '368 Patent to
Hirata.
1368 does not teacb jamming and does not teach a Jjamming
element. Rather, Hirata teaches gygg.f;om jamming. In fact,
'368 teacheé that when the véhicle is in an area where the

receiving level is lowered, the signals undesirably jam the

" receiving GPS signal. The jammer signal is taught throughout
the specification to be undesirable. Accordingly, in column 2,
'368 describes avoiding adverse effects from the jammer signal.
Note again, however, that the jammer signal is an undesirable
signal, and not a desirable‘operation. Accordingly, since the
jamming signals aré inherent signals that are undesirable,
clearly there is no teaching or disclosure of a jamming element

—. that operates "responsive to said actuating”. In fact, the

————

jamming signal is uﬁdesirable, and therefore does not operate
"responsive to tﬁe actuating", as claimed. Therefore, claim 6
should be allowable along with claims 7 and 11 which depend
therefrom.

The rémaining claims have either been canceled or amended
into allowable form. Accordingly, this 'should render all

remaining claims in condition for allowance.

12
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P

Should any minor issues remain outstanding after this
amendment, the examiner is respectfully encouraged to call the
undersigned, so that these issues may be most expeditiously
resolved. Hence, applicants respectfully suggest that this
amendment should place all claims in condition for allowance.
A formal notice to that effect is respectfully solicited.

If there are any other charges, or any credits, please
apply them to Deposit Account No. 50-1387.

Respectfully submitted,

Date:. “7!?7)0{ )

) ott C:l Harris'
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esqg.

P.0. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (858) 678-5082

13
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shows the differences between -

original document : C:\WINDOWS\PROFILES\SCH\DESKTOP\GPSP2.DOC
and revised document: C:\WINDOWS\PROFILES\SCH\DESKTOP\GPS-
PRIVACYUPDATED CLAIMS.DOC

CompareRite found 32 change(s) in the text

Deletions appear as Overstrike text surrounded by {}
Additions appear as Bold text surrounded by []
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{Amended}} An apparatus, comprising:

an electronic device having a position detection module
therein which determines a position of said electronic device
and reports information indicative of said position of said
electronic device to a remote object; and

an override control, which includes +a—manwatt [an]
actuating mechanism and which, in response to +{mapusl—actustiern
£+ [actuating] said actuating mechanism produces a signal that
prevents said position detection module from reporting said
information about its position [until a deactuation of said
actuating mecHaniémI, but which allows other parts of said

electronic device to operate.

2. An apparatus as in claim 1, wherein said actuating
sald override control prevents said position detection module

from determining its position.

3. An apparatus as in claim 2, wherein said actuating
sald override control allows said position detection module to
operate, but prevents saild position detection module from

reporting said information

. .
(E;) An apparatus, comprising:
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an eleétronic device having a posifion detection module
therein which determines a position of said electronic device
and reports information indicative of said position of said
electronic device to a remote object; and

an override control, which is actuated to prevent said
position detection module from reporting said information about
its position, but which allows other parts of said electronic
device to operate;

wherein said override control includes a passive blocking
element which is attached to a portion of said electronic device
to block receﬁtion of information by said position detection

module.

5. An apparatus as in claim 4, wherein said position
detection module is a satellite positioning system module, and
said passive blocking element is an element which blocks an

antenna associated with said satellite positioning module from

receiving said information.
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+[An apparatus as in claim 1] wherein said override control
includes a jamming element which produces information that
interferes with operation of said position detection module
responsive to .said actuating, and stops producing said

information responsive to said deactuation.

1.+Amended)} An apparatus as in claim 6, wherein said
information includes false information that provides false data

to said position detection module.
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+[An apparatus as in claim 1] ‘wherein said actuating mechanism

is a button which commands circuitry in said telephone to stop
performing certain operations based on said actuating and until

salid deactuation.

9. +careetted} [An apparatus as in claim 1, further
comprising a privacy detection element, which tests whether said
position detection module will report unauthorized information

when requested].

10. An apparatus, comprising:

an electronic device having a position detection module
therein which determines a positioﬁ of said electronic device
and reports information indicative of said position of said
electronic device to a remote object;

an override control, which is actuated to prevent said
position detection module from reporting said information about
its position, but which allows other parts of said electronic
device to operate; and

a privacy detection element, which tests whether said

position detection module will report unauthorized
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information when requested;

wherein said privacy detection element includes an update
function which updates said privacy detection element to allow
it to use different techniques to determine said report of

unauthorized information.
11. An apparatus as in claim 6 wherein said jamming
element is connected to receive electrical power from said

electronic device.

12.  An apparatus as in claim 1 wherein said electronic

device is a portable telephone.
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113 . {+Amended+ A method of operating an electronic
device, comprising:

allowing, in a first mode of operation, automatic reporting
of a position of said electronic device; and

responsive to {e—menwald [an] actuation of an actuating
mechanism, allowing a second mode of operation which prevents
said automatic reporting of said position of said electronic

device.

14. A method as in claim 13 further comprising automatic
detection of a position of said electronic device via satellite

positioning.

15. {eaneel} [A method as in claim 13 wherein said
electronic device is a portable phone, and said automatic

detection comprises detection usiné WAP protocol.]

++6e— [16.] {Careelt [Cancelled.]

17. A method of operating an electronic device,
comprising:
allowing, in a first mode of operation, automatic reporting

of a position of said electronic device;
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allowing a second mode of operation which prevents said
automatic reporting of said position of said electronic device;
and

wherein said second mode of operation comprises attaching a

passive reception blocking device to said electronic device.

18. A method as in claim 13 wherein said second mode of
operation comprises actively jamming a position detection

operation.

19. +Gaﬁ€e%}ed7+‘[A method as in claim 13, further
comprising providing a device which tests whether said automatic
reporting is bperating.]

+26-+ [20.] tcaneetled+}+ [A method of operating an
electronic devicé, comprising:

allowing, in a first mode of operation, automatic reporting
of a position of said electronic device;

allowing a second mode of operation which prevents said
automatic reporting of said position of said electronic device;

testing whether said aﬁtomatic reporting is operating; and

updating a way that said device tests the automatic

detection.]
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21. A method, comprising:

operating a cellular phone in a first mode in which its
position can be automatically reported to a remote location; and‘

responsive to an action by a user of a specific type,
operating said cellular phone in a second, privacy enhanced
mode, in which cellular phone functions can be used to place
and/or receive calls, but its position can not be automatically

reported to said remote location.

22. A method as in claim 21, further comprising testing
said cellular phone while operating in said second, privacy
enhanced mode, to determine whether privacy is actually

enhanced.

23. A method as in claim 22, further comprising updating a

way that said cellular phone carries out said testing.

24. A method as in claim 21, wherein said action by said
user of the specified type comprises actuating an actuation

element on the cellular telephone.
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Application/Control Number: 09/690001 | Page 2

Art Unit: 3662

1. In view of the amendment filed July 10, 20001, and upon further consideration:

2. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the applicant regards as his
invention.

3 Claim 8 1s rejected under 35 U.S.C. 112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter
which applicant regards as the invention.

As to claim 8, there is no antecedent basis for “said telephone”.

4.  The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:

A persén shall be entitled to a patent unless --
(e) the invention was described in a patent granted on an application for patent by another filed in
the United States before the invention thereof by the applicant for patent, or on an international

application by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section
371© of this title before the invention thereof by the applicant for patent.

5. Claims 1-3, 8, 12-14, 21, 22, and 24, are rejected under 35 U.S.C. 102(e) as

being anticipated by Stewart, newly cited.
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Stewart teaches the claimed method and structure for operating an electronic device
including: GPS position detection module (40), cellular telephone (Figure 2), manual
override control switch (42, column 8, line 62 to column 9, line 15) which is

actuated to prevent said position detection module from reporting information about

its position, but which allows other parts of said electronic device to operate.

6.  Claims 21, 22, and 24, are rejected under 35 U.S.C. 102(e) as being
anticipated by Yee et al, newly cited. |

Yee et al teaches the claimed method and structure for operating an electronic
device including: position detection module (1 4), cellular telephone (column 5, lines
51-61), override control (column 2, lines 51 to column 3, line 4, and column 11, line
67 to column 12, line 12) which prevents said position detection module from
reporting information about its position, but which allows other parts of said

electronic device to operate.
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7.  The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as
set forth in section 102 of this title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

8. Claims 1-3, 8, and 12-14, are rejected under 35 U.S.C. 103(a) as being

unpatentable over Seiple et al in view of Ohyama et al, both newly cited.

Seiple et al teaches the claimed method and structure for operating an electronic
device including: position detection module (Figure 2A), transceiver (21), override
control (switch 30, Figure 3.5, column 4, lines 60-65, column 5, lines 22-24, column
7, lines 37-46, and column 10, lines 31-38) which is actuated to prevent said
position deteétion module from reporting information about its position, but which
allows other parts of said electronic device to operate.

Ohyama et al teaches a manual switch (103 in Figure 17, and column 13, lines 28-

32) to place the electronic apparatus in a sleep mode.
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At any time, to save power used by the electronic device, obviously the GPS
receiver of Seiple et al can be placed in the sleep mode (column 7, lines 37-44) by a

manual switch as taught by sleep mode switch 103 of Ohyama et al (column 13,
lines 28-32).
9. Claims 18 and 23 are objected to as depending from a rejected antecedent claim.

10. Claims.4-7, 10, 11, and 17, are allowed.

11.  Any inquiry concerning this communication should be directed to Theodore

Blum at telephone number (703) 305-1833.

T heod i P b

THEODORE M. BLUM
PRIMARY EXAMINER
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Attorney’s Do ..ket No.: GPS-Privacy/SCH

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

splicant: Scott C. Harris Art Unit: 3662
Serial No: 09/690,001 Examiner: T. Blum
Filed : October 16, 2000
Title : POSITION PRIVACY IN AN ELECTRONIC DEVICE

Assigtant Commissioner for Patents
Washington, DC 20231

TRANSMITTAL LETTER AND PETITION FOR AUTOMATIC EXTENSION

Correspondence relating to this application is
enclosed. The required fees are computed below. Please apply
any charges not covered, or any credits, to Deposit Account No.

50-1387.

Total Claims - 57 - 24 = 33 $297
Independent 13 - 8 = 5 $210
TOTAL FEE DUE: $507

Respecfffully submitted,

Date: /O)/C'/OL

///Séépk'c. Harris
. . 32,030
Customer No. 23844 F%EECDEE!\/EE[)

Scott C. Harris, Esq. 0CT 24 2001
P.O. Box 927649

S Di , CA 92192
T:?ep;ceﬁce): (619) 823-7778 GROUP 3600

Facsimile: (858) 678-5082

CERTIFICATE OF MAILING BY FIRST CLASS MAIL

I hereby certify that this correspondence 1is
being deposited with the United States Postal
Service as first class mail with sufficient
postage on the date indicated below and is
addressed to the Assistant Commissioner for
Patents, Washington, D.C. 20231.

{o~9-0\

Date of Deposit

Signature

Janet Christy
Typed or Printed Name of Person
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant : Scott C. Harris Art Unit : 3662
Serial No.: 09/690,001 Examiner : T. Blum
Filed : October 16, 2000 /
Title : POSITION PRIVACY IN AN ELECTRONIC DEVICE /
A2y
Assistant Commissioner for Patents
Washington, D.C. 20231 ’wéy

AMENDMENT
Sir:
In response to the Official Action dated July 25, 2001,

Paper No. 10, in the above-referenced case, kindly amend the

application as follows.

In the Claims: F%EE()EEE\/EE[}

0CT 2 4 2001

Please amend the claims as follows: GHOUP 3@@@

KE) {(Amended) An apparatus, comprising:
/ {

CERTIFICATE OF MAILING BY FIRST CLASS MAIL

I hereby certify that this correspondence is being deposited with the
United States Postal Service as first class mail with sufficient postage on
the date indicated below and is addressed to the Assistant Commissioner

10/22/2001 RWOLDERL 00000103 03630001 for Patents, Washington, D.C. 20231.
01 FCi02 210.00 0P ' [0—9-0
02 FC:202 97,00 op Date of Deposit /iwm
Signature = \ v A aa
Janet Christy

Typed or Printed Name of Person
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an electrohic device having a position detection mpdulé
therein which de\{ermines a position of'Said eiectfonic device
and reports infornation indicative of said position of said
electronic device a remote object; and, K o,

an override conijrol, which inciudes a manual actuating
mechanism and which, i\ response to manual actuation of said
actuating mechanism produces a signal state that prevents said
position detection module\ from Egpgrﬁing”said information about
its position, but which al ow§ afher parts of said electronic

device to operate. , L

2. An apparatus as in claim 1, wherein said actuating
said override control prevents 3aid position detection module

from determining its position.

3. (Amended) An apparatus as\in claim 1, wherein said
actuating said override control allows said position detection
module to determine its position, but\prevents said position

detection module from'reporting said infformation.

:E> An apparatus,\ comprising:
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an electronic device¢ having a position detection module
therein which determines \a position of said electronic device
and reports information ihdicative of said position of said
electronic device to a remote object; and

an override control, Which is actuated to prevent said
position detection module from reporting said information about
i1ts position, but which allbws other parts of said electronic
device to operate;

wherein said override cpbntrol includes a passive blocking
element which is atta;hed tola portion of said electronic device

to block reception of informaltion by said position detection

module.

5. An apparatus as in claim 4, wherein said position
detection module is a satellit .positioning system module, and
said passive blocking. element 1% an element which blocks an
antenna associated with said satlellite positioning module from
receiving said information.

AN

QE)/ (Amended) An appa;atus,

«

comprising:
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an electronic devicelhaving a position detection module
therein which determines position of said electronic device
and reports information inidicative of said position of said
electronic device to a rempte object;
an override control, yhich includes an actuating mechanism
and which, in response to gdctuating of said actuating mechanism
produces a signal state thalt prevents said position detection
module from reporting said information about its position until
a deactuation of said actuafing mechanism, but which allows
/ other parts of said electronic device to operate; and
wherein said override cbntrol includes a jamming element
which produces information that interferes with operation of

sald position detection module responsive to said actuating, and

stops producing said informatlion responsive to said deactuation.

7. An apparatus as in Llaim 6, wherein said information
includes false information thdt provides false data to said

position detection module.

(é) (Amended) An apparatus, comprising:
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an electronic devlice having a position detection module

therein which determiney} a position of said electronic device

and reports information dicative of said position of said
electronic device to a rempte object;

an override control, wRich includes an actuating mechanism
and which, in response to actuating of said actuating mechanism
produces a signal state that pYevents said position detection
module from reporting said infoxmation about its position until
a deactuation of said actuating mechanism, but which allows
other parts of said electronic dew.ce to operate; and

wherein said actuating mechanigm includes a button which
commands circuitry in said electronig§ device to stop performing
certain operations based on said actudting and until said

deactuation.

-

‘C:é:%%r

é§> An apparatus, &tomprising:

an electronic devicel having a position detection module
therein which determines position of said electronic device
and reports information indicative of said position of said.

electronic device to a remote object;
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an override contrdl, which is actuated to prevent said
position detection modulle from reporting said information about
its position, but whichlallows other parts of said electronic
device to operate; and

a privacy detectionjelement, which tests whether said
position detection moduleg will report unauthorized
information when requeste

wherein said privacy |detection element includes an update
function whicﬁ updates sai@d privacy detection element to allow

2// it to use different techniques to determine said report of

unauthorized information.

11. An apparatus as iniyclaim 6 wherein said jamming
element i1s connected to receilve eléctrical power from said

electronic device.

12. (Amended) An apparatus as in claim 1 wherein said
electronic device is a portable telephone, and said override
control allows said telephone tp operate for communication but

not to report said position.

<§§. (Amended) A method of dperating an electronic device,

comprising:
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enabling a\ first mode of operation in which automatic
reporting of a p¥sition of said electronic device is allowed;
and

responsive to manual actuation of an actuating mechanism,
;L// disabliﬁg said autom§tic reporting of said position of said

electronic device and \thereby preventing reporting of said

position.
14. A method as in claim 13 further comprising automatic
detection of a position of sYid electronic device via satellite

positioning.

A method of operdting an electronic device,

comprising:

allowing, in a first mpde of operation, automatic reporting
of a position of said electidonic device;
allowing a second mode pf operation which prevents said
automatic'reporting of said position of said electronic device;
and
wherein said second mdde of operation comprises attacﬁing a

passive reception blocking devdice to said electronic device.

Page 117 of 251



ATTORNEY’S DUCKET NO.: GPS-PRIVACY/SCH

18. A method as in claim 13 wherein said second mode of
operation comprises actiVely jamming a position detection

operatxon.

G{£> A metho

operating a cellular phone in a first mode in which its

, comprising:

position can be automygtically reported to a remote location; and

responsive to an

;Z//,operating said cellular

mode, in which cellular phpne functions can be used to place

tion by a user of a specific type,

hone in a second, privacy enhanced

and/or receive calls, but i position can not be automatically

reported to said remote locatjon.

22. A method as in claim 2 further comprising testing

7

said cellular phone while operatiny in said second, privacy

enhanced mode, to determine whether

v

rivacy is actually

enhanced.

S\yb’ 23. A method as in clalm 22, further comprising updating a

l;’{' way that said cellular phone darries out said testing.
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(4t;z// 24. A method as in claim 21, wherein said action by said
user of the specified type comprises actuating an actuation

element on the cellular telephone.

Kindly add the following new claims:

25. An aypparatus as in claim 1, wherein said override

control operate¥ in response to said manual actuation to produce
a signal that prQvents said position detection module from
reporting any ‘infoymation, in any mode of said electronic

device, until said Nanually deactuated.

5 An apparatus

a portable telephon

comprising:

, including:

(1) telephone ectronics enabling telephone

communication;
(2) a position det&ction module therein which enables

detefmining a position of faid portable telephone as a

determined position; and
(3) a reporting device Xhich reports information

indicative of said determined pY%sition of said portable

telephone to a remote object; an

Page 119 of 251



ATTORNEY’S DUCKET NO.: GPS~PRIVACY/SCH

a manually operable override control, associated with said
portable teleghone, operating in response to a manual operation,
to prevent said, reporting device from reporting any information
indicative of th¥ determined position, but allowing said

telephone electrorNics to continue to operate.

27. An apparatuy as in claim 26, wherein said override

control prevents said sition detection module from determining

said determined position

28. An apparatus as irn\ claim 26, wherein said operating
said override control allows aid position detection module to
determine said determined positfon, but prevents said reporting

device from reporting said information indicative of said

determined position.

9. An apparatus as in claim 26, wherein said override
control includes a jamming klement which produces a jamming
signal, responsive to said ¢verride control, that prevents said

reporting device from reportling said information indicative of

said determined po%ition.

10
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30. apparatus as in claim 26, wherein said position

detection module includes a satellite positioning system device.

31. An appRratus as in claim 26, wherein said override
control includes button.

32. An apparatys as in claim 31, wherein said override
control produces an enable signal state which enables the
position detector to defermine its position and report that
position to said remote bject.
33. An apparatus as An claim 30, wherein said remote
object includes a base statlon associated with a telephone

system.
34. An apparatus as in claim 26, further comprising an
indicator which indicates whethdr the override control is in a

state which prevents said reporting device from reporting.

35. An apparatus as in claim\34, wherein said indicator

includes an optical indicator.

11
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36. AR apparatus as in claim 35, wherein said optical
indicator indludes an indicator which can be selectively

illuminated.

(gi) An appafatus, comprising:

an electroniy device having a first electronics module, and
a position detectibn module therein which determines a position
of said electronic device and produces a signal for reporting
information indicatiwe of said position of said electronic
device to a remote cbject; and

a position réporti g control, which includes a manual
control, which is manual actuatable by a user, and which, in
response to a first specif\led actuation by a user, prevents any
reporting of said informatipn about position until a second
specified actuation by a useX, but which allows said first
electronics module to continu

to operate after said first

specified actuation and before said second specified actuation.
38. An apparatus as in claim\37, wherein said manual

control includes a button which comfnands circuitry in said

telephone to stop performing certain\operations when in a first

state produced by said first specified, actuation.

12
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39. An\apparatus as in claim 37, wherein said first

specified actwation prevents said position detection module from

determining said\ determined position.

40. An apparatus as in claim 37, wherein said first
specified actuation pXevents said position reporting device from

reporting information iRdicative of the determined position.

41. An apparatus as M\n claim 37, wherein said first

jz electronics module includes dommunication circuitry, which

continues to operate after sai¥y first specified actuation.

42. BAn apparatus as in clain 41, wherein said apparatus

includes a portable telephone, and)said first electronics module
includes circuitry associated with s®id portable telephone,

including circuitry for communicating\with a base station

associated with the telephone.

43. An apparatus as in claim 37, furkher comprising an

indicator, which indicates a state of said fYyrst specified

actuation.

13
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44. \An apparatus as in claim 43, wherein saild indicator is

an optical\indicator.

(15) an

a cellula

paratus, comprising:

telephone, having a cellular electronics module,
and a position dftection module which determines a position of
sald cellular telephone and produces a signal for reporting
information indicati)ve of said position of said cellular
telephone to a remote\object;

:z a position réporfi g control, which includes a manual
control, which is manual actuable by a user, and which, in
response to a first speciffed actuation by a user, prevents any
reporting of said informati about position until a second
specified actuation by a usery but which allows said cellular

electronics module to continue\to operate; and

an optical indicator, which\produces an optical indication

— N, T T T

which indicates that said first specified actuation has been

carried out, and that a privacy enhf®nced mode has been entered.

46. An apparatus as in claim 45,\wherein said first

specified actuation prevents said positNon detection module from

determining said determined position.

14
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47.\ An apparatus as in claim 45, wherein said first
specified \actuation prevents a reporting device from reporting

information\indicative of the determined position.

/ A method of operating a cellular telephone,
comprising:

allowing, in\a first mode of operation, automatic reporting
of a position of s{id cellular telephone, and allowing
communication betwe said cellular telephone and a cellular
telephone basé statiok; and
responsive t§ a manual actuation, allowing a second mode of
operation which prevents\any automatic reporting of said
position of said cellular\telephone, but which still allows
communications between said\cellular telephone and said cellular
telephone base station.

49. A method as in claim wherein said automatic
reporting in said first mode of operation comprises automatic

detection of a position of said ele&tronic device via satellite

positioning.

15
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50. AN\mnethod as in claim 49, wherein said second mode of

operation prewents saild position module from detecting the
position via satellite positioning.
51. A method &s in claim 49, wherein said second mode of
operation allows said\position module to detect a position via
satellite positioning, Yout prevents reporting of the detected

position.

52. A method as in claym 48, further comprising indicating

that said reporting is blocke using an optical indicator.

53. A method as in clbim 50, wherein said second mode of

operation interferes with operation of satellite positioning

circuitry via jam&ing.

é}) A method, compAlsing:

operating a cellular Yhone in a first mode in which its

position can be reported to\a remote location; and

16
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responsiyYe to an action by a user of a specific type,
operating said\cellular phone in a privacy enhanced mode, in
which cellular phone functions can be used to place and/or

receive calls, but position information is not reported to said
remote location.
55. A method \as in claim 54, further comprising indicating

optically when said \cellular phone is in said privacy enhanced

mode.

56. A method as iy claim 54, wherein said operating in
said privacy enhanced mode comprises interfering with said

position reporting.

57. A method as in clkim 56, wherein said interfering

comprises producing a signallthat interferes with said position

reporting.

58. A method as in claim {6, wherein said interfering

comprises blocking a signal that\is necessary for said position

reporting.

17
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59. A method Bs in claim 56, wherein said interfering
comprises producing ®n electrical signal in electrical

circuitry, that prevelts said position reporting.

fﬁkb, 0. A method as in clbim 21, wherein said action by said
Al

t$ user comprises attaching an lexternal blocking device to said
0 5 cellular pk’*)ne.

61. A method as in\claim 24, further comprising,
responsive to'actﬁatiﬁg sald actuating element, changing an
electrical signal'in a way VWhich prevents said position from
being reported to said remoty location.

62. A method as in claim\ 24, further comprising,
responsive to actuating said a

uating element, interfering with

said position being reported to \said remote location.

REMARKS
Reconsideration and allowance of the above referenced
application are respectfully requested. After entry of this

amendment, claims 1-8, 10-14, 17-18 and 21-62 will be pending.

18
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Initially, the indication that claims 4-7, 10, 11, 17-18,
and 23 are allowed is appreciatively noted. These claims are
retained.

The antecedent basis objection to claim 8 has been obviated
herein by amendment.

Claims 1-3, 8, 12-14, 21, 22 and 24 stand rejected under 35
USC 102 (e) as allegedly being anticipated by U.S. Patent No.
6,049,718 to Stewart ("the '718 patent"). This contention is

respectfully traversed. As required by Graham v. John Deere,

the scope and contents of the prior art will first be discussed,
followed by a discussion of how the claimed invention differs

from this scope and contents.

19
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'718 teaches a system with a telephone and its operation.
In one mode, the telephone communicates with other telephones as
conventional. As part of this operation, a calling device may
also produce a location request signal. The portable telephone
28 may have a GPS location detector 40, see column 5 line 15.‘
When a location request signal is directed to the portable
telephone, the GPS location detector will return the current
position, see column 5 lines 63-67. However, when this happens,
a location request is also communicated to the holder of the
portable telebhone via a user location alert 35. See generally
column 5, lines 25—27. In the disclosed embodiment, the
location alert may be a vibrator.

Admittedly, there is a bypass switch 42, but that bypass
switch is very different from the bypass switch of the present

invention.

20
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The system of '718 may detect the position of the telephone
without actually ringing the telephone. See generally, column 6
beginning at line 33. This describes that an incoming call may
be provided with a synthesized voice message indicating that "if
only the called number’s current location is required, the
location request code should now be entered". See column 6
lines 36-38. The caller may therefore enter that code, and then
automatically receive updates on the portable telephone’s
location. See column 6 lines 49-51. When the location is
requested, information about that location is automatically
returned to the caliing telephone.

An additional aspect of the manual override control is
described iine 62 of column 8 to line 15 of column 9. This

additional aspect does not prevent reporting of the location

information, but rather constrains the position reporting, such
that the position can only be repofted when the unit is in the

bypass mode. This does not “prevent ... said position detection
module from reporting said information about its position...” as

claimed. In fact, it still allows the position to be reported.

21
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As demonstrated above, the bypass switch 42 does not
prevent the telephone from reporting information about 1its
position. Rather it only changes which mode the telephone can
be in when this is reported, i.e. whether the location alert is
illuminated and or the sound is issued.

Again, column 8, lines 62-65 explains that the portable
phone’s location may be retrieved from any other telephone
"without disturbing the portable phone user". This is basically
a background operation, that is, the position is detected
without disturbing the'user. Column 9, lines 1-2 describes that
the user can only'prevent this operation from being carried out

in the background, not prevent the operation entirely using the

bypass switch 42. This does not prevent the position from being

reported. It only affects whether the user is alerted about

whether the position is being reported. Again, this is evident

from the language of '718 column 9 lines 2-4 which describes the
bypass as ensuring that."no locations are transmitted without

the user being alerted by user call alert 34...". This would

still allow the GPS detector to provide a location signal when
an incoming call was made. This only described deactivating the

"background operation".
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Therefore, this override control does not carry out the
operation of producing a signal "that prevents said position
detection module from reporting said information about its
position...". The bypass switch does not produce such a signal

that prevents the position detection module from reporting the

information. In fact, the information is still reported, as
described above. Therefore, it is respectfully suggested that
claim 1 is éompletely patentable over the '718 Patent.

The dependent claims are even further patentable. Claim 2
specifies that the actuating prevents the position detection
module from determining its position. The disclosure in column
9 of the ‘718 patent only describes blocking overriding the
silent mode; but STILL ALLOWS detecting the position to be
reported in the normal (non-silent) mode. It describes nothing
about preventing the position detection module from determining
its position. In fact, since the location request code is still
answered when it is not a purely background mode, it is clear

that the positioning/GPS device is not turned off.

Claim 3 should be further allowable. Again, ‘718 does. not
teach or suggest preventing the detection module from reporting

the information that it has obtained.
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Claim 25 is newly added, and further defines that the
override control prevents any reporting of information in any
mode. This even further distinguishes over '718, which
certainly does not prevent reporting in all modes as defined by
claim 25.

Claim 12 should be additionally allowable on its own
merits. Claim 12 has a specific advantage of allowing the
portable telephone operation for communication to continue while
the position reporting part is blocked. As explained above,
this is in no way taught or suggested by the cited prior art.

Claim 8 should be allowable for similar reasons to those
described above with respect to claim 1. Specifically, claim 8
specifies that the actuating mechanism prevents the position
detection module from reporting information about its position.
As described above, the system in '718 does not prevent
reporting the position. See column 9 lines 8-10. Therefore,
claim 8, which prevents the position detection module from
reporting the information, is not rendered unpatentable by ‘718,

and should be allowable thereover.
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Claim 13 has been amended to emphasize that manual
actuation of the mechanism disables the automatic reporting and
prevents any automatic reporting of said position. As described
above, '718 still allows automatic reporting of the position
even when the “bypass switch” is actuated. Therefore, claim 13
should be allowable, along with claim 14 which depends
therefrom.

Claim 21 should be allowable for similar reasons. In the
privacy enhanced mode of claim 21, the position of the cellular
phone “can not.be‘automatically reported to said remote
location”. ‘718 still allows this automatic reporting, although
not in the background. Therefore, claims 21-24 should be
allowéble. Moreover ‘718 never teaches or in any way alludes to
such a “privacy enhanced mode” as claimed.

Claims 21, 22 and 24 stand rejected under 35 USC 102 (e) as
allegedly being anticipated by Yee, U.S. Patent No. 6,085,090.
Again, this contention is respectfully traversed, and it is
respectfully suggested that the rejection does not meet the
patent office’s burden of providing a prima facie showing of

unpatentability.
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The rejection incorrectly alleges that Yee has an override
control. The control is described in column 2 line 51 through
column 3 line 4 and column 11 line 67 through column 12 line 12.
This portion only describes a sleep mode for power savings. In
this sleep mode, the esseﬁtial portions of the device are placed
into a power saving mode and nonessential portions are switched
off, to conserve power. While admittedly Yee describes that
some portions are kept on and other portions are kept off, Yee
does not disclose the specific features of claim 21. Yee does
not disclose the brivécy enhanced mode in which the cellular
phone can be used to place and receive calls but the position

cannot be reported. Column 11 line 67 describes that when the

e et e e e A o

GPS receiver and automatically transmit the positional
information back to the “Iridium” satellite system. Nowhere is
there any teaching or suggestion of overriding this position
reporting system. In fact, columns 11-12 teach quite the
opposite, and explicity teaches that this system may be used to
locate the user in case of emergency. Nowhere is there any
teaching or suggestion of 6verriding the position detection as

defined by claim 21. Yee quite simply teaches the opposite.
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For these reasons, it is respectfully suggested that this
rejection does not meet the Patent Office’s burden of providing
a prima facie showing of unpatentability.

Claims 1-3, 8 and 12-14 stand rejected as being obvious
over U.S. Patent 6,222,484 to Seiple ("the '484 Patent") in view
of U.S. Patent No. 5,751,373 ("the '373 Patent"). This
contention again is respectfully traversed. Admittedly, the
‘484 patent.teaches an emergency location system using GPS. The
rejection alleges that there is an override module in this
system. However,'thié"is not in fact correct. This whole
system can be turned on or off. As explained in column 5, the
unit can be activated automatically when it becomes wet, or may
be acﬁivated manually by the user. Nowhere is there any
teaching or suggestion of blocking automatic reporting of
information while allowing the rest of the electronics of the
device to operate. In fact, one of the reports of information
is made to the “Iridium” system, such as is done by ‘090.

There is admittedly an ON/OFF switch. However, nowhere is
there any teéching or suggestion of any switch which, as defined
by claim 1, "produces a sighal that prevents said position
detection module from reporting said information about its
position, and which allows other parts of said electronic device

to operate".
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The '373 patent is provided to show a sleep switch. Again,
admittedly, sleep modes in such a device are well known. The
hypothetical combination of '484 in view of '373 might,
therefore, enable a sleep mode. In this sleep mode, various
parts of the circuitry might be turned off. Nowhere does ‘373,
however, or the combination of ‘373 and ‘484, specifically teach
an override control that prevents the position detection module
from reporting the information about its position while allowing
other parts of the circuit to operate. In fact, this
combination ié entifely based on hindsight.

Even assuminé that the combination was made, it would not
teach or suggest structure that prevents reporting position
information, but allows other parts of the device to operate as
claimed. It certainly does not teach structure which may
prevent a detection module from determining its position as
defined by claim 2, and certainly does not teach the position
module to operate but prevents it from reporting as defined by
claim 4. Quite simply, this was never intended as a privacy
enhancing device as claimed/ and as such does not teach or

suggest the present claims.
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Similarly, claim 8 defines preventing the position
detection module from reporting the information based on the
actuation. As described above,.'484 in view of '373 does not
teach or suggest any such structure or operation.

The method claims should be similarly allowable. Claim 13
defines a manual actuation that disables the automatic
reporting. Independent of whether any kind of sleep mode
exists, there is quite simply no suggestion in' 484 in view of
'373 of preventing or disabling this automatic reporting as
defined by claim 13.

Claim 21 1is éimilarly allowable, since it defines a privacy
enhanced mode in which the cellular phone functions can be used
to place and/or receive calls, but the position cannot be
automatically reported to the remote location.

As should be evident from the -above, there is quite simply
no teaching or suggestion of this subject matter in the cited
prior art. The rejections are based entirely on hindsight.
They are ﬁot based on the teaching of the present application,
but are rather made after having the teaching of the present
application, and using that'teaching as a guide to find pribr

art that meets this teaching.
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New claims 25-55, which are newly added herein, define
additional aspects of the above. Claims like new claim 26
defines that the override control prevents the reporting device
"from reporting any information..." (emphasis added). Other
claims define different aspects, none of wﬁich are in any way
taught or suggested by the prior art.

Therefore, in view of the above amendments and remarks, all
of the claims should be in condition for allowance. A formal
notice to that effect is respectfully solicited.

If there‘are'anyvother charges, or any credits, please
apply them to Deposit Account No. 50-1387.

Respectfully submitted,

pate: /O //q;/a /

_8¢cstt C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esqg.

P.O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (858) ©678-5082
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MARKED UP VERSION OF CLAIM CHANGES
f(j) (Amended) An apparatus, comprising:

an electronic device having a position detection module
therein which determines a position of said electronic device
and reports information indicative of said position of said
electronic device to a remote object; and

an override control, which includes a manual actuating
mechanism and which, in response to manual actuation of said
actuating mechaniSm,pfoduces a signal state that prevents said
position detection module from reporting said information about

its position, but which allows other parts of said electronic

device to operate.

3. (Amended) An apparatus as in claim [2] 1, wherein said
actuating said override control allows said position detection

module to [operate] determine its position, but prevents said

position detection module from reporting said information.

(g) (Amended) An apparatus, comprising:
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an electronic device having a position detection module
therein which determines a position of said electronic device
and reporté information indicative of said position of said
electronic device to a remote object;

an override control, which includes an actuating mechanism
and which, in response to actuating of said actuating mechanism
produces a signal state that prevents said position detection
module from reporting said information about its position until
a deactuation of said actuating mechanism, but which allows
other parts of said,eiectronic device to operate; and

wherein said override control includes a jamming element
which produces information that interferes with operation of
said.position detection module responsive to said actuating, and

stops producing said information responsive to said deactuation.

(§> (Amended) An apparatus, comprising:
an electronic device having a position detection module
therein which determines a position of said electronic device
and reports information indicative of said position of said

electronic device to a remote object;
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an override control, which includes an actuating mechanism
and which, in response to actuating of said actuating mechanism
produces a signal state that prevents said position detection
module from reporting said information about its position until
a deactuation of said actuating mechanism, but which allows
other parts of said electronic device to operate; and

wherein said actuating mechanism [is] includes a button

which commands circuitry in said [telephone] electronic device

to stop performing certain operations based on said actuating

and until saidldeactuation.

12. (Amended) An apparatus as in claim 1 wherein said

electronic device is a portable telephone, and said override

control allows said telephone to operate for communication but

not to report said position.

/é}> (Amended) A method of operating an electronic device,

comprising:
[allowing, in] enabling a first mode of operation[,] in
which automatic reporting of a position of said electronic

device is allowed; and
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responsive to a manual actuation of an actuating mechanism,
[allowing a second mode of operation which prevents] disabling
said autcmatic reporting of said position of said electronic

device and thereby preventing reporting of said position.
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Art Unit: 3662

1. The amendment filed October 18, 2001 is acknowledged.

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102

that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless --

(e) the invention was described in a patent granted on an application for patent by another filed in
the United States before the invention thereof by the applicant for patent, or on an international
application by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section
3710 of this title before the invention thereof by the applicant for patent.

3 Claims 1-3, 8, 12-14, 21, 22, and 24-62, are rejected under 35 U.S.C. 102(e)
as being anticipated by Stewart.

Stewart teaches the claimed method and structure for operating an electronic device
including: GPS position detection module (40), cellular telephone (Figure 2), manual
override control switch (42, column 8, line 62 to column 9, line 15) which is
actuated to prevent said position defection module from reporting information about
its position, but which allows other parts of said electronic device to operate, and

optical indicator (43) which indicated the position of the manual override control
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switch (42, column 5, lines 38-40) and as a result, that a privacy enhanced mode has

been entered.

Applicant argues in the amendment filed October 18, 2001 that the override control

switch (42) of Stewart does not prevent the position detection module from
reporting information about ft position. However, lines 5-10 in column 9 of Stewart
state “Bypass switch 42 can further also allows the user to completely deactivate
background operation so that received incoming calls carrying only a location
request code will be automatically disconnected without GPS location detector 40

providing a location signal”.

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as
set forth in section 102 of this title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.
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5. Claims 1-3, 8, 12-14, and 25-62, are rejected under 35 U.S.C. 103(a) as

being unpatentable over Seiple et al in view of Ohyama et al, both newly cited.

Seiple et al teaches the claimed method and structure for operating an electronic
device including: position detection module (Figure 2A), transceiver (21), override
control (switch 30, Figure 3.5, column 4, lines 60-65, column 5, lines 22-24, column
7, lines 37-46, and column 10, lines 31-38) which is actuated to prevent said
position detection module from reporting information about its position, but which
allows other parts of said electronic device to operate.

Ohyama et al teaches a manual switch (103 in Figure 17, and column 13, lines 28-
32) to place the electronic apparatus in a sleep mode.

At any time, to save power used by the electronic device, obviously the GPS
receiver of Seiple et al can be placed in the sleep mode (column 7, lines 37-44 of
Seiple et al) by a manual switch as taught by sleep mode switch 103 of Ohyama et

al (column 13, lines 28-32).

Page 149 of 251



Applicant argues in the amendment filed October 18, 2001 that the “whole system
can be turned on or off”’. However, Figures 3.2-3.5 indicate that the GPS subsystem
and the Radio receiver subsystem can be turned on or off independently from each

other.

6. Claims 18 and 23 are objected to as depending from a rejected antecedent claim.

7. Claims 4-7, 10, 11, and 17, are allowed.

8. Applicant's amendment necessitated the new ground(s) of rejection presented
in this Office action. Accordingly, THIS ACTION IS MADE FINAL. See
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set
forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire
THREE MONTHS from the mailing date of this action. In the event a first reply is
filed within TWO MONTHS of the mailing date of this final action and the advisory

action is not mailed until after the end of the THREE-MONTH shortened statutory
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period, then the shortened statutory period will expire on the date the advisory
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be
calculated from the mailing date of the advisory action. In no event, however, will

the statutory period for reply expire later than SIX MONTHS from the date of this

final action.

9.  Any inquiry concerning this communication should be directed to Theodore

Blum at telephone number (703) 305-1833.

GLQOGIW 2, 6@«4«\
THEODORE M. BLUM
PRIMARY EXAMINER
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Attorney’s Docket No.: Ges-Privacy SAX RECEIVED

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE FEB 2.1 700
Applicant: Scott C. Harris Art Unit: 3662
Serial No: 09/690,001 Examiner: T.Bum  pax 42R0UP 360

Filed . Qctober 16, 2000 é_[
Title . POSITION PRIVACY IN AN ELECTRONIC DEVICE 703 5 7S /5 %6/'1
, ]

I3>7
Assistant Commissioner for Patents 36 ! p W W

Washington, DC 20231 b,%? i/éa

TRANSMITTAL LETTER AND PETITION FOR AUTOMATIC EXTENSION

Correspondence relating to this application is enclosed. The required fees
are computed below. Please apply any charges not covered, or any credits, to Deposit
Account No. 50-1387.

The present appli'catioh qualifies for small entity status under 37 C.F.R. § 1.27.

Total Claims _46 ‘- 57 = 0 $0
Independent _17 - 13 = 4 $168
TOTAL FEE DUE: 3168

Respectfully submitted,

Date: 9_/ 9"‘5/ o >

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192
Telephone: ' (619) 823-7778
Facsimile: (858) 678-5082

_—Schtt C. Harris =~
Reg. No. 32,030

CERTIFTCATE OF FAX TRANSMISS1ON

I hereby certify that this correspondence and
all mwmarked attacbhments are being facsimile
transmitted to the Patent and Trademark Office
on the date shown below:

e~/ —0 3~
Signature e

Scott Harris
Typed or Printed Name of Peraon
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ATTORNEY’S DOCKET NO.: GPS-PRIVACY/SCH

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Official
Applicant : Scott C. Harris Art Unit  : 3662 i a
Serial No.: 09/690,001 Examiner : T. Blum

Filed : October 16, 2000
Title : POSITION PRIVACY IN AN ELECTRONIC DEVICE

FAX RECEIVED
FEB 21 707
GROUP 3600

Assistant Commissioner for Patents
Washington, D.C. 20231

AMENDMENT AFTER FINAL
Sir:
In response to the Official Action dated December 21, 2001, in the above-

referenced case, kindly amend the application as follows.
In the Claims:
Please amend the claims as follows:

1. An apparatus, comprising:

an electronic device having a position detection module therein which determines
a position of said electronic device and reports information indicative of said position of

said electronic device to a remote object; and

CERTIFICATE OF FAX TRANSMISSION
I hercby certify that this correspondence and all marked attachments are

being facsimile transmitted to the Patent and Trademark Office on the
date showit below:

~&/J9~

Dau:ochZ 5: %ﬁ

v & A SR
§/a’/’7‘ TS

Typed or Printed Name of Person
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an override control, which includes a manual actuating mechanism and which, in
response to manual actuation of said actuating mechanism produces a signal state that
prevents said position detection module from [reporting said information about]

determining its position, but which allows other parts of said electronic device to

operate.
2. Cancel,
3. Cancel.
4. An apparatus, comprising:

" an electronic device having a position detection module therein which determines

a position of said electronic device and reports information indicative of said position of
said electronic device to a remote object; and

an override control, which is actuated to p‘revent said position detection module
from reporting said information about its position, but which allows other parts of said
electronic device to operate;

wheréin said override control includes a passive blocking element which is
attached to a portion of said electronic device to block reception of information by said

position detection module.
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5. An apparatus as in claim 4, wherein said position detection module is a
satellite positioning system module, and said passive blocking element is an element
which blocks an antenna associated with said satellite positioning module from

receiving said information.

6. An apparatus, comprising:

an electronic device having a position detection module therein which determines
a position of said electronic device and reports information indicative of said position of
said electronic device to a remote object;

an override'contfol, which includes an actuating mechanism and which, in
response to actuating of said actuating mechanism produces a signal state that
prevents said position detection module from reporting said information about its
positiﬁn until a deactuation of said actuating mechanism, but which allows other parts of
said electronic device to operate; and

wherein said override control includes a jamming element which produces
information that interferes with operation of said bosition detection module responsive to

said actuating, and stops producing said information responsive to said deactuation.

7. An apparatus as in claim 8, wherein said information includes false

information that provides false data to said position detection module.

8. Cancel.
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10.  An apparatus, comprising:

an electronic device having a position detection module therein which determines
a position of said electronic device and reports information indicative of said position of
said electronic device to a remote object;

an override control, which is actuated to prevent said position detection module
from reporting said information about its position, but which allows other parts of said
electronic device to operate; and

a privacy detection element, which tests whether said position detection module
will report unauthorized |
information when requested;

wherein said privacy detectlon element includes an update function which
updaies said privacy detection element to allow it to use different techniques to

determine sald report of unauthorized information.

11.  An apparatus as in claim 6 wherein said jamming element is connected to

receive electrical power from said electronic device.
12. Cancel.
13.  Cancel.

14 . Cancel
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17. A method of operating an electronic device, comprising:

allowing, in a first mode of operation, automatic reporting of a position of said
electronic device,

allowing a second mode of operation which prevents said automatic reporting of
said position of said electronic device; and

wherein said second mode of operation comprises attaching a passive reception

blocking device to said electronic device.

@ (Améndea) A method of operating an electronic device, comprising:

enabling a first nﬂode of operation in which automatic reporting of a position of
said electronic device is allowed; and

responsive to a manual actuation of an actuating mechanism, disabling said
automatic reporting of said position of said electronic device and thereby preventing
reporting of said position, wherein said second mode of operation comprises actively

jamming a position detection operation.

21. . A method, comprising:

operating a cellular phone In a first mode in which its position can be
automatically reported to a remote location; and

responsive to an action by a user of a specific type, operating said cellular phbne
in a second, privacy enhanced mode, in which cellular phone functions can be used to

place and/or receive calls, but its position can not be automatically reported to said

remote location.
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22. A method as in claim 21, further comprising testing said cellular phone
while operating in said second, privacy enhanced mode, to determine whether privacy is

actually enhanced.

@ {Amended) A method, comprising:

operating a cellular phone in a first mode in which its position can be
automatically reported to a remote location;

responsive to an action by a user of a specific type, operating said cellular phone
in a second, privacy enhanced r;ode, in which cellular phone functions can be used to
place and/or receive calls, but its position can not be automnatically reported to said
reméte location;

testing said cellular phone while operating in said second, privacy enhanced
mode, to determine whether privacy is actually enhanced; and

updating a way that said cellular phone éarries out said testing.

24. A method as in claim 21, wherein said action by said user of the specified

type comprises actuating an actuation element on the celluiar telephone.
25. {(Amended) An apparatus, comprising:
an electronic device having a position detection module therein which determines

a position of said electronic device and reports information indicative of said position of

said electronic device to a remote object; and
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an override control, which includes a manual actuating mechanism and which, in
response to manual actuation of said actuating mechanism produces a signal state that
prevents said position detection module from reporting said information about its
position, but which allows other parts of said electronic device to operate, wherein said
override control operates in response to said manual actuation to produce a.signal that
prevents said position detection module from reporting any information, in any mode of

said electronic device, until said manually deactuated.

26.  An apparatus, cdmprising:
a portable telephone, including:
(1)  telephone electronics enabling telephone communication;
(2)  a position detection module therein which enables determining a
position of said portable telephone as a determined position; and
(3) areporting device which reports information indicative of said
determined position of said portable telephone to a remote object; and
a manually operable override control, associated with said portable telephone,
operating in response to a manual operation, to prevent said reporting device from
reporting aﬁy information indicative of the determined position, but allowing said

telephone electronics to continue to operate.

27.  Anapparatus as in claim 26, wherein said override control prevents said

position detection module from determining said determined position.

Recelved from < 858 678 5082 > at 2/21/02 7:56:43 PM [Eastern Standard Time]

Page 159 of 251



From: Scott Harris To: 3600 After Final : Date: 2/21/2002 Time: 4:57:04 P\ Page 9 of 37

ATTORNEY'S DOCKET NO.: GPS-PRIVACY/SCH

28.  An apparatus as in claim 26, wherein said operating said override control
allows said position detection module to determine said determined position, but
prevents said reporting device from reporting said information indicative of said
determined position.

£ . (Amended) An apparatus, comprising:

a portable telephone, including:

(1)  telephone electronics enabling telephone communication;
(2)  a position‘detection module therein which enables determining a
position of said portable telephone as a determined position; and
(3)  a reporting device which reports information indicative of said
' determined position of said portable telephone to a remote object; and

a manually operable override control, associated with sald portable telephone,
operating in response to a manual operation, to prevent said reporting device from
reporting any information indicative of the determined position, but allowing said
telephone electronics to continue to operate; and

wherein said override control includes a jamming element which produces a
jamming sigﬁal, responsive to said override control, that prevents said reporting device

from reporting said information indicative of said determined position.

30. An apparatus as in claim 26, wherein said position detection moduie

includes a satellite positioning system device.
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31. An apparatus as in claim 26, wherein said override control includes a button.
32. An apparatus as in claim 31, wherein said override control produces an
enable signal state which enables the position detector to determine its position and

report that position to said remote object.

33. An apparatus as in claim 30, wherein said remote object includes a base

station associated with a telephone system.

34. An apparatus as in claim 26, further comprising an indicator which indicates
whether the override control is in a state which prevents said reporting device from

reporting.

35. An apparatus as in claim 34, wherein said indicator includes an optical

indicator.

36. An apparatus as in claim 35, wherein said optical indicator includes an

indicator which can be selectively illuminated.

~37. An apparatus, comprising: -
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an electronic device having a first electronics module, and a position detection
module therein which determines a position of said electronic device and produces a
signal for reporting information indicative of said position of said electronic device to a
remote object; and

a position reporting control, which includes a manual control, which is manually
actuatable by a user, and which, in response to a first specified actuation by a user,
prevents any reporting of said information about position until a second specified
actuation by a user, but which allows said first electronics module to continue to operate

after said first specified actuation and before said second specified actuation.

38.  An apparatus as in claim 37, wherein said manual control includes a
button which commands circuitry In said telephone to stop performing certain operations

when in a first state produced by said first specified actuation.

39.  An apparatus as in claim 37, wherein said first specified actuation

prevents said position detection module from determining said determined position.

40.  An apparatus as in claim 37, wherein said first specified actuation
prevents said position reporting device from reporting information indicative of the

determined position.

41.  An apparatus as in claim 37, wherein said first electronics module includes

communication circuitry, which continues to operate after said first specified actuation.

10
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42.  An apparatus as in claim 41, wherein said apparatus includes a portabie
telephone, and said first electronics module includes circuitry associated with said

portable telephone, including circuitry for communicating with a base station associated

with the telephone.

43.  An apparatus as in claim 37, further comprising an indicator, which

indicates a state of said first specified actuation.

44,  An abparatus’ as in claim 43, wherein said indicator is an optical indicator.

45.  An apparatus, comprising:

a cellular telephone, having a cellular electronics module, and a position
detection module which determines a position of said cellular telephone and produces a
signal for reporting information indicative of said position of said cellular telephone to a
remote object; |

a position reporting control, which includes a manual control, which is manually
actuable by a user, and which, in response to a first specified actuation by a user,
prevents any reporting of said information about position until a second specified

actuation by a user, but which allows said cellular electronics module to continue to

operate; and

11
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an optical indicator, which produces an optical indication which indicates that
said first specified actuation has been carried out, and that a privacy enhanced mode

has been entered.

46. An apparatus as in claim 45, wherein said first specified actuation

prevents said position detection module from determining said determined position.

47.  An apparatus as in ¢claim 45, wherein said first specified actuation
prevents a reporting device from reporting information indicative of the determined

position.

- 48. A method of operating a cellular telephone, comprising:
allowing, in a first mode of operation, automatic reporting of a position of said
cellular telephone, and allowing communication between said cellular telephone and a
cellular telephone base station; and
responsive to a manual actuation, allowing a second mode of operation which
prevents any automatic reporting of said position of said cellular telephone, but which

still allows communications between said cellular telephone and said cellular telephone

base station.

49. A method as in claim 48 wherein said automatic reporting in said first
mode of operat':on' comprises automatic detection of a position of said electronic device

via satellite positioning.

12
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50. A method as in claim 49, wherein said second mode of operation prevents

said position module from detecting the position via satellite positioning.

51. A method as in claim 49, wherein said second mode of operation allows said
position module to detect a position via satellite positioning, but prevents reporting of

the detected position.

52. A method as in claim 48, further comprising indicating that said reporting is

blocked, using an optical indicator.

/ 53} (Amended) A method of operating a cellular telephone, comprising:
““allowing, in a first mode of operation, automatic reporting of a position of said
celiular telephone, and allowing communication between said cellular telephone and a
celiular telephone base station; -
responsive to a manual actuation, allowing a second mode of operation which
prevents any automatic reporting of said position of said cellular telephone, but which

still allows communications between said cellular telephone and said cellular telephone

base station;
wherein said automatic reporting in said first mode of operation comprises
automatic detection of a position of said electronic device via satellite positioning;
wherein said second mode of operation prevents said position module from

detecting the position via satellite positioning; and

13
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wherein said second mode of operation interferes with operation of satellite

positioning circuitry via jamming.

54.
65.
56.
57.

58.

59

Cancel.
Cancel.
Cancel.
Cancel.
Cancel.

Cancel.

(Amended) A method, comprising:

" operating a cellular phone in a first mode in which its position can be

automatically reported to.a remote location; and

responsive to an action by a user of a specific type, operating said cellular phone

in a second, privacy enhanced mode, in which cellular phone functions can be used to

place and/or receive calls, but its position can not be automatically reported to said

remote location; and

wherein said action by said user comprises attaching an external blocking device

to said cellular phone.

61.

A method as in claim 24, further comprising, responsive to actuating said

actuating element, changing an electrical signal in a way which prevents said position

from being reported to said remote location.
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62. A methed as in claim 24, further comprising, responsive to actuating said

actuating element, interfering with said position being reported to said remote location.

REMARKS
Reconsideration and allowance of the above referenced application are

respectfully requested. Initially, the indication that claims 4-7, 10, 11 and 17 are allowed
is appreciatively noted.: Cl.aim's 18 and 23 are indicated as .allowable if rewritten into
independent form. These claims are so rewritten herewith and hence these claims
should also be allowable.

- Claims 1-3,8, 12-14, 21, 22 and 24-62 stand rejected under 35 U.S.C. 103 a as
allegedly being anticipated by U.S. Patent 6,049,718 issued to Stewart. These claims

stand alternatively rejected based on U.S. Patent No. 6,222,484 to Seiple, in view of

U.S. Patent No. 5,751,373.

|. Certain Rejected Claims Include Similar Limitations to Claims already Allowed.

As a threshold matter, it is respectfully requested that the Patent Office
reconsider certain ones of these dependant claims which are now amended into
independent form. For example, it has been established by the indication of allowability
that the combination including a position detection module and a jamming element, is
not shown by the prior art. Similar combinations are found in certain rejected claims.

For example, claim 29, which has now been amended into independent form, recites

15
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that the override control includes a jamming element. This claim should be allowable as
per the determination of same earlier in the Prosecution of this case. Similarly, .claim 53
states that the second mode of operation interferes with operation of satellite positioning
via jamming. This claim has also been amended into independent form and should be
allowable since none of the prior art in the case teaches or suggests such a jamming.
Claim 60 has been‘ amended into independent form herein, and recites attaching
an external blocking device and should be allowable since none of the prior art teaches

or suggests such an external blocking device. Again, other claims of similar scope are

already indicated as allowable.

[I. The Claims are not properly rejected over Stewart

To summarize, it is respectfully suggested that the rejection misconstrued
Stewart. On page 3 in the first full paragraph, the rejection states that "the bypass
which can be allowed to completely deactivate background operation...". This is correct,
but Stewart DOES continue to allow non backgrc;und operation, even when in the
bypass mode.

Stewart's system has a “background operation”, in which the querying party may
detect the position of the telephone without actually ringing the telephone. See
generally, column 6 beginning at line 33. This describes that an incoming call may be
provided with a synthesized voice me;ssage indicating that "if only the called number's
current location is required, the location request code should now be entered”. See
column 6 lines 36-38. The caller may therefore enter that code, and then automatically .

receive updates on the portable telephone’s location. See column 6 lines 49-51. When

16
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the location is requested, information about that location is automatically returned to the
calling telephcne.

An additional aspect of the manual override control is described line 62 of column
8 to line 15 of column 9. This additional aspect does not prevent all reporting of the
location information, but rather constrains the position reporting, such that the position
can only be reported when the unit is in the bypass mode. This does not “prevent ...
said position detection module from reporting said information about its position..."” as
claimed. In fact, it still allows the position to be reported. It only prevents this reporting

of position when in the bypass mode.

As demonstrated above, the bypass switch 42 does not prevent the telephone
from reporting any information about its positioh. Rather it only changes which mode
the telephone can be in when this is reported.

Again, column 8, lines 62-65 describes the background operation: that the
portable phone’s location may be retrieved from any other telephone "without disturbing
the portable phone user".

Column 9, lines 1-2 describes that the user can only prevent this operation from

being carried out in the background, and nothing suggests that the user can prevent the

operation gntirely using the bypass switch 42. This does not prevent the position from
being reported. It only affects whether the useris alerted about whether the position is
being reported. Again, this is evident from the language of '718 column 9 lines 24 .
which describes the bypass as ensuring that "no locations are transmitted without the

user being alerted by user call alert 34...". This would still allow the GPS detector to

17
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provide a location signal when an incoming call was made. This only described
deactivating the "background operation”.

Therefore, Stewart does not "prevents said position module from reporting any
inforation" since in Stewart's bypass mode, only background operation is prevented.

Claims 8,13-14 and 54-59 are canceled to obviate this rejection. Certain other
claims are further amended to emphasize their patentability over this reference. Itis
respectfully suggested that other claims remain patentable. Note again that Stewart
does not teach total deactivatipn, but only prevents background operation. Operation in
the non backgroun'd mode is still permitted. Therefore, the position detection module
must still be able to determine its position, or else operation in the foreground logicalty
could not continue. Therefore, clalm 1 has been amended to include the limitations of
claim'2 which states that the override control prevents the position detection module
from determining its position.

Claim 21 already recites that responsive to the action, the cellular phone is
operated in a second privacy enhanced mode in Which “its position can not be
automatically reported to said remote location". As described above, even when the
bypass mode is entered into Stewart, It can still operated in non background mode.
Therefore, the limitations of claim 21, which states that the position "can not be
automatically reported..." are not in any way taught or suggested by Stewart. Stewart,
in fact, teaches away from this operatfon, since it teaches that position can be reportéd

in the non-background mode.

18
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Claim 22 is even further allowable, since it defines testing to determine whether
privagy is aétually enhanced. Nothing in Stewart teaches testing to determine if this
privagy is enhanced.

Claim 25 has been amended Into Independent form, and is even further
allowable over Stewart for similar reasons. Specifically claim 25 recites that the
override control produces a signal "that prevents said position detection module from
reporting any information in any mode of said electronic device until manually
deactuating. As described above, Stewart still allows operation in the foreground mode,
even after actuatiqn of the bypass switch. Claim 25 is totally different.

Analogous to the ab;nve, claim 26 recites that the override control prevents the
reporting device "from reporting any information indicative of the determined position”.
Emphasis added. Since Stewart still allows operation in the foreground mode, it does
not prevent reporting "any” information as claimed.

Claim 27 is even further allowable since it defines preventing determining the
determined position. As described above, étewart still allows operation in the
foreground mode, and therefore it logically follows that the position detection maodule
must be able to determine the determined position.

Claim 37 includes similar language that noted above, and specifically includes
the language that responsive to the actuation, the position reporting control "prevents
any reporting” (emphasis added) of information. As described above, Stewart still
allows reporting of some information in the non background mode. Therefore, claims 37

should be allowable along with the claims which depend therefrom.

18
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Claim 45 should be allowable for similar reasons, since it recites preventing "any
reporting" emphasis added, and Stewart does not prevent any reporting; he only
teaches preventing background reporting. Claim 46 should be even further allowable,
since it prevents the determining, and logically Stewart cannot do this since it may
enable operation in the non background mode.

Claimed 48 should be allowable since it also recites preventing "any reporting”.

Ill. The claims are not unpatentable based on '484 in view of '373.

Regarding the reiection based on ‘484 in view its ‘373, the rejection has a good
point at step 201 shows' the GPS subsystem being powered on separately from the
radio subsystem. However, all of the other claims made in the previous amendment are
still valid. Even if '484 shows that it is possible to separately control the GPS and radio

subsystems, it shouid be understood that the subsystems are not controlled for the

same purpgse as how claimed. There is nothing teaching or suggesting control of the
subsystems for the purpose of preventing reportiﬁg of information, as now claimed.

As explained in column 5, the unit can be activated automatically when it
becomes wet, or may be activated manually by the user. Nowhere is there any
teaching or suggestion of blocking automatic reporting of information white allowing the
rest of the electronics of the device to operate. In fact, one of the reports of information
is made to the “Iridium” system, such as is done by ‘090.

There is admittedly an ON/OFF switch. However, nowhere is there any teaching

or suggestion of any switch which, as defined by claim 1, "produces a signal that

20
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prevents sald position detection module from reporting said information about its
position, and which allows other parts of said electronic device to operate".

The '373 patent is provided to show a sleep switch. Again, admittedly, sleep
modes in such a device are well known. The hypothetical combination of '484 in view of
'373 might, therefore, enable a sleep mode, and might enable separately turn off the
GPS device when in that sleep mode. In this sleep mode, various parts of the circuitry
might be turned off. Nowhere does ‘373, however, or the combination of ‘373 and ‘484,
specifically teach an override control that prevents the position detection module from
reporting the information abouf its position while allowing other parts of the circuit to
operate. In fact, this combination is entirely based on hindsight.

Even assuming that the combination waé made, it would not teach or suggest
structure that prevents reporting position information, but allows other parts of the
device to operate as claimed. It certainly does not teach structure which may prevent a
detection module from determining its position as defined by claim 1. Quite simply, this
was never intended as a privacy enhancing device as claimed, and as such does not
teach or suggest thé present claims.

The method claims should be similarly allowable. Claim 13 defines a manual
actuation thaf disables the automatic reporting. Independent of whether any kind of
sleep mode exists, there is quite simply no suggestion in' 484 in view of '373 of
preve"nting or disabling this automatic reporting as defined by claim 13.

Claim 21 is similarly allowable, since it defines a privacy enhanced mode in
which the cellular phone functions can be used to place and/or receive calls, but the

position cannot be automatically reported to the remote location.

21
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As should be evident from the above, there is quite simply no teaching or
suggestion of this subject matter in the cited prior art. The rejections are based entirely
on hindsight. They are not based on the teaching of the present application, but are
rather made after having the teaching of the present application, and using that teaching
as a guide to find prior art that meets this teaching.

For all of these reasons, it is respectfully suggested that the rejection does not
meet the Patent Office’s burden of providing a prima facie showing of unpatentability. A
notice of allowance is hence respectfully requested.

Therefore, in view of thé above amendments and remarks, all of the claims
should be in condition for allowance. A formal notice to that effect is respectfully
solicited. '

" If there are any other charges, or any credits, please apply them to Deposit

Account No. 50-1387.

Respectfully submitted,

e D202 Y v

~<"Scott C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192 .

Telephone: (619) 823-7778 l
Facsimile: (858) 678-5082

22

Recelved from < 858 678 5082 > at 2/21/02 7:56:43 PM [Eastern Standard TIime]

Page 174 of 251



From: Scott Harris To: 3600 After Final Date: 2/21/2002 Time: 4:57:04 Ph Page 24 of 37

ATTORNEY’S DOCKET NO.: GPS-PRIVACY/SCH

MARKED UP VERSION OF CLAIM CHANGES

@ An apparatus, comprising:
an electronic device having a position detection module therein which determines
a position of said electronic device and reports information indicative of said position of
said electronic device to a remote abject; and
an override control, which includes a manual actuating mechanism and which, in
response to manual actuation ‘of said actuating mechanism produces a signal state that
prevents said pasition dAetelction module from freperting-said-information-about]

determining its position, but which allows other parts of said electronic device to

operate.
2. Cancel.
3. Cancel.
4.  An apparatus, comprising:

an electronic device having a position detection module therein which determines
a position of said electronic device and reports information indicative of said position of

said electronic device to a remote object; and

23
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an override control, which is actuated to prevent said position detection module
from reporting said information about its position, but which allows other parts of said
electronic device to operate;

wherein said override control includes a passive blocking element which is
attached to a portvion of said electronic device to block reception of information by said

position detection module.

5. An apparatus as in claim 4, wherein said position detection module is a
satellite positioning system médule, and said passive blocking element is an element
which blocks an antenna associated with said satellite positioning module from

receiving said information.

6. An apparatus, comprising:
an electronic device having a position detection module therein which determines

a position of said electronic device and reports information indicative of sald position of

said electronic device to a remote object;

an override control, which includes an actuating mechanism and which, in
response to'actuating of said actuating mechanism produces a signal state that
prevents said position detection module from reporting said information about its

position until a deactuation of said actuating mechanism, but which allows other parts of

said electronic device to operate; and

24
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wherein said override control includes a jamming element which produces
information that interferes with operation of said position detection module responsive to

said actuating, and stops producing sald information responsive to said deactuation.

7. An apparatus as in claim 6, wherein said information includes faise

information that provides false data to said position detection module.
8. Cancel.

10. An apparétus, comprising:
~an electronic device having a position detection module therein which determines

a position of said electronic device and reports information indicative of said position of
said electronic device to a remote object;

an override control, which is actuated to prevent said position detection module
from reporting said. information about its position, but which allows other parts of said
electronic device to operate; and

a privacy detection element, which tests whether said position detection module
will report unauthorized
information when requested;

wherein said privacy detection element includes an update function which
updates said privacy detection element to allow it to use different techniques to

determine said report of unauthorized information.
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11.  An apparatus as in claim 6 wherein said jamming element is connected to

receive electrical power from said electronic device.

12. Cancel.
13. Cancel.
14 . Cancel

17. A method of operating an electronic device, comprising:

allowing, in a first mode of operation, automatic reporting of a position of said
electronic device;

allowing a second mode of operation which prevents said automatic reporting of
said position of said electronic device; and

wherein said second mode of operation cbmprises attaching a passive reception

blocking device to said electronic device,

18.  {Amended) [A method as in claim 13] A method of operating an electronic

device, comprising:

enabling a first mode of operation in which automatic reporting of a position of

said electronic device is allowed; and
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responsive to a manual actuation of an actuating mechanism, disabling said

automatic reporting of said position of said electronic device and thereby preventing

reporting .of said position, wherein said second mode of operation comprises actively

21. A method, comprising:

operating a cellular phone in a first mode in which its position can be
automatically reported to a remote location; and

responsive to an actioh by a user of a specific type, operating said cellular phone
in @ second, privacy enhanced mode, in which cellular phone functions can be used to
place and/or receive calls, but its position can not be automatically reported to said

remote location.
22. A method as in claim 21, further comprising testing said celiular phone
while operating in said second, privacy enhanced mode, to determine whether privacy is

actually enhanced.

23. (Amended) [A method as in claim 22, further comprising] A method. comprising;

operating a cellular phone in a first mode in which its position can be

autofnatically reported to a remote location;

27
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responsive to an action by a user of a specific type, operating said cellular phone
in a second, privacy enhanced mode, in which celluiar phone functions can be used to

place and/or receive calls, but its position can not be automatically reported to said

remote location;

testing said cellular phone while operating in said second, privacy enhanced
mode, to determine whether privagy is actually enhanced: and

updating a way that said cellular phone carries out said testing.

24. A method as in claim 21, wherein said action by said user of the specified

type comprises actuating an actuation element on the cellular telephone.

25. (Amended) [An apparatus as in claim 1, ] An apparatus, comprising:

an electronic device having a position detection module therein which determines

a position of said electronic device and reports information indicative of said position of

said electronic device to a remote object: and

an override control, which includes a manual actuating mechanism and which, in

response to manual actuation of said actuating mechanism produces a signal state that

prevents said position detection module from reporting said information about its

position, but which allows other parts of said electronic device to operate, wherein said
override control operates in response to said manual actuation to produce a signal that
prevents said position detection module from reporting any information, in any mode of

said electronic device, until said manually deactuated.

28
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26.  An apparatus, comprising:
a portable télephone. including:
(1)  telephone electronics enabling telephone communication;
(2)  aposition detection module therein which enables determining a
position of said portable telephone as a determined position; and
(3)  areporting device which reports information indicative of said
determined position of said portable telephone to a remote object; and
a manually operable override control, associated with said portable telephone,
operating in response fo a'manual operation, to prevent said reporting device from
reporting any information indicative of the determined position, but allowing said

telephone electronics to continue to operate.

27.  An apparatus as in claim 26, wherein said override control prevents said

position detection module from determining said determined position.

28.  An apparatus as in claim 26, wherein said operating said override control
allows said position detection module to determine said determined position, but

prevents said reporting device from reporting said information indicative of said

determined position.

239. (Amended) [An apparatus as in claim 26,] An apparatus, comprising;

a portable telephone, Including:

(1) telephone electronics enabling telephone communication;

29
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(2) a position detection module therein which enables determining a

position of said portable telephone as a determined position; and

(3) a reporting device which reports information indicative of said

determined position of said portable telephone to a remote object; and

a manually operable override control, associated with said portable telephone,

operating in response to a manual operation, to prevent said reporting device from

reporting any information indicative of the determined position, but allowing said
telephone electronics to continue to operate; and

wherein said override control includes a jamming element which produces a

jamming signal, responsive to said override control, that prevents said reporting device

frem reporting said information indicative of said determined position.

30. An apparatus as in claim 26, wherein said position detection module

includes a satellite positioning system device.

31. An apparatus as in claim 26, wherein said override control includes a button.

32. An apparatus as in claim 31, wherein said override control produces an
enable signal state which enables the position detector to determine its position and

report that position to said remote object.

33. An apparatus as in claim 30, wherein said remote object includes a base

station associated with a telephone system.
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34. An apparatus as in claim 26, further comprising an indicator which indicates
whether the override control is in a state which prevents said reporting device from

reporting.

35. An apparatus as in claim 34, wherein said indicator includes an optical

indicator.

36. An apparatué as in claim 35, wherein said optical indicator includes an

indicator which can be selectively illuminated.

'37.An apparatus, comprising:

an electronic device having a first electronics module, and a position detection
module therein which determines a position of said electronic device and produces a
signal for reporting information indicative of said bosition of said electronic device to a
remote object; and

a position reporting control, which includes a manual control, which is manually
actuatable b)l/ a user, and which, in response to a first specified actuation by a user,
prevents any reporting of said information about position until a second specified
actuaﬁon by a user, but which allows said first electro nics module to continue to operate

after said first specified actuation and before said second specified actuation.
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38.  An apparatus as in ¢laim 37, wherein said manual control includes a
button which commands circuitry in said telephone to stop performing certain operations

when in a first state produced by said first specified actuation.

39. An apparalus as in claim 37, wherein said first specified actuation

prevents said position detection module from determining said determined position,

40. An apparatus as in claim 37, wherein said first specified actuation
prevents said position réperting device from reporting information indicative of the

determined position,

41, An apparatus as in claim 37, wherein said first electronics module includes

communication circuitry, which continues to operate after said first specified actuation.

42.  An apparatus as in claim 41, wherein said apparatus includes a portable
telephone, and said first electronics module includes circuitry associated with said
portable telephone, inciuding circuitry for communicating with a base station associated

with the telephone.

43. Anapparatus as in clairh 37, further compnising an indicator, which

indicates a state of said first specified actuation.

44.  An apparatus as in claim 43, wherein said indicator is an optical indicator.

32
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45.  An apparatus, comprising:

a cellular telephone, having a cellular electronics module, and al position
detection module which determines a position of said cellular telephone and produces a
signal for reporting information indicative of said position of said cellular telephone to a
remote object;

a position reporting control, which includes a manual control, which is manually
actuable by a user, and which, in response to a first specified actuation by a user,
prevents any repoﬁing éf said information about position until a second specified
actuation by a user, buf which allows said cellular electronics module to continue to
operate; and -

| an optical indicator, which produces an optical indication which indicates that
said first specified actuation has been carried out, and that a privacy enhanced mode

has been entered.

46. An apparatus as in claim 45, wherein said first specified actuation

prevents said position detection module from determining said determined position.

47.  An apparatus as in claim 45, wherein said first specified actuation
prevents a reporting device from reporting information indicative of the determined

position.

48. A method of operating a cellular telephone, comprising:

33
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allowing, in a first mode of operation, automatic reporting of a position of said
cellular telephone, and allowing communication between said cellular telephone and a
cellular telephone base station; and

responsive to a manual actuation, allowing a second mode of operation which
prevents any automatic reporting of said position of said cellular telephone, but which
still allows communications between said cellular telephone and said cellular telephone

base station.

49. A method'asin claim 48 wherein said automatic reparting in said first
mode of operation comprises automatic detection of a pasition of said electronic device
via satellite pqsitioning.

" 50. A method as in claim 49, wherein said second mode of operation prevents

said position module from detecting the position via satellite positioning.
51. A method as in claim 48, wherein said second mode of operation allows said
positlon module to detect a position via satellite positioning, but prevents reporting of

the detected position.

52. A method as in claim 48, further comprising indicating that said reporting is

blocked, using an optical indicator.

53. (Amended) [A method as In claim 50,] A method of operating a cellular

telephone, comprising:

34
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allowing, in a first mode of operation, automatic reporting of a position of said

cellular telephone, and allowing communication between said cellular telephone and a

cellular té!eghoge base station:

responsive to a manual actuation, allowing a second mode of operation which

prevents any automatic reporting of said position of said celiular telephone, but which

still allows communications between said cellular telephone and said cellular telephone

base station;

wherein said automatic reporting in said first mode of operation comprises

automatic detection of a position of said electronic device via satellite positioning:

wherein said second mode of operation prevents said position module from

detecting the position via satellite positioning; and

wherein said second mode of operatlon interferes with operation of satellite

positioning circuitry via jamming.

54. Cancel.
55. Cancel.
56. - Cancel.
57. Cancel.
58. Cancel,
59 Cangel.

60. (Amended)} [A method as in ¢claim 21,] A method, comprising:
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operating a cellular phone in a first mode in which its position can be

automatically reported to a remote location; and

responsive to an action by a user of a specific type, operating said cellular phone

in a second, privacy enhanced mode, in which cellular phone functions can be used to

place and/or receive calls, but its position can not be automatically reported to said

remote location; and

wherein said action by said user comprises attaching an external blocking device

to said cellular phone.

et e -

81. A method as in claim 24, further comprising, responsive to actuating said

actuating element, changing an electrical signal in a way which prevents said position

from being reported to said remote location.

62. A method as in claim 24, further comprising, responsive to acfuating said

actuating element, .interfering with said position being reported to said remote location.
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COMMISSIONER OF PATENTS AND TRADEMARKS
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event however, will the statutory period for the response expire later than six months from the date of the final rejection.
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O Appellant's Brief is due in accordance with 37 CFR 1.192(a).

A Applicant's response to the final rejection, filed _Z_"_é'_"_a__&___ has been considered with the following effect, but it is not deemed
to place the application in condition for allowance:

ha-The broposed amendments to the claim and /or specification will not be entered and the final rejection stands because:

a. @irh/ere is no convincing showing under 37 CFR 1.116(b) why the proposed amendment is necessary and was not earlier
presented.

b. hey raise new issues that would require further consideration and/or search. (See Note).
c. [] They raise the issue of new matter. (See Note).

d. [T] They are not deemed to place the application in bettet form for appeal by materially reducing or simplifying the issues for
appeal.

e. ] They present additional claims without cancelling a corresponding number of finally rejected claims.
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2. E/Newly proposed or amended claims __8__)_2_'2L__7\lould be aflowed if submitted in a separately filed amendment cancelling
the non-allowable claims.

3. [~Opon the filing an appeal, the proposed amendment (] will be entered [ not be entered and the status of the claims wil
be as follows:
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Claims objected to: N
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However;

(] Applicant's response has overcome the following rejection(s):

4. [ The affidavit, exhibit or request for reconsideration has been considered but does not overcome the rejection because

5. [[J The affidavit or exhibit will not be considered because applicant has not shown good and sufficent reasons why it was not earlier
presented.

] The proposed drawing correction [_] has (] has not'been approved by the examiner.
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Assistant Commissioner for Patents

Washington, DC 20231 o
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Sir:

Applicant hereby appeals to the Board of Pafent Appeals and Interferences from
the action dated February 27,.2002, finally rejecting claims 1-3, 8 12-14, 21, 22 and 24-
62. | ‘

The present application qualifies for small entity status under 37 C.F.R. § 1.27.

~ Please charge $160 to Deposit Account No. 50-1387 for the hotice of appeal fee.

Respectfully submitted,

Date: 3 / &/0 2 : C%W

~“Scott C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (858) 678-5082

CERTIFICATE OF FAX TRANSMISSION
I hereby cerlify that this correspondence and all marked

attachments are being facsimile transmitted to the Patent and
Trademark Office on the date shown below:

3-8 -0
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Assistant Commissioner for Patents
Washington, DC 20231

Attention: Petitions

PETITION FOR RECONSIDERATION OF AMENDMENT AFTER FINAL

Sir:

Applicant rejspec_tfully requests consideraﬁon of the amendment after final which
was originally filed on F_ebrruary 21, 2002. It is respectiully suggested that the indication
that the amendment represented "new issues” is in fact incorrect. It is also respectfully
suggested that this amendment reduces the issues on appeal, and puts the case in
better condition for appeal. Therefore, for these reasons, it is respectfully suggested
that this amendment should be entered after final.

Facts: An Amendment after Final was filed on February 21, 2002. This
amendment canceled many of the pending claims, and narrowed many of the other
claims according to limitations of dependent claims. On February 27, 2002 the Patent
Office mailed an Advisory Action, refusing to enter said amendment, stating that the
amendment raised "new issues". in the comments supporting new issues, the patent

office stated the "new issue: the amendment to claim 1". In fact, however, this

CERTIFICATE OF FAX TRANSMISSION
I hereby certify that this correspondence and
all marked attachments are being facsimile

transmitted to the Patent and Trademark Office
on the date shown below:
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amendment and the other comparable amendments in the case are not in fact a new
issue. Claim 1, prior to this amendment, stated that the override control prevented the
position detection module from reporting information about its position. Claims 2 and 3
specify different alternatives of how that was done. Claim 2 states that the override
control prevents the position detection module from determining its position. Claim 3
states that the override control is allowed to determine its position, but prevents the
override control from reporting it.

In the amendment, the limitations of claim 2 were incorporated into claim 1, and
both claims 2 and 3 are cance)ed. Specifically, the amendment stated that the position
detection module was p.rev‘ented from determining its position. This was merely an
incorporation of a depehdent claim into the respective independent claim. Therefore,
this was not a new issue; since the claim cdmbination was already present in the case.

| A notice of appeal Is being filed, and subsequently an appeal brief will be filed to
demonstrate the patentability of these claims. This amendment, however, narrows the
issues on appeal, and should be entered for that purpose AND because it does not
raise new issues. Accordingly, it is respectfully réquested that the amendment after

final should have been entered. Reversal of the refusal to enter this amendment is

requested.
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Below is a communication from the EXAMINER In charge of this application
COMMISSIONER OF PATENTS AND TRADEMARKS
ADVISORY ACTION

[P THE PERIOD FOR RESRONSE:

a) E/Jse-)aended-le-rmr_______.____ er-continues to run M_[ZL_ from the date of the final rejection

b) 7] expires three months from the date of the final rejection or as of the mailing date of this Advisory Action, whichever is later. In no
event however, will the statutory period for the response expire later than six months from the date of the final rejection.

Any extension of time must be obtained by filing a petition under 37 CFR 1.136(a), the proposed response and the appropriate fee.
The date on which the response, the petition , and the fee have been filed is the date of the.response and also the date for the
purposes of determining the period of extension and the corresponding amount of the fee. Any extension fee pursuant to 37 CFR
1.17 will be calculated from the date of the originally set shortened statutory period for response or as set forth in b) above.

O Appellant's Brief is due in accordance with 37 CFR 1. 192(a).

@'Applicant‘s response to the final rejection, filed 'Z ' a & has been considered with the following effect, but it is not deemed
to place the application in condition for allowance:

1. [{]Ffie proposed amendments to the claim and /or specification will not be entered and the final rejection stands because:

a. [E’ﬁ'aere is no convincing showing under 37 CFR 1.116(b) why the proposed amendment is necessary and was not earlier
presented.

b. hey raise new issues that would require further consideration and/or search. (See Note).
¢. [] They raise the issue of new matter. (See Note).

d.[[] They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal.

e. [} They present additional claims without cancelling a corresponding number of finally rejected claims.

e Ao loh b Y Ao
2. Q’Newly proposed or amended clalms a 2'3 & ﬂdﬁ ’?dhwepf submitted in a separately filed amendment cancelling

the non-allowable claims.

3. [”Upon the filing an appeal, the proposed amendment [] will be entered [34*Will not be entered and the status of the claims will
be as follows:

Claims allowed: 4/"7./01// )7
C|:;2: ob?::jed to: 5 ” 24»3 z

/&
Claims rejected: #L&#M,LL}_L; ) Z 4—.@ é 2-

However;

[C] Applicant's response has overcome the following rejection(s):

4. [] The affidavit, exhibit or request for reconsideration has been considered but does not overcome the rejection because

5. [] The affidavit or exhibit will not be considered because applicant has not shown good and sufficent reasons why it was not earlier
presented.

[[] The proposed drawing correction [ ] has [] has not been approved by the examiner.
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AMENDMENT AFTER FINAL
Sir;
In response to the Official Action dated December 21 , 2001, in the above-

referenced case, kindly amehd the application as follows.

RECEIVED

In_the Claims: MAY 2 1 2002

GROUPS@W)
2428 50-5%
Y * o4/
4% Cancel claims 1-3, 8, 12-14, 21, 22,7;24—5275,4-59 and 61, 62.

The pending claims are as follows (no claims are changed)

S~
~
im}@\ [@ An apparatus, comprising:
Fox 0 703-872-135 7
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an electronic device having a position detection module therein which determines
a position of said electronic device and reports informaﬁon indicative of said position of
said electronic device fo a remote object; and

an override control, which is actuated to prevent said position detection module
from reporting said information about its position, but which allows other parts of said
electronic device to operate;

wherein said override control includes a passive blocking element which is

/ \ attached to a portion of said electronic device to block reception of information by said

& & position detection module.

,b" An apparatus as in claim / wherein said position detection module is a
satellite positioning system module, and said passive blocking element is an element
which blocks an antenna associated with said satellite positioning module from
receiving said information.

,é. An épparatus. comprising:

an electronic device having a position detection moduie therein which determines
a position of said electronic device and reports information indicative of said position of

said electronic device to a remote object;
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an override control, which includes an actuating mechanism and which, in
response to actuating of said actuating mechanism produces a signal state that
prevents said position detection module from reporting said information about its
position until a deactuation of said actuating mechanism, but which allows other parts of
said electronic device to operate; and

wherein said override control includes a jamming element which produces
information that interferes with operation of said position detection module responsive to

said actuating, and stops producing said information responsive to said deactuation.

‘j
. An appafatus as in claim §, wherein said information includes false

information that provides false data to said position detection module.

(e@ An apparatus, comprising:

an electronic device having a position detection module therein which determines
a position of said electronic device and reports linformation indicative of said position of
said electronic device to a remote object;

an override control, which is actuated to prevent said position detection module
from reporting said information about-its position, but which allows other parts of said
electronic device fo operate; and

a privacy detection element, Which tests whether said position detection module
will report unauthorized

information when requested;
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wherein said privacy detection element includes an update function which
updates said privacy detection element to allow it to use different techniques to
determine said report of unauthorized information.

)4. An apparatus as in claim}{wherein said jamming element is connected to

receive electrical power from said electronic device.

% A method of operating an electronic device, comprising:

allowing, in a first fhode of operation, automatic reporting of a position of said
electronic device;

allowing a second mode of operation which prevents said automatic reporting of
said position of said electronic device; and

wherein said second mode of operation comprises attaching a passive reception

blocking device to said electronic device.

A method of operating an electronic device, comprising:
enabling a first mode of operation in which automatic reporting of a position of
said electronic device is allowed; and |
| responsive to a manual actuation of an actuating mechanism, disabling said
automatic reporting of said position of said electronic device and thereby preventing
reporting of said position, wherein said second mode of operation comprises actively

jamming a position detection operation.
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P

@ (Ahended) A method, comprising:
‘ o'peréting a cellular phone in a first mode in which its position can be
automatically reported to a remote location;
. . responsive to an action by a user of a specific type, operating said cellular phone
W in a second, privacy enhanced mode, in which cellular phone functions can be used to
place and/or receive calls, but its position can not be automatically reported to said
remote location;
testing‘said cellular phone while operating in said se@nd, privacy enhanced
mode, to determine whether privacy is actually enhanced; and

updating a way that said cellular phone carries out said testing.

“An apparatus, comprising:
a portable telephone, including:
(1)  telephone electronics enabling telephone communication;
/ (2)  a position detection module therein which enables determining a
/ O) position of said portable telephone as a determined position; and
V (3)  areporting device which reports information indicative of said
determined position of said portable telephone to a remote object; and
a manually operable override control, associated with said portable telephone,
operating in response to a manual operatibn, to prevent said reporting device from

reporting any information indicative of the determined position, but allowing said

telephone electronics to continue to operate; and
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AN

3) wherein said override control includes a jamming element which produces a

o

. from reporting said information indicative of said determined position.

jamming signal, responsive to said override control, that prevents said reparting device

‘é@'@ A method of operating a cellular telephone, comprising:
allowing, in a first mode of operation, automatic reporting of a position of said
cellular telephone,-and allowing communication between said cellular telephone and a
cellular telephane base station;
kp responsivé to a manual actuation, allowing a second mode of operation which
Q/ prevents any automatié reporting of said position of said cellular telephone, but which
still allows communications between said celiular telephone and said cellular telephone
base station;
wherein said automatic reporting in said first mode of operation comprises
automatic detection of a pasition of said electronic device via satellite ﬁositioning;
wherein said second mode of operation prevents said position module from
detecting the position via satellite positioning; and
wherein said second mode of operation interferes with aperation of. satellite

positioning circuitry via jamming.

g A method, comprising:

operating a cellular phone in a first mode in which its position can be

« automatically reported to a remote location; and

Q\

-
1
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responsive to an action by a user of a specific type, operating said cellular phone
/ d \» in a second, privacy enhanced mode, in which cellular phone functions can be used to
V SJ place and/or receive calls, but its position can not be automatically reported to said
| Qﬁ remote location; and

wherein said action by said user comprises attaching an external blocking device

fo said cellular phone.

//'” i REMARKS
Reconsideration and allowance of the above referenced application are
&» respectfully requésted. The indication that claims 4-7, 10, 11 and 17 are allowed and
that claims 18,23, gg 53 and 60 would be allowable if resubmitted, is appreciatively

noted. All of these claims are retained, and all other claims are cancelled in favor of a

continuation application. Since all currently-pending claims are indicated as aliowable,
this should obviate all issues remaining in the case.

- Therefore, in view of the above amendments and remarks, all of the claims
should be in condition for allowance. A formal notice to that effect is respectfully

solicited.
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If there are any other charges, or any credits, please apply them to Deposit

Account No. 50-1387.

Respectful_l\y submitted,

Date: S:// ZZC prs ,7‘4&//, / :

Scott C. Harris
Reg. No. 32,030

Customer No. 23844

Scott C. Harris, Esq.

P.O. Box 927649

San Diego, CA 92192
Telephone: (619) 823-7778
Facsimile: (858)678-5082
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PROSECUTION ON THE MERITS IS CLOSED, THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
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maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PTO/SB/47) attached. Use of a Customer Number is required. registered patent attomeys or agents. If no name 3
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(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
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4a, The following fee(s) are enclosed: 4b. Payment of Fee(s):
Q Issue Fee Q A check in the amount of the fee(s) is enclosed.
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BOX ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231
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RESPONSE TO NOTICE OF ALLOWANCE

In response to the Notice of Allowance mailed May 29, 2002, enclosed are a
completed issue fee transmittal form PTOL-85b, two sheets of formal drawings and a

check for $670 for the required fee, including patent copies.
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Scott C. Harris
Reg. No. 32,030

- Customer No. 23844
Scott C. Harris, Esq.
P.O. Box 927649
San Diego, CA 92192
(619) 823-7778
(877) 690-9836

CERTIFICATE OF MAILING BY FIRST CLASS MAIL
I hereby certify that this correspondence is being deposited with the
United States Postal Service as first class mail with sufficient postage on
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for Patents, Washington, D.C. 20231.
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POSITION PRIVACY IN AN ELECTRONIC
DEVICE

BACKGROUND

The present invention defines a system for enhancing a
privacy in enhancement in an electronic device with auto-
matic position location detection.

Modern electronic devices often include automatic posi-
tion location detection technology. For example, the modern
cellular phone may include a satellite positioning system
such as a GPS device. Other cellular phones, referred to as
a WAP phones, also automatically keep track of the users
position.

FIG. 1 shows an electronic device, which can be a wap
phone, regular cellular phone, or any other electronic device
100. The device is shown with electronic circuitry including
electronic processor 110 which processes signals from both
GPS device 115, and from a codec 120. The processor also
controls an RF device 125.

The electronic device automatically determines its posi-
tion. In this embodiment, it does so by communicating with
a constellation of global position detecting satellites 130, for
automatic determination of position. The electronic device
may also communicate with the server 140, such as to a base
station. The electronic device may communicate its deter-
mined position to the server. This may be done, for example,
for emergency purposes. In the case of a WAP device, this
may be done simply to monitor the position of the cellular
phone. The server may output the position, shown as 150.

SUMMARY

The present application defines a device which enhances
privacy in such a system. Specifically, the present applica-
tion teaches a device which selectively prevents the elec-
tronic device from transmitting its position. This hence
allows selection of an enhanced privacy mode.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other aspects of the invention will be described
in detail with reference to the accompanying drawings,
wherein:

FIG. 1 shows are block diagram of an electronic device
with a built-in automatic position location detection system;

FIG. 2 shows a first embodiment of a privacy enhancing
device for an electronic element;

FIGS. 3A and 3B show a passive version of the privacy
enhancing device using an RF blocking technique; and

FIG. 4 shows an active jammer device which actively
produces a signal to prevent the reporting of position.

DETAILED DESCRIPTION

The first embodiment is shown in FIG. 2. In this
embodiment, the electronic device is a portable telephone
such as a cellular phone. However, it should be understood
that other electronic devices, such as computers, personal
digital assistants, or any other device which is capable of
communicating in any way, may use similar techniques to
those disclosed herein.

Aportable phone 200 has a normal user interface 205, and
other structure such as display, etc. The device also includes
a positioning device 210. In this embodiment, a position
detection block control 220 is provided. This is an actuation
mechanism, such as a button which can be pressed to
deactivate the function of the positioning device 210. The
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unit’s normal position forms an enable signal 225 which
enables the position detector 210, allowing the position
detector to determine its position, and report that position to
a remote source, such as a base station. When the button is
in its override position, an indicator 225 is illuminated,
indicating the privacy mode has been entered. In this
privacy-enhanced state, the enable signal is removed,
thereby preventing position detector 210 from reporting its
position.

A concern, however, is that some users, either hackers or
others with more aura of authority, may use this system in
a way which determines position surreptitiously, e.g., even
when the button is placed on override. For example, law-
enforcement officials might use this system to keep track of
someone without their knowledge. One way to do this might
be to fake an emergency call or the like. Doing this,
however, may have serious privacy implications.

If a manufacturer includes a “back door” into the system,
that “back door” might be used to determine the position of
a person, without their authority or knowledge.

A test module 250 can be used to test the degree of privacy
associated with the electronic device. This test module is
connectable to the server 260. It also runs a software layer
255 which can be updated via channel 270, e.g., over the
Internet. The test module 250, in operation, communicates
with a service over the internet. The service employs experts
to research and store the latest and most up-to-date way of
improperly obtaining position in such a system. This is
available via update 270 from the Internet. This may be
carried out as a subscription service, in a similar way to the
operations currently done to update virus definitions. The
Internet returns ways of hacking the position detection
prevention, which can hence be used by the test module to
evaluate the privacy provided by the actuation 220.

The test module sends a request for position location to
the phone 200, using the best available techniques. The
phone returns information, and this information is evaluated
by the server 260. Server 260 returns an evaluation of the
operation to the test module 250. This can provide a user
with an indication of the level of privacy they have obtained.

Another embodiment is shown in FIGS. 3A and 3B. This
embodiment may be most usable with a satellite positioning
system in a telephone. In this kind of phone, both sets of
electronics—the GPS and the codec—may use a common
processor. However, a GPS system often requires a separate
antenna shown as 300. The separate antenna may be very
sensitive to reception. For example, while cellular tele-
phones can often be used indoors, corresponding GPS
devices may not be usable in the same situations. Moreover,
each separate telephone type will have a GPS antenna 300
placed in a specified location. There are relatively few
telephone types in common use, usually less than 50 types.
This system finds, for each telephone type, where the GPS
antenna will be placed. The device 350 is made of an RF
absorbing or reflecting material such as metal. The device is
also made in way which allows it to be temporarily attached
to the telephone, e.g., by clipping on to the phone. For
example, the device may fit on both sides of the telephone
310 and 320 and wrap around the telephone to cover areas
adjacent the antenna on both of the surfaces. The cover 350
covers both sides of the antenna 300, and therefore prevents
GPS operation while the cover is clamped into place. In this
way, privacy can be effectively temporarily enhanced. FIGS.
3A and 3B show two different places where the shield could
be attached; but it should be understood that the shield could
be attached in many different places.
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One of the stated uses of GPS in a portable phone is for
use in an emergency. When the user dials 911, the GPS
device allows the emergency authorities to determine the
user’s precise location. In order to allow this, the cover can
be maintained in place during all operations other than
emergencies. During emergencies, the cover can be
removed. But once the cover is removed, the position of the
electronic device can be automatically detected, as usual.
The system of FIGS. 3A and 3B may not work with
certain phones. An alternative system is shown in FIG. 4. In
this phone, an active jammer module 400 is provided. The
jammer module either supplants or fools the system into
obtaining false position information. For example, the jam-
mer module may provide false satellite information, e.g.,
indicating a false satellite position.
Satellite positioning system information is often provided
in broad spectrum noise. The jammer 400 may produce
broad spectrum noise, which includes information indicative
of three satellites, but which is transmitted at a sufficiently
low power to be receivable only at a very short range. In the
system of FIG. 4, the jammer can also be attached using
attachment clips 404. The attachment can place the trans-
mitter of the jammer in close proximity with the satellite
positioning system antenna.
The jammer information can produce outputs that indicate
a false location, for example. Similar operations can be
carried out with WAP phones. In a WAP phone, for example,
the system may override the carrier, or tell the carrier false
information about where the phone is located. This may
include providing false triangulation information into the
system or the like.
Other modifications are possible and are within the dis-
closed invention.
What is claimed is:
1. An apparatus, comprising:
an electronic device having a position detection module
therein which determines a position of said electronic
device and reports information indicative of said posi-
tion of said electronic device to a remote object; and

an override control, which is actuated to prevent said
position detection module from reporting said informa-
tion about its position, but which allows other parts of
said electronic device to operate.

wherein said override control includes a passive blocking

element which is attached to a portion of said electronic
device to block reception of information by said posi-
tion detection module.

2. An apparatus as in claim 1, wherein said position
detection module is a satellite positioning system module,
and said passive blocking element is an element which
blocks an antenna associated with said satellite positioning
module from receiving said information.

3. An apparatus, comprising:

an electronic device having a position detection module

therein which determines a position of said electronic
device and reports information indicative of said posi-
tion of said electronic device to a remote object;

an override control, which includes an actuating mecha-

nism and which, in response to actuating of said
actuating mechanism produces a signal state that pre-
vents said position detection module from reporting
said information about its position until a deactuation
of said actuating mechanism, but which allows other
parts of said electronic device to operate; and
wherein said override control includes a jamming element
which produces information that interferes with opera-
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tion of said position detection module responsive to
said actuating, and stops producing said information
responsive to said deactuation.

4. An apparatus as in claim 3, wherein said information
includes false information that provides false data to said
position detection module.

5. An apparatus as in claim 3 wherein said jamming
element is connected to receive electrical power from said
electronic device.

6. An apparatus, comprising:

an electronic device having a position detection module

therein which determines a position of said electronic
device and reports information indicative of said posi-
tion of said electronic device to a remote object;

an override control, which is actuated to prevent said

position detection module from reporting said informa-
tion about its position, but which allows other parts of
said electronic device to operate; and

a privacy detection element, which tests whether said

position detection module will report unauthorized
information when requested;

wherein said privacy detection element includes an update

function which updates said privacy detection element
to allow it to use different techniques to determine said
report of unauthorized information.

7. A method of operating an electronic device, compris-
ing:

allowing, in a first mode of operation, automatic reporting

of a position of said electronic device;

allowing a second mode of operation which prevents said

automatic reporting of said position of said electronic
device; and

wherein said second mode of operation comprises attach-

ing a passive reception blocking device to said elec-
tronic device.

8. A method of operating an electronic device, compris-
ing:

enabling a first mode of operation in which automatic

reporting of a position of said electronic device is
allowed; and

responsive to a manual actuation of an actuating

mechanism, disabling said automatic reporting of said
position of said electronic device and thereby prevent-
ing reporting of said position, wherein said second
mode of operation comprises actively jamming a posi-
tion detection operation.

9. A method comprising:

operating a cellular phone in a first mode in which its

position can be automatically reported to a remote
location;

responsive to an action by a user of a specific type,

operating said cellular phone in a second, privacy
enhanced mode, in which cellular phone functions can
be used to place and/or receive calls, but its position
can not be automatically reported to said remote loca-
tion;

testing said cellular phone while operating in said second,

privacy enhanced mode, to determine whether privacy
is actually enhanced; and

updating a way that said cellular phone carries out said

testing.

10. An apparatus, comprising:

a portable telephone, including:

(1) telephone electronics enabling telephone commu-
nication;
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(2) a position detection module therein which enables
determining a position of said portable telephone as
a determined position; and
(3) areporting device which reports information indica-
tive of said determined position of said portable
telephone to a remote object; and
amanually operable override control, associated with said
portable telephone, operating in response to a manual
operation, to prevent said reporting device from report-
ing any information indicative of the determined
position, but allowing said telephone electronics to
continue to operate; and
wherein said override control includes a jamming element
which produces a jamming signal, responsive to said
override control, that prevents said reporting device
from reporting said information indicative of said
determined position.
11. A method of operating a cellular telephone, compris-
ing:
allowing, in a first mode of operation, automatic reporting
of a position of said cellular telephone, and allowing
communication between said cellular telephone and a
cellular telephone base station;
responsive to a manual actuation, allowing a second mode
of operation which prevents any automatic reporting of

Page 223 of 251

20

6

said position of said cellular telephone, but which still
allows communications between said cellular tele-
phone and said cellular telephone base station;

wherein said automatic reporting in said first mode of
operation comprises automatic detection of a position
of said electronic device via satellite positioning;

wherein said second mode of operation prevents said
position module from detecting the position via satel-
lite positioning; and

wherein said second mode of operation interferes with
operation of satellite positioning circuitry via jamming.

12. A method, comprising:

operating a cellular phone in a first mode in which its
position can be automatically reported to a remote
location; and

responsive to an action by a user of a specific type,
operating said cellular phone in a second, privacy
enhanced mode, in which cellular phone functions can
be used to place and/or receive calls, but its position
can not be automatically reported to said remote loca-
tion; and

wherein said action by said user comprises attaching an
external blocking device to said cellular phone.
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POSITION PRIVACY IN AN ELECTRONIC DEVICE

Background
The present invention defines a system for enhancing a
5 privacy in enhancement in an electronic device with automatic
position location detection.

Modern electronic devices often include automatic position
location detection technology. For example, the modern cellular
phone may include a satellite positioning system such as a GPS
device. Other cellular phones, referred to as a WAP phones, also

automatically keep track of the users position.

Figure 1 shows an electronic device, which can be a wap
phone, regular cellular phone, or any other electronic device

100. The device is shown with electronic circuitry including

electronic processor 110 which processes signals from both GPS
device 115, and from a codec 120. The processor also controls an
RF device 125.
The electronic device automatically determines its position.
In this embodiment, it does so by communicating with a
20 constellation of global position detecting satellites 130, for
automatic determination of position. The electronic device may

also communicate with the server 140, such as to a base station.
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The electronic device may communicate its determined position to
the server. This may be done, for example, for emergency
purposes. In the case of a WAP device, this may be done simply
to monitor the position of the cellular phone. The server may

5 output the position, shown as 150.

Summary
The present application defines a device which enhances
privacy in such a system. Specifically, the present application
teaches a device which selectively prevents the electronic device

from transmitting its position. This hence allows selection of

an enhanced privacy mode.

Brief Description of the Drawings

These and other aspects of the invention will be described

in detail with reference to the accompanying drawings, wherein:
Figure 1 shows are block diagram of an electronic device
with a built-in automatic position location detection system;
Figure 2 shows a first embodiment of a privacy enhancing
20 device for an electronic element;
Figures 3A and 3B show a passive version of the privacy

enhancing device using an RF blocking technique; and
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Figure 4 shows an active jammer device which actively

produces a signal to prevent the reporting of position.

Detailed Description

5 The first embodiment is shown in Figure 2. In this
embodiment, the electronic device is a portable telephone such as
a cellular phone. However, it should be understood that other
electronic devices, such as computers, personal digital
assistants, or any other device which is capable of communicating
in any way, may use similar techniques to those disclosed herein.

A portable phone 200 has a normal user interface 205, and

other structure such as display, etc. The device also includes a
positioning device 210. In this embodiment, a position detection
block control 220 is provided. This is an actuation mechanism,

such as a button which can be pressed to deactivate the function

of the positioning device 210. The unit’s normal position forms
an enable signal 225 which enables the position detector 210,
allowing the position detector to determine its position, and
report that position to a remote source, such as a base station.
20 When the button is in its override position, an indicator 225 is
illuminated, indicating the privacy mode has been entered. In

this privacy-enhanced state, the enable signal is removed,
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thereby preventing position detector 210 from reporting its
position.
A concern, however, 1is that some users, either hackers or
others with more aura of authority, may use this system in a way
5 which determines position surreptitiously, e.g., even when the
button is placed on override. For example, law-enforcement
officials might use this system to keep track of someone without
their knowledge. One way to do this might be to fake an
emergency call or the like. Doing this, however, may have
serious privacy implications.
If a manufacturer includes a “back door” into the system,
that “back door” might be used to determine the position of a
person, without their authority or knowledge.
A test module 250 can be used to test the degree of privacy

associated with the electronic device. This test module is

connectable to the server 260. It also runs a software layer 255
which can be updated via channel 270, e.g., over the Internet.
The test module 250, 1in operation, communicates with a service
over the internet. The service employs experts to research and
20 store the latest and most up-to-date way of improperly obtaining
position in such a system. This is available via update 270 from

the Internet. This may be carried out as a subscription service,
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in a similar way to the operations currently done to update virus
definitions. The Internet returns ways of hacking the position
detection prevention, which can hence be used by the test module
to evaluate the privacy provided by the actuation 220.
5 The test module sends a request for position location to the
phone 200, using the best available techniques. The phone
returns information, and this information is evaluated by the
server 260. Server 260 returns an evaluation of the operation to
the test module 250. This can provide a user with an indication
of the level of privacy they have obtained.

Another embodiment is shown in Figures 3A and 3B. This

embodiment may be most usable with a satellite positioning system
in a telephone. In this kind of phone, both sets of electronics
-- the GPS and the codec -- may use a common pProcessor.

However, a GPS system often requires a separate antenna shown as

300. The separate antenna may be very sensitive to reception.
For example, while cellular telephones can often be used indoors,
corresponding GPS devices may not be usable in the same
situations. Moreover, each separate telephone type will have a
20 GPS antenna 300 placed in a specified location. There are
relatively few telephone types in common use, usually less than

50 types. This system finds, for each telephone type, where the
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GPS antenna will be placed. The device 350 is made of an RF
absorbing or reflecting material such as metal. The device is
also made in way which allows it to be temporarily attached to
the telephone, e.g., by clipping on to the phone. For example,
5 the device may fit on both sides of the telephone 310 and 320 and
wrap around the telephone to cover areas adjacent the antenna on
both of the surfaces. The cover 350 covers both sides of the
antenna 300, and therefore prevents GPS operation while the cover
is clamped into place. In this way, privacy can be effectively
temporarily enhanced. Figures 3A and 3B show two different

places where the shield could be attached; but it should be

understood that the shield could be attached in many different
places.
One of the stated uses of GPS in a portable phone is for use

in an emergency. When the user dials 911, the GPS device allows

the emergency authorities to determine the user’s precise
location. 1In order to allow this, the cover can be maintained in
place during all operations other than emergencies. During
emergencies, the cover can be removed. But once the cover is

20 removed, the position of the electronic device can be
automatically detected, as usual.

The system of figures 3A and 3B may not work with certain
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phones. An alternative system is shown in figure 4. In this

phone, an active jammer module 400 is provided. The Jjammer

module either supplants or fools the system into obtaining false

position information. For example, the jammer module may provide
5 false satellite information, e.g., indicating a false satellite
position.

Satellite positioning system information is often provided
in broad spectrum noise. The Jjammer 400 may produce broad
spectrum noise, which includes information indicative of three
satellites, but which is transmitted at a sufficiently low power

to be receivable only at a very short range. In the system of

;m figure 4, the jammer can also be attached using attachment clips
404. The attachment can place the transmitter of the jammer in
close proximity with the satellite positioning system antenna.

The jammer information can produce outputs that indicate a

false location, for example. Similar operations can be carried
out with WAP phones. In a WAP phone, for example, the system may
override the carrier, or tell the carrier false information about
where the phone is located. This may include providing false
20 triangulation information into the system or the like.
Other modifications are possible and are within the

disclosed invention.
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What is claimed is:

1 1. An apparatus, comprising:
2 an electronic device having a position detection module
3  therein which determines a position of said electronic device and
4 reports information indicative of said position of said
electronic device to a remote object; and

an override control, which is actuated to prevent said
position detection module from reporting said information about

its position, but which allows other parts of said electronic

device to operate.

2. An apparatus as in claim 1, wherein said actuating said

override control prevents said position detection module from

3 determining its position.

1 3. An apparatus as in claim 2, wherein said actuating said
92 override control allows said position detection module to
3 operate, but prevents said position detection module from

4 reporting said information.
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1 4. An apparatus as in claim 1 wherein said override
2  control is a passive blocking element which is clipped to a
3 portion of said electronic device to blocks reception of

4 information by said position detection module.

1 5. An apparatus as in claim 4, wherein said position
2 detection module is a satellite positioning system module, and
said passive blocking element is an element which blocks an
antenna associated with said satellite positioning module from

receiving said information.

6. An apparatus as in claim 1 wherein said override
control is a jamming element and which produces information that

interferes with operation of said position detection module.

1 7. An apparatus as in claim 6, wherein said information is
2 false information that provides false data to said position

3 detection module.
1 3. An apparatus as in claim 1 wherein said override

2 control is a button which commands circuitry in said telephone to

3 stop certain operations.
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1 9. An apparatus as in claim 1, further comprising a
2 privacy detection element, which tests whether said position
3  detection module will report unauthorized information when

4 requested.

1 10. An apparatus as in claim 9 wherein said privacy
7 detection element includes an update function which updates said
privacy detection element to allow it to use different techniques

to determine said report of unauthorized information.

11. An apparatus as in claim 6 wherein said jamming element

is connected to receive electrical power from said electronic

device.

12. An apparatus as in claim 1 wherein said electronic

2 device is a portable telephone.

1 13. A method of operating an electronic device, comprising:
2 allowing, in a first mode of operation, automatic reporting
3 of a position of said electronic device; and

4 allowing a second mode of operation which prevents said

5 automatic reporting of said position of said electronic device.

10
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14. A method as in claim 13 wherein said automatic

detection comprises detection via satellite positioning.

15. A method as in claim 13 wherein said wherein said
electronic device is a portable phone, and said automatic

detection comprises detection via WAP technigques.

16. A method as in claim 13, wherein said second mode of
operation comprises an operation which is selected via an

actuation mechanism.

17. A method as in claim 13 wherein said second mode of
operation comprises attaching a passive reception blocking device

to saild electronic device.

18. A method as in claim 13 wherein said second mode of
operation comprises actively jamming a position detection

operation.

19. A method as in claims 13, further comprising providing
a device which tests whether said automatic reporting is

operating.

11
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1 20. A method as in claim 19, further comprising updating a

2 way that said device tests the automatic detection.

1 21. A method, comprising:

2 operating a cellular phone in a first mode in which its

3 position can be automatically reported to a remote location; and
4 operating said cellular phone in a second, privacy enhanced
mode, in which cellular phone functions can be used, but its
position can not be automatically reported to said remote

location.

12
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Abstract
A privacy enhancement device for electronic device such as a
cellular telephone. In one mode, the cellular telephone operates
in its normal mode, whereby its position can be detected by
5 either wap techniques or by GPS techniques. 1In a second mode of
operation, the wap/GPS operation is overridden, so that the

position cannot be detected.

13
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COMBINED DECLARATION AND POWER OF ATTORNEY
As a below named inventor, I hereby declare that:
My residence, post office address and citizenship are as stated below next to my name,

I believe I am the original, first and sole inventor (if only one name is listed below) or an original, first and
joint inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is
sought on the invention entitled POSITION PRIVACY IN AN ELECTRONIC DEVICE, the specification of which:

[x] is attached hereto.

[]  was filed on as Application Serial No. and was amended
on .
[1  was described and claimed in PCT International Application No. filed on

and as amended under PCT Article 19 on

I hereby state that I have reviewed and understand the contents of the above-identified specification,
including the claims, as amended by any amendment referred to above.

T acknowledge the duty to disclose all information I know to be material to patentability in accordance with
Title 37, Code of Federal Regulations, §1.56.

1 hereby claim the benefit under Title 35, United States Code, §119(e)(1) of any United States provisional
application(s) listed below:

U.S. Serial No. Filing Date Status

I hereby claim the benefit under Title 35, United States Code, §120 of any United States application(s)
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States application in the manner provided by the first paragraph of Title 35, United States Code, §112,1
acknowledge the duty to disclose all information I know to be material to patentability as defined in Title 37, Code
of Federal Regulations, §1.56(a) which became available between the filing date of the prior application and the
national or PCT international filing date of this application:

U.S. Serial No. Filing Date Status

1 hereby claim foreign priority benefits under Title 35, United States Code, §119 of any foreign
application(s) for patent or inventor’s certificate or of any PCT international application(s) designating at least one
country other than the United States of America listed below and have also identified below any foreign application
for patent or inventor’s certificate or any PCT international application(s) designating at least one country other than
the United States of America filed by me on the same subject matter having a filing date before that of the
application(s) of which priority is claimed:

Country Application No. Filing Date Priority Claimed
[1Yes [1No
{1 Yes [1No
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| Combined Declaration and Power of Attorney
Page 2 of 2 Pages

Address all telephone calls to SCOTT C. HARRIS at telephone number (619) §23-7778.
Address all correspondence to SCOTT C. HARRIS at:

Customer No. 23844

Scott C. Harris

P.O. Box 927649

San Diego, CA 92192-7649

I'hereby declare that all statements made herein of my own knowledge are true and that all statements
made an information and belief are believed to be true; and further that these statements were made with the
knowlddge that willful false statements and the like so made are punishable by fine or imprisonment, or both, under

Sectiort 1001 of Title 18 of the United States Code and that such willful false statements may jeopardize the validity
of the épplication or any patents issued thereon,

Full Name of Inventor:  Scott C. Harris

Inventor’s Signature: %MM Date: / 0{// lf/ /0 o)

/3'ﬂ9'Cerros Redondos, Rancho Santa Fe, CA 92067
Residence Address:

Citizenship: USA

Post Office Address: P.0. Box 927649, San Diego, CA 92192
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