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APPLICATION DATA SHEET 

Application Information 

Application Number:: 

Filing Date:: 

Application Type: : 

Subject Matter:: 

Suggested Classification:: 

Suggested Group Art Unit:: 

REGULAR 

UTILITY 

CD-ROM or CD-R:: NONE 

Number of Disks:: 

Number of copies of CDs:: 

Sequence Submission:: 

Computer Readable Form (CRF) :: NO 

Number of Copies of CRF:: 

Title:: 

Attorney Docket Number:: 

METHODS AND APPAI&TUS FOR 

DEALING WITH .MALWARE 

339000-000013 

Request for Early Publication:: NO 

Request for Non-Publication:: NO 

Suggested Drawing Figure:: 

Total Drawing Sheets:: 

Small Entity: : 

Latin Name:: 

Variety Denomination Name:: 

Petition Included:: 

Petition Type:: 

Licensed US Govt. Agency:: 

Contract of Grant Numbers:: 

3 

NO 

NO 

Secrecy Order in Parent Appln. : : NO 
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APPLICANT INFORMATION 

Applicant Authority Type:: 

Primary Citizenship Country:; 

Status:: 

Given Name: : 

Middle Name:: 

Family Name: : 

Name Suffix:: 

City of Residence:: 

State or Province of 

Residence; 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name:: 

Middle Name:: 

Family Name:: 

Name Suffix:: 

City of Residence:: 

HST\4150332(1. l 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

MELVYN 

MORRIS 

TURNDITCH 

DERBYSHIRE 

UNITED KINGDOM 

REDMIRE GAP 

INTAKE LANE 

TURNDITCH 

DERBYSHIRE 

UNITED KINGDOM 

DE58 2LU 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

PAUL 

STUBBS 

WYBOSTON 
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State or Province of 

Residence: : 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name: : 

Middle Name: : 

Family Name: : 

Name Suffix:: 

City of Residence:: 

State or Province of 

Residence: : 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

EAST\4 l 503320.1 

BEDFORDSHIRE 

UNITED KINGDOM 

7 ROOKERY RO.W 

WYBOSTON 

BEDFORDSHIRE 

UNITED KINGDOM 

MK44 3AX 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

MARKUS 

HARTWIG 

MILTON KEYNES 

BUCKINGHAMSHIRE 

UNITED KINGDOM 

EXCHft..NGE HOUSE 

494 MIDSUMMER BLVD. 

MILTON KEYNES 

BUCKINGHAMSHIRE 

UNITED KINGDOM 
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Postal or Zip Code of mailing 

address:: 

Applicant. Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name: : 

Middle Name : : 

Family Na.me: : 

Name Suffix:: 

City of Residence:: 

State or Province of 

Residence: : 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

CORRESPONDENCE INFORMATION 

CORRESPONDENCE NUMBER:: 

PHONE NlJMBER:: 

FAX NlJMBER: : 

E-MAIL ADDRESS:: 

EAST\4I503320.1 

MK9 2EA 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

DARREN 

HARTER 

HUCCLECOTE 

GLOUCESTERSHIRE 

UNITED KINGDOM 

178 BARDWOOD ROAD 

HUCCLECOTE 

GLOUCESTERSHIRE 

UNITED KINGDOM 

GL4 3JZ 

47604 

703-773-4149 

703-773-5200 

DALE.LAZAR@DLAPIPER.COM 
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REPRESENTATIVE INFORMATION 

Representative Customer 

Number:: 

DOMESTIC PRIORITY INFORMATION 
··--··· 

47604 

Application: : Continuity Type: : Parent 

············--····-·--· ·-·-·· 
This Application Division of 

--

FOREIGN PRIORITY INFORMATION 

Country:: Application 

Number:: 

GB 0513375.6 

ASSIGNEE INFORMATION 

Assignee Name: : 

Street mailing address:: 

City mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

EAST\41503320.l 

Application: 

11./477,807 
..... 

Filing 

Date:: 

6/30/05 

PREVX LTD. 

3 NEW PARK PLACE 

PARK PRIDE 

DERBY 

UNITED KINGDOM 

DE24 8DZ 

-5-

: 

Parent F' l-ling- , 

Date: : 
..... 

6/30/06 
. ......... 

·······-· 

i 

j 
' ! 

--·····-···-·-··-J 

Priority 

Claimed 

YES 

INITIAL 
7/6/2012 
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PTO/SB/81 (01·06) 
Approved tor use through 12/31/2008. OMS 0651-0035 

U.S. Patent and Trademark Ofiice; U.S. DEPARTh1ENT OF COMMERCE 
Under th•3 Paperwork Reduction Act of 1995, no persons are required to respond to a co!lection of ,nFonnation unless it displays a vaiid OMS control number 

Application Number 11/477,807 

POWER OF ATTORNEY Filing Date .June 30, 2006 

d an ' ~ { I '-, I 'I. 
··-

Melvyn MORRIS et a' 

CORRESPONDENCE ADDRESS Art Unit I Unknown I .. 
I iNrnCATION FORM Examiner Name I Unknown 

... _j 

Attorney Docket Number I 339000-P0003 

=~ 
i 

I hereby revoke all previous pow.ers of attorne'.i:'. given in the above-identified application. 
-

I hereby appoint: 

~ Practitioners associated with the Customer Number: 47604 

OR 

D Practitioner(s) name below: 
···-

Name Re~!ratioQ Number 

.. 
: -----------

-~-v, 

___ ! 
! -----

as rny/our attorney{s) or agent(s) to prosecute the application identified above, and to transact ail business in the United States Patent and 
Trademark Office connected therewith. i 

Please recognize or change the correspondence address for the above-identified application to: 

['.] The address associated with the above-mentioned Customer Number: 47604 

OR 

[] The address associated with Customer Number: 

OR 

D Finn or individual name 
-------····-

! Address 
f---·· .. 

I State I Zip ! City 
·---1------------

I Country 
····---

! ,· i . eiephone I Email 
---·-··· .. 

rn the: 

D Applicant/Inventor. 

[8J Assignee of record of the entire interest. See 37 CFR 3.71. 

, ______ Statement under 37 CFR,,..3,J'3(b) is enclosed. (Form PTO/S8/96) 

S!GN~g~:Qf Applicant or Assignee of Record 

Signature Date--/ .. 

Telephone 

NOTE: Signatures of ali the inventors or assignees of record oi the entire interest or their representative(s) are required. Submit multiple forms ii more than one i 

>--·"'[]""'
9n'a-:--::;=r-:-.,..~~-rec-t-~-::;-e;::-·-=-;o-ee_~m-be_.l~-"'-:-r-e_s_u_b_m_it_t_e_d::-.------------------------------·-----···-i 

Tnis collection of inlormation is requireiJ by 37 CFR 1.31, 1.32 and 1.30. The information is required to obtain or retain a oe;,netit by the public which is to file 
(and by the US PTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. n,is collection is estimated to take 
3 m,nutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depen,jing upon the 
individual case. Any comments on the amount of time you require to complete this form endior suggestions for reducing this burden, shoUld be sent to the 
Chief Information Officer. U.S Patent and Tradernerk Office. U.S Department of Commerce, P.O. Box 1450. Alexandria. VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO; Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313--1450. 

If you need assistance in completing the form, call 1 ·800-PTO-9'/ 99 and select option 2. 
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PTO/SS/96 (12-05) 
Approved for uSB Jgr, 07/31/2006. 0MB 0651 ··0031 

U.S. Patent and Trademark Office; U.c:,. DEPARTMENT OF COMMERCE 
Undt:r the Paperwork Reduction Act of 1995, no persons are required to respond to a co!lectlon of infor:nation uniess it displays a va!id 0MB control nurnber, 

STATEMENT UNDER 37 CFR 3.73{b} 

Applicant/Patent Owner: Prevx Limited 

Application No./Patent No./Control No.: 11/477 807 Filed/Issue Date: June 30. 2006 

Entitled: METHODS AND Af.:)PARATUS FOR DEALING WITH MALWARE 

Prevx Limited, 
(Narne of Assignee) 

a Corporation 
(Type of Assignee: corporat;on, partnership, university, government agency, etc.) 

States that it is: 
1 . !Z] the assignee of the entire right, title, and interest; or 

2. 0 an assignee of less than the entire right, titie and interest 
(The extent (by percentage) of its ownership interest is __ % 

In the patent application/ patent identified above by virtue of either: 

A. rgJ 

OR 
B. Ll 

An assignment from the inventor(s) of the patent application/patent identified above. The assignment was 
recorded in the United States Patent and Trademark. Office at Reel 018348, Frame _084Q, or a true copy of 
the original assignment is attached. 

A chain of title from the inventor(s), of the present patent application/ patent identified above, to the current 
assignee as follows: 

1. From: To: 
Ti1e document was recorded in the United States Patent and trademark Office at 
Reel __ , Frame __ , or for which a copy thereof is attached. 

2. From: To: 
The document was recorded in the United States Patent and trademark Office at 
Reel ___ , Frame ___ , or for which a copy thereof is attached. 

3. From: To: 
The document was recorded in the United States Patent and trademark Office at 
Reel ___ , Frame ____ , or for which a copy thereof is attached. 

0 Additional documents in the chain of title are listed on a supplemental sheet. 

As required by 37 CFR 3,73(b){1}(i), the documentary evidence of the chain of tit1e from the original 
owner to the assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.1 i. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to 
Assignment Division in accordance with 37 CFR Part 3, to record the assignment in the records of the 
USPTO. See MPEP 302.08] 

The undersigne{&,ho(i.title is supplied below) is authorized to act on behal·f of the E;Ssignees. 

-F 1ttt·'l ··:?6 / } '7 
Signature Date 

.•----:, . 
f)~-v~ t--· ~~;-;-!/'\ (~f; <.; 

Printed or Typed Name Telephone Number 

Title 

Th;s coilection of 1nformai:on is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file 
(and by the USPTO to process) an application. Confidentia!ity is governed by 35 U.S.C 122 and 37 CFR 1.11 and 1.H. This collection is 
estimated to t;,ke 12 minutes to complete, including gathering, preparing, and submitting the ~ornpleted application torrn to the USPTO. Time will 
vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing 
this ouroen, should be sent to the Chief information Officer, U.S Patent and Tradernark Office, U.S. Department of Commerce, P.O. Box 1450, 
Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for 
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FOR UTlLliY 
ORIGINAL 

OE Cl.ARA T~ON 

!RULE $3 {37 C.F.R. 1,63) 
OlECLARATiON AND POWER Of ATTORNEY 

fOi{ PAT\Ellff APF1'UCATIO~ 
IN THE UNITED STATES PATE.NT AND TRADEMARK OFFICE 

As '!, b@low nsmoo Inventor, t hefflby declaro that my rmiidanc,s, PQl>t of/ie-0 aactresi snd cit!Zonship are s,.s st$t&t'l be!ow nsJrt to my name, a11d l 
oo!ieve I em an origin«l. nrst and joint Inventor of \hs subject matter which ii. claimed and for which ;,11 P<1tent iG soug!TI on ths !NVENT!OM 
ENTITLED M0thoos ;!Jrld App~ra!u$ for Dealing with Ms~..vnre, th~ sp.acific.lltion of which was. flleo on .30th June 2000 ~ U.S. Applic:..tion No, 
1114i7807. 
1 M;:;reby s~te tha1 I ha111; r0YitJ"'-oo aM uncian1l~M tn~ corit,;n1:1; of lhe sbo'Je 11:lllrrtifl~ sc«:if.cstion, lncludir,g \he cleimt,, alil amer\~@d bY My s,-nenc!mem l'l?fM«l lo 
at><M~. 1 l.lckno'kle-cga ~n0 auty to iiiu:::lcse ~ll info!Tf\ation l<r.oW!'I to mo to be moterllll to pati,ntabi\ily l!O d!?i':n0ct in 3i C.F.R. i.Se, Except ;,;s no!!!d bl/iOW, I herepy Ci31m 
fur~ign pric,,1.y ~neflw UM6'r :is- U.$.C. ite(ltH<:l) ot S.SS(t>l of e11y foreign ;i,.ppllcationt-s) /or pat,mt or inventor'o c,ii1llic:ate, or J65(&} of ainy PCT irll>lrn~tiOOcl 
AppliQlion which cl0.'igna1ea li\ .i,;M,t on<s other co\!ntry 1n11n t'io \.Jnlloo Ste.teo, listed b_elow !ol'>d n,w~ aloe identifieo oolow any iweign l!i>!lilcal!on tor p;;tsnt ,;r irwontors 
certmcm .. , or ?Co )rctamSlhonel Aoplic:&liM. f\\M oy me or my as.ol£noo dlsclosing the 11uoj,,c( mirnetciaJ.'Tled in 1,",ls apptic..i~on llld having a fll!r,Q <l-OW (1) oofore !hat ot 
the uppliCll!lOn on '<\ltlleh pl'\Qn\)' ia cla111\00, Of (1') lf !10 priority C!aimed, l>u\',:,l'Q i:i\Q ll!lnQ ~ of this applicl,l!)::>(l: 

.E,_RIQR fQRE!t;,.cl APf!UCA.D.Qllifil 
~ ~run 
0513375.6 GB 30th June 2005 

~ 
Cl Im 

fac,.pt ;gi; noted t:>alow. I hereby claim dcmsintic priority t,enef,\ un<:1er :3S U.S.C. 11S(e) o; 720 arid/or :,;SS(c) o1 t'111< ir,diczled UMed Sl.il!Oll appliC1Jtioni. listed OOIOl>\I ,!WJ 
PCT ln\-&rnaliom,\ QpphcslloM U!.~d .r;t,ov6 ot batow and, ii thia l& ll contln>.Ja~on-,n-p,;n (C!P) ,;pptirotion, it1ootar M t'I~ ~ubject rr,1,.-rter ;;iiacJ~o ;;ne cleimed 1n this 
a.pp!lcalio~ \3 in &ao11ion 10 that di.clo9-0'0 In such prior applic,;,lion$, l sc\<.nO\O.ie,diJt ~ duty lo 1:n11c1ose ~l informatiOt\ known IO m$ ~ oo maleti&l lO P...tllniaoiiity ns 
o~ned in 37 C.i=.R. 1.SS ""1'11c/l.oocs:.me availeble between tt'lfl filing claw o-t eacil 1UC/l plior ;)pplicstlon and !i'le 1101,onsl or PCT lmeimational filing d&ts of thil! 
!l::,PI\C.ltl011. 

1 h~ret>y 00oetua tn;st illll n1aterne,;ta mM9 mire!n of rny 0W11 la\owleoQ!l aro true al'ld that alt s1&teman1s made en !~brmation =ci oo1iel are b~ll,woo to be we, ane 
further thQt U'M!l >HlltlMl!lnh') ..,-ere m.,oa w:~~ tr",@ know!Mge tr.al Wtltiul mJ~<i sta!llmsnm anct tne ilke ll,Q maeie 1><e P'-"il>lMPI~ t,y fin<S or impnoonm~nt, or ooL'1, uncls;r 
Se,.-.;ion, 001 or Tl~ Hl of \Ni Unole-o Swws Cooo <>M mi;t such wiUfvl ful3e stait~ments may jeop~rolzti :M v;alioii;y of U'l~ ~i:,p,~rioi; or My patent issuO<l !Mroon. 

AM I he!'lltJy si,:;,oint Pi11nbu,y Wlr1\hrop Sr.aw Pittman LL?, in1eiuictuai Propert-; Group, (to wr,om ti! cornmunlcatlor,s ~I'll: !o M diroctoo}. a/\d ?(l,fSOn& af \hB1 ~rm Wt\O 
aN> ,;sr,001>t~ wltn VSP1'0 CuBtmner No. 00009 lr.<Hlrldu~lly snd o:,ilE-ctNel)' my atromeyr, to pro.a.ec\He ll\is l!-pplics~o,, :al'ld 10 ar-..-,n.i.act &!! bui;in!lsil- ln ti\B P;;\,snt and 
r,.,,dem3rl< vfflca COM~ 1hsrew~n and ',Vi\11 tM MJgulling patant, Md I hereby a:.rtoonz-e thorn to oelal<o \>i'Om that Curnorner No. MmGt or p,snson.-no IC/'lg&r \r<ith !l1air 
iirm. lo aoo ~= person$ c! ~-.sir him 10 rhat Cu~tomor No .. ana to acl a11d rely en lr.5tructior.s from and c.cmm,mic.ela ci1rectl11 wltii !tl'il< pel'l'>orJ~s&iQnaei;,ttom0ylr.rml 
orgM1zancn whot,1,/t\,ch ~~1 s0Mr,./MrJ\ \hi~ case to tham arid PY wticmM-.ich I hereby ~edo1rt t:'lat ! l',,m) c-:>n&Ml&d ~r fun au.ciOS\.lrG ic w, ~pr,awt1tad wn¼W-llf<ti! , 
1r.gtn.>ct the ebcva Firm aM/Of iin '1Jtlomey c,! lh11t ffrm in wntiog IO 1h0 eontnl.ry. 

00909 
INVi=NTOR'S SIGNATURiE; 

N0me MORRIS 

Midd\.s lni1Jal 

Turnditc!1 i UnilM Kin dom ! GS 

Rectrnlro Gap, lntsike 1...a.n>E. Turndltch. Dertlyshire DE56 2LU, Unrrad Kingdom 

UWENTDR'S $iGN.ATIJRE: 

F.!lmi ~sme 

Rer.ldence v, ooston United K!n dorn GB 

Cl Ststwroro!Qn Count, Count. of CfJ!9f\Ship 
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lNVE~TOR'S 8!GNA TURE: 

l Name 

!V1&11ilf\g .A.odrass 

I HAR1V\l!G 

1 DE 

Coo;1 o!Cru:rnnsni 

!::)(Chang$ Houss, 494 Ml<lwmmer Boulevard, Mi1ton Keynes. Buckinghamshire MKS 2EA. Un~oo Kingdom 

First 

i Hwcclsccte 

.~ .78 Bsmwood Roi.ct. Hucc1&c.ote, G1<i~s,t&r 

I Clouoostarshira GL4 3-J:Z:, l/nl,i:Xl Kingdom 

I 
FsmitvName 

I Uni!ed Kinqdorn l 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Filer: Dale S. Lazar/Ava M. Dixon 

Attorney Docket Number: 339000-00001 3 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 380 380 

Utility Search Fee 1111 1 620 620 

Utility Examination Fee 1311 1 250 250 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1250 
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Electronic Acknowledgement Receipt 

EFSID: 13197623 

Application Number: 13543865 

International Application Number: 

Confirmation Number: 8408 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 47604 

Filer: Dale S. Lazar/Ava M. Dixon 

Filer Authorized By: Dale S. Lazar 

Attorney Docket Number: 339000-00001 3 

Receipt Date: 08-JUL-2012 

Filing Date: 

Time Stamp: 17:48:58 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $1250 

RAM confirmation Number 7296 

Deposit Account 

Authorized User 

File Listing: 
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METHODS AND APPARATUS 

FOR DEALING WITH MALWARE 

This application is a divisional of U.S. Application 

5 No. 11/477,807 filed June 30, 2006, which claims priority 

to United Kingdom Application No. 0513375.6, filed June 30, 

2005. The entirety of all of the above-listed Applications 

are incorporated herein by reference. 

The present invention relates generally to methods and 

10 apparatus for dealing with malwar·e. In one aspect, the 

present invention relates to a method and apparatus for 

classifying a computer object as malware. In another 

aspect, the present invention relates to a method and 

apparatus for determining the protection that a remote 

15 computer has from malware. In another aspect, the present 

invention relates to a method and apparatus for classifying 

a computer object as malware or as safe. In another 

20 

aspect, the present invention relates to a method of 

installing software on a computer. 

The term "malware" is used herein to refer generally 

to any executable computer file or, more generally 

"object", that is or contains malicious code, and thus 

includes viruses, Trojans, worms, spyware, adware, etc. and 

25 the like. 

A typical anti- malware product, such as anti-virus 

scanning software, scans objects or the results of an 

algorithm applied to the object or part thereof to look for 

30 signatures in the object that are known to be indicative of 

the presence of a virus. Generally, the method of dealing 

with malware is that when new types of malware are 
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released, for example via the Internet, these are 

eventually detected. Once new items of malware have been 

detected, then the service providers in the field generate 

signatuies that attempt to deal with these and these 

5 signatures are then released as updates to their anti­

malware programs. Heuristic methods have also been 

employed. 

These systems work well for protecting against known 

10 malicious objects. However, since they rely on signature 

files being generated and/or updated, there is inevitably a 

delay between a new piece of malware coming into existence 

or being released and the signatures for combating that 

malware being generated or updated and supplied to users. 

15 Thus, users are at risk from new malware for a certain 

period of time which might be up to a week or even more. 

Moreover, in order to try to defeat anti-virus products, 

the malware writers use obfuscation techniques in order to 

attempt to hide the signature or signature base data of the 

20 virus code from detection. Typically, the obfuscation 

involves encrypting or packing the viral code. 

WO-A-2004/097602 describes a system that analyses 

computer files received or generated by a local computer 

25 and compares these with a database of known files to 

determine whether a particular file is known and if so 

whether it has been known about long enough that it can be 

regarded as "safe". However, in practice, on its own this 

is not likely to provide for adequate protection because, 

30 for example, the active payload of a virus or Trojan may 

only be programmed to activate at a particular date, or 

upon receiving a message or instruction from a local or 
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remote system or process, or on the occurrence of •a 

particular event that may be many months or even years 

after the process has been first run or is released. Thus, 

just looking at the age of a file is an unsatisfactory way 

5 of determining whether it is properly safe and will remain 

so. 

In the system of US-A-2004/0083408, a worm in a file 

is detected by examining connection attempts made by the 

10 specific file running on a computer.• 

US-A-6944772, US-A-6772346, EP-A-1549012 and 

EP-A-1280040 all disclose "community-based" anti-malware 

systems in which a plurality of "local" computers all 

15 connect via a network (which may be a LAN or the Internet, 

for example) to a central computer. On encountering a file 

that is not already known to them, the local computers send 

a request to the central computer for authorisation to run 

the file. If the file is recognised at the central 

20 computer, then the central computer can send permission for 

the local computer to run the file if the file is known to 

be safe or send a "deny" command if the file is known to be 

malicious. However, in each of these prior art proposals, 

if the file is not known at the central computer, then the 

25 whole file is sent to the central computer where it can be 

analysed to determine whether it should be regarded as safe 

or malware. Such analysis is typically carried out 

manually or "semi-manually" by subjecting the file to 

detailed analysis, for example by emulation or 

30 interpretation, which can still take days given the human 

involvement that is typically required. There is therefore 

still a considerable period of time before a new file is 
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classified as safe or as malware. In the case of these 

prior art systems, the request for authoris~tion to run the 

file that is sent by a local computer to the central 

computer may comprise sending a checksum or "signature" or 

5 "key" that uniquely represents the file. 

A similar community-based anti-malware system is 

disclosed in WO-A-02/33525. In this system, in the case 

that a local computer is seeking clearance to run a file 

10 that is not known by the central computer to be safe or 

malware, some limited audit information about the 

prevalence of the file on other local ·computers can be sent 

to a human system administrator associated with the local 

computer that is seeking permission to run the file. The 

15 human system administrator can therefore make a better 

informed though still 11manual 11 decision as to whether or 

not the file is safe to run. 

In the system of US-A-2004/0073810, a metafile 

20 containing data about an attachment or other transmitted 

file is sent to a central computer. The data about that 

file is analysed to determine a likelihood of the 

transmitted file being malware. A specific example given 

is that if the transmitted file has been transmitted via at 

25 least a certain number of servers, then it should be 

treated as malware. 

In the systems disclosed in US-A-2005/0021994 and 

US-A-2004/0153644, pre approved files, wpich may be 

30 certified as safe by for example the software vendor 

associated with the files, may be permitted always to run 

without further checking. In one embodiment of the system 
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of US-A-2004/0153644, monitoring is carried out to decide 

that a file is malicious if an abnormally high number of 

requests by that file is received at a central authority 

from plural local computers in a time period or if an 

5 abnormally high number of requests by that file on a single 

computer is received from the single local computer in a 

time period. 

In the system of US-A-2004/0006704, a comparison is 

10 made between installed versions of software on a computer 

with a database of software versions and their known 

vulnerabilities. A user of the computer can therefore be 

informed of specific risks and how to minimise those risks 

by updating existing or installing new software. 

15 

In the system of WO-A-03/021402, a central database 

holds a virtual image of all files stored on each of plural 

local computers. If a threat in one local computer is 

identified, other local computers with a similar 

20 configuration can be notified of the risk. 

Thus, the prior art systems either rely on deep 

analysis of a new object in order to determine whether or 

not the object is malicious, which introduces delay and 

25 therefore risk to users during the period that the file is 

analysed and new anti-malware.signatures distributed, or 

limited analysis of the operation of the particular object 

or its method of transmission to a computer is carried out 

to decide a likelihood of the object being malicious. 

30 
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According to a first aspect of the present invention, 

there is provided a method of classifying a computer object 

as malware, the method comprising: 

at a base computer, receiving data about a computer 

5 object from each of plural remote computers on which the 

object or similar objects are storedi 

comparing in the base computer the data about the 

computer object received from the plural computers; and, 

classifying the computer object as malware on the 

10 basis of said comparison. 

Compared to the prior art that relies solely on 

signature matching, this aspect allows a comparison to be 

made between the objects and/or their effects on the 

15 different remote computers to determine whether or not a 

particular object should be classed as good or as malware. 

Sophisticated pattern analysis can be carried out. This 

allows a rapid determination of the nature of the object to 

be made, without requiring detailed analysis of the object 

20 itself as such to determine whether it malware and also 

avoids the need to generate new signatures to be used for 

signature matching as in the conventional prior art anti 

virus software. 

25 In a preferred embodiment, the data about the computer 

object that is sent from the plural remote computers to the 

base computer and that is used in the comparison includes 

one or more of: executable instructions contained within 

or constituted by the object; the size of the object; the 

30 current name of the object; the physical and folder 

location of the object on disk; the original name of the 

object; the creation and modification dates of the object; 
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vendor, product and version and any other information 

stored within the object; the object header or header held 

by the remote computer; and, events initiated by or 

involving.the object when the object is created, configured 

5 or runs on the respective remote computers. 

Preferably, the comparing identifies relationships 

between the object and other objects. In an exampl~, this 

can be used immediately and automatically to mark a child 

10 object as bad (or good) if the or a parent or other related 

object is bad (or good). Thus, if at least one other 

object to which said object is related is classed as 

malware, then the method may comprise classifying said 

object as malware. Said other objects include the object 

15 or similar objects stored on at least some of the remote 

computers. Said other objects may include other objects 

that are parent objects or child objects or otherwise 

process-related objects to said object. 

20 In a most preferred embodiment, the data is sent in 

the form of key that is obtained by a hashing process 

carried out in respect of the objects on the respective 

remote computers. A major advantage of using such a key is 

that it keeps down the volume of data that needs to be 

25 transmitted to the base computer. Given that there may be 

thousands or even millions of connected remote computers 

and further given that each may send details about very 

many objects, this can be an important advantage. 

30 The key preferably has at least one component that 

represents executable instructions contained within or 

constituted by the object. This important preferred 
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feature allows a comparison to be made at the base computer 

of only the executable instructions of the object. This 

means for example that differently named objects that 

basically have the same executable instructions, which is 

5 often an indicator that the objects ar~ malware, can 

nevertheless be regarded as the ''same" object for this 

purpose. As another example, a new version of a program 

may be released which has minor changes compared to a 

previous version already known to the base computer and 

10 which in substance, at least in respect of the executable 

instructions, can be regarded as being the same as the 

previous version. In that case, the minor differences can 

be ignored and the objects regarded as being the same. Not 

only is this useful in distinguishing between malware and 

15 for example revised versions of previous software, it also 

keeps down the data transmission and requirements 

because the base computer can inform the remote computers 

that an apparently new object is for this purpose the same 

as a previously known object, thus avoiding having the 

20 remote computers send full details about the object or the 

object itself to the base computer. 

The key preferably has at least one component that 

represents data about said object. Said data about said 

25 object may include at least one of: the current name of 

the object; the physical and folder location of the object 

on disk; the original name of the object; the creation and 

modification dates of the object; vendor, product and 

version and any other information stored within the object; 

30 the object header or header held by the remote computer; 

and, events initiated by or involving the object when the 
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object is created, configured or runs on the respective 

remote computers. 

The key preferably has at least one component that 

5 represents the physical size of the object. 

10 

Where more than one of these components are present in 

the key, the plural components are preferably severable. 

The method may comprise initially classifying an 

object as not malware, generating a mask for said object 

that·defines acceptable behaviour for the object, and 

comprising monitoring operation of the object on at least 

one of the remote computers and reclassifying the object as 

15 malware if the actual monitored behaviour extends beyond 
1 

that permitted by the mask. This provides an efficient and 

effective way of monitoring the behaviour of an object that 

has been classified or regarded as good and allows the 

object to be reclassified quickly as malware if the 

20 behaviour of the object warrants it. 

According to a second aspect of the present invention, 

there is provided apparatus for classifying a computer 

object as malware, the apparatus comprising: 

25 a base computer constructed and arranged to receive 

data about a computer object from each of plural remote 

computers on which the object or similar objects are 

stored; 

the base computer being constructed and arranged to 

30 compare the data about the computer object received from 

said plural computers; and, 
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the base computer being constructed and arranged to 

classify the computer object as malware on the basis of 

said comparison. 

5 According to a third aspect of the present invention, 

there is provided a method of providing data about a 

computer object from a remote computer to a base computer 

so that a comparison can be made at the base computer with 

similar data received from oth~r remote computers, the 

10 method comprising: 

providing from a remote computer to a base computer 

data about a computer object that is stored on the remote 

computer; 

the data including· one or more of: executable 

15 instructions contained within or constituted by the object; 

the size of the object; the current name of the object; the 

physical and folder location of the object on disk; the 

original name of the object; the creation and modification 

dates of the object; vendor, product and version and any 

20 other information stored within the object; the object 

header ·or header held by the remote computer; and, events 

initiated by or involving the object when the object is 

created, configured or runs on the respective remote 

computers; 

25 the data being sent in the form of key that is 

obtained by a hashing process carried out in respect of the 

object on the remote computer. 

This method, which may be carried out by so-called 

30 agent software running on the remote computer, allows for 

efficient sending of data to the base computer, which 

minimises data transmission and storage requirements and 
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also permits rapid analysis to be made at the base 

computer. 

The key preferably has at least one comp_onent that 

5 represents executable instructions contained within or 

constituted by the object. 

The key preferably has at least one component that 

represents data about said object. Said data about said 

10 object may include at least one of: the current name of 

the object; the physical and folder location of the object 

on disk; the original name of the object; the creation and 

modification dates of the object; vendor, product and 

version and any other information stored within the object; 

15 the object header or header held by the remote computer; 

and, events initiated by or involving the object when the 

object is created, configured or runs on the respective 

remote computers. 

20 The key preferably has at least one component that 

represents the physical size of the object. 

According to a fourth aspect of the present invention, 

there is provided a method of determining the protection 

25 that a remote computer has from malware, the method 

comprising: 

30 

receiving at a base computer details of all or 

selected security products operating at a point in time on 

said remote computer; 

receiving similar information from other remote 

computers connected to the base computer; and, 
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identifying any malware processes that were not 

identified by said other remote computers having that 

particular combination of security products. 

In this way, the base computer can be used to obtain 

information as to whether for example a particular, 

specific combination of operating system and various 

security products, including settings and signature files 

existing at a point in time, renders a particular computer 

10 having those products and settings susceptible or 

15 

20 

vulnerable to any particular malware object. The user can 

be advised accordingly and for example provided with 

recommendations for remedying the situation. 

The method may therefore comprise providing 

information to the user of said remote computer that said 

remote computer may be susceptible to attack by said 

malware processes on the basis of said identifying. 

The details of all or selected security products 

preferably includes the name of the security products, 

versions, and loaded signature files. 

According to a fifth aspect of the present invention, 

25 there is provided apparatus for determining the protection 

that a remote computer has from malware, the apparatus 

comprising: 

a base computer constructed and arranged to receive 

computer det.ails of all or selected security products 

30 operating at a point in time on said remote computer; 
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the base computer being constructed and arranged to 

receive similar information from other remote computers 

connected to the base computer; and, 

the base computer being constructed and arranged to 

5 identify any malware processes that were not identified by 

said other remote computers having that particular 

combination of security products. 

According to a sixth aspect of the present invention, 

10 there is provided a method of classifying a computer object 

as malware or as safe, wherein said computer object is a 

descendant or otherwise related object of a first computer 

object, the method comprising: 

classifying a first computer object as malware or as 

15 safe; 

identifying in a key relating to said first computer 

object a component that uniquely identifies the first 

computer object and that is inherited or otherwise present 

in the key of a descendant or other related computer object 

20 of the first computer object; and, 

classifying said computer object as malware or as safe 

as the case may be on the basis of the unique identifier 

component being present in the key of said computer object. 

25 This aspect uses the concept of ancestry to enable 

objects to be marked as malware. For example, any 

particular process may spawn child processes which are 

therefore related. The key relating to the first object 

may be inspected to identify a component that uniquely 

30 identifies the first object and that is inherited or 

otherwise present in the key of a descendant or other 

related object of the first object. 
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The method may comprise monitoring activities of said 

first computer object and reclassifying the first computer 

object as malware in the case that it was initially 

5 classified as safe and subsequently determined to be 

malware, the method further comprising automatically 

classifying as malware any computer object that has a key 

in which.said unique identifier component is present. 

10 According to a seventh aspect of the present 

invention, there is provided apparatus for classifying a 

computer object as malware or as safe, wherein said 

computer object is a descendant or otherwise related object 

of a first computer object, the apparatus comprising: 

15 a computer constructed and arranged to classify a 

first computer object as malware or as safe; 

the computer being constructed and arranged to 

identify in a key relating to said first computer object a 

component that uniquely identifies the first computer 

20 object and that is inherited or otherwise present in the 

key of a descendant or other related computer object of the 

first computer object; and, 

the computer being constructed and arra.nged to 

classify said computer object as malware or as safe as the 

25 case may be on the basis of the unique identifier component 

being present in the key of said computer object. 

According to an eighth aspect of the present 

invention, there is provided a method of installing 

30 software on a computer, the method comprising: 

on initiation of installation of software on a 

computer, providing a computer-generated prompt on the 
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computer to a user to ascertain whether the user authorises 

the installation; and, 

ceasing the installation if a user authorisation is 

not received, else: 

5 receiving at the computer the user's authorisation to 

proceed with the installation; 

proceeding with the installation; 

obtaining data about computer objects that are created 

or used during the installation; 

10 storing said data at the local computer. 

This provides for security when a user is installing 

new software and is not for example connected to a base 

computer having a commW1ity database of the type mentioned 

15 above. In that case, the method, which may be implemented 

in agent software running on the local computer, allows the 

user to permit the installation to proceed whilst at the 

same time gathering data about the objects (such as 

processes, new files, etc.) that are created during the 

20 installation. 

Preferably, the locally stored data is referred to 

during the installation to ensure that all objects created 

or used during the installation are part of the 

25 installation process, and, if it is found that objects 

created or used during the installation are not part of the 

installation process, either or both of: (i) ceasing the 

installation and (ii) providing a computer-generated prompt 

on the computer to the user accordingly. This allows the 

30 method to ensure that only those objects that are required 

for the installation are permitted to be created or used 

and thus avoids unwittingly allowing malware to install 
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(given that malware often creates objects that are not 

expected as part of a normal installation of new software). 

In a preferred embodiment, the method comprises 

5 connecting the computer to a community database that is 

connectable to a plurality of computers, and uploading the 

stored data to the community database for comparison with 

similar data provided by other computers: 

10 The method may comprise downloading data about trusted 

installers to the computer, said data about trusted 

installers being referred to during the installation such 

that any objects relating to or created by the trusted 

installer are automatically authorised to proceed. This 

15 facilitates installation of software that is known a priori 

to be trustworthy. 

Said data about trusted installers may be referred to 

only for a predetermined time period following receipt at 

20 the computer of the user's authorisation to proceed with 

the installation. 

The present invention also includes computer programs 

comprising program instructions for causing a computer to 

25 perform any of the methods described above. 

Although the embodiments of the invention described 

with reference to the drawings comprise computer processes 

performed in computer apparatus and computer apparatus 

30 itself, the invention also extends to computer programs, 

particularly computer programs on or in a carrier, adapted 

for putting the invention into practice. The program may 
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be in the form of source code, object code, a code 

intermediate source and object code such as in partially 

compiled form, or in any other form suitable for use in the 

implementation of the processes according to the invention. 

5 The carrier be any entity or device capable of carrying the 

program. For example, the carrier may comprise a storage 

medium, such as a ROM, for example a CD ROM or a 

semiconductor ROM, or a magnetic recording medium, for 

example a floppy disk or hard disk. Further, the carrier 

10 may be a transmissible carrier such as an electrical or 

optical signal which may be conveyed via electrical or 

optical cable or by radio or other means. 

Embodiments of the present invention will now be 

15 described by way of example with reference to the 

accompanying drawings, in which: 

20 

25 

Figure 1 shows schematically apparatus in which an 

embodiment of the present invention may be implemented; 

Figure 2 is a flowchart showing schematically the 

,operation of an example of a method according to an 

embodiment of the present invention; 

Figure 3 is a flowchart showing schematically the 

operation of another example of a method according to an 

embodiment of the present invention; and, 

Figure 4 is a flowchart showing schematically an 

30 information obtaining stage. 
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Referring to Figure 1, a computer network is generally 

shown as being based around a ~istributed network such as 

the Internet 1. The present invention may however be 

implemented across or use other types of network, such as a 

5 LAN. Plural local or "remote" computers 2 are connected 

via the Internet 1 to a "central" or "base" computer 3. 

The computers 2 may each be variously a personal computer, 

a server of any type, a PDA, mobile phone, an interactive 

television, or any other device capable of loading and 

10 operating computer objects. An object in this sense may be 

a computer file, part of a file or a sub-program, macro, 

web page or any other piece of code to be operated by or on 

the computer, or any other event whether executed, 

~mulated, simulated or interpreted. An object 4 is shown 

15 schematically in the figure and may for example be 

downloaded to .a remote computer 2 via the Internet las 

shown by lines 5 or applied directly as shown by line 6. 

In one preferred embodiment, the base computer 3 holds 

20 a database 7 with which the remote computers 2 can interact 

when the remote computers 2 run an object 4 to determine 

whether the object 4 is safe or unsafe. The community 

database 7 is populated, over time, with information 

relating to each object run on all of the connected remote 

25 computers 2. As will be discussed further below, data 

representative of each object 4 preferably takes the form 

of a so-called signature or key relating to the object and 

its effects. As will also be discussed further below, the 

database 7 may further include a mask for the object 4 that 

30 sets out the parameters of the object's performance and 

operation. 
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Referring now to Figure 2, at the start point 21, a 

computer object 4 such as a process is run at· a remote 

computer 2. At step 22, by operation of local "agent" 

software runntng on the remote computer 2, the operation of 

5 the process is hooked so that the agent software can search 

a local database stored at the remote computer 2 to search 

for a signature or key representing that particular 

process, its related objects and/or the event. If the 

local signature is present, it will indicate either that 

10 the process is considered to be safe or will indicate that 

that process is considered unsafe. An unsafe process might 

be one that has been found to be malware or to have 

unforeseen or known unsafe or malevolent results arising 

from its running. If the signature indicates that the 

15 process is safe, then that process or event is allowed by 

the local agent software on the remote computer 2 to run at 

step 23. If the signature indicates that the process is 

20 

not safe, then the process or event is stopped at step 24. 

It will be understood that there may be more than two 

states than "safe" or "not-safe" and choices may be given 

to the user. For example, if an object is considered 

locally to be not safe, the user may be presented with an 

option to allow the related process to run nevertheless. 

25 It is also possible for different states to be presented to 

30 

each remote computer 2. The state can be varied by the 

central system to take account of the location, status or 

ownership of the remote computer or timeframe. 

If the object is unknown locally, then details of the 

object are passed over the Internet 1 or other network to 

the base computer 3 for storing in the community database 7 
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and preferably for further analysis at the base computer 3. 

In that case, the community database 7 is then searched at 

step 25 for a signature for that object that has already 

been stored in the community database 7. The community 

5 database 7 is supplied with signatures representative of 

objects, such as programs or processes, run by each 

monitored remote computer 2. In a typical implementation 

in the field, there may be several thousands or even 

millions of remote computers 2 connected or connectable to 

10 the base computer 3 and so any objects that are newly 

released upon the Internet 1 or that otherwise are found on 

any of these remote computers 2 will soon be found and 

signatures created and sent to the base computer 3 by the 

respective remote computers 2. 

15 

When the community database 7 is searched for the 

signature of the object that was not previously known at 

the remote computer 2 concerned, then if the signature is 

found and indicates that that object is safe, then a copy 

20 of the signature or at least a message that the object is 

safe is sent to the local database of the remote computer 2 

concerned at step 26 to populate the local database. In 

this way, the remote computer 2 has this information 

immediately to hand the next time the object 4 is 

25 encountered. A separate message is also passed back to the 

remote computer 2 to allow the object to run in the current 

instance. 

If the signature is found in the community database 7 

30 and this indicates for some reason that the object is 

unsafe, then again the signature is copied back to the 

local database and marked nunsafett at step 27, and/or a 
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message is sent to the remote computer 2. so that running of 

the object is stopped (or it is not allowed to run) and/or 

the user given an informed choice whether to run it or not. 

If after the entire community database 7 has been 

searched the object is still unknown, then it is assumed 

that this is an entirely new object which has never been 

seen before in the field. A signature is therefore created 

representative of the object at step 28, or a signature 

10 sent by the remote computer 2 is used for this purpose, and 

this signature is initially marked as bad or unsafe 

community database 7 at step 29. The signature is copied 

to the local database of the remote computer 2 that first 

ran the object at step 30. A message may then be passed to 

15 the remote computer 2 to instruct the remote computer 2 not 

to run the object or alternatively the.user may be given 

informed consent as to whether to allow the object to run 

or not. In addition, a copy of the object itself may be 

requested at step 31 by the community database 7 from the 

20 remote computer 2. 

If the user at the remote computer 2 chooses to run a 

process that is considered unsafe because it is too new, 

then that process may be monitored by the remote computer 2 

25 and/or community database 7 and, if no ill effect occurs or 

is exhibited after a period of time of n days for example, 

it may then be considered to be safe. Alternatively, the 

community database 7 may keep a log of each instance of the 

process which is found by the many remote computers 2 

30 forming part of the network and after a particular number 

of instances have been recorded, possibly with another 

particular number of instances or the process being allowed 
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to run and running safely, the signature in the community 

database 7 may then be marked as safe rather than unsafe. 

Many other variations of monitoring safety may be done 

within this concept. 

The details of an object 4 that are passed to the base 

computer 3 are preferably in the form of a signature or 

"key" that uniquely identifies the object 4. This is 

mainly to keep down the data storage and transmission 

10 requirements. This key may be formed by a hashing function 

operating on the object at the remote computer 2. 

The key in the preferred embodiment is specially 

arranged to have at least three severable components, a 

15 first of said components representing executable 

instructions contained within or constituted by the object, 

a second of said components representing data about said 

object, and a third of said components representing the 

physical size of the object. The data about the object in 

20 the second component may be any or all of the other forms 

of identity such as the file's name, its physical and 

folder location on disk, its original file name, its 

creation and modification dates, vendor, product and 

version and any other information stored within the object, 

25 its file header or header held by the remote computer 2 

about it; and, events initiated by or involving the object 

when the object is created, configured or runs on the 

respective remote computers. In general, the information 

provided in the key may include at least one of these 

30 elements or any two or more of these elements in any 

combination. 
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In one preferred embodiment, a check sum is created 

for all executable files, such as (but not limited to) .exe 

and .dll files, which are of the type PE (Portable 

Executable file as defined by Microsoft). Three types of 

5 checksums are generated depending on the nature of the 

file: 

Type 1: five different sections of the file are check 

summed. These include the import table, a section at the 

10 beginning and a section at the end of the code section, and 

a section at the beginning and a section at the end of the 

entire file. This type applies to the vast majority of 

files that are analysed; 

15 Type 2: for old DOS or 16 bit executable files, the 

entire file is check summed; 

Type 3: for files over a cer~ain predefined size, the 

file is sampled into chunks which are then check summed. 

20 For files less than a certain predefined size, the whole 

file is check summed. 

For the check summing process, in principle any 

technique is possible. The MD5 (Message-Digest algorithm 

25 5) is a widely-used cryptographic hash function that may be 

used for this purpose. 

This allows a core checksum to be generated by viewing 

only the executable elements of the checksum and making a 

30 comparison between two executables that share common 

executable code. 
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For the type 1 checksum mentioned above, three 

signature processes may be used. The first defines the 

entire file and will change with almost any change to the 

file's content. The second attempts to define only the 

5 processing instructions of the process which changes much 

less. The third utilises the file's size, which massively 

reduces the potential.of collisions for objects of 

differing sizes. By tracking the occurrences of all 

signatures individually appearing with different 

10 counterparts, it is possible to identify processes that 

have been changed or have been created from a common point 

but that have been edited to perform new, possibly 

malevolent functionality. 

15 This "meta data" enables current and newly devised 

heuristics to be run on the data in the community database 

7. 

The data stored in the community database 7 provides 

.20 an extensive corollary of an object's creation, 

configuration, execution, behaviour, identities and 

relationships to other objects that either act upon it or 

are acted upon by it. 

25 The preferred central heuristics use five distinct 

processes to establish if an object is safe, unsafe or 

suspicious. 

The first of the said processes utilises the 

30 singularity or plurality of names, locations, vendor, 

product and version information captured and correlated 

from all of the remote computers 2 that have seen the 
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object. By considering the plurality of this information 

for a single object, a score can be determined which can be 

used as a measure of the authenticity and/or credibility of 

the object. Most safe objects tend not to use a large 

5 plurality of identifying information or locations. Rules 

can be established to consider this information in respect 

of the type of object and its location. For example, 

temporary files often utilise a plurality of system 

generated file names which may differ on each remote 

10 computer for the same object. Where an object has little 

plurality, then it provides a reference point to consider 

its behaviour in comparison to the known behaviours of 

other objects that have previously used that identifying 

information. For example, a new object that purports to be 

15 a version of notepad.exe can have its behaviour compared 

with the behaviour of one or more other objects that are 

also known as notepad.exe. This comparison may be against 

a single other object or multiple other objects that use 

the same or even similar identifying information. In this 

20 way, new patterns of behaviour can be identified for the 

new object. Also it allows the preferred embodiment to 

police an object's behaviour over time to identify new 

behavioural patterns that may cause an object that was 

previously considered safe to have its status reconsidered. 

25 Alternatively, the score based on identities may be 

considered along with scores for other objects or scores 

created by other processes on this object to be considered 

in combinations. 

30 The second of the said processes utilises an object's 

relationship to other objects that act upon it or upon 

which it acts. For example, analysis can be made of which 
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object created this object, which objects this object 

created, which objects created a registry key to run or 

configure this object, which objects were configured by or 

had registry keys created by this object, etc. In this 

5 regard an object is considered.to have a relationship based 

on the event performed by it upon another object, or upon 

it by another object. This simple 1-to-1 relationship 

chain provides a complex series of correlation points, 

allowing ancestral relationships to be considered for any 

10 object and its predecessors by event or its issue (i.e. 

child and sub-child processes) by event. This allows a 

score to be developed that describes its relationships and 

associations with known, unknown, known safe or known bad 

objects or a combination thereof. Objects that have 

15 specific relationships, volumes of relationships or mixes 

of relationships to one type or another may be judged safe 

or unsafe accordingly. Alternatively, the relationship­

based score may be considered along with other scores to 

arrive at a determination of safe or unsafe. This data can 

20 also be used to deduce a number of factors about objects 

related directly or via other objects and their behaviours. 

For example it is possible to deduce how one object's 

behaviour can be influenced or changed by its association 

or linkage to another. Consider for example notepad.exe as 

25 supplied by Microsoft with the Windows series of operating 

systems. It has a limited range of functionality and would 

not be expected therefore to perform a wide variety of 

events, such as transmitting data to another computer or 

running other programs etc. However, the behaviour of 

30 notepad.exe could be modified by injecting new code into 

it, such as via dynamic link library injection (DLL 

injection). In this case notepad.exe would now have new 
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capabilities derived by the code injection or linkage to 

another object. Using the data that defines the 

relationships between. objects it is possible to deduce that 

the new behaviours .9f a progra~ can be attributed to the 

5 association with another object. If that new behaviour is 

malevolent, then it is possible to mark either or all 

processes as unsafe as appropriate. 

The combination of behaviours captured provide a basis 

10 to determine if the object is safe or unsafe. Malware 

typically exhibit certain behaviour and characteristics. 

For example, malware frequently has a need to self-persist. 

This manifests itself in the need to automatically restart 

on system restarts or upon certain events. Creating 

15 objects in specific locations to auto restart or trigger 

execution is a typical characteristic of malware. 

Replacing core objects of the Windows system environment 

are another example of typical characteristics of rnalware. 

By providing a pattern of behaviour, the determination of 

20 objects to be unsafe or safe can be automated. The 

centralisation of the community data in the community 

database 7 provides the ability to rapidly assimilate 

object behaviours, allowing for the rapid identification 

and determination of rnalware. Objects may also perform 

25 events upon themselves which can be considered in deriving 

a score. 

The third said process involves time and volumes. 

Relevant data includes when the object was first seen, when 

30 it was last seen, how many times it has been seen, how many 

times it has been seen in a given interval of time, and the 

increase or decrease of acceleration in it being seen. 
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This information is highly relevant in determining the 

prevalence of an object in the community of remote 

computers. A score is developed based on these metrics 

which can be used to determine if an object is safe, unsafe 

5 or too prevalent to allow it to execute or propagate 

without very thorough examination. In this case, the 

object can be temporarily held or blocked from executing 

pending further information about its behaviour or 

relationships. This score may also be used in combination 

10 with scores from other processes. Time is also highly 

relevant in combination with other information, including 

but not limited to behaviours and identities. For example 

in the case of polymorphic or randomly named objects, time 

is a powerful qualifier. (A polymorphic virus changes its 

15 encryption algorithm and the corresponding encryption keys 

each time it replicates from one computer to another and so 

can be difficult to detect by conventional measures.) A 

program that creates other programs can often be considered 

normal or abnormal based on its activity over time. 

20 

The fourth said process considers the behaviour of an 

object. This allows a score to be developed based on the 

types of events performed by an object or events performed 

on it by itself or other objects. The centralised system 

25 of the community database 7 allows for an unlimited number 

of event types and can consider the object performing the 

event or the object having the event performed upon it, or 

both. Some event types also relate to external information 

other than objects, for example a program performing an 

30 event to connect with an Internet Chat Relay site, or a 

program modifying a non-executable file such as the Windows 

hosts file. The behavioural events of an object, be they 
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as "actor" (i.e. the object doing something to another 

object) or as "victim" (i.e. the object has something done 

to it by another object) of any event can be considered in 

many ways, such as in combination, in sequence, in volume, 

5 in presence or absence, or in any combination thereof. The 

behavioural events in the preferred embodiment may have 

been provided by a remote computer 2 or from other external 

sources. The process can consider these in isolation or in 

combination. Furthermore it is a feature of the preferred 

10 embodiment that the behavioural events can be considered in 

combination with the status of other objects upon which the 

object acts or that act upon the object. For example, 

creating a program may have a different score if the 

program being created is safe, unsafe, new, unknown or 

15 suspicious. Similarly, a program that is created by a 

known bad program will likely have a different score 

attributed to its creation event depending on the status of 

the object creating it. 

20 The fifth process considers the behaviour of a web 

page or script. In this respect, the web page and url 

combination is assigned a unique identity which allows its 

behaviour to be tracked as if it were an object like any 

other executable file. In this example, the web page may 

25 perform events that would normally be seen as events 

performed by the web browser (e.g. IExplore.exe or 

Firefox.exe). The preferred embodiment substitutes the 

identifying details and signatures of the web browser for 

the "pseudo" object identity associated with the web page 

30 being displayed or executing within the browser. In this 

respect, the status of the web page and/or web site to 

which it relates may be determined as safe, unsafe, unknown 
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or suspicious in the same way as any other object. The web 

page's "pseudo" object identity also allows the preferred 

embodiment to block, interject or limit the functionality 

of that web page or web site to prevent some or all of its 

5 potentially unsafe behaviour or to provide the remote user 

with qualifying information to guide them about the safety 

of the web site, web page or their content. 

Amongst other types, the types of meta data captured 

10 might be: 

"Events": these define the actions or behaviours of 

an object acting upon another object or some other entity. 

The event has three principal components: the key of the 

15 object performing the act ( the "Actor'') , the act being 

performed (the "Event Type"), and the key of the object or 

identity of an other entity upon which the act is being 

performed (the "Victim"). While simple, this structure 

allows a limitless series of behaviours and relationships 

20 to be defined. Examples of the three components of an 

event might be: 

Event Type Victim 

Object 1 Creates Program Object 2 

25 Object 1 Sends data IP Address 3 

Object 1 Deletes Program Object 4 

Object 1 Executes Object 2 

Object 2 Creates registry key Object4 

30 "Identities": these define the attributes of an 

object. They include items such as the file's name, its 

physical location on the disk or in memory, its logical 
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location on the disk within the file system (its path), the 

file"s header detail~ which include when the file was 

created, when it was last accessed, when it was last 

modified, the information stored as the vendor, the product 

5 it is part of and the version number of the file and it 

contents, its original file name, and its file size. 

"Genesisactor" - the key of an object that is not the 

direct Actor of an event but which is the ultimate parent 

10 of the event being performed. For example in the case of a 

software installation, this would be the key of the object 

that the user or system first executed and that initiated 

the software installation process, e.g. Setup.exe. 

15 "Ancillary data": many events may require ancillary 

data, for example an event such as that used to record the 

creation of a registry run key. In this situation the 

"event" would identify the Actor object creating the 

registry run key, the event type itself (e.g. "regrunkey"), 

20 and the Victim or subject of the registry run key. The 

ancillary data in this case would define the run key entry 

itself; the Hive, Key name and Value. 

"Event Checksums": because the event data can be 

25 quite large extending to several hundred bytes of 

information for a single event, its identities for the­

Actor and Victim and any ancillary data, the system allows 

for this data itself to be summarised by the Event 

Checksums. Two event checksums are used utilising a 

30 variety of algorithms, such as CRC and Adler. The 

checksums are of the core data for an event. This allows 

the remote computer 2 to send the checksums of the data to 
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the central computer 3 which may already have the data 

relating to those checksums stored. In this case, it does 

not require further information from the remote computer 2. 

Only if the central computer 3 has never received the 

5 checksums will it request the associated data from the 

remote computer 2. This affords a considerable improvement 

in performance for both the remote and central computers 

2,3 allowing much more effective scaling. 

10 Thus, the meta data derived from the remote computers 

2 can be used at the community database 7 to define the 

behaviour of a process across the community. As mentioned, 

the data may include at least one of the elements mentioned 

above (file size, location, etc.) or two or three or four 

15 or five or six or all seven (or more elements not 

fically mentioned here). This may be used accordingly 

to model, test and create new automated rules for use in 

the community database 7 and as rules that may be added to 

those held and used in the local database of the remote 

20 computers 2 to identify and determine the response of the 

remote computers 2 to new or unknown processes and process 

activity. 

Moreover, it is possible to monitor a process along 

25 with any optional sub-processes as an homogenous entity and 

then compare_the activities of the top level process 

throughout the community and deduce that certain, 

potentially malevolent practices only occur when one or 

more specific sub-processes are also loaded. This allows 

30 effective monitoring (without unnecessary blocking) of 

programs, such as Internet Explorer or other browsers, 

whose functionality may be easily altered by downloadable 
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optional code that users acquire from the Internet, which 

is of course the principal source of malevolent code today. 

The potentially high volume of active users gives a 

5 high probability of at least one of them being infected by 

new malware. The speed of propagation can be detected and 

recorded so that the propagation of malware can be detected 

and malware designated as bad on the basis of the speed of 

propagation, optionally in combination with the other 

10 factors discussed above, such as file size, location and 

name. The simple volume of infection can also be used as a 

trigger. In a further embodiment, difference of naming of 

an otherwise identical piece of code combined with 

acceleration of first attempts to execute the code within 

15 the community allows pattern matching that will show up an 

otherwise identically signatured piece of code as bad. 

This feature allows the statement in some embodiments 

that "nothing will propagate in our community faster than X 

20 without being locked down", so that if any process or event 

propagates more quickly over a given duration, it is marked 

as bad. This is for reasons of safety given that if for 

example an object is propagating quickly enough, then it 

might infect computers before it can be analysed to 

25 determine whether or not it is malware. 

, This process can be automated by the identification of 

the vector of propagation in the community (i.e. the source 

of type of propagation), from timestamp data held in the 

30 community database and the marking of a piece of code that 

has these attributes as bad. By comparison, it is believed 

that all other anti-malware providers rely on a simplistic 
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known bad model and therefore are reliant primarily on 

malware infection actually occurring on terminals and being 

reported. 

5 Thus, the community database 7 can be used to make 

early diagnosis, or simply to take precautionary measures, 

and thus stop potentially fast propagating worms and other r 

malware very, very early in their life cycle. Given that 

it is possible to create a worm that can infect every 

10 computer connected to the Internet within a matter of a few 

minutes, this feature is highly desirable. 

Even faster determination may be made by combining 

data. defining the speed of propagation of a new piece of 

15 software with metadata collected by the agent software from 

the remote computers 2 and fed to the community database 7. 

This includes monitoring processes that attempt to conceal 

themselves from the user by randomly changing name and/or 

location on the remote computers 2. It also includes a 

20 process' 9 attempt to create an identical copy (i.e. with 

identical code contents) on the computer but with a 

different name. This is a classic attribute of a worm. 

The signature of an object may comprise or be 

25 associated with a mask which can be built up with use of 

that object and which indicates the particular types of 

behaviour to be expected from the object. If an object is 

allowed to run on a ·remote computer 2, even if the initial 

signature search 22 indicates that the object is safe, then 

30 operation of that object may be monitored within the 

parameters of the mask. The mask might indicate for 

example, the expected behaviour of the object; any external 
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requests or Internet connections that that object might 

legitimately have to ma~e or call upon the remote computer 

2 to make, including details of any ports or interfaces 

that might be required to be opened to allow such 

5 communication; any databases, either local or over a local 

area network or wide area network or Internet, that may be 

expected to be interrogated by that object; and so on. 

Thus, the mask can g.i ve an overall picture of the expected 

"normal" behaviour of that object. 

10 

In practice, therefore, in one embodiment the 

behaviour of the object is continually monitored at .the 

remote computer(s) 2 and information relating to that 

object continually sent to and from the community database 

15 7 to determine whether the object is running within its 

expected mask. Any behaviour that extends beyond the mask 

is identified and can be used to continually assess whether 

the object continues to be safe or not. Thus, if for 

example the object, on a regular basis (say monthly or 

20 yearly) opens a new port to update itself or to obtain 

regular data, then this information is flagged. If it is 

found that the object has done this on other remote 

computers and has had no ill effects, or this behaviour is 

known from other objects and known to pe safe, then this 

25 behaviour might be considered as safe behaviour and the 

mask is then modified to allow for this. If it has been 

found previously that this new behaviour in fact causes 

unsafe or malevolent results, then the object can then be 

marked as unsafe even if previously it was considered safe. 

30 Similarly, if the object attempts to connect to a known 

unsafe website, database or to take action that is known as 
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generally being action only taken by unsafe programs, then 

again the object may be considered to be unsafe. 

This is shown schematically in Figure 3. Figure 3 

5 also shows the concept that any object can be pre­

authorised by, for example a trusted partner, s.uch as a 

major software company, a verification authority, a 

Government department, and so on. Pre-authorisation 

enables a supplier of a new object, which has not been 

10 released before, to get pre-authorisation for that object, 

and optionally includes the provision by that supplier of a 

mask detailing the expected and allowable behaviour of that 

object. 

15 Referring to Figure 3 for example, when a process is 

run, the local and/or community databases are searched as 

before at step 31. If the process is not a pre authorised 

one, then the steps of Figure 2 may be taken and the 

process might be allowed to run or not at step 32. If the 

20 process is pre authorised, as determined at step 33, then 

it is immediately allowed to run, step 34. This may 

terminate the operation of the method. However, in a 

preferred variation, the process is then monitored whilst 

running, and is monitored each time it is run in the future 

25 in a monitoring state step 35 to determine whether its 

behaviour falls within its pre-author~sed mask 36. If the 

behaviour falls within the pre-authorised behaviour, then 

the process is allowed to continue to run. If the 

behaviour extends beyond the allowed mask, such as by 

30 trying to instigate further processes or connections that 

have not been pre-authorised, then this behaviour is 

flagged at an alert step 37. Various actions could be 
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taken at this stage. The process might simply not be 

allowed to run. Alternatively, the trusted authority that 

initially enabled pre-authorisation might be contacted, who 

may be able to confirm that this behaviour is acceptable or 

5 not. If it is acceptable, then the mask could be modified 

accordingly. If not acceptable, then the process might be 

marked as unsafe. Many other actions may be taken upon the 

noting of such an alert state. 

10 If the process has been found not to be pre-authorised 

at step 33 but is nevertheless allowed to run, then the 

process is monitored at step 38 in order to generate a mask 

39 representative of the normal behaviour of that process. 

Data representative of this mask might be sent to the 

15 community database 7 for scanning when other computers run 

that process. By continually monitoring a process each 

time it is run or during running of the process, any 

behaviour that differs from previous behaviour of the 

process can be noted and the mask can be modified, or this 

20 behaviour might be used to determine that a process that 

was once considered safe should now be considered to be 

unsafe. 

In another embodiment, a computer 2 may have agent 

25 software installed that periodically or on-demand provides 

information to. the community database 7 that is 

representative of all or selected ones of the software 

products loaded on or available the computer 2. In 

particular, this may be information on one or more of: all 

30 the locally-loaded security products (such as anti-malware 

systems including anti-virus software, anti spyware, anti 

adware and so on), firewall products, specific settings and 
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details of which signature files are currently loaded, 

version details for the operating system and other 

software, and also information such as which files are 

operating and the particular version and software settings 

5 at any time. (It will be understood from the following 

that auditing and testing for a match for more of these 

criteria increases the likelihood of computers being very 

similarly arranged and thus reduces the rate of false 

negatives and positives during the match search.} 

10 

The information relating to these software products, 

etc. may be provided individually to the community 

database. Preferably however, again for reasons of data 

quantity for storage and transmission, the information is 

15 provided as a signature or key representative of the 

information (e.g. by a hashing or compression function at 

the computer 2). Figure 4 shows schematically how the 

details of all local security products, versions, signature 

files, firewall settings, etc. 40 are used to create a key 

20 41. The key is transmitted to the community database 7. 

Since the community database 7 is provided with such 

information from many, possibly millions, of users' 

computers 2, it is likely to hold corresponding information 

for other computers 2 that have the same or a similar 

25 configuration of security products, etc. Thus, the 

community database 7 can be searched at step 42 for other 

computers 2 having the same or a similar combination of 

security products including the same setting, signature 

files loaded and so on. 

30 

The community database 7 in this embodiment is also 

provided by the agent software with details of processes 
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run by every computer 2 and thus knows whether or not a 

process has been detected by each computer 2. 

In this way, the community database 7 can be used to 

5 obtain information as to whether for example a particular, 

specific combination of operating system and various 

security products, including settings and signature files 

existing at a point in time, renders a particular computer 

2 having those products and settings susceptible or 

10 vulnerable to any particular malware object. 

In a simple example, if for example the database knows 

that a computer in the past has version A of anti-virus 

product B with downloaded signature update C, and also has 

15 a firewall D with particular settings E, and perhaps anti 

spyware software F with signature updates G, but that a 

particular malware process P was not detected by this 

combination of programs at that point in time, then this 

information can be provided to a computer 2 that is known 

20 as having that combination of security programs/settings, 

and can be used to indicate that that computer 2 is 

vulnerable in the short term to attack by that particular 

malware process. This information can be presented to the 

user either by displaying a window 43 on the screen display 

25 of the computer 2 or by directing the user to a particular 

website which explains the position in more detail. The 

user might be informed for example that their particular 

combination of security products, etc., exposes their 

computer to a risk of being infected by the Sobig virus as 

30 that virus is not detectable by their computer. The user 

might be offered specific advice (e.g. to update a 

particular anti-virus program with a particular signature 
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file) or software to download and install to remove the 

risk. 

Thus, the community database 7, when provided with 

5 information relating to all the security products, etc. on 

a particular computer at a particular time, is searched for 

events for processes marked as "bad" that occurred on 

computers with that particular mix of security products and 

that were not locally detected. This information can then 

10 be fed back to the user of the particular computer, for 

example directly or by directing the user to a website. 

15 

This information can be provided virtually in real-time, 

allowing a new user or a user of a new computer to be able 

to increase the computer's effective security very quickly. 

The preferred method also tracks which objects are 

related to each other and uses the concept of ancestry to 

enable objects to be marked as malware. For example, any 

particular process may spawn child processes which are 

20 therefore related. The key relating to the first object 

may be inspected to identify a component that uniquely 

identifies the first object and that is inherited or 

otherwise present in the key of a descendant or other 

related object of the first object. This component is 

25 referred to herein as a "gene". This general technique may 

be used in a number of ways: 

a) A known and trust~d parent process is afforded 

the ability to create child processes which may be 

30 automatically marked as safe to run on the local computer. 

It is also possible that this "inherited" property may be 

passed down to grand children processes and so on. This 
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safe status is passed to the parent's child processes and 

possibly, through them, further child processes (referred 

to here as "issue"), such signatures for the issue can all 

automatically be recorded in the local database as good. 

5 This allows the issue processes to be quickly marked as 

good, even if a connection to the community database 7 is 

not available. 

b) By monitoring activity of the parent process, if 

10 it is later found that the parent process is malware, then 

all of the issue processes can all automatically be 

recorded in the local database as bad. 

C) Similarly, by monitoring activity of the issue 

15 processes, if it is later found that one of the issue 

processes is malware, then one or more of the parent 

process and all of the other issue processes (i.e. all of 

the related processes in this contex~) can all 

automatically be recorded in the local database as bad. 

20 

d) Parental creation of a signature for a child or 

children including the ability for these to be 

automatically marked as either good or bad depending on the 

parent's behaviour and determination. Note that in some 

25 embodiments the product can "watch" or monitor the birth of 

a child process and automatically create the signature upon 

arrival. This provides the ability to monitor the creation 

of a bad program by another bad program. It is possible 

therefore to monitor the ancestry of a program so if for 

30 example the grandfather creates a program (the father) and 

this in turn creates a bad program (the son), it is 
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possible automatically to determine the father as a bad 

program. 

e) A feature may be included that allows for 

5 automatic forfeiture of a child's inherited ability to 

trigger the automatic creation of signatures on any further 

births because the child, as parent, has already.produced 

bad offspring. Preferably, a rule is that if a file has 

one bad offspring then the inherited ability can be 

10 automatically removed. 

f) An ability to watch clones or identical twins of 

objects (e.g. the same process running on other systems in 

the community) to compare the pattern of their issue and to 

15 make decisions as to whether or not to treat any particular 

process as malware. 

One or more of these features a) to f) can be used to 

provide a solution to the problem of producing a security 

20 product that can be used effectively without 100% reliance 

on being permanently connected to the Internet, which is 

often impractical. Examples of this are Windows Update and 

other processes used more and more by vendors who wish to 

be able to roll out product updates automatically across 

25 the worldwide web. 

Possible benefits of these types of features above 

conventional software are as follows. Antivirus software 

tends to have a cache of known bad signatures. The problem 

30 is keeping this up to date. Take the simple example of 

someone buying a new computer. The computer comes with an 

antivirus product preloaded with a signature cache. 
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Between the time when the PC was built, shipped to the 

store and bought by the user several days or weeks will 

have passed. The user starts the PC and is exposed to any 

new virus or malware which was created after the PC was 

5 built. Full protection requires the user to connect to the 

internet and download updates. This cannot be guaranteed 

to occur ahead of other activities by the user on the 

internet (almost physically impossible to guarantee). With 

a local cache of known good processes, as in the 

10 embodiments of the present invention, it is possible to 

ship the computer/terminal preloaded with a pre-generated 

cache of signatures for all of the good (clean) software 

preloaded by the computer manufacturer. In this case the 

user can connect to the internet knowing that any new or 

15 updated programs will be immediately detected and verified. 

20 

25 

Also any auto-updating software can function forcing 

signatures to be automatically built for its children and 

more remote off-spring (i.e. grandchildren, great­

grandchildren, etc). 

Reference is now made to "Defeating Polymorphism: 

Beyond Emulation" by Adrian Stepan of Microsoft Corporation 

published in "Virus Bulletin Conference October 2005" and 

also to us 60/789156 filed on 5th April 2006, the entire 

content of which are hereby incorporated by reference. In 

that paper and patent application, there are disclosed 

methods of decrypting files to allow the files to be 

analysed to determine whether or not the file actually is 

malware. In US 60/789156 in particular, there is disclosed 

30 a method of unpacking/decrypting an executable computer 

file using a host computer, the method comprising: 

partitioning the executable computer file into plural basic 
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blocks of code; translating at least some of the basic 

blocks of code into translated basic blocks of code that 

can be executed by the host computer; linking at least some 

of the translated basic blocks of code in memory of the 

5 host computer; and, executing at least some of the 

translated basic blocks of code on the host computer so as 

to enable the executable computer file to be unpacked or 

decrypted, whereupon the unpacked or decrypted executable 

computer file can be analyzed to determine whether the 

10 executable computer file is or should be classed as 

malware. There is also disclosed in US 60/789156 a method 

of unpacking/decrypting an executable computer file, the 

method comprising: partitioning the executable computer 

file into plural basic blocks of code; creating at least a 

15 read page of cache memory for at least some of the basic 

blocks, the read page of cache memory storing a read cached 

real address corresponding to a read cached virtual memory 

address for the respective basic block, and creating at 

least a write page of cache memory for at least some of the 

20 basic blocks, the write page of cache memory storing a 

write cached real address corresponding to a write cached 

virtual memory address for the respective basic block; and, 

emulating the executable file by exec~ting at least some of 

the basic blocks of code so as to enable the executable 

25 computer file to be unpacked or decrypted, whereupon the 

unpacked or decrypted executable computer file can be 

analyzed to determine whether the executable computer file 

is or should be classed as malware; wherein during the 

execution of a basic block, at least one of the read page 

30 and the write page of cache memory is checked for a cached 

real address corresponding to the virtual address that is 

being accessed for said basic block. 
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The techniques disclosed in these documents can be 

used in the present context when it is desired to analyse a 

file in detail. More generally however, the techniques 

5 disclosed in these papers, and particularly the enhanced 

techniques disclosed in US 60/789156, can be used to 

provide information about the activity of a file when it is 

run on a computer because·the techniques disclosed in these 

papers emulate the running of the file and therefore allow 

10 the file's activity to be interpreted. 

A further situation arises when users wish to install 

software while offline. In a preferred embodiment, when a 

user attempts to install new software while offline, agent 

15 software running on the user's computer 2 prompts the user 

for authorisation to allow the installation process to 

proceed such that the execution of the installation can 

itself be "authorised" by the user. This authorisation by 

the user is treated as a "Genesis'' event and will be so 

20 termed hereinafter. However there are some processes 

commonly used in installation of software that communicate 

with other existing programs on the installation machine, 

e.g. Microsoft's MSIEXEC. 

25 The Genesis approach involves a process that generates 

signatures as a result of the user's authorisation on the 

user's computer 2. Those signatures are stored in the 

local database on the user's computer 2. In one 

embodiment, those locally stored signatures are referred to 

30 as necessary by the agent software during the installation 

process so that the installation can proceed. 

Alternatively, the security checks made by the agent 
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software can be switched off during the installation 

process. The switching off may only pe for a limited 

duration, such as a few minutes which should be sufficient 

to allow most software to be installed, the off time 

5 optionally being user-configurable. 

In any event, once the installation has been completed 

and the user's computer 2 connected to the community 

database 7, the agent software on the user's computer 2 can 

10 upload the signatures relating to the installation from the 

user's local database to the community database 7. With 

corresponding data from other users' computers 2, the 

community database 7 can then be used to make a rapid 

determination that the installation of this particular 

15 software is benign. 

As a variant to this embodiment, when a user's 

computer 2 is at some point in time on-line·, the agent 

software on the user's computer 2 may download signatures 

20 of a so-called II trusted installer" or "l.icensed installer". 

This allows the operation of a method such th~t a "licensed 

installer" and any child processes of the licensed 

installer are permitted to execute while a Genesis event is 

"current", e.g. within a period of minutes after an 

25 authorisation from the user. Preferably signatures of 

licensed installers are always downloaded, as and when 

added to the community database 7, to a remote computer 2 

while online. 

30 There may be further refinements to this method, such 

as to prevent licensed installers executing if a media 

change has occurred during the currency of a Genesis event. 
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However, any unknown processes, which may be malware, may 

still be detected and blocked. Having a small number of 

iicensed installers facilitates download, as minimal data 

is required, especially compared to downloading virus 

5 signature files. As another example, super-trusted 

installers, such as. for example "Windows Update", may be 

employed whereby all new processes created by the super­

trusted installer are marked immediately as safe. 

10 In the case of an installation occurring when the 

remote computer 2 is connected to the community database 7, 

another option is that if the software that is about to be 

installed is not known to the community database 7, then 

the system will block the installation or alert the user. 

15 For example, a message may be displayed at the user's 

20 

computer 2 to the effect that "You are about to install 

some software. This software is not known to [the 

community). Are you sure. you wish to proceed?". 

Embodiments of the present invention have been 

described with particular reference to the examples 

illustrated. However, it will be appreciated that 

variations and modifications may be made to the examples 

described within the scope of the present invention. 
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CLAIMS 

1. A method of determining the protection that a remote 

computer has from malware, the method comprising: 

receiving at a base computer details of all or 

selected ·security products operating at a point in time on 

said remote computer; 

receiving similar information from other remote 

computers connected to the base computer; and, 

identifying any malware processes that were not 

identified by said other remote computers having that 

particular combination of security products. 

2. A method according to claim 1, comprising providing 

15 information to the user of said remote computer that said• 

remote computer may be susceptible to attack by said 

malware processes on the basis of said identifying. 

J 

3 A method according to claim 1, wherein the details of 

20 all or selected security products includes the name of the 

security products, versions, and loaded signature files. 

25 

4. Apparatus for determining the protection that a remote 

computer has from malware, the apparatus comprising: 

a base computer constructed and arranged to,receive 

computer details of all or selected security products 

operating at a point in time on said remote computer; 

the base computer being constructed and arranged to 

receive similar information from other remote computers 

30 connected to the base computer; and, 

the base computer being constructed and arranged to 

identify any malware processes that were not identified by 
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said other remote computers having that particular 

combination of security products. 

5. Apparatus according to claim 4, wherein the base 

5 computer is constructed and arranged to provide information 

to the user of said remote computer that said remote 

computer may be susceptible to attack by said malware 

processes on the basis of said identifying. 

10 6. Apparatus according to claim 4, wherein the details of 

all or selected security products includes the name of the 

security products, versions, and loaded signature files. 

7. A computer program.recorded on a non-transitory 

15 computer readable medium comprising program instructions 

for causing a computer to perform a method according to 

claim 1. 

8. A computer program recorded on a non-transitory 

20 computer readable medium comprising program instructions 

for causing a computer to perform a method according to 

claim 2. 

9. A computer program recorded on a non transitory 

25 computer readable medium comprising program instructions 

for causing a computer to perform a method according to 

claim 3. 

30 
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METHODS AND APPARATUS 

FOR DEALING WITH MALWARE 

ABSTRACT 

In one aspect, a m~thod of classifying a computer 

object as malware includes receiving at a base computer 

data about a computer object from each of plural remote 

computers on which the object or similar objects are 

10 stored. The data about the computer object received from 

the plural computers is compared in the base computer. The 

computer object is classified as malware on the basis of 

said comparison. In one embodiment, the data about the 

computer object includes one or more of: executable 

15 instructions contained within or constituted by the object; 

the size of the object; the name of the object; the logical 

storage location or path of the object on the respective 

remote computers; the vendor of the object; the software 

product and version associated with the object; and, events 

20 initiated by or involving the object when the object is 

created, configured or runs on the respective remote 

computers. 
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Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 339000-000013 
CONFIRMATION NO. 8408 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~HUl!~!~lll 11111111111111111111111 

Date Mailed: 07/23/2012 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 07/08/2012. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/ttruong/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

13/543,865 

47604 

07/08/2012 Melvyn Morris 339000-000013 
CONFIRMATION NO. 8408 

PUBLICATION NOTICE 
DLA PIPER LLP US 
P. 0. BOX 2758 
RESTON, VA 20195 

Title:METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Publication No.US-2012-0278891-A 1 
Publication Date:11/01/2012 

1111111111111111111111 ll]~!l]!~l!~l!~U!I)~ !U] 111111111111111 IIII 1111 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent owner: _P_r_e_v_x_L_im_it_e_d _____________________________ _ 

Application No./Patent No.: 131543,865 Filed/Issue Date: _2_0_1_2_-0_7_-_08 ________ _ 

Titled: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Prevx Limited , a Corporation 
--------------------
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q!!g of options A or B below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 018348 , Frame 0840 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: To: --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1 .14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call I -800-PTO-9 I 99 and select option 2. 
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PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

0 As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Bradley M. Knepper/ 
Signature 

Bradley M. Knepper 
Printed or Typed Name 

[Page 2 of 2] 

2012-11-30 
Date 

44,189 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an lnternationalApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 14351697 

Application Number: 13543865 

International Application Number: 

Confirmation Number: 8408 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 47604 

Filer: Bradley M. Knepper/Leslie Roberts 

Filer Authorized By: Bradley M. Knepper 

Attorney Docket Number: 339000-00001 3 

Receipt Date: 30-NOV-2012 

Filing Date: 08-JUL-2012 

Time Stamp: 13:53:01 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

912728 

1 Power of Attorney POA_Executed_Prevx_AIA.pdf no 1 
db9c376ddb33b6c00063bcf3d63fb2b6det 

bbc85 

Warnings: 

Information: 
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120052 

2 
Assignee showing of ownership per 37 

STATEMENT.pdf no 3 
CFR 3.73. 

19fc1 6c534972b61dd3b224ee907cf151 fut 
0584 

Warnings: 

Information: 

Total Files Size (in bytes) 1032780 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,865 

47604 
DLA PIPER LLP US 
P. 0. BOX 2758 
RESTON, VA 20195 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 339000-000013 
CONFIRMATION NO. 8408 

POWER OF ATTORNEY NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~HUl!IJI) jllll 111111111111111 IIII IIII 

Date Mailed: 12/12/2012 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 11/30/2012. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/fstephanos/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,865 

22442 
Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 339000-000013 
CONFIRMATION NO. 8408 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~HUl!l!IUII 111111111111111 IIII IIII 

Date Mailed: 12/12/2012 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 11/30/2012. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/fstephanos/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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Substitute for form 1449/PTO Complete if Known 

Application Number 13/543,865 

INFORMATION DISCLOSURE Filing Date July 8, 2012 

STATEMENT BY APPLICANT First Named Inventor Melvyn Morris 

(Use as many sheets as necessary) Art Unit 2431 

Examiner Name 

Sheet I 1 I of I 4 Attorney Docket Number 6890-93-DIV 

U.S. PATENT DOCUMENTS 
Examiner Cite Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 
Initials* No.1 

Number-kind Code 2 <11 known) 
MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

FiQures Appear 

1 6338141 01/08/2002 Wells 

2 6772346 08/03/2004 Chess 

3 6944772 09/13/2005 Dozortsev 

4 7013483 03/14/2006 Cohen et al. 

5 7093239 08/15/2006 van der Made 

6 2001/0052014 12/13/2001 Sheymov et al. 

7 2002/0099952 07/25/2002 Lambert et al. 

8 2003/0023857 01/30/2003 Hinch life 

9 2003/0084323 05/01/2003 Gales 

10 2003/0101381 05/29/2003 Mateev 

11 2003/0135791 07/17/2003 Natvig 

12 2004/0006704 01/08/2004 Dahlstrom 

13 2004/0039921 02/26/2004 Chuang 

14 2004/0068618 04/08/2004 Hooker 

15 2004/0073810 04/15/2004 Racine 

16 2004/0083408 04/29/2004 Spiegel 

17 2004/0153644 08/05/2004 McCorkendale 

18 2004/0255165 12/16/2004 Szor 

19 2005/0021994 01/27/2005 Barton 

20 2005/0027686 02/03/2005 Shipp 

21 2005/0086500 04/21/2005 Albornoz 

22 2005/0022014 06/27/2005 Shipman 

23 2005/0210035 09/22/2005 Kester et al. 

24 2007 /0016953 01/18/2007 Morris et al. 
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Initials* No.1 magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or count!) 

where published. 

45 English Language Abstract of JP 3-233629 published October 17, 1991 

46 English Language Abstract and Translation of JP 6-110718 published April 22, 1994 

47 English Language Abstract of JP 2003-196112 published July 11, 2003 
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51 English Translation of Official Action for China Patent Application No. 201110036121.8, dated 
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52 Official Action with English translation for China Patent Application No. 201110036121.8, dated 
Oct. 10, 2011, 14 paqes 
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54 English Language Translation of Japanese Office Action issued in JP 2008-518975 on 
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55 EXAMINER KANE, Official Action for U.S. Patent Application No. 11/477,807, mailed Jan. 13, 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,865 

Filed: July 8, 2012 

Atty. File No.: 6890-93-DIV 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 8408 

Examiner: 

INFORMATION DISCLOSURE 
STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

D Copies of the cited non-patent and/or foreign references are enclosed herewith. 

D Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

IZ] Copies of the cited U.S. patents/unpublished patent applications/patent application 

publications are not enclosed in accordance with 37 C.F.R. § 1.98(a). 

IZ] Copies of the cited references 30 - 61 are not enclosed, in accordance with 37 C.F.R. 

§ l.98(d), because the references were cited by or submitted to the U.S. Patent and Trademark 

Office in prior application Serial No. 11/477,807 filed 06/30/06, which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

IZ] To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

IZ] Examiner's attention is drawn to the following related applications: 

• Serial No. 11/477,807 filed 06/30/06 (Attorney's Ref. No. 6890-93) 

• Serial No. 13/543,866 filed 07/08/12 (Attorney's Ref. No. 6890-93-CON) 

D Other: __________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

~ 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 
application under 37 CFR 1.53( d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37 CFR 1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR l.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b)), but before the mailing date of any one of the following conditions: 

(I) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. 1.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

D Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. I.I 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR l.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l.97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. l.l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 

2 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 
D Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
L97(e)(l). 

DA copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. 1.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. 1.97(e)(2). 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: 

3 

raal IM. Knepper 
Registration No. 44189 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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Denver, CO 80202 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 
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UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 
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Alexandria., Virginia 22313-1450 
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Application No. 
13/543,865 

Applicant(s) 
MORRIS ET AL. 

Office Action Summary Examiner 
CORDELIA ZECHER 

Art Unit 
2432 

AIA (First Inventor to File) 
Status 
No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 
1 )~ Responsive to communication(s) filed on 8 Julv 2012. 

0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)0 This action is FINAL. 2b)~ This action is non-final. 
3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 
5)~ Claim(s) 1-9 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 
6)0 Claim(s) __ is/are allowed. 
7)~ Claim(s) 1-9 is/are rejected. 
8)0 Claim(s) __ is/are objected to. 
9)0 Claim(s) __ are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http:ilwww.usoto.gov/patents/init events/pph/index.isp or send an inquiry to PPHfeedback(wuspto.aov. 

Application Papers 
1 O)~ The specification is objected to by the Examiner. 
11 )~ The drawing(s) filed on 08 Julv 2012 is/are: a)~ accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)~ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
Certified copies: 

a)~ All b)O Some* c)O None of the: 

1.0 
2.~ 
3.0 

Certified copies of the priority documents have been received. 
Certified copies of the priority documents have been received in Application No. 11/477 807. 
Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Interim copies: 
a)O All b)O Some c)O None of the: Interim copies of the priority documents have been received. 

Attachment{s) 

1) ~ Notice of References Cited (PTO-892) 

2) ~ Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 03-13) Office Action Summary 

3) 0 Interview Summary (PTO-413) 

Paper No(s)/Mail Date. __ . 

4) 0 Other: __ . 

Part of Paper No./Mail Date 20130409 
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Application/Control Number: 13/543,865 

Art Unit: 2432 

DETAILED ACTION 

Page 2 

This action is responsive to the non-provisional application filed on July 8, 2012 

Claims 1 - 9 are pending. Claims 1 and 4 are independent. 

Specification 

Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. The form and legal 
phraseology often used in patent claims, such as "means" and "said," should be 
avoided. The abstract should describe the disclosure sufficiently to assist readers in 
deciding whether there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 

The abstract of the disclosure is objected to because the abstract is directed to 

the previous invention recited in the parent case. There is no mention of the aspects of 

the present invention. Correction is required. See MPEP § 608.01 (b). 

The following guidelines illustrate the preferred layout for the specification of a 
utility application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

As provided in 37 CFR 1.77(b), the specification of a utility application should 
include the following sections in order. Each of the lettered items should appear in 
upper case, without underlining or bold type, as a section heading. If no text follows the 
section heading, the phrase "Not Applicable" should follow the section heading: 

(a) TITLE OF THE INVENTION. 
(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 
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Application/Control Number: 13/543,865 

Art Unit: 2432 

Page 3 

(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR 
DEVELOPMENT. 

(d) THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT. 
(e) INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A 

COMPACT DISC. 
(f) BACKGROUND OF THE INVENTION. 

(1) Field of the Invention. 
(2) Description of Related Art including information disclosed under 37 
CFR 1.97 and 1.98. 

(g) BRIEF SUMMARY OF THE INVENTION. 
(h) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 
(i) DETAILED DESCRIPTION OF THE INVENTION. 
(j) CLAIM OR CLAIMS (commencing on a separate sheet). 
(k) ABSTRACT OF THE DISCLOSURE (commencing on a separate sheet). 
(I) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1.821-1.825. A 

"Sequence Listing" is required on paper if the application discloses a 
nucleotide or amino acid sequence as defined in 37 CFR 1.821 (a) and if 
the required "Sequence Listing" is not submitted as an electronic 
document on compact disc). 

The disclosure is objected to because of the following informalities: The 

specification is not divided into the appropriate sections. 

The lengthy specification has not been checked to the extent necessary to 

determine the presence of all possible minor errors. Applicant's cooperation is 

requested in correcting any errors of which applicant may become aware in the 

specification. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
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Application/Control Number: 13/543,865 

Art Unit: 2432 

Page 4 

invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 

USPQ 459 (1966), that are applied for establishing a background for determining 

obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 
2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating 

obviousness or nonobviousness. 

Claims 1, 2, 4, 5, 7, and 8 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Dahlstrom US Publication 2004/0006704 A1, and further in view 

of Beddoe US Patent 7,793,338 81. 

Referring to claims 1, 4 and 7, Dahlstrom discloses: 

Receiving at a base computer details of all or selected security products 

operating at a point in time on said remote computer (paragraph 44) 

Receiving similar information from other remote computers connected to 

the base computer (paragraph 29). 

Identifying any vulnerabilities that were not identified by said other remote 

computers having that particular combination of security products (paragraphs 

27, 46, and 48). Dahlstrom discloses that the vulnerability assessment includes a 

filtering/determination process wherein if any of the additional products eliminate 

the vulnerability then the vulnerability is not listed (paragraph 48). Therefore only 

vulnerabilities that have not been identified/remedied are listed. 
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Dahlstrom does not explicitly disclose the identified vulnerabilities including 

malware. However, Beddoe discloses the vulnerability database includes viruses and 

Trojan horses (column 11, lines 13-15). Dahlstrom and Beddoe are analogous art 

because they are from the same field of endeavor, endpoint security. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 

teachings of Dahlstrom and Beddoe before him or her, to modify the vulnerability 

database of Dahlstrom to include the viruses and Trojan horses of Beddoe. The 

suggestion/motivation for doing so would have been so that a more comprehensive 

security assessment that takes into account a wider range of vulnerabilities can be 

performed (column 11, lines 16-19). 

Referring to claims 2, 5, and 8, Dahlstrom discloses providing information to the 

user of said remote computer that said remote computer may be susceptible to attack 

by said malware processes on the basis of said identifying (paragraphs 38, 71 and 72). 

Claims 3, 6, and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Dahlstrom in view of Beddoe as applied above, and further in view of Mateev 

US Publication 2003/0101381 A1. 

Dahlstrom discloses wherein the details of all or selected security products 

includes the name of the security products, versions, and information relevant to 

determine whether an actual vulnerability may exist for a product configuration 

(paragraphs 25, 26, and 40). Dahlstrom in view of Beddoe does not explicitly disclose 

the information to determine whether a vulnerability may exist including signature files. 

IPR2023-01050 
CrowdStrike EX1002 Page 96



Application/Control Number: 13/543,865 

Art Unit: 2432 

Page 6 

However, Mateev discloses that to determine whether a virus is present on a system, 

consulting a signature database (paragraph 83). Dahlstrom in view of Beddoe and 

Mateev are analogous art because they are from the same field of endeavor, security. 

At the time of the invention, it would have been obvious to one of ordinary skill in the art, 

having the teachings of Dahlstrom in view of Beddoe and Mateev before him or her, to 

modify the database of Dahlstrom in view of Beddoe to include the signature files of 

Mateev. The suggestion/motivation for doing so would have been because anti-virus 

products only require a signature to identify a virus (Mateev, paragraph 19) and would 

help determine whether an actual vulnerability may exist for a product configuration 

(Dahlstrom, paragraph 40). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to CORDELIA ZECHER whose telephone number is 

(571 )272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -

5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/CORDELIA ZECHER/ 
Primary Examiner, Art Unit 2432 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

PRIORITY DOCUMENT EXCHANGE 

FAILURE STATUS REPORT 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

An attempt by the Office to electronically retrieve, under the Priority Document Exchange programs (PDX and DAS), 
0513375.6 to which priority is claimed has FAILED on 06/10/2013. 

For further questions or assistance, please contact our EBC Customer Support Center at 

1-866-217-9197 (toll-free) 

571-272-4100 (local) 

M-F 6AM - Midnight (Eastern Time) 
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Application Number 13/543,865 

INFORMATION DISCLOSURE Filing Date July 8, 2012 

STATEMENT BY APPLICANT First Named Inventor Melvyn Morris 

Sheet 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Initials* 

I Examiner 
Signature 

I 

(Use as many sheets as necessary) Art Unit 2432 

Cite 
No.1 

1 

Cite 
No. 

1 

Cite 
No.

1 

2 

3 

Examiner Name Cordelia P. K. Zecher 

1 I of I 1 Attorney Docket Number 6890-93-DIV 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Number-kind Code 2 (;fkaowa) 
MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

Fiqures Appear 

2006/0085857 04/20/2006 Ornate et al. 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Name of Patentee or Pages, Columns, Ts 

Date Applicant of Cited Document Lines, Where 
Country Code3

; Number4
; Kind Code5 (if known) MM-DD-YYYY Relevant Passages or 

Relevant Figures 
Appear 

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 
magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country 
where published. 

Official Action for China Patent Application No. 201110036124.1, dated Apr. 17, 2013, 7 pages 

EXAMINER ZECHER, Official Action for U.S. Patent Application No. 13/543,866, mailed Mar. 22, 
2013, 14 pages (Attorney's Ref. No. 6890-93-CON) 

I Date 
~onsidered 

*EXAMINER: Initial if reference considered, whether or not citation is in cpnformance with MPEP 609. Draw line through citation if, not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. Applicant's unique citation designation number (optional). See Ki~ds Codes of US PTO 
Patent Documents at www.usplo.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede the, serial number of the patent document. Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is 
attached. 
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Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Filer: Brent Robert Lindon/Robert Roe-Pachirat 

Attorney Docket Number: 6890-93-DIV 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 
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Sub-Total in 

USO($) 
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Miscellaneous-Filing: 

Petition: 
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Electronic Acknowledgement Receipt 

EFSID: 16095717 
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International Application Number: 

Confirmation Number: 8408 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 22442 

Filer: Brent Robert Lindon/Robert Roe-Pachirat 

Filer Authorized By: Brent Robert Lindon 

Attorney Docket Number: 6890-93-DIV 

Receipt Date: 20-JUN-2013 

Filing Date: 08-JUL-2012 

Time Stamp: 13:43:27 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $180 

RAM confirmation Number 12242 

Deposit Account 191970 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

150594 

1 6890-93-DIV _IDS_02.pdf yes 4 
df0d0cc671 adafc918e0084f64a614df3e0f6 

75c 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal Letter 1 3 

Information Disclosure Statement (IDS) Form (SB0S) 4 4 

Warnings: 

Information: 

445813 

2 Non Patent Literature 
CN2011100361241 - OA_04-17-

7 
2013.pdf 

no 
cde3cbe1 ba5ef83ef7c5dea97890518411 ce 

976e 

Warnings: 

Information: 

495237 

3 Non Patent Literature 
6890-93-CON_OA_03-22-2013. 

no 14 
pdf 
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Warnings: 

Information: 

30516 

4 Fee Worksheet (SB06) fee-info.pdf no 2 
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Total Files Size (in bytes) 1122160 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,865 

Filed: July 8, 2012 

Atty. File No.: 6890-93-DIV 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2432 

Confirmation No.: 8408 

Examiner: Cordelia P. K. Zecher 

SUPPLEMENT AL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

~ 
□ 

Copies of the cited non-patent and/or foreign references are enclosed herewith. 

Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

~ Copies of the cited U.S. patents/patent application publications are not enclosed m 

accordance with 37 C.F.R. § l.98(a). 

□ Copies of the cited references are not enclosed, in accordance with 3 7 C.F .R. § 1. 98( d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed _______ , which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

D To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

□ Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

D Other: ___________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

□ 

□ 

application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37CFR1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

~ Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. l. l 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR 1.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l.97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. l. l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 

2 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 
D Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

D A copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

Date: June 20 2013 ----~-------

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: 

3 

/Brent R. Lindon/ 
Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
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AMENDMENT AND RESPONSE 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant submits this Amendment and Response to address the Office Action having a 

mailing date of April 15, 2013. Although Applicant believes that no additional fees are due in 

connection with filing this Amendment and Response, please credit any overpayment or charge 

any underpayment to Deposit Account No. 19-1970. 

Please amend the above-identified patent application as follows: 

Amendments to the Specification being on page 2 of this paper. 

Amendments to the Claims are shown in the listing of claims which begins on page 3 of this 

paper. 

Remarks begin on page 6 of this paper. 
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AMENDMENTS TO THE SPECIFICATION 

Please amend the Abstract as follows: 

In one aspect, a method of classifying a eomputerdetermining the protection that a remote 

computer has from object as malware includes receiving at a base computer, details of -data 

about a computer object from: each of plural all or selected security products operating on a 

remote eomputerscomputer, receiving similar information from other remote computers, and 

identifying malware process that were not identified by the security products installed on the 

other remote computers and having a same or similar combination of security products installed 

on the remote computer. on \vhieh the obj eet or similar obj cots are stored. The data about the 

computer object received from: the plural computers is compared in the base computer. The 

computer object is classified as m:ahvare on the basis of said comparison. In one embodiment, 

the data about the computer obj eet includes one or more of: executable instructions contained 

within or constituted by the object; the sine of the object; the name of the object; the logical 

storage location or path of the object on the respective remote computers; the vendor of the 

object; the sofuvare product and version associated \vith the object; and, events initiated by or 

involving the obj eet vthen the obj eet is created, configured or runs on the respective remote 

computers. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. ( Currently Amended) A method of determining the protection that a remote 

computer has from mahvare, the method comprising: 

receiving,. at a base computer_,. details of all or selected security products operating at a 

point in time on s-attl-~remote computer; 

receiving, at the base computer, details of all or selected security products operating 

similar information from-on other remote computers connected in communication withte the 

base computer; and, 

identifying one or more of the other remote computers having a same or similar 

combination of security products as the combination of security products operating on the remote 

computer; and 

identifying ~one or more malware processes that were not identified by the 

combination of security products operating on s-attl-the one or more of the other remote 

computers having the same or similar that particular combination of security products as the 

combination of security products operating on the remote computer. 

2. (Currently Amended) A-The method according to claim 1, further comprisinK 

providing information to the user of s-attl-the remote computer that s-attl-the remote 

computer may be susceptible to attack by s-attl-the identified one or more malware processes-en 

the basis of said identifying. 

3. (Currently Amended) A-The method according to claim 1, wherein the details of 

all or selected security products includes the name of the security products, versions, and loaded 

signature files. 

4. (Currently Amended) An l\pparatus apparatus for determining the protection that 

a remote computer has from mahvare, the apparatus comprising: 
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a base computer constructed and arranged to receive computer details of all or selected 

security products operating at a point in time on -said-.§:....remote computer; 

the base computer being constructed and arranged to receive details of all or selected 

security products operating similar iRform:atioR from: on other remote computers eoRReeted in 

communication with-te the base computer;--aH:d, 

the base computer being constructed and arranged to identify one or more of the other 

remote computers having a same or similar combination of security products as the combination 

of security products operating on the remote computer; and 

the base computer being constructed and arranged to identify ~one or more malware 

processes that were not identified by -said-the combination of security products operating on the 

one or more of the other remote computers having the same or similar that partieular 

combination of security products as the combination of security products operating on the remote 

computers. 

5. (Currently Amended) The l\pparatus apparatus according to claim 4, wherein the 

base computer is constructed and arranged to provide information to the user of -said-the remote 

computer that -said-the remote computer may be susceptible to attack by -said-the identified one or 

more malware processes OR the basis of said idemifyiRg. 

6. (Currently Amended) The l\pparatusapparatus according to claim 4, wherein the 

details of all or selected security products includes the name of the security products, versions, 

and loaded signature files. 

7. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 1. 

8. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 2. 
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9. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 3. 

10. (New) The method according to claim 3, wherein the details of all or selected 

security products further includes settings at a particular point in time. 

11. (New) The method according to claim 1, further comprising: 

identifying one or more of the other remote computers having the same or similar 

combination of security products and settings as the combination of security products operating 

on the remote computer; and 

identifying one or more malware processes that were not identified by the combination of 

security products and settings operating on the one or more of the other remote computers having 

the same or similar combination of security products as the combination of security products 

operating on the remote computer. 

12. (New) The apparatus according to claim 6, wherein the details of all or selected 

security products further includes settings at a point in time. 

13. (New) The apparatus according to claim 4, further comprising: 

the base computer being constructed and arranged to identify one or more of the other 

remote computers having the same or similar combination of security products and settings as 

the combination of security products operating on the remote computer; and 

the base computer being constructed and arranged to identify one or more malware 

processes that were not identified by the combination of security products and settings operating 

on the one or more of the other remote computers having the same or similar combination of 

security products as the combination of security products operating on the remote computer. 
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REMARKS 

Applicant respectfully requests reconsideration of this application as amended. Claims 1-

6 have been amended, without intending to abandon or to dedicate to the public any patentable 

subject matter. Claims 10-13 are new. Accordingly, claims 1-13 are currently pending. 

Specification 

In response to the Office Action dated April 15, 2013, the Office objected to the abstract 

of the disclosure because the abstract is direct to the previous invention recited in the parent case. 

The Abstract has been amended. Accordingly, Applicant respectfully requests that the objection 

to the abstract be reconsidered and withdrawn. 

In response to the Office Action dated April 15, 2013, the Office Action correctly 

characterizes the arrangement specified in 37 C.F.R. 1.77(b) as "guidelines" of a "preferred" 

layout that is "suggested" for the Applicant's use. Thus, the Office Action itself acknowledges 

that the arrangement is discretionary on the part of the Applicant. In this case, Applicant 

declines the suggestion in the Office Action. Accordingly, Applicant respectfully requests that 

the objection to the speciation because it is not divided into appropriate sections be reconsidered 

and withdrawn. 

Claim Rejections Under 35 U.S.C. § 103 

Claims 1, 2, 4, 5, 7, and 8 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over U.S. Patent Publication No. 2004/0006704 to Dahlstrom et al. (hereinafter 

"Dahlstrom") and further in view of U.S. Patent No. 7,7963,338 to Beddoe et al. (hereinafter 

"Beddoe"). Claims 3, 6, and 9 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Dahlstrom in view of Beddoe and further in view of U.S. Patent Publication 

No. 2002003/0101381 to Mateev et al. (hereinafter "Mateev"). When determining whether a 

claim is obvious under 35 U.S.C. § 103, an examiner must make "a searching comparison of the 

claimed invention- including all its limitations -with the teaching of the prior art." In re Ochiai, 

71 F.3d 1565, 1572 (Fed. Cir. 1995) (emphasis added). Thus, "obviousness requires a suggestion 

of all limitations in a claim." CFMT, Inc. v. Yieldup Intern. Corp., 349 F.3d 1333, 1342 (Fed. 

Cir. 2003) (citing In re Royka, 490 F.2d 981,985 (CCPA 1974) (holding that to establish prima 

facie obviousness of a claimed invention, all the claim features must be taught or suggested by 
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the prior art)). However, whether considered alone or in combination, the cited references do not 

disclose a method comprising receiving, at a base computer, details of all or selected security 

products operating at a point in time on a remote computer; receiving, at the base computer, 

details of all or selected security products operating on other remote computers connected to the 

base computer; identifying one or more of the other remote computers having a same or similar 

combination of security products as the combination of security products operating on the remote 

computer; and identifying one or more malware processes that were not identified by the 

combination of security products operating on the one or more of the other remote computers 

having the same or similar combination of security products as the combination of security 

products operating on the remote computer. In particular, the cited references do not teach, 

suggest or describe at least identifying one or more of the other remote computers having a same 

or similar combination of security products as the combination of security products operating on 

the remote computer; and identifying one or more malware processes that were not identified by 

the combination of security products operating on the one or more of the other remote computers 

having the same or similar combination of security products as the combination of security 

products operating on the remote computer. Accordingly, the rejections of the claims as obvious 

in view of the cited references should be reconsidered and withdrawn. 

The Claimed Invention 

The claimed invention generally relates to a computer that provides information to a 

community database that is representative of all or selected ones of the software products loaded 

on or available the computer. In particular, this may be information on one or more of: all the 

locally-loaded security products (such as anti-malware systems including anti-virus software, 

anti-spyware, anti-adware and so on), firewall products, specific settings and details of which 

signature files are currently loaded, version details for the operating system and other software, 

and also information such as which files are operating and the particular version and software 

settings at any time. Since the community database is provided with such information from 

many, possibly millions, of users' computers, it is likely to hold corresponding information for 

other computers that have the same or a similar configuration of security products, etc. Thus, the 

community database can be searched for other computers having the same or a similar 

combination of security products including the same setting, signature files loaded and so on. In 
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this way, the community database can be used to obtain information as to whether for example a 

particular, specific combination of operating system and various security products, including 

settings and signature files existing at a point in time, renders a particular computer having those 

products and settings susceptible or vulnerable to any particular malware object. 

In a simple example, if for example the database knows that a computer in the past has 

version A of anti-virus product B with downloaded signature update C, and also has a firewall D 

with particular settings E, and perhaps anti-spyware software F with signature updates G, but that 

a particular malware process P was not detected by this combination of programs at that point in 

time, then this information can be provided to a computer that is known as having that 

combination of security programs/settings, and can be used to indicate that that computer is 

vulnerable in the short term to attack by that particular malware process. Thus, the community 

database, when provided with information relating to all the security products, etc. on a 

particular computer at a particular time, is searched for events for processes marked as "bad" that 

occurred on computers with that particular mix of security products and that were not locally 

detected. This information can then be fed back to the user of the particular computer, for 

example directly or by directing the user to a website. 

The Dahlstrom Ref ere nee 

The Dahlstrom reference is generally directed to a security assessment server having a 

security vulnerability database, an automated search engine, an organization database, and a 

tracking system. See e.g., Dahlstrom, ,i 0024. The database includes a plurality of product 

records categorized and indexed using product categories, product vendors, and/or product 

names, each product record being associated with a computing, networking, or communications 

hardware or software product. See Id. Each product record includes vulnerability data 

associated with known security vulnerabilities faced by the product associated with such product 

record as well as known fixes to be taken to address such security vulnerability. See e.g., 

Dahlstrom, ,i 0025. 

As on example, a particular organization profile is received and parsed by an automated 

search engine to generate a list of the products used by the organization that is characterized 

using the associated product information for each product described. See e.g., Dahlstrom, ,i 

0043. A first product in the parsed list is compared to each of the product records by the 
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automated search engine matching the associated product information to the fields of product 

data included within each of the product records. See e.g., Dahlstrom, ,i 0044. For example, the 

version number and installed patches indicated in the particular organization profile relative to 

the first product may be matched up with corresponding fields of a particular product record in 

the security vulnerability database in order to identify applicable security vulnerabilities present 

in the first product given its current configuration. See Id. A match between the first product and 

one of product records is determined based on the comparison. See e.g. Dahlstrom, ,i 0046. 

Each product included in the product list of the particular organization profile determined to have 

a match within security vulnerability database is updated with the security vulnerabilities, their 

associated risk ratings, and their associated fixes from the matched product record. See Id. 

Upon determining that a product from the parsed product list matches a particular product 

record, and prior to copying security vulnerability information from such product record as one 

or more vulnerability identifications, risk ratings, and fixes for the particular product, automated 

search engine may perform additional filters and/or determinations. See e.g. Dahlstrom, iJ0048. 

For example, automated search engine may determine vulnerabilities that are: redundant or 

duplicative of those already determined and reported for previous products, resolved or 

otherwise not at risk because of the organization's use of another product within the parsed 

product list, and/or inapplicable because the organization has already acted upon a fix 

recommended by system or otherwise. See Id. If no such determinations are made, all 

vulnerability information may be copied. See Id. If such determinations are made so as to 

eliminate a particular security vulnerability from consideration, such vulnerability may be not 

copied into the particular organization profile, may be copied with an annotation describing the 

determination, or may be copied but indicated as already fixed because of a previous action taken 

by the organization. 

In particular, Dahlstrom does not disclose or teach where the security vulnerabilities are 

identified based on a combination of security products not identifying the security vulnerability. 

Stated another way, Dahlstrom fails to teach, disclose, or render obvious at least identifying one 

or more of the other remote computers having a same or similar combination of security products 

as the combination of security products operating on the remote computer; and identifying one or 

more malware processes that were not identified by the combination of security products 

operating on the one or more of the other remote computers having the same or similar 
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combination of security products as the combination of security products operating on the remote 

computer. 

The Beddoe Ref ere nee 

The Beddoe reference is generally directed to an endpoint security system residing on a 

quarantined virtual local area network and managing the connection of a host to either the 

quarantined virtual local area network or to a non-quarantined virtual local area network based 

on a security assessment of the added host. See e.g., Beddoe, col. 1 lns 42-47. In one 

embodiment, the endpoint security system comprises a security scanner, a dynamic host 

configuration protocol server, and an endpoint security agent. See e.g., Beddoe, col 1 lns 47-49. 

The security scanner is configured to perform a security assessment on a host. See e.g., Beddoe, 

col. 1, lns 49-51. In one embodiment, the security scanner is able to detect any combination of 

one or more of the following vulnerabilities: open ports, backdoors, trojan horses, viruses, and 

the like. See e.g., Beddoe, col 11 lns 3-6. In one advantageous embodiment, the security scanner 

has access to a vulnerability database comprising a number of vulnerability definitions that 

define vulnerabilities in terms of characteristics of hosts that have each vulnerability. Se e.g., col. 

11 lns 6-10. Furthermore, in one embodiment, the security scanner is able to detect 

characteristics of each host, match them against the vulnerability definitions, and determine 

which hosts have each vulnerability. See e.g, Beddoe, col 11 lns 13. Notably however, Beddoe 

does not disclose or teach where vulnerabilities are identified based on a combination of security 

products not identifying the security vulnerability. Stated another way, Dahlstrom fails to teach, 

disclose, or render obvious at least identifying one or more of the other remote computers 

having a same or similar combination of security products as the combination of security 

products operating on the remote computer; and identifying one or more malware processes that 

were not identified by the combination of security products operating on the one or more of the 

other remote computers having the same or similar combination of security products as the 

combination of security products operating on the remote computer. 

As neither Dahlstrom nor Beddoe teach at least identifying one or more of the other 

remote computers having a same or similar combination of security products as the combination 

of security products operating on the remote computer; and identifying one or more malware 

processes that were not identified by the combination of security products operating on the one 
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or more of the other remote computers having the same or similar combination of security 

products as the combination of security products operating on the remote computer, Dahlstorm 

and Beddoe take alone, or in any combination fail to teach, disclose, or render obvious at least 

identifying one or more of the other remote computers having a same or similar combination of 

security products as the combination of security products operating on the remote computer; and 

identifying one or more malware processes that were not identified by the combination of 

security products operating on the one or more of the other remote computers having the same or 

similar combination of security products as the combination of security products operating on the 

remote computer. 

As Mateev is generally directed to consulting a signature database to determine whether a 

virus is present on a system, see e.g., Office Action dated April 15, 2013, page 6, none of the 

cited references take alone, or in any combination, teach, disclose, or render obvious at least 

identifying one or more of the other remote computers having a same or similar combination of 

security products as the combination of security products operating on the remote computer; and 

identifying one or more malware processes that were not identified by the combination of 

security products operating on the one or more of the other remote computers having the same or 

similar combination of security products as the combination of security products operating on the 

remote computer. Accordingly, at least based on the above, the rejections of claims 1-9 should 

be reconsidered and withdrawn. 
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CONCLUSION 

Accordingly, at least based on the above, the independent claims are patentably 

distinguishable from the cited reference. The dependent claims are further distinguishable at 

least based on the above and the additional feature(s) recited therein. 

With all objections and rejections having been overcome, Applicants respectfully submit 

the application is in condition for allowance. Withdrawal of the outstanding rejection and a 

prompt notice of allowance are respectfully solicited. 

Should the Examiner believe anything further is desirable in order to place the 

application in even better condition for allowance, the Examiner is encouraged to contact 

Applicant's undersigned representative at the telephone number listed below. 

The Commissioner is hereby authorized to charge to deposit account number 19-1970 

any fees under 3 7 CFR § 1.16 and 1.17 that may be required by this paper and to credit any 

overpayment to that Account. If any extension of time is required in connection with the filing 

of this paper and has not been separately requested, such extension is hereby Petitioned. 

Date: July 15, 2013 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67.424 

12 

1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 
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Applicant's arguments, see Remarks, filed July 15, 2013, with respect to the 

specification and abstract have been fully considered and are persuasive. The 

objection to the specification and abstract has been withdrawn. 

Applicant's arguments with respect to the 103 rejection have been fully 

considered but they are not persuasive. 

Applicant argues that Dahlstrom does not disclose or teach where the security 

vulnerabilities are identified based on a combination of security products not identifying 

the security vulnerability. However, as explained in applicant's response, Dahlstrom 

discloses filtering the list of vulnerabilities based on what vulnerabilities may be resolved 

by other products (paragraph 48). For example, if a computer comprises products A and 

B, and product A is vulnerable to Trojan Horse 1 and Trojan Horse 2, and product B is 

only vulnerable to Trojan Horse 1 and resolves Trojan Horse 2, then the vulnerability list 

for the computer would only include Trojan Horse 1. Therefore the list of vulnerabilities 

would include the vulnerability to which the computer comprising products A and Bis 

vulnerable. Therefore Dahlstrom discloses the disputed claim limitation. 

Applicant argues neither Dahlstrom nor Beddoe teach at least identifying one or 

more of the other remote computers having a same or similar combination of security 

products as the combination of security products operating on the remote computer. 

However, Dahlstrom discloses when a match if found for a product in the database the 

vulnerabilities are determined for that product (paragraph 46). Therefore, when 
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computer 1 has product A and then computer 2 is determined to also contain product A, 

then computer 2 is effectively identified as having the same product as computer 1. This 

product assessment is then used to determine which vulnerability to which product A is 

vulnerable. 

In addition, Beddoe incorporates by reference US Application 10/050,675 which 

was published as US Publication 2003/0195861 A 1 (hereinafter McClure) (column 10, 

lines 45-52). McClure discloses that after the vulnerability assessment of a system an 

active assessment of all the target computers takes place wherein the knowledge of 

target computer operating system, as well as information recovered from the target 

network during vulnerability assessment is used to further test vulnerabilities against 

each target computer (paragraphs 157 and 323-325). Therefore the combination of 

Dahlstrom and Beddoe disclose the disputed claim limitation. 

Claim Rejections - 35 USC § 112 

The following is a quotation of 35 U.S.C. 112(b): 
(b) CONCLUSION.- The specification shall conclude with one or more claims particularly 
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor 
regards as the invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 
The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 11 and 13 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre­

AIA), second paragraph, as being indefinite for failing to particularly point out and 

distinctly claim the subject matter which the inventor or a joint inventor, or for pre-AIA 

the applicant regards as the invention. 
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Claims 11 and 13 recite the limitation "the combination of security products and 

settings". There is insufficient antecedent basis for this limitation in the claim. It is noted 

that amending claim 11 to depend from claim 10 and claim 13 to depend from claim 12 

would resolve the issue. 

Claim Rejections - 35 USC § 103 

The text of those sections of Title 35, U.S. Code not included in this action can 

be found in a prior Office action. 

Claims 1, 2, 4, 5, 7, and 8 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Dahlstrom US Publication 2004/0006704 A1, and further in view 

of Beddoe US Patent 7,793,338 81. 

Referring to claims 1, 4 and 7, Dahlstrom discloses: 

Receiving at a base computer details of all or selected security products 

operating at a point in time on a remote computer (paragraph 44) 

Receiving, at the base computer, details of all or selected security 

products operating on other remote computers in communication with the base 

computer (paragraph 29). 

Identifying one or more of the other remote computers having a same or 

similar combination of security products as the combination of security products 

operating on the remote computer (paragraph 46). 
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combination of security products operating on the one or more of the other 
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remote computers having the same or similar combination of security products as 

the combination of security products operating on the remote computer 

(paragraphs 27, 46, and 48). Dahlstrom discloses that the vulnerability 

assessment includes a filtering/determination process wherein if any of the 

additional products eliminate the vulnerability then the vulnerability is not listed 

(paragraph 48). Therefore only vulnerabilities that have been identified/but not 

remedied are listed. 

Dahlstrom does not explicitly disclose the identified vulnerabilities including 

malware. However, Beddoe discloses the vulnerability database includes viruses and 

Trojan horses (column 11, lines 13-15). Dahlstrom and Beddoe are analogous art 

because they are from the same field of endeavor, endpoint security. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 

teachings of Dahlstrom and Beddoe before him or her, to modify the vulnerability 

database of Dahlstrom to include the viruses and Trojan horses of Beddoe. The 

suggestion/motivation for doing so would have been so that a more comprehensive 

security assessment that takes into account a wider range of vulnerabilities can be 

performed (column 11, lines 16-19). 

In addition, McClure (which is incorporated by reference into Beddoe) discloses 

that when a vulnerability is located in one target computer, reassesing the vulnerability 

in a related second computer (paragraph 324). At the time of the invention, it would 
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have been obvious to one of ordinary skill in the art, having the teachings of Dahlstrom 

and Beddoe before him or her, to modify the vulnerability detection of Dahlstrom to 

include the active assessment of Beddoe. The suggestion/motivation for doing so would 

have been so that if other prior vulnerability tests failed, they are advantageously retried 

after a successful vulnerability test (McClure, paragraph 323). 

Referring to claims 2, 5, and 8, Dahlstrom discloses providing information to the 

user of the remote computer that the remote computer may be susceptible to attack by 

the identified one or more malware processes (paragraphs 38, 71 and 72). 

Claims 3, 6, 9 - 13 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Dahlstrom in view of Beddoe as applied above, and further in 

view of Mateev US Publication 2003/0101381 A1. 

Referring to claims 3, 6, and 9, Dahlstrom discloses wherein the details of all or 

selected security products includes the name of the security products, versions, and 

information relevant to determine whether an actual vulnerability may exist for a product 

configuration (paragraphs 25, 26, and 40). Dahlstrom in view of Beddoe does not 

explicitly disclose the information to determine whether a vulnerability may exist 

including signature files. However, Mateev discloses that to determine whether a virus is 

present on a system, consulting a signature database (paragraph 83). Dahlstrom in 

view of Beddoe and Mateev are analogous art because they are from the same field of 

endeavor, security. At the time of the invention, it would have been obvious to one of 

ordinary skill in the art, having the teachings of Dahlstrom in view of Beddoe and 
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Mateev before him or her, to modify the database of Dahlstrom in view of Beddoe to 

include the signature files of Mateev. The suggestion/motivation for doing so would 

have been because anti-virus products only require a signature to identify a virus 

(Mateev, paragraph 19) and would help determine whether an actual vulnerability may 

exist for a product configuration (Dahlstrom, paragraph 40). 

Referring to claims 10 and 12, Dahlstrom discloses the details of all or selected 

security products further includes settings at a particular point in time (paragraphs 25, 

26, and 40). 

Referring to claims 11, and 13, Dahlstrom discloses: 

Identifying one or more of the other remote computers having the same or 

similar combination of security products and settings as the combination of 

security products operating on the remote computer (paragraph 46). 

Identifying one or more malware processes that were not identified by the 

combination of security products and settings operating on the one or more of the 

other remote computers having the same or similar combination of security 

products as the combination of security products operating on the remote 

computer (paragraphs 27, 46, and 48). 

Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
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§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to CORDELIA ZECHER whose telephone number is 

(571 )272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -

5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/CORDELIA ZECHER/ 
Primary Examiner, Art Unit 2432 
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Applicant-Initiated Interview Summary 

Application No. 

13/543,865 

Examiner 

VIRAL LAKHIA 

All participants (applicant, applicant's representative, PTO personnel): 

(1) VIRAL LAKHIA. 

(2) BRENT LINDEN. 

Date of Interview: 12 November 2013. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) CORDELIA ZECHER. 

(4) __ . 

D applicant's representative] 

~No. 

Issues Discussed 0101 D112 0102 ~103 □Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: Yes. 

Substance of Interview 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2431 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative and Examiner discussed novel aspect of the invention. Applicant's representative described 
in details. the inventive concept "Security products updated on remote computers by central computer. and scanning 
for ma/ware not detected on remote computers due to lack of updated antivirus software. Further Detection of ma/ware 
on cloud of computer networks and updating of security products on computers". Examiner requested to include claim 
11 for compact prosecution - No agreement was reached. Examiner is thankful for detailed explanation of inventive 
concept and claim interpretation. As applicant's representative will submit the amended claim(s). examiner will conduct 
focused search and submit the written response. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/Viral S Lakhia/ 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

Interview Summary Paper No. 20131112 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Applicant-Initiated Interview Summary 

Application No. 

13/543,865 

Examiner 

VIRAL LAKHIA 

All participants (applicant, applicant's representative, PTO personnel): 

(1) VIRAL LAKHIA. 

(2) BRENT LINDEN. 

Date of Interview: 12 November 2013. 

Type: ~ Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) CORDELIA ZECHER. 

(4) __ . 

D applicant's representative] 

~No. 

Issues Discussed 0101 D112 0102 ~103 □Others 
(For each of the checked box( es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: Yes. 

Substance of Interview 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2431 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative and Examiner discussed novel aspect of the invention. Applicant's representative described 
in details. the inventive concept "Security products updated on remote computers by central computer. and scanning 
for ma/ware not detected on remote computers due to lack of updated antivirus software. Further Detection of ma/ware 
on cloud of computer networks and updating of security products on computers". Examiner requested to include claim 
11 for compact prosecution - No agreement was reached. Examiner is thankful for detailed explanation of inventive 
concept and claim interpretation. As applicant's representative will submit the amended claim(s). examiner will conduct 
focused search and submit the written response. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/Viral S Lakhia/ 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

Interview Summary Paper No. 20131112 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
-Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
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attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
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substance of the interview. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: Melvyn Morris 

Application No.: 13/543,865 

Filed: July 08, 2012 

Atty. File No.: 6890-93-DIV 

For: Methods and Apparatus for Dealing with 
Malware 

~ Group Art Unit: 2432 

~ Examiner: Lakhia, Viral S 

~ Confirmation No.: 8408 

) 
) 
) 
) 
) 
) 
) 
) 

AMENDMENT AND RESPONSE 

MailRCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant submits this Amendment and Response to address the Final Office Action 

having a mailing date of August 06, 2013. Submitted herewith is a Request for Continued 

Examination together with the required fees. Additionally, a Petition for a one month Extension 

of Time along with the requisite fees has been filed concurrently herewith. Although Applicant 

believes that no additional fees are due in connection with filing this Amendment and Response, 

please credit any overpayment or charge any underpayment to Deposit Account No. 19-1970. 

Please amend the above-identified patent application as follows: 

Amendments to the Claims are shown in the listing of claims which begins on page 2 of this 

paper. 

Remarks begin on page 6 of this paper. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method comprising: 

receiving, at a base computer, details of all or selectedone or more security products 

operating at a point in time on a remote computer; 

receiving, at the base computer, details of all or selectedone or more security products 

operating on other remote computers in communication with the base computer; 

receiving, at the base computer, details of a process that has been executed by at least one 

of the other remote computers; 

determining, by the base computer and based on the received details of the process that 

has been executed by the least one of the other remote computers, that the process is a malware 

process not identified by the one or more security products operating on the at least one of the 

other remote computers; and 

determining, by the base computer, that the remote computer is vulnerable to the malware 

process, wherein the determination is based on ideH-tifyi-H:g oH:e or more of the at least one of the 

other remote computers having a same or similar combination of security products as the 

combination of security products operating on the remote computer-;-i¼H:d 

ideH-tifyiH:g oH:e or more mahvare processes that vtere H:ot ideH-tified by the combiH:atioH: of 

security products operatiH:g OH: the oH:e or more of the other remote computers haviH:g the same or 

similar combiH:atioH: of security products as the combiH:atioH: of security products operati-H:g OH: the 

remote computer. 

2. (Currently Amended) The method according to claim 1, further comprising: 

providing information to the user of the remote computer that the remote computer may 

be susceptible to attack by the ideH-tified oH:e or more malware processesprocess. 
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3. ( Currently Amended) The method according to claim 1, wherein the details of -all 

or selectedthe one or more security products includes the name of the security products, versions, 

and loaded signature files. 

4. (Currently Amended) An apparatus comprising: 

a base computer constructed and arranged to receive computer details of all-er 

selectedone or more security products operating at a point in time on a remote computer; 

the base computer being constructed and arranged to receive details of all or selectedone 

or more security products operating on other remote computers in communication with the base 

computer; 

the base computer being constructed and arranged to receive details of a process that has 

been executed by at least one of the other remote computers; 

the base computer being constructed and arranged to determine, based on the received 

details of the process that has been executed by the least one of the other remote computers, that 

the process is a malware process not identified by the one or more security products operating on 

the at least one of the other remote computers; and 

identify one or more of the other remote computers having a same or similar combination 

of security products as the combination of security products operating on the remote computer; 

and 

the base computer being constructed and arranged to determine that the remote computer 

is vulnerable to the malware process, wherein the determination is based onidentify one or more 

mahvare processes that 1tvere not identified by the combination of security products operating on 

the at least one ofone or more of the other remote computers having the same or similar 

combination of security products as the combination of security products operating on the remote 

computers. 

5. (Currently Amended) The apparatus according to claim 4, wherein the base 

computer is constructed and arranged to provide information to the user of the remote computer 

that the remote computer may be susceptible to attack by the identified one or more malware 

processesprocess. 
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6. (Currently Amended) The apparatus according to claim 4, wherein the details of 

all or selectedthe one or more security products includes the name of the security products, 

versions, and loaded signature files. 

7. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 1. 

8. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 2. 

9. (Previously Presented) A computer program recorded on a non-transitory 

computer readable medium comprising program instructions for causing a computer to perform a 

method according to claim 3. 

10. (Previously Presented) The method according to claim 3, wherein the details of all 

or selected security products further includes settings at a particular point in time. 

11. (Currently Amended) The method according to claim 1, further comprising: 

identifying, by the base computer, one or more of the other remote computers having the 

same or similar combination of security products and settings as the combination of security 

products operating on the at least one of the other remote computercomputers; and 

identifying determining, by the base computer, that the one or more mahvare processes 

that 1Nere not identified by the combination of security products and settings operating on the one 

or more of the other remote computers having the same or similar combination of security 

products as the combination of security products operating on the at least one of the other remote 

computercomputers is vulnerable to the malware process. 

12. (Previously Presented) The apparatus according to claim 6, wherein the details of 

all or selected security products further includes settings at a point in time. 

13. (Currently Amended) The apparatus according to claim 4, further comprising: 
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the base computer being constructed and arranged to identify one or more of the other 

remote computers having the same or similar combination of security products and settings as 

the combination of security products operating on the at least one of the other remote 

eom-putercomputers; and 

the base computer being constructed and arranged to determine that the identify one or 

more mahvare proeesses that 1tvere not identified by the eombination of seeurity pro duets and 

settings operating on the one or more of the other remote computers having the same or similar 

combination of security products as the combination of security products operating on the at least 

one of the other remote eom-putercomputers is vulnerable to the malware process. 

14. (New) The method according to claim 1, wherein the one or more security 

products include a firewall product and an antivirus product. 

15. (New) The apparatus according to claim 4, wherein the one or more security 

products include a firewall product and an antivirus product. 

16. (New) A method comprising: 

receiving, at a base computer, details of one or more security products operating at a 

point in time on a remote computer; 

receiving, at the base computer, details of one or more security products operating on 

other remote computers in communication with the base computer; 

receiving, at the base computer, details of a process that has been executed by at least one 

of the other remote computers; 

determining, by the base computer and based on the received details of the process that 

has been executed by the least one of the other remote computers, that the process is a malware 

process; 

determining, by the base computer, that the remote computer is vulnerable to the malware 

process, wherein the determination is based on the at least one of the other remote computers 

having a same or similar combination of security products as the combination of security 

products operating on the remote computer; 
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identifying, by the base computer, one or more of the other remote computers having the 

same or similar combination of security products and settings as the combination of security 

products operating on the remote computer; and 

identifying, by the base computer, one or more malware processes that were not 

identified by the combination of security products and settings operating on the one or more of 

the other remote computers having the same or similar combination of security products as the 

combination of security products operating on the remote computer. 
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REMARKS 

Status of the Claims 

The above-identified patent application has been reviewed in light of the Examiner's 

Action dated August 06, 203. Claims 1-6, 11, and 13 have been amended, without intending to 

abandon or to dedicate to the public any patentable subject matter. Claims 14-16 have been 

added. Accordingly, claims 1-16 are pending. As set forth herein, reconsideration and 

withdrawal of the rejections of the claims are respectfully requested. 

Examiner Interview 

Applicant would like to thank Examiner Lakhia and Supervisory Examiner Zecher for 

their time during the telephonic interview on November 12, 2013. Examiner Lakhia, 

Supervisory Examiner Zecher, and Applicant's representative, Brent Lindon, discussed the 

current rejection to clarify the issues at hand, discussed possible additions to the claims, and 

differences between the cited art and the present claims. The changes discussed are some of the 

changes included in the current amendments. Again, Applicant appreciates the Examiners' 

attention and assistance. 

Claim Rejections Under 35 U.S.C. §112 

Claims 11 and 13 have been rejected under 35 US.C. 112(B) or 35 U.S.C. 112 (pre-AIA), 

second paragraph as being indefinite for failing to particularly point out and distinctly claim the 

subject matter which the inventor or a joint inventor, or for pre-AIA the applicant regards as the 

invention. Claims 11 and 13 have been amended to overcome this rejection; accordingly, 

Applicant respectfully submits that the rejections of claims 11 and 13 under 35 U.S.C. § 112 

should be reconsidered and withdrawn. 

Claim Rejections Under 35 U.S.C. § 103 

Claims 1, 2, 4, 5, 7, and 8 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over U.S. Patent Publication No. 2004/0006704 to Dahlstrom et al. (hereinafter 

"Dahlstrom") and further in view of U.S. Patent No. 7,793,338 to Beddoe et al. (hereinafter 

"Beddoe"). Claims 3, 6, and 9-13 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Dahlstrom in view of Beddoe and further in view of U.S. Patent Publication 
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No. 2003/0101381 to Mateev et al. (hereinafter "Mateev"). To establish aprimafacie case of 

obviousness, all claim limitations must first be taught or suggested by the prior art. See, e.g., 

DyStar Textilfarben GmbH & Co. Deutsch/and KG v. C.H. Patrick Co., 464 F.3d 1356, 1360 

(Fed. Cir. 2006); 80 U.S.P.Q.2d 1641, 1645 (2006). "All words in a claim must be considered in 

judging the patentability of that claim against the prior art." MPEP § 2143.03 (citing In re 

Wilson, 424 F.2d 1382, 1385, 165 USPQ 494,496 (CCPA 1970)). The Examiner must then 

provide an explicit analysis of the motivation for combining the references. See KSR Int'! Co. v. 

Teleflex Inc., 550 U.S. 398,418 (2007); 82 U.S.P.Q.2d 1385, 1396 (2007) ("a patent composed 

of several elements is not proved obvious merely by demonstrating that each of its elements was, 

independently, known in the prior art .... "). While the Examiner can choose one of several 

exemplary rationales from the MPEP to support an obviousness rejection, all the rationales in the 

MPEP still require the Examiner to demonstrate that all the claim elements are shown in the prior 

art. See MPEP § 2143, Original Eighth Edition, August 2001, Latest Revision July 2008. 

However, whether considered alone or in combination, the cited references do not teach or 

suggest the combination of features as claimed. Accordingly, the rejections of the claims as 

obvious in view of the cited references should be reconsidered and withdrawn. 

The Claimed Invention 

The claimed invention generally relates to a computer that provides information to a 

community database that is representative of all or selected ones of the software products loaded 

on or available the computer. In particular, this may be information on one or more of all the 

locally-loaded security products (such as anti-malware systems including anti-virus software, 

anti-spyware, anti-adware and so on), firewall products, specific settings and details of which 

signature files are currently loaded, version details for the operating system and other software, 

and also information such as which files are operating and the particular version and software 

settings at any time. Since the community database is provided with such information from 

many, possibly millions, of users' computers, it is likely to hold corresponding information for 

other computers that have the same or a similar configuration of security products, etc. Thus, the 

community database can be searched for other computers having the same or a similar 

combination of security products including the same setting, signature files loaded and so on. In 

this way, the community database can be used to obtain information as to whether for example a 
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particular, specific combination of operating system and various security products, including 

settings and signature files existing at a point in time, renders a particular computer having those 

products and settings susceptible or vulnerable to any particular malware object. 

In a simple example, if for example the database knows that a computer in the past has 

version A of anti-virus product B with downloaded signature update C, and also has a firewall D 

with particular settings E, and perhaps anti-spyware software F with signature updates G, but that 

a particular malware process P was not detected by this combination of programs at that point in 

time, then this information can be provided to a computer that is known as having that 

combination of security programs/settings, and can be used to indicate that that computer is 

vulnerable in the short term to attack by that particular malware process. Thus, the community 

database, when provided with information relating to all the security products, etc. on a 

particular computer at a particular time, is searched for events for processes marked as "bad" that 

occurred on computers with that particular mix of security products and that were not locally 

detected. This information can then be fed back to the user of the particular computer, for 

example directly or by directing the user to a website. 

The Dahlstrom Ref ere nee 

The Dahlstrom reference is generally directed to a security assessment server having a 

security vulnerability database, an automated search engine, an organization database, and a 

tracking system. See e.g., Dahlstrom, ,i 0024. The database includes a plurality of product 

records categorized and indexed using product categories, product vendors, and/or product 

names, each product record being associated with a computing, networking, or communications 

hardware or software product. See Id. Each product record includes vulnerability data 

associated with known security vulnerabilities faced by the product associated with such product 

record as well as known fixes to be taken to address such security vulnerability. See e.g., 

Dahlstrom, ,i 0025. 

As an example, a particular organization profile is received and parsed by an automated 

search engine to generate a list of the products used by the organization that is characterized 

using the associated product information for each product described. See e.g., Dahlstrom, ,i 

0043. A first product in the parsed list is compared to each of the product records by the 

automated search engine matching the associated product information to the fields of product 
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data included within each of the product records. See e.g., Dahlstrom, ,i 0044. For example, the 

version number and installed patches indicated in the particular organization profile relative to 

the first product may be matched up with corresponding fields of a particular product record in 

the security vulnerability database in order to identify applicable security vulnerabilities present 

in the first product given its current configuration. See Id. A match between the first product and 

one of product records is determined based on the comparison. See e.g. Dahlstrom, ,i 0046. 

Each product included in the product list of the particular organization profile determined to have 

a match within security vulnerability database is updated with the security vulnerabilities, their 

associated risk ratings, and their associated fixes from the matched product record. See Id. 

Upon determining that a product from the parsed product list matches a particular product 

record, and prior to copying security vulnerability information from such product record as one 

or more vulnerability identifications, risk ratings, and fixes for the particular product, automated 

search engine may perform additional filters and/or determinations. See e.g. Dahlstrom, iJ0048. 

For example, automated search engine may determine vulnerabilities that are: redundant or 

duplicative of those already determined and reported for previous products, resolved or 

otherwise not at risk because of the organization's use of another product within the parsed 

product list, and/or inapplicable because the organization has already acted upon a fix 

recommended by system or otherwise. See Id. If no such determinations are made, all 

vulnerability information may be copied. See Id. If such determinations are made so as to 

eliminate a particular security vulnerability from consideration, such vulnerability may be not 

copied into the particular organization profile, may be copied with an annotation describing the 

determination, or may be copied but indicated as already fixed because of a previous action taken 

by the organization. 

The Office stated in the Final Office Action dated August 06, 2013, that "when computer 

1 has a product A and then computer 2 is determined to also contain product A, then computer 2 

is effectively identified as having the same product as computer 1. This product assessment is 

then used to determine which vulnerability to which product A is vulnerable." See e.g., Office 

Action dated August 06, 2013, pages 2-3. However, as described above, nowhere does 

Dahlstrom disclose or suggest that computer 2 is effectively identified as having the same 

product as computer 1. That is, each computer, or product, is compared to a database, not to 

another computer. Assuming arguendo, that Dahlstrom does teach that computer 2 is effectively 
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identified as having the same product as computer 1, Dalhstrom still lacks the teaching where the 

assessment of one computer is used to determine a vulnerability of another computer. That is, 

nowhere does Dahlstrom disclose or teach at least receiving, at the base computer, details of a 

process that has been executed by at least one of the other remote computers, determining, by the 

base computer and based on the received details of the process that has been executed by the 

least one of the other remote computers, that the process is a malware process not identified by 

the one or more security products operating on the at least one of the other remote computers, 

and determining, by the base computer, that the remote computer is vulnerable to the malware 

process, wherein the determination is based on the at least one of the other remote computers 

having a same or similar combination of security products as the combination of security 

products operating on the remote computer. 

The Beddoe Ref ere nee 

The Beddoe reference is generally directed to an endpoint security system residing on a 

quarantined virtual local area network and managing the connection of a host to either the 

quarantined virtual local area network or to a non-quarantined virtual local area network based 

on a security assessment of the added host. See e.g., Beddoe, col. 1 lns 42-47. In one 

embodiment, the endpoint security system comprises a security scanner, a dynamic host 

configuration protocol server, and an endpoint security agent. See e.g., Beddoe, col 1 lns 47-49. 

The security scanner is configured to perform a security assessment on a host. See e.g., Beddoe, 

col. 1, lns 49-51. In one embodiment, the security scanner is able to detect any combination of 

one or more of the following vulnerabilities: open ports, backdoors, trojan horses, viruses, and 

the like. See e.g., Beddoe, col 11 lns 3-6. In one advantageous embodiment, the security scanner 

has access to a vulnerability database comprising a number of vulnerability definitions that 

define vulnerabilities in terms of characteristics of hosts that have each vulnerability. Se e.g., col. 

11 lns 6-10. Furthermore, in one embodiment, the security scanner is able to detect 

characteristics of each host, match them against the vulnerability definitions, and determine 

which hosts have each vulnerability. See e.g, Beddoe, col 11 lns 13. Notably however, Beddoe 

does not disclose or teach where a remote computer is identified as being vulnerable to a 

malware process based on one of the other remote computers having a same or similar 

combination of security products as the combination of security products operating on the remote 
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computer. Although Beddoe, via McClure, teaches performing an active assessment based on 

knowledge of a target computer operating system, as well as information recovered from the 

target network during vulnerability assessment, to further test vulnerabilities against each target 

computer, Beddoe does not teach, suggest, or render obvious at least receiving, at the base 

computer, details of a process that has been executed by at least one of the other remote 

computers, determining, by the base computer and based on the received details of the process 

that has been executed by the least one of the other remote computers, that the process is a 

malware process not identified by the one or more security products operating on the at least one 

of the other remote computers, and determining, by the base computer, that the remote computer 

is vulnerable to the malware process, wherein the determination is based on the at least one of 

the other remote computers having a same or similar combination of security products as the 

combination of security products operating on the remote computer. 

As neither Dahlstrom nor Beddoe teach at least the combination of features as claimed, 

Dahlstorm and Beddoe take alone, or in any combination fail to teach, disclose, or render 

obvious at least receiving, at the base computer, details of a process that has been executed by at 

least one of the other remote computers, determining, by the base computer and based on the 

received details of the process that has been executed by the least one of the other remote 

computers, that the process is a malware process not identified by the one or more security 

products operating on the at least one of the other remote computers, and determining, by the 

base computer, that the remote computer is vulnerable to the malware process, wherein the 

determination is based on the at least one of the other remote computers having a same or similar 

combination of security products as the combination of security products operating on the remote 

computer. 

As Mateev is generally directed to consulting a signature database to determine whether a 

virus is present on a system, see e.g., Office Action dated August 06, 2013, page 6, none of the 

cited references taken alone, or in any combination, teach, disclose, or render obvious at least 

receiving, at the base computer, details of a process that has been executed by at least one of the 

other remote computers, determining, by the base computer and based on the received details of 

the process that has been executed by the least one of the other remote computers, that the 

process is a malware process not identified by the one or more security products operating on the 

at least one of the other remote computers, and determining, by the base computer, that the 
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remote computer is vulnerable to the malware process, wherein the determination is based on the 

at least one of the other remote computers having a same or similar combination of security 

products as the combination of security products operating on the remote computer. 

Accordingly, at least based on the above, the rejections of claims 1-13 should be reconsidered 

and withdrawn. 
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CONCLUSION 

Accordingly, at least based on the above, the independent claims are patentably 

distinguishable from the cited reference. The dependent claims are further distinguishable at 

least based on the above and the additional feature(s) recited therein. 

With all objections and rejections having been overcome, Applicants respectfully submit 

the application is in condition for allowance. Withdrawal of the outstanding rejection and a 

prompt notice of allowance are respectfully solicited. 

Should the Examiner believe anything further is desirable in order to place the 

application in even better condition for allowance, the Examiner is encouraged to contact 

Applicant's undersigned representative at the telephone number listed below. 

The Commissioner is hereby authorized to charge to deposit account number 19-1970 

any fees under 3 7 CFR § 1.16 and 1.17 that may be required by this paper and to credit any 

overpayment to that Account. If any extension of time is required in connection with the filing 

of this paper and has not been separately requested, such extension is hereby Petitioned. 

Date: December 5, 2013 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67,424 
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1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 
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New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

IPR2023-01050 
CrowdStrike EX1002 Page 191



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,865 

Filed: July 8, 2012 

Atty. File No.: 6890-93-DIV 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 8408 

Examiner: Viral S. Lakhia 

SUPPLEMENTAL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

~ 
□ 

Copies of the cited non-patent and/or foreign references are enclosed herewith. 

Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

~ Copies of the cited U.S. patents/patent application publications are not enclosed in 

accordance with 37 C.F.R. § l.98(a). 

□ Copies of the cited references are not enclosed, in accordance with 3 7 C.F .R. § 1.98( d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed------~ which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

D To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

D Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref. No. __ _, 

Serial No. ____ filed ____ (Attorney Ref. No. ____ ) 

□ Other: ___________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

□ 

~ 

application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37 CFR 1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Infonnation Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

0 Please charge Deposit Account 19-1970 in the amount of$180.00 for the fee set forth in 37 C.F.R. 1.17(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR 1.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l .97(c). 

□ This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

□ Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. 1.l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 

Date: 

D Each item of information contained in this information disclosure statement was 
first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

DA copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. 1.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

------------

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 

3 

Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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Substitute for form 1449/PTO Complete if Known 

Application Number 13/543,865 

INFORMATION DISCLOSURE Filing Date July 8, 2012 

STATEMENT BY APPLICANT First Named Inventor Melvyn Morris 

Sheet 

Examiner 
Initials* 

Examiner 
Initials* 

Examiner 
Initials* 

I Examiner 
Signature 

I 

(Use as many sheets as necessary) Art Unit 2431 

Cite 
No.1 

1 
2 

Cite 
No. 

1 

Cite 
No.

1 

3 

4 

Examiner Name Viral S. Lakhia 

1 I of I 1 Attorney Docket Number 6890-93-DIV 

U.S. PATENT DOCUMENTS 
Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where 

Number-kind Code 2 (;fkaowa) 
MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

Fiqures Appear 

7603374 10/13/2009 Cameron et al. 
2002/0087734 07/04/2002 Marshall et al. 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Name of Patentee or Pages, Columns, Ts 

Date Applicant of Cited Document Lines, Where 
Country Code3

; Number4
; Kind Code5 (if known) MM-DD-YYYY Relevant Passages or 

Relevant Figures 
Appear 

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 
magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country 
where published. 

Official Action with English Translation for China Patent Application No. 20110036124.1, dated 
Oct. 23, 2013, 8 pages 
Notice of Allowance for U.S. Patent Application No. 13/543,866, mailed Dec. 26, 2013 (Attorney's 
Ref. No. 6890-93-CON) 1 O pages 

I Date 
~onsidered 

*EXAMINER: Initial if reference considered, whether or not citation is in cpnformance with MPEP 609. Draw line through citation if, not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. Applicant's unique citation designation number (optional). See Ki~ds Codes of US PTO 
Patent Documents at www.usplo.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede the, serial number of the patent document. Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is 
attached. 
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Electronic Acknowledgement Receipt 

EFSID: 17936213 

Application Number: 13543865 

International Application Number: 

Confirmation Number: 8408 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 22442 

Filer: Brent Robert Lindon/Robert Roe-Pachirat 

Filer Authorized By: Brent Robert Lindon 

Attorney Docket Number: 6890-93-DIV 

Receipt Date: 16-JAN-2014 

Filing Date: 08-JUL-2012 

Time Stamp: 16:51:06 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

151557 

1 6890-93-DIV _IDS_04.pdf yes 4 
2c5c87741 e6db94bc1 db9da92c42acf98c4 

a26ac 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal Letter 1 3 

Information Disclosure Statement (IDS) Form (SB0S) 4 4 

Warnings: 

Information: 

304552 

2 Non Patent Literature 
CN201110036124_OA_ 10-23-2 

no 8 
013.pdf 

ac52ea364105070a6492a318c5be6e53e80 
fc738 

Warnings: 

Information: 

480312 

3 Non Patent Literature 
6890-93-

10 
CON_NOA_ 12-26-2013.pdf 

no 
720a33e 176ba819e85462dee9d03869540 

5c523a 

Warnings: 

Information: 

Total Files Size (in bytes) 936421 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,865 

Filed: July 8, 2012 

Atty. File No.: 6890-93-DIV 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 8408 

Examiner: Viral S. Lakhia 

SUPPLEMENT AL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

~ 
□ 

Copies of the cited non-patent and/or foreign references are enclosed herewith. 

Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

~ Copies of the cited U.S. patents/patent application publications are not enclosed m 

accordance with 37 C.F.R. § l.98(a). 

□ Copies of the cited references are not enclosed, in accordance with 3 7 C.F .R. § 1. 98( d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed _______ , which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

~ To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

□ Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

D Other: ___________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 
application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37CFR1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

D Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. l. l 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR 1.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l.97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. l. l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 
D Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

D A copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

Date: January 16, 2014 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: 

3 

/Brent R. Lindon/ 
Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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UNITED STA 1ES p A 1ENT AND TRADEMARK OFFICE 

PRIORITY DOCUMENT EXCHANGE 

FAILURE STATUS REPORT 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

An attempt by the Office to electronically retrieve, under the Priority Document Exchange programs (PDX and DAS), 
0513375.6 to which priority is claimed has FAILED on 01/24/2014. 

For further questions or assistance, please contact our EBC Customer Support Center at 

1-866-217-9197 (toll-free) 

571-272-4100 (local) 

M-F 6AM - Midnight (Eastern Time) 

pdx@uspto.gov (email) 

Priority Document Exchange Website: http:/ /www.uspto.gov/patents/process/file/pdx/pdx_index.jsp 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

APPLICATION NO. 

13/543,865 

01/29/2014 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MAL WARE 

EXAMINER 

LAKHIA, VIRAL S 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 01/29/2014 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-DIV 8408 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $960 $0 $0 $960 04/29/2014 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of 3 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

APPLICATION NO. 

13/543,865 

01/29/2014 

FILING DATE 

07/08/2012 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Melvyn Morris 6890-93-DIV 8408 

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MAL WARE 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $960 

EXAMINER ART UNIT 

LAKHIA, VIRAL S 2431 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0 $0 

CLASS-SUBCLASS 

726-023000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$960 04/29/2014 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 
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Date ____________________ _ 

Registration No. ________________ _ 
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APPLICATION NO. 
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22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

01/29/2014 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-DIV 8408 

EXAMINER 

LAKHIA, VIRAL S 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 01/29/2014 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be O day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When 0MB approves an agency 
request to collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the 0MB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Examiner-Initiated Interview Summary 

Application No. 

13/543,865 

Examiner 

VIRAL LAKHIA 

All participants (applicant, applicant's representative, PTO personnel): 

(1) VIRAL LAKHIA. 

(2) BRENT LINDON. 

Date of Interview: 14 January 2014. 

Type: IZI Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

IZI No. 

Issues Discussed D101 D112 D102 IZl103 □Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: NA. 

Substance of Interview 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2431 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative and examiner discussed the novel aspect of invention. Examiner discussed to include claim 
3 into independent claim (security products on multiple computers scanning remote computers. detectic ma/ware in 
cloud by remote and base computers) for allowable subiect matter. Attorney submitted the amended claim(s) on 
1/21/2014. Examiner will conduct focused search and submit the written reply. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/VIRAL LAKHIA/ 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20140121 
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Application No. 
13/543,865 

Applicant(s) 
MORRIS ET AL. 

Notice of Allowability Examiner 
VIRAL LAKHIA 

Art Unit 
2431 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [gi This communication is responsive to 1/16/2014. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [gl The allowed claim(s) is/are 1-16. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
~;ttp://V'vww.uspto.gov/patents/init events/pph/index.is_p or send an inquiry to PPHfeedback@uspto.aov . 

4. D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) D All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121 {d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [gl Notice of References Cited (PTO-892) 

2. [gl Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date __ 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. [gl Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

/VIRAL LAKH IN 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

5. [gl Examiner's Amendment/Comment 

6. [gl Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20140121 

IPR2023-01050 
CrowdStrike EX1002 Page 207



Application/Control Number: 13/543,865 

Art Unit: 2431 

The present application is being examined under the pre-AIA first to invent 

provisions. 

DETAILED ACTION 

Claims 1-16 are examined. 

EXAMINER'S AMENDMENT 

Page 2 

An examiner's amendment to the record appears below. Should the changes 

and/or additions be unacceptable to applicant, an amendment may be filed as provided 

by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be 

submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 

with the applicant representative, Mr. Brent Lindon on 1/14/2014 and amended claims 

submitted 1/21/2014. During the telephone conference, Mr. Brent Lindon has agreed 

and authorized examiner to amend claim(s) to distinguish over the prior arts of record. 

Allowable Subject Matter 

Claims 1-16 are allowed. 

Claims 1, 4 and 16 are amended. 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 
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Application/Control Number: 13/543,865 

Art Unit: 2431 

1. (Currently Amended) A method comprising: 

Page 3 

receiving, at a base computer, details uniquely identifying one or more security 

products operating at a point in time on a remote computer; 

receiving, at the base computer, details uniquely identifying one or more security 

products operating on other remote computers in communication with the base 

computer; 

receiving, at the base computer, details of a process that has been executed by 

at least one of the other remote computers; 

determining, by the base computer and based on the received details of the 

process that has been executed by the least one of the other remote computers, that 

the process is a malware process not identified by the one or more security products 

operating on the at least one of the other remote computers; and 

determining, by the base computer, that the remote computer is vulnerable to the 

malware process, wherein the determination is based on the at least one of the other 

remote computers having a same or similar combination of security products as the 

combination of security products operating on the remote computer. 

4. (Currently Amended) An apparatus comprising: 

a base computer constructed and arranged to receive details uniquely identifying 

one or more security products operating at a point in time on a remote computer; 
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CrowdStrike EX1002 Page 209



Application/Control Number: 13/543,865 

Art Unit: 2431 

Page 4 

the base computer being constructed and arranged to receive details uniquely 

identifying one or more security products operating on other remote computers in 

communication with the base computer; 

the base computer being constructed and arranged to receive details of a 

process that has been executed by at least one of the other remote computers; 

the base computer being constructed and arranged to determine, based on the 

received details of the process that has been executed by the least one of the other 

remote computers, that the process is a malware process not identified by the one or 

more security products operating on the at least one of the other remote computers; and 

the base computer being constructed and arranged to determine that the remote 

computer is vulnerable to the malware process, wherein the determination is based on 

the at least one of the other remote computers having the same or similar combination 

of security products as the combination of security products operating on the remote 

computers. 

13. (Currently Amended) A method comprising: 

receiving, at a base computer, details uniquely identifying one or more security 

products operating at a point in time on a remote computer; 

receiving, at the base computer, details uniquely identifying one or more security 

products operating on other remote computers in communication with the base 

computer; 
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Application/Control Number: 13/543,865 

Art Unit: 2431 

Page 5 

receiving, at the base computer, details of a process that has been executed by 

at least one of the other remote computers; 

determining, by the base computer and based on the received details of the 

process that has been executed by the least one of the other remote computers, that 

the process is a malware process; 

determining, by the base computer, that the remote computer is vulnerable to the 

malware process, wherein the determination is based on the at least one of the other 

remote computers having a same or similar combination of security products as the 

combination of security products operating on the remote computer; 

identifying, by the base computer, one or more of the other remote computers 

having the same or similar combination of security products and settings as the 

combination of security products operating on the remote computer; and 

identifying, by the base computer, one or more malware processes that were not 

identified by the combination of security products and settings operating on the one or 

more of the other remote computers having the same or similar combination of security 

products as the combination of security products operating on the remote computer. 

REASONS FOR ALLOWANCE 

The following is an examiner's statement of reasons for allowance: 

Examiner finds applicant's amendment dated 1/16/2014 and representative's arguments 

dated 12/23/2013 and submission of amended claims on 1/21/2014 are persuasive for 

reason of allowance. References of Dahlstrom - Gladstone - Mateev and 
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Application/Control Number: 13/543,865 

Art Unit: 2431 

Page 6 

amendment(s) to independent claim(s) does not teach nor suggest applicant's claim 

limitation element of: "Detecting malware on remote computers by base computer, by 

comparing the security product(s) on remote and base computers, and comparing 

malware objects by size, name, logical storage and path of the malware object and 

details as described in independent claim(s)". 

Updated search does not teach or fairly suggest the claimed limitation(s). 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Viral Lakhia whose telephone number is (571) 270 -

3363. The examiner can normally be reached on 8:00-5:30 Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Zecher Cordelia can be reached on (571) 272-7771. The fax phone number 

for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 
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Application/Control Number: 13/543,865 

Art Unit: 2431 

Page 7 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). 

/VIRAL LAKHIA/ 
Examiner, Art Unit 2431 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 
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Examiner-Initiated Interview Summary 

Application No. 

13/543,865 

Examiner 

VIRAL LAKHIA 

All participants (applicant, applicant's representative, PTO personnel): 

(1) VIRAL LAKHIA. 

(2) BRENT LINDON. 

Date of Interview: 14 January 2014. 

Type: IZI Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

IZI No. 

Issues Discussed D101 D112 D102 IZl103 □Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: NA. 

Substance of Interview 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2431 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Applicant's representative and examiner discussed the novel aspect of invention. Examiner discussed to include claim 
3 into independent claim (security products on multiple computers scanning remote computers. detectic ma/ware in 
cloud by remote and base computers) for allowable subiect matter. Attorney submitted the amended claim(s) on 
1/21/2014. Examiner will conduct focused search and submit the written reply. 

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/VIRAL LAKHIA/ 
Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20140121 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

13/543,865 MORRIS ET AL. 
Notice of References Cited 

Examiner Art Unit 

VIRAL LAKHIA 2431 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Name Classification 

* A US-7,370,359 05-2008 Hrabik et al. 726/23 

* B US-7,979,889 07-2011 Gladstone et al. 726/1 

* C US-8,407, 795 03-2013 Palagummi, Siva Sai Prasad 726/24 

* D US-8,046,835 10-2011 Herz, Frederick S. M. 726/25 

* E US-2004/0083129 04-2004 Herz, Frederick S. M. 705/010 

* F US-2013/0042294 02-2013 Colvin et al. 726/1 

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u Vasudevan A, Cobra - fine grained malware analysis, May 2006, IEEE, Vol 4, Pages - 279-294. 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20140121 
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i[S63 lnll(malware virus viral) same (identif$4 illU&PGPUB; inR i[ON :112014/01/21 i 
I I I analy$4 determin$4) same j USPAT; USOCR;: : j 13:33 : 
i \ \ ; ; ; ~ ; 
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I I I (remot$4) and (undetect$4 [ FPRS; EPO; : : I : 
I I I unidentif$4 dormant) and (cloud$2) [ JPO; : : l : 
I I I and @ad<"20050630" and ("713" [ DERWENT; : : ! : 
I I I "726") .clas. [ I BM_ TDB : : [ : 

l"s62 1 I "13543865" j US-PGPUB; i OR i ON [2014/01/21: 
I I l USPAT; USOCR; i i [ 13:21 : 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT , , ' , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS61 3 !"20130024935" lU&PGPUB; !OR !ON !2014/01/14! 
I I l USPAT· USOCR· i i i 11 "48 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

iS6Cl 0 I "13633867" j U&PGPUB; : OR : ON [2014/01/14: 
I I l USPAT; USOCR; i i [ 11 :00 : 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT , , ' , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S59 32 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/14: 
I I analy$4 determin$4) same j USPAT; USOCR;: : j 10:33 : 
i I (remot$4) and (undetect$4 I FPRS; EPO; : : i : 
I I unidentif$4 dormant) and [ JPO; : : l : 
I l@ad<"20050630"and("713" [DERWENT; : : ! : 
I I"726").clas. [IBM_TDB : : j : 
\ l~~~~~~~~~, ~~~~~~~~~~~~~~~~.._ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~• 

1858 23 I (malware virus viral) same (identif$4 I U&PGPUB; : OR : ON l 2014/01/14! 
I I analy$4) same (remot$4) and [ USPAT; USOCR;: : ! 10:29 : 
I I (undetect$4 unidentif$4 dormant) [ FPRS; EPO; : : j : 
I I and @ad< "20050630" and ("713" [ JPO; : : j : 
' '"726") I 'DERWENT ' ' ' ' i i .cas. i ; : : i : 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""[ I BM_ TDB """"""'": """""""""""": """"""""" I """"""""""""": 
I S57 3 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/14: 
I I analy$4) same (remot$4) same [ USPAT; USOCR;: : j 10:28 : 
i I (undetect$4 unidentif$4 dormant) I FPRS; EPO; : : i : 
I I same (signatur$4) and [ JPO; : : l : 
I I @ad< "20050630" and ("713" [ DERWENT; : : ! : 
I I"726").clas. [IBM_TDB : : j : 
\ l~~~~~~~~~, ~~~~~~~~~~~~~~~~.._ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~• 

1856 4 l(malwarevirusviral)same(identif$4!U&PGPUB; :OR :ON !2014/01/14! 
I I analy$4) same (remot$4) same [ USPAT; USOCR;: : l 09:33 : 
I I (undetect$4 unidentif$4 dormant) [ FPRS; EPO; : : ! : 
I I and @ad< "20050630" and ("713" [ JPO; : : j : 
' '"726") I 'DERWENT ' ' ' ' i i .cas. i ; : : i : 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""[ I BM_ TDB """"""'": """""""""""": """"""""" I """"""""""""": 
IS55 157 l(malwarevirusviral)same(identif$4[U&PGPUB; :OR :ON [2014/01/14: 
I I analy$4) same (remot$4 network) [ USPAT; USOCR;: : j 09:33 : 
I I and (undetect$4 unidentif$4 j FPRS; EPO; : : j : 
I I dormant) and @ad< "20050630" and I JPO; : : j : 
I I ("713" "726").clas. [ DERWENT; : : [ : 

I'""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" [ 1_ BM_ TDB """"""'": """""""""""'": """"""""'"! """"""""""""": 

IS54I108 l(malwarevirusviral)same(identif$4!U&PGPUB; :OR :ON !2014/01/14! 
I I I analy$4) same (remot$4 network) [ USPAT; USOCR;: : l 09:33 : 
I I I and (undetect$4) and [ FPRS; EPO; : : ! : 
I I l@ad<"20050630"and("713" [JPO; : : j : 
' ' '"726") I 'DERWENT ' ' ' ' i i i .cas. i ; : : i : 
I __________ I _______________ I __________________________________________________________________________________ j I BM_ TDB _____________ __: ______________________ __: __________________ I ________________________ __: 

115531174 I (malware virus viral) same (identif$4 ! U&PGPUB; :nR !ION 12□ 14/01/1{ 
! ! ! analy$4) same (remot$4) and j USPAT; USOCR;: : j 09:26 : 
! t t ~ l l ~ l 
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I I I (undetect$4) and @ad<"20050630" [ FPRS; EPO; : : [ : 
I I I and ("713" "726") .clas. l JPO; : : [ : 
i i i i DERWENT i i i i 

I __________ I """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

1852 49 I (malware virus viral) same (identif$4 I US-PGPUB; : OR : ON l 2014/01/14: 
I I analy$4) same (remot$4) and [ USPAT; USOCR;: : ! 09:24 : 
I I (undetect$4) and @ad<"20050630" [ FPRS; EPO; : : j : 
I I !JPO; : : ! : 
, i i DERWENT , , ' , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S51 149 I (malware virus viral) same (identif$4 [ US-PGPUB; : OR : ON j 2014/01/14: 
I I analy$4) same (remot$4) and j USPAT; USOCR;: : j 09:23 : 
I I (negativ$4 undetect$4) and I FPRS; EPO; : : i : 
I I @ad< "20050630" [ JPO; : : ! : 
i i i DERWENT i i i i 

I,""'""' """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

185() 115 l(malwarevirusviral)same(identif$4!U&PGPUB; :OR :ON !2014/01/14: 
I I analy$4) same (remot$4) and [ USPAT; USOCR;: : ! 09:23 : 
I I @ad< "20050630" and "726" .clas. I FPRS; EPO; : : I : 
I I !JPO; : : I : 

, i i DERWENT , , , , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S49 38 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/14: 
I I analy$4) same (remot$4) same j USPAT; USOCR;: : j 09:21 : 
I I (negativ$4 undetect$4) and I FPRS; EPO; : : i : 
I I @ad< "20050630" [ JPO; : : ! : 
i i i DERWENT i i i i 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1848 5 I (malware virus viral) same (identif$4 I U&PGPUB; : OR : ON l 2014/01/14! 
I I analy$4) same (remot$4) same [ USPAT; USOCR;: : ! 09:21 : 
I I (negativ$4 undetect$4) and [ FPRS; EPO; : : j : 
i I @ad< "20050630" and "726" .clas. I JPO; : : I : 
I I l DERWENT i i i i 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S47 3774 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/14: 
I I analy$4) same (remot$4) "sclas.me" j USPAT; USOCR;: : j 09:20 : 
I I (negativ$4 undetect$4) and I FPRS; EPO; : : i : 
I I @ad< "20050630" and "726" .clas. [ JPO; : : ! : 
i i i DERWENT i i i i 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1846 38 I (malware virus viral) same (identif$4 I U&PGPUB; : OR : ON l 2014/01/14! 
I I analy$4) same (remot$4) same [ USPAT; USOCR;: : ! 09:20 : 
I I (negativ$4 undetect$4) and [ FPRS; EPO; : : j : 
I I @ad< "20050630" I JPO; : : I : 
i I l DERWENT i i i i 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S45 4 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/14: 
I I analy$4) same (remot$4) same [ USPAT; USOCR;: : j 09:19 : 
I I (negativ$4 undetect$4) same I FPRS; EPO; : : i : 
I I (scan$5) and @ad< "20050630" [ JPO; : : ! : 
i i i DERWENT· i i i i 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

I S44 I 11 I (malware virus viral) same (identif$4 I U&PGPUB; : OR : ON l 2014/01/14! 
I I I analy$4) same (remot$4) same [ USPAT; USOCR;: : l 09:19 : 
I I I (negativ$4 undetect$4) same [ FPRS; EPO; : : ! : 
I I I (scan$5) and @ad< "20120708" [ JPO; : : j : 
i i i i DERWENT· i i i i 

I __________ I """"""'" I """""""""""""""""""""""""""""""""""""""""J I BM - TDB __ ' __________ _J """""""""""_J """"""""" I """"""""""""_J 

l[S43 li72 I (malware virus viral) same (identif$4 ! U&PGPUB; :nR r)N 12014/01/1{ 
I I I analy$4) same (remot$4) same j USPAT; USOCR;: : j 09:17 : 
! t t ~ l l ~ l 
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I I I (negativ$4 undetect$4) and [ FPRS; EPO; : : I : 
I I I @ad< "20120708" [ JPO; : : ! : 
i i i i DERWENT i i i i 

I __________ I """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

loo 26 I (malware virus viral) same (identif$4 I US-PGPUB; i OR i ON l 2014/01/13: 
I I analy$4) same (detect$4) same [ USPAT; USOCR;: : ! 15:33 : 
I I (remot$4) same (negativ$4 [ FPRS; EPO; : : j : 
I I undetect$4) and @ad< "20120708" [ JPO; : : j : 
i i i DERWENT i i i i 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S41 0 I "13844622" I US-PGPUB; : OR : OFF j 2014/01/13! 
I I l USPAT USOCR· i i i 12·56 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT , , i , 

I,""'""' """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

184() 8 I (malware virus viral) same (identif$4 I U&PGPUB; : OR : ON l 2014/01/13: 
I I analy$4) same (detect$4) same [ USPAT; USOCR;: : ! 09:54 : 
I I (remot$4) same (negativ$4 [ FPRS; EPO; : : j : 
I I undetect$4) and @ad< "20050630" [ JPO; : : j : 
i i i DERWENT i i i i 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S39 2 I (malware virus viral) same (identif$4 [ U&PGPUB; : OR : ON j 2014/01/13: 
I I analy$4) same (detect$4) same j USPAT; USOCR;: : j 09:53 : 
I I (remot$4) same (negativ$4 I FPRS; EPO; : : i : 
I I undetect$4) and @ad< "20050630" [ JPO; : : ! : 
I I and "726" .clas. [ DERWENT; : : [ : 

I'""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" [ 1_ BM_ TDB """"""'": """""""""""'": """"""""'"! """"""""""""": 

lms O I (malware with scan$4) same j U&PGPUB; i OR i ON l 2014/01/13! 
I I (unidentif$4 undetect$4 dormant$3) [ USPAT; USOCR;: : ! 09:53 : 
I I and (cloud$3 ) and [ FPRS; EPO; : : j : 
I I @ad< "20050630" I JPO; : : I : 
i I l DERWENT· i i i i 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

!S37 1 !"13543865" lU&PGPUB; !OR !OFF !2014/01/13! 
i I l USPAT· USOCR· i i i 09·52 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

IS36 0 I (morris melvyn paul stubbs).in. and I U&PGPUB; : AND : OFF l 2014/01/13! 
I I S35 l USPAT; USOCR; i i ! 09:49 i 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT· , , ' , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS35 104 l(remot$4withscan$4with [U&PGPUB; :OR :OFF [2014/01/13: 
I I malware) [ USPAT; USOCR;: : j 09:49 : 

I I I j~~; EPO; I I I I 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

!S34I15 l(morrismelvynpaulstubbs).in. !U&PGPUB; :AND :OFF !2014/01/13! 
I I I l USPAT; USOCR; i i ! 09:48 i 
i i i i FPRS· EPO· i i i i 
I I I IJPO;, , i i I i 
, i i i DERWENT· , , , , 

I __________ I """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

1

1

S331nr 13543865" I U&FGPUB; :nR :
1

oFF 12□ 14/01/13: 
i i i iUSPAT; USOCR; i i i 09:48 i 
I I I ~ l l ~ l 
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I I I I j~~; EPO; I I I I 
, i i i DERWENT , , i , 

I __________ I """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

1832 8 I (malware with scan$4) same I US-PGPUB; : OR : ON l 2014/01/13: 
I I (unidentif$4 undetect$4 dormant$3) I USPAT; USOCR;: : ! 09:01 : 
I I and ( cloud$3 ) and I FPRS; EPO; : : j : 
I I @ad< "20120708" I JPO; : : I : 
i I l DERWENT i i i i 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I 831 3 I (malware with scan$4) same j U&PGPUB; : OR : ON j 2014/01/13: 
I I (unidentif$4 undetect$4 dormant$3) j USPAT; USOCR;: : j 09:00 : 
i I same ( remote$3 ) and I FPRS; EPO; : : i : 
I I @ad< "20120708" I JPO; : : ! : 
i i i DERWENT i i i i 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

Imo O I (malware with scan$4) same j U&PGPUB; i OR i ON l 2014/01/13: 
I I (unidentif$4 undetect$4 dormant$3) I USPAT; USOCR;: : ! 08:59 : 
I I same (remote same base) and I FPRS; EPO; : : j : 
I I @ad< "20120708" I JPO; : : I : 
i I l DERWENT i i i i 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

I S29 0 I (malware with scan$4) same j U&PGPUB; : OR : ON j 2014/01/13: 
I I (unidentif$4 undetect$4) same j USPAT; USOCR;: : j 08:59 : 
i I (remote same base) and I FPRS; EPO; : : i : 
I I @ad< "20120708" I JPO; : : ! : 
i i i DERWENT· i i i i 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1828 0 l(malwarewith scan$4) same !U&PGPUB; :OR :ON !2014/01/13! 
I I (unidentif$4 undetect$4) same I USPAT; USOCR;: : ! 08:59 : 
I I (remote same base) and (cloud) and j FPRS; EPO; : : j : 
I I @ad< "20120708" I JPO; : : I : 
i I l DERWENT· i i i i 
! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS27 0 l(malwarewithscan$4)same jU&PGPUB; :OR :ON j2014/01/13: 
I I (unidentif$4 undetect$4) same ! USPAT; USOCR; ! ! ! 08:58 ! 
! i ( cloud) and @ad< "20120708" i FPRS; EPO; : : i : 
I I !JPO; : : ! : 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

I~ 0 l(malwarevirusviral)same(identif$4!U&PGPUB; :OR :ON !2014/01/13! 
I I analy$4) same (detect$4) same I USPAT; USOCR;: : l 08:46 : 
I I (remot$4) same (negativ$4 j FPRS; EPO; : : ! : 
I lundetect$4)and@ad<"20120708" jJPO; : : j : 

! ,__________ ---------------I and--''713 '' .clas. __________________________________________________ I ~B~1~~T ; ____________ I ________________________ I __________________ I __________________________ I 

IS25 1 l(malwarevirusviral)same(identif$4jU&PGPUB; :OR :ON j2014/01/13: 
I I analy$4) same (detect$4) same j USPAT; USOCR;: : j 08:45 : 
I I (remot$4) same (negativ$4 I FPRS; EPO; : : i : 
I I undetect$4) same ( central base) and I JPO; : : l : 
I I @ad< "20120708" I DERWENT; : : ! : 

I'""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" j 1_ BM_ TDB """"""'": """""""""""'": """"""""'"! """"""""""""": 

I S24 I 95 I (remot$4 with scan$4 with malware) I U&PGPUB; : OR : OFF l 2014/01/13! 
I I I and @ad< "20120708" I USPAT; USOCR;: : ! 08:39 : 
i i i i FPRS· EPO· i i i i 
I I I IJPO;, , i i I i 
, i i i DERWENT· , , , , 

I __________ I """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

Irs,31nr 20040006704" I U&FGPUB; :nR :

1

oFF 12014/01/13: 
i i i i USPAT; USOCR; i i i 08:39 i 
I I I ~ l l ~ l 
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I I I I j~~; EPO; I I I I 
, i i i DERWENT , , i , 

I __________ I """""""" I """""""""""""""""""""""""""""""""""""""""" I I_ BM - TDB ', """""J """""""""""_J """"""""'" I """"""""""""J 

1822 8 I (malware virus viral) same (identif$4 I US-PGPUB; : OR : ON l 2014/01/13: 
I I analy$4) same (detect$4) same I USPAT; USOCR;: : ! 08:31 : 
I I (remot$4) same (negativ$4 I FPRS; EPO; : : j : 
I I undetect$4) and @ad< "20120708" j JPO; : : j : 

!, __________ ---------------I and--"726" .clas. __________________________________________________ l ~BE:1~T; ____________ I ________________________ I __________________ I __________________________ I 

I S21 9 I "20090049553" I U&PGPUB; : OR : ON I 2014/01/13! 
I I l USPAT· USOCR· i i i 08·28 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1820 5 1"20090024991" jU&PGPUB; :OR :ON !2014/01/13! 
I I l USPAT; USOCR; i i ! 08:28 : 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT , , , , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS19 5 !"20110083180" lU&PGPUB; !OR !ON !2014/01/13! 
I I l USPAT· USOCR· i i i 08·19 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1818 2 1"20130247193" !U&PGPUB; :OR :ON l2014/01/13! 
I I l USPAT; USOCR; i i ! 00:42 : 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT· , , , , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS17 3 I"8336100".pn. jU&PGPUB; :OR :ON j2014/01/13: 
i i i USPAT· USOCR· i i i 00"42 i 

I I I j~~; EPO; , I I I • I 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

1816 3 I"8528089".pn. !U&PGPUB; :OR :ON l2014/01/13! 
I I l USPAT; USOCR; i i ! 00:24 i 
i i i FPRS· EPO· i i i i 
I I IJPO;, , i i I i 
, i i DERWENT· , , ' , 

! '""""" """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

IS15 2 I"8572740".pn. jU&PGPUB; :OR :ON j2014/01/13: 
I I I USPAT; USOCR;: : I 00:23 : 

I I I j~~; EPO; I I I I 
, i i DERWENT· , , i , 

I,""'""' """"""""I"""""""""""""""""""""""""""""""""""""""""" I I_ BM_ TDB ', """""": """""""""""'": """"""""'"! """"""""""""": 

IS14I26 l(malwarevirusviral)same(identif$4!U&PGPUB; :OR :ON !2014/01/13! 
I I I analy$4) same (detect$4) same I USPAT; USOCR;: : l 00:18 : 
I I I (remot$4) same (negativ$4 I FPRS; EPO; : : ! : 
I I I undetect$4) and @ad< "20120708" j JPO; : : j : 
i i i i DERWENT· i i i i 

I __________ I """"""'" I """"""""""""""""""""""""""""""""""""""""""I I BM_ TDB __ ' ____________ : """""""""""": """"""""" I """"""""""""": 

l[S131I40930 I (malware virus viral) same (identif$4 I US-R3PUB; :nR :I0N 12014/01/13: 
! ! ! analy$4) same (detect$4) and j USPAT; USOCR;: : j 00:18 : 
! t t ~ l l ~ l 
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I @ad< "20120708" I FPRS· EPO· 
i !JPO;, , 

I I DERWENT; 

_i ________________ , ------------------------------------------------------------------------------------j l_BM_ TDB _______________ , -------------------------' ___________________ i --------------------------' 

S12 2 I "7793338" .pn. I US-PGPUB; : OR !,',,,,,,,,,, ON ! 2014/01/13j 
i l USPAT; USOCR; i i 00:17 i 
I I FPRS; EPO; : i : 

I iJPO· : I,,, I,,_ I I DERWENT; I 
I i I BM TDB ' ' ' ' :~~~~~~~~~~· ~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

1 

.. 20040006704" 

1
~~~~Rr 

1

~ 

1

~~\~01/13

1 , 11 BM TDB i , , , 
l~~~~~~~~~, ~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

S11 7 

810 4 I "20030101381" I U&PGPUB; : OR !,',,,,,,,,,, ON ! 2014/01/13j i l USPAT; USOCR; i i 00:16 i 
I I FPRS; EPO; : i : 

I iJPO· : I,,, I,,_ I I DERWENT; I 
I i I BM TDB ' ' ' ' :~~~~~~~~~~· ~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~: I :11;~~~;~;~:re) srune (base I ~~~~Rr I~ I ~~\~01/131 

, 11 BM TDB i , , , 
l~~~~~~~~~, ~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

S9 34 

S8 o I (remot$4 with scan$4 with malware) I U&PGPUB; : OR i,,,,',,,,,,_ ON !,, 20o0~_145/01/13i, I same (base with computer) and I USPAT; USOCR;: 

l®ad<"20120708" lj~~;EPO; I 1,,, 1,,, 
i i DERWENT; i 
I I I BM TDB i , , , 

:~~~~~~~~~~· ~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

S7 I (remot$4 with scan$4 with malware) j US-PGPUB; : OR !,',,,,,,,,,, ON I 2014/01/13! I and @ad<"20120708" I USPAT; USOCR;: I 00:15 : 
I I FPRS· EPO· i i ' 

I !JPO;, , : I,,,, I,,,_ I I DERWENT; : 
I I I BM TDB i , , , 

l~~~~~~~~~, ~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

95 

$3 0 I ~:::s:;t~n~:~<~~~1~ii~:.e1 I ~~i~Rr I,,,~ I,,, ~~\~01m,,, 

i i DERWENT; i 
I I I BM TDB i , , , 

:~~~~~~~~~~· ~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~ ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

~ 104 I~~~~~ with ocan$4 with I ~~~Rr I~ I ~~1~01/131 

, 11 BM TDB i , , , 
l~~~~~~~~~, ~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ - ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

ill 2 1"7793338".pn. IUS-PGPUB; :OR !,',,,,,,,,,,_OFF !2014/01/12j i l USPAT; USOCR; i i 22:14 i 
I I FPRS; EPO; : i : 

I lb~ENT; I I ! 
'""""" """""'"I """""""""""""""""""""""""""""""""""""""""'! I BM_ TDB """"""'"' """"""""""""' """"""""" i """""""""""""' 
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!~Ref ][Hits ][Search Query ilDBs illDefault :!Plurals ! Time : 
I# ______ I ___________ I------------------------------------------------------------------------------------------------------------I ________________ _: Operator__: _________________ J Stamp ________ __: 

I I I undetect$4 dormant$3) and ( cloud$3 ) and I UPAD : : l 15:08 : 
r2 'Di (malware with scan$4) same (unidentif$4 i USPAT;i□R iLJN i 2014/01/21 i 

I I I "726".clas. I : : ! : 

I I I undetect$4 dormant$3) and ( cloud$3 ) and I UPAD : : l 15:08 : 
l[L11 !Di (malware with scan$4) same (unidentif$4 i USPAT;:□R :LJN ! 2014/01/21: 

I _________ I ___________ I @ad<_"20120708" __ and __ "726" .clas. ________________________________ I ________________ _: ________________________ _: _________________ j _________________________ _: r 'Di (malware virus viral) same (identif$4 analy$4 i USPAT;:□R :□Ni 2014/01/21: 
I I I determin$4) same (remot$4) same (undetect$4 I UPAD : : l 15:04 : 
I I I unidentif$4 dormant) and @ad< "20050630" I : : ! : 
I ________ j __________ j and_ ("71_3" _ "726") .clas. _______________________________________________________ j ________________ _: ________________________ _: ___________________ ! ________________________ __: 

I I I same (remot$4) same (negativ$4 undetect$4) I UPAD : : ! 15:03 : 
IILB !□I (malware virus viral) same (identif$4 analy$4) I USPAT;:□R :LJN ! 2014/01/21: 

I ________ j __________ j same_ ( scan$5)__ and __ " 726". clas. ______________________________________ j ______________ J ______________________ J ___________________ ! ________________________ __: 

1/21/2014 3:09:23 PM 
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In Re the Application of: Melvyn Morris 
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Atty. File No.: 6890-93-DIV 
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Electronically Submitted 

For: Methods and Apparatus for Dealing with 
Malware 

) 
) 
) 
) 
) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant would like to thank Examiner Lakhia for his time during the telephonic 

interview on January 14, 2014. Examiner Lakhia and Applicant's representative, Brent Lindon, 

discussed the current rejections to clarify the issues at hand and further discussed possible 

additions to the claims. In particular, the Examiner discussed moving claim 3 into the 
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representative submitted the proposed claim amendments to the Examiner on January 21, 2014. 
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SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
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1560 Broadway, Suite 1200 
Denver, CO 80202 
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Attorney Docket No.: 6890-93-DIV 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: ) Group Art Unit: 2432 
) 

Melvyn Morris ) Confirmation No.: 8408 
) 

Serial No.: 13/543,865 ) Examiner: Lakhia, Viral S 
) 

Filed: July 08, 2012 ) 
) Electronically Submitted 

Atty. File No.: 6890-93-DIV ) 
) 

Entitled: "Methods and Apparatus for Dealing ) 
with Malware" ) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE 

Commissioner: 

Applicant submits these Comments on Statement of Reasons for Allowance to address 

further the Notice of Allowability ("Notice") having a mailing date of January 29, 2014. 

In the Notice, the Examiner's stated reasons for allowance were that: 

The following is an examiner's statement of reasons for allowance: 
Examiner finds applicant's amendment dated 1/16/2014 and representative's 
arguments dated 12/23/2013 and submission of amended claims on 1/21/2014 
are persuasive for reason f allowance. References of Dahlstrom - Gladstone -
Mateev and amendment(s) to independent claim(s) does not teach nor suggest 
applicant's claim limitation element of: "Detecting malware on remote 
computers by base computer, by comparing the security product(s) on remote 
and base computers, and comparing malware objects by size, name, logical 
storage and path of the malware object and details as described in independent 
claim( s)". 

Updated search does not teach or fairly suggest the claimed 
limitation( s ). 

Based on the Notice, the patentability of all other independent and dependent claims is 

assumed to be based upon the elements as set forth in such claims and that such claims meet 

all criteria for patentability under §101, §102, §103 and §112. 

1 
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As is clear from MPEP 1302.14, 

"The statement [ of reasons for allowance] is not intended to necessarily state 
all the reasons for allowance or all the details why claims are allowed and 
should not be written to specifically or impliedly state that all the reasons for 
allowance are set forth." 

While the above-stated may be a stated reason for allowing some independent claims, 

Applicant submits that some independent claims may have a different reason for allowance 

and/or that some independent claims may have other reasons for allowance. 

Specifically, the prior art fails to teach the following features of Claims 1, 4, and 16: 

1. A method comprising: 
receiving, at a base computer, details uniquely identifying one or more security 

products operating at a point in time on a remote computer; 
receiving, at the base computer, details uniquely identifying one or more security 

products operating on other remote computers in communication with the base computer; 
receiving, at the base computer, details of a process that has been executed by at 

least one of the other remote computers; 
determining, by the base computer and based on the received details of the process 

that has been executed by the least one of the other remote computers, that the process is a 
malware process not identified by the one or more security products operating on the at 
least one of the other remote computers; and 

determining, by the base computer, that the remote computer is vulnerable to the 
malware process, wherein the determination is based on the at least one of the other 
remote computers having a same or similar combination of security products as the 
combination of security products operating on the remote computer. 

4. An apparatus comprising: 
a base computer constructed and arranged to receive details uniquely identifying 

one or more security products operating at a point in time on a remote computer; 
the base computer being constructed and arranged to receive details uniquely 

identifying one or more security products operating on other remote computers in 
communication with the base computer; 

the base computer being constructed and arranged to receive details of a process 
that has been executed by at least one of the other remote computers; 

the base computer being constructed and arranged to determine, based on the 
received details of the process that has been executed by the least one of the other remote 
computers, that the process is a malware process not identified by the one or more security 
products operating on the at least one of the other remote computers; and 

the base computer being constructed and arranged to determine that the remote 
computer is vulnerable to the malware process, wherein the determination is based on the 
at least one of the other remote computers having the same or similar combination of 
security products as the combination of security products operating on the remote 
computers. 

16. A method comprising: 

2 
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receiving, at a base computer, details uniquely identifying one or more security 
products operating at a point in time on a remote computer; 

receiving, at the base computer, details uniquely identifying one or more 
security products operating on other remote computers in communication with the 
base computer; 

receiving, at the base computer, details of a process that has been executed by 
at least one of the other remote computers; 

determining, by the base computer and based on the received details of the 
process that has been executed by the least one of the other remote computers, that the 
process is a malware process; 

determining, by the base computer, that the remote computer is vulnerable to 
the malware process, wherein the determination is based on the at least one of the 
other remote computers having a same or similar combination of security products as 
the combination of security products operating on the remote computer; 

identifying, by the base computer, one or more of the other remote computers 
having the same or similar combination of security products and settings as the 
combination of security products operating on the remote computer; and 

identifying, by the base computer, one or more malware processes that were 
not identified by the combination of security products and settings operating on the 
one or more of the other remote computers having the same or similar combination of 
security products as the combination of security products operating on the remote 
computer. 

In addition, the Examiner's Amendment accompanymg the Notice of Allowance 

having a mailing date of January 29, 2014 indicates that claims 1, 4, and 16 are to be 

amended; however, the Examiner's amendment actually amends claims 1, 4, and 13. 

Applicant respectfully submits that claim 13 is a typographical error and the amendment to 

claim 13 applies to claim 16. 

Although the Applicant believes that no fees are due for filing these Comments on 

Statement of Reasons for Allowance, please charge any fees deemed necessary to Deposit 

Account No. 19-1970. 

Date: April 29, 2014 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: __ /B_r_a_d_le...,...y_M_. Kn_e_.._p_._p_er_/ __ _ 
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Bradley M. Knepper 
Registration No. 44,189 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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the boxes below. 
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I 
l I ························~----------------- " -------------

(Note: The boxes above may be left blank if information is provided on form PT0!AIN82A) 
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Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[l] The address associated with the above-mentioned Customer Number 

OR 

□ The address associated with Customer Number r l OR 
Fim1 or 
Individual Name 

Address 

City I State I j Zip ! 
Country 

Telephone I Email I 
I am the AppiiG,mt (if the Applicant is a juristic entity. list the Applicant name in the box) 

------------------------~~"'~~~~~~~~,, ''''' ........ 

fwEBROOT SOLUTIONS LTD 
- .................... ~u•~••••••••••••••••••••• 

□ inventor or Joint Inventor (title not required below) 

□ Legal Representative of a Deceased or Legally Incapacitated Inventor {title not required below) 

[ll Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who Otharv,ise Shows Sufficient Proprietary Interest (e.g .. a petition under 37 CFR 1 A6(b)(2) was granted in the 
armlication or is concurrently beino filed with this document) (provide signer's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g .. where the applicant is a junstic entity). 

Signature ... ~-' .. ,::?>:::-:~*~i~~~~i .. -~._ .. , .......... ---~,'o- I Date (Optional) l 0''1. :!·vM'E. l..~ \ '-\ 

Name Ryan Howe 

Title Associate General Counsel 

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature reql1irements 
and certifications. If more than one applicant, use mu!!iple forms, 

Orota! of forms are submitted. 
, 

Thm cclle<ct:cn of mform,H1on ,s requerei:i by :!7 CFR U 3i, 1.32, ;;nd 1,33, The mrorrn>1tI011 I$ required to ob:;iin or ret;im a benel:t by the publ,c wh,ch :s kl f:le (em! by tha 
USPTO to process) an applica!ion, Con!itiential;ty I$ gtwemeti by 3S U,S.C. 122 and 37 CFR U 1 <'Ind 1.14. This wllect1on is e$lim&ted lo ;;;ke :l minu;,;$ tO complete, 
including gathering, preparing. and 5,;brni!!ing tha cornpl,;t.id i.,ppli~.ati(m form lo !he USPTO, Time will 'Ja;y dependir:g upon tne mdivictual ca5e<. Any comment,; on !he amt1:.;rit 
of ~me you require to mrnplete !hi$ form and<'or sugg.i~tlons ior redt:drig thi~ bun.1<111, should be sent to lhe Chi<Jf ,r.form11tion Officer. U,S, Patent and Trademark Ott:ce, Ll.S, 
Dep;;rtment of Commerce, P.O. Box 1450, Alei,;andfia, \/A ZZ3B-1•150, DO MOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEIIID H:l: C,,mmls~loner 
for P;;t,mts, P.O. Sox 1Mm. A!eimndrla, VA 22313-14&0, 

If you need assistance in completing the form, cali 1-8{)0-PT0-9199 ami select option 2. 

l 

) 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 
Applicant/Patent Owner: WEB ROOT SOLUTIONS LTD 

Application No./Patent No.: 131543,865 Filed/Issue Date: _J_u_ly_8_,_2_0_1_2 ________ _ 

Titled: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

WEBROOT SOLUTIONS LTD , a corporation 
---------------------------

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q!!g of options A or B below): 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel ______ , Frame ______ , or for which a copy 
thereof is attached. 

B. 0 A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1 _ From: Morris et al. To: PREVX LIMITED 
--------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel 018348 , Frame 0840 , or for which a copy thereof is attached. 

2. From: PREVX LTD To: WEB ROOT SOLUTIONS LTD 

The document was recorded in the United States Patent and Trademark Office at 

Reel 032991 , Frame 041 8 , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1 .14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call 1-800-PTO-9 l 99 and select option 2. 
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PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

0 As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Andrew T. Pouzeshi/ 
Signature 

Andrew T. Pouzeshi 
Printed or Typed Name 

[Page 2 of 2] 

June 10, 2014 
Date 

67672 
Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an lnternationalApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 19258133 

Application Number: 13543865 

International Application Number: 

Confirmation Number: 8408 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 22442 

Filer: Andrew T. Pouzeshi/Jacquelyn Slate 

Filer Authorized By: Andrew T. Pouzeshi 

Attorney Docket Number: 6890-93-DIV 

Receipt Date: 10-JUN-2014 

Filing Date: 08-JUL-2012 

Time Stamp: 12:29:37 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 Power of Attorney 
2014_06_ 1 0_POAExecuted_04 

584_0025USD1 .PDF 

276698 

no 2 
00331a125b911533cb87939fd38e1457541 

e2580 

Warnings: 
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The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the 
Image File Wrapper and may affect subsequent processing 

Information: 

119836 

2 
Assignee showing of ownership per 37 2014_06_10_373c_04584_002 

no 3 
CFR 3.73. SUSDl.PDF 

9c32ae408b41 b7d44417597c2588481632c 
8bc95 

Warnings: 

Information: 

Total Files Size (in bytes) 396534 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,865 

23552 
MERCHANT & GOULD PC 
P.O. BOX 2903 

FILING OR 3 71 (C) DATE 

07/08/2012 

MINNEAPOLIS, MN 55402-0903 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 04584.0025USD 1 
CONFIRMATION NO. 8408 

POA ACCEPTANCE LETTER 

1111111111111111111111 ll]~!l]!~l!~l!~H~ !II ~I ~Ill 111111111111111 IIII IIII 

Date Mailed: 06/24/2014 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 06/10/2014. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/rmturner myles/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,865 

22442 
Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 6890-93-DIV 
CONFIRMATION NO. 8408 

POWER OF ATTORNEY NOTICE 

11111111111111111 lllll ll]~!l]!~l!~l!~H~!ll~UII 11111111111111111111111 

Date Mailed: 06/24/2014 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 06/10/2014. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/rmturner myles/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 

page 1 of 1 
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Case 6:22-cv-00241-ADA-DTG Document 61 Filed 09/08/22 Page 1 of 1 

AO 120 (Rev. 08/10} 

Mail Stop 8 REPORT ON THE 
TO: 

Director of the U.S. Patent and Trademark Office 
P,O. Box 1450 

FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C. § 290 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court Western District of Texas, Waco Division on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C:. § 292.): 

DOCKET NO. DATEF[LED U.S. rnSTRlCT COURT 
6:22-cv-00241 3/4/2022 Western District of Texas, Waco Division 

PLAfNTIFF DEFENDANT 

Webroot, Inc. and OpenText Inc. CrowdStrike, Inc. and CrowdSirike Holdings, Inc. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE IN~J1f~Ot2 
INCLUDED BY 

iY'f Amendment D Answer 0 Cross Bill □ Other Pleadrng 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 11,409,869 8/9/2022 Webroot, Inc. 

2 8,719,932 5/6/2014 Webroot, Inc. 

3 8,201,243 6/12/2012 Webrooi, Inc. 

4 8,181,244 5/15/2012 Webroot, Inc. 

5 8,856,505 10/7/2014 Webroot, Inc. 

6 8,763,123 6/24/2014 Webroot, Inc. 

[n the above----·entitled case, the following decision has been rendered or judgement issued: 

DECJSIONiJUDGEMENT 

I (llYJ DEPUTY (WRK 

Co1iy 1-----Upon initiatioll of action, mail this copy to Director Copy 3-----lJiion termination of adion, mail this copy to Director 
Copy 2----·IJJJOll filing documellt adding patellt(s), mail this copy to Director Copy 4-----Case file copy 
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