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European Patent Office
Patentamt 80298 MUNICH
European GERMANY
Patent Office

Office européen
des brevets

Questions about this communication ?
Contact Customer Services at www.epo.org/contact

Betten & Resch

Patent- und Rechtsanwalte PartGmbB
Maximiliansplatz 14

80333 Miinchen

ALLEMAGNE

Date
24.04.20

Reference Application No./Patent No.

13167436.8 - 1213 / 2629232

Applicant/Proprietor
Webroot Inc.

Communication of amended entries concerning the representative (R. 143(1)(h) EPC)

As requested, for the above-mentioned European patent application / European patent the
entries concerning the representative have been amended as follows:

Betten & Resch

Patent- und Rechtsanwalte PartGmbB
Maximiliansplatz 14

80333 Miinchen

DE

The amendment will be recorded in the Register of European Patents.

Important note for EPO deposit account holders

If you would like to have fee refunds credited to a deposit account held with the EPO, you should ensure
that you provide clear and up-to-date refund instructions to this effect, using one of the permitted
electronic means of filing (see Arrangements for deposit accounts).
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Européisches

Office européen
des brevets

Representative:

Grinecker Patent- und Rechtsanwalte PartG mbB

72
Leopoldstrasse 4
80802 Mlnchen
Germany

Phone: +49 89 21 23 50
Fax: +49 8922 02 87
E-mail: inffo@grunecker.de

Patentamt
European . .
0) Patent Office Letter accompanying subsequently filed items

80298 Munich

Germany
Tel. +49(0)89 2399-0 | Fax -4465

P.O. Box 5818

2280 HV Rijswijk

Netherlands

Tel. +31(0)70 340-2040 | Fax -3016

10958 Berlin
Germany
Tel. +49(0)30 25901-0 | Fax -840

The document(s) listed below is (are) subsequently filed documents pertaining to the following application:

Application number

Applicant's or representative's reference

06755686.0

EP106738-EH

Description of document

Original file name

Assigned file name

1 |Document concerning representation

EP106738-EH.pdf

FREP-1.pdf

Payment

1 Method of payment

Not specified

Signatures

Place:

Date:

Signed by:
Association:
Representative name:

Capacity:

EP106738-EH

Munich

20 April 2020

Michael Heise 38571

Grinecker Patent- und Rechtsanwélte PartG mbB

Michael Heise

(Representative)
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G e MUNCHEN
R U N EC KE R Patentanwalte
- European Patent Attorneys

PATENT- UND RECHTSANWALTE Thomas Schuster

Dr. Klara Goldbach

Martin Aufenanger, LL.M., MM

Dr. Heike Vogelsang-Wenke

Reinhard Knauer

Dietmar Kuh!

Dr. Franz-Josef Zimmer

Bettina K. Reichelt

Dr. Anton K. Pfau

Grinecker PartGmbB Leopoldstr.4 80802 Minchen  Germany Dr. Udo Weigelt, LL.M.
Rainer Bertram
Jens C. Koch, M.S. (U of PA)
Bernd Rothaemel

European Patent Office Tromas W Lauoential LLM.
r. Andreas Kayser

Bob-van-Benthem-Platz 1 D e

80469 MUnChen Dr. Thomas Eickelkamp

Dr. Peter Miltényi 2
Dr. Moritz Hoffe, LL.M.
Gero Maatz-Jansen
Michael Heise
Christian Meisinger
Dr. Martin Ahr
Dr. Wolfgang Neubeck
Steven M. Zeman, Ph.D.
André Nickel
Felix Kahr
Dr. Alexander Stumvoll, LL.M.
Ihr Zeichen / Your Ref. Unser Zeichen / Our Ref. Datum / Date Dr. Stefano Marchini ®
Dr. Thomas Kronberger
April 20, 2020 Yiin Jn
Dr. Georg Seisenberger
Dr. Olivia Nemethova, LL.M.
Dr. Rainer Plaggenborg
Victor Lopes Aguiar
Dr. Sabine Koch
We herewith withdraw from representation of the following European patent [°m momes
r. Markus Grammel
Dr. Jegannath Korukottu 4

applications of Webroot Inc.: Miatthias Knapp

Rechtsanwélte

Attorneys-at-Law

Dr. Ulrich Blumenréder, LL.M.

Prof. Dr. Maximilian Kinkeldey, LL.M. ®
Dr. Karsten Brandt

13 745 954.1 EP106737 A, L.
06 755 686.0 EP106738 o e lekotte, LLA.©
13 167 436.8 EP106738l poate
13 167 434.3 EP106738lI Cebine Brandsidiier

14 161 844.7 EP106743 Gomeia St

14 161 847.0 EP106743l| Dr: Holger Gauss

14 850 450.9 EP109630 Verra Srkmberge
05 807 741.3 EP119684 Sabastian Golten, L.

Jennifer Rosenhager, LL.M.
Mark Peters, LL.M.

Dr. Nicola Busch

Julia Bittner, LL.M.
Sebastian Ochs

Please direct any further correspondence to: Prilpp Strommer
Karin Lochner
Betten & Resch Patent- und Rechtsanwilte PartGmbB iV
Attn: Dirk C. Sieckmann
Maximiliansplatz 14, 80333 Munich e vilte
Telephone: +49 89 24 24 170 European Patent Attorneys
Fax: +49 89 26 07 896 TroRumpoid

E-Mail: d.sieckmann@bettenpat.com )
KOLN

Patentanwalte

European Patent Attorneys
Dr. Martin Dropmann

Dr. Martin Bierbaum

PARIS 7

Conseil en Propriété Industrielle
European Patent Attorney
Dr. Wolfgang Neubeck

M. Heise
OF COUNSEL

Patentanwalte
European Patent Attorneys

Grinecker Patent- und Rechtsanwélte PartG mbB Gottiried Kitzseh

Rechtsanwaélte

Leopoldstr. 4 Tel. +49(0)89 21 2350 Amtsgericht: Minchen Deutsche Bank Minchen Attorneys-at-Law
80802 Mlnchen Fax +48(0)89 22 02 87 Partnerschaftsregister: SWIFT / BIC-code: DEUT DE MM Dr. Helmut Eichmann
Germany Mail info@grunecker.de PR 1397 IBAN: DE47 7007 0010 0175 173400 Gerhard Barth

" auch/also: Mediator 2 auch/also: Agente de la Propiedad Industrial (Espafa) ® auch/also: Consulente in Brevetti (Italia)
4 European Patent Attorney and UK Chartered Patent Attorney ° Professor an der Fachhochschule fir angewandtes Management
8 auch/also: Attorney-at-Law, New York 7 in Kooperation/in cooperation
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Boards of Appeal of the

Patentamt Beschwerdekammern European Paten Offce
ichard-~enzner-Allee
0) Paters ofice Boards of Appeal B5540 Hocr
et prouet " Chambres de recours e oarauss

Appeal number: | T3292/19-3.5.06

Order

1. In accordance with the business distribution scheme of the Technical
Boards of Appeal, the following shall hear the above appeal:

Chairman: M. Muller
technically qualified member: A. Teale
as legally qualified member: B. Muller

In the case of an extended Board:

technically qualified member:

as legally qualified member:

2. The rapporteur shall be: A. Teale

3. The additional rapporteur shall be:

4. Back to the Registry for further action.

B
oz an O

o
i
b/ .

e;meoa -

Munich,  16.01.20

(4

The Chairman: Martin Maller

EPO Form 3303.13 01/11
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Europiisches Boards of Appeal of the
p Beschwerdekammern European Patent Office

Patentamt L :

European Richard-Reitzner-Allee 8

0 Patent Office Boards Of Appeal 85540 Haar
GERMANY

Office européen

des brevets Chambres de recours Tel. +49 (0)89 2399-0
Fax +49(0)89 2399-4465

Grlinecker Patent- und Rechtsanwaélte
PartG mbB

LeopoldstraBe 4

80802 Miinchen

ALLEMAGNE

Datum/Date

07.01.20

Zeichen/Reference/Référence Anmeldung Nr./Application No./Demande n°//Patent Nr./Patent No./Brevet n°

EP106738IEHmfi APPR 13167436.8 / 2629232

Anmelder/Applicant/Demandeur//Patentinhaber/Proprietor/Titulaire
Webroot Inc.

File number: T3292/19-3.5.06

Commencement of proceedings before the Board of Appeal

The letter dated 04.10.19 filed by the applicant
against the decision of the European Patent Office of 25.07.19
has been referred to Board of Appeal 3506.

The reference number is mentioned above.

Any further communications should be addressed to the Boards of Appeal of the European
Patent Office and should quote this reference number.

The Registrar L. Stridde
Tel.: 089 / 2399 - 3561

Annex:
Registered letter

EPO Form 3204 01/11
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L4 "
GRUNECKER I
Patontanwiilta
PATENT=- UND RECHTSANWALTE Eurapean Patent Attarneys

Ihomaa Schueter
U Klara Goldbach
Martin Adtaranger, LL.M., MM !
LI, Halke Vogslsung-Wonke
A&nhard Koeuer
Gigtrmar Kunl
D Franz-Joast Znimer
Hatting K, Helchelt

Qronackar PatGmbl  Leopoldstr.d A0HGY Minchen Germany g: GZESCVZQH?HI LM,
Rainer Doertram
Jons G Kooh, MUS. (U of PA)

Biernd Hothaemel

European Patent Office Ihomas W. Laubenthal, L1 M.
Bob-van-Benthem-Platz 1 | it
80469 MlUnchen Dr. Thomas Cickelkamg

D, Puter Miltcoyi 2
Dr. Mavile Hédffo, LM,
Guoro Maant=. Jansan
Michacl Helan
Christlan Malzingar
[r, Martin Anr
Dr. Woltgang Meubesk
Stavan M. Zurman, PhuD.
Andréd Mickal
Falix Kahr
Dr. Alexander Sturmvall, LLM,
Datum / Ciate Dr. Befing Marchin) 2
s ' ' " Or. THemas Kranbarger
EP106738I-EHswa December 4, 2019 ilin Jin
Cir, Georg Belgenberger
Lr. Oivia Nernethove, LL.M.
Dr. Nainer Plaggenborg
Vickor Lopes Aguiar

European Patent Application No, 13 167 436.8 L. Sabing Koch
Applicant: WEBRQOT INC. Woitram ‘I nomas

Cr. Markue Grarmmel
Dir. Jeganriath Korubotty 4

ihr Zeichen / Your Rof, __Unsar Zelchen / Qur Ref.

Rachtaanwhlta
- . P Atton -at-
Further to the appeal filed on October 4, 2019, against the decision of July 25, v Uiton BimanTeder, LM,
X ) . . i Prot, Ur, MEI)(IITHIi.an Kinkelday, LLM. *
2019, herewith submitted is a statement setting out the grounds of appeal. peslvy
Ul Stesphani
i . Or, Bornd Allekotts, LL.M.
The Main Request and the Auxiliary Requests subject to the decision under Or Sy Senam v
- i . . R R Chrigting Mauhl
appeal and as identified in the decision are maintained. Sebis Branietior
Cornella Sehmil
F‘r:?lr':-:BLEIrI'JLu:e‘| :
. - .. . . Halgar Gausa
It is accordingly requested to set the decision aside and to grant a European i Nicoiss Sohmitz
Marina Schiumberger
patent on basis of either the Main Request or one of the Auxiliary Requests on e tanmerdioa |
. . . .. Jemniler Rasenbagor, LM,
file. As a further Auxiliary Request, oral proceedings in front of the Board of Mk Biors, LLA, |
) ' i Nieola Busch
Appeal are requested. i, M-
Philipp Strommer
Jan Rether

o 3 Karin Lochner
I- Maln Requegt LBwetluna Freso

. i i i BERLIN
The Main Request has been refused for reasons of non-gcompliance with Articles  patentanwsite

LCurgpean Patant Attorneys

76(1). 84, 83 and 56 EPC. These objections and findings from the Examining O ParickP noms mm

1IN Rumpald
Division are considered to be incorrect, for the following reasons, KON

Patontanwaite
Eurapaean Patent Attorneya

Article 76(1 ) EPC Dr, Martin Uropmann

LDr. Martin Blarbaurm

As reasoned under section 1 of the decision, the step of searching the database e @ @ wesssicis

European Patent Attorncy

of claim 1 of the Main Request is considered to be not directly and orWergmaNoubsex
unambiguously derivable from the parent application as originally filed. This is orcounses

Patgntanwilte

incorrect, for the reasons as also submitted during the ora!l proceedings before Buropan Patent Attorsya

Rachtsarwalte
Grinecksr Patant- und Rechtsanwilte PartG mbB Attormeysaatel aw
Loopaidstr. 4 Tel, 49 {0) 89 21 23 50 Amtagericht: Minchan Bottscho Bak Mimchan 8‘ :"'r’u”‘gaﬁﬁhmﬂ”“
80R02 MUnchen Fax +491C) 89 22 02 87 Parinerschattaragistor: SWIFT / BIG-cads: DEUT DE MM Fna
Garmany Mail info@gruncaker.do PR 1287 IBAN; DE 47 TOOT 0010 0175 173400

' auch/elao: Mediator * auch/aled: Agenta do lo Propiaded Induatrial (Sapana) * such/alse: Conaulonta In Gravaty {italia)
* Eurcpesn Fatent Attorney and UK Chartorod Patent Attormey " Professor an der Faghhochachls fir angewandtes Management

Fanrh/alens Attarnaveatd ow Rlawe Wearle ¢ 0 I rneuaeabicnm fie mammeembee
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the Examining Division and as summarized in the decision and in the official minutes of
the oral procéedings. o o

Specifically, this searching step is unambiguously derivable from the embodiment
disclosed in the description as originally filed on page 36, line 15 through page 39, line 2.
As part of this disclosure, it is disclosed on page 37, lines 15 to 25, that the database can
be searched for computers having the same or a similar combination of security products
as a specific computer. It is alsc disclosed on page 37 that the database is provided of
details of processes that run by every computer of the system. On the first paragraph of
‘p‘a‘ge 38, a specific example is then provided for this embodiment in which “the database
knows that a computer” had a specific combination of security products (combination of A
to G) but was unable to detect a particutar malware process P, According to this example
of the embodiment, the user of a computer having the same particular combination of
security products will be provided with information that his computer is vulnerable to the
particular malware process P so that the user can take respective actions such as
download and install software to remove the risk. This example is then again summarized
by the last paragraph on page 38, repeating the example from above, Here, it is expressly
summarized that the database is provided with information relating to all the security
products and that this database is then searched for events or processes marked as bad,
that ceeurred on computers with that particular mix of security products, and that were not
locally detected. This summary in the last paragraph of page 38 thereby unambiguously
repeats what is already disclosed by pages 36 and 37 and the specific example on page
38.

Censequently, it is directly and unambiguously disclosed that the database is searched to
identify processes marked as being bad / being malware that occurred on computers
having the same particular combination of security products as a first computer and that
were not locally detected, as almost literally disclosed by the last paragraph on page 38,
and also by the example given at the beginning of page 38 as originally filed.

The Examining Division states that the example on top of page 38 would not disclose
searching the database. This position is to be rejected, already because any database
storing information will be searched for that information. The literal wording “the database
knows that a computer...” in lines 1 and 2 of page 38 thereby unambiguously and
necessarily implies a searching of that database, because that is the only way a database
can “know.” However, the feature of searching the database is also literally disclosed on

Received at the EPO on Dec 04, 2019 20:18:29. Page 2 of 11
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page 37, lines 15 to 19, as well as on page 38, lines 25 to 30, both sections consistently
~and explicitly disclosing thé S€arching of the database fortha purpose claimed, ™™

The Examining Division further argues that the last paragraph on page 38 would not
disclose the searching for (events or) processes marked as bad, but only for “events for
processes” marked as being bad. Even though this complies with the literal wording of
page 38, line 28, it is respectfully submitted that a person skilled in the art directly and
unambiguously understands that this is a mere typographical error in that the “events for
processes’ is meant to be “events or processes.” This is also consistent with the marking
Of events ar processes as bad as is dlsclosed elsewhere in the description (for example
as d:s&foééd on page 23 Imes 14 to 16 or on page 18, lmes 21to_ -25 of the parent
application as originally filed), as well in light of the remainder of the specific embodiment
of pages 36 to 39, consistently referring to processes as being malware/bad (as also

disclosed elsewhere in the description, for example on page 39, lines 29 to 33 as filed).

For these reasons, the step of searching the database as included in claim 1 of the Main
Request is directly and unambiguously derivable from the application as originally filed
and complies with the requirements of Article 76(1) and 123(2) EPC. The same applies to
the respective feature in corresponding apparatus claim 3 of the Main Request.

Clarity / Sufficiency of Disclosure

The Examining Division argues under section 2, specifically items 2.1 and 2.3 of the
decision under appeal, that the feature of searching the database to identify any
processes marked as being malware that occurred on computers having the same
particular combination of security products as the first remote computer and that were not
- locally detected, would be both unclear and insufficiently disclosed, contrary to the
requirements of Articles 84 and 83 EPC. This presumption and conclusion from the
Examining Division is incorrect, at least for the following reasons,

The Examining Division’s clarity and insufficient disclosure objections against the feature
of identifying a process marked as being malware in the searching step of claim 1 seems
to be based on the central argument of the Examining Division that the “origin of the
marking of processes as being malware is undefined” (see line 1 of item 2.1 of the
decision). The Examining Division argues in the decision and during the oral proceedings
that because the particular combination of security products of the first remote computer
could not locally detect the process, it would be unclear and insufficiently disclosed how

Received at the EPO on Dec 04, 2019 20:18:29. Page 3 of 11
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the process can then “otherwise” be marked as malware. This position of the Exémining

Division has to be rejectsd &5 clearly unreasonable ard ‘against the comrhon™

understanding of a skilled person within the field of the present invention. Certainly, it
occurs repeatedly howadays and at th'e priority date of the present application that
security predugts on remote computers cannot identify a certain malicious process as
being malware. This, for example, becomes eventually known when the computer
becomes infected with a virus i.e. the malware process and behaves abrormally, which
means that the malware was obviously not locally detected by the security products on
that computer. Once the virus is identified, it will also be known that the particular security
products on that remote computer were obviously unable to detect that malware process.
Thus, it can be reported to the central database that the particular combination of security
products was unable to detect the malware process, i.e., a process being marked as
bad/malware. Since this particular malware process will not be on every other remote
computer in the system but potentially could arrive at any computer, it is the idea of the
claimed invention to inform those other remote computers that have the same
combination of security products of this potential vulnerability, namely that their

combination of security products is unable to detect the specific malware process.

It cannot be seen how this teaching is unclear to a skilled person, nor that it is necessary
to understand “who, when or how the process is being marked as malware” as questioned
under item 2.1 of the decision under appeal. Of course, a malware process will be
identified as a malware process, at last when it behaves maliciously on a computer.
Naturally, another cbvious situation to identify a process as malware is that another
combination of security products, or another version of a specific security product,
identifies the process as being malware, so that then the process will be marked as being
bad. Since the specific combination of security products, as well as the processes running
on the plurality of remote computers are reported to the database, the database can also
identify other computers having the same combination of security products as one specific
(*first”) remote computer when that remote computer was infected by a malicious process,
but that first remote computer was unable to identify that malicious process. It is, however,
neither unclear nor essential for the understanding of the claimed invention how, by whom
or when a specific process was detected as being malware and, accordingly, marked as
malware (which is a common feature and even the application discloses several means to

identify processes as being malware).
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Under item 2.2 of the decision, the Examining Division further argues that the database

- receives “only” the information about the security products loaded on the computers and
the details of processes run by said computers. Based on this presumption that only these
two kinds of information are received by the database, the Examining Division concludes
that it is unclear and insufficiently disclosed which process can be considered to be “a
process not locally detected”. This understanding is also incorrect for the following
reasons. Firstly, it is incorrect that claim 1 requires that only the information about the
security products and the details of processes run by the computers is received by the
database. Instead, claim 1 positively defines that the database receives the information on

- the security-products loaded or available on-the other remote computers, as well as the
details of the processes run by the plurality of computers.

In addition, ¢laim 1 defines that the database is searched to identify those processes
marked as being malware that did occur on computers having the same combination of
security products as a first remote computer and that was not locally detected. This clearly
defines that processes are to be marked as malware and it is further expressly defined
that theée precesses marked as being malware “occurred on computers”. Thus, it is clear
to a skilled person that this feature can be implemented in that upon occurrence of a
detected malware process on a computer of the system, respective information is
provided to the database informing the database of the particular process being malware.
This is both clear and sufficiently enabled for a person skilled in the art to implement the
features claimed by claim 1, specifically, with regard to the processes being marked as
malware that occur on computers. In addition, claim 1 defines that these malware
processes nhot only occurred on computers, but it is expressly defined that these
processes occurred on computers having the same particular combination of security
products that were not able to locally detect the process as malware. Thus, if a malware
process occurred on some computer, not only the information that the particular process
is malware is provided to the database, but also that the combination of security products
of that computer was unable to locally detect the process as being malware (otherwise
and logically, the computer would not have allowed the process to occur). Thus, it is clear
to a skilled person without undue burden that upon the cccurrence of a malware process
on a particular computer, information is provided to the database of that particular
malware process, as well as the‘ combination of security products on that affected
computer that was unable to detect the process as malware (so that the database can
then be searched for processes as defined by the searching step of claim 1) Based on
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the features of claim 1, this understanding is readily and apparent to a skifled person and
is complete for the skilled person to carry out the claimed invention.

For these reasons, the subject matter of the claims of the Main Request complies with the
requirements of Articles 84 and 83 EPC, contrary to the findings under section 2 of the
decision under appeal.

Moreover, it is noted that the Examiner's objections under section 2 are in contradiction to
the Examining Division's arguments under Article 56 EPC, wherein the Examining Division
argues that the very features considered to be unclear and insufficiently disclosed would
allegedly be already known from document D1. If, however, already known from
document D1, these features cannot be insufficiently enabled for a skilled person to carry
out that feature of the claimed ”invention.

Inventive Step

Under section 3 of the decision under appeal, the Examining Division confirms that the
‘search of the database is performed in a different way,” but disregards this conceptual
difference due to the objections under Articles 76, 84 and 83 EPC. As discussed above,
since these objections are unjustified, the distinctions have to be considered for assessing
the requirements of Article 56 EPC and, in fact, lead to the presence of an inventive step,
as will be discussed below. For completeness, it is also noted that the feature analysis of
claim 1 with regard to document D1 under section 3 of the decision is also incorrect, as
will also be discussed below.

Secondly, the Examining Division argues that the feature of providing information to the
user would be a mere presentation of information and, therefore, cannot lead to an
inventive step. This understanding, however, is respectfully rejected, because the feature
of providing information to the user of the first remote computer as defined in claim 1 is
not a mere presentation of information, but, in fact, has a technical effect on the claimed
system.

Specifically, claim 1 not only presents information to a user, but additionally provides for a
technical effect, which is to “increase the computer's effective security” as literally stated
on description page 39, line 2. This increased security is achieved by the novel manner
how the database can identify processes that are malware which the particular remote
computer could not identify locally as malware. This identification of potential malware is
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novel over the malware detection process of D1. Even if the result of the malware

detection is only presented to the user the system s&clrity is nonetheless improved,

because the user, (i.e. the users of the multiple computers of the system!), can be

expected to take respective actions or measures once she/he becomes aware of a

potential malware. Even if one particular user would not react to such information, as soon

as some users do, the security of the system has been improved. This, together with the

different approach in identifying potential malware compared to the cited prior art leads to

an mventive step as further discussed below,

in addition, the following arguments show that the claimed subject matter and, specifically,

their differences over closest prior art document D1 lead to the presence of an inventive

step within the meaning of Article 56 EPC, contrary to the conclusion under section 3 of

the decision.

As discussed in section 3 of the decision, paragraphs [0025] and [0030] of D1 would be

the closest available prior art to the claimed invention. However, this teaching of D1 is

conceptually different than the claimed invention according to claims 1 and 3.

According to D1, a policy organizing server 32 receives status information from various

computers indicating the malware scanning products used, the scanner engine versions

and the virus definition data versions (see [0025] of D1). This status information is used by

server 32 only to be able to determine whether each computer within the network runs

out-of-date malware products and out-of-date malware definition data and which

computers run the most up-o-date versions. The reason and motivation for this

determination in D1 is to eventually instruct those computers that are out-of-date to

perform an updating of its malware definition data. Specifically, if the server of D1 receives

messages from computers concerning a particular malware and if all messages originate

from up-to-date computers only, the server instructs all other computers that are out-of-

date to update their malware definition data.

While this solution of D1 certainly also provides a concept of improving malware

protection of remote computers, the claimed invention according to new claims 1 and 3

does not use or implement such a suggested concept of a forced updating of out-of—c_iate

computers.

Instead, the claimed invention suggests a conceptually different concept that does not

require that all computers must update to the same up-to-date malware definition data.

Received at the EPO on Dec 04, 2019 20:18:29. Page 7 of 11

Duration: 12.04.2019 08:13:39 PM - 12.04.2019 08:18:29 PM. This page 7 of 11 was completed at 12.04.2019 08:17.06 PM

IPR2023-01050

CrowdStrike EX1003 Page 14



04-DEE-2019 Z0:16 GRUNECKER MUC +49 89 220287 S.008

According to new claim 1, remote computers provide not only information of alt or selected

security prodicts on'thé remote computer, but aiso details of processes that rum on the ™~

remote computer. In addition ~ since this information is stored in the database — remote
computers having the same particular combination of security products as a specific (i.e.
first) one of the remote computers can be identified. This is already different and non-
obvious from D1, because the out-of-date_computers (that are eventually forced to be

updated) have a different particular combination of security products than the up-to-date
computers that sent the malware messages concerning a malware process to the server
32 in D1.

As a fu“HH‘éur“_-a_ié'f-iﬁétionuinstead of forcmg a specific oi;i;cl.of-date computef to

change/update its “security products” to the different up-to-date security products if a
particular malware was detected by other computers with such different i.e. up-to-date
security products, as in D1—the claimed invention then identifies those processes that are
malware and occurred on computers having the same particular combination of security

products but were not focally detected. Thus, instead of forcing an updating of the out-of-

date security products of a first remote computer to those of other up-to-date computers
as suggested by D1, the user of the first remote computer is provided with the information
of identified processes that are marked as malware but were not locally detected by other
computers having the same ¢ombination of security products as the first computer.

These are two alternative, incompatible solutions for increasing the protection of local
computers from malware. The solution of D1 (changing the settings of security products to
that of other computers with different security products that have detected a malware
process) neither implies nor suggests the alternative solution of the claimad invention
(informing a computer of non-detected malware processes that were not detected by other
computers with the same security products).

Consequently, the claimed subject matter does not arise from the available prior art in an
obvious manner without applying hindsight knowledge from the present application, but
invalves an inventive step within the meaning of Article 56 EPC.

Summary

fn view of the above, all grounds for the refusal against the Main Request are unjustified,
and the claims of the Main Reguest comply with the requirements of the EPC,
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Il Auxiliary Request 1
Auxiliary Request 1 subject to the decision under appeal is maintained.

Auxiliary Request 1 has been rejected, because the amendment to the Main Request of
adding the feature that the details (of processes run by each of the remote computers)
comprise whether or not a process has been detected as malware, would not be directly
and unambiguously derivable from the application as originally filed. This conclusion of the
Examining Division is incorrect.

The feature and .amendment can be unambiguously derivable from the _passages.
identified by footnotes in the marked-up copy of Auxiliary Request 1 dated May 31, 2018.

Specifically, page 37, lines 21 to 24, discloses that the database is provided with details of
processes run by every computer and, thus, knows whether or not a process has been

detected by each computer. Within the context of the claimed invention and the technical

purpose of the malware detection mechanisms disclosed, it is directly and unambiguously

derivable for a skilled person that this detection referred to on page 37, lines 21 to 24,

within the context of that embodiment can only mean that the process is detected as being

malware, Moreover, this passage, in combination with the disclosure on page 38 of the

description, clearly and unambiguously discioses that the database is provided with

information of whether a particular malware process was detected by a (combination of
security products on) a rernote computer, because exactly that information is searched for
in the database.

Therefore, the feature added to Auxiliary Request 1 (compared to the Main Request) is
directly and unambiguously derivable from the application as filed, contrary to the findings
under item 4.1 of the decision,

Otherwise, the same arguments apply to Auxiliary Request 1 as those provided above
with regard to the Main Request.

In addition, the added clarification further addresses the objection under Articles 84 and
83 EPC raised with regard to the Main Request and emphasizes the inventive technical
contribution of the claimed invention over the available prior art.

m. Auxiliary Request 2

Auxiliary Request 2 subject to the decision under appeal is maintained.
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Auxiliary Request 2 has been rejected by the decision for the reason that the added
ameridments to the providing step of clairmm™ (and, accordingly, to the feature of providing
information to the user of correspending claim 3) would be an undisclosed generalization
of the disclosure given in the description, specifically on page 38, lines 15 to 23.

This objection is considerad to be unjustified. As correctly noted, this amendrment is based
on and derivable from description page 38, lines 15 to 23, as originally filed. The
Examining Division merely states in the decision that this passage wouid disclose a
‘specific example” that would not allow for the alleged generalization in the amended
feature, without providing further explanatlons or reasons in this respect However, page
38, lines 15 to 23, concerns the “sn’npie example” (see line 1 of page 38) that illustrates
the embodiment by referring to an example. The specifically mentioned Sobig virus is
thereby clearly understood by a skifled person as an example of a general malware
process referred to in the description of this embodiment of the present invention, It is also
readily apparent that the specific example or type of malware process is entirely
unessential for the claimed invention, so that the type of malware process beihg a Sohig

virus is non-essential for the disclosed invention.

Consequently, the amendments added to Auxiliary Request 2 (as compared 1o the Main
Request) are not an undisclosed generalization, because no essential features are

omitted from the disclosure given on page 38 as identified above.

Otherwise, the same arguments provided above with regard to the Main Request also
apply to Auxiliary Request 2.

The added features of providing information to the user when the security products
expose the remote computer to a risk of being infected and offering software to download
and install to remove the risk further emphasizes on the technical effect of increasing the
system security as discussed above with regard to the requirements of Article 56 EPC of
the Main Request.

v, Auxiliary Request 3
Auxiliary Request 3 subject to the decision under appeal is maintained.

Since Auxiliary Request 3 is an exact combination of Auxiliary Requests 1 and 2. the
same arguments as provided above apply to Auxiliary Request 3.
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11

As a further Auxiliary Request, oral proceedings before the Board of Appeal are
~ reduested, y e

¥

M. Heise
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. Main Request

The Main Request has been refused for reasons of non-compliance with Articles
76(1), 84, 83 and 56 EPC. These objections and findings from the Examining

Division are considered to be incorrect, for the following reasons.

Article 76(1) EPC
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incorrect, for the reasons as also submitted during the oral proceedings before
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the Examining Division and as summarized in the decision and in the official minutes of

the oral proceedings.

Specifically, this searching step is unambiguously derivable from the embodiment
disclosed in the description as originally filed on page 36, line 15 through page 39, line 2.
As part of this disclosure, it is disclosed on page 37, lines 15 to 25, that the database can
be searched for computers having the same or a similar combination of security products
as a specific computer. It is also disclosed on page 37 that the database is provided of
details of processes that run by every computer of the system. On the first paragraph of
page 38, a specific example is then provided for this embodiment in which “the database
knows that a computer” had a specific combination of security products (combination of A
to G) but was unable to detect a particular malware process P. According to this example
of the embodiment, the user of a computer having the same particular combination of
security products will be provided with information that his computer is vulnerable to the
particular malware process P so that the user can take respective actions such as
download and install software to remove the risk. This example is then again summarized
by the last paragraph on page 38, repeating the example from above. Here, it is expressly
summarized that the database is provided with information relating to all the security
products and that this database is then searched for events or processes marked as bad,
that occurred on computers with that particular mix of security products, and that were not
locally detected. This summary in the last paragraph of page 38 thereby unambiguousiy
repeats what is already disclosed by pages 36 and 37 and the specific example on page
38.

Consequently, it is directly and unambiguously disclosed that the database is searched to
identify processes marked as being bad / being malware that occurred on computers
having the same particular combination of security products as a first computer and that
were not locally detected, as almost literally disclosed by the last paragraph on page 38,

and also by the example given at the beginning of page 38 as originally filed.

The Examining Division states that the example on top of page 38 would not disclose
searching the database. This position is to be rejected, already because any database
storing information will be searched for that information. The literal wording “the database

”

knows that a computer...” in lines 1 and 2 of page 38 thereby unambiguously and
necessarily implies a searching of that database, because that is the only way a database

can “know.” However, the feature of searching the database is also literally disclosed on
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page 37, lines 15 to 19, as well as on page 38, lines 25 to 30, both sections consistently

and explicitly disclosing the searching of the database for the purpose claimed.

The Examining Division further argues that the last paragraph on page 38 would not
disclose the searching for (events or) processes marked as bad, but only for “events for
processes” marked as being bad. Even though this complies with the literal wording of
page 38, line 28, it is respectfully submitted that a person skilled in the art directly and
unambiguously understands that this is a mere typographical error in that the “events for
processes’ is meant to be “events or processes.” This is also consistent with the marking
of events or processes as bad as is disclosed elsewhere in the description (for example,
as disclosed on page 23, lines 14 to 16, or on page 18, lines 21 to 25, of the parent
application as originally filed), as well in light of the remainder of the specific embodiment
of pages 36 to 39, consistently referring to processes as being malware/bad (as also

disclosed elsewhere in the description, for example on page 39, lines 29 to 33 as filed).

For these reasons, the step of searching the database as included in claim 1 of the Main
Request is directly and unambiguously derivable from the application as originally filed
and complies with the requirements of Article 76(1) and 123(2) EPC. The same applies to
the respective feature in corresponding apparatus claim 3 of the Main Request.

Clarity / Sufficiency of Disclosure

The Examining Division argues under section 2, specifically items 2.1 and 2.3 of the
decision under appeal, that the feature of searching the database to identify any
processes marked as being malware that occurred on computers having the same
particular combination of security products as the first remote computer and that were not
locally detected, would be both unclear and insufficiently disclosed, contrary to the
requirements of Articles 84 and 83 EPC. This presumption and conclusion from the

Examining Division is incorrect, at least for the following reasons.

The Examining Division’s clarity and insufficient disclosure objections against the feature
of identifying a process marked as being malware in the searching step of claim 1 seems
to be based on the central argument of the Examining Division that the “origin of the
marking of processes as being malware is undefined” (see line 1 of item 2.1 of the
decision). The Examining Division argues in the decision and during the oral proceedings
that because the particular combination of security products of the first remote computer

could not locally detect the process, it would be unclear and insufficiently disclosed how
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the process can then “otherwise” be marked as malware. This position of the Examining
Division has to be rejected as clearly unreasonable and against the common
understanding of a skilled person within the field of the present invention. Certainly, it
occurs repeatedly nowadays and at the priority date of the present application that
security products on remote computers cannot identify a certain malicious process as
being malware. This, for example, becomes eventually known when the computer
becomes infected with a virus i.e. the malware process and behaves abnormally, which
means that the malware was obviously not locally detected by the security products on
that computer. Once the virus is identified, it will also be known that the particular security
products on that remote computer were obviously unable to detect that malware process.
Thus, it can be reported to the central database that the particular combination of security
products was unable to detect the malware process, i.e.,, a process being marked as
bad/malware. Since this particular malware process will not be on every other remote
computer in the system but potentially could arrive at any computer, it is the idea of the
claimed invention to inform those other remote computers that have the same
combination of security products of this potential vulnerability, namely that their

combination of security products is unable to detect the specific malware process.

It cannot be seen how this teaching is unclear to a skilled person, nor that it is necessary
to understand “who, when or how the process is being marked as malware” as questioned
under item 2.1 of the decision under appeal. Of course, a malware process will be
identified as a malware process, at last when it behaves maliciously on a computer.
Naturally, another obvious situation to identify a process as malware is that another
combination of security products, or another version of a specific security product,
identifies the process as being malware, so that then the process will be marked as being
bad. Since the specific combination of security products, as well as the processes running
on the plurality of remote computers are reported to the database, the database can also
identify other computers having the same combination of security products as one specific
(“first”) remote computer when that remote computer was infected by a malicious process,
but that first remote computer was unable to identify that malicious process. it is, however,
neither unclear nor essential for the understanding of the claimed invention how, by whom
or when a specific process was detected as being malware and, accordingly, marked as
malware (which is a common feature and even the application discloses several means to

identify processes as being malware).
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Under item 2.2 of the decision, the Examining Division further argues that the database
receives “only” the information about the security products loaded on the computers and
the details of processes run by said computers. Based on this presumption that only these
two kinds of information are received by the database, the Examining Division concludes
that it is unclear and insufficiently disclosed which process can be considered to be “a
process not locally detected”. This understanding is also incorrect for the following
reasons. Firstly, it is incorrect that claim 1 requires that only the information about the
security products and the details of processes run by the computers is received by the
database. Instead, claim 1 positively defines that the database receives the information on
the security products loaded or available on the other remote computers, as well as the

details of the processes run by the plurality of computers.

In addition, claim 1 defines that the database is searched to identify those processes
marked as being malware that did occur on computers having the same combination of
security products as a first remote computer and that was not locally detected. This clearly
defines that processes are to be marked as malware and it is further expressly defined
that these processes marked as being malware “occurred on computers”. Thus, it is clear
to a skilled person that this feature can be implemented in that upon occurrence of a
detected malware process on a computer of the system, respective information is
provided to the database informing the database of the particular process being malware.
This is both clear and sufficiently enabled for a person skilled in the art to implement the
features claimed by claim 1, specifically, with regard to the processes being marked as
malware that occur on computers. In addition, claim 1 defines that these malware
processes not only occurred on computers, but it is expressly defined that these
processes occurred on computers having the same particular combination of security
products that were not able to locally detect the process as malware. Thus, if a malware
process occurred on some computer, not only the information that the particular process
is malware is provided to the database, but also that the combination of security products
of that computer was unable to locally detect the process as being malware (otherwise
and logically, the computer would not have allowed the process to occur). Thus, it is clear
to a skilled person without undue burden that upon the occurrence of a malware process
on a particular computer, information is provided to the database of that particular
malware process, as well as the combination of security products on that affected
computer that was unable to detect the process as malware (so that the database can

then be searched for processes as defined by the searching step of claim 1.) Based on
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the features of claim 1, this understanding is readily and apparent to a skilled person and

is complete for the skilled person to carry out the claimed invention.

For these reasons, the subject matter of the claims of the Main Request complies with the
requirements of Articles 84 and 83 EPC, contrary to the findings under section 2 of the

decision under appeal.

Moreover, it is noted that the Examiner’s objections under section 2 are in contradiction to
the Examining Division’s arguments under Article 56 EPC, wherein the Examining Division
argues that the very features considered to be unclear and insufficiently disclosed would
allegedly be already known from document D1. If, however, already known from
document D1, these features cannot be insufficiently enabled for a skilled person to carry

out that feature of the claimed invention.

Inventive Step

Under section 3 of the decision under appeal, the Examining Division confirms that the
“search of the database is performed in a different way,” but disregards this conceptual
difference due to the objections under Articles 76, 84 and 83 EPC. As discussed above,
since these objections are unjustified, the distinctions have to be considered for assessing
the requirements of Article 56 EPC and, in fact, lead to the presence of an inventive step,
as will be discussed below. For completeness, it is also noted that the feature analysis of
claim 1 with regard to document D1 under section 3 of the decision is also incorrect, as
will also be discussed below.

Secondly, the Examining Division argues that the feature of providing information to the
user would be a mere presentation of information and, therefore, cannot lead to an
inventive step. This understanding, however, is respectfully rejected, because the feature
of providing information to the user of the first remote computer as defined in claim 1 is
not a mere presentation of information, but, in fact, has a technical effect on the claimed

system.

Specifically, claim 1 not only presents information to a user, but additionally provides for a
technical effect, which is to “increase the computer’s effective security” as literally stated
on description page 39, line 2. This increased security is achieved by the novel manner
how the database can identify processes that are malware which the particular remote

computer could not identify locally as malware. This identification of potential malware is
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novel over the malware detection process of D1. Even if the result of the malware
detection is only presented to the user the system security is nonetheless improved,
because the user, (i.e. the users of the multiple computers of the system!), can be
expected to take respective actions or measures once she/he becomes aware of a
potential malware. Even if one particular user would not react to such information, as soon
as some users do, the security of the system has been improved. This, together with the
different approach in identifying potential malware compared to the cited prior art leads to

an inventive step as further discussed below.

In addition, the following arguments show that the claimed subject matter and, specifically,
their differences over closest prior art document D1 lead to the presence of an inventive
step within the meaning of Article 56 EPC, contrary to the conclusion under section 3 of
the decision.

As discussed in section 3 of the decision, paragraphs [0025] and [0030] of D1 would be
the closest available prior art to the claimed invention. However, this teaching of D1 is

conceptually different than the claimed invention according to claims 1 and 3.

According to D1, a policy organizing server 32 receives status information from various
computers indicating the malware scanning products used, the scanner engine versions
and the virus definition data versions (see [0025] of D1). This status information is used by
server 32 only to be able to determine whether each computer within the network runs
out-of-date malware products and out-of-date malware definition data and which
computers run the most up-to-date versions. The reason and motivation for this
determination in D1 is to eventually instruct those computers that are out-of-date to
perform an updating of its malware definition data. Specifically, if the server of D1 receives
messages from computers concerning a particular malware and if all messages originate
from up-to-date computers only, the server instructs all other computers that are out-of-

date to update their malware definition data.

While this solution of D1 certainly also provides a concept of improving malware
protection of remote computers, the claimed invention according to new claims 1 and 3
does not use or implement such a suggested concept of a forced updating of out-of-date

computers.

Instead, the claimed invention suggests a conceptually different concept that does not

require that all computers must update to the same up-to-date malware definition data.
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According to new claim 1, remote computers provide not only information of all or selected
security products on the remote computer, but also details of processes that run on the
remote computer. In addition — since this information is stored in the database ~ remote
computers having the same particular combination of security products as a specific (i.e.
first) one of the remote computers can be identified. This is already different and non-

obvious from D1, because the out-of-date computers (that are eventually forced to be

updated) have a different particular combination of security products than the up-to-date
computers that sent the malware messages concerning a malware process to the server
32in D1.

As a further distinction—instead of forcing a specific out-of-date computer to
change/update its “security products” to the different up-to-date security products if a
particular malware was detected by other computers with such different i.e. up-to-date
security products, as in D1—the claimed invention then identifies those processes that are
malware and occurred on computers having the same particular combination of security
products but were not locally detected. Thus, instead of forcing an updating of the out-of-

date security products of a first remote computer to those of other up-to-date computers
as suggested by D1, the user of the first remote computer is provided with the information
of identified processes that are marked as malware but were not locally detected by other
computers having the same combination of security products as the first computer.

These are two alternative, incompatible solutions for increasing the protection of local
computers from malware. The solution of D1 (changing the settings of security products to
that of other computers with different security products that have detected a malware
process) neither implies nor suggests the alternative solution of the claimed invention
(informing a computer of non-detected malware processes that were not detected by other
computers with the same security products).

Consequently, the claimed subject matter does not arise from the available prior art in an
obvious manner without applying hindsight knowledge from the present application, but
involves an inventive step within the meaning of Article 56 EPC.

Summary

In view of the above, all grounds for the refusal against the Main Request are unjustified,
and the claims of the Main Request comply with the requirements of the EPC.
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i1 Auxiliary Request 1
Auxiliary Request 1 subject to the decision under appeal is maintained.

Auxiliary Request 1 has been rejected, because the amendment to the Main Request of
adding the feature that the details (of processes run by each of the remote computers)
comprise whether or not a process has been detected as malware, would not be directly
and unambiguously derivable from the application as originally filed. This conclusion of the

Examining Division is incorrect.

The feature and amendment can be unambiguously derivable from the passages
identified by footnotes in the marked-up copy of Auxiliary Request 1 dated May 31, 2019.
Specifically, page 37, lines 21 to 24, discloses that the database is provided with details of
processes run by every computer and, thus, knows whether or not a process has been
detected by each computer. Within the context of the claimed invention and the technical
purpose of the malware detection mechanisms disclosed, it is directly and unambiguously
derivable for a skilled person that this detection referred to on page 37, lines 21 to 24,
within the context of that embodiment can only mean that the process is detected as being
malware. Moreover, this passage, in combination with the disclosure on page 38 of the
description, clearly and unambiguously discloses that the database is provided with
information of whether a particular malware process was detected by a (combination of
security products on) a remote computer, because exactly that information is searched for
in the database.

Therefore, the feature added to Auxiliary Request 1 (compared to the Main Request) is
directly and unambiguously derivable from the application as filed, contrary to the findings

under item 4.1 of the decision.

Otherwise, the same arguments apply to Auxiliary Request 1 as those provided above

with regard to the Main Request.

In addition, the added clarification further addresses the objection under Articles 84 and
83 EPC raised with regard to the Main Request and emphasizes the inventive technical

contribution of the claimed invention over the available prior art.
M. Auxiliary Request 2

Auxiliary Request 2 subject to the decision under appeal is maintained.
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Auxiliary Request 2 has been rejected by the decision for the reason that the added
amendments to the providing step of claim 1 (and, accordingly, to the feature of providing
information to the user of corresponding claim 3) would be an undisclosed generalization
of the disclosure given in the description, specifically on page 38, lines 15 to 23.

This objection is considered to be unjustified. As correctly noted, this amendment is based
on and derivable from description page 38, lines 15 to 23, as originally filed. The
Examining Division merely states in the decision that this passage would disclose a
“specific example” that would not allow for the alleged generalization in the amended
feature, without providing further explanations or reasons in this respect. However, page
38, lines 15 to 23, concerns the “simple example” (see line 1 of page 38) that illustrates
the embodiment by referring to an example. The specifically mentioned Sobig virus is
thereby clearly understood by a skilled person as an example of a general malware
process referred to in the description of this embodiment of the present invention. It is also
readily apparent that the specific example or type of malware process is entirely
unessential for the claimed invention, so that the type of malware process being a Sobig

virus is non-essential for the disclosed invention.

Consequently, the amendments added to Auxiliary Request 2 (as compared to the Main
Request) are not an undisclosed generalization, because no essential features are

omitted from the disclosure given on page 38 as identified above.

Otherwise, the same arguments provided above with regard to the Main Request also

apply to Auxiliary Request 2.

The added features of providing information to the user when the security products
expose the remote computer to a risk of being infected and offering software to download
and install to remove the risk further emphasizes on the technical effect of increasing the
system security as discussed above with regard to the requirements of Article 56 EPC of

the Main Request.
IV. Auxiliary Request 3
Auxiliary Request 3 subject to the decision under appeal is maintained.

Since Auxiliary Request 3 is an exact combination of Auxiliary Requests 1 and 2, the

same arguments as provided above apply to Auxiliary Request 3.
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As a further Auxiliary Request, oral proceedings before the Board of Appeal are

requested.

'S

M. Heise
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EP Application No.: 13 167 436.8

Applicant: WEBRCOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Main Request

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by said plurality of remote

computers (2);
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products

as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked as

being malware.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

“connected to the database (7),
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receive details of processes run by said plurality of remote computers (2), and
store the information and the details in the database (7); and '
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked

as being malware.

Apparatus according to.claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

A computer program comprising program instructions for causing a computer to perform

the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Auxiliary Request 1

1.

A method of determining the protection that a first remote computer of a plurality of
remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security
products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);
receiving at the database (7) details of processes run by each of said plurality of remote
computers (2), said details comprise whether or not a process has been detected as

malware;
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked as

being malware.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers
connected to the database (7),
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receive details of processes run by each of said plurality of remote computers (2),
said details comprise whether or not a process has been detected as malware, and

store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked

as being malware.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8
Applicant: WEBRGCOT INC.
Our Ref.: EP106738I-EH

Date:

May 31, 2019

CLAIMS — Auxiliary Request 2

1.

A method of determining the protection that a first remote computer of a plurality of
remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by said plurality of remote

computers (2);
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the sécurity
products on said first remote computer (2) expose the first remote computer to a risk of
being infected by said identified any processes marked as being malware and offering
the user software to download and install to remove the risk.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),
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receive details of processes run by said plurality of remote computers (2), and
store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
5 on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk
of being infected by said identified any processes marked as being malware and

10 offer the user software to download and install to remove the risk.

4. Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

5. A computer program comprising program instructions for causing a computer to perform

15 the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Auxiliary Request 3

1.

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security
products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said piurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by each of said piurality of remote
computers (2), said details comprise whether or not a process has been detected as

malware;
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk of
being infected by said identified any processes marked as being malware and offering

the user software to download and install toc remove the risk.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a
point in time on said first remote computer (2),
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receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),

receive details of processes run by each of said plurality of remote computers (2),
said details comprise whether or not a process has been detected as malware, and

store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk
of being infected by said identified any processes marked as being malware and
offer the user software to download and install to remove the risk.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

A computer program comprising program instructions for causing a computer to perform

the method of claim 1 or claim 2.
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Decision of the Examining Division

In the oral proceedings held on 02.07.2019, the examining division has decided:

‘The European patent application is refused on the basis of Article 97(2) EPC. The reasons for the
decision are attached (Form(s) 2916). '
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Decision to refuse a European Patent application

The Examining Division - at the oral proceedings dated 02.07.2019 - has decided:
European Patent application No. 13 167 436.8 is refused.

Applicant/s:

Webroot Inc.

385 Interlocken Crescent

Broomfield, CO 80021
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Title
Methods and apparatus for dealing with malware

The grounds for the decision are set out on the supplemental sheets annexed hereto.
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Datum Blatt Anmelde-Nr:
Date 25.07.2019 Sheet 1 Application No: 13 167 436.8
Date Feuille Demande n°®:

I. Summary of Facts and Submissions

1 European patent application No. 13 167 436.8 having the title "Methods and
apparatus for dealing with malware" was filed on 13-05-2013 . It claims priority
of GB 0513375 filed on 30-06-2005. The applicant is
Webroot Inc.

385 Interlocken Crescent
Broomfield, CO 80021

usS.
2 The European search opinion cited the document
D1 US 2003/131256 A1 (ACKROYD ROBERT JOHN [GB]) 10 July

2003 (2003-07-10)

and raised objections under Articles 83 and 84 EPC.

3 In the response received on 18-03-2014 the applicant requested further
examination on an amended set of claims 1-5 and provided arguments in
support of the patentability of these claims. As a precaution, oral proceedings in
a form of a video conference were requested.

4 In a communication under Article 94(3) EPC issued by the examining division
on 26-04-2018, objections under Articles 76(1) and 56 EPC were raised.

5 In the response received on 04-09-2018 the applicant requested further
examination on an amended set of claims 1-5 and provided arguments in
support of the patentability of the claims.

6 On 05-02-2019 the examining division issued a summons to attend oral
proceedings on 02-07-2019. In the annex to the summons, objections under
Articles 76(1), 84, 83, and 56 EPC were raised.

7 In a response to the summons received on 31-05-2019 the applicant submitted
the main and three auxiliary requests, and provided arguments in support of the
patentability of the claims.

8 On 27-06-2019 the division informed the applicant that the date fixed for the oral
proceedings was maintained. In the annex, a preliminary opinion of the division
about the requests on file was communicated to the applicant.

9 On 02-07-2019, oral proceedings were held.

10 The decision is based on the following requests:

Main Request

EPO Form 2916 01.91TRI
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Datum Blatt Anmelde-Nr:
Date 25.07.2019 Sheet 2 Application No:
Date Feuille Demande n°®:

13 167 436.8

Description, Pages

1,3, 5-43 as originally filed

2,2a,4,4a received on 04-09-2018  with letter of
Claims, Numbers

1-5 received on 31-05-2019  with letter of

Drawings, Sheets

1/3-3/3 as originally filed

Auxiliary Request 1

Description, Pages

1,3, 5-43 as originally filed

2,2a,4,4a received on 04-09-2018  with letter of
Claims, Numbers

1-5 received on 31-05-2019  with letter of

Drawings, Sheets

1/3-3/3 as originally filed

Auxiliary Request 2

Description, Pages

1,3,5-43 as originally filed

2,2a,4,4a received on 04-09-2018 with letter of

04-09-2018

31-05-2019

04-09-2018

31-05-2019

04-09-2018
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Datum Blatt Anmelde-Nr:
Date 25.07.2019 Sheet 3 Application No: 13 167 436.8
Date Feuille Demande n°:
Claims, Numbers
1-5 received on 31-05-2019  with letter of 31-05-2019
Drawings, Sheets
1/3-3/3 as originally filed
Auxiliary Request 3
Description, Pages
1,3, 5-43 as originally filed
2,2a,4,4a received on 04-09-2018  with letter of 04-09-2018
Claims, Numbers
1-5 received on 31-05-2019  with letter of 31-05-2019
Drawings, Sheets
1/3-3/3 as originally filed
11 The claims under consideration are attached to this decision. As to the other

application documents, reference is made to the file.

Il. Reasons for the Decision

Main request

Amendments

1. The amendments of the main request introduce subject-matter which extends beyond
the content of the earlier application as filed, contrary to Article 76(1) EPC, for the
following reason:
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Date 25.07.2019 Sheet 4 Application No: 13 167 436.8
Date Feuille Demande n°®:

The feature "searching the database to identify any processes marked as being
malware that occurred on computers having the same particular combination of security
products as the first remote computer and that were not locally detected" is not
disclosed in the parent application, nor is it directly and unambiguously derivable
therefrom.

The applicant identified two passages as being bases for this amendment, namely,
page 38, lines 5-7 and lines 27-30. These passages recite

"if for example the database knows that a computer in the past has version A of anti-
virus product B ..., but that a particular malware process P was not detected by this
combination", and,

"the database ... is searched for events for processes marked as "bad" that occurred on
computers with that particular mix of security products and that were not locally
detected'.

As can be seen, the first passage does not disclose searching the database, and the
second passage discloses searching the database for events for processes marked as
"bad". Therefore, none of the passages discloses the feature under consideration, nor is
it directly and unambiguously derivable therefrom.

1.1. During the oral proceedings the applicant argued that, in the second passage
indicated above, there was a typo, that the passage should read as "events or
processes” instead "events for processes” and that "bad" means being malware. The
division was not convinced by this argument.

Clarity / Sufficiency of Disclosure
2. The feature of claim 1

"searching the database to identify any processes marked as being malware that
occurred on computers having the same particular combination of security products as
the first remote computer and that were not locally detected”

renders claim 1, and the corresponding claims 3 and 5, unclear, contrary to the
requirements of Article 84 EPC. Moreover, the application as filed does not disclose the
invention in a manner sufficiently clear and complete for this feature to be carried out by
a person skilled in the art, contrary to the requirements of Article 83 EPC. The reasons
therefore are the following:

2.1. The origin of the marking of processes as being malware is undefined. It is unclear
who, when, or how, marked the process as being malware; the information about a
process being a malware is not provided to the database by any feature of the claim.
This indicates that there are essential features missing in the claim (Article 84 EPC).
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2.2. The feature requires to search for "any processes ... that were not locally detected".
On one hand, this requirement is unclear; it is unclear which process can be considered
to be "a process not locally detected” (Article 84 EPC). On the other hand, the database
receives only the information about the security products loaded on a plurality of
computers, and details of processes run by said computers; none of these appear to
correspond to "a process not locally detected". Thus, a skilled person is confronted with
the problem of performing the search of a database whereby an unclear condition for
the search is given, and where the database itself does not appear to contain any
information that relates to this unclear condition. The application does not give any
teaching which would allow a skilled person to implement the required search.
Therefore, the application does not disclose the invention in a manner sufficiently clear
and complete for it to be carried out by a person skilled in the art, contrary to the
requirements of Article 83 EPC.

2.3. During the oral proceedings, the applicant argued that the claimed subject-matter is
based on the parent application, pages 36 to 38; that the first paragraph on page 38
gives a simple example explaining the invention. It is disclosed, lines 6-7, that "a
particular malware process was not detected by this combination of programs at that
point of time". The applicant argued that the database knows this because software
administrators regularly keep track of such information: when a program is detected as
being malware, they check for computers running this program and record this
information. Thus, such information is in the database. It is not important how it gets
there, the invention is in how it is used.

The division considers this to be a purely speculative interpretation, neither present nor
hinted to by the application documents.

Inventive Step

3. The subject-matter of claim 1, as well as corresponding claims 3 and 5, is not
inventive in the sense of Article 56 EPC over document D1, which discloses a method of
determining the protection that a first remote computer has from malware, the method
comprising:

receiving at a database of a base computer information of all or selected security
products loaded on or available at a point in time on said first remote computer and on
other remote computers (par.[0025], lines 10-15)

receiving at the database details of processes run by said remote computers (par.
[0025], lines 6-10; in case of dynamic malware detection, the detection is done while the
program is running),

storing the information and the details in the database (implicit);
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searching the database to identify the remote computers having the particular
combination of security products that does not locally detect a process marked as being
malware (par.[0030], lines 9-13 and lines 18-22), and

updating the security products on the remote computers that may be susceptible to
attack by said malware processes on the basis of said identifying (par.[0030], lines
18-22).

The subject-matter of independent claims 1, 3 and 5 differs from the teaching of D1

i) in that the information that the computer may be susceptible to attack is provided to
the user, which, being presentation of information, cannot be considered as a basis of
an inventive step, and

ii) the search of the database is performed in a different way; however, this subject-
matter is not allowable for the reasons presented above in sections 1, 2.-2.2.

Therefore, the independent claims do not contain any features that could be considered
as having inventive contribution over the prior art.

3.1. The additional features of dependent claims 2 and 4 consist merely in naming the
information, and as such cannot be considered as involving inventive step in the sense
of Article 56 EPC.

Auxiliary Request 1
Amendments

4. The first auxiliary request introduces subject-matter which extends beyond the
content of the earlier application as filed, contrary to Article 76(1) EPC, for the reason
presented above for the main request, in section 1. and additionally for the following
reason:

4.1. The amendment

"receiving at the database details of processes run by each of said plurality of remote
computers, said details comprise whether or not a process has been detected as
malware"

is neither disclosed in the passages cited by the applicant, nor is it directly and
unambiguously derivable therefrom.

The first passage indicated by the applicant recites

"The community database 7 in this embodiment is also provided by the agent software
with details of processes run by every computer 2 and thus knows whether or not a
process has been detected by each computer 2."
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The second passage indicated by the applicant recites

"In a simple example, if for example the database knows that a computer in the past has
version A of anti-virus product B with downloaded signature update C, and also has a
firewall D with particular settings E, and perhaps anti- spyware software F with signature
updates G, but that a particular malware process P was not detected by this
combination of programs at that point in time"

The third passage indicated by the applicant recites:

"the database 7, when provided with information relating to all the security products, etc.
on a particular computer at a particular time, is searched for events for processes
marked as "bad" that occurred on computers with that particular mix of security products
and that were not locally detected".

As can be seen, none of the passages disclose receiving details whether or not a
process has been detected as malware, and neither is such subject-matter directly and
unambiguously derivable therefrom.

During the oral proceedings, the applicant argued that it is obvious from the first of the
passages cited here above that the process that is detected has to be malware. The
division was not convinced.

Clarity / Sufficiency of Disclosure / Inventive Step

5. The above discussed feature is the only amendment of auxiliary request 1 with
respect to the main request. Therefore, for the remaining features of auxiliary request 1,
the arguments presented above for the main request apply.

Auxiliary request 2
Amendments

6. Auxiliary request 2 introduces subject-matter which extends beyond the content of the
earlier application as filed, contrary to Article 76(1) EPC, for the reason presented above
for the main request, in section 1., and additionally for the following reason:

6.1. The auxiliary request 2 has the following amendment of the last feature of claims 1
and 3:

"providing information ... that the security products ... expose the first remote computer
to a risk of being infected ... and offering the user software to download and install to
remove the risk".

This amended is based on, as indicated by the applicant, page 38, lines 15 - 23.
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However, the indicated passage discloses a specific example, which does not give
support for the generalization claimed in the amended feature.

Clarity / Sufficiency of Disclosure / Inventive Step

7. The above discussed feature is the only amendment of auxiliary request 2 with
respect to the main request. Therefore, for the remaining features of auxiliary request 2,
the arguments presented above for the main request apply. In particular, the part of the
amendment reciting "offering the user software to download and install to remove the
risk" is void of any technical character and as such does not overcome the inventive
step objection presented for the main request.

7.1. During the oral proceedings, the applicant argued that the additional features of
claim 1 were technical. The division could not share this opinion.

Auxiliary Request 3

8. The third auxiliary is a combination of auxiliary requests 1 and 2. Therefore, the
reasons presented for auxiliary requests 1 and 2 apply also to the third auxiliary request.

lll. Decision

For the reasons given in detail above, the application is refused under Article 97(2) EPC
for lack of an inventive step in the sense of Article 56 EPC, and for infringing Articles
76(1), 83 and 84 EPC for all the requests on file.
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Article 106
Decisions subject to appeal

(1) An appeal shall lie from decisions of the Receiving Section, Examining Divisions, Opposition Divisions and the Legal
Division. It shall have suspensive effect.

(2) A decision which does not terminate proceedings as regards one of the parties can only be appealed together with
the final decision, unless the decision allows a separate appeal.

(3) The right to file an appeal against decisions relating to the apportionment or fixing of costs in opposition
proceedings may be restricted in the Implementing Regulations.

Rule 97
Appeal against apportionment and fixing of costs

(1) The apportionment of costs of opposition proceedings cannot be the sole subject of an appeal.

(2) A decision fixing the amount of costs of opposition proceedings cannot be appealed unless the amount exceeds
that of the fee for appeal.

Rule 98
Surrender or lapse of the patent

The decision of an Opposition Division may be appealed even if the European patent has been surrendered in all the
designated Contracting States or has lapsed in all those States.

Article 107
Persons entitled to appeal and to be parties to appeal proceedings

Any party to proceedings adversely affected by a decision may appeal. Any other parties to the proceedings shall be
parties to the appeal proceedings as of right.

Article 108
Time limit and form

Notice of appeal shall be filed, in accordance with the Implementing Regulations, at the European Patent Office within
two months of notification of the decision. Notice of appeal shall not be deemed to have been filed until the fee for
appeal has been paid. Within four months of notification of the decision, a statement setting out the grounds of appeal
shall be filed in accordance with the Implementing Regulations.

Further information concerning the filing of an appeal
(a) Notice of appeal can be filed in accordance with Rule 1 and Rule 2(1) EPC, by delivery by hand, by post, or by
technical means of communication. The filing has to comply with the details and conditions and, where appropriate,
any special formal or technical requirements laid down by the President of the European Patent Office (R. 99(3)
EPC).

(b) The addresses of the filing offices of the European Patent Office are as follows:

(i) European Patent Office (i) European Patent Office (iii) European Patent Office
D-80298 Munich Postbus 5818 D-10958 Berlin
Germany NL-2280 HV Rijswijk (ZH) Germany

The Netherlands
Fax: +49 89 2399-4465 Fax: +31 70 340-3016 Fax: +49 30 259 01-840
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(c) The notice of appeal must contain the name and address of the appellant in accordance with the provisions of Rule
41(2)(c) EPC, an indication of the decision impugned, and a request defining the subject of the appeal. In the
statement of grounds of appeal the appellant shall indicate the reasons for setting aside the decision impugned, or
the extent to which it is to be amended, and the facts and evidence on which the appeal is based (R. 99(1) and (2)
EPC). The notice of appeal and any subsequent submissions stating the grounds for appeal must be signed (R.
50(3) EPC).

e

The fee for appeal is laid down in the Rules relating to Fees. The schedule of fees and expenses of the EPO or a
reference to the current version is regularly published in the Official Journal of the European Patent Office under the
heading "Guidance for the payment of fees, expenses and prices". Fee information is also published on the EPO
website under www.epo.org/ fees.
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Datum Blatt Anmelde-Nr:
Date 24.07.2019 Sheet 1 Applicaton No: 13 167 436.8

Date Feuille Demande n°:

Opening of the proceedings
The oral proceedings by means of video conference were opened at 15:15.

The chairman stated that the applicant was duly summoned by means of video
conference and was represented by Mr M. Heise.

The chairman checked the current state of the file and found that the following set of
claims submitted with letter dated 31-05-2019 were present on file:

o amain request (MR) with 5 claims;
o auxiliary requests 1, 2 and 3 (AR1, AR2 and AR3) with 5 claims each;
and the following application documents:

o description, pages 1-3, 5-43, as originally filed, and
pages 2, 2a, 4, 4a filed with letter dated 04-09-2018;

o drawings, sheets 1/3-3/3, as originally filed.
The applicant confirmed the requests as on file.

The chairman asked the applicant if he had further requests or submissions, which
the latter denied.

Main request

Regarding the main request, the chairman stated that the position of the division was
as presented in the annex to the summons and in the preliminary opinion sent by
telefax on 27-06-2019, namely that the main request on file not only contravened
Articles 76(1), 84 and 83 EPC, but also lacked an inventive step in the sense of
Article 56 EPC over the disclosure of document D1.

The chairman proposed to address first the objections under Articles 83 and 84 EPC.

The chairman referred to section 2 of the preliminary opinion and stated that the
features of claim 1 related to "any processes marked as being malware' in
combination with "that were not locally detected' of the searching step and "said
identified any processes marked as being malware" of the providing step were
objected to under Article 83 EPC.

The applicant provided pages 38-39 of the description of the parent application and in
particular page 36, line 15, starting with "In another embodiment”, and page 37, lines
21-24 for supporting the disclosure of "the marked processes as malware", since the
passage discloses that the process running on the computer has been detected.
Thus, it can be assumed that the DB knows if a particular computer has a particular
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combination of security products and if a particular malware process, running on that
computer, was not detected by this combination of security products on that
computer.

The chairman asked how the DB knows that a malware process running on a
computer was not detected.

The applicant replied that is a process P running on a computer is a malware and it is
not identified as malware then the process P is not detected by the security programs,
and since it is already known that process P is marked as malware, it can be
determined that malware P is not detected on the computer where is running. The
applicant further added that page 37, lines 11-13 disclose that the DB is provided with
all the the information from many many millions of computers. Then the applicant
provided the following example: if a malware process P is running on PC1 and the
same |ID process of P is identified on another computer, e.g. on PC2, having the
same combination of security programs of PC1, then PC2 may be infected because
process P is a malware process running on PC1 but not locally detected on PC1 by
the same combination of security programs running on PC2.

The applicant further argued that providing all the information related to the malware
processes into the DB is not part of the invention, the information are provided
beforehand. The invention mainly relates to searching the DB to determine that a
malware running on a second computer having the same combination of security
programs of a first computer that did not detect the malware running on that first
computer and to informing the user that the second computer might be at risk.

The chairman stated that the division would take into account the arguments provided
by the applicant and then asked the applicant if he had further arguments regarding
the objection under Articles 83 and 84 EPC, which the latter denied.

The proceedings were interrupted from 15:53 to 16:30 to deliberate on the allowability
of the main request under Articles 83 and 84 EPC in view of the arguments presented
by the applicant.

Upon reopening of the oral proceedings, the chairman stated that the examining
division was still negatively minded with regard to Articles 83 and 84 EPC for claim 1
of the main request. In particular, it was stated that the division was not convinced by
the applicant arguments, thus the objections of section 2 of the preliminary opinion
related to the searching step were maintained.

The chairman stated that the subject-matter of claim 1 of the main request was then
assessed in view of Article 76(1) and 56 EPC. In particular, reference to section 1 of
the preliminary opinion was made, and in view of the arguments presented by the
applicant, the objections under section 1-i) were dropped. The objections under
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section 1-ii) were maintained, since page 38, lines 25-30 of the description of the
parent application discloses a searching step for events for processes marked as
"bad”. It was further added that there was no searching step disclosed in the example
disclosed in page 38, lines 1-24.

The applicant replied that there was a spelling mistake in line 28, page 38, since it
has to be read as searched for events or processes marked as "bad". The division
was not convinced by this argument.

The chairman then asked the applicant if he had further arguments regarding the
objection under Article 76(1) EPC, which the latter denied.

The chairman then stated that the examining division was still negatively minded with
regard to Article 56 EPC for claim 1 of the main request for the same reasoning
based on the disclosure of D1 as in the annex to the summons.

The first examiner presented the following arguments regarding Article 56 EPC. The
distinguishing features between claim 1 of the main request and the disclosure of D1
relates to the information provided to the user, which as such is considered matter of
presentation of information, and thus it does not provide for any technical effect.
Regarding the feature related to the receiving step, i.e. the detail of processes run by
said plurality of remote computers, it was also considered part of the distinguishing
features, since the objection under Article 76(1) EPC was dropped. It was further
added that, since sending indication detection of malware falls under the scope of
lines 14-15 of claim 1, it falls also under the scope of document D1, thus the
distinguishing features related to the receiving step of the details of processes is
considered implicitly disclosed in document D1.

The applicant remained of the same opinion previously presented and reiterates its
arguments as follows. The applicant argued that searching the database to identify
any process marked as being malware that were not locally detected was not
disclosed in D1. The technical contribution for these distinguishing features is to
identify possible attacks of computers, which is not disclosed and not obvious from
D1.

The chairman then asked the applicant if he had new arguments, which the latter
denied.

The chairman concluded that the main request was not allowable for lack of inventive
step of the subject-matter of claim 1 (Article 56 EPC), and for infringing Articles 83, 84
and 76(1) EPC.

Auxiliary Request 1 (AR1)
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The chairman admitted AR1 into the proceedings and then referred to sections 4 and
5 of the preliminary opinion of the examining division regarding the objections under
Articles 83, 84, 76(1) and 56 EPC of auxiliary request 1.

The applicant provided the passage of in page 37, lines 21-24 stating that the only
meaning that can be derived from this passage in the context of the application is that
weather or not a process has been detected as malware.

The chairman stated that the subject-matter of claim 1 of AR1 was not allowable
under Article 56 EPC for the same reasoning as provided for the main request, and
asked the applicant to present the arguments related to the inventive step.

The applicant referred to the arguments provided during the written procedure.

The chairman then asked the applicant if he had new arguments, which the latter
denied.

The chairman concluded that AR1 was not allowable for lack of inventive step of the
subject-matter of claim 1 (Article 56 EPC) and for infringing Articles 83, 84 and 76(1)
EPC.

Auxiliary Request 2 (AR2)

The chairman admitted AR2 into the proceedings and then referred to sections 6 and
7 of the preliminary opinion of the examining division regarding the objections under
Articles 83, 84, 76(1) and 56 EPC of auxiliary request 2.

The chairman stated that the amendments of AR2 related to an unallowable
generalization that contravened Article 76(1) EPC.

The chairman further added that regarding Articles 83, 84 and 56 EPC, the reasoning
applied to the main request applies accordingly to AR2.

The applicant provided the passage in page 38, lines 19-23 as supporting passage for
the disclosure of the objected amendment under Article 76(1) EPC.

The chairman then added that the term "offering" is void of any technical character
and as such does not overcome the objection under Article 56 EPC presented for the
main request.

The chairman then asked the applicant if he had new arguments, which the latter
denied.

The chairman concluded that AR2 was not allowable for lack of inventive step of the
subject-matter of claim 1 (Article 56 EPC) and for infringing Articles 83, 84 and 76(1)
EPC.

Auxiliary Request 3 (AR3)
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The chairman admitted AR3 into the proceedings and then referred to sections 8 of
the preliminary opinion of the examining division regarding the objections under
Articles 76(1), 83, 84 and 56 EPC of auxiliary request 3, for the same reasons as for
auxiliary requests 1 and 2, since auxiliary request 3 is a combination of auxiliary
requests 1 and 2.

The chairman then asked the applicant if he had further arguments regarding the
objections under Articles 76(1), 83, 84 and 56 EPC for AR3, which the latter denied.

The chairman informed the applicant that the examining division has come to the
conclusion that the subject-matter of claims 1-5 of AR3 does not satisfy the
requirements of Articles 76(1), 83, 84 and 56 EPC.

The proceedings were interrupted from 16:53 to 16:58.
Closing of the proceedings

The chairman first stated that the main request and three auxiliary requests have
been examined and then asked the applicant if he had further requests or
submissions, which the latter denied.

The chairman announced formally the decision that the application was refused under
Article 97(2) EPC as the subject-matter of the main request and auxiliary requests
AR1-ARS3 did not meet the requirements of Articles 83, 84, 76(1) and 56 EPC.

The chairman stated that the decision is appealable and that the written decision
would be notified as soon as possible along with the minutes of the oral proceedings
and an indication of the possibility of appeal.

The oral proceedings were closed at 17:00.
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Sheet 21 Application No.: 13 167 436.8

After deliberation of the examining division, the chairman announced the following decision :
"The European patent application is refused.”

Regarding the reasons for the decision, the chairman referred to:

Article 97(2) EPC: the application does not meet the requirements of Article/s 83, 84, 76(1), 56 EPC.

The chairman closed the proceedings on 02.07.2019 at 17:00 hours.
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Sheet 2/ Application No.: 13 167 436.8

After deliberation of the examining division, the chairman announced the following decision:

"The Euro;?ean patént application is refused.”

Regarding the reasons for the decision, the chairman referred to:

Article 97(2) EPC: the applicétion does not meet the requirements of Article/s 83, 84, 76(1), 56 EPC.

The chairman closed the proceedings on 02.07.2019 at 17:00 hours.

Fiorenzo Catalano, M
Minute Writer

Annex(es):
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The amendments and the Applicant's arguments have been taken into careful
consideration. The preliminary opinion of the Division is that none of the requests
currently on file comply with the requirements of EPC, for the reasons presented
below. Therefore, the date set for the oral proceedings is maintained.

The Examining Division further notes, after analyzing the application as a whole in the
process of establishing the reasoning presented below, that at least some of the
objections are such that there appears to be no way of overcoming them by
amendments. Therefore, the application is expected to be refused at the end of the
procedure.

The division finds it fair to inform the applicant about this preliminary opinion as a
professional courtesy, in order for the applicant to take this into account in deciding on
further course of action.

Finally, the Applicant is reminded that any further amendments will be admitted into
the procedure at the Examining Division's discretion (Rule 137(3) EPC) during the
oral proceedings. :

The preliminary opinion of the examining division is as follows:

The examination is being carried out on the following application documents
Main Request

Description, Pages

1, 3, 5-43 as originally filed

2,2a, 4, 4a received on 04-09-2018 with Ietter of 04-09-2018

Claims, Numbers

1-5 received on 31-05-2019  with letter of 31-05-2019

Drawings, Sheets

1/3-3/3 as originally filed

Auxiliary Request 1
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Description, Pages

1, 3, 5-43 as originally filed

2,2a, 4, 4a received on 04-09-2018  with letter of 04-09-2018

Claims, Numbers

1-5 recei\}ed on 31-05-2019  with letter of 31-05-2019

Drawings, Sheets

1/3-3/3 v as originally filed

Auxiliary Request 2

Description, Pages

1, 3, 5-43 as originally filed

2,2a,4,4a received on 04-09-2018  with letter of 04-09-2018

. Claims, Numbers

1-5 received on 31-05-2019  with letter of 31-05-2019

Drawings, Sheets

1/3-3/3 as originally filed

Auxiliary Request 3

Descriptibn, Pages

1,3, 5-43 as originally filed

2,2a, 4, 4a received on 04-09-2018  with letter of 04-09-2018
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Claims, Numbers

1-5 received on 31-05-2019  with letter of 31-05-2019

Drawings, Sheets

1/3-3/3 as originally filed

The letters of the applicant will be referred to as follows:
R1: the letter dated 04-09-2018
R2: the letter dated 31-05-2019

Main request
Amendments

1. The amendments of the main request do not solve the objections regarding Article
76(1) EPC from the summons. The applicant neither replied to the objections, nor
identified in R2 any support for the new amendments. Instead, the applicant states
that the new modifications "are clarifications to address the objections under items 1.1
to 1.4 of the summons", and that "the claimed subject matter complies with the direct
and unambiguous disclosure" by referring to the previously submitted passages.

However, as reasoned in detail in items 1.1. to 1.4 of the summons, the examining
division is of the opinion that the claimed subject-matter is not directly and
unambiguously derivable from the identified passages.

Therefore, the main request introduces subject-matter which extends beyond the
content of the earlier application as filed, contrary to Article 76(1) EPC, for the
reasons presented in the summons, which are summarized here below:

i) (referring to items 1.1 and 1.2 ) The division maintains that the passages indicated
by the applicant do not disclose that the information is received at a database in three
separate steps, and stored in an additional step, as recited by claim 1, neither is such
subject-matter directly and unambiguously derivable therefrom.

i) (referring to items 1.3 and 1.4) The division maintains that the step of searching the
database and the step of providing information to the user as recited in claim 1 are
neither disclosed in the passages indicated by the applicant, nor are they directly and
unambiguously derivable therefrom.
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Should the applicant maintain the opinion that "the claimed subject matter complies
with the direct and unambiguous disclosure”, he is invited to provide further evidence.
The applicant is reminded that, where the basis is not explicit, a short explanation of
why Art.123(2) EPC is fulfilled should be given (see Guidelines H-lll, 2.2).

Clarity / Sufficiency of Disclosure

2. The division maintains the opinion expressed in items 1.3 and 1.4 of the summons
that the feature

"searching the database to identify any processes marked as being malware that
occurred on computers having the same particular combination of security products
as the first remote computer and that were not locally detected"

renders claim 1, and the corresponding claims 3 and 5, unclear, contrary to the

~ requirements of Article 84 EPC, and that the application as filed does not disclose the
invention in a manner sufficiently clear and complete for this feature to be carried out
by a person skilled in the art, contrary to the requirements of Article 83 EPC.

2.1. Considering Article 84 EPC, in item 1.3 of the summons the division expressed
the opinion that "the origin of the marking of processes as being malware is
undefined."

The applicant replies in R2 as follows:

"With respect to item 1.3 of the summons, it is further noted that claim 1 defines that
the database is searched to identify those processes that are marked as being
malware “that occurred on computers” having the same particular combination of
security products... Thus, the processes in the database to be searched and
eventually identified have been marked as being malware and it is defined that they
occurred on other computers. As such, it is not unclear that a database stores
processes that did occur on other computers."

The division notes that that this does not answer the question regarding the origin of
marking; it remains unclear who, when, or how, marked a process as being malware.

2.1.1. The division puts forward an additional clarity issue concerning the feature
under consideration. The feature requires to identify "any processes ... that were not
locally detected". This requirement is unclear; it is unclear which process can be
considered to be "a process not locally detected”.

2.2. Considering Article 83 EPC, the applicant replies in R2 as follows:
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"Moreover, a person skilled in the art will be able to fully understand and implement
the claimed invention and specifically this feature, because the application itself
discloses possibilities to identify and mark processes as being malware. This is also
not contradicted by the two receiving steps of claim 1, requiring that the database
receives information of security products loaded on or available at the first remote
computer as well as on the other remote computers. To the contrary, these features
clarify that the database is connected to all remote computers and receives
information from these computers, so that it is clear that the same database is able to
also receive information about processes being marked as malware by these
computers."

The division notes, first, that the applicant uses the terminology which is not allowable
under Article 76(1) EPC: according to the description, page 38, lines 26-30, the
search is done for processes marked "as bad", not "as malware". Second, there is no
reply to a question how a skilled person would implement the searching for processes
“that were not locally detected". And, third, the division does not see any relevance of
the fact the database is able to receive some further information.

Inventive Step
3. The objection under Article 56 EPC presented in the summons is maintained.

3.1. For the sake of completeness, it is further noted that the additional subject matter
of dependent claims 2 and 4 consists merely in naming the information, and as such
cannot be considered as involving inventive step in the sense of Article 56 EPC.

3.2. The applicant's arguments in favour of inventive step presented in R1 were
replied to in the summons, and the additional arguments presented in R2 were not
convincing.

The applicant argues in R2 as follows:

"In addition, it has been noted that the Examining Division discusses under section 2
of the summons that the last paragraph of claim 1 could not lead to inventive subject
matter, because it only defines features of presenting information to a user that are
not considered to be technical. This presumption is considered to be incorrect for the
claimed subject matter, because the claimed invention not only presents information
to a user, but additionally and inherently provides a technical effect of increasing the
computer’s effective security (as also literally stated on page 39, line 2 of the original
description). This increased securily is achieved by the claimed subject matter by the
novel manner of how the database can identify processes that are (potentially)
malware that the particular (i.e. first) remote computer could not identify locally as
malware. This identification of potential malware is novel over the malware detection
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process of the cited prior art. By providing this identification of potential malware to
the user, the system security is increased, because the risk of malware can now be
detected by the system, despite not being detectable locally by the computer, so that
once aware of the potential malware, the user can take respective actions or
measures against the identified malware. The technical distinguishing features
thereby particularly concern the manner of how the potential malware can be
automatically detected.”

The division cannot agree that providing information to the user has the the technical
effect of "increasing the computer’s effective security". The passage cited by the
applicant reads "...allowing a new user or. a user of a new computer to be able to
increase the computer's effective security very quickly". As can be seen, whether the
security will be increased or not depends entirely on the user. Considering "the novel
manner of how the database can identify processes that are (potentially) malware”,
the division re-iterates the opinion that the feature related to identifying a particular
process is drafted in unclear way, and is subject to a lack of sufficiency of disclosure,
see reasoning above in items 2.1, 2.1.1 and 2.2. Due to the lack of clarity of this
feature, the reasoning of the applicant can not be followed, i.e., the division does not
see how or why the process identified by this feature would be "(potentially) malware
that the particular (i.e. first) remote computer could not identify locally as malware".

Auxiliary Request 1

4. The first auxiliary request introduces subject-matter which extends beyond the
content of the earlier application as filed, contrary to Article 76(1) EPC.

The amendment

"receiving at the database details of processes run by each of said plurality of remote

computers, said details comprise whether or not a process has been detected as
malware" ’

is neither disclosed in the passages cited by the applicant, nor is it directly and
unambiguously derivable therefrom.

The first passage indicated by the applicant recites

"The community database 7 in this embodiment is also provided by the agent
software with details of processes run by every computer 2 and thus knows whether
or not a process has been detected by each computer 2."

The second passage indicated by the applicant recites
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Datum Blatt Anmelde-Nr:
Date ** CODINGDATE* * Sheet 7 ApplicatonNo: 13 167 436.8
Date Feuille Demande n°:

"“In a simple example, if for example the database knows that a computer in the past
has version A of anti-virus product B with downloaded signature update C, and also
has a firewall D with particular settings E, and perhaps anti- spyware software F with
signature updates G, but that a particular malware process P was not detected by this
combination of programs at that point in time" ‘

The third passage indicated by the applicant recites:

"the database 7, when provided with information relating to all the security products,
etc. on a particular computer at a particular time, is searched for events for processes
marked as "bad" that occurred on computers with that particular mix of security
products and that were not locally detected”.

As can be seen, none of the passages disclose receiving details whether or not a
process has been detected as malware, and neither is such subject-matter directly
and unambiguously derivable therefrom.

5. The above discussed feature is the only amendment of auxiliary request 1 with
respect to the main request. Therefore, for the remaining features of auxiliary request
1, the arguments presented above for the main request apply.

Auxiliary request 2

6. AUiniary request 2 introduces subject-matter which extends beyond the content of
the earlier application as filed, contrary to Article 76(1) EPC, for the following reason:

Auxiliary request 2 is based on the main request, whereby the last feature of claims 1
and 3 is amended based on, as indicated in R2, page 38, lines 15 - 23.

However, the indicated passage discloses a specific example, which does not give
support for the generalization claimed in the amended feature.

7. The above discussed feature is the only amendment of auxiliary request 2 with
respect to the main request. Therefore, for the remaining features of auxiliary request
2, the arguments presented above for the main request apply. In particular, the part of
the amendment reciting "offering the user software to download and install to remove
the risk" is void of any technical character and as such does not overcome the
inventive step objection presented for the main request.

Auxiliary Request 3

8. The third auxiliary is a combination of auxiliary requests 1 and 2. Therefore, the
reasons presented for auxiliary requests 1 and 2 apply also to the third auxiliary
request.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

new CLAIMS - Auxiliary Request 1 — marked-up against new main request

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by each of said plurality of remote
computers (2), said details comprise whether or not a process has been detected as

malware':
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked as

being malware.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

' Derivable from original parent:

page 37, lines 21-24 (“database 7 ...is provided...with details of processes... and thus knows
whether or not a process has been detected...”) and

page 38, lines 1-7 (“...database knows that a computer...has [security products).... but that a
particular malware process P was not detected by this [computer's combination of security
products]...”) and

page 38, lines 25-30 ("database 7...is searched for events [flor processes marked... that
occurred on computers with that...security products and that were not locally detected [on a
particular computer relating to the security products].”)
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a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),

receive details of processes run by each of said plurality of remote computers (2),

said details comprise whether or not a process has been detected as malware, and

store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the

first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked

as being malware.

Apparatus according to claim. 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

new CLAIMS - Auxiliary Request 3 — marked-up against new main request

(= combination of Auxiliary Requests 1 and 2)

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by each of said plurality of remote

computers (2),_said details comprise whether or not a process has been detected as

malware';
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of seéurity products

as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk of

being _infectedmay-be-susceptible-to-attack by said identified any processes marked as
being malware_and offering the user software to download and install to remove the risk2.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

' Derivable from original parent:

page 37, lines 21-24 (“database 7 ...is provided...with details of processes... and thus knows
whether or not a process has been detected...”) and

page 38, lines 1-7 ("...database knows that a computer...has [security products].... but that a
particular malware process P was not detected by this [computer's combination of security
products]...”) and

page 38, lines 25-30 (‘database 7...is searched for events [flor processes marked... that
occurred on computers with that...security products and that were not locally detected [on a
particular computer relating to the security products].”)

2 Derivable from page 38, lines 15-23
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3.

Apparatus for determining the protection that a first remote computer of a plurality of

remote computers has from malware, the apparatus comprising:
a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),

receive details of processes run by each of said plurality of remote computers (2),

said details comprise whether or not a process has been detected as malware, and

store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk

of being infectedmay—be—susceptible-te—attack by said identified any processes

marked as being malware_and offer the user software to download and install to

remove the risk.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

NEW CLAIMS — Main Request — marked-up against previously submitted claims

A method of determining the protection that a first remote computer of a_plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7)-and;

receiving at the database (7) details of processes run by said etherplurality of remote
computers (2);-and

storing the information and the details in the database (7);

searching the database (7) to identifying any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing the-identified-information to the user of said first remote computer (2) that said
first remote computer (2) may be susceptible to attack by said identified any processes

marked as being malware-processes-on-the-basis-of said-identifiring.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) constructed-and-arrangedadapted to;

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2);,

the—database—{7)-being-constructed-and—arranged-te-receive information of all or

selected security products loaded on or available at a point in time on other remote
computers (2) of said plurality of remote computers connected to the database (7)
and,
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receive details of processes run by said etherplurality of remote computers (2), and

to-store the information and the details in the database (7); and

the base computer (3) being eenstrusted-and-arrangedadapted to;

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the

first remote computer (2) and that were not locally detected, and

o-provide the-identified
information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked

as being malware-processes-on-the-basis-of said-identifying.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

new CLAIMS - Auxiliary Request 2 - marked-up against new main request

1.

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote

computers connected to the database (7);

receiving at the database (7) details of processes run by said plurality of remote

computers (2);
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products

as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk of

being infectedmay-be-susceptible-to-attack by said identified any processes marked as
being malware_and offering the user software to download and install to remove the risk!.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

' Derivable from page 38, lines 15-23
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receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers
connected to the database (7),

receive details of processes run by said plurality of remote computers (2), and
store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security

products on said first remote computer (2) expose the first remote computer to a risk
of being infectedmay—be—susceptible-to—attask by said identified any processes

marked as being malware_and offer the user software to download and install to

remove the risk.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Auxiliary Request 3

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote
computers connected to the database (7);

receiving at the database (7) details of processes run by each of said plurality of remote
computers (2), said details comprise whether or not a process has been detected as

malware;
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk of
being infected by said identified any processes marked as being malware and offering

the user software to download and install to remove the risk.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:
a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),
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receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),

receive details of processes run by each of said plurality of remote computers (2),

said details comprise whether or not a process has been detected as malware, and
store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk
of being infected by said identified any processes marked as being maiware and
offer the user software to download and install to remove the risk.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Auxiliary Request 1

A method of determining the protection that a first remote computer of a plurality of
remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security
products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote
computers connected to the database (7);

receiving at the database (7) details of processes run by each of said plurality of remote
computers (2), said details comprise whether or not a process has been detected as

malware;
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked as

being malware.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers
connected to the database (7),
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receive details of processes run by each of said plurality of remote computers (2),
said details comprise whether or not a process has been detected as malware, and

store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked
as being malware.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded sighature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS — Main Request

A method of determining the protection that a first remote computer of a plurality of
remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote
computers connected to the database (7);

receiving at the database (7) details of processes run by said plurality of remote

computers (2);
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked as

being malware.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:

a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products ioaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

“connected to the database (7),
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receive details of processes run by said plurality of remote computers (2), and
store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that said first remote
computer (2) may be susceptible to attack by said identified any processes marked
as being malware.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738I-EH
Date: May 31, 2019

CLAIMS - Auxiliary Request 2

A method of determining the protection that a first remote computer of a plurality of

remote computers has from malware, the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security

products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) of said plurality of remote
computers connected to the database (7);

receiving at the database (7) details of processes run by said plurality of remote

computers (2);
storing the information and the details in the database (7);

searching the database (7) to identify any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products
as the first remote computer (2) and that were not locally detected; and

providing information to the user of said first remote computer (2) that the security
products on said first remote computer (2) expose the first remote computer to a risk of
being infected by said identified any processes marked as being malware and offering

the user software to download and install to remove the risk.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

Apparatus for determining the protection that a first remote computer of a plurality of
remote computers has from malware, the apparatus comprising:
a database (7) of a base computer (3) adapted to:

receive information of all or selected security products loaded on or available at a

point in time on said first remote computer (2),

receive information of all or selected security products loaded on or available at a
point in time on other remote computers (2) of said plurality of remote computers

connected to the database (7),
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receive details of processes run by said plurality of remote computers (2), and
store the information and the details in the database (7); and
the base computer (3) being adapted to:

search the database (7) to identify any processes marked as malware that occurred
5 on computers (2) having the same particular combination of security products as the
first remote computer (2) and that were not locally detected, and

provide information to the user of said first remote computer (2) that the security

products on said first remote computer (2) expose the first remote computer to a risk

of being infected by said identified any processes marked as being malware and
10 offer the user software to download and install to remove the risk.

4. Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

5. A computer program comprising program instructions for causing a computer to perform

15 the method of claim 1 or claim 2.
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Video Conference Details

System 1 (Polycom 1)

Brand of vico system: Polycom 7000 HDX
Name of vico studio: Griinecker Patent- und Rechtsanwaite -1

IP

Transmission speed:  up to 2 Mbit/s (Standard 1 Mbit/s)
Standards H.323

Security Encryption AES FIPS 197,H235V3 und H.233/234f

Video dial-in numbers:

IP-Address (H.323) 217.9.115.202

Studio location: variable

Studio telephone number: +49 8921235 -0
Studio fax number : +49 89 22 02 87

Names of contact for pre-vico test:
Grunecker IT Support +4989212351149, support@grunecker.de

System 2 (Polycom2)

Brand of vico system: Polycom 7000 HDX
Name of vico studio:  Griinecker Patent- und Rechtsanwalte -2

P

Transmission speed:  up to 2 Mbit/s (Standard 1 Mbit/s)
Standards H.323

Security Encryption AES FIPS 197,H235V3 und H.233/234f

Video dial-in numbers:

IP-Address (H.323) 217.9.115.203

Studio location: variable

Studio telephone number: +49 89 21235 -0
Studio fax number : +49 89 220287

Names of contact for pre-vico test:
Grunecker IT Support +4989212351149, support@grunecker.de

System 3 (Polycom3)

Brand of vico system: Polycom Group 500
Name of vico studio:  Griinecker Patent- und Rechtsanwélte -3

P :

Transmission speed:  up to 2 Mbit/s (Standard 1 Mbit/s)
Standards H.323

Security Encryption AES FIPS 197,H235V3 und H.233/234f

Video dial-in numbers:

IP-Address (H.323) 217.9.115.204

Studio location: C.I1.20

Studio telephone number: +49 89 21235 -1654

Studio fax number : (C.11.12) +49 89 21235 -2440

Names of contact for pre-vico test: -
Grunecker IT Support +4989212351149, support@grunecker.de

Stand: 12.09.2017
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The new claims of the Main Request are thereby based on the previously submitted claims
with additional clarifications to address the objections under items 1.1 to 1.4 of the

summons.

At least with these further amendments and clarifications, the claimed subject matter
complies with the direct and unambiguous disclosure given by the application as originally
filed on page 36, line 15 through page 39 line 2 as previously submitted and as discussed
in the summons, as well as the corresponding summary section on original description page

11, line 5 through page 12, line 17.

With respect to item 1.3 of the summons, it is further noted that claim 1 defines that the
database is searched to identify those processes that are marked as being malware “that
occurred on computers” 'having the same particular combination of security products...
Thus, the processes in the database to be searched and eventually identified have been
marked as being malware and it is defined that they occurred on other computers. As such,
it is not unclear that a database stores processes that did occur on other computers.
Moreover, a person skilled in the art will be able to fully understand and implement the
claimed invention and specifically this feature, because the application itself discloses
possibilities to identify and mark processes as being maiware. This is also not contradicted
by the two receiving steps of claim 1, requiring that the database receives information of
security products loaded on or available at the first remote computer as well as on the other
remote computers. To the contrary, these features clarify that the database is connected to
all remote computers and receives information from these computers, so that it is clear that
the same database is able to also receive information about processes being marked as

malware by these computers.

The independent claims of the First Auxiliary Request additionally define and clarify that the
details of the processes that are provided to the database comprise whether or not a
process has been detected as malware in order to further address these objections. This
additional clarification is unambiguously derivable from the application as originally filed as
indicated by the marked-up copy of the First Auxiliary Request.

With regard to the requirements of Article 56 EPC, the previously submitted arguments are
respectfully maintained, which are fully applicable to the new claims as the objections under

section 1 of the summons are considered to be overcome.
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In addition, it has been noted that the Examining Division discusses under section 2 of the
summons that the last paragraph of claim 1 could not lead to inventive subject matter,
because it only defines features of presenting information to a user that are not considered
to be technical. This presumption is considered to be incorrect for the claimed subject
matter, because the claimed invention not only presents information to a user, but
additionally and inherently provides a technical effect of increasing the computer’s effective
security (as also literally stated on page 39, line 2 of the original description). This increased
security is achieved by the claimed subject matter by the novel manner of how the database
can identify processes that are (potentially) malware that the particular (i.e. first) remote
computer could not identify locally as malware. This identification of potential malware is
novel over the malware detection process of the cited prior art. By providing this
identification of potential malware to the user, the system security is increased, because the
risk of malware can now be detected by the system, despite not being detectable locally by
the computer, so that once aware of the potential malware, the user can take respective
actions or measures against the identified malware. The technical distinguishing features
thereby particularly concern the manner of how the potential mailware can be automatically
detected.

The independent claims of the Second Auxiliary Request additionally define that the user is
not only provided with information that the security products of his computer is exposed to
a risk of being infected, but also with an offer for software to remove the risk. This provision
.of respective software to download and install to remove the risk thereby goes beyond

merely informing the user of the identified risk of locally unidentified malware.

The Third Auxiliary Request is a combination of Auxiliary Requests 1 and 2 and respectively

addresses both objections, if necessary.

. -

Michael Heise

Encl. -
New claims forming the Main and Auxiliary Requests (clean and marked-up copies)
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Datum Blatt Anmelde-Nr:
Date 05.02.2019 Sheet 1 Applicaton No: 13 167 436.8

Date Feuille Demande n°:

The examination is being carried out on the following application documents

Description, Pages

1,3, 5-43 as originally filed

2,2a,4,4a received on 04-09-2018  with letter of 04-09-2018

Claims, Numbers

1-5 received on 04-09-2018  with letter of 04-09-2018

Drawings, Sheets

1/3-3/3 as originally filed

Reference is made to the following document; the numbering will be adhered to in the
rest of the procedure.

D1 US 2003/131256 A1 (ACKROYD ROBERT JOHN [GB]) 10 July 2003
(2003-07-10)

Amendments

1. The set of claims filed with the letter of reply dated 04-09-2018 (referred to in the
further communication as R2) introduce subject-matter which extends beyond the
content of the earlier application as filed, contrary to Article 76(1) EPC, for the
following reasons:

Claim 1 recites a method of determining the protection that a first remote computer
has from malware, the method comprising:

a) receiving at a database of a base computer information of all or selected security
products loaded on or available at a point in time on said first remote computer;

b) receiving at the database information of all or selected security products loaded on
or available at a point in time on other remote computers connected to the database
and details of processes run by said other remote computers, and storing the
information in the database;

¢) searching the database identifying any processes marked as being malware that
occurred on computers having the same particular combination of security products
as the first remote computer and that were not locally detected; and

EPO Form 2906 01.91TRI
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Datum Blatt Anmelde-Nr:
Date 05.02.2019 Sheet 2 Applicaton No: 13 167 436.8

Date Feuille Demande n°:

d) providing the identified information to the user of said first remote computer that
said first remote computer may be susceptible to attack by said malware processes
on the basis of said identifying.

1.1. The basis for amendments of step a) provided in R2 is the same as the basis
provided for amendments of step b). Thus, step a) and step b) are amended based on
the same passages from the description. However, these passages relate to all the
remote computers. It is not disclosed in the application that one type of information is
received from gne remote computer, and other type of information from gther remote
computers, in two separate method steps, as claimed, nor is such subject-matter
directly and unambiguously derivable therefrom.

1.2. The basis for amendment of step b), reciting "details of processes run by said
other remote computers" is to be found, as indicated in R2, on page 37, lines 21-24.
However, this passage does not disclose that "details of processes run by said other
remote computers” are provided at the same point of time as the other information
recited by step b), nor is such subject-matter directly and unambiguously derivable
therefrom.

1.3. Considering step c), it appears to be grammatically incorrect ("searching the
database identifying any processes marked as being malware..."), rendering the
claimed subject-matter unclear in the sense of Article 84 EPC. For the purpose of
further analysis, the wording of claim 3 will be used, namely "searching the database
to identify any processes marked as being malware...".

The applicant identified in R2 two passages as being bases for this amendment,
namely, page 38, lines 5-7 and lines 27-30. These passages recite

"if for example the database knows that a computer in the past has version A of anti-
virus product B ..., but that a particular malware process P was not detected by this
combination", and,

"the database ... is searched for events for processes marked as "bad" that occurred
on computers with that particular mix of security products and that were not locally
detected'.

As can be seen, the first passage does not disclose searching the database, and the
second passage discloses searching the database for events for processes marked
as "bad". Therefore, none of the passages discloses the step ¢), nor is step ¢)
directly and unambiguously derivable therefrom.

Additionally, the scope defined by this step is not clear, contrary to the requirements
of Article 84 EPC, since the origin of the marking of processes as being malware is
undefined.

EPO Form 2906 01.91TRI
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Datum Blatt Anmelde-Nr:
Date 05.02.2019 Sheet 3 ApplicatonNo: 13 167 436.8

Date Feuille Demande n°:

Moreover, the amended step introduces subject-matter which is not compliant with
the requirements of Article 83 EPC. The step, as far as it can be understood, is
expressed in terms of results to be achieved, namely, searching a database for
processes marked as being malware that occurred on computers ... and that were not
locally detected. The database, on the other hand, receives information listed in steps
a) and b), which does not include any information related to detecting malware
processes locally. The application does not indicate any way which would allow a
skilled person to implement the step ¢) on this database. Therefore, the application
does not meet the requirements of Article 83 EPC considering this subject-matter.

1.4. The basis for the amendment "the identified information” in step d) is to be found,
as indicated in R2, on page 38, line 12 or line 30.

First, it is noted that is not clear which information is referred to by the term "the
identified information", contrary to the requirements of Article 84 EPC. The clarity
extends also to the passages identified by the applicant as being basis for this
amendment: both passages recite "this information can be presented/fed back to the
user", where the exact nature of the information remains unspecified. Due to the lack
of clarity of the amendment, it cannot be considered as directly and unambiguously
derivable from the parent application.

1.5. The same reasoning applies to corresponding independent claims 3 and 5.

Inventive Step

2. Due to the extent of issues concerning Articles 76(1), 83 and 84 EPC, it is not
practicable to make a complete inventive step analysis of the present set of claims.

However, the division is of the opinion that the subject-matter of claim 1, as well as
corresponding claims 3 and 5, is not inventive in the sense of Article 56 EPC over
document D1, which discloses a method of determining the protection that a first
remote computer has from malware, the method comprising:

receiving at a database of a base computer information of all or selected security
products loaded on or available at a point in time on remote computers (par.[0025],
lines 10-15) and information indicating detection of malware items by the malware
scanners operating at said computers (par.[0025], lines 6-10), and storing the
information in the database;

searching the database to identify the remote computers having the particular
combination of security products that does not locally detect a process marked as
being malware (par.[0030], lines 9-13 and lines 18-22), and
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Datum Blatt Anmelde-Nr:
Date 05.02.2019 Sheet 4 Applicaton No: 13 167 436.8

Date Feuille Demande n°:

updating the security products on the remote computers that may be susceptible to
attack by said malware processes on the basis of said identifying (par.[0030], lines
18-22).

The subject-matter of independent claims 1, 3 and 5 differs from the teaching of D1

i) in that the information that the computer may be susceptible to attack is provided to
the user, which, being presentation of information, cannot be considered as a basis of
an inventive step, and

ii) in the subject-matter which is not allowable for the reasons presented above in
sections 1.1-1.4.

Therefore, the independent claims do not contain any features that could be
considered as having inventive contribution over the prior art.

Applicant's Arguments

3. The arguments of the applicant presented in R2 are based mainly on distinguishing
feature c), which, according to the applicant, is to be seen as an alternative solution to
the same problem addressed by D1. However, as reasoned here above, sections 1.1
- 1.4, this feature is not compliant with Articles 76(1), 83, and 84 EPC and therefore
cannot be considered as basis of an inventive step.

To summarize, the applicant argues in R2 as follows

"These are two alternative, incompatible solutions for increasing the protection of
local computers from malware. The solution of D1 (changing the settings of security
products to that of other computers with different security products that have detected
a malware process) neither implies nor suggests the alternative solution of the
claimed invention (informing a computer of non-detected malware processes that
were not detected by other computers with the same security products)."

The division notes that, according to the claim, the information is provided to the user,
not to the computer, as argued by the applicant. According to the application, page
38, lines 7-15, even when the information is provided to the computer, the only
purpose is for it to be presented to the user. Therefore, irrespective of what the
information is, and how it is obtained, its presentation to the user does not provide
any technical effect, such that no technical problem solved by the present claim can
be identified.

Therefore, the division cannot agree with the applicant that the present claim is an
alternative solution to the solution of D1, since the present claim does not achieve a
technical effect of increasing the protection of local computers from malware.
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Datum Blatt Anmelde-Nr:
Date 05.02.2019 Sheet 5 ApplicatonNo: 13 167 436.8

Date Feuille Demande n°:

Closing Remarks

4.0. After having analyzed the application as a whole and the applicant's arguments in
the process of establishing the reasoning presented above, the division is of the
preliminary opinion that at least some of the objections are such that there appears to
be no way of overcoming them by amendments, and, consequently, that the
application should be refused under Article 97(2) EPC. Thus, for efficiency reasons,
and as requested by the applicant in his letter dated 04-09-2018, the summons for
oral proceedings are considered to be the most appropriate next procedural step.

4.1. In the case of further amendments submitted to the examining division, the
applicant should be aware that any amendments will be allowed into the procedure at
the examining division's discretion (Rule 137(3) EPC).

4.2. In order to facilitate the examination of the conformity of the amended application
with the requirements of Article 123(2) EPC, the applicant is requested to clearly
identify the amendments made, irrespective of whether they concern amendments by
addition, replacement or deletion, and indicate the passages of the application as filed
on which these amendments are based. Where the basis is not explicit, in particular
when a different wording is used or features are taken only from drawing or
generalized from a specific embodiment, a short explanation of why Art.123(2) EPC is
fulfilled should be given (see Guidelines H-lll, 2.2).

4.3. The subject-matter of the new claims should not diverge considerably from the
claims already filed. The subject-matter of auxiliary requests should constitute a
limitation in the direction of an intended invention and should not make use of
different characteristics in order to branch out in different directions (T1273/04)

4.4. In case of amendments, the applicant is also invited to specify in an
accompanying letter the technical difference between the independent claims and
the prior art, what technical problem is solved by said difference, and why the
proposed solution is not obvious to the skilled person.

4.5. Alternatively, the applicant may request a decision according to the state of the
file (see GL C V 15 and E X 2.5) and withdraw the request for Oral Proceedings. The
applicant should realise that filing further amendments or argumentation in response
to the summons to oral proceedings may preclude the examining division from
acceding to such a request.
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PartG mbB

LeopoldstraBe 4

80802 Miinchen
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Date

05.02.2019

Reference

EP106738IEHmMfi

Applicant/Proprietor
Webroot Inc.

Application No./Patent No.
13167436.8 - 1217 / 2629232

Summons to attend oral proceedings pursuant to Rule 115(1) EPC

You are hereby summoned to attend oral proceedings arranged in connection with the above-mentioned
European patent application.

The matters to be discussed are set out in the communication accompanying this summons (EPO Form
29086).

The oral proceedings, which will not be public, will take place before the Examining Division

on 02.07.19 at 13.00 hrs as a video-conference

No changes to the date of the oral proceedings can be made, except on serious grounds (see OJ EPO
2009, 68). If you do not appear as summoned, the oral proceedings may continue without you (R. 115(2)
EPC, see also OJ EPO 2008, 471).

Your attention is drawn to Rule 4 EPC, regarding the language of the oral proceedings, and to Special
edition No. 3 OJ EPO 2007, L.1, concerning the filing of authorisations for company employees and
lawyers acting as representatives before the EPO.

The final date for making written submissions and/or amendments (R. 116 EPC) is 31.05.19.

In this respect, you are informed that the EPO video-conference studios employ IP technology (SIP or
H.323, Videocoding CIF H.261, H.263, H.264, Audiocoding G.711, G.722, max. transmission rate 1024
Kbit/s). Your video-conference equipment should meet a minimum transmission rate of at least 256 Kbit/s,
but at least 384 Kbit/s is preferred.

The European Patent Office provides the applicant or his representative with the opportunity to test the
video conferencing system in advance of the oral proceedings. It is possible to check the connection in
advance using the EPO test system. The SIP/H.323 address is EPOdemo@cve.epo.org or
69072068@cvc.epo.org.

In case of questions concerning testing or connection to the EPO test system please contact
Operators@epo.org.

Registered letter with advice of delivery
EPO Form 2008 09.18 [ORAL03=1111] (29/01/19)

to EPO postal service: 29.01.19
page 1 of 2
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Date Application No. 13167436.8

Please supply the EPO as soon as possible with the following information concerning your
videoconference studio:

- type and name of VICO equipment,

- telephone and fax number of the studio including country and area code,

- dialling humber to reach the studio including country and area code,

- transmission speed in Kbit/s,

- name of contact person with telephone number and email address to be used by the EPO for
communicating the detailed information about the videoconference connection.

IMPORTANT:

Please inform the EPO without delay in the event that the detailed information about the
videoconference connection has not been received at least ten days before the scheduled date of
the oral proceedings to be held via videoconference.

Please note that the oral proceedings will always take place as scheduled unless you are otherwise
informed. The EPO will generally not send a reminder or a further communication prior to the date of oral
proceedings.

1st Examiner: 2nd Examiner: Chairman:
Arbutina, Ljiljana Fiorenzo Catalano, M van Praagh, Kay
For the Examining Division Annexes:
cnes Pateny, ” Confirmation of receipt (Form 2936)
& ’-(0 Communication (EPO Form 2906)
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$
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4N 59130
EPO Form 2008 09.18 [ORAL03=1111]  (29/01/19) page 2 of 2
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EP Application No.: 13 167 436.8

Applicant: WEBROOT INC.
Our Ref.: EP106738IEH
Date: September 4, 2018

New CLAIMS (marked-up copy against previously submitted claims)

1. A method of determining the protection that a first remote computer has from malware,
the method comprising:

receiving at a_database (7) of' a base computer (3) details-information? of all or selected

security products eperating-loaded on or available® at a point in time on said first remote

computer (2);

receiving at the base—computer{(3)database (7)* details-information® of all or selected
security products eperating-loaded on or available® at a point in time on other remote
computers (2) connected to the base—computer—(3)—database (7)" and details of
processes run by said other remote computers (32)-that-were-not-locally—identified-as
being-malware?, and storing the information in a-the database (7)-at-the-base-computer?

searching the database (7) identifying any processes marked as being malware that

were-notidentified by-said-otherremete-occurred on'' computers (2) having the same

particular combination of security products as the first remote computer (2) and that were
not locally detected'?; and-

! Derivable from, e.g., page 36, line 15-19; or Fig 1; or page 17, lines 27-29:

2 Derivable from, e.g., page 36, line 17-19: or page 37, lines 11-12; or page 38, lines 25-27:

3 Derivable from, e.g., page 36, line 18-19; or page 38, lines 25-27: or page 17 lines 27-33

4 Derivable from, e.g.. page 36, line 15-19: or Fig 1: or page 17, lines 27-29:

3 Derivable from, e.g., page 36, line 17-19; or page 37, lines 11-12; or page 38, lines 25-27: — overcoming
objection 1.1

¢ Derivable from, e.g., page 37, lines 11-12 and page 36, line 18-19; or page 38. lines 25-27: or page 17,
lines 27-33; — overcoming objection 1.1

7 Consistency of claim features: derivable from Fig 1

8 Overcoming objection 1.2: Feature “receiving ... details of processes run” is derivable from, e.q., page
37, lines 21-24.

® Overcoming objection 1.3. Firstly, the term “information” is now clarified as it is introduced by the
receiving_steps. Secondly, the storing feature is derivable from the above-cited passages literally
disclosing that this information is “"provided to the database 7", as well as from e.q.. page 38. lines 25-30
disclosing that the database 7 is then searched when being provided with that information. which both
implies and necessarily requires that the information is stored in the database.

19 Qvercoming objection 1.4. However, these feature would also be unambiguously derivable from
original parent claims 31-36 and respective description passages on pages 11-12. which clearly and

unambiguously concern the same embodiment as on description page 36, line 15 — page 39. line 2.
! Overcoming objection 1.5. Derivable from, e.g., page 38, lines 5-7 and lines 27-30.
12 Qvercoming objection 1.5. Derivable from, e.q., page 38, lines 27-30.
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providing the identified’® information to the user of said first remote computer (2) that
said first remote computer (2) may be susceptible to attack by said malware processes

on the basis of said identifying.

2. A method according to claim 1, wherein the details-information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

3. Apparatus for determining the protection that a first remote computer has from malware,

the apparatus comprising:

a database (7) of a base computer (3) constructed and arranged to receive cormputer
details-information of all or selected security products loaded on or available eperating-at

a point in time on said first remote computer (2);

the database (7) base-cemputer{3)-being constructed and arranged to receive details

information of all or selected security products loaded on or available eperating-at a point
in time on other remote computers (2) connected to the database (7)base-computer+3)
and details of processes run by said other remote computer (2) that-were—notlocally
identified-as-being-malware-and to store the information in a-the database (7)-atthe-base

aYaala = wheraln ome-proce - N aV-Wa a - ~Wlae aVa bhalna—m a

and;

the base computer (3) being constructed and arranged to search the database (7) to

identify any processes marked as malware that were-not-identified-by-said-otherremote

occurred on computers (2) having the same particular combination of security products
as the first remote computer (2)_and that were not locally detected, wherein the base

computer (3) is constructed and arranged to provide the identified information to the user
of said first remote computer (2) that said first remote computer (2) may be susceptible
to attack by said malware processes on the basis of said identifying.

4, Apparatus according to claim 3, wherein the details-information of all or selected security
products includes the name of the security products, versions, and loaded signature
files.

5. A computer program comprising program instructions for causing a computer to perform
the method of claim 1 or claim 2.

13 Mere clarification; derivable from, e.g., page 38, line 12 or line 30: “This information...” is presented/fed
back to the user of the computer.
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EP Application No.: 13 167 436.8

Applicant;: WEBROOT INC.
Our Ref.: EP106738IEH
Date: September 4, 2018

CLAIMS

A method of determining the protection that a first remote computer has from malware,

the method comprising:

receiving at a database (7) of a base computer (3) information of all or selected security
products loaded on or available at a point in time on said first remote computer (2);

receiving at the database (7) information of all or selected security products loaded on or
available at a point in time on other remote computers (2) connected to the database (7)
and details of processes run by said other remote computers (2), and storing the
information in the database (7);

searching the database (7) identifying any processes marked as being malware that
occurred on computers (2) having the same particular combination of security products

as the first remote computer (2) and that were not locally detected; and

providing the identified information to the user of said first remote computer (2) that said
first remote computer (2) may be susceptible to attack by said malware processes on the
basis of said identifying.

A method according to claim 1, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

Apparatus for determining the protection that a first remote computer has from malware,

the apparatus comprising:

a database (7) of a base computer (3) constructed and arranged to receive information
of all or selected security products loaded on or available at a point in time on said first
remote computer (2);

the database (7) being constructed and arranged to receive information of all or selected
security products loaded on or available at a point in time on other remote computers (2)
connected to the database (7) and details of processes run by said other remote
computer (2) and to store the information in the database (7); and

the base computer (3) being constructed and arranged to search the database (7) to
identify any processes marked as malware that occurred on computers (2) having the

IPR2023-01050
CrowdStrike EX1003 Page 111



10

same particular combination of security products as the first remote computer (2) and
that were not locally detected, wherein the base computer (3) is constructed and
arranged to provide the identified information to the user of said first remote computer (2)
that said first remote computer (2) may be susceptible to attack by said malware

processes on the basis of said identifying.

Apparatus according to claim 3, wherein the information of all or selected security
products includes the name of the security products, versions, and loaded signature

files.

A computer program comprising program instructions for causing a computer to perform

the method of claim 1 or claim 2.
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Moreover, in order to try to defeat anti-virus products, the malware writers use obfuscation
techniques in order to attempt to hide the signature or signature base data of the virus code from
detection. Typically, the obfuscation involves encrypting or packing the viral code.

US 2003/131256 A1 discloses a method for controlling a managing computer to manage malware
protection within a computer network. A policy organizing server receives status information from
the various computers of the network indicating the malware scanning products being used, the
scanner engine versions and virus definition data versions being used and the security setting
being applied within those different computers. The received status information is used to
determine whether each computer within the networks runs out-of-date malware products and out-
of-date malware definition data. When the policy organizing server has detected four logged data
messages corresponding to a particular item of malware and also detects the pattern that none of
these originate from a computer running out-of-date malware definition data, it forces the entire

malware action of updating the malware definition data on those computers that are out-of-date.
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WO-A-2004/097602 describes a system that analyses computer files received or generated by a
local computer and compares these with a database of known files to determine whether a
particular file is known and if so whether it has been known about long enough that it can be
regarded as "safe". However, in practice, on its own this is not likely to provide for adequate
protection because, for example, the active payload of a virus or Trojan may only be programmed
to activate at a particular date, or upon receiving a message or instruction from a local or remote
system or process, or on the occurrence of a particular event that may be many months or even
years after the process has been first run or is released. Thus, just looking at the age of a file is

an unsatisfactory way of determining whether it is properly safe and will remain so.

In the system of US-A-2004/0083408, a worm in a file is detected by examining connection
attempts made by the specific file running on a computer.

US-A-6944772, US-A-6772346, EP-A-1549012 and EP-A-1280040 all disclose "community-‘
based" anti-malware systems in which a plurality of "local" computers all connect via a network
(which may be a LAN or the Internet, for example) to a central computer. On encountering a file
that is not already known to them, the local computers send a request to the central computer for
authorisation to run the file. If the file is recognised at the central computer, then the central
computer can send permission for the local computer to run the file if the file is known to be safe
or send a "deny" command if the file is known to be malicious. However, in each of these prior art
proposals, if the file is not known at the central computer, then the whole file is sent to the central
computer where it can be analysed to determine whether it should be regarded as safe or malware.

Such analysis is typically carried out manually or "semi-manually" by

2a
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number of requests by that file on a single computer is received from the single local computer in

a time period.

In the system of US-A-2004/0006704, a comparison is made between installed versions of
software on a computer with a database of software versions and their known vulnerabilities. A
user of the computer can therefore be informed of specific risks and how to minimise those risks

by updating existing or installing new software.

In the system of WO-A-03/021402, a central database holds a virtual image of all files stored on
each of plural local computers. If a threat in one local computer is identified, other local computers

with a similar configuration can be notified of the risk.

Thus, the prior art systems either rely on deep analysis of a new object in order to determine
whether or not the object is malicious, which introduces delay and therefore risk to users during
the period that the file is analysed and new anti-malware signatures distributed, or limited analysis
of the operation of the particular object or its method of transmission to a computer is carried out

to decide a likelihood of the object being malicious.
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It is therefore the object of the present invention to provide an improved method of determining
the protection that a remote computer has from malware, as well as a corresponding apparatus

and computer program.
This object is solved by the subject matter of the independent claims.
Preferred embodiments are defined by the dependent claims.

According to a first aspect of the present invention, there is provided a method of classifying a
computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of plural remote computers
on which the object or similar objects are stored;

comparing in the base computer the data about the computer object received from the plural
computers; and,

classifying the computer object as malware on the basis of said comparison.

Compared to the prior art that relies solely on signature matching, this aspect allows a comparison

to be made between the objects and/or their effects

4a
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Also enclosed is a marked-up copy of the new claim set highlighting all claim

amendments.

The claims have been amended in order to overcome all objections raised in the

above-mentioned Official Communication.
I.  Amendments and Clarity

In order to constructively deal with and overcome the various objections under
Article 76(1) EPC against the previously submitted claims, the claims have been
amended based on the explicit disclosure given in the description of the parent

application as originally filed on page 36, line 15 to page 39 line 2.

Griinecker Patent- und Rechtsanwélte PartG mbB
Leopoldstr. 4 Tel. +49(0)89 212350
80802 Miinchen Fax +49 (0)8922 02 87
Germany Mail info@grunecker.de

Deutsche Bank Minchen
SWIFT / BIC-code: DEUT DE MM
IBAN: DE47 7007 0010 0175 173400

Amtsgericht: Minchen
Partnerschaftsregister:
PR 1397

' auch/also: Mediator 2 auch/also: Agente de la Propiedad Industrial (Espafia) 2 auch/also: Consulente in Brevetti (Italia)
* Professor an der Fachhochschuie fiir angewandtes Management $ auch/also: Attorney-at-Law, New York ®in Kooperation/in cooperation

MUNCHEN

Patentanwilte

European Patent Attorneys
Hans Hilgers

Thomas Schuster

Dr. Klara Goldbach

Martin Aufenanger, LL.M., MM !
Gottfried Klitzsch

Dr. Heike Vogelsang-Wenke
Reinhard Knauer

Dietmar Kuhl

Dr. Franz-Josef Zimmer
Bettina K. Reichelt

Dr. Anton K. Pfau

Dr. Udo Weigelt, LL.M.
Rainer Bertram

Jens C. Koch, M.S. (U of PA)
Bernd Rothaemel

Thomas W. Laubenthal, LL.M.
Dr. Andreas Kayser

Or. Jens Hammer

Dr. Thomas Eickelkamp

Dr. Peter Miltényi 2

Dr. Moritz Hoffe, LL.M.

Gero Maatz-Jansen

Michael Heise

Christian Meisinger

Dr. Martin Ahr

Dr. Wolfgang Neubeck
Steven M. Zeman, Ph.D.
André Nickel

Felix Kahr

Dr. Alexander Stumvoll, LL.M.
Dr. Stefano Marchini ?

Dr. Thomas Kronberger

Yilin Jin

Dr. Georg Seisenberger

Dr. Olivia Nemethova, LL.M.
Dr. Rainer Plaggenborg
Victor Lopes Aguiar

Dr. Sabine Koch

Wolfram Thomas

Rechtsanwalte
Attorneys-at-Law

Dr. Helmut Eichmann
Gerhard Barth

Dr. Ulrich Blumenroder, LL.M.
Prof. Dr. Maximilian Kinkeldey, LL.M. *
Dr. Karsten Brandt

Anja Franke, LL.M.

Ute Stephani

Dr. Bernd Allekotte, LL.M. ®
Dr. Elvira Bertram, LL.M.
Babett Ertle

Christine Neuhierl

Sabine Brandstatter
Cornelia Schmitt

Petra Libbe

Dr. Holger Gauss

Dr. Nicolas Schmitz

Marina Schiumberger
Kirsten Hammerstingl
Sebastian Clotten, LL.M.
Jennifer Rosenhéger, LLM.
Mark Peters, LL.M.

_ Dr. Nicola Busch

Julia Bittner, LL.M.
Sebastian Ochs
Philipp Strommer
Jan Rether

Karin Lochner

BERLIN

Patentanwalte

European Patent Attorneys
Dr. Patrick P. Erk, M.S. {(MIT)
Dr. Svenja Sethmann

Tino Rumpold

KOLN

Patentanwiélte

European Patent Attorneys
Dr. Martin Dropmann

PARIS ¢

Conseil en Propriété Industrielle
European Patent Attorney
Dr. Wolfgang Neubeck

IPR2023-01050
CrowdStrike EX1003 Page 117



The specific amendments are highlighted in the enclosed marked-up copy of the new claim
set in which respective footnotes provide support in the original parent application for each
claim amendment. Moreover, the respective objection under section 1 of the Official

Communication is also indicated for the respective claim amendments.

At least in view of these claim amendments and the indicated support in the marked-up
copy of the new claim set, the objections under Article 76(1) EPC and the related clarity
objections raised under section 1 of the Official Communication are considered to be

overcome.

The same passages cited as support in the original parent application are also included in
the description as originally filed for the present divisional application, i.e. page 28 line 27
through page 30 line 28.

Accordingly, the new claims also comply with the requirements of Article 123(2) EPC.

The cited closest prior art document D1 has been identified and briefly acknowledged on
new description page 2. Moreover, the description has been brought into conformity with
the new claims by formulating the objective problem solved in view of the closest and cited
prior art and by stating on new description page 4a that this object is solved by the subject
matter of the independent claims.

ll. Patentability

The comprehensive arguments under section 2 of the Official Communication with respect
to the previous claims and closest prior art document D1 have been carefully considered
and taken into account. With respect to the herewith submitted new independent claims,
the Examining Division is kindly requested to consider the following arguments leading to
the conclusion that the claimed subject matter involves an inventive step within the meaning
of Article 56 EPC.

As discussed in the Official Communication, [0030] of D1 would be relevant to the claimed
invention for the inventive step requirement. However, the teaching of D1 is conceptually

different than the claimed invention according to new claims 1 and 3.

According to D1, a policy organizing server 32 receives status information from various

computers indicating the malware scanning products used, the scanner engine versions
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and the virus definition data versions (see [0025] of D1). This status information is used by
server 32 only to be able to determine whether each computer within the network runs out-
of-date malware products and out-of-date malware definition data and which computers run
the most up-to-date versions. The reason and motivation for this determination in D1 is to
eventually instruct those computers that are out-of-date to perform an updating of its
malware definition data. Specifically, if the server of D1 receives messages from computers
concerning a particular maiware and if all messages originate from up-to-date computers
only, the server instructs all other computers that are out-of-date to update their malware

definition data.

While this solution of D1 certainly also provides a concept of improving malware protection
of remote computers, the claimed invention according to new claims 1 and 3 does not use

or implement such a suggested concept of a forced updating of out-of-date computers.

Instead, the claimed invention suggests a conceptually different concept that does not

require that all computers must update to the same up-to-date malware definition data.

According to new claim 1, remote computers provide not only information of all or selected
security products on the remote computer, but also details of processes that run on the
remote computer. In addition — since this information is stored in the central database —
computers having the same particular combination of security products as a specific (i.e.
first) one of the remote computers can be identified. This is already different and non-
obvious from D1, because the out-of-date computers (that are eventually forced to be
updated) have a different particular combination of security products than the up-to-date

computers that sent the malware messages concerning a malware process to the server 32
in D1.

As a further distinction—instead of forcing a specific out-of-date computer to change/update
its “security products” to the different up-to-date security products if a particular malware
was detected by other computers with such different i.e. up-to-date security products, as in
D1—the claimed invention then identifies those processes that are malware and occurred
on computers having the same particular combination of security products but were not
locally detected. Thus, instead of forcing an updating of the out-of-date security products of
a first remote computer to those of other up-to-date computers as suggested by D1, the

user of the first remote computer is provided with the information of identified processes
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that are marked as malware but were not locally detected by other computers having the

same combination of security products as the first computer.

These are two alternative, incompatible solutions for increasing the protection of local
computers from malware. The solution of D1 (changing the settings of security products to
that of other computers with different security products that have detected a malware
process) neither implies nor suggests the alternative solution of the claimed invention
(informing a computer of non-detected malware processes that were not detected by other

computers with the same security products).

Consequently, the claimed subject matter does not arise from the available prior art in an
obvious manner without applying hindsight knowledge from the present application, but
involves an inventive step within the meaning of Article 56 EPC.

In view of the above, the outstanding objections are considered to be overcome. Should the
Examining Division have further objections against the present application, it is kindly and
respectfully requested to continue the proceedings in writing by issuing a further
examination report. Only as a measure of precaution, oral proceedings are herewith

requested and it is further requested to make use of video-conferencing.

4
M. Heise
Encl.

Claims 1 to 5 (clean and marked-up versions)
Description pages 2, 2a, 4 and 4a
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Datum Blatt Anmelde-Nr:
Date 26.04.2018 Sheet 1 Applicaton No: 13 167 436.8

Date Feuille Demande n°:

The examination is being carried out on the following application documents

Description, Pages

1-43 as originally filed

Claims, Numbers

1-5 filed in electronic form on 18-03-2014

Drawings, Sheets

1/3-3/3 as originally filed

Reference is made to the following document; the numbering will be adhered to in the
rest of the procedure.

D1 US 2003/131256 A1 (ACKROYD ROBERT JOHN [GB]) 10 July 2003
(2003-07-10)

The applicant's letter of reply dated 18-03-2014 will be referred to as R1.

Added Subject-Matter

1. The present set of claims introduces subject-matter which extends beyond the
content of the earlier application as filed, contrary to Article 76(1)EPC. The features
concerned are the following:

1.1 Claims 1 and 3, feature

"receiving at the base computer details of all or selected security products operating
at a point in time on other remote computers connected to the base computer...".

The applicant did not provide, and the examiner could not identify in the earlier
application as filed the basis for this amendment.

1.2. Claim 1 and 3, feature

"... and details of processes run by said other remote computers that were not locally
identified as being malware".

In R1, the applicant indicated page 37, lines 21 to 24 of the original PCT application
as basis for this amendment. The indicated passage reads

EPO Form 2906 01.91TRI
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"The community database 7 in this embodiment is also provided by the agent
software with details of processes run by every computer 2 and thus knows whether
or not a process has been detected by each computer 2."

As can be seen, the feature under consideration is neither disclosed in the passage,
nor is it directly and unambiguously derivable therefrom.

1.3. Claims 1 and 3, feature
"storing the information in a database at the base computer".

First, it is noted that the scope defined by the term "information" is not clear in the
context of the claim. One interpretation would be that the information refers to the
data received at the base computer as recited in the features addressed here above
in sections 1.1 and 1.2. Thus, since those features introduce subject-matter which
extends beyond the content of the earlier application as filed, so does the feature
under consideration.

Second, it is noted that the support indicated by the applicant, namely pages 36 to 38,
is too vague, and does not appear to disclose any specific step of storing the
information. Should the applicant consider that storing of some specific information is
directly and unambiguously derivable, he should clarify which type of information, and
specify wherefrom this would be directly and unambiguously derivable.

1.4. Claims 1 and 3, feature

"wherein some processes in the database are marked as being malware".

In R1, the applicant identified page 38, lines 25 to 30 as basis for this amendment.
The identified passage reads

"Thus, the community database 7, when provided with information relating to all the
security products, etc. on a particular computer at a particular time, is searched for
events for processes marked as "bad" that occurred on computers with that particular
mix of security products and that were not locally detected. This information can then
be fed back to the user of the particular computer, for example directly or by directing
the user to a website. This information can be provided virtually in real-time, allowing
a new user or a user of a new computer to be able to increase the computer's
effective security very quickly."

First, it is noted that the identified passage does not appear to be linked directly and
unambiguously to the method drafted in the previously filed claim 1 on which the
present claim 1 is based. The identified passage is not disclosed in the context of a
method of determining the protection that a specific remote server has from malware,
which is the subject-matter of the previously filed claim 1. Therefore, the new feature
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in combination with the features of the previously filed claim 1 (which corresponds to
claim 31 of the earlier application as filed) extends the subject-matter beyond the
content of the earlier application as filed.

Second, it is noted that the wording of the feature is not present in the identified
passage, nor is it directly and unambiguously derivable therefrom. The closest to the
wording of the feature under consideration appears to be "the community database ...
is searched for events for processes marked as "bad"". This, however, is different
from the scope of the feature as drafted: the wording itself is different, and moreover,
what is searched for does not imply that the object of the search as such is present in
the database.

1.5. Claims 1 and 3, feature

"searching the database identifying any processes marked as being malware that
were not identified by said other remote computers having the same particular
combination of security products as the first remote computer”.

The applicant did not provide any support for this amendment, but stated in R1 that
this amendment generally followed from the other amendments of the claim (referred
to above).

Notwithstanding the fact that the other amendments are considered to be unallowable
added subject-matter, even if they were allowable, the examiner does not see how
the amendment under consideration would derive directly and unambiguously
therefrom.

Inventive Step

2. Notwithstanding the above objections, the reasoning as why the subject-matter of
claims 1 - 5 does not involve an inventive step within the meaning of Article 56 EPC
will also be given.

2.1. Document D1 discloses in accordance with the features of claim 1 a method of
determining the protection that a first remote computer has from malware, the method
comprising:

a) receiving at a base computer details of all or selected security products operating
at a point in time on said first remote computer (page 2, right-hand col., lines 10-15:
"The policy organising server 32 also receives status information from the various
computers indicating the malware scanning products being used, the scanner engine
versions and virus definition data versions being used and the security settings being
applied within those different computers on the network. ");
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b) receiving at the base computer details of all or selected security products operating
at a point in time on other remote computers connected to the base computer and
details of processes run by said other remote computers that were not locally
identified as being malware (same passage as for the feature a); it can be safely
assumed that the security products operating on remote computers were not
identified as malware; on the other hand, D1 discloses the negative logic with respect
to this feature of the claim, namely, receiving details of processes run by said other
remote computers that were locally identified as being malware, lines 6-10 of par.
[0025]: "the policy organising server 32 also serves to receive logged data messages
from the various different servers and client computers within the computer network 2
indicating detection of malware items by the malware scanners operating at those
individual computers." ), and

¢) storing the information in a database at the base computer, wherein some
processes in the database are marked as being malware (par.[0026]; it is noted that
the messages relate to malware, as disclosed in lines 6-10 of par.[0025]);

d) searching the database identifying any processes marked as being malware that
were not identified by said other remote computers having the same particular
combination of security products as the first remote computer (page 3, left-hand col.,
lines 11-15: "When the policy organising server 32 has detected four logged data
messages corresponding to the particular item of malware and also detects the
pattern that none of these originate from a computer running out-of-date malware
definition data"); and,

e) providing information to the user of said first remote computer that said first remote
computer may be susceptible to attack by said malware processes on the basis of
said identifying (lines 16-20 of par.[0030]: "the policy organising server 32 recognises
the exceeding of a predetermined threshold in combination with a predetermined
pattern of infection and serves to force the anti-malware action of updating the
malware definition data on those computers that are out-of-date.").

Therefore, the subject-matter of claim 1 differs in receiving, at the base computer,

"details of processes run by said other remote computers that were not locally
identified as being malware".

Notwithstanding the fact that this feature is not allowable under Article 76(1) EPC, it is
noted, as indicated above in relation to the citation for the feature b), that the feature
is not clear in technical terms and as a result could be considered as being disclosed
in D1, or, in another approach, as being implementation of a negative logic with
respect to disclosure of D1, namely, logging details about processes identified as
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malware versus logging details about processes not identified as malware. In either
case, this feature cannot be considered as providing an inventive step over the prior
art.

Therefore, the subject-matter of claim 1 does not comply with the requirements of
Article 56 EPC.

It is believed that the applicant's arguments in favour of inventive step presented R1
have been fully replied to by the detailed inventive step reasoning given above. In
particular, it is noted that D1 does disclose sending to the base computer details of
the security products on remote computers, and also provides "targeted" information
to remote computers (see the passage cited in the above reasoning).

2.2. The same reasoning given for claim 1 applies mutatis mutandis to corresponding
apparatus claim 3 and computer program claim 5.

2.3. The additional subject-matter of claims 2 and 4 consists in minor implementation
details which cannot be considered inventive in the sense of Article 56 EPC.

3. After carefully considering the arguments of the applicant, and the application as a
whole, the examiner is of the opinion that there there are no good prospects of
bringing the procedure to a positive conclusion (Guidelines C-1V, 3). Therefore, the
applicant may expect a summons to oral proceedings as the next procedural step and
subsequent refusal of the application.
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Application No. Ref. Date

13167 436.8 - 1217 EP106738IEHmMfi 26.04.2018

Applicant

Webroot Inc.

Communication pursuant to Article 94(3) EPC

The examination of the above-identified application has revealed that it does not meet the requirements of the
European Patent Convention for the reasons enclosed herewith. If the deficiencies indicated are not rectified
the application may be refused pursuant to Article 97(2) EPC.

You are invited to file your observations and insofar as the deficiencies are such as to be rectifiable, to correct
the indicated deficiencies within a period

of 4 months

from the notification of this communication, this period being computed in accordance with Rules 126(2) and
131(2) and (4) EPC. One set of amendments to the description, claims and drawings is to be filed within the
said period on separate sheets (R. 50(1) EPC).

If filing amendments, you must identify them and indicate the basis for them in the application as filed. Failure
to meet either requirement may lead to a communication from the Examining Division requesting that you
correct this deficiency (R. 137(4) EPC).

In case you withdraw the application within the above-mentioned period, the examination fee will be refunded
at a rate of 50% (Art. 11 (b) RFees).

Failure to comply with this invitation in due time will result in the application being deemed to be
withdrawn (Art. 94(4) EPC).

Registered letter
EPO Form 2001 11.16TRI
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Arbutina, Ljiljana
Primary Examiner
For the Examining Division

Enclosure(s): 5 page/s reasons (Form 2906)

Registered letter

EPO Form 2001 11.16TRI

IPR2023-01050
CrowdStrike EX1003 Page 127



Europiisches
Patentamt

European
Patent Office
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Application No.: 13167436.8

Substantive examination has started on 19.04.18 (see Notice from the European Patent Office dated
29.01.2013, OJ EPO 2013, 153).

For the Examining Division

EPO Form 2095 06.13
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European Patent Office
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Questions about this communication ?
Contact Customer Services at www.epo.org/contact

Date
20.07.16

Reference

EP106738IEHmMfi

Application No./Patent No.
13167436.8 - 1955 / 2629232

Applicant/Proprietor
Webroot Inc.

Communication of amended entries concerning the representative (R. 143(1)(h) EPC)

As requested, for the above-mentioned European patent application / European patent the
entries concerning the representative have been amended as follows:

EPO Form 2548 08.13  (15/07/16)

Griinecker Patent- und Rechtsanwaélte
PartG mbB

LeopoldstraBe 4

80802 Miinchen

DE

The amendment will be recorded in the Register of European Patents.
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06-07-"16 10:45 FROM- Beck Greener +442076930601 T-174 POOC1/0007 F-036

B Jobn Raynar Aszpaiates
ec reener lan Bartlstt Susan Davey
G, Rowland Buehrlsn DCurncan J. Morgarn
AV Fraeman Calheving Jenwall
Ban Muir Charlotte Jermrrett
Jahn B Hull Matthew YK, Ng
James A, Stonas Kashil Syed
Anna L. Hatt :
Nick P Babbinglon Conaultent |
Dahorah Saldan Petaor J. Smart ;

Jonatnan £, J. Marknam

European Patent Office
Directorate General 2
D-80258 Munich

Germany
Our Ref: NPB/AC/P10717EP-W, P10717EP-1, P17017EP-2, P19050EP-W,
Date: P17048EP-W, P17048EP-1, P17048EP-2 & P18550EP
G July 20168
VIA FAX

To: +49 89 2399 4465

Fram: +44 (0)20 7693 5601

Number of pages including this page: 1

Fax Transmission: This message and any attachments are confidential and may be legally
privileged and protected by the [aws of copyright. If you are not the intended recipient, please
contact us immediately.

Dear Sirs

European Patent Application Nos, 06755686.0, 13167436.8, 13167434,3, 137459541,
12704768.6, 14161844.7, 14161847.0 & 14150462.1

Webroot Solutions Ltd .

Responsibility for the prosecution of these applications have been transferred to the German
Patent firm Griinecker. Accordingly, we withdraw as Representatives for these applications
and request that all further correspondence concerning the applications should be addressed
to the following address:-

Griunecker
Leopcldstr. 4
80802 Munich
Germany

Yours faithfully

s

Mr Nicholas P. Bebbington
Beck Greener (Association Registration No. 518)

Cc: Granecker

Chartered & Eurgépean Patent Attarneya | Trade Maik Atterneys | IP Litigators
Fulwood House, 12 Futwood Place, London WC1V BHR Tel: +44 20 7803 8800 Fax: +44 20 7803 5801

matdbackaresnsr.com wivw.beckgraanencon Regulaled by IPREG
Duration: 06.07.2016 11:46:22 - 06.07.2016 11:46:38. This page 1 of 1 was completed at 06.07.2016 11:46:38
Received at the EPO on Jul 06, 2016 11:46:38. Page 1 of 1
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G . MUNCHEN
RUNECKER Patentanwalte
PATENT- UND RECHTSANWALTE Faronean Patent Attomeys
Hans Hilgers
Thomas Schuster
Dr. Klara Goldbach
Martin Aufenanger, LL.M., MM *
Gottfried Klitzsch
_ Dr. Heike Vogelsang-Wenke
U.-.‘minhard Knauer
EPO - M Dietmar Kuhl
[ 51 Dr. Franz-Josef Zimmer

Grinecker PartG mbB  Leopoldstr.4 80802 Munchen Germany Bettina K. Reichelt

2 H Anton K. Pfau
(@ ‘6, JUU 20$ Udo Weigelt, LL.M.
. Rainer Bertram
European Patent Office Jens C. Koch, M.S. (U of PA)
Bernd Rothaemel
Thomas W. Laubenthal, LL.M.

Dr. Andreas Kayse!
Bob-van-Benthem-Platz 1 Or.Jons Hammer
80469 Munchen Dr. Thomas Eickelkamp

Dr. Peter Miltényi 2
Dr. Moritz Hoffe, LLM.
Gero Maatz-Jansen
Michael Heise
Christian Meisinger
Dr. Martin Ahr
Dr. Wolfgang Neubeck
Steven M. Zeman, Ph.D.
André Nickel

Ihr Zeichen / Your Ref. Unser Zeichen / Our Ref. Datum / Date Felix Kahr
Dr. Alexander Stumvoll, LL.M.

A28167EHmMi July 7, 2016 D Stefano Marchini®

Dr. Thomas Kronberger
Yilin Jin
Dr. Georg Seisenberger

Transfer of European Patent Applications - WEBROOT INC. O e, LLM.

Dr. Rainer Plaggenborg
Victor Lopes Aguiar

Rechtsanwalte
We hereby take over representation of the below listed patent applications. Attorneys-at-Law
Dr. Hetmut Eichmann
Gerhard Barth
Dr. Ulrich Blumenroder, LL.M.

Please direct any further correspondence, by using our reference signs listed in Prof. Dr. Maximilin Kinkeidey, LLM.
r. rsten Brai

- Anja Franke, LL.M.
the list, to Ute Stephani
Dr. Bernd Allekotte, LL.M. 8
Dr. Elvira Bertram, LL.M.

Babett Ertle
Christine Neuhierl
. . Sabine Brandstétter
Griinecker Patent- und Rechtsanwiilte Cornelia Schmitt
Petra Libbe
LeOpOldStl’. 4 Dr. Holger Gauss
it Dr. Nicolas Schmitz
80802 M unc he n Marina Schlumberger
Germa ny Kirsten Hammersting!
Sebastian Clotten, LL.M.
Jennifer Rosenhéger, LL.M.
. Mark Peters, LL.M.
Tel.: +49 (0)89-21 23 50 Or Nica Busch
Fax.: +49 (0)89-22 02 87 Julia Bittner, LL.M.
Sebastian Ochs

E-Mail: info@grunecker.de

BERLIN
’ Patentanwiélte
. European Patent Attorneys
. Dr. Patrick P. Erk, M.S. (MIT)
S— Dr. Svenja Sethmann

Michael Heise Tino Rumpold

KOLN
Patentanwiélte
. European Patent Attorneys
EI'LI.. Dr. Martin Dropmann

List of European Patent Applications
PARIS ¢

Conseil en Propriété Industrielle
European Patent Attorney
Dr. Wolfgang Neubeck

Grinecker Patent- und Rechtsanwaite PartG mbB

Leopoldstr. 4 Tel. +49(0)89 212350 Amtsgericht: MUnchen Deutsche Bank Minchen
80802 Munchen Fax +49(0)89220287 Partnerschaftsregister: SWIFT / BIC-code: DEUT DE MM
Germany Mail info@grunecker.de PR 1397 IBAN: DE 47 7007 0010 0175 173400

' auch/also: Mediator 2 auch/also: Agente de la Propiedad Industrial (Espana) * auch/also: Consulente in Brevetti (ltalia)
* Professor an der Fachhochschule fiir angewandtes Management ® auch/also: Attorney-at-Law, New York ® in Kooperation/in cooperation
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European Patent Office
Patentamt 80298 MUNICH
European GERMANY

Patent Office

Office européen
des brevets

Questions about this communication ?
Contact Customer Services at www.epo.org/contact

Beck Greener

Fulwood House
12 Fulwood Place
London WC1V 6HR

ROYAUME UNI
Date
09.06.16
Reference Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1955 / 2629232
Applicant/Proprietor
Webroot Inc.

Communication

concerning the registration of amendments relating to
M atransfer (R. 22 and 85 EPC)

[0 entries pertaining to the applicant / the proprietor (R. 143(1)(f) EPC)

As requested, the entries pertaining to the applicant of the above-mentioned European patent application
/ to the proprietor of the above-mentioned European patent have been amended to the following:

ATBEBGCHCYCZDEDKEEESFIFRGBGRHUIEISITLILT LULV MC
NL PL PT RO SE SI SK TR

Webroot Inc.

385 Interlocken Crescent

Broomfield, CO 80021/US

The registration of the changes has taken effect on 07.04.16.

In the case of a published application / a patent, the change will be recorded in the Register of European
Patents and published in the European Patent Bulletin (Section .12/ 11.12).

Your attention is drawn to the fact that, in the case of the registration of a transfer, any automatic debit
order only ceases to be effective from the date of its express revocation (cf. point 14(c) of the
Arrangements for the automatic debiting procedure, supplementary publication 3 - OJ EPO 2015).

Receiving Section / For the Examining Division / For the Opposition Division / For the Legal Division *)
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*) See note.
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Date Application No. 13167436.8

Note

This communication is issued by/for the department with whom responsibility lies. The Legal Division is
responsible for the registration of transfers, changes of name (Articles 71, 72 and 74 EPC and Rules 22
and 85 EPC) as well as for the rectification of the designation of the inventor (Rule 21 EPC) (see Decision
of the President of the EPO, OJ EPO 2013, 600). In all other cases, the Receiving Section, the Examining
Division or the Opposition Division is responsible, depending on the stage in proceedings.
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Attorney Docket No. 04584
ASSIGNMENT

WHEREAS, WEBROOT SOLUTIONS LTD, a company formed under the laws
of Great Britain, and having a principal place of business of 3 New Park Place, Pride Park,
Derby, United Kingdom DE24 8DZ (“ASSIGNOR”), owns rights in, to and under the patent
applications set forth in the attached Schedule A (the “Properties”); and

WHEREAS, WEBROOT INC., a company organized and existing under the laws
of the State of Delaware, United States of America and having a principal place of business of
385 Interlocken Crescent, Broomfield, CO 80021 (“ASSIGNEE”), is desirous of acquiring
ASSIGNOR’S entire right, title and interest in, to and under the Properties.

WHEREAS, ASSIGNOR, to the extent they own any right, title and interest in
and to the Properties is desirous of assigning any and all such rights, title and/or interest to
ASSIGNEE.

NOW THEREFORE, for good and valuable consideration, the receipt and
adequacy of which are hereby acknowledged, the ASSIGNOR has sold, assigned, transferred and
set over, and by these presents does hereby sell, assign, transfer and set over, unto the
ASSIGNEE, its successors, legal representatives and assigns, the entire right, title and interest in,
to and under the Properties and any and all letters patent or patents in the United States of
America, the United Kingdom and all foreign countries which may be granted therefore and
thereon (including any divisions, continuations, continuations-in-part, reissues, reexaminations
or extensions of letters patents and other related applications arising from, corresponding to
and/or claiming priority to any of the Properties) and the registration thereof, and all rights under
the International Convention for the Protection of Industrial Property, the same to be held and
enjoyed by the ASSIGNEE for its own use and enjoyment and for the use and enjoyment of its
successors, legal representatives and assigns, to the full end of the term or terms for which letters
patent may be granted, as fully and entirely as the same would have been held and enjoyed by
the ASSIGNOR had this assignment not been made, and further including all income, royalties,
damages and payments for past or future infringements and misappropriation s thereof, all rights

to sue for past, present and future infringements or misappropriations thereof, and all rights
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corresponding to any of the above throughout the world and for the full term or terms of assigned

Properties;

AND for the same consideration, ASSIGNOR hereby covenants and agrees to and
with ASSIGNEE, its successors, legal representatives and assigns, that ASSIGNOR will
encourage its employees named as inventors on one or more of the assigned Properties, to make,
execute and deliver any and all other instruments in writing as may be necessary to assign the
Properties to ASSIGNEE, including, but not limited to, any and all further application papers,
affidavits. assignments and other documents, and that ASSIGNOR will communicate to
ASSIGNEE, its successors, legal representatives and assigns, all facts known to ASSIGNOR
relating to the Properties, and that ASSIGNOR will testify in all legal proceedings and generally
do all things which may be necessary or desirable to more effectually secure to and vest in
ASSIGNEE, its successors, legal representatives and assigns, the entire right, title and interest in

and to the Properties;

AND THE ASSIGNOR HEREBY authorizes and requests the Commissioner of
the United States Patent and Trademark Office, and any official of any country or countries
foreign to the United States, whose duty is to issue patents or other evidence or forms of
industrial property protection on applications as aforesaid, to issue the same to the ASSIGNEE,

its successors, legal representatives and assigns, in accordance with the terms of this instrument

IN WITNESS WHEREOF, the undersigned have executed this Patent Assignment
this_4*" dayof __ A,.\ , 2016.

WEBROOT SOLUTIONS LTD WEBROOT INC.

By: | | /4 }; i N\ By: W ﬁz——ww
3 [ o

NamWPost U Naé Ryan Howe

Title: Thrector Title: General Counsel
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STATEOF Colovado )
Cily ard - )ss.

On this 4™ day of A"Pf"l | , 2016, before me personally appeared
John Post and Ryan Howe to me known and known to me to be the persons described in and who
executed the foregoing instrument, and John Post and Ryan Howe duly acknowledged to me that

John Post and Ryan Howe executed the same for the uses and purposes therein set forth.

[SEAL]
Notary Public

~ Tracey Moriarty
Notary Public
State of Colorado
Notary ID: 20114075231
My Commission Expires November 30, 2018
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Schedule A
ASSIGNED PATENT APPLICATIONS

Chinese Patent Application No. 201110036121.8, entitled “METHODS AND APPARATUS
FOR DEALING WITH MALWARE,” filed 30 June 2006.

Chinese Patent No. 201110036124.1, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed 30 June 2006.

Chinese Patent No. 200680023707.8, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 30 June 2006.

European Patent Application No. 13167436.8, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 30 June 2006.

European Patent Application No. 13167434.3, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 30 June 2006.

European Patent Application No. 06755686.0, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 30 June 2006.

Indian Patent Application No. 6058/CHENP/2007, entitled “METHODS AND APPARATUS
FOR DEALING WITH MALWARE,” filed on 30 June 2006.

Japanese Patent No. 4936294, entitled “METHODS AND APPARATUS FOR DEALING
WITH MALWARE,” filed on 30 June 2006.

Australian Patent Application No. 2012217181, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012,

Canadian Patent Application No. 2,827,385, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.

Chinese Patent Application No. 201280018306.9, entitled “METHODS AND APPARATUS
FOR DEALING WITH MALWARE,” filed on 14 February 2012.

European Patent Application No. 14161844.7, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.

European Patent Application No. 14161847.0, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012,

European Patent Application No. 12704768.6, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.
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Hong Kong Patent Application No. 14113078.2, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.

Hong Kong Patent Application No. 14113079.1, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.

Japanese Patent Application No. 2013-553909, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE,” filed on 14 February 2012.
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Européisches
Patentamt

European
Patent Office

9

Representative:

Beck Greener

12 Fulwood Place
London WC1V 6HR
United Kingdom

Office européen
des brevets

Phone: +-44-(0)-20-7693-5600
Fax: +-44-(0)-20-7693-5601
E-mail: mail@beckgreener.com

Letter accompanying subsequently filed items

80298 Munich
Germany
Tel. +49(0)89 2399-0 | Fax -4465

P.O. Box 5818

NL-2280 HV Rijswijk

Netherlands

Tel. +31(0)70 340-2040 | Fax -3016

10958 Berlin
Germany
Tel. +49(0)30 25901-0 | Fax -840

The document(s) listed below is (are) subsequently filed documents pertaining to the following application:

Application number and/or EP publication number

Reference

Procedural phase

Name of represented party

EP13167436.8

NPB/P10717EP-1

All procedures

Webroot Solutions Ltd

Description of document

Original file name

Assigned file name

1 Document concerning the applicant 04584 Foreign Assignment - APPRMISC-1.pdf
signed.pdf
2 Request for assignment P10717EP-1_EPO_Record APPRASSI-1.pdf
Assignment_07-04-16.pdf
Fees Factor applied Fee schedule Amount to be paid
15-1 022 Registering of transfer 100.00 100.00
Total: EUR 100.00
Payment
1 Mode of payment Debit from deposit account
Currency: EUR
The European Patent Office is hereby authorised, to debit
from the deposit account with the EPO any fees and costs
indicated on the fees page.
Deposit account number: | 28050163
Account holder: Beck Greener
2 Refund/Reimburserment
Reimbursement (if any) to be made to EPO deposit account: 28050163
Account holder: Beck Greener
Signature 1
Place: London
Date: Q7 April 2016
1038-CMS-SE NPB/P10717EP-1 Page 10of 2
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Signed by:

Association:
Capacity:

Smart card certificate 1

Common hame:

EPO ID:

Issued by:

1038-CMS-SE

NPB/P10717EP-1

IN bebbington/

Beck Greener

Representative 1

Nick Bebbington 13019
13019

European Patent Office CA G2

Page 2 of 2
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John Raynor Assoclates

BeCkGre ener lar Bartlett Susan Davey

C. Rowland Buehrien Duncan J. Morgan
Avi Freeman Catherine Jewell
Ban Muir Charlotte Jernmatt
John P Hull Matthew Y.K. Ng
James A, Stones Kashif Syed

Anna L. Hatt

Nick P. Bebbington Consultant

Deborah Seldan Peter J. Smart

Jonathan P. J. Markham

European Patent Office
Directorate General 2
D-80298 Munich

Germany

Our Ref: NB/HC/P10717EP-1
Date: 7 April 2016

Dear Sirs

European Patent Application No. 13167436.8-1957
Webroot Solutions Ltd

We request that the assignment of this application from Webroot Solutions Ltd to Webroot Inc
be recorded in the register.

The address of the assignee, Webroot Inc, is:
385 Interlocken Crescent

Broomfield

CO 80021

United States of America

We are filing herewith a copy of the assignment document signed by both parties and dated 4
April 2016.

Yours faithfully

Nick Bebbington
Beck Greener (Association Registration No. 518)

Chartered & European Patent Attorneys | Trade Mark Attorneys | IP Litigators
Fulwood House, 12 Fulwood Place, Lohdon WOV BHR Tal 44 20 TRB3 8600 Fax: +44 20 7693 56801
mail@beckgreener.com www.beckgreenericom  Regulated by IFREG
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Europiisches European Patent Office

Patentamt 80298 MUNICH
0> European GERMANY

Patent Office

Office européen

des brevets

Questions about this communication ?
Contact Customer Services at www.epo.org/contact

Beck Greener

Fulwood House

12 Fulwood Place
London WC1V 6HR
ROYAUME UNI

Date
03.11.14

Reference

Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1957 / 2629232

Applicant/Proprietor
Webroot Solutions Ltd

Communication

concerning the registration of amendments relating to
[0 atransfer (R. 22 and 85 EPC)

B entries pertaining to the applicant / the proprietor (R. 143(1)(f) EPC)

As requested, the entries pertaining to the applicant of the above-mentioned European patent application
/ to the proprietor of the above-mentioned European patent have been amended to the following:

ATBEBGCHCYCZDEDKEEESFIFRGBGRHUIEISITLILT LULV MC
NL PL PT RO SE SI SK TR

Webroot Solutions Ltd
3 New Park Place
Pride Park

Derby DE24 8DZ/GB

The registration of the changes has taken effect on 24.10.14.

In the case of a published application / a patent, the change will be recorded in the Register of European
Patents and published in the European Patent Bulletin (Section .12 /11.12).

Your attention is drawn to the fact that, in the case of the registration of a transfer, any automatic debit
order only ceases to be effective from the date of its express revocation (cf. point 14(c) of the
Arrangements for the automatic debiting procedure, Supplementary publication 4 - OJ EPO 2014).

Receiving Section / For the Examining Division / For the Opposition Division / For the Legal Division *)
Pateng.
",\5(;\\35 9/7;,

>
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°
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®

o
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%.ng 2010

*) See note.

EPO Form 2544 03.14  (29/10/14) EB21171
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Date page 2 Application No. 13167436.8

Note

This communication is issued by/for the department with whom responsibility lies. The Legal Division is
responsible for the registration of transfers, changes of name (Articles 71, 72 and 74 EPC and Rules 22
and 85 EPC) as well as for the rectification of the designation of the inventor (Rule 21 EPC) (see Decision
of the President of the EPO, OJ EPO 2013, 600). In all other cases, the Receiving Section, the Examining
Division or the Opposition Division is responsible, depending on the stage in proceedings.

EPO Form 2544 03.14  (29/10/14)
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CERTIFICATE OF INCORPORATION
ON CHANGE OF NAME

Company Number 4181251

The Registrar of Companies for England and Wales hereby certifies that
under the Companies Act 2006:

PREVX LTD

a company incorporated as private limited by shares; having its registered
office situated in England and Wales; has changed its name to:

WEBROOT SOLUTIONS LTD

Given at Companies House on 1st May 2014

. Y,
5, o~
& (73 AND n‘°

‘THE OFFICIAL SEAL OF THE

Companies House e ormciL sEAL or e
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CERTIFICATE OF INCORPORATION
ON CHANGE OF NAME

Company Number 5400865

The Registrar of Companies for England and Wales hereby certifies that
under the Companies Act 2006:

PREVX GROUP LIMITED

a company incorporated as private limited by shares; having'its registered
office situated in England and Wales; has changed its name to:

WEBROOT SOLUTIONS GROUP LTD

Given at Companies House on 1st May 2014

THE OFFICIAL SEAL OF THE
REGISTRAR OF COMPANIES
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BeckGreener

European Patent Office
Directorate General 2
D-80298 Munich

Germany

Our Refs: NPB/A20147
P17017EP-W/-1/-2
P17048EP-W/-1/-2

Date: 24 October 2014

Dear Sirs

John Raynor
Pater.J. Smart

lan Bartlett

C. Rowland Buehrien
Avi Freeman

Bar Mulr

John P Hull
James A. Stones
Anna L. Hatt

Nick P. Bebbington
Deborah Selden

Associates

Jonathan B J. Markham
Susan Davey

Duncan J; Morgan
Robert C. McDougall

Consultant
Jacgueline Needle

European Patent Applications Nos. 06755686.0, 12704768.6, 13167434.3, 13167436.8

14161844.7 & 14161847.0
Currently in the name of Prevx Ltd

The applicant of the above applications has changed its name from Prevx Limited to Webroot
Solutions Ltd as set out in the attached Certificate of Incorporation on Change of Name issued
by Companies House in the United Kingdom. The applicant’s address remains the same.

Please record this change of name in the Register. We look forward to receiving your
confirmation that the applications are proceeding in the name of Webroot Solutions Ltd.

Yours faithfully

Nicholas P. Bebbington

Beck Greener (Association Registration No. 518)

Enc

Chartered & European Patent Attorneys | Trade Mark Attorneys | IP Litigators
Fulwood House, 12 Fulwood Place, Londan WCTY BHE Tal +44 20 7693 5600 Fax: +44 20 76883 5601

mail@beckgreener.com www.beckgreener.com Regulated by IPREG
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des brevets

Europdisches

Patentamt
Eurapean
Patent Office
Office européen

Acknowledgement of receipt

We hereby acknowledge receipt of the following subsequently filed document(s):

Submission humber

Application number

Date of receipt

Receiving Office

Your reference

Applicant

Documents submitted

2649772

EP13167436.8

18 March 2014

European Patent Office, The Hague

NPB/P10717EP-1

All applicants as on file

package-data.xml

epf1038.pdf (2 p.)

CLMS-1.pdf\Claims cc SO response
18-3-14.pdf (2 p.)

ep-sfd-request.xml

WOREPLY-1.pd\P10717EP-1_EPO
SO response 18-3-14.pdf (4 p.)

CLMS-HWA-1.pdf\Claims redline SO
response 18-3-14.pdf (2 p.)

Submitted by CN=Nick Bebbington 13019

Method of submission Online

Date and time
receipt generated

18 March 2014, 17:07 (CET)

Message Digest A3:35:E8:F4:CD:CE:ED:32:C0:F6:E1:EA:DD:2D:35:24:05:8A:A4:34

Correction by the EPO of errors in debit instructions filed by eOLF

Errors in debit instructions filed by eOLF that are caused by the editing of Form 1038E entries or the continued use of outdated
software (all forms) may be corrected automatically by the EPO, leaving the payment date unchanged (see decision T 152/82,
OJ EPO 1984, 301 and point 6.3 ff ADA, Supplement to OJ EPO 10/2007).

/European Patent Office/

Acknowledgement of receipt - application number EP13167436.8 Page 1 of 1
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CLAIMS

1. A method of determining the protection that a first remote computer has
from malware, the method comprising:

receiving at a base computer (3) details of all or selected security
products operating at a point in time on said first remote computer (2);

receiving at the base computer (3) details of all or selected security
products operating at a point in time on other remote computers (2) connected to
the base computer (3) and details of processes run by said other remote
computers (3) that were not locally identified as being malware, and storing the
information in a database (7) at the base computer (3), wherein some processes
in the database (7) are marked as being malware;,

searching the database (7) identifying any processes marked as being
malware that were not identified by said other remote computers (2) having the
same particular combination of security products as the first remote computer
(2); and,

providing information to the user of said first remote computer (2) that said
first remote computer (2) may be susceptible to attack by said malware

processes on the basis of said identifying.

2. A method according to claim 1, wherein the details of all or selected
security products includes the name of the security products, versions, and

loaded signature files.

3. Apparatus for determining the protection that a first remote computer has
from malware, the apparatus comprising:

a base computer (3) constructed and arranged to receive computer
details of all or selected security products operating at a point in time on said first
remote computer (2);

the base computer (3) being constructed and arranged to receive details
of all or selected security products operating at a point in time on other remote
computers (2) connected to the base computer (3) and details of processes run
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by said other remote computer (2) that were not locally identified as being
malware and to store the information in a database (7) at the base computer (3),
wherein some processes in the database are marked as being malware; and,

the base computer (3) being constructed and arranged to search the
database (7) to identify any processes marked as malware that were not
identified by said other remote computers (2) having the same particular
combination of security products as the first remote computer (2), wherein the
base computer (3) is constructed and arranged to provide information to the user
of said first remote computer (2) that said first remote computer (2) may be

susceptible to attack by said malware processes on the basis of said identifying.

4. Apparatus according to claim 3, wherein the details of all or selected
security products includes the name of the security products, versions, and
loaded signature files.

5. A computer program comprising program instructions for causing a

computer to perform the method of claim 1 or claim 2.
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CLAIMS

1. A method of determining the protection that a_first remote computer has
from malware, the method comprising:
5 receiving at a base computer (3) details of all or selected security
products operating at a point in time on said first remote computer (2);

receiving at the base computer (3) details of all or selected security

products operating at a point in time on other remote computers (2) connected to - { Deleted: similar information fom |

the base computer (3) and details of processes run by said other remote

10| computers (3) that were not locally identified as being malware, and storing the

information in a database (7) at the base computer (3), wherein some processes

in the database (7) are marked as being malware;, . | Deleted: and )
searching the database (7) identifying any processes marked as being __ { Deleted: maiware )
malware that were not identified by said other remote computers (2) havingthe - { Deleted: that )

15| same particular combination of security products_as the first remote computer

Q)ég—r'@L 7777777777777777777777777777777777777777777777777777777777777777777 - - Deleted: .

b
idi H i id fi i 2.. A method according to claim 1,
—providing information to the user of said first remote computer (2) that said_ | 2. Ferel et

first remote computer (2) may be susceptible to attack by said malware . | Deteted: )

processes on the basis of said identifying.

20
2 ___ A method according to claim 1, wherein the details of all or selected i  Deleted: 3 )
security products includes the name of the security products, versions, and [ peleted: orcaim2 )
loaded signature files.
25 [ 3. ___ Apparatus for determining the protection that a first remote computer has - | Deleted: 4 )
from malware, the apparatus comprising:
a base computer (3) constructed and arranged to receive computer

details of all or selected security products operating at a point in time on said first
remote computer (2);
30 the base computer (3) being constructed and arranged to receive details

of all or selected security products operating at a point in time on other remote

computers (2) connected to the base computer (3) and details of processes run
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by said other remote computer (2) that were not locally identified as being

malware and to store the information in a database (7) at the base computer (3),

wherein some processes in the database are marked as being malware; and,

base computer (3) is constructed and arranged to provide information to the user
of said first remote computer_(2) that said first remote computer (2) may be

susceptible to attack by said malware processes on the basis of said identifying.

4. Apparatus according to claim 3, wherein the details of all or selected

security products includes the name of the security products, versions, and

loaded signature files.

computer to perform the method of claim 1 orclaim2.

CrowdStrike
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5.. Apparatus according to claim 4
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John Raynor Associates

BeckGreener

lan Bartlett

C. Rowland Buehrlen Susan Davey

Avi Freeman Dunean J. Morgan
Ben Muir Robert C: McDougall
John B Hull

James A. Stones Consultant

Anna L. Hatt Jacqgueline Needle

Nick P, Bebbington

European Patent Office
P.B. 5818

Patentlaan 2

2280 HV Rijswijk (ZH)
The Netherlands

Your Ref: 1957
Our Ref: NPB/JV/P10717EP-1
Date: 18 March 2014

By electronic submission

Dear Sirs

European Patent Application No. 13167436.8
Divided from European Patent Application No. 06755686.0
Prevx Limited

We refer to the search report published on 2 October 2013.

We herewith enclose instructions to your Cash & Accounts Department to take the necessary
examination and designation fees for this application from our deposit account No. 28050163.

In response to the search opinion, we file amended claims on pages 44 and 45. We request
that examination be carried out on these replacement claims taking into account the
comments below. For the examiner’s convenience, a tracked version of the claims is also
enclosed showing the amendments now made.

Amendments and A123(2) EPC

Basis for the amendments now made is generally given in relation to the original PCT
application. The present application is a divisional of the PCT application and has an identical
(although repaginated) description and drawings.

Claim 1 has generally been amended to attempt to address the examiner’s various clarity and
other objections. In particular, claim 1 has been amended to refer to a first remote computer
to more clearly distinguish this remote computer from the recited “other remote computers”.

The expression “similar information” has been deleted and instead the claim specifically
requires that the base computer receives information comprising “details of all or selected
security products operating at a point in time on other remote computers”.

Claim 1 also now requires that the information the base computer receives comprises “details
of processes run by the other remote computers that were not locally identified as being
malware” from the remote computers. Basis for this can be found in the original PCT
application at page 37, lines 21 to 24.

Chartered & European Patent Attorneys | Trade Mark Attorneys | IP Litigators
Futwood House, 12 Fulwood Place, London WCTV 6HR- Tel: +44 20 7693 5600 Fax: +44 20 7693 5601
mail@beckgreensr.com www.beckgreener.com Regulated by IPREG
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Claim 1 now requires that “the information” (i.e. the details of security products and processes)
is stored in a database at the base computer. Basis for this can be found throughout the
original PCT description on pages 36 to 38.

Claim 1 also now requires that some processes in the database “are marked as being
malware”. Basis for this amendment can be found in the original PCT description at page 38,
lines 25 to 30, which describes how the database is searched for processes marked as bad,
i.e. malware processes.

The final clause of claim 1 as originally filed has been clarified to say that the database is
searched in order to identify processes marked as being malware that were not identified by
the other remote computers having the same particular combination of security products as
the first remote computer. These amendments generally follow on from the other
amendments referred to above. This addresses the examiner’s objection that it was not clear
in the original claim 1 what was meant by “that particular combination of security products”.

Finally, claim 1 has been amended to incorporate the subject matter of previous claim 2,
namely that the user is provided with information that their computer may be susceptible to
attack by said malware processes.

Similar amendments have been made to independent apparatus claim 3. A new dependent
apparatus claim 4 has been added, corresponding to dependent method claim 2.

Reference numerals have been added throughout the claims.
Objections

In item 2.1, the examiner objects that the terms “security products” and “selected security
products” are not clear. We do not see any difficulty with the term “security products”. Any
program running on a computer providing security services to the computer, for example a
firewall or antivirus program, would for example fall into this category. The skilled person
would have no difficulty identifying from his common general knowledge whether or not a
program on a computer is a security product and performs security functions. “Selected
security products” simply indicates that it is not essential that details of all security products
present on a remote computer be reported to the base computer. We submit that both these
terms are clear. Finally, the term “similar information” has now been deleted from the claim.

Regarding item 2.2, as mentioned above, the phrase “that particular combination” has been
clarified.

Regarding item 2.3, it is submitted that the above mentioned amendments have addressed
the examiner’s points. As is clear from the description, the present invention, broadly
speaking, provides a way of alerting users to possible security vulnerabilities in the particular
combination of security products on their computer. The present invention involves collecting
in a database at a base computer details of the security products running on remote
computers and the processes that are being run on those remote computers and considered
safe. At some point, it is determined that a particular process is actually a malware process
and this process is marked as being “bad” in the community database. Various novel and
advantageous techniques for identifying an object/process as being malware are disclosed in
the present application (as claimed in the parent application or co-pending divisional
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application). Any of these techniques, can be used to identify a process as being malware at
the base computer. However, other techniques can be used. In principle, any known
technique can be used, including for example analysis of objects by a human analyst. As will
be evident, the particular method used for this is not important to what is currently claimed.

In which ever way the malware process is identified, the collection of information at the
community database can be used to warn users of potential “holes” in their security products
that leave them vulnerable to particular malware objects. This proceeds as follows. For a
particular remote computer (the first remote computer in the language of claim 1), details of
the security products on that computer are sent to the base computer. A search is then
conducted of the database for malware processes that were allowed to run on other remote
computers (i.e. not identified as malware) having that combination of security products. This
indicates that the first computer is vulnerable to these malware processes. Thus, the user of
the first remote computer can be warned and can take appropriate action in response.

We submit that all of the essential features of the invention are defined in the present
independent claims, and the skilled person could implement the invention without any
inventive effort based on what is taught in the application.

Prior Art

Regarding D1, this document teaches a process for centrally logging messages from security
products on individual computers within a local network, wherein the messages indicates
instances of malware being detected on those computers by those security products. This
information is used to detect various patterns of malware detection across the network as a
whole and used to prompt the user to take appropriate action. Paragraph [0030] of D1
teaches recognising at the central server from the messages received that up-to-date security
programs have identified a threshold number of malware infections on remote computers,
whereas no messages have been received from not up-to-date security programs relating to
that malware. This prompts the server to force the remote computers to update to the latest
version of the security program.

This scheme of D1 is different and much cruder compared to the present invention. There
appears to be no teaching or suggestion in D1 of sending to the base computer details of
processes which are allowed to run on the remote computers that are not identified as
malware, nor of sending details of the security products on those computers. On the contrary,
D1 only sends messages when malware is detected by the security products on remote
computers. Thus, in D1 the central server has no knowledge of programs which are allowed
to run on remote computers and which combination of security programs has allowed them to
run. D1 merely “assumes” that “old” versions of security products have let malware processes
run, but has no actual knowledge that those processes have been run on the remote
computers.

Thus the present invention has the advantage of building a database of processes allowed to
run under various combinations of security products. If a process is later identified as being
malware, the database can be searched to find precisely which combinations of security
products are vulnerable to the process. D1 does not teach or suggest searching a database
to identify processes marked as being malware that were not identified by the remote
computers having the same particular combination of security products, as required by claim
1.
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The present invention therefore provides more “targeted” information to a remote user with a
particular combination of security products that they are venerable to malware processes. In
contrast, D1 merely instructs all remote computers to update their security products.
Furthermore, the present invention is suitable for use on an internet wide scale, involving
potentially millions of remote computers. D1 in contrast appears to be restricted to use in a
local, private network in an organisation, which allows the network administrator for that
organisation to make sure that the computers in the network are kept up to date.

Thus, there is a fundamental difference in approach between the present invention and the
prior art which would not be derivable from the prior art without considerable inventive activity.
We therefore submit that the present invention is novel and inventive over the cited prior art.

General

It is respectfully submitted that the present application is now in order for grant. Nevertheless,
if the examiner does have any outstanding objections, he is requested to telephone the writer
to discuss the matter or possibly to arrange an interview, or to issue a further written
communication. As a precaution against premature rejection, Oral Proceedings are hereby
requested before any final rejection of the application. Nevertheless, whilst Oral Proceedings
have been requested, we emphasise that this is only as a precaution as it is believed that if
there are any outstanding objections, they can be best resolved without the additional delay
and expense of Oral Proceedings.

In the unlikely event oral proceedings should prove to be necessary, we request that, if
possible, such proceedings should take place by video conference using IP technology, in
accordance with OJ EPO 2012, 354.

It should be noted for the avoidance of doubt that the applicant is specifically not abandoning
any subject matter which may be regarded as deleted by the filing of these replacement
claims. The applicant reserves the right to file one or more divisional applications directed to
any subject matter deleted by this amendment, whether alone or in combination with any
remaining subject matter. Any deletion of subject matter is made without prejudice to the right
of the applicant to reintroduce the subject matter, either in this application or in any divisional
application. Furthermore, the applicant specifically reserves the right to revert to the wording
of the claims as originally filed.

Yours faithfully

Nicholas P. Bebbington
Beck Greener (Association Registration No. 518)

Enc
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0

Européisches
Patentamt

European
Patent Office

Office européen
des brevets

Representative:
Beck Greener

518

12 Fulwood Place
London WC1V 6HR
United Kingdom

Phone: + 44 (0) 20 7693 5600

Fax:

+ 44 (0) 20 7693 5601

E-mail: mail@beckgreener.com

Letter accompanying subsequently filed items

80298 Munich
Germany
Tel. +49(0)89 2399-0 | Fax -4465

P.O. Box 5818

NL-2280 HV Rijswijk

Netherlands

Tel. +31(0)70 340-2040 | Fax -3016

10958 Berlin
Germany
Tel. +49(0)30 25901-0 | Fax -840

The document(s) listed below is (are) subsequently filed documents pertaining to the following application:

Application number

Applicant's or representative's reference

13167436.8

NPB/P10717EP-1

Description of document

Original file name

Assigned file name

Reply to search opinion/written
opinion/IPER

P10717EP-1_EPO SO response
18-3-14 pdf

WOREPLY-1.pdf

Amended claims (clean copy)

Claims cc SO response 18-3-14.pdf

CLMS-1.pdf

Amended claims with annotations

Claims redline SO response 18-3-14.pdf

CLMS-HWA-1.pdf

Fees Factor applied Fee schedule Amount to be paid
15-1 005e Designation fee - For all contracting States 1 555.00 555.00
designated for applications filed on/after 01.04.2009
15-2 006 Examination fee - For applications filed on/after 1 1555.00 1555.00
01.07.2005
Total: EUR 2110.00
Payment
1 Mode of payment
Debit from deposit account
Currency:
EUR
The European Patent Office is hereby authorised, to debit
from the deposit account with the EPO any fees and costs
indicated on the fees page.
Deposit account number:
28050163
Account holder:
Beck Greener
2 Refund/Reimburserment

Reimbursement (if any) to be made to EPO deposit account:

NPB/P10717EP-1

28050163
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Account holder:
Beck Greener

Signatures
Place: London
Date: 18 March 2014
Signed by: Nick Bebbington 13019
Association: Beck Greener
Capacity: (Representative)

NPB/P10717EP-1
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European Patent Office
Patentamt 80298 MUNICH
European GERMANY
Patent Office

Office européen
des brevets

Questions about this communication ?
Contact Customer Services at www.epo.org/contact

Beck Greener

Fulwood House
12 Fulwood Place
London WC1V 6HR

ROYAUME UNI
Date
17.03.14
Reference Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1957 / 2629232
Applicant/Proprietor
Prevx Limited

Communication of amended entries concerning the representative (R. 143(1)(h) EPC)

As requested, for the above-mentioned European patent application / European patent the
entries concerning the representative have been amended as follows:

Beck Greener
Fulwood House

12 Fulwood Place
London WC1V 6HR
GB

The amendment will be recorded in the Register of European Patents.
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07-03-"14 15:07 FRON- Beck Greener +4420769356M T-162  POOD1/0007 F-136

John Raynor Azzociates
BeCKGreener Feater.), Smart Deborah Selden

lan Bartlett Jonathan P. J. Markham

. Rawland Buehrlen Susan Davey

Avi Freeman Duncan J. Morgan

Ben Muir Rabert C. McDougall

John P Hull

James A, Stones Conzultant

Anna L. Hatt Jacqueine Needls

Nick P. Bebbington

European Patent Office
Directorate General 2
-80298 Munich

Germany
Qur Ref: ALH/M34617
Date: 4 March 2014
Dear Sirs

Change of Representative from Attorneys to Association
Beck Greener (Association Reqistrafion No. 518)

We write in connection with Eurcpean patent mattars for which the undersigned
representatives are recorded.

We request that these representatives be replaced in all Beck Greener EPO matters with the
association of representatives Back Greener (Association Registration No. 518). This
asgsociation includes each of the undersigned representatives,

We should be grateful for confirmation that this change has been recorded.

Yours faitifully

John P, Hull

olas P. Bebbington

QMO0 T
Robert C. McDougall Jacgueline Needle

Chartered & European Patenf Attorneys | Trade Mark Attorneys | LP Litigators
Fulwaod Heusea, 12 Fulwoeod Place, London WGTY 6HR Tel: +44 20 7623 5600 Fax: +44 20 7893 5601

maild@beckgreener.com www.beckgreenercom Regulated by IPREG

Duration: 07.03.2014 16:07:41 - 07.03.2014 16:07:57. This page 1 of 1 was completed at 07.03.2014 16:07:57
Received at the EPO on Mar 07, 2014 16:07:57. Page 1 of 1
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Europiisches European Patent Office

Patentamt Postbus 5818

European 2280 HV RIJSWIJK

Patent Office '|’\"E|TH3E1R(IE)/)\7I\$D3S4 0-2040
i ropéen el. + B

Ges brevers Fax +31 (0)70 340-3016

Bebbington, Nicholas Paul
Beck Greener

Fulwood House

12 Fulwood Place

London WC1V 6HR

this communication:

Tel.:+31 (0)70 340 45 00

ROYAUME UNI
Date
08.10.13
Reference Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1957 / 2629232

Applicant/Proprietor
Prevx Limited

Communication pursuant to Rule 69 EPC - reminder concerning payment of the designation fee
(Art. 79(2) EPC) and of the examination fee (Art. 94(1) EPC) - and invitation pursuant to Rule 70a(1)
EPC

The date on which the European Patent Bulletin mentions the publication of the European search report
for the above-mentioned European patent application is: 02.10.13.

Your attention is drawn to Article 79(2) and Rule 39(1) EPC as well as Article 94(1), Rule 70(1) and Rule
70a(1) EPC, according to which within six months of the above-mentioned publication date of the search
report

- the designation fee must be paid,

- the request for examination must be filed and the examination fee must be paid,

- comments on the objections raised in the opinion accompanying the European search report and/or
any amendments to the description, claims and drawings correcting any deficiencies noted in the
opinion must be filed (R. 70a(1), 137(2) EPC; Guidelines for Examination in the EPO, B-XI, 8).

1. Payment of the designation fee and of the examination fee
The current designation fee for one or more Contracting States designated is: EUR 555,00

The current examination fee is: EUR 1555,00

If the written request for examination is filed in an admissible non-EPO language in accordance with
Article 14(4) EPC, a reduction of the examination fee according to Rule 6(3) EPC applies.

If the designation fee and the examination fee are not paid within the period laid down in Rule 39(1) and
Rule 70(1) EPC, the application will be deemed to be withdrawn (R. 39(2) and Art. 94(2) EPC).

Any extension fees are also payable within the above-mentioned period.

Registered letter
EPO Form 1081 11.12 (NFS/RTB/ESOP01=N)
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Date page 2 Application No. 13167436.8

2. Comments on the opinion accompanying the European search report and filing of amendments

Should the reply to the invitation pursuant to Rule 70a(1) EPC be filed in an admissible non-EPO
language, a translation is to be submitted within one month of its filing (R. 6(2) EPC).

If filing amendments, you must identify them and indicate the basis for them in the application as filed.
Failure to meet either requirement may lead to a communication from the Examining Division requesting
that you correct this deficiency (R. 137(4) EPC).

Should you not comply with this invitation within the time limit, the application will be deemed to be
withdrawn in accordance with Rule 70a(3) EPC.

Note to users of the automatic debiting procedure

Unless the EPO receives prior instructions to the contrary, the examination fee and the designation fee
will be debited on the last day of the period for payment. For further details see the Arrangements for the
automatic debiting procedure, Supplement to OJ EPO 3/2009.

Important information concerning fee amounts

Following any amendment to the Rules relating to Fees, the amount(s) mentioned in this communication
may be different from the amount(s) actually due on the date of payment. The latest version of the
Schedule of fees and expenses, published as a Supplement to the Official Journal of the EPO, is also
available on the EPO website (www.epo.org) and can be found under www.epo.org/schedule-of-fees,
which allows the viewing, downloading and searching for individual fee amounts, both current and
previous.

Payments by cheque delivered or sent direct to the EPO are no longer accepted as from 1 April 2008 (see
OJ EPO 2007, 626).

Note concerning renewal fees

Under Article 86 EPC renewal fees shall be paid to the EPO for the European patent application. These
fees shall be due in respect of the third and each subsequent year, calculated from the date of filing. Due
account should be taken that the EPO will not send invoices or reminders to pay any fees in due time.
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Europdisches

Patentamt
Eurapean
Patent Office
Office européen

des brevets

Acknowledgement of receipt

We hereby acknowledge receipt of the following subsequently filed document(s):

Submission number 2327358

Application number EP13167436.8

Date of receipt 01 October 2013

Receiving Office European Patent Office, The Hague

Your reference NB/P10717EP-1

Applicant All applicants as on file

Documents submitted package-data.xml ep-sfd-request.xml
epf1038.pdf (1 p.) INVT-1.pdAP10717EP-1_EPO

1-10-13.pdf (1 p.)

Submitted by CN=Nick Bebbington 13019

Method of submission Online

Date and time 01 October 2013, 16:23 (CEST)

receipt generated

Message Digest F2:94:CF:84:68:76:F4:4A:E5:8B:81:C4:24:48:41:A2:1E:E7:0C:5D

Correction by the EPO of errors in debit instructions filed by eOLF

Errors in debit instructions filed by eOLF that are caused by the editing of Form 1038E entries or the continued use of outdated
software (all forms) may be corrected automatically by the EPO, leaving the payment date unchanged (see decision T 152/82,
OJ EPO 1984, 301 and point 6.3 ff ADA, Supplement to OJ EPO 10/2007).

/European Patent Office/

Acknowledgement of receipt - application number EP13167436.8 Page 1 of 1
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Européisches

Office européen
des brevets

Representative:

Mr Nicholas BEBBINGTON
Beck Greener

Fulwood House

12 Fulwood Place

London London WC1V 6HR
United Kingdom

Phone: + 44 (0) 20 7693 5600
Fax: + 44 (0) 20 7693 5601

E-mail: nbebbington@beckgreener.com

Patentamt
European . . .
0) Patent Office Letter accompanying subsequently filed items

80298 Munich
Germany
Tel. +49(0)89 2399-0 | Fax -4465

P.O. Box 5818

NL-2280 HV Rijswijk

Netherlands

Tel. +31(0)70 340-2040 | Fax -3016

10958 Berlin
Germany
Tel. +49(0)30 25901-0 | Fax -840

The document(s) listed below is (are) subsequently filed documents pertaining to the following application:

Application number

Applicant's or representative's reference

13167436.8

NB/P10717EP-1

Description of document

Original file name

Assigned file name

1 |Documents concerning the inventorship P10717EP-1_EPO 1-10-13.pdf INVT-1.pdf
Signatures
Place: London
Date: 01 October 2013
Signed by: , Nick Bebbington 13019
Capacity: (Representative)

NB/P10717EP-1
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John Raynor Associates

BeckGreener Petor S Debornsen

lan Bartlett

C. Rowland Buehrlen Susan Davey

Avi Freeman Dunean J. Morgan
Ben Muir Robert C: McDougall
John B Hull

James A. Stones Consultant

Anna L. Hatt Jacqgueline Needle

Nick P, Bebbington

European Patent Office
P.B. 5818

Patentlaan 2

2280 HV Rijswijk (ZH)
The Netherlands

Your Ref: 1245
Our Ref: NB/JV/P10717EP-1
Date: 1 October 2013

By electronic submission

Dear Sirs

European Patent Application No. 13167436.8
Divided from European Patent Application No. 06755686.0
Prevx Limited

We refer to the official communication dated 9 August 2013 regarding the address of inventor
Markus Hartwig.

Please be advised that the inventor's new address is:

101 Avon Way
Derby

DEG65 5AE
United Kingdom

Yours faithfully

Nicholas P. Bebbington
Authorised European Patent Attorney

Chartered & European Patent Attorneys | Trade Mark Attorneys | IP Litigators
Futwood House, 12 Fulwood Placé, London WCTVY BHR- Tel: +44 20 76893 5600 Fax: +44 20 7603 5601
mail@beckgreenar.com www.beckgreenercom Regulated by IPREG
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European Patent Office

Patentamt Postbus 5818

aronen 2280 HV RIJSWIJK

Patent Office '|NE|TH:I351R(IE)/)\7I\$DSS40 2040
if ropéen el. + -

Ges brevers Fax +31 (0)70 340-3016

this communication:

Bebbington, Nicholas Paul Tel.:+31 (0)70 340 45 00
Beck Greener

Fulwood House

12 Fulwood Place

London WC1V 6HR

ROYAUME UNI

Date
30.08.13

Reference Application No./Patent No.

NPB/P10717EP-1 13167436.8 - 1957 / 2629232

Applicant/Proprietor
Prevx Limited

Communication

The extended European search report is enclosed.

The extended European search report includes, pursuant to Rule 62 EPC, the European search report
(R. 61 EPC) or the partial European search report/ declaration of no search (R. 63 EPC) and the
European search opinion.

Copies of documents cited in the European search report are attached.

M 0 additional set(s) of copies of such documents is (are) enclosed as well.

The following have been approved:

M  Abstract M Title
[0 The Abstract was modified and the definitive text is attached to this communication.

The following figure(s) will be published together with the abstract: 1

Refund of search fee

If applicable under Article 9 Rules relating to fees, a separate communication from the Receiving Section
on the refund of the search fee will be sent later.

Should you wish to further prosecute this application in the examination phase, your attention is drawn to
the provisions of Rule 70a EPC. An invitation to respond to the extended European search report will be
issued once the date of publication of the European search report has been mentioned in the European
Patent Bulletin (R. 69(1), R. 70(2) EPC).

) %0\\38 Pater;{a/”l
N

A .
& <
% °
©
. w©
2 El
v
3 2
:a @
% $
©
¢ N

®,

S 2>
%.ng 210

EPO Form 1507N  06.12

IPR2023-01050
CrowdStrike EX1003 Page 167




Datum Blatt Anmelde-Nr:
Date cf Form 1507 Sheet 1 ApplicationNo: 13 167 436.8

Date Feuille Demande n*:

The examination is being carried out on the following application documents

Description, Pages

1-43 as originally filed

Claims, Numbers

1-7 as originally filed

Drawings, Sheets

1/3-3/3 as originally filed

Reference is made to the following document; the numbering will be adhered to in the
rest of the procedure.

D1 US 2003/131256 A1 (ACKROYD ROBERT JOHN [GB]) 10 July 2003
(2003-07-10)

1.0. The application does not meet the requirements of Article 83 EPC, because the
invention is not disclosed in a manner sufficiently clear and complete for it to be
carried out by a person skilled in the art, for the following reason:

The last feature of claims 1 and 4, namely, the step of "identifying any malware
processes that were not identified by said other remote computers having that
particular combination of security products” is defined in terms of results to be
achieved. It is not evident for a skilled person how to implement this step, and the
documents of the application as filed do not indicate any way of doing it.

The claimed invention is described at page 28, line 28 to page 30, line 28. The
description recites, page 30, lines 4-8, "if for example the database knows that a
computer in the past has version A of anti-virus product B ..., but that a particular
malware process P was not detected by this combination”, and, further on, lines
23-24, "the database ... is searched for events for processes marked as "bad" that
occurred on computers with that particular mix of security products and that were not
locally detected", which amounts to the statement of the same result to be achieved.

Since the application does not indicate any way which would enable a skilled person
to implement this step without inventive effort, it is considered that it does not fulfill
the requirements of Art.83 EPC.

EPO Form 1703 01.81TRI
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Datum Blatt Anmelde-Nr:
Date cf Form 1507 Sheet 2 ApplicationNo: 13 167 436.8

Date Feuille Demande n*:

2.0. The application does not meet the requirements of Article 84 EPC, because
claims 1 and 4 are not clear, as follows:

2.1. The terms "security products”, "selected security products" and "similar
information" used in claims 1 and 4 are not clear. A skilled person does not have
means to distinguish if a certain product, or a certain information, falls under the
claimed scope.

2.2. It is not clear to what refers "that particular combination” in the last feature of
claims 1 an 4.

2.3. Claims 1 and 4 appear to be missing essential technical features. The claim does
not define how, and if at all, the remote computers are identifying malware processes.
Therefore, it is not clear how the information about malware processes not identified
by such computers (even if this information could be provided, see par.1.0. here
above), could contribute to solution of the problem of determining the protection from
malware on one remote computer.

3.0. Due to issues regarding Art. 83 and 84 EPC, the claims cannot be assessed for
novelty/inventive step. However, it is noted that document D1 appears to be very
relevant for the present invention, since it discloses a system for monitoring and
enforcing security settings on the computers within a computer network, using
information about malware scanning products and malware detection on the client
computers, the information being received and analyzed on the central server, see in
particular par.[24] to par.[30] of D1.

3.1. In addition, it is noted that claims are not compliant with requirements of Rules 43
(1) and (7) EPC.

EPO Form 1703 01.81TRI
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Européisches

Patentamt

European L

patent office EUROPEAN SEARCH REPORT Application Number
des bnzvetsp EP 13 ].6 7436

[y

EPO FORM 1503 03.82 (P04C01)

DOCUMENTS CONSIDERED TO BE RELEVANT

Category Citation of gfotr:eulrenve::tv;i;hssinagi::tion, where appropriate, Eeciﬁ;/i;nt gllgéf%il_ﬁéﬂo(l}lp%l; THE
A US 20037131256 Al (ACKROYD ROBERT JOHN 1-7 INV.

[GB]) 10 July 2003 (2003-07-10) GO6F21/56

* page 2, paragraph 24 - paragraph 30 * GO6F21/57

TECHNICAL FIELDS
SEARCHED (IPC)

GOG6F
HO4L
The present search report has been drawn up for all claims
Place of search Date of completion of the search Examiner
The Hague 25 July 2013 Arbutina, Ljiljana
CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention

E
X : particularly relevant if taken alone
Y : particularly relevant if combined with another D : document cited in the application
document of the same category L
A : technological background

O : non-written disclosure & : member of the same patent family, corresponding
P : intermediate document document

: earlier patent document, but published on, or
after the filing date

: document cited for other reasons
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EPO FORM P0459

ANNEX TO THE EUROPEAN SEARCH REPORT

ON EUROPEAN PATENT APPLICATION NO.

EP 13 16 7436

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

25-07-2013
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2003131256 Al 10-07-2003  NONE

For more details about this annex : see Official Journal of the European Patent Office, No. 12/82
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Europiisches European Patent Office

Patentamt Postbus 5818

European 2280 HV RIJSWIJK
Patent Office NETHERLANDS

Office européen Tel. +31 (0)70 340-2040
des brevets Fax +31 (0)70 340-3016
A R AR

this communication:
Bebbington, Nicholas Paul Tel.:+31 (0)70 340 45 00
Beck Greener
Fulwood House
12 Fulwood Place
London WC1V 6HR
ROYAUME UNI
Date
09.08.13
Reference Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1957 / 2629232

Applicant/Proprietor
Prevx Limited

Communication pursuant to Rule 19(1) EPC

The communication issued pursuant to Rule 19(3) EPC, sent to the inventor designated below, has been
returned by the postal services.
You are requested to indicate the correct address of the inventor (R. 19(1) EPC).

Inventor : Hartwig, Markus
Exchange House 494 Midsummer Boulevard
GB / Milton Keynes, Buckinghamshire MK9 2EA

Receiving Section
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Europdisches
Patentamt
European
Patent Office

Offlce européen
des brevets

European Patent Office
Postbus 5818

2280 HV RIJSWIJK
NETHERLANDS

Tel. +31 $0;70 340-2040
Fax +31 (0)70 340-3016

Hartwig, Markus
Exchange House
494 Midsummer Boulevard
Milton Keynes, Buckinghamshire MK9 2EA
ROYAUME UNI

this communication:
Tel.:+31 (0)70 340 45 00

Date
05.07.13

Reference

Application No./Patent No.
13167436.8 - 1957

Applicant/Proprietor
Prevx Limited

90, .
%ng 3910

DATE OF FILING
PRIORITY

TITLE

DESIGNATED STATES

Designation as inventor - communication under Rule 19(3) EPC

You have been designated as inventor in the above-mentioned European patent application. Below you
will find the data contained in the designation of inventor and further data mentioned in Rule 143(1) EPC:

:30.06.06

: GB/30.06.05/ GBA 0513375

: Methods and apparatus for dealing with malware

: AT BE BG CH CY CZ DE DK EE ES FI FR GB GR
HU IE IS IT LILT LU LV MC NL PL PT RO SE SI SK
TR

INVENTOR (PUBLISHED = 1, NOT PUBLISHED = 0):

1/Morris, Melvyn/Redmire Gap Intake Lane/Turnditch, Derbyshire DE56 2LU/GB
1/Stubbs, Paul/7 Rookery Road/Wyboston, Bedfordshire MK44 3AX/GB
1/Hartwig, Markus/Exchange House 494 Midsummer Boulevard/Milton Keynes,
Buckinghamshire MK9 2EA/GB

1/Harter, Darren/178 Barnwood Road, Hucclecote/Gloucester, Gloucestershire GL4 3JZ/GB

DECLARATION UNDER ARTICLE 81 EPC:
The applicant(s) has (have) acquired the right to the European patent as employer(s).

Receiving Section
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Europiisches
Patentamt

European
Patent Office

Office européen

des brevets

Application No.: 13167436.8

The search has started on 25.07.13 (see Notice from the European Patent Office dated 03/2013, OJ EPO

2013, 153).

Receiving Section

EPO Form 1704 06.13
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Europiisches European Patent Office

Patentamt Postbus 5818

European 2280 HV RIJSWIJK

Patent Office '|’\"E|TH3E1R(IE)/)\7I\$D3S4 0-2040
i ropéen el. + B

Ges brevers Fax +31 (0)70 340-3016

Bebbington, Nicholas Paul
Beck Greener

Fulwood House

12 Fulwood Place

London WC1V 6HR

this communication:

Tel.:+31 (0)70 340 45 00

ROYAUME UNI
Date
24.07.13
Reference Application No./Patent No.
NPB/P10717EP-1 13167436.8 - 1957 / 2629232

Applicant/Proprietor
Prevx Limited

Notification of European publication humber and information on the application of
Article 67(3) EPC

You are hereby informed that the technical preparations for the publication of the above-mentioned
European patent application have been completed.

The application will be published on 21.08.13 without the European search report.
The publication number is: 2629232.

The publication will be mentioned in European Patent Bulletin number 2013/34.
(http://bulletin.european-patent-office.org).

The provisional protection under Article 67(1) and (2) EPC in the individual contracting states becomes
effective only when the conditions referred to in Article 67(3) EPC have been fulfilled. For further
information, also with respect to extension states, please refer to the EPO brochure "National Law relating
to the EPC" (http://www.epo.org/patents/law/legal-texts/national-law-epc.html).

The title of the invention in the three official languages of the European Patent Office is worded as follows:

Verfahren und Vorrichtung zum Behandeln von Malware
Methods and apparatus for dealing with malware
Procédés et appareil de gestion de logiciels malveillants

In all future communications to the EPO, please quote the application nhumber as indicated above, i.e.
including the final four figures (which identify the Directorate responsible for the subsequent procedure).

Remark

The publication can be downloaded, free of charge, from the EPO publication server
https://data.epo.org/publication-server/ or can be ordered from the Vienna sub-office upon payment of
a fee (see Decision of the President of the EPO dated 12 July 2007 concerning the form of publication of
European patent applications, European search reports and European patent specifications, Special
edition No. 3, OJ EPO 2007, 97).
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ABSTRACT

METHODS AND APPARATUS FOR DEALING WITH MALWARE

In one aspect, a method of classifying a computer object as malware
includes receiving at a base computer data about a computer object from each
of plural remote computers on which the object or similar objects are stored. The
data about the computer object received from the plural computers is compared
in the base computer. The computer object is classified as malware on the basis
of said comparison. In one embodiment, the data about the computer object
includes one or more of : executable instructions contained within or constituted
by the object; the size of the object; the name of the object; the logical storage
location or path of the object on the respective remote computers; the vendor of
the object; the software product and version associated with the object; and,
events initiated by or involving the object when the object is created, configured

or runs on the respective remote computers.
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CLAIMS

1. A method of determining the protection that a remote computer has from
malware, the method comprising:

receiving at a base computer details of all or selected security products
operating at a point in time on said remote computer;

receiving similar information from other remote computers connected to
the base computer; and,

identifying any malware processes that were not identified by said other

remote computers having that particular combination of security products.

2. A method according to claim 1, further comprising providing information to
the user of said remote computer that said remote computer may be susceptible
to attack by said malware processes on the basis of said identifying.

3. A method according to claim 1 or claim 2, wherein the details of all or
selected security products includes the name of the security products, versions,

and loaded signature files.

4, Apparatus for determining the protection that a remote computer has from
malware, the apparatus comprising:

a base computer constructed and arranged to receive computer details of
all or selected security products operating at a point in time on said remote
computer;

the base computer being constructed and arranged to receive similar
information from other remote computers connected to the base computer; and,

the base computer being constructed and arranged to identify any
malware processes that were not identified by said other remote computers

having that particular combination of security products.

5. Apparatus according to claim 4, wherein the base computer is constructed

and arranged to provide information to the user of said remote computer that
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said remote computer may be susceptible to attack by said malware processes

on the basis of said identifying.

6. Apparatus according to claim 4 or claim 5, wherein the details of all or
selected security products includes the name of the security products, versions,
and loaded signature files.

7. A computer program comprising program instructions for causing a

computer to perform the method of any of claims 1 to 3.
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METHODS AND APPARATUS
FOR DEALING WITH MALWARE

The present invention relates generally to methods and apparatus for
dealing with malware. In one aspect, the present invention relates to a method
and apparatus for classifying a computer object as malware. In another aspect,
the present invention relates to a method and apparatus for determining the
protection that a remote computer has from malware. In another aspect, the
present invention relates to a method and apparatus for classifying a computer
object as malware or as safe. In another aspect, the present invention relates to

a method of installing software on a computer.

The term "malware" is used herein to refer generally to any executable
computer file or, more generally "object", that is or contains malicious code, and

thus includes viruses, Trojans, worms, spyware, adware, etc. and the like.

A typical anti- malware product, such as anti-virus scanning software,
scans objects or the results of an algorithm applied to the object or part thereof
to look for signatures in the object that are known to be indicative of the
presence of a virus. Generally, the method of dealing with malware is that when
new types of malware are released, for example via the Internet, these are
eventually detected. Once new items of malware have been detected, then the
service providers in the field generate signatures that attempt to deal with these
and these signatures are then released as updates to their anti-malware
programs. Heuristic methods have also been employed.

These systems work well for protecting against known malicious objects.
However, since they rely on signature files being generated and/or updated,
there is inevitably a delay between a new piece of malware coming into
existence or being released and the signatures for combating that malware being
generated or updated and supplied to users. Thus, users are at risk from new

malware for a certain period of time which might be up to a week or even more.
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Moreover, in order to try to defeat anti-virus products, the malware writers use
obfuscation technigues in order to attempt to hide the signature or signature
base data of the virus code from detection. Typically, the obfuscation involves

encrypting or packing the viral code.

WO-A-2004/097602 describes a system that analyses computer files
received or generated by a local computer and compares these with a database
of known files to determine whether a particular file is known and if so whether it
has been known about long enough that it can be regarded as "safe". However,
in practice, on its own this is not likely to provide for adequate protection
because, for example, the active payload of a virus or Trojan may only be
programmed to activate at a particular date, or upon receiving a message or
instruction from a local or remote system or process, or on the occurrence of a
particular event that may be many months or even years after the process has
been first run or is released. Thus, just looking at the age of a file is an

unsatisfactory way of determining whether it is properly safe and will remain so.

In the system of US-A-2004/0083408, a worm in a file is detected by

examining connection attempts made by the specific file running on a computer.

US-A-6944772, US-A-6772346, EP-A-1549012 and EP-A-1280040 all
disclose "community-based" anti-malware systems in which a plurality of "local"
computers all connect via a network (which may be a LAN or the Internet, for
example) to a central computer. On encountering a file that is not already known
to them, the local computers send a request to the central computer for
authorisation to run the file. If the file is recognised at the central computer, then
the central computer can send permission for the local computer to run the file if
the file is known to be safe or send a "deny" command if the file is known to be
malicious. However, in each of these prior art proposals, if the file is not known
at the central computer, then the whole file is sent to the central computer where
it can be analysed to determine whether it should be regarded as safe or
malware. Such analysis is typically carried out manually or "semi-manually" by
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subjecting the file to detailed analysis, for example by emulation or interpretation,
which can still take days given the human involvement that is typically required.
There is therefore still a considerable period of time before a new file is classified
as safe or as malware. In the case of these prior art systems, the request for
authorisation to run the file that is sent by a local computer to the central
computer may comprise sending a checksum or "signature" or "key" that

uniquely represents the file.

A similar community-based anti-malware system is disclosed in
WO-A-02/33525. In this system, in the case that a local computer is seeking
clearance to run a file that is not known by the central computer to be safe or
malware, some limited audit information about the prevalence of the file on other
local computers can be sent to a human system administrator associated with
the local computer that is seeking permission to run the file. The human system
administrator can therefore make a better informed though still "manual” decision

as to whether or not the file is safe to run.

In the system of US-A-2004/0073810, a metafile containing data about an
attachment or other transmitted file is sent to a central computer. The data
about that file is analysed to determine a likelihood of the transmitted file being
malware. A specific example given is that if the transmitted file has been
transmitted via at least a certain number of servers, then it should be treated as

malware.

In the systems disclosed in US-A-2005/0021994 and
US-A-2004/0153644, pre-approved files, which may be certified as safe by for
example the software vendor associated with the files, may be permitted always
to run without further checking. In one embodiment of the system of
US-A-2004/0153644, monitoring is carried out to decide that a file is malicious if
an abnormally high number of requests by that file is received at a central

authority from plural local computers in a time period or if an abnormally high
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number of requests by that file on a single computer is received from the single

local computer in a time period.

In the system of US-A-2004/0006704, a comparison is made between
installed versions of software on a computer with a database of software
versions and their known vulnerabilities. A user of the computer can therefore
be informed of specific risks and how to minimise those risks by updating

existing or installing new software.

In the system of WO-A-03/021402, a central database holds a virtual
image of all files stored on each of plural local computers. If a threat in one local
computer is identified, other local computers with a similar configuration can be
notified of the risk.

Thus, the prior art systems either rely on deep analysis of a new object in
order to determine whether or not the object is malicious, which introduces delay
and therefore risk to users during the period that the file is analysed and new
anti-malware signatures distributed, or limited analysis of the operation of the
particular object or its method of transmission to a computer is carried out to
decide a likelihood of the object being malicious.

According to a first aspect of the present invention, there is provided a
method of classifying a computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of
plural remote computers on which the object or similar objects are stored;

comparing in the base computer the data about the computer object
received from the plural computers; and,

classifying the computer object as malware on the basis of said

comparison.

Compared to the prior art that relies solely on signature matching, this
aspect allows a comparison to be made between the objects and/or their effects
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on the different remote computers to determine whether or not a particular object
should be classed as good or as malware. Sophisticated pattern analysis can be
carried out. This allows a rapid determination of the nature of the object to be
made, without requiring detailed analysis of the object itself as such to determine
whether it malware and also avoids the need to generate new signatures to be

used for signature matching as in the conventional prior art anti-virus software.

In a preferred embodiment, the data about the computer object that is
sent from the plural remote computers to the base computer and that is used in
the comparison includes one or more of: executable instructions contained
within or constituted by the object; the size of the object; the current name of the
object; the physical and folder location of the object on disk; the original name of
the object; the creation and modification dates of the object; vendor, product and
version and any other information stored within the object; the object header or
header held by the remote computer; and, events initiated by or involving the
object when the object is created, configured or runs on the respective remote

computers.

Preferably, the comparing identifies relationships between the object and
other objects. In an example, this can be used immediately and automatically to
mark a child object as bad (or good) if the or a parent or other related object is
bad (or good). Thus, if at least one other object to which said object is related is
classed as malware, then the method may comprise classifying said object as
malware. Said other objects include the object or similar objects stored on at
least some of the remote computers. Said other objects may include other
objects that are parent objects or child objects or otherwise process-related

objects to said object.

In a most preferred embodiment, the data is sent in the form of key that is
obtained by a hashing process carried out in respect of the objects on the
respective remote computers. A major advantage of using such a key is that it

keeps down the volume of data that needs to be transmitted to the base
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computer. Given that there may be thousands or even millions of connected
remote computers and further given that each may send details about very many
objects, this can be an important advantage.

The key preferably has at least one component that represents
executable instructions contained within or constituted by the object. This
important preferred feature allows a comparison to be made at the base
computer of only the executable instructions of the object. This means for
example that differently named objects that basically have the same executable
instructions, which is often an indicator that the objects are malware, can
nevertheless be regarded as the "same" object for this purpose. As another
example, a new version of a program may be released which has minor changes
compared to a previous version already known to the base computer and which
in substance, at least in respect of the executable instructions, can be regarded
as being the same as the previous version. In that case, the minor differences
can be ignored and the objects regarded as being the same. Not only is this
useful in distinguishing between malware and for example revised versions of
previous software, it also keeps down the data transmission and storage
requirements because the base computer can inform the remote computers that
an apparently new object is for this purpose the same as a previously known
object, thus avoiding having the remote computers send full details about the

object or the object itself to the base computer.

The key preferably has at least one component that represents data about
said object. Said data about said object may include at least one of: the current
name of the object; the physical and folder location of the object on disk; the
original name of the object; the creation and modification dates of the object;
vendor, product and version and any other information stored within the object;
the object header or header held by the remote computer; and, events initiated
by or involving the object when the object is created, configured or runs on the

respective remote computers.
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The key preferably has at least one component that represents the
physical size of the object.

Where more than one of these components are present in the key, the

plural components are preferably severable.

The method may comprise initially classifying an object as not malware,
generating a mask for said object that defines acceptable behaviour for the
object, and comprising monitoring operation of the object on at least one of the
remote computers and reclassifying the object as malware if the actual
monitored behaviour extends beyond that permitted by the mask. This provides
an efficient and effective way of monitoring the behaviour of an object that has
been classified or regarded as good and allows the object to be reclassified
quickly as malware if the behaviour of the object warrants it.

According to a second aspect of the present invention, there is provided
apparatus for classifying a computer object as malware, the apparatus
comprising:

a base computer constructed and arranged to receive data about a
computer object from each of plural remote computers on which the object or
similar objects are stored;

the base computer being constructed and arranged to compare the data
about the computer object received from said plural computers; and,

the base computer being constructed and arranged to classify the
computer object as malware on the basis of said comparison.

According to a third aspect of the present invention, there is provided a
method of providing data about a computer object from a remote computer to a
base computer so that a comparison can be made at the base computer with
similar data received from other remote computers, the method comprising:

providing from a remote computer to a base computer data about a

computer object that is stored on the remote computer;
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the data including one or more of: executable instructions contained
within or constituted by the object; the size of the object; the current name of the
object; the physical and folder location of the object on disk; the original name of
the object; the creation and modification dates of the object; vendor, product and
version and any other information stored within the object; the object header or
header held by the remote computer; and, events initiated by or involving the
object when the object is created, configured or runs on the respective remote
computers;

the data being sent in the form of key that is obtained by a hashing

process carried out in respect of the object on the remote computer.

This method, which may be carried out by so-called agent software
running on the remote computer, allows for efficient sending of data to the base
computer, which minimises data transmission and storage requirements and

also permits rapid analysis to be made at the base computer.

The key preferably has at least one component that represents

executable instructions contained within or constituted by the object.

The key preferably has at least one component that represents data about
said object. Said data about said object may include at least one of: the current
name of the object; the physical and folder location of the object on disk; the
original name of the object; the creation and modification dates of the object;
vendor, product and version and any other information stored within the object;
the object header or header held by the remote computer; and, events initiated
by or involving the object when the object is created, configured or runs on the

respective remote computers.

The key preferably has at least one component that represents the

physical size of the object.
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According to a fourth aspect of the present invention, there is provided a
method of determining the protection that a remote computer has from malware,
the method comprising:

receiving at a base computer details of all or selected security products
operating at a point in time on said remote computer;

receiving similar information from other remote computers connected to
the base computer; and,

identifying any malware processes that were not identified by said other
remote computers having that particular combination of security products.

In this way, the base computer can be used to obtain information as to
whether for example a particular, specific combination of operating system and
various security products, including settings and signature files existing at a point
in time, renders a particular computer having those products and settings
susceptible or vulnerable to any particular malware object. The user can be
advised accordingly and for example provided with recommendations for
remedying the situation.

The method may therefore comprise providing information to the user of
said remote computer that said remote computer may be susceptible to attack by

said malware processes on the basis of said identifying.

The details of all or selected security products preferably includes the

name of the security products, versions, and loaded signature files.

According to a fifth aspect of the present invention, there is provided
apparatus for determining the protection that a remote computer has from
malware, the apparatus comprising:

a base computer constructed and arranged to receive computer details of
all or selected security products operating at a point in time on said remote

compulter;

IPR2023-01050
CrowdStrike EX1003 Page 192



10

15

20

25

30

-10-

the base computer being constructed and arranged to receive similar
information from other remote computers connected to the base computer; and,

the base computer being constructed and arranged to identify any
malware processes that were not identified by said other remote computers

having that particular combination of security products.

According to a sixth aspect of the present invention, there is provided a
method of classifying a computer object as malware or as safe, wherein said
computer object is a descendant or otherwise related object of a first computer
object, the method comprising:

classifying a first computer object as malware or as safe;

identifying in a key relating to said first computer object a component that
uniquely identifies the first computer object and that is inherited or otherwise
present in the key of a descendant or other related computer object of the first
computer object; and,

classifying said computer object as malware or as safe as the case may
be on the basis of the unique identifier component being present in the key of

said computer object.

This aspect uses the concept of ancestry to enable objects to be marked
as malware. For example, any particular process may spawn child processes
which are therefore related. The key relating to the first object may be inspected
to identify a component that uniquely identifies the first object and that is
inherited or otherwise present in the key of a descendant or other related object
of the first object.

The method may comprise monitoring activities of said first computer
object and reclassifying the first computer object as malware in the case that it
was initially classified as safe and subsequently determined to be malware, the
method further comprising automatically classifying as malware any computer
object that has a key in which said unique identifier component is present.
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According to a seventh aspect of the present invention, there is provided

apparatus for classifying a computer object as malware or as safe,
wherein said computer object is a descendant or otherwise related object of a
first computer object, the apparatus comprising:

a computer constructed and arranged to classify a first computer object as
malware or as safe;

the computer being constructed and arranged to identify in a key relating
to said first computer object a component that uniquely identifies the first
computer object and that is inherited or otherwise present in the key of a
descendant or other related computer object of the first computer object; and,

the computer being constructed and arranged to classify said computer
object as malware or as safe as the case may be on the basis of the unique
identifier component being present in the key of said computer object.

According to an eighth aspect of the present invention, there is provided a
method of installing software on a computer, the method comprising:

on initiation of installation of software on a computer, providing a
computer-generated prompt on the computer to a user to ascertain whether the
user authorises the installation; and,

ceasing the installation if a user authorisation is not received, else:

receiving at the computer the user’s authorisation to proceed with the
installation;

proceeding with the installation;

obtaining data about computer objects that are created or used during the
installation;

storing said data at the local computer.

This provides for security when a user is installing new software and is not
for example connected to a base computer having a community database of the
type mentioned above. In that case, the method, which may be implemented in

agent software running on the local computer, allows the user to permit the
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installation to proceed whilst at the same time gathering data about the objects
(such as processes, new files, etc.) that are created during the installation.

Preferably, the locally stored data is referred to during the installation to
ensure that all objects created or used during the installation are part of the
installation process, and, if it is found that objects created or used during the
installation are not part of the installation process, either or both of: (i) ceasing
the installation and (ii) providing a computer-generated prompt on the computer
to the user accordingly. This allows the method to ensure that only those objects
that are required for the installation are permitted to be created or used and thus
avoids unwittingly allowing malware to install (given that malware often creates

objects that are not expected as part of a normal installation of new software).

In a preferred embodiment, the method comprises connecting the
computer to a community database that is connectable to a plurality of
computers, and uploading the stored data to the community database for
comparison with similar data provided by other computers.

The method may comprise downloading data about trusted installers to
the computer, said data about trusted installers being referred to during the
installation such that any objects relating to or created by the trusted installer are
automatically authorised to proceed. This facilitates installation of software that

is known a priori to be trustworthy.

Said data about trusted installers may be referred to only for a
predetermined time period following receipt at the computer of the user’s

authorisation to proceed with the installation.

The present invention also includes computer programs comprising
program instructions for causing a computer to perform any of the methods
described above.
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Although the embodiments of the invention described with reference to
the drawings comprise computer processes performed in computer apparatus
and computer apparatus itself, the invention also extends to computer programs,
particularly computer programs on or in a carrier, adapted for putting the
invention into practice. The program may be in the form of source code, object
code, a code intermediate source and object code such as in partially compiled
form, or in any other form suitable for use in the implementation of the processes
according to the invention. The carrier be any entity or device capable of
carrying the program. For example, the carrier may comprise a storage medium,
such as a ROM, for example a CD ROM or a semiconductor ROM, or a
magnetic recording medium, for example a floppy disk or hard disk. Further, the
carrier may be a transmissible carrier such as an electrical or optical signal

which may be conveyed via electrical or optical cable or by radio or other means.

Embodiments of the present invention will now be described by way of

example with reference to the accompanying drawings, in which:

Figure 1 shows schematically apparatus in which an embodiment of the

present invention may be implemented;

Figure 2 is a flowchart showing schematically the operation of an example

of a method according to an embodiment of the present invention;

Figure 3 is a flowchart showing schematically the operation of another
example of a method according to an embodiment of the present invention; and,

Figure 4 is a flowchart showing schematically an information obtaining
stage.

Referring to Figure 1, a computer network is generally shown as being
based around a distributed network such as the Internet 1. The present

invention may however be implemented across or use other types of network,
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such as a LAN. Plural local or "remote" computers 2 are connected via the
Internet 1 to a "central” or "base" computer 3. The computers 2 may each be
variously a personal computer, a server of any type, a PDA, mobile phone, an
interactive television, or any other device capable of loading and operating
computer objects. An object in this sense may be a computer file, part of a file or
a sub-program, macro, web page or any other piece of code to be operated by or
on the computer, or any other event whether executed, emulated, simulated or
interpreted. An object 4 is shown schematically in the figure and may for
example be downloaded to a remote computer 2 via the Internet 1 as shown by

lines 5 or applied directly as shown by line 6.

In one preferred embodiment, the base computer 3 holds a database 7
with which the remote computers 2 can interact when the remote computers 2
run an object 4 to determine whether the object 4 is safe or unsafe. The
community database 7 is populated, over time, with information relating to each
object run on all of the connected remote computers 2. As will be discussed
further below, data representative of each object 4 preferably takes the form of a
so-called signature or key relating to the object and its effects. As will also be
discussed further below, the database 7 may further include a mask for the
object 4 that sets out the parameters of the object’s performance and operation.

Referring now to Figure 2, at the start point 21, a computer object 4 such
as a process is run at a remote computer 2. At step 22, by operation of local
"agent" software running on the remote computer 2, the operation of the process
is hooked so that the agent software can search a local database stored at the
remote computer 2 to search for a signature or key representing that particular
process, its related objects and/or the event. If the local signature is present, it
will indicate either that the process is considered to be safe or will indicate that
that process is considered unsafe. An unsafe process might be one that has
been found to be malware or to have unforeseen or known unsafe or malevolent
results arising from its running. If the signature indicates that the process is

safe, then that process or event is allowed by the local agent software on the
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remote computer 2 to run at step 23. If the signature indicates that the process
is not safe, then the process or event is stopped at step 24.

It will be understood that there may be more than two states than "safe" or
"not-safe" and choices may be given to the user. For example, if an object is
considered locally to be not safe, the user may be presented with an option to
allow the related process to run nevertheless. It is also possible for different
states to be presented to each remote computer 2. The state can be varied by
the central system to take account of the location, status or ownership of the

remote computer or timeframe.

If the object is unknown locally, then details of the object are passed over
the Internet 1 or other network to the base computer 3 for storing in the
community database 7 and preferably for further analysis at the base computer
3. In that case, the community database 7 is then searched at step 25 for a
signature for that object that has already been stored in the community database
7. The community database 7 is supplied with signatures representative of
objects, such as programs or processes, run by each monitored remote
computer 2. In a typical implementation in the field, there may be several
thousands or even millions of remote computers 2 connected or connectable to
the base computer 3 and so any objects that are newly released upon the
Internet 1 or that otherwise are found on any of these remote computers 2 will
soon be found and signatures created and sent to the base computer 3 by the

respective remote computers 2.

When the community database 7 is searched for the signature of the
object that was not previously known at the remote computer 2 concerned, then
if the signature is found and indicates that that object is safe, then a copy of the
signature or at least a message that the object is safe is sent to the local
database of the remote computer 2 concerned at step 26 to populate the local
database. In this way, the remote computer 2 has this information immediately
to hand the next time the object 4 is encountered. A separate message is also
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passed back to the remote computer 2 to allow the object to run in the current

instance.

If the signature is found in the community database 7 and this indicates
for some reason that the object is unsafe, then again the signature is copied
back to the local database and marked "unsafe" at step 27, and/or a message is
sent to the remote computer 2 so that running of the object is stopped (or it is not

allowed to run) and/or the user given an informed choice whether to run it or not.

If after the entire community database 7 has been searched the object is
still unknown, then it is assumed that this is an entirely new object which has
never been seen before in the field. A signature is therefore created
representative of the object at step 28, or a signature sent by the remote
computer 2 is used for this purpose, and this signature is initially marked as bad
or unsafe community database 7 at step 29. The signature is copied to the local
database of the remote computer 2 that first ran the object at step 30. A
message may then be passed to the remote computer 2 to instruct the remote
computer 2 not to run the object or alternatively the user may be given informed
consent as to whether to allow the object to run or not. In addition, a copy of the
object itself may be requested at step 31 by the community database 7 from the

remote computer 2.

If the user at the remote computer 2 chooses to run a process that is
considered unsafe because it is too new, then that process may be monitored by
the remote computer 2 and/or community database 7 and, if no ill effect occurs
or is exhibited after a period of time of n days for example, it may then be
considered to be safe. Alternatively, the community database 7 may keep a log
of each instance of the process which is found by the many remote computers 2
forming part of the network and after a particular number of instances have been
recorded, possibly with another particular number of instances or the process

being allowed to run and running safely, the signature in the community

IPR2023-01050
CrowdStrike EX1003 Page 199



10

15

20

25

30

17-

database 7 may then be marked as safe rather than unsafe. Many other
variations of monitoring safety may be done within this concept.

The details of an object 4 that are passed to the base computer 3 are
preferably in the form of a signature or "key" that uniquely identifies the object 4.
This is mainly to keep down the data storage and transmission requirements.
This key may be formed by a hashing function operating on the object at the

remote computer 2.

The key in the preferred embodiment is specially arranged to have at
least three severable components, a first of said components representing
executable instructions contained within or constituted by the object, a second of
said components representing data about said object, and a third of said
components representing the physical size of the object. The data about the
object in the second component may be any or all of the other forms of identity
such as the file’s name, its physical and folder location on disk, its original file
name, its creation and modification dates, vendor, product and version and any
other information stored within the object, its file header or header held by the
remote computer 2 about it; and, events initiated by or involving the object when
the object is created, configured or runs on the respective remote computers. In
general, the information provided in the key may include at least one of these

elements or any two or more of these elements in any combination.

In one preferred embodiment, a check sum is created for all executable
files, such as (but not limited to) .exe and .dll files, which are of the type PE
(Portable Executable file as defined by Microsoft). Three types of checksums

are generated depending on the nature of the file:

Type 1: five different sections of the file are check summed. These
include the import table, a section at the beginning and a section at the end of
the code section, and a section at the beginning and a section at the end of the
entire file. This type applies to the vast majority of files that are analysed;
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Type 2: for old DOS or 16 bit executable files, the entire file is check

summed;

Type 3: for files over a certain predefined size, the file is sampled into
chunks which are then check summed. For files less than a certain predefined

size, the whole file is check summed.

For the check summing process, in principle any technique is possible.
The MD5 (Message-Digest algorithm 5) is a widely-used cryptographic hash
function that may be used for this purpose.

This allows a core checksum to be generated by viewing only the
executable elements of the checksum and making a comparison between two

executables that share common executable code.

For the type 1 checksum mentioned above, three signature processes
may be used. The first defines the entire file and will change with almost any
change to the file's content. The second attempts to define only the processing
instructions of the process which changes much less. The third utilises the file's
size, which massively reduces the potential of collisions for objects of differing
sizes. By tracking the occurrences of all signatures individually appearing with
different counterparts, it is possible to identify processes that have been
changed or have been created from a common point but that have been edited
to perform new, possibly malevolent functionality.

This "meta data" enables current and newly devised heuristics to be run
on the data in the community database 7.

The data stored in the community database 7 provides an extensive
corollary of an object’s creation, configuration, execution, behaviour, identities
and relationships to other objects that either act upon it or are acted upon by it.
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The preferred central heuristics use five distinct processes to establish if
an object is safe, unsafe or suspicious.

The first of the said processes utilises the singularity or plurality of names,
locations, vendor, product and version information captured and correlated from
all of the remote computers 2 that have seen the object. By considering the
plurality of this information for a single object, a score can be determined which
can be used as a measure of the authenticity and/or credibility of the object.
Most safe objects tend not to use a large plurality of identifying information or
locations. Rules can be established to consider this information in respect of the
type of object and its location. For example, temporary files often utilise a
plurality of system generated file names which may differ on each remote
computer for the same object. Where an object has little plurality, then it
provides a reference point to consider its behaviour in comparison to the known
behaviours of other objects that have previously used that identifying
information. For example, a new object that purports to be a version of
notepad.exe can have its behaviour compared with the behaviour of one or more
other objects that are also known as notepad.exe. This comparison may be
against a single other object or multiple other objects that use the same or even
similar identifying information. In this way, new patterns of behaviour can be
identified for the new object. Also it allows the preferred embodiment to police
an object’s behaviour over time to identify new behavioural patterns that may
cause an object that was previously considered safe to have its status
reconsidered. Alternatively, the score based on identities may be considered
along with scores for other objects or scores created by other processes on this

object to be considered in combinations.

The second of the said processes utilises an object’s relationship to other
objects that act upon it or upon which it acts. For example, analysis can be
made of which object created this object, which objects this object created,
which objects created a registry key to run or configure this object, which objects
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were configured by or had registry keys created by this object, etc. In this regard
an object is considered to have a relationship based on the event performed by it
upon another object, or upon it by another object. This simple 1-to-1 relationship
chain provides a complex series of correlation points, allowing ancestral
relationships to be considered for any object and its predecessors by event or its
issue (i.e. child and sub-child processes) by event. This allows a score to be
developed that describes its relationships and associations with known,
unknown, known safe or known bad objects or a combination thereof. Objects
that have specific relationships, volumes of relationships or mixes of
relationships to one type or another may be judged safe or unsafe accordingly.
Alternatively, the relationship-based score may be considered along with other
scores to arrive at a determination of safe or unsafe. This data can also be used
to deduce a number of factors about objects related directly or via other objects
and their behaviours. For example it is possible to deduce how one object’s
behaviour can be influenced or changed by its association or linkage to another.
Consider for example notepad.exe as supplied by Microsoft with the Windows
series of operating systems. It has a limited range of functionality and would not
be expected therefore to perform a wide variety of events, such as transmitting
data to another computer or running other programs etc. However, the
behaviour of notepad.exe could be modified by injecting new code into it, such
as via dynamic link library injection (DLL injection). In this case notepad.exe
would now have new capabilities derived by the code injection or linkage to
another object. Using the data that defines the relationships between objects it
is possible to deduce that the new behaviours of a program can be attributed to
the association with another object. If that new behaviour is malevolent, then it

is possible to mark either or all processes as unsafe as appropriate.

The combination of behaviours captured provide a basis to determine if
the object is safe or unsafe. Malware typically exhibit certain behaviour and
characteristics. For example, malware frequently has a need to self-persist.
This manifests itself in the need to automatically restart on system restarts or
upon certain events. Creating objects in specific locations to auto restart or
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trigger execution is a typical characteristic of malware. Replacing core objects of
the Windows system environment are another example of typical characteristics
of malware. By providing a pattern of behaviour, the determination of objects to
be unsafe or safe can be automated. The centralisation of the community data
in the community database 7 provides the ability to rapidly assimilate object
behaviours, allowing for the rapid identification and determination of malware.
Objects may also perform events upon themselves which can be considered in

deriving a score.

The third said process involves time and volumes. Relevant data includes
when the object was first seen, when it was last seen, how many times it has
been seen, how many times it has been seen in a given interval of time, and the
increase or decrease of acceleration in it being seen. This information is highly
relevant in determining the prevalence of an object in the community of remote
computers. A score is developed based on these metrics which can be used to
determine if an object is safe, unsafe or too prevalent to allow it to execute or
propagate without very thorough examination. In this case, the object can be
temporarily held or blocked from executing pending further information about its
behaviour or relationships. This score may also be used in combination with
scores from other processes. Time is also highly relevant in combination with
other information, including but not limited to behaviours and identities. For
example in the case of polymorphic or randomly named objects, time is a
powerful qualifier. (A polymorphic virus changes its encryption algorithm and the
corresponding encryption keys each time it replicates from one computer to
another and so can be difficult to detect by conventional measures.) A program
that creates other programs can often be considered normal or abnormal based

on its activity over time.

The fourth said process considers the behaviour of an object. This allows
a score to be developed based on the types of events performed by an object or
events performed on it by itself or other objects. The centralised system of the

community database 7 allows for an unlimited number of event types and can
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consider the object performing the event or the object having the event
performed upon it, or both. Some event types also relate to external information
other than objects, for example a program performing an event to connect with
an Internet Chat Relay site, or a program modifying a non-executable file such
as the Windows hosts file. The behavioural events of an object, be they as
"actor” (i.e. the object doing something to another object) or as "victim" (i.e. the
object has something done to it by another object) of any event can be
considered in many ways, such as in combination, in sequence, in volume, in
presence or absence, or in any combination thereof. The behavioural events in
the preferred embodiment may have been provided by a remote computer 2 or
from other external sources. The process can consider these in isolation or in
combination. Furthermore it is a feature of the preferred embodiment that the
behavioural events can be considered in combination with the status of other
objects upon which the object acts or that act upon the object. For example,
creating a program may have a different score if the program being created is
safe, unsafe, new, unknown or suspicious. Similarly, a program that is created
by a known bad program will likely have a different score attributed to its creation

event depending on the status of the object creating it.

The fifth process considers the behaviour of a web page or script. In this
respect, the web page and url combination is assigned a unique identity which
allows its behaviour to be tracked as if it were an object like any other executable
file. In this example, the web page may perform events that would normally be
seen as events performed by the web browser (e.g. IExplore.exe or Firefox.exe).
The preferred embodiment substitutes the identifying details and signatures of
the web browser for the "pseudo” object identity associated with the web page
being displayed or executing within the browser. In this respect, the status of the
web page and/or web site to which it relates may be determined as safe, unsafe,
unknown or suspicious in the same way as any other object. The web page’s
"pseudo” object identity also allows the preferred embodiment to block, interject
or limit the functionality of that web page or web site to prevent some or all of its
potentially unsafe behaviour or to provide the remote user with qualifying
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information to guide them about the safety of the web site, web page or their

content.

Amongst other types, the types of meta data captured might be:

"Events": these define the actions or behaviours of an object acting upon
another object or some other entity. The event has three principal components:
the key of the object performing the act (the "Actor"), the act being performed
(the "Event Type"), and the key of the object or identity of an other entity upon
which the act is being performed (the "Victim"). While simple, this structure
allows a limitless series of behaviours and relationships to be defined. Examples
of the three components of an event might be:

Actor Event Type Victim

Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Objectd

"Identities": these define the attributes of an object. They include items
such as the file’s name, its physical location on the disk or in memory, its logical
location on the disk within the file system (its path), the file’s header details
which include when the file was created, when it was last accessed, when it was
last modified, the information stored as the vendor, the product it is part of and
the version number of the file and it contents, its original file name, and its file

size.

"Genesisactor" — the key of an object that is not the direct Actor of an
event but which is the ultimate parent of the event being performed. For
example in the case of a software installation, this would be the key of the object
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that the user or system first executed and that initiated the software installation
process, e.g. Setup.exe.

"Ancillary data": many events may require ancillary data, for example an
event such as that used to record the creation of a registry run key. In this
situation the "event" would identify the Actor object creating the registry run key,
the event type itself (e.g. "regrunkey"), and the Victim or subject of the registry
run key. The ancillary data in this case would define the run key entry itself; the
Hive, Key name and Value.

"Event Checksums": because the event data can be quite large
extending to several hundred bytes of information for a single event, its identities
for the Actor and Victim and any ancillary data, the system allows for this data
itself to be summarised by the Event Checksums. Two event checksums are
used utilising a variety of algorithms, such as CRC and Adler. The checksums
are of the core data for an event. This allows the remote computer 2 to send the
checksums of the data to the central computer 3 which may already have the
data relating to those checksums stored. In this case, it does not require further
information from the remote computer 2. Only if the central computer 3 has
never received the checksums will it request the associated data from the
remote computer 2. This affords a considerable improvement in performance for

both the remote and central computers 2,3 allowing much more effective scaling.

Thus, the meta data derived from the remote computers 2 can be used at
the community database 7 to define the behaviour of a process across the
community. As mentioned, the data may include at least one of the elements
mentioned above (file size, location, etc.) or two or three or four or five or six or
all seven (or more elements not specifically mentioned here). This may be used
accordingly to model, test and create new automated rules for use in the
community database 7 and as rules that may be added to those held and used in
the local database of the remote computers 2 to identify and determine the
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response of the remote computers 2 to new or unknown processes and process

activity.

Moreover, it is possible to monitor a process along with any optional sub-
processes as an homogenous entity and then compare the activities of the top
level process throughout the community and deduce that certain, potentially
malevolent practices only occur when one or more specific sub-processes are
also loaded. This allows effective monitoring (without unnecessary blocking) of
programs, such as Internet Explorer or other browsers, whose functionality may
be easily altered by downloadable optional code that users acquire from the

Internet, which is of course the principal source of malevolent code today.

The potentially high volume of active users gives a high probability of at
least one of them being infected by new malware. The speed of propagation can
be detected and recorded so that the propagation of malware can be detected
and malware designated as bad on the basis of the speed of propagation,
optionally in combination with the other factors discussed above, such as file
size, location and name. The simple volume of infection can also be used as a
trigger. In a further embodiment, difference of naming of an otherwise identical
piece of code combined with acceleration of first attempts to execute the code
within the community allows pattern matching that will show up an otherwise

identically signatured piece of code as bad.

This feature allows the statement in some embodiments that "nothing will
propagate in our community faster than X without being locked down", so that if
any process or event propagates more quickly over a given duration, it is marked
as bad. This is for reasons of safety given that if for example an object is
propagating quickly enough, then it might infect computers before it can be

analysed to determine whether or not it is malware.

This process can be automated by the identification of the vector of
propagation in the community (i.e. the source of type of propagation), from
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timestamp data held in the community database and the marking of a piece of
code that has these attributes as bad. By comparison, it is believed that all other
anti-malware providers rely on a simplistic known bad model and therefore are
reliant primarily on malware infection actually occurring on terminals and being

reported.

Thus, the community database 7 can be used to make early diagnosis, or
simply to take precautionary measures, and thus stop potentially fast
propagating worms and other malware very, very early in their life cycle. Given
that it is possible to create a worm that can infect every computer connected to

the Internet within a matter of a few minutes, this feature is highly desirable.

Even faster determination may be made by combining data defining the
speed of propagation of a new piece of software with metadata collected by the
agent software from the remote computers 2 and fed to the community database
7. This includes monitoring processes that attempt to conceal themselves from
the user by randomly changing name and/or location on the remote computers 2.
It also includes a process’s attempt to create an identical copy (i.e. with identical
code contents) on the computer but with a different name. This is a classic

attribute of a worm.

The signature of an object may comprise or be associated with a mask
which can be built up with use of that object and which indicates the particular
types of behaviour to be expected from the object. If an object is allowed to run
on a remote computer 2, even if the initial signature search 22 indicates that the
object is safe, then operation of that object may be monitored within the
parameters of the mask. The mask might indicate for example, the expected
behaviour of the object; any external requests or Internet connections that that
object might legitimately have to make or call upon the remote computer 2 to
make, including details of any ports or interfaces that might be required to be
opened to allow such communication; any databases, either local or over a local

area network or wide area network or Internet, that may be expected to be
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interrogated by that object; and so on. Thus, the mask can give an overall
picture of the expected "normal" behaviour of that object.

In practice, therefore, in one embodiment the behaviour of the object is
continually monitored at the remote computer(s) 2 and information relating to
that object continually sent to and from the community database 7 to determine
whether the object is running within its expected mask. Any behaviour that
extends beyond the mask is identified and can be used to continually assess
whether the object continues to be safe or not. Thus, if for example the object,
on a regular basis (say monthly or yearly) opens a new port to update itself or to
obtain regular data, then this information is flagged. If it is found that the object
has done this on other remote computers and has had no ill effects, or this
behaviour is known from other objects and known to be safe, then this behaviour
might be considered as safe behaviour and the mask is then modified to allow
for this. If it has been found previously that this new behaviour in fact causes
unsafe or malevolent results, then the object can then be marked as unsafe even
if previously it was considered safe. Similarly, if the object attempts to connect
to a known unsafe website, database or to take action that is known as generally
being action only taken by unsafe programs, then again the object may be
considered to be unsafe.

This is shown schematically in Figure 3. Figure 3 also shows the concept
that any object can be pre-authorised by, for example a trusted partner, such as
a major software company, a verification authority, a Government department,
and so on. Pre-authorisation enables a supplier of a new object, which has not
been released before, to get pre-authorisation for that object, and optionally
includes the provision by that supplier of a mask detailing the expected and
allowable behaviour of that object.

Referring to Figure 3 for example, when a process is run, the local and/or
community databases are searched as before at step 31. If the process is not a
pre-authorised one, then the steps of Figure 2 may be taken and the process
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might be allowed to run or not at step 32. If the process is pre-authorised, as
determined at step 33, then it is immediately allowed to run, step 34. This may
terminate the operation of the method. However, in a preferred variation, the
process is then monitored whilst running, and is monitored each time it is run in
the future in a monitoring state step 35 to determine whether its behaviour falls
within its pre-authorised mask 36. If the behaviour falls within the pre-authorised
behaviour, then the process is allowed to continue to run. If the behaviour
extends beyond the allowed mask, such as by trying to instigate further
processes or connections that have not been pre-authorised, then this behaviour
is flagged at an alert step 37. Various actions could be taken at this stage. The
process might simply not be allowed to run. Alternatively, the trusted authority
that initially enabled pre-authorisation might be contacted, who may be able to
confirm that this behaviour is acceptable or not. If it is acceptable, then the mask
could be modified accordingly. If not acceptable, then the process might be
marked as unsafe. Many other actions may be taken upon the noting of such an

alert state.

If the process has been found not to be pre-authorised at step 33 but is
nevertheless allowed to run, then the process is monitored at step 38 in order to
generate a mask 39 representative of the normal behaviour of that process.
Data representative of this mask might be sent to the community database 7 for
scanning when other computers run that process. By continually monitoring a
process each time it is run or during running of the process, any behaviour that
differs from previous behaviour of the process can be noted and the mask can
be modified, or this behaviour might be used to determine that a process that

was once considered safe should now be considered to be unsafe.

In another embodiment, a computer 2 may have agent software installed
that periodically or on-demand provides information to the community database
7 that is representative of all or selected ones of the software products loaded on
or available the computer 2. In particular, this may be information on one or

more of: all the locally-loaded security products (such as anti-malware systems
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including anti-virus software, anti-spyware, anti-adware and so on), firewall
products, specific settings and details of which signature files are currently
loaded, version details for the operating system and other software, and also
information such as which files are operating and the particular version and
software settings at any time. (It will be understood from the following that
auditing and testing for a match for more of these criteria increases the likelihood
of computers being very similarly arranged and thus reduces the rate of false

negatives and positives during the match search.)

The information relating to these software products, etc. may be provided
individually to the community database. Preferably however, again for reasons
of data quantity for storage and transmission, the information is provided as a
signature or key representative of the information (e.g. by a hashing or
compression function at the computer 2). Figure 4 shows schematically how the
details of all local security products, versions, signature files, firewall settings,
etc. 40 are used to create a key 41. The key is transmitted to the community
database 7. Since the community database 7 is provided with such information
from many, possibly millions, of users’ computers 2, it is likely to hold
corresponding information for other computers 2 that have the same or a similar
configuration of security products, etc. Thus, the community database 7 can be
searched at step 42 for other computers 2 having the same or a similar
combination of security products including the same setting, signature files

loaded and so on.

The community database 7 in this embodiment is also provided by the
agent software with details of processes run by every computer 2 and thus

knows whether or not a process has been detected by each computer 2.

In this way, the community database 7 can be used to obtain information
as to whether for example a particular, specific combination of operating system

and various security products, including settings and signature files existing at a
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point in time, renders a particular computer 2 having those products and settings
susceptible or vulnerable to any particular malware object.

In a simple example, if for example the database knows that a computer
in the past has version A of anti-virus product B with downloaded signature
update C, and also has a firewall D with particular settings E, and perhaps anti-
spyware software F with signature updates G, but that a particular malware
process P was not detected by this combination of programs at that point in time,
then this information can be provided to a computer 2 that is known as having
that combination of security programs/settings, and can be used to indicate that
that computer 2 is vulnerable in the short term to attack by that particular
malware process. This information can be presented to the user either by
displaying a window 43 on the screen display of the computer 2 or by directing
the user to a particular website which explains the position in more detail. The
user might be informed for example that their particular combination of security
products, etc., exposes their computer to a risk of being infected by the Sobig
virus as that virus is not detectable by their computer. The user might be offered
specific advice (e.g. to update a particular anti-virus program with a particular

signature file) or software to download and install to remove the risk.

Thus, the community database 7, when provided with information relating
to all the security products, etc. on a particular computer at a particular time, is
searched for events for processes marked as "bad" that occurred on computers
with that particular mix of security products and that were not locally detected.
This information can then be fed back to the user of the particular computer, for
example directly or by directing the user to a website. This information can be
provided virtually in real-time, allowing a new user or a user of a new computer

to be able to increase the computer’s effective security very quickly.

The preferred method also tracks which objects are related to each other
and uses the concept of ancestry to enable objects to be marked as malware.

For example, any particular process may spawn child processes which are
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therefore related. The key relating to the first object may be inspected to identify
a component that uniquely identifies the first object and that is inherited or
otherwise present in the key of a descendant or other related object of the first
object. This component is referred to herein as a "gene". This general

technique may be used in a number of ways:

a) A known and trusted parent process is afforded the ability to create
child processes which may be automatically marked as safe to run on the local
computer. It is also possible that this "inherited" property may be passed down
to grand children processes and so on. This safe status is passed to the
parent’s child processes and possibly, through them, further child processes
(referred to here as "issue"), such signatures for the issue can all automatically
be recorded in the local database as good. This allows the issue processes to
be quickly marked as good, even if a connection to the community database 7 is

not available.

b) By monitoring activity of the parent process, if it is later found that
the parent process is malware, then all of the issue processes can all

automatically be recorded in the local database as bad.

C) Similarly, by monitoring activity of the issue processes, if it is later
found that one of the issue processes is malware, then one or more of the parent
process and all of the other issue processes (i.e. all of the related processes in

this context) can all automatically be recorded in the local database as bad.

d) Parental creation of a signature for a child or children including the
ability for these to be automatically marked as either good or bad depending on
the parent’'s behaviour and determination. Note that in some embodiments the
product can "watch" or monitor the birth of a child process and automatically
create the signature upon arrival. This provides the ability to monitor the
creation of a bad program by another bad program. It is possible therefore to
monitor the ancestry of a program so if for example the grandfather creates a
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program (the father) and this in turn creates a bad program (the son), it is
possible automatically to determine the father as a bad program.

e) A feature may be included that allows for automatic forfeiture of a
child’s inherited ability to trigger the automatic creation of signatures on any
further births because the child, as parent, has already produced bad offspring.
Preferably, a rule is that if a file has one bad offspring then the inherited ability

can be automatically removed.

f) An ability to watch clones or identical twins of objects (e.g. the
same process running on other systems in the community) to compare the
pattern of their issue and to make decisions as to whether or not to treat any

particular process as malware.

One or more of these features a) to f) can be used to provide a solution to
the problem of producing a security product that can be used effectively without
100% reliance on being permanently connected to the Internet, which is often
impractical. Examples of this are Windows Update and other processes used
more and more by vendors who wish to be able to roll out product updates
automatically across the worldwide web.

Possible benefits of these types of features above conventional software
are as follows. Antivirus software tends to have a cache of known bad
signatures. The problem is keeping this up to date. Take the simple example of
someone buying a new computer. The computer comes with an antivirus
product preloaded with a signature cache. Between the time when the PC was
built, shipped to the store and bought by the user several days or weeks will
have passed. The user starts the PC and is exposed to any new virus or
malware which was created after the PC was built. Full protection requires the
user to connect to the internet and download updates. This cannot be
guaranteed to occur ahead of other activities by the user on the internet (almost
physically impossible to guarantee). With a local cache of known good
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processes, as in the embodiments of the present invention, it is possible to ship
the computer/terminal preloaded with a pre-generated cache of signatures for all
of the good (clean) software preloaded by the computer manufacturer. In this
case the user can connect to the internet knowing that any new or updated
programs will be immediately detected and verified. Also any auto-updating
software can function forcing signatures to be automatically built for its children

and more remote off-spring (i.e. grandchildren, great-grandchildren, etc).

Reference is now made to "Defeating Polymorphism: Beyond Emulation”
by Adrian Stepan of Microsoft Corporation published in "Virus Bulletin
Conference October 2005" and also to US 60/789156 filed on 5th April 2006, the
entire content of which are hereby incorporated by reference. In that paper and
patent application, there are disclosed methods of decrypting files to allow the
files to be analysed to determine whether or not the file actually is malware. In
US 60/789156 in particular, there is disclosed a method of unpacking/decrypting
an executable computer file using a host computer, the method comprising:
partitioning the executable computer file into plural basic blocks of code;
translating at least some of the basic blocks of code into translated basic blocks
of code that can be executed by the host computer; linking at least some of the
translated basic blocks of code in memory of the host computer; and, executing
at least some of the translated basic blocks of code on the host computer so as
to enable the executable computer file to be unpacked or decrypted, whereupon
the unpacked or decrypted executable computer file can be analyzed to
determine whether the executable computer file is or should be classed as
malware. There is also disclosed in US 60/789156 a method of
unpacking/decrypting an executable computer file, the method comprising:
partitioning the executable computer file into plural basic blocks of code; creating
at least a read page of cache memory for at least some of the basic blocks, the
read page of cache memory storing a read cached real address corresponding
to a read cached virtual memory address for the respective basic block, and
creating at least a write page of cache memory for at least some of the basic

blocks, the write page of cache memory storing a write cached real address
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corresponding to a write cached virtual memory address for the respective basic
block; and, emulating the executable file by executing at least some of the basic
blocks of code so as to enable the executable computer file to be unpacked or
decrypted, whereupon the unpacked or decrypted executable computer file can
be analyzed to determine whether the executable computer file is or should be
classed as malware; wherein during the execution of a basic block, at least one
of the read page and the write page of cache memory is checked for a cached
real address corresponding to the virtual address that is being accessed for said
basic block.

The techniques disclosed in these documents can be used in the present
context when it is desired to analyse a file in detail. More generally however, the
techniques disclosed in these papers, and particularly the enhanced techniques
disclosed in US 60/789156, can be used to provide information about the activity
of a file when it is run on a computer because the techniques disclosed in these
papers emulate the running of the file and therefore allow the file’s activity to be
interpreted.

A further situation arises when users wish to install software while offline.
In a preferred embodiment, when a user attempts to install new software while
offline, agent software running on the user’s computer 2 prompts the user for
authorisation to allow the installation process to proceed such that the execution
of the installation can itself be "authorised" by the user. This authorisation by the
user is treated as a "Genesis" event and will be so termed hereinafter. However
there are some processes commonly used in installation of software that
communicate with other existing programs on the installation machine, e.g.
Microsoft's MSIEXEC.

The Genesis approach involves a process that generates signatures as a
result of the user’s authorisation on the user’'s computer 2. Those signatures are
stored in the local database on the user's computer 2. In one embodiment,

those locally stored signatures are referred to as necessary by the agent

IPR2023-01050
CrowdStrike EX1003 Page 217



10

15

20

25

30

-35-

software during the installation process so that the installation can proceed.
Alternatively, the security checks made by the agent software can be switched
off during the installation process. The switching off may only be for a limited
duration, such as a few minutes which should be sufficient to allow most

software to be installed, the off time optionally being user-configurable.

In any event, once the installation has been completed and the user’s
computer 2 connected to the community database 7, the agent software on the
user’'s computer 2 can upload the signatures relating to the installation from the
user’s local database to the community database 7. With corresponding data
from other users’ computers 2, the community database 7 can then be used to
make a rapid determination that the installation of this particular software is
benign.

As a variant to this embodiment, when a user’s computer 2 is at some
point in time on-line, the agent software on the user’'s computer 2 may download
signatures of a so-called "trusted installer" or "licensed installer". This allows the
operation of a method such that a "licensed installer" and any child processes of
the licensed installer are permitted to execute while a Genesis event is "current",
e.g. within a period of minutes after an authorisation from the user. Preferably
signatures of licensed installers are always downloaded, as and when added to

the community database 7, to a remote computer 2 while online.

There may be further refinements to this method, such as to prevent
licensed installers executing if a media change has occurred during the currency
of a Genesis event. However, any unknown processes, which may be malware,
may still be detected and blocked. Having a small number of licensed installers
facilitates download, as minimal data is required, especially compared to
downloading virus signature files. As another example, super-trusted installers,
such as for example "Windows Update", may be employed whereby all new
processes created by the super-trusted installer are marked immediately as safe.
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In the case of an installation occurring when the remote computer 2 is
connected to the community database 7, another option is that if the software
that is about to be installed is not known to the community database 7, then the
system will block the installation or alert the user. For example, a message may
be displayed at the user's computer 2 to the effect that "You are about to install
some software. This software is not known to [the community]. Are you sure

you wish to proceed?".

Embodiments of the present invention have been described with particular
reference to the examples illustrated. However, it will be appreciated that
variations and modifications may be made to the examples described within the
scope of the present invention.

The following numbered clauses on pages 37 to 43 of the present
description correspond to the claims of European patent application no.
06755686.0 as filed. The claims of the present application as filed, which is
divided from European patent application no. 06755686.0, can be found on the
subsequent pages 44 to 45 of the specification which begin with the heading
"CLAIMS".
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1. A method of classifying a computer object as malware, the method
comprising:

at a base computer, receiving data about a computer object from each of
plural remote computers on which the object or similar objects are stored;

comparing in the base computer the data about the computer object
received from the plural computers; and,

classifying the computer object as malware on the basis of said

comparison.

2. A method according to claim 1, wherein the data about the computer
object that is sent from the plural remote computers to the base computer and
that is used in the comparison includes one or more of. executable instructions
contained within or constituted by the object; the size of the object; the current
name of the object; the physical and folder location of the object on disk; the
original name of the object; the creation and modification dates of the object;
vendor, product and version and any other information stored within the object;
the object header or header held by the remote computer; and, events initiated
by or involving the object when the object is created, configured or runs on the

respective remote computers.

3. A method according to claim 1 or claim 2, wherein the comparing

identifies relationships between the object and other objects.

4. A method according to claim 3, wherein if at least one other object to
which said object is related is classed as malware, then classifying said object as

malware.

5. A method according to claim 3 or claim 4, wherein said other objects
include the object or similar objects stored on at least some of the remote

computers.
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6. A method according to any of claims 3 to 5, wherein said other objects
include other objects that are parent objects or child objects or otherwise
process-related objects to said object.

7. A method according to any of claims 1 to 6, wherein the data is sent in the
form of key that is obtained by a hashing process carried out in respect of the

objects on the respective remote computers.

8. A method according to claim 7, wherein the key has at least one
component that represents executable instructions contained within or

constituted by the object.

9. A method according to claim 7 or claim 8, wherein the key has at least
one component that represents data about said object.

10. A method according to claim 9, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder
location of the object on disk; the original name of the object; the creation and
modification dates of the object; vendor, product and version and any other
information stored within the object; the object header or header held by the
remote computer; and, events initiated by or involving the object when the object

is created, configured or runs on the respective remote computers.

11. A method according to any of claims 7 to 10, wherein the key has at least
one component that represents the physical size of the object.

12. A method according to any of claims 1 to 11, comprising initially
classifying an object as not malware, generating a mask for said object that
defines acceptable behaviour for the object, and comprising monitoring operation
of the object on at least one of the remote computers and reclassifying the object
as malware if the actual monitored behaviour extends beyond that permitted by
the mask.
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13.  Apparatus for classifying a computer object as malware, the apparatus
comprising:

a base computer constructed and arranged to receive data about a
computer object from each of plural remote computers on which the object or
similar objects are stored;

the base computer being constructed and arranged to compare the data
about the computer object received from said plural computers; and,

the base computer being constructed and arranged to classify the

computer object as malware on the basis of said comparison.

14.  Apparatus according to claim 13, wherein the base computer is
constructed and arranged so as to compare the data where the data includes
one or more of: executable instructions contained within or constituted by the
object; the size of the object; the current name of the object; the physical and
folder location of the object on disk; the original name of the object; the creation
and modification dates of the object; vendor, product and version and any other
information stored within the object; the object header or header held by the
remote computer; and, events initiated by or involving the object when the object

is created, configured or runs on the respective remote computers.

15.  Apparatus according to claim 13 or claim 14, wherein the base computer
is constructed and arranged so that the comparing identifies relationships

between the object and other objects.

16.  Apparatus according to claim 15, the base computer is constructed and
arranged so that if at least one other object to which said object is related is
classed as malware, then said object is classified as malware.

17.  Apparatus according to claim 15 or claim 16, wherein the base computer
is constructed and arranged so that said other objects include the object or

similar objects stored on at least some of said remote computers.
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18.  Apparatus according to any of claims 15 to 17, wherein the base
computer is constructed and arranged so that said other objects include other
objects that are parent objects or child objects or otherwise process-related

objects to said object.

19.  Apparatus according to any of claims 13 to 18, wherein the base
computer is constructed and arranged so as to be able to process data that is
sent in the form of key that is obtained by a hashing process carried out in

respect of the objects on said respective remote computers.

20. Apparatus according to claim 19, wherein the key has at least one
component that represents executable instructions contained within or

constituted by the object.

21.  Apparatus according to claim 19 or claim 20, wherein the key has at least
one component that represents data about said object.

22.  Apparatus according to claim 21, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder
location of the object on disk; the original name of the object; the creation and
modification dates of the object; vendor, product and version and any other
information stored within the object; the object header or header held by the
remote computer; and, events initiated by or involving the object when the object

is created, configured or runs on the respective remote computers.

23.  Apparatus according to any of claims 19 to 22, wherein the key has at
least one component that represents the physical size of the object.

24.  Apparatus according to any of claims 19 to 23, wherein the base
computer is constructed and arranged to generate a mask for an object that is

initially classed not as malware, said mask defining acceptable behaviour for the
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object, and the base computer is constructed and arranged to monitor operation
of the object on at least one of the remote computers and to reclassify the object
as malware if the actual monitored behaviour extends beyond that permitted by
the mask.

25. A method of providing data about a computer object from a remote
computer to a base computer so that a comparison can be made at the base
computer with similar data received from other remote computers, the method
comprising:

providing from a remote computer to a base computer data about a
computer object that is stored on the remote computer;

the data including one or more of: executable instructions contained
within or constituted by the object; the size of the object; the current name of the
object; the physical and folder location of the object on disk; the original name of
the object; the creation and modification dates of the object; vendor, product and
version and any other information stored within the object; the object header or
header held by the remote computer; and, events initiated by or involving the
object when the object is created, configured or runs on the respective remote
computers;

the data being sent in the form of key that is obtained by a hashing

process carried out in respect of the object on the remote computer.

26. A method according to claim 25, wherein the key has at least one
component that represents executable instructions contained within or

constituted by the object.

27. A method according to claim 25 or claim 26, wherein the key has at least
one component that represents data about said object.

28. A method according to claim 27, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder
location of the object on disk; the original name of the object; the creation and
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modification dates of the object; vendor, product and version and any other
information stored within the object; the object header or header held by the
remote computer; and, events initiated by or involving the object when the object

is created, configured or runs on the respective remote computers.

29. A method according to any of claims 25 to 28, wherein the key has at

least one component that represents the physical size of the object.

30. A computer program comprising program instructions for causing a

computer to perform the method of any of claims 25 to 29.

31. A method of classifying a computer object as malware or as safe, wherein
said computer object is a descendant or otherwise related object of a first
computer object, the method comprising:

classifying a first computer object as malware or as safe;

identifying in a key relating to said first computer object a component that
uniquely identifies the first computer object and that is inherited or otherwise
present in the key of a descendant or other related computer object of the first
computer object; and,

classifying said computer object as malware or as safe as the case may
be on the basis of the unique identifier component being present in the key of

said computer object.

32. A method according to claim 31, comprising monitoring activities of said
first computer object and reclassifying the first computer object as malware in the
case that it was initially classified as safe and subsequently determined to be
malware, the method further comprising automatically classifying as malware
any computer object that has a key in which said unique identifier component is

present.

33. A computer program comprising program instructions for causing a

computer to perform the method of claim 31 or claim 32.
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34.  Apparatus for classifying a computer object as malware or as safe,
wherein said computer object is a descendant or otherwise related object of a
first computer object, the apparatus comprising:

a computer constructed and arranged to classify a first computer object as
malware or as safe;

the computer being constructed and arranged to identify in a key relating
to said first computer object a component that uniquely identifies the first
computer object and that is inherited or otherwise present in the key of a
descendant or other related computer object of the first computer object; and,

the computer being constructed and arranged to classify said computer
object as malware or as safe as the case may be on the basis of the unique
identifier component being present in the key of said computer object.

35.  Apparatus according to claim 34, wherein the computer is constructed
and arranged to monitor activities of said first computer object and reclassify the
first computer object as malware in the case that it was initially classified as safe
and subsequently determined to be malware, the computer further being
constructed and arranged to automatically classify as malware any computer
object that has a key in which said unique identifier component is present.
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Computer Security

This invention relates to computer security. In particular, it relates to methods and
systems for detecting whether a process operated on a computer is likely to be one which is

safe to operate or is likely to be malware.

Backeround to the Invention

The term “malware” is intended to mean any process which might possibly be
harmful to the computer, its software, firmware or data stored on the computer or its

viruses, Trojans, worms, spyware, adware or similar.

Anti-malware systerﬁs have been in existence for nearly as long as malware
processes have existed and several service providers produce anti-virus and other anti-
malware software and services. Generally, the method of dealing with malware is that
when new types of malware are releasedlupon the Internet for example these are eventually
detected and possibly infect user’s computers or special monitoring computers specially
comnected to the Internet for this purposes. Once new items of malware have been
detected, then the service providers in the field generate signatures which attempt to deal
with these and these signatures are then released as updates to their aﬁti—malwa‘re programs.

Heuristic methods have also been employed.

These systems work well for protecting against known risks. However, since they

rely on signature files being generated and/or updated, there is inevitably a delay between a
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new piece of malware coming into existence or being released and the signatures for
combating that malware being génerated/updated and supplied to users. Thus, users are at

risk from brarid new malware for a certain period of time which might be up to a week or

- even more. During this time, many users can inadvertently become infected before proper

e e ] 1 AO.A_,__

15

20

signatures have been disseminated.

WO 2004/6976 A2 describes a system which analyses computer files received or
generated by a loc;al computer and compares these with a database to determine whether the
file is known and if so whether it has been known about long enough that it can be regarded
as safe.- I’fji’t>can-bc regarded-as safe; ;then-tﬁe- file-is-subject to-a less thorough processing |

for detecting malware then a program about which it is not known whether it is safe or not.

The system disclosed therein appears to only look at whole files rather tﬁan
jprocesses. A process may be included as' pz;rt of a file or may be a separate item altogether.
Furthermore, this previously proposed system assumes thgt once a ﬁl;, .has"been known
about for “long e;nough” it is inherently safe. This is not necessarily the case in real life
when, for example, the active payload of a virus or Trojan may only be programmed to
happen at a particular date or event which may be many months or even years after the
process has been first run or is released. Thus, just looking at the age of a file is an

unsatisfactory way of determining whether it is properly safe and will remain so.

Furthermore malware may be programmed to become effective based on other
criteria which may not be date or duration based, for example threshold values or other

parameters.
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An object of the inventioﬂ is to be able to detect whether a process or
component operated on a computer is likely to be one which is safe to operate or is likely to
be malware.

A further object is to seek to eliminate or reduce risk in malware in the inter-regnum
between its emergence and the generation of signatures. This might be known as zero-date

risk.

Brief Summary of the Invention

According to the present invention in a first aspect, there is provided a computer
-network comprising at least one local terminal;-at leést one anti-malware service provider
database téxminal remote from the terminal, a local database on the local terminal which is
bopulated as processes are run or downloaded onto the terminal, a server database on the or
each server database terminal and means for determining, when a process is found at the
local terminal, whether that process is known or unknown at the local terminal and is
considered safe or unsafe and, if unknown, whether the process is known at the server
database and is considered safe or unsafe, and means for dynamically altering the database

contents and safe/unsafe status using predetermined conditions.

’fhe invention further provides a method of protecting a local computer terminal
against malware, comprising providing a local process signature database on the local
computer and a remote database on a computer which is remote from the local terminal,
searching the local database at the terminal when a process is run to determine whether the -
process is known or not at that terminal and, if known, is considered safe or unsafe; if the

process is not known then searching the remote database to determine if the process is
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known and, if so, is determined safe or unsafe; and if the process is known at the remote

database submitting the safe/ unsafe result back to the local terminal.

According to a further aspect, there is provided a computer system including means
5  for minimising the risk of malware infection, the system comprising at least one local
terminal and a community database comprising a plurality of databases each on a different
computer remotely distributed from each other and from the local terminal, whereby
signature and/or mask files represéntative of known processes are stored and built-up on the
community database to obtain, over time, a community database storing signature and/or -
""""""" 10 --—mask files Televant to-orknown processes and-mdicating-wheﬂler each proeessis - - -

considered safe or unsafe.

According to a yet further aspect there is provided a method of determining the
protection which a computer terminal has from malware, the method comprising providing
"~ 15 adatabase remote from the terminal; transmitting from the terminal to a database details of
all or selected security products operating at a point in time on that terminal; obtaining
similar information from other terminals connected to the database; searching for the same
combination of security products used by machine; and identifying any malware processes
which were not identified by said other machine having that particular combination of

20 security products and process.

In a further aspect, the invention comprises a database populated with information
from a plurality of client terminals representative of the combination of security products

and processes used by each client terminal at a point in time, and details of any known
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malware processes that were not detected by said unique combination for each particular

terminal combination.

Embodiments of the invention may respond to events, not to recognition of files
themselves, and to time, both points in time when events occur and to elapsed time, and
may also-be responsive to volume and acceleration of apparently associated events captured

by the database.

Description of the Drawings

- --~ Embodiments of the inventionwill-now- be described, by way of examplé oniy, with
reference to the accompanying drawings, in which:

Figure 1 shows a network;

Figure 2 is a flowchart showing the running of a process;

Figure 3 is a flowchart showing further processing steps; and

Figure 4 is a flowchart showing an information obtaining stage.

Detailed Description of Preferred Embodiments of the Invention

Referring to Figure 1, a computer network is generally shown as being baéed around
a distributed network such as the Internet 1. A local computer terminal 2 is connectéd to
the Internet by any suitable means as will be known in the art. The terminal 2 maybe a
computer, a PDA, mobile phone, an interactive television or any other device capable of
loading and operating processes. A process may be a computer file, may be part of a file or
may be a sub-program, macro, web page or any other piece of code to be operated by the

terminal or any other event whether executed, emulated, simulated or interpreted. A
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process 3 is shown in the figure and this may be applied directly to the terminal locally, as

shown by line 4 or may be downloaded to the terminal via the Internet as shown by line 5.

Systems according to the invenﬁon utilise a database connected to tine Internet and

which can interact with the local terminal wheﬁ that terminal Tuns a process to determine

whether the process is safe or unsafe. The database may be provided on a single server

connected to the Interﬁet but is preferably provided over a distributed “community” |

database 5 as shown in Figure 1, which comprises a number of data servers 5a, 5b, ... 5n.

The provision of a distributed community database of this type firstly enables each
-individual-device to require lessstorage-and more-impqrtantly makes-the-database mueh. - - -~
less vulnerable to denial of service or other attacks since if one server is attacked, then,
particularly if entries in the database are duplicated, performance of the database will not be

significantly affected.

The community database is populated, over time, with information relating to each
process run on all of the local terminals within the system. A user of a terminal might
subscribe to the services of the database provider or may alternatively be able to download
software for free, which enables him to use such services. Data representative of each
process may take the form of a so-called signature or key relating to the process and its
affects and to a mask which sets out the parameters of the processes performance and
operation. The mask will be described in more detail further below.

Fi guré 2 shows how the system may run in one embodiment.
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At the start point él, a computer procéss is run at the local terminal, either directly
or being downloaded or run direct from a site over the Intemet 1. The local terminal then
searches its local database 6 at step 22 to search f;)r a signature or key representing that
particular process. If the local signature is present, it will indicate either that the process is
considered to be safe or OK (in the manner described further below), or will indicate that
that process is considered unsafe. An unsafe process might be one which has been found to
be malware or to have unforeseen or known unsafe or malevolent results arising from its
running. If the signature indicates that the prdcess is OK, then that process is allowed to

run at step 23. If the signature indicates that the process is not OK, then the process is

“stopped 24 . | Cene '

Alternatively, the user may be presented with a choice of whether to allow the
process to run or not, but is informed that the process is not considered safe. Ultimately, it

will be the user’s choice whether to risk running the process or not.

In preferred embodiments there may be more than two ‘states’: GOOD-BAD-
UNKNOWN AT LOCAL TERMINAL-UNKNOWN IN ‘COMMUNITY DATABASE’.
If the process is GOOD then it is, for example, always allowed to run. If BAD then it is
NOT allowed to run - the user is given no choice in this. If UNKNOWN locally or in the
Community then the user may be given informed choices of viewing or not. Other states

and levels may of course be used.

If the process is unknown, then this means that the process has not been run before

at that local terminal. In this case, details of the process are passed over the Internet or
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other network to the community database and the community database is ;}earched fora
signature for that process at step 25. The community database is supplied with signatures
representative of programs or processes run by each monitored local terminal (and in a
typical version in the field there may be several millions of these terminals and so any

5  processes which are newly released upon the Internet, etc will soon be found and signatures
created). When the community database is searched, if the signature is found and indicates
that that process is safe, then firstly a copy of the signe;ture is sent to the local terminal
database (step 26), to begin populating fhe local database so that the local terminal has this
information immediately to hand then next time the process is run and a message is passed

107 Bébii to the local términal allowing the process to run:

. ~If the signature is found and this indicates for some reason that the process is
unsafe; then again the signature is copied back to the local database and marked UNSAFE
(step 27), and then the process is either stopped (or not allowed to run) or the user given an

15  informed choice whether to run it or not.

If after the entire community database has been searched the process is still
unknown, then it is assumed that this is a brand new process which has never been seen
before in the field. A signature is therefore created representative of the process at step 28

20  and this signature is initially marked as bad or unsafe at step 29. The signature is copied to
the local database of the terminal which first ran the procesé at step 30 and, in addition, a
copy of the file or process itself may be requested at step 31 by the community database

from the local terminal. A message may then be passed to the local terminal which
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instructs the terminal not to run the process or alternatively the user may be given informed

consent as to whether to allow the process to run or not.

If the user chooses to run a process which is considered unsafe because it is too
new, then that process may be monitored By the local terminal and/or community database
and, if no ill effect occurs or is exhibited, it may then be considered to be safe aﬁer'a perioa
of time of n days for example. Alternatively, the commutiity database may keep a log of
each instance of the process which is found by the many local terminais forming part of the

network and after a particular number of instances have been recorded, possibly with

~anjother particular number of instances or the process being allowed to run and running

safely, the signature may then be marked as safe rather than unsafe. Many other variations

of monitoring safety may be done within this concept.

The signature of a process may comprise or include a mask which can be built up
with use of that proceés and which indicates the particular types of behaviour to be
expected from the process. If a process is allowed to run on a local terminal, even if the
initial signature search 22 indicates that the process is safe, then operation of that process
may be monitored within the parameters of the mask. The mask might indicate for
example, the expected behaviour of the process; any external requests or Internet
connections that that process might legitimately have to make or call upon the local .
terminal to make, including details of any ports or interfaces which might be required to be
opened to allow such communication; any databases, either local or over a local area

network or wide area network or Internet, which may be expected to be interro gated by that
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process and so on. Thus, the mask can give an overall picture of the expected “normal”

behaviour of that signature of that process.

The behaviour of the process is continually monitored both at the local terminal and
5  also by continually sending information to and from the community database relating to
that process to determine whether the process is running within its expected mask. Any
behaviour which extends beyond the mask is identified and can be used to continually
assess whether the process continues to be _safe or not. Thus, if the process, on a regular
basis (say monthly or yearly) opens a new port to update itself for example or to obtain
T 10 -~--regular data; then this-information-is flagged. -If it is-found-that the proeess-has-dene this-on. -
other terminals and has had no ﬂl effects, or this behaviour is known from other processes
and known as being safe, then this behaviour might be considered as safe behaviour but the
mask is then modified to allow for this. Ifit has been found previously that this new
beh_aviour in fact causes unsafe or malevolent results, then the process can then be marked
15  as unsafe even if previously it was consideredlsafe. Similarly, if the process attempts to
connect to a known unsafe website, database 'or to take action which is known as generally
being action only taken by unsafe programs then again the process may be considered to be

unsafe.

-

20 Thus, embodiments of the invention can continually modify a processes safe or

unsafe rating with time.

This is shown in Figure 3. However, Figure 3 also introduces the concept that any

process can be pre-authorised. Typically, it will be pre-authorised by a trusted partner, such
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asa rnaJ or software comparry, a Verrﬁcatrorr authority, a Government department and so on.
Pre- authorrsatlon enables a suppher of anew process which has not been released before,
to get pre—authorisatlon for that process, and includes the provision b'y that supplier ofa
mask detailing the expected and allowable behaviour of that process. Thus, the mask
defines the limits of that processes behaviour. fre—authorisation rnay be done by‘ the
soﬁware provider thernselves (if they are considered to be a Trusted Provider), or by the
software prov1der providing details of that process to a trusted authority such asa
Government or verification authority who in turn venﬁes the process and then enables the
relevant Aele'c_tronic “documentation” to be provided fo the database provlder for lts required
pre-authorisation technique. So a new orocess or:software item by a trusted software
provider canl)e pre-authorised and have no risk of being prevented from runnmg
Similarly, if a bespoke item of software is created for an organisation then that organisation

may be able to give or obtain immediate pre-authorisation

Referring‘to Figure 3, when a process is run, the local and/or community database.
are sea_rched as before at step 31. If the process ls not a pre-authorised one, then the steps
of Figure 2 are taken, for example and the process might be allowed to run“or not at step
32. If the process is pre-authorised, as determined by step 33, then it is unmedlately
allowed to run, step 34, This may be the end of the matter. However, ina preferred
variation, the process is then monitored whilst running, and is monitored each time it is run
in the future in a monitoring state step 35 to determine whether its behaviour falls within its
pre-authorised mask 36. If the behaviour falls within the pre-authorised behaviour then the

process is allowed to continue to run. If the behaviour extends beyond the allowed mask,
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such as by trying to instigate further processes or connections which have not been pre-

authorised, then this behaviour is flagged at an alert step 37.

Various actions could be taken at this stage. The process might simply not be
allowed to run. Alternatively, the trusted authority which initially enabled pre-authorisation
might be contacted, who may be able to confirm that this behaviour is acceptable or not. If
it is acceptable, then the mask could be modified. If not acceptable, then the process might
be marked as unsafe. Many other actions may be taken upon the noting of such an alert

state.

If the process has been found not to be pre-authorised at step 33 and is allowed to
run, then the process is monitored at step 38 in order to generate a mask 39 representative
of the normal behaviour of that process. Data representative of this mask might be sent to
the community database for scanning when other terminals run that process. By
continually monitoring a process each time it is run or during running of the process, any
behaviour which differs from previous behaviour of the process can be noted and the mask
can modified, or this behaviour might be used to defermine that a process which was once

considered safe is now considered to be unsafe,

When a user of a local terminal subscribes to a service according to an aspect of the
invention, or downloads software enabling this, hié system may periodically provide
informatioﬁ to the community database representative of all or selected ones of the software
products loaded on or available to his system. In particular, this may be all the locally-

loaded security products (such as anti-malware systems including anti-virus software, anti-

IPR2023-01050
CrowdStrike EX1003 Page 256




- .1~0.‘

15

20

" 13532:1K

i

-13- |

spyware, anti-adware and- so on), firewall products,.etc and includes version details,
specific settings and details of which signature files are cuﬁently loeded, and also
information such as which files are operating and the particular version and software
settmgs at any time and sumlar types of software. Whilst these may be provided
mdmdually to the commumty database it may prefer to generate a signature or key at the
local termmal representatlve of the sum mformatlon (egbya hashmg or compression
funetion) which can then be transmitted to the database for storage. Figure 4 showshow
the details of all local security products, versions, signature files, firewall settings, etc 40
are ﬁsed to efeate a}{ey 41. The keyqis transmitted to the cemmuility database.A Since the
community database is provided with such- ieformation—from— many; possibly.millions; of |
user’s terminals, it can search for other terminals having the same corﬁbination of security

products including the same setting, signature files loaded and so on.

The community database can also provided with details of processes run by every
machine and knows vfhether a process has iaeen detec‘eed by each local machine or not, N
hence the datebase can be used to obtain information as to whether a particular_, speeiﬁc, .
combination of secunty products, 1nclud1ng settings and signature files ex1stmg at a point in
time, render a particular terminal suscep’able or vulnerable to any partlcular malware
process. That is, if the database knows that a terminal in the past has version A of aqti—
virus product B, with downloaded signature update C and also has a firewall D with
particular settings E and perhaps anti-spyware software F with signature updates G, but that
a particular malware process P was not detected by this combination of programs at that

point in time, then this information can be provided to a local terminal which is known as
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having that combination of security programs/settings and can be used to indicate that that

terminal is vulnerable in the short term to attack by that particular malware process.

This information can be presented to the user either by displaying a window 43 on

5  the screen display of the local terminal or by directing the user to a particular website which
explains the position in more detail. In other words, the community database, when
provided with information relating to all the security products on a particular terminal at a
particular time, searches for events for processes marked as “bad” that occurred on systems
with that particular mix of security products and were not locally detected. It might

****** 10----indicate-that process P1 was “bad>-and process P2 was “bad” and so on. This information. - .

is then fed back to the terminal user either directly or by directing him to a website. A

message might be provided on a window on his terminal which reads, for example;

“Your system currently comprises the following security products, versions and

15  signature files:

. Anti-virus system A, version A;, signatures files A;; dated 01/06/05,
Anti-spyware system B, version By, signature files By; dated 04/06/05 . .
Firewall C, updated 30/05/05, etc ...

20 Be aware that your system may not protect against malware process P1, P2, etc”

The message will generally give these bad processes the names commonly associated with
them (eg Sobig virus, and so on). The user may be directed to further guidance on a

website for example where he may be given suggestions of how to deal with this situation.
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While there may be a suggestion to download different softwa;e, it could alternatively be
suggestioes for dewnloading particular patches, closing particular ports,.or so on. This
information could be provided virtually in real-time and will generally only be aeplicable te

a particular point in time.

It will be seen from the above that the community database can store a great deal of
infonnation about the security and other software products installed on a user’s terminal
and also about poten‘ual risks and malware processes and their effects. Up to now, anti- -

virus software prov1ders generally provide databases on their website whlch a user can 1ook

“up for‘,detaﬂs of particular viruses-and possible suggestions as to preventing 1nfect10n by

them or eradicating any infection. A database generated in accordance with embodiments
of the present invention, can provide a lot more detail including:

| the name of malware and all the other names it is known b.y;k

" the way it propagates its prevalence; and

which folders and authorised processes it infeets or affects, and so a more-extensive

database than before can be bu11t up which users can mterrogate The database cen also |
include details, as described above, of the interaction between these or Various‘se“cur"ity
products on their terminal and various malware products in order for the user to determine
himself the best combination. Also; by costmuelly obtainieg details of the software set ﬁp
on user’s terminals and storing these as archive files, if a user’s terminal does crash or is
affected by malware, the contents of the archive of the community database may be used to
provide a more effective backup to restore the user’s terminal to a previous safe

configuration.
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Note that whereas much prior art Anti-Virus software attempts to identify by a scan
of files newly introduced to the local computer or network that are known to be bad by
virtue of a match against an index file of malware signatures and stops any part of said files
from executing, embodiments of the present invention trap the execution activity of all code

5  components on the subject computer and check the signature of each code component
against a local database and/or remote datélbase of previously benign activity. If any
component is about to execute a not previously known type of activity, that execution is, by
default, blocked. Accordingly, in embodiments of the invention all executing code is

monitored and any code executing in a manner not previously known to be benign is

---------10"-—-blocked. Sometimes it is ot possible to-trap which particular component (of a known suite

of executing code components) is producing suspect activity. In such a case composite
signatures can be used to tie back or relate to a particular suspect event and thereby to a
specific component that is suspect malware. For example, the well known browser
“Internet Explorer” has different installations (for different operating systems,

15  configurations etc.) which use many different types of subsidiary code components. At
execution time it is not always possible to distinguish which particular code component is
triggering a previously unknown event. The community database can collect data that
allows a signature to be made of any user’s configuration of composite sets of components,
to achieve‘ this.

20

In some embodiments of the invention meta data can be captured in the community
database, this enables current and refined newly devised heuristics to be run on the
community meta database. This in turn allows the ability to model heuristic techniques

which themselves can be propagated to the agent level when the new heuristic has been
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proved. “what if” modelling can also be done on the community metadata — e.g. what if
we mark this code:component as bad for the time being, or, what other applications among

what number of users might be affected?

* Amongst other types, the types of meta data captured might be:

“aljas” — related to the ﬁ'equency with whicb a code component appears in code that

has a name different from other named code it has already been seen to be present in, and;

“event key” — being a signatire that ties an event to a particular configuration of

component code element present on the machine on which the event has occurred. This

permits lowest common denominator/ higher-common factor type analysis on the

community metadata to determine code components that are malware.

_ Tt should be noted that in contrast to previously proposed “s1gnature” based
methods, with methods accordmg to the present invention there is intrinsic protectlon evren
for offline users smee the system can be arranged whlle out of contact with the commumty
database (1 e. off-line or because of a problem connection therew1th), to “lock down” (e.g.
prevent executlon of, or give the user 1nformed consent) an unknown process In effect, if a
process is unknown at the local terminal then in such circumstances it can be considered, at

least initially, automatically to be bad or suspect.

A further situation arises when users wish to install authorised software while

offline.

IPR2023-01050
CrowdStrike EX1003 Page 261



15

20

10 .

+13532:JK ;

-18 -

By prompting the user when they attempt to install new software while offline, the
execution of the installation can itself be “authortsed” — the authorisation by the user is
treated as a “Genesis” event and will be so termed hereinafter. However there are some
processes commonly used in installation of software that communicate with other existing

programs on the installation machine, e.g. Microsoft’s MSIEXEC.

The Genesis approach involves a process that generates signatures as a result of the

user’s authorisation on the user’s terminal.

Further, systems according to the invention may download signatures of so-called
“licensed installer”, being known code components, to users machines while they are
online. This allows the c;peration of a method such that a “licensed installer” is permitted to
execute while a Genesis event is “current”, i.e. within a period of minutes after an
authorisation from the user. There may be refinements to this met_hod, such as to prevent
licensed installers executing if a media change has occurred during the currency of a

Genesis event.

The method may be such that a “licensed installer” together with any child
processes of the licensed installer is permitted to execute while a GENESIS event is
“current”, i.e. within a period of minutes after an authorisation from the user. However,

any unknown processor, which may be malware, may still be detected and processed.
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There may be refinements to this method, such as to prevent licensed installers
executing if a media change has occurred during the currency of a Genesis event and super-
trusted installers such as for example ‘Windows Update’, where all new proécsseé created

by the super-trusted installer are marked immediately as safe.

Preferably signatures o:f 1icens_ed installers aré ALWAYS dowhlo aded, as and when
added fo the community database, to an agent machine while online. There probably are "~

not that many of these.

' . When the terminal is connected to-a-network, the other aspect to this feature is that
the system will; if the about to be installed program is not known to the community
database, block the installation, or alert the user, i.e. “you are about to install some
software, thisy softwqr__e is not known to [communifty]. Are you sure you wish to proceed?”.
Having a limited number of licensed installers facilitates download, as minimal data is

required, compared to downloading virus signature files:

Note that embodiments of the invention can be applied within servers (e.g. in a
server-enterprise environment) and therefore can be executed on any computer or terminal
within a network, including ones which. may be.connected to a network or not, from timeto

time. Even a server itself may be a local ‘terminal’ as the term is used in this specification.

The potentially high volume of active users (i.e. terminals) (which will in practice
be many millions) gives a high probability of at least one of them being infected by new

malware. The speed of propagation is detected and recorded in embodiments of the
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invention so that the propagation of malware can be detected and malware designated as
bad, and can be used to identify an incident emerging across the community as malware, or

simple volume of infection can be used as a trigger.
In a further feature, difference of naming, of an otherwise identical piece of code
combined with acceleration of first attempts to execute the code within the community

allows pattern matching that will show up an identical signatured piece of code as bad.

This feature allows the statement in some embodiments, “nothing will propagate in

- * =10~ -our community-faster than X without being-locked down”, so that if any precess or event

15

20

propagates quicker over a given duratfon, it is marked as bad.

This process can be automated by the identification of the vector of propagation in
the community, from timestamp data held in the community database and the marking of a
piece of code that has these attributes as bad. By comparison, it is believed that all other
anti-malware providers rely on a simplistic known bad model and therefore are reliant

primarily on malware infection actually occurring on terminals and being reported.

One method for plotting the acceleration of 2 suspect piece of code involves
timestamping of each report of the same piece of code, showing how many terminals had
reported the code within successive timeslots, within seconds or minutes initially but then
perhaps against a more logarithmic set of lengthening time periods i.e. the method by which
timestamping is done usually cannot be maintained at the same rate as during the earliest

period of first detection. This logarithmic method avoids the database becoming swamped
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with stamp data hy avoiding a linear method of data capture, e.g. everyﬂ few seconds of all
incidents of the same code. Where apbropriate, in some embodirnents, suspect files can be
uploaded autoniatically from individual terminals to the community database for more

detailed examination.

Amongst other features and inventions, the following aspects form part of the '
present invention, any one or more of which, or any combination of which, or any one or
more feature or combmatron herembefore descrrbed, are con51dered as p0551b1e claimable

inventions m their own right.

- a:) : | The concept of a known and trusted parent process having an identifying
component in its signature that uniquely defines the process (referred to here as a “gene”).
By virtue of such gene being inherited in the srgnature of all of the parent’s child processes
and through them ﬁnther ch11d processes (referred to here as “issue”) such signatures are all
autornatically recor_ded in the local database as good. The coneept also allows the inherited
gene to be removed should aniy issue abuse it, such as by creatmg a suspect child or one that
becomes suspect This concept, combined with Genesis, allows the extension of the trusted
status of parent processes notwithstanding the involvement of surro gate programs (like
Mierosoﬂ’s MSIExed for example) in generating fm‘ther'issue. The marking of eh11d
process signatures as good might otherwise fail because of the involvement of surrogates
like MSIExec, and other licensed installer programs. Alternatively, a parent process which
is not necessarily known and trusted may have a unique identifier, which may possibly be
considered inherently safe, unsafe or given other atiributes. More than one identifier (gene)

may be used. The attribute may be security related or may be related to other aspects such
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as being subscription related so that a process can only be executed whilst a subscription is

current, and so on.

‘ b) Parental creation of a signature for a child or children including the ability
5 for these to be automatically marked as either good or bad depending on the pérent’s
behaviour and determination. Note that in some embodiments the product can ‘watch’ or

monitor the birth of a child process and automatically create the signature upon arrival.

c) Genesis creation through a licensed or trusted installer or surrogate who may
- -*-10r--~ pass-on the true parents-(99%-good)-genes:- The ‘genesis’ process allows the product to

capture the birth and apply the appropriate genetic determination.

d) A feature may be included that allows for automatic forfeiture of a child’s
inherited ability to trigger the automatic creation of signatures on any further births because
15  the child, as parent has already produced bad offspring. Preferably, a rule is that if a file

has one bad offspring then the inherited ability can be automatically removed.

e) An ability to watch the clones or identical twins (i.e. the same process
running on other systems in the community) to compare the pattern of their off-spring to
20  ensure that Genesis events are definitely part of the same genetic line and remove any
determination for an off spring which is not prevalent as a child of the clones or identical
twins, or to make the determination unknown causing it to be watched intensely throughout

the community before a determination can be made.
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Some of the features a) to e) represent a solution to the issnes of producing a
product which can he used effecti'\fely~ without 1VOO°LA> reliance on being permanently
connected to the internet, which is often impractical. Examples of this are Windows
Update, and other processes used more and more by vendors who wish to be able to roll out

other product updates automatically across the worldwide web.

" Possible beneﬁts of these types of featires above conventronal software are as
follows. Antivirus software tends to have a cache of known bad signatures. The problem is
keeping this up to date. Tai{e the simple example of someone buying a new computer. The
computer comes- with an antivirus product preloaded with a signature cache. Between the
time when 'the PC was built, shipped to the store and bought by the user several days or
weeks will have passed. The user starts the PC and is exposed to any new virus or malware
which was created after the PC was built. Full protection requires the user to connect to the
mternet and download updates ThlS cannot be guaranteed to occur ahead of other activities
by the user on the mternet (almost phys1ca11y 1mposs1b1e to guarantee). Witha local cache
of known good processes, as in the embodiments of the present invention, it is po‘ss’ible to
ship the computer/terminal preloaded with a pre-generated cache of signatures for all of the
good (clean) soﬂware preloaded by the computer manufacturer. In this case the user can
connect to the mternet knowing that any new or updated programs will be 1mmec11ate1y
detected and verified. Also any auto-updating software can function forcing signatures to
be automatically built for its children and more remote off-spring (i.e. grandchildren, great-
grandchildren, etc).

) The ability to monitor a process along with any optional sub-processes as an

homogenous entity and then compare the activities of the top level process throughout the
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community and deduce that certain, potentially malevolent practices only occur when one
or more specific sub-processes are also loaded. This allows effective monitoring (without
unnecessary blocking) of programs like Internet Explore (browsers) whose functionality
may be easily altered by downloadable optional code that users acquire from the internet,

the principal source of malevolent code today.

) The ability, using the community database to make early diagnosis, or
simply to take precautionary measures to stop potentially fast propagating worms and

malware very, very early in their life cycle. Given that it is theoretically possible to create a

=== ===~ -0 ---worm which could-infect every computer-connected to-the-internet within a matter of a few
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20

minutes this feature is highly desirable.

h) The ability to make even faster determination by combining data defining
the speed of propagation of a new piece of software with meta data collected by the Agent
and fed to the database. This includes monitoring processes that attempt to conceal
themselves from the user by 'randomly changing name and/or location on the local terminal,
or every computer or network on which it installs. It also includes a process’s attempt to
create an identical copy (i.e. with identical code contents) on the computer but with a

different name. This is a classic attribute of a worm.

i) The use of meta data derived from terminal agents defining the behaviour of
a process across the community and held in a central database to model, test and create new

automated rules for use in the central database and as rules that may be added to those held
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and used in the local (terminal) database to identify and determine the agent’s (system)

response to new or unknown processes and process activity.

3 _]) "The use of two mgnature processes One which defines the entire ﬁles and
will change with a]most any change to.the files content. The other which attempts to deﬁne
only the processing instructions of the process which changes mpch 1ess. By tracking the . 4
occufrences of both signatures individually appearing with different counterparts it is ‘
possable to 1dent1fy processes which have been changed or have been created from a -

common. pomt but which have been edlted to perform new, possibly malevolent

functionality.

- k) The use of an event mask which enables an agent to monitor a known
process and detect if it performs abnormal events which could indicate the emergence of a
new purpose from a Trojan. This enables the agent to take 1mmed1ate protect action to

block the. abnonnal act1v1ty and to report it to the central database.

‘ D A technique to enable an efficient and practical form of communication" N
between the agent (1 e. local terminal) and the remote database which allows the local
tenmnal and commumty to operate w1thout unnecessary delay or impact on the users

enjoyment of the computer and processes he/she choose to use.

m) The technique of recording which security products, operating system,
updates, settings and security patches are installed and active when an event occurs and to

use this to help assess the likehood of a malevolent process bypassing specific security
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products or combinations thereof. To use this information to warn users about the need to

bolster their defences to prevent attack.
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Claims .
1. A _cd'mputer network comprising at least one local terminal, at least one anti-

malw%iré service provider database terminal remote from the terminal, a local database on
the local terminal :Which is populatéd,‘aslproceéses are run .or 'downloade(i onto the terminal,
a server database 'oﬁ the or each server 'détabase ‘perminal and means for determining, when
a process is found at the local terminal, whether that process is known or unknown at the
locaj ﬁmﬁnal and is considered safe or unsafe and, if unknown, ;Nhether the process 1s

known at the server database and is considered safe or unsafe, and means for dynamically

altering the database contents and safe/unsafe status using predetermined conditions.

2. A system as claimed in Claim 1, wherein the server database is distributed over a

pluraﬁty of server computers.

3. | A m'ethod of i)rotéo;cing a iocal terminal against malware, comprisihg providinéka‘
local process signature database on the local and a remote database on a compﬁtér whi_éh‘ is
remote from the local terminal, searching the local database at the terminal wheﬁ a procesg
is abbut to be run té determine whether the process is known or not at tﬁat terminal anci, if
kno;yvn, is cqﬁsideréd safe or uns;afe:; 1f the Ap-r_oc‘ess‘ is not known then searching the remote
database to determine if the process is known and, if so, is determined safe or unsafe; and if
the process is known at the remote database submitting the safe/ unsafe result back to the

local terminal.
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4. A method as claimed in Claim 3, wherein when a process is first seen, a signature

file is created at the local terminal and/or remote database representative of that process.

5. A method as claimed in Claim 3 or Claim 4, wherein if the process is not known at
the remote database, a signature of the process is created at the remote database and

initially marked as unsafe and a copy of the signature is sent to the local database.

6. A method as claimed in Claim 3, wherein if a process is marked as safe by the local

or remote database it is allowed to run.

7. A process as claimed in Claim 3, wherein if a process is marked as unsafe by the

local or remote database it is not allowed to run.

8. A process as claimed in Claim 3, wherein if a process is marked as unsafe by the

local or remote database the user of the local terminal is provided with an informed choice

as to whether to allow the process to run or not.

9. A method as claimed in Claim 3, wherein a mask is generated for each or a
collection of processes, which mask defines the acceptable behaviour for that process or

collection.

10. A method as claimed in Claim 3, wherein the mask includes one or more parameter

selected from the group comprising;
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the expected behaviour of the process or collection of procesées; any external
requeéts or vIntemet cc;nnections that that process or céliection rmght legitimately have to
make or call upqh fhe Tocal terminal 'tq iake, including details of any ports or interfaces-
which might be required to be opened to allow such communication; any databases, either
local or over a local area network: or Wi(ie area -netw:ork.or in’éemeti, which may.be _expeéted

to be interrogated by that process or cdllectiog. ‘

11. A method as claimed in Claim 9, wherein after the process is allowed té rumn, its
behéyiour is monitored and if its be_hax/iour extends beyond that allowed by the mask an

alertis raised. ' L

12. A niethod as claimed in Claim 10, wherein after the alert is raised, a determination
is made as to whether the modified behaviour renders the process safe or unsafe, even if the

process was originally considered safe.

13. A method as claimed in Claim1 or Claim 3, wherein a process may be pre-

authorised.

14.; . A mgafhod as cléjméd in Claﬁn 13, wherein the process is pre-authorised by a '

software provider or by a trusted authority.

15. A method as claimed in Claim 13, wherein if a process is not pre-authorised and is
allowed to run, its behaviour is monitored and is used to create a mask representative of its

behaviour, the behaviour continuing to be monitored to determine whether it expands
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beyond the mask, in which case the modified behaviour can be analysed to determine
whether the mask itself should be modified to take the modified behaviour into account or
whether the modified behaviour indicates that acceptable behaviour has been exceeded and

the process should now be considered unsafe.

16. A computer system including means for minimising the risk of malware infection,
the system comprising at least one local terminal and a community database comprising a
plurality of databases each on a different computer remotely distributed from each other

and from the local terminal, whereby signature and/or mask files representative of known

-processes are stored and built up.on the.community database to obtain, over time, a

community database storing signature and/or mask files relevant to or known processes and

indicating whether each process is considered safe or unsafe.

17. A system as claimed in Claim 16, wherein even after signatures and masks have
been established, behaviour of a process is monitored to determine whether its status is still

safe or unsafe.

18. A method of determining the protection which a computer terminal has from
malware, the method comprising providing a database remote from the terminal;
transmitting from the terminal to a database details of all or selected security products
operating at a point in time on that terminal; obtaining similar information from other
terminals connected to the database; searching for the same combination of security
products used by machine; and identifying any malware processes which were not

identified by said other machine having that particular combination of security products and
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process.

19. A r;iethbd as claimed in Claim 18, further COmpﬁSing providing information to the
user of said first local terminal that his system may be susceptible to attack by said malware

processes.

20. - A method as claimed in Claim 19, wherein the combination of processes includes -

security products, versions, signature files loaded and other security products.

21. A method as claimed in Claim 19, wherein information is provided to a user on a

display associated with the local terminal.

22. A method as claimed in Claim 19, wherein the information is displayed ona -

website,

23. A database populated with information from a plurahty of client termmals
representa‘ave of the combination of security products and processes used by each chent
termmal at-a pomt in time, and details of any known malware processes that Were not

detéctéd by said ui‘ljique‘ combination for each particular terminal combination.

24. A method as claimed in claim 3 whereas files, or data representative of files can be

uploaded from the local database to the remote database.

25. A method as claimed in claim 3 wherein composite sets of data are analysed to
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determine their status.

26. A method as claimed in claim 3 wherein metadata is collected and stored in the

local and/or remote database.

217. A method as claimed in claim 26 when the metadata includes at least one member

of the set comprising “alias” and “Event Key”.

28. A method as claimed in claim 3 whereas if a local terminal is not connected to the

-------- 10.- - remote database and a process.unknown to.that terminal is attempted to be executed an alert
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20

is raised that the process might be unsafe.

29. A method as claimed in claim 28 when the possibly unsafe process is not allowed to

execute.

30. A method as claimed in claim 3 wherein a process unknown to a terminal can be
preauthorised for loading onto or executing on said terminal while the terminal is not

connected to the remote database.

31. A method as claimed in claim 30 wherein one or more “licensed installer”

signatures are pre-supplied to said terminal.

32. A method as claimed in claim 3 wherein volume of infection and/or speed of

propagation is used to determine whether a process is safe or unsafe.
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33. A'm‘ethod. as claimed in claﬁn 32 wherein a vector of propagation is used to

determine whether a process is safe or unsafe. -

34. A method as claimed in claim 32 or 33 wherein propagation is détérmined'by
timestamjﬁng each report of the same process, and providing an indication of the number of

terminals reporting attempted invocation of the process within successive time slots.

35. © A method as claimed in class 34 wherein an at least partially logarithmic timescale

is used.

36.  An anti-malware system, arranged to detect the spread of new processes across a
network and to consider a process as bad if the volume or speed of propagation exceeds a

predetermined threshold.

37.  Ananti-malware system as claim in claim 36 wherein each report of the same
process is timestamped and comprising counting the number of terminals in the network_.i .

reporting that proceés in successive time periods.

38.  An anti-malware system as claimed in claim 37 wherein a logarithmic set of time

periods is used.
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39. A method as claimed in claim 3 wherein there are more than two possible states
representing different levels of safe or unsafe, and the process is allowed to be run or not, or

the user given informed choice, depending on the level.

40. A method as claimed in claim 39 wherein the states are GOOD-BAD-UNKNOWN

LOCALLY and UNKNOWN IN REMOTE DATABASE.

41. A method as claimed in claim 3 wherein an application may be labelled as super

trusted and any child processor generated, or instigated as a result thereof, be considered

42. A computer program product or method, wherein a signature relating to a parent
process includes a component that uniquely identifies it and which is inherited in the
signature of any child or other descendant of the parent, such unique identifier being used

to ascribe one or more attributes to the descendants.

43. A product or method as claimed in Claim 42, wherein the parent process is known

and trusted and whereby an attribute is that the descendant process is safe.

44. A product or method as claimed in Claim 42 or 43, wherein if the parent or a
descendant exhibits behaviour which might be unsafe or suspicious the attribute is, or is

changed to, the process being unsafe.
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45, VA prdduct or method as claimed in any of Claims 42 to 44, wherein the attribute is

security related. -

46. . A product or method as claimed in any of Claims 42 to 45, wherein the attribute is

not security related.
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Abstract

Computer Security

5 A computer network is disclosed with minimised risk of malware infection,
comprising at least one local terminal, at least one malware service provider database
remote from the terminal, a local database on the local terminal which is allowed to
populate and processes are run or downloaded onto the terminal, a server database on the or
each server database terminal and means for determining, when a process is found at the

10 local terminal, whether that process is known or unknown at the local terminal and is
considered safe or unsafe and, if unknown, whether the process is known at the server
database and is considered safe or unsafe, and means for dynamically altering the database

contents and safe/unsafe status using predetermined conditions.
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