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APPLYING ANTIMALWARE LOGIC
WITHOUT REVEALING THE
ANTIMALWARE LOGIC TO ADVERSARIES

BACKGROUND

[0001] Via the Internet, individuals and organizations with
malicious intent author and distribute software that damages
computer systems and/or is used to steal the personal infor-
mation of users (including individual users and entities such
as companies). Such malicious software, or malware, often
exploits code vulnerabilities and/or gets installed onto users’
computer systems by tricking users into taking some action.
[0002] To protect against malware, contemporary antimal-
ware software products use a variety of mechanisms to catch
and quarantine malware. Contemporary antimalware tech-
nology has led to a cycle in which the antimalware vendors
improve their products to provide protection against the latest
malware, and the malware authors respond with improved
malware that defeats these improvements, forcing antimal-
ware vendors to continue the cycle.

[0003] Malware authors have one advantage, however, in
that antimalware vendors are able to reverse engineer the
operation of an antimalware engine given enough resources/
time, and/or tweak their techniques versus the latest engine
using “black-box” probing until their next generation of mal-
ware is able to defeat it. This occurs because antimalware
vendors encode their techniques in the software delivered to
customers and thus (unavoidably) to malware authors. The
antimalware software cannot effectively conceal any tech-
niques from the malware authors, and thus once revealed and
defeated, the antimalware vendors have to produce a software
release or update with changed techniques, (typically a sig-
nature update).

SUMMARY

[0004] This Summary is provided to introduce a selection
of representative concepts in a simplified form that are further
described below in the Detailed Description. This Summary
is not intended to identify key features or essential features of
the claimed subject matter, nor is it intended to be used in any
way that would limit the scope of the claimed subject matter.
[0005] Briefly, various aspects of the subject matter
described herein are directed towards a technology by which
a backend service receives and processes malware-related
queries and associated data from a frontend client, in which
the backend service uses updateable detection logic that is not
revealed outside of the backend service. The processing
determines whether the data associated with the malware-
related query corresponds to detected malware, and the back-
end service returns a result in response to the query indicating
whether the data associated with the malware-related query
corresponds to detected malware.

[0006] The updateable detection logic may be updated
based upon one or more updating criteria, such as time, num-
ber of queries processed, new information and/or the like. For
example, the updateable detection logic may include feature-
based classifiers (e.g., per families of malware) and telemetry
and file-based classifiers, each trained with different data,
with updating occurring by selecting among different classi-
fiers for each family. A frontend client may extract the fea-
tures and send feature data with the malware-related query to
the backend service. The classifiers may include those that
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process the telemetry data sent to the backend system, and
file-based classifiers that evaluate unknown files to predict if
they are malicious.

[0007] Inone aspect, a noise component may provide noise
that changes the malware detection result to indicate that the
data associated with the malware-related query does not cor-
respond to detected malware, when the processing deter-
mined that the malware-related query does correspond to
detected malware. This may be based on the query having
been detected by the backend system as part of a probing
attempt by a malware author to deduce the updateable detec-
tion logic by sending probing queries. Other actions may be
taken for probing-related queries, e.g., to set up the program
code for analysis to determine what the probing malware
author is working on.

[0008] In one aspect, the backend service configured with
the malware detection logic includes an unpredictability
mechanism configured to operate to keep antimalware tech-
niques in the malware detection logic from being deduced
based upon the returned results. The unpredictability mecha-
nism may operate to update the malware detection logic,
and/or to vary at least one malware detected (or not detected)
result that is returned in response to a corresponding client
query. The unpredictability mechanism may operate to deter-
mine when a query is part of a probe attempt, so as to take
action with respect to any such query.

[0009] In one aspect, a backend service receives a query
and first associated data. The backend service processes the
associated data and detects that the data corresponds to mal-
ware, and returns a response to the query including a result
indicating that malware was detected. The backend service
takes an action that is capable of providing a different result if
given another query with similar (e.g., the same or substan-
tively the same) associated data. Upon receiving another
query with similar associated data at the backend service, the
backend service returns a response to the other query includ-
ing a result indicating that malware was not detected. The
action taken may be to update the malware detection logic
between processing the associated data and processing the
similar associated data, or to apply a noise component that
changes the result to a different result, e.g., if the other query
is determined to be part of probing attempt.

[0010] Other advantages may become apparent from the
following detailed description when taken in conjunction
with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The present invention is illustrated by way of
example and not limited in the accompanying figures in
which like reference numerals indicate similar elements and
in which:

[0012] FIG. 1 is a block diagram representing example
components for detecting malware using unrevealed detec-
tion logic in a backend service.

[0013] FIG. 2 is a block diagram representing an example
implementation for training a classifier model based in part
upon telemetry logs.

[0014] FIG. 3 is a block diagram representing an example
implementation for training a classifier model based in part
upon file execution logs.

[0015] FIG. 4is arepresentation of a 2x2 contingency table
used by a feature selection algorithm to select features for use
in malware classification.
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[0016] FIG.5 is a flow diagram representing example steps
for detecting malware using a client component and a back-
end service.

[0017] FIG. 6is ablock diagram representing an exemplary
non-limiting computing system/operating environment in
which one or more aspects of various embodiments described
herein can be implemented.

DETAILED DESCRIPTION

[0018] Various aspects of the technology described herein
are generally directed towards maintaining and operating
antimalware logic and corresponding detection techniques on
a remote backend service, with which a customer frontend
machine communicates (queries) for purposes of malware
detection. In this way, rather than revealing antimalware tech-
niques by encoding them in the software shipped to custom-
ers, at least some of the techniques are maintained at the
backend service. Note that as used herein, the term “malware”
includes any piece of code for which it is desired to detect/
block/remediate, including conventional malware as well as
other potentially unwanted software code such as spyware/
adware.

[0019] Further, the backend logic that implements these
techniques may be updated rapidly, such as continuously, in a
manner that is faster than malware authors can track. Noise
may be added to the results to make it difficult for malware
authors to deduce the logic behind the results. For example,
the backend processing makes it difficult to study the anti-
malware techniques unless a relatively large number of prob-
ing queries is made, however such a large number of incom-
ing probing queries may be observed as a probing attempt,
with noisy (unpredictable) results returned. As a result, mal-
ware authors attempting to examine the backend logic may be
identified as such and foiled.

[0020] It should be understood that any of the examples
herein are non-limiting. As such, the present invention is not
limited to any particular embodiments, aspects, concepts,
structures, functionalities or examples described herein.
Rather, any of the embodiments, aspects, concepts, struc-
tures, functionalities or examples described herein are non-
limiting, and the present invention may be used various ways
that provide benefits and advantages in computing and/or
protection against malware in general.

[0021] FIG. 1 is a generalized block diagram showing
example components for detecting malware, in which at least
part ofthe backend malware detection logic 102 is maintained
at a backend service 104 (e.g., including one or more servers)
and thus not revealed to malware authors. In addition to not
revealing the techniques encoded in the backend malware
detection logic 102, as described below the backend malware
detection logic 102 may be rapidly updated (block 106).
Further, anti-probe logic 108 may be employed, such as to add
noise 110 to results that are very likely queries that are prob-
ing to determine the techniques of the backend malware
detection logic 102. As will be understood, each of the com-
ponents 106, 108 and 110, whether taken alone or in any
combination, may be considered part of an unpredictability
mechanism 111 that operates to keep the antimalware tech-
niques in the backend malware detection logic 102 from
being deduced based upon the returned results.

[0022] When potential malware is received at the customer
machine front-end 112, the potential malware is processed
before being allowed to run, so as to detect whether the
potential malware is actual malware 114. If the potential
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malware is actual malware 114, as in the example of FIG. 1,
the malware 114 will attempt to infect the customer machine
front-end 112, as represented in FIG. 1 by circled numeral one
®.

[0023] In the implementation represented in FIG. 1, an
antimalware client component 116 on the customer machine
frontend 112 processes the malware 114 before the malware
114 is able to infect the machine. As part of this processing,
the antimalware client component 116 is configured to query
the antimalware vendor backend service 104 (corresponding
to circled numeral two (2) in FIG. 1). Note that the antimal-
ware client component 116 may perform some of its own
malware detection, and thus may sometimes detect malware
without needing to query the backend service 104; however
for purposes of explanation, in the example of FIG. 1 the
antimalware client component 116 queries the backend ser-
vice 104. Thus, in this example, the antimalware client com-
ponent 116 does not detect the malware 114, or alternatively,
determines that the file was potentially malicious, and thus
the query to the backend service 104 is made.

[0024] Further, note that the backend malware detection
logic 102 and related components may be a superset of the
logic available to clients; for example, the backend malware
detection logic 102 can use larger resource limits, more sig-
natures, more in-depth processing, and so forth. Also, signa-
tures that are of an outdated threat may be moved to the
backend, to keep the frontend more efficient, e.g., with scan-
ning more limited, such as for signatures corresponding to
more current threats.

[0025] In this example, the backend service 104 via the
unrevealed backend malware detection logic 102 detects the
malware 114 and returns information (corresponding to
circled numeral three (3) in FIG. 1) to the antimalware client
component 116 that indicates that malware was detected.
Further, when malware is detected, the backend service 104
may provide the antimalware client component 116 with
information (e.g., signature data) needed to remediate the
problem. In this way, the antimalware client component 116
may take remedial action (corresponding to circled numeral
four (4) in FIG. 1), such as to clean delete or quarantine the file
containing the malware 114. Note that the operations repre-
sented by circled numerals 1-3 occur in real-time, within the
context of a traditional antimalware scan.

[0026] In one implementation, rather than send the poten-
tial malware file to the antimalware vendor backend service,
antimalware clients are configured to send information com-
prising characteristics and features of potential malware to
the backend service; (although the client may send the file if
deemed suspicious, and/or the backend may request the full
file, such as for executables that have certain features and/or
characteristics). More particularly, features and characteris-
tics may be extracted from the file data by the antimalware
client component 116, sent to the backend service 104, (e.g.,
in an xml report), and processed at the backend malware
detection logic 102. To this end, the backend malware detec-
tion logic 102 includes one or more trained telemetry report
classifiers that determine, in part, whether the features and
characteristics are indicative of malware, or more specifically
(in one implementation) a particular family of malware.
[0027] In one implementation of the telemetry classifier, a
multiclass classifier (e.g., logistic regression, naive Bayes,
support vector machine, neural network, boosted decision
tree, other boosted algorithms, ensemble classifiers, hierar-
chical classifiers and/or the like) may be used to assign an

IPR2023-01053
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unknown telemetry report to a particular malware family,
with a generic malware family representing other families, a
particular benign group of applications, and/or the generic
benign class representing any remaining benign applications.
Note that there also may be a trained classifier for each family
of malware. In another embodiment, the telemetry classifier
may be a binary classifier (i.e., two classes) that is trained to
predict if an unknown telemetry report was related to a mal-
ware file or a benign file on the customer machine 112.
[0028] As the telemetry reports are collected from the anti-
malware products, they are stored in a backend database.
Some example features derived from the telemetry data and
used to train the classifiers are set forth and described below.
Inaddition, one or more other features may be used to indicate
if a particular attribute is blank or null. For example, if the
organization is null, a boolean feature is set to true.

Feature Description

Name of the PE file

File name in the original report

Whether the file name in this report matches the
file name in the original report

Type of file it is

Organization that signed the file

Certificate authority that issued the signature
File signed or not; if signed, whether the
signature is legitimate or invalid

File Name

Original File Name
File Name Matches
Original?

File Type

Signer Name
Signing Authority
Signature Type

Description Description of the file in the header

Organization Manufacturer of the binary file

Version Version number of the binary file

Packed ‘Whether the file is packed

LS Hash Locality sensitive hash

Behavior Feature Represents the simple behavior that caused the
report to be generated

[0029] Only two features may vary when comparing telem-

etry reports from a unique malware sample, namely, the file
name and the behavior which caused the report to be gener-
ated (as described below). In addition to the file name asso-
ciated with the telemetry report, the classifier also may con-
sider other derived features. A separate feature identifies if the
file name in the report matches the file name associated with
the original report of the executable. Furthermore, the type of
file (e.g. keyboard driver, printer driver, application, DLL)
also may be used as a feature.

[0030] Two other features of the system may include which
organization signed the file and which certificate authority
granted the certificate. The certificate is verified for authen-
ticity. The signature type feature indicates whether or not the
file was signed. If it was signed, the system determines
whether the signature is valid.

[0031] Another feature is the certificate authority (CA) that
granted the certificate. A small percentage of malware authors
have managed to obtain certificates granted from respectable
certificate authorities, so as to attempt to provide assurance to
users that their code is legitimate.

[0032] Executable files contain various information in the
header, including the manufacturer, description, and version
number. This data is transmitted to the backend in the telem-
etry reports and may be used as features for the classifier.
More particularly, malicious files are more often packed com-
pared to benign files, and thus whether or not a file is packed
is a useful feature for the classifier/another feature in the
telemetry data. In one implementation, an estimate of the
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entropy is used to predict whether a file is packed because
packed executable files have a high entropy.

[0033] The action (i.e. suspicious behavior) that caused the
report to be generated also may be used as a feature for the
classifier. As part of the telemetry classifier, a unique file hash
(e.g.SHA256, SHA1, MD3, etc.) is transmitted in the telem-
etry report, This unique file hash can be used to determine if
a sample of the file under consideration has been previously
collected on the backend.

[0034] In addition to an SHA1 hash, a locality sensitive
hash also may be computed for the file by the antimalware
client and transmitted to the backend. Unlike standard hashes
which completely change when a single bit in the file is
altered, locality sensitive hashes have the property that chang-
ing a small amount of code introduces only a small change in
the resulting hash. Tri-grams of each file’s locality sensitive
hash may be used as features for the classifier. Doing so
avoids the need to compare pairs of locality sensitive hash
values. As a result, training and evaluation are not adversely
affected as the scale increases.

[0035] The features described in the feature table can be
used to classify if an individual report corresponds to a mali-
cious file. Because the backend service observes telemetry
reports from millions of clients, this telemetry data for an
individual file can be aggregated for a unique file (e.g., SHA1
hash) to determine a result based multiple reports. In this case,
features may include different types of observed behavior,
number of observed instances of the file running on individual
computers, and so forth. Some measure of the differences in
the files names such as the entropy of the observed filenames
also may be used as a feature.

[0036] In another implementation, the suspicious malware
file (or set of files) may be transmitted to backend malware
detection logic 102 running in the backend service 104 where
the backend malware detection logic 102 evaluates the
unknown file (or set of files). Again, the backend malware
detection logic 102 includes one or more trained classifiers
that determine whether the features and characteristics of the
unknown file are indicative of malware or more specifically a
particular family of malware. It should be noted that only the
unknown suspicious file needs to be collected once the first
time it is encountered on any customer machine 112. If a
unique file hash is transmitted in the telemetry report, then the
backend only needs to collect the unknown sample the first
time the file is observed on a customer machine 112. In this
case, the customer can be given the opportunity to wait for the
backend service to upload and analyze the unknown file
before downloading the file to the customer’s machine 112.
[0037] Ifso, the backend malware detection logic 102 may
include the results of a file based malware classifier which
assigns a probability to the file that it belongs to a particular
malware family, the generic malware family, a particular
benign family, or the generic benign family.

[0038] In another implementation, the suspicious malware
file (or set of files) may be transmitted to backend malware
detection logic 102 running in the backend service 104 where
the backend malware detection logic 102 evaluates the
unknown file (or set of files). Again, the backend malware
detection logic 102 includes one or more trained classifiers
that determine whether the features and characteristics of the
unknown file are indicative of malware or more specifically a
particular family of malware. It should be noted that only the
unknown suspicious file needs to be collected once the first
time it is encountered on any customer machine 112. If a
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unique file hash (e.g. SHA256, SHA1, MDS, and so forth) is
transmitted in the telemetry report, then the backend only
needs to collect the unknown sample the first time.

[0039] As described herein, example features and charac-
teristics for the file based classifier include file strings, anti-
malware engine state data, combinations of system calls and
parameter values, and the like indicative of underlying behav-
ior, such as represented as n-grams of system API calls (e.g.,
tri-grams composed of three consecutive system calls such as
create thread, create file and writing to the registry), which
typically needs to occur in malware so that the malware can
accomplish its malicious purpose. Malware is often packed or
encrypted. The file strings can be recovered directly from the
file or extracted from memory as the unknown file unpacks or
decrypts itself. In one implementation of the file classifier, a
multiclass classifier (e.g. logistic regression, naive Bayes,
support vector machine, neural network, boosted decision
tree, other boosted algorithms, ensemble classifiers, hierar-
chical classifiers) can be used to assign an unknown file to a
particular malware family, the generic malware family repre-
senting all other families, a particular benign group of appli-
cations, or the generic benign class representing any remain-
ing benign applications. Note that there also may be a trained
classifier for each family of malware.

[0040] Sometimes the multi-class, telemetry or file mal-
ware family classifiers may not reach a definitive prediction
for an unknown file. In this case, the classifier can return an
inconclusive result. For example, assume the malware family
file classifier trains one-hundred-and-two families: one-hun-
dred malware families, a generic malware family which
includes the other malware families not labeled as one of the
one-hundred families, and a generic benign family. Internally
in one embodiment, this classifier computes one-hundred-
and-two separate “1 versus the rest” linear classifiers and
computes a score for family j for the nth file, s[j,n], as:

F-1

sl nl= ) wif, px(f, ) +b(HW(. j)

=0

where w(f;j) is the binary classifier weight for feature f for the
jth family classifier. There are Ftotal features, and x(f,n) is the
fth feature value for the nth unknown file to be evaluated.
Given the 102 scores (s[k,n] for k=0 to 101), the system
computes the overall probability for the nth file. One possi-
bility is to simply return the highest score, s(j,n), as the overall
probability. However, this method can lead to misleading
results. If all of the individual scores are large negative num-
bers with the addition of a small amount of noise, then the
unknown file will be predicted to belong to one of the classes
even though the score is very low. In this case, none of the
classifiers can confidently predict that the file belongs to its
class. In this case, the system does not want to force the
classifier to make a decision if the output of all of the classi-
fiers is low. Therefore, an “Inconclusive” output may be
included.

[0041] To include the inconclusive state, three separate out-
put probabilities for “Malware”, “Benign”, and “Inconclu-
sive” are computed for each unknown file n. These probabili-
ties may be given as:

Phomgn(t)= eslBenignnl/(z, ooUoml, 1)
Prtatare ) =2 ponign€’ V™ (Sre"F41)

Praconctusive®) =1/ +1)
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It is noteworthy that
Ppenign (M +Prsabare WP prconciusiveM)=1

[0042] When all of the scores for the malware classifier are
low, s[j,n] is a large negative number for j=Benign. As a result,

oSlBenign.n] slBenign.n) 1

Ppenign(n) = Ceeta+ 1) ~ @Bzl 1 1) 1+ e sBerignnl

which is essentially equivalent to the output of the “1 versus
the rest” binary classifier for the benign samples. When none
of the classifiers are very confident in an output (i.e. s[j,n] is
a large negative number for each j),

(n)=1

P[nconclusive

[0043]  To map the results (Px.ig, Pasutwares Priconcusive) 10
the correct label string when can be stored in a database, the
following may be chosen:

Maximum
Category Category Second
Probability Probability First substring substring
Penign >0.9 “Benign_ 4 @
Ppenign 0.7-0.9 “Benign__3" (The empty
Ppenign 0.5-0.7 “Benign_ 2 string)
Benign 0.333-0.50 “Benign_ 1
Inconclusive >0.333 “Inconclusive”
Pasanvare 0.333-0.50 “Malware__1” The most likely
Prsanvare 0.5-0.7 “Malware_ 2” family string
Matware 0.7-0.9 “Malware__3” (e.g. Rbot)
P rtaimare >0.9 “Malware_4”

[0044] The second substring in the table can then be
appended to the first substring to create one string (e.g.
ResultString) that can be stored in a database. The string
format allows the analyst or an automated system to query for
all samples which are highly likely to be any type of malware
using a SQL query similar to “SELECT * FROM dbo.[table-
Name] WHERE ResultString LIKE ‘Malware_ 4%’.

[0045] It should be noted that this example for computing
the inconclusive output is based on training a multi-class
logistic regression classifier based internally on multiple “1
versus the rest” binary classifiers. Other inconclusive results
can be computed and returned for other types of classifiers
including naive Bayes, support vector machine, neural net-
work, boosted decision tree, other boosted algorithms,
ensemble classifiers, hierarchical classifiers and/or the like.
[0046] To make it more difficult for malware to evade
detection, as well as for malware authors to probe the system
to figure out ways to author new malware that will evade
detection, various aspects of the backend classification logic/
process may be rapidly updated (block 106). For example, the
backend malware detection logic 102 may be updated in real
time, and may be updated based upon one or more updating
criteria, e.g., continuously, regularly, occasionally, randomly,
based upon time and/or number of queries, and so forth. In
general, the updates change the criteria by which backend
malware detection logic 102 identifies malware, with the
changes occurring too fast for malware authors to track.
[0047] For example, instead of using a given classifier
trained for a family of malware, multiple classifiers for each
family, each configured somewhat differently (e.g., using
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different subsets of possible signatures and/or trained with
different features, weights, parameters and so forth may be
available), with one (or more) classifiers randomly chosen at
any given time (or per query or number of queries or the like)
to look for malware. In another example, the multiple mal-
ware family classifiers can each be trained using a different
subset of labeled files chosen from a larger set of files. By way
of example, consider the case where the system includes
500,000 labeled examples of the Rbot malware family. Indi-
vidual Rbot binary classifiers can be trained using features
selected based on a fixed or randomly selected subset of
50,000 labeled Rbot files. The service as a whole can rotate
through a series of distinct and different logic sets, adding to
the complexity of determining the precise logic of any one set
by probing, as it will be unclear which set produced a par-
ticular result. This makes classification unpredictable from
the perspective of a malware author. Even retraining and/or
replacing the logic once per day adds a useful amount of
unpredictability to the detection process. Note that a (rela-
tively) static classifier may be present on the frontend, with
dynamically changing classifiers present on the backend.
[0048] In addition to the unpredictability that results from
changing the detection logic, another attribute of the backend
service logic that may be used to make reverse engineering by
malware authors more difficult is the intentional introduction
ofnoise into the logic. In general, this makes the classification
determination decisions fuzzy rather than certain, making it
difficult for malware authors to determine a clear line of
distinction with precision. For example, if the service deter-
mines that a malware author appears to be probing the logic,
the logic may (at least sometimes) override the decision and
intentionally provide an inaccurate result, that is, return a lie
in response to the query. Such noisy results may be random-
ized and/or on a percentage basis, e.g., sixty percent of likely
“probing queries” may get a randomly generated result rather
than the actual result returned by the classifier. The logic may
also use an old classifier version when probing is suspected,
so that the probing malware author spends time defeating a
version that is no longer used in normal querying operations.
[0049] With respect to watching the malware system for
likely probing, various mechanisms may be used. For
example, if the same client (e.g., based upon an IP address) is
sending files that are detected as being malware a relatively
high percentage of the time, possibly with little or no rela-
tionship between the files, then the client is likely probing the
system. If a client is sending the same file or family of mal-
ware with slightly different features (e.g., strings) each time,
then the client is likely probing the system. Noisy classifica-
tion responses (such as “no malware found,” at least some-
times when it actually is detected or detectable via a current
classifier) may be returned in such a situation, as described
above.

[0050] Still further, when probing is suspected, the code
(instead of or in addition to any features and characteristic
data) that was received may be analyzed in more detail. Even
if malware is not detected by current classifiers, such a post-
probing analysis may allow classifiers to be updated (e.g., at
a high priority) based upon what is learned from the analysis.
In other words, a malware author may be revealing new
malware techniques during the probing attempts, and these
can be detected and proactively used to protect against what
may be future malware.

[0051] Turning to additional details of a family-based mal-
ware classification system, one example antimalware classi-
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fication training system 120 (FIG. 1) is further shown in FIG.
2.Raw telemetry logs 222 (reports) and analyst labels 224 are
input to the system 120, which includes various processing
blocks including a feature selection component 226, a dataset
creation component 228, and a classifier training component
230. As described below, the feature selection component 226
determines a subset of the total features to be used for clas-
sification.

[0052] As also described below, a labeled dataset is con-
structed from the analysts’ labels 224 and the telemetry logs
222, and used to train a classifier model 232 using various
algorithms. It should be appreciated that a preprocessing step
(not shown) is usually needed to convert the raw telemetry
XML data to the actual feature vector used to train the clas-
sifier. For example, the locality sensitive hash can be con-
verted into a tri-gram representing three consecutive bytes in
the hash. In another example, letters in the file name can be
converted into a set of trigrams where each trigram index
represents three consecutive letters in the file name. The
output of the training system comprises a classifier model 232
(e.g., a set of weights or parameters), which can be used to
predict if an unknown report was generated by a particular
malware family, a generic malware class, a particular benign
family, or a generic benign class.

[0053] Turning to additional details of a file-based malware
classification system, another example antimalware classifi-
cation training system 120 (FIG. 1) is further shown in FIG. 3.
File execution logs 322 and analyst labels 324 are input to the
system 120, which includes various processing blocks includ-
ing a feature selection component 326, a dataset creation
component 328, and a classifier training component 330. As
described below, the feature selection component 326 also
determines a subset of the total features to be used for clas-
sification.

[0054] The file execution logs 322 can be generated using
several different methods either on the backend system 104 or
on the client machine 112. In one alternative, the behavior on
a real machine (where actions can impact the state of the
machine in a way that cannot be rolled back or isolated) may
be observed. In another alternative, the unknown file can be
executed in a specially instrumented virtual machine which
records various attributes during execution. The virtual
machine can be a lightweight emulator run in the antimalware
client 116 or amore in-depth system which records additional
information, e.g., on the entire customer machine 112 or as a
more sophisticated emulator or virtual machine running in the
backend service 104. For example, the system can collect a
log which records system API calls and the associated param-
eters. For files which are not packed or encrypted, strings in
the code can be recovered directly from the executable binary.
However, malware is often packed or encrypted, whereby the
file strings cannot be recovered directly from the packed
executable. One way to recover the file strings is to execute
the packed or encrypted unknown file (e.g., in an emulation
environment) and observe strings that are written to memory
as they are unpacked during execution. The system can col-
lect other types of logs which include the emulation environ-
ment or the state of the actual computer and collect these in
log files. This system state information might include various
data such as whether or not the file was packed, which com-
piler was used to compile the executable, was the firewall
enabled, were threads corresponding to unknown executables
running, etc. In addition to the virtual machine, the unknown
file may be run on the actual system where the antimalware
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client 116 records the information (e.g., API calls, API
parameters, strings, system state information) and writes
them to log files. In this case, the full logs may be transmitted
to the backend service in addition to the XML report.
[0055] As also described herein, a labeled dataset is con-
structed from the analysts’ labels 324 and the file execution
logs 322, and used to train a classifier model 332 using vari-
ous algorithms. It should be appreciated that a preprocessing
step (not shown) is usually needed to convert the raw data
recovered by the system to the actual feature vector used to
train the classifier. For example, the raw API call sequences
can be converted into a set of potential feature indexes indi-
cating the API trigram sequence. In another example, the
particular combination of API call and parameter value can be
converted into a second set of index values. The output of the
training system comprises a classifier model 332 (e.g., asetof
weights or parameters), which can be used to predict if an
unknown file belongs to a particular malware family, a
generic malware class, a particular benign family, or a generic
benign class. The feature selection component 226 in one
implementation uses system state variables, unpacked
strings, API system call trigrams, and API system calls plus an
individual parameter value as potential features to be ranked.
Note that the features described herein are only examples, and
the classifier is not limited to these types of features, as others
(e.g., file geometry, file reputation and so forth) may be used
instead of or in addition to some or all of the ones exemplified
herein. In one example implementation, a feature selection
algorithm attempts to choose the 3,000 “best” features per
family, and 12,000 “best” features for the generic malware
and benign families (where “best” may be determined
according to an appropriate ranking metric). Note that fewer
features actually result, due to overlap from one family to the
next. In addition, the system can employ features for each
benign family.

[0056] Thus, a ranked list of potential features for each
family is computed, and used to choose the top K (3000,
12000) features for the family. These top K features are a
mixture of different types of features, depending on how well
they discriminate the one family from other malware and
benign file classes (e.g., other malware families, generic mal-
ware family, other generic families, and generic benign fam-
ily).

[0057] Next the feature selection module 326 is described
in the context of the file based malware classifier. To create a
dataset 328 to train the classifier model 332, the training and
selection mechanism converts the raw data from log files
produced by an instrumented version of an antimalware
engine which runs an unknown file sample in a virtual
machine into a feature vector. However, constructing a
dataset from all of the raw data can lead to millions of poten-
tial features, which can cause overfitting that results from
training a complex machine learning algorithm with an insuf-
ficient number of training examples. If the model is too com-
plex, the results when the system is deployed to production
may differ significantly from those observed when trained
and tested on a small labeled dataset. One general rule is to
select the number of features F for the system to be the total
number of samples divided by a sufficiently large number
(e.g. 8-10). Other mechanisms to compensate for overfitting,
e.g.,basedon L1-regularization or the like, may be employed.
[0058] By way of example, consider the unpacked string
feature, in which the training set includes a single example
(e.g., file) that contains the unpacked string “XYZ”, and the

Dec. 13,2012

file is associated with a malware family Rbot. A classification
algorithm may then learn to predict that any files containing
string “XYZ” are likely to belong to the Rbot family. In order
to choose the “best” subset of features from the large number
of potential features, a feature selection algorithm is based on
2x2 contingency tables, which can be derived in a known
manner.

[0059] More particularly, a 2x2 contingency table is con-
structed for each potential feature for each class under con-
sideration. FIG. 4 shows the 2x2 contingency table for the
potential feature for the Rbot class that the file contains the
unpacked string “XYZ”.

[0060] The contingency table for the potential string fea-
ture “XYZ” contains four elements, A, B, C and D. A is the
count of the number of files not belonging to the Rbot family
and which do not include the string “XYZ”, while D is the
count of the number of files of type Rbot that do include the
string “XYZ”. Similarly, B(C) is the number of files labeled
as Rbot (not Rbot) which do not (do) contain string “XYZ”.
Note that only two of the counts need be computed, namely C
and D. More particularly, typically, a very small number of
reports are likely to have a specific string. Thus, to estimate D
and C, the system counts the number of files containing the
string “XYZ” corresponding to Rbot and non-Rbot files,
respectively. A and B may be recovered by noting that
A=NNR-C and B=NR-D where NR(NNR) is the number of
Rbot (non-Rbot) files.

[0061] After the contingency table has been computed for
each potential feature fa score R(f) may be evaluated accord-
ing to:

R(f)=logl(A+1)+log(B+1)+logl(C+ 1)+
logl(D+ 1) +logl(A+B+C+D+4)—(logl(A+B+2)+

logl'(C+ D +2)+logl(A+C+2)+logl'(B+D+2)+logl(4)

where log I'(x) is the log of the Gamma function of quantity
X.
[0062] The set of potential features also may be ranked
according to the scores for each class, and the top F features
that appropriately (e.g., best) discriminate between each class
(malware family, generic malware, benign family, generic
benign) selected. Alternative feature selection algorithms
based on other metrics such as mutual information may also
be employed.

[0063] A similar feature selection process 226 for choosing
the features for the telemetry classifier 232 can also be
employed. In this case, the potential features correspond to
the data collected in the telemetry logs 222. For example, one
potential feature may represent whether the file belonged to
the “Rbot” family and/or whether it was signed by certificate
authority “QRS”.

[0064] The ranked score R(f) provides a ranked list of
potential features to use for the classifier. As part of the rapid
updates 106 and noise 110, different features in the ranked list
can be included in the telemetry classifier, the file based
classifier, or both. For example, instead of selecting the top
300,000 features as indicated by R(f), one instance of the
classifier could be trained with 300,000 features selected
randomly from the top 500,000 features as determined by
R(f). When the rapid update 106 is employed, a new set of
300,000 features can be randomly selected from the top 500,
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000. As aresult, the features will be changed, ensuring that it
is difficult for the attacker to determine the correct set of
features.

[0065] FIG. 5 is a flow diagram summarizing various
aspects above via example steps, with those of the frontend
client on the left of the dashed line, and those of the backend
service on the right. Step 502 represents the client processing
an unknown file to determine (step 504) whether the file
contains malware. Note that steps 502 and 504 are optional,
and for example, may not occur as all malware detection may
be performed by the backend service, however for efficiency
some client-side malware scanning is likely in many imple-
mentations.

[0066] If steps 502 and 504 are performed and malware is
detected (or suspected), the process branches to step 510
where a report is sent to the backend service. If the backend
service requests a copy of the file (step 512) then at step 514
the file is sent for more analysis, with a result returned at step
528 and followed by the client as described below. Otherwise
step 512 branches to step 534 to remediate the malware prob-
lem.

[0067] If not detected at step 504, in this example a more
complete scan is performed by the backend service. Although
it is feasible to send the entire file, in this example step 506 is
performed at the client to extract the features and any other
characteristics data from the file, which is placed into a report.
Step 508 sends the report in a query to the backend service.
[0068] For completeness, FIG. 5 shows training of the
backend service classifiers at step 503. As described above,
these classifiers are updated at step 505 into a current set, such
as by training one or more different malware family (i.e.
multi-class) classifiers (e.g. telemetry classifier, and/or one or
more file classifiers), and using the selected classifiers as the
current set against which potential malware reports are evalu-
ated.

[0069] Step 515 represents receiving the report (or file if
sent via step 514) from the frontend client at the backend
service, and classifying the report as indicative of malware or
not based upon the data (of file content) therein. For a telem-
etry report, the report data contains a unique identifier of the
unknown file (e.g. SHA256 hash or SHA1 hash). Note that
in-depth, file-based classification can be time consuming to
evaluate an unknown file, so in order to provide a response
quickly, step 515 may query another database (not shown) to
determine if the file has been previously evaluated using a
file-based classifier. As a result this classification can be
solely on the telemetry classifier 222, one or more file clas-
sifiers 322, or a combination of classifiers. If malware is not
detected, step 517 branches to step 519 where the result
indicates not detected, with the query result returned at step
527.

[0070] If instead step 517 classifies the report or file as
indicating malware, step 517 branches to step 521 where the
result is set to indicate that malware was detected, with reme-
diation information provided for returning in response to the
query. In this example, however, before returning the
response, probing-related information for this query is evalu-
ated at step 523. If probing is determined as being likely, step
525 is performed, which represents possibly varying the
result with noise in some way as described above. Step 525
also represents taking some other action, such as to request
the full code rather than the feature data, where the code can
be saved to a location for further for analysis. Note that steps
523 and 525 may occur elsewhere in the process, and may be
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optional, including when malware is not detected, however
these steps are shown in this example as not being needed for
the typical legitimate customer situation in which malware is
not detected most of the time. Step 527 returns the result in
response to the client query.

[0071] Step 528 represents the frontend client receiving the
result, with step 530 evaluating the result for whether mal-
ware was detected. If not, step 532 allows the code to run,
otherwise step 534 takes remedial action. A probing malware
author will likely not run the code if malware is not detected,
but instead learn (incorrectly) that the system has not detected
the code as malware.

[0072] As can be seen, by maintaining at least some anti-
malware techniques in the backend where malware authors
cannot directly examine them, malware authors are less able
to analyze the techniques. Moreover, the backend techniques
may be updated too rapidly for malware authors to track. Still
further, adding noise to backend results makes it difficult for
malware authors to deduce how the logic works, without
making a very large number of queries. Such a large number
of queries may be observed, and used to identify malware
authors who are attempting to examine the backend logic, so
as to take action to foil them.

Exemplary Operating Environment

[0073] FIG. 6 illustrates an example of a suitable comput-
ing and networking environment 600 on which the examples
of FIGS. 1-5 may be implemented. The computing system
environment 600 is only one example of a suitable computing
environment and is not intended to suggest any limitation as
to the scope of use or functionality of the invention. Neither
should the computing environment 600 be interpreted as hav-
ing any dependency or requirement relating to any one or
combination of components illustrated in the exemplary oper-
ating environment 600.

[0074] The invention is operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well known com-
puting systems, environments, and/or configurations that
may be suitable for use with the invention include, but are not
limited to: personal computers, server computers, hand-held
or laptop devices, tablet devices, smartphones, multiproces-
sor systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network PCs, mini-
computers, mainframe computers, distributed computing
environments that include any of the above systems or
devices, and the like.

[0075] The invention may be described in the general con-
text of computer-executable instructions, such as program
modules, being executed by a computer. Generally, program
modules include routines, programs, objects, components,
data structures, and so forth, which perform particular tasks
or implement particular abstract data types. The invention
may also be practiced in distributed computing environments
where tasks are performed by remote processing devices that
are linked through a communications network. In a distrib-
uted computing environment, program modules may be
located in local and/or remote computer storage media
including memory storage devices.

[0076] With reference to FIG. 6, an exemplary system for
implementing various aspects of the invention may include a
general purpose computing device in the form of a computer
610. Components of the computer 610 may include, but are
not limited to, a processing unit 620, a system memory 630,
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and a system bus 621 that couples various system components
including the system memory to the processing unit 620. The
system bus 621 may be any of several types of bus structures
including a memory bus or memory controller, a peripheral
bus, and a local bus using any of a variety of bus architectures.
By way of example, and not limitation, such architectures
include Industry Standard Architecture (ISA) bus, Micro
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus,
Video Electronics Standards Association (VESA) local bus,
and Peripheral Component Interconnect (PCI) bus also
known as Mezzanine bus.

[0077] The computer 610 typically includes a variety of
computer-readable media. Computer-readable media can be
any available media that can be accessed by the computer 610
and includes both volatile and nonvolatile media, and remov-
able and non-removable media. By way of example, and not
limitation, computer-readable media may comprise computer
storage media and communication media. Computer storage
media includes volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information such as computer-readable instruc-
tions, data structures, program modules or other data. Com-
puter storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can accessed by the computer 610. Communica-
tion media typically embodies computer-readable instruc-
tions, data structures, program modules or other data in a
modulated data signal such as a carrier wave or other transport
mechanism and includes any information delivery media. The
term “modulated data signal” means a signal that has one or
more of its characteristics set or changed in such a manner as
to encode information in the signal. By way of example, and
not limitation, communication media includes wired media
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other wire-
less media. Combinations of the any of the above may also be
included within the scope of computer-readable media.

[0078] The system memory 630 includes computer storage
media in the form of volatile and/or nonvolatile memory such
as read only memory (ROM) 631 and random access memory
(RAM) 632. A basic input/output system 633 (BIOS), con-
taining the basic routines that help to transfer information
between elements within computer 610, such as during start-
up, is typically stored in ROM 631. RAM 632 typically con-
tains data and/or program modules that are immediately
accessible to and/or presently being operated on by process-
ing unit 620. By way of example, and not limitation, FIG. 6
illustrates operating system 634, application programs 635,
other program modules 636 and program data 637.

[0079] The computer 610 may also include other remov-
able/non-removable, volatile/nonvolatile computer storage
media. By way of example only, FIG. 6 illustrates a hard disk
drive 641 that reads from or writes to non-removable, non-
volatile magnetic media, a magnetic disk drive 651 that reads
from or writes to a removable, nonvolatile magnetic disk 652,
and an optical disk drive 655 that reads from or writes to a
removable, nonvolatile optical disk 656 such asa CD ROM or
other optical media. Other removable/non-removable, vola-
tile/nonvolatile computer storage media that can be used in
the exemplary operating environment include, but are not
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limited to, magnetic tape cassettes, flash memory cards, digi-
tal versatile disks, digital video tape, solid state RAM, solid
state ROM, and the like. The hard disk drive 641 is typically
connected to the system bus 621 through a non-removable
memory interface such as interface 640, and magnetic disk
drive 651 and optical disk drive 655 are typically connected to
the system bus 621 by a removable memory interface, such as
interface 650.

[0080] The drives and their associated computer storage
media, described above and illustrated in FIG. 6, provide
storage of computer-readable instructions, data structures,
program modules and other data for the computer 610. In
FIG. 6, for example, hard disk drive 641 is illustrated as
storing operating system 644, application programs 645,
other program modules 646 and program data 647. Note that
these components can either be the same as or different from
operating system 634, application programs 635, other pro-
gram modules 636, and program data 637. Operating system
644, application programs 645, other program modules 646,
and program data 647 are given different numbers herein to
illustrate that, at a minimum, they are different copies. A user
may enter commands and information into the computer 610
through input devices such as a tablet, or electronic digitizer,
664, a microphone 663, a keyboard 662 and pointing device
661, commonly referred to as mouse, trackball or touch pad.
Other input devices not shown in FIG. 6 may include a joy-
stick, game pad, satellite dish, scanner, or the like. These and
other input devices are often connected to the processing unit
620 through a user input interface 660 that is coupled to the
system bus, but may be connected by other interface and bus
structures, such as a parallel port, game port or a universal
serial bus (USB). A monitor 691 or other type of display
device is also connected to the system bus 621 via an inter-
face, such as a video interface 690. The monitor 691 may also
be integrated with a touch-screen panel or the like. Note that
the monitor and/or touch screen panel can be physically
coupled to a housing in which the computing device 610 is
incorporated, such as in a tablet-type personal computer. In
addition, computers such as the computing device 610 may
also include other peripheral output devices such as speakers
695 and printer 696, which may be connected through an
output peripheral interface 694 or the like.

[0081] The computer 610 may operate in a networked envi-
ronment using logical connections to one or more remote
computers, such as a remote computer 680. The remote com-
puter 680 may be a personal computer, a server, a router, a
network PC, a peer device or other common network node,
and typically includes many or all of the elements described
above relative to the computer 610, although only a memory
storage device 681 has been illustrated in FIG. 6. The logical
connections depicted in FIG. 6 include one or more local area
networks (LAN) 671 and one or more wide area networks
(WAN) 673, but may also include other networks. Such net-
working environments are commonplace in offices, enter-
prise-wide computer networks, intranets and the Internet.

[0082] When used in a LAN networking environment, the
computer 610 is connected to the LAN 671 through a network
interface or adapter 670. When used in a WAN networking
environment, the computer 610 typically includes a modem
672 or other means for establishing communications over the
WAN 673, such as the Internet. The modem 672, which may
be internal or external, may be connected to the system bus
621 via the user input interface 660 or other appropriate
mechanism. A wireless networking component such as com-
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prising an interface and antenna may be coupled through a
suitable device such as an access point or peer computer to a
WAN or LAN. In a networked environment, program mod-
ules depicted relative to the computer 610, or portions
thereof, may be stored in the remote memory storage device.
By way of example, and not limitation, FIG. 6 illustrates
remote application programs 685 as residing on memory
device 681. It may be appreciated that the network connec-
tions shown are exemplary and other means of establishing a
communications link between the computers may be used.
[0083] An auxiliary subsystem 699 (e.g., for auxiliary dis-
play of content) may be connected via the user interface 660
to allow data such as program content, system status and
event notifications to be provided to the user, even if the main
portions of the computer system are in a low power state. The
auxiliary subsystem 699 may be connected to the modem 672
and/or network interface 670 to allow communication
between these systems while the main processing unit 620 is
in a low power state.

CONCLUSION

[0084] While the invention is susceptible to various modi-
fications and alternative constructions, certain illustrated
embodiments thereof are shown in the drawings and have
been described above in detail. It should be understood, how-
ever, that there is no intention to limit the invention to the
specific forms disclosed, but on the contrary, the intention is
to cover all modifications, alternative constructions, and
equivalents falling within the spirit and scope of the inven-
tion.

[0085] In addition to the various embodiments described
herein, it is to be understood that other similar embodiments
can be used or modifications and additions can be made to the
described embodiment(s) for performing the same or equiva-
lent function of the corresponding embodiment(s) without
deviating therefrom. Still further, multiple processing chips
or multiple devices can share the performance of one or more
functions described herein, and similarly, storage can be
effected across a plurality of devices. Accordingly, the inven-
tion is not to be limited to any single embodiment, but rather
is to be construed in breadth, spirit and scope in accordance
with the appended claims.

What is claimed is:

1. In a computing environment, a method performed at
least in part on at least one processor, comprising, receiving a
malware-related query at a backend service, processing data
associated with the malware-related query at the backend
service, including via updateable detection logic that is not
revealed outside of the backend service, to determine whether
the data associated with the malware-related query corre-
sponds to detected malware, and returning a corresponding
result in response to the query indicating whether the data
associated with the malware-related query corresponds to
detected malware.

2. The method of claim 1 wherein processing the data
associated with the malware-related query comprises deter-
mining that additional data is needed, requesting the addi-
tional data from the client, receiving the additional data from
the client, and using at least some of the additional data as at
least part of the data associated with the malware-related
query that is processed to determine the corresponding result.

3. The method of claim 1 wherein the data associated with
the malware-related query comprises feature data, and
wherein processing the data associated with the malware-
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related query comprises classifying the feature data via at
least one feature-based classifier.

4. The method of claim 3 further comprising, extracting the
feature data at a frontend client, and sending the feature data
with the malware-related query from the frontend client to the
backend service.

5. The method of claim 1 further comprising, updating the
updateable detection logic based upon one or more updating
criteria.

6. The method of claim 1 wherein the updateable detection
logic comprises a set of classifiers, and further comprising,
updating the updateable detection logic by changing at least
one classifier in the set.

7. The method of claim 6 wherein the classifiers are fea-
ture-based classifiers, and further comprising selecting a sub-
set of features based upon training data and training the clas-
sifiers based upon the selected subset of features.

8. The method of claim 1 further comprising, providing
noise that changes the result to indicate that the data associ-
ated with the malware-related query does not correspond to
detected malware when the processing determined that the
malware-related query does correspond to detected malware.

9. The method of claim 1 further comprising, determining
that the query is part of a probing attempt.

10. The method of claim 9 further comprising, providing
noise that changes the result to indicate that the data associ-
ated with the malware-related query does not correspond to
detected malware when the processing determined that the
malware-related query does correspond to detected malware.

11. The method of claim 9 further comprising, taking
action to analyze program code from which the data associ-
ated with the malware-related query is obtained.

12. In a computing environment, a system comprising, a
backend service, the backend service configured with mal-
ware detection logic, the malware detection logic configured
to process data associated with queries to determine whether
for each query the data associated with that query is indicative
of malware, the backend service further configured to
respond to each query with a result indicating whether the
logic determined the data to be indicative of malware, or with
a request for more associated data from which the result may
be determined, and the backend service further comprising an
unpredictability mechanism configured to operate to keep
antimalware techniques in the malware detection logic from
being deduced based upon the returned result.

13. The system of claim 12 wherein the data associated
with the query includes feature data, and wherein the malware
detection logic includes at least one feature-based classifier.

14. The system of claim 12 wherein the unpredictability
mechanism operates to update the malware detection logic, or
to vary at least one result that is returned in response to a
corresponding query, or both.

15. The system of claim 12 wherein the unpredictability
mechanism operates to determine when a query is part of a
probe attempt, and is configured to take action with respect to
a query that is determined to be part of a probe attempt.

16. The system of claim 15 wherein the unpredictability
mechanism takes action to vary the result of the query that is
determined to be part of a probe attempt.

17. One or more computer-readable media having com-
puter-executable instructions, which when executed perform
steps of a process, comprising:

receiving a query and associated data at a backend service,

in which the associated data is received with the query or
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received via one or more subsequent communications,
or via a combination of both;

processing the associated data at the backend service to
detect that the data corresponds to malware, and return-
ing a response corresponding to the query including a
result indicating that malware was detected;

taking an action at the backend service that is capable of
providing a different result if given another query with
similar associated data;

receiving another query with similar associated data at the
backend service in which the similar associated data is
received with the query or received via one or more
subsequent communications, or via a combination of
both; and

returning a response corresponding to the other query
including a result indicating that malware was not
detected.

Dec. 13,2012

18. The one or more computer-readable media of claim 17
wherein taking the action comprises updating malware detec-
tion logic between processing the associated data and pro-
cessing the similar associated data.

19. The one or more computer-readable media of claim 17
wherein taking the action comprises applying a noise com-
ponent that changes the result to a different result.

20. The one or more computer-readable media of claim 17
having further computer-executable instructions comprising,
detecting that the other query is part of a probing attempt, and
wherein taking the action comprises applying a noise com-
ponent, based upon detecting that the other query is part of a
probing attempt, which changes the resultto a different result.
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