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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Mauritius Schmidtler
Art Unit |

Examiner Name ‘ Not Assigned
Attorney Docket Number |04584.0168USO1

KHAN, Hassan et al., "Determining Malicious Executable Distinguishing Attributes and Low-Complexity Detection", J. D
Comput Virol, 7.2 (2011), pgs. 95-105.

2 KOLTER, J. Zico et al., "Learning to Detect and Classift Malicious Executables in the Wild", Journal of Machine D
Learning Research 7 (2008), pgs. 2721-2744.

If you wish to add additional non-patent literature decument citation information please click the Add button ~ Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
1 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor ‘ Mauritius Schmidtler

STATEMENT BY APPLICANT At Un
nit |

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Not Assigned

Attorney Docket Number | 04584 .0168US01

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c} more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[] Fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Jason E. Becker/ Date (YYYY-MM-DD) 2015-05-12

Name/Print Jason E. Becker Registration Number 66632

This cellection of information is required by 37 CFR 1.97 and 1.98. The informaticn is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments oh the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17 IPR2023-01053
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the infarmation in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

3
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Doc Code: PA.. PTO/AIA/82A (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Filed herewith

Filing Date Filed herewith

First Named Inventor Mauritius Schmidtler

Title AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON
STATIC DATA ANALYSIS

Art Unit Not assigned

Examiner Name Not aSSig ned

Attorney Docket Number |04584.0168USO1

SIGNATURE of Applicant or Patent Practitioner

Signature /Jason E BeCker/ Date (Optional) May 12, 2015

Name Jason E. Becker Registration | 66632
Number

Title (if Applicant is a Attorney
juristic entity)

Applicant Name (if Applicant is a juristic entity) Webroot | nc

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

|:| *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. | P R20 2 3_0 1 O 53
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Doc Code: PA..

i PTOAINGZE (§7-13)
Document Deseription: Power of Atlomey Agpraved for use through 1173012014, ONIB 08530051
U.5. Patent and Trademark Office; LS. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are reguired 1o respond to & collection of information uniees it displays & valid OME contro! number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in gither the attached transmittal letter or
the boxes below.

Application Number Filing Date

{Note: The boxes above may be left blank if information is provided on form PTO/AIAGZAL)

{ hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our aftornev(s} or agent(s), and
to transact all business in the United States Patent and Trademark Office connacled therewith for the apphcaimn referanced in
the attached transmiital letier (form PTG/AIABZA) or identified above: i """

D { hereby appoint Practitioner{s} named in the attached list (form PTOIAIAGIEC) as myfour attorney{s) or agent(s}, and {o transact
ali business in the United Siates Patent and Trademark Office connected therewith for the patent application referenced in the
attachad transmittal letter {form PTO/AIA/B2A) or identifiad above, (Note: Complete form PTO/AIAB2C )

Please recognize or change the correspondence address for the application identified in the attached transmittal
Istter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

m The address associated with Customer Number:
OR ‘

Firm or
individual Name

Address

City | State ! Zp |

Country
Telephone i Email ;

{ am the Applicant (if the Applicant is a juristic entity, list the Apglicant name in the box}:

WEBROOT INC.

i:f invantor or Joint inventor {litle not required badow)

E:j Legal Representative of & DBeceased or Legally Incapacitated Inventor {title not reguired balow)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's titie if applicant is a juristic antity)

E:E Person Who Otherwise Shows Sufficlent Propristary Interest {2.g., a patition under 37 CFR 1.46{b}2) was grantad in the
application or is concurrently being flad with this documant} {provide signer's title if applicant is a juristic entity}
SIGNATURE of Applicant for Patent

The undersigned (whose title le supplied below} is authorized to ast on behalf of the applicant {e.g., where the applicant is a juristic entity).

Signature e N | Date (Optional) | M. 2. gery
Name R’fan Howe )
Title Associate General Counsst

NOTE: Signatwre - This form must be signed by the applicant in accerdance with 37 CFR 1.33, Seas 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

BTG’EEE of forms are ‘;ubﬂ‘iﬁ&d

Thy.fa coffection of formation s required by 37 (,.F' R 1181, 1.32, and 1.33. T’ha information is reguired 13 oidain oF retain 8 bensfit by the public whichis o ﬁie\and by the
USPTO to process) an application. Confidentiatity is governed by 235 11.8.0. 122 ang 37 OFR 1.11 and 1.14. Tiis collectinn is estimated fo taka 3 minutes o complate;
inciuding gathening, prepanng. and sulritiing the rr‘mpieﬁed appiication form 1o the USPTO. Time will vary depending upon the dividua! case. Any commersts on the amount
of time you requirs to complete this form andior suggestions for reducing this burden, shouid he sent to the Chief Information Offiosr, U.8. Patent and Trademark ee U.8.
Depariment of Commerce, #.0. Box 1460, Alexandria, VA 2831 8-1480. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND T0: Conuniasionse

for Patants, P.0. Rox 1450, Alexandria, VA 22343-1480.
if you need assistance in complating ihe form, call 1-800-PTC-8188 any sefect aption 2
IPR2023-01053
CrowdStrike EX1006 Page 6




Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC

DATA ANALYSIS

First Named Inventor/Applicant Name:

Mauritius Schmidtler

Filer: Jason Evan Becker/Jacquelyn Slate
Attorney Docket Number: 04584.0168US01
Filed as Small Entity
Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sub-Totalin
UsD($)
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 70 70
Utility Search Fee 2111 1 300 300
Utility Examination Fee 2311 1 360 360
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

IPR2023-01053
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Sub-Total in

Description Fee Code Quantity Amount UsD(S)
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 730

IPR2023-01053
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Electronic Acknowledgement Receipt

EFS ID: 22322426
Application Number: 14709875
International Application Number:
Confirmation Number: 1593

Title of Invention:

AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC
DATA ANALYSIS

First Named Inventor/Applicant Name:

Mauritius Schmidtler

Customer Number:

23552

Filer:

Jason Evan Becker/Jacquelyn Slate

Filer Authorized By:

Jason Evan Becker

Attorney Docket Number: 04584.0168US01
Receipt Date: 12-MAY-2015
Filing Date:
Time Stamp: 14:45:41

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $730

RAM confirmation Number 1057

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

IPR2023-01053
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
2015_05_12_ADS_04584_0168 1561132
1 Application Data Sheet T USo1.PDE - no 7
b19bb9e7ec8b6593ed865b3915d389066¢|
97677
Warnings:
Information:
2015_05_12_Declarati E 340074
. ) _05_12_Declaration_Exec
2 Oath or Declaration filed uted_04584_0168US01.PDF no 6
ael1273fc4b71ee40159d2acc05786e5379ff|
13
Warnings:

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Information:
o . 181213
3 2015_05_12_SpecificationAsFil os 58
ed_04584_0168US01.PDF y
7d839a3a92fbacalcabdale7d17f73b3208
bedcl
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 23
Claims 24 27
Abstract 28 28
Warnings:
Information:
148489
4 Drawings-only black and white line 2015_05_12_FiguresAsFiled_0 o 4
drawings 4584 _0168US01.PDF
af79014775b8f4526957867ddc7b23980e5
Warnings:
Information:
2015_05_12_IDS_Ti Ltr_045 74414
. _05_12_IDS_TransLtr_|
5 Transmittal Letter 84_0168US01.PDF no 2
63836f1230f18d3056637be2e88479011b5!
2474
Warnings:
Information:

IPR2023-01053
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Information Disclosure Statement (IDS)
Form (SB08)

2015_05_12_IDS_SB08_04584_|

0168US01.PDF

612119

no 4

0843301ee59c8a8a4b18191dc246784 7fafe]

<Obf

Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

KHAN_det ini lici 360303
7 Non Patent Literature —0€ ern;l;::ng_ma Icious. no 11
0c92e5c380ab034b45d8ce348c867a03cfe
Warnings:
Information:
KOLTER_I i to_detect 183157
8 Non Patent Literature - ear:lljan_ o_cetect. no 24
b0544fc94d8bc745cad0d67b9%e 3333589
Warnings:
Information:
2015_05_12_POA_04584_0168 393963
9 Power of Attorney T Uso1.PDF - no 2
756e9444¢7db239%50f3cbac3d53c1e2d 24|
6a36c
Warnings:
Information:
35288
10 Fee Worksheet (SB06) fee-info.pdf no 2
f1f4d93a39c2ea3bd384c2df4b9871547330
5ba2
Warnings:
Information:
Total Files Size (in bytes):l 3890152

CrowdStrike E

IPR2023-01053
X1006 Page 11




This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2023-01053
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PTO/AIA/4 (12-13)
Approved for use throcugh 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of informaticn unless it contains a valid OMB contrel number.

Attorney Docket Number | 04584.0168US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

The application data sheet is part of the provisional or nonprovisicnal application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

n Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:

Remove

Inventor 1
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Mauritius Schmidtler
Residence Information (Select One) (¢) US Residency () Non US Residency () Active US Military Service
City | Escondido | State/Province ‘ CA ‘ Country of Residence i | US
Mailing Address of Inventor:
Address 1 c/o Webroot Inc.
Address 2 385 Interlocken Crescent
City Broomfield ‘ State/Province | CO
Postal Code 80021 ‘ Country i us
Inventor 2
Legal Name
Prefix| Given Name Middle Name Family Name Suffix
Gaurav Dalal
Residence Information (Select One) (o) US Residency () Non US Residency () Active US Military Service
City San Jose | State/Province ‘ CA ‘ Country of Residence i| us
Mailing Address of Inventor:
Address 1 c/o Webroot Inc.
Address 2 385 Interlocken Crescent
City Broomfield ‘ State/Province | CcO
Postal Code 80021 ‘ Country i | us
Inventor 3
Legal Name
Prefix| Given Name Middle Name Family Name Suffix

Reza Yoosoofmiya

(3 NonUS Residency () Active US Misy Se5vch 10

TN ULEO U TUY

CrowdStrike EX1006 Page 13

Residence Information (Select One) (8) US Residency
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PTO/AIA/4 (12-13)

Approved for use throcugh 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 04584.0168US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

City | San Diego State/Province ‘ CA ‘ Country of Residence i | US

Mailing Address of Inventor:

Address 1 c/o Webroot Inc.

Address 2 385 Interlocken Crescent

City Broomfield ‘ State/Province | CO
Postal Code ‘ 80021 ‘ Country i us

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add bution.

Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 23552
Email Address DOCKMPLS@merchantgould.com | | AddEmail | |Remove Email

Application Information:

Title of the Invention AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS
Attorney Docket Number| 04584.0168US01 Small Entity Status Claimed

Application Type Nonprovisional
Subject Matter Utility
Total Number of Drawing Sheets (if any) 4 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S5.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under
[[] 35U.5.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreem ir
TPRYSE 5053

publication at eighteen months after filing.
Crowdstrike EX100b Page 14
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PTO/AIA/4 (12-13)

Approved for use throcugh 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 04584.0168US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: () Customer Number ‘ () US Patent Practitioner | (O Limited Recognition (37 CFR 11.9)
Customer Number 23552

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119{(e}, 120, 121, or 365(c) or indicate National Stage

entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form 3
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When pricrity is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (FDX) the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h)}{1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55{(g)(1).

| Remove |
Application Number Country [ Filing Date (YYYY-MM-DD) Access Code' (if applicable)
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Aad
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Approved for use throcugh 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 04584.0168US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPQ), the World Intellectual Property Office {WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

IPR2023-01053
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Approved for use throcugh 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 04584.0168US01
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

(® Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name Webraot Inc.

Mailing Address Information:

Address 1 385 Interlocken Crescent

Address 2

City Broomfield State/Province CO
Country i| US Postal Code 80021
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

Remove

If the Assignee or Non-Applicant Assignee is an Organization check here. - man

ImYaYaVa! [l
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3
EFS Web 2.2.11 CrowdStrike EX1006 Page 17



PTO/AIA/4 (12-13)

Approved for use throcugh 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 04584.0168US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country i Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |(/Jason E. Becker/ Date (YYYY-MM-DD)| 2015-05-12
First Name | Jason E. Last Name | Becker Registration Number | 66632
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTQO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general autherity for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpcse for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 5562a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of National Security
review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2804 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publicaticn of the application pursuant|
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 1561. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or lccal law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Agproved for use through FU3H2614, OMES 88100583

WS, Poterd and Yrademark Offios; U8, DEPARTMENT OF COMMERCE

Under the Papenverk Redustion Act of 183%, no persans ane required to ssapond 1o & colinetion of informating unless it diapiays 8 vl OME comteed mummbar,

4 DECLARATION {37 CFR 1.63} FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET {37 CFR 1.78)

AN —
Tiws of L AUTOMATIC THREAT DETECTON OF EXECUTARLE FILES BASED ON STATEﬁ
avention | DATA ANALYSIS

As the below named inventor, | hareby dedare that:

This declaration
is diracted fa: Tha sttached spplication, or

m United States application or PCT intemational application number

fhed on

The above-deniified aspplication was made or authorized {o be made by ma

i helieve that | am the original invendor or an origingl joint invenior of & clalmad invention in the applicatian,

| haraby acknowdedoe that any willful false stetement made in this declaration s punishabls under 18 US.C, 101
by fine or imprisonment of not mone than fve {5} years, or both.

WARNING:

Petitioner/applicant is cautioned i avold submiling personal infermstion in documents fied iIn & palent spplication that may
contribuie o dendily thell, Pereongl information such as social secunly numbers, bank aconint aumbers, of oredit oard numbers
{ather than & check or credit cand authorization form PTO-2038 submitied for paymant purposes} s never required by the USPTO
to support 2 petition or an application, - If thia typs of personal informgtion is inchuded in documants subimitted to the UBPTQO,
petitionersfapplicants should consider redacting such peraonal information from the documents before submilting them o the
USPTO. Petilionerdapplicant is advised that the record of a patent application is svaliable o he pblic after publication of the
appiication {unless a non-publication request in compliance with 37 CFR 1.213{a} is made in the application) or issuance of a
patent. Furthermong, the record from an abandoned spplication may also be avallabie fo the public if the application s
referenced i & published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms
 PTO-2038 submitted for payment purposes are not retained in the application fle and therefore are not peblicly available.

LEGAL NAME OF INVENTOR

2 T { ™Y ow
fvanton M"%@mms Schm;gjﬁer Date {(Oplional) | k&”ig,\@% ‘ai‘i‘ ,»‘\ ;‘{ \:&\ig
Ko H

{ oo ¥
%

Bignatusd o \‘“*\w N TS

N
e N

Note: An sppiicstion data shest (PTO/SEMR or sguivalent), including neming the entire inventive entity, must accompany s form or must have
peen previously filed. Use an additiona! PTOAIAGY form for sach addiional inventor,

Thiz coliaction of informating I8 requited by 388 8. 116 and 37 CFR 163 The informiatine is required to obisin o sedain 8 bansfit by the publis which is to fie {(and
oy the USFTO to process) an spptiostion. Cordidentiaity is governad by 38U B 0. 122 and 37 OFR .11 and 114 This ontiectinn is selimated o tike 1 minde ©
compiete, incuding gathering, pespadng, srd submiting he completed appication form {o the USRTO . Tims will vary depending upon he indiides cass. Any
soremants on the amount of Hme you requirs io compists this form andior suggestions for redusing s burden, shauld be sent o the Chiaf Information Oifeer, UR.
Fatent gnd Trademark Offios. 1.8, Depenment of Commarce, B0, Box 1450, Alsxandria, WA 22313-145¢ . [0 NOT SEND FEES OR COMPLETED FORMS TD
THIS ADDRESS. RERD TO: Compndssionsy for Patsrds, PO, Box 1488, Aloxandria, V8 22313-1488.

# you need Rxwstance i compieling ihe Sum call 1-80FT$128 and sefecf uplion 2
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Privacy Aot Stalement

The Privacy Act of 1874 {P.L, 83.578) requires thal you be given cerlain information In connaction
with yaur submission of the altached form relaled (o 8 patent application or patent. Accordingly,
marsuant to the requirenents of the Act, pleass be advissd that: 1) the gensral authorily for the
oufiection of this information i3 35 U.8.C. 2H2E) (2 fumishing of the information solicited is volustany;
and {3} the principal purpese for which the information is used by the U5, Palent snd Trademark
Qifice is 10 provess andfor sxamine your submission related o 2 palent application or pateni, Hyou do
not furnish the requesied formation, the U.8. Palent and Trademark Office may not be able o
process andfor sxaming your submission, which may rasull in termination of grocesdings o
shandonment of the application or sxpiration of the palent.

The information provided by you in this form will be subject to the foliowing routing uses:

1.

The information on this form will be treated condidentially to the axien aflowed under the
Freedom of information Act {S U.8.C. 853} and the Privacy Act {8 8.0 582a). Records from
ihis system of records may be disclosed o the Department of Juslice o delermine whether
diselosurs of these records is remqusired by the Fresdom of information Ad

A record from ihis system of records may be disclosed, 8% @ routing use, in the coume of
presenting svidenss lo a court, magistrale, o administrative tibunad, including disdosums to
opposing counsad in the course of seitfemeant negotiations.

A racord In this syslem of records may be disclosed, 25 8 rowline use, io a Member of
Congress submiliing 2 request volving an individug, 1o whom the record perlaing, whan the
incthvichiat has reguested assistance fromn the Member with respeet o the subject matier of the
racord.

& record in s system of records may be disclosed, 83 3 routine use, 10 & contracior of the
Agency having need for the informadion in order 10 perform & contract. Recipiants of
infornation shall be regquired o comply with the requirements of the Privacy Act of 1974, as
amanded, pursuant o 5 LS80, 583aim).

A record refated o an Infernational Application Hlad under the Petent Cooperation Trealy in
this system of records may be disclosed, as 3 routine use, o e Injernational Burasu of the
World Intsllectus! Properly Organization, pursuant to the Patent Conpenation Trealy.

A record in this system of records may be disclosed, as 8 rouline use, I anolher federsl
agency for purposes of National Securily review {35 U.8.C. 181) and for review pursuant o
the Alomic Energy Act 82 U8B0, 218{gL

A record from this system of records may be disclosed, a5 3 routing use, to the Adminisiraior,
General Senvives, or hisher designes, during an inspection of records sonducted by GBA as
par of hat agency's responsibility {o reeommend improvements in records managament
practicss and programs, under aulhorily of 44 UE.C. 2804 and 2808, Such disciosurs shall
be made in sccordance with the G8A regulslions goveming inspaction of records for this
purposs, and any other relovant {ie., 85A or Commaree) direstive. Such disclosure shall not
be used to make delerminations about individuals,

& record from this system of records may be disclosed, as a rmoubing use, 1o the pubdic alter
gither publication of the application pursuant o 35 U.B.C. 123(5) or issuanes of a patent
pursuant o 38 U.8.0, 181, Purther, a record may be disclosed, subjedt to the limitations of 37
CFR 1,14, as 2 routine use, o the public if the record was filsd in an application whish
beomme abandoned or in which the procesdings were lerminaied and which application is
seferenced by sither 3 published application, an applicstion open o public inspaclion or an
issuad patent.

A record from this system of records may be disclosed, a5 a routine uss, o 8 Pedergl, State,
or luosl iy enforcement agency, If the USPTO becomes awars of a8 violation or polantial
vistation of lsw or regulation,
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PTO/AIA/01 (06-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information uniess it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC
Invention | DATA ANALYSIS

As the below named inventor, | hereby declare that:

This declaration -
is directed to: |_i_| The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

I believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Gaurav Dalal Date (Optional) : OS_‘/“ /Ir

Inventor: A

Signature: G? QA2 Ay DM

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is fo file (and
by the USPTOQ to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to

the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/01 (06-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC
Invention | DATA ANALYSIS

As the below hamed inventor, | hereby declare that:

This declaration I
is directed to: |i| The attached application, or

|:| United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
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referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the

World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant ( i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON
STATIC DATA ANALYSIS

Background

[0001] Everyday new executable files are created and distributed across networks. A
large portion of these distributed executable files are unknown. For instance, it is not
known if such distributed executable files are malicious or not. Given the high volume of
new unknown files distributed on a daily basis, it is important to determine threats
contained in the set of new unknown files instantancously and accurately. It is with
respect to this general environment that aspects of the present technology disclosed

herein have been contemplated.
Summary

[0002] Aspects of the present disclosure relate to threat detection of executable files. A
plurality of static data points are extracted from an executable file without decrypting or
unpacking the executable file. The executable file may then be analyzed without
decrypting or unpacking the executable file. Analyzing of the executable file comprises
applying a classifier to the plurality of static data points extracted from the executable
file. The classifier is trained from data comprising known malicious executable files,
known benign executable files and potentially unwanted executable files. Based upon the
analysis of the executable file, a determination is made as to whether the executable file
is harmful. In some examples, execution of the executable file is prevented when a

determined probability value that the executable file is harmful exceeds a threshold value.

[0003] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This summary is not
intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used to limit the scope of the claimed subject matter.
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Brief Description of the Drawings

[0004] Non-limiting and non-exhaustive examples are described with reference to the
following figures. As a note, the same number represents the same element or same type
of element in all drawings.

[0005] Figure 1 illustrates an exemplary system 100 showing interaction of components

for implementation threat detection as described herein.

[0006] Figure 2 illustrates an exemplary distributed system 200 showing interaction of

components for implementation of exemplary threat detection as described herein.

[0007] Figure 3 illustrates an exemplary method 300 for implementation of threat

detection systems and methods described herein.

[0008] Figure 4 illustrates one example of a suitable operating environment 400 in which

one or more of the present examples may be implemented.
Detailed Description

[0009] Non-limiting examples of the present disclosure relate to the threat detection of
executable files. The examples disclosed herein may also be employed to detect zero day
threats from unknown executable files. However, one skilled in the art will recognize
that the present disclosure is not limited to detection of executable files that may present
zero day threats and can be applicable to any unknown file that is attempting to execute
on a system (e.g., processing device). The present disclosure is able to detect whether an
executable file is harmful or benign before the executable file is actually executed on a
processing device. In examples, machine learning processing applies a classifier to
evaluate an executable file based on static points data collected from the executable file.
The classifier is trained from a collection of data comprising known malicious files,
potentially unwanted files and benign files. The classifier is designed and trained such
that it can handle encrypted and/or compressed files without decrypting and/or

decompressing the files.
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[0010] Approaches to detecting threats typically focus on finding malicious code blocks
within a file and analyzing the behavior of the file. Such approaches are expensive and
time-consuming operations that require decrypting encrypted files, dissembling code,
analyzing behavior of malware, among other things. Additionally, behavioral detection
requires the execution of the potentially malicious code, thereby presenting an
opportunity for the malicious code to harm the computing system is executing on. The
present disclosure achieves high and accurate classification rates for potentially malicious
executables without the need to employ time consuming processing steps like decryption,
unpacking or executing unknown files while maintaining a controlled and safe
environment. The determination of unknown files is achieved by evaluating static data
points extracted from an executable file using a trained classification system that is able
to identify potential threats without analyzing executable behavior of a file. The present
disclosure also provides for the creation of a training set that adaptively learns what static
data points may indicate the existence of malicious code using training data that contains
a statistically significant number of both encrypted and non-encrypted examples of
malicious or unwanted executable files, among other information. By collecting a large
set of training examples as they appear as publicly available and distributed over network
connection (e.g., “in the wild”), the present disclosure ensures that its adaptive learning
processing is robust enough to comprise sufficient representation of features (and
distributions) from files that may be encrypted, not-encrypted, compressed, and

uncompressed, among other examples.

[0011] A number of technical advantages are achieved based on the present disclosure
including, but not limited to: enhanced security protection including automatic detection
of threats, reduction or minimization of error rates in identification and marking of
suspicious behavior or files (e.g., cut down on the number of false positives), ability to
adapt over time to continuously and quickly detect new threats or potentially unwanted
files/applications, improved efficiency in detection of malicious files, and improved
usability and interaction for users by eliminating the need to continuously check for

security threats, among other benefits that will be apparent to one of skill in the art.
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[0012] Figure 1 illustrates an exemplary system 100 showing an interaction of
components for implementation threat detection as described herein. Exemplary system
100 may be a combination of interdependent components that interact to form an
integrated whole for execution of threat detection and/or prevention operations.
Components of the systems may be hardware components or software implemented on
and/or executed by hardware components of the systems. In examples, system 100 may
include any of hardware components (e.g., used to execute/run operating system (OS)),
and software components (c.g., applications, application programming interfaces,
modules, virtual machines, runtime libraries, etc.) running on hardware. In one example,
an exemplary system 100 may provide an environment for software components to run,
obey constraints set for operating, and/or makes use of resources or facilities of the
system 100, where components may be software (e.g., application, program, module,
etc.) running on one or more processing devices. For instance, threat detection operations
(e.g., application, instructions, modules, etc.) may be run on a processing device such as a
computer, a client device (e.g., mobile processing device, laptop, smartphone/phone,
tablet, etc.) and/or any other electronic devices, where the components of the system may
be executed on the processing device. In other examples, the components of systems
disclosed herein may be spread across multiple devices. For instance, files to be
evaluated may be present on a client device and information may be processed or
accessed from other devices in a network such as, for example, one or more server
devices that may be used to perform threat detection processing and/or evaluation a file

before execution of the file by the client device.

[0013] As one example, system 100 comprises a knowledge component 102, a learning
classifier component 104, and a threat determination component 106, each having one or
more additional components. The scale of systems such as system 100 may vary and
include more or less components than those described in Figure 1. In alternative
examples of system 100, interfacing between components of the system 100 may occur
remotely, for example where threat detection processing is implemented on a first device
(e.g., server) that remotely monitors and controls process flow for threat detection and

prevention of a second processing device (e.g., client).
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[0014] As an example, threat detection may detection exploits that are executable files.
However, one skilled in the art will recognize that the descriptions herein referring to
executable files are just an example. Threat detection examples described herein can
relate to any computer file. In one example, an executable file may be a portable
executable (PE) file that is a file format for executables, object code, dynamic link library
files (DLLs), and font library files, among other examples. However, one skilled in the
art will recognize that executable files are not limited to PE files and can be any file or
program that executes a task according to an encoded instruction. Knowledge component
102 described herein may collect data for use in building, training and/or re-training a
learning classifier to evaluate executable files. The knowledge component 102 is one or
more storages, memories, and/or modules that continuously collects and manages data
that may be used to detect threats in files such as executable files. In one example, the
knowledge component 102 maintains a robust collection of data comprising known
malicious executable files, known benign executable files, and potentially unwanted
executable files. As an example, Malicious executable files may be any type of code,
data, objects, instructions, etc., that may cause harm or alter an intended function of a
system and/or any system resources (€.g., memory, processes, peripherals, etc.) and/or
applications running on a device such as an operating system (OS). A benign executable
file is a file that upon execution, will not cause harm/damage or alter an intended system
function. In other examples, a benign executable may cause harm/damage or alter an
intended system; however, the potential harm/damage or alteration may be acceptable to
the owner of the system or device. In examples, potentially unwanted executable files are
files that may be installed on system 100 that may not be malicious, but a user of the
device may not want such a file to execute and/or a file that is executed/installed
unknowingly to a user. In one example, classification of executable files as malicious,
benign or potentially unwanted are done by research and development support associated
with developments and programming of a threat detection application/module. However,
one skilled in the art will recognize that identification and classification of files into the
above identified categories may be done by monitoring or evaluating a plurality of
resources including but not limited to: network data, executable file libraries and

information on previously known malicious executable files as well as benign executable
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files and potentially unwanted executable files, users/customers of threat
detection/computer security software, network flow observed from use of threat detection
processing and products, business associations (e.g., other existing threat detection
services or partners), third-party feeds, and updates from threat detection performed using

learning classifier of present disclosure, among other examples.

[0015] To classify executable files into one of the above identified categories, the
knowledge component 102 collects static data on a large variety of executable files (e.g.,
PE files). Examples of different types of executable files collected and evaluated include
but are not limited to: bit files (e.g., 32/64 bit files), operating system files (e.g.,
Windows, Apple, Linux, Unix, etc.), custom built files (e.g., internal tool files), corrupted
files, partial downloaded files, packed files, encrypted files, obfuscated files, third party
driver files, manually manipulated binary files, unicode files, infected files, and/or
memory snapshots, among other examples. The data collected and maintained by the
knowledge component 102 yields a knowledgebase that may be used to periodically train
a classifier, e.g. learning classifier component 104 utilized by system 100. The learning
classifier component may be used to classify an executable file as one of the following
classifications: malicious, benign or potentially unwanted. In some examples,
classification may span two or more two or more of those classification categories. For
example, an executable file may be benign in the sense that it is not harmful to system
100 but may also be classified as potentially unwanted as it might be installed without
explicit user consent, for example. Data maintained by the knowledge component 102
may be continuously updated system 100 or a service that updates system 100 with new
exploits to add to the training sample. For example, a research team may be employed to
continuously collect new examples of harmful executables, benign executables, and
potentially unwanted executables, as many unknown executable files are generated on a
daily basis over the Internet. Executable files may be evaluated by the research team
such as by applying applications or processing to evaluate executable files including data
associated with the file and/or actions associated with the file (e.g., how it is installed and
what a file does upon execution). Continuous update of the data maintained by the
knowledge component 102 in conjunction with on-going re-learning/re-training of the

learning classifier component 104 ensures that system 100 is up-to-date on current
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threats. Knowledge of the most current threats improves the generalization capability of
system 100 to new unknown threats. By incorporating malicious files, benign files and
potentially unwanted files, the present disclosure greatly improves a knowledge base that
may be used to in training a learning classifier thereby resulting in more accurate
classifications as compared with other knowledge bases that are based on only malicious

and/or benign files.

[0016] In examples, the collected data on the executable files is analyzed to identify
static data points that may indicate one of a malicious file, a benign file or a potentially
unwanted file. For instance, the knowledge component 102 may employ one or more
programming operations to identify static data points for collection, and to associate the
static data points with one of the categories of files (e.g., malicious, benign or potentially
unwanted). Programming operations utilized by the knowledge component 102 include
operations to collect file data (e.g., executable files or data points from executable files),
parse the file data, and store extracted data points. In at least one example, the
knowledge component 102 comprises one or more components to manage file data. For
example, the knowledge component 102 may comprise one or more storages such as
databases, and one or more additional components (e.g., processors executing programs,

applications, application programming interfaces (APIs), etc.).

[0017] Further, the knowledge component 102 may be configured to continuously collect
data, generate a more robust collection of file data to improve classification of file data
and train a classifier used to detect whether an executable file is harmful, benign, or
potentially unwanted. The identification of static data points to be collected and analyzed
for executable files may be continuously updated as more information becomes available
to the knowledge component 102. A static data point may be a point of reference used to
evaluate an executable file. As examples, static data points include, but are not limited
to: header information, section information, import and export information, certificate
information, resource information, string and flag information, legal information,
comments, and/or program information (e.g., APIs and DLLs), among other examples.
Static data points may be organized into categories that identify a type of static data

point. Categories of static data points comprise, but are not limited to: numeric values,
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nominal values string sequences, byte sequences, and/or Boolean values, among other
examples. Any number of static data points may be collected and analyzed for an
executable file. In general, collecting and analyzing a greater number of static data points
results in more accurate classification of an executable file. For example, eighty static
data points may be identified and collected (or attempted to be collected) from an
executable file during analysis of an executable file. While a specific number is static
data points are provided herein, one of skill in the art will appreciate the more or fewer
static data points may be collected without departing from the scope of this disclosure.

As an example, the following table, Table 1.1, identifies some of the static data points

identified for analysis of an executable file, where the static data points are organized by

category:
Table 1.1
Numeric values | Nominal values Strings/Byte Boolean values
sequences
File size initialize Comments Address Of Entry Point
Anomaly
linker version Un-initialize company name Image Base Anomaly
code size entry point file description Section Alignment Anomaly
OS version subsystem internal name Size Of Code Mismatch
Anomaly
image version file subtype legal copyright Low Import Count Anomaly
subsystem language original file Entry Point Anomaly
version
file version file flags masks private build certificate Validity
number
product version file flags product name Certificate Exception
number
size of heapr file OS special build Code Characteristics Anomaly
8
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size of stackr

file type

product version

Code Name Anomaly

size of image

machine type

file version

Count Anomaly

PE header time

PE type

package code

Data Characteristics Anomaly

Section Entropy | section counts product code Data Name Anomaly
Sections count DLL count export DLL name | Export Exception
DLL functions assembly version | Large Number of DLLs
Anomaly
data directory Certificate Issuer | flag DLL Name Anomaly

export count Certificate Number of Functions
Subject Anomaly

Earliest Data Byte | Imports Function Name Anomaly

resources Exports PE Header Anomaly

resources language

Section Names

High Section Count Anomaly

resource Encoding

Non-resource
section strings

PE Magic Validity

resource code

Resource Exception

page

resource Size VR Code Ratio Anomaly
DLL Import Exception
characteristics

[0018] Examples of the present disclosure need not distinguish between encrypted files

and non-encrypted files. The static data points may be extracted from files regardless of

whether or not they are encrypted and/or compressed. Given that the training set contains

a statistically significant number of encrypted and non-encrypted examples, as well as

compressed and decompressed files, a learning classifier (e.g., learning classifier

component 104) may be trained to identify features in the extracted data to identify

malicious files. Since a very large majority of the files “in the wild” use few tools to
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encrypt the files (e.g., encryption algorithm, packers, etc.), the distribution of the data
found across large number of files is preserved after encryption, although the actual
content of the data is transformed into something different. By collecting a large set of
training examples as they appear “in the wild”, a sufficient representation of features and
distributions associated with the represented features exist in a training set that are both
encrypted and not-encrypted. The present disclosure provides at least one benefit over
other threat detection applications/programs by utilizing a very large and diverse training
sample, thereby enabling a more intelligent and adaptive learning classifier that is able to

achieve high detection rates for threats and low false positive rates, among other benefits.

[0019] In addition to collecting and managing information to train a learning classifier,
the knowledge component 102 is used to evaluate an executable file and extract/collect
static data points for evaluation of the file by the learning classifier before the file is
executed. In one example, the system automatically identifies a new file (e.g., unknown
file) for evaluation. As examples, identification of an executable file for evaluation may
occur in examples such as: when a download of a file is requested, while a download is
being performed, evaluation of streaming data, when a new file is detected as attempting
to execute (e.g., potentially unwanted file), and before an unknown file or file containing
executable code that was not previously checked attempts to execute, among other
examples. In another example, a user of a device with which components of system 100
are operating may identify a file to be evaluated. The knowledge component 102 collects
as many static data points as it can to evaluate the executable file using a learning
classifier built by the learning classifier component 102. In an exemplary extraction, the
knowledge component 102 extracts each of the static data points identified in Table 1.1.
The learning classifier component 102 intelligently builds a learning classifier to evaluate
a file based on the extracted static data points of the file and the data managed by the

knowledge component 102.

[0020] The learning classifier component 104 is a component used to evaluate an
executable file using the information provided by the knowledge component 102. The
learning classifier component 104 interfaces with the knowledge component 102 and a

threat detection component 106 for the system 100 to evaluate an executable file as a
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possible threat. As an example, the learning classifier 104 applies programming
operations or machine learning processing to evaluate static data points extracted from a
file to be analyzed. In doing so, the learning classifier component 104 builds a learning
classifier based on information from the knowledge component 102 including the
extracted static data points of a file and the information used to train/re-train the learning
classifier (e.g., static data on the robust collection of executable files including variety of
file types of malicious executable files, benign executable files, and potentially unwanted

executable files).

[0021] As an example, the learning classifier can adaptively set features of a learning
classifier based on the static data points extracted for a file. For example, ranges of data
can be identified for static data points that may enable the learning classifier to
controllably select (e.g., turn on/off) features for evaluation by learning classifier. In one
instance where a static data point extracted for evaluation is a file size (e.g., numeric
value), the learning classifier may turn on/off features for evaluation based on whether a
the file size of the file is within a certain range. In another example, the learning
classifier may detect that the file does not contain “legal information” in the file. Legal
information may be any identifying information indicating data that conveys rights to one
or more parties including: timestamp data, licensing information, copyright information,
indication of intellectual property protection, etc. In an example where the learning
classifier detects the presence of legal information does not exist in the executable file,
this may trigger the learning classifier to adaptively check for additional features that
might be indicative of a threat or malicious file as well as turn off other features related to
an evaluation of the “legal information.” The learning classifier component 104 utilizes
programming operations or machine-learning processing to train/re-train the learning
classifier to uniquely evaluate any file/file type. One of skill in the art will appreciate
different types of processing operations may be employed without departing from the
spirit of this disclosure. For example, the learning classifier component 104 may utilize
an artificial neural network (ANN), a decision tree, association rules, inductive logic, a
support vector machine, clustering analysis, and Bayesian networks, among other

examples.
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[0022] The learning classifier component 104 processes and encodes collected/extracted
data from a file to make the static data points suitable for processing operations. The
processing and encoding executed by the learning classifier component 104 may vary
depending on the identified categories and/or type (e.g., numeric values, nominal values,
string/byte sequences, Boolean values, etc.) of static data points collected by the
knowledge component 102. As an example, string sequence data as well as byte
sequence data may be parsed and processed as n-grams and/or n-gram word prediction
(e.g., word-grams). For instance, for a given string all unigrams, bigrams and so forth up
to a given length n are generated and the counts of the individual n-grams are determined.
The resulting counts of the unique n-grams string and/or byte sequences are then used as
input to a generated feature vector. In one example, strings are processed directly
according to a bag of word model. A bag of word model is a simplifying representation
used in natural language processing and information retrieval. In another example,
numeric value static data points may be binned appropriately ensuring a good balance
between information loss through data binning and available statistics. Nominal values as
well Boolean values may be encoded using true/false flags. All of the different encoded
data may be combined into one or more final feature vectors, for example after a complex

vector coding/processing is performed (e.g., L2 norm).

[0023] As an application example of processing performed by the learning classifier
component 104, suppose extraction of static data points from a file identifies the

following four (4) data points:

File size: 4982784

PEHeader Anomaly: False

Section name: . TEXT

Legal copyright: Copyright (C) Webroot Inc. 1997

Processing these 4 data points into a feature vector may require binning the file size,
labeling the PE Header Anomaly, build n-grams for the section name and building word-
gram for legal copyright. Encapsulation of special characters that sometimes appear in
text (e.g., section names) may be desirable. In an example, strings of data may be

transformed first into hex code representation and then build n-grams or word-grams. In
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this particular example, the section name is transformed into n-grams while the legal
copyright text is transformed into word-grams. In evaluation using the classifier, the
features related to the extracted data points may be weighted by the particular data point
being evaluated or by category, for example. For instance, the training of the learning
classifier may indicate that legal information (e.g., “legal copyright”) provides a better
indication that a file may be malicious than that of a section name. Features being
evaluated (and their distributions) differ for benign files as compared to malicious files
(e.g., harmful executables such as malware). For example, the data field “Legal
Copyright” for benign files tends to have meaningful words, whereas in a malicious file,
this data field is often left empty or it is filled with random characters. Commercial
software files tend to have a valid certificate, whereas malware in general do not have
valid certificates. Similarly, each data ficld for a static data point evaluated provides
further indication about the maliciousness of the file. The combined information from all
these data fields coupled with machine learning enables accurate prediction determination
as to whether a file is malicious, benign or potentially unwanted. As an example, the

resulting feature vector in sparse form is shown below:

secname 002¢00740065:0.204124145232

secname 0065:0.0944911182523
secname_0074006500780074:0.353553390593
secname_006500780074:0.408248290464

secname 00740065:0.144337567297

secname 002¢007400650078:0.353553390593

secname 00650078:0.144337567297

secname 002¢0074:0.144337567297

secname 002¢:0.0944911182523

secname 00780074:0.433012701892

secname 0078:0.0944911182523

secname 007400650078:0.204124145232

secname 0074:0.472455591262

legalcopyright 0043006f0070007900720069006700680074:0.4472135955
legalcopyright 002800430029:0.4472135955

legalcopyright 0043006f00720070002¢:0.4472135955
legalcopyright 0031003900390035:0.4472135955

legalcopyright 004d006900630072006£0073006f00660074:0.4472135955
filesize 9965:1.0
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PEHeaderAnomaly False:1.0

[0024] In examples, the learning classifier component 104 provides the one or more
feature vectors as input to a support vector machine (SVM). The SVM may then perform
data analysis and pattern recognition on the one or more feature vectors. In one example
the SVM, may be a linear SVM. Given a sct of fraining examples provided by the
knowledge component 102, an SVM may build a probabilistic model that indicates
whether or not g file may be malicious. In another example, a hybrid approach may be
elected that combines two or more individual linear SVM classifiers into a final classifier
using ensemble methods. Specifically, the evaluated static data points may be subdivided
into a set of families (e.g., sections, certificate, header data, and bytes sequences are used
as different families). For each family, a linear SVM may be trained. The resulting
classification scores generated by each linear SVM may then be combined into a final
classification score using a decision tree. As an example, the decision tree may be
trained using two-class logistic gradient boosting. In yet another example of feature
classification evaluation, a classification may be subdivided into a three class
classification problem defined by malicious files, potentially unwanted files/applications
and benign files. The resulting three class problem is solved using multi-class
classification (e.g., Directed Acyclic Graph (DAG) SVM) or, in case of the hybrid
approach based on feature families, using a decision tree based on three-class logistic

gradient boosting.

[0025] The threat detection component 106 is a component of system 100 that evaluates
results of the processing performed by the learning classifier component 104 to make a
determination as to whether the executable file is malicious, benign or a potentially
unwanted file/application. As an example, a probabilistic value may be a final score
determined from evaluating all static data points (or feature distributions) individually
and determining an aggregate score that may be used for the evaluation of an executable
file. In another example, correlation between static data points may be determined by the
learning classification component 104 and a final score may be generated based on the

correlation between static data points evaluated.
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[0026] In one example, a classification as to whether a file is malicious or not may be
based on comparison with a predetermined threshold value. For instance, a final score
(c.g., probability value/evaluation) is determined based on feature vector processing
performed by the learning classifier component 104 and compared with a probability
threshold value for determining whether an executable file is malicious. As an example,
a threshold value(s) may be set based on predetermined false positive range data where
ranges may be set for one or more of the malicious executable files, the benign
executable files and the potentially unwanted executable files. The threshold values for
cach of the different types may be the same or different. For instance, a threshold value
may be set that indicates a confidence score in classifying an executable file as a
malicious executable file. Ranges may be determined indicating how confident the
system 100 is in predicting that a file is malicious. That may provide an indication of
whether further evaluation of an executable file should occur. However, one skilled in
the art will recognize that threshold determinations can be set in any way that be used to
determine whether an executable file is malicious or not. Examples of further evaluation
include but are not limited to: additional processing using a learning classifier,
identification of an executable file as potentially malicious where services associated
with the system 100 may follow-up, quarantining a file, and moving the file to a secure
environment for execution (e.g., sandbox) among other examples. In other examples,
retraining of the classifier may occur based on confidence scores. In examples, when a
probability value exceeds or threshold value (or alternatively is less than a threshold
value), it may be determined that an executable file may be identified as malicious. One
skilled in the art will recognize that determination for predictive classification of
executable files is not limited to threshold determinations. For example, any type of
analytical, statistical or graphical analysis may be performed on data to classify an
executable file/unknown executable file. As identified above, the threat detection
component 106 may interface with the learning classifier component 104 to make a final
determination as to how to classify an executable file as well as interface with the

knowledge component 102 for training/retraining associated with the learning classifier.

[0027] Figure 2 illustrates an exemplary distributed system 200 showing interaction of

components for implementation of exemplary threat detection system as described herein.
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Where Figure 1 illustrates an example system 100 having components (hardware or
software) operating on a client, Figure 2 illustrates an exemplary distributed system 200
comprising a client component 202 connected with at least one server component 204 via
communication line 203. Communication line 203 represents the ability of the client
component 202 to communicate with the server component 204, for example, to send or
receive information over a network connection. That is, client component 202 and server
component 204 are connectable over a network connection (e.g., a connection Internet
via, for example, a wireless connection, a mobile connection, a hotspot, a broadband
connection, a dial-up, a digital subscriber line, a satellite connection, an integrated

services digital network, etc.).

[0028] The client component 202 may be any hardware (e.g., processing device) or
software (e.g., application/service or remote connection running on a processing device)
that accesses a service made available by the server component 204. The server
component 204 may be any hardware or software (e.g., application or service running on
a processing device) capable of communicating with the client component 202 for
execution of threat detection processing (e.g., threat detection application/service).
Threat detection processing may be used to evaluate a file before execution of the file as
described in Figure 1. Threat detection application or services may be present on at least
one of the client component 202 and the server component 204. In other examples,
applications or components (e.g., hardware or software) may be present on both the client
component 202 and the server component 204 to enable processing by threat detection
application/services when a network connection to the server cannot be established. In
one example of system 200, client component 202 (or server component 204) may
comprise one or more components for threat detection as described in system 100
including a knowledge component 102, a learning classifier component 104 and/or a
threat detection component 106, as described in the description of Figure 1. In other
examples, the client component 202 may transmit data to/from the server component 204
to enable threat detections services over distributed network 200, for example as
represented by communication line 203. In one example, threat detection
applications/services operating on the client component 202 may receive updates from

the server component 204.  For instance, updates may be received by the client
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component 202 for re-training of a learning classifier used to evaluate an executable file

on the client component 202.

[0029] Figure 3 illustrates an exemplary method 300 for performing threat detection. As
an example, method 300 may be executed by an exemplary system such as system 100 of
Figure 1 and system 200 of Figure 2. In other examples, method 300 may be executed on
a device comprising at least one processor configured to store and execute operations,
programs or instructions. However, method 300 is not limited to such examples. Method
300 may be performed by any application or service that may include implementation of
threat detection processing as described herein. The method 300 may be implemented

using software, hardware or a combination of software and hardware.

[0030] Method 300 begins at operation 302 where a knowledge base is built for
training/retraining of a learning classifier used to detect threats in executable files.
Operation 302 builds the knowledge base from data collected and evaluated related to
known malicious executable files, known benign executable files and potentially
unwanted executable files as described in the description of Figure 1 (e.g., knowledge
component 102). The knowledge base may be used to automatically train/re-train one or
more learning classifiers used to evaluate threats in executable files based on the known
malicious executable files, known benign executable files and the potentially unwanted
executable files. In examples, the knowledge base may be maintained on at least one of a
client component and a server component, and the knowledge base may be continuously
updated with information from the resources described in Figure 1 including update
information based on threat detection processing evaluation performed on unknown

executable files.

[0031] When an executable file is identified for evaluation, flow proceeds to operation
304 where a one or more static data points are extracted from an executable file. In
operation 304, an executable file is analyzed using machine learning processing as
described with respect to the knowledge component 102 of Figure 1 to collect/extract
static data points from an executable file for evaluation. In examples, operation 304

occurs without decrypting or unpacking the executable file. However, in other examples,
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machine learning processing performed has the capability to evaluate static data points
from extracted/unpacked content. In one example, machine learning processing is used
to extract static data points from encrypted and/or compress versions of one or more files.
In another example, machine learning processing is used to extract static data points from
decrypted and/or unpacked versions of one or more files. In any example, extraction of
static data points from different files (e.g. executable files) can be used to enhance
training of a learning classifier, providing better results for extraction of static data points

and classification of files.

[0032] In examples, operation 304 further comprises classifying extracted data according
to a type of data extracted. For instance, the actions performed at operation 304 may be
used to classify the plurality of static data points extracted into categories (categorical
values) comprising numeric values, nominal values, string or byte sequences, and
Boolean values, for example, as described with respect to Figure 1. In examples, data of
an executable file (e.g., binary file data) may be parsed and compared against data
maintained by a threat detection application/service as described in the present disclosure

to determine static data points for extraction/collection.

[0033] In operation 306, the executable file is analyzed for threats. As an example,
operation 306 analyzes an executable without decrypting or unpacking the executable
file. However, in other examples, the machine learning processing being performed has
the capability to evaluate static data points from extracted/unpacked content. Operation
306 comprises applying a learning classifier (e.g., the learning classifier generated during
performance of operation 302) to the plurality of static data points extracted from the file.
As discussed, the learning classifier may be built from data comprising known malicious
executable files, known benign executable files and known unwanted executable files, for
example. In one example, operation 306 comprises generating at least one feature vector
from the plurality of static data points extracted using the learning classifier trained by
the knowledge base. In order to generate the feature vector for the learning classifier,

data may be parsed and encoded for machine learning processing.
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[0034] In one example, generation of the feature vector may comprise selectively setting
features of the learning classifier based on the one or more of static data points extracted.
Features of the generated feature vector may be weighted based on classified categories
identified by the knowledge base (as described above) and the plurality of static data
points extracted from the file. As an example, one or more features of the feature vector
may be selectively turned on or off based on evaluation of whether a value of a static data
point is within a predetermined range. However, one skilled in the art will recognize that
the learning classifier can uniquely generate a feature vector for analysis of the
executable file based on any data used to train/ re-train the learning classifier. In
examples, operation 306 further comprises evaluating the feature vector using linear or
nonlinear support vector processing to determine a classification for the executable file,

for example whether the executable file is harmful, benign, or unwanted.

[0035] Flow proceeds to operation 308, where a determination is made as to a
classification of the executable file. For example, operation 308 makes a final
determination as to whether the executable file is harmful (e.g., malicious, malware) or
not based on results of the analysis of the executable file (e.g., using machine learning
processing by a learning classifier). In one example, results of the analysis of an
executable file may be data obtained from learning classifier, such as, for example an
SVM, processing data. In one example, operation 308 further comprises preventing
execution of the executable file when a probability value that the executable file is
harmful exceeds a threshold value. The probability value for the executable file may be
determined based on applying the learning classifier to the executable file. As an
example, the threshold value may be set based on predetermined false positive range data
for identifying a malicious or harmful executable file. False positive range data may be
determined from the analysis/evaluation of the known malicious executable files, known
benign files and potentially unwanted executable files/applications, of the knowledge
base. However, as acknowledged above, determining a classification of an executable
file may be based on any type of analytical, statistical or graphical analysis, or machine
learning processing. In one example, ranges can be based on evaluation of data during
operation of the threat detection service as well as analysis related to unknown files, for

example analytics performed to evaluate unknown files.
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[0036] At any point in time, operation 310 may occur where a learning classifier used for
threat detection processing is re-trained. Continuously re-training of the learning
classifier may ensure that the threat detection application/service is up to date and able to
accurately detect new threats. As identified above, re-training may occur through results
of threat detection processing including updated information added to the knowledge
base. In one example, training of a learning classifier can be based on evaluation of data
during operation of the threat detection service as well as analysis related to unknown

files, for example analytics performed to evaluate unknown files.

[0037] Figure 4 and the additional discussion in the present specification are intended to
provide a brief general description of a suitable computing environment in which the
present invention and/or portions thereof may be implemented. Although not required,
the embodiments described herein may be implemented as computer-executable
instructions, such as by program modules, being executed by a computer, such as a client
workstation or a server. Generally, program modules include routines, programs, objects,
components, data structures and the like that perform particular tasks or implement
particular abstract data types. Moreover, it should be appreciated that the invention and/or
portions thereof may be practiced with other computer system configurations, including
hand-held devices, multi-processor systems, microprocessor-based or programmable
consumer electronics, network PCs, minicomputers, mainframe computers and the like.
The invention may also be practiced in distributed computing environments where tasks
are performed by remote processing devices that are linked through a communications
network. In a distributed computing environment, program modules may be located in

both local and remote memory storage devices.

[0038] Figure 4 illustrates one example of a suitable operating environment 400 in which
one or more of the present embodiments may be implemented. This is only one example
of a suitable operating environment and is not intended to suggest any limitation as to the
scope of use or functionality. Other well-known computing systems, environments,
and/or configurations that may be suitable for use include, but are not limited to, personal
computers, server computers, hand-held or laptop devices, multiprocessor systems,

microprocessor-based systems, programmable consumer electronics such as smart
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phones, network PCs, minicomputers, mainframe computers, distributed computing

environments that include any of the above systems or devices, and the like.

[0039] In its most basic configuration, operating environment 400 typically includes at
least one processing unit 402 and memory 404. Depending on the exact configuration
and type of computing device, memory 404 (storing, among other things, executable
evaluation module(s), ¢.g., malware detection applications, APIs, programs etc. and/or
other components or instructions to implement or perform the system and methods
disclosed herein, etc.) may be volatile (such as RAM), non-volatile (such as ROM, flash
memory, etc.), or some combination of the two. This most basic configuration is
illustrated in FIG. 4 by dashed line 406. Further, environment 400 may also include
storage devices (removable, 408, and/or non-removable, 410) including, but not limited
to, magnetic or optical disks or tape. Similarly, environment 400 may also have input
device(s) 414 such as keyboard, mouse, pen, voice input, etc. and/or output device(s) 416
such as a display, speakers, printer, etc. Also included in the environment may be one or

more communication connections, 412, such as LAN, WAN, point to point, ctc.

[0040] Operating environment 400 typically includes at least some form of computer
readable media. Computer readable media can be any available media that can be
accessed by processing unit 402 or other devices comprising the operating environment.
By way of example, and not limitation, computer readable media may comprise computer
storage media and communication media. Computer storage media includes volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage media includes, RAM,
ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital versatile
disks (DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other non-transitory medium which can
be used to store the desired information. Computer storage media does not include

communication media.
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[0041] Communication media embodies computer readable instructions, data structures,
program modules, or other data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery media. The term “modulated
data signal” means a signal that has one or more of its characteristics set or changed in
such a manner as to encode information in the signal. By way of example, and not
limitation, communication media includes wired media such as a wired network or direct-
wired connection, and wireless media such as acoustic, RF, infrared and other wireless
media. Combinations of the any of the above should also be included within the scope of

computer readable media.

[0042] The operating environment 400 may be a single computer operating in a
networked environment using logical connections to one or more remote computers. The
remote computer may be a personal computer, a server, a router, a network PC, a peer
device or other common network node, and typically includes many or all of the elements
described above as well as others not so mentioned. The logical connections may include
any method supported by available communications media.  Such networking
environments are commonplace in offices, enterprise-wide computer networks, intranets

and the Internet.

[0043] The different aspects described herein may be employed using software,
hardware, or a combination of software and hardware to implement and perform the
systems and methods disclosed herein. Although specific devices have been recited
throughout the disclosure as performing specific functions, one of skill in the art will
appreciate that these devices are provided for illustrative purposes, and other devices may
be employed to perform the functionality disclosed herein without departing from the

scope of the disclosure.

[0044] As stated above, a number of program modules and data files may be stored in the
system memory 404. While executing on the processing unit 402, program modules 408
(c.g., applications, Input/Output (I/O) management, and other utilities) may perform
processes including, but not limited to, one or more of the stages of the operational

methods described herein such as method 300 illustrated in Figure 3, for example.
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[0045] Furthermore, examples of the invention may be practiced in an electrical circuit
comprising discrete electronic elements, packaged or integrated electronic chips
containing logic gates, a circuit utilizing a microprocessor, or on a single chip containing
electronic elements or microprocessors. For example, examples of the invention may be
practiced via a system-on-a-chip (SOC) where each or many of the components
illustrated in FIG. 4 may be integrated onto a single integrated circuit. Such an SOC
device may include one or more processing units, graphics units, communications units,
system virtualization units and various application functionality all of which are
integrated (or "burned") onto the chip substrate as a single integrated circuit. When
operating via an SOC, the functionality described herein may be operated via application-
specific logic integrated with other components of the operating environment 400 on the
single integrated circuit (chip). Examples of the present disclosure may also be practiced
using other technologies capable of performing logical operations such as, for example,
AND, OR, and NOT, including but not limited to mechanical, optical, fluidic, and
quantum technologies. In addition, examples of the invention may be practiced within a

general purpose computer or in any other circuits or systems.

[0046] This disclosure described some aspects of the present technology with reference
to the accompanying drawings, in which only some of the possible embodiments were
shown. Other aspects may, however, be embodied in many different forms and should
not be construed as limited to the embodiments set forth herein. Rather, these aspects
were provided so that this disclosure was thorough and complete and fully conveyed the

scope of the possible embodiments to those skilled in the art.

[0047] Although specific aspects were described herein, the scope of the technology is
not limited to those specific embodiments. One skilled in the art will recognize other
embodiments or improvements that are within the scope and spirit of the present
technology. Therefore, the specific structure, acts, or media are disclosed only as
illustrative embodiments. The scope of the technology is defined by the following claims

and any equivalents therein.

23 IPR2023-01053

CrowdStrike EX1006 Page 48



Attorney Docket No. 04584.0168US01

CLAIMS

What is claimed is:

1. A computer-implemented method comprising:

extracting a plurality of static data points from an executable file without decrypting

or unpacking the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein analyzing the executable file comprises applying a classifier to the plurality of
static data points, wherein the classifier is trained from data that comprises known
malicious executable files, known benign executable files and known unwanted

executable files; and
determining whether the executable file is harmful based on the analysis.

2. The computer-implemented method according to claim 1, wherein the extracting
the plurality of static data points further comprises classifying the extracted static data
points according to a type of data extracted from the executable file, and encoding the

extracted static data points for the classifier based on the classification.

3. The computer-implemented method according to claim 2, wherein analyzing the
executable file further comprises generating a feature vector from the plurality of
extracted static data points and evaluating the feature vector using support vector
processing to determine whether the executable file is at least one of harmful, benign, and

potentially unwanted.

4. The computer-implemented method according to claim 3, wherein generating the
at least one feature vector comprises sclectively setting features of the classifier based on

the plurality of extracted static data points.

5. The computer-implemented method according to claim 4, wherein features of the
feature vector are selectively turned on or off based on evaluation of whether a value of a
static data point from the plurality of extracted static data points is within a

predetermined range.
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6. The computer-implemented method according to claim 2, wherein the classifying
the at least one static data point comprises classifying the plurality of extracted static data
points into categories comprising numeric values, nominal values, string or byte

sequences, and Boolean values.

7. The computer-implemented method according to claim 6, wherein analyzing the
executable file further comprises generating at least one feature vector from the plurality
of extracted static data points, wherein features of the generated feature vector are
weighted based at least upon the classified categories and the plurality of extracted static

data points.

8. The computer-implemented method according to claim 1, wherein determining
whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful

exceeds a threshold value.

9. The computer-implemented method according to claim 8, wherein the threshold

value is set based on predetermined false positive range data.

10. A computer-readable storage device containing instructions, that when executed on

at least one processor, causing the processor to execute a process comprising:

extracting a plurality of static data points from an executable file without decrypting

or unpacking the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality
of static data points extracted, wherein the classifier is trained from data comprising
known malicious executable files, known benign executable files and known unwanted

executable files; and

determining whether the executable file is harmful based on the analyzing of the

executable file.
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11. The computer-readable storage device according to claim 10, wherein the extracting
of the plurality of static data points executed by the processor further comprises
classifying the extracted static data points according to a type of data extracted from the
executable file, and encoding the extracted static data points for the classifier based on

the classifying.

12. The computer-readable storage device according to claim 11, wherein analyzing the
executable file further comprises generating at least one feature vector from the plurality
of extracted static data points and evaluating the feature vector using linear or nonlinear
support vector processing to determine whether the executable file is at least one of

harmful, benign, and potentially unwanted.

13. The computer-readable storage device according to claim 12, wherein generating the
at least one feature vector comprises selectively setting features of the classifier based on

the plurality of extracted static data points.

14. The computer-readable storage device according to claim 13, wherein features of the
feature vector are selectively turned on or off based on evaluation of whether a value of a
static data point from the plurality of extracted static data points is within a

predetermined range.

15. The computer-readable storage device according to claim 11, wherein the classifying
the at least one static data point comprises classifying the plurality of extracted static data
points into categories comprising numeric values, nominal values, string or byte

sequences, and Boolean values.

16. The computer-readable storage device according to claim 15, wherein analyzing the
executable file further comprises generating a feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted
based at least upon the classified categories and the plurality of extracted static data

points.

17. The computer-readable storage device according to claim 10, wherein determining

whether the executable file is harmful further comprises preventing execution of the
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executable file when a determined probability value that the executable file is harmful

exceeds a threshold value.

18. The computer-readable storage device according to claim 17, wherein the threshold

value is set based on predetermined false positive range data.
19. A system comprising:
at least one memory; and

at least one processor operatively connected with the memory and configured to perform

operation of:

extracting a plurality of static data points from an executable file without decrypting

or unpacking the executable file,

analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality
of static data points extracted, wherein the classifier is trained from data comprising
known malicious executable files, known benign executable files and known unwanted

executable files, and

determining whether the executable file is harmful based on the analyzing of the

executable file.

20. The system according to claim 19, wherein the determining further comprises
preventing execution of the executable file when a determined probability value that the
executable file is harmful exceeds a threshold value, and wherein the threshold value is

set based on predetermined false positive range data.
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Abstract

Aspects of the present disclosure relate to threat detection of executable files. A
plurality of static data points may be extracted from an executable file without decrypting
or unpacking the executable file. The executable file may then be analyzed without
decrypting or unpacking the executable file. Analysis of the executable file may
comprise applying a classifier to the plurality of extracted static data points. The
classifier may be trained from data comprising known malicious executable files, known
benign executable files and known unwanted executable files. Based upon analysis of the

executable file, a determination can be made as to whether the executable file is harmful.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor: Schmidtler, et al. Examiner: Not Assigned

Serial No.: Filed herewith Group Art Unit: Not Assigned

Filed: Filed herewith Docket No.: 04584.0168US01

Title: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED
ON STATIC DATA ANALYSIS

Filed via EFS-Web |

INFORMATION DISCLOSURE STATEMENT (37 C.F.R. § 1.97(b))

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

Attention: Commissioner for Patents

With regard to the above-identified application, the items of information listed on the
enclosed Form PTO/SB/08a are brought to the attention of the Examiner.

This statement should be considered because it is submitted within three months of the
filing date of the above-identified application, which is not an application under 37 C.F.R. §
1.53(d). Accordingly, no fee is due for consideration of the items listed on the enclosed Form
PTO/SB/08a.

In accordance with 37 C.F.R. § 1.98(a)(2), a copy of each foreign patent and/or a copy of
cach publication, other than U.S. patents and U.S. patent application publications, listed on the
accompanying Form PTO/SB/08a is enclosed.

No representation is made that a reference is “prior art” within the meaning of 35 U.S.C.
§§ 102 and 103 and Applicants reserve the right, pursuant to 37 C.F.R. § 1.131 or otherwise, to
establish that the reference(s) are not “prior art.” Moreover, Applicants do not represent that a
reference has been thoroughly reviewed or that any relevance of any portion of a reference is
intended.

Consideration of the items listed is respectfully requested. Pursuant to the provisions of

M.P.E.P. 609, it is requested that the Examiner return a copy of the attached Form PTO/SB/08a,
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marked as being considered and initialed by the Examiner, to the undersigned with the next

official communication.

Please charge any additional fees or credit any overpayment to Deposit Account No. 13-

2725.
Respectfully submitted,
Date: May 12,2015 [Jason E. Becker/
Jason E. Becker, Reg. No. 66,632
Merchant & Gould P.C.
P.O. Box 2903
PATEN%QADaASRKZOFHCE Minneapolis, MN 55402-0903

(303) 357-1637
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 14709875 Document Date: 05/12/2015

The presence of this form in the IFW record indicates that the following document type was received in
electronic format on the date identified above. This content is stored in the SCORE database.

e Drawings — Other than Black and White Line Drawings

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is recorded in
PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created
from the original documents that are stored in SCORE.

To access the documents in the SCORE database, refer to instructions below.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL
(http://Score.uspto.gov/ScoreAccess Web/).
e External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: September 30, 2013
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 14/709,875
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Golumn 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) N/A N/A N/A 70 N/A
SEARCH FEE
(37 CFR 116(K). . or (m) N/A N/A N/A 300 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 360 N/A
TOTAL CLAIMS )
(37 CFR 1.16(i)) 20 minus 20 = 40 = 0.00 OR
INDEPENDENT CLAIMS )
(37 CFR 1.16(h)) 3 minus 3 = 210 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 730 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE(S)
E AMENDMENT PAID FOR
LU Total * s | =
= (37 CF?R?1G(i)) Minu OR
[m) - =
Z | ohem) Mine OR
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT RATE ADDITIONAL RATE ADDITIONAL
o AFTER PREVIOUSLY EXTRA ® FEE($) ®) FEE($)
E AMENDMENT PAID FOR
w Total * Minus | ** = =
= (7 CFg?m(i)) OR -
% Independent * Minus | *** = = OR =
w (37 CFR 1.16(n)
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
14/709,875 05/12/2015 2431 730 04584.0168US01 20
CONFIRMATION NO. 1593
23552 FILING RECEIPT

b0, BOX 2008 ¢ 0 M

MINNEAPOLIS, MN 55402-0903
Date Mailed: 05/29/2015

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Mauritius Schmidtler, Escondido, CA;
Gaurav Dalal, San Jose, CA;
Reza Yoosoofmiya, San Diego, CA;
Applicant(s)
Webroot Inc., Broomfield, CO;

Power of Attorney: The patent practitioners associated with Customer Number 23552

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http:/www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 05/27/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/709,875

Projected Publication Date: 11/17/2016

Non-Publication Request: No
page 1 of 3
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Early Publication Request: No
** SMALL ENTITY **

Title
AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC DATA
ANALYSIS

Preliminary Class
726

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY.DOCKET NO./TITLE REQUEST ID

14/709,875 05/12/2015 Webroot Inc. 04584.0168US01 18147

Acknowledgement of Loss of Entitlement to Entity Status Discount
The entity status change request below filed through Private PAIR on 05/18/2016 has been accepted.

CERTIFICATIONS:
Change of Entity Status:

X Applicant changing to regular undiscounted fee status.

NOTE: Checking this box will be taken to be notification of loss of entitlement to small or micro entity status, as
applicable.

This portion must be completed by the signatory or signatories making the entity status change in accordance
with 37 CFR 1.4(d)(4).

Signature: Andrew T. Pouzeshi/
Name: Andrew T. Pouzeshi
Registration Number: 67672
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S/N 14/709,875 PATENT
CONF. NO. 1593

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Mauritius Schmidtler et al. Examiner: Lavelle, Gary E.
Serial No.: 14/709,875 Group Art Unit: 2493

Filed: May 12, 2015 Docket No.: 04584.0168US01
Title: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES

BASED ON STATIC DATA ANALYSIS (as amended)

PRELIMINARY AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
Dear Commissioner:
Please find this Preliminary Amendment and amend the above-identified application as

follows:

Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 3 of this paper.
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U.S. Patent Application Serial No. 14/709,875
Preliminary Amendment dated June 14, 2016

Amendments to the Specification:

Please amend the Title of the Specification, at page 1, as follows:

AUTOMATIC THREAT BDEFECTON DETECTION OF EXECUTABLE FILES BASED
ON STATIC DATA ANALYSIS

IPR2023-01053
CrowdStrike EX1006 Page 67



U.S. Patent Application Serial No. 14/709,875
Preliminary Amendment dated June 14, 2016

REMARKS

This Preliminary Amendment is filed in reference to the above-identified application
filed on May 12, 2015. Specifically, the Title of the Specification has been amended to correct a
typographical error. As such, the amendment to the Specification does not add new matter.
Thus, Applicants respectfully request that the Examiner enter the amendments at the Examiner’s

earliest convenience.

CONCLUSION

This Preliminary Amendment is submitted with reference to U.S. Application Serial No.
14/709,875 filed on May 12, 2015. 1t is believed that no further fees are due with this
Amendment. However, the Commissioner is hereby authorized to charge any deficiencies or
credit any overpayment with respect to this patent application to deposit account number 13-

2725.

If the Examiner believes a telephone conference would advance the prosecution of this
application, the Examiner is invited to telephone the undersigned at the below-listed telephone
number.

Respectfully submitted,

Date: June 14, 2016 /Jason E. Becker/

Jason E. Becker, Reg. No. 66,632
Merchant & Gould P.C.

P.O. Box 2903
PATEN%T?ADggK%mCE Minneapolis, MN 55402-0903
(303) 357-1221
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Electronic Acknowledgement Receipt

EFS ID: 26061882
Application Number: 14709875
International Application Number:
Confirmation Number: 1593

Title of Invention:

AUTOMATIC THREAT DETECTON OF EXECUTABLE FILES BASED ON STATIC
DATA ANALYSIS

First Named Inventor/Applicant Name:

Mauritius Schmidtler

Customer Number:

23552

Filer:

Jason Evan Becker/Julie Borrego

Filer Authorized By:

Jason Evan Becker

Attorney Docket Number: 04584.0168US01
Receipt Date: 14-JUN-2016
Filing Date: 12-MAY-2015
Time Stamp: 15:52:19

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

2016_06_14_PRELIM_AMD_04

77229

584_0168USO01.pdf yes 3
2011f22d28f12baa38f29e73a3103409e2f71|
3a9
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Multipart Description/PDF files in .zip description
Document Description Start End

Preliminary Amendment 1 1

Specification 2 2

Applicant Arguments/Remarks Made in an Amendment 3 3

Warnings:
Information:
Total Files Size (in bytes)1 77229

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 1 4/709,875 05/12/2015 D To be Mailed

eNTITY: [X] LARGE [] smaLL []micro

APPLICATION AS FILED - PART |

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
——
L1 asic Fee N/A N/A N/A
(37 CFR 1.16(a). (b). or ()}
[] searcH Fee N/A N/A N/A
(37 CFR 1.16(k), (i), or (m))
D EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
—
TOTAL CLAIMS . N
(37 CFR 1.16()) minus 20 = X $ =
INDEPENDENT CLAIMS . .
(87 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
m of paper, the application size fee due is $310 ($155
%F;PCL;%?SN SIZE FEE for small entity) for each additional 50 sheets or
( 18(s) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16()
—

* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL

APPLICATION AS AMENDED - PART I

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 06/14/2016 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= [ [el=» o 580 0
4 EEE BE vinus | 3 -0 x 5420 - 0
S | [ avplication size Fee (37 CFR 1.16(s))
< P—
|:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
5 ;I':Jst?l (37 CFR . Minus I ** - X $ =
= [ Independent N ) ok
o lLer c‘;m.m(h)) Minus = X $ =
Z — —
&5 | L Appiication Size Fee (37 CFR 1.16(s))
=
< D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE
* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. /TRINA STEPTOE/

*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc code: IDS PTO/SB/08a (01-10)

T . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB controf number.

Application Number 14709875
Filing Date 2015-05-12

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Mauritius Schmidtier
Art Unit | 2493
Examiner Name | LAVELLE, GARY E.

Attorney Docket Number |04584.0168USO1

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Codet of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Examiner] Cite No Publication Kind | Publication Name of Patentee or Applicant
Initial* Number Code'| Date of cited Document

1 20100192222 2010-07-29 Stokes et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages, Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Avplicant of cited where Relevant T5
Initial* No | Number3 Code2| Code4| Date pp Passages or Relevant
Document )
Figures Appear
1 []

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5
publisher, city and/or country where published.

Examiner| Cite
Initials* | No
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Application Number 14709875
Filing Date 2015-05-12

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Mauritius Schmidtier
Art Unit | 2493

Examiner Name | LAVELLE, GARY E.
Attorney Docket Number | 04584.0168US01

International Patent Application No. PCT/US2016/032090, International Search Report and Written Opinion mailed

1 L]
July 29, 2016, 13 pages.

9 Perdisci et al. (2008) Pattern Recognition Letters 29:1941-1946 "Classification of packed executables for accurate ]
computer virus detection”

3 Perdisci et al. (2008) IEEE: Annual Computer Security Applications Conference 301-310 "McBoost: Boosting D
Scalability in Malware Collection and Analysis Using Statistical Classification of Executables”

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.186 if possible. 5 Applicant is to place a check mark here iff
English language translation is attached.
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Filing Date 2015-05-12

INFORMATION DISCLOSURE

First Named Inventor | Mauritius Schmidtier

STATEMENT BY APPLICANT [ — |2493

( Not for submission under 37 CFR 1.99)
Examiner Name | LAVELLE, GARY E.

Attorney Docket Number |O4584.0168USO1

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[[] The fee setforth in 37 CFR 1.17 (p) has been submitted herewith.

[X] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /David D. Harrell/ Date (YYYY-MM-DD) 2016-10-17

Name/Print David D. Harrell Registration Number 71855

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY @@T

To:
Eruesss, Steven C. NOTIFICATION OF TRANSMITTAL OF
CROHAN S THE INTERNATIONAL SEARCH REPORT AND
MERCHANT & GOULD P.C.
PO B“ 2903 THE WRITTEN OFINION OF THE INTERNATIONAL
- BOK SEARGHING AUTHORITY, OR THE DECLARATION
Minneapolis, Minnesota 55402-0903

ETATS-UNIS D'AMERIQUE

(PCT Rule 44.1)

Date of mailing
{day/monthiyear}
23 July 2015 {29-07-2016)
Applicant's or agent's file refererce
4584-168W0OM FOR FURTHEHR ACTION See paragraghs 1 and 4 below
International application No. international filing date
. faydiont
FOTAIB2016/032080 (dayimonthiysar) 12 May 2016 (12-05-2016)

Applicant

WEBRQOT INC.

1. The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been establiished and are transmitted herewith.

Filing of amendments and statement under Asticle 18!
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):

When? The time limii for filing such amendmenis is nermally two months from the date of transmittal of the
International Search Report.

How?  Directly fo the International Bursau of WIFQ, 34 chemin des Colombedies
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70
For more delailed instructions, see POT Applicants Giuide, international Phase, paragraphs 8.004 - 9.011.

2. The applicant is hereby notified that no international search report will be established and thal the declaration under
Article 17{2}(a} to that effect and the writien opinion of the international Searching Authority are tranemitied herewith.

3. D Witk regard 1o any protest against payment of {an) additional fee(s) under Rule 40.2, the applicant is nolified thal:

E:j the protest together with the decision thereon has been iransmiited to the International Bureai together with any
applicant's request to forward the texts of hoth the protest and the dedision thereoh io the designated Offices.

i:] ne decision has been made vat on the protest; the applicant will be nefified as soon as a decision is made.

4. Reminders
The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority
to the international Bureau. These comments will be made available to the public after intemational publication. The
international Bureau wili send a copy of such comments to all designated Offices unless an international preliminary
examination report has been or is {o be established.
Shorily aflar the expiration of 18 months from the priotity date, the international application will be published by the
international Bureau. If the appiicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must resch the intemational Bureau before the completion of the technical preparations for
international puslication {(Rules 208/s.1 and 90big.3).
Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase untif 30 months from the prionty
date {in some Offices even laier); otherwiss, the applicant must, within 20 months from the pricrity date, parform the
prescribed acts for entry into the national phase before those designated Ofices. In respect of other designated Offices, the
time fimit of 30 months {or later) will apply even if no demand is filed within 19 months. For details about the applicabie time
limits, Office by Office, see www wipo.intpetfentextsfime_limits. html and the POT Applicant’s Guide, National Chapters,
Within 18 months from the priorily date, the applicant may request that a supplementary international search be cartied
out by a different international Searching Authority that offers this service (Rule 4567s.1). The procedure for requesting
supplementary international search is describedin the POT Applicant's Gulde, International Phase, paragraphs 8.006-8.032.

Name and mailing address of the International Searching Authority | Authorized officer

- European Patent Office, P.B. 5818 Palenilaan 2 FILIP. Hannelore
NL-2280 HY Rijswijk ’
@ Tel. (+31-70) 34C-2040 Tel: +439 (0)88 2399-2861

=¥ Fax: (+31-70) 340-3015
Form PCTASAZ20 (July 2014) IPR2023-01053
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

{(PCT Article 18 and Rules 43 and 44)

Applicani's or agent's file reference FOR FURTHER sse Form PCTASA/Z20
4584-188WO01 ACTION as well 55, where applicable, item § below.
International application No. Internationat filing date {dayivionthiyear) t) Priority Date (dayimontivyear;
PCT/USRO16/032090 12 May 2018 (12-05-2616) 12 dMay 2015 (12-05-2015)
Applicart

WEBROOT INC.

This intemational search report has been prepared by this International Searching Authority and is ransmitted o the appiicarnt
acoording io Article 18. A copy is being transmitted to the international Bureau.

This intemational search report consists of a total of __ 4 sheets.

EE Itis also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a.  With regard to the languags, the international search was carried out on the basis of:
X tha international application in the language in which it was filed

P— atransiation of the international application into , which is the langusge
of a transiation furnished for the purposes of internationsl search {Rules 12.3(a} and 23.1(b))

b. L] This interraticnal search report has been established taking into account the reclificalion of an obvious mistake
authorized by or natified o this Authority under Rule 91 (Rule 43.8bis(a)).

. Ej With regard to any nuclectide and/or amino acid sequence disclosed in the international application, see Box No. .
2. E::} Certain claims were found unsearchable (Sse Box No. i}
3 m Unity of invention is lacking (see Box No 11t}

4. With regard o the title,
the text is approved as submitted by the applicant

U the text has been established by this Authority to read as follows:

5. With regard o the abstract,
m the text is approved as submitted by the applicant

the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV, The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

8, With regard to the drawings,
a. the figure of the drawings o be published with the abstractis Figure No. __ 3
: as suggested by the applicant
EE as selected by this Authority, because the applicant failed fo suggest a figure
ﬂ as selected by this Authority, because this figure befter characterizes the invention

b E:i none of the figures is to be published with the abstract

Form POTASARID first sheet) January 2015)
IPR2023-01053
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INTERNATIONAL SEARCH REPORT

International application No

PCT/US2016/032650

A CLASSIFICATION OF SUBJECT MATTER

INV. GB6F21/56 GOeF11l/36 GO6FY/44
ADD. GO6F21/64 GoeF21/62

According to international Patent Classifisation (IPC) or to both national classification and IPC

B, FIELDS SEARCHED

Minimum documentation searched {classification system followed by classification symbols)

GOGF

Dosumentation seamhed other than minimum documentation to the extent that sush documents are insluded in the #ields searched

Electronic dala base consulied during the intemational search (naime of data base and, whers practicable, search terms usad)

EPG-Internal

C. DOCURMENTS CONSIDERED TO BE RELEVANTY

Categary” | Clation of document, with indisation, where appropriate, of the relevant passages Relevant to alaim No.

X PERDISCI R ET AL: “"Classification of 1-28
packed executables for accurate computer
virus detection®,

PATTERN RECOGNITION LETTERS, ELSEVIER,
AMSTERDAM, NL,

vol. 29, no. 14,

15 October 2088 (2008-18-13), pages
1041-1946, XP024520140,

1SSN: ©167-8655, DOI:
10.1616/J.PATREC.2008.06.016

{retrieved on 2008-87-03]

page 1942, left-hand column, lines 10-14,
41-42, 51-53; figure 1

page 1943, left-hand column, lines 9-14
section 4 "Experiments”;

page 1844, right-hand column, lines 6-9,
24, 25, 28

page 1945; table 1

..,/..-

Further documents are listed in the sontinuation of Box C. See patent family annex.

* 8Bpecial categories of cited dosuments :

T later document published after the intermational filing date or prierty
date and not in conflict with the appiication but cited to understand

"A® doosument defining the general state of the ait which is not considered the principle or theory underlying the invention

to be of particular relevance
°E" earlier application or patent but published on or after the irternational X" document of particular relevanse; the claimed invention sannot be
i Lm
iling date carsidered rovel or cannot be consklered to invalve an invertive
"L docutnent which may throw doubts on priority @luxmm) orwhich is step when the dosument is taken alone
cmd_vo establish the publication date of another cilstion or other “v* document of particular relevance; the claimed invention cannot be
special reason {as specified) cansidered io invalve an inventive step when the docurment is

‘G document referring te an oral disclosurs, use, exhibition or cther combined with one ar more other such dosumants, such combination
means being obvicus te a person skilled in the art

“D* document published prior to the intemationat filing date but later than .
the pricdty date clsimed & decument member of the same palent family

Pate of the astual completion of the Intemational search Date of mailing of the intemational search report

20 July 2016 25/87/2016

Name and mailing address of the 184/ Authorized officer
European Patent Office, B, 5818 Patentiaan 2
Ni - 2280 HV Rijswik
Tel. (#31-70) 340-2040, . n
Fax: (+31-70) 340-3016 Madzharova, Violets

Form PCTASA/210 (second sheet) (April 2C08)
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INTERNATIONAL SEARCH REPORT

International application No

PLT/US2016/632690

C{Continuation}. DOCUMENTS CONSIDERED TO BE RELEVANT

Category® | Citation of document, with indicstion, where appropriste, of the relevant passages

Helevant to claim No.

A ROBERTD PERDISCI ET AL: "McBoost:
Boosting Scalability in Malware Collection
and Analysis Using Statistical
Classification of Executables”,

COMPUTER SECURITY APPLICATIONS CONFERENCE,
2008, ACSAC 2008. ANNUAL, IEEE,
PISCATAWAY, NJ, USA,

& December 2008 (2008-12-88), pages
301-316, XP031376785,

ISBN: 978-0-76805-3447-3

page 304, left-hand column

A US 2616/192222 Al (STOKES JACK W [US] ET
ALY 29 July 2010 {2018-07-29)

sentences 3-8, paragraph [0018]

1-20

1-28

Form PCT/ISA/Z10 {continuation of second sheet) (April 2005)

poqd BR023-01053
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INTERNATIONAL SEARCH REPORT

information on patent family members

international application Ko
PCT/US2016/0320%0

Patent document Fublication Patent family Publication
cited in search report daie membar(s) date

US 2010192222 Al 25-07~28010  NONE

Fonm PCTASAZ1C (patsnt family annex) {April 2005)

IPR2023-01053
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M ifcation Numib:
information on Search Strategy - Pilet phase (see OJ 2015, A86) Application Rumber

The type of information contained in this sheet may change during the pilot for improving

the usefuiness of this new service. ?CT/ USZGI6/03 20980

EPQO FORM &04A42

TITLE: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED ON STATIC DATA
ANALYSIS

APPLICANT: WEBROOT INC.

IPC CLASSIFICATION: GO6F21/56, GOGF11/36, GOGF9/44, GOGF21/64, GOOFZL/6Z
EXAMINER: Madzharova, Yioleta

CONSULTED DATABASES: NPL

CLASSIFICATION SYMBOLS DEFINING EXTEMT OF THE SEARCH:
1PC:

(PC: GOGF21/562, GO6F11/3604, GOGF8/74

FI/F~TERMS:

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION:

Keywords: Portabie Executable (PE), static analysis, section entropy, False
Positive (FP) rate, packed executable, malware detection.
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To: P CT
ACA WRITTEN OPINION OF THE
PCTASARZD ; N ~ ~ \
see form PCTISARZ INTERNATIONAL SEARCHING AUTHORITY
(PCT Rule 434is.1)
Date of mailing
(dayimonthyyear) see form PCTASALZ10 (second sheet)
Applicant's or agent's file reference EOR FURTHER ACTION
see formy PCTASAZR0 See paragraph 2 below
International application No. Irternational filing date (daysnonthiear) o Pricrity date (davinonthfrear)
PCTAIS2016032090 12.05.2016 12.05.2015

irternational Patert Classification (IPC) or both national classification and IPC

INV. G08F2156 GOBF1186 GOSF9/44 ADD. GO8F2184 GO6F2152

Applicart
WEBRCCT INC.

1. This opinion containg indications relating 1o the following items:
X Box Ne. i Basis of the opinion
{1 Box MNe. |l Priority
0 Box No.li  Non-establishment of opinion with regard to novelly, inventive step and indusirial applicakiiity
{3 Box MNeo. iV Lack of unity of invention
& Box MNo.V Reasoned statement under Rule 43bis.1{a)(i} with regard to novelly, inventive slep and industrial
applicability; citations and explanations supporting such statement
[ Box No. Vi Certain documenis cited
i Box No. Vil Certain defects in the international application
¥ Box No. Vill  Certain observalions on the international application
2. FURTHER ACTION
if 2 demand for international preliminary examination is made, this opinion will usually be consideredto be a
written opinicn of the Intarnational Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
international Bursaw under Rule 66.1bis{b) that writien opinions of this Intemnstional Searching Autharity
witi not be so considered.
If this opinion is, as provided above, considerad {o be a written opinion of the IPEA, the applicant is invited to
subrmit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Fomm PCTASAZ20 or kefore the expiration of 22 months from the priority date,
whichevar expires later.
For further options, see Form PCTASARZ20.
Name and mailing address of the ISA: Date of completion of Authorized Officer
nnmnencnnnn. this opinion a,;\@“ """-‘f.»,?
g@% European Patent Office S ? 0 %
RN LT Madzharova, Violeta j H
B2 D-80298 Murich PCTASA210 §
Tel. +49 89 2238 - 0 Telephone No. +49 88 2336-0 g o
Fax: +49 89 2399 - 4465 '

Form PCTASARSY (Cover Sheet) (January 2015)
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WRITTEN OPINION OF THE International appiication No.
INTERNATIONAL SEARCHING AUTHORITY FCTAISZ2016032020

Box No.1 Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:
B0 the international application in the language in which it was filed.

[0 atransiation of the international application into , which is the language of a ransiation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 {3).

2 [ This opinion has been established taking into account the rectification of an obvious mistake authorized
by ar notified to this Authority under Rule 91 (Ruls 430is.1(a))

3. OO with regard o any nuclestide andior amino acid sequence disclosed in the international application, this
opinion has been sstablished on the basie of a sequence ksting:

a. [ forming part of the international application as filed:
1 in the form of an Annex G8T.25 text file.
[J on paper or in the form of an image file.

b, [ furnished together with the international application under PCT Rule 13ter.1{(a) for the purposes of
international search only in the form of an Annex GBT.25 fext fils.

¢. [ furnished subsequent to the intermational filing date for the purposes of international search only:
O in the form of an Annex C/ST.25 text fila (Rule 13ter.1{a}).
{0 on paper or in the form of an image file (Rule 13ter.1(b) and Administrative instructions, Section

713).

4. T In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,
the required staterments that the information in the subsequent or additional copies is identical 1o that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:

Form PCTASA/237 {January 2015) IPR202 3'01 053
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAIS2018/032090

Box No. ¥V Reasoned statement under Rule 435is.1(a){i) with regard 1o novelly, inventive step or
industrial applicability; citations and sxplanations supporting such statement

1. Statement

Novelty {N) Yes: Claims 4,5 7-8 13, 14

No:  Claims 1-3, 6, 10-12, 15-20

inventive step (IS} Yes: Claims
No: Claims 1-20

industrial applicability (1A) Yas: Claims 1-20
No: Claims

2. Citations and explanations

see separale sheset

Box No. Vil Cerfain observations on the international application

The foliowing observations on the clarity of the claims, description, and drawings or on the guestion whether the
claims are fully supported by the deseription, are made:

Form PCTASA/257 (January 2015) IPR2023-01053
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WRITTEN OPINION OF THE international application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2018/032090

ReltemV

Reasoned statement with regard to novelly, invenlive step or industrial
applicability; cilations and explanations supporting such statement

1 Reference is made 1o the following documents:

D1 PERDISCI R ET AL: "Classification of packed executables for
accurate computer virus detection”,
PATTERN RECOGNITION LETTERS, ELSEVIER,
AMSTERDAM, NL,
vol. 29, no. 14, 15 October 2008 {(2008-10-15), pages
1941-1946, XP024520140,
ISSN: 0167-8655, DO 10.1016/J.PATREC.2008.06.016
[retrieved on 2008-07-03]

D2 ROBERTO PERDISCI ET AL: "McBoost: Boosting Scalability in
Malware Collaction and Analysis Using Statistical Classification
of Executables”,

COMPUTER SECURITY APPLICATIONS CONFERENCE,
2008. ACSAC 2008. ANNUAL, IEEE, PISCATAWAY, NJ, USA,
8 December 2008 (2008-12-08}, pages 301-310, XP031376785,
ISBN: 978-0-7695-3447-3

D3 US 2010/192222 A1 (STOKES JACK W [US] ET AL) 23 July
2010 (2010-07-29)

2 The present application doss not meet the criteria of Aricle 33(2) PCT,
because the subject-matter of elaim 1is not new,

D1 discloses (references in parentheses referring to D)

extracting a plurality of static data | Executable, where determination is
points from an executable file | made whether the executable is
without decrypling or unpacking the | packed or not packed; p. 1942, left
executable file; icol, L 10-14: "The objective is to
i accurately  distinguish  between

Form PCTASA/ZI7 (Separate Sheet) {(Sheet 1) (EPO-Aprit 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/0320%0

i packed and non-packed
| executables, so that only the
{ executables delected as packed will
| be sent to a... universal unpacker
{ for hidden code exiraction, before
L heing sent fo the anti-virus
| software.”; p. 1943, left col,, I 9-11
{".. approach ... do not need fo to
| execute an application to detect if it
| contains packed execulable code.";
p 1945, Table 1, "Summary of |
| fealures extracted from PE files',
Vincluding number of standard vs.
non-standard seclions, entropy of |
| header, code and data sections. itis |
. well known 1o the skilled person in
| the field of malwars analysis that PE |
| file entropy is commonly used to
| asses whether a file is encrypted or |
| not (see also p. 1944, right col., |.
1 8-9:"... megsure the byte eniropy of
| the code and data sections in the
| PE file. If the entropy of a sections
| is close to 8 bits, which is the
maximum byle entropy, the section
fikely contains encryplted code.”;

{ p. 1942, Fig. 1, PE file Classifier; p.
1043, left col, L 11-140 "
analyzing the executable file without | classification system extracts a
decrypting or  unpacking the | number of features from executable
executable file, wherein analyzing | files in FPE format through static
the executable file comprises | analysis... used to classify packed
applying a classifier to the plurality | executables without need lo actually
of static data points, execute them."; p. 1945, Table 1,
"Summary of fealures exiracted
from PE files”;

Form PCT/ISA/237 (Separate Sheet) {Sheet 2) (EPO-April 2005}
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WRITTEN OPINION OF THE

international application No.

INTERNATIONAL SEARCHING

AUTHORITY (SEPARATE SHEET)

PCT/US2016/032090

, . e o ip. 1844, right col, section 4.
wherein the classifier is trained from | | . . . .
) . { "Experimentis”, wherein the training
data that comprises  known | , .
- ; dataset comprises packed
malicious executable files, known { . " . .
, . . { viruses" (I 24}, "non-packed benign |
benign executable files and known | s . ;
. | execulables” {I. 25), and "packed
unwanted executable files; and ’ . M
1 benign execufables” (1. 28);

| p. 1942, Fig. 1, determination of
packed vs. unpacked executable
tand subseguent  determination

determining whether the executable
file is harmiul based on the
analysis.

whether itis a "virus" or "benigi’.

Referring to the objection raised above, independent c¢laims 10 and 19 are
also not allowable for lack of novelty {(Article 33(2) PCT) since their subject-
matter corresponds to that of claim 1.

Furthermore, the dependent claims 2-8, 11-18 and 20 do not appear t©
contain any additional technical features which, either alone or in combination
with the features of any claim to which they refer, render the present subject-
matter novel (Article 33(2) PCT) or inventive (Article 33(3) PCT) since their
foatures are either known from the prior ant or merely represent minor
implementation details to the person skilled in the art (see cited passages in
the ISR, and in particutar, for claims 2 and 11 (classifying according to a type
of extracted data), document D1 (p. 1945, Table 1); for claims 3 and 12
(generating a feature vector and using support vector processing), documents
D1 {p. 1942, left col,, . 41-42 and 51-53) and D2 {p. 304, left col.}; for claims
7 and 16 (features of the feature veclior being weighted), document D3 (par.
[0018], 1. 3-8); for claims 8 and 17 (preventing execution of the executable
file when probability that file might be harmiul exceeds a predetermined
threshoid value), document D3 (par. [0032], 1. 8-11).

Re ltem Vi

Certain observations on the international application

5

It should be noted by the applicant that in certain jurisdictions, the expression
"without” used in the wording of claim 1 might be regarded as being unclear,
since it appears (o comprise a negative limitation.

Form PCTASA/CEY (Separale Sheet) (Sheet §) (EPO- April 2005)
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Bitte beachten Sie, dass angefihrte Nichipateniliteratur (wie z.B.
wissenschalftliche oder technische Dokumente) je nach geltendem Recht
dem Urheberrechisschutz und/oder anderen Schutzarten fir schriftliche
Werke unterliegen kénnte. Die Vervielfdlligung urheberrechilich
geschiitizter Texie, ihre Verwendung in anderen elekironischen oder
gedruckten Publikationen und ihre Woeitergabe an Drilte ist ohne
ausdriickliche Zustimmung des Rechisinhabers nicht gesiattel.

Veuillez noter que les ouvrages de la littérature non-brevets qui sont
cités, par exemple les documents scientifiqgues ou technigues, etc.,
peuvent étre protégés par des droits d'auteur et/ou toute autre protection
des écrits prévue par les législations applicables. Les fextes ainsi
protégés ne peuvent étre reproduits ni utilises dans d'autres publications
glectronigues ou imprimées, ni rediffusés sans 'autorisation expresse du
titulaire du droit d'auteur.

Please be aware that cited works of non-palent literature such as
scientific or technical documents or the like may be subject to copyright
protection and/or any other protection of written works as appropriate
based on applicable laws. Copyrighted texts may not be copied or used
in other electronic or printed publications or re-distributed without the
express permission of the copyright holder.
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DETAILED ACTION

Notice of Pre-AIA or AIA Status

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Status of Claims

2. Claims 1-20 are pending.

Information Disclosure Statement

3. The information disclosure statements (IDS) submitted on 5/13/2015 and
10/17/2016 are in compliance with the provisions of 37 CFR 1.97. Accordingly, the

information disclosure statements are being considered by the examiner.

Claim Rejections - 35 USC § 102

4, The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(2) the claimed invention was described in a patent issued under section 151, or in an
application for patent published or deemed published under section 122(b), in which the
patent or application, as the case may be, hames another inventor and was effectively filed
before the effective filing date of the claimed invention.
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5. Claims 1, 2, 10, 11 and 19 are rejected under 35 U.S.C. 102(a)(2) as being

anticipated by Wojnowicz et al. (U.S. Patent No. 8,709,924) hereinafter Wojnowicz.

With respect to claim 1, Wojnowicz teach “a computer-implemented method”
(computer systems include one or more data processors and memory storing
instructions that cause at least one processor to perform one or more of operations
[column 1, lines 57-67]) “comprising:

extracting a plurality of static data points (chunks of code) from an executable file
without decrypting or unpacking the executable file;” (The current subject matter
addresses the issue of detecting malicious commands within portable executable files

that are encrypted or compressed [column 2, lines 37-40]. The current subject matter is

particularly useful for malware files that contain encrypted or compressed ("packed")
segments which conceal malicious commands. Entropy analysis can be used in this
regard [column 3, lines 1-6] and [abstract]. An entropy time series (ETS) is constructed
for each file. To compute the entropy of an executable file, the original file, represented
in hexadecimal (00hFFh), can be split into non-overlapping chunks of fixed length,
typically 256 bytes (i.e. data points). For each chunk of code, the entropy can then be
computed. [column 6, lines 4-26 and Fig. 1 and associated text] Thus, it is apparent that
static data points are used without decrypting or unpacking).

“analyzing the executable file without decrypting or unpacking the executable
file,” (The current subject matter provides enhanced techniques for identifying malicious

commands within code that are compressed and/or encrypted [column 2, lines 37-40]
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and [column 3, lines 1-3]. Entropy analysis can be used in this regard [column 3, lines 3-
6] and [abstract]. See also [column 3, lines 45-59].

“wherein analyzing the executable file comprises applying a classifier to the
plurality of static data points,” (Based on entropic energy spectrum, a suspiciously
structured entropy score (SSES) was derived. SSES can be combined with any number
of additional features in a malware classifier. An entropy time series can characterize
the amount of entropy over a chunk of code in a certain location of the file. The amount
of entropic structure can then be quantified [column 2, line 50 through column 3, line 23]
and [column 3, lines 32-38]. Wavelet-based classifiers may be used [column 5, lines 7-
65]).

“wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files;”
(The determination of whether nor not a file is likely to be malicious can be
accomplished by generating, using at least one predictive model trained using data sets
comprising files known to contain malware. Files having a score above a pre-defined
threshold are determined to be likely malicious and files having a score below the pre-
defined threshold are determined to be not likely malicious [column 1, lines 32-39]. The
data set comprised n=39,968 portable executable files from a data repository. 19,988

(50.01%) of these files were known to be malicious, and the remaining files were benign

[column 5, line 66 through column 6, line 3]. It is apparent that malicious executable
malware is “unwanted” [column 1, lines 23-31] and [column 1, lines 13-19].

and
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determining whether the executable file is harmful based on the analysis.” (The
determination of whether nor not a file is likely to be malicious can be accomplished by
generating, using at least one predictive model trained using data sets comprising files
known to contain malware. A suspiciously structured entropy score for each file such
that files having a score above a pre-defined threshold are determined to be likely

malicious [column 1, lines 32-39]).

With respect to claim 2, Wojnowicz teach “the computer-implemented method
according to claim 1, wherein the extracting the plurality of static data points further
comprises classifying the extracted static data points according to a type of data (file
size) extracted from the executable file,” (A wavelet based classifier strategy may use
wavelet coefficients as features in a classifier. Such wavelet coefficients can be used as
features within any machine learning or statistical classifier, for example, logistic
regression or lasso logistic regression, decision trees, support vector machines, etc.
[column 5, lines 8-16]. Two files A & B belonging to the same file size category [column
8, lines 11-17 and 25-28] and Fig. 2). “and

encoding the extracted static data points for the classifier based on the
classification.” (Data points may be pooled together into a "bin" and indexed jand k
[column 6, lines 63-66] (i.e. encoding) Files A and B are placed in file size group J=5

[column 8, lines 48-50] and see Fig.2 and related text).
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Claims 10 and 11 are computer-readable storage device versions of the method
of Wojnowicz as discussed the analysis of claims 1 and 2 above and the claims are

rejected on that basis.

Claim 19 is a system version of the method of Wojnowicz as discussed the

analysis of claim 1 above and the claim is rejected on that basis.
Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102 of this title, if the differences
between the claimed invention and the prior art are such that the claimed invention as a whole
would have been obvious before the effective filing date of the claimed invention to a person
having ordinary skill in the art to which the claimed invention pertains. Patentability shall not
be negated by the manner in which the invention was made.

7. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating

obviousness or nonobviousness.
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8. Claims 3, 4, 12 and 13 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Wojnowicz in view of Tuvell et al. (U.S. Publication No.

2007/0240220).

With respect to claim 3, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein.
In addition, Wojnowicz describes the use of wavelet-based classifiers and indicates that
wavelet coefficients can be used as features within any machine learning or statistical
classifier (logistic regression or lasso logistic regression, decision trees, support vector
machines, etc.) [column 5, lines 9-15] and also discussed with regard to claim 1 above.
Therefore, Wojnowicz teach “using support vector processing to determine whether the
executable file is at least one of harmful, benign, and potentially unwanted.” but may not
specifically disclose “wherein analyzing the executable file further comprises generating
a feature vector from the plurality of extracted static data points and evaluating the
feature vector”.

Tuvell, from the same or similar field of endeavor, teach “wherein analyzing
the executable file further comprises generating a feature vector from the plurality
of extracted static data points” (The information used to detect malware comprises a
feature set selected from the list comprising program information or features such as file
name, file size, vendor of the program and version of the program (e.g. static data
points) [0104]. A feature set of the following three feature elements DLL1, DLL2, DLL3

and an input executable that contained only DLL1 and DLL3, the feature vectoris 1 0 1.
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Then, the probability of that specific executable being a virus with the feature vector 1 0
1 is then computed [0161]. See also [0336] and Fig. 9) “and

evaluating the feature vector using support vector processing to determine
whether the executable file is at least one of harmful, benign, and potentially unwanted.”
(For example, with a feature set of the following three feature elements DLL1, DLL2,
DLL3 and an input executable that contained only DLL1 and DLL3, the feature vector is
1 0 1. Then, the probability of that specific executable being a virus with the feature
vector 1 0 1 is then computed [0161]. Probabilities are computed from the training data.
Once the probabilities are calculated, a target executable is classified as a virus
according to the probability model [0162]. A data structure is created 716 which
nominally is one or more feature vectors describing the presence or absence of each
feature element associated with each of the malware profiles. The feature vectors are
compared to the malware profiles to determine if malware is present in a target
application [0163] and Fig. 7. See also [0323], [0336] and Fig. 9. Once a malware
feature set is sufficiently complete, two probability models are created 910 based on the
feature sets: one for malware and the other for benign or malware-free programs. With
these probability models, it is possible to compare 918 a target application with the
probability models and distinguish malware-infected from malware-free programs
[0323].)

Tuvell is analogous art directed to a system and method for detecting malware
[abstract]. Based upon Wojnowicz in view of Tuvell it would have been obvious to one

having ordinary skill in the art before the effective filing date of the claimed invention to
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utilize the teachings of Tuvell within the method of Wojnowicz with the motivation of
improving malware detection of polymorphic viruses that change their signatures every
time they replicate (see Tuvell, [0009]) and also to improve operation on systems with
limited storage and processing capacity (see Tuvell, [0011]) and also because all of the
claimed elements were known in the prior art and one skilled in the art could have
combined the elements as claimed by known methods with no change in their
respective functions, and the combination would have yielded predictable results to one

of ordinary skill in the art at the time of the invention.

With respect to claim 4, Wojnowicz in view of Tuvell teach the claimed subject
matter as discussed in the analysis of claim 3 above the rejection of which is
incorporated herein. In addition, Tuvell teach “wherein generating the at least one
feature vector comprises selectively setting features of the classifier based on the
plurality of extracted static data points.” (The information used to detect malware
comprises a feature set selected from the list comprising program information or

features such as file name, file size, vendor of the program and version of the program

(e.g. static data points) [0104]. Each of the feature elements in a pre-defined feature set
are derived 916 from the target application. The result is represented in a binary feature
set vector, or feature vector, with a "1" indicating that the procedure is present in the
searched executable, and a "0" otherwise [0336] and Fig. 9. For example, feature set of
the following three feature elements DLL1, DLL2, DLL3 and an input executable that
contained only DLL1 and DLLS, the feature vector is 1 0 1 [0161]) with the same

motivation as discussed in the analysis of claim 3 above.
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Claims 12 and 13 are computer-readable storage device versions of the method
of Wojnowicz and Tuvell as discussed the analysis of claims 3 and 4, respectively

above, and the claims are rejected on that basis.

9. Claims 5 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Tuvell and further in view of Gilbert et al. (U.S. Patent No.

9,197,663) hereinafter Gilbert.

With respect to claim 5, Wojnowicz in view of Tuvell teach the claimed subject
matter including “wherein features of the feature vector are selectively turned on or off
based on evaluation of”...”a value of a static data point” as discussed in the analysis of
claim 4 above the rejection of which is incorporated herein but may not specifically
disclose “based on evaluation of whether a value of a static data point from the plurality
of extracted static data points is within a predetermined range.”

Gilbert, from the same or similar field of endeavor, teach “evaluation of whether a
value of a static data point from the plurality of extracted static data points is within
a predetermined range.” (Gilbert identifies malware by combining an analysis of visual
and non-visual information associated with the software packages. The non-visual
elements can include data identifying a publisher, filenames, external function calls,
registered operating system functions, operating system filenames, registry key, system
file value, application filenames, library filenames, file size, provider, vendor tags and
path names. The visual elements can include an icon (i.e. static data points) [column 2,

lines 17-20 and 47-52]. Performing the comparison of the icon image and the reference
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image may involve determining whether the difference between the quantitative identity
of the icon image and the quantitative identity of the reference image is less than a

threshold difference (i.e. a range) [column 3, lines 26-30]. See also [column 20, lines

44-61].

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Tuvell in view of Gilbert it would have been obvious to one having ordinary skill
in the art before the effective filing date of the claimed invention to utilize the teachings
of Gilbert within the method of Wojnowicz and Tuvell with the motivation of improving
the issues of privacy and data security and also to avoid detrimental effects on the
operation of the computer and/or network on which it resides and also because the
transmission and operation of the spyware consume bandwidth and memory and also
because users often experience a degradation in system performance, instability, and
even total system failure (See Gilbert [column 4, line 64 through column 5, line 3]) and
also because all of the claimed elements were known in the prior art and one skilled in
the art could have combined the elements as claimed by known methods with no
change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 14 is a computer-readable storage device version of the method of
Wojnowicz and Tuvell as discussed the analysis of claim 5 above and the claim is

rejected on that basis.
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10. Claims 6 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Thomas et al. (U.S. Publication No. 2012/0079596)

hereinafter Thomas.

With respect to claim 6, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein
but may not specifically disclose “wherein the classifying the at least one static data
point comprises classifying the plurality of extracted static data points into categories
comprising numeric values, nominal values, string or byte sequences, and Boolean
values.”

Thomas, from the same or similar field of view, teach “wherein the classifying the
at least one static data point comprises classifying the plurality of extracted static
data points into categories" (The malware detection and analysis system can identify
and classify malware families. [0239]) “comprising numeric values” (file size [0175],
[0225] and [0272]), “nominal values” (file type [0038], [0175], [0225] and [0272], and
resource, [0191, table 4] and [0257]), “string or byte sequences” (original file [0250] and
section name [0191, table 4], imports, exports [0195 and Fig. 8], original file name and
comments [0250], [0251] and [0267]), “and Boolean values” (Boolean values [0062] and
[0078], entry point [0095], resource and section name [0191, table 4] and [0269]).

Thomas is analogous art directed to detecting malicious software/malware
[abstract]. Based upon Wojnowicz in view of Thomas it would have been obvious to one
having ordinary skill in the art before the effective filing date of the claimed invention to

utilize the classification of Thomas within the method of Wojnowicz with the same
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motivation as discussed in the analysis of claim 3 above and also with the motivation of
providing the improvement of allowing the analysis to go much deeper into the heart of
the operating system while not being disruptive since operation occurs on a memory
dump once the system is frozen or powered down to detect attempts for malware to
hide in the stealthiest ways (see Thomas, [0023]) and also because Wojnowicz
indicates that SSES can be combined with any number of additional features in a

malware classifier of choice [column 2, lines 63-64].

Claim 15 is a computer-readable storage device version of the method of
Wojnowicz and Thomas as discussed the analysis of claim 6 above and the claim is

rejected on that basis.

11.  Claims 7 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Wojnowicz in view of Tuvell and further in view of Thomas.

With respect to claim 7, Wojnowicz in view of Tuvell in view of Thomas teach the
claimed subject matter including the classification of the plurality of extracted static data
points as discussed in the analysis of claim 6 above the rejection of which is
incorporated herein. In addition, Tuvell teach “wherein analyzing the executable file
further comprises generating at least one feature vector from the plurality of extracted
static data points,” (The information used to detect malware comprises a feature set
selected from the list comprising program information or features such as file name, file

size, vendor of the program and version of the program (e.g. static data points) [0104].

Each of the feature elements in a pre-defined feature set are derived 916 from the
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target application. The result is represented in a binary feature set vector, or feature
vector, with a "1" indicating that the procedure is present in the searched executable,
and a "0" otherwise [0336] and Fig. 9. For example, feature set of the following three
feature elements DLL1, DLL2, DLL3 and an input executable that contained only DLL1
and DLLS, the feature vectoris 1 0 1 [0161]).

“wherein features of the generated feature vector are weighted based at least
upon the classified categories and the plurality of extracted static data points.” (The
heuristic rules are derived from a classification [0020]. Wherein said rule comprises one
or more weights, each said weight assigned to a feature element [claim 6]) with the

same motivation as discussed in the analysis of claims 3 and 6 above.

Claim 16 is a computer-readable storage device version of the method of
Wojnowicz, Tuvell and Thomas as discussed the analysis of claim 7 above and the

claim is rejected on that basis.

12.  Claims 8,9, 17, 18 and 20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Wojnowicz in view of Gilbert.

With respect to claim 8, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 1 above the rejection of which is incorporated
herein. In addition, Wojnowicz teach “wherein determining whether the executable file is
harmful further comprises...when a determined probability value that the executable file

is harmful exceeds a threshold value.” (Files having a score above a pre-defined
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threshold are determined to be likely malicious [column 1, lines 32-39]) but does not
specifically disclose “preventing execution of the executable file”.

Gilbert, from the same or similar field of endeavor, teach “preventing execution of
the executable file” (Anti-virus and anti-spyware software detects, quarantines, and in
some cases removes software, such as malware, that is malicious in nature and
generally unwanted from a computer or computer [column 2, lines 17-28]).

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Gilbert it would have been obvious to one having ordinary skill in the art before
the effective filing date of the claimed invention to quarantine or eliminate the files of
Gilbert within the method of Wojnowicz with the motivation of improving the issues of
privacy and data security and also to avoid detrimental effects on the operation of the
computer and/or network on which it resides and also because the transmission and
operation of the spyware consume bandwidth and memory and also because users
often experience a degradation in system performance, instability, and even total

system failure (See Gilbert [column 4, line 64 through column 5, line 3]).

With respect to claim 9, Wojnowicz in view of Gilbert teach the claimed subject
matter as discussed in the analysis of claim 8 above the rejection of which is
incorporated herein. In addition, Gilbert teach “wherein the threshold value is set based

on predetermined false positive range data.” (The threshold value may be tuned,

automatically or manually, based on the performance of malware identification system

100, for example, malware detection rate, false positive rate, etc. The threshold value
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may be set such that two images are determined to match when the difference between
the images is less than approximately 40%, (i.e. a range) for example, the threshold
value may be set to 0.4 [column 9, lines 21-34]) with the same motivation as discussed
in the analysis of claim 8 above and also because all of the claimed elements were
known in the prior art and one skilled in the art could have combined the elements as
claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at

the time of the invention.

The limitations of claims 17, 18 and 20 are rejected in the analysis of claims 8

and 9 above and the claims are rejected on that basis.
Conclusion

13.  The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

Williamson et al. (U.S. Patent No. 8,719,924) teach detecting harmful software by
collecting data points and training classifiers.

Friedrichs et al. (U.S. Publication No. 2014/0165203) teach the detection of
malicious software based upon categories and feature vectors.

Stokes et al. (U.S. Publication No. 2010/0192222) teach identifying a malware

file which includes static metadata by using multiple classifiers.
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14.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GARY LAVELLE whose telephone number is 571 270-
7575 and whose direct facsimile number is 571 270-8575. The examiner can normally
be reached on Mon-Fri 9-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Carl Colin can be reached on 571 272-3862. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

15.  Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http:/pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Gary Lavelle
Examiner, Art Unit 2493
/gl/

/CARL COLIN/

Supervisory Patent Examiner, Art Unit 2493
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S/N 14/709,875 PATENT
CONF. NO. 1593

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Mauritius Schmidtler et al. Examiner: Lavelle, Gary E.

Serial No.: 14/709,875 Group Art Unit: 2493

Filed: May 12, 2015 Docket No.: 04584.0168US01

Title: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED
ON STATIC DATA ANALYSIS

AMENDMENT & RESPONSE TO NON-FINAL OFFICE ACTION

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

Dear Commissioner:

In response to the Non-Final Office Action mailed December 8, 2016, please amend the

above-identified application as follows:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of this

paper.

Remarks/Arguments begin on page 7 of this paper.
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Amendment dated March 8, 2017
Reply to Office Action of December 8, 2016

Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the

application.

Listing of Claims:

1. (Currently Amended) A computer-implemented method comprising;

extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein the static data points correspond to one or more points of

reference used to evaluate the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein analyzing the executable file comprises applying a classifier to the plurality of static
data points, wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files; and

determining whether the executable file is harmful based on the analysis.

2. (Original) The computer-implemented method according to claim 1, wherein the
extracting the plurality of static data points further comprises classifying the extracted static data
points according to a type of data extracted from the executable file, and encoding the extracted

static data points for the classifier based on the classification.

3. (Original) The computer-implemented method according to claim 2, wherein analyzing
the executable file further comprises generating a feature vector from the plurality of extracted
static data points and evaluating the feature vector using support vector processing to determine

whether the executable file is at least one of harmful, benign, and potentially unwanted.

4, (Original) The computer-implemented method according to claim 3, wherein generating
the at least one feature vector comprises selectively setting features of the classifier based on the

plurality of extracted static data points.
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5. (Original) The computer-implemented method according to claim 4, wherein features of

the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

6. (Original) The computer-implemented method according to claim 2, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.

7. (Original) The computer-implemented method according to claim 6, wherein analyzing
the executable file further comprises generating at least one feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

8. (Original) The computer-implemented method according to claim 1, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

9. (Original) The computer-implemented method according to claim 8, wherein the

threshold value is set based on predetermined false positive range data.

10. (Currently Amended) A computer-readable storage device containing instructions, that
when executed on at least one processor, causing the processor to execute a process comprising:
extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein the static data points correspond to one or more points of

reference used to evaluate the executable file;

analyzing the executable file without decrypting or unpacking the executable file,

wherein the analyzing the executable file comprises applying a classifier to the plurality of static

IPR2023-01053
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data points extracted, wherein the classifier is trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files; and

determining whether the executable file is harmful based on the analyzing of the

executable file.

11. (Original) The computer-readable storage device according to claim 10, wherein the
extracting of the plurality of static data points executed by the processor further comprises
classifying the extracted static data points according to a type of data extracted from the
executable file, and encoding the extracted static data points for the classifier based on the

classifying.

12. (Original) The computer-readable storage device according to claim 11, wherein
analyzing the executable file further comprises generating at least one feature vector from the
plurality of extracted static data points and evaluating the feature vector using linear or nonlinear
support vector processing to determine whether the executable file is at least one of harmful,

benign, and potentially unwanted.

13. (Original) The computer-readable storage device according to claim 12, wherein
generating the at least one feature vector comprises selectively setting features of the classifier

based on the plurality of extracted static data points.

14. (Original) The computer-readable storage device according to claim 13, wherein features
of the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

15. (Original) The computer-readable storage device according to claim 11, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.
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16. (Original) The computer-readable storage device according to claim 15, wherein
analyzing the executable file further comprises generating a feature vector from the plurality of

extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

17. (Original) The computer-readable storage device according to claim 10, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

18. (Original) The computer-readable storage device according to claim 17, wherein the

threshold value is set based on predetermined false positive range data.

19. (Currently Amended) A system comprising;
at least one memory; and
at least one processor operatively connected with the memory and configured to perform
operation of’
extracting a plurality of static data points from an executable file without

decrypting or unpacking the executable file, wherein the static data points correspond to

one or more points of reference used to evaluate the executable file,

analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality
of static data points extracted, wherein the classifier is trained from data comprising
known malicious executable files, known benign executable files and known unwanted
executable files, and

determining whether the executable file is harmful based on the analyzing of the

executable file.

20. (Original) The system according to claim 19, wherein the determining further comprises

preventing execution of the executable file when a determined probability value that the
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executable file is harmful exceeds a threshold value, and wherein the threshold value is set based

on predetermined false positive range data.
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REMARKS/ARGUMENTS

This Amendment and the following remarks are intended to fully respond to the Non-
Final Office Action dated December 8, 2016, hereinafter “Office Action.” In that Office Action,
claims 1-20 were examined and all claims were rejected. Claims 1, 2, 10, 11 and 19 were
rejected under 35 U.S.C. § 102(a)(2) as allegedly anticipated by Wojnowicz et al. (U.S. Pat. No.
9,465,940 hereinafter “Wojnowicz”). Claims 3, 4, 12 and 13 were rejected under
35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in view of Tuvell et al. (U.S. Pat.
Publ. No. 2007/0240220; hereinafter “Tuvell”). Claims 5 and 14 were rejected under
35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in view of Tuvell, and further in view
of Gilbert et al. (U.S. Pat. No. 9,197,663 hereinafter “Gilbert”). Claims 6 and 15 were rejected
under 35 U.S.C. § 103(a) as being unpatentable over Wojnowicz in view of Thomas et al. (U.S.
Pat. Publ. No. 2012/0079596; hereinafter “Thomas”). Claims 7 and 16 were rejected under
35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in view of Tuvell, and further in view
of Thomas. Claims 8, 9, 17, 18 and 20 were rejected under 35 U.S.C. § 103(a) as being

unpatentable over Wojnowicz in view of Gilbert.

Reconsideration of these rejections, as they might apply to the original and amended
claims in view of these remarks, is respectfully requested. In this Amendment, claims 1, 10 and
19 have been amended, no claims have been canceled, and no claims have been added.

Therefore, claims 1-20 remain present for examination.

Claim Rejections Under 35 U.S.C. § 102:

Claims 1, 2, 10, 11 and 19 were rejected under 35 U.S.C. § 102(a)(2) as allegedly
anticipated by Wojnowicz. Applicants respectfully traverse this rejection because either the
Examiner failed to state a prima facie case of anticipation or the current amendments to the
claims now render the Examiner’s arguments moot. “Anticipation requires the presence in a
single prior art reference disclosure of each and every element of the claimed invention, arranged
as in the claim.” Lindemann Mashinenfabrik GmbH v. Am. Hoist & Derrick Co., 730 F.2d 1452,
1458 (Fed. Cir. 1984); see also, MPEP § 2131. Applicants submit that the cited references do

not disclose all of the elements of the rejected claims.
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Non-limiting examples of the present application provide automatic threat detection of
executable files based on static data analysis. In examples, a plurality of static data points may
be extracted from an executable file without decrypting or unpacking the executable file. The
executable file may then be analyzed without decrypting or unpacking the executable file.
Analysis of the executable file may comprise applying a classifier to the plurality of extracted
static data points. The classifier may be trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files. Based
upon analysis of the executable file, a determination can be made as to whether the executable

file is harmful.

Wojnowicz relates to identifying malware using wavelet decomposition of software
entropy. Specifically, Wojnowicz teaches receiving a set of data files. Each of the data files is
split into non-overlapping file chunks of fixed length. The non-overlapping file chunks are
represented as an entropy time series that reflects an amount of entropy across the file chunks for
each file. A wavelet transform is applied to the corresponding entropy time series to generate an
energy spectrum characterizing, for the file, an amount of entropic energy at multiple scales of
code resolution. A determination is then made as to whether the file is likely to be malicious

based on the energy spectrum. Wojnowicz, col. 1, 11. 23-31.

Turning specifically to the claims, without acquiescing to the propriety of the rejection
and solely for the purpose of advancing prosecution, Applicants have amended the independent
claims. The amended independent claims clarify that the static data points extracted from the
received executable file correspond to points of reference (in the file content) that are used to
evaluate the file. For instance, amended claim 1 recites, inter alia, “extracting a plurality of
static data points from an executable file without decrypting or unpacking the executable file,
wherein the static data points correspond to one or more points of reference used to evaluate the

executable file” (emphasis added).

Wojnowicz does not teach, at least, “the static data points correspond to one or more
points of reference used to evaluate the executable file,” as recited in amended claim 1.
Wojnowicz teaches the entropy of a received file can be calculated by splitting the file “into non-

overlapping chunks of fixed length, typically 256 bytes,” and applying an entropy time series to
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the chunks. Wojnowicz, col. 6, 11. 7-8. According to Wojnowicz, splitting the file into chunks
includes identifying an executable file can be represented as a string of hexadecimals, and
bundling the hexadecimal characters along a fixed length boundary (e.g., 256 bytes). /d., col. 3,
11. 9-18. These boundaries do not correspond to particular sections or portions of the file. As
such, the content of each chunk is based on the size of the file, not the content of the file or the
content of sections of the file. Wojnowicz acknowledged the shortcomings of the proftered

teachings with respect to files of different lengths:

One fundamental problem with applying wavelet-based classifiers to malware
analysis is that executable files have different lengths. Controlled observational
situations produce time series samples of fixed length that are held constant across
the data set. In contrast, in uncontrolled observational contexts, time series lengths
can differ wildly from sample to sample. Software samples, as one example, can
exhibit huge variation in their length, from a handful of kilobytes to hundreds of
megabytes.

Id., col. 5,11. 26-34. Wojnowicz then goes on to describe a process for comparing entropy
patterns for file having differing lengths, and, therefore different entropy time series and energy
spectra. Notably, neither the described process nor the above file splitting process include
evaluating a file based on a point of reference or file section corresponding to the file chunk. In

contrast, the present application teaches static data points correspond to a point of reference in a

received executable file:

A static data point may be a point of reference used to evaluate an executable file.
As examples, static data points include, but are not limited to: header information,
section information, import and export information, certificate information,
resource information, string and flag information, legal information, comments,
and/or program information (e.g., APIs and DLLs), among other examples. Static
data points may be organized into categories that identify a type of static data
point. Categories of static data points comprise, but are not limited to: numeric
values, nominal values string sequences, byte sequences, and/or Boolean values,
among other examples.

Specification, para. [0017]. As described above, the static data points may correspond to one or
more sections (or subsections) of an executable file. The static data points may also be
organized in to categories that are used to evaluate the file. Wojnowicz provides no equivalent

teachings for the file chunks. That is, Wojnowicz does not teach file chunks corresponding to
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points of reference in a file or organizing file chunks in into categories to evaluate a file. As

such, Wojnowicz does not anticipate amended claim 1.

The other independent claims recite similar limitations and are allowable over the recited
reference for at least the same or similar reasons. For example, amended claim 10 recites, infer

alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the static data points correspond to
one or more points of reference used to evaluate the executable file;

Amended claim 19 recites, inter alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the static data points correspond to
one or more points of reference used to evaluate the executable file;

The dependent claims, i.e. claims 2 and 11, incorporate all of the limitations of the above
independent claims, respectively, and are allowable over Wojnowicz for at least the same
reasons. As such, Applicants respectfully request that the Examiner withdraw the rejection and

allow claims 1, 2, 10, 11 and 19 at the Examiner’s earliest convenience.

Claim Rejections Under 35 U.S.C. §103:

Claims 3. 4. 12 and 13

Claims 3, 4, 12 and 13 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.
M.P.EP §§ 2142, 2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.
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Tuvell relates to a malware detection system. Specifically, Tuvell teaches a system for
detecting malware on a limited access mobile platform in a mobile network. The system uses
one or more feature sets that describe various non-executable portions of malware-infected and
malware-free applications, and compares an application on the limited access mobile platform to
the features sets. A match of the features in a suspect application to one of the feature sets

provides an indication as to whether the suspect application is malware-infected or malware-free.

Claims 3, 4, 12 and 13 depend from claims 1 and 10, respectively. As previously
discussed, claims 1 and 10 are allowable over Wojnowicz. Tuvell does not cure the deficiencies
of Wojnowicz, nor does the Office Action refer to it for such. Instead, the Office Action refers
to Tuvell as disclosing the use of a feature set comprising program information or features used
to detect malware. Office Action, pp. 7, 9, 10. Without conceding to the correctness of this
characterization, Applicants submit that Tuvell does not teach the above-recited limitations. For
example, Tuvell does not teach at least identifying static data points, data points that correspond
to one or more points of reference or section in a file, or using data points to evaluate the file by,
for example, grouping the data points into categories and generating feature vectors based
thereon. Thus, Tuvell fails to teach at least “the static data points correspond to one or more
points of reference used to evaluate the executable file,” as recited in amended claims 1 and 10.
As such, Applicants respectfully request withdrawal of the rejections and allowance of claims 3,

4, 12 and 13 at the Examiner’s earliest convenience.

Claims 5 and 14

Claims 5 and 14 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Gilbert. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the
references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F.2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the
rejection because the references fail to teach or suggest all of the recited limitations of the

claims.
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Gilbert relates to identifying potential software threats based on visual and non-visual
data. Specifically, Gilbert teaches analyzing visual and non-visual elements associated with the
candidate files to determine whether the candidate files are malware. A visual element (e.g.,
icon) is extracted from the candidate file, and the icon's image is compared to a group of
reference images associated with trusted entities. If the icon's image matches a reference image,
the candidate file may be malware masquerading as trusted software. The non-visual elements
associated with the candidate file are used, in combination with the visual elements, to determine

whether the candidate file is malware.

Claims 5 and 14 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over the combination of Wojnowicz and Tuvell. Gilbert does not
cure their deficiencies, nor does the Office Action refer to it for such. Instead, the Office Action
refers to Gilbert as disclosing the determination of whether the difference between the
quantitative identity of an icon image and the quantitative identity of a reference image is less
than a threshold difference. Office Action, pp. 10-11. Without conceding to the correctness of
this characterization, Applicants submit that Gilbert does not teach the above-recited limitations.
For example, Gilbert does not teach at least identifying static data points, data points that
correspond to one or more points of reference or section in a file, or using data points to evaluate
the file by, for example, grouping the data points into categories and generating feature vectors
based thereon. Thus, Gilbert fails to teach at least “the static data points correspond to one or
more points of reference used to evaluate the executable file,” as recited in amended claims 1
and 10. As such, Applicants respectfully request withdrawal of the rejections and allowance of

claims 5 and 14 at the Examiner’s earliest convenience.

Claims 6 and 15

Claims 6 and 15 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz in view of Thomas. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.

M.P.EP §§ 2142, 2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
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F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Thomas relates to a method and system for the automatic detection and analysis of
malware. Specifically, Thomas teaches a method of detecting malicious software (malware)
includes receiving a file and storing a memory baseline for a system. The method also includes
copying the file to the system, executing the file on the system, terminating operation of the
system, and storing a post-execution memory map. The method further includes analyzing the
memory baseline and the post-execution memory map and determining that the file includes

malware.

Claims 6 and 15 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over Wojnowicz. Thomas does not cure the deficiencies of
Wojnowicz, nor does the Office Action refer to it for such. Instead, the Office Action refers to
Thomas as disclosing the identification and classification of malware families. Office Action, pp.
12-13. Without conceding to the correctness of this characterization, Applicants submit that
Thomas does not teach the above-recited limitations. For example, Thomas does not teach at
least identifying static data points, data points that correspond to one or more points of reference
or section in a file, or using data points to evaluate the file by, for example, grouping the data
points into categories and generating feature vectors based thereon. Thus, Thomas fails to teach
at least “the static data points correspond to one or more points of reference used to evaluate the
executable file,” as recited in amended claims 1 and 10. As such, Applicants respectfully request
withdrawal of the rejections and allowance of claims 6 and 15 at the Examiner’s earliest

convenience.

Claims 7 and 16

Claims 7 and 16 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Thomas. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the

references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
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the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F.2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the

rejection because the references fail to teach or suggest all of the recited limitations of the

claims.

Claims 7 and 16 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over the combinations of Wojnowicz and Tuvell and Wojnowicz
and Thomas. The further combination of Wojnowicz, Tuvell and Thomas does not cure their
deficiencies of the individual combinations. For example, as discussed above, neither Tuvell nor
Thomas teaches identifying static data points, data points that correspond to one or more points
of reference or section in a file, or using data points to evaluate the file. Thus, the recited
references fail to teach at least “the static data points correspond to one or more points of
reference used to evaluate the executable file,” as recited in amended claims 1 and 10. As such,
Applicants respectfully request withdrawal of the rejections and allowance of claims 7 and 16 at

the Examiner’s earliest convenience.

Claims 8. 9. 17. 18 and 20

Claims 8, 9, 17, 18 and 20 were rejected under 35 U.S.C. § 103(a) as being unpatentable
over Wojnowicz in view of Gilbert. Applicants respectfully traverse the § 103 rejection because
the Office Action has not established a prima facie case of obviousness. To establish a prima
facie case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of
the claimed limitations to one of ordinary skill in the art at the time the invention was made.
M.P.EP §§2142,2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Claims 8, 9, 17, 18 and 20 depend from claims 1, 10 and 19, respectively. As previously
discussed, claims 1, 10 and 19 are allowable over the combinations of Wojnowicz, Tuvell and
Gilbert. Removing Tuvell from the combination does not cure their deficiencies of Wojnowicz
and Gilbert. For example, as discussed above, the combination of Wojnowicz nor Gilbert does

not teach identifying static data points, data points that correspond to one or more points of
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reference or section in a file, or using data points to evaluate the file. Thus, the recited
references fail to teach at least “the static data points correspond to one or more points of
reference used to evaluate the executable file,” as recited in amended claims 1, 10 and 19. As

such, Applicants respectfully request withdrawal of the rejections and allowance of claims 8, 9,

17, 18 and 20 at the Examiner’s earliest convenience.
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CONCLUSION

This Amendment fully responds to the Office Action mailed on December 8, 2016. Still,
that Office Action may contain arguments and rejections that are not directly addressed by this
Amendment due to the fact that they are rendered moot in light of the preceding arguments in
favor of patentability. Hence, failure of this Amendment to directly address an argument raised
in the Office Action should not be taken as an indication that the Applicant believes the
argument has merit. Furthermore, the claims of the present application may include other
elements, not discussed in this Amendment, which are not shown, taught, or otherwise suggested
by the references of record. Accordingly, the preceding arguments in favor of patentability are

advanced without prejudice to other bases of patentability.

It is believed that no further fees are due with this Response. However, the
Commissioner is hereby authorized to charge any deficiencies or credit any overpayment with

respect to this patent application to deposit account number 13-2725.

In light of the above remarks and amendments, it is believed that the application is now
in condition for allowance and such action is respectfully requested. Should any additional
issues need to be resolved, the Examiner is requested to telephone the undersigned to attempt to

resolve those issues.

Respectfully submitted,

Dated: March 8. 2017 /David D. Harrell/
David D. Harrell, Reg. No. 71,855
Merchant & Gould P.C.

P.O. Box 2903
pArm%erﬂ.M%KSOFF[CE Minneapolis, MN 55402-0903
(303) 357-1242

16 IPR2023-01053

CrowdStrike EX1006 Page 142



Electronic Acknowledgement Receipt

EFS ID: 28567166
Application Number: 14709875
International Application Number:
Confirmation Number: 1593

Title of Invention:

AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED ON STATIC
DATA ANALYSIS

First Named Inventor/Applicant Name:

Mauritius Schmidtler

Customer Number:

23552

Filer:

David Dwayne Harrell/Elizabeth Pallardy

Filer Authorized By:

David Dwayne Harrell

Attorney Docket Number: 04584.0168US01
Receipt Date: 08-MAR-2017
Filing Date: 12-MAY-2015
Time Stamp: 11:58:23

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

04584_0168US01_RespNFOA_

149934

12-08-16.PDF yes 16

fafdddb495a005d328bf1fc600208ba35e2al
a493

IPR2023-01053
CrowdStrike EX1006 Page 143



Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 6
Applicant Arguments/Remarks Made in an Amendment 7 16
Warnings:
Information:
Total Files Size (in bytes)1 149934

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

IPR2023-01053
CrowdStrike EX1006 Page 144




PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Aeplication or Docket Number | Fiing Date
Substitute for Form PTO-875 14/709,875 05/12/2015 | [ To be Mailed
eNTITY: [X]LARGE [] smALL []MICRO

APPLICATION AS FILED - PART |

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
—_—
L1 sasic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
—
[] sEARcH FEE N/A N/A N/A
(37 CFR 1.16(k), (i), or (m))
O
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) /A N/A /A
TOTAL CLAIMS ) N
(37 CFR 1.16(i)) minus 20 = X $ =
INDEPENDENT CLAIMS ) .
(87 CFR1.16(n)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
AsF;Pclz_;(F:ﬁUgN SIZE FEE for small entity) for each additional 50 sheets or
( 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
|:| MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
p—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
L | 03/08/2017 | Arrer previously | PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= Jowal 7 e - 20 Minus | = 20 -0 x $80 = 0
Z | ok 13 vinus | -3 -0 x 5420 - 0
<§E I:l Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total (37 cFR . i o
1 5 @7 Minus = X $ =
Ind dent " 1 ox
(27 gggry.f:(h)) Minus = X $ =
— —

[ Application Size Fee (37 GFR 1.16(s))

AMENDMENT

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))

* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3.

** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For’ IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD'L FEE

LIE
BRENDA HARRISON

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

IPR2023-01053

CrowdStrike EX1006 Page 145



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO.
14/709,875 05/12/2015 Mauritius Schmidtler 04584.0168US01 1593
23552 7590 03/24/2017
EXAMINER
MERCHANT & GOULD P.C. |
P.O. BOX 2903 LAVELLE, GARY E

MINNEAPOLIS, MN 55402-0903

| ART UNIT I PAPER NUMBER
2493

| NOTIFICATION DATE | DELIVERY MODE

03/24/2017 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):
USPTO23552@merchantgould.com

PTOL-90A (Rev. 04/07)

IPR2023-01053

CrowdStrike EX1006 Page 146



Application No. Applicant(s)
14/709,875 SCHMIDTLER ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
GARY LAVELLE 2493 ?‘Zz‘s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)[X] Responsive to communication(s) filed on 3/8/2017.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon ____ .
2a)[X] This action is FINAL. 2b)|:| This action is non-final.
3)[1 An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5K Claim(s) 1-20is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7) X Claim(s) 1-20 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[d Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/reww uspio.aov/eatents/init_events/privindex.isp or send an inquiry to PPHieadback@uspio.qoy.

Application Papers
10)[]] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[JSome** ¢)[] None of the:
1. Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in ApplicationNo. ___
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) D Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date . ) ther: .
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper LE/RQDQM;]GOS3

CrowdStrike EX1006 Page 147



Application/Control Number: 14/709,875 Page 2
Art Unit: 2493

DETAILED ACTION

Notice of Pre-AlA or AIA Status

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Status of Claims

2. In communications filed 3/8/2017 Applicants amend claims 1, 10, and 19. Claims

1-20 are pending.

Response to Arguments

3. With respect to claim 1, Applicants argue that Wojnowicz does not teach
“extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein the static data points correspond to one or more

points of reference used to evaluate the executable file” as amended because

Wojnowicz calculates entropy by splitting a file into chunks. Applicants explain that
since the size of the file may vary, the content of each chunk is based on the size of the
file, not the content of the file or the content of sections of the file. Applicants conclude
that Wojnowicz does not teach file chunks corresponding to points of reference in a file.
Furthermore, Applicants argue that Wojnowicz does not teach organizing file chunks in
into categories to evaluate a file. (Remarks, page 8 through paragraph 1, page 10 with

emphasis added by Applicants).
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The Examiner respectfully disagrees. Applicants’ specification indicates that a
static data point may be a point of reference used to evaluate an executable file. An

example of string information is provided (see instant specification, paragraph [0017]).

Wojnowicz computes entropy of a string of hexadecimal characters. Applicants’
arguments are moot in view of new grounds of rejection incorporating previously cited
prior art. Furthermore, and in addition, the Examiner notes that the location of the string
within the executable file is static. The division of the executable file into chunks as part
of the evaluation process does not alter the position of the string within the executable
file.

Regarding Applicants' argument that Wojnowicz does not teach organizing file
chunks in into categories to evaluate a file, the Examiner respectfully disagrees
because Wojnowicz calculates a suspiciously structured entropy score (SSES) which
can be combined with any number of additional features in a malware classifier. The
amount of entropic structure can then be quantified as taught by Wojnowicz and
discussed in the claim analysis below. For these reasons, Applicants’ arguments are not
persuasive.

Applicants state that independent claims 10 and 19 have been amended to recite
similar limitations and should be allowable for the same reasons. These arguments are
not persuasive based upon the same rational.

Applicants argue with respect to dependent claims 3, 4, 12 and 13 that the
reference of Tuvell does not overcome the alleged shortcomings of Wojnowicz for the

same reasons. Applicants argue with respect to dependent claims 5 and 14 that the
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references of Tuvell and Gilbert do not overcome the alleged shortcomings of
Wojnowicz for the same reasons. Applicants argue with respect to dependent claims 6
and 15 that the reference of Thomas does not overcome the alleged shortcomings of
Wojnowicz for the same reasons. Applicants argue with respect to dependent claims 7
and 16 that the references of Tuvell and Thomas do not overcome the alleged
shortcomings of Wojnowicz for the same reasons. Applicants argue with respect to
dependent claims 8, 9, 17, 18 and 20 that the reference of Gilbert does not overcome
the alleged shortcomings of Wojnowicz for the same reasons. These arguments are not
persuasive based upon the same rational as discussed above and in the claim analysis

below.

Claim Rejections - 35 USC § 102

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(2) the claimed invention was described in a patent issued under section 151, or in an
application for patent published or deemed published under section 122(b), in which the
patent or application, as the case may be, names another inventor and was effectively filed
before the effective filing date of the claimed invention.

5. Claims 1, 2,10, 11 and 19 are rejected under 35 U.S.C. 102(a)(2) as being

anticipated by Wojnowicz et al. (U.S. Patent No. 8,709,924) hereinafter Wojnowicz.

With respect to claim 1, Wojnowicz teach “a computer-implemented method”

(computer systems include one or more data processors and memory storing
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instructions that cause at least one processor to perform one or more of operations
[column 1, lines 57-67]) “comprising:

extracting a plurality of static data points (chunks of code) from an executable file
without decrypting or unpacking the executable file, wherein the static data points
correspond to one or more points of reference used to evaluate the executable file;”

(The current subject matter addresses the issue of detecting malicious commands

within portable executable files that are encrypted or compressed [column 2, lines 37-
40]. The current subject matter is particularly useful for malware files that contain
encrypted or compressed ("packed") segments which conceal malicious commands.
Entropy analysis can be used in this regard [column 3, lines 1-6] and [abstract]. An

entropy time series (ETS) is constructed for each file. To compute the entropy of an

executable file, the original file, represented in hexadecimal (00hFFh), can be split into
non-overlapping chunks of fixed length, typically 256 bytes (i.e. data points). For each
chunk of code, the entropy can then be computed. [column 6, lines 4-26 and Fig. 1 and
associated text] Thus, it is apparent that static data points are used without decrypting
or unpacking). The current subject matter is particularly useful for malware files that
contain encrypted or compressed ("packed") segments which conceal malicious
commands. Entropy analysis can be used in this regard because files with high entropy
are relatively likely to have encrypted or compressed sections inside them. In the

context of software analysis, an executable file can be represented as a string of

hexadecimals (OOhFFh), where each observed hexadecimal character is considered to

be an instantiation of a random variable (for example, with 256 possible values). A
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string of these hexadecimal characters can be bundled up into a "chunk” of a file, and

the statistical variation within that chunk can be estimated by computing the entropy
within the chunk. Zero entropy means that the same character was repeated over and
over (as might occur in a "padded" chunk of code) and maximum entropy means that a
chunk consisted of entirely distinct values. Chunks of code that have been compressed
or encrypted tend to have higher entropy than native code. [column 3, lines 1-23].

“analyzing the executable file without decrypting or unpacking the executable
file,” (The current subject matter provides enhanced techniques for identifying malicious
commands within code that are compressed and/or encrypted [column 2, lines 37-40]
and [column 3, lines 1-3]. Entropy analysis can be used in this regard [column 3, lines 3-
6] and [abstract]. See also [column 3, lines 45-59].

“‘wherein analyzing the executable file comprises applying a classifier to the
plurality of static data points,” (Based on entropic energy spectrum, a suspiciously
structured entropy score (SSES) was derived. SSES can be combined with any number
of additional features in a malware classifier. An entropy time series can characterize
the amount of entropy over a chunk of code in a certain location of the file. The amount
of entropic structure can then be quantified [column 2, line 50 through column 3, line 23]
and [column 3, lines 32-38]. Wavelet-based classifiers may be used [column 5, lines 7-
65]).

“wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files;”

(The determination of whether nor not a file is likely to be malicious can be
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accomplished by generating, using at least one predictive model trained using data sets

comprising files known to contain malware. Files having a score above a pre-defined
threshold are determined to be likely malicious and files having a score below the pre-
defined threshold are determined to be not likely malicious [column 1, lines 32-39]. The
data set comprised n=39,968 portable executable files from a data repository. 19,988

(50.01%) of these files were known to be malicious, and the remaining files were benign

[column 5, line 66 through column 6, line 3]. It is apparent that malicious executable
malware is “unwanted” [column 1, lines 23-31] and [column 1, lines 13-19].

“and

determining whether the executable file is harmful based on the analysis.” (The
determination of whether nor not a file is likely to be malicious can be accomplished by
generating, using at least one predictive model trained using data sets comprising files
known to contain malware. A suspiciously structured entropy score for each file such

that files having a score above a pre-defined threshold are determined to be likely

malicious [column 1, lines 32-39]).

With respect to claim 2, Wojnowicz teach “the computer-implemented method
according to claim 1, wherein the extracting the plurality of static data points further
comprises classifying the extracted static data points according to a type of data (file
size) extracted from the executable file,” (A wavelet based classifier strategy may use
wavelet coefficients as features in a classifier. Such wavelet coefficients can be used as
features within any machine learning or statistical classifier, for example, logistic

regression or lasso logistic regression, decision trees, support vector machines, etc.
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[column 5, lines 8-16]. Two files A & B belonging to the same file size category [column
8, lines 11-17 and 25-28] and Fig. 2). “and

encoding the extracted static data points for the classifier based on the
classification.” (Data points may be pooled together into a "bin" and indexed jand k
[column 6, lines 63-66] (i.e. encoding) Files A and B are placed in file size group J=5

[column 8, lines 48-50] and see Fig.2 and related text).

Claims 10 and 11 are computer-readable storage device versions of the method
of Wojnowicz as discussed the analysis of claims 1 and 2 above and the claims are

rejected on that basis.

Claim 19 is a system version of the method of Wojnowicz as discussed the

analysis of claim 1 above and the claim is rejected on that basis.
Claim Rejections - 35 USC § 103

6. The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102 of this title, if the differences
between the claimed invention and the prior art are such that the claimed invention as a whole
would have been obvious before the effective filing date of the claimed invention to a person
having ordinary skill in the art to which the claimed invention pertains. Patentability shall not
be negated by the manner in which the invention was made.

7. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.
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2. Ascertaining the differences between the prior art and the claims at issue.
3. Resolving the level of ordinary skill in the pertinent art.
4. Considering objective evidence present in the application indicating

obviousness or nonobviousness.

8. Claims 3, 4, 12 and 13 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Wojnowicz in view of Tuvell et al. (U.S. Publication No.

2007/0240220).

With respect to claim 3, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein.
In addition, Wojnowicz describes the use of wavelet-based classifiers and indicates that
wavelet coefficients can be used as features within any machine learning or statistical
classifier (logistic regression or lasso logistic regression, decision trees, support vector
machines, etc.) [column 5, lines 9-15] and also discussed with regard to claim 1 above.
Therefore, Wojnowicz teach “using support vector processing to determine whether the
executable file is at least one of harmful, benign, and potentially unwanted.” but may not
specifically disclose “wherein analyzing the executable file further comprises generating
a feature vector from the plurality of extracted static data points and evaluating the
feature vector”.

Tuvell, from the same or similar field of endeavor, teach “wherein analyzing
the executable file further comprises generating a feature vector from the plurality

of extracted static data points” (The information used to detect malware comprises a
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feature set selected from the list comprising program information or features such as file

name, file size, vendor of the program and version of the program (e.g. static data

points) [0104]. A feature set of the following three feature elements DLL1, DLL2, DLL3
and an input executable that contained only DLL1 and DLL3, the feature vectoris 1 0 1.
Then, the probability of that specific executable being a virus with the feature vector 1 0
1 is then computed [0161]. See also [0336] and Fig. 9) “and

evaluating the feature vector using support vector processing to determine
whether the executable file is at least one of harmful, benign, and potentially unwanted.”
(For example, with a feature set of the following three feature elements DLL1, DLL2,
DLL3 and an input executable that contained only DLL1 and DLL3, the feature vector is
1 0 1. Then, the probability of that specific executable being a virus with the feature
vector 1 0 1 is then computed [0161]. Probabilities are computed from the training data.
Once the probabilities are calculated, a target executable is classified as a virus
according to the probability model [0162]. A data structure is created 716 which
nominally is one or more feature vectors describing the presence or absence of each
feature element associated with each of the malware profiles. The feature vectors are
compared to the malware profiles to determine if malware is present in a target
application [0163] and Fig. 7. See also [0323], [0336] and Fig. 9. Once a malware
feature set is sufficiently complete, two probability models are created 910 based on the
feature sets: one for malware and the other for benign or malware-free programs. With

these probability models, it is possible to compare 918 a target application with the
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probability models and distinguish malware-infected from malware-free programs
[0323].)

Tuvell is analogous art directed to a system and method for detecting malware
[abstract]. Based upon Wojnowicz in view of Tuvell it would have been obvious to one
having ordinary skill in the art before the effective filing date of the claimed invention to
utilize the teachings of Tuvell within the method of Wojnowicz with the motivation of
improving malware detection of polymorphic viruses that change their signatures every
time they replicate (see Tuvell, [0009]) and also to improve operation on systems with
limited storage and processing capacity (see Tuvell, [0011]) and also because all of the
claimed elements were known in the prior art and one skilled in the art could have
combined the elements as claimed by known methods with no change in their
respective functions, and the combination would have yielded predictable results to one

of ordinary skill in the art at the time of the invention.

With respect to claim 4, Wojnowicz in view of Tuvell teach the claimed subject
matter as discussed in the analysis of claim 3 above the rejection of which is
incorporated herein. In addition, Tuvell teach “wherein generating the at least one
feature vector comprises selectively setting features of the classifier based on the
plurality of extracted static data points.” (The information used to detect malware
comprises a feature set selected from the list comprising program information or

features such as file name, file size, vendor of the program and version of the program

(e.g. static data points) [0104]. Each of the feature elements in a pre-defined feature set

are derived 916 from the target application. The result is represented in a binary feature
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set vector, or feature vector, with a "1" indicating that the procedure is present in the
searched executable, and a "0" otherwise [0336] and Fig. 9. For example, feature set of
the following three feature elements DLL1, DLL2, DLL3 and an input executable that
contained only DLL1 and DLL3, the feature vector is 1 0 1 [0161]) with the same

motivation as discussed in the analysis of claim 3 above.

Claims 12 and 13 are computer-readable storage device versions of the method
of Wojnowicz and Tuvell as discussed the analysis of claims 3 and 4, respectively

above, and the claims are rejected on that basis.

9. Claims 5 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Tuvell and further in view of Gilbert et al. (U.S. Patent No.

9,197,663) hereinafter Gilbert.

With respect to claim 5, Wojnowicz in view of Tuvell teach the claimed subject
matter including “wherein features of the feature vector are selectively turned on or off
based on evaluation of”...”a value of a static data point” as discussed in the analysis of
claim 4 above the rejection of which is incorporated herein but may not specifically
disclose “based on evaluation of whether a value of a static data point from the plurality
of extracted static data points is within a predetermined range.”

Gilbert, from the same or similar field of endeavor, teach “evaluation of whether a
value of a static data point from the plurality of extracted static data points is within
a predetermined range.” (Gilbert identifies malware by combining an analysis of visual

and non-visual information associated with the software packages. The non-visual
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elements can include data identifying a publisher, filenames, external function calls,
registered operating system functions, operating system filenames, registry key, system
file value, application filenames, library filenames, file size, provider, vendor tags and
path names. The visual elements can include an icon (i.e. static data points) [column 2,
lines 17-20 and 47-52]. Performing the comparison of the icon image and the reference
image may involve determining whether the difference between the quantitative identity
of the icon image and the quantitative identity of the reference image is less than a

threshold difference (i.e. a range) [column 3, lines 26-30]. See also [column 20, lines

44-61].

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Tuvell in view of Gilbert it would have been obvious to one having ordinary skill
in the art before the effective filing date of the claimed invention to utilize the teachings
of Gilbert within the method of Wojnowicz and Tuvell with the motivation of improving
the issues of privacy and data security and also to avoid detrimental effects on the
operation of the computer and/or network on which it resides and also because the
transmission and operation of the spyware consume bandwidth and memory and also
because users often experience a degradation in system performance, instability, and
even total system failure (See Gilbert [column 4, line 64 through column 5, line 3]) and
also because all of the claimed elements were known in the prior art and one skilled in

the art could have combined the elements as claimed by known methods with no
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change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 14 is a computer-readable storage device version of the method of
Wojnowicz and Tuvell as discussed the analysis of claim 5 above and the claim is

rejected on that basis.

10. Claims 6 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Thomas et al. (U.S. Publication No. 2012/0079596)

hereinafter Thomas.

With respect to claim 6, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein
but may not specifically disclose “wherein the classifying the at least one static data
point comprises classifying the plurality of extracted static data points into categories
comprising numeric values, nominal values, string or byte sequences, and Boolean
values.”

Thomas, from the same or similar field of view, teach “wherein the classifying the
at least one static data point comprises classifying the plurality of extracted static
data points into categories” (The malware detection and analysis system can identify
and classify malware families. [0239]) “comprising numeric values” (file size [0175],
[0225] and [0272]), “nominal values” (file type [0038], [0175], [0225] and [0272], and
resource, [0191, table 4] and [0257]), “string or byte sequences” (original file [0250] and

section name [0191, table 4], imports, exports [0195 and Fig. 8], original file name and
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comments [0250], [0251] and [0267]), “and Boolean values” (Boolean values [0062] and
[0078], entry point [0095], resource and section name [0191, table 4] and [0269]).
Thomas is analogous art directed to detecting malicious software/malware
[abstract]. Based upon Wojnowicz in view of Thomas it would have been obvious to one
having ordinary skill in the art before the effective filing date of the claimed invention to
utilize the classification of Thomas within the method of Wojnowicz with the same
motivation as discussed in the analysis of claim 3 above and also with the motivation of
providing the improvement of allowing the analysis to go much deeper into the heart of
the operating system while not being disruptive since operation occurs on a memory
dump once the system is frozen or powered down to detect attempts for malware to
hide in the stealthiest ways (see Thomas, [0023]) and also because Wojnowicz
indicates that SSES can be combined with any number of additional features in a

malware classifier of choice [column 2, lines 63-64].

Claim 15 is a computer-readable storage device version of the method of
Wojnowicz and Thomas as discussed the analysis of claim 6 above and the claim is

rejected on that basis.

11.  Claims 7 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Wojnowicz in view of Tuvell and further in view of Thomas.

With respect to claim 7, Wojnowicz in view of Tuvell in view of Thomas teach the
claimed subject matter including the classification of the plurality of extracted static data

points as discussed in the analysis of claim 6 above the rejection of which is
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incorporated herein. In addition, Tuvell teach “wherein analyzing the executable file
further comprises generating at least one feature vector from the plurality of extracted
static data points,” (The information used to detect malware comprises a feature set
selected from the list comprising program information or features such as file name, file

size, vendor of the program and version of the program (e.g. static data points) [0104].

Each of the feature elements in a pre-defined feature set are derived 916 from the
target application. The result is represented in a binary feature set vector, or feature
vector, with a "1" indicating that the procedure is present in the searched executable,
and a "0" otherwise [0336] and Fig. 9. For example, feature set of the following three
feature elements DLL1, DLL2, DLL3 and an input executable that contained only DLL1
and DLLS3, the feature vectoris 1 0 1 [0161]).

“wherein features of the generated feature vector are weighted based at least
upon the classified categories and the plurality of extracted static data points.” (The
heuristic rules are derived from a classification [0020]. Wherein said rule comprises one
or more weights, each said weight assigned to a feature element [claim 6]) with the

same motivation as discussed in the analysis of claims 3 and 6 above.

Claim 16 is a computer-readable storage device version of the method of
Wojnowicz, Tuvell and Thomas as discussed the analysis of claim 7 above and the

claim is rejected on that basis.

12. Claims 8, 9, 17, 18 and 20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Wojnowicz in view of Gilbert.

IPR2023-01053
CrowdStrike EX1006 Page 162



Application/Control Number: 14/709,875 Page 17
Art Unit: 2493

With respect to claim 8, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 1 above the rejection of which is incorporated
herein. In addition, Wojnowicz teach “wherein determining whether the executable file is
harmful further comprises...when a determined probability value that the executable file
is harmful exceeds a threshold value.” (Files having a score above a pre-defined
threshold are determined to be likely malicious [column 1, lines 32-39]) but does not
specifically disclose “preventing execution of the executable file”.

Gilbert, from the same or similar field of endeavor, teach “preventing execution of
the executable file” (Anti-virus and anti-spyware software detects, quarantines, and in
some cases removes software, such as malware, that is malicious in nature and
generally unwanted from a computer or computer [column 2, lines 17-28)).

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Gilbert it would have been obvious to one having ordinary skill in the art before
the effective filing date of the claimed invention to quarantine or eliminate the files of
Gilbert within the method of Wojnowicz with the motivation of improving the issues of
privacy and data security and also to avoid detrimental effects on the operation of the
computer and/or network on which it resides and also because the transmission and
operation of the spyware consume bandwidth and memory and also because users
often experience a degradation in system performance, instability, and even total

system failure (See Gilbert [column 4, line 64 through column 5, line 3]).
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With respect to claim 9, Wojnowicz in view of Gilbert teach the claimed subject
matter as discussed in the analysis of claim 8 above the rejection of which is
incorporated herein. In addition, Gilbert teach “wherein the threshold value is set based

on predetermined false positive range data.” (The threshold value may be tuned,

automatically or manually, based on the performance of malware identification system

100, for example, malware detection rate, false positive rate, etc. The threshold value

may be set such that two images are determined to match when the difference between
the images is less than approximately 40%, (i.e. a range) for example, the threshold
value may be set to 0.4 [column 9, lines 21-34]) with the same motivation as discussed
in the analysis of claim 8 above and also because all of the claimed elements were
known in the prior art and one skilled in the art could have combined the elements as
claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at

the time of the invention.

The limitations of claims 17, 18 and 20 are rejected in the analysis of claims 8

and 9 above and the claims are rejected on that basis.

Conclusion

13.  Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37

CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the date of this final action.

14.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GARY LAVELLE whose telephone number is 571 270-
7575 and whose direct facsimile number is 571 270-8575. The examiner can normally
be reached on Mon-Fri 9-6.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Carl Colin can be reached on 571 272-3862. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

15.  Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http:/pair-direct.uspto.gov. Should you

have questions on access to the Private PAIR system, contact the Electronic Business
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Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Gary Lavelle
Examiner, Art Unit 2493
/gl/

/CARL COLIN/
Supervisory Patent Examiner, Art Unit 2493

IPR2023-01053
CrowdStrike EX1006 Page 166



Index of Claims

Application/Control No.

Applicant(s)/Patent Under
Reexamination

14709875 SCHMIDTLER ET AL.
Examiner Art Unit
GARY LAVELLE 2493
v Rejected - Cancelled N | Non-Elected Appeal
= Allowed + Restricted | Interference Objected
[0 Claims renumbered in the same order as presented by applicant O cPa T.D. O R.1.47
CLAIM DATE
Final Original |11/27/2016|03/16/2017

1 v v

2 v v

3 v v

4 v v

5 v v

6 v v

7 v v

8 v v

9 v v

10 v v

11 v v

12 v v

13 v v

14 v v

15 v v

16 v v

17 v v

18 v v

19 v v

20 v v

U.S. Patent and Trademark Office

Part of Paper No. : 20170316

IPR2023-01053

CrowdStrike EX1006 Page 167



Search Notes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

14709875 SCHMIDTLER ET AL.
Examiner Art Unit
GARY LAVELLE 2493
CPC- SEARCHED
Symbol Date Examiner
G06F21/565, G06F99/005 and GO6F221/033 11/27/2016 Gary Lavelle
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
SEARCH NOTES
Search Notes Date Examiner
Inventor search 11/27/2016 Gary Lavelle
NPL search (Google, ACM and IEEE with seach terms including: malware 11/25/2016 Gary Lavelle
| malicious | virus, classify, static data points, feature vector, packed,
encrypted...)
East search (see attached search history listing) 11/27/2016 Gary Lavelle
Inventor search updated 3/19/2017 Gary Lavelle
NPL search updated (Google, ACM and IEEE with new search terms 3/19/2017 Gary Lavelle
including: static reference points...)
East search (see attached search history listing) 3/20/2017 Gary Lavelle
INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
/GARY LAVELLE/
Examiner.Art Unit 2493
U.S. Patent and Trademark Office PartLR’B(Z!QZ 30-1%31953

CrowdStrike EX1006 Page 168




EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {iHits {{Search Query DBs Default iPlurals {iTime
# Operator Stamp
S38 i "8709924".pn. and (header section import {USPAT OR OFF 2017/03/16
export certificate resource string flag legal 15:28
comment program APl DLL)
S39 {1 "9465940".pn. and (header section import {{USPAT OR OFF 2017/03/16
export certificate resource string flag legal 15:31
comment program APl DLL)
A1 44 ((Mauritius) near2 (Schmidtler)).INV. and {{US-PGPUB; {NEAR ON 2017/03/19
(classif$5 or categor$s) and (malware or  {USPAT 21:57
malicious or virus)
40 453  H((Mauritius) near2 (Schmidtler)).INV. US-PGPUB; {NEAR ON 2017/03/19
USPAT 21:57

$42 §2 ((Gaurav) near2 (Dalal)).INV. US-PGPUB; #NEAR ON 2017/03/19
USPAT 22:04

43 {1 ((Reza) near2 (Yoosoofmiya)).INV. US-PGPUB; iNEAR ON 2017/03/19
USPAT 22:09

44 115 {(G06F21/565 or GO6FI9/005 or US-PGPUB; {OR ON 2017/03/20
G06F221/033).cpc. and (malware or USPAT; 08:49
malicious or virus) and weight$5 and USOCR;
feature adj vector and(classif$5 or FPRS; EPO;
categor$5)and (header section import JPO;
export certificate resource string flag legal {DERWENT;
comment program APl DLL)and (@pd or {IBM_TDB
@ptad or @prad or @ad or @rlad)
<"20151205"

L1 §15 {(GOBF21/565 or GOBF99/005 or US-PGPUB; #OR ON 2017/03/20
G06F221/033).cpc. and (malware or USPAT; 10:08
malicious or virus) and weight$5 and USCCR;
feature adj vector and(classif$5 or FPRS; EPO;
categor$5)and (header section import JPO;
export certificate resource string flag legal {DERWENT;
comment program APl DLL)and (@pd or ijlBM_TDB
@ptad or @prad or @ad or @rlad)
<"20151205" and referenc$4

EAST Search History (I nterference)

< This search history is empty>

3/20/2017 10:10:30 AM
C:\ Users\ glavelle\ Documents\ EAST\ Workspaces\ 14709875.wsp

EASTSearchHistory.14709875_AccessibleVersion.htm[3/20/2017 10:10:37 AM]

IPR2023-01053
CrowdStrike EX1006 Page 169



Doc code: RCEX PTO/SB/30EFS (07-14)

Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a vailid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | 25075 Filing | 54450512 Docket Number | -0, 0165Us01 At a3
Number Date (if applicable) Unit

First Named|, . itius Schmidtier Examiner LAVELLE, GARY E

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.

Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, to any international application that does not comply with the requirements of 35 U.S.C. 371, or to any design application. The
Instruction Sheet for this form is located at WWW.USPTO.GOV.

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[] Other

[X] Enclosed

Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration(s)

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|z The Director is hereby autharized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No 132725

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

[X] Patent Practitioner Sighature

[]1 ApplicantSignature

IPR2023-01053
EFS - Web2.1.15 CrowdStrike EX1006 Page 170



Doc code: RCEX

Doc description: Request for Continued Examination (RCE)

PTO/SB/30EFS (07-14)

Approved for use through 07/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a vailid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

/David D. Harrell/

Date (YYYY-MM-DD)

2017-06-30

Name

David D. Harrell

Registration Number

71855

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for

reducing this burden, should be sent to the Chief information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

EFS - Web 2.1.15

IPR2023-01053
CrowdStrike EX1006 Page 171




PTO/AIA22 (03-13)

Approved for use through 7/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | 04584.0168US01

Application Number Filed

14/709,875 2015-05-12
F
* AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED ON STATIC DATA ANALYSIS

Art Unit Examiner

2493

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(a)(1)) $200 $100 $50 s 200
D Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
D Three months (37 CFR 1.17(a)(3)) $1.400 $700 $350
D Four months (37 CFR 1.17(a)}{(4)) $2,200 $1,100 $550 $
[] Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

D Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previousty.

A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

D The Director has already been authorized to charge fees in this application to a Deposit Account.
The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 123735

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

t am the

[ ] applicant.

attorney or agent of record. Registration number 71855

D attorney or agent acting under 37 CFR 1.34. Registration number
/David D. Harrell/ 06/30/2017

Signature Date
David D. Harrell 303-357-1242
Typed or printed name Telephone Number

NOTE: This form must be sighed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for sighature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™*.

* Totat of 1 forms are submitted.

This colfection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public. which is to file {and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden shouid be sent to the Chief information Officer,
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S/N 14/709,875 PATENT
CONF. NO. 1593

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Mauritius Schmidtler et al. Examiner: Lavelle, Gary E.

Serial No.: 14/709,875 Group Art Unit: 2493

Filed: May 12, 2015 Docket No.: 04584.0168US01

Title: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED
ON STATIC DATA ANALYSIS

AMENDMENT & RESPONSE TO FINAL OFFICE ACTION

Mail Stop After Final
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

Dear Commissioner:

In response to the Final Office Action mailed March 24, 2017, please amend the above-

identified application as follows:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of this

paper.

Remarks/Arguments begin on page 7 of this paper.
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U.S. Patent Application Serial No. 14/709,875
Amendment dated June 30, 2017
Reply to Office Action of March 24, 2017

Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the

application.

Listing of Claims:

1. (Currently Amended) A computer-implemented method comprising;

extracting a plurality of static data points from an executable file without decrypting or
unpacking the executable file, wherein the static data points correspond to one or more points of

reference used to evaluate the executable file, and wherein the one or more points of reference

are defined by the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein analyzing the executable file comprises applying a classifier to the plurality of static
data points, wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files; and

determining whether the executable file is harmful based on the analysis.

2. (Original) The computer-implemented method according to claim 1, wherein the
extracting the plurality of static data points further comprises classifying the extracted static data
points according to a type of data extracted from the executable file, and encoding the extracted

static data points for the classifier based on the classification.

3. (Original) The computer-implemented method according to claim 2, wherein analyzing
the executable file further comprises generating a feature vector from the plurality of extracted
static data points and evaluating the feature vector using support vector processing to determine

whether the executable file is at least one of harmful, benign, and potentially unwanted.

4 (Original) The computer-implemented method according to claim 3, wherein generating
the at least one feature vector comprises selectively setting features of the classifier based on the

plurality of extracted static data points.
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Amendment dated June 30, 2017

Reply to Office Action of March 24, 2017

5. (Original) The computer-implemented method according to claim 4, wherein features of

the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

6. (Original) The computer-implemented method according to claim 2, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.

7. (Original) The computer-implemented method according to claim 6, wherein analyzing
the executable file further comprises generating at least one feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

8. (Original) The computer-implemented method according to claim 1, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

9. (Original) The computer-implemented method according to claim 8, wherein the

threshold value is set based on predetermined false positive range data.

10. (Currently Amended) A computer-readable storage device containing instructions, that

when executed on at least one processor, causing the processor to execute a process comprising:
extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein the static data points correspond to one or more points of

reference used to evaluate the executable file_and wherein the one or more points of reference

are defined by the executable file;

analyzing the executable file without decrypting or unpacking the executable file,

wherein the analyzing the executable file comprises applying a classifier to the plurality of static
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Amendment dated June 30, 2017

Reply to Office Action of March 24, 2017

data points extracted, wherein the classifier is trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files; and

determining whether the executable file is harmful based on the analyzing of the

executable file.

11. (Original) The computer-readable storage device according to claim 10, wherein the
extracting of the plurality of static data points executed by the processor further comprises
classifying the extracted static data points according to a type of data extracted from the
executable file, and encoding the extracted static data points for the classifier based on the

classifying.

12. (Original) The computer-readable storage device according to claim 11, wherein
analyzing the executable file further comprises generating at least one feature vector from the
plurality of extracted static data points and evaluating the feature vector using linear or nonlinear
support vector processing to determine whether the executable file is at least one of harmful,

benign, and potentially unwanted.

13. (Original) The computer-readable storage device according to claim 12, wherein
generating the at least one feature vector comprises selectively setting features of the classifier

based on the plurality of extracted static data points.

14. (Original) The computer-readable storage device according to claim 13, wherein features
of the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

15. (Original) The computer-readable storage device according to claim 11, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.
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Amendment dated June 30, 2017

Reply to Office Action of March 24, 2017

16. (Original) The computer-readable storage device according to claim 15, wherein
analyzing the executable file further comprises generating a feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

17. (Original) The computer-readable storage device according to claim 10, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

18. (Original) The computer-readable storage device according to claim 17, wherein the

threshold value is set based on predetermined false positive range data.

19. (Currently Amended) A system comprising;
at least one memory; and
at least one processor operatively connected with the memory and configured to perform
operation of’
extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the static data points correspond to

one or more points of reference used to evaluate the executable file, and wherein the one

or more points of reference are defined by the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality
of static data points extracted, wherein the classifier is trained from data comprising
known malicious executable files, known benign executable files and known unwanted
executable files[[,]]; and

determining whether the executable file is harmful based on the analyzing of the

executable file.

20.  (Original) The system according to claim 19, wherein the determining further comprises

preventing execution of the executable file when a determined probability value that the
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executable file is harmful exceeds a threshold value, and wherein the threshold value is set based

on predetermined false positive range data.
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U.S. Patent Application Serial No. 14/709,875
Amendment dated June 30, 2017
Reply to Office Action of March 24, 2017

REMARKS/ARGUMENTS

This Amendment and the following remarks are intended to fully respond to the Final
Office Action dated March 24, 2017, hereinafter “Office Action.” In that Office Action, claims
1-20 were examined and all claims were rejected. Claims 1, 2, 10, 11 and 19 were rejected under
35U.S.C. § 102(a)(2) as allegedly anticipated by Wojnowicz et al. (U.S. Pat. No. 9,465,940
hereinafter “Wojnowicz”). Claims 3, 4, 12 and 13 were rejected under 35 U.S.C. § 103(a) as
being unpatentable over Wojnowicz, in view of Tuvell et al. (U.S. Pat. Publ. No. 2007/0240220;
hereinafter “Tuvell”). Claims 5 and 14 were rejected under 35 U.S.C. § 103(a) as being
unpatentable over Wojnowicz, in view of Tuvell, and further in view of Gilbert et al. (U.S. Pat.
No. 9,197,663, hereinafter “Gilbert”). Claims 6 and 15 were rejected under 35 U.S.C. § 103(a) as
being unpatentable over Wojnowicz, in view of Thomas et al. (U.S. Pat. Publ. No.
2012/0079596; hereinafter “Thomas”). Claims 7 and 16 were rejected under 35 U.S.C. § 103(a)
as being unpatentable over Wojnowicz, in view of Tuvell, and further in view of Thomas. Claims
8,9, 17, 18 and 20 were rejected under 35 U.S.C. § 103(a) as being unpatentable over

Wojnowicz in view of Gilbert.

Reconsideration of these rejections, as they might apply to the original and amended
claims in view of these remarks, is respectfully requested. In this Amendment, claims 1, 10 and
19 have been amended, no claims have been canceled, and no claims have been added.

Therefore, claims 1-20 remain present for examination.

Claim Rejections Under 35 U.S.C. § 102:

Claims 1, 2, 10, 11 and 19 were rejected under 35 U.S.C. § 102(a)(2) as allegedly
anticipated by Wojnowicz. Applicants respectfully traverse this rejection because either the
Examiner failed to state a prima facie case of anticipation or the current amendments to the
claims now render the Examiner’s arguments moot. “Anticipation requires the presence in a
single prior art reference disclosure of each and every element of the claimed invention, arranged
as in the claim.” Lindemann Mashinenfabrik GmbH v. Am. Hoist & Derrick Co., 730 F.2d 1452,
1458 (Fed. Cir. 1984); see also, MPEP § 2131. Applicants submit that the cited references do

not disclose all of the elements of the rejected claims.
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Non-limiting examples of the present application provide automatic threat detection of
executable files based on static data analysis. In examples, a plurality of static data points may
be extracted from an executable file without decrypting or unpacking the executable file. The
executable file may then be analyzed without decrypting or unpacking the executable file.
Analysis of the executable file may comprise applying a classifier to the plurality of extracted
static data points. The classifier may be trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files. Based
upon analysis of the executable file, a determination can be made as to whether the executable

file is harmful.

Wojnowicz relates to identifying malware using wavelet decomposition of software
entropy. Specifically, Wojnowicz teaches receiving a set of data files. Each of the data files is
to split into non-overlapping file chunks of fixed length. The non-overlapping file chunks are
represented as an entropy time series that reflects an amount of entropy across the file chunks for
each file. A wavelet transform is applied to the corresponding entropy time series to generate an
energy spectrum characterizing, for the file, an amount of entropic energy at multiple scales of
code resolution. A determination is then made as to whether the file is likely to be malicious

based on the energy spectrum. Wojnowicz, col. 1, 11. 23-31.

Turning specifically to the claims, without acquiescing to the propriety of the rejection
and solely for the purpose of advancing prosecution, Applicants have amended the independent
claims. The amended independent claims clarify that the extracted data points correspond to
points of reference (in the executable file) that are defined by the format of the executable file.
For instance, amended claim 1 recites, inter alia, “extracting a plurality of static data points from
an executable file ... wherein the static data points correspond to one or more points of reference
... and wherein the one or more points of reference are defined by the executable file” (emphasis

added).

Wojnowicz does not teach, at least, “the one or more points of reference are defined by
the executable file,” as recited in amended claim 1. Wojnowicz teaches identifying whether
executable files are malicious using entropy time series. The entropy time series represents the

amount of entropy across locations in the file code and reflects the entropic energy at multiple
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scales of code resolution. In operation, the entropy of a received executable file can be
calculated by splitting the file “into non-overlapping chunks of fixed length, typically 256
bytes,” and applying an entropy time series to the chunks. Wojnowicz, col. 6, 11. 7-8. Splitting
the file into chunks includes identifying that an executable file can be represented as a string of
hexadecimals (e.g., 00hFFh), and bundling the hexadecimal characters along a fixed length
boundary (e.g., 256 bytes). Id., col. 3,11. 9-18. The statistical variation within a chunk can be
estimated by computing the entropy in the chunk, such that zero entropy represents the same
value repeatedly and maximum entropy represents entirely distinct values. Notably, the fixed
length boundaries upon which the files are split do not correspond to particular sections, points
of reference, or portions of the file. Nor are such boundaries representative of, or otherwise
influenced by, the format/layout or content of the corresponding executable file. Instead, the
boundaries simply occur randomly (with respect to the file content and format) throughout the
file. In contrast, the present application teaches that static data points correspond to points of
reference in a received executable file. The points of reference represent sections, subsections,

or categories of an executable file:

A static data point may be a point of reference used to evaluate an executable file.
As examples, static data points include, but are not limited to: header information,
section information, import and export information, certificate information,
resource information, string and flag information, legal information, comments,
and/or program information (e.g., APIs and DLLs), among other examples. Static
data points may be organized into categories that identify a type of static data
point. Categories of static data points comprise, but are not limited to: numeric
values, nominal values string sequences, byte sequences, and/or Boolean values,
among other examples.

Specification, para. [0017]. Although such points of reference may exist in the executable files
processed in Wojnowicz, Wojnowicz does not teach or suggest the use of such points of
reference in determining entropy. In fact, such points of reference are not taught or described in
any meaning meaningful manner by Wojnowicz. Nor would Wojnowicz provide such a
teaching, as the file chunks boundaries would ignore such points of reference; thereby,
frustrating the techniques of the present application. As such, Wojnowicz provides no

equivalent teachings of static data points or points of reference corresponding to the
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format/layout of an executable file. Accordingly, Wojnowicz does not anticipate amended claim

L.

The other independent claims recite similar limitations and are allowable over the recited
reference for at least the same or similar reasons. For example, amended claim 10 recites, infer

alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the static data points correspond to
one or more points of reference used to evaluate the executable file, and wherein the one
or more points of reference are defined by the executable file,

Amended claim 19 recites, inter alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein the static data points correspond to
one or more points of reference used to evaluate the executable file, and wherein the one
or more points of reference are defined by the executable file,

The dependent claims, i.e. claims 2 and 11, incorporate all of the limitations of the above
independent claims, respectively, and are allowable over Wojnowicz for at least the same
reasons. As such, Applicants respectfully request that the Examiner withdraw the rejection and

allow claims 1, 2, 10, 11 and 19 at the Examiner’s earliest convenience.

Claim Rejections Under 35 U.S.C. §103:

Claims 3.4, 12 and 13

Claims 3, 4, 12 and 13 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.

M.P.EP §§2142,2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.
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Tuvell relates to a malware detection system. Specifically, Tuvell teaches a system for
detecting malware on a limited access mobile platform in a mobile network. The system uses
one or more feature sets that describe various non-executable portions of malware-infected and
malware-free applications, and compares an application on the limited access mobile platform to
the features sets. A match of the features in a suspect application to one of the feature sets

provides an indication as to whether the suspect application is malware-infected or malware-free.

Claims 3, 4, 12 and 13 depend from claims 1 and 10, respectively. As previously
discussed, claims 1 and 10 are allowable over Wojnowicz. Tuvell does not cure the deficiencies
of Wojnowicz, nor does the Office Action refer to it for such. Instead, the Office Action refers
to Tuvell as disclosing the use of a feature set comprising program information or features used
to detect malware. Office Action, pp. 7, 9, 10. Without conceding to the correctness of this
characterization, Applicants submit that Tuvell does not teach the above-recited limitations. For
example, Tuvell does not teach at least identifying static data points, data points that correspond
to one or more points of reference or section in a file, or using data points to evaluate the file by,
for example, grouping the data points into categories and generating feature vectors based
thereon. Thus, Tuvell fails to teach at least “the static data points correspond to one or more
points of reference ... defined by the executable file,” as recited in amended claims 1 and 10. As
such, Applicants respectfully request withdrawal of the rejections and allowance of claims 3, 4,

12 and 13 at the Examiner’s earliest convenience.

Claims 5 and 14

Claims 5 and 14 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Gilbert. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the
references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F.2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the
rejection because the references fail to teach or suggest all of the recited limitations of the

claims.
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Gilbert relates to identifying potential software threats based on visual and non-visual
data. Specifically, Gilbert teaches analyzing visual and non-visual elements associated with the
candidate files to determine whether the candidate files are malware. A visual element (e.g.,
icon) is extracted from the candidate file, and the icon's image is compared to a group of
reference images associated with trusted entities. If the icon's image matches a reference image,
the candidate file may be malware masquerading as trusted software. The non-visual elements
associated with the candidate file are used, in combination with the visual elements, to determine

whether the candidate file is malware.

Claims 5 and 14 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over the combination of Wojnowicz and Tuvell. Gilbert does not
cure their deficiencies, nor does the Office Action refer to it for such. Instead, the Office Action
refers to Gilbert as disclosing the determination of whether the difference between the
quantitative identity of an icon image and the quantitative identity of a reference image is less
than a threshold difference. Office Action, pp. 10-11. Without conceding to the correctness of
this characterization, Applicants submit that Gilbert does not teach the above-recited limitations.
For example, Gilbert does not teach at least identifying static data points, data points that
correspond to one or more points of reference or section in a file, or using data points to evaluate
the file by, for example, grouping the data points into categories and generating feature vectors
based thereon. Thus, Gilbert fails to teach at least “the static data points correspond to one or
more points of reference ... defined by the executable file,” as recited in amended claims 1 and
10. As such, Applicants respectfully request withdrawal of the rejections and allowance of

claims 5 and 14 at the Examiner’s earliest convenience.

Claims 6 and 15

Claims 6 and 15 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz in view of Thomas. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.

M.P.EP §§ 2142, 2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
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F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Thomas relates to a method and system for the automatic detection and analysis of
malware. Specifically, Thomas teaches a method of detecting malicious software (malware)
includes receiving a file and storing a memory baseline for a system. The method also includes
copying the file to the system, executing the file on the system, terminating operation of the
system, and storing a post-execution memory map. The method further includes analyzing the
memory baseline and the post-execution memory map and determining that the file includes

malware.

Claims 6 and 15 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over Wojnowicz. Thomas does not cure the deficiencies of
Wojnowicz, nor does the Office Action refer to it for such. Instead, the Office Action refers to
Thomas as disclosing the identification and classification of malware families. Office Action, pp.
12-13. Without conceding to the correctness of this characterization, Applicants submit that
Thomas does not teach the above-recited limitations. For example, Thomas does not teach at
least identifying static data points, data points that correspond to one or more points of reference
or section in a file, or using data points to evaluate the file by, for example, grouping the data
points into categories and generating feature vectors based thereon. Thus, Thomas fails to teach
at least “the static data points correspond to one or more points of reference ... defined by the
executable file,” as recited in amended claims 1 and 10. As such, Applicants respectfully request
withdrawal of the rejections and allowance of claims 6 and 15 at the Examiner’s earliest

convenience.

Claims 7 and 16

Claims 7 and 16 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Thomas. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the

references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
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the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F.2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the

rejection because the references fail to teach or suggest all of the recited limitations of the

claims.

Claims 7 and 16 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over the combinations of Wojnowicz and Tuvell and Wojnowicz
and Thomas. The further combination of Wojnowicz, Tuvell and Thomas does not cure their
deficiencies of the individual combinations. For example, as discussed above, neither Tuvell nor
Thomas teaches identifying static data points, data points that correspond to one or more points
of reference or section in a file, or using data points to evaluate the file. Thus, the recited
references fail to teach at least “the static data points correspond to one or more points of
reference ... defined by the executable file,” as recited in amended claims 1 and 10. As such,
Applicants respectfully request withdrawal of the rejections and allowance of claims 7 and 16 at

the Examiner’s earliest convenience.

Claims 8. 9. 17. 18 and 20

Claims 8, 9, 17, 18 and 20 were rejected under 35 U.S.C. § 103(a) as being unpatentable
over Wojnowicz in view of Gilbert. Applicants respectfully traverse the § 103 rejection because
the Office Action has not established a prima facie case of obviousness. To establish a prima
facie case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of
the claimed limitations to one of ordinary skill in the art at the time the invention was made.
M.P.EP §§2142,2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Claims 8, 9, 17, 18 and 20 depend from claims 1, 10 and 19, respectively. As previously
discussed, claims 1, 10 and 19 are allowable over the combinations of Wojnowicz, Tuvell and
Gilbert. Removing Tuvell from the combination does not cure their deficiencies of Wojnowicz
and Gilbert. For example, as discussed above, the combination of Wojnowicz nor Gilbert does

not teach identifying static data points, data points that correspond to one or more points of
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reference or section in a file, or using data points to evaluate the file. Thus, the recited
references fail to teach at least “the static data points correspond to one or more points of
reference ... defined by the executable file,” as recited in amended claims 1, 10 and 19. As such,
Applicants respectfully request withdrawal of the rejections and allowance of claims 8, 9, 17, 18

and 20 at the Examiner’s earliest convenience.
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CONCLUSION

This Amendment fully responds to the Office Action mailed on March 24, 2017. Still,
that Office Action may contain arguments and rejections that are not directly addressed by this
Amendment due to the fact that they are rendered moot in light of the preceding arguments in
favor of patentability. Hence, failure of this Amendment to directly address an argument raised
in the Office Action should not be taken as an indication that the Applicant believes the
argument has merit. Furthermore, the claims of the present application may include other
elements, not discussed in this Amendment, which are not shown, taught, or otherwise suggested
by the references of record. Accordingly, the preceding arguments in favor of patentability are

advanced without prejudice to other bases of patentability.

This Amendment is filed concurrently with a Petition for Extension of Time and Request
for Continued Examination. It is believed that no further fees are due with this Response.
However, the Commissioner is hereby authorized to charge any deficiencies or credit any

overpayment with respect to this patent application to deposit account number 13-2725.

In light of the above remarks and amendments, it is believed that the application is now
in condition for allowance and such action is respectfully requested. Should any additional
issues need to be resolved, the Examiner is requested to telephone the undersigned to attempt to

resolve those issues.

Respectfully submitted,

Dated: June 30, 2017 /David D. Harrell/
David D. Harrell, Reg. No. 71,855
Merchant & Gould P.C.

P.O. Box 2903
m%igizom Minneapolis, MN 55402-0903
(303) 357-1242
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY
(Chapter I of the Patent Cooperation Treaty)

(PCT Rule 44bis)

Applicant’s or agent’s file reference FOR FURTHER ACTION See item 4 below
4584-168W0O01

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2016/032090 12 May 2016 (12.05.2016) 12 May 2015 (12.05.2015)

International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
WEBROOT INC.

1.  This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).
2. This REPORT consists of a total of 7 sheets, including this cover sheet.

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a
reference to the international preliminary report on patentability (Chapter I) instead.

3.  This report contains indications relating to the following items:

g Box No. 1 Basis of the report

D Box No. I Priority

|:| Box No. III Non-establishment of opinion with regard to novelty, inventive step and industrial
applicability

|:| Box No. IV Lack of unity of invention

g Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

|:| Box No. VI Certain documents cited

|:| Box No. VII Certain defects in the international application

}I{ Box No. VIII Certain observations on the international application

4.  The International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1
but not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from
the priority date (Rule 44bis .2).

Date of issuance of this report
14 November 2017 (14.11.2017)

Authorized officer

The International Bureau of WIPO
34, chemin des Colombettes

1211 Geneva 20, Switzerland Athina Nickitas-Etienne

Facsimile No. +41 22 338 82 70 e-mail: pct.team4@wipo.int
Form PCT/IB/373 (January 2004)
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

PCT

WRITTEN OPINION OF THE
see form PCTASA220 INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/rear) see form PCTASA/210 (second sheet)

Applicant's or agent's file reference

FOR FURTHER ACTION
see form PCTASAR20

See paragraph 2 below

International application No. International filing date (day/nonthiear) Priority date (day/month/iear)
PCTAUS2016/032090 12.05.2016 12.05.2015

International Patent Classification (IPC) or both national classification and IPC

INV. GO6F21/56 GO6F11/36 G0O6F9/44 ADD. G0O6F21/64 GO6F21/62

Applicant
WEBROOT INC.

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. Il Priority
Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Box No. VI Certain documents cited

Box No. VIl  Certain defects in the international application

KOO XOOOK

Box No. VIII Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the

International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority
will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months

from the date of mailing of Form PCTASA/220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCT/ISA/220.

Name and mailing address of the ISA: Date of completion of Authorized Officer .
- this opinion e&"““‘ Btem,,,'{.‘\
9) European Patent Office see form :3 0 ’%
& ) Madzharova, Violeta ) 7
— =" D-80298 Munich PCTASAZ10 5 $
Tel. +49 89 2399 - 0 Telephone No. +49 89 2399-0 gy
Fax: +49 89 2399 - 4465 ’
Form PCTASA237 (Cover Sheet) (January 2015) IPR2023'01 053
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US2016/032090

Box No.| Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:

X
O

the international application in the language in which it was filed.

a translation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing:

a. O forming part of the international application as filed:
O in the form of an Annex C/ST.25 text file.

I on paper or in the form of an image file.

b. O furnished together with the international application under PCT Rule 13ter.1(a) for the purposes of
international search only in the form of an Annex C/ST.25 text file.

c. O furnished subsequent to the international filing date for the purposes of international search only:
O in the form of an Annex C/ST.25 text file (Rule 13ter.1(a)).
O on paper or in the form of an image file (Rule 13ter.1(b) and Administrative Instructions, Section

713).

In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,
the required statements that the information in the subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:

Form PCTASA/237 (January 2015) IPR2023'01 053
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WRITTEN OPINION OF THE

INTERNATIONAL SEARCHING AUTHORITY

International application No.
PCTAUS2016/032090

Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes:
No:

Inventive step (I1S) Yes:
No:

Industrial applicability (I1A) Yes:
No:

2. Citations and explanations

see separate sheet

Claims
Claims

Claims
Claims

Claims
Claims

4.5 79,13, 14
1-3. 6. 10-12, 15-20

-
)
o

—_
N
o

Box No. VIII Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the question whether the

claims are fully supported by the description, are made:

see separate sheet

Form PCTASA/237 (January 2015)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/032090

Re Item V

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1 Reference is made to the following documents:

D1

D2

D3

PERDISCI R ET AL: "Classification of packed executables for
accurate computer virus detection”,

PATTERN RECOGNITION LETTERS, ELSEVIER,
AMSTERDAM, NL,

vol. 29, no. 14, 15 October 2008 (2008-10-15), pages
1941-1946, XP024520140,

ISSN: 0167-8655, DOI: 10.1016/J.PATREC.2008.06.016
[retrieved on 2008-07-03]

ROBERTO PERDISCI ET AL: "McBoost: Boosting Scalability in
Malware Collection and Analysis Using Statistical Classification
of Executables”,

COMPUTER SECURITY APPLICATIONS CONFERENCE,
2008. ACSAC 2008. ANNUAL, IEEE, PISCATAWAY, NJ, USA,
8 December 2008 (2008-12-08), pages 301-310, XP031376785,
ISBN: 978-0-7695-3447-3

US 2010/192222 A1 (STOKES JACK W [US] ET AL) 29 July
2010 (2010-07-29)

2 The present application does not meet the criteria of Article 33(2) PCT,
because the subject-matter of claim 1 is not new.

D1 discloses (references in parentheses referring to D1):

A computer-implemented method comprising:

extracting a plurality of static data | Executable, where determination is
from an executable file | made whether the executable is
without decrypting or unpacking the | packed or not packed; p. 1942, left |
executable file; { col., I. 10-14: "The objective is to |

points

p. 1942, Fig. 1, Static PE Analysis of

accurately  distinguish ~ between |

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/032090

| packed and non-packed
executables, so that only the |
executables detected as packed will

be sent to a... universal unpacker§
| for hidden code extraction, before
{ being sent to the anti-virus
software."; p. 1943, left col., . 9-11:
"... a@pproach ... do not need to to
| execute an application to detect if it
{ contains packed executable code."; |
v p. 1945, Table 1, "Summary of§
features extracted from PE files",

including number of standard vs.
{ non-standard sections, entropy of§
{ header, code and data sections. Itis |
well known to the skilled person in
the field of malware analysis that PE
{ file entropy is commonly used to |
asses whether a file is encrypted or
{ not (see also p. 1944, right col., I. |
6-9: "... measure the byte entropy of :
the code and data sections in the |
{ PE file. If the entropy of a sections |
\ is close to 8 bits, which is the
maximum byte entropy, the section |
likely contains encrypted code.";

{ p. 1942, Fig. 1, PE file Classifier; p. |
11943, left col, I 11-14: ".. |
analyzing the executable file without | classification system extracts a
decrypting or unpacking the | number of features from executable |
executable file, wherein analyzing | files in PE format through static§
the executable file comprises | analysis ... used to classify packed
applying a classifier to the plurality | executables without need to actually
of static data points, execute them."; p. 1945, Table 1, |
"Summary of features extracted |
{ from PE files";

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/032090

p. 1944, right col., section 4.
"Experiments”, wherein the training
dataset comprises "packed

viruses" (l. 24), "non-packed benign
executables" (. 25), and "packed |
1 benign executables" (l. 28); 5

wherein the classifier is trained from
data that comprises known
malicious executable files, known
benign executable files and known
unwanted executable files; and

p. 1942, Fig. 1, determination of |
packed vs. unpacked executable
and subsequent determination |
{ whether it is a "virus" or "benign". '

determining whether the executable
file is harmful based on the
analysis.

3 Referring to the objection raised above, independent claims 10 and 19 are
also not allowable for lack of novelty (Article 33(2) PCT) since their subject-
matter corresponds to that of claim 1.

4 Furthermore, the dependent claims 2-9, 11-18 and 20 do not appear to
contain any additional technical features which, either alone or in combination
with the features of any claim to which they refer, render the present subject-
matter novel (Article 33(2) PCT) or inventive (Article 33(3) PCT) since their
features are either known from the prior art or merely represent minor
implementation details to the person skilled in the art (see cited passages in
the ISR, and in particular, for claims 2 and 11 (classifying according to a type
of extracted data), document D1 (p. 1945, Table 1); for claims 3 and 12
(generating a feature vector and using support vector processing), documents
D1 (p. 1942, left col., |. 41-42 and 51-53) and D2 (p. 304, left col.); for claims
7 and 16 (features of the feature vector being weighted), document D3 (par.
[0019], I. 3-6); for claims 8 and 17 (preventing execution of the executable
file when probability that file might be harmful exceeds a predetermined
threshold value), document D3 (par. [0032], I. 9-11).

Re ltem VIII
Certain observations on the international application

5 It should be noted by the applicant that in certain jurisdictions, the expression
"without" used in the wording of claim 1 might be regarded as being unclear,
since it appears to comprise a negative limitation.

Form PCT/ISA/237 (Separate Sheet) (Sheet 3) (EPO-April 2005)
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Application No. Applicant(s)

14/709,875 Schmidtler et al.
Office Action Summa/y Examiner Art Unit AIA Status
GARY E LAVELLE 2493 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 6/30/2017.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) v] This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.
6) [J Claim(s) ___is/are allowed.
7) Claim(s) 1-20 is/are rejected.
8) [J Claim(s) __is/are objected to.
9) [0 Claim(s) ____are subject to restriction and/or election requirement

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) filedon _____is/are: a)("] accepted or b)[(] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some**  ¢)[3 None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) [[] Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:

Paper No(s)/Mail Date

U.S. Patent and Trademark Office

PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No/i/lgﬁ?é)?‘iﬁlgb,] 053
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Application/Control Number: 14/709,875 Page 2
Art Unit: 2493

DETAILED ACTION

Notice of Pre-AlA or AIA Status

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Continued Examination under 37 CFR 1.114

2. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

6/30/2017 has been entered.

Information Disclosure Statement

3. The information disclosure statement (IDS) submitted on 12/11/2017 was filed
after the mailing date of the application on 5/12/2015. The submission is in compliance
with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is

being considered by the examiner.

Status of Claims

4. In communications filed 6/30/2017 Applicants amend claims 1, 10, and 19.

Claims 1-20 are pending.
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Application/Control Number: 14/709,875 Page 3
Art Unit: 2493

Response to Arguments

5. With respect to claim 1, as amended, which recites in part “extracting a plurality
of static data points from an executable ... and wherein the static data points
correspond to one or more points of reference ... and wherein the one or more points of
reference are defined by the executable file;” Applicants argue that Wojnowicz does not
teach “and wherein the one or more points of reference are defined by the executable
file;” as amended, because Wojnowicz calculates entropy by splitting a file into chunks.
Applicant argues that the fixed length boundaries upon which the files gre split do not
corraspond 1o particular sections, poinis of reference, or portions of the file.
[Remarks/Arguments, page 7-9]

The Examiner respectiully disagrees because Woinowicz splits the file inlo
sections 256 byte apart, thus a point of reference is defined al each portion of the file
ocated at each consecutive 258 byie localion. Expressed differently, this point of
reference is defined by the executable file bacause it is based upon the executable file
and the number of sequential byles counted in the execuiable tile io define the each
point, Therefor this argument is not persuasive.

Applicant continues this argument and states: Nor are such boundaries
rapresentative of, or otherwise influenced by, the format/iayout or content of the
corresponding executable fite. [Hemarks/Argumenis, page B, first paragraph]

The Examiner respectfully disagrees because the features upon which applicant

relies (i.e., boundaries and separately and additionally formal/layveul) are not recited in

the rejected claim(s).
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Application/Control Number: 14/709,875 Page 4
Art Unit: 2493

Applicant continues this argument and siates that in the present application,
siatic data points correspond {0 points of reference in a received axscuiable file, The
points of reference represent sections, subsections, or categories of an execuiable file.
Applicant cites speciication paragraph [0017] for supporl. Applicani continues this
argument and concludes that Wojnowicz does not teach siaiic daig points or poinis of
reference corresponding to the formatlayout of an execuiable file.
[Remarks/Arguments, page @ continued on page 10

The Examiner respectfully disagrees. Claim 1 recites in part “... the static data
points correspond to one or more points of reference used to evaluate the executable

file, and wherein the one or more points of reference are defined by the executable file;”

(emphasis added). The recited “static data points” may correspond to the recited “one or

more points of reference”. Thus, it is apparent that the recited “static data points” are

different entities than a claimed “point of reference”. The specification further supports

this interpretation. Specification paragraph [0017] indicates “A static data point may be a
point of reference used to evaluate an executable file.” While examples of “static data
points” are provided by the specification, “point(s) of reference” appear to retain their
ordinary meaning. The Applicant’s disclosure does not appear to contain any disclosure
of how the recited “one or more points of reference are defined by the executable file;”
(emphasis added). Separately and in addition it is noted that the executable file may not
be decrypted or unpacked thus hiding any encrypted or packed features of the
executable file from evaluation. For these reasons the Examiner respectfully submits

that Applicant’s argument that points of reference represent sections, subsections, or
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calegories of an encrypted executabde file and that points of reference corresponding (o
the formattayout of an execuiable file is not persuasive.

Applicant states that independent claims 10 and 19 have been amended to recite
similar limitations and should be allowable for the same reasons. These arguments are
not persuasive based upon the same rational.

Applicant argues with respect to dependent claims 3, 4, 12 and 13 that the
reference of Tuvell does not overcome the alleged shortcomings of Wojnowicz for the
same reasons. Applicants argue with respect to dependent claims 5 and 14 that the
references of Tuvell and Gilbert do not overcome the alleged shortcomings of
Wojnowicz for the same reasons. Applicants argue with respect to dependent claims 6
and 15 that the reference of Thomas does not overcome the alleged shortcomings of
Wojnowicz for the same reasons. Applicants argue with respect to dependent claims 7
and 16 that the references of Tuvell and Thomas do not overcome the alleged
shortcomings of Wojnowicz for the same reasons. Applicants argue with respect to
dependent claims 8, 9, 17, 18 and 20 that the reference of Gilbert does not overcome
the alleged shortcomings of Wojnowicz for the same reasons. These arguments are not
persuasive based upon the same rational as discussed above with regard to the

teachings of Wojnowicz and as discussed in the claim analysis below.

Claim Rejections -35 USC § 112

6. The following is a quotation of the first paragraph of 35 U.S.C. 112(a):

(a) IN GENERAL.—The specification shall contain a written description of the
invention, and of the manner and process of making and using it, in such full, clear, concise,
and exact terms as to enable any person skilled in the art to which it pertains, or with which it
is most nearly connected, to make and use the same, and shall set forth the best mode
contemplated by the inventor or joint inventor of carrying out the invention.
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7. Claims 1-20 are rejected under 35 U.S.C. 112(a) as failing to comply with the
enablement requirement. The claims contains subject matter which was not described
in the specification in such a way as to enable one skilled in the art to which it pertains,

or with which it is most nearly connected, to make and/or use the invention.

Exemplary claim 1 recites in part “...the static data points correspond to one or
more points of reference used to evaluate the executable file, and wherein the one or

more points of reference are defined by the executable file;” (emphasis added). The

recited “static data points” may correspond to the recited “one or more points of

reference”. Thus, it is apparent that the recited “static data points” are different entities

than a claimed “point of reference”. The specification further supports this interpretation.

Specification paragraph [0017] indicates “A static data point may be a point of reference
used to evaluate an executable file.” While examples of “static data points” are provided
by the specification, “point(s) of reference” appear to retain their ordinary meaning. The
Applicant’s disclosure does not appear to contain any disclosure of how the recited “one
or more points of reference are defined by the executable file;” (emphasis added). This
claimed feature would not be expected to be apparent to one skilled in the art
additionally because the executable file may be both encrypted and packed. Therefore,
the claimed “one or more points of reference are defined by the executable file;”

(emphasis added) fails to comply with the enablement requirement.

Independent claims 10 and 19 recite substantially similar subject matter and are

rejected based upon the same rational. Dependent claims 2-9, 11-18 and 20 inherently
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contain the features of the respective independent claims and are likewise rejected

under 35 U.S.C. 112(a).

Claim Rejections - 35 USC § 102

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(2) the claimed invention was described in a patent issued under section 151, or in an
application for patent published or deemed published under section 122(b), in which the
patent or application, as the case may be, names ancther inventor and was effectively filed
before the effective filing date of the claimed invention.

9. Claims 1, 2, 10, 11 and 19 are rejected under 35 U.S.C. 102(a)(2) as being
anticipated by Wojnowicz et al. (U.S. Patent No. 8,709,924) hereinafter Wojnowicz.

With respect to claim 1, Wojnowicz teach “a computer-implemented method”
(computer systems include one or more data processors and memory storing
instructions that cause at least one processor to perform one or more of operations
[column 1, lines 57-67]) “comprising:

extracting a plurality of static data points (chunks of code) from an executable file
without decrypting or unpacking the executable file, wherein the static data points
correspond to one or more points of reference used to evaluate the executable file, and
wherein the one or more points of reference are defined by the executable file;” (The
current subject matter addresses the issue of detecting malicious commands within

portable executable files that are encrypted or compressed [column 2, lines 37-40]. The

current subject matter is particularly useful for malware files that contain encrypted or

compressed ("packed") segments which conceal malicious commands. Entropy
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analysis can be used in this regard [column 3, lines 1-6] and [abstract]. An entropy time
series (ETS) is constructed for each file. To compute the entropy of an executable file,

the original file, represented in hexadecimal (00hFFh), can be split into non-overlapping

chunks of fixed length, typically 256 bytes (i.e. points defined by the original executable
file). For each chunk of code, the entropy can then be computed [column 6, lines 4-

26] and Fig. 1 and associated text. The current subject matter is particularly useful for
malware files that contain encrypted or compressed ("packed") segments which conceal
malicious commands. Entropy analysis can be used in this regard because files with
high entropy are relatively likely to have encrypted or compressed sections inside them.
Thus, it is apparent that static data points are used without decrypting or unpacking. In

the context of software analysis, an executable file can be represented as a string of

hexadecimals (OOhFFh), where each observed hexadecimal character is considered to
be an instantiation of a random variable (for example, with 256 possible values). A

string of these hexadecimal characters can be bundled up into a "chunk" of a file, and

the statistical variation within that chunk can be estimated by computing the entropy

within the chunk. Zero entropy means that the same character was repeated over and
over (as might occur in a "padded" chunk of code) and maximum entropy means that a
chunk consisted of entirely distinct values. Chunks of code that have been compressed
or encrypted tend to have higher entropy than native code [column 3, lines 1-23].
“analyzing the executable file without decrypting or unpacking the executable
file,” (The current subject matter provides enhanced techniques for identifying malicious

commands within code that are compressed and/or encrypted [column 2, lines 37-40]
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and [column 3, lines 1-3]. Entropy analysis can be used in this regard [column 3, lines 3-
6] and [abstract]. See also [column 3, lines 45-59].

“wherein analyzing the executable file comprises applying a classifier to the
plurality of static data points,” (Based on entropic energy spectrum, a suspiciously
structured entropy score (SSES) was derived. SSES can be combined with any number
of additional features in a malware classifier. An entropy time series can characterize
the amount of entropy over a chunk of code in a certain location of the file. The amount
of entropic structure can then be quantified [column 2, line 50 through column 3, line 23]
and [column 3, lines 32-38]. Wavelet-based classifiers may be used [column 5, lines 7-
65]).

“wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files;”
(The determination of whether nor not a file is likely to be malicious can be

accomplished by generating, using at least one predictive model trained using data sets

comprising files known to contain malware. Files having a score above a pre-defined
threshold are determined to be likely malicious and files having a score below the pre-
defined threshold are determined to be not likely malicious [column 1, lines 32-39]. The
data set comprised n=39,968 portable executable files from a data repository. 19,988

(50.01%) of these files were known to be malicious, and the remaining files were benign

[column 5, line 66 through column 6, line 3]. It is apparent that malicious executable
malware is “unwanted” [column 1, lines 23-31] and [column 1, lines 13-19].

113

and
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determining whether the executable file is harmful based on the analysis.” (The
determination of whether nor not a file is likely to be malicious can be accomplished by
generating, using at least one predictive model trained using data sets comprising files
known to contain malware. A suspiciously structured entropy score for each file such
that files having a score above a pre-defined threshold are determined to be likely

malicious [column 1, lines 32-39]).

With respect to claim 2, Wojnowicz teach “the computer-implemented method
according to claim 1, wherein the extracting the plurality of static data points further
comprises classifying the extracted static data points according to a type of data (file
size) extracted from the executable file,” (A wavelet based classifier strategy may use
wavelet coefficients as features in a classifier. Such wavelet coefficients can be used as
features within any machine learning or statistical classifier, for example, logistic
regression or lasso logistic regression, decision trees, support vector machines, etc.
[column 5, lines 8-16]. Two files A & B belonging to the same file size category [column
8, lines 11-17 and 25-28] and Fig. 2). “and

encoding the extracted static data points for the classifier based on the
classification.” (Data points may be pooled together into a "bin" and indexed jand k
[column 6, lines 63-66] (i.e. encoding) Files A and B are placed in file size group J=5

[column 8, lines 48-50] and see Fig.2 and related text).

Claims 10 and 11 are computer-readable storage device versions of the method
of Wojnowicz as discussed the analysis of claims 1 and 2 above and the claims are

rejected on that basis.
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Claim 19 is a system version of the method of Wojnowicz as discussed the

analysis of claim 1 above and the claim is rejected on that basis.
Claim Rejections - 35 USC § 103

10.  The following is a quotation of 35 U.S.C. 103 which forms the basis for all
obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102 of this title, if the differences
between the claimed invention and the prior art are such that the claimed invention as a whole
would have been obvious before the effective filing date of the claimed invention to a person
having ordinary skill in the art to which the claimed invention pertains. Patentability shall not
be negated by the manner in which the invention was made.

11.  The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating

obviousness or nonobviousness.

12.  Claims 3, 4, 12 and 13 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Wojnowicz in view of Tuvell et al. (U.S. Publication No.

2007/0240220).

With respect to claim 3, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein.

In addition, Wojnowicz describes the use of wavelet-based classifiers and indicates that
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wavelet coefficients can be used as features within any machine learning or statistical
classifier (logistic regression or lasso logistic regression, decision trees, support vector
machines, etc.) [column 5, lines 9-15] and also discussed with regard to claim 1 above.
Therefore, Wojnowicz teach “using support vector processing to determine whether the
executable file is at least one of harmful, benign, and potentially unwanted.” but may not
specifically disclose “wherein analyzing the executable file further comprises generating
a feature vector from the plurality of extracted static data points and evaluating the
feature vector”.

Tuvell, from the same or similar field of endeavor, teach “wherein analyzing
the executable file further comprises generating a feature vector from the plurality
of extracted static data points” (The information used to detect malware comprises a
feature set selected from the list comprising program information or features such as file

name, file size, vendor of the program and version of the program (e.g. static data

points) [0104]. A feature set of the following three feature elements DLL1, DLL2, DLL3
and an input executable that contained only DLL1 and DLL3, the feature vectoris 1 0 1.
Then, the probability of that specific executable being a virus with the feature vector 1 0
1 is then computed [0161]. See also [0336] and Fig. 9) “and

evaluating the feature vector using support vector processing to determine
whether the executable file is at least one of harmful, benign, and potentially unwanted.”
(For example, with a feature set of the following three feature elements DLL1, DLL2,
DLL3 and an input executable that contained only DLL1 and DLL3, the feature vector is
1 0 1. Then, the probability of that specific executable being a virus with the feature

vector 1 0 1 is then computed [0161]. Probabilities are computed from the training data.
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Once the probabilities are calculated, a target executable is classified as a virus
according to the probability model [0162]. A data structure is created 716 which
nominally is one or more feature vectors describing the presence or absence of each
feature element associated with each of the malware profiles. The feature vectors are
compared to the malware profiles to determine if malware is present in a target
application [0163] and Fig. 7. See also [0323], [0336] and Fig. 9. Once a malware
feature set is sufficiently complete, two probability models are created 910 based on the
feature sets: one for malware and the other for benign or malware-free programs. With
these probability models, it is possible to compare 918 a target application with the
probability models and distinguish malware-infected from malware-free programs
[0323].)

Tuvell is analogous art directed to a system and method for detecting malware
[abstract]. Based upon Wojnowicz in view of Tuvell it would have been obvious to one
having ordinary skill in the art before the effective filing date of the claimed invention to
utilize the teachings of Tuvell within the method of Wojnowicz with the motivation of
improving malware detection of polymorphic viruses that change their signatures every
time they replicate (see Tuvell, [0009]) and also to improve operation on systems with
limited storage and processing capacity (see Tuvell, [0011]) and also because all of the
claimed elements were known in the prior art and one skilled in the art could have
combined the elements as claimed by known methods with no change in their
respective functions, and the combination would have yielded predictable results to one

of ordinary skill in the art at the time of the invention.
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With respect to claim 4, Wojnowicz in view of Tuvell teach the claimed subject
matter as discussed in the analysis of claim 3 above the rejection of which is
incorporated herein. In addition, Tuvell teach “wherein generating the at least one
feature vector comprises selectively setting features of the classifier based on the
plurality of extracted static data points.” (The information used to detect malware
comprises a feature set selected from the list comprising program information or

features such as file name, file size, vendor of the program and version of the program

(e.g. static data points) [0104]. Each of the feature elements in a pre-defined feature set
are derived 916 from the target application. The result is represented in a binary feature
set vector, or feature vector, with a "1" indicating that the procedure is present in the
searched executable, and a "0" otherwise [0336] and Fig. 9. For example, feature set of
the following three feature elements DLL1, DLL2, DLL3 and an input executable that
contained only DLL1 and DLLS, the feature vectoris 1 0 1 [0161]) with the same

motivation as discussed in the analysis of claim 3 above.

Claims 12 and 13 are computer-readable storage device versions of the method
of Wojnowicz and Tuvell as discussed the analysis of claims 3 and 4, respectively

above, and the claims are rejected on that basis.

13. Claims 5 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Tuvell and further in view of Gilbert et al. (U.S. Patent No.

9,197,663) hereinafter Gilbert.

With respect to claim 5, Wojnowicz in view of Tuvell teach the claimed subject

matter including “wherein features of the feature vector are selectively turned on or off
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based on evaluation of”...”a value of a static data point” as discussed in the analysis of
claim 4 above the rejection of which is incorporated herein but may not specifically
disclose “based on evaluation of whether a value of a static data point from the plurality
of extracted static data points is within a predetermined range.”

Gilbert, from the same or similar field of endeavor, teach “evaluation of whether a
value of a static data point from the plurality of extracted static data points is within
a predetermined range.” (Gilbert identifies malware by combining an analysis of visual
and non-visual information associated with the software packages. The non-visual
elements can include data identifying a publisher, filenames, external function calls,
registered operating system functions, operating system filenames, registry key, system
file value, application filenames, library filenames, file size, provider, vendor tags and
path names. The visual elements can include an icon (i.e. static data points) [column 2,
lines 17-20 and 47-52]. Performing the comparison of the icon image and the reference
image may involve determining whether the difference between the quantitative identity
of the icon image and the quantitative identity of the reference image is less than a

threshold difference (i.e. a range) [column 3, lines 26-30]. See also [column 20, lines

44-61].

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Tuvell in view of Gilbert it would have been obvious to one having ordinary skill
in the art before the effective filing date of the claimed invention to utilize the teachings
of Gilbert within the method of Wojnowicz and Tuvell with the motivation of improving

the issues of privacy and data security and also to avoid detrimental effects on the
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operation of the computer and/or network on which it resides and also because the
transmission and operation of the spyware consume bandwidth and memory and also
because users often experience a degradation in system performance, instability, and
even total system failure (See Gilbert [column 4, line 64 through column 5, line 3]) and
also because all of the claimed elements were known in the prior art and one skilled in
the art could have combined the elements as claimed by known methods with no
change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 14 is a computer-readable storage device version of the method of
Wojnowicz and Tuvell as discussed the analysis of claim 5 above and the claim is

rejected on that basis.

14.  Claims 6 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Wojnowicz in view of Thomas et al. (U.S. Publication No. 2012/0079596)

hereinafter Thomas.

With respect to claim 6, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 2 above the rejection of which is incorporated herein
but may not specifically disclose “wherein the classifying the at least one static data
point comprises classifying the plurality of extracted static data points into categories
comprising numeric values, nominal values, string or byte sequences, and Boolean
values.”

Thomas, from the same or similar field of view, teach “wherein the classifying the

at least one static data point comprises classifying the plurality of extracted static

IPR2023-01053
CrowdStrike EX1006 Page 224



Application/Control Number: 14/709,875 Page 17
Art Unit: 2493

data points into categories" (The malware detection and analysis system can identify
and classify malware families. [0239]) “comprising numeric values” (file size [0175],
[0225] and [0272]), “nominal values” (file type [0038], [0175], [0225] and [0272], and
resource, [0191, table 4] and [0257]), “string or byte sequences” (original file [0250] and
section name [0191, table 4], imports, exports [0195 and Fig. 8], original file name and
comments [0250], [0251] and [0267]), “and Boolean values” (Boolean values [0062] and
[0078], entry point [0095], resource and section name [0191, table 4] and [0269]).
Thomas is analogous art directed to detecting malicious software/malware
[abstract]. Based upon Wojnowicz in view of Thomas it would have been obvious to one
having ordinary skill in the art before the effective filing date of the claimed invention to
utilize the classification of Thomas within the method of Wojnowicz with the same
motivation as discussed in the analysis of claim 3 above and also with the motivation of
providing the improvement of allowing the analysis to go much deeper into the heart of
the operating system while not being disruptive since operation occurs on a memory
dump once the system is frozen or powered down to detect attempts for malware to
hide in the stealthiest ways (see Thomas, [0023]) and also because Wojnowicz
indicates that SSES can be combined with any number of additional features in a

malware classifier of choice [column 2, lines 63-64].

Claim 15 is a computer-readable storage device version of the method of
Wojnowicz and Thomas as discussed the analysis of claim 6 above and the claim is

rejected on that basis.

15.  Claims 7 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Wojnowicz in view of Tuvell and further in view of Thomas.
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With respect to claim 7, Wojnowicz in view of Tuvell in view of Thomas teach the
claimed subject matter including the classification of the plurality of extracted static data
points as discussed in the analysis of claim 6 above the rejection of which is
incorporated herein. In addition, Tuvell teach “wherein analyzing the executable file
further comprises generating at least one feature vector from the plurality of extracted
static data points,” (The information used to detect malware comprises a feature set
selected from the list comprising program information or features such as file name, file

size, vendor of the program and version of the program (e.g. static data points) [0104].

Each of the feature elements in a pre-defined feature set are derived 916 from the
target application. The result is represented in a binary feature set vector, or feature
vector, with a "1" indicating that the procedure is present in the searched executable,
and a "0" otherwise [0336] and Fig. 9. For example, feature set of the following three
feature elements DLL1, DLL2, DLL3 and an input executable that contained only DLL1
and DLL3, the feature vectoris 1 0 1 [0161]).

“wherein features of the generated feature vector are weighted based at least
upon the classified categories and the plurality of extracted static data points.” (The
heuristic rules are derived from a classification [0020]. Wherein said rule comprises one
or more weights, each said weight assigned to a feature element [claim 6]) with the

same motivation as discussed in the analysis of claims 3 and 6 above.

Claim 16 is a computer-readable storage device version of the method of
Wojnowicz, Tuvell and Thomas as discussed the analysis of claim 7 above and the

claim is rejected on that basis.
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16. Claims 8,9, 17, 18 and 20 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Wojnowicz in view of Gilbert.

With respect to claim 8, Wojnowicz teach the claimed subject matter as
discussed in the analysis of claim 1 above the rejection of which is incorporated
herein. In addition, Wojnowicz teach “wherein determining whether the executable file is
harmful further comprises...when a determined probability value that the executable file
is harmful exceeds a threshold value.” (Files having a score above a pre-defined
threshold are determined to be likely malicious [column 1, lines 32-39]) but does not
specifically disclose “preventing execution of the executable file”.

Gilbert, from the same or similar field of endeavor, teach “preventing execution of
the executable file” (Anti-virus and anti-spyware software detects, quarantines, and in
some cases removes software, such as malware, that is malicious in nature and
generally unwanted from a computer or computer [column 2, lines 17-28]).

Gilbert is analogous art directed to candidate files which are analyzed to
determine whether the candidate files are malware [abstract]. Based upon Wojnowicz in
view of Gilbert it would have been obvious to one having ordinary skill in the art before
the effective filing date of the claimed invention to quarantine or eliminate the files of
Gilbert within the method of Wojnowicz with the motivation of improving the issues of
privacy and data security and also to avoid detrimental effects on the operation of the
computer and/or network on which it resides and also because the transmission and
operation of the spyware consume bandwidth and memory and also because users
often experience a degradation in system performance, instability, and even total

system failure (See Gilbert [column 4, line 64 through column 5, line 3]).
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With respect to claim 9, Wojnowicz in view of Gilbert teach the claimed subject
matter as discussed in the analysis of claim 8 above the rejection of which is
incorporated herein. In addition, Gilbert teach “wherein the threshold value is set based

on predetermined false positive range data.” (The threshold value may be tuned,

automatically or manually, based on the performance of malware identification system

100, for example, malware detection rate, false positive rate, etc. The threshold value

may be set such that two images are determined to match when the difference between
the images is less than approximately 40%, (i.e. a range) for example, the threshold
value may be set to 0.4 [column 9, lines 21-34]) with the same motivation as discussed
in the analysis of claim 8 above and also because all of the claimed elements were
known in the prior art and one skilled in the art could have combined the elements as
claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at

the time of the invention.

The limitations of claims 17, 18 and 20 are rejected in the analysis of claims 8

and 9 above and the claims are rejected on that basis.
Conclusion

17.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to GARY E LAVELLE whose telephone number is
(671)270-7575 and whose direct facsimile number is 571 270-8575. The examiner can

normally be reached on M-Th 9-6 EST.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Carl Colin can be reached on 571 272-3862. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

18. Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

Gary Lavelle
Examiner, Art Unit 2493
/gl/

/CARL G COLIN/
Supervisory Patent Examiner, Art Unit 2493
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Mauritius Schmidtler et al. Examiner: Lavelle, Gary E.

Serial No.: 14/709,875 Group Art Unit: 2493

Filed: May 12, 2015 Docket No.: 04584.0168US01

Title: AUTOMATIC THREAT DETECTION OF EXECUTABLE FILES BASED
ON STATIC DATA ANALYSIS

AMENDMENT & RESPONSE TO NON-FINAL OFFICE ACTION

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

Dear Commissioner:

In response to the Non-Final Office Action mailed April 20, 2018, please amend the

above-identified application as follows:

Amendments to the Claims are reflected in the listing of claims that begins on page 2 of this

paper.

Remarks/Arguments begin on page 7 of this paper.
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Amendments to the Claims:

This listing of claims will replace all prior versions and listings of claims in the

application.

Listing of Claims:

1. (Currently Amended) A computer-implemented method comprising;

extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein one or more of the plurality of static data points
correspond-te arc ene-ormore points of reference representing sections of the executable file,
used-to-evaluate-the-exeeutablefile—and-wherein the ene-ormere points of reference are used to
evaluate defined-by the executable file;

analyzing the executable file without decrypting or unpacking the executable file,

wherein analyzing the executable file comprises applying a classifier to the plurality of static
data points, wherein the classifier is trained from data that comprises known malicious
executable files, known benign executable files and known unwanted executable files; and

determining whether the executable file is harmful based on the analysis.

2. (Original) The computer-implemented method according to claim 1, wherein the
extracting the plurality of static data points further comprises classifying the extracted static data
points according to a type of data extracted from the executable file, and encoding the extracted

static data points for the classifier based on the classification.

3. (Original) The computer-implemented method according to claim 2, wherein analyzing
the executable file further comprises generating a feature vector from the plurality of extracted
static data points and evaluating the feature vector using support vector processing to determine

whether the executable file is at least one of harmful, benign, and potentially unwanted.

4, (Original) The computer-implemented method according to claim 3, wherein generating
the at least one feature vector comprises selectively setting features of the classifier based on the

plurality of extracted static data points.

IPR2023-01053
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5. (Original) The computer-implemented method according to claim 4, wherein features of
the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

6. (Original) The computer-implemented method according to claim 2, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.

7. (Original) The computer-implemented method according to claim 6, wherein analyzing
the executable file further comprises generating at least one feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

8. (Original) The computer-implemented method according to claim 1, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

9. (Original) The computer-implemented method according to claim 8, wherein the

threshold value is set based on predetermined false positive range data.

10. (Currently Amended) A computer-readable storage device containing instructions, that
when executed on at least one processor, causing the processor to execute a process comprising:
extracting a plurality of static data points from an executable file without decrypting or

unpacking the executable file, wherein one or more of the plurality of static data points

correspond-te are ene-ormeore points of reference representing sections of the executable file,
used-to-evaluate-the-exeeutablefile—and-wherein the ene-ersere points of reference are used to
evaluate defined-by the executable file;

IPR2023-01053
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Reply to Office Action of April 20, 2018
analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality of static
data points extracted, wherein the classifier is trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files; and
determining whether the executable file is harmful based on the analyzing of the

executable file.

11. (Original) The computer-readable storage device according to claim 10, wherein the
extracting of the plurality of static data points executed by the processor further comprises
classifying the extracted static data points according to a type of data extracted from the
executable file, and encoding the extracted static data points for the classifier based on the

classifying.

12. (Original) The computer-readable storage device according to claim 11, wherein
analyzing the executable file further comprises generating at least one feature vector from the
plurality of extracted static data points and evaluating the feature vector using linear or nonlinear
support vector processing to determine whether the executable file is at least one of harmful,

benign, and potentially unwanted.

13. (Original) The computer-readable storage device according to claim 12, wherein
generating the at least one feature vector comprises selectively setting features of the classifier

based on the plurality of extracted static data points.

14. (Original) The computer-readable storage device according to claim 13, wherein features
of the feature vector are selectively turned on or off based on evaluation of whether a value of a

static data point from the plurality of extracted static data points is within a predetermined range.

15.  (Original) The computer-readable storage device according to claim 11, wherein the
classifying the at least one static data point comprises classifying the plurality of extracted static
data points into categories comprising numeric values, nominal values, string or byte sequences,

and Boolean values.
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16. (Original) The computer-readable storage device according to claim 15, wherein
analyzing the executable file further comprises generating a feature vector from the plurality of
extracted static data points, wherein features of the generated feature vector are weighted based

at least upon the classified categories and the plurality of extracted static data points.

17. (Original) The computer-readable storage device according to claim 10, wherein
determining whether the executable file is harmful further comprises preventing execution of the
executable file when a determined probability value that the executable file is harmful exceeds a

threshold value.

18. (Original) The computer-readable storage device according to claim 17, wherein the

threshold value is set based on predetermined false positive range data.

19. (Currently Amended) A system comprising:
at least one memory; and
at least one processor operatively connected with the memory and configured to perform
operation of:
extracting a plurality of static data points from an executable file without

decrypting or unpacking the executable file, wherein one or more of the plurality of static

data points eerrespond-te are ene-ermere points of reference representing sections of the
executable file, used-to-evaluate-the-executablefile;and-wherein the ene-ermere points
of reference are used to evaluate definred-by the executable file;

analyzing the executable file without decrypting or unpacking the executable file,
wherein the analyzing the executable file comprises applying a classifier to the plurality
of static data points extracted, wherein the classifier is trained from data comprising
known malicious executable files, known benign executable files and known unwanted
executable files; and

determining whether the executable file is harmful based on the analyzing of the

executable file.
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20.  (Original) The system according to claim 19, wherein the determining further comprises
preventing execution of the executable file when a determined probability value that the

executable file is harmful exceeds a threshold value, and wherein the threshold value is set based

on predetermined false positive range data.
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REMARKS/ARGUMENTS

This Amendment and the following remarks are intended to fully respond to the Non-
Final Office Action dated April 20, 2018, hereinafter “Office Action.” In that Office Action,
claims 1-20 were examined and all claims were rejected. Claims 1-20 were rejected under
35 U.S.C. § 112, first paragraph, for allegedly failing to comply with the enablement
requirement. Claims 1, 2, 10, 11 and 19 were rejected under 35 U.S.C. § 102(a)(2) as allegedly
anticipated by Wojnowicz et al. (U.S. Pat. No. 9,465,940 hereinafter “Wojnowicz”). Claims 3,
4, 12 and 13 were rejected under 35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in
view of Tuvell et al. (U.S. Pat. Publ. No. 2007/0240220; hereinafter “Tuvell”). Claims 5 and 14
were rejected under 35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in view of
Tuvell, and further in view of Gilbert et al. (U.S. Pat. No. 9,197,663, hereinafter “Gilbert”).
Claims 6 and 15 were rejected under 35 U.S.C. § 103(a) as being unpatentable over Wojnowicz,
in view of Thomas et al. (U.S. Pat. Publ. No. 2012/0079596; hereinafter “Thomas”). Claims 7
and 16 were rejected under 35 U.S.C. § 103(a) as being unpatentable over Wojnowicz, in view of
Tuvell, and further in view of Thomas. Claims 8, 9, 17, 18 and 20 were rejected under

35 U.S.C. § 103(a) as being unpatentable over Wojnowicz in view of Gilbert.

Reconsideration of these rejections, as they might apply to the original and amended
claims in view of these remarks, is respectfully requested. In this Amendment, claims 1, 10 and
19 have been amended, and no claims have been canceled or added. Therefore, claims 1-20

remain present for examination.

Claim Rejections Under 35 U.S.C. §112:

Claims 1-20 were rejected under 35 U.S.C. § 112, first paragraph, for allegedly failing to
comply with the enablement requirement. Specifically, the Office Action alleges that the present
application does not appear to disclose how the points of reference are defined by the executable
file. Office Action, pg. 6. The independent claims have been amended to recite “wherein one or
more of the plurality of static data points are points of reference representing sections of the

executable file” (emphasis added). Support for this amendment can be found at least in
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paragraph [0017] of the specification. In light of this amendment, Applicants respectfully

request that Examiner withdraw the rejection and allow claims 1-20.

Claim Rejections Under 35 U.S.C. § 102:

Claims 1, 2, 10, 11 and 19 were rejected under 35 U.S.C. § 102(a)(2) as allegedly
anticipated by Wojnowicz. Applicants respectfully traverse this rejection because either the
Examiner failed to state a prima facie case of anticipation or the current amendments to the
claims now render the Examiner’s arguments moot. “Anticipation requires the presence in a
single prior art reference disclosure of each and every element of the claimed invention, arranged
as in the claim.” Lindemann Mashinenfabrik GmbH v. Am. Hoist & Derrick Co., 730 F.2d 1452,
1458 (Fed. Cir. 1984); see also, MPEP § 2131. Applicants submit that the cited references do

not disclose all of the elements of the rejected claims.

Non-limiting examples of the present application provide automatic threat detection of
executable files based on static data analysis. In examples, a plurality of static data points may
be extracted from an executable file without decrypting or unpacking the executable file. The
executable file may then be analyzed without decrypting or unpacking the executable file.
Analysis of the executable file may comprise applying a classifier to the plurality of extracted
static data points. The classifier may be trained from data comprising known malicious
executable files, known benign executable files and known unwanted executable files. Based
upon analysis of the executable file, a determination can be made as to whether the executable

file is harmful.

Turning specifically to the claims, without acquiescing to the propriety of the rejection
and solely for the purpose of advancing prosecution, Applicants have amended the independent
claims. The amended independent claims clarify that the data points extracted from the
executable file are points of reference representing sections of the executable file, such as
headers, section tables, etc. For instance, claim 1 as amended recites, inter alia, “extracting a
plurality of static data points from an executable file without decrypting or unpacking the

executable file, wherein one or more of the plurality of static data points are points of reference
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representing sections of the executable file, wherein the points of reference are used to evaluate

the executable file.”

Wojnowicz does not teach, at least, “wherein one or more of the plurality of static data
points are points of reference representing sections of the executable file, wherein the points of
reference are used to evaluate the executable file,” as recited in claim 1 as amended. Wojnowicz
a method for identifying malware using wavelet decomposition of software entropy. In the
method, each of the data file in a set of received data files is split into non-overlapping file
chunks of fixed length. The non-overlapping, fixed length file chunks are represented as an
entropy time series that reflects an amount of entropy across the file chunks for each file. A
wavelet transform is applied to the corresponding entropy time series to generate an energy
spectrum characterizing, for the file, an amount of entropic energy at multiple scales of code
resolution. A determination is then made as to whether the file is likely to be malicious based on
the energy spectrum. Wojnowicz, col. 1, 11. 23-31. Notably, the fixed length boundaries upon
which the files are split do not correspond to particular sections of the file. Nor are such
boundaries representative of, or otherwise influenced by, the format/layout or content of the
corresponding executable file. For example, a portable executable (PE) file comprising a DOS
header section, a fields section, and a data directories section will not be divided along
boundaries corresponding to those particular sections. Instead, each of the sections may be split
into various chunks, some of which may comprise data from different sections of the file. The
individual chunks, thus, do not represent sections of the file, and are not influenced (except

coincidentally) by the format, layout or content of the corresponding executable file.

In contrast, the present application teaches that static data points are points of reference in
a received executable file. The points of reference represent sections, subsections, or categories

of an executable file:

A static data point may be a point of reference used to evaluate an executable file.
As examples, static data points include, but are not limited to: header information,
section information, import and export information, certificate information,
resource information, string and flag information, legal information, comments,
and/or program information (e.g., APIs and DLLs), among other examples. Static
data points may be organized into categories that identify a type of static data
point. Categories of static data points comprise, but are not limited to: numeric
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values, nominal values string sequences, byte sequences, and/or Boolean values,
among other examples.

Specification, para. [0017]. Although such points of reference may exist in the executable files
processed in Wojnowicz, Wojnowicz does not describe the identification of such points of
reference, or suggest the use of such points of reference in determining entropy. Nor would
Wojnowicz provide such a teaching, as the file chunks boundaries would ignore such points of
reference; thereby, frustrating the techniques of the present application. As such, Wojnowicz
provides no equivalent teachings of static data points that are points of reference representing

sections of an executable file. Accordingly, Wojnowicz does not anticipate claim 1 as amended.

The other independent claims recite similar limitations and are allowable over the recited
reference for at least the same or similar reasons. For example, claim 10 as amended recites,

inter alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein one or more of the plurality of static
data points are points of reference representing sections of the executable file, wherein
the points of reference are used to evaluate the executable file

Claim 19 as amended recites, inter alia:

extracting a plurality of static data points from an executable file without
decrypting or unpacking the executable file, wherein one or more of the plurality of static
data points are points of reference representing sections of the executable file, wherein
the points of reference are used to evaluate the executable file

The dependent claims, i.e. claims 2 and 11, incorporate all of the limitations of the above
independent claims, respectively, and are allowable over Wojnowicz for at least the same
reasons. As such, Applicants respectfully request that the Examiner withdraw the rejection and

allow claims 1, 2, 10, 11 and 19 at the Examiner’s earliest convenience.
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Claim Rejections Under 35 U.S.C. §103:

Claims 3. 4. 12 and 13

Claims 3, 4, 12 and 13 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.

M.P.EP §§ 2142, 2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Claims 3, 4, 12 and 13 depend from claims 1 and 10, respectively. As previously
discussed, claims 1 and 10 are allowable over Wojnowicz. Tuvell does not cure the deficiencies
of Wojnowicz, nor does the Office Action refer to it for such. Tuvell relates to a system for
detecting malware on a limited access mobile platform in a mobile network. The system uses
feature sets describing various non-executable portions of malware-infected and malware-free
applications, and compares an application on the limited access mobile platform to the features
sets. A match of the features in a suspect application to one of the feature sets provides an
indication as to whether the suspect application is malware-infected or malware-free. 7Tuvell,
para. [0019]. The Office Action refers to Tuvell as disclosing the use of a feature set to detect
malware. Olffice Action, pg. 12. Without conceding to the correctness of this characterization,
Applicants submit that Tuvell does not teach the above-recited limitations. For example, Tuvell
does not teach identifying static data points that are points of reference to sections in a file, or
using data points to evaluate a file by grouping the static data points into categories and
generating feature vectors based thereon. Thus, Tuvell fails to teach at least “wherein one or
more of the plurality of static data points are points of reference representing sections of the
executable file, wherein the points of reference are used to evaluate the executable file,” as
recited in claims 1 and 10 as amended. As such, Applicants respectfully request withdrawal of

the rejections and allowance of claims 3, 4, 12 and 13 at the Examiner’s earliest convenience.
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Claims 5 and 14

Claims 5 and 14 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Gilbert. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the
references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F 2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the
rejection because the references fail to teach or suggest all of the recited limitations of the

claims.

Claims 5 and 14 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over the combination of Wojnowicz and Tuvell. Gilbert does not
cure their deficiencies, nor does the Office Action refer to it for such. Gilbert teaches a method
for analyzing visual and non-visual elements associated with candidate data files to determine
whether the files are malware. In the method, a visual element (e.g., icon) is extracted from the
candidate file, and the icon's image is compared to a group of reference images associated with
trusted entities. If the icon's image matches a reference image, the candidate file may be
malware masquerading as trusted software. The non-visual elements associated with the
candidate file are used, in combination with the visual elements, to determine whether the
candidate file is malware. Gilbert, col. 2, 11. 29-46. The Office Action refers to Gilbert as
disclosing the determination of whether the difference between the quantitative identity of an
icon image and the quantitative identity of a reference image is less than a threshold difference.
Office Action, pg. 15. Without conceding to the correctness of this characterization, Applicants
submit that Gilbert does not teach the above-recited limitations. For example, Gilbert does not
teach identifying static data points that are points of reference to sections in a file, or using data
points to evaluate a file by grouping the static data points into categories and generating feature
vectors based thereon. Thus, Gilbert fails to teach at least “wherein one or more of the plurality
of static data points are points of reference representing sections of the executable file, wherein

the points of reference are used to evaluate the executable file,” as recited in claims 1 and 10 as
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amended. As such, Applicants respectfully request withdrawal of the rejections and allowance

of claims 5 and 14 at the Examiner’s earliest convenience.

Claims 6 and 15

Claims 6 and 15 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Thomas. Applicants respectfully traverse the § 103 rejection because the
Office Action has not established a prima facie case of obviousness. To establish a prima facie
case of obviousness under 35 U.S.C. § 103(a), the references must teach or suggest all of the
claimed limitations to one of ordinary skill in the art at the time the invention was made.
M.P.EP §§ 2142, 2143.03; In re Royka, 490 F.2d 981, 985 (C.C.P.A. 1974); In re Wilson, 424
F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the rejection because the references fail to

teach or suggest all of the recited limitations of the claims.

Claims 6 and 15 depend from claims 1 and 10, respectively. As previously discussed,
claims 1 and 10 are allowable over Wojnowicz. Thomas does not cure the deficiencies of
Wojnowicz, nor does the Office Action refer to it for such. Thomas teaches a method of
detecting malicious software (malware), which includes receiving a file and storing a memory
baseline for a system. The method also includes copying the file to the system, executing the file
on the system, terminating operation of the system, and storing a post-execution memory map.
The memory baseline and the post-execution memory map are then analyzed and determination
is made as to whether the file includes malware. 7homas, para. [0005]. The Office Action refers
to Thomas as disclosing the identification and classification of malware families. Office Action,
pp. 16-17. Without conceding to the correctness of this characterization, Applicants submit that
Thomas does not teach the above-recited limitations. For example, Thomas does not teach
identifying static data points that are points of reference to sections in a file, or using data points
to evaluate a file by grouping the static data points into categories and generating feature vectors
based thereon. Thus, Thomas fails to teach at least “wherein one or more of the plurality of
static data points are points of reference representing sections of the executable file, wherein the
points of reference are used to evaluate the executable file,” as recited in claim 1 as amended.

As such, Applicants respectfully request withdrawal of the rejections and allowance of claims 6

and 15 at the Examiner’s earliest convenience
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Claims 7 and 16

Claims 7 and 16 were rejected under 35 U.S.C. § 103(a) as being unpatentable over
Wojnowicz, in view of Tuvell, and further in view of Thomas. Applicants respectfully traverse
the § 103 rejection because the Office Action has not established a prima facie case of
obviousness. To establish a prima facie case of obviousness under 35 U.S.C. § 103(a), the
references must teach or suggest all of the claimed limitations to one of ordinary skill in the art at
the time the invention was made. M.P.E.P §§ 2142, 2143.03; /n re Royka, 490 F 2d 981, 985
(C.CP.A. 1974); In re Wilson, 424 F.2d 1382, 1385 (C.C.P.A. 1970). Applicants traverse the
rejection because the references fail to teach or suggest all of the recited limitations of the

claims.

Claims 7 and 16 depend from cl