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CLASSIFICATION USING A CASCADE
APPROACH

BACKGROUND

[0001] There are many applications for automatic classifi-
cation of items such as e-mail, documents, images, and
recordings. To address this need, a plethora of classifiers have
been developed based on probabilistic dependency models
learned from training data. Some examples of classifiers
based on probabilistic dependency models include logistic
regression models, decision trees models, support vector
machines, Naive Bayes models, and neural networks.
[0002] Logistic regression models are also called maxi-
mum entropy models and are equivalent to a certain kind of
single layer neural network. In particular, logistic regression
models are of the form:

e exp(w-X) Equation (1)
Py(Y =1|%) = m
[0003] Inthisequation,Y is the variable being predicted (in

this case, Y takes the values 0 or 1, with 1 meaning that a
message is positive, for example as classified as spam), w
represents a set of weights, X represents an instance of input
data, such as the words in an e-mail message; for instance, it
can be a vector of 1’s and 0’s, with a 1 indicating that a
particular word is present in the message. The weights indi-
cate the relative weights for each word. These weights are
typically learned in such a way as to maximize the probability
of the training data as follows:

Po(Y = yi | %i
argm‘gxg (Y =y 17)

[0004] Thatis, a set of weights w is identified that make the
training data as likely as possible: for example they do as good
a job as possible of predicting that each spam message is
spam, and each good message is good. In practice, these
weights are almost always regularized, for example with a
Gaussian prior. It is assumed that the average weight should
be 0, and that very large weights are unlikely. Letting N(w; 0,
0?) represent the probability of a variable w being generated
by a Gaussian distribution with mean 0 and variance o, the
actual formula maximized is:

n

k
arg mwax]_[ Pol¥ = y; | %) [ [N 0wi3 0, %)
j=1

i=1

[0005] This means that weights w are identified that overall
maximize the probability of the training data, and the prob-
ability of the weights w.

[0006] A training algorithm that can be used is Sequential
Conditional Generalized Iterative Scaling (SCGIS), although
because logistic regression models have a global optimum,
the choice of learning algorithm is typically of little impor-
tance, except for training speed considerations.

[0007] Naive Bayes is a well known algorithm, especially
for e-mail spam filtering. Naive Bayes computes the prob-
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ability of an e-mail message as a whole: given all possible
good messages, what is the probability that this particular
message was generated; given all possible spam messages,
what is the probability that this particular message was gen-
erated. There is an assumption of conditional independence,
that all words in the message were generated independently of
the others, given the label (i.e., spam or good) of the message.
Naive Bayes is concerned with accurately estimating the
probability of all messages, and there is no focus on any
particular region of a Receiver Operating Characteristic
(ROC) curve.

[0008] Traditionally classifiers have been trained using a
sample set of data representative of the items being classified
and are optimized to meet certain accuracy and/or entropy
requirements equally across the entire region of classifica-
tion. Accuracy can be optimized for equal costs for false
positives and false negatives and entropy can be optimized for
estimating probabilities correctly across the entire range of
probabilities. However, there are many cases where the clas-
sifier must meet higher requirements for one or more particu-
lar regions of the classification, such as in the low false-
positive or in the low false-negative region. An application
threshold would normally be set to achieve the desired
requirement, such as a low false positive rate for good mail
being classified as spam in an e-mail application. A classifier
that has been optimized for equal performance across the
entire region of classification can have a reduced effective-
ness when using a threshold in classifying data that falls
within a particular region of interest.

[0009] There is a need to provide a classifier that has been
optimized for a specific area of the classification region that is
of interest. For example, a user that has enabled a spam filter
in their e-mail application does not want their good messages
to end up in a spam folder, even at the expense of receiving a
few spam messages in their inbox. Therefore, the spam filter
must be optimized to have a low false positive rate for iden-
tifying good messages as spam. In another example, a lab that
employs classifiers to identify cancerous cells in a sample is
more concerned with letting a few negative samples to be
identified as positive over missing a positive identification of
a cancerous sample. The cost of missing a positive sample can
be significant in terms of lost treatment time for the patient,
where a negative sample that is incorrectly identified as posi-
tive will likely be caught in further testing. In this case, the
classifier must be optimized to have a low false negative rate
for classifying positive samples as negative.

SUMMARY

[0010] The following presents a simplified summary in
order to provide a basic understanding of some aspects of the
disclosed subject matter. This summary is not an extensive
overview, and it is not intended to identify key/critical ele-
ments or to delineate the scope thereof. Its sole purpose is to
present some concepts in a simplified form as a prelude to the
more detailed description that is presented later.

[0011] In accordance with one or more aspects and corre-
sponding disclosure thereof, various features are described in
connection with provide a classifier that has been optimized
for greater performance in one or more specific regions of
classification that are of interest. In an aspect, a multi-stage
classification model can be employed that comprises a plu-
rality of classification stages. During training the entire set of
training data is employed by a first stage classifier. Only data
that is classified by the first stage classifier to fall within one
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CrowdStrike EX1024 Page 15



US 2008/0319932 A1l

or more regions of interest is used to train the second stage
classifier. In this way, the second stage classifier is optimized
to classify data that falls within the regions of interest.

[0012] In another aspect, a utility classifier is described to
provide optimized classification in one or more particular
regions of interest. Training data is weighted to favor the
regions of interest. In one aspect, training data that is within
the region of interest is duplicated a number of times depen-
dent upon how much this region is to be weighted, while
training data that is not within the region of interest is not
duplicated or duplicated by a different value. To avoid having
to generate artificial examples from duplication, one or more
updates, counts, and/or probabilities within the classifier
associated with data from the region of interest can be mul-
tiplied by a weighting value. Additionally, regularization can
be employed the classifier.

[0013] Another aspect involves combining multi-stage
classification with utility classification. One or more classi-
fication stages of a multi-stage classifier can be a utility clas-
sifier.

[0014] Inoneaspect, the invention is embodied in an e-mail
spam filtering system where the classifier has been optimized
to have alow false positive rate for identifying good messages
as spam. Other embodiments for spam filtering can include,
but are not limited to: an instant messaging service, where the
classifier has been optimized to have a low false positive rate
for classifying good instant messages as spam; a telemarket-
ing screening service, where the classifier is optimized to
have a low false positive rate for identifying a phone call that
is a non-telemarketing call as a telemarketing call; a device
display pop-up blocker that is optimized to have a low false
positive rate for identifying relevant pop-ups, such as warn-
ings, reminders, application windows, as spam pop-ups; and
an audio stream filter for classifying music from advertise-
ments and/or talk, that can be optimized for a low false posi-
tive rate for identifying music as advertising and/or talk if a
user wants to avoid hearing ads and talk but doesn’t want a
song to be cut off in the middle. In another embodiment, a
cancer screening system is optimized to have a low false
negative rate for positive samples. Another embodiment is a
credit card fraud detection system that is optimized to have a
low false positive rate for identifying good transactions as
fraudulent ones in order to prevent inconvenience to the credit
card customer. A customer who was frequently being denied
when trying to use a credit card may stop using the card. In
another fraud detection system, a credit card company may
have a fraud detection system that is set to a low false negative
rate for identifying patterns of charges across many accounts
as fraud that are not actually fraudulent. Detecting macro
fraudulent patterns can assist security in focusing their inves-
tigations and prevent organized credit card fraud. The inven-
tion can also be embodied in an intrusion detection system,
such as in a high security environment. For example, anuclear
power plant employs biometrics to identify people that are
authorized to enter the facility. It is important to keep unau-
thorized people out of the facility. The biometric system can
be optimized to have a low false negative rate for identifying
unauthorized users as authorized. Along similar lines a high
security computing environment may be optimized for a low
false negative for classifying an intruder (login, connection,
download, application) as legitimate. It should be appreciated
that the above embodiments are exemplary and are not
intended to limit the scope of the invention to particular
scenarios, operating conditions or applications. The invention
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is applicable to any classifier where there is need to optimize
for a specific region of interest. Furthermore, the data being
classified can include any of, but are not limited to, domains,
web pages, Uniform Resource Locators(URL), text, images,
videos, audio, documents, files, directories, data structures
and the like.

[0015] To the accomplishment of the foregoing and related
ends, certain illustrative aspects of the disclosed and claimed
subject matter are described herein in connection with the
following description and the annexed drawings. These
aspects are indicative, however, of but a few of the various
ways in which the principles disclosed herein can be
employed and is intended to include all such aspects and their
equivalents. Other advantages and novel features will become
apparent from the following detailed description when con-
sidered in conjunction with the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] FIG. 1 illustrates an exemplary general block dia-
gram system employing a multi-stage classifier for classifi-
cation of data.

[0017] FIG. 2A illustrates an exemplary training data set
when viewed in a two-dimensional representation.

[0018] FIG. 2B illustrates a first stage classifier that is
learned.

[0019] FIG.2C illustrates the training data employed by the
second stage classifier when training data that is classified
below the threshold by the first stage classifier is ignored.
[0020] FIG. 2D illustrates the second-stage classifier that is
learned using the training data from FIG. 2C.

[0021] FIG. 3 illustrates a general block diagram system
employing a utility classifier for classification of data.
[0022] FIG. 4 illustrates the effect of utility training on a
logistic regression classifier.

[0023] FIG. 5 illustrates a general block diagram system
employing a multi-stage utility classifier for classification of
data.

[0024] FIG. 6 illustrates a flow chart of one methodology
for training a multi-stage classifier.

[0025] FIG. 7 illustrates a flow chart of one methodology
for training a multi-stage classifier using cross validation.
[0026] FIG. 8illustrates a flow chart of one methodology of
classifying an instance of data with a multi-stage classifier.
[0027] FIG. 9 illustrates a flow chart of one methodology
for training a utility classifier.

[0028] FIG. 10 illustrates a block diagram of a computer
operable to execute the disclosed multi-stage classifier for
classification of data.

[0029] FIG. 11 illustrates a schematic block diagram of an
exemplary computing environment for processing multi-
stage classifier for classification of data in accordance with
another aspect.

[0030] FIG. 12 illustrates performance in terms of ROC
curves for logistic regression based upon different training
methods.

[0031] FIG. 13 illustrates performance in terms of ROC
curves for Naive Bayes based upon different training meth-
ods.

DETAILED DESCRIPTION

[0032] The subject matter as claimed is now described with
reference to the drawings, wherein like reference numerals
are used to refer to like elements throughout. In the following

IPR2023-01053
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description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understand-
ing thereof. It may be evident, however, that the claimed
subject matter can be practiced without these specific details.
In other instances, well-known structures and devices are
shown in block diagram form in order to facilitate a descrip-
tion thereof.

[0033] Throughout the discussion below, experimental
results based on exemplary training sets of data are presented
to further support or illustrate various aspects of the subject
application. It should be appreciated and understood that such
experiments are not intended to limit the scope of the systems
and methods described herein to particular scenarios, operat-
ing conditions or applications but are provided as examples.
Moreover, the subject application can be employed with
respect to any type of classification performed on the Internet,
on a remote or local server, storage facility, or on any com-
puting device or network.

[0034] Referring to FIG. 1, there is illustrated an exemplary
general block diagram system 100 employing a multi-stage
classifier for classification of data. Although a spam e-mail
filtering system is being used in certain instances as an
example to discuss various aspects of the invention, it is to be
understood that the invention is applicable to any type of data
classification system. System 100 includes multi-stage clas-
sifier component 106 that has been trained using training data
102 from data store 104 to classify unclassified data 118 into
classified data 116. Multi-stage classifier component 106
includes first stage classifier component 108 and includes
second stage classifier component 112 that employs some of
the first stage classified data 110 for training and/or classifi-
cation. First stage classifier component 108 is trained using
training data 102. First stage classifier component 108 pro-
duces first stage classified data 110 from training data 102
and/or unclassified data 118. Second stage classifier compo-
nent 112 is trained using a subset of first stage classified data
110 from training data 102. Second stage classifier compo-
nent 112 produces second stage classified data 114 from a
subset of first stage classified data 110.

[0035] Typically, probabilistic classifiers attempt to maxi-
mize the probability across all of the training data. However,
for e-mail spam filtering, it is important to produce a low false
positive rate for classifying good e-mails as spam e-mails.
One way to focus on this low false positive region is to
explicitly select data for training that is in the region of
interest. It is to be understood that the region of interest is not
limited to being the low false positive region. Alternate
regions, such as the low false negative region, can be more
important depending on the type of data being classified.
Additionally, more than one region can be of interest when
there are more than two classes. When training data is
selected that is characteristic of the data that is most impor-
tant, then the classifier will be well optimized for this particu-
lar data.

[0036] For example, good mail that is easy to classify as
good e-mail is not important in training second stage classi-
fier component 112, because the first stage classifier compo-
nent 108 performs well in identifying these e-mails. Also
spam e-mail that is very difficult to classify as spam is not
important in training second stage classifier component
112—given a low false positive threshold 0 setting, the multi-
stage classifier component 106 is not likely to classify those
e-mails as spam. Both types of e-mails can be discarded in
training the second stage classifier component 112, leaving
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moderately hard and easy to classify spam e-mails, and mod-
erately hard and very hard to classify good e-mail. The second
stage classifier component 112 can be trained to explicitly
distinguish between those messages: these are the messages
that will be important with a low false positive rate.

[0037] Multi-stage classifier component 106 receives train-
ing data 102. First stage classifier component 108 includes
first stage classifier p,, that is trained using all of the training
data 102. The first stage classifier component 110 is then used
to classify the training data 102 with a defined threshold 6 to
produce first stage classified data 110. The threshold 0 is the
accuracy and/or entropy that is desired, and can be user or
system defined. Any appropriate threshold 6 can be selected
to coincide with the region of interest. For example, a false
positive rate of 4% can be selected. Any instance of data
within the training data 102 that is classified by the first stage
classifier component 108 in the first stage classified data 110
as having a value less than the threshold 6 of being positive is
ignored. Instances of data within training data 102 that are
classified by the first stage classifier component 110 in the
first stage classified data 110 as having a value equal to or
above the threshold 6 of being positive are employed to train
the second stage classifier component 112. The second stage
classifier component 112 includes second stage classifier p,
that is trained to be optimized on the region of interest using
the instances of data equal to or above the threshold 0 in the
first stage classified data 110. The classifiers in the first and
second stages can be the same or different classifiers, and can
be any classifier that returns probabilities or scores, for
example logistic regression or Naive Bayes. The classifiers in
the first and second stage can use identical features of the data
for classification.

[0038] Optionally, more than one region can be of interest
when there are more than two classes. In this case, a threshold
can be defined for each class. Training data can then be
selected for use in training the second stage classifier by
employing all of the thresholds. The second stage classifier
can have a single classifier to accommodate all of the regions
of interest. Alternatively, the second stage classifier can
include a plurality of classifiers, such as one classifier for each
region of interest that is specifically trained for its respective
region of interest using training data that is filtered using the
region of interest’s defined threshold.

[0039] Additionaly, more than two stages can be included
in the multi-stage classifier. In this case, the second stage is
trained using data that has been filtered using the first stage
classifier using defined thresholds. The third stage classifier is
trained using training data, for example the set of training data
or the subset used to train the second stage classifier, that has
been filtered using the second stage classifier using defined
thresholds. This is repeated for each subsequent stage using
training data that has been filtered using the previous stage.
[0040] Turning to FIGS. 2A-2D, are illustrated an exem-
plary set of data for training a multi-stage classifier. A multi-
stage classifier is particularly suitable to data that is not
already well modeled by the first stage classifier. It is espe-
cially effective when different regions of the data have differ-
ent relative distributions. For instance, there are many
examples of words that are more or less indicative of spam in
the low false positive region than they are across the training
corpus as a whole. FIG. 2A illustrates an exemplary training
data set when viewed in a two-dimensional representation
where the x-axis and y-axis represent the values of the two
features in the examples, a square [] is a positive example
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(spam) and an x is a negative example (not spam). Notice that
the data is almost, but not quite linearly separable. FIG. 2B
shows the first stage classifier that is learned. In the illustra-
tion, a threshold of 50% is used by the first stage classifier, but
in practice, any threshold can be picked. Depending on the
threshold picked, the classifier will optimize on a different
type of data, and thus optimize for a different false positive
rate. FIG. 2C illustrates the training data employed by the
second stage classifier when training data that is classified
below the threshold by the first stage classifier is ignored. In
other words using the spam e-mail filtering example, elimi-
nating all of the easy to classify good e-mails ((J squares in
the bottom right) and hard to classify spam e-mails (x’s in the
bottom right) by picking a threshold for the first-stage clas-
sifier. FIG. 2D illustrates the second-stage classifier that is
learned using the training data from FIG. 2C.

[0041] Insome cases, the first stage classifier that is trained
performs very well in classifying the training data at the
defined threshold 0. In these cases, very little data would be
selected to train the second stage classifier when the first
classifier is used to classify the training data. Turning back to
FIG. 1, cross validation can be employed when this condition
arises. Cross validation involves splitting T the training data
102 into n chunks, where n is an integer, i=1 . . . n. First stage
classifier component 110 will then comprise n+1 first stage
classifiersp, ...p,, p,. First stage classifier p, is trained using
all chunks of training data except for T,. For example, first
stage classifier p, is training using training data chunks, T, T
... T, First stage classifier p, is then employed to classify
each instance t of data within training data chunk T, using a
defined threshold 0 to produce second stage training data U.
Instances t of training data that is classified by each first stage
classifier p, as having a value that is equal to or exceeds the
threshold 6 is added to second stage training data U. The
training, classifying, and adding to second stage training data
U are repeated for each first stage classifier p, . . . p,,. This
identifies second stage training data U that is within the region
of interest. First stage classifier p, is trained using all of the
training data 102. The entire set of second stage training data
U is employed as training data by the second stage classifier
component 112 to train the second stage classifier p,. Algo-
rithm 1 below illustrates training of a multi-stage classifier
using cross validation as described above.

Algorithm 1. Training a multi-stage classifier with cross validation

INPUT: training set T, threshold 6
Split T into n equal sets, T, T, ..., T,
fori=1tondo
Train a classifier p; using all data T except T;
forallt ET; do
if p;(t) = 6 then
U=UUt
end if
end for
end for
Train a classifier p, using T
Train a classifier py, using U
Return p,, py,

[0042] After the two stage classifier component 106 has
been trained, with or without cross validation, as described
above, two stage classifier component 106 can be employed
to classify unclassified data 118. Two stage classifier compo-
nent 106 receives unclassified data 118. The first stage clas-
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sifier component 108 is employed to classify each instance of
data within the unclassified data 118 according to a defined
threshold 6 to produce first stage classified data 110. Each
instance of data in the first stage classified data 110 that has
been classified with a value below the threshold 0 is made part
of the set of classified data 116. Each instance of data in the
first stage classified data 110 that has been classified with a
value equal to or above the threshold 0, is classified by the
second stage classifier component to produce second stage
classified data 114. Second stage classified data 114 is made
part of the set of classified data 116.

Algorithm 2. Multi-stage classification of an instance of data

INPUT: classifiers p, and p,, threshold 6, instance of data t
if p,(t) < 6 then
return p,(t)
else
Return py(t)
end if

[0043] Algorithm 2 illustrates an algorithm for classifica-
tion of an unclassified instance of data using a multi-stage
classifier. This algorithm has a theoretical justification for
combining the first and second stage classifiers into a multi-
stage classifier as depicted. Experimentation has further vali-
dated the effectiveness of this algorithm.

[0044] When there are more than two stages, a defined
threshold at each stage determines ifthe classification value at
that stage should be used or if the instance of data should be
classified by the next stage.

[0045] There are two cases that need to be considered. In
the first case, an instance of data with features X has value p(
X)<8, therefore p,(X)is our best estimate of its value and this
is the classification value. However, in the case when p,(
X)Z0, what is the best classification estimate?

[0046] Random variable A represents the event when the
instance of data is above the threshold based on the first-stage
classifier.

A=[p,H=0]

[0047] For an instance of data with features X that is clas-
sified as equal to or above the threshold by the first-stage
classifier p,, event A is true (i.e., A=1).

Py=1,%

Py =110 = =5

_Py=Lx4) Equation (2)
G

Py=1,%A)

T P®-PAID

_Py=1,%4)
P, A)

=Py=1]|%,4)

Equation (3)

[0048] Equation (2) is true because A is always true for an
instance of data that is classified as equal to or above the
threshold by the first stage classifier. Equation (3) is true
because A is true given that the instance of data has been
classified as equal to or above the threshold by the first stage
classifier.
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[0049] Now referring to FIG. 3, there is illustrated a general
block diagram system 300 employing a utility classifier for
classification of data. System 300 includes utility classifier
component 306 that has been trained using training data 302
from data store 304 to classify unclassified data 308 into
classified data 310.

[0050] To focus on the particular classification region of
interest, instances within the training data 302 can be treated
differently. For example, the cost of a false positive classifi-
cation could be higher than the cost of a false negative clas-
sification. In the spam e-mail filter example, this is similar to
classifying an e-mail as good e-mail if the filter is not sure
about whether an email is spam or not.

[0051] The typical way to bias probabilistic classifiers is to
use a threshold. For instance in the spam e-mail filter
example, if not receiving good mail has utility value u,,, and
receiving spam has utility value u,, then utility can be maxi-
mized by computing:

U, P(Y=0)>u,P(Y=1I%)

U P(Y=00%)>,(1-P(¥Y=0%))
(t,+14,)-PY=0%)>u1,
P(Y=0Ix)>t1,/ (1 +18,)

[0052] From utility theory, an appropriate threshold can be
computed, assuming the model is well calibrated. For models
like Naive Bayes where the calibration is particularly imper-
fect, a threshold can be set empirically by examining classi-
fied data.

[0053] Utility classifier component 306 receives training
data 302. Utility classifier component 302 incorporates utility
by biasing training data 302 with an assignment of a utility
value u to each instance of data within training data 302.
Utility classifier component 302 is trained using the biased
training data 302. For example, a utility value u,, of 10 can be
assigned to negative examples (good mail) and a utility value
u, of 1 to positive examples (spam). In one aspect, each
negative instance of training data can then be duplicated by
utility classifier component 306 a number of times according
to the utility value assigned. In the example above, each
negative instance of data is duplicated 10 times to form a new
set of training data 302 that is biased in favor of the negative
instances of data by 10 times. Algorithm 3 illustrates this
concept. Additionally, when there are more than two classes,
each class can be assigned a utility value and instances of
training data that fall within a class can be duplicated by the
number assigned to the their respective class.

Algorithm 3. Training a utility classifier

INPUT: training set T,, with utility values u,, u,
T<¢
forallt ET, do
if class(t) = 1 then
fori=1tou,do
add example tto T
end for
else
fori=1tou,do
add example tto T
end for
end if
end for
Train a classifier p using T
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[0054] In another aspect, there are often modifications in
the base learning algorithm that can be implemented in the
utility classifier component 306 to avoid generating artificial
examples as described above in Algorithm 3. For example,
when training a logistic regression classifier using gradient
descent, updates can simply be multiplied by the correspond-
ing class’s utility value. When training logistic regression
using SCGIS, which examines various counts and expected
probabilities, the counts and/or probabilities can be multi-
plied by the utility value for respective classes at appropriate
places. For Naive Bayes, the training process, which just uses
frequency counting, does not need to be changed. The feature
frequencies can be corrected to account for utility by multi-
plying the feature frequencies by the corresponding utility
values.

[0055] Training with utility can have two effects; the firstis
to bias the classifier, independent of regularization; the sec-
ond is a regularization effect.

[0056] One important advantage of ROC analysis is that it
only depends on the order of the assignments. Any monotonic
transformation of the score function will not affect the result.
Therefore, ignoring regularization issues, it was commonly
thought by those skilled in the art that training with utility
simply changes the prior (a monotonic transformation), and
has no impact on the ROC curve.

[0057] For Naive Bayes, this intuition is correct when regu-
larization (e.g. a Dirichlet prior) is not applied. This is
because with duplicated examples, the estimated conditional
probability P(x1Y) will remain the same. For logistic regres-
sion, it turns out that the learned distribution is actually
changed. A simple example, as shown in FIG. 4 illustrates
how this can be the case where the x-axis and y-axis represent
the values of the two features in the examples, a square [] is
a positive example and an x is a negative example. The hori-
zontal line in the figure illustrates the logistic regression
classifier that is learned when the positive and negative utili-
ties are equal. The diagonal line illustrates the classifier
learned when a much larger utility is placed on the negative
examples. As can be seen, utility values can actually cause a
rotation in the learned classifier, and rotations (as opposed to
shifts) lead to different ROC curves.

[0058] In addition, for both Naive Bayes and logistic
regression, there is an effect on the regularization. For
example, with Naive Bayes where a word A occurs 0 times in
good mail, and aword B occurs once in good mail, in a corpus
with 10 good messages, and assume plus-one regularization.
In this case, we get P(Aly=0)=1/11 and P(Bly=0)=2/11: an
occurrence of the word doubles the probability of being good.
If the corpus is weighted with 10 times as much weight on
good mail, the values become P(Aly=0)=1/101 and P(Bly=0)
=11/101: an occurrence of the word increases the relative
probability by a factor of 11. The utility weighting thus makes
the good estimator much more sensitive to the presence of
words: a single good example of a word can substantially
raise the impact that the word has on the classification. Train-
ing with utility has a similar effect for regularized logistic
regression, where the increased counts help overcome the
prior disproportionately.

[0059] The strength of the regularization effect is unex-
pected. It has previously been argued by those skilled in the
art that for Bayesian techniques, there would be little impact
from training with utility:

[0060] However, these arguments ignored regularization
effects. Training with utility actually leads to large improve-
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ments with Naive Bayes: the regularization effects are larger
than what might be expected, especially in a domain like
spam filtering.

[0061] The effect of training with utility can depend on the
exact learning algorithm that is used. With logistic regression,
we see both hyperplane rotation and shift, even without regu-
larization effects, and we see additional effects because of
regularization. For separable data trained with a hard margin
SVM, utility weighting has no impact at all: there is no
regularization, and since only the support vectors define the
separating hyperplane, having more identical support vectors
will not change the hyperplane in the hard-margin case. For
soft margin SVMs, training with utility has an impact both
because of regularization, and because it can cause hyper-
plane rotation; but the kinds of examples that will cause a
hyperplane to rotate for a soft-margin SVM are rarer than they
are for logistic regression.

[0062] Utility classifier component 306, once trained can
be employed to classify unclassified data 308 into classified
data 310. Utility classifier component 306 receives unclassi-
fied data 310. Utility classifier component 306 classifies the
unclassified data 308 and produces classified data 310.
[0063] Referring to FIG. 5, there is illustrated a general
block diagram system 500 employing a multi-stage utility
classifier for classification of data. System 500 includes
multi-stage utility classifier component 506 that has been
trained using training data 502 from data store 504 to classity
unclassified data 518 into classified data 516. Multi-stage
utility classifier component 506 includes first stage utility
classifier component 508, and includes second stage classifier
component 512 that employs subsets of first stage classified
data 510 for training and/or classification. First stage utility
classifier component 508 is trained using training data 502 in
the manner as described with respect to the utility classifier
component 306 described in system 300. Second stage clas-
sifier component 512 uses a subset of first stage classified data
510 from training data 502 for training in the manner as
described with respect to second stage classifier component
112 in system 100 and is trained in the manner as described
with respect to the utility classifier component 306 described
in system 300. If cross validation is employed, each first stage
classifier in first stage utility classifier component 508 is
trained with utility in the manner as described with respect to
the utility classifier component 306 described in system 300.
[0064] Once multi-stage utility classifier component 506
has been trained, unclassified data 518 can be classified into
classifier data 516 in the manner described with respect to
multi-stage classifier component 106 in system 100.

[0065] In view of the exemplary systems shown and
described supra, methodologies that can be implemented in
accordance with the disclosed subject matter will be better
appreciated with reference to the following flow charts. While
for purposes of simplicity of explanation, the methodologies
are shown and described as a series of blocks, it is to be
understood and appreciated that the claimed subject matter is
not limited by the order of the blocks, as some blocks can
occur in different orders and/or concurrently with other
blocks from what is depicted and described herein. Moreover,
not all illustrated blocks may be required to implement the
methodologies described hereinafter. Additionally, it should
be further appreciated that the methodologies disclosed here-
inafter and throughout this specification are capable of being
stored on an article of manufacture to facilitate transporting
and transferring such methodologies to computers.
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[0066] The claimed subject matter can be described in the
general context of computer-executable instructions, such as
program modules, executed by one or more components.
Generally, program modules can include routines, programs,
objects, data structures, etc. that perform particular tasks or
implement particular abstract data types. Typically the func-
tionality of the program modules can be combined and/or
distributed as desired in various aspects.

[0067] Referring now to FIG. 6, there is illustrated a flow
chart of one methodology for training a multi-stage classifier.
At 600, training data and threshold are received. The training
data and/or threshold can, but is not limited to, being gener-
ated from an application, manually input, loaded from a data
store, and/or received from another system locally or
remotely. At 602, the training data is used to train a first stage
classifier, optionally with utility. At 604, the trained first stage
classifier is used to classify the training data into first stage
classified training data. At 606, each instance of the first stage
classified training data that is equal to or above a defined
threshold is placed into a set of second stage training data. At
608, the second stage classifier is trained using the second
stage training data. The classifiers in the first and second
stages can be the same or different classifiers, and can be any
classifier that returns probabilities or scores, for example
logistic regression or Naive Bayes. The classifiers in the first
and second stages can use identical features of the data for
classification. The trained first stage and second stage classi-
fiers, individually or in combination, can, but are not limited
to, being saved to one or more data stores, displayed on one or
more displays, transmitted to one or more local or remote
systems, and/or executed by one or more processors on one or
more systems.

[0068] Referring to FIG. 7, there is illustrated a flow chart
of one methodology for training a multi-stage classifier using
cross validation. At 700 training data and threshold are
received. The training data and/or threshold can, but is not
limited to, being generated from an application, manually
input, loaded from a data store, and/or received from another
system locally or remotely. At 702 the training data is split
into a number of disjoint subsets, for example, 10 subsets. At
704, one subset of data is selected that has not been previously
selected. At 706, a subset classifier is trained using all of the
training data except for the subset of data selected. At 708, the
subset classifier that was trained not using the selected subset
is employed to classify the data in the selected subset of data.
At 710, any instance of data from the selected subset that has
been classified with a value above a defined threshold is
placed in a set of second stage training data. At 712, a deter-
mination is made; if there is any subset of data that has not
been selected, then proceed to 704, otherwise proceed to 714.
At714, a first stage classifier is trained using all of the training
data that was received at 700. At 716, a second stage classifier
is trained using the set of second stage training data. The
subset, first stage, and second stage classifiers can be the same
or different classifiers, and can be any classifier that returns
probabilities or scores. The classifiers can use identical fea-
tures of the data for classification. The trained classifiers,
individually or in combination, can, but are not limited to,
being saved to one or more data stores, displayed on one or
more displays, transmitted to one or more local or remote
systems, and/or executed by one or more processors on one or
more systems.

[0069] Turning to FIG. 8, there is illustrated a flow chart of
one methodology of classifying an instance of data with a
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multi-stage classifier. At 800, an instance of data and thresh-
old are received. The instance of data and/or threshold can,
but is not limited to, being generated from an application,
manually input, loaded from a data store, and/or received
from another system locally or remotely. At 802, the first
stage classifier is employed to classify the instance data. At
804, a determination is made; if the classification value for the
instance of data from the first stage classifier is below a
defined threshold, then output the classification value from
the first stage classifier, otherwise, proceed to 806. At 806, the
instance of data is classified using a second stage classifier
and the classification value from the second stage classifier is
output. The classified instance of data can, but is not limited
to, being saved to one or more data stores, displayed on one or
more displays, transmitted to one or more local or remote
systems, and/or executed by one or more processors on one or
more systems.

[0070] Referring to FIG. 9, there is illustrated a flow chart
of one methodology for training a utility classifier. At 900,
training data, positive utility value, negative utility value, and
threshold are received. The training data, positive utility
value, negative utility value, and/or threshold can, but is not
limited to, being generated from an application, manually
input, loaded from a data store, and/or received from another
system locally or remotely. At 902, one instance of data is
selected from the training data that has not been previously
selected. At 904, a determination is made; if the instance of
data is a positive example proceed to 906, otherwise proceed
to 908. This information is provided for each instance of data
as part of the training data. At 906, create a number of dupli-
cate instances of the instance of data, where the number is
equal to the positive utility value, and add the newly created
duplicate instances of data to a set of utility training data. At
908, create a number of duplicate instances of the instance of
data, where the number is equal to the negative utility value,
and add the newly created duplicate instances of data to a set
of utility training data. At 910, a determination is made; if
there is an instance of data in the training data that has not
been selected, then proceed to 902, otherwise proceed to 912.
At 912, a utility classifier is trained using the set of utility
training data.

[0071] The claimed subject matter can be implemented via
object oriented programming techniques. For example, each
component of the system can be an object in a software
routine or a component within an object. Object oriented
programming shifts the emphasis of software development
away from function decomposition and towards the recogni-
tion of units of software called “objects” which encapsulate
both data and functions. Object Oriented Programming
(OOP) objects are software entities comprising data struc-
tures and operations on data. Together, these elements enable
objects to model virtually any real-world entity in terms of'its
characteristics, represented by its data elements, and its
behavior represented by its data manipulation functions. In
this way, objects can model concrete things like people and
computers, and they can model abstract concepts like num-
bers or geometrical concepts.

[0072] The benefit of object technology arises out of three
basic principles: encapsulation, polymorphism and inherit-
ance. Objects hide or encapsulate the internal structure of
their data and the algorithms by which their functions work.
Instead of exposing these implementation details, objects
present interfaces that represent their abstractions cleanly
with no extraneous information. Polymorphism takes encap-
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sulation one-step further—the idea being many shapes, one
interface. A software component can make a request of
another component without knowing exactly what that com-
ponent is. The component that receives the request interprets
it and figures out according to its variables and data how to
execute the request. The third principle is inheritance, which
allows developers to reuse pre-existing design and code. This
capability allows developers to avoid creating software from
scratch. Rather, through inheritance, developers derive sub-
classes that inherit behaviors that the developer then custom-
izes to meet particular needs.

[0073] Inparticular, an objectincludes, and is characterized
by, a set of data (e.g., attributes) and a set of operations (e.g.,
methods), that can operate on the data. Generally, an object’s
data is ideally changed only through the operation of the
object’s methods. Methods in an object are invoked by pass-
ing a message to the object (e.g., message passing). The
message specifies a method name and an argument list. When
the object receives the message, code associated with the
named method is executed with the formal parameters of the
method bound to the corresponding values in the argument
list. Methods and message passing in OOP are analogous to
procedures and procedure calls in procedure-oriented soft-
ware environments.

[0074] However, while procedures operate to modify and
return passed parameters, methods operate to modify the
internal state of the associated objects (by modifying the data
contained therein). The combination of data and methods in
objects is called encapsulation. Encapsulation provides for
the state of an object to only be changed by well-defined
methods associated with the object. When the behavior of an
object is confined to such well-defined locations and inter-
faces, changes (e.g., code modifications) in the object will
have minimal impact on the other objects and elements in the
system.

[0075] Each object is an instance of some class. A class
includes a set of data attributes plus a set of allowable opera-
tions (e.g., methods) on the data attributes. As mentioned
above, OOP supports inheritance—a class (called a subclass)
can be derived from another class (called a base class, parent
class, etc.), where the subclass inherits the data attributes and
methods of the base class. The subclass can specialize the
base class by adding code which overrides the data and/or
methods of the base class, or which adds new data attributes
and methods. Thus, inheritance represents a mechanism by
which abstractions are made increasingly concrete as sub-
classes are created for greater levels of specialization.
[0076] As used in this application, the terms “component™
and “system” are intended to refer to a computer-related
entity, either hardware, a combination of hardware and soft-
ware, software, or software in execution. For example, a
component can be, but is not limited to being, a process
running on a processor, a processor, a hard disk drive, mul-
tiple storage drives (of optical and/or magnetic storage
medium), an object, an executable, a thread of execution, a
program, and/or a computer. By way of illustration, both an
application running on a server and the server can be a com-
ponent. One or more components can reside within a process
and/or thread of execution, and a component can be localized
on one computer and/or distributed between two or more
computers.

[0077] Artificial intelligence based systems (e.g., explicitly
and/or implicitly trained classifiers) can be employed in con-
nection with performing inference and/or probabilistic deter-
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minations and/or statistical-based determinations as in accor-
dance with one or more aspects of the claimed subject matter
as described hereinafter. As used herein, the term “inference,”
“infer” or variations in form thereof refers generally to the
process of reasoning about or inferring states of the system,
environment, and/or user from a set of observations as cap-
tured via events and/or data. Inference can be employed to
identify a specific context or action, or can generate a prob-
ability distribution over states, for example. The inference can
be probabilistic—that is, the computation of a probability
distribution over states of interest based on a consideration of
data and events. Inference can also refer to techniques
employed for composing higher-level events from a set of
events and/or data. Such inference results in the construction
of new events or actions from a set of observed events and/or
stored event data, whether or not the events are correlated in
close temporal proximity, and whether the events and data
come from one or several event and data sources. Various
classification schemes and/or systems (e.g., support vector
machines, neural networks, expert systems, Bayesian belief
networks, fuzzy logic, data fusion engines . . . ) can be
employed in connection with performing automatic and/or
inferred action in connection with the claimed subject matter.

[0078] Furthermore, all or portions of the claimed subject
matter can be implemented as a system, method, apparatus, or
article of manufacture using standard programming and/or
engineering techniques to produce software, firmware, hard-
ware or any combination thereof to control a computer to
implement the disclosed subject matter. The term “article of
manufacture” as used herein is intended to encompass a com-
puter program accessible from any computer-readable device
or media. For example, computer readable media can include
but are not limited to magnetic storage devices (e.g., hard
disk, floppy disk, magnetic strips . . . ), optical disks (e.g.,
compact disk (CD), digital versatile disk (DVD) . . .), smart
cards, and flash memory devices (e.g., card, stick, key drive .
.. ). Additionally it should be appreciated that a carrier wave
can be employed to carry computer-readable electronic data
such as those used in transmitting and receiving electronic
mail or in accessing a network such as the Internet or a local
area network (LAN). Of course, those skilled in the art will
recognize many modifications can be made to this configu-
ration without departing from the scope or spirit of the
claimed subject matter.

[0079] Some portions of the detailed description have been
presented in terms of algorithms and/or symbolic representa-
tions of operations on data bits within a computer memory.
These algorithmic descriptions and/or representations are the
means employed by those cognizant in the art to most effec-
tively convey the substance of their work to others equally
skilled. An algorithm is here, generally, conceived to be a
self-consistent sequence of acts leading to a desired result.
The acts are those requiring physical manipulations of physi-
cal quantities. Typically, though not necessarily, these quan-
tities take the form of electrical and/or magnetic signals
capable of being stored, transferred, combined, compared,
and/or otherwise manipulated.

[0080] It has proven convenient at times, principally for
reasons of common usage, to refer to these signals as bits,
values, elements, symbols, characters, terms, numbers, or the
like. It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
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apparent from the foregoing discussion, it is appreciated that
throughout the disclosed subject matter, discussions utilizing
terms such as processing, computing, calculating, determin-
ing, and/or displaying, and the like, refer to the action and
processes of computer systems, and/or similar consumer and/
or industrial electronic devices and/or machines, that manipu-
late and/or transform data represented as physical (electrical
and/or electronic) quantities within the computer’s and/or
machine’s registers and memories into other data similarly
represented as physical quantities within the machine and/or
computer system memories or registers or other such infor-
mation storage, transmission and/or display devices.

[0081] Referring now to FIG. 10, there is illustrated a block
diagram of a computer operable to execute the disclosed
system. In order to provide additional context for various
aspects thereof, FIG. 10 and the following discussion are
intended to provide a brief, general description of a suitable
computing environment 1000 in which the various aspects of
the claimed subject matter can be implemented. While the
description above is in the general context of computer-ex-
ecutable instructions that can run on one or more computers,
those skilled in the art will recognize that the subject matter as
claimed also can be implemented in combination with other
program modules and/or as a combination of hardware and
software.

[0082] Generally, program modules include routines, pro-
grams, components, data structures, etc., that perform par-
ticular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the
inventive methods can be practiced with other computer sys-
tem configurations, including single-processor or multipro-
cessor computer systems, minicomputers, mainframe com-
puters, as well as personal computers, hand-held computing
devices, microprocessor-based or programmable consumer
electronics, and the like, each of which can be operatively
coupled to one or more associated devices.

[0083] Theillustrated aspects of the claimed subject matter
can also be practiced in distributed computing environments
where certain tasks are performed by remote processing
devices that are linked through a communications network. In
a distributed computing environment, program modules can
be located in both local and remote memory storage devices.
[0084] A computer typically includes a variety of com-
puter-readable media. Computer-readable media can be any
available media that can be accessed by the computer and
includes both volatile and non-volatile media, removable and
non-removable media. By way of example, and not limita-
tion, computer-readable media can comprise computer stor-
age media and communication media. Computer storage
media includes both volatile and non-volatile, removable and
non-removable media implemented in any method or tech-
nology for storage of information such as computer-readable
instructions, data structures, program modules or other data.
Computer storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital video disk (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can be accessed by the computer.

[0085] With reference again to FIG. 10, the exemplary
environment 1000 for implementing various aspects includes
a computer 1002, the computer 1002 including a processing
unit 1004, a system memory 1006 and a system bus 1008. The
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system bus 1008 couples system components including, but
not limited to, the system memory 1006 to the processing unit
1004. The processing unit 1004 can be any of various com-
mercially available processors. Dual microprocessors and
other multi-processor architectures can also be employed as
the processing unit 1004.

[0086] The system bus 1008 can be any of several types of
bus structure that can further interconnect to a memory bus
(with or without a memory controller), a peripheral bus, and
a local bus using any of a variety of commercially available
bus architectures. The system memory 1006 includes read-
only memory (ROM) 1010 and random access memory
(RAM) 1012. A basic input/output system (BIOS) is stored in
a non-volatile memory 1010 such as ROM, EPROM,
EEPROM, which BIOS contains the basic routines that help
to transfer information between elements within the com-
puter 1002, such as during start-up. The RAM 1012 can also
include a high-speed RAM such as static RAM for caching
data.

[0087] The computer 1002 further includes an internal hard
disk drive (HDD) 1014 (e.g., EIDE, SATA), which internal
hard disk drive 1014 can also be configured for external use in
a suitable chassis (not shown), a magnetic floppy disk drive
(FDD) 1016, (e.g., to read from or write to a removable
diskette 1018) and an optical disk drive 1020, (e.g., reading a
CD-ROM disk 1022 or, to read from or write to other high
capacity optical media such as the DVD). The hard disk drive
1014, magnetic disk drive 1016 and optical disk drive 1020
can be connected to the system bus 1008 by a hard disk drive
interface 1024, a magnetic disk drive interface 1026 and an
optical drive interface 1028, respectively. The interface 1024
for external drive implementations includes at least one or
both of Universal Serial Bus (USB) and IEEE 1394 interface
technologies. Other external drive connection technologies
are within contemplation of the claimed subject matter.
[0088] The drives and their associated computer-readable
media provide nonvolatile storage of data, data structures,
computer-executable instructions, and so forth. For the com-
puter 1002, the drives and media accommodate the storage of
any data in a suitable digital format. Although the description
of computer-readable media above refers to a HDD, a remov-
able magnetic diskette, and a removable optical media such as
aCD or DVD, it should be appreciated by those skilled in the
art that other types of media which are readable by a com-
puter, such as zip drives, magnetic cassettes, flash memory
cards, cartridges, and the like, can also be used in the exem-
plary operating environment, and further, that any such media
can contain computer-executable instructions for performing
the methods of the disclosed and claimed subject matter.
[0089] A number of program modules can be stored in the
drives and RAM 1012, including an operating system 1030,
one or more application programs 1032, other program mod-
ules 1034 and program data 1036. All or portions of the
operating system, applications, modules, and/or data can also
be cached in the RAM 1012. It is to be appreciated that the
claimed subject matter can be implemented with various
commercially available operating systems or combinations of
operating systems.

[0090] A user can enter commands and information into the
computer 1002 through one or more wired/wireless input
devices, e.g., a keyboard 1038 and a pointing device, such as
a mouse 1040. Other input devices (not shown) can include a
microphone, an IR remote control, a joystick, a game pad, a
stylus pen, touch screen, or the like. These and other input
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devices are often connected to the processing unit 1004
through an input device interface 1042 that is coupled to the
system bus 1008, but can be connected by other interfaces,
such as a parallel port, an IEEE 1394 serial port, a game port,
a USB port, an IR interface, etc.

[0091] A monitor 1044 or other type of display device is
also connected to the system bus 1008 via an interface, such
as a video adapter 1046. In addition to the monitor 1044, a
computer typically includes other peripheral output devices
(not shown), such as speakers, printers, etc.

[0092] The computer 1002 can operate in a networked envi-
ronment using logical connections via wired and/or wireless
communications to one or more remote computers, such as a
remote computer(s) 1048. The remote computer(s) 1048 can
be a workstation, a server computer, a router, a personal
computer, portable computer, microprocessor-based enter-
tainment appliance, a peer device or other common network
node, and typically includes many or all of the elements
described relative to the computer 1002, although, for pur-
poses of brevity, only a memory/storage device 1050 is illus-
trated. The logical connections depicted include wired/wire-
less connectivity to a local area network (LAN) 1052 and/or
larger networks, e.g., a wide area network (WAN) 1054. Such
LAN and WAN networking environments are commonplace
in offices and companies, and facilitate enterprise-wide com-
puter networks, such as intranets, all of which can connect to
a global communications network, e.g., the Internet.

[0093] When used in a LAN networking environment, the
computer 1002 is connected to the local network 1052
through a wired and/or wireless communication network
interface or adapter 1056. The adaptor 1056 can facilitate
wired or wireless communication to the LAN 1052, which
can also include a wireless access point disposed thereon for
communicating with the wireless adaptor 1056.

[0094] When used in a WAN networking environment, the
computer 1002 can include a modem 1058, or is connected to
a communications server on the WAN 1054, or has other
means for establishing communications over the WAN 1054,
such as by way of the Internet. The modem 1058, which can
be internal or external and a wired or wireless device, is
connected to the system bus 1008 via the serial port interface
1042. In a networked environment, program modules
depicted relative to the computer 1002, or portions thereof,
can be stored in the remote memory/storage device 1050. It
will be appreciated that the network connections shown are
exemplary and other means of establishing a communications
link between the computers can be used.

[0095] The computer 1002 is operable to communicate
with any wireless devices or entities operatively disposed in
wireless communication, e.g., a printer, scanner, desktop and/
or portable computer, portable data assistant, communica-
tions satellite, any piece of equipment or location associated
with a wirelessly detectable tag (e.g., a kiosk, news stand,
restroom), and telephone. This includes at least Wi-Fi and
Bluetooth™ wireless technologies. Thus, the communication
can be a predefined structure as with a conventional network
or simply an ad hoc communication between at least two
devices.

[0096] Wi-Fi, or Wireless Fidelity, allows connection to the
Internet from a couch at home, a bed in a hotel room, or a
conference room at work, without wires. Wi-Fi is a wireless
technology similar to that used in a cell phone that enables
such devices, e.g., computers, to send and receive data
indoors and out; anywhere within the range of a base station.
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Wi-Fi networks use radio technologies called IEEE 802.11x
(a, b, g, etc.) to provide secure, reliable, fast wireless connec-
tivity. A Wi-Fi network can be used to connect computers to
each other, to the Internet, and to wired networks (which use
IEEE 802.3 or Ethernet).

[0097] Wi-Fi networks can operate in the unlicensed 2.4
and 5 GHz radio bands. IEEE 802.11 applies to generally to
wireless LANs and provides 1 or 2 Mbps transmission in the
2.4 GHz band using either frequency hopping spread spec-
trum (FHSS) or direct sequence spread spectrum (DSSS).
IEEE 802.11a is an extension to IEEE 802.11 that applies to
wireless LANs and provides up to 54 Mbps in the 5 GHz
band. IEEE 802.11 a uses an orthogonal frequency division
multiplexing (OFDM) encoding scheme rather than FHSS or
DSSS. IEEE 802.11b (also referred to as 802.11 High Rate
DSSS or Wi-Fi) is an extension to 802.11 that applies to
wireless LANs and provides 11 Mbps transmission (with a
fallback to 5.5, 2 and 1 Mbps) in the 2.4 GHz band. IEEE
802.11g applies to wireless LANs and provides 20+ Mbps in
the 2.4 GHz band. Products can contain more than one band
(e.g., dual band), so the networks can provide real-world
performance similar to the basic 10BaseT wired Ethernet
networks used in many offices.

[0098] Referring now to FIG. 11, there is illustrated a sche-
matic block diagram of an exemplary computing environ-
ment 1100 for processing the inference-based query comple-
tion architecture in accordance with another aspect. The
system 1100 includes one or more client(s) 1102. The client
(s) 1102 can be hardware and/or software (e.g., threads, pro-
cesses, computing devices). The client(s) 1102 can house
cookie(s) and/or associated contextual information by
employing the claimed subject matter, for example.

[0099] Thesystem 1100 also includes one or more server(s)
1104. The server(s) 1104 can also be hardware and/or soft-
ware (e.g., threads, processes, computing devices). The serv-
ers 1104 can house threads to perform transformations by
employing the claimed subject matter, for example. One pos-
sible communication between a client 1102 and a server 1104
can be in the form of a data packet adapted to be transmitted
between two or more computer processes. The data packet
can include a cookie and/or associated contextual informa-
tion, for example. The system 1100 includes a communica-
tion framework 1106 (e.g., a global communication network
such as the Internet) that can be employed to facilitate com-
munications between the client(s) 1102 and the server(s)
1104.

[0100] Communications can be facilitated via a wired (in-
cluding optical fiber) and/or wireless technology. The client
(s) 1102 are operatively connected to one or more client data
store(s) 1108 that can be employed to store information local
to the client(s) 1102 (e.g., cookie(s) and/or associated con-
textual information). Similarly, the server(s) 1104 are opera-
tively connected to one or more server data store(s) 1110 that
can be employed to store information local to the servers
1104.

Experimental Results

[0101] For a practical research topic like anti-spam, it is
best to evaluate techniques in a realistic setting. Fortunately,
we have access to the Hotmail Feedback Loop data, which is
collected by polling over 100,000 Hotmail volunteers daily.
In this feedback loop, each user is provided with a special
copy of a message that was addressed to him, and is then
asked to hand-label this message as Good or Spam. The
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original copy of the message might have been deleted, or been
put in the junk folder, or might be in the user’s inbox already:
this is an additional copy. By asking users to label their own
messages, we believe we get judgments that only they can
make, across many languages, and with an up-to-date data
source. Analyzing this data, we find that very roughly 3% of
user labels are errors. In some cases, we can be sure that a
message is labeled in error. Examples include messages
labeled as good that are really virus or phishing messages, or
a message from an amorous young woman that appears to be
specially sent to the recipient, but is in fact sent to many
thousands of people. In other cases, it is extremely difficult to
tell whether a user has made an error or not. We might find for
anidentical message that 20% or 50% or 80% of'users labeled
it as spam, while the others considered it good. Unfortunately,
there is often no way to know whether some of these users
made a mistake or got tricked, or some users were spammed
while others opted in for the same content (e.g. a newsletter).

[0102] For the experiments in this discussion, the training
data are messages received between Jul. 1, 2005 and Nov. 30,
2005. We randomly picked 5,000 messages from each day
and the total number of messages for training is 765,000.
Similarly, the testing data is taken randomly from messages
received between Dec. 1, 2005 and Dec. 15, 2005. 10,000
messages were drawn from each day, which constructs a
collection of 150,000 testing messages. From each message,
we extracted features consisting of subject keywords and
body keywords that occurred at least three times in the train-
ing set. This is a subset of the usual features we use, which
also includes many proprietary features; we used this subset
in the experimental results describe here to make it easier to
replicate our results; results trained with our full feature set
show similar improvements.

[0103] Note that the results reported here are quite a bit
worse than our true performance in commercial applications
for a number of reasons. First, the machine learning system
we describe here is only one component of a larger system
that also uses other techniques, such as IP blocklists, IP safe-
lists like Bonded Sender', user supplied safelists, etc. Second,
in order to make the experiments more replicable, we chose to
use a subset of our full feature set, only subject and body
features, rather than including other proprietary features.
Third, in order to simplify the experiments, we used some-
what less training data—765,000 messages—than we use
commercially, although this is still almost an order of mag-
nitude larger than any publicly available spam collection.
Fourth, most “errors™ at a false positive rate of 3% or below
turn out not to be spam filter errors, but instead are labeling
errors. As mentioned above, we find that users typically make
approximately 3% labeling errors, so most “false positives™ at
a 3% error rate or below are not errors at all. Real errors that
we do find at low false positive rates are only very rarely
personal mail from one user to another; more typically they
are legitimate advertisements that users may be just as happy
to have in their junk folder. The false positive rates in the
results below may seem surprisingly high, but the regions
displayed in the charts below do correspond to real regions of
interest for this particular component of the larger system,
especially at the “junk folder” threshold—that is, for mes-
sages that are put into a junk folder, rather than deleted out-
right. Of course, when combined with other techniques,
including user-supplied safelists and global IP safelists, and
with our full training set and features, actual false positive
rates are substantially lower.
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[0104] We evaluated our methods with two different learn-
ers—Ilogistic regression and Naive Bayes. For each of the
learning algorithms, we tested four cases: original, which
uses just the baseline learning algorithm; utility, which
weights negative examples (good mail) as 10 times more
important than the positive examples (spam); 2-stage, where
the threshold is picked at roughly the 0.2 false positive rate;
and utility and 2-stage, which is the method that combines
both utility and 2-stage methods. The performance in ROC
curves is shown in FIG. 12 and FIG. 13, where each point of
a given curve corresponds to a different threshold value.

[0105] As can be seen in the figures, both the utility and
2-stage methods are consistently better than the original
approach for this data set. Also shown in FIG. 12, the utility
method and the 2-stage method perform fairly closely, and
indeed cross. The utility method is slightly better for higher
false positive rates, while the 2-stage method is better at the
lowest false positive rates. Their false negative reduction rates
compared to the original curve are about 18%. The combined
approach works better than either method separately: its false
negative reduction rate is a little more than 20% and its
performance roughly matches the 2-stage method when the
false positive rate is below 0.06.

[0106] Results are similar for Naive Bayes, although the
improvements are even larger. As shown in FIG. 13, when
using Naive Bayes, the 2-stage method is consistently more
effective than the utility method. Compared to the original
curve, the relative false negative rate reduction for the 2-stage
method is about 25% in this ROC region, while the utility
method has roughly a 10% false negative reduction rate. The
effect of combining these two approaches is in general better
than each individual approach. When applied on Naive
Bayes, the combined reduction rate can be as high as 40%
relative compared to the original curve in some regions. How-
ever, when the false positive rate is lower than 0.06, the
advantages of combination vanish, and the 2-stage method
alone is better.

[0107] Itisalso interesting to compare FIG. 12 and FIG. 13.
Here, we see that unsurprisingly, filters trained based on
logistic regression are substantially better than those trained
on Naive Bayes. However, the performance gap shrinks after
the two-stage and utility methods are applied. Depending on
which false positive rate point we pick, the combined
approach on Naive Bayes can be competitive with the com-
bined approach on logistic regression, and can outperform the
original logistic regression learner.

[0108] In the two-stage approach, the two classifiers are
trained using the same feature set but with different examples.
It is therefore interesting to see how the same features are
treated differently by these two classifiers. In particular, we
would like to find features that change weight substantially
from the first stage to the second stage, to understand better
why the 2-stage approach helps.

[0109] We examined the weights of the first-stage and the
second-stage classifiers learned with 2-stage logistic regres-
sion, and found that some features are treated very differently.
For example, words like unsubscribe and click are considered
more indicative of spam by the first-stage classifier. One
possible reason might be that both spam messages and com-
mercial newsletters often contain these words. A message
without these words seems more like a legitimate message.
However, to the second-stage classifier, these words may not
be as informative as in the first-stage. Other features that are
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more helpful to distinguish spam and spam-like good mail
will have higher weights in the second stage.

[0110] What has been described above includes examples
of the disclosed and claimed subject matter. It is, of course,
not possible to describe every conceivable combination of
components and/or methodologies, but one of ordinary skill
in the art may recognize that many further combinations and
permutations are possible. Accordingly, the claimed subject
matter is intended to embrace all such alterations, modifica-
tions and variations that fall within the spirit and scope of the
appended claims. Furthermore, to the extent that the term
“includes” is used in either the detailed description or the
claims, such term is intended to be inclusive in a manner
similar to the term “comprising” as “comprising” is inter-
preted when employed as a transitional word in a claim.

What is claimed is:

1. A method for classification of data using a multi-stage
stage classifier comprising:

training a first stage classifier of the multi-stage classifier

with an entire set of training data

classifying each of instance of training data in the set of

training by employing the first stage classifier;

adding each instance of the training data that has been

classified by the first stage classifier to have a classifi-
cation value within a predefined threshold range into a
set of second stage training data; and

training a second stage classifier of the multi-stage classi-

fier with the entire set of second stage training data.
storing the multi-stage classifier on a computer readable
storage medium.

2. The method of claim 1, wherein adding each instance of
the training data that has been classified by the first stage
classifier to have a classification value above a predefined
threshold into a set of second stage training data comprises:

splitting the set of training data into disjoint subsets of

training data;

adding instances of training data to a set of second stage

training data by iteratively performing the following acts

on each subset of training data:

training a subset classifier associated with a subset of
training data by using all of the instances of training
data except the instances of training data within the
subset of training data;

applying the subset classifier on the subset of training
data;

adding each instance of data from the subset of training
data that has been classified with a classification value
within a predefined threshold range by the subset
classifier to a set of second stage training data;

3. The method of claim 2, wherein the classification value
is a probability.

4. The method of claim 1, wherein the features of the
training data used by the first stage classifier for classification
and the features of the training data used by second stage
classifier for classification are identical.

5. The method of claim 1, wherein the threshold is defined
based on a desired false positive rate or a desired false nega-
tive rate.

6. The method of claim 1, wherein instances of training
data are duplicated according to defined utility values asso-
ciated with each instance.

7. The method of claim 1, wherein at least one of the first
stage classifier or second stage classifier is modified accord-
ing to defined utility values.
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8. The method of claim 1, classifying an instance of unclas-
sified data by employing the multi-stage classifier by:

producing a classification value for the instance of unclas-
sified data by employing the first stage classifier;

outputting the classification value produced by the first
stage classifier if the classification value produced by the
first stage classifier is below a predefined threshold; and

producing a classification value for the instance of unclas-
sified data by employing the second stage classifier and
outputting the classification value produced by the sec-
ond stage classifier if the classification value produced
by the first stage classifier is not below the predefined
threshold.

9. The method of claim 1, wherein the set of training data
comprises a plurality of e-mail, each e-mail is labeled as spam
or non-spam.

10. The method of claim 1, wherein the set of training data
comprises at least one of fraud detection data, intrusion detec-
tion data, patient diagnostic data, biometric data, incoming
phone call data, audio data, video data, document data, web
page data, pop-up window data, or image data.

11. The method of claim 1, wherein there are more than two
classes and a threshold range is defined for each class.

12. A system for classification of classification of data,
comprising:

a set of training data containing a plurality of instances of

training data;

a multi-stage classifier component that has at least a first
stage classifier and second stage classifier, wherein cross
validation of the training data with respect to a pre-
defined threshold is employed by the multi-stage classi-
fier component to produce a set of second stage training
data.

13. The system of claim 12, wherein the first stage classifier
is trained using the entire set of training data and the second
stage classifier is trained using the entire set of second stage
training data.
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14. The system of claim 12, wherein the multi-stage clas-
sifier component is trained with utility.

15. The system of claim 12, wherein the set of training data
comprises at least one of fraud detection data, intrusion detec-
tion data, medical diagnostic data, biometric data, incoming
phone call data, audio data, video data, document data, web
page data, pop-up window data, or image data.

16. The system of claim 12, further comprising an instance
of unclassified data that is classified by the multi-stage clas-
sifier component, wherein the multi-stage classifier compo-
nent outputs classification value from the first stage classifi-
er’s classification of the instance of data if the classification
value is below the threshold, otherwise the multi-stage clas-
sifier component outputs the classification value from the
second stage classifiers classification of the instance of data.

17. The system of claim 12, wherein the threshold is
defined based on a desired false positive rate or a desired false
negative rate.

18. A system for classification of classification of data,
comprising:

one or more instances of data;

a multi-stage classifier component that has at least a first
stage classifier and a second stage classifier, wherein the
multi-stage classifier classifies at least one of the one or
more instances of data by outputting the classification
value from the first stage classifier’s classification of the
at least one instance of data if the classification value is
within a threshold range, otherwise the multi-stage clas-
sifier component outputs the classification value from
the second stage classifiers classification of the at least
one instance of data.

19. The system of claim 18, wherein the features employed
for classification by the first stage classifier and the second
stage classifier are identical.

20. The system ofclaim 18, wherein the at least one or more
instances of data comprise at least one of fraud detection data,
intrusion detection data, or email labeled as spam or not spam.

E S L T
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