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I, Dr. Markus Jakobsson, declare the following:
L. INTRODUCTION

I. I have been retained by counsel for Petitioner as a technical expert in
the above-captioned case. Specifically, I have been asked to render certain opinions
in regard to the IPR petition with respect to U.S. Patent No. 11,409,869 (the “’869
Patent”) (Ex. 1001). I understand that the Challenged Claims are claims 1-59 and
my opinions are limited to those claims. My compensation in this matter is not based
on the substance of my opinions or the outcome of this matter. I have no financial
interest in Petitioner.

A. Materials Reviewed

2. In reaching my opinions in this matter, I have reviewed the following
materials:

e Exhibit 1001 — U.S. Patent No. 11,409,869 (“’869 Patent”)
e Exhibit 1002 — File History of U.S. Patent No. 11,409,869 (“’869 FH”)
e Exhibit 1004 — U.S. Patent No. 2012/0317644 to Kumar et al. (“Kumar”)

e Exhibit 1005 — Mal-ID: Automatic Malware Detection Using Common
Segment Analysis and Meta-Features by Gil Tahan et al. (“Tahan™)

e [Exhibit 1006 — File History of U.S. Patent No. 10,599,844 (“’844 FH”)

e Exhibit 1007 — 22-cv-00243, Dkt. 304, Plaintiffs’ Responsive Claim
Construction Brief (“Responsive Markman Brief, Dkt. 304°)

e Exhibit 1008 — Declaration of June Ann Munford (“Munford Dec.”)
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Exhibit 1009 — 22-cv-00243, Dkt. 98, Plaintiffs’ Responsive Claim
Construction Brief (“Responsive Markman Brief, Dkt. 98”)

Exhibit 1010 — 22-cv-00243, Dkt. 236 Claim Construction Order
(“Markman Order”)

Exhibit 1015 — Declaration of Dr. Ingrid Hsieg Yee (“Dr. Yee Dec.”)

Exhibit 1016 — U.S. Patent Application No. 2013/0326625 to Anderson et
al. (“Anderson”)

Exhibit 1017 — U.S. Patent No. 8,266,698 (“Seshardi”)
Exhibit 1018 — U.S. Patent No. 9,489,514 to Mankin et al. (“Mankin”)

Exhibit 1019 — Intrusion Detection Using The Support Vector Machine
Enhanced With A Feature--Weight Kernel by Songlun Zhao et al. (“Zhao™)

Exhibit 1020 — Intrusion Detection Using Neural Networks and Support
Vector Machines by Srinivas Mukkamala et al. (“Mukkamala”)

Exhibit 1021 — Classification of Malicious Domain Names using Support
Vector Machine and Bi-gram Method by Nhauo Davuth et al. (“Davuth”)

Exhibit 1022 — Malware behavioral detection and vaccine development by
using a support vector model classifier by Ping Wang et al. (“Wang”)

Exhibit 1023 — FIRMA: Malware Clustering and Network Signature
Generation with Mixed Network Behaviors by M. Zubair Rafique
(“FIRMA”)

Exhibit 1024 — U.S. Patent Publication No. 2008/0319932 to Wen-tau Yih
et al. (“Yih™)

Exhibit 1025 — Comparative Analysis of Combinations of Dimension
Reduction and Data Mining Techniques for Malware Detection, by
Proceso L. Fernandez Jr. et al. (“Fernandez”)

Exhibit 1026 — U.S. Patent No. 8,418,249 to Nucci et al. (“Nucci”)

Exhibit 1027 — U.S. Patent No. 8,161,548 to Wan (“Wan”)
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e Exhibit 1028 — U.S. Patent No. 8,875,289 B2 to Mahaffey et al.
(“Mahaffey™)

e Exhibit 1029 — U.S. Patent No. 9,349,103 to Eberhardt, III et al.
(“Eberhardt”)

e Exhibit 1030 — U.S. Patent No. 9,043,894 to Dennison et al. (“Dennison’)
e Exhibit 1031 — U.S. Patent No. 9,306,971 to Altman et al. (“A/tman”)

e Exhibit 1032 — U.S. Patent Publication No. 2007/0245520 to Yong et al.
(“ Yong’ﬂ)

e [Exhibit 1033 — U.S. Patent No. 9,721,212 to Gupta et al. (“Gupta™)
e Exhibit 1034 — U.S. Patent No. 9,324,034 to Gupta et al. (“Gupta II”)
e Exhibit 1035 — U.S. Patent No. 10,783,254 to Sharma et al. (“Sharma’)

e Exhibit 1036 — “Ensemble Methods for Malware Diagnosis Based on One-
class SVMs” by Xing An (“Xing”)

e Exhibit 1037 — U.S. Patent No. 9,306,966 to Eskin et al. (“Eskin”)

B. Background and Qualifications

3. I have summarized in this section my educational background, career
history, and other qualifications relevant to this matter. [ have also included a current
version of my curriculum vitae, which is attached as Appendix A.

4. I received a Master of Science degree in Computer Engineering from
the Lund Institute of Technology in Sweden in 1993, a Master of Science degree in
Computer Science from the University of California at San Diego in 1994, and a
Ph.D. in Computer Science from the University of California at San Diego in 1997,

specializing in Cryptography. During and after my Ph.D. studies, I was also a
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researcher at the San Diego Supercomputer Center and General Atomics, where I
did research on authentication, privacy, and security. Much of my work was on
distributed protocols to enable security and privacy, and my Ph.D. thesis described
a distributed electronic payment system. Whereas the term “cloud computing” had
not been popularized at this point, many of the principles I studied later became
critical aspects of cloud computing and virtualization.

5. Since earning my doctorate degree over twenty-four years ago, I have
been an employee, entrepreneur, and consultant in the computer systems, security,
and cloud computing industry. I have worked extensively with technologies related
to computer security, mobile security, malware detection, quantitative and
qualitative fraud analysis, and disruptive security. I have worked as an engineer or
technical advisor at a number of leading companies in the computer industry,
including PayPal, Qualcomm, Bell Labs, and LifeLock. I have also taught and
performed research at several prestigious universities, including New York
University (NYU) and Indiana University (IU). Further, I have been materially
involved in designing, developing, testing, and assessing technologies for computer
and network security, digital rights management, trust establishment, randomness,
cryptography, socio-technical fraud, malware detection, detection of malicious

emails, user interfaces, authentication, and fraud detection for over twenty years.

IPR2023-01053
CrowdStrike EX1003 Page 7



IPR2023-01053
U.S. Patent 11,409,869

6. From 1997 to 2001, I was a Member of Technical Staff at Bell Labs,
where I did research on authentication, privacy, multi-party computation, contract
exchange, digital commerce including crypto payments, and fraud detection and
prevention. Example publications of mine from this time period include “Secure
distributed computation in cryptographic applications” (U.S. Patent No. 6,950,937,
2001 priority date) and “Secure server-aided signature generation” (International
Workshop on Public Key Cryptography PKC 2001: Public Key Cryptography 383-
401), both of which relate to virtualization. At the end of my tenure at Bell Labs, I
had started to research identity theft, years before the banking industry became
aware of the existence of phishing attacks.

7. From 2001 to 2004, I was a Principal Research Scientist at RSA Labs,
where [ worked on predicting future fraud scenarios in commerce and authentication
and developed solutions to those problems. Much of my work related to the
development of anti-fraud mechanisms, addressing authentication abuse and identity
theft. During that time, I predicted the rise of what later became known as phishing.
I also laid the groundwork for what I termed “proof of work,” and described how
this could be applied in the context of distributed computations such as mining of
crypto payments; this work later came to influence the development of BitCoin. I

was also an Adjunct Associate Professor in the Computer Science department at
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New York University from 2002 to 2004, where 1 taught cryptographic protocols,
with an emphasis on authentication.

8. From 2004 to 2016, I held a faculty position at Indiana University at
Bloomington, first as an Associate Professor of Computer Science, Associate
Professor of Informatics, Associate Professor of Cognitive Science, and Associate
Director of the Center for Applied Cybersecurity Research (CACR) from 2004 to
2008; and then as an Adjunct Associate Professor from 2008 to 2016. I was the most
senior security researcher at Indiana University, where I built a research group
focused on online fraud and countermeasures, resulting in over 50 publications and
two books. One of these books, “Crimeware: Understanding New Attacks and
Defenses” (Wiley, 2008), described man-in-the-middle attacks, online abuse in
general, and countermeasures to attacks and abuses of these types.

9. While a professor at Indiana University, | was also employed by Xerox
PARC, PayPal, and Qualcomm to provide thought leadership to their security
groups. | was a Principal Scientist at Xerox PARC from 2008 to 2010, a Director
and Principal Scientist of Consumer Security at PayPal from 2010 to 2013, a Senior
Director at Qualcomm from 2013 to 2015, Chief Scientist at Agari from 2016 to
2018, and Chief of Security and Data Analytics at Amber Solutions from 2018 to

2020.

IPR2023-01053
CrowdStrike EX1003 Page 9



IPR2023-01053
U.S. Patent 11,409,869

10.  Agari is a cybersecurity company that develops and commercializes
technology to protect enterprises, their partners and customers from advanced email
phishing attacks. At Agari, my research studied and addressed trends in online fraud,
especially as related to email, including problems such as Business Email
Compromise, Ransomware, and other abuses based on social engineering and
identity deception. My work primarily involved identifying trends in fraud and
computing before they affected the market, and developing and testing
countermeasures, including technological countermeasures, user interaction and
education. Example publications include “Detecting computer security risk based on
previously observed communications” (U.S. Patent No. 10,715,543 B2, 2016
priority date) and “Using message context to evaluate security of requested data”
(U.S. Patent No. 10,805,314 B2, 2017 priority date).

11. In 2020, after leaving Agari, I was the Chief of Security and Data
Analytics at Amber Solutions, an [oT startup in the San Francisco Bay Area. Amber
Solutions is a cybersecurity company that develops home and office automation
technologies. At Amber Solutions, my research addressed privacy, user interfaces
and authentication techniques in the context of ubiquitous and wearable computing.
My work often related to authentication and cloud computing, as exemplified in
“Configuration and management of smart nodes with limited user interfaces” (U.S.

Patent No. 10,887,447).
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12.  Ileft Amber Solutions to take the role of Chief Scientist at ByteDance
in 2019, where 1 guided the security research both for ByteDance and TikTok until
I left to co-found Artema Labs, where I am the Chief Scientist. My work at
ByteDance involved identifying new threats, developing new solutions, and guiding
research in areas relating to cryptography and Internet security.

13. I am also the Chief Technology Officer at ZapFraud, a cybersecurity
company that develops techniques to detect deceptive emails, such as Business
Email Compromise (“BEC”) emails. At ZapFraud, my research studies and
addresses computer abuse, including social engineering, malware and privacy
intrusions, and has also involved studying security aspects related to cloud
computing. My work primarily involves identifying risks, developing protocols and
user experiences, and evaluating the security of proposed approaches. Using virtual
machines is an important tool for security researchers, as it allows them to study the
impact of a given executable, website, or other context on a computational
environment. My students, direct reports and I have often relied on this approach in
the context of interacting with online criminals, their websites and emails they send,
as virtual machines enable us to identify their motives and report them to the
authorities without making us easy for them to track or identify. Doing this is

important to identify new and trending attacks.
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14. I also work as an independent security researcher and consultant in the
fields of computer/mobile security, fraud detection/prevention, digital rights
management, malware, phishing, crimeware, mobile malware, and cryptographic
protocols. In addition, I am a visiting research fellow of the Anti-Phishing Working
Group, an international consortium focused on unifying the global response to
cybercrime in the public and private sectors.

15. I have also served on the advisory board of several companies,
including Metaforic, a company that developed technology for watermarking
software and provided security software with a built-in framework that resists
attacks from malware, bots, hackers and other attempts. Metaforic was acquired by
Inside Secure in 2014.

16. I have founded or co-founded several successful computer security
companies. In 2005 I co-founded RavenWhite Security, a provider of authentication
solutions, and I am currently its Chief Technical Officer. RavenWhite owns
intellectual property related to authentication, such as “Performing authentication”
(U.S. Patent No. 10,079,823 2007 priority date). In 2007 I co-founded Extricatus,
one of the first companies to address consumer security education. In 2009 I founded
FatSkunk, a provider of mobile malware detection software; I served as Chief
Technical Officer of FatSkunk from 2009 to 2013, when FatSkunk was acquired by

Qualcomm, and I became a Qualcomm employee. FatSkunk developed anti-virus
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technology. In 2013 I founded ZapFraud—the same company described above,
where [ currently serve as Chief Technical Officer. In 2014 1 co-founded
RightQuestion, a security consulting company.

17. 1 have additionally served as a member of the fraud advisory board at
LifeLock (an identity theft protection company); a member of the technical advisory
board at CellFony (a mobile security company); a member of the technical advisory
board at PopGiro (a user reputation company); a member of the technical advisory
board at MobiSocial dba Omlet (a social networking company); and a member of
the technical advisory board at Stealth Security (an anti-fraud company). I have
provided anti-fraud consulting to KommuneData (a Danish government entity), J.P.
Morgan Chase, PayPal, Boku, and Western Union.

18. I have authored seven books and over 100 peer-reviewed publications
and have been a named inventor on over 200 patents and patent applications. A large
number of these relate to Internet security, authentication, malware, spoofing and
related topics.

19. Examples of textbooks I have authored or co-authored on the topic of

Internet security include:

e “Crimeware: Understanding New Attacks and Defenses” (Symantec Press,
2008)

e “Phishing and Countermeasures: Understanding the Increasing Problem of
Electronic Identity Theft” (Wiley, 2006);
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e “The Death of the Internet” (Wiley, 2012);
e “Understanding Social Engineering Based Scams” (Springer 2016);

e “Towards Trustworthy Elections: New Directions in Electronic Voting”
(Springer, 2010).

20. Books translated to Chinese and Korean have separate titles and years
of release.

21. I have authored numerous publications regarding Internet security,
including Internet security as it pertains to web browsers. Relevant examples
include:

o “Web Camouflage: Protecting Your Clients from Browser-Sniffing Attacks,”

5 IEEE Security & Privacy (Nov. 2007)

e “Invasive Browser Sniffing and Countermeasures,” Conference: 15th

International Conference on World Wide Web (May 2006)

e “Remote Harm-Diagnostics”, (PDF) Privacy-preserving history mining for
web browsers (researchgate.net)

e “Privacy-Preserving History Mining for Web Browsers”, (PDF) Privacy-
preserving history mining for web browsers (researchgate.net)

e “Server-Side Detection of Malware Infection”, NSPW Proceedings on New

Security Paradigms Workshop (2009), Server-side detection of malware
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infection | Proceedings of the 2009 workshop on New Security Paradigms

Workshop (acm.org)

22. Related patent publications include U.S. Patent Nos. 10,498,735,
9,203,835, 8,578,174. These patents were assigned to PayPal, Inc. and Palo Alto
Research Center Incorporated arising out of my employment.

23. My opinions are based on my years of education, research, and
experience, as well as my study of relevant materials. In forming my opinions, I have
also considered the materials identified in this declaration and in the Petition.

24.  In sum, I have extensive experience both as a developer and a
researcher relating to system monitoring, software security, attack detection, and
network security.

II. LEGAL FRAMEWORK

25. 1 am a technical expert and do not offer any legal opinions. However,
counsel has informed me as to certain legal principles regarding patentability and
related matters under United States patent law, which I have applied in performing
my analysis and arriving at my technical opinions in this matter.

26. Ihave been informed that claim terms are to be given the meaning they
would have to a person having ordinary skill in the art at the time of the invention,
taking into consideration the patent, its file history, and, secondarily, any applicable

extrinsic evidence (e.g., dictionary definitions).
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27. 1have also been informed that the implicit or inherent disclosures of a
prior art reference may anticipate the claimed invention. Specifically, if a person
having ordinary skill in the art at the time of the invention would have known that
the claimed subject matter is necessarily present in a prior art reference, then the
prior art reference may “anticipate” the claim. Therefore, a claim is “anticipated” by
the prior art if each and every limitation of the claim is found, either expressly or
inherently, in a single item of prior art.

28. I have also been informed that a person cannot obtain a patent on an
invention if the differences between the invention and the prior art are such that the
subject matter as a whole would have been obvious at the time the invention was
made to a person having ordinary skill in the art. I have been informed that a
conclusion of obviousness may be founded upon more than a single item of prior art.
I have been further informed that obviousness is determined by evaluating the
following factors: (1) the scope and content of the prior art, (2) the differences
between the prior art and the claim at issue, (3) the level of ordinary skill in the
pertinent art, and (4) secondary considerations of non-obviousness. In addition, the
obviousness inquiry should not be done in hindsight. Instead, the obviousness
inquiry should be done through the eyes of a person having ordinary skill in the

relevant art at the time the patent was filed.
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29. Inconsidering whether certain prior art renders a particular patent claim
obvious, counsel has informed me that I can consider the scope and content of the
prior art, including the fact that one of skill in the art would regularly look to the
disclosures in patents, trade publications, journal articles, industry standards,
product literature and documentation, texts describing competitive technologies,
requests for comment published by standard setting organizations, and materials
from industry conferences, as examples. | have been informed that for a prior art
reference to be proper for use in an obviousness analysis, the reference must be
“analogous art” to the claimed invention. I have been informed that a reference is
analogous art to the claimed invention if: (1) the reference is from the same field of
endeavor as the claimed invention (even if it addresses a different problem); or (2)
the reference is reasonably pertinent to the problem faced by the inventor (even if it
1s not in the same field of endeavor as the claimed invention). In order for a reference
to be “reasonably pertinent” to the problem, it must logically have commended itself
to an inventor's attention in considering his problem. In determining whether a
reference is reasonably pertinent, one should consider the problem faced by the
inventor, as reflected either explicitly or implicitly, in the specification. I believe that
all of the references that my opinions in this IPR are based upon are well within the
range of references a person having ordinary skill in the art would consult to address

the type of problems described in the Challenged Claims.
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30. I have been informed that, in order to establish that a claimed invention
was obvious based on a combination of prior art elements, a clear articulation of the
reason(s) why a claimed invention would have been obvious must be provided.
Specifically, I am informed that a combination of multiple items of prior art renders
a patent claim obvious when there was an apparent reason for one of ordinary skill
in the art, at the time of the invention, to combine the prior art, which can include,
but is not limited to, any of the following rationales: (A) combining prior art methods
according to known methods to yield predictable results; (B) substituting one known
element for another to obtain predictable results; (C) using a known technique to
improve a similar device in the same way; (D) applying a known technique to a
known device ready for improvement to yield predictable results; (E) trying a finite
number of identified, predictable potential solutions, with a reasonable expectation
of success; (F) identifying that known work in one field of endeavor may prompt
variations of it for use in either the same field or a different one based on design
incentives or other market forces if the variations are predictable to one of ordinary
skill in the art; or (G) identifying an explicit teaching, suggestion, or motivation in
the prior art that would have led one of ordinary skill to modify the prior art reference
or to combine the prior art references to arrive at the claimed invention.

31. I am informed that the existence of an explicit teaching, suggestion, or

motivation to combine known elements of the prior art is a sufficient, but not a
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necessary, condition to a finding of obviousness. This so-called “teaching
suggestion-motivation” test is not the exclusive test and is not to be applied rigidly
in an obviousness analysis. In determining whether the subject matter of a patent
claim is obvious, neither the particular motivation nor the avowed purpose of the
patentee controls. Instead, the important consideration is the objective reach of the
claim. In other words, if the claim extends to what is obvious, then the claim is
invalid. I am further informed that the obviousness analysis often necessitates
consideration of the interrelated teachings of multiple patents, the effects of demands
known to the technological community or present in the marketplace, and the
background knowledge possessed by a person having ordinary skill in the art. All of
these issues may be considered to determine whether there was an apparent reason
to combine the known elements in the fashion claimed by the patent.

32. lalsoam informed that in conducting an obviousness analysis, a precise
teaching directed to the specific subject matter of the challenged claim need not be
sought out because it is appropriate to take account of the inferences and creative
steps that a person of ordinary skill in the art would employ. The prior art considered
can be directed to any need or problem known in the field of endeavor at the time of
invention and can provide a reason for combining the elements of the prior art in the
manner claimed. In other words, the prior art need not be directed towards solving

the same specific problem as the problem addressed by the patent. Further, the
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individual prior art references themselves need not all be directed towards solving
the same problem. I am informed that common sense is important and should be
considered. Common sense teaches that familiar items may have obvious uses
beyond their primary purposes.

33. I also am informed that the fact that a particular combination of prior
art elements was “obvious to try” may indicate that the combination was obvious
even if no one attempted the combination. If the combination was obvious to try
(regardless of whether it was actually tried) or leads to anticipated success, then it is
likely the result of ordinary skill and common sense rather than innovation. I am
further informed that in many fields it may be that there is little discussion of obvious
techniques or combinations, and it often may be the case that market demand, rather
than scientific literature or knowledge, will drive the design of an invention. I am
informed that an invention that is a combination of prior art must do more than yield
predictable results to be non-obvious.

34. I am informed that for a patent claim to be obvious, the claim must be
obvious to a person of ordinary skill in the art at the time of the invention. I am
informed that the factors to consider in determining the level of ordinary skill in the
art include (1) the educational level and experience of people working in the field at

the time the invention was made, (2) the types of problems faced in the art and the
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solutions found to those problems, and (3) the sophistication of the technology in the
field.

35. I am informed that it is improper to combine references where the
references teach away from their combination. I am informed that a reference may
be said to teach away when a person of ordinary skill in the relevant art, upon reading
the reference, would be discouraged from following the path set out in the reference,
or would be led in a direction divergent from the path that was taken by the patent
applicant. In general, a reference will teach away if it suggests that the line of
development flowing from the reference’s disclosure is unlikely to be productive of
the result sought by the patentee. I am informed that a reference teaches away, for
example, if (1) the combination would produce a seemingly inoperative device, or
(2) the references leave the impression that the product would not have the property
sought by the patentee. I also am informed, however, that a reference does not teach
away if it merely expresses a general preference for an alternative invention but does
not criticize, discredit, or otherwise discourage investigation into the invention
claimed.

36. I am informed that the final determination of obviousness must also
consider “secondary considerations” if presented. In most instances, the patentee
raises these secondary considerations of non-obviousness. In that context, the

patentee argues an invention would not have been obvious in view of these

IPR2023-01053
CrowdStrike EX1003 Page 21



IPR2023-01053
U.S. Patent 11,409,869

considerations, which include: (a) commercial success of a product due to the merits
of the claimed invention; (b) a long-felt, but unsatisfied need for the invention; (c)
failure of others to find the solution provided by the claimed invention; (d) deliberate
copying of the invention by others; (¢) unexpected results achieved by the invention;
(f) praise of the invention by others skilled in the art; (g) lack of independent
simultaneous invention within a comparatively short space of time; (h) teaching
away from the invention in the prior art.

37. 1 am further informed that secondary considerations evidence is only
relevant if the offering party establishes a connection, or nexus, between the
evidence and the claimed invention. The nexus cannot be based on prior art features.
The establishment of a nexus is a question of fact. While I understand that the Patent
Owner here has not offered any secondary considerations at this time, I will
supplement my opinions if the Patent Owner raises secondary considerations during
this proceeding.

III. OPINION

A. Overview of the 869 Patent

38.  The ’869 Patent relates generally to threat detection of executable files.
’869 Patent (Ex. 1001), 1:31-45, 2:23-36. Specifically, the 869 Patent describes an
analysis of an executable file that involves extracting static data points, such as file

size, file name, file version, etc., and using a classifier to analyze this extracted static
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data. For example, the 869 Patent explains that its threat detection analysis analyzes
threats by “evaluating static data points extracted from an executable file” and uses
a “trained classification system” to analyze this data. /d., 2:36-53. The 869 Patent

provides an exemplary system, as shown below, for accomplishing these analyses:

FIG. 1

1d., Fig. 1.

39. The ’869 Patent describes several exemplary embodiments, one
including where this system analyzes a portable executable (PE) file for threats. /d.,
3:46-54. 1 note that this system is not limited to PE files, such that the 869 Patent
provides that its exemplary system can analyze “any file or program that executes a
task according to an encoded instruction.” Id. To analyze threats, knowledge

component 102 “collect[s] data for use in building, training and/or re-training a
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learning classifier to evaluate executable files.” Id., 3:54-60, 4:29-44. This includes

collecting any number of static data points. /d., 5:62-6:44. Some example static data

points are shown below in Table 1.1:

TABLE 1.1

Numeric values

Nominal values

Strings/Byte sequences

Boolean values

File size

linker version

code size

OS version

image version
subsystem version
file version number

size of heapr
size of stackr
size of image
PE header time
Section Entropy
Sections count

product version number

initialize
Un-initialize
entry point
subsystem

file subtype
language

file flags masks
file flags

file OS

file type
machine type
PE type
section counts
DLL count
DLL functions
data directory
export count
Earliest Data Byte
resources

Comments
Company name
file description
internal name
legal copyright
original file
private build
product name
special build
product version
file version
package code
product code
export DLL name
assembly version
Certificate Issuer
Certificate Subject
Imports

Exports

Address Of Entry Point Anomaly
Image Base Anomaly

Section Alignment Anomaly

Size Of Code Mismatch Anomaly
Low Import Count Anomaly
Entry Point Anomaly

cerfificate Validity

Certificate Exception

Code Characteristics Anomaly
Code Name Anomaly

Count Anomaly

Data Characteristics Anomaly
Data Name Anomaly

Export Exception

Large Number of DLLs Anomaly
flag DLL Name Anomaly
Number of Functions Anomaly
Function Name Anomaly

PE Header Anomaly

High Section Count Anomaly
PE Magic Validity

Resource Exception

VR Code Ratio Anomaly
Import Exception

Section Names
Non-resource section strings

resources language
resource Encoding

resource code page
resource size

DLL characteristics

Id., Table 1.1.
40.  Then, learning classifier component 104, which is trained with known

(9

threat, benign, and unwanted data, evaluates the executable file “using the
information provided by the knowledge component 102” through “programming
operations or machine learning processing.” Id., 7:26-34, 8:4-7. The learning
classifier can also “adaptively set features...based on the static data points” and
“controllably select (e.g., turn on/off) features for evaluation.” Id., 7:43-48. For
example, “[1]n one instance where a static data point extracted for evaluation is a file
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size (e.g., numeric value), the learning classifier may turn on/off features for
evaluation based on whether [] the file size of the file is within a certain range.” /d.,
7:48-52.

41. Additionally, the 869 Patent explains that to make the static data points
suitable for the above processing operations, learning classifier 104 processes this
data. Id., 8:8-10. As part of this processing, “string sequence data as well as byte
sequence data may be parsed and processed as n-grams” such that “the unique n-
grams string and/or byte sequences are then used as input to a generated feature
vector.” Id., 8:16-23. I note that in the Challenged Claims, this feature vector is
“input to a support vector machine (SVM)” or a “machine learning model” for
categorization. Id., 9:27-35. Finally, threat detection component 106 evaluates the
results of the learning classifier and makes a “determination as to whether the
executable file is malicious, benign or a potentially unwanted file/application.” Id.,

9:55-59. An exemplary threat detection method is shown below in Figure 3:
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1d., Fig. 3.

B. Overview of the Relevant File Histories

42. 1 understand that the application which issued as the 869 Patent—
Application No. 16/791,649 (the “’649 Appl.”)—was filed on February 14, 2020,
and claims priority to an application filed on May 12, 2015. I apply this May 12,
2015, date for the purposes of my opinions herein only as the priority date for the
Challenged Claims.

43.  Tunderstand the *649 Appl. which issued as the 869 Patent is a “child”
continuation of U.S. Patent No. 10,599,844 (referred to herein as the “parent”). |
have been informed that this means the 869 Patent shares the same specification as

the ’844 Patent.
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1. Overview of the ‘844 Parent Patent’s File History

44.  The claims of the 844 Patent were rejected several times over the prior
art, including several rejections involving US 8,709,924 to Wojnowicz et al.
(“Wojnowicz”). 844 FH (Ex. 1006), 92-108, 147-166, 209-229, 265-284. Per
Applicant, Wojnowicz:

relates to identifying malware using wavelet decomposition of
software entropy. Specifically, Wojnowicz teaches receiving a set of
data files. Each of the data files is split into non-overlapping file
chunks of fixed length. The non-overlapping file chunks are
represented as an entropy time series that reflects an amount of
entropy across the file chunks for each file. A wavelet transform is
applied to the corresponding entropy time series to generate an
energy spectrum characterizing, for the file, an amount of entropic
energy at multiple scales of code resolution. A determination is then

made as to whether the file is likely to be malicious based on the
energy spectrum. Wojnowicz, col. 1, 11. 23-31.

1d., 134. Applicant first amended its claims to “clarify that the static data points
extracted from the received executable file correspond to points of reference (in the
file content) that are used to evaluate the file” such that Wojnowicz’s file chunks
split into “a fixed length boundary (e.g., 256 bytes)” “do not correspond to particular
sections or portions of the file.” Id., 135. The Examiner rejected Applicant’s
arguments and issued a final rejection, explaining an example static data point is
“string information” and that “Wojnowicz computes entropy of a string of
hexadecimal characters.” Id., 147-149 (further noting “the location of the string

within the executable file is static”).
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45. Applicant filed an RCE and further amended the claims to state that
“the one or more points of reference are defined by the executable file.” Id., 185-
186. Applicant argued that Wojnowicz’s fixed length boundaries for its chunks
“occur randomly” and cannot be defined by the executable file. Id. The Examiner
again rejected these arguments, noting “Wojnowicz splits the file into sections 256
byte apart, thus a point of reference is defined at each portion of the file located at
each consecutive 256 byte location. Expressed differently, this point of reference is
defined by the executable file because it is based upon the executable file and the
number of sequential bytes counted in the executable file to define the each point.”
Id., 211. Applicant thereafter made a similar amendment, requiring “static data
points are points of reference representing sections of the executable file,”
suggesting because Wojnowicz’s chunks “may comprise data from different sections
of the file,” these chunks do not represent sections of the file, which was similarly
rejected by the Examiner. /d., 249, 265-268.

46. Applicant filed another RCE, removing the “points of reference”
language and adding “the plurality of static data points represent predefined
character strings in the executable file.” Id., 305. Applicant argued that
Wojnowicz’s “fixed-length file chunks do not represent predefined character
strings” where “each fixed-length file chunk is, itself, a random (e.g. undefined)

character string having no initial significance to the system of Wojnowicz.” Id., 312.
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47.  The Examiner rejected the amended claims with new references, and
Applicant presented further amendments, adding the “generating a feature vector...”
limitation found in the issued claims including the language requiring a feature of
the feature vector to be “selectively turned on or off based on whether a value of one
or more static data points...is within a predetermined range.” Id., 372. I understand
that this positioned the claims for allowance. /d., 387-395.

2. Overview of the ‘869 Patent’s File History

48. Tunderstand that the independent claims of the *869 Patent omit several
of the concepts recited in the independent claims of the parent 844 Patent, such as
requiring “static data points” to be “predefined character strings” or limiting
extraction of static data points to be without unpacking or decrypting. In contrast,
the challenged independent claims were amended to include the following limitation
(also found in the parent *844 Patent claims, as noted above) to traverse the cited art
of record: “wherein one or more features of the feature vector are selectively turned
on or off based at least in part on evaluation of whether a value of one of the plurality
of static data points is within a predetermined range.” 869 FH (Ex. 1002), 217, 226.
This limitation purportedly differentiated the claimed invention from both “prior art
discussing simply disregarding/ignoring features of a data set as a means to avoid
skewing classification” (see id., 121 discussing US2011/0172504 to Wegerich) and

“selectively turning on/off one or more features...based on the number of classifiers
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associated with the features for the benefit of efficiency” (see id., 259 discussing
US2010/0082642 to Foreman).

49. T understand a Notice of Allowance issued thereafter, citing the above
limitation as the reason for allowance. Id., 253-259.

C. Level of a Person Having Ordinary Skill in the Art

50. I have been asked to provide my opinion as to the level of skill of a
person having ordinary skill in the art at the time of the 869 Patent, which I have
been instructed to assume is May 12, 2015. In determining the characteristics of a
hypothetical person having ordinary skill in the art at the time of the claimed
invention, I was told to consider several factors, including the type of problems
encountered in the art, the solutions to those problems, the rapidity with which
innovations are made in the field, the sophistication of the technology, and the
education level of active workers in the field. I also placed myself back in the time
frame of the claimed invention and considered the colleagues with whom I had
worked at that time.

51.  In my opinion, a person having ordinary skill in the art, as of May 12,
2015, would have been a person having a bachelor’s degree in computer science,
computer engineering, or an equivalent, as well as two years of industry experience
and would have had a working knowledge of host monitoring systems, software

security analysis, and dynamic malware analysis. Additional graduate education
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could substitute for professional experience, or significant experience in the field
could substitute for formal education. Such a person would have been capable of
understanding the 869 Patent and the prior art references discussed below.

52.  Based on my education, training, and professional experience in the
field of the claimed invention, I am familiar with the level and abilities of a person
of ordinary skill in the art at the time of the claimed invention. Additionally, I met
at least these minimum qualifications to be a person having ordinary skill in the art
as of the time of the claimed invention of the *869 Patent.

D. Claim Construction

53. I have been informed by counsel that the first step in a patentability
analysis involves construing the claims, as necessary, to determine their scope.
Second, the construed claim language is then compared to the disclosures of the prior
art. I am informed that claims are generally given their ordinary and customary
meaning as understood by a person having ordinary skill in the art at the time of the
invention, in light of the patent specification.

54. I understand that in parallel litigation, Patent Owner contends that no
claim language requires express construction. For the purposes of my analysis, |
have been instructed to apply the plain and ordinary meaning to the claim terms at

1ssue herein unless noted otherwise.
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1. Kumar
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Kumar (Ex. 1004) discloses threat detection systems and methods

which utilize “antimalware detection logic [] maintained and operated at a backend

service...for purposes of malware detection.” Kumar, Abstract, [0005], [0018]. For

example, an exemplary system is depicted below:
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110
Unpredictability Mechanism
]
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FIG. 1

Id., Fig. 1.

56.

Kumar discloses that its system performs a method “at least in part on

at least one processor,” comprising:

receiving a malware-related query at a backend service, processing
data associated with the malware-related query at the backend
service, including via updateable detection logic that is not revealed
outside of the backend service, to determine whether the data
associated with the malware-related query corresponds to detected
malware, and returning a corresponding result in response to the
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query indicating whether the data associated with the malware-
related query corresponds to detected malware.”

Kumar, Claim 1.

57.  For example, in operation, anti-malware client component 116 on the
frontend machine 112 receives an unknown file and performs processing before the
file is allowed to run. /d., [0022]-[0023], Fig. 5. In embodiments, component 116
extracts and sends information comprising characteristics and features of potential
malware executables to the backend service in the form of a “telemetry report.” An
exemplary telemetry report is provided below, though Kumar contemplates any

number of static data points can be extracted from a file:

Feature Description

File Name

Original File Name
File Name Matches
Original?

File Type

Signer Name
Signing Authority
Signature Type

Description
Organization
Version

Packed

LS Hash
Behavior Feature

Name of the PE file

File name in the original report

Whether the file name in this report matches the
file name in the original report

Type of file it is

Organization that signed the file

Certificate authority that issued the signature
File signed or not; if signed, whether the
signature is legitimate or invalid

Description of the file in the header
Manufacturer of the binary file

Version number of the binary file

Whether the file is packed

Locality sensitive hash

Represents the simple behavior that caused the
report to be generated

1d., [0026]-[0028] (noting these are “example features”), [0035], [0055] (“the

features described herein are only examples”).
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58.  Then, the backend service 104 receives this data and processes it using
detection logic 102. Id., [0026]. Detection logic 102 “includes one or more trained
telemetry report classifiers that determine, in part, whether the features and
characteristics are indicative of malware.” Id.; see also id., [0027] (listing
exemplary classifiers, including a “support vector machine”). To accomplish this,
feature data is preprocessed into a feature vector, the classifier analyzes this feature
vector based on training data (see Fig. 2 for training process), and outputs a result,
which may be “a probability” that the file “belong to a particular malware family,
the generic malware family, a particular benign family, or the generic benign
family.” Id., [0036]-[0045], [0052], [0068]-[0071], Fig. 5.

59. In Figure 5 below, Kumar displays example steps for detecting

malware:
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60. A PHOSITA would have recognized that each of Kumar and the *869

are related to systems and methods for threat detection of executable files, and thus

are in the same field of endeavor. Kumar, Abstract, [0005], [0018], [0036]-[0045],

[0052], [0068]-[0071], Fig. 5; *869 Patent 1:31-45, 2:23-53, 3:46-60, 4:29-44, 5:61-

67, 7:26-34, 8:4-7, 16:10-33. A PHOSITA also would have recognized Kumar is

directed at solving similar problems to those of the *869 Patent, including detecting

threats without decrypting and unpacking unknown files and/or using static data

points to analyze a file. Compare Kumar, [0039], [0054] (discussing analysis
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without unpacking), [0028] (identifying exemplary static data points for analysis),
with 869 Patent, 1:31-36, 2:23-53, 12:11-45, claims 2, 11, 16, 19, 33, 47.
2. Tahan

61. I have been informed that Tahan (Ex. 1005) was publicly available by
at least April 2012. I understand that Petitioner provides the declaration of Ms. June
Munford and Dr. Ingrid Hsieg Yee in support. Munford Dec. (Ex. 1008); Dr. Yee
Dec. (Ex. 1015). I have reviewed the opinions of Ms. Munford and Dr. Yee, which
explain that Tahan was published and made available in the Journal of Machine
Learning Research, 2012. 1 note that this journal was well-known in the computer
security and threat detection industry and was widely available and accessible to
those of skill in the art and other interested persons, such that PHOSITA could have
accessed this journal if interested in the subject matter disclosed in that journal.

62. Tahan is directed to a threat detection system and method which detects
malicious files without unpacking the file. Tahan, Abstract, 949 (describing
“methods, based on machine learning, to detect malware in executable files without
any need for preprocessing, such as unpacking or disassembling”). In embodiments,
Tahan’s system/method utilizes a “static (form-based) analysis methodology”
termed “Mal-ID” which uses common segment analysis...to detect malware files.”
1d., 949. “The Mal-ID basic is a feature extraction process followed by a simple

static decision rule. It operates by analyzing short segments extracted from the file
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examined. Each segment comprises a number of 3-grams depending on the length
of the segment (e.g., a segment of length 4 bytes is comprised from two 3-grams that
overlap by two bytes). Three features can be derived for each segment: Spread,
MFG, and Entropy.” Tahan, 957.

63. Mal-ID’s methodology is separated into two phases: (1) a “Setup
Phase” and (2) a “Malware Detection Phase.” Id., 955-956. This is shown below in

Figure 1:

Setup phase:

Build Common Function Library (CFL) |

| Build Threats Function Library (TFL)

Malware Detection Phase:

 Break the file into segments.

 Calculate segment entropy

 Extract features (3-grams) for
each segment.

For each file segment: For each file segment:
* Aggregate the features using the ® Aggregate the features using the
CFL to creates indices TFL to creates indices

\/

Filter segments using the

computed indices

l

Second level index aggregation

!

| Classify the file ‘

Figure 1: The Mal-ID method for detecting new malware applications.
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1d., 956.

64. During Setup, Tahan builds the repositories requisite for the Detection
phase, including a “Common Function Library” (CFL) which contains benign files
and a “Threat Function Library” (TFL) which contains malware files. /d., 955. Then,
during Detection, a file is broken into 64-byte segments, these segments are broken
into 3grams (three consecutive bytes), and features are derived for each segment
including “Spread, MFG, and Entropy.” Id., 955-959. These features are “meta-

2% ¢

features” “used to represent features of features (features of the basic 3-grams).” Id.,
957. The system then uses a detection algorithm to a classify a file as benign or
malware. Id., 958-958; see also id., 960 (providing pseudocode for this algorithm).
During evaluation, this algorithm removes irrelevant segments by setting thresholds
for segment entropy values, including EntropyLow and EntropyHigh such that
entropy’s falling below the low threshold or above the high threshold are discarded.
1d., 958, 960.

65. A PHOSITA would have recognized that Tahan and the *869 Patent are
related to systems and methods for threat detection of executable files, and thus are
in the same field of endeavor. Compare Tahan, 949, 955-959, Figures 1 and 2 with
’869 Patent, 1:31-45, 2:23-53, 3:46-60, 4:29-44, 7:26-34, 8:4-7. A PHOSITA also

would have recognized Tahan is directed at solving problems similar to those of the

’869 Patent, such as detecting threats without decrypting and unpacking unknown
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files. Compare Tahan, 949, 975 (discussing analysis without unpacking), [0028]
(identifying exemplary static data points for analysis), with *869 Patent, 1:31-36,
2:23-53,12:11-45, claims 2, 11, 16, 19, 33, 47.

F. Opinions Regarding Ground 1: Claims 1-59 are rendered obvious
over Kumar or, Alternatively, Kumar in view of Tahan.

1. Claim 1
(a)  1[Pre]. A computer-implemented method comprising:

66. Kumar describes a computer-implemented method which involves
“determin[ing] whether the data associated with the malware-related query
corresponds to detected malware[.]” Kumar, [0005]; see also id., Claim 1 (“In a
computing environment, a method performed at least in part on at least one
processor...”).

(b) [I(a)] identifying, by a knowledge module, static data

points that may be indicative of either a harmful or benign
executable file;

67. Kumar describes an antimalware detection system that identifies static
data points that are indicative of either a harmful or benign executable file.

68. In this antimalware detection system, Kumar utilizes a computing and
networking environment. Kumar explains that computer-readable media may
comprise computer storage media and communication media. Kumar, [0077]. As
discussed above, Kumar’s antimalware detection system comprises one or more

storages and memories.
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69. I note that the 869 Patent does not define a “knowledge module,” but
it generally explains that a “knowledge component 102 is one or more storages,
memories, and/or modules that continuously collects and manages data that may be
used to detect threats in files such as executable files.” 869 Patent, 1:59-61. I note
that the 869 Patent’s components “may be spread across multiple devices. For
instance, files to be evaluated may be present on a client device and information may
be processed or accessed from other devices in a network such as, for example, one
or more server devices that may be used to perform threat detection processing
and/or evaluation a file before execution of the file by the client device.” ’869 Patent,
3:24-30.

70.  Consistent with the 869 Patent’s disclosures, a PHOSITA would have
understood that Kumar’s antimalware detection system, which is made up of
multiple modules for collecting and managing data to detect threats in files, is a
“knowledge module,” as described in the 869 Patent. Kumar’s knowledge module
includes an antimalware client 116 running on a customer’s local machine and an

antimalware backend service 104 running on a server:
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1d., Fig. 1 (annotated).

71.  Kumar discloses that anti-malware client component 116 on the
frontend machine 112 receives an unknown file and performs processing before the
file is allowed to run. Id., [0022]-[0023], Fig. 5. In embodiments, component 116
extracts and sends information comprising characteristics and features of potential
malware executables to the backend service. Id., [0026]-0028]. The backend service
104 receives this data and processes it using detection logic 102. Id., [0026].
Detection logic 102 “includes one or more trained telemetry report classifiers that
determine, in part, whether the features and characteristics are indicative of

malware.” Id. Thus, Kumar’s antimalware detection system comprises modules that
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continuously collect and manage data that may be used to detect threats in files such
as executable files as described by the *869 Patent.

72.  Additionally, knowledge module identifies several sets of static data
points to train a classifier used to predict whether an unknown file is malware or
benign. For example, in one implementation, “[r]aw telemetry logs 222 (reports) and
analyst labels 224 are input to [training and feature selection] system 120.” Kumar,
[0051]. “Some example features derived from the telemetry data and used to train

the classifiers” are shown below:

Feature Description
File Name Name of the PE file
Original File Name File name in the original report

File Name Matches
Original?

Whether the file name in this report matches the
file name in the original report

File Type Type of file it is

Signer Name Organization that signed the file

Signing Authority Certificate authority that issued the signature

Signature Type File signed or not; if signed, whether the
signature is legitimate or invalid

Description Description of the file in the header

Organization Manufacturer of the binary file

Version Version number of the binary file

Packed Whether the file is packed

LS Hash Locality sensitive hash

Behavior Feature

Represents the simple behavior that caused the
report to be generated

Id., [0028]. Moreover, an additional “Boolean feature” can be used “to indicate if a

particular attribute is blank or null.” /d. Additionally, “[s]Jome measure of the
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differences in the file names such as the entropy of the observed filenames also may
be used as a feature.” Id., [0035].

73.  The features in Kumar, “can be used to classify if an individual report
corresponds to a malicious file.” Kumar, [0035].

74. In other examples, Kumar’s system “uses system state variables,
unpacked strings, API system call trigrams, and API system calls plus an individual
parameter value as potential features[.]” Id., [0055]. Kumar notes “that the features
described herein are only examples, and the classifier is not limited to these types of
features, as others (e.g., file geometry, file reputation and so forth) may be used
instead of or in addition to some or all of the ones exemplified herein.” /d.

75. In each example, training and feature selection system 120 “includes
various processing blocks including a feature selection component 226 that
“determines a subset of the total features to be used for classification.” Id., [0051],
[0055]. Here, for example, “a feature selection algorithm attempts to choose the
3,000 ‘best’ features per family, and 12,000 ‘best’ features for the generic malware
and benign families (where ‘best’ may be determined according to an appropriate
ranking metric).” Id. Thus, Kumar’s selected features may be indicative of either a
malicious (i.e., harmful) or benign executable file. Indeed, once these features are
identified and collected, a “labeled dataset is constructed from the analysts’ labels

224” and the feature data and is “used to train a classifier model 232[.]” Id., [0052]
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(describing using telemetry feature data for training); [0055] (describing using file
execution feature data for training). To train the model, a preprocessing step converts
the raw data to the feature vector used to train the classifier. /d., [0052], [0055]. The
output of the training system comprises a classifier model “(e.g., a set of weights or
parameters), which can be used to predict if an unknown file belongs to a
particular malware family, a generic malware class, a particular benign family,
or a generic benign class.” 1d.; see also id., [0068], Fig. 5 (steps 503 and 505).

76. I note that the *869 Patent discloses “static data points include, but are
not limited to header information, section information, import and export
information, certificate information, resource information, string and flag
information, legal information, comments, and/or program information (e.g., APIs
and DLLs), among other examples.” *869 Patent, 5:61-67. Further, the 869 Patent
provides Table 1.1 which “identifies some of the static data points identified for

analysis of an executable file[.]” 869 Patent, 6:15-18. Table 1.1 is below:
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TABLE 1.1

Numeric values

Nominal values

Strings/Byte sequences

Boolean values

File size

linker version

code size

OS version

image version
subsystem version
file version number

size of heapr
size of stackr
size of image
PE header time
Section Entropy
Sections count

product version number

initialize
Un-initialize
entry point
subsystem

file subtype
language

file flags masks
file flags

file OS

file type
machine type
PE type
section counts
DLL count
DLL functions
data directory
export count
Earliest Data Byte
resources

Comments
company name
file description
internal name
legal copyright
original file
private build
product name
special build
product version
file version
package code
product code
export DLL name
assembly version
Certificate Issuer
Certificate Subject
Imports

Exports

Address Of Entry Point Anomaly
Image Base Anomaly

Section Alignment Anomaly

Size Of Code Mismatch Anomaly
Low Import Count Anomaly
Entry Point Anomaly

cerfificate Validity

Certificate Exception

Code Characteristics Anomaly
Code Name Anomaly

Count Anomaly

Data Characteristics Anomaly
Data Name Anomaly

Export Exception

Large Number of DLLs Anomaly
flag DLL Name Anomaly
Number of Functions Anomaly
Function Name Anomaly

PE Header Anomaly

Section Names
Non-resource section strings

High Section Count Anomaly
PE Magic Validity

Resource Exception

VR Code Ratio Anomaly
Import Exception

resources language
resource Encoding

resource code page
resource size

DLL characteristics

869 Patent, Table 1.1. Many of Kumar’s features, including file names, file
description, file type, version information, Boolean values certificate information,
entropy, etc. are identified as static data points by the 869 Patent. A PHOSITA
would have understood Kumar’s identified features to be static data points within
the definition provided by the 869 Patent. Moreover, Kumar’s identified features
also fall within the description of static data points during the 844 parent patent’s
prosecution. As I stated above in my summary of the ’844 parent file history,
applicant explained that “static data points extracted from the received executable
file correspond to points of reference (in the file content) that are used to evaluate

the file.” Consistent with this, Kumar’s static data points correspond to points of

reference in the file content, such as file header information, for example.
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(c) [1(b)] associating, by the knowledge module, the
identified static data points with one of a plurality of
categories of files, the plurality of categories of files
including harmful files and benign files;

77.  As I described above in claim 1(a), during Kumar’s training process,
several features (i.e., static data points) are identified and collected, and training
system 120 constructs a labeled dataset from these features and the analyst labels to
train the classifier. I note that the training system 120 is a component of the
“knowledge module.”

78.  For example, Kumar’s training process is shown below:

222
|
! Telemetry /

Logs
/ 228 230
i 226 ‘ ‘
(
Feature / Dataset " Classifier
Selection Creation Training

Analyst T 232
Labels |

/ Classifier
224 Model

Id., Fig. 2.
79.  Here, Kumar associates the identified static data points with categories
of files, such as harmful and benign files. Specifically, Kumar’s training system

receives raw telemetry logs and analyst labels as input. Kumar, [0051]. The training
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system includes various components for processing this input, including a feature
selection component, a dataset creation component, and a classifier training
component. Kumar, [0051]. The feature selection component in Kumar determines
“a subset of the total features to be used for classification.” Kumar, [0051]. For
instance, “[i]n one example implementation, a feature selection algorithm attempts
to choose the 3,000 “best” features per family, and 12,000 “best” features for the
generic malware and benign families (where “best” may be determined according to
an appropriate ranking metric).” Kumar, [0055]. The feature selection process is the
same for the telemetry and file execution implementations. As an example, Kumar
describes:
Thus, a ranked list of potential features for each family is computed,
and used to choose the top K (3000, 12000) features for the family.
These top K features are a mixture of different types of features,
depending on how well they discriminate the one family from other
malware and benign file classes (e.g., other malware families,
generic malware family, other generic families, and generic benign
family).
Kumar, [0056]. Then, “[t]he output of the training system comprises a classifier
model 232 (e.g., a set of weights or parameters), which can be used to predict if an
unknown report was generated by a particular malware family, a generic malware
class, a particular benign family, or a generic benign class.” Kumar, [0052].

80. A PHOSITA would have understood that Kumar’s knowledge module

(which includes the classification training system) therefore associates the identified
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static data points with one of a plurality of categories of files, the plurality of
categories of files including harmful files (i.e., malware) and benign files.

(d)  [I(c)] identifying an executable file to be evaluated;

81.  Kumar discloses that “[w]hen potential malware is received at the
customer machine front-end 112, the potential malware is processed before being
allowed to run, so as to detect whether the potential malware is actual malware 114.”
Kumar, [0022]. As shown in Figure 5, the frontend client identifies an unknown

executable file for evaluation after it is received at the front-end machine:
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1d., Fig. 5; see generally, id., [0026] (describing sending features for “executables”
to a backend service), [0029] (backend service receiving a “report of the
executable”), [0032] (transmitting telemetry reports for received “[e]xecutable files”
to backend service).

(e) [1(d)] extracting, by the knowledge module, a plurality of
Static data points from the identified executable file;

82.  As I described in my opinions above in limitation 1(a), Kumar’s
knowledge module includes a frontend client 116. Kumar discloses that “[w]hen
potential malware is received at the customer machine front-end 112, the potential
malware is processed before being allowed to run, so as to detect whether the
potential malware is actual malware 114.” Kumar, [0022]. Kumar describes that “[a]
frontend client may extract the features and send feature data with the malware-
related query to the backend service.” Kumar, [0006]. To accomplish its methods,
Kumar describes:

“More particularly, features and characteristics may be extracted from

the file data by the antimalware client component 116, sent to

the backend service 104, (e.g., in an xml report), and processed at the

backend malware detection logic 102. To this end, the

backend malware detection logic 102 includes one or more trained
telemetry report classifiers that determine, in part, whether the features

and characteristics are indicative of malware, or more specifically (in
one implementation) a particular family of malware.”
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Kumar, [0026]. In some embodiments, this feature extraction step in Kumar is

“performed at the client to extract the features and any other characteristics data from

the file” Kumar, [0067]; see also id., Fig. 5 (step 506), claim 4.

83.  As I described above in my opinions in limitation 1(a), this feature data

includes static data points, such as file names, file description, file type, version

information, certificate information, Boolean values, entropy, etc. This data is shown

in the table below:

Feature Description

File Name Name of the PE file

Original File Name File name in the original report

File Name Matches Whether the file name in this report matches the

Original? file name in the original report

File Type Type of file it is

Signer Name Organization that signed the file

Signing Authority Certificate authority that issued the signature

Signature Type File signed or not; if signed, whether the
signature is legitimate or invalid

Description Description of the file in the header

Organization Manufacturer of the binary file

Version Version number of the binary file

Packed Whether the file is packed

LS Hash Locality sensitive hash

Behavior Feature Represents the simple behavior that caused the
report to be generated

Kumar, [0028]. And as I noted above in limitation 1(a), this feature data is consistent

with the features described in the 869 Patent’s specification and its parent ’844

patent file history.
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(f) [I(e)] generating a feature vector from the plurality of
static data points using a classifier trained to classify the
static data points based on training data, the training data
comprising files known to fit into one of the plurality of
categories of files,

84. As noted in my opinions above, Kumar discloses a training process
where a classifier is trained with training data, which includes telemetry logs and
analyst labels. See above, Claim 1(a)-1(b). In particular, “a labeled dataset is
constructed from the analysts’ labels 224 and the telemetry logs 222, and used to
train a classifier model 232 using various algorithms.” Kumar, [0052]. Figure 2

depicting this process is reproduced below:

222

) Telemetry /

Logs
/ 228 230
226 \ \
j ; 7
Featu're Data;et Cla§s!f|er
Selection Creation Training

Analyst T 232
Labels |

/ Classifier
224 Model

1d., Fig. 2.
85. I note that Kumar’s training data used to train its classifiers comprises
files known to fit into different families of malware and benign files (i.e., files known

to fit in one of the plurality of categories of files). Namely, Kumar discloses its
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malware classifiers can “be trained” with “labeled files.” Id., [0047]. In an example,
Kumar discloses classifying Rbot malware by training Rbot binary classifiers with
features from “fixed or randomly selected subset of 50,000 labeled Rbot files.” /d.
To train the classifier with these files, as explained above, “a feature selection
algorithm attempts to choose the 3,000 ‘best’ features per family, and 12,000 ‘best’
features for the generic malware and benign families (where ‘best’ may be
determined according to an appropriate ranking metric).” Id., [0055]. In this way, “a
ranked list of potential features for each family is computed, and used to choose the
top K (3000, 12000) features for the family” such that these features “discriminate
the one family from other malware and benign file classes (e.g., other malware
families, generic malware family, other generic families, and generic benign
family).” Id., [0056]. “The output of the training system comprises a classifier model
232 (e.g., a set of weights or parameters), which can be used to predict if an unknown
report was generated by a particular malware family, a generic malware class, a
particular benign family, or a generic benign class.” 1d., [0052].

86. Based on this disclosure, a PHOSITA would have understood that
Kumar’s system receives files as input. These files are processed to be mapped to
the list of static data points. And then useful features are derived from these lists by
the training model. In this way, the training data comprises files known to fit in one

of the plurality of categories of files.
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87.  Inote that Kumar’s training process is consistent with the embodiments
disclosed in the *869 Patent. For example, the 869 Patent explains that “[t]o classify
executable files...knowledge component 102 collects static data on a large variety
of executable files (e.g., PE files).” 869 Patent, 4:29-31. This static data “yields a
knowledgebase that may be used to periodically train a classifier.” Id., 4:39-43; see
also id., 7:34-42 (describing “the information used to train/re-train the learning
classifier” including “static data on the robust collection of executable files™), 11:60-
67 (describing method 300, including operation 302 which “builds the knowledge
base from the data collected and evaluated related to known” files). For the reasons
above, Kumar'’s training process is consistent with these disclosures.

88.  After training, in a malware detection phase, the features extracted from
the unknown file (i.e., the plurality of static data points identified in Claim 1(a) and
1(d)) are transmitted to the backend as a telemetry report and processed by detection
logic 102:

[[In this example step 506 is performed at the client to extract the
features and any other characteristics data from the file, which is
placed into a report. Step 508 sends the report in a query to the
backend service...Step 515 represents receiving the report (or file if
sent via step 514) from the frontend client at the backend service, and

classifying the report as indicative of malware or not based upon the
data (of file content) therein.

Id., [0067]; see also id., [0026] (noting detection logic 102 includes “trained

telemetry report classifiers”), Fig. 5.
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89. In this malware detection phase, a PHOSITA would have understood
or found obvious that the extracted telemetry data (i.e., plurality of static data points)
is converted into feature vectors for processing by “one or more trained telemetry
report classifiers that determine, in part, whether the features and characteristics are
indicative of malware[.]” Kumar, [0026].

90. For example, Kumar describes that “[t]o this end, the backend malware
detection logic 102 includes one or more trained telemetry report classifiers that
determine, in part, whether the features and characteristics are indicative of malware,
or more specifically (in one implementation) a particular family of malware.”
Kumar, [0026]. Kumar provides several examples of classifiers which may be
employed in its system, such as “logistic regression, naive Bayes, support vector
machine, neural network, boosted decision tree, other boosted algorithms, ensemble
classifiers, hierarchical classifiers and/or the like.” Id., [0027]. A PHOSITA would
have understood that several of these classifiers require feature vectors as input to
process feature data. As just one example, a support vector machine (SVM) utilizes
features vector as input for processing.

91. Indeed, it was well-known that SVMs use feature vectors as input. For
instance, U.S. Patent Application No. 2013/0326625 to Anderson et al. (“Anderson”)
(Ex. 1016) describes a process for generating feature vectors for use in an SVM

classifier:
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In any of the examples herein, data sources can be represented using

data representations. In some implementations, the file information

collected for a file information data source can be represented as a

feature vector (e.g., a feature vector of length seven or other length)

where the statistics for a feature of the data source corresponds to

features of the feature vector.
Anderson, [0208]; [0181] (“In some implementations, the classification of the
program can include a classification of malware or non-malware. In some
implementations, a classifier, such as a kernel-based classification algorithm (e.g., a
support vector machine, a Gaussian process, or the like), is trained using kernels
generated using one or more combinations of representations of dynamic, static,
and/or file information data sources of programs from a data set of malware and non-
malware programs”).

92.  Moreover, U.S. Patent No. 8,266,698 (“Seshardi’) similarly describes
inputting feature vectors to an SVM. Seshardi (Ex. 1017), 4:11-17 (“The malware
security module 116 applies the malware classifier 130 to the feature vectors in order
to generate malware scores that indicate the likelihood that the suspicious software
applications are malware”), 9:61-10:3 (describing “support vector machine” as
classifier), Figs. 5-7. Thus, using a feature vector as input to a SVM was well-known
in the art.

93.  Additionally, U.S. Patent No. 9,489,514 to Mankin et al. (“Mankin”)

(Ex. 1018) describes the same. Mankin describes that its “machine learning system

can include at least one of: a support vector machine, a decision tree, and a k-nearest-
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neighbor classifier.” Mankin, 2:24-26. And notably, Mankin describes “[a]t block
208, the method trains a machine learning system with the classified feature
vectors.” Mankin, 8:21-22.

94.  Furthermore, Kumar already discloses generating feature vectors from
static data points to train a classifier, such that a PHOSITA would have understood
that during detection, feature vectors would similarly be generated in the same way
to facilitate classification. Kumar, [0052] (“[A] preprocessing step (not shown) is
usually needed to convert the raw telemetry XML data to the actual feature
vector”), [0055] (“convert the raw data recovered by the system to the actual feature
vector”).

95. A PHOSITA would have been motivated to use a support vector
machine (SVM) as the classifier in Kumar’s threat detection system to appreciate
the well-known benefits of SVMs compared to other types of classifiers. First, SVMs
were well known and widely used in computer/network security and threat detection
systems. See, e.g., Anderson, Seshardi, and Mankin above, Moreover, “Intrusion
Detection Using The Support Vector Machine Enhanced With A Feature--Weight
Kernel” by Songlun Zhao et al. (“Zhao”) (Ex. 1019) supports that using an SVM as
a classifier was well known and further describes advantages of using an SVM
classifier, such as enhanced precision for detecting intrusions and making

classifications. Zhao, Abstract (“using SVM as a classic pattern recognition tool,
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have been widely used in intrusion detection”), 53 (describing high precision in
SVMs for detecting intrusions in datasets), 65 (“[t]he conventional SVM can classify
the dataset very well”). Additionally, SVMs provide for “good generalization,” a
solution to the high dimensionality concerns, and overall better performance than
other traditional Al techniques. Id., 2-3, 13-14, 18-21.

96. As another example, a PHOSITA would have been motivated to use an
SVM as a classifier for an SVMs time-saving abilities. For instance, “Intrusion
Detection Using Neural Networks and Support Vector Machines” by Srinivas
Mukkamala et al. (“Mukkamala’) (Ex. 1020) describes that “[i]t is observed that
both the neural networks and SVMs deliver highly accurate results (greater than 99%
accuracy on testing set) and show compatible level of performance. The training
time for SVMs is significantly shorter (17.77 sec vs. 18 min), an advantage that
becomes rather important in situations where retraining needs to be done quickly
(e.g., when new attack patterns are discovered). The running time of SVMs is also
notably shorter.” Mukkamala, 1706.

97.  As another example, a PHOSITA would have been motivated to use a
SVM as a classifier due to SVM’s efficient performance metrics. For instance,
“Classification of Malicious Domain Names using Support Vector Machine and Bi-
gram Method” by Nhauo Davuth et al. (“Davuth”) (Ex. 1021) describes:

SVMs are powerful learning approach for solving two-class pattern

recognition ... The theoretical conclusion is that SVMs are suitable for
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textual classification because SVM performs well with high
dimensional feature spaces, few irrelevant features (dense concept
vector), and sparse instance vectors.

Davuth, 52. Davuth teaches “[a]nyways, if we compare with other algorithms such
as Naive Bayesian or C5.0, we found that SVM gave an effective result and is
suitable to classify the two-class examples with a high dimensional space.” Davuth,
57.

98. Further, “Malware behavioral detection and vaccine
development by using a support vector model classifier” by Ping Wang et al.
(“Wang”) (Ex. 1022) confirms these known benefits, describing:

Solving classification problems by using an SVM classifier (SVC)

guarantees few classification errors caused by maximizing the

generalisation ability of learning incorporating the Lagrange multiplier
optimization algorithm [8]. Generally, the results from using SVM

classification algorithms are more accurate than those from other ML

approaches involving non-optimised search methods, such as artificial

neural networks, least squares, k-nearest neighbour, Bayesian

probability, and classification and regression trees [9][.]

Wang, 1013.

99. In sum, a PHOSITA would have been motivated to use an SVM as a
classifier out of the list of possible classifiers Kumar describes at least due to the
high-performance metrics, time-saving ability, solution to high dimensionality
concerns, and precision/accuracy when using an SVM as a classifier. And a

PHOSITA would have had a reasonable expectation of success using the SVM as

the classifier. Kumar expressly describes that its system is compatible with SVMs.
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Moreover, SVMs are well-known classifiers for threat detection with widely

appreciated benefits.

(g) [I(e)(i)] wherein one or more features of the feature
vector are selectively turned on or off based at least in part
on evaluation of whether a value of one of the plurality of
Static data points is within a predetermined range; and

100. AsIdiscussed in Claim 1(e) above, Kumar discloses or renders obvious

generating a feature vector from the extracted features during a malware detection

phase. These extracted features are shown in the table below:

Feature Description
File Name Name of the PE file
Original File Name File name in the original report

File Name Matches
Original?

File Type

Signer Name
Signing Authority
Signature Type

Description
Organization
Version

Packed

LS Hash
Behavior Feature

Whether the file name in this report matches the
file name in the original report

Type of file it is

Organization that signed the file

Certificate authority that issued the signature
File signed or not; if signed, whether the
signature is legitimate or invalid

Description of the file in the header
Manufacturer of the binary file

Version number of the binary file

Whether the file is packed

Locality sensitive hash

Represents the simple behavior that caused the
report to be generated

Kumar, [0028].

101. Kumar additionally discloses a process for turning off features during

evaluation. Namely, Kumar discloses that “one or more other features may be used
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to indicate if a particular attribute is blank or null.” /d. For example, in the table
above, if the “organization” feature “is null, a boolean feature is set to true.” /d.

102. A PHOSITA would have understood that a separate boolean feature
associated with the “organization” attribute set to “true” indicates that the malware
file did not contain “organization” data representing the “[m]anufacturer of the
binary file.” By setting the boolean feature to “true,” Kumar’s system discards (i.e.,
turns off) the “organization” feature such that only the Boolean feature is input to
the classifier to indicate the absence of organization data. A PHOSITA would have
understood this boolean feature would be used in lieu of the “blank or null”
organization feature because it would be redundant to introduce both a blank/null
feature state amd a boolean feature indicating this feature was blank/null for
classification. And it was known to reduce redundancies in computing analyses,
particularly where prompt analytics are important, such as in threat detection.

103. In another example, if Kumar’s system extracted the static telemetry
data identified in the table above and the “Signature Type” was blank/null (meaning
the file was not signed) then a boolean value for the “Signature Type” feature would
similarly be set to true, turning off the “Signature Type” feature and introducing only
the boolean feature for classification. Specifically, in this example, because there
was no “Signature Type” data in the file being analyzed, other associated features

would similarly have boolean values set to true and would therefore be turned off.
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This would include the “Signer Name” and “Signing Authority” features, such that
each of these features would have Boolean values set to true, thereby turning these
features off given that the file was not signed. Indeed, an unsigned file has no data
concerning what organization signed the file (Signer Name), nor what certificate
authority issued the signature (Signing Authority).

“within a predetermined range” (PQO’s interpretation)

104. Accordingly, in each of these examples, Kumar’s system is selectively
turning off one or more features in a feature vector based on a value of one of the
static data points being within a predetermined range—i.e., whether or not the
features have any value, or are blank/null. I understand that this is consistent with
PO’s proposed interpretation of the claim language it advanced in parallel litigation.

105. It is my understanding that PO suggested the plain and ordinary
meaning of “within a predetermined range” is not limited to ““a numerical range or a
subset of a ‘particular scale’ with at least a lower limit or an upper limit, but not
necessarily both.” Ex. 1007 (Responsive Markman Brief, Dkt. 304), 59-60. PO also
argued the “assumption that the predetermined range has to be a numerical range is
[] inconsistent with the ‘844 specification.” Ex. 1009 (Responsive Markman Brief,
Dkt. 98), 66-67 (citing overlapping disclosure in the parent *844 Patent concerning
the “legal information” example also found in the *869 specification). PO continued

that “predetermined ranges are not restricted to numeric values on a spectrum...the
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‘predetermined range’ in the case of ‘legal language’ in the body of the executable
file 1s that if such language is present, then the learning classifier allows certain other
features of the vector to be turned off. Such a determination does not require three
numeric data points, but rather the ‘predetermined range’ in this disclosed instance
is whether or not the executable file includes legal information.” Id., 67-68. In
support, PO pointed to the disclosed example in which the classifier “may detect that
the file does not contain ‘legal information’ in the file.” 869 Patent, 7:43-64. “In
an example where the learning classifier detects the presence of legal information
does not exist in the executable file, this may trigger the learning classifier to... turn
off other features related to an evaluation of the ‘legal information.’” /d. I have been
asked to apply PO’s interpretation. I express no opinion as to the correctness of this
interpretation.

106. Analogous to PO’s examples and discussion, Kumar detects the
absence of, e.g., organization or signature type data, and turns off these features and
other related features and sends only the boolean features for classification. This is
also consistent with known in the art processes. For example, it was generally known
in the art to turn off features of a feature vector during file classification. “Mal-ID:
Automatic Malware Detection Using Common Segment Analysis and Meta-
Features” by Gil Tahan et al. (“Tahan”) (Ex. 1005) describes using each segment’s

entropy value to selectively turn on or off the associated segment’s features (i.e., the
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3-grams associated with the segment) based on an evaluation of whether the entropy
value is within a predetermined range. Tahan, 958.

“within a predetermined range” (District Court’s construction)

107. I understand that the District Court construed “within a predetermined
range” with respect to the parent 844 Patent to carry its plain and ordinary meaning,
where “range” requires a “numerical range or a subset of a ‘particular scale’ with at
least a lower limit or an upper limit, but not necessarily both.” Ex. 1010 (Markman
Order), 18. 1 also understand that in claim construction briefing regarding the 869
Patent, PO acknowledged the court’s construction, but expressly preserved its rights
to appeal based on the arguments it advanced with respect to the ’844 Patent. Ex.
1007 (Responsive Markman Brief, Dkt. 304), 59-60.

108. If the PO interprets the District Court construction broad enough to
encompass a binary situation such that the existence or non-existence of a value
defines the lower or upper limit, Kumar satisfies this interpretation as well for all of
the reasons I described above regarding turning off features relating to organization,
Signature Type, Signer Name, Signing Authority, etc.

109. Alternatively, to the extent the District Court construction requires
something more than simply the existence or absence of a value, it is my opinion

that it would have been obvious to modify Kumar’s methods to perform this step
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based on the teachings of Tahan, which satisfies this limitation under any
construction.

110. Tahan (Ex. 1005) discloses a similar static malware detection method
that “operates by analyzing short segments extracted from the file examined.”
Tahan, 957. Tahan’s segments comprise “a number of 3 grams depending on the
length of the segment[.]” Tahan, 957. Three features can be “derived for each
segment: Spread, MFG, and Entropy.” Tahan, 957. These features “are in fact meta-
features as they are used to represent features of features (features of basic 3-
grams).” Tahan, 957.

111. During a malware detection phase, Tahan’s method uses each
segment’s entropy value to selectively turn on or off the associated segment’s
features (i.e., the 3-grams associated with the segment) based on an evaluation of
whether the entropy value is within a predetermined range. For example, Tahan ‘s
algorithm gets, “two parameters EntropyLow and EntropyHigh.” Tahan, 958.
Tahan’s system then “check[s] if the entropy is smaller than EntropyLow threshold
or entropy is larger than Entropy-High...[and] [i]f so then discard[s] the segment
and continue[s] segment iteration.” Tahan, 958. A PHOSITA would have
understood that in Tahan’s method, if Tahan determines that an entropy value falls
outside the range defined by the EntropyLow and EntropyHigh thresholds, the

segment, and the 3-gram features associated with the segment, are discarded.
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112. In my opinion, pursuant to 7ahan’s teachings, it would have been
obvious to a PHOSITA to configure Kumar’s detection logic to selectively turn
on/off features in a feature vector based on numerical values of those features. Such
a modification would further benefit classification here, ignoring certain features
that would be unhelpful for classification based on specific numerical values for the
file being analyzed. This would reduce redundant processing and optimize over the
most relevant features for classification.

113. For example, Kumar discloses numerical static telemetry data points
which are extracted from a file and used as features for the classifier, such as
“Version” (“Version number of the binary file”). Kumar, [0028], [0032]. As |
describe below, this “Version” feature data is numerical data.

114. Kumar also explains its disclosed features are “example features
derived from the telemetry data.” Id. [0028], [0055] (“the features described herein
are only examples™). Kumar discloses that “the classifier is not limited to these types
of features, as others...may be used instead of or in addition to some or all of the
ones exemplified herein.” /d. Based on this disclosure, a PHOSITA would have
found it obvious to extract other known numerical features to benefit classification,
such as a file size. For example, “FIRMA: Malware Clustering and Network
Signature Generation with Mixed Network Behaviors” by M. Zubair Rafique

(“FIRMA”) (Ex. 1023) describes a malware detection system that uses a file size as
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an extracted feature for classification. F/IRMA, 151 (describing extracting the
following feature vector, [fid, rid, proto, msg, sport, dport, sip, dip, dsize, endpoint,
ptree], where “dsize is the size in bytes” of the malware file).

115. Based on the teachings of Tahan, it would have been obvious to modify
Kumar’s detection logic to selectively turn on/off numerical features, such as file
size and version features, by comparing these values to a threshold, as disclosed in
Tahan. For example, with respect to file size, it was known in the art that certain
numerical features are irrelevant for classification when their values fall below a
certain range. FIRMA, 150 (noting that 4 KB is “the minimum size of a working
malware” that has been observed). Based on these known teachings, a PHOSITA
would have understood that file size features extracted by Kumar’s detection logic
with numerical values under 4 KB may be discarded. To discard these features,
Kumar’s system would be modified to set boolean values to “true” for any file size
features below 4 KB. Thus, these features would be “turned off” based on a
“numerical range or a subset of a ‘particular scale’ with at least a lower limit or an
upper limit.” A PHOSITA would have been motivated to make this modification to
appreciate the known benefits described above, including reducing redundant
processing and optimizing over the most relevant features for classification. And a
PHOSITA would have had success making this modification as Kumar already

expressly contemplates using other features for classification; file size was a known
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feature used in malware classification systems; and modifying Kumar to extract this
additional feature and turn it off based on known unusable file sizes pursuant to
Kumar’s and Tahan’s teachings would have required nothing more than the ordinary
skill of a PHOSITA.

116. With respect to a version number, a PHOSITA would have also found
it obvious, based on Tahan’s teachings, to turn off “Version” feature data based on
a numerical range. For example, as I explained above, both Kumar and Tahan
disclose deriving entropy values for feature data. See, e.g., Kumar, [0035]
(describing entropy values with filenames); Tahan, 957 (describing entropy for
segments comprising n-gram features). A PHOSITA would have found it obvious to
derive entropy values for other feature data, such as file “Version” data. This would
further enhance classification, optimizing the features that are considered at runtime
by enabling certain extracted version data features to be discarded or ignored based
on the derived entropy values. Like above, a PHOSITA would have had success
making this modification as it would have been well within the skill of a PHOSITA
to modify the programming parameters in Kumar’s system with no change to the
already-present hardware.

117. More specifically, in this modified system, entropy values would be
derived for feature data relating to the “version” of a file, and then when version

entropy values are outside a predetermined range, the features related to these
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extracted version data points would be discarded pursuant to Kumar’s and Tahan’s
teachings. As described in 7ahan, the predetermined range is the EntropyLow
threshold and the Entropy-High threshold. This process would optimize Kumar’s
classification process and discard irrelevant “version” data with too low or too high
entropy values during runtime, reducing the number of features considered based on
the specific file being evaluated. Too low entropy for “version” data (e.g., entropy
values below EntropyLow) would indicate little (or no) difference in version data
from multiple instances of this file, and the classifier would discard this data point
as irrelevant to classification. Similarly, if the entropy values exceed EntropyHigh,
this would indicate too much variability such that the version data is not a good
measure of data within the file and is similarly discarded. Therefore, in Kumar’s
system, when version feature data values are below EntropyLow or above
EntropyHigh, a boolean feature would be set to true, discarding the original feature
and sending only the boolean feature to the classifier. I note that high entropy values
in Kumar indicate that a specific file may be packed—i.e., which tends toward
malware. However, in Tahan, entropy values that are exceedingly high are
discarded. Given these disclosures, Kumar’s and Tahan’s processes would
interoperate seamlessly, discarding features with exceedingly high entropy values

which are unusable for classification.
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consistent with the 869 Patent specification shown in Table 1.1 below.

I note that both “version” and “file size” features are “numerical”

TABLE 1.1

Numeric values

Nominal values

Siringss Byle sequences

Boolean values

File sizc

linker version

code size

0S8 version

image version
er.lhs{_\slull'_ VETRion
file version number
product version numbser
gire of heapr

zize of stackr

gize of image

PE header time
Section Entropy
Sections count

initialize
Un-initialize

entry point
subsystem

file subtype
I_'UlF_IJ:!i."E

file fags masks
file flags

file OS

file type

machine type

PE type

section counts
DLL count

DLL fumctions
data directory
export count
Earliest Data Byte
TES0TCEs
resources language
resource Encoding
resource code page
resource size

DLL chamcteristics

Comments
COMPAany name
file description
intemal name
legal copyright
uri__u,il::ll file
private build
product name
gpecial build
product version
file wersion
package code
product code
export DLL name
assembly vemsion
Certificate [ssuer
Certificate Subject
Impons

Expors

Section Names
Won-resource section sirings

Address OF Entry Point Anomaly
Image Base Anomaly

Section Alignment Anomaly
Size OF Code Mismatch Ancanaly
Low Imporn Count Anomaly
Entry Poim .-\.nulll.'ll:l.'

certificare Validity

Centificate Exception

Code Characteristics Anomaly
Code Name Anomaly

Count Anomaly

Data Characteristics Anomaly
Dara Mame Anomaly

Export Exception

Larze Number of DLLs Anomaly
flag DLL Name Anomaly
Number of Functions Amomaly
Function Name Anomaly

PE Header Anomaly

High Section Count Anemaly
PE Magic Validity

Resource Exception

VR Code Bane Anomaly

Import Exception

’869 Patent, Table 1.1 (listing “linker version,” “OS version,” “image version,”

“subsystem version,” “file version number” along with “file size” and “code size”

under the “Numeric values” category).

119. Additionally, it would have been obvious to a PHOSITA to configure

Kumar’s detection logic to selectively turn on/off features, such as a filename, in a

feature vector based on the feature’s entropy value being within a predetermined

range. As discussed above, Kumar describes extracting static data points from files

as shown below:
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Feature Description
File Name Name of the PE file
Original File Name File name in the original report

File Name Matches
Original?

File Type

Signer Name
Signing Authority
Signature Type

Description
Organization
Version

Packed

LS Hash
Behavior Feature

Whether the file name in this report matches the
file name in the original report

Type of file it is

Organization that signed the file

Certificate authority that issued the signature
File signed or not; if signed, whether the
signature is legitimate or invalid

Description of the file in the header
Manufacturer of the binary file

Version number of the binary file

Whether the file is packed

Locality sensitive hash

Represents the simple behavior that caused the
report to be generated

Kumar and Tahan.

Kumar, [0028]. One of the static data points described in Kumar is a “File Name.”
In some embodiments the letters in the filename in Kumar, “can be converted into a
set of trigrams where each trigram index represents three consecutive letters in the
file name.” Kumar, [0052]. Further, Kumar, like Tahan, describes deriving meta-
features (features of features). Kumar, [0035]; Tahan, 957. Namely, Kumar
discloses deriving the “entropy of the observed filenames” to be “used as a feature”
for classification, which represents “[s]Jome measure of the difference in the file
names” across the same file running on different computers. Kumar, [0035].
Determining these entropy values is consistent with the 869 Patent’s disclosures.

The 869 Patent lists “Section Entropy” as a numerical static data feature, similar to

IPR2023-01053
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TABLE 1.1
Numernc values Mominal values Sirings'Byle sequences Boolean values
File size initialize Comments Address O Entry Point Anomaly
linker version Un-initialize COMpany name Image Base Anomaly
code size entry point file description Section Alignment Anomaly
05 version subsystem imemal name Size OF Code Mismatch Ancmaly
image version file subtype legal copyright Low lmporn Count Anomaly
subsystem version language orginal fle Entry Poimt Anomaly
file version number file flags masks privane build certificare Validiry
product version number  file flags product name Certificate Exception
size of heapr file OF special build Code Characteristics Anemaly
gize of stackr file type product version Code NMame Anomaly
size of image machine type file wersion Count Anomaly
PE header time PE type package code Data Characteristics Anomaly
Section Entropy section counts praduct code Dara Name Anomaly
Sections coumt DLL count export DLL name Export Exception
DLL functions assembly vemsion Large Number of DLLs Anomaly
data directory Certificare Issuer fag DLL Name Anomaly
export count Certificate Subject Murmber of Functions Anomaly
Earliest Trara Byte Impons Funetion Wame Anomaly
TEeSOUrces Expons PE Header Anomaly
resources language  Section Names High Section Count Anomaly
resource Encoding  Non-resource section strings  PE Magic Validity
resource code page Resource Exception
resoirce sie VR Code Ratio Anomaly
DLL chameterigtics Import Exceplion

’869 Patent, Table 1.1.

120. When Kumar is modified by Tahan, Kumar’s threat detection system
would evaluate the filename entropy values to determine whether these values fall
within a predetermined range. The predetermined range is the EntropyLow threshold
and the Entropy-High threshold. This process would optimize Kumar’s
classification process and discard irrelevant filenames with too low or too high
entropy values during runtime, reducing the number of features considered based on
the specific file being evaluated.

121. A PHOSITA would have understood “discarded” filenames are “turned
off” within the meaning of the 869 Patent. Indeed, the *869 Patent describes:

As an example, the learning classifier can adaptively set features of a

learning classifier based on the static data points extracted for a file. For
example, ranges of data can be identified for static data points that may
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enable the learning classifier to controllably select (e.g., turn on/off)
features for evaluation by learning classifier. In one instance where a
static data point extracted for evaluation is a file size (e.g., numeric
value), the learning classifier may turn on/off features for
evaluation based on whether a the file size of the file is within a
certain range. In another example, the learning classifier may detect
that the file does not contain “legal information” in the file. Legal
information may be any identifying information indicating data that
conveys rights to one or more parties including: timestamp data,
licensing information, copyright information, indication of intellectual
property protection, etc. In an example where the learning classifier
detects the presence of legal information does not exist in the
executable file, this may trigger the learning classifier to adaptively
check for additional features that might be indicative of a threat or
malicious file as well as turn off other features related to an evaluation
of the “legal information.” The learning classifier component 104
utilizes programming operations or machine-learning processing to
train/re-train the learning classifier to uniquely evaluate any file/file

type.

’869 Patent, 7:43-64 (emphasis added).

122. A PHOSITA would have recognized that it was known in the art
to use thresholds in malware detection systems to discard irrelevant features.
For example, “Classification of Malicious Domain Names using Support
Vector Machine and Bi-gram Method by Nhauo Davuth et al. (“Davuth’) (Ex.
1021) describes: “In our experiment, we set some threshold values to remove
useless features. We assume that f1 is the frequency of each feature for
legitimate domains and f2 is the frequency of each feature for malicious
domains, and we want to select the features that have frequency bigger than

100[.]” Davuth, 55.
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123.  As another example, U.S. Patent Publication No. 2008/0319932
to Wen-tau Yih et al. (“Yi/”) (Ex. 1024) describes:

Depending on the threshold picked, the classifier will optimize on a

different type of data, and thus optimize for a different false positive

rate. FIG. 2C illustrates the training data employed by the second stage

classifier when training data that is classified below the threshold by

the first stage classifier is ignored. In other words using the spam e-mail

filtering example, eliminating all of the easy to classify good e-mails (o

squares in the bottom right) and hard to classify spam e-mails (x's in

the bottom right) by picking a threshold for the first-stage

classifier. FIG. 2D illustrates the second-stage classifier that is learned

using the training data from FIG. 2C.

Yih, [0040].

124. Therefore, in operation, in Kumar’s methods as modified by Tahan, a
specific file with filename entropy value below EntropyLow would indicate (little
(or no) difference in filenames from multiple instances of this file, and the classifier
would discard this data point as irrelevant to classification. On the other hand, if the
entropy values exceed EntropyHigh, this would indicate too much variability such
that the filename is not a good measure of data within the file and is similarly
discarded.

125. Tahan’s process is not duplicative of Kumar’s feature selection process.
Kumar’s feature selection process occurs during training, optimizing the specific

features which the system deems best for categorization. However, this feature

selection process does not optimize features on a file-specific basis. Using Tahan’s

IPR2023-01053
CrowdStrike EX1003 Page 73



IPR2023-01053
U.S. Patent 11,409,869

processes, irrelevant features of the specific file being analyzed are discarded at
runtime, further optimizing the overall classification.

126. Further, a PHOSITA would have had a reasonable expectation of
success in making these modifications. Kumar already discloses that its detection
logic can be enhanced to “use larger resource limits, more signatures, more in-depth
processing, and so forth.” Kumar, [0024]. Adding an additional processing routine
would have required only programming changes to Kumar’s already present
detection logic with the tradeoff of optimizing classification on a “file specific”
basis. Such programming changes would have been well within the skill of
PHOSITA during the relevant timeframe.

(h)  [1(f)] providing the generated feature vector to one or
more support vector machines to build a probabilistic

model that indicates whether the executable file fits into
one of the categories of files.

127. As I discussed above, Kumar discloses using a support vector machine
to classify the feature vectors generated during malware detection. See, e.g., Kumar,
[0027]. Indeed, Kumar discloses an exemplary list of classifiers operable with its
disclosed threat detection system, including a “support vector machine” (SVM):

In one implementation of the telemetry classifier, a multiclass
classifier (e.g., logistic regression, naive Bayes, support vector
machine, neural network, boosted decision tree, other boosted
algorithms, ensemble classifiers, hierarchical classifiers and/or the
like) may be used to assign an unknown telemetry report to a
particular malware family, with a generic malware family
representing other families, a particular benign group of applications,
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and/or the generic benign class representing any remaining benign
applications.

Kumar, [0027], [0039]. For the same reasons identified above, a PHOSITA would
have been motivated to use an SVM as the classifier in Kumar’s threat detection
system to appreciate the known benefits and advantages of using the same compared
to other known classifiers.

128. In Kumar’s SVM classification techniques, the generated feature vector
is input to the SVM, and this SVM builds a probabilistic model that indicates
whether the executable file is malware or benign (i.e., fits into one of the categories
of files). In this regard, Kumar discloses that the backend malware detection logic
may include “the results of a file based malware classifier which assigns a
probability to the file that it belongs to a particular malware family, the generic
malware family, a particular benign family, or the generic benign family.”

Kumar, [0037]. An exemplary probabilistic model is shown below:

Maximum
Category Category Second
Probability Probability First substring substring
Paenign 0.9 “Benign_4"
PBenign 0.7-0.9 “Benign_ 3~ (The empty
Benign 0.5-0.7 “Benign_ 2" string)
P enign 0.333-0.50 “Benign__1"
Incomclusive =0.333 “Inconclusive”
Patuiware 0.333-0.50 “Malware__1" The most likely
Pasabware 0.5-0.7 “Malware_ 2™ family string
Prtabare 0.7-0.9 “Malware_ 3" {e.g. Rbot)
Patabware .9 “Malware_ 4"
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Kumar, [0043]. Kumar discloses that “[o]ther inconclusive results can be computed
and returned for other types of classifiers including naive Bayes, support vector
machine, neural network, boosted decision tree, other boosted algorithms, ensemble
classifiers, hierarchical classifiers and/or the like” as well. Kumar, [0045]. Based on
Kumar’s discloses, a PHOSITA would have understood or found obvious that the
SVM classifier would build a probabilistic model, indicated above, to categorize the
detected executable file—assigning the file to a particular category selected from the
subset of benign, inconclusive, or malware.

2. Claim 2 — The computer-implemented method according to

claim 1, wherein the plurality of static data points are extracted
without decrypting or unpacking the executable file.

129. As I explained in my opinions above, Kumar discloses that after
identifying a potential malware file, antimalware client component 116 “extract[s]”
features and characteristics (i.e., plurality of static data points) from the identified
executable file to send to backend service 104 for analysis. See above, Claim 1(d).
While Kumar’s system can unpack a file to obtain certain data points (e.g., Kumar,
[0055] “unpacked strings™), a PHOSITA would have understood or found obvious
that Kumar’s other exemplary extracted features can be extracted without decryption

or unpacking. For instance, these features are identified below:
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Featire Description

File Name Name of the PE file

Original File Name File name in the original report

File Name Matches Whether the file name in this report marches the

Original? file name in the original report

File Type Type of file it is

Signer Name Organization that signed the file

Signing Authority Certificate authority that issued the signature

Signature Tvpe File signed or not; if signed, whether the
signature is legitimate or invalid

Description Description of the file in the header

Orgamzation Manufacturer of the binary file

Version Version number of the binary file

Packed Whether the file is packed

L& Hash Locality sensitive hash

Behavior Feature Represents the simple behavior that caused the
report to be generated

Kumar, [0028]. A PHOSITA would have understood that a file name, original file
name, file name matches, file type, signer name, etc. and much of the other data
provided in the table above is extracted from PE file headers, which are not packed
or encrypted.

130. Additionally, if the identified executable is not packed and encrypted,
Kumar would extract features without unpacking or decryption. Indeed, Kumar
discloses that its system can obtain file strings “directly from the file” without
unpacking for files that are not packed or encrypted. Kumar, [0039]. For packed
and/or encrypted files, a PHOSITA would have understood Kumar would extract
many of the above features without unpacking or decryption. Indeed, a PHOSITA
would have understood static features are those obtained by simply investigating the

binary contents of a file. In contrast, dynamic features require executing the file in a
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sandbox monitoring system. “Comparative Analysis of Combinations of Dimension
Reduction and Data Mining Techniques for Malware Detection,” by Proceso L.
Fernandez Jr. et al. (“Fernandez”) (Ex. 1025), 27. This is consistent with the 869
Patent’s disclosures, such that these same features identified in Table 1.1. (e.g., file
name, file type, etc.), can be extracted “regardless of whether or not they are
encrypted and/or compressed.” 869 Patent, 6:45-47

131. Alternatively, a POSITA would have found it obvious to use a known
static feature extraction tool, such as “PE Dump” to obtain PE file features, such as
filenames without unpacking or decryption. A PHOSITA would have recognized
several known in the art static feature extraction tools which would facilitate this
processing in Kumar’s system. For example, Fernandez provides a “list of tools used
for static feature extraction[,]” identified below:

e PE Dump - used to dump the PE file features of the file

e Bintext - used to dump the readable ANSI and UNI-CODE text strings in
the file

e Trend Micro VSDT tool - extracts the resource information from the file

e Trend Micro ScanPacker tool - extracts the packer in-formation from the
file
e Trend Micro Entropy tool - extracts the entropy computations on the file

sections
Fernandez, 27. And Fernandez explains these tools obtain the following types of

information:

e Windows Libraries and Functions Used
e Extracted Significant Readable Text Strings
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e File Structure Details (Portable Executable File header, section tables,
resource table, Import/Export tables)

o Compression Details (Entropy, Packer Type/Layer)
e Malware-related URL’s in the code

1d.

132. A PHOSITA would have been motivated to use any of these known
static feature extraction tools in Kumar’s system to extract static data features, as
Kumar already contemplates. Using known tools would successfully extract the
necessary feature data for Kumar’s classification process. Incorporating any of these
tools is simply combining prior art elements according to known methods to
predictably yield a system which successfully extracts static data features for
subsequent malware detection/processing.

3. Claim 3 — The computer-implemented method according to
claim 1, wherein the one or more support vector machines builds

the probabilistic model by performing data analysis and pattern
recognition on the one or more feature vectors.

133. As described above in Claim 1(f), Kumar’s SVM builds a probabilistic
model. Kumar discloses that its probabilistic model is built from the following

function:

F-1
NEN =me. i fon)+ b HWL, )

f =

Kumar, [0040]. Here, “w(f}j) 1s the binary classifier weight for feature f for the jth

family classifier...[t]here are Ftotal features, and x(f,n) is the fth feature value for
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the nth unknown file to be evaluated.” Kumar, [0040]. The classifier computes 102
“l versus the rest” linear classifiers (100 specific malware families, 1 generic
malware family, and 1 benign family), then “computes the overall probability for the
nth file.” /d. If the classifier is set to include an “inconclusive” result, three separate
output probabilities are used for the three states, “Malware,” Benign,” and

“Inconclusive”:

{11\ — S [Benignn] Lslkn \
Pc!’t"";;"ll'-)‘ =€ [Benig ]'|.zkt [ ]+l )

5 [)'.n]',n’( Ekc._,s[k.n ]+1 )

wBenign®©

P.\‘fa:'wa.-‘:{ 1 } :Ef

(n)=1/(2 ke’[’ 1)

b
‘flncfm(-h«si\'t‘

Kumar, [0041].

134. A PHOSITA would have understood that Kumar’s functions above
perform data analysis and pattern recognition on one or more feature vectors (e.g.,
applying weights to feature “f”) to build its probabilistic model. For example, it was
well-known that SVMs “are supervised learning models associated with learning
algorithms and used to analy[z]e data and recogni[z]e patterns.” Wang, (Ex.
1022), 1013; see also U.S. Patent No. 8,418,249 to Nucci et al. (“Nucci”’) (Ex. 1026),
2:25-28 (which describes that “[a] support vector machine (SVM) is a set of
supervised learning methods that analyze statistically related data items and

recognize patterns for classification and regression analysis”). As another example,
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U.S. Patent No. 8,161,548 to Wan (“Wan”) (Ex. 1027) describes a “malware
classifier apparatus as recited in claim 16 wherein said pattern classification
algorithm is based on the support vector machine (SVM) algorithm.” Wan, claim 17.
Further Wan describes that in “step 520 the pattern classification algorithm (in this
embodiment, the SVM Light software) accept as input the extracted values and by
use of the trained model outputs a classification label 150.” Wan, 38-41. Thus, a
PHOSITA would have understood that Kwumar’s SVM, which builds the
probabilistic model identified above, does so by conducting data analysis and pattern
recognition on one or more feature vectors.

4. Claim 5 — The computer-implemented method according to claim

1, wherein the executable file is identified in response to a
detected condition.

135. Kumar discloses that the executable file is identified in response to a
detected condition. This detected condition includes when a potential malware file
is received at the customer front-end 112 or when it attempts to infect the customer
machine front-end 112. For example, Kumar discloses that “[w]hen potential
malware is received at the customer machine front-end 112, the potential malware
is processed before being allowed to run, so as to detect whether the potential
malware is actual malware 114. If the potential malware is actual malware 114, as

in the example of FIG. 1, the malware 114 will attempt to infect the customer
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machine front-end 112, as represented in FIG. 1 by circled numeral one (1).” Kumar,

[0022]. Numeral (1) is shown below in Figure 1:

Training and
| Feature Selection
| 120 - System
L offline
| online
|
infects / attempts @ |
to infect A > - Rapid updates —
@ Antimalware queries | Unrevealed 106
Malware | o fiates / ) | Detection Logic » Anti-probe logic -
Client | -
blocks | (e.g., Classifiers) 104
@ | | detects | | Noise —
114 ! \ 110
116 | 102
| Unpredictability Mechanism
Customer | l\
Machine | Antimalware Vendor Backend Service 4,
I Frontend | |
|
| I
112 | 104
client | server

Kumar, Fig. 1; see also id., Fig. 5 (“Receive unknown file”).

136. Kumar additionally discloses that the executable file is identified in
response to another detected condition, which may be a probing attempt. Namely,
Kumar discloses that “when probing is suspected, the code (instead of or in addition
to any features and characteristic data) that was received may be analyzed in more
detail. Even if malware is not detected by current classifiers, such a post-probing
analysis may allow classifiers to be updated (e.g., at a high priority) based upon what
is learned from the analysis. In other words, a malware author may be revealing new
malware techniques during the probing attempts, and these can be detected and

proactively used to protect against what may be future malware.” Kumar, [0050].
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5. Claim 6 — The computer-implemented method according to
claim 5, wherein the detected condition is user request for a file
download.

137. Asdiscussed above in Claim 5, Kumar discloses that the executable file
is identified in response to a detected condition, such as when the file is received, or
when the file attempts to execute. In my opinion, it would have been obvious to a
PHOSITA to identify the executable file in Kumar’s methods prior to receipt or
execution, such as when the user sends a request for a file download. First, Kumar
generally provides a process where the disclosed threat detection analysis is
conducted before the file is downloaded. See, e.g., Kumar, [0036] (“the customer
can be given the opportunity to wait for the backend service to upload and analyze
the unknown file before downloading the file to the customer’s machine 112”). And
separately, Kumar also discloses monitoring API call activity, which a PHOSITA
would have understood to include requests for file downloaded. Id., [0039].
Therefore, a PHOSITA would have found it obvious to modify Kumar’s methods to
identify the file before downloading it upon a detected condition—the detected
condition being the API call sent when requesting download. This modification
would enhance Kumar’s threat detection analytics by identifying potential malware
files earlier in the process—prior to downloading or execution.

138. A PHOSITA would have had a reasonable expectation of success

making this modification as it requires only reprogramming well within the skill of
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a PHOSITA to already present hardware. Indeed, a PHOSITA would have
understood that the process for identifying a potentially malicious file to run
malware detection processes on the file prior to download was known in the art at
the time of the invention. For instance, U.S. Patent No. 8,875,289 B2 to Mahaffey
et al. (“Mahaffey”) (Ex. 1028) states, “[flor example, a user of mobile
communication device 101 may wish to download a file to his device, but prior to
installing the file, may wish to send the file or identifying data associated with
the file to the server 151 in order to check if the file is malicious or otherwise
undesirable.” Mahaffey, 7:46-50.

139. Alternatively, it would have been obvious to utilize a router or “proxy”
in Kumar’s methods to detect malware before the file is downloaded to the client
computer, such as upon request by the user to download the file. For example, Kumar

discloses that a client computer 610 “may operate in a networked environment using
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logical connections to one or more remote computers, such as a remote computer

680.” Kumar, [0081]. This is shown below in Figure 6:

610 ( 691
SYsSTEM MEMORY 620 \}l\
(ROM) 631 / ONITOR
BIOS 633|630 | PROCESSING s 690
UNIT OuTPUT
(RAM) 632 J |N‘I"22::CE PERIPHERAL 696
N AN N Ve
APPLICATION 635 595
PROGRAMS === SYSTEM Bus
THER PROGRAM
e o7 =
MobuLEs 636 650 rBGO 670
P NON-REMOVABLE EMOVABLE USER NETWORK LocAL AREA NETWORK
RSGRAM NON-VoL. MEMORY Non-VoL. INPUT INTERFAGE ¢ 671
ATA 837 INTERFACE MemORY INTERFACE
640— /872
Ly | (=] (=] T 680
L . AUX S5

g | Y A
641 651—p L ess/ WiDE AREA

! 699/ /
@ | NETWORHKC REMOTE
- 652 . | i ~ “"‘ COMPUTER(S)

65 TaBLET ||@ 0l 673
OPERATING APPLICATION ngziimm PROGRAM "—"'
SYSTEM PRocRAMg | "0 R DATA .| | Mic 664 KEYBOARD ggo e
644 645 220 661 REMOTE  g85| 681
APPLICATION
FIG. 6 s00—* 663 Mouse PROGRAMS

1d., Fig. 6. Kumar explains that “remote computer 680 may be a personal computer,
a server, a router...” Id., [0081]. And this router “typically includes many or all of
the elements described [] relative to the computer 610[,]” (see id.) which includes
any of the elements described in paragraphs [0073]-[0080], including the program
modules for malware detection described in Kumar’s disclosures. Based on Kumar’s
disclosure, therefore, it would have been obvious for this router to detect a user
request for download of a file, to intercept the file, and perform Kumar’s disclosed

malware detection methods before downloading the file to the client computer 610.

IPR2023-01053
CrowdStrike EX1003 Page 85



IPR2023-01053
U.S. Patent 11,409,869

Doing so would offload computing tasks to the router gateway device, freeing up
processing and user space on the client computer and significantly reducing the risks
of running malicious files on the client computer.

140. A PHOSITA would have had success making this modification. As
discussed above, Kumar already discloses performing its threat detection techniques
in a networked environment. See also id., [0075] (noting the “invention may also be
practiced in distributed computing environments where tasks are performed by
remote processing devices that are linked through a communications network™).
Thus, this modification would have been well within the skill of a PHOSITA at the
time of the invention.

6. Claim 7 — The computer-implemented method according to claim

5, wherein the detected condition is the detection of a new file
attempting to execute.

141. As I described above, Kumar discloses that its system identifies a
potentially malicious file when it “attempt[s] to infect the customer machine
front-end 112, as represented in FIG. 1 by circled numeral one (1).” Kumar, [0022].

Figure 1 is reproduced below:
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Kumar, Fig. 1. Based on Kumar’s description, a PHOSITA would have understood

that as the potentially malicious file was attempting to infect the customer machine

front-end, the file was “attempting to execute” on the customer machine front-end.
7. Claim 8 — The computer-implemented method according to

claim 1, wherein the plurality of static data points represent
predefined character strings in the executable file.

142. 1 understand that the 869 Patent does not use the term “predefined
character strings” outside the claims. However, the 869 Patent generally provides
exemplary static data points falling within the “Strings/Byte sequences” category.
These exemplary static data points in the “Strings/Byte sequences” are shown below,

boxed in red:
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TABLE 1.1
Numeric valies Nominal vahies Strings/Byte sequences Boolean values
File size initialize Comments Address Of Entry Point Anomaly
linker version Un-initialize company name Image Base Anomaly
code size entry point file description Section Alignment Anomaly
OS version subsystem internal name Size Of Code Mismatch Anomaly
image version file subtype legal copyright Low Import Count Anomaly
subsystem version language original file Entry Point Anomaly
file version number file flags masks private build certificate Validity
product version number file flags product name Certificate Exception
size of heapr file OS special build Code Characteristics Anomaly
size of stackr file type product version Code Name Anomaly
size of image machine type file version Count Anomaly
PE header time PE type package code Data Characteristics Anomaly
Section Entropy section counts product code Data Name Anomaly
Sections count DLL count export DLL name Export Exception
DLL functions assembly version Large Number of DLLs Anomaly
data directory Certificate Issuer flag DLL Name Anomaly
export count Certificate Subject Number of Functions Anomaly
Earliest Data Byte | Imports Function Name Anomaly
resources Exports PE Header Anomaly
resources language | Section Names High Section Count Anomaly
resource Encoding | Non-resource section strings | PE Magic Validity
resource code page Resource Exception
resource size VR Code Ratio Anomaly
DLL characteristics Import Exception

’869 Patent, Table 1.1. The *869 Patent provides that this “string sequence data”
may be “processed as n-grams[.]” Id., 8:15-23.

143. 1 also understand that the PO has explained “‘character strings’ can be
numerical values...used interchangeably with ‘byte sequences’[.]” Ex. 1009
(Responsive Markman Brief, Dkt. 98), 66 (citing parent 844 Patent, 8:29-48, “‘n-

999

grams’ made up of ‘string and/or byte sequences’”). [ have been asked to apply PO’s
interpretation. I express no opinion as to the correctness of this interpretation.

144. Consistent with the teachings in the *869 Patent, Kumar discloses static
data points such as “File Name,” “Certificate information” and “Version™ that fall

within the “Strings/Byte sequences” category the 869 Patent describes in Table 1.1.

These static data points are reproduced below:
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Feature Description

File Name Name of the PE file

Original File Name File name in the original report

File Name Matches Whether the file name in this report matches the

Original? file name in the original report

File Type Type of file it is

Signer Name Organization that signed the file

Signing Authority Certificate authority that issued the signature

Signature Type File signed or not; if signed, whether the
signature is legitimate or invalid

Description Description of the file in the header

Organization Manufacturer of the binary file

Version Version number of the binary file

Packed Whether the file is packed

LS Hash Locality sensitive hash

Behavior Feature Represents the simple behavior that caused the
report to be generated

Kumar, [0028]. And like the *869 Patent, this data can be represented as 3-byte n-
grams (trigrams). Id., [0052]. It is my opinion, therefore, that Kumar discloses static
data points as “character strings.”

145. Itis also my opinion that these character strings are “predefined” as that
term is understood based on the intrinsic record. For example, during prosecution of
the parent ’844 Patent, Applicant proposed several amendments clarifying that
“static data points” correspond to “points of reference (in the file content)” such as
to “particular sections or portions of the file.” ’844 Parent FH (Ex. 1006), 134-135.
I understand that the Examiner found that the prior art (Wojnowicz) disclosed “a
string of hexadecimal characters” and that because an example static data point is
“string information[,”] the prior art disclosed this concept. Applicant ultimately

removed the “points of reference” language and added “the plurality of static data
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points represent predefined character strings in the executable file[;]” suggesting
that Wojnowicz’s “fixed-length file chunks do not represent predefined character
strings” where “each fixed-length file chunk is, itself, a random (e.g. undefined)
character string having no initial significance to the system of Wojnowicz.” Id., 312.

146. In the present challenge, Kumar’s filename, version, certificate
information, etc. character strings correspond directly to particular predefined
sections of the file. Namely, the file’s header. These strings thus are (pre)defined
and would be highly significant to classification, in contrast to the file chunks in
Wojnowicz’s disclosures.

8. Claim 9 — The computer-implemented method according

to claim 1, wherein a determination of whether the
executable file is harmful is used to retrain the classifier.

147. Kumar discloses its detection logic is “updateable” such that it “may be
updated based upon one or more updating criteria, such as...new information and/or
the like.” Kumar, [0006]. For example, Kumar discloses “retraining and/or
replacing the logic[.]” Kumar, [0047]. A PHOSITA would have found it obvious for
such “new information” to include a determination of whether the executable file is
harmful to retrain the detection logic (which includes known classifiers as I
explained in my opinions above). More specifically, it would have been obvious for
Kumar’s training and feature selection system 120 to employ a well-known feedback

approach to update its training dataset. In a feedback approach, the determination of
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whether the executable file is malware (i.e., harmful) is fed back into the system as
updated training data.

148. For example, there were several well-known feedback approaches at
the time of the invention. First, U.S. Patent No. 9,349,103 to Eberhardt, III et al.
(“Eberhardt”) (Ex. 1029) describes the application of machine learning classifiers
to detect anomalies and malware in computing systems. Eberhardt, Abstract. To
optimize training the machine learning classifiers, Eberhardt explains that generated
“report[s] 204 may be fed back to the training system for future training and/or
adjustment of the [machine learning] models 106.” Id., 4:42-47; see also id., Fig. 2
(showing the “Report 204” after the “Detection Module 107”). In this way, the
system can “show...how similar an event is to a set of historic, adjudicated events
that are, for example in a malware detection situation.” Id., 5:34-45.

149. Second, U.S. Patent No. 9,043,894 to Dennison et al. (“Dennison’) (Ex.
1030) describes malicious software detection in a computing system which uses a
suitable machine learning model for malware analysis. Dennison, Abstract.
Dennison explains that data items scored as malware “can be fed back into the
system to improve machine learning.” Id. Third, U.S. Patent No. 9,306,971 to
Altman et al. (“Al/tman”) (Ex. 1031) describes a system and method for malware
detection learning that implements adaptive machine learning algorithms. Altman,

Abstract. Altman discloses that “[i]Jn some embodiments, malware detection results
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of the system are fed back” such that this feedback can be used “for adapting the
models and updating the reputation database or blacklist.” Id., 3:48-61. Thus, it was
well-known in the art for malware detection systems to implement a feedback
approach to update a training dataset.

150. A PHOSITA would have had a reasonable expectation of success and
have been motivated to facilitate retraining in Kumar using a well-known feedback
approach, such as recursive feedback training where the determination of whether
the executable file is malware (i.e., harmful) is fed back into the system in order to
improve machine learning. Indeed, feeding back a malware determination would
provide “signature data” to the detection logic, which Kumar explains is “needed to
remediate the problem.” Kumar, [0024]-[0025].

9. Claim 18(f) — evaluating the feature vector using a

machine learning model to determine whether the
executable file fits into one of the categories of files.

151. T understand that claim 18 broadly claims a “machine learning model”
as the component which evaluates the feature vector. In contrast, claim 1 more
narrowly recites a “support vector machine” as the component which evaluates the
feature vector. A PHOSITA would have understood that a support vector machine
is a type of machine learning model as claimed in the 869 Patent. See, e.g., 869
Patent at claim 21 (“wherein the machine learning model comprises a support

vector machine”). Thus, for the same reasons that Kumar’s support vector machine
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discloses claim 1, Kumar’s support vector machine also discloses the machine
learning model claimed in claim 18.

152. Additionally, Kumar discloses a list of other exemplary telemetry
classifiers that may be used to assign an unknown telemetry report as malware or
benign. For example, Kumar discloses the following list of telemetry classifiers
compatible with its disclosed methods: “logistic regression, naive Bayes, support
vector machine, neural network, boosted decision tree, other boosted algorithms,
ensemble classifiers, hierarchical classifiers and/or the like.” Kumar, [0027]; see
also id., [0039] (disclosing the same). A PHOSITA would have found it obvious to
utilize any of these other types of classifiers—all of which are examples of machine
learning models (or may implement machine learning models)—to accomplish
Kumar’s disclosed threat detection methods. Indeed, this would merely be the simple
substitution of a known machine learning model for another to obtain predictable
results. Such interchangeability would have been based on the desired classification
parameters set by the user or system. A PHOSITA would have had success
implementing any of its well-known classifiers, as Kwumar envisions its
system/methods performing with its disclosed example list of classifiers.

153. Moreover, it would be obvious to try any of Kumar’s expressly stated

classifiers in its system to predictably classify a file as malware or benign.
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10. Claim 20 — The computer-implemented method
according to claim 18, wherein the machine
learning _model comprises an__artificial neural
network.

154. As I explained in my opinions above, Kumar discloses a list of
exemplarity telemetry classifiers which serve as a machine learning model, and this
list includes a “neural network[.]” Kumar, [0027]; see also id., [0039]. A PHOSITA
would have understood that this “neural network” is an “artificial neural network.”
Indeed, based on my experience with malware detection systems and machine
learning models, an “artificial” neural network is often used synonymously or
interchangeably with a “neural network.” All neural networks are “artificial” in that
they rely on artificial intelligence, or machine learning, to perform the requisite
processing. Consistent with my experience, U.S. Patent Publication No.
2007/0245520 to Yong et al. (“Yong”) (Ex. 1032) provides example “machine
learning algorithms, such as ANN (Artificial neural Network), SVM (Support
Vector Machines)” and others. Yong, [0035].

155. For the same reasons above in Claim 18(f), a PHOSITA would have
been motivated to apply any of the listed classifiers, including a neural network,
depending on the desired classification parameters. See above, Claim 18(f) (also
noting this would have been obvious to try out of the list of choices to provide

predictable results).
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11. Claim 22 — The computer-implemented method
according to claim 18, wherein the machine
learning model comprises a machine learning
decision tree.

156. Kumar’s list of exemplary telemetry classifiers which serve as a
machine learning model also includes a “boosted decision tree[.]” Kumar, [0027];
see also id., [0039]. A PHOSITA would have understood this “boosted decision
tree” 1s a “machine learning decision tree” as claimed. Indeed, it was known in the
art that boosted decision trees use machine learning for classification processing.
See, e.g., U.S. Patent No. 9,721,212 to Gupta et al. (“Gupta’) (Ex. 1033). Gupta
relates malware protection using learning models. Gupta, Abstract, 9:26-29; see also
U.S. Patent No. 9,324,034 to Gupta et al. (“Gupta II’) (Ex. 1034), Abstract
(“applying machine learning techniques to generate a first family of classifier
models using a boosted decision tree”). For the same reasons above in Claim 18(f),
a PHOSITA would have been motivated to apply any of the listed classifiers,
including the boosted decision tree, depending on the desired classification
parameters. See above, Claim 18(f) (also noting this would have been obvious to
try).

12.  Claim 23 — The computer-implemented method according

to claim 18, wherein the machine learning model comprises a
Bayesian network.

157. Kumar’s list of exemplary telemetry classifiers which serve as a

machine learning model also includes a “naive Bayes” model. Kumar, [0027]; see
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also id., [0039]. A PHOSITA would have understood the “naive Bayes” model is a
specific species of the “Bayesian network™ genus. For example, U.S. Patent No.
10,783,254 to Sharma et al. (“Sharma’) (Ex. 1035) describes systems and methods
for detecting malware in mobile applications. Sharma, Abstract. Sharma provides
that its system can use a “Bayesian model classifier” “for example a Naive Bayesian
classifier or a Tree-Augmented Naive Bayesian classifier.” Id., 6:34-38; see also id.,
12:33-36 (““Variants of the Bayesian classifier can be used in various embodiments”
such as the “Naive Bayesian classifier”). For the same reasons above in Claim 18(f),
a PHOSITA would have been motivated to apply any of the listed classifiers,
including the naive Bayes model, depending on the desired classification parameters.
See above, Claim 18(f) (also noting this would have been obvious to try).
13.  Claim 24 — The computer-implemented method according
to claim 18, wherein evaluating the feature vector using the

machine learning model comprises evaluating the feature vector
Using support vector processing.

158. I understand that PO has stated the plain and ordinary meaning of
“support vector processing” “is simply ‘processing that involves a support vector.””
Ex. 1009 (Responsive Markman Brief, Dkt. 98), 69 (noting these “can be processed
both by support vector machines and by other machine learning classifiers, such as

neural networks™). I have been asked to apply PO’s interpretation. I express no

opinion as to the correctness of this interpretation.
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159. As I described above, Kumar discloses machine learning models, such
as “support vector machines” and ‘“neural networks” used to classify a file. See
above, Claim 1(f), 18(f), 20-23. Specifically, Kumar discloses:

In one implementation of the telemetry classifier, a multiclass classifier
(e.g., logistic regression, naive Bayes, support vector machine, neural
network, boosted decision tree, other boosted algorithms, ensemble
classifiers, hierarchical classifiers and/or the like) may be used to assign
an unknown telemetry report to a particular malware family, with a
generic malware family representing other families, a particular benign
group of applications, and/or the generic benign class representing any
remaining benign applications.

Kumar, [0027]. A PHOSITA would have understood that at least the “support vector
machines” and “neural network” models include processing that involves a support
vector and therefore perform “support vector processing” under PO’s interpretation
of the claim language.

14.  Claim 25 — The computer-implemented method according

to claim 18, wherein the machine learning model
comprises a clustering model.

160. As I discussed above, Kumar discloses a list of exemplarity telemetry
classifiers that may be used to assign an unknown telemetry report to a particular
malware family, the generic malware family, a particular benign family, or the
generic benign family. This list of telemetry classifiers includes, “e.g., logistic
regression, naive Bayes, support vector machine, neural network, boosted decision
tree, other boosted algorithms, ensemble classifiers, hierarchical classifiers and/or

the like[.]” Kumar, [0027]; see also id., [0039]. A PHOSITA would have understood
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or found obvious that several of these models utilize “clustering.” For example, at
least “ensemble classifiers” and ‘“hierarchical classifiers” implement clustering
techniques to classify data as malicious or benign.

161. Indeed, this was known in the art. “Ensemble Methods for Malware
Diagnosis Based on One-class SVMs” by Xing An (“Xing”) (Ex. 1036) provides
means to enhance typical SVMs with ensemble and hierarchical techniques. With
respect to ensemble or hierarchical methods, Xing provides that “Bagging [] and
clustering are two ensemble methods[.]” Xing, 2. In Xing’s experiments, Xing
explains that “for clustering, we conducted a bottom-up hierarchical clustering along
with the greedy approach for selecting the candidates in each iteration, the clustering
process terminates when all the clusters have merged into one final cluster that
contains all the training examples.” Id. Thus, Xing supports that ensemble and
hierarchical methods utilize clustering techniques.

162. Moreover, it was known that support vector machines can cluster data.
For example, “Malware behavioral detection and vaccine development by using a
support vector model classifier” by Ping Wang et al. (“Wang”) (Ex. 1022) describes
that:

Support vector machines (SVMs) [6,7] are used for clustering data into

two categories according to maximum boundary geometry. Solving

classification problems by using an SVM classifier (SVC) guarantees

few classification errors caused by maximizing the generalisation

ability of learning incorporating the Lagrange multiplier optimization
algorithm [8].
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Wang, 1013

163. Alternatively, to the extent PO or its expert argues that typical support
vector machines do not cluster data, it would have been obvious to a PHOSITA to
modify Kumar’s support vector machine to implement well-known clustering
techniques according to known benefits. For example, as discussed in Wang above,
SVM clustering techniques “guarantees few classification errors caused by
maximizing the generalization ability of learning[.]” Wang, 1013. A PHOSITA
would have had a reasonable expectation of success modifying Kumar’s SVM to
perform clustering as was well-known in the art.

164. Additionally, it would have been obvious to employ other known
clustering algorithms in Kumar’s methods as the classifier. For example, Tahan
provides known in the art clustering techniques. See, e.g., Tahan, 951 (describing
known in the art “classification techniques” in the “context of benign/malware files
classification” including ‘“k-nearest neighbor (KNN)”). KNN is one of the most
widely known clustering algorithms. See, e.g., Tahan, 951; see also U.S. Patent No.
9,306,966 to Eskin et al. (“Eskin”) (Ex. 1037), claim 21 (claiming process for
determining a specific cluster as the k nearest neighbor to the selected data).

165. A PHOSITA would have been motivated and would have had success

in employing a KNN clustering algorithm in Kumar’s methods for the same reasons
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identified above with implementing any known clustering algorithm in Kumar’s
methods.

15. Claim 31 — The computer-implemented method according
to claim 18, further comprising preventing execution of the
executable file based on classifying the executable file as
harmful.

166. Kumar discloses when the potential malware is received at the customer
machine front-end, “the potential malware is processed before being allowed to run,
so as to detect whether the potential malware is actual malware 114.” Kumar,
[0022]. In this regard, Kumar discloses that after malware is detected, the backend
service “may provide the antimalware client component 116 with information (e.g.,
signature data) needed to remediate the problem. In this way, the antimalware client
component 116 may take remedial action (corresponding to circled numeral four (4)
in FIG. 1), such as to clean delete or quarantine the file containing
the malware 114.” Kumar, [0025], Fig. 1 (circle (4) “remediates/blocks”). A
PHOSITA would have understood that these remediation processes would prevent a
files execution. Namely, cleaning, deleting, quarantining, or blocking a file would
all prevent execution.

16.  Claim 46(e) — at least one processor configured to perform

operation of:

167. I understand that claim limitations 46(b) and 46(e) claim “at least one

processor.” See, 869 Patent, Claim 46. To the extent PO or its expert argues that
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these limitations require separate processors, a PHOSITA would have understood or
found obvious that Kumar discloses multiple processors performing its claimed
methods. For example, Kumar explains its methods are “performed at least in part
on at least one processor...[,]” indicating that multiple processors may perform its
disclosed methods. Moreover, Kumar expressly discloses that “multiple processing
chips or multiple devices can share the performance of one or more functions
described herein.” Kumar, [0085]; see also id., [0073]-[0074]. Based on these
disclosures, a PHOSITA would have understood that Kumar discloses multiple

processors performing its described methods.
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IV. CONCLUSION

168. 1declare that all statements made herein of my knowledge are true, and
that all statements made on information and belief are believed to be true, and that
these statements were made with the knowledge that willful false statements and the
like so made are punishable by fine or imprisonment, or both, under Section 1001 of

Title 18 of the United States Code.

Date: July 3, 2023

]

e

Dr. Markus Jakobsson

By:
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CV and Research Statement

Markus Jakobsson
www.linkedin.com/in/markusjakobsson
www.markus-jakobsson.com

1 At a Glance

e Focus. Identification of security problems, trends and solution along four
azxes — computational, structural, physical and social; quantitative and
qualitative fraud analysis; development of disruptive security technologies.

e Education. PhD (Computer Science/Cryptography, University of Cali-
fornia at San Diego, 1997); MSc (Computer Science, University of Cali-
fornia at San Diego, 1994); MSc (Computer Engineering, Lund Institute
of Technology, Sweden, 1993).

e Large research labs. San Diego Supercomputer Center (Researcher,
1996-1997); Bell Labs (Member of Technical Staff, 1997-2001); RSA Labs
(Principal Research Scientist, 2001-2004); Xeroz PARC (Principal Scien-
tist, 2008-2010); PayPal (Principal Scientist of Consumer Security, Di-
rector, 2010-2013); Qualcomm (Senior Director, 2013-2015); Agari (Chief
Scientist, 2016-2018); Amber Solutions Inc (Chief of Security and Data
Analytics, 2018 — 2019); ByteDance (Principal Scientist, 2020-2021)

e Academia. New York University (Adjunct Associate Professor, 2002-
2004); Indiana University (Associate Professor & Associate Director, 2004-
2008; Adjunct Associate Professor, 2008-2016).

e Entrepreneurial activity. ZapFraud (Anti-scam technology; CTO and
founder, 2012-current); RavenWhite Security (Authentication solutions;
CTO and founder, 2005-); RightQuestion (Consulting; Founder, 2007-
current); FatSkunk (Malware detection; CTO and founder, 2009-2013 —
FatSkunk was acquired by Qualcomm); LifeLock (Id theft protection;
Member of fraud advisory board, 2009-2013); CellFony (Mobile security;
Member of technical advisory board, 2009-2013); PopGiro (User Reputa-
tion; Member of technical advisory board, 2012-2013); MobiSocial (Social
networking, Member of technical advisory board, 2013); Cequence Security
(Anti-fraud, Member of technical advisory board, 2013—current)

e Anti-fraud consulting. KommuneData [Danish govt. entity] (1996);
J.P. Morgan Chase (2006-2007); PayPal (2007-2011); Boku (2009-2010);
Western Union (2009-2010).
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e Intellectual Property, Testifying Expert Witness. Inventor of 100+
patents; expert witness in 25+ patent litigation cases (McDermott, Will
& Emery; Bereskin & Parr; WilmerHale; Hunton & Williams; Quinn
Emanuel Urquhart & Sullivan; Freed & Weiss; Berry & Domer; Fish &
Richardson; DLA Piper; Cipher Law Group; Keker & Van Nest). Details
and references upon request.

e Publications. Books: Phishing and Countermeasures: Understanding
the Increasing Problem of Electronic Identity Theft (Wiley, 2006); Crime-
ware: Understanding New Attacks and Defenses (Symantec Press, 2008);

Towards Trustworthy Elections: New Directions in Electronic Voting (Springer

Verlag, 2010); Mobile Authentication: Problems and Solutions )Springer
Verlag, 2012); The Death of the Internet (Wiley, 2012); Understanding
Social Engineering (Springer Verlag, 2016); Security, Privacy and User
Interaction (Springer Verlag, 2020); 100+ peer-reviewed publications

2 At a Glance

Ten years before Bitcoin was created, I formalized the notion of Proof of Work
and described its use for mining of crypto payments. I later developed energy-
efficient alternatives to this paradigm, and showed how to enable mining on
mobile devices, which is not possible for Bitcoin. I am the founder of the aca-
demic discipline of phishing and have developed techniques to predict fraud
trends years before they emerge, enabling countermeasures to be developed be-
fore they are needed. I developed the notion of implicit authentication, which
is now ubiquitous; I also founded a company that developed the first retroac-
tive virus detection technology, with guarantees of detection; the company was
acquired by Qualcomm in 2013. I have worked as chief scientist and similar
positions in startups as well as industry behemoths, such as PayPal. I have
several hundred patents to my name and am a prominent security researcher
with hundreds of peer reviewed publications and an array of textbooks. My
1997 PhD thesis, from University of California at San Diego, was on distributed
electronic payment systems with revocable privacy.

3 Work History (Highlights)

1. Member of Technical Staff, Bell Labs (1997-2001). Markus was
part of the security research group at Bell Labs. He formalized the notion
of proof of work, later an integral part of BitCoin.

2. Principal Scientist, RSA Labs (2001-2005). Markus posited that
phishing would become a mainstream problem, and developed ethical tech-
niques for identifying likely trends based on human subject experiments.

3. Associate Professor, Indiana University (2005-2008). Markus was
hired to lead the newly formed security group at Indiana University, and
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created a research group comprising approximately 10 professors and 30
students, studying social engineering and fraud.

4. Principal Scientist, Xerox PARC (2008-2010). Markus was hired to
lead the research efforts of the Xerox PARC security group, and developed
the notion of implicit authentication, a technology that is now ubiquitous.

5. Principal Scientist, PayPal (2010-2013). Markus did research on
security and user interfaces, and developed techniques to reduce the losses
associated with liar buyer fraud.

6. Senior Director, Qualcomm (2013-2016). Qualcomm acquires FatSkunk,
a company founded by Markus. At FatSkunk, Markus developed retroac-
tive malware detection with provable security guarantees. A simplified
version of this is now deployed with almost all Qualcomm chipsets.

7. Chief Scientist, Agari (2016-2018). Markus developed a technique to
acquire fraudster intelligence by compromising scammer email accounts —
while staying within the law — resulting in the extradition of several African
scam lords to the U.S.

8. Chief of Security and Data Analytics, Amber Solutions (2018-
2020). Markus developed usable configuration methods supporting im-
proved security and privacy for IoT installations.

9. Chief Scientist, ByteDance (2020-2021). Markus oversaw the estab-
lishment of a research group and a research agenda at ByteDance, and
contributed to their intellectual property and product security.

10. Chief Scientist, Artema LABS (2021-). Managing the research,
product strategy, and patent strategy for Artema LABS, a Los Angeles
based startup in the Crypto/NFT sector.

4 Publication List

Books (1-8); book chapters, journals, conference publications and other scientific
publications (9-147), issued /published U.S. patents (148-234). For an updated

list, and for international patents, please see www.markus-jakobsson.com/publications
and appropriate patent search engines.
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