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1. 

APPARATUS AND METHOD FOR 
INTEGRATING SHORTRANGE WIRELESS 

PERSONAL AREANETWORKS FORA 
WRELESS LOCAL AREANETWORK 

INFRASTRUCTURE 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

This is a continuation of U.S. patent application Ser. No. 
12/892.825, filed Sep. 28, 2010, which is a divisional appli 
cation of U.S. patent application Ser. No. 1 1/422,945, filed 
Jun. 8, 2006, which is a continuation of U.S. patent applica 
tion Ser. No. 1 1/376,729, filed Mar. 14, 2006, and claims the 
benefit of U.S. Provisional Patent Application No. 60/661, 
763, filed on Mar. 14, 2005. Each of the referenced applica 
tions are incorporated by reference herein in their entirety for 
all purposes, and the present application also incorporates by 
reference herein U.S. patent application Ser. No. 1 1/376,753, 
filed Mar. 14, 2006, hereinafter referred to as “Vleugels I and 
U.S. Provisional Patent Application No. 60/661,746. 

FIELD OF THE INVENTION 

The present invention generally relates to wireless commu 
nications. More particularly, the invention relates to seam 
lessly integrating short-range wireless personal area net 
works (“WPANs) into longer-range wireless local area 
networks (“WLANs). 

BACKGROUND OF THE INVENTION 

FIG. 1 depicts some parameters associated with a few 
existing and emerging standards for wireless connectivity. 
Based on targeted range and Supported data rates, these stan 
dards can be grouped into four categories: wireless wide area 
networks (“WWANs), wireless metropolitan area networks 
(“WMANs'), wireless local area networks (“WLANs) and 
wireless personal area networks (“WPANs). 
An example of a wireless local area network (“WLAN) is 

an 802.11x (x=a, b, g, n, etc.) network. An 802.11x NIC 
(network interface card) or 802.11x built-in circuitry might 
be used for networking an electronic device to the outside 
world, or at least to devices at other nodes of a WLAN 
802.11x network. 
The 802.11x specifications uses unlicensed, free spectrum 

in either the 2.4 GHz or 5 GHZ, frequency bands, supporting 
data rates of up to 54 Megabits per second (Mbps) and ranges 
of 300 feet and more. The 802.11x standard, also known as 
Wi-Fi, was adopted several years ago, and is now being 
widely deployed for WLAN connectivity in homes, offices 
and public places like airports, coffee shops and university 
campuses. 
The adoption and deployment of 802.11x-compliant 

equipment has experienced tremendous growth in recent 
years. The majority of laptops manufactured today include a 
built-in wireless circuit compliant with some variant of the 
802.11x standard. While originally devised for enabling wire 
less network connectivity (“wireless Ethernet'), WLAN con 
nectivity based on the 802.11x standard is rapidly finding its 
way in new applications like mobile phones—primarily 
driven by the adoption of Voice-over-IP (“VoIP)—and con 
Sumer electronics (home entertainment, video streaming, 
etc.). In addition, with the development of the new 802.11n 
specification, and the proliferation of citywide 802.11x 
deployment initiatives, the 802.11X standard is expanding 
into longer range applications. 
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2 
FIG. 2 illustrates a typical 802.11x WLAN configuration in 

infrastructure mode 1. Although the 802.11x standard Sup 
ports two modes of operation, namely ad-hoc mode and infra 
structure mode, the infrastructure mode is used more often. In 
the infrastructure mode, a dedicated 802.11x wireless circuit, 
also called an access point (AP), is necessary for and man 
ages an infrastructure network. AP 2 is configured specifi 
cally to coordinate the activities of the infrastructure network 
and to enable connectivity to, for example, the Internet or 
other WLANs via an Internet router 3, which may be disposed 
in AP2. Other 802.11x-compliant wireless circuits, hereafter 
alternatively referred to as stations (“STAs) 4 can become a 
member of the infrastructure network by going through an 
authentication and association procedure. Additional security 
procedures may be required as well. Once associated with the 
infrastructure network, a STA 4 can communicate with AP2. 
ASTA 4 may communicate with other STAs 4 of infrastruc 
ture network 1 via AP2. Furthermore, a STA 4 may commu 
nicate with STAs of other infrastructure networks (not 
shown) via AP 2. On a regular basis, the STAs listen to the 
beacons and pending traffic from the AP 2. 

In contrast to WLAN, no such unifying standard exists for 
WPAN. Instead, a number of proprietary and standardized 
communication protocols have been and are being developed 
for establishing short-range WPAN connectivity. Standard 
ized protocols include the Bluetooth specification (based on 
the IEEE 802.15.1 standard), the recently approved Zigbee 
specification (based on the IEEE 802.15.4 standard), and the 
Ultra-Wideband (“UWB) specification which is still under 
development. In addition, there are several proprietary pro 
tocols in the unlicensed 27 MHz, 900 MHZ, and 2.4 GHz 
frequency bands developed for the sole purpose of providing 
short-range wireless connectivity. Examples include Cypress 
Semiconductor's proprietary wireless USB solution, or Log 
itech's proprietary FastRF solution. The lack of a unified 
standard is hindering the widespread adoption of WPAN 
technologies. In addition, several WPAN communication 
protocols co-exist in the same 2.4-GHz frequency band as a 
commonly used version of the WLAN protocol. Because they 
use different methods of accessing the wireless medium, and 
are not synchronized with one another, severe interference 
may result when devices conforming to Such standards are 
made to co-exist and are positioned in the same physical 
vicinity. 
One alternative for avoiding the above mentioned prob 

lems when seeking to establish interoperability between 
WPAN and WLAN networks, is to use network interface 
circuitry based on the WLAN protocol in WPAN STAs. How 
ever, the power dissipation of the resulting STA would be 
several orders of magnitude higher than what is acceptable in 
typical WPAN applications. WPAN technologies are typi 
cally used to establish communication with a remote battery 
operated device for which it is inconvenient, impractical, or 
may be impossible to replace batteries. Examples include 
security sensors in windows, wearable or implanted medical 
monitoring devices or environmental sensors to monitor tem 
perature, humidity or other environmental parameters. To 
minimize the frequency at which batteries need replacement, 
maximizing the battery life is of paramount importance, thus 
placing stringent requirements on the power that can be dis 
sipated in establishing and maintaining the wireless commu 
nication link. 
The power dissipation of a standard WLAN STA is several 

orders of magnitude higher than what is acceptable in most 
battery-operated devices for a number of reasons. First, in 
order to be able to communicate with the AP, which may be, 
for example, 300 feet away, a standard WLAN STA transmits 
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at high transmit powers (up to 20 dBm) and is also required to 
receive relatively weak signals, attenuated heavily by the path 
loss it encounters in the over-the-air transmission. Second, 
the WLAN must adhere to stringent receiver sensitivity 
requirements. Both the transmit and receive requirements 
result in relatively large power dissipation in the network 
interface circuits. Furthermore, WLANs typically operate at 
relatively high data rates (up to 54 Mbps). It is thus undesir 
able to have a STA that is part of an infrastructure network to 
communicate at lower data rates, since Such a STA will slow 
down the entire infrastructure network. This is the case 
because some of the communication between the AP and its 
associated STAS occurs at the lowest common data rate Sup 
ported by all STAs. The noise and linearity requirements 
associated with transmitting at high data rates thus result in 
large power dissipation of the wireless 802.11x wireless cir 
cuit. Furthermore, there is significant protocol overheadasso 
ciated with the services and procedures required to establish 
and maintain an association with an infrastructure network. 
This overhead translates directly in higher power dissipation. 
As a member of an infrastructure network coordinated by an 
AP, the STA has, on a regular basis, to listen to the beacons 
transmitted by the AP. Also, although the 802.11x standard 
specifies power save modes that allow the STA to skip some 
of the beacons, the STA is still required to wake up on a 
regular basis to maintain association and synchronization 
with the AP. 

Accordingly, a need continues to exist for a method and 
apparatus that overcome the above-described problems and 
enable seamless integration of WPAN into WLAN infrastruc 
ture, and at power dissipation levels that meet the stringent 
requirements of battery-operated devices. 

BRIEF SUMMARY OF THE INVENTION 

A wireless hub for integrating a wireless personal area 
network (“WPAN) seamlessly into a wireless local area 
network (“WLAN) includes, in part, a wireless circuit com 
pliant with the WLAN standard, a processor coupled to the 
wireless circuit and a memory module that is coupled to the 
wireless circuit and the processor. 

In some embodiments, the WLAN standard is the 802.11X 
standard. In such an embodiment, the wireless circuit is an 
802.11x-compliant wireless circuit, and the memory module 
may be integrated with the wireless circuit. The hub further 
includes software modules forming a Software platform that 
allows the wireless circuit to connect to both the WPAN and 
WLAN. In accordance with one embodiment, the software 
platform allows the wireless circuit to connect to the WPAN, 
without losing connectivity (Such as association and synchro 
nization) to the WLAN. In another embodiment, the wireless 
circuit is configured to connect to the WLAN and WPAN 
alternately. In some embodiments, an operating system 
enables the operation of the wireless hub, thereby enabling 
users to write application-specific application Software. The 
operating system may be Windows XP, Windows CE, Linux, 
Symbian, or the like, that may be used to develop additional 
applications. 

In accordance with one embodiment, the wireless hub is 
seamlessly integrated into an electrical power outlet. This 
allows the hub to be unobtrusively and conveniently inte 
grated in a home, business or industrial setting. Such embodi 
ments are hereinafter alternatively referred to as “Wi-Fi-en 
abled power outlets'. As is known, “Wi-Fi' is often used to 
refer to “wireless fidelity, and refers to 802.11x-based radio 
technologies. 
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4 
Advantageously, the present invention extends the commu 

nication range of power-sensitive battery-operated devices 
and allows power-sensitive battery operated devices to 
become part of the larger WLAN infrastructure, thus enabling 
monitoring and control from any location that is within the 
range covered by the WLAN In addition, since battery-oper 
ated devices are IP addressable and since the AP of the 
WLAN can be connected to the Internet via an Internet router, 
the battery-operated devices may be monitored and con 
trolled from any location when access to the Internet is avail 
able. The longer communication range and seamless integra 
tion into the larger WLAN infrastructure is obtained without 
incurring the power penalty that is typically unavoidable in 
longer range communication and is inherent to the protocol 
overhead of typical WLAN networks. 

Other objects, features, and advantages of the present 
invention will become apparent upon consideration of the 
following detailed description and the accompanying draw 
ings, in which like reference designations represent like fea 
tures throughout the figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts a number of parameters associated with a 
few existing and emerging standards for wireless connectiv 
ity, as known in the prior art. 

FIG. 2 illustrates some of different components of an 
802.11x WLAN in infrastructure mode, as known in the prior 
art. 

FIG. 3 illustrates an apparatus configured to integrate a 
wireless personal area network (“WPAN') into a wireless 
local area network (“WLAN), in accordance with an 
embodiment of the present invention. 

FIG. 4 illustrates a number of WPANs integrated into a 
WLAN, in accordance with one embodiment of the present 
invention. 

FIG. 5 is a simplified high-level block diagram of a power 
sensitive station (“PS-STA), in accordance with an embodi 
ment of the present invention 

FIG. 6 is a simplified high-level block diagram of a wire 
less hub configured for use as a bridge between a WPAN and 
a WLAN. 

FIG. 7 illustrates a WPAN used for remote monitoring and 
controlling, in accordance with one embodiment of the 
present invention. 

FIG. 8 is a block diagram illustrating various devices oper 
ating as part of a primary wireless network (PWN), a sec 
ondary wireless network (“SWN), or both, wherein the 
SWN operates using an SWN protocol that co-exists with the 
PWN protocol. 

FIG. 9 is a block diagram illustrating a subpart of the 
elements of FIG. 8, in greater detail. 

FIG.10 is a block diagram illustrating a secondary network 
including multiple WPAN peripherals (“PERs'). 

FIG. 11 illustrates method to coordinate the communica 
tion between a WPAN coordinator (“COORD) and multiple 
WPAN peripherals. 

FIG. 12 illustrates an alternative frame exchange sequence 
for the coordination of multiple WPAN peripherals. 

DESCRIPTION OF THE INVENTION 

FIG. 3 illustrates a wireless personal area network 
(“WPAN) 10 integrated with wireless local area network 
(“WLAN) 6 to forman integrated network 5, in accordance 
with one embodiment of the present invention. In the embodi 
ments described below, WLAN 6 is compliant with the 

DELL
EXHIBIT 1001 - PAGE 16



US 8,599,814 B1 
5 

802.11x specification. It is understood, however, that the 
WLAN may be compliant with other protocols, such as 
WiMax. WLAN 6 may operate either in ad-hoc or in infra 
structure mode. Moreover, the following description is pro 
vided with reference to the infrastructure mode of operation 
of WLAN 6. It is understood that the present disclosure 
equally applies to the ad-hoc or any other mode. The infra 
structure WLAN 6 is shown as including an AP 7 and one or 
more STAs 8. STAS 8 are associated with and synchronized to 
AP 7 and periodically listen to beacons from AP 7. 

Each STA 8 is configured to include an 802.11x-compliant 
wireless circuit, such as a wireless enabled computer, a wire 
less Personal Digital Assistant, a Wi-Fi enabled cellular 
phone, or the like. The AP 2 can be connected to the Internet 
via an Internet router 9. Internet connectivity can be estab 
lished through any number of communication services, 
including Digital Subscriber Line (“DSL), cable, satellite, or 
the like, as is well known. 
WPAN 10 is shown as including one or more power-sen 

sitive stations 11 (“PS-STA'). APS-STA is defined herein as 
a device that is battery-operated and for which maximizing 
battery-life is beneficial to the application and/or user. 
Examples of PS-STAs include peripherals and accessories for 
personal computers, cellular phones, home entertainment 
accessories such as remote controls, monitoring devices for 
security, automation medical applications, or the like. 

In accordance with one embodiment, a PS-STA is typically 
in a sleep mode the majority of the time, only waking up 
occasionally to communicate and exchange information with 
the outside world. In some systems described herein, each 
PS-STA 11 is equipped with a wireless circuit that can com 
municate directly with a standard 802.11x-compliant wire 
less circuit. PS-STAs 11 however are not required to be fully 
compliant with the 802.11x specification; some PS-STAs 11 
may have reduced power dissipation thereby extending the 
battery life. 

In embodiments in which PS-STAs 11 are not fully com 
pliant with the 802.11x specification, the drivers or firmware 
of the 802.11x-compliant wireless circuit at the other end of 
the communication link (i.e., the device with which the PS 
STA is interacting) may require modification. Thus, in some 
implementations, both the wireless circuit at the other end as 
well as the PS-STA are 802.11x-compliant, while in others 
the wireless circuit at the other end is 802.11x-compliant, but 
the PS-STA is not a fully compliant 802.11x wireless circuit, 
while in yet other implementations the driver or firmware of 
the 802.11x-compliant wireless circuit at the other end of the 
link requires modifications to accommodate the PS-STA. 
Integrated network 5 is also shown as including a wireless hub 
12 adapted to facilitate seamless communication between the 
WLAN and the WPAN. The wireless hub 12 includes, in part, 
a wireless 802.11x-compliant wireless circuit that can com 
municate with the AP 7 disposed in infrastructure WLAN 6as 
well as with PS-STAs 11 disposed in WPAN 10. If more than 
one PS-STA is present in the WPAN, the wireless hub coor 
dinates the timing and communication with each of the PS 
STAs. In some embodiments, it may be desirable to shift as 
much as possible of the protocol overhead associated with the 
communication between wireless hub 12 and the PS-STAS 11 
Such as, for example, access to the medium, reservation of the 
medium, synchronization, etc., onto the wireless hub 12. 
where power consumption is much less of a concern com 
pared to the PS-STA. In such cases, the driver or firmware of 
the 802.11x-compliant components disposed in wireless hub 
12 may require modification 
To operate, wireless hub 12 is placed within the range of the 

AP 7 of the infrastructure WLAN 6; this range is typically on 
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6 
the order of 300+ feet. The wireless hub 12 is also be placed 
within the range of each of the PS-STAs 11 in the WPAN 10 
The PS-STAs 11 typically have a range of about 30 feet. This 
range can be longer or shorter depending on the application. 

In one embodiment, the wireless hub 12 (alternatively 
referred to herein below as a “hub”) is seamlessly integrated 
within an electrical power outlet. In a different embodiment, 
the hub can be a separate device that can be plugged into a 
power outlet. The wireless hub 12 can also be integrated 
inside other electronic devices, such as light bulbs, light 
Switches, thermostats, energy meters, personal computers, 
Personal Digital Assistants (“PDAs), cellular phones, home 
entertainment equipment and the like. 

In some embodiments, a multitude of WPANs 13 may be so 
configured so as to be coupled to and in communication with 
a single WLAN 14, as shown in FIG. 4. Each WPAN 13 is 
coupled to the WLAN 14 by using a wireless hub 15, as 
described above. If WPANs 13 are configured to operate 
independently, no additional coordination is required and 
each wireless hub 15 decides autonomously when to commu 
nicate with each of its respective PS-STAs under its control. 
However, in cases where additional coordination between the 
different WPANs is desirable, the necessary timing and con 
trol information can be exchanged between the wireless hubs 
15 via the longer-range WLAN 14. 

FIG. 5 illustrates some of the components disposed in a 
PS-STA 11, in accordance with one embodiment. PS-STA 11 
typically includes, in part, a battery 16, a sensor or stimulus 
unit 17, a clock or crystal 18, a wireless circuit 19 and an 
antenna 20. Although not shown, other components like 
capacitors, resistors, inductors, an external power amplifier 
(“PA) and an external low-noise amplifier (“LNA) may also 
be included in PS-STA11. Wireless circuit 19 is configured so 
as to communicate over the physical layer (“PHY.) of a 
standard 802.11x-compliant circuit chip disposed in the wire 
less hub (see FIGS. 3 and 4). Wireless circuit 19 may be an 
embedded System-on-Chip (“SoC), having disposed therein 
a radio 21 operating, for example, in the unlicensed 2.4-GHz 
and/or 5-GHz frequency bands, a baseband modem 22, dedi 
cated control and datapath logic 23, a central processing unit 
(“CPU) 24, a memory module 25 and interface circuitry 26. 
CPU 24 and memory module 25 are used to implement the 
portion of the communication protocol that is not imple 
mented in the dedicated control and datapath logic (also 
referred to as the 802.11x device drivers), together with any 
application-specific software. Wireless circuits are well 
known in the art and are not described herein. 

FIG. 6 shows various blocks of a wireless hub, such as 
wireless hubs 12 and 15 shown respectively in FIGS. 3 and 4, 
in accordance with one embodiment. The wireless hub acts as 
a pivot and provides communication between the correspond 
ing WPAN and WLAN. The wireless hub includes an 
802.11x-compliant wireless circuit 27, a processing unit 28 
coupled to or integrated with the 802.11x-compliant circuit, a 
memory module 29 that is coupled to or integrated with the 
802.11x-compliant circuit, a crystal or clock 30, and an 
antenna 38. The 802.11x-compliant circuit 27 is shown as 
including a radio 31 operating, for example, in the unlicensed 
2.4-GHz and/or 5-GHz frequency bands, a baseband modem 
32, and dedicated control and datapath logic 33. Interface 
circuitry 34 provides an interface to the processing unit 28 
and memory module 29. Wireless hub may be connected to 
the power grid, in which case no batteries are needed to 
operate the device. Regulator 35 is adapted to regulate the 
supply. The wireless hub may further include various passive 
components like capacitors, resistors and/or inductors and an 
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external power amplifier (“PA) and/or external low-noise 
amplifier (“LNA) (not shown). 
The wireless hub further includes a number of software 

modules forming a software platform 36 that enable circuit 29 
to communicate with both the WPAN and WLAN. In one 
embodiment, the software platform 36 enables circuit 27 to 
connect to the WPAN, without losing connectivity (such as 
association and synchronization) to the WLAN, as described 
in Vleugels I. Circuit 27 can be connected to the WLAN and 
WPAN in alternating cycles, however added latency would be 
incurred. 

In some embodiments, the wireless hub may further 
include an operating system 37 that may be used to write 
application-specific Software. The operating system may be, 
for example, Windows XP, Windows CE, Linux, Symbian, or 
any operating system that may enable writing of applications. 
The processing unit 28 and memory module 29 are used to 

implement that portion of the communication protocol that is 
not implemented in dedicated control and datapath logic; this 
portion of the communications protocol is referred to as the 
802.11x device driver. If the communication protocol 
between the wireless hub and a PS-STA is modified to reduce 
power consumption of the PS-STA, the 802.11x device driver 
may also require slight modification to accommodate Such 
changes. The CPU and memory module are also used for the 
implementation of the software platform that enables concur 
rent or alternating WLAN/WPAN connectivity, and can fur 
thermore be used to run application-specific software. 

The following example is provided to further aid in under 
standing the invention. FIG. 7 illustrates a WPAN used for 
remote monitoring and controlling, in accordance with one 
embodiment of the present invention. A user desires to check 
one or more security monitoring devices 39 inside or around 
his house 40 while at work 41. Each security monitoring 
device is a PS-STA and is wirelessly connected to a Wi-Fi 
enabled power outlet 42. The Wi-Fi-enabled power outlet is 
furthermore within the range of a WLAN infrastructure net 
work 43 which the user is assumed to have set up at his home. 

The WLAN infrastructure network 43 is adapted to estab 
lish communication with the Internet via an Internet router 44 
that is coupled to the AP 45. At the office, the user has access 
to a laptop 46 that is equipped with an 802.11x-compliant 
wireless circuit. This circuit is associated with a WLAN infra 
structure network 47 that has been set up in the user's office 
41. The WLAN network 47 is adapted to establish commu 
nication with the Internet via an Internet router 48 that is 
coupled to the infrastructure's network AP 49. The connec 
tion at the office may be wireless or wired. In a wired office 
environment, the user's laptop is hooked up directly through 
the Internet router 48 with a cable, without making use of the 
WLAN 47. 

Application software on the user's laptop 46 allows the 
user to poll information from a specific PS-STA at home. To 
do so, the user sends a poll request, which contains the infor 
mation required to unambiguously identify the PS-STA of 
interest, and possibly additionally information about the data 
to be retrieved. Destination address information includes the 
address of the router 44, the address of the Wi-Fi-enabled 
power outlet 42 that controls the PS-STA of interest and the 
address of the PS-STA39 itself. PS-STA address is typically 
required where multiple PS-STAs are connected to, for 
example, a single Wi-Fi-enabled power outlet. The poll 
request is transmitted over the WLAN 47 in the office, and via 
Internet router 48 transported over the Internet to the Internet 
router 44 at the home. At the user's home, the poll request is 
directed to the Wi-Fi-enabled power outlet that coordinates 
the PS-STA of interest. The Wi-Fi-enabled power outlet 
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8 
receives this request over the home's infrastructure WLAN. If 
the requested information has already been retrieved from the 
PS-STA during a previous data transfer event, the Wi-Fi 
enabled power outlet responds to the poll request by sending 
the requested information over the homes infrastructure 
WLAN 43 to the Internet router that is connected to the 
home's WLAN AP. The requested information is transported 
over the Internet to the Internet router at the office, and from 
there directed to the user's laptop over the offices WLAN 
infrastructure network. Application software on the user's 
laptop receives the information and presents it to the user. In 
case the requested information has not yet been previously 
retrieved from the PS-STA, the Wi-Fi-enabled outlet does so 
during the next scheduled WPAN communication event. The 
timing of the occurrence of this event, depends, in part, on the 
power management techniques used for the WPAN commu 
nication. 
To conserve power, the PS-STAs are typically mostly in 

sleep mode and only occasionally wake up as needed to 
transmit or receive data and/or control signals. When con 
nected to the WPAN coordinated by the Wi-Fi-enabled power 
outlet 42, a PS-STA39 is synchronized to the Wi-Fi-enabled 
power outlet 42, which as part of the infrastructure network, 
is in turn synchronized to the AP 45. The synchronization 
between the PS-STAs and the Wi-Fi-enabled power outlet 
ensures that the Wi-Fi-enabled power outlet is in WPAN 
mode at the same time that a PS-STA wakes up to transmit or 
receive. The above example describes an instance where the 
information from a single PS-STA is remotely accessed, 
using a Wi-Fi-enabled power outlet. It is understood that the 
wireless hub does not have to be a Wi-Fi-enabled power 
outlet, and may be any wireless hub, as described above. 
Furthermore, it is understood that multiple PS-STAs may be 
connected to a single as well as to multiple wireless hubs. The 
present invention may also be used to activate or steer PS 
STAS, in addition to monitoring or retrieving information. 

In some embodiments, rather than having data transfer be 
triggered by a poll request, the PS-STAs may also transmit 
data to the wireless hub periodically. In such embodiments, 
the retrieved data can be stored and/or processed locally on 
the wireless hub, or, alternatively, be transferred to a different 
location. 
The association of a PS-STA with a wireless hub may or 

may not be static. In some embodiments, the PS-STA may be 
attached to a moving object, in which case the nearest wire 
less hub is dynamic and may change over time. This scenario 
is common in the context of medical monitoring/treatment. In 
Such embodiments, medical sensors and stimulus devices in, 
on and around a person’s body communicate to a nearby 
wireless hub that acts as a seamless bridge between the low 
power WPAN and the longer-range WLAN. As the person/ 
patient moves around the house, the nearest wireless hub may 
change over time. In Such applications, seamless transition 
ing between wireless hubs is carried out and includes 
dynamic association capabilities inside the PS-STA, as well 
as software on the wireless hub side to seamlessly handle the 
required hand-offs among wireless hubs. The present inven 
tion is also applicable, for example, to the following situa 
tions: 

Remote medical monitoring 
Medical monitoring/treatment in hospitals 
In-house monitoring and control from any location to any 

location 
Industrial monitoring/warehouse monitoring 
Home automation 
Energy metering 

DELL
EXHIBIT 1001 - PAGE 18



US 8,599,814 B1 
9 

PC, cell phone and home entertainment peripherals and 
accessories 

The following are among the advantages of embodiments 
of the present invention: 

Cost savings associated with infrastructure/hardware re 
US 

Integration of low-power short-range networks in the ubiq 
uitous WLAN infrastructure results in cost savings since 
already-present hardware can be re-used. Little or no 
dedicated set up is required to enable the short-range 
connectivity 

IP-addressable PS-STAs, enabling remote monitoring 
Low-power short-range networks typically act as isolated 

networks. As a consequence, such networks can only be 
accessed when in close vicinity. This enables access to 
the WPAN from any location that is within the coverage 
area of the WLAN, or even from a remote location. 
Unlike other low-power wireless technologies, the 
power-sensitive nodes described herein are IP-address 
able and, consequently, can be monitored and/or con 
trolled from any location that has Internet access. 

Long-range connectivity is achieved, without putting the 
associated burden on the power-sensitive device 

The burden of achieving long-range connectivity is shifted 
away from the power-sensitive device onto the wireless 
hub. Since typically, the wireless hub is a powered 
device, power dissipation is not much of an issue. 

As a result, a power-sensitive battery-operated device can 
be connected to the ubiquitous WLAN infrastructure 
without having to bear the consequences in terms of 
power dissipation and protocol overhead that are typi 
cally associated with this. 

Specific Examples 

A WPAN is a short-range wireless network, with typical 
coverage ranges on the order of 30 feet, usable to connect 
peripherals to devices in close proximity, thereby eliminating 
cables usually present for Such connections. For example, a 
WPAN might be used to connect a headset to a mobile phone 
or music/audio player, a mouse or keyboard to a laptop, a 
PDA or laptop to a mobile phone (for syncing, phone number 
lookup or the like), etc. Yet another example of a WPAN 
application is a wireless medical monitoring device that wire 
lessly connects monitoring hardware to a pager or similar 
read-out device. Yet another example is a remote control that 
connects to a wireless-enabled electronic device. 
AWPAN is generally used for the interconnection of infor 

mation technology devices within the range of an individual 
person, typically within a range of 10 meters. For example, a 
person traveling with a laptop will likely be the sole user of 
that laptop and will be the same person handling the personal 
digital assistant ("PDA") and portable printer that intercon 
nect to the laptop without having to plug anything in, using 
some form of wireless technology. Typically, PAN nodes 
interact wirelessly, but nothing herein would preclude having 
some wired nodes. By contrast, a WLAN tends to be a local 
area network (“LAN”) that is connected without wires and 
serves multiple users. 

Communication with the WPAN device might use an SWN 
protocol that is only partially compliant with the protocol 
used over a conventional WLAN and might do so without 
interference from the conventional WLAN, yet usage of the 
WLAN is such that the WPAN device and computing device 
can communicate without interference. To reduce interfer 
ence, the computing device coordinates the usage of the wire 
less medium with devices of a WLAN that may be active in 
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10 
the same space. Coordination is achieved by the use of a 
secondary network (WPAN) protocol that is an overlay pro 
tocol that is partially compatible with the WLAN protocol, 
but not entirely, in terms of power, frame contents and 
sequences, timing, etc. The secondary network (WPAN) pro 
tocols might be 802.11x frames with new frame arrangements 
adapted for WPAN needs, such as reduced latency, power etc. 
The computing device might determine to signal the primary 
network (WLAN) such that devices therein defer so that 
communications can occur with the secondary network. 

In the general example, the computing device is a portable 
and/or mobile computing and/or communications device 
with some computing capability. Examples of computing 
devices include laptop computers, desktop computers, hand 
held computing devices, pagers, cellular telephones, devices 
with embedded communications abilities and the like. 
Examples of peripheral devices include typical computer, 
telephone etc. accessories where wireless connections are 
desired, but might also include less common devices, such as 
wearable devices that communicate with other devices on a 
person or even to communicate with other nearby devices, 
possibly using the electrical conductivity of the human body 
as a data network. For example, two people could exchange 
information between their wearable computers without 
wires, by transmission through the air, or using their bodies 
and/or clothing. 
The computing devices may interface to 802.11 WLANs or 

other wireless networks to communicate with other network 
nodes, including nodes accessible through wired connections 
to the wireless network (typically via an access point). The 
computing devices also may interface to PAN devices over a 
WPAN, such as wireless headsets, mice, keyboards, accesso 
ries, recorders, telephones and the like. A wide variety of PAN 
devices are contemplated that are adapted for short-range 
wireless communications, typically bi-directional and typi 
cally low power so as to conserve a PAN device's limited 
power source. Some PAN devices might be unidirectional, 
either receive-only or transmit-only, devices. 

In a typical approach, where a STA needs to connect to 
more than one wireless network, the STA associates with one 
wireless network and then when associating with another 
wireless network, it disassociates with the first wireless net 
work. While this is useful for a WLAN where a STA might 
move out of one network’s range and into the range of another 
network, this is not desirable when latency needs to be less 
thananassociation set-up time. The latency incurred with this 
Switching procedure easily amounts to several hundreds of 
milliseconds. 

In certain applications, it may be desirable for a STA to 
connect to multiple networks without incurring long Switch 
ing-induced latencies. For example, consider a typical PER 
device, that of a cordless mouse. Since update rates for a 
cordless mouse during normal operation are on the order of 50 
to 125 times per second, Switching-induced latencies 
involved with 802.11x association set ups are not acceptable. 
Furthermore, the Switching overhead significantly reduces 
the STAs usable communication time, defined as the time 
that the STA is available to transmit or receive data. 

In a specific embodiment of the invention, a wireless 
peripheral like a mouse, is attached to an 802.11x-enabled 
computing device like a laptop computer, using the 802.11X 
wireless circuitry inside the laptop, or connected to the laptop 
via a NIC card. At the same time, the laptop may be connected 
to the Internet via a regular WLAN network, using the same 
802.11x circuitry. Herein, a peripheral or WPAN node will be 
referred to as “PER. Multiple PERs can connect to a single 
WPAN. The wireless device coordinating the WPAN is called 
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the coordinator (“COORD). Where the COORD is also able 
to connect to the 802.11x network, the COORD is referred to 
as a "dual-net device, since it handles both networks. A 
typical dual-net device in this example is a device that is a 
STA on an 802.11x network while also having wireless 
peripherals used by applications running on that device. 

While not always required, the PERs are power-sensitive 
devices. It should be understood that an object labeled “PER 
need not be a peripheral in the sense of an object with a 
purpose to serve a particular purpose, but ratheran object that 
performs the behaviors herein referred to as behaviors of a 
WPAN node. For example, a printer can be a PER when it is 
connected to a desktop computer via a WPAN, but some other 
device not normally thought of as a peripheral can be a PER 
if it behaves as one. 

FIG. 8 illustrates various devices operating as part of a 
primary wireless network (PWN) 100, a secondary wire 
less network (“SWN) (such as 114 or 116), or both. In the 
figure, an access point (AP) 110 supports an infrastructure 
mode for PWN 100, coupling various stations to the network 
allowing, for example, network traffic between a station and 
a wired network 112. By communicating with the AP, a sta 
tion can retrieve information from the Internet and exchange 
data with other stations that may or may not be part of the 
Basic Service Set (“BSS) managed by the AP 
As shown in the example, the stations present are STA1, 

STA2, STA3 and STA4. Each station is associated with a node 
in PWN 100 and has the necessary hardware, logic, power, 
etc. to be a node device in PWN 100. Station STA1 also 
coordinates SWN 114 as the COORD for that network shown 
comprising PER1, PER2 and PER3. Likewise, station STA4 
coordinates SWN 116 as the COORD for the network com 
prising STA4, PER10 and PER11. In FIG.8, each node device 
is shown with an antenna to indicate that it can communicate 
wirelessly, but it should be understood that an external 
antenna is not required. 

Other network components and additional instances might 
also be present. For example, more than one AP might be 
present, there might be overlaps of BSSes and other network 
topologies might be used instead of the exact one shown in 
FIG. 8 without departing from the scope of the invention. 
Examples used herein for PWN 100 include 802.11x (x=a, b, 
g, n, etc.), but it should be understood that the primary wire 
less network may well be another network selected among 
those in present use or available when the primary wireless 
network is implemented. 

In this example, the secondary wireless networks are 
assumed to be used for WPAN functionality. The WPAN can 
be used for, but is not limited to, fixed data rate applications 
where exchange of data can be scheduled and the amount of 
data to be exchanged is known and a single dual-net device 
might interface with multiple PERS. Because the dual-net 
device may be a regular STA in the first WLAN, it can power 
down as needed without problems, unlike an access point. 
However, since it is also the COORD, peripheral communi 
cation could be lost if the peripheral is powered up but the 
dual-net device/COORD is not. This can be dealt with using 
mutually agreeable inactivity periods. 

FIG. 8 shows, at a high level, the interplay among various 
nodes of various networks. FIG. 9 illustrates a subpart of the 
elements of FIG. 8, illustrating in greater detail. In this figure, 
AP 110 is coupled to wired network 112 via cable 120 and 
might communicate using any suitable wire-based network 
ing protocol. On the other side, AP 110 transmits signals to a 
station device, in this case a laptop 122, using the AP’s 
antenna and those signals are received by laptop 112 using its 
antenna. Signals can also flow in the other direction. Such 
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12 
communications would be done according to a PWN proto 
col, such as an 802.11x protocol. 

Laptop 122 (a dual-net device in this example) in turn can 
communicate with the peripherals shown, in this example a 
wireless mouse (“PER1) 124 and a wireless printer 
(“PER2) 126. It may be that power for wireless printer 126 
comes from an external power outlet, in which case power 
consumption might be less of a concern than with mouse 124 
if it operates on battery power. Nonetheless, both peripherals 
might use the same power-saving protocol. Power conserva 
tion might also be performed on the dual-net device, for 
example, when it is a laptop. 
To conserve power at the WPAN device and the computing 

device, they can agree on an inactivity time and disable at 
least a part of a coordination function of the computing device 
following a start of the inactivity time, wherein disabling is 
Such that less power per unit time is consumed by the network 
circuit relative to power consumed when not disabled. 
Coordination of Multiple PERs 
When a secondary network includes multiple PERs as 

illustrated in FIG. 10, it may be desirable to coordinate data 
exchanges in order to minimize the power dissipation, as well 
as to minimize the WM occupancy. A method to coordinate 
the communication between a COORD and multiple PERs is 
shown in FIG. 11. 
At time To the COORD and PERs are programmed to start 

the frame exchange. If power-save modes are implemented in 
the COORD or the PERs, a wake-up request will be issued 
prior to To, to ensure that all necessary circuits are powered up 
at time T. At time To the COORD contends for the WMand, 
optionally using the highest priority queue (AC-VO) trans 
mits a first frame, frame 1. The duration field of this frame has 
been increased to reserve the WM for the subsequent frame 
transmission by the PERs of the secondary network that are 
scheduled for a frame exchange during the current frame 
exchange sequence. The duration field might have been 
passed during the pairing state, so that the PER and COORD 
both know and agree on its value. 

Furthermore, frame 1 contains a list of PERs it expects to 
respond, as well as an offset for each scheduled PER. At the 
specified offset, each PER is awake and responds with a frame 
containing its data (frame 2P1 and frame 2P2). Optionally, the 
COORD acknowledges error free reception of the frame, or 
the COORD can respond with a frame that includes data to be 
transmitted from the COORD to the frame. Optionally, the 
PER acknowledges error free reception of the latter frame. 
Optionally, PERs can return to sleep during the time slots 
where the COORD is communicating with other PERs. 

If one or more of the transmissions were not successful, the 
COORD may send an additional frame immediately follow 
ing the above described frame sequence to reserve the 
medium for additional time to allow for retransmissions. This 
frame contains the PERs for which retransmission is desir 
able as well as the corresponding offsets for each PER. PERs 
that received acknowledgment of their transmission do not 
have to wake up to listen to this additional frame. In one 
embodiment, it may be left up to a PER to decide whether it 
will consider retransmission. 
An alternative frame exchange sequence for the coordina 

tion of multiple PERs is illustrated in FIG. 12. In this embodi 
ment, the COORD polls each PER individually. At the start of 
a Service Period (“SP”), the COORD contends for the WM 
and after gaining access to the WM, the COORD polls the 
PERs in its secondary network one by one with 1 SIFS space 
intervals. The latter avoids the situation where the COORD 
has to contend for the WM for each PER in its secondary 
network. 
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To conserve power in the PERs, the expected time for 
communication with each PER can be pre-calculated based 
on the number of PERs that are scheduled to be polled prior to 
the respective PER and their scheduled traffic size. 

In case a transmission fails, a retransmission mechanism 
can be initiated. Alternatively, the COORD may poll the next 
PER and come back to the failed transmission later, after it 
has polled all other PERs for which a traffic stream (“TS) has 
been set up. 

Before entering the ACTIVE state, a COORD and PER first 
go through the PAIRING and CONNECTION states. The first 
step in establishing a new connection is device PAIRING. 
Device pairing comprises the first time configuration steps for 
linking a PER to a COORD. 
Device Discovery 

During a device discovery procedure, MAC address infor 
mation is exchanged between the COORD and the PER. A 
dedicated configuration pushbutton or a simple user action 
will be used to initiate device discovery. Upon such user 
intervention, the COORD and PER both enter a “limited 
discoverable mode” for a certain period of time that is long 
enough to finish the device discovery procedure. Both 
COORD and PER can initiate the discovery procedure. The 
device that initiates the discovery procedure is called the 
“initiator'; the other device is hereafter referred to as the 
“follower’. 
Upon entering discoverable mode, the initiator sends a 

broadcast discovery request. The broadcast discovery request 
is a broadcast frame, and may contain information Such as the 
initiator's MAC address, and the type of devices that should 
respond. A follower in discoverable mode responds to a 
broadcast discovery request with a discovery response. The 
discovery response frame is a unicast frame that is addressed 
to the initiator. 

For security reasons, it is advisable that the amount of 
information exchanged while in discoverable mode is mini 
mized. However, if appropriate, additional information can 
be exchanged during the device discovery procedure. For 
example, if generated by the COORD, the broadcast discov 
ery frame may optionally contain information on the WLAN 
connectivity status (infrastructure/ad-hoc/unconnected, 
operating channel, power-save, etc.). If generated by the PER, 
the broadcast discovery frame may optionally contain infor 
mation about the type of PER. 

In one embodiment, the COORD acts as the initiator and 
sends an IEEE802.11 probe request frame. The SSID param 
eter of the broadcast probe request frame may be used to 
communicate specific information to the PER, in this case the 
follower. More specifically, the SSID field in the frame body 
can be used as a frame type identifier and to send additional 
information to a follower. For example, specific bits of the 
SSID can be used to identify the over-the-air protocol. Other 
bits of the SSID can be reserved to identify the frame as a 
broadcast discovery request frame. The remainder of the bits 
can be reserved or used to communicate additional informa 
tion about the COORD or the WLAN it is associated with to 
the PER (follower). 

In another embodiment, a data frame or standard or pro 
prietary IBSS beacon frame or other management frame is 
used as a broadcast discovery request frame. 
Upon receiving the broadcast device discovery request 

frame, the PER in discoverable mode (the follower) responds 
by sending a unicast discovery response frame. This can be a 
unicast IEEE802.11 probe response frame. The probe 
response frame is addressed to the initiator, and structured 
Such that it is recognized as a discovery response frame by the 
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initiator. Alternatively, the discovery response frame can be a 
data frame formatted to be recognized by the COORD as a 
discovery response frame. 
A device discovery channel can be pre-defined in the pro 

tocol. In that case, an initiator put into discoverable mode 
will, by default, start sending broadcast discovery requests on 
the pre-defined channel, and a follower put in discoverable 
mode will, by default, listen for abroadcast discovery request 
on the pre-defined channel. 
When device discovery is initiated, and no device discov 

ery channel is pre-defined, the initiator and follower may 
need to search for each other. Either the initiator or the fol 
lower may perform this search. If the initiator performs the 
search, the follower listens on a fixed channel, while the 
initiator Scans different channels, by Subsequently transmit 
ting broadcast discovery request frames on different chan 
nels. Alternatively, when the follower performs the search, 
the initiator transmits broadcast discovery request frames on 
a fixed channel at Ta time intervals, while the follower 
performs a passive scan by listening for a broadcast discovery 
request on different channels. Note that the follower should 
stay on a single channel for at least Tito ensure it will 
capture a broadcast discovery frame. 
At the conclusion of the device discovery procedure, at a 

minimum, the initiator and follower have knowledge of each 
other's MAC address and current operating channel of the 
COORD’s primary network. 
Variations 

Other variations should be apparent upon review of this 
disclosure. 

While the present invention has been described herein with 
reference to particular embodiments thereof, a latitude of 
modification, various changes, and Substitutions are intended 
in the present invention. In some instances, features of the 
invention can be employed without a corresponding use of 
other features, without departing from the scope of the inven 
tion as set forth. Therefore, many modifications may be made 
to adapt a particular configuration or method disclosed, with 
out departing from the essential scope and spirit of the present 
invention. It is intended that the invention not be limited to the 
particular embodiments disclosed, but that the invention will 
include all embodiments and equivalents falling within the 
Scope of the claims. 
What is claimed is: 
1. A network-enabled hub, usable for facilitating data com 

munications between two or more wireless devices that are 
configured to communicate indirectly with each other via the 
network-enabled hub, comprising: 

an interface to a wireless radio circuit that can send and 
receive data wirelessly, providing the hub with bi-direc 
tional wireless data communication capability; 

logic for processing data received via the wireless radio 
circuit; 

logic for generating data to be transmitted by the wireless 
radio circuit; 

logic for initiating and maintaining wireless network con 
nections with nodes of a wireless network external to the 
network-enabled hub, maintaining at least a first wire 
less network connection using a first wireless network 
protocol and a second wireless network connection 
using a second wireless network protocol, that can be 
maintained, at times, simultaneously with each other in 
a common wireless space, wherein the second wireless 
network protocol is an overlay protocol with respect to 
the first wireless network protocol in that communica 
tions using the second wireless network protocol are 
partially consistent with the first wireless network pro 
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tocol and at least some of the communications using the 
second wireless network protocol impinge on at least 
Some antennae used for the first wireless network; and 

data forwarding logic, implemented in the network-en 
abled hub using hardware and/or software, that forwards 
data between an originating node and a destination node, 
wherein the originating node is a node in one of the first 
and second wireless networks and the destination node 
is a node in the other of the first and second wireless 
networks. 

2. The network-enabled hub of claim 1, further comprising 
a routing module for receiving a poll request that contains 
information required to unambiguously identify a station that 
is a node in the second wireless network, wherein the routing 
module coordinates retrieval of information from the station. 

3. The network-enabled hub of claim 1, wherein the first 
wireless network connection provides a link via an access 
point of a wireless local area network (“LAN”) and the sec 
ond wireless network connection provides a link to a personal 
area network (PAN) serving PAN devices, such that net 
work nodes that have access to the wireless LAN can address 
packets to PAN devices that are nodes on the PAN. 

4. The network-enabled hub of claim 1, wherein the first 
wireless network protocol is an 802.11x wireless protocol and 
the second wireless network protocol is a modification of the 
802.11x wireless protocol that is not entirely compliant with 
the 802.11x wireless protocol of the first wireless network but 
can be maintained in a common wireless space as the 802.11X 
wireless protocol. 

5. The network-enabled hub of claim 1, wherein the net 
work-enabled hub includes logic to coordinate a mutually 
agreeable inactivity period between the network-enabled hub 
and wireless personal area network (“WPAN) devices such 
that the WPAN devices can enter a sleep mode and occasion 
ally wake up to transmit or receive data and/or control signals, 
with the network-enabled hub and WPAN devices synchro 
nized so that the network-enabled hub is able to communicate 
with WPAN devices when WPAN devices wake up. 

6. The network-enabled hub of claim 1, further comprising 
the wireless radio circuit interfaced to the logic for processing 
data, wherein the wireless radio circuit Supports communica 
tions on both the first wireless network and the second wire 
less network. 

7. The network-enabled hub of claim 1, wherein the wire 
less radio circuit and the logic for processing data are config 
ured to allow the network-enabled hub to transmit on more 
than one radio band. 

8. The network-enabled hub of claim 1, wherein the wire 
less radio circuit and the logic for processing data are config 
ured to allow the network-enabled hub to alternate connec 
tivity between the first wireless network connection and the 
second wireless network connection. 

9. The network-enabled hub of claim 1, wherein the net 
work-enabled hub is embedded into a personal computer, a 
cellular phone, or home entertainment equipment. 

10. The network-enabled hub of claim 1, wherein the first 
wireless network connection is for a wireless network having 
a first operating range and the second wireless network is for 
a wireless network having a second operating range, where 
the first operating range is larger than the second operating 
range. 

11. The network-enabled hub of claim 1, wherein the data 
forwarding logic further comprises logic for uniquely identi 
fying the destination node from data received from the origi 
nating node Such that the network-enabled hub can use that 
data to transmit data into the second wireless network. 
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12. The network-enabled hub of claim 11, wherein the data 

identifying the destination node is a network address of the 
destination node. 

13. The network-enabled hub of claim 11, wherein the data 
identifying the destination node is an Internet Protocol (IP) 
address of the destination node. 

14. A computing device having therein a network-enabled 
hub, comprising hardware and Software, usable for facilitat 
ing data communications between two or more wireless 
devices that are configured to communicate indirectly with 
each other via the network-enabled hub, comprising: 

a wireless radio circuit that can send and receive data 
wirelessly, providing the hub with bi-directional wire 
less data communication capability, the radio circuit 
configured to handle 802.11X packet transmissions, and 
wherein the wireless radio circuit Supports communica 
tions on both a wireless local area network (“WLAN) 
and wireless personal area network (“WPAN'); 

logic for processing data received via the wireless radio 
circuit; 

logic for generating data to be transmitted by the wireless 
radio circuit; 

logic for initiating and maintaining wireless network con 
nections with nodes of the WLAN and WPAN external 
to the network-enabled hub, maintaining at least a first 
wireless network connection using a first wireless net 
work protocol, of the WLAN, and a second wireless 
network connection using a second wireless network 
protocol, of the WPAN, that can be maintained, at times, 
simultaneously with each other in a common wireless 
space, wherein the second wireless network protocol is 
an overlay protocol with respect to the first wireless 
network protocol in that communications using the sec 
ond wireless network protocol are partially consistent, 
but not entirely consistent, with the first wireless net 
work protocol, and wherein the first wireless network 
protocol is an 802.11x wireless protocol and the second 
wireless network protocol is a modification of the 
802.11x wireless protocol of the first wireless network 
but can be maintained with the 802.11x wireless proto 
col in the common wireless space wherein at least some 
of the communications using the second wireless net 
work protocol impinge on at least some antennae used 
for the first wireless network; and 

logic for data forwarding between an originating node that 
is a node in of one of the first and second wireless 
networks and a destination node that is a node in of the 
other of the first and second wireless networks: 

at least one software module forming a software platform 
that allows the wireless radio circuit to connect to both 
the WLAN and the WPAN, and coordinate retrieval of 
information from the station; and 

an operating system that enables operation of the network 
enabled hub and execution of user-written application 
specific application software for the network-enabled 
hub, 

wherein the first wireless network connection provides a 
link via an access point of the WLAN and the second 
wireless network connection provides a link to the 
WPAN serving PAN devices, such that network nodes 
that have access to the WLAN can address packets to 
WPAN devices that are nodes on the WPAN and packets 
can be conveyed from a WPAN device, through the 
network-enabled hub, to the access point and from there 
to a destination over the Internet from the access point, 
and wherein the WPAN device's access to the Internet is 
via the network-enabled hub. 
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15. The computing device of claim 14, wherein the WPAN 
devices are IP addressable. 

16. The computing device of claim 14, wherein the WPAN 
devices are a computer accessory, a telephone accessory, a 
wearable device, a wireless headset, a wireless mouse, a 
wireless keyboard, a wireless recorder, or a wireless tele 
phone. 

17. The computing device of claim 14, wherein the com 
puting device is a component of a portable computing device, 
a mobile computing device, a communications device with 
computing capability, a laptop computer, a desktop computer, 
a handheld computing device, a pager, or a cellular telephone. 

18. The computing device of claim 14, wherein the logic 
for data forwarding further comprises logic for uniquely iden 
tifying the destination node from data in a data packet 
received from the originating node and transmit data into the 
Second wireless network using that unique identification of 
the destination node. 

19. An electronic device having an ability to communicate 
Wirelessly and configured to support functions requiring mes 
Sages to be sent, or data to be received, to destination nodes 
not directly accessible by wireless communication circuits of 
the electronic device, the electronic device comprising: 

a processor; 
a memory; 
control logic for generating a message based on inputs to 

the electronic device, wherein the message comprises 
data that depends on the inputs received and uniquely 
identifies a destination node on a network that is acces 
sible using a first wireless network protocol but not 
accessible using a second wireless network protocol 
used by the electronic device, the first wireless network 
protocol and the second wireless network protocol being 
for use over wireless networks in a common wireless 
space, wherein the second wireless network protocol is 
an overlay protocol with respect to the first wireless 
network protocol in that communications using the sec 
ond wireless network protocol in the common wireless 
space are partially consistent with the first wireless net 
work protocol such that at least a first wireless network 
connection using the first wireless network protocol and 
a second wireless network connection using the second 
wireless network protocol can have their connections 
maintained, at times, simultaneously with each other in 
the common wireless space: 

datapath logic for generating addressing information of an 
address of a network-enabled hub accessible directly by 
the electronic device using the second wireless network 
protocol, the address being of a network-enabled hub 
capable of sending messages to the destination node 
using the second wireless network protocol; 

a wireless radio circuit that can send and receive data 
wirelessly between the electronic device and the net 
work-enabled hub; 

an interface between the processor and the wireless radio 
circuit for sending and receiving data wirelessly and 
processing that data. 

20. The electronic device of claim 19, wherein the data 
identifying the destination node is a network address of the 
destination node. 

21. The electronic device of claim 19, wherein the data 
identifying the destination node is an Internet Protocol (IP) 
address of the destination node. 

22. The electronic device of claim 19, wherein the elec 
tronic device is a remote control for a home entertainment 
accessory. 
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23. The electronic device of claim 19, further comprising a 

battery for powering the electronic device and further 
wherein the electronic device is configured to wirelessly com 
municate with a network-enabled hub that is powered such 
that wireless communication power is not a constraint on the 
network-enabled hub. 

24. The electronic device of claim 19, wherein the first 
wireless network protocol provides a link via an access point 
of a wireless local area network (“LAN”) and the second 
wireless network protocol provides a link to a personal area 
network ("PAN”) serving PAN devices including the elec 
tronic device. 

25. The electronic device of claim 19, wherein the first 
wireless network protocol is an 802.11x wireless protocoland 
the second wireless network protocol is a modification of the 
802.11x wireless protocol that is not entirely compliant with 
the 802.11x wireless protocol but can be maintained in the 
common wireless space with the 802.11x wireless protocol. 

26. The electronic device of claim 19, further comprising 
logic for entering a sleep mode and synchronizing sleep peri 
ods with the network-enabled hub. 

27. A network-enabled hub, usable for facilitating data 
communications between two or more wireless devices that 
are configured to communicate indirectly with each other via 
the network-enabled hub, comprising: 

an interface to a wireless radio circuit that can send and 
receive data wirelessly, providing the hub with bi-direc 
tional wireless data communication capability; 

logic for processing data received via the wireless radio 
circuit; 

logic for generating data to be transmitted by the wireless 
radio circuit; 

logic for initiating and maintaining wireless network con 
nections with nodes of a wireless network external to the 
network-enabled hub, maintaining at least a first wire 
less network connection using a first wireless network 
protocol and a second wireless network connection 
using a second wireless network protocol, that can be 
maintained, at times, simultaneously with each other in 
a common wireless space, wherein the second wireless 
network protocol is an overlay protocol with respect to 
the first wireless network protocol in that communica 
tions using the second wireless network protocol are 
consistent with the first wireless network protocol, but 
the first wireless network and the second wireless net 
work are distinct in that at least one node of the second 
wireless network is not a node in the first wireless net 
work and at least some of the communications using the 
second wireless network protocol impinge on at least 
Some antennae used for the first wireless network; and 

data forwarding logic, implemented in the network-en 
abled hub using hardware and/or software, that forwards 
data between an originating node and a destination node, 
wherein the originating node is a node in of one of the 
first and second wireless networks and the destination 
node is a node in the other of the first and second wireless 
networks. 

28. The network-enabled hub of claim 27, wherein the 
network-enabled hub is embedded into a personal computer, 
a cellular phone, or home entertainment equipment. 

29. The network-enabled hub of claim 27, wherein the first 
wireless network connection is for a wireless network having 
a first operating range and the second wireless network is for 
a wireless network having a second operating range, where 
the first operating range is larger than the second operating 
range. 
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