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g;g?%ﬁlgiuﬁ:insﬁlggﬁﬁigﬁe A system and method for restoring the arrival order of a
’ plurality of packets after receipt of the packets and prior to a
Kasture, Pune (IN) retransmission of the plurality of packets are provided. The
invented system is configured to process a first number of
packets through a high latency path, and then process all

Correspondence Address: remaining packets through a lower latency path. The received
PATRICK REILLY packets are stored after processing in a queue memory until
P.O. BOX 7218 either (a.) all of the packets processed through the high
SANTA CRUZ, CA 95061-7218 (US) latency path are fully processed through the high latency path,

or (b.) a time period of packet processing has expired. The

packets stored in the queue are transmitted from the system in
(21) Appl. No.: 12/286,120 the order in which the packets were received by the system,

and the additional data packets are retransmitted without

storage in the queue memory. A method for allocating system
(22) Filed: Sep. 26, 2008 resources for memory queue use is further provided
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METHOD AND SYSTEM FOR RESTORATION
OF A PACKET ARRIVAL ORDER BY AN
INFORMATION TECHNOLOGY SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to information tech-
nology systems that receive and process electronic messages.
The present invention more particularly relates to restoring an
arrival order of a plurality of packets after receipt and pro-
cessing of the plurality of packets by an information technol-
ogy system

BACKGROUND OF THE INVENTION

[0002] Electronic messages, such as though transmitted
over the Internet and conforming to the Transmission Control
Protocol and Internet Protocol, or “TCP/IP”, are often sepa-
rated into data packets. In the prior art, a plurality of packets
may be derived from a same originating electronic message
and may be transmitted over the Internet as a data flow to a
receiving network address. Each data packet may include a
header, wherein the header of each data packet identifies a
data flow that comprises the plurality of packets that are
generated from a same originating electronic message.
[0003] A receiving computer will receive the data packets
of'a same data flow in an arrival order and then often attempt
to process the associated plurality of data packets in the
arrival order. In particular, in the prior art when a receiving
computer forwards on a plurality of packets of a same data
flow, the receiving computer will typically be programmed to
transmit the data packets of this data flow in the same order as
the data packets were received. As packets may be processed
at different rates within the receiving computer, prior art
methods require that memory resources be committed to col-
lecting the packets of a data flow in a dedicated queue, and
then writing the assembled data packets from each separate
queue after each and every packet of a same data flow has
been written into a particular dedicated memory queue. There
is, therefore, a long felt need to reduce the memory resources
used by a receiving computer in processing data packets and
forwarding data packets to another network element.

[0004] The header of a data packet, such as a data packet
conforming to the Internet Protocol, may further specify a
data type of a payload of the packet, a packet number, a total
number of packets comprising a data flow, and a packet send-
er’s network address and an intended receiver’s network
address.

[0005] In particular, a data packet conforming to the mes-
sage format Internet Protocol (hereafter, “IP packet”) may
include (a.) 4 bits that specify the Internet Protocol version to
which the IP packet conforms, e.g., version 4 or version 6 of
the Internet Protocol; (b.) 4 bits that contain specify the length
of'the header; (c.) 8 bits that identify the Quality of Service (or
“QoS”), which identifies the priority at which the packet
should be process; (d.) 16 bit’s that specify the length of the
comprising packet in bytes; (e.) 13 bits that contain a frag-
ment offset, i.e., a field that identifies to which fragment the
comprising packet is attached; (f.) 8 bits that identify a com-
munications protocol to which the comprising packet con-
forms, e.g., the Transmission Control Protocol, the User
Datagram Protocol, or the Internet Control Message Proto-
col; (g.) 32 bits that contain a source Internet Protocol
address, or “IP address”; and (h.) 32 bits that contain an
intended destination IP address.
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[0006] A receiving computer is thus provided information
within each IP packet that is useful in processing and associ-
ating a plurality of packets comprised within a same data flow.
In the processing of a data flow, a first number of received
packets may be analyzed and processed by a slower process
than the remaining packets. This transition from a high
latency path to a lower latency path may occur because of
determinations made by the receiving computer after the first
received number of packets are analyzed and processed.
There may thus be only one transition in the latency period in
processing the plurality of packet of a data flow, yet this
latency may cause the processed data packets of a same data
flow to be organized within the receiving computer out the
arrival order of the data packets. The prior art teaches that a
receiving computer must devote computational resources to
restoring the processed data packets of a same data flow into
the arrival order of the received data packets. Yet the prior art
fails to best reduce the amount of memory that must be
applied restore the processed packets into the arrival order.

OBIECTS OF THE INVENTION

[0007] It is an object of the present invention to provide a
method to transmit a plurality of packets of a same dataflow
by a network element in an order in which the network ele-
ment received the data packets.

[0008] Itisa further optional object of the present invention
to provide a system that is configured to reduce the compu-
tational resources applied to transmit a plurality of packets of
a same data flow in the same order that the plurality of packets
were received.

[0009] Additional objects and advantages of the present
invention will be set forth in the description that follows, and
in part will be obvious from the description, or may be learned
by practice of the present invention. The objects and advan-
tages of the present invention may be realized and obtained by
means of the instrumentalities and combinations particularly
pointed out in the appended claims.

SUMMARY OF THE INVENTION

[0010] Towards this object and other objects that will be
made obvious in light of this disclosure, a first version of the
method of the present invention provides a system for restor-
ing the arrival order of a plurality of packets after receipt of
the packets and prior to a retransmission of the plurality of
packets.

[0011] The invented system is configured to process a first
number of packets through a high latency path, and then
process all remaining packets through a lower latency path.
The received packets are stored after processing in a queue
memory until either (a.) all of the packets processed through
the high latency path are fully processed through the high
latency path, or (b.) a time period of packet processing has
expired. The time period is specified to avoid storing the
packets when a packet is dropped by the high latency path.
[0012] Thepacketsstored in the queue are transmitted from
the invented system in the order in which the packets were
received by the invented system, and the additional data pack-
ets are retransmitted without storage in the queue memory.
[0013] In certain alternate embodiments of the method of
the present invention, a buffer memory resource of a network
computer that is communicatively coupled with an electron-
ics communications network includes one or more of the
following aspects of: (a.) determining a maximum packet
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latency T of a processing of a packet; (b.) determining a
maximum data rate G of the network computer; (c.) assigning
a memory buffer for temporarily storing data packets in the
range of 0.8 to 1.2 of the result of T times G; (d.) determining
a maximum rate R of a single data flow; (e.) determining a
quantity Q of resource queues; and/or (f.) assigning a memory
buffer for temporarily storing data packets of a capacity in the
range of 0.8 to 1.2 T times Q times R.

[0014] The foregoing and other objects, features and
advantages will be apparent from the following description of
the preferred embodiment of the invention as illustrated in the
accompanying drawings.

INCORPORATION BY REFERENCE

[0015] All publications, patents, and patent applications
mentioned in this specification are herein incorporated by
reference to the same extent as if each individual publication,
patent, or patent application was specifically and individually
indicated to be incorporated by reference.

[0016] United States Patent Application Publication No.
20030229839 (Inventors: Wang, Xiaolin, et al.; published
Dec. 11, 2003) entitled “Method of and apparatus for protect-
ing against and correcting errors in data packet flow streams
in closed ring sequential address generators and the like and
in other data pack flow paths, without data flow stream inter-
ruption”; United States Patent Application Publication No.
20040141510 (Inventors: Blanc, Alain, et al.; published Jul.
22, 2004) entitled “CAM based system and method for re-
sequencing data packets”; United States Patent Application
Publication No. 20060159104 (Inventors: Nemirovsky,
Mario, et al.; published Jul. 20, 2006) entitled “Queueing
system for processors in packet routing operation”; United
States Patent Application Publication No. 20060153197 (In-
ventors: Nemirovsky, Mario, et al.; published Jul. 13, 2006)
entitled “Queueing system for processors in packet routing
operations”; United States Patent Application Publication
No. 20060036705 (Inventors: Musoll, Enrique, et al.; pub-
lished Feb. 16, 2006) entitled “Method and apparatus for
overflowing data packets to a software-controlled memory
when they do not fit into a hardware-controlled memory”,
United States Patent Application Publication No.
20080050118 (Inventors: Haran, Onn, et al.; published Feb.
28, 2008) entitled “Methods and Systems for Bandwidths
Doubling in an Ethernet Passive Optical Network™”; and
United States Patent Application Publication Serial No.
20060064508 (Inventors: Panwar, Ramesh, et al.; published
on Mar. 23, 2006) entitled “Method and system to store and
retrieve message packet data in a communications network™
are incorporated herein by reference in their entirety and for
all purposes.

[0017] In addition, U.S. Pat. No. 7,360,217 (Inventors:
Melvin, et al.; issued Apr. 15, 2008) entitled “Multi-threaded
packet processing engine for stateful packet processing”;
U.S. Pat. No. 7,039,851 (Inventor: Wang, et al.; issued May 2,
2006) entitled “Method of and apparatus for correcting errors
in data packet flow streams as in closed ring sequential
address generators and the like without data flow stream
interruption”; U.S. Pat. No. 6,859,824 (Inventors: Yamamoto,
et al.; issued Feb. 22, 2005) entitled “Storage system con-
nected to a data network with data integrity”; and U.S. Pat.
No. 6,456,782 (Inventors: Kubota, et al.; issued Sep. 24,
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2002) entitled “Data processing device and method for the
same” are incorporated herein by reference in their entirety
and for all purposes.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] These, and further features of the invention, may be
better understood with reference to the accompanying speci-
fication and drawings depicting the preferred embodiment, in
which:

[0019] FIG. 1 illustrates a network computer, or first pre-
ferred embodiment of the invented system, disposed between
an electronics communications network and an internal elec-
tronics communications network;

[0020] FIG. 2 is a schematic of the network computer of
FIG. 1.
[0021] FIG. 3 is a flow chart of certain aspects of a first

preferred embodiment of the method of the present invention
that may be performed by the network computer of FIG. 1;
[0022] FIG. 3 is a flow chart of certain additional aspects of
a first preferred embodiment of the method of the present
invention that may be performed by the network computer of
FIGS. 1 and 2;

[0023] FIG. 4 is a flow chart of still other aspects of the
method of the present invention that may be performed by the
network computer of FIGS. 1 and 2;

[0024] FIG. 5is a flow chart of yet additional aspects of the
method of the present invention that may be performed by the
network computer of FIGS. 1 and 2;

[0025] FIG. 6 illustrates a memory allocation design
method of assigning memory resources of the network com-
puter of FIGS. 1 and 2 for utilization as the plurality of queues
of FIG. 1;

[0026] FIG. 7 illustrates an alternate memory allocation
design method of assigning memory resources of the network
computer of FIGS. 1 and 2 for utilization as the plurality of
queues of FIG. 1; and

[0027] FIG. 8 illustrates a yet alternate memory allocation
design method of assigning memory resources of the network
computer of FIGS. 1 and 2 for utilization as the plurality of
queues of FIG. 1.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

[0028] In describing the preferred embodiments, certain
terminology will be utilized for the sake of clarity. Such
terminology is intended to encompass the recited embodi-
ment, as well as all technical equivalents, which operate in a
similar manner for a similar purpose to achieve a similar
result.

[0029] Referring now generally to the Figures and particu-
larly to FIG. 1, FIG. 1 illustrates a network computer 2, or first
preferred embodiment of the invented system 2, disposed
between an electronics communications network 4 and an
internal electronics communications network 6. The electron-
ics communications network 4, or “network”, 4, may be or
comprise the Internet, a computer network, a wireless com-
munications network, and/or a telephony network. The inter-
nal communications network 6, or “internal network™ 6, may
be a computer network, an intranet, an extranet, a wireless
communications network, a virtual private network, and/or a
telephony network.

[0030] A plurality of message servers 8 transmit electronic
messages through the network 4 and meant for delivery to
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elements of the internal network 6. These message may be or
comprise Internet Protocol packets P.1-P.X that conform to
the Internet Protocol version four or version six.

[0031] Referring now generally to the Figures and particu-
larly to FIG. 2, FIG. 2 is a schematic of the network computer
2 of FIG. 1. The network computer 2, or “network computer”
2, includes a network interface 10 that bi-directionally com-
municatively couples the network computer 2 with the net-
work 2, and enables the network computer 2 to receive an
process Internet Protocol packets P.1-P.X.

[0032] The plurality Internet Protocol packets P.1-P.X, or
“IP packets” P.1-P.X, comprise a data flow transmitted from
one or more message servers 8 of the network 4. A control
logic 12 directs the operations of a packet sequencer 14, a fast
path logic 16, a slow path logic 18, a plurality of packet
queues 20, an egress interface 22 and a system memory. The
egress interface 22 bi-directionally communicatively couples
the network computer with the internal network 6. The con-
trol logic 12 may be or comprise and applications specific
integrated circuit, a microcontroller and/or a microprocessor
programmed or configured to direct the elements 10-24 to
process the IP packets P.1-P.X in accordance with the method
of the present invention. A system memory 13 contains sys-
tem software that directs and enables the control logic to
program and/or configure fast path logic 16, the slow path
logic 18 and other elements 10, 14, 20 & 22 to process the I[P
packets P.1-P.X in accordance with the method of the present
invention.

[0033] The fast path logic 16 and/or the slow path logic 18
may be or comprise random access memory, programmable
logic devices, and/or firmware. The control logic 12 may
direct each received packets P.1-P.X to from the network
interface 10 and to the fast path logic 16 or the sequencer 18.
The sequencer adds order of arrival markers to each IP packet
P.1-P.X directed by the control logic 12 to the sequencer 14.
[0034] Each IP packet P.1-P.X sent to the queue 20 flows
through the sequencer 14 and either the fast path logic 16 or
the slow path logic 18. The control logic 12 may direct the fast
path logic to process and transfer IP packets P.1-.X to either
the egress interface 22 or the queue 20. The plurality of
queues 20 comprises reprogrammable memory circuit, such
as random access memory. The control logic 12 may addi-
tionally direct the slow path logic to process and transfer IP
packets P.1-.X to the egress interface 22.

[0035] Referring now generally to the Figures, and particu-
larly to FIG. 3, FIG. 3 is a flow chart of certain additional
aspects of a first preferred embodiment of the method of the
present invention. In step 3.2 the network computer 2 receives
a packet P.1 of a first data flow D. The network interface 10
receives the packet P.1 and optionally calculates the an egress
information for the packet P.1 in step 3.2. In step 3.4 the
network computer determines whether a fast path logic has
been configured and is available for IP packets P.1-P.X of the
first data flow D. When the control logic determines in step
3.4 that a fast path logic is not available for IP packets P.1-P.X
of'the first data flow D, the network computer proceeds from
step 3.4 to step 4.0. The processing of the IP packets P.1-P.X
from step 4.0 is described below in reference to FIG. 4.
[0036] Whenthe controllogic 12 determines in step 3.4 that
a fast path logic 16 is available for IP packets P.1-P.X of the
first data flow D, the network computer proceeds from step
3.4 to step 3.6. The network computer 2 determines in step 3.6
whether a memory queue 20 is assigned and available to
temporarily store IP packets P.1-P.X of the first data flow D.
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When the network computer 2 determines in step 3.6 that a
memory queue 20 is assigned and available to temporarily
store IP packets P.1-P.X of the first data flow D, the network
computer 2 proceeds from step 3.6 to Step 3.8 wherein the
packet P.1 the sequencer .x assigns an order of arrival marker
to the IP packet P.1. Proceeding from step 3.8 to step 3.10, the
network computer 2 processes the packet P.1 through the fast
pathlogic 16 in step 3.10 and then stores the packet P.1 in step
3.12 within the assigned and available queue 20 after process-
ing through the fast logic path 16 of step 3.10.

[0037] When the network computer 2 determines in step
3.6 that a memory queue 20 is not available to temporarily
store IP packets P.1-P.X of the first data flow D, the network
computer 2 proceeds from step 3.6 to step 3.14 and to process
the packet P.1 through the fast path logic 16. The network
computer 2 proceeds from step 3.14 to step 3.16 wherein the
IP packet P.1 is transmitted to the egress interface 22. It is
understood that the IP packet P.1 may be transmitted by the
network computer 2 to the internal network 6 after the transfer
of'the IP packet P.1 to the egress interface 22.

[0038] The network computer 2 proceeds from either step
3.12 or step 3.16 to step 3.18, wherein the network computer
determines whether to continue processing IP packets P.1-P.2
or to proceed on to other operations of step 3.20.

[0039] Referring now generally to the Figures and particu-
larly to FIG. 4, FIG. 4 is a flow chart of still other aspects of
the method of the present invention that may be performed by
the network computer 2 of FIG. 1. In step 4.2 the network
computer 2 determines whether a received IP packet P.1-P.X
is a first received IP packet of the comprising data flow D.
‘When the network computer 2 determines that a most recently
received IP packet P.1-P.X is a first received IP packet of the
comprising data flow D, the network computer 2 proceeds
from step 4.2 to step 4.4 and dedicates a memory queue 20 for
temporary storage of IP packets P.1-P.X of the data flow D.
The network computer 2 additionally sets a related time
counter TF to an initial start value. The time counter TF is
incremented by a real time clock of the control logic 12 as the
network computer proceeds on from step 4.4. In step 4.6 the
network computer 2 initiates a configuration of the fast path
logic 16, and in step 4.8 the network computer 2 directs the
sequencer 14 to start incrementally assigning sequence num-
bers to the IP packets P.1-P.X of the same data flow D.
[0040] Instep 4.10 a sequence number is added to, or asso-
ciated with the IP packet P.1-P.X examined in step 4.2, and in
step 4.12 the IP packet P.1-P.x of steps 4.2 and 4.10 is trans-
mitted to, and processed by, the slow path logic 16. In step
4.14 the IP packet is stored in the queue 20 assigned to and
available for storage of IP packets P.1-P.X. Optionally the
sequence number assigned in step 4.10 may be stored in the
assigned queue 20 or otherwise made available to the control
logic 12.

[0041] Referring now generally to the Figures and particu-
larly to FIG. 5, FIG. 5 is a flow chart of yet additional aspects
of the method of the present invention. In step 5.2 a packet
P1-P.X of the data flow D is received by the assigned and
available queue 20. In step 5.4 the control logic 12 determines
whether sequence number N of the IP packet P.1-P.X received
in step 5.2 is equal to one less than a sequence number N, the
sequence number N being equal to a sequence number of the
first IP packet P.1-P.X received by the queue from after pro-
cessing by the fast path logic 16.

[0042] Receipt of an IP Packet P.1-P.X having a sequence
number of N-1 therefore indicates that all IP packets P.1-P.X
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assigned for processing by the slow path logic 18 have been
fully processed and written into the assigned queue 20, and
that the queue 20 may now write its contents to the egress
interface 22, whereupon the queue 20 may be assigned to
store packet of another data flow.

[0043] When the sequence number of the IP packet P.1-P.X
is determined in step 5.2 to be equal to N-1, the control logic
12 directs the queue 20 in step 5.6 to write its contents to the
egress interface 22. The control logic 12 then directs the
queue 20 to be closed to and unavailable for receiving any
remaining or additional IP packets P.1-P.x of the data flow D.
In other words, after the execution of step 5.8, all remaining
1P packets P.1-P.X of the data flow D are transmitted directly
from the network interface 10 to the fast path logic 16, and
from the fast path logic 16 to the egress interface 22 without
mediation by the sequencer 14 or the queue 20.

[0044] When the sequence number of the IP packet P.1-P.X
is determined in step 5.2 to not be equal to N-1, the control
logic 12 compares the time counter TF with a maximum time
value V. It is understood that the time value V is set to be equal
to a value that indicates a failure to detect a completed pro-
cessing of all IP packets P.1-P.X assigned to the slow logic
path within a time period starting from a first assignment of
the queue 20 to the data flow D indicates that one or more IP
packet P.1-Px assigned for processing by either the slow path
logic 18 or the fast path logic 16 have been dropped in pro-
cessing by the network computer 2. Step 5.10 thereby guards
against hanging up the queue 20 and the network computer 2
when an IP packet P.1-P.X assigned is dropped by either the
slow path logic 18 or the fast path logic 16.

[0045] When the time counter TF is determined by the
network computer 2 in step 5.10 to exceed the max time value
V, the network computer 2 proceeds from step 5.10 to step 5.6
and process step 5.6 and 5.8 as discussed above.

[0046] The network computer 2 proceeds from step 5.8 or
step 5.10 to return to step 3.0.

[0047] Referring now generally to the Figures and particu-
larly to FIG. 6, FIG. 6 illustrates a memory allocation design
method of assigning memory resources of the network com-
puter 2 for utilization as the plurality of queues 20. In step 6.2
a connection rate C of the network computer 2 in receiving
digital electronic content from the network is determined and
in step 6.4 a maximum processing latency time T is deter-
mined. In step 6.8 a memory capacity allocation NQ is cal-
culated as equal to twice the product of multiplying the con-
nection rate C and the maximum time latency T.

[0048] In optional step 6.8 the memory allocation capacity
NQ may be modified by multiplication with a design factor F.
The design factor F is preferably approximate to the unity
value of one and within the range of values 0.95 to 1.05.
Alternatively, the design fact F may be a value selected from
the value range of 0.8 to 1.20.

[0049] Referring now generally to the Figures and particu-
larly to FIG. 7, FIG. 7 illustrates an alternate memory alloca-
tion design method of assigning memory resources of the
network computer 2 for utilization as the plurality of queues
20. In step 7.2 a maximum processing latency time T is
determined. In step 7.4 a maximum data rate G of the network
computer is determined. And in step 7.6 a memory capacity
allocation NQ is calculated as equal to the product of multi-
plying the maximum time latency T and the maximum data
rate G of the network computer.

[0050] In optional step 7.8 the memory allocation capacity
NQ may be modified by multiplication with a design factor F.
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The design factor F is preferably approximate to the unity
value of one and within the range of values 0.95 to 1.05.
Alternatively, the design fact F may be a value selected from
the value range of 0.8 to 1.20.

[0051] Referring now generally to the Figures and particu-
larly to FIG. 8, FIG. 8 illustrates a yet alternate memory
allocation design method of assigning memory resources of
the network computer 2 for utilization as the plurality of
queues 20. In step 8.2 a maximum processing latency time T
is determined; in step 8.4 a maximum rate R of a single flow
is determined; and in step 8.6 a quantity Q of resource queues
is determined.

[0052] A memory capacity allocation NQ is calculated in
step 8.10 as equal to the product of multiplying the maximum
time latency T with the quantity Q of resource queues and
with the quantity Q of resource queues.

[0053] In optional step 8.10 the memory allocation capac-
ity NQ may be modified by multiplication with a design factor
F. The design factor F is preferably approximate to the unity
value of one and within the range of values 0.95 to 1.05.
Alternatively, the design fact F may be a value selected from
the value range of 0.8 to 1.20.

[0054] The foregoing disclosures and statements are illus-
trative only of the Present Invention, and are not intended to
limit or define the scope of the Present Invention. Although
the examples given include many specificities, they are
intended as illustrative of only certain possible embodiments
of the Present Invention. The examples given should only be
interpreted as illustrations of some of the preferred embodi-
ments of the Present Invention, and the full scope of the
Present Invention should be determined by the appended
claims and their legal equivalents. Those skilled in the art will
appreciate that various adaptations and modifications of the
just-described preferred embodiments can be configured
without departing from the scope and spirit of the Present
Invention. Therefore, it is to be understood that the Present
Invention may be practiced other than as specifically
described herein. The scope of the Present Invention as dis-
closed and claimed should, therefore, be determined with
reference to the knowledge of one skilled in the art and in light
of the disclosures presented above.

We claim:

1. In a network computer communicatively coupled with
an electronics communications network, the network com-
puter having a memory resource comprising a plurality of
queue resources, a method for restoring an arrival order of
packets of flows, the method comprising:

a. transmitting a plurality of packets of a first data flow to

the network computer;

b. processing the packets within the network computer; and

c. assigning a queue resource to the first data flow when a

flow state of at least one packet transitions from a higher
latency path to a lower latency path, the queue resource
for storing each packet of the first data flow as each
packet egresses from a processing path within the net-
work computer.

2. The method of claim 1, wherein the higher latency path
is at least partially implemented by software execution.

3. The method of claim 1, wherein the lower latency path is
at least partially implemented by a hardware resource.

4. The method of claim 1, further comprising:

d. detecting the egress of a last packet of the flow through

the higher latency path;

e. writing said last packet into the assigned queue resource;
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f. egressing the contents of the assigned queue resource;
and

g. releasing the assigned queue resource.

5. The method of claim 1, further comprising assigning a
sequence number to each packet in an arrival order of the
packets, the sequence number of each packet indicating the
relative order of receipt by the network computer of the asso-
ciated packet within a plurality of flows.

6. The method of claim 5, further comprising:

d. assigning a sequence number to each packet in order of

receipt by the network computer;

f. writing at least two packets into the assigned queue
resource;

g. reading a sequence number of a packet at the head ofthe
assigned queue resource;

h. detecting receipt by the assigned queue resource of a
packet having a sequence number issued after the allo-
cation of the assigned queue resource;

i. egressing the stored packets of the first data flow from the
assigned queue resource; and

j. releasing the assigned queue resource.

7. The method of claim 1, the method further comprising:

d. determining a maximum latency of a packet prior to
receipt by the assigned queue resource; and

e. egressing all packets stored within the assigned queue
resource after the maximum latency is exceeded.

8. The method of claim 7, the method further comprising
releasing the assigned queue resource after each packet has
egressed form the assigned resource queue.

9. A method of assigning memory resources of a network
computer, the network computer communicatively coupled
with an electronics communications network (“network™),
the method comprising:

a. determining a connection rate C of the network computer

in receiving digital electronic content from the network;

b. determining a maximum processing latency time T; and

c. assigning NQ queue resources to enable arrival order
restoration of packets of flows received by the network
computer, NQ having a memory capacity equal to 2
times C times T.

10. The method of claim 9, further comprising assigning a
memory buffer having a capacity in the range 0f 0.8 to 1.2 the
result of 2 times C times T.

11. A method of assigning a buffer memory resource of a
network computer, the network computer communicatively
coupled with an electronics communications network (“net-
work™), the method comprising:

a. determining a maximum packet latency T;

b. determining a maximum data rate G of the network

computer,
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c. assigning a memory buffer size approximately equal to T

times G for temporarily storing data packets.

12. The method of claim 11, further comprising assigning
a memory buffer having a capacity in the range of 0.8 to 1.2
the result of T times G.

13. The method of claim 11, the method further compris-
ing:

d. determining a maximum rate R of a single flow;

e. determining a quantity Q of resource queues; and

f. assigning a memory buffer size approximately equalto T

times Q times R for temporarily storing data packets.

14. The method of claim 13, further comprising assigning
a memory buffer having a capacity in the range of 0.8 to 1.2
the result of T times Q times R.

15. A network computer communicatively coupled with an
electronics communications network (“network”™), the net-
work computer comprising:

a. means to transmit a plurality of packets of a same flow

from the network and to the network computer;

b. means to process the packets within the network com-

puter; and

. means to assign a queue resource to the flow when a flow
state of at least one packet transitions from a higher
latency path to a lower latency path, the assigned queue
resource for storing each packet of the flow as each
packet egresses from a processing path within the net-
work computer.

16. The network computer of claim 16, further comprising:

d. means to detect the egress of a last packet of the flow

through the higher latency path;

e. means to write said last packet into the assigned queue

resource; and

f. means to egress the contents of the assigned queue

resource

17. The network computer of claim 16, further comprising
means to release the assigned queue resource to store packets
of a second data flow.

18. The network computer of claim 16, wherein the net-
work is selected from the network group consisting of the
Internet, an intranet, and extranet, a digital telephony system,
a digital wireless communications system, and a computer
network.

19. The network computer of claim 16, wherein the higher
latency path is implemented at least partially by software
execution.

20. The network computer of claim 16, wherein the net-
work comprises the Internet and the packets conform to the
Internet Protocol version four or six.
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