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Foreword 

Matthew Gast was my mentor long before I met him. I began reporting on wire­
less data networking in October 2000 when I discovered that Apple's claims for 
its 802.llb-based AirPort Base Station were actually true. 

I'd been burned with another form of wireless networking that used infrared, and had 
spent many fruitless hours using other "interesting" networking technologies that led 
to dead ends. I figured 802.llb was just another one. Was I glad I was wrong! 

This discovery took me down a path that led, inexorably, to the first edition of 
802.11 Wireless Networks. How did this stuff actually work as advertised? I knew 
plenty about the ISO model, TCP/IP, and Ethernet frames, but I couldn't reconcile a 
medium in which all parties talked in the same space with what I knew about Ether­
net's methods of coping with shared contention. 

Matthew taught me through words and figures that I didn't originally understand, 
but returned to again and again as I descended further into technical detail in my 
attempts to explain Wi-Fi to a broader and broader audience through articles in The 
New York Times, The Seattle Times, PC World, and my own Wi-Fi Networking News 
(http://www.wifinetnews.com) site over the last five years. 

I starting learning acronyms from 802.11 Wireless Networks and used Matthew's 
book to go beyond expanding WDS into Wireless Distribution System into under­
standing precisely how two access points could exchange data with each other 
through a built-in 802.11 mechanism that allowed four parties to a packet's transit. 

Now as time went by and the 802.11 family grew and became baroque, the first edi­
tion of this title started feeling a little out of date-although it remained surprising 
how many "new" innovations were firmly rooted in developments of the early to 
mid-1990s. The alphabet soup of the first edition was gruel compared to the mulli­
gatawny of 2005. 

Matthew filled the gap between the book and contemporary wireless reality through 
his ongoing writing at O'Reilly's Wireless DevCenter, which I read avidly. And 
somewhere in there I was introduced to Matthew at a Wi-Fi Planet conference. We 
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hit it off immediately: I started pestering him for details about 802.lX, if I remember 
correctly, and he wanted to talk about books and business. (I wound up writing two 
editions of a general market Wi-Fi book, neither of which did nearly as well as Mat­
thew's extraordinarily technical one.) 

Since then, I have been in the rare and privileged position to be the recipient of Mat­
thew's generosity with his knowledge and humble insight. Matthew isn't one who 
assumes; he researches. His natural curiosity compels him to dig until he gets an 
answer that's technically and logically consistent. 

Take, for instance, the incredibly political and complicated evolution of the 802.lX 
standard. (I know, from Matthew, that it's properly capitalized since it's a freestand­
ing standard not reliant on other specifications. Even the IEEE makes this mistake, 
and it's their rule for capitalization that we're both following.) 

802.lX is simple enough in its use of the Extensible Authentication Protocol, a 
generic method of passing messages among parties to authentication. But the ways in 
which EAP is secured are, quite frankly, insane-reflecting Microsoft and Cisco's 
parallel but conflicting attempts to control support of legacy protocols in a way that 
only damages easy access to its higher level of security. 

Matthew eschewed the religious debate and spelled out the various methods, diffi­
culties, and interoperability issues in an O'Reilly Network article that's the nugget of 
the expanded coverage in this book. I defy any reader to find as cogent and exhaus­
tive an explanation before this book was published. There's nothing as clear, com­
prehensive, and unaffected by market politics. 

At times, Matthew bemoaned the delays that led to the gap between editions of this 
book, due partly to his joining a startup wireless LAN switch company, but I think 
readers are better served through his very hard-won, late-night, long-hours knowledge. 

Matthew's relationship with 802.11 might have previously been considered that of a 
handy man who knew his way around the infrastructure of his house. If a toilet was 
running, he could replace a valve. If the living room needed new outlets, he could 
research the process and wire them in. 

But Matthew's new job took him allegorically from a weekend household warrior to 
a jack-of-all-tradesman. Matthew can tear out those inner walls, reframe, plumb, and 
wire them, all the while bitching about the local building code. 

It's been a pleasure knowing Matthew, and it's even more a pleasure to introduce 
you to his book, and let you all in on what I and others have been more private recip­
ients of for the last few years. 

x I Foreword 

-Glenn Fleishman 

Seattle, Washington 

February 2005 
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Preface 

People move. Networks don't. 

More than anything else, these two statements can explain the explosion of wireless 
LAN hardware. In just a few years, wireless LANs have grown from a high-priced, 
alpha-geek curiosity to mainstream technology. 

By removing the network port from the equation, wireless networks separate user 
connectivity from a direct physical location at the end of a cord. To abstract the user 
location from the network, however, requires a great deal of protocol engineering. 
For users to have location-independent services, the network must become much 
more aware of their location. 

This book has been written on more airplanes, in more airports, and on more trains 
than I care to count. Much of the research involved in distilling evolving network 
technology into a book depends on Internet access. It is safe to say that without 
ubiquitous network access, the arrival of this book would have been much delayed. 

The advantages of wireless networks has made them a fast-growing multibillion dol­
lar equipment market. Wireless LANs are now a fixture on the networking land­
scape, which means you need to learn to deal with them. 

Prometheus Untethered: The Possibilities 
of Wireless LANs 
Wireless networks offer several advantages over fixed (or "wired") networks: 

Mobility 
Users move, but data is usually stored centrally, enabling users to access data 
while they are in motion can lead to large productivity gains. Networks are built 
because they offer valuable services to users. In the past, network designers have 
focused on working with network ports because that is what typically maps to a 
user. With wireless, there are no ports, and the network can be designed around 
user identity. 
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Ease and speed of deployment 
Many areas are difficult to wire for traditional wired LANs. Older buildings are 
often a problem; running cable through the walls of an older stone building to 
which the blueprints have been lost can be a challenge. In many places, historic 
preservation laws make it difficult to carry out new LAN installations in older 
buildings. Even in modern facilities, contracting for cable installation can be 
expensive and time-consuming. 

Flexibility 
No cables means no recabling. Wireless networks allow users to quickly form 
amorphous, small group networks for a meeting, and wireless networking makes 
moving between cubicles and offices a snap. Expansion with wireless networks 
is easy because the network medium is already everywhere. There are no cables 
to pull, connect, or trip over. Flexibility is the big selling point for the "hot spot" 
market, composed mainly of hotels, airports, train stations (and even trains 
themselves!), libraries, and cafes. 

Cost 
In some cases, costs can be reduced by using wireless technology. As an exam­
ple, 802.11 ® equipment can be used to create a wireless bridge between two 
buildings. Setting up a wireless bridge requires some initial capital cost in terms 
of outdoor equipment, access points, and wireless interfaces. After the initial 
capital expenditure, however, an 802.11-based, line-of-sight network will have 
only a negligible recurring monthly operating cost. Over time, point-to-point 
wireless links are far cheaper than leasing capacity from the telephone company. 

Until the completion of the 802.11 standard in 1997, however, users wanting to take 
advantage of these attributes were forced to adopt single-vendor solutions with all of 
the risk that entailed. Once 802.11 started the ball rolling, speeds quickly increased 
from 2 Mbps to 11 Mbps to 54 Mbps. Standardized wireless interfaces and antennas 
have made it much easier to build wireless networks. Several service providers have 
jumped at the idea, and enthusiastic bands of volunteers in most major cities have 
started to build public wireless networks based on 802.11. 

802. 11 has become something of a universally assumed connectivity method as well. 
Rather than wiring public access ports up with Ethernet, a collection of access points 
can provide connectivity to guests. In the years since 802. 11 was standardized, so­
called "hot spots" have gone from an exotic curiosity in venues that do not move, to 
technology that is providing connectivity even while in transit. By coupling 802. 11 
access with a satellite uplink, it is possible to provide Internet access even while mov­
ing quickly. Several commuter rail systems provide mobile hot-spots, and Boeing's 
Connexion service can do the same for an airplane, even at a cruising speed of 550 
miles per hour. 
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Audience 
This book is intended for readers who need to learn more about the technical aspects 
of wireless LANs, from operations to deployment to monitoring: 

• Network architects contemplating rolling out 802.11 equipment onto networks 
or building networks based on 802.11 

• Network administrators responsible for building and maintaining 802.11 networks 

• Security professionals concerned about the exposure from deployment of 802.11 
equipment and interested in measures to reduce the security headaches 

The book assumes that you have a solid background in computer networks. You 
should have a basic understanding of IEEE 802 networks (particularly Ethernet), the 
OSI reference model, and the TCP /IP protocols, in addition to any other protocols on 
your network. Wireless LANs are not totally new ground for most network administra­
tors, but there will be new concepts, particularly involving radio transmissions. 

Overture for Book in Black and White, Opus 2 
Part of the difficulty in writing a book on a technology that is evolving quickly is that 
you are never quite sure what to include. The years between the first and second edi­
tion were filled with many developments in security, and updating the security­
related information was one of the major parts of this revision. This book has two 
main purposes: it is meant to teach the reader about the 802.11 standard itself, and it 
offers practical advice on building wireless LANs with 802.11 equipment. These two 
purposes are meant to be independent of each other so you can easily find what 
interests you. To help you decide what to read first and to give you a better idea of 
the layout, the following are brief summaries of all the chapters. 

Chapter 1, Introduction to Wireless Networking, lists ways in which wireless net­
works are different from traditional wired networks and discusses the challenges 
faced when adapting to fuzzy boundaries and unreliable media. Wireless LANs are 
perhaps the most interesting illustration of Christian Huitema's assertion that the 
Internet has no center, just an ever-expanding edge. With wireless LAN technology 
becoming commonplace, that edge is now blurring. 

Chapter 2, Overview of 802.11 Networks, describes the overall architecture of 802.11 
wireless LANs. 802.11 is somewhat like Ethernet but with a number of new network 
components and a lot of new acronyms. This chapter introduces you to the network 
components that you'll work with. Broadly speaking, these components are stations 
(mobile devices with wireless cards), access points (glorified bridges between the sta­
tions and the distribution system), and the distribution system itself (the wired back­
bone network). Stations are grouped logically into Basic Service Sets (BSSs). When 
no access point is present, the network is a loose, ad-hoc confederation called an 
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independent BSS (IBSS). Access points allow more structure by connecting disparate 
physical BSSs into a further logical grouping called an Extended Service Set (ESS). 

Chapter 3, 802.11 MAC Fundamentals, describes the Media Access Control (MAC) 
layer of the 802. 11 standard in detail. 802.11, like all IEEE 802 networks, splits the 
MAC-layer functionality from the physical medium access. Several physical layers 
exist for 802.11, but the MAC is the same across all of them. The main mode for 
accessing the network medium is a traditional contention-based access method, 
though it employs collision avoidance (CSMA/CA) rather than collision detection 
(CSMNCD). The chapter also discusses data encapsulation in 802.11 frames and 
helps network administrators understand the frame sequences used to transfer data. 

Chapter 4, 802.11 Framing in Detail, builds on the end of Chapter 3 by describing the 
various frame types and where they are used. This chapter is intended more as a refer­
ence than actual reading material. It describes the three major frame classes. Data 
frames are the workhorse of 802.11. Control frames serve supervisory purposes. Man­
agement frames assist in performing the extended operations of the 802. 11 MAC. Bea­
cons announce the existence of an 802. 11 network, assist in the association process, 
and are used for authenticating stations. 

Chapter 5, Wired Equivalent Privacy (WEP), describes the Wired Equivalent Privacy 
protocol. In spite of its flaws, WEP is the basis for much of the following work in 
wireless LAN security. This chapter discusses what WEP is, how it works, and why 
you can't rely on it for any meaningful privacy or security. 

Chapter 6, User Authentication with 802. lX, describes the 802. lX authentication 
framework. In conjunction with the Extensible Authentication Protocol, 802. lX pro­
vides strong authentication solutions and improved encryption on Wireless LANs. 

Chapter 7, 802.lli: Robust Security Networks, TKIP, and CCMP, describes the 802.lli 
standard for wireless LAN security. In recognition of the fundamental flaws of WEP, 
two new link-layer encryption protocols were designed, complete with new mecha­
nisms to derive and distribute keys. 

Chapter 8, Management Operations, describes the management operations on 802.11 
networks. To find networks to join, stations scan for active networks announced by 
access points or the IBSS creator. Before sending data, stations must associate with 
an access point. This chapter also discusses the power-management features incorpo­
rated into the MAC that allow battery-powered stations to sleep and pick up buff­
ered traffic at periodic intervals. 

Chapter 9, Contention-Free Service with the PCF, describes the point coordination 
function. The PCF is not widely implemented, so this chapter can be skipped for 
most purposes. The PCF is the basis for contention-free access to the wireless 
medium. Contention-free access is like a centrally controlled, token-based medium, 
where access points provide the "token" function. 

xiv I Preface 

AXW-2015-015



Chapter 10, Physical Layer Overview, describes the general architecture of the physi­
cal layer (PHY) in the 802.11 model. The PHY itself is broken down into two "sub­
layers." The Physical Layer Convergence Procedure (PLCP) adds a preamble to form 
the complete frame and its own header, while the Physical Medium Dependent 
(PMD) sublayer includes modulation details. The most common PHYs use radio fre­
quency (RF) as the wireless medium, so the chapter closes with a short discussion on 
RF systems and technology that can be applied to any PHY discussed in the book. 

Chapter 11, The Frequency-Hopping (FH) PHY, describes the oldest physical layer 
with 802.11. Products based on the FH PHY are no longer widely sold, but a great 
deal of early 802.11 equipment was based on them. Organizations with a long his­
tory of involvement with 802.11 technology may need to be familiar with this PHY. 

Chapter 12, The Direct Sequence PHYs: DSSS and HR/DSSS (802.llb), describes two 
physical layers based on direct sequence spread spectrum technology. The initial 
802.11 standard included a layer which offered speeds of 1 Mbps and 2 Mbps. While 
interesting, it was not until 802.llb added 5.5 Mbps and 11 Mbps data rates that the 
technology really took off. This chapter describes the two closely-related PHYs as a 
single package. 

Chapter 13, 802.lla and 802.llj: 5-GHz OFDM PHY, describes the 5-GHz PHY 
standardized with 802.lla, which operates at 54 Mbps. This physical layer uses 
another modulation technique known as orthogonal frequency division multiplex­
ing (OFDM). Slight modifications were required to use this PHY in Japan, which 
were made by the 802.llj standard. 

Chapter 14, 802.llg: The Extended-Rate PHY (ERP), describes a PHY which uses 
OFDM technology, but in the 2.4 GHz frequency band shared by 802.llb. It has 
largely supplanted 802.llb, and is a common option for built-in connectivity with 
new notebook computers. The PHY itself is almost identical to the 802. l la PHY. 
The differences are in allowing for backwards compatibility with older equipment 
sharing the same frequency band. 

Chapter 15, A Peek Ahead at 802.lln: MIMO-OFDM, describes the PHY currently 
in development. 802.lln uses a PHY based on multiple-input/multiple-output 
(MIMO) technology for much higher speed. At the time this book went to press, two 
proposed standards were dueling in the committee. This chapter describes both. 

Chapter 16, 802.11 Hardware, begins the transition from theoretical matters based 
on the standards to how the standards are implemented. 802.11 is a relatively loose 
standard, and allows a large number of implementation choices. Cards may differ in 
their specified performance, or in the manner in which certain protocols are imple­
mented. Many of these variations are based on how they are built. 

Chapter 17, Using 802.11 on Windows, describes the basic driver installation proce­
dure in Windows, and how to configure security settings. 
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Chapter 18, 802.11 on the Macintosh, describes how to use the AirPort card on 
MacOS X to connect to 802.11 networks. It focuses on Mac OS X 10.3, which was 
the first software version to include 802. lX support. 

Chapter 19, Using 802.11 on Linux, discusses how to install 802.11 support on a 
Linux system. After discussing how to add PC Card support to the operating system, 
it shows how to use the wireless extensions APL It discusses two common drivers, 
one for the older Orinoco 802. 11 b card, and the MADwifi driver for newer cards 
based on chipsets from Atheros Communications. Finally, it shows how to config­
ure 802. lX security using xsupplicant. 

Chapter 20, Using 802.11 Access Points, describes the equipment used on the infra­
structure end of 802. 11 networks. Commercial access point products have varying 
features. This chapter describes the common features of access points, offers buying 
advice, and presents two practical configuration examples. 

Chapter 21, Logical Wireless Network Architecture, marks the third transition in the 
book, from the implementation of 802.11 on the scale of an individual device, to 
how to build 802.11 networks on a larger scale. There are several major styles that 
can be used to build the network, each with its advantages and disadvantages. This 
chapter sorts through the common types of network topologies and offers advice on 
selecting one. 

Chapter 22, Security Architecture, should be read in tandem with the previous chap­
ter. Maintaining network security while offering network access on an open medium 
is a major challenge. Security choices and architecture choices are mutually influen­
tial. This chapter addresses the major choices to be made in designing a network: 
what type of authentication will be used and how it integrates with existing user 
databases, how to encrypt traffic to keep it safe, and how to deal with unauthorized 
access point deployment. 

Chapter 23, Site Planning and Project Management, is the final component of the 
book for network administrators. Designing a large-scale wireless network is diffi­
cult because there is great user demand for access. Ensuring that the network has suf­
ficient capacity to satisfy user demands in all the locations where it will be used 
requires some planning. Choosing locations for access points depends a great deal on 
the radio environment, and has traditionally been one of the most time-consuming 
tasks in building a network. 

Chapter 24,802.11 Network Analysis, teaches administrators how to recognize what's 
going on with their wireless LANs. Network analyzers have proven their worth time 
and time again on wired networks. Wireless network analyzers are just as valuable a 
tool for 802. 11 networks. This chapter discusses how to use wireless network analyz­
ers and what certain symptoms may indicate. It also describes how to build an ana­
lyzer using Ethereal, and what to look for to troubleshoot common problems. 
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Chapter 25, 802.11 Performance Tuning, describes how network administrators can 
increase throughput. It begins by describing how to calculate overall throughput for 
payload data, and common ways of increasing performance. In rare cases, it may 
make sense to change commonly exposed 802.11 parameters. 

Chapter 26, Conclusions and Predictions, summarizes current standards work in the 
802.11 working group. After summarizing the work in progress , I get to prognosti­
cate and hope that I don't have to revise this too extensively in future editions. 

Major Changes from the First Edition 
The three years between 2002 and 2005 saw a great deal of change in wireless LANs. 
The standards themselves continued to evolve to provide greater security and 
interoperability. Following the typical technology path of "faster, better, and 
cheaper," the data rate of most 802.11 interfaces has shot from 2 or 11 Mbps with 
802.llb to 54 Mbps with 802.lla and 802.llg. Increased speed with backwards 
compatibility has proved to be a commercially successful formula for 802.1 lg, even 
if it has limitations when used for large-scale networks. The coming standardization 
of 802.lln is set to boost speeds even farther. New developments in PHY technol­
ogy are anxiously awaited by users, as shown by the popular releases of pre-standard 
technology. Two entirely new chapters are devoted to 802. llg and 802. lln. Euro­
pean adoption of 802.1 la was contingent on the development of spectrum manage­
ment in 802.1 lh, which resulted in extensive revisions to the management chapter. 

When the first edition was released in 2002, the perception of insecurity domi­
nated discussions of the technology. WEP was clearly insufficient, but there was no 
good alternative. Most network administrators were making do with remote access 
systems turned inward, rather than their natural outward orientation. The develop­
ment of 802.1 li was done a great deal to simplify network security. Security is now 
built in to the specification, rather than something which must be added on after get­
ting the network right. Security improvements permeate the book, from new chapters 
showing how the new protocols work, to showing how they can be used on the client 
side, to how to sort through different options when building a network. Sorting 
through security options is much more complex now than it was three years ago, and 
made it necessary to expand a section of the deployment discussion in the first edition 
into its own chapter. 

Three years ago, most access points were expensive devices that did not work well in 
large numbers. Network deployment was often an exercise in working around the 
limitations of the devices of the time. Three years later, vastly more capable devices 
allow much more flexible deployment models. Rather than just a "one size fits all" 
deployment model, there are now multiple options to sort through. Security proto­
cols have improved enough that discussions of deploying technology are based on 
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what it can do for the organization, not on fear and how to keep it controlled. As a 
result, the original chapter on network deployment has grown into three, each tack­
ling a major part of the deployment process. 

Conventions Used in This Book 
Italic is used for: 

• Pathnames, filenames, class names, and directories 

• New terms where they are defined 

• Internet addresses, such as domain names and URLs 

Bold is used for: 

• GUI components 

Constant Width is used for: 

• Command lines and options that should be typed verbatim on the screen 

• All code listings 

Constant Width Italic is used for: 

• General placeholders that indicate that an item should be replaced by some 
actual value in your own program 

Constant Width Bold is used for: 

• Text that is typed in code examples by the user 

Gil
.,,, 

.. 
" .... 

Indicates a tip, suggestion, or general note 

Indicates a warning or caution 

How to Contact Us 
Please address comments and questions concerning this book to the publisher: 

O'Reilly Media, Inc. 
1005 Gravenstein Highway North 
Sebastopol, CA 95472 
(800) 998-9938 (in the U.S. or Canada) 
(707) 829-0515 (international/local) 
(707) 829-0104 (fax) 
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site. As a writer himself, Glenn also pointed out several locations where better exam­
ples would make my points much clearer. Finally, Terry Simons of the OpenlX 
project has worked extensively with 802.11 on Linux, and with nearly every 802. lX 
supplicant on the major operating systems. Terry also is one of the architects of the 
wireless authentication system at the University of Utah. His expertise can be felt 
throughout the early part of the book on security specifications, as well as in the 
practical matter of using supplicants and building an authentication system. 

I am also indebted to many others who help keep me abreast of current develop­
ments in 802.11, and share their knowledge with me. Since 2002, I have been privi­
leged to participate in the Interop Labs initiatives related to wireless security and 
802. lX. The real world is far too messy for the classroom. Every year, I learn more 
about the state of the art by volunteering than I ever could by taking a prepared class. 
Through the Interop Labs, I met Chris Hessing, the development lead for 
xsupplicant. Chris has always generously explained how all the keying bits move 
around in 802.11, which is no small feat! Sudheer Matta, a colleague of mine, always 
has time to explain what is happening in the standards world, and how the minute 
details of the MAC work. 

The large supporting cast at O'Reilly was tremendously helpful in a wide variety of 
ways. Ellie Volckhausen designed a stunning cover that has adorned my cubicle as 
well as most of the personal electronics devices I own since 2001, when I began writ­
ing the first edition. (It even looks good as the wallpaper on my mobile telephone!) 
Jessamyn Read took a huge mass of raw sketches and converted every last one into 
something that is worth looking at, and did so on a grueling schedule. I do not know 
how many hours Colleen Gorman, the production editor, put into this book to get it 
finished, but I hope her family and her cat, Phineas, forgive me. And, as always, I am 
thankful for the wisdom of Mike Loukides, the editor. Mike kept this project mov­
ing forward in the innumerable ways I have been accustomed to from our past col­
laborations, and his background as a ham radio operator proved especially useful 
when I started writing about the dark and forbidding world of antennas and RF 
transmission. (Among many, many other items, you have him to thank for the foot­
note on the gain of the Aricebo radio telescope!) 

As with so much in life, the devil of writing is in the details. Getting it right means 
rewriting, and then probably rewriting some more. I did not attempt a large writing 
project until college, when I took Brad Bateman's U.S. Financial System class. 
Although I certainly learned about the flow of money through the economy and the 
tools that the Federal Reserve uses in formulating policy, what I most value in retro­
spect was the highly structured process of writing a lengthy paper throughout the 
semester. In addition to simply producing a large document, Dr. Bateman stressed 
the revision process, a skill that I had to use repeatedly in the preparation of this 
book and its second edition. It would be a mistake, however, for me to simply credit 
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Dr. Bateman as an outstanding writing teacher or an economist gifted with the abil­
ity to explain complex subjects to his students. Dr. Bateman is not shackled by his 
narrow academic expertise. During the preparation of the second edition of this 
book, I attended a lecture of his about the social history of my alma mater. In a capti­
vating hour, he traced the history of the institution and its intersection with wider 
social movements, which explained its present-day culture in far more depth than I 
ever appreciated while a student. Not all professors teach to prepare students for 
graduate school, and not all professors confine their teaching to the classroom. I am 
a far better writer, economist, and citizen for his influence. 

When writing a book, it is easy to acknowledge the tangible contributions of others. 
Behind every author, though, there is a supportive cast of relatives and friends. As 
always, my wife Ali continued to indulge my writing habit with extremely good 
humor, especially considering the number of weekends that were sacrificed to this 
book. Many of my friends informally supported this project with a great deal of 
encouragement and support; my thanks must go to (in alphabetical order) Annie, 
Aramazd, Brian, Dameon, Kevin , and Nick. 

-Matthew Gast 

San Francisco, California 

February 2005 
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CHAPTER 1 

Introduction to Wireless Networking 

Over the past five years, the world has become increasingly mobile. As a result, tradi­
tional ways of networking the world have proven inadequate to meet the challenges 
posed by our new collective lifestyle. If users must be connected to a network by 
physical cables, their movement is dramatically reduced. Wireless connectivity, how­
ever, poses no such restriction and allows a great deal more free movement on the 
part of the network user. As a result, wireless technologies are encroaching on the 
traditional realm of "fixed" or "wired" networks. This change is obvious to anybody 
who drives on a regular basis. One of the "life and death" challenges to those of us 
who drive on a regular basis is the daily gauntlet of erratically driven cars containing 
mobile phone users in the driver's seat. 

Wireless connectivity for voice telephony has created a whole new industry. Adding 
mobile connectivity into the mix for telephony has had profound influences on the 
business of delivering voice calls because callers could be connected to people, not 
devices. We are on the cusp of an equally profound change in computer networking. 
Wireless telephony has been successful because it enables people to connect with 
each other regardless of location. New technologies targeted at computer networks 
promise to do the same for Internet connectivity. The most successful wireless data 
networking technology this far has been 802. 11. 

In the first edition of this book, I wrote about 802. 11 being the tip of the trend in 
mobile data networking. At the time, 802. 11 and third-generation mobile technolo­
gies were duking it out for mindshare, but 802.11 has unquestionably been more 
successful to date. 

Why Wireless? 
To dive into a specific technology at this point is getting a bit ahead of the story, 
though. Wireless networks share several important advantages, no matter how the 
protocols are designed, or even what type of data they carry. 

The most obvious advantage of wireless networking is mobility. Wireless network 
users can connect to existing networks and are then allowed to roam freely. A mobile 
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There is a web site for the book, where errata and any additional information will be 
listed. You can access this page at: 

http:llwww.oreilly.com/catalog/802dot112/ 

In a fast-moving field, smaller articles bridge the gap between contemporary practice 
and the last version of the printed book. You can access my weblog and articles at: 

http://weblogs.oreillynet.com/pub/au/692/ 

To comment or ask technical questions about this book, send email to: 

bookquestions@oreilly.com 

For more information about our books, conferences, software, Resource Centers, 
and the O 'Reilly Network, see our web site at: 

http://www.oreilly.com/ 

Safari Enabled 
•. When you see a Safari® Enabled icon on the cover of your favorite tech­

S818rl nology book, it means the book is available online through the O'Reilly 
+'af) iWw Network Safari Bookshelf. 

Safari offers a solution that's better than e-books. It's a virtual library that lets you 
easily search thousands of top technology books, cut and paste code samples, down­
load chapters, and find quick answers when you need the most accurate, current 
information. Try it for free at http://safari.oreilly.com. 

Acknowledgments 
As much as I would like to believe that you are reading this book for its entertainment 
value, I know better. Technical books are valued because they get the details right, and 
convey them in an easier fashion than the unadorned technical specification. Behind 
every technical book, there is a review team that saw the first draft and helped to 
improve it. My review team caught numerous mistakes and made the book signifi­
cantly better. Dr. Malik Audeh of Tropos Networks is, for lack of a better term, my 
radio conscience. I am no radio expert-what I know about radio, I learned because of 
my interest in 802.11. Malik knew radio technology before 802.11, and I have been 
privileged to share in his insight. Gerry Creager of Texas A&M offered insight into 
the FCC rules and regulations for unlicensed devices, which was valuable because 
wireless LANs have been upending the rules in recent years. When Glenn Fleishman 
agreed to write the foreword, I had no idea that he would offer so much help in plac­
ing 802.11 within its larger context. Many of the details he suggested were refer­
ences to articles that had run in the past years on his own Wi-Fi Networking News 
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telephone user can drive miles in the course of a single conversation because the 
phone connects the user through cell towers. Initially, mobile telephony was expen­
sive. Costs restricted its use to highly mobile professionals such as sales managers 
and important executive decision makers who might need to be reached at a 
moment's notice regardless of their location. Mobile telephony has proven to be a 
useful service, however, and now it is relatively common in the United States and 
extremely common among Europeans.' 

Likewise, wireless data networks free software developers from the tethers of an 
Ethernet cable at a desk. Developers can work in the library, in a conference room, in 
the parking lot, or even in the coffee house across the street. As long as the wireless 
users remain within the range of the base station, they can take advantage of the net­
work. Commonly available equipment can easily cover a corporate campus; with 
some work, more exotic equipment, and favorable terrain, you can extend the range 
of an 802. 11 network up to a few miles. 

Wireless networks typically have a great deal of flexibility, which can translate into 
rapid deployment. Wireless networks use a number of base stations to connect users 
to an existing network. (In an 802.11 network, the base stations are called access 
points.) The infrastructure side of a wireless network, however, is qualitatively the 
same whether you are connecting one user or a million users. To offer service in a 
given area, you need base stations and antennas in place. Once that infrastructure is 
built, however, adding a user co a wireless network is mostly a matter of authoriza­
tion. With the infrastructure built, it must be configured to recognize and offer ser­
vices to the new users, but authorization does not require more infrastructure. Adding 
a user to a wireless network is a matter of configuring the infrastructure, but it does 
not involve running cables, punching down terminals, and patching in a new jack.t 

Flexibility is an important attribute for service providers. One of the markets that 
many 802.11 equipment vendors have been chasing is the so-called "hot spot" con­
nectivity market. Airports and train stations are likely to have itinerant business trav­
elers interested in network access during connection delays. Coffeehouses and other 
public gathering spots are social venues in which network access is desirable. Many 
cafes already offer Internet access; offering Internet access over a wireless network is 
a natural extension of the existing Internet connectivity. While it is possible to serve 
a fluid group of users with Ethernet jacks, supplying access over a wired network is 
problematic for several reasons. Running cables is time-consuming and expensive 

• While most of my colleagues, acquaintances, and family in the U.S. have mobile telephones, it is still possible 
co be a holdout. In Europe, it seems as if everybody has a mobile phone-one cab driver in Finland I spoke 
with while writing the first edition of this book cook great pride in the fact that his family of four had six 
mobile telephones! 

t This simple example ignores the challenges of scale. Naturally, if the new users will overload the existing 
infrastructure, the infrastructure itself will need co be beefed up. Infrastructure expansion can be expensive 
and time-consuming, especially if it involves legal and regulatory approval. However, my basic point holds: 
adding a user to a wireless net\vork can often be reduced to a matter of configuration (moving or changing 
bits) while adding a user to a fixed network requires making physical connections (moving atoms), and mov­
ing bits is easier than moving atoms. 
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and may also require construction. Properly guessing the correct number of cable 
drops is more an art than a science. With a wireless network, though, there is no 
need to suffer through construction or make educated (or wild) guesses about 
demand. A simple wired infrastructure connects to the Internet, and then the wire­
less network can accommodate as many users as needed. Although wireless LANs 
have somewhat limited bandwidth, the limiting factor in networking a small hot spot 
is likely to be the cost of WAN bandwidth to the supporting infrastructure. 

Flexibility may be particularly important in older buildings because it reduces the 
need for construction. Once a building is declared historical, remodeling can be par­
ticularly difficult. In addition to meeting owner requirements, historical preservation 
agencies must be satisfied that new construction is not desecrating the past. Wire­
less networks can be deployed extremely rapidly in such environments because there 
is only a small wired network to install. 

Flexibility has also led to the development of grassroots community networks. With 
the rapid price erosion of 802.11 equipment, bands of volunteers are setting up 
shared wireless networks open to visitors. Community networks are also extending 
the range of Internet access past the limitations for DSL into communities where 
high-speed Internet access has been only a dream. Community networks have been 
particularly successful in out-of-the way places that are too rugged for traditional 
wireline approaches. 

Like all networks, wireless networks transmit data over a network medium. The 
medium is a form of electromagnetic radiation: To be well-suited for use on mobile 
networks, the medium must be able to cover a wide area so clients can move 
throughout a coverage area. Early wireless networks used infrared light. However, 
infrared light has limitations; it is easily blocked by walls, partitions, and other office 
construction. Radio waves can penetrate most office obstructions and offer a wider 
coverage range. It is no surprise that most, if not all, 802.11 products on the market 
use the radio wave physical layer. 

Radio Spectrum: The Key Resource 
Wireless devices are constrained to operate in a certain frequency band. Each band 
has an associated bandwidth, which is simply the amount of frequency space in the 
band. Bandwidth has acquired a connotation of being a measure of the data capacity 
of a link. A great deal of mathematics, information theory, and signal processing can 
be used to show that higher-bandwidth slices can be used to transmit more informa­
tion. As an example, an analog mobile telephony channel requires a 20-kHz band­
width. TV signals are vastly more complex and have a correspondingly larger 
bandwidth of 6 MHz. 

• Laser light is also used by some wireless networking applications, but the extreme focus of a laser beam 
makes it suited only for applications in which the ends are stationary. "Fixed wireless" applications, in which 
lasers replace other access technology such as leased telephone circuits, are a common application. 
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Early Adoption of 802.11 
802.ll's explosive advance has not been even. Some markets have evolved more 
quickly than others because the value of wireless networks is more pronounced in 
some markets. In general, the higher the value placed on mobility and flexibility, the 
greater the interest in wireless LANs. 

Logistics organizations responsible for moving goods around (think UPS, FedEx, or air­
lines), were perhaps the earliest adopters of 802.11. Well before the advent of 802.11, 
package tracking was done with proprietary wireless LANs. Standardized products 
lowered the price and enabled competition between suppliers of network equipment, 
and it was an easy decision to replace proprietary products with standardized ones. 

Health care has been an early adopter of wireless networks because of the great flexibility 
that is often required of health care equipment. Patients can be moved throughout a hos­
pital, and the health care professionals that spend time with patients are among some of 
the most mobile workers in the economy. Technologically advanced health care organi­
zations have adopted wireless LANs to make patient information available over wireless 
LANs to improve patient care by making information more accessible to doctors. Com­
puterized records can be transferred between departments without the requirement to 
decipher the legendarily illegible doctor scrawls. In the cluttered environments of an 
emergency room, rapid access to imaging data can quite literally be a lifesaver. Several 
hospitals have deployed PCs to make radiology images available over wireless LANs on 
specially-equipped "crash carts" that offer instant access to X-rays, allowing doctors to 
make quick decisions without waiting for film to be developed. 

Many eductional institutions have enthusiastically adopted wireless LANs. 10 years 
ago, colleges competed for students based on how "wired" the campus was. More high 
speed data ports everywhere was assumed to be better. Nowadays, the leading stories 
in education are the colleges using wireless LANs to blanket coverage throughout the 
campus. Students are highly mobile network users, and can benefit greatly from net­
work access between classes or in their "homes away from home" (the library, studio, 
or science lab, depending on major). 

Radio spectrum allocation is rigorously controlled by regulatory authorities through 
licensing processes. Most countries have their own regulatory bodies, though regional 
regulators do exist. In the U.S. , regulation is done by the Federal Communications 
Commission (FCC) . Many FCC rules are adopted by other countries throughout the 
Americas. European allocation is performed by the European Radiocommunications 
Office (ERO). Other allocation work is done by the International Telecommunications 
Union (ITU). To prevent overlapping uses of the radio waves, frequency is allocated in 
bands, which are simply ranges of frequencies available to specified applications. 
Table 1-1 lists some common frequency bands used in the U.S: 

• The full spectrum allocation map is available from the National Telecommunications and Information 
Administration at http://www. ntia.doc.govlosmhomelallochrt. pd[. 
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Table 1-1 . Common U.S. frequency bands 

Band 
UHF ISM 

S-Band 

S-Band ISM 

C-Band 

(-Band satellite downlink 

(-Band Radar (weather) 

(-Band ISM 

(-Band satellite uplink 

X-Band 

X-Band Radar (police/weather) 

Ku-Band 

Ku-Band Radar (police) 

The ISM bands 

Frequency range 

902-928MHz 

2-4GHz 

2.4-2.5 GHz 

4-8GHz 

3.7-4.2 GHz 

5.25-5.925 GHz 

5.725-5.875 GHz 

5.925-6.425 GHz 

8-12GHz 

8.5-10.55 GHz 

12-18 GHz 

13.4-14GHz 
15.7-17.7 GHz 

In Table 1-1, there are three bands labeled ISM, which is an abbreviation for indus­
trial, scientific, and medical. ISM bands are set aside for equipment that, broadly 
speaking, is related to industrial or scientific processes or is used by medical equip­
ment. Perhaps the most familiar ISM-band device is the microwave oven, which 
operates in the 2.4-GHz ISM band because electromagnetic radiation at that fre­
quency is particularly effective for heating water. 

I pay special attention to the ISM bands in the table because those bands allow 
license-free operation, provided the devices comply with power constraints. 802.11 
operates in the ISM bands, along with many other devices. Common cordless phones 
operate in the ISM bands as well. 802.116 and 802.llg devices operate within the 2.4 
GHz ISM band, while 802.1 la devices operate in the 5 GHz band. 

The more common 802.116/g devices operate in S-band ISM. The ISM bands are 
generally license-free, provided that devices are low-power. How much sense does it 
make to require a license for microwave ovens, after all? Likewise, you don't need a 
license to set up and operate a low-power wireless LAN. 

What Makes Wireless Networks Different 
Wireless networks are an excellent complement to fixed networks, but they are not a 
replacment technology. Just as mobile telephones complement fixed-line telephony, 
wireless LANs complement existing fixed networks by providing mobility to users. 
Servers and other data center equipment must access data, but the physical location 
of the server is irrelevant. As long as the servers do not move, they may as well be 
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connected to wires that do not move. At the other end of the spectrum, wireless net­
works must be designed to cover large areas to accommodate fast-moving clients. 
Typical 802.11 access points do not cover large areas, and would have a hard time 
coping with users on rapidly-moving vehicles. 

Lack of Physical Boundary 
Traditional network security places a great deal of emphasis on physical security of 
the network components. Data on the network travels over well-defined pathways, 
usually of copper or fiber, and the network infrastructure is protected by strong 
physical access control. Equipment is safely locked away in wiring closets, and set up 
so that it cannot be reconfigured by users. Basic security stems from the (admittedly 
marginal) security of the physical layer. Although it is possible to tap or redirect sig­
nals, physical access control makes it much harder for an intruder to gain surrepti­
tious access to the network. 

Wireless networks have a much more open network medium. By definition, the net­
work medium in a wireless network is not a well-defined path consisting of a physi­
cal cable, but a radio link with a particular encoding and modulation. Signals can be 
sent or received by anybody in possession of the radio techniques, which are of 
course well known because they are open standards. Interception of data is child's 
play, given that the medium is open to anybody with the right network interface, and 
the network interface can be purchased for less than $50 at your local consumer elec­
tronics store. Careful shopping online may get you cards for half of that. 

Furthermore, radio waves tend to travel outside their intended location. There is no 
abrupt physical boundary of the network medium, and the range at which transmis­
sions can be received can be extended with high-gain antennas on either side. When 
building a wireless network, you must carefully consider how to secure the connec­
tion to prevent unauthorized use, traffic injection, and traffic analysis. With the mat­
uration of wireless protocols, the tools to authenticate wireless users and properly 
encrypt traffic are now well within reach. 

Dynamic Physical Medium 
Once a wired network is put in place, it tends to be boring, which is to say, predict­
able. Once the cables have been put in place, they tend to do the same thing day in and 
day out. Provided the network has been designed according to the engineering rules 
laid out in the specification, the network should function as expected. Capacity can be 
added to a wired network easily by upgrading the switches in the wiring closet. 

In contrast, the physical medium on wireless LANs is much more dynamic. Radio 
waves bounce off objects, penetrate through walls, and can often behave somewhat 
unpredictably. Radio waves can suffer from a number of propagation problems that 
may interrupt the radio link, such as multipath interference and shadows. Without a 
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reliable network medium, wireless networks must carefully validate received frames 
to guard against frame loss. Positive acknowledgment, the tactic used by 802.11, 
does an excellent job at assuring delivery at some cost to throughput. 

Radio links are subject to several additional constraints that fixed networks are not. 
Because radio spectrum is a relatively scarce resource, it is carefully regulated. Two 
ways exist to make radio networks go faster. Either more spectrum can be allocated, or 
the encoding on the link can be made more sensitive so that it packs more data in per 
unit of time. Additional spectrum allocations are relatively rare, especially for license­
free networks. 802.11 networks have kept the bandwidth of a station's radio channel 
to approximately 30 MHz, while developing vastly improved encoding to improve the 
speed. Faster coding methods can increase the speed, but do have one potential draw­
back. Because the faster coding method depends on the receiver to pick out subtle sig­
nal differences, much greater signal-to-noise ratios are required. Higher data rates 
therefore require the statipn to be located closer to its access point. Table 1-2 shows 
the standardized physical layers in 802. 11 and their respective speeds. 

Table 1-2. Comparison of 802.11 physical layers (PHYs) 

IEEE standard Speed 

802.11 1 Mbps 
2Mbps 

802.lla Upto 54Mbps 

802.llb 5.5 Mbps 
11 Mbps 

802.llg Upto 54Mbps 

Frequency band 

2.4GHz 

5GHz 

2.4GHz 

2.4GHz 

Notes 

First PHY standard (1997). Featured both frequency-hopping and direct­
sequence modulation techniques. 

Second PHY standard (1999), but products not released until late 2000. 

Third PHY standard, but second wave of products. The most common 
802.11 equipment as the first edition of this book was written, and the 

· majority of the legacy installed base at the time the second edition was 
written. 

Fourth PHY standard (2003). Applies the coding techniques of 802.1 la 
for higher speed in the 2.4 GHz band, while retaining backwards 
compatibility with existing 802.11 b networks. The. most common 
technology included with laptops in 2005. 

Radio is inherently a broadcast medium. When one station transmits, all other sta­
tions must listen. Access points act much like old shared Ethernet hubs in that there is 
a fixed amount of transmission capacity per access point, and it must be shared by all 
the attached users. Adding capacity requires that the network administrator add access 
points while simultaneously reducing the coverage area of existing access points. 

Security 
Many wireless networks are based on radio waves, which makes the network 
medium inherently open to interception. Properly protecting radio transmissions on 
any network is always a concern for protocol designers. 802.11 did not build in 
much in the way of security protocols. Coping with the inherent unreliability of the 
wireless medium and mobility required several protocol features to confirm frame 
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delivery, save power, and offer mobility. Security was quite far down the list, and 
proved inadequate in the early specifications. 

Wireless networks must be strongly authenticated to prevent use by unauthorized 
users, and authenticated connections must be strongly encrypted to prevent traffic 
interception and injection by unauthorized parties. Technologies that offer strong 
encryption and authentication have emerged since the first edition of this book, and 
are a major component of the revisions for the second edition. 

A Network by Any Other Name ... 
Wireless networking is a hot industry segment. Several wireless technologies have been 
targeted primarily for data transmission. Bluetooth is a standard used to build small 
networks between peripherals: a form of "wireless wires," if you will. Most people in 
the industry are familiar with the hype surrounding Bluetooth, though it seems to have 
died down as real devices have been brought to market. In the first edition, I wrote that 
I have not met many people who have used Bluetooth devices, but it is much more 
common these days. (I use a Bluetooth headset on a regular basis.) 

Post-second-generation (2.5G) and third-generation (3G) mobile telephony networks 
are also a familiar wireless technology. They promise data rates of megabits per cell, as 
well as the "always on" connections that have proven to be quite valuable to DSL and 
cable modem customers. After many years of hype and press from 3G equipment ven­
dors, the rollout of commercial 3G services is finally underway. 2.5G services like 
GPRS, EDGE, and lxRTT are now widely available, and third-generation networks 
based on UMTS or EV-DO are quickly being built. (I recently subscribed to an unlim­
ited GPRS service to get connected during my train trips between my office and my 
home.) Many articles quote peak speeds for these technologies in the hundreds of kilo­
bits per second or even megabits, but this capacity must be shared between all users in 
a cell. Real-world downstream speeds are roughly comparable to dial-up modem con­
nections and cannot touch an 802.11 hot spot. 

This is a book about 802. 11 networks. 802 .11 goes by a variety of names, depending 
on who is talking about it. Some people call 802. 11 wireless Ethernet, to emphasize 
its shared lineage with the traditional wired Ethernet (802.3). A second name which 
has grown dramatically in popularity since the first edition of this book is Wi-Fi, 
from the interoperability certification program run by the Wi-Fi Alliance, the major 
trade assocation of 802.11 equipment vendors. The Wi-Fi Alliance, formerly known 
as the Wireless Ethernet Compatibility Alliance (WECA), will test member products 
for compatibility with 802. 11 standards.' Other organizations will perform compati-

' More details on the Wi-Fi Alliance and its certification program can be found at http://www.wi-fi.org/. 
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bility testing as well; the University of New Hampshire's InterOperability Lab (IOL) 
recently launched a wireless test consortium. 

The Wonderful Thing About Standards . .. 
Several standards groups are involved in 802.11-related standardization efforts 
because 802. 11 cuts across many formerly distinct boundaries in networking. Most 
of the effort remains concentrated in the IEEE, but important contributions to wire­
less LAN standards have come from several major locations. 

The first is the Institute of Electronics and Electrical Engineers (IEEE). In addition to 
its activities as a professional society, the IEEE works on standardizing electrical 
equipment, including several types of communication technology. IEEE standardiza­
tion efforts are organized by projects, each of which is assigned a number. By far the 
most famous IEEE project is the IEEE 802 project to develop LAN standards. Within 
a project, individual working groups develop standards to address a particular facet 
of the problem. Working groups are also given a number, which is written after the 
decimal point for the corresponding projects. Ethernet, the most widely used IEEE 
LAN technology, was standardized by the third working group, 802.3. Wireless 
LANs were the eleventh working group formed, hence the name 802.11. 

Within a working group, task groups form to revise particular aspects of the stan­
dard or add on to the general area of functionality. Task groups are assigned a letter 
beneath the working group, and the document produced by a task group combines 
the project and working group number, followed by the letter from the task group. 
(Some letters that are subject to easy confusion with letters, such as the lowercase 
"l," are not used.) In wireless networking, the first task group to gain wide recogni­
tion was Task Group B (TGb), which produced the 802.116 specification. Table 1-3 
is a basic listing of the different 802. 11 standards. 

Interestingly enough, the case of the letter in a standards revision 
•:, encodes information. Lowercase letters indicate dependent standards 
1,t.,, ll 

L-. _ __.,,..4_,' that cannot stand alone from their parent, while uppercase letters indi-
• cate full-fledged standalone specifications. 

802.llb adds a new clause to 802.11, but cannot stand alone, so the "b" 
is written in lowercase. In constrast, standards like 802.1 Q and 802. lX 
are standalone specifications that are completely self-contained in one 
document, and therefore use uppercase letters. 

At periodic intervals, the additions from dependent task groups will be "rolled up" 
into the main parent specification. The initial revision of 802.11 came out in 1997. 
Minor changes to the text were released as 802.11-1999, which was the baseline 
standard for quite some time. The most recent rollup is 802.11-2003. 
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Table 1-3. standards 

IEEE standard 

802.11 

802.lla 

802. llb 

TGc 

802.lld 

TGe (future 802.11 e) 

802.llF 

802.llg 

802.llh 

802.lli 

802.llj 

TGk (future 802.11 k) 

TGm 

TGn (future 802.11 n) 

Notes 

First standard (1997). Specified the MAC and the original slower frequency-hopping and direct-sequence 
modulation techniques. 

Second physical layer standard (1999), but products not released until late 2000. 

Third physical layer standard (1999), but second wave of products. The most common 802.11 equipment 
as the first book was written. 

Task group that produced a correction to the example encoding in 802.11 a. Since the only product was a 
correction, there is no 802.11 c. 

Extends frequency-hopping PHY for use across multiple regulatory domains 

Task group producing quality-of-service (QoS) extensions for the MAC. An interim snapshot called Wi-Fi 
Multi-Media (WMM) is likely to be implemented before the standard is complete. 

Inter-access point protocol to improve roaming between directly attached access points 

Most recently standardized (2003) PHY for networks in the ISM band. 

Standard to make 802.1 la compatible with European radio emissions regulations. Other regulators have 
adopted its mechanisms for different purposes. 

Improvements to security at the link layer. 

Enhancements to 802.11 a to conform to Japanese radio emission regulations. 

Task group to enhance communication between dients and network to better manage scarce radio use. 

Task group to incorporate changes made by802.l la, 802.llb, and 802.lld, as well as changes made by 
TGc into the main 802.11 specification. (Think •m• for maintenance.) 

Task group founded to create a high-throughput standard. The design goal is throughput in excess of 100 
Mbps, and the resulting standard will be called 802.11 n. 

TGp (future 802. llp) Task group adopting 802.11 foruse in automobiles. The initial use is likely to be a standard protocol used 
to collect tolls. 

TGr (future 802.11 r) Enhancements to roaming performance. 

TGs (future 802.11 s) Task group enhancing 802.11 for use as mesh networking technology. 

TGT (future 802.11 n Task group designing test and measurement specification for 802.11. Its result will be standalone, hence 
the uppercase letter. 

TGu (future 802.11 u) Task group modifying 802.11 to assist in interworking with other network technologies. 

When it became clear that authentication on wireless networks was fundamentally 
broken, the IEEE adopted several authentication standards originally developed by 
the Internet Engineering Task Force (IETF). Wireless LAN authentication depends 
heavily on protocols defined by the IETF. 

The Wi-Fi Alliance is a combination of a trade association, testing organization, and 
standardization organization. Most of the Wi-Fi Alliance's emphasis is on acting as a 
trade association for its members, though it also well-known for the Wi-Fi certifica­
tion program. Products are tested for interoperability with a testbed consisting of 
products from major vendors, and products that pass the test suite are awarded the 
right to use the Wi-Fi mark. 
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The Wi-Fi Alliance's standardization efforts are done in support of the IEEE. When 
the security of wireless networks was called into question, the Wi-Fi Alliance pro­
duced an interim security specification called Wi-Fi Protected Access (WPA). WPA 
was essentially a snapshot of the work done by the IEEE security task group. It is 
more of a marketing standard than a technical standard, since the technology was 
developed by the IEEE. However, it serves a role in accelerating the development of 
secure wireless LAN solutions. 
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CHAPTER 2 

Overview of 802.11 Networks 

Before studying the details of anything, it often helps to get a general "lay of the land." 
A basic introduction is often necessary when studying networking topics because the 
number of acronyms can be overwhelming. Unfortunately, 802.11 takes acronyms to 
new heights, which makes the introduction that much more important. To under­
stand 802.11 on anything more than a superficial basis, you must get comfortable with 
some esoteric terminology and a herd of three-letter acronyms. This chapter is the glue 
that binds the entire book together. Read it for a basic understanding of 802.11, the 
concepts that will likely be important to users, and how the protocol is designed to 
provide an experience as much like Ethernet as possible. After that, move on to the 
low-level protocol details or deployment, depending on your interests and needs. 

Part of the reason this introduction is important is because it introduces the acronyms 
used throughout the book. With 802.11, the introduction serves another important 
purpose. 802.11 is superficially similar to Ethernet. Understanding the background of 
Ethernet helps slightly with 802.11, but there is a host of additional background 
needed to appreciate how 802.11 adapts traditional Ethernet technology to a wireless 
world. To account for the differences between wired networks and the wireless media 
used by 802.11, a number of additional management features were added. At the heart 
of 802.11 is a white lie about the meaning of media access control (MAC). Wireless 
network interface cards are assigned 48-bit MAC addresses, and, for all practical pur­
poses, they look like Ethernet network interface cards. In fact, the MAC address 
assignment is done from the same address pool so that 802.11 cards have unique 
addresses even when deployed into a network with wired Ethernet stations. 

To outside network devices, these MAC addresses appear to be fixed, just as in other 
IEEE 802 networks; 802.11 MAC addresses go into ARP tables alongside Ethernet 
addresses, use the same set of vendor prefixes, and are otherwise indistinguishable 
from Ethernet addresses. The devices that comprise an 802. 11 network (access points 
and other 802.11 devices) know better. There are many differences between an 802.11 
device and an Ethernet device, but the most obvious is that 802.11 devices are mobile; 
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they can easily move from one part of the network to another. The 802.11 devices on 
your network understand this and deliver frames to the current location of the 
mobile station. 

IEEE 802 Network Technology Family Tree 
802.11 is a member of the IEEE 802 family, which is a series of specifications for 
local area network (LAN) technologies. Figure 2-1 shows the relationship between 
the various components of the 802 family and their place in the OSI model. 

---.. .. --..... -----...... --------------, .................... . 
802.1 I Ii Data link layer 802 

OfflvlN 
and 

ardliteo. 

802.2 l.agical Ii• control (LI() 
lo\!nqm'" LLC sublayer 

___________________ ___., 

801.J 801.5 802.11 

[:]
a:; [~;:.IS.I:, 115 ,.~,-. I 
802.5 1802.11 11 802.11 11802.11a t I 802.llb ~ 1802,llg ~ ····················· 

PltY FHSS PltY DSSS PHY OfDM PltY JHM>SSS PHY( ERP PHY Physical layer __ .. 
MAC sublayer 

Figure 2-1. The IEEE 802 family and its relation to the OSI model 

IEEE 802 specifications are focused on the two lowest layers of the OSI model 
because they incorporate both physical and data link components. All 802 networks 
have both a MAC and a Physical (PHY) component. The MAC is a set of rules to 
determine how to access the medium and send data, but the details of transmission 
and reception are left to the PHY. 

Individual specifications in the 802 series are identified by a second number. For 
example, 802.3 is the specification for a Carrier Sense Multiple Access network with 
Collision Detection (CSMA/CD), which is related to (and often mistakenly called) 
Ethernet, and 802.5 is the Token Ring specification. Other specifications describe 
other parts of the 802 protocol stack. 802.2 specifies a common link layer, the Logi­
cal Link Control (LLC), which can be used by any lower-layer LAN technology. 
Management features for 802 networks are specified in 802.l. Among 802.l's many 
provisions are bridging (802.1D) and virtual LANs, orVIANs (802.lQ). 

802.11 is just another link layer that can use the 802.2/ LLC encapsulation. The base 
802.11 specification includes the 802.11 MAC and two physical layers: a frequency­
hopping spread-spectrum (FHSS) physical layer and a direct-sequence spread­
spectrum (DSSS) link layer. Later revisions to 802.11 added additional physical lay­
ers. 802.llb specifies a high-rate direct-sequence layer (HR/DSSS); products based 
on 802.llb hit the marketplace in 1999 and was the first mass-market PHY. 802.lla 
describes a physical layer based on orthogonal frequency division multiplexing 
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(OFDM); products based on 802.lla were released as the first edition of this book 
was completed. 802.1 lg is the newest physical layer on the block. It offers higher 
speed through the use of OFDM, but with backwards compatibility with 802.llb. 
Backwards compatibility is not without a price, though. When 802.llb and 802.llg 
users coexist on the same access point, additional protocol overhead is required, 
reducing the maximum speed for 802.llg users. 

To say that 802.11 is "just another link layer for 802.2" is to omit the details in the 
rest of this book, but 802.11 is exciting precisely because of these details. 802.11 
allows for mobile network access; in accomplishing this goal, a number of additional 
features were incorporated into the MAC. Af:. a result, the 802.11 MAC may seem 
baroquely complex compared to other IEEE 802 MAC specifications. 

The use of radio waves as a physical layer requires a relatively complex PHY, as well. 
802.11 splits the PHY into two generic PMcomponents: the Physical Layer Conver­
gence Procedure (PLCP), to map the MAC frames onto the medium, and a Physical 
Medium Dependent (PMD) system to transmit those frames. The PLCP straddles the 
boundary of the MAC and physical layers, as shown in Figure 2-2. In 802.11, the 
PLCP adds a number of fields to the frame as it is transmitted "in the air." 

MAC 

Data link 
...........................• •································ 

PLCP Physical 

PMD 

Figure 2-2. PHY components 

All this complexity begs the question of how much you actually need to know. As with 
any technology, the more you know, the better off you will be. The 802.11 protocols 
have many knobs and dials that you can tweak, but most 802.11 implementations hide 
this complexity. Many of the features of the standard come into their own only when 
the network is congested, either with a lot of traffic or with a large number of wireless 
stations. Networks are increasingly pushing the limits in both respects. At any rate, I 
can't blame you for wanting to skip the chapters about the protocols and jump ahead 
to the chapters about planning and installing an 802.11 network. After you've read this 
chapter, you can skip ahead to Chapters 17-23 and return to the chapters on the pro­
tocol's inner workings when you need (or want) to know more. 

802.11 Nomenclature and Design 
802.11 networks consist of four major physical components, which are summarized 
in Figure 2-3. 
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Figure 2-3. Components of 802.11 LANs 

The components are: 

Stations 

Wireless 
medium 
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Station 

Networks are built to transfer data between stations. Stations are computing 
devices with wireless network interfaces. Typically, stations are battery-operated 
laptop or handheld computers. There is no reason why stations must be porta­
ble computing devices, though. In some environments, wireless networking is 
used to avoid pulling new cable, and desktops are connected by wireless LANs. 
Large open areas may also benefit from wireless networking, such as a manufac­
turing floor using a wireless LAN to connect components. 802.11 is fast becom­
ing a de facto standard for linking together consumer electronics. Apple's AirPort 
Express connects computers to stereos via 802.11. TiVos can connect to wire­
less networks. Several consumer electronics companies have joined the 802.11 
working group, apparently with the intent of enabling high-speed media trans­
fers over 802.11. 

Access points 
Frames on an 802.11 network must be converted to another type of frame for 
delivery to the rest of the world. Devices called access points perform the 
wireless-to-wired bridging function. (Access points perform a number of other 
functions, but bridging is by far the most important.) Initially, access point func­
tions were put into standalone devices, though several newer products are divid­
ing the 802. 11 protocol between "thin" access points and AP controllers. 

Wireless medium 
To move frames from station to station, the standard uses a wireless medium. 
Several different physical layers are defined; the architecture allows multiple 
physical layers to be developed to support the 802.11 MAC. Initially, two radio 
frequency (RF) physical layers and one infrared physical layer were standard­
ized, though the RF layers have proven far more popular. Several additional RF 
layers have been standardized as well. 

Distribution system 
When several access points are connected to form a large coverage area, they 
must communicate with each other to track the movements of mobile stations. 
The distribution system is the logical component of 802.11 used to forward 
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frames to their destination. 802. 11 does not specify any particular technology for 
the distribution system. In most commercial products, the distribution system is 
implemented as a combination of a bridging engine and a distribution system 
medium, which is the backbone network used to relay frames between access 
points; it is often called simply the backbone network. In nearly all commercially 
successful products, Ethernet is used as the backbone network technology. 

Types of Networks 
The basic building block of an 802.11 network is the basic service set (BSS), which is 
simply a group of stations that communicate with each other. Communications take 
place within a somewhat fuzzy area, called the basic service area, defined by the 
propagation characteristics of the wireless medium: When a station is in the basic 
service area, it can communicate with the other members of the BSS. BSSs come in 
two flavors, both of which are illustrated in Figure 2-4. 

Independent BS5 lnfrasttucture B55 
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Figure 2-4. Independent and infrastructure BSSs 

Independent networks 

On the left is an independent BSS (IBSS). Stations in an IBSS communicate directly with 
each other and thus must be within direct communication range. The smallest possible 
802.11 network is an IBSS with two stations. Typically, IBSSs are composed of a small 
number of stations set up for a specific purpose and for a short period of time. One 
common use is to create a shore-lived network to support a single meeting in a confer­
ence room. As the meeting begins, the participants create an IBSS to share data. When 
the meeting ends, the IBSS is dissolved. t Due to their short duration, small size, and 
focused purpose, IBSSs are sometimes referred to as ad hoc BSSs or ad hoc networks. 

• All of the wireless media used will propagate in three dimensions. From that perspective, the service area 
should perhaps be called the service volume. However, the term area is widely used and accepted. 

t IBSSs have found a similar use at LAN parties throughout the world. 
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Infrastructure networks 

On the right side of Figure 2-4 is an infrastructure BSS. (To avoid overloading the acro­
nym, an infrastructure BSS is never called an IBSS). Infrastructure networks are distin­
guished by the use of an access point. Access points are used for all communications in 
infrastructure networks, including communication between mobile nodes in the same 
service area. If one mobile station in an infrastructure BSS needs to communicate with 
a second mobile station, the communication must take two hops. First, the originating 
mobile station transfers the frame to the access point. Second, the access point trans­
fers the frame to the destination station. With all communications relayed through an 
access point, the basic service area corresponding to an infrastructure BSS is defined by 
the points in which transmissions from the access point can be received. Although the 
multihop transmission takes more transmission capacity than a directed frame from 
the sender to the receiver, it has two major advantages: 

• An infrastructure BSS is defined by the distance from the access point. All mobile 
stations are required to be within reach of the access point, but no restriction is 
placed on the distance between mobile stations themselves. Allowing direct 
communication between mobile stations would save transmission capacity but 
at the cost of increased physical layer complexity because mobile stations would 
need to maintain neighbor relationships with all other mobile stations within the 
service area. 

• Access points in infrastructure networks are in a position to assist with stations 
attempting to save power. Access points can note when a station enters a power­
saving mode and buffer frames for it. Battery-operated stations can turn the 
wireless transceiver off and power it up only to transmit and retrieve buffered 
frames from the access point. 

In an infrastructure network, stations must associate with an access point to obtain net­
work services. Association is the process by which mobile station joins an 802.11 net­
work; it is logically equivalent to plugging in the network cable on an Ethernet. lt is not 
a symmetric process. Mobile stations always initiate the association process, and access 
points may choose to grant or deny access based on the contents of an association 
request. Associations are also exclusive on the part of the mobile station: a mobile sta­
tion can be associated with only one access point: The 802.11 standard places no limit 
on the number of mobile stations that an access point may serve. Implementation con­
siderations may, of course, limit the number of mobile stations an access point may 
serve. In practice, however, the relatively low throughput of wireless networks is far 
more likely to limit the number of stations placed on a wireless network. 

• One reviewer noted that a similar restriction was present in traditional Ethernet networks until the develop­
ment of VLANs and specifically asked how long this restriction was likely to last. I am not intimately 
involved with the standardization work, so I cannot speak to the issue directly. I do, however, agree that it 
is an interesting question. 
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Extended service areas 

BSSs can create coverage in small offices and homes, but they cannot provide net­
work coverage to larger areas. 802.11 allows wireless networks of arbitrarily large 
size to be created by linking BSSs into an extended service set (ESS). An ESS is cre­
ated by chaining BSSs together with a backbone network. All the access points in an 
ESS are given the same service set identifier (SSID), which serves as a network "name" 
for the users. 

802.11 does not specify a particular backbone technology; it requires only that the 
backbone provide a specified set of services. In Figure 2-5, the ESS is the union of the 
four BSSs (provided that all the access points are configured to be part of the same 
ESS). In real-world deployments, the degree of overlap between the BSSs would proba­
bly be much greater than the overlap in Figure 2-5. In real life, you would want to offer 
continuous coverage within the extended service area; you wouldn't want to require 
that users walk through the area covered by BSS3 when en route from BSSl to BSS2. 

8551 

BSSJ 

B552 8554 

~ 
Router 

,-) "\. 

~ 
Figure 2-5. Extended service set 

Stations within the same ESS may communicate with each other, even though these 
stations may be in different basic service areas and may even be moving between 
basic service areas. For stations in an ESS to communicate with each other, the wire­
less medium must act like a single layer 2 connection. Access points act as bridges, so 
direct communication between stations in an ESS requires that the backbone net­
work also look like a layer 2 connection. First-generation access points required 
direct layer 2 connections through hubs or virtual LANs; newer products implement 
a variety of tunneling technologies to emulate the layer 2 environment. 
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[fil 802.11 supplies link-layer mobility within an ESS, but only if the back­

bone network appears to be a single link-layer domain. This impor­
~• cant constraint on mobility is often a major factor in the way that 
• wireless LANs are deployed, and one of the major ways that vendors 

differentiate their prod m:ts. 

Early access points required that the backbone network be a single 
hub or VLAN, bur newer products can interface directly with the 
backbo11e. Many can support multiple VLANs simultaneously with 
802.lQ tags, and some can even dynamically instantiate VLANs based 
on authentication information. 

Extended service areas are the highest-level abstraction supported by 802.11 net­
works. Access points in an ESS operate in concert to allow the outside world to use 
the station's MAC address to talk to a station no matter what its location is within 
the ESS. In Figure 2-5, the router uses the station's MAC address as the destination 
to deliver frames to a mobile station; only the access point with which that mobile 
station is associated delivers the frame. The router remains ignorant of the location 
of the mobile station and relies on the access points to deliver the frame. 

Multi-BSS environments: "virtual APs" 
Early 802.11 radio chips had the ability to create a single basic service set. An AP 
could have connect users to only one "wireless network," and all users on that net­
work had similar, if not identical, privileges. ln early deployments with limited user 
counts, a single logical network was sufficient. As wireless networking grew in popu­
larity, one network no longer sufficed. 

As an example, most organizations get regular visitors, many of whom have 802.11 
equipment and need (or strongly desi.re) Internet access. Guests are not trusted users. 
One common way of coping with guest access is to create two extended service sets 
on the same physical infrastructure. Current 802.11 chipsets can create multiple net­
works with the same radio. Using modern chipsets, each access point hardware 
device can create two BSSs, one for the network named guest, and one for the net­
work named internal. Within the AP, each SSIDs is associated wi.th a VLAN. The 
guest network is connected to a VLAN prepared for public access by unknown and 
untrusted users, and is almost certainly attached outside the firewall. 

Wireless devices see two separate networks in the radio domain, and can connect to 

whatever one suits their needs. (Naturally, the internal network is probably pro­
tected by authentication prevent unauthorized use.) Users who connect to the wire­
less network named guest will be placed on the guest VLAN, while users who 
connect to the wireless network named internal will be authenticated and placed on 
the internal network. 

This somewhat contrived example illustrates the development of what many call 
virtual access points. Each BSS acts like its own self-contained AP, with its own ESSID, 
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MAC address, authentication configuration, and encryption settings. Virtual APs are 
also used to create parallel networks with different security levels, a configuration that 
will be discussed in Chapter 22. Current 802.11 radio chipsets have the ability to cre­
ate 32 or even 64 BSSes, which is adequate for nearly every configuration. 

Robust security networks (RSNs) 

Early wireless LANs proved to have feeble built-in security. 802.lli, which was rati­
fied in June 2004, specifies a set of improved security mechanisms that provide 
robust security network associations (RSNAs). Robust security network associations 
are formed when improved the authentication and confidentiality protocols defined 
in 802.lli are in use. Support for 802.lli may be composed of hardware, software, 
or both, depending on the exact architecture of a particular device. Hardware which 
does not support the improved protocols is referred to as pre-RSN capable. Many 
recent pre-RSN capable devices may be upgradeable to support 802.lli, but most 
older devices will not be upgradeable. 

The Distribution System, Revisited 
With an understanding of how an extended service set is built, I'd like to return to 

the concept of the distribution system. 802.11 describes the distribution system in 
terms of the services it provides to wireless stations. While these services will be 
described in more detail later in this chapter, it is worth describing their operation at 
a high level. The distribution system provides mobility by connecting access points. 
When a frame is given to the distribution system, it is delivered to the right access 
point and relayed by that access point to the intended destination. 

The distribution system is responsible for tracking where a station is physically located 
and delivering frames appropriately. When a frame is sent to a mobile station, the dis­
tribution system is charged with the task of delivering it to the access point serving the 
mobile station. As an example, consider the router in Figure 2-5. The router simply 
uses the .MAC address of a mobile station as its destination. The distribution system of 
the ESS pictured in Figure 2-5 must deliver the frame to the right access point. Obvi­
ously, part of the delivery mechanism is the backbone Ethernet, but the backbone net­
work cannot be the entire distribution system because it has no way of choosing 
between access points. In the language of 802.11, the backbone Ethernet is the distri­
bution system medium, but it is not the entire distribution system. 

To find the rest of the distribution system, we need to look to the access points 
themselves. Most access points currently on the market operate as bridges. They 
have at least one wireless network interface and at least one Ethernet network inter­
face. The Ethernet side can be connected to an existing network, and the wireless 
side becomes an extension of that network. Relaying frames between the two net­
work media is controlled by a bridging engine. 
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Figure 2-6 illustrates the relationship between the access point, the backbone net­
work, and the distribution system. The access point has two interfaces connected by 
a bridging engine. Arrows indicate the potential paths to and from the bridging 
engine. Frames may be sent by the bridge to the wireless network; any frames sent by 
the bridge's wireless pon are transmitted to all associated stations. Each associated 
station can transmit frames to the access point. Finally, the backbone port on the 
bridge can interact directly with the backbone network. The distribution system in 
Figure 2-6 is composed of the bridging engine plus the wired backbone network. 

8ac/roone network 
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Bridge 
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Station Station Station 
A B C 

Figure 2-6. Distribution system in common 802.11 access point implementations 

Every frame sent by a mobile station in an infrastructure network must use the 
distribution system. It is easy to understand why interaction with hosts on the back­
bone network must use the distribution system. After all, they are connected to the 
distribution system medium. Wireless stations in an infrastructure network depend 
on the distribution system to communicate with each other because they are not 
directly connected to each other. The only way for station A to send a frame to sta­
tion B is by relaying the frame through the bridging engine in the access point. How­
ever, the bridge is a component of the distribution system. While what exactly makes 
up the distribution system may seem like a narrow technical concern, there are some 
features of the 802.11 MAC that are closely tied to its interaction with the distribu­
tion system. 

lnteraccess point communication as part of the distribution system 

Included with this distribution system is a method to manage associations. A wire­
less station is associated with only one access point at a time. If a station is associ­
ated with one access point, all the other access points in the ESS need to learn about 
that station. In Figure 2-5, AP4 must know about all the stations associated with 
APl. If a wireless station associated with AP4 sends a frame to a station associated 
with APl, the bridging engine inside AP4 must send the frame over the backbone 
Ethernet to APl so it can be delivered to its ultimate destination. To fully implement 
the distribution system, access points must inform other access points of associated 
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stations. Naturally, many access points on the market use an interaccess point proto­
col (IAPP) over the backbone medium. Many vendors developed proprietary proto­
cols between access points to carry association data. A standard IAPP was produced 
as 802. 1 lF, but I am not aware of its use in any products. 

Wireless bridges and the distribution system 

Up to this point, I have tacitly assumed that the distribution system medium was an 
existing fixed network. While this will often be the case, the 802.11 specification 
explicitly supports using the wireless medium itself as the distribution system. The 
wireless distribution system (WDS) configuration is often called a "wireless bridge" 
configuration because it allows network engineers to connect two LANs at the link 
layer. Wireless bridges can be used to quickly connect distinct physical locations and 
are well-suited for use by access providers. Most 802.11 access points on the marker 
now support the wireless bridge configuration, though it may be necessary to 
upgrade the firmware on older units. 

Network Boundaries 
Because of the nature of the wireless medium, 802.11 networks have fuzzy bound­
aries. In fact, some degree of fuzziness is desirable. As with mobile telephone net­
works, allowing basic service areas to overlap increases the probability of successful 
transitions between basic service areas and offers the highest level of network cover­
age. The basic service areas on the right of Figure 2-7 overlap significantly. This 
means that a station moving from BSS2 to BSS4 is not likely to lose coverage; it also 
means that AP3 (or, for that matter, AP4) can fail without compromising the net­
work too badly. On the other hand, if AP2 fails, the network is cut into two disjoint 
parts, and stations in BSSl lose connectivity when moving out of BSSl and into BSS3 
or BSS4. Coping with "coverage holes" from access point failures is a task that 
requires attention during the network design phase; many newer products offer 
dynamic radio tuning capabilities tO automatically fill in holes that develop during 
network operation. 

B551 BSSl 8553 

Figure 2-7. Overlapping BSSs in an ESS 
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Different types of 802.11 networks may also overlap. Independent BSSs may be cre­
ated within the basic service area of an access point. Figure 2-8 illustrates spatial 
overlap. An access point appears at the top of the figure; its basic service area is 
shaded. Two stations are operating in infrastructure mode and communicate only 
with the access point. Three stations have been set up as an independent BSS and 
communicate with each other. Although the five stations are assigned to two differ­
ent BSSs, they may share the same wireless medium. Stations may obtain access to 
the medium only by using the rules specified in the 802.11 11.AC; these rules were 
carefully designed to enable multiple 802.11 networks to coexist in the same spatial 
area. Both BSSs must share the capacity of a single radio channel, so there may be 
adverse performance implications from co-located B55s. 
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Figure 2-8. Overlapping network types 

802.11 Network Operations 
From the outset, 802.11 was designed to be just another link layer to higher-layer 
protocols. Network administrators familiar with Ethernet will be immediately com­
fortable with 802.11. The shared heritage is deep enough that 802.11 is sometimes 
referred to as "wireless Ethernet." 

The core elements present in Ethernet are present in 802.11. Stations are identified by 
48-bit IEEE 802 .MAC addresses. Conceptually, frames are delivered based on the .MAC 
address. Frame delivery is unreliable, though 802.11 incorporates some basic reliability 
mechanisms to overcome the inherently poor qualities of the radio channels it uses: 

• l don't mean "poor" in an absolute sense. Bue the reliability of wireless transmission is really not comparable 
to the reliability of a wired network. 
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From a user's perspective, 802.11 might just as well be Ethernet. Network adminis­
trators, however, need to be conversant with 802.11 at a much deeper level. Provid­
ing MAC-layer mobility while following the path blazed by previous 802 standards 
requires a number of additional services and more complex framing. 

Network Services 
One way to define a network technology is to define the services it offers and allow 
equipment vendors to implement those services in whatever way they see fit. 802.11 
provides nine services. Only three of the services are used for moving data; the 
remaining six are management operations that allow the network to keep track of the 
mobile nodes and deliver frames accordingly. 

The services are described in the following list and summarized in Table 2-1: 

Distribution 
This service is used by mobile stations in an infrastructure network every time 
they send data. Once a frame has been accepted by an access point, it uses the 
distribution service to deliver the frame to its d,estination. Any communication 
that uses an access point travels through the distribution service, including com­
munications between two mobile stations associated with the same access point. 

Integration 
Integration is a service provided by the distribution system; it allows the connec­
tion of the distribution system to a non-IEEE 802.11 network. The integration 
function is specific to the distribution system used and therefore is not specified 
by 802.11, except in terms of the services it must offer. 

Association 
Delivery of frames to mobile stations is made possible because mobile stations 
register, or associate, with access points. The distribution system can then use 
the registration information to determine which access point to use for any 
mobile station. Unassociated stations are nor "on the network," much like work­
stations with unplugged Ethernet cables. 802.11 specifies the function that must 
be provided by the distribution system using the association data, but it does not 
mandate any particular implementation. When robust security network proto­
cols are in use, association is a precursor to authentication. Prior to the comple­
tion of authentication, an access point wi1l drop all network protocol traffic from 
a station. 

Reassociation 
When a mobile station moves between basic service areas within a single 
extended service area, it must evaluate signal strength and perhaps switch the 
access point with which it is associated. Reassociations are initiated by mobile 
stations when signal conditions indicate that a different association would be 
beneficial; they are never initiated directly by the access point. (Some APs will 
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kick stations off in order to force a client into being the reassociation process; in 
the future, reassociation may be more dependent on the infrastructure with the 
development of better network management standards.) 

After the reassociation is complete, the distribution system updates its location 
records to reflect the reachability of the mobile station through a different access 
point. As with the association service, a robust security network will drop net­
work protocol traffic before the successful completion of authentication. 

Disassociation 
To terminate an existing association, stations may use the disassociation service. 
When stations invoke the disassociation service, any mobility data stored in the 
distribution system is removed. Once disassociation is complete, it is as if the 
station is no longer attached to the network. Disassociation is a polite task to do 
during the station shutdown process. The MAC is, however, designed to accom­
modate stations that leave the network without formally disassociating. 

Authentication 
Physical security is a major component of a wired LAN security solution. Net­
work attachment points are limited, often to areas in offices behind perimeter 
access control devices. Network equipment can be secured in locked wiring clos­
ets, and data jacks in offices and cubicles can be connected to the network only 
when needed. Wireless networks cannot offer the same level of physical secu­
rity, however, and therefore must depend on additional authentication routines 
to ensure that users accessing the network are authorized to do so. Authentica­
tion is a necessary prerequisite to association because only authenticated users 
are authorized to use the network. 

Authentication may happen multiple times during the connection of a client to a 
wireless network. Prior to association, a station will perform a basic identity 
exchange with an access point consisting of its MAC address. This exchange is 
often referred to as "802.11" authentication, which is distinct from the robust 
cryptographic user authentication that often follows. 

Deauthentication 
Deauthentication terminates an authenticated relationship. Because authentica­
tion is needed before network use is authorized, a side effect of deauthencication 
is termination of any current association. In a robust security network, deau­
thentication also clears keying information. 

Confidentiality 
Strong physical controls can prevent a great number of attacks on the privacy of 
data in a wired LAN. Attackers must obtain physical access to the network 
medium before attempting ro eavesdrop on traffic. On a wired network, physi­
cal access to the network cabling is a subset of physical access co other comput­
ing resources. By design, physical access to wireless networks is a comparatively 
simpler matter of using the correct antenna and modulation methods. 
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In. the initial revision of 802.11, the confidentiality service was called privacy, 
and provided by the now-discredited Wired Equivalent Privacy (WEP) protocol. 
In addition to new encryption schemes, 802.lli augments the confidentiality ser­
vice by providing user-based authentication and key management services, two 
critical issues that WEP failed to address. 

MSDU delivery 
Networks are not much use without the ability to get the data to the recipient. 
Stations provide the MAC Service Data Unit (MSDU) delivery service, which is 
responsible for getting the data to the actual endpoint. 

Transmit Power Control (TPC) 
TPC is a new service that was defined by 802.1 lh. European standards for the 5 

GHz band require that stations control the power of radio transmissions to avoid 
interfering with other users of the 5 GHz band. Transmit power control also 
helps avoid interference with other wireless LANs. Range is a function of power; 
high transmit power settings make it more likely that a client's greater range will 
interfere with a neighboring network. By controlling power to a level that is "just 
right," it is less likely that a station will interfere with neighboring stations. 

Dynamic Frequency Selection (DFS) 
Some radar systems operate in the 5 GHz range. As a result, some regulatory 
authorities have mandated that wireless LANs must detect radar systems and 
move to frequencies that are not in use by radar. Some regulatory authorities 
also require uniform use of the 5 GHz. band for wireless LANs, so networks must 
have the ability to re-map channels so that usage is equalized. 

Table 2-1. Network services 

Service 

Distribution 

Integration 

Association 

Reassociation 

Disassociation 

Authentication 

Deauthentication 

Confidentiality 

MS DU delivery 

Transmit Power 
Control (TPC) 

Station or distribution service? Demiption 

Distribution Service used in frame delivery to determine destination address in 
infrastructure networks 

Distribution Frame delivery to an IEEE 802 lAN outside the wireless network 

Distribution Used to establish the AP which serves as the gateway to a particular 
mobile station 

Distribution Used to change the AP which serves as the gateway to a particular 
mobile station 

Distribution Removes the wireless station from the network 

Station Establishes station identity (MAC address) prior to establishing 
association 

Station Used to terminate authentication, and by extension, association 

Station Provides protection against eavesdropping 

Station Delivers data to the recipient 

Station/spectrum management Reduces interference by minimizing station transmit power 

Dynamic Frequency Station/spectrum management Avoids interfering with radar operation in the 5 GHz band 
Selection (DFS) 
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Station services 

Station services are part of every 802.11-compliant station and must be incorporated 
by any product claiming 802.11 compliance. Station services are provided by both 
mobile stations and the wireless interface on access points. Stations provide frame 
delivery services co allow message delivery, and, in support of this task, they may 
need to use the authentication services to establish associations. Stations may also 
wish to take advantage of confidentiality functions to protect messages as they 
traverse the vulnerable wireless link. 

Distribution system services 
Distribution system services connect access points to the distribution system. The 
major role of access points is to extend the services on the wired network to the wire­
less network; this is done by providing the distribution and integration services to the 
wireless side. Managing mobile station associations is the other major role of the distri­
bution system. To maintain association data and station location information, the dis­
tribution system provides the association, reassociation, and disassociation services. 

Confidentiality and access control 
Confidentiality and access control services are intertwined. In addition to secrecy of 
the data in transit, the confidentiality service also proves the integrity of frame con­
tents. Both secrecy and integrity depend on shared cryptographic keying, so the con­
fidentiality service necessarily depends on other services to provide authentication 
and key management. 

Authentication and key management (AKM) 
Cryptographic integrity is worthless if it does not prevent unauthorized users 
from attaching to the network. The confidentiality service depends on the 
authentication and key management suite to establish user identity and encryp­
tion keys. Authentication may be accomplished through an external protocol, 
such as 802. lX, or with pre-shared keys. 

Cryptographic algorithms 
Frames may be protected by the traditional WEP algorithm, using 40- or 104~bit 
secret keys, the Temporal Key Integrity Protocol (TKIP), or the Counter Mode 
CBC-MAC Protocol (CCMP). All of these algorithms are discussed in detail in 
Chapters 5 and 7. 

Origin authenticity 
TKIP and CCMP allow the receiver to validate the sender's MAC address to pre­
vent spoofing attacks. Origin authenticity protection is only available for unicast 
data. 

Replay detection 
TKIP and CCMP protect against replay attacks by incorporating a sequence 
counter that is validated upon receipt. Frames which are "too old" to be valid 
are discarded. 
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External protocols and systems 

The confidentiality service depends heavily on external protocols to run. Key 
management is provided by 8O2.lX, which together with EAP carries authentica­
tion data. 802.11 places no constraint on the protocols used, but the most com­
mon choices are EAP for authentication, and RADIUS to interface with the 
authentication server. 

Spectrum management services 

Spectrum management services are a special subset of station services. They are 
designed to allow the wireless network to react to conditions and change radio set­
tings dynamically. Two services were defined in 802.llh to help meet regulatory 
requirements. 

The first service, transmit power control (TPC), can dynamically adjust the transmis­
sion power of a station. Access points will be able to use the TPC operations to 
advertise the maximum permissible power, and reject associations from clients that 
do not comply with the local radio regulations. Clients can use TPC to adjust power 
so that range is "just right" to get to the access point. Digital cellular systems have a 
simliar feature designed to extend the battery life of mobile phones.' Lower transmit 
power also will have some benefit in the form of increased battery life, though the 
extent of the improvement will depend on how much the transmit power can be 
reduced from what the client would otherwise have used. 

The second service, dynamic frequency selection (DFS), was developed mainly to avoid 
interfering with some 5 GHz radar systems in use in Europe. Although originally devel­
oped to satisfy European regulators, the underlying principles have been required by 
other regulators as well. DFS was key to the U.S. decision to open up more spectrum in 
the 5 GHz band in 2004.t DFS includes a way for the access point to quiet the channel 
so that it can search for radar with out interference, but the most significant part of D FS 
is the way that it can reassign the channel on an access point on the fly. Clients are 
informed of the new channel just before the channel is switched. 

Mobility Support 
Mobility is the usually the primary motivation for deploying an 802.11 network. 
Transmitting data frames while the station is moving will do for data communica­
tions what mobile telephony did for voice. 

• Power control also helps to simplify the electronics in the base station because all signals will be received at 
roughly the same signal. 

t The decision was made in November 2003, and released as FCC03-287. The text of the decision is available 
at http://hrnunfoss.Jcc.gov!edocs_publiclattachmatch/FCC-03-287 Al .pdf. Although the spectrum has been 
allocated, test procedures were still in development as of this writing, so no FCC-certified devices are yet able 
to use the new spectrum. 
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802.11 provides mobility between basic service areas at the link layer. However, it is 
not aware of anything that happens above the link layer. When designing deploying 
802. 11, networks engineers must take care so that the seamless transition at the 
radio layer is also supported at the network protocol layer that the station IP address 
can be preserved. As far as 802.11 is concerned, there are three types of transitions 
between access points: 

No transition 
When stations do not move out of their current access point's service area, no 
transition is necessary. This state occurs because the station is not moving or it is 
moving within the basic service area of its current access point: (Arguably, this 
isn't a transition so much as the absence of a transition, but it is defined in the 
specification.) 

BSS transition 
Stations continuously monitor the signal strength and quality from all access 
points administratively assigned to cover an extended service area. Within an 
extended service area, 802.11 provides MAC layer mobility. Stations attached to 
the distribution system can send out frames addressed to the MAC address of a 
mobile station and let the access points handle the final hop to the mobile sta­
tion. Distribution system stations do not need to be aware of a mobile station's 
location as long as it is within the same extended service area. 

Figure 2-9 illustrates a BSS transition. The three access points in the picture are 
all assigned to the same ESS. At the outset, denoted by t==l, the laptop with an 
802.11 network card is sitting within APl's basic service area and is associated 
with APl. When the laptop moves out of APl 's basic service area and into AP2's 
at t==2, a BSS transition occurs. The mobile station uses the reassociation service 
to associate with AP2, which then starts sending frames to the mobile station. 

BSS transitions require the cooperation of access points. In this scenario, AP2 
needs to inform APl that the mobile station is now associated with AP2. 802.11 
does not specify the details of the communications between access points dur­
ing BSS transitions. 

Note that even though two access points are members of the same extended set, 
they may nonetheless be connected by a router, which is a layer 3 boundary. In 
such a scenario, there is no way to guarantee seamless connectivity using 802. 11 
protocols only. 

• Although my explanation makes it sound as if the ~no motion" and "local motion" substates are easily dis­
tinguishable, they are not. The underlying physics of RF propagation can make it impossible to tell whether 
a station is moving because the signal strength can vary with the placement of objects in the room, which, 
of course, includes the people who may be walking around. 
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Figure 2-9. BSS transition 
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An ESS transition refei-s to the movement from one ESS to a second distinct ESS. 
802.11 does not support this type of transition, except to allow the station to 
associate with an access point in the second ESS once it leaves the first. Higher­
layer connections are almost guaranteed to be interrupted. It would be fair to say 
that 802.11 supports ESS transitions only to the extent that it is relatively easy to 

attempt associating with an access point in the new extended service area. Main­
taining higher-level connections requires support from the protocol suites in 
question. In the case of TCP/ IP, Mo bile IP is required to seamlessly support an 
ESS transition. 

Figure 2-10 illustrates an ESS transition. Four basic service areas are organized 
into two extended service areas. Seamless transitions from the lefthand ESS co 
the righthand ESS are not supported. ESS transitions are supported only because 
the mobile station will quickly associate with an access point in the second ESS. 
Any active network connections are likely ro be dropped when the mobile sta­
tion leaves the first ESS. 

Designing Networks for Mobility 
Most networks are designed so that a group of access points provides access to a 
group of resources. All the access points under control of the networking organiza­
tion are assigned to the same SSID, and clients are configured to use that SSID when 
connecting to the wireless network. 

As client systems move around, they continuously monitor network connectivity, 
and shift between access points in the same SSID. 802.11 ensures that clients will be 
able to move associations between the access points in the same SSID, but network 
architects must buHd the network to support mobile clients. Small networks are 
often built on a single VLAN with a single subnet, in which case there is no need to 

worry about mobility. Larger networks that span subnet boundaries must apply 
some additional technology to provide mobility support. Many products can work 
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Figure 2-10. ESS transition 

Seamless transition 
not supported 

with a VLAN core, which allows clients to always attach to the same VLAN through­
out an organization. New products even allow dynamic VLAN assignment based on 
authentication data. When users connect to the network, they are attached to the 
same VLAN everywhere; the switched net\Vork simply requires that the wireless 
LAN device tag frames appropriately. Some products support the Mobile IP stan­
dard, or use VPN technology creatively. Trade-offs between all the different mobility 
strategies are discussed in Chapter 21. 

In practice, ESS transitions are quite rare. They usually only occur when users leave 
one administrative domain for another (say, the corporate network for a hot spot), in 
which case the two networks in question would have different IP addresses and no 
trust relationship to transparently attach a client without interrupting network-layer 
connectivity. 

Proprietary mobility systems 
Many vendors, especially chose who have designed products to build large-scale net­
work environments, have designed their own protocols and procedures for mobility. 
When I started revising this book, one of the big problems with 802.11 was that it 
generally required a single IP subnet across an entire roaming area. As a result, wire­
less LAN deployment often required substantial architecture work as well as major 
backbone re-engineering efforts. Several vendors rushed to fill the gap by implement­
ing proprietary protocols that enabled sessions to move quickly between access 
points over arbitrary network topologies. Basic concepts for these solutions will be 
discussed in the deployment section of this book. 
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CHAPTER3 

802.11 MAC Fundamentals 

This chapter begins our exploration of the 802.11 standard in depth. Chapter 2 pro­
vided a high-level overview of the standard and discussed some of its fundamental 
attributes. You are now at a fork in the book. Straight ahead lies a great deal of infor­
mation on the 802.11 specification and the various related standards that it uses lib­
erally. It is possible, however, to build a wired network without a thorough and 
detailed understanding of the protocols, and the same is true for wireless networks. 
However, there are a number of situations in which you may need a deeper knowl­
edge of the machinery under the hood: 

32 

• Although 802.11 has been widely and rapidly adopted, security issues have con­
tinued to grab headlines. Network managers will undoubtedly be asked to com­
ment on security issues, especially in any wireless LAN proposals. To 
understand and participate in these discussions, read Chapters 5 and 6. WEP 
with static keys should be considered fully broken. Solutions based on 802.lX 
and dynamic WEP keying are significantly stronger, with the full complement of 
protocols in 802. lli described in Chapter 7 stronger still. 

• Troubleshooting wireless networks is similar to troubleshooting wired networks 
but can be much more complex. As always, a trusty packet sniffer can be an 
invaluable aid. To take full advantage of a packet sniffer, though, you need to 
understand what the packets mean to interpret your network's behavior. 

• Tuning a wireless network is tied intimately to a number of parameters in the 
specification, as well as the behavior of the underlying radio technology. To 
understand the behavior of your network and what effect the optimizations will 
have requires a knowledge of what those parameters really do and how radio 
waves travel throughout your environment. 

• Device drivers may expose low-level knobs and dials for you to play with. Most 
drivers provide good defaults for all of the parameters, but some give you free­
dom to experiment. Open source software users have the source code and are 
free to experiment with any and all settings. 
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• Wireless LAN technology is developing rapidly, and new protocol features are 
constantly being added. A solid understanding of the base protocol allows you 
to understand how new features will function and what they will mean for your 
network. 

As with many other things in life, the more you know, the better off you are. Ether­
net is usually trouble-free, but serious network administrators have long known that 
when you do run into trouble, there is no substitute for thorough knowledge of how 
the network is working. When the first edition of this book was out, wireless LANs 
had been given a "free ride." Because they were cool, users were forgiving when they 
failed; wireless connectivity was a privilege, not a right. And since there were rela­
tively few networks and relatively few users on those networks, the networks were 
rarely subjected to severe stresses. An Ethernet that has only a half dozen nodes is 
not likely to be a source of problems; problems occur when you add a few high­
capacity servers, a few hundred users, and the associated bridges and routers to glue 
everything together. As the typical 802. l 1 network grew up from an access point or 
two serving a dozen users into a much larger network designed to provide seamless 
coverage throughout a building, the stresses on the equipment and protocols has 
become much more apparent . 

Thar is why you should read this chapter. Now on to the details. The key to the 802 .11 
specification is the MAC. It rides on every physical layer and controls the transmis­
sion of user data into the air. It provides the core framing operations and the interac­
tion with a wired network backbone. Different physical layers may provide different 
transmission speeds, all of which are supposed to interoperate. 

802.11 does not depart from the previous IEEE 802 standards in any radical way. 
The standard successfully adapts Ethernet-style networking to radio links. Like 
Ethernet, 802.11 uses a carrier sense multiple access (CSMA) scheme to control 
access to the transmission medium. However, collisions waste valuable transmission 
capacity, so rather than the collision detection (CSMA/CD) employed by Ethernet, 
802.11 uses collision avoidance (CSMA/CA). Also like Ethernet, 802.11 uses a dis­
tributed access scheme with no centralized controller. Each 802.11 station uses the 
same method to gain access to the medium. The major differences between 802.11 
and Ethernet stem from the differences in the underlying medium. 

This chapter provides some insight into the motivations of the MAC designers by 
describing some challenges they needed to overcome and describes the rules used for 
access to the medium, as well as the basic frame structure. If you simply want to 
understand the basic frame sequences that you will see on an 802.11 network, skip 
ahead to the end of this chapter. For further information on the MAC, consult its 
formal specification in Clause 9 of the 802.11 standard; detailed 1-1AC state dia­
grams are in Annex C. 
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Challenges for the MAC 
Differences between the wireless netw'ork environment and the traditional wired 
environment create challenges for network protocol designers. This section exam­
ines a number of the hurdles that the 802.11 designers faced. 

RF Link Quality 
On a wired Ethernet, it is reasonable to transmit a frame and assume that the desti­
nation receives it correctly. Radio links are different, especially when the frequencies 
used are unlicensed ISM bands. Even narrowband transmissions are subject to noise 
and interference, but unlicensed devices must assume chat interference will exist and 
work around it. The designers of 802.11 considered ways to work around the radia­
tion from microwave ovens and other RF sources. In addition to the noise, multi­
path fading may also lead to situations in which frames cannot be transmitted 
because a node moves into a dead spot. 

Unlike many other link layer protocols, 802.11 incorporates positive acknowledg­
ments. All transmitted frames must be acknowledged, as shown in Figure 3-1. If any 
part of the transfer fails, the frame is considered lost. 

{CJJ-! 
TimeQ) 
~ 

! 

Figure 3-1. Positive acknowledgment of data transmissions 

The sequence in Figure 3-l is an atomic operation, which means it is a single transac­
tional unit. Although there are multiple steps in the tramaction, it is considered a 
single indivisible operation. Atomic operations are "all or nothing." Either every step 
in the sequence must complete successfully, or the entire operation is considered a 
failure. The sender of the data frame must receive an acknowledgment, or the frame 
is considered lost. It does not matter from the sender's perspective whether the ini­
tial data frame was lost in transit, or the corresponding acknowledgment was lost in 
transit. In either case, the data frame must be retransmitted. 

One of the additional complexities of treating the frame transmission of Figure 3-1 as 
atomic is that the transaction occurs in two pieces, subject to control by two differ-
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ent stations. Both stations must work together to jointly take control of the network 
medium for transmissions during the entire transaction. 802.11 allows stations to 
lock out contention during atomic operations so that atomic sequences are not inter­
rupted by other stations attempting to use the transmission medium. 

Radio link quality also influences the speed at which a network can operate. Good 
quality signals can carry data at a higher speed. Signal quality degrades with range, 
which means that the data transmission speed of an 802.11 station depends on its 
location relative m the access point. Stations must implement a method for deter­
mining when to change the data rat.: in response to changing conditions. Further­
more, the complete collection of stations in a network must manage transmissions at 
multiple speeds. Rules for multirate support are discussed later in this chapter. 

The Hidden Node Problem 
In Ethernet networks, stations depend on the reception of transmissions to perform 
the carrier sensing functions of CSMA/CD. Wires in the physical medium contain 
the signals and distribute them to network nodes. Wireless networks have fuzzier 
boundaries, sometimes to the point where each node may not be able to directly 
communicate with every other node in the wireless network, as in Figure 3-2. 

Area reathable Area reachabl~ 
bynade 1 bynade3 

op' op' op' 
~ .. ~ ~ 

1 2 J 

Figure 3•2. Nodes l and 3 are "hidden" 

ln the Figure 3-2, node 2 can communicate with both nodes 1 and 3, but something 
prevents nodes 1 and 3 from communicating directly. (The obstacle itself is not rele­
vant; it could be as simple as nodes 1 and 3 being as far away from 2 as possible, so 
the radio waves cannot reach the full distance from 1 to 3.) From the perspective of 
node 1, node 3 is a "hidden" node. If a simple transmit-and-pray protocol was used, 
it would be easy for node 1 and node 3 to transmit simultaneously, thus rendering 
node 2 unable to make sense of anything. Furthermore, nodes l and 3 would not 
have any indication of the error because the collision was local to node 2. 

Collisions resulting from hidden nodes may be hard to detect in wireless networks 
because wireless transceivers are generally half-duplex; they don't transmit and 
receive at the same time. To prevent collisions, 802.11 allows stations to use Request 
to Send (RTS) and Clear to Send (CTS) signals to clear out an area. Both the RTS and 
CTS frames extend the frame transaction, so that the RTS frame, CTS frame, the 
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data frame, and the final acknowledgment are all considered part of the same atomic 
operation. Figure 3-3 illustrates the procedure. 
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~ '03) Frame 

(4)A(~ 

IC]j-1' 
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Figure 3-3. RTSICTS clearing 
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ACK 

Jn Figure 3-3, node 1 has a frame to send; it initiates the process by sending an RTS 
frame. The RTS frame serves several purposes: in addition to reserving the radio link 
for transmission, it silences any stations that hear it. If the target station receives an 
RTS, it responds with a CTS. Like the RTS frame, the CTS frame silences stations in 
the immediate vicinity. Once the RTS/CTS exchange is complete, node 1 can transmit 
its frames without worry of interference from any hidden nodes. Hidden nodes beyond 
the range of the sending station are silenced by the CTS from the receiver. When the 
RTS/CTS clearing procedure is used, any frames must be positively acknowledged. 

The mulriframe RTS/CTS transmission procedure consumes a fair amount of capac­
ity, especially because of the additional latency incurred before transmission can 
commence. As a result, it is used only in high-capacity environments and environ­
ments with significant contention on transmission. For lower-capacity environ­
ments, it is not necessary. 

Hidden nodes have also become less of a problem as 802.11 has grown up. In small, 
quiescent networks with only a few stations associated to an access point, there is 
very little risk of simultaneous transmission, and plenty of spare capacity to be used 
for retransmission. In many larger environments, the coverage is dense enough that 
the clients are located physically close enough to an access point that they are all 
within range of each other. (In fact, the range of many client systems is probably too 
large for most networks, which will be explored in the planning phase of this book.) 

You can control the RTS/CTS procedure by setting the RTS threshold if the device 
driver for your 802.11 card allows you to adjust it. The RTS/CTS exchange is per­
formed for frames larger than the threshold. Frames shorter than the threshold are 
simply sent. 
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MAC Access Modes and Timing 
Access to the wireless medium is controlled by coordination functions. Ethernet-like 
CSMA/CA access is provided by the distributed coordination function (DCF). If con­
tention-free service is required, it can be provided by the point coordination function 
(PCF), which is built on top of the DCF. Between the free-for-all of the DCF and the 
precision of the PCF, networks can use the hybrid coordination function (HCF), a 
middle ground for quality of service between the two extremes. Contention-free ser­
vices are provided only in infrastructure networks, but quality of service mar be pro­
vided in any network that has HCF support in the stations. The coordination 
functions are described in the follov.1i.ng list and illustrated in Figure 3-4: 

DCF 
The DCF is the basis of the standard CSMA/CA access mechanism. Like Ether­
net, it first checks to see that the radio link is clear before transmitting. To avoid 
collisions, stations use a random backoff after each frame, with the first trans­
mitter seizing the channel. In some circumstances, the DCF may use the CTS/ 
RTS clearing technique to further reduce the possibility of collisions. 

PCF 
The point coordination function provides contention-free services. Special sta­
tions called point coordinators are used to ensure that the medium is provided 
without contention. Point coordinators reside in access points, so the PCF is 
restricted to infrastructure networks. To gain priority over standard contention­
based services, the PCF allows stations to transmit frames after a shorter inter­
val. The PCF is not widely implemented and is described in Chapter 9. 

HCF 
Some applications need to have service quality that is a step above best-effort deliv­
ery, but the rigorous timing of the PCF is not required. The HCF allows stations to 
maintain multiple service queues and balance access to the wireless medium in 
favor of applications that require better service quality. The HCF is not fully stan­
dardized yet, but is being produced as part of the evenrual 802.11 e specification. 

Adding quality of service to the 802.11 MAC was a significant undertaking. Due to the 
added complexity in terms of framing, queue management, and signaling, the quality 
of service specifications were still subject to standards committee wrangling as this 
book was written, and discussion of them must be postponed to a future edition. 

Carrier-Sensing Functions and the Network 
Allocation Vector 
Carrier sensing is used to determine if the medium is available. Two types of carrier­
sensing functions in 802.11 manage this process: the physical carrier-sensing and vir­
tual carrier-sensing functions. If either carrier-sensing function indicates that the 
medium is busy, the MAC reports this to higher layers. 
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Figure 3-4. MAC coordination farnctions 

Physical carrier-sensing functions are provided by the physical layer in question and 
depend on the medium and modulation used. It is difficult (or, more to the point, 
expensive) to build physical carrier-sensing hardware for RF-based media, because 
transceivers can transmit and receive simultaneously only if they incorporate expen­
sive electronics. Furthermore, with hidden nodes potentially lurking everywhere, 
physical carrier-sensing cannot provide all the necessary information. 

Virtual carrier-sensing is provided by the Network Allocation Vector (NA V). Most 
802.11 frames carry a duration field, which can be used to reserve the medium for a 
fixed time period. The NAV is a timer that indicates the amount of time the medium 
will be reserved, in microseconds. Stations set the NA V to the time for which they 
expect to use the medium, including any frames necessary to complete the current 
operat.ion. Other stations count down from the NAV to 0. When the NAV is non­
zero, the virtual carrier-sensing function indicates that the medium is busy; when the 
NAV reaches 0, the virtual carrier-sensing function indicates that the medium is idle. 

By using the NAV, stations can ensure that atomic operations are not interrupted. 
For example, the RTS/CTS sequence in Figure 3-3 is atomic. Figure 3-5 shows how 
the NAV protects the sequence from interruption. (This is a standard format for a 
number of diagrams in this book that illustrate the interaction of multiple stations 
with the corresponding timers.) Activity on the medium by stations is represented by 
tht: shaded bars, and each bar is labeled with the frame type. lnterframe spacing is 
depicted by the lack of any activity. Finally, the NAV timer is represented by the bars 
on the NAV line at the bottom of the figure. The NA V is carried in the frame head­
ers on the RTS and CTS frames; it is depicted on its own line to show how the NA V 
relates to actual transmissions in the air. When a NA V bar is present on the NAY 
line, stations should defer access to the medium because the virtual carrier-sensing 
mechanism will indicate a busy medium. 

To ensure that the sequence is not interrupted, node 1 sets the NAY in its RTS co 
block access to the medium while the RTS is being transmitted. All stations that hear 
the RTS defer access to the medium until the NA V elapses. 

38 I Chapter 3: 802.11 MAC Fundamentals 

AXW-2015-061



L 

-
.._ 

L. 

~ 

RTS 
Sender I I 1~1 I : ; Frame 

I SIFS I : : ' • 
..,,.., ,- : as I 1~11 0r~ 

l " 

NAV (RTS) l "" 0r= 
NAV ~ j Q)Time 

Access to medium deferred Contention window 
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RTS frames are not necessarily heard by every station in the network. Therefore, the 
recipient of the intended transmission responds with a CTS that includes a shorter 
NAY. This NAV prevents other stations from accessing the medium until the trans­
mission completes. After the sequence completes, the medium can be used by any 
station after distributed interframe space (DIFS), which is depicted by the conten­
tion window beginning at the right side of the figure. 

RTS/CTS exchanges may be useful in crowded areas with multiple overlapping net­
works. Every station on the same physical channel receives the NA V and defers 
access appropriately, even if the stations are configured to be on different networks. 

lnterframe Spacing 
As with traditional Ethernet, the interframe spacing plays a large role in coordinat­
ing access to the transmission medium. 802.11 uses four different interframe spaces. 
Three are used to determine medium access; the relationship between them is shown 
in Figure 3-6. 

d
+-DlFS-• 
.-PJFS- , 

+SIFS+1 Busy 

Other stations buffer _____ ..., 1 
and defer frames 

Contention window 

~Balkoff 
slots 

Figure 3-6. lnterfmme spacing relationships 

Frame transmission 

Q)Time 

We've already seen that as part of the collision avoidance built into the 802.11 MAC, 
stations delay transmission until the medium becomes idle. Varying interframe spac­
ings create different priority levels for different types of traffic. The logic behind this 
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is simple: high-priority traffic doesn't have to wait as long after the medium has 
become idle. Therefore, if there is any high-priority traffic waiting, it grabs the net­
work before low-priority frames have a chance to try. To assist with interoperability 
between different data rates, the interframe space is a fixed amount of time, indepen­
dent of the transmission speed. (This is only one of the many problems caused by 
having different physical layers use the same radio resources, which are different 
modulation techniques.) Different physical layers, however, can specify different 
interframe space times. 

Short interframe space (SlFS) 
The SIFS is used for the highest-priority transmissions, such as RTS/CTS frames 
and positive acknowledgments. High-priority transmissions can begin once the 
SIFS has elapsed. Once these high-priority transmissions begin, the medium 
becomes busy, so frames transmitted after the SIFS has elapsed have priority 
over frames that can be transmitted only after longer intervals. 

PCF interframe space (PIFS) 
The PIFS, sometimes erroneously called the priority interframe space, is used by 
the PCF during contention-free operation. Stations with data to transmit in the 
contention-free period can transmit after the PIFS has elapsed and preempt any 
contention-based traffic. 

DCF interframe space (DIPS) 
The DIFS is the minimum medium idle time for contention-based services. Sta­
tions may have immediate access to the medium if it has been free for a period 
longer than the DIFS. 

Extended interframe space (EIFS) 
The EIFS is not illustrated in Figure 3-6 becaus~ it is not a fixed interval. It is 
used only when there is an error in frame transmission. 

lnterframe spacing and priority 

Atomic operations start like regular transmissions: they must wait for the the rele­
vant interframe space, typically the DIFS, to end before they can begin. However, the 
second and any subsequent steps in an atomic operation take place after the SIFS, 
rather than after the DIPS. Because the SIFS is shorter than the other interframe 
spaces, the second (and subsequent) parts of an atomic operation will grab the 
medium before another type of frame can be transmitted. By using the SIFS and the 
NAV, stations can seize the medium for as long as necessary. 

In Figure 3-5, for example, the short interframe space is used between the different units 
of the atomic exchange. After the sender gains access to the medium, the receiver replies 
with a CTS after the SIFS. Any stations that might attempt to access the medium at the 
conclusion of the RTS would wait for one DIFS interval. Partway through the DIFS 
interval, though, the SIFS interval elapses, and the CTS is transmitted. 
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Contention-Based Access Using the DCF 
Most traffic uses the DCF, which provides a standard Ethernet-like contention-based 
service. The DCF allows multiple independent stations to interact without central 
control, and thus may be used in either IBSS networks or in infrastructure networks. 

Before attempting to transmit, each station checks whether the medium is idle. If the 
medium is not idle, stations defer to each other and employ an orderly exponential 
backoff algorithm to avoid collisions. 

In distilling the 802.11 MAC rules, there is a basic set of rules that are always used, 
and additional rules may be applied depending on the circumstances. Two basic 
rules apply to all transmissions using the DCF: 

1. If the medium has been idle for longer than the DIFS, transmission can begin 
immediately. Carrier sensing is performed using both a physical medium­
dependent method and the virtual (NA V) method. 

a. If the previous frame was received without errors, the medium must be free 
for at least the DIFS. 

b. If the previous transmission contained errors, the medium must be free for 
the amount of the EIFS . 

2. If the medium is busy, the station must wait for the channel to become idle. 802.11 
refers to the wait as access deferral. If access is deferred, the station waits for the 
medium to be idle for the DIFS and prepares for the exponential backoff procedure. 

Additional rules may apply in certain situations. Many of these rules depend on the par­
ticular situation "on the wire" and are specific to the results of previous transmissions. 

1. Error recovery is the responsibility of the station sending a frame. Senders expect 
acknowledgments for each transmitted frame and are responsible for retrying the 
transmission until it is successful. 

a. Positive acknowledgments are the only indication of success. Atomic 
exchanges must complete in their entirety to be successful. If an acknowl­
edgment is expected and does not arrive, the sender considers the transmis­
sion lost and must retry. 

b. All unicast data must be acknowledged. Broadcast data is not acknowledged. 
(As a result, unicast data has an inherently higher service quality than broad­
cast data, even though the radio link is inherently a broadcast medium.) 

c. Any failure increments a retry counter, and the transmission is retried. A 
failure can be due to a failure to gain access to the medium or a lack of an 
acknowledgment. However, there is a longer contention window when 
transmissions are retried (see next section). 

2. Multiframe sequences may update the NAV with each step in the transmission 
procedure. When a station receives a medium reservation that is longer than the 
current NAV, it updates the NAV. Setting the NAV is done on a frame-by-frame 
basis and is discussed in much more detail in the next chapter. 
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3. The following types of frames can be transmitted after the SIFS and thus receive 
maximum priority: acknowledgments, the CTS in an RTS/CTS exchange 
sequence, and fragments in fragment sequences. 

a. Once a station has transmitted the first frame in a sequence, it has gained con­
trol of the channel. Any additional frames and their acknowledgments can be 
sent using the short interframe space, which locks out any other stations. 

b. Additional frames in the sequence update the NAV for the expected addi­
tional time the medium will be used. 

4. Extended frame sequences are required for higher-level packets that are larger 
than configured thresholds. 

a. Packets larger than the RTS threshold must have RTS/CTS exchange. 

b. Packets larger than the fragmentation threshold must qe fragmented. 

Error Recovery with the DCF 
Error detection and correction is up to the station that begins an atomic frame 
exchange. When an error is detected, the station with data rriust resend the frame. 
Errors must be detected by the sending station. In some cases, the sender can infer 
frame loss by the lack of a positive acknowledgment from the receiver. Retry 
counters are incremented when frames are retransmitted. 

Each frame or fragment has a single retry counter associated with it. Stations have 
two retry counters: the short retry count and the long retry count. Frames that are 
shorter than the RTS threshold are considered to be short; frames longer than the 
threshold are long. Depending on the length of the frame, it is associated with either 
a short or long retry counter. Frame retry counts begin at O and are incremented 
when a frame transmission fails. 

The short retry count is reset to O when: 

• ACTS frame is received in response to a transmitted RTS 

• A l\llAC-layer acknowledgment is received after a nonfragmented transmission 

• A broadcast or multicast frame is received 

The long retry count is reset to O when: 

• A MAC-layer acknowledgment is received for a frame longer than the RTS 
threshold 

• A broadcast or multicast frame is received 

In addition to the associated retry count, fragments are given a maximum "lifetime" 
by the MAC. When the first fragment is transmitted, the lifetime counter is started. 
\1/hen the lifetime limit is reached, the frame is discarded and ~o attempt is made to 
transmit any remaining fragments. Naturally, higher-layer pro~ocols may detect any 
loss and retransmit the data; when a higher-level protocol such as TCP retransmits 
data, though, it would be a new frame to the 802.11 MAC and1 all the retry counters 
will be restarted. 
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Using the retry counters 

Like most other network protocols, 802.11 provides reliability through retransmis­
sion. Data transmission happens within the confines of an atomic sequence, and the 
entire sequence must complete for a transmission to be successful. When a station 
transmits a frame, it must receive an acknowledgment from the receiver or it will 
consider the transmission to have failed. Failed transmissions increment the retry 
counter associated with the frame (or fragment). If the retry limit is reached, the 
frame is discarded, and its loss is reported to higher-layer protocols . 

One of the reasons for having short frames and long frames is to allow network 
administrators to customize the robustness of the network for different frame 
lengths. Large frames require more buffer space, so one potential application of hav­
ing two separate retry limits is to decrease the long retry limit to decrease the amount 
of buffer space required. 

Backoff with the DCF 
After frame transmission has completed and the DIFS has elapsed, stations may 
attempt to transmit congestion-based data. A period called the contention window or 
backoff window follows the DIFS. This window is divided into slots. Slot length is 
medium-dependent; higher-speed physical layers use shorter slot times. Stations pick 
a random slot and wait for that slot before attempting to access the medium; all slots 
are equally likely selections. When several stations are attempting to transmit, the 
station that picks the first slot (the station with the lowest random number) wins. 
According to the standard, all slot numbers should be equally likely; see the sidebar 
on Spectral ink Voice Priority later in this chapter for one notable exception. 

As in Ethernet, the backoff time is selected from a larger range each time a transmis­
sion fails. figure 3-7 illustrates the growth of the contention window as the number 
of transmissions increases, using the numbers from the 802.llb direct-sequence 
spread-spectrum (DSSS) physical layer. Other physical layers use different sizes, but 
the principle is identical. Contention window sizes are always 1 less than a power of 
2 (e.g., 31, 63, 127, 255). Each time the retry counter increases, the contention win­
dow moves to the next greatest power of two. The size of the contention window is 
limited by the physical layer. For example, the DS physical layer limits the conten­
tion window to 1,023 transmission slots. 

When the contention window reaches its maximum size, it remains there until it can 
be reset. Allowing long contention windows when several competing stations are 
attempting to gain access to the medium keeps the MAC algorithms stable even 
under maximum load. The contention window is reset to its minimum size when 
frames are transmitted successfully, or the associated retry counter is reached, and 
the frame is discarded . 
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Fragmentation and Reassembly 

♦ 

♦ 

♦ 

♦ 

♦ 

Higher-level packets and some large management frames may need to be broken into 
smaller pieces to fit through the wireless channel. Fragmentation may also help 
improve reliability in the presence of interference. Wireless LAN stations may 
attempt to fragment transmissions so that interference affects only small fragments, 
not large frames, By immediately reducing the amount of data that can be corrupted 
by interference, fragmentation may result in a higher effective throughput. Interfer­
ence may come from a variety of sources. Some, but by no means all, microwave 
ovens cause interference with 2.4 GHz networks." Electromagnetic radiation is gener­
ated by the magnetron tube during its ramp-up and ramp-down, so microwaves emit 
interference half the time. Many newer cordless phones also cause interference. t 
Outdoor networks are subject to a much wider variety of interference. 

Fragmentation takes place when the length of a higher-level packet exceeds the 
fragmentation threshold configured by the network administrator. Fragments all 

• ln the U.S., appliances are powered hy 60-Hz alternaring current, so microwaves interfere for about 8 milli­
seconds (ms) out of every 16-ms cycle. Much of the rest of the world uses 50-Hz current, and interference 
takes place for 10 ms out of the 20-ms cycle. 

t If you need to use a cordless phone in the same area as a wireless LAN, 1 suggest purchasing a 900 MHz cord­
less phone on eBay. 
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Spectra link Voice Priority 
One of the challenges in supporting voice on wireless networks is that voice is far more 
sensitive to poor network service than data applications. If a 1,500 byte fragment of a 
graphics file is a tenth of a second late, the typical user will not even notin:. If a delay of 
a tenth of a second is introduced into a phone conversation, though, it will be too much. 

Providing high-quality service over an IP network is hard enough. Doing so over a wireless 
LAN is doubly challenging. One of the major problems that network engineers face in 
designing wireless LAN voice networks is that all data is treated equally. If there is a short 
voice frame and a long data frame, there is no inherent preference for one or the other. 

Specrralink, a manufacturer of handheld 802.11 phones, has devised a special set of 
protocol extensions, called Spectralink Voice Priority (SVP), to assist in making the 
network more useful for voice transport. SVP consists of components implemented in 
both access points and in handsets to prioriue voice over data and coordinate several 
voice calls on a single AP. SVP assists with both the downlink from the AP and the 
uplink from handsets. 

To support SVP, an access point must transmit voice frames with zero backoff. Rather 
than selecting a backoff slot number as required by the 802 .11 standard, access points 
with SVP enabled will always choose zero. In the presence of contention for the wire­
less medium, the voice frames with zero backoff will have de facto priority boost 
because data frames are likely to have a positive backoff slot. Strictly speaking, stations 
implementing zero backoff are no longer compliant with 802.11 because it mandates 
selection of a backoff slot in accordance with defined rules. (To preserve stability under 
load, however, retransmitted voice frames are subject to the backoff rules.) 

By selecting zero backoff, access points implementing SVP ensure that voice frames 
have preferential access to the air. Access points that implement SVP must also keep 
track of voice frames and provide preferential queuing treatment as well. SVP requires 
that voice frames be pushed to the head of the queue for transmission. APs implement 
transmit queues in many different ways; the important point is the functional result, 
which is that voice frames move to the head of the line. Some APs may move voice 
frames up to the head of a single transmit queue, while other APs may maintain mul­
tiple transmit queues and serve the high-priority voice queue first. 

have the same frame seguence number but have ascending fragment numbers to aid 
in reassembly. Frame control information also indicates whether more fragments are 
coming. All of the fragments that comprise a frame are normally sent in a fragmenta­
tion burst, which is shown in Figure 3-8. This figure also incorporates an RTS/CTS 
exchange, because it is common for the fragmentation and RTS/CTS thresholds to 
be set to the same value. The figure also shows how the NA V and SIFS are used in 
combination to control access to the medium. 

Fragmentation and R!!assembly I 45 

AXW-2015-068



I~ 

Sender I RTS 

Receiver 

SIFS SIFS SIFS SIFS 

NAV rm . 
· , · (;)Time 

Figure 3-8. Fragmentation burst 

Fragments and their acknowledgments are separated by the SlFS, so a station retains 
control of the channel during a fragmentation burst. The NAY is also used to ensure 
that other stations do nm use the channel during the fragmentation burst. As with 
any RTS/CTS exchange, the RTS and CTS both set the NAY from the expected time 
to the end of the first fragments in the air. SubseqL1ent fragments then form a chain. 
Each fragment sets the NA V to hold the medium until the end of the acknowledg­
ment for the next frame. Fragment O sets the NAY to hold the medium until ACK 1, 
fragment 1 sets the NAY to hold the medium until ACK 2, and so on. After the last 
fragment and its acknowledgment have been sent, the NA V is set to 0, indicating 
that the medium will be released after the fragmentation burst complt:tes. 

Frame Format 
To meet the challenges posed by a wireless data link, the MAC was forced to adopt 
several unique features, not the least of which was the use of four address fields. Not 
all frames use all the address fields, and the values assigned to the address fields may 
change depending on the type of MAC frame being transmitted. Details on the use of 
address fields in different frame types are presented in Chapter 4. Figure 3-9 shows 
the generic 802.11 MAC frame. All diagrams in this section follow the IEEE conven­
tions in 802.11. Fields are transmitted from left to right. 

I . I , I, ,,,, I. ,. ,: I::::: I; I::::: l;'j[:] 
2 2 6 6 2 6 

Frame I Duration/ 
Control ID 

Address 1 Address2 Addressl Seq• 
ctl 

Add1ess4 

Figure .3-9. Generic 802.11 MAC frame 

802.11 MAC frames do not include some of the classic Ethernet frame features, most 
notably the type/length field and the preamble. The preamble is pan of the physical 
layer, and encapsulation details such as type and length are present in the header on 
the data carried in the 802.11 frame. 

46 I Chapter 3: 802.11 MAC Fundamentals 

AXW-2015-069



.... 

L 

--

.... 

..... 

\_ 

I.-

Frame Control 
Each frame starts with a two-byte Frame Control subfield, shown in Figure 3-10. The 
components of the Frame Control subfield are: 

Protocol version 
Two bits indicate which version of the 802.11 MAC is contained in the rest of 
the frame. At present, only one version of the 802. 11 MAC has been developed; 
it is assigned the protocol number 0. Other values will appear when the IEEE 
standardizes changes to the MAC that render it incompatible with the initial 
specification. So far, none of the revisions to 802 .11 have required incrementing 
the protocol number. 

Type and subtype fields 
Type and subtype fields identify the type of frame used. To cope with noise and 
unreliability, a number of management functions are incorporated into the 
802.11 MAC. Some, such as the RTS/CTS operations and the acknowledg­
ments, have already been discussed. Table 3-1 shows how the type and subtype 
identifiers are used to create the different classes of frames. 

byrei 2 2 6 6 

Duration/ Address 1 Address2 
10 

6 6 0-2,312 4 
I I I 

h:; I[[:] Address3 Address4 

bits 2 2 4 1-1-1-1_1_1 1 

Protocol Ti~e;data Sub type To os I From More RelTi Pwr More Protected Order 
1/S Frag Mgmt Data frame 

I 
0 l 2 J 4 10 11 12 13 14 15 

Figure 3-10. Frame control field 

In Table 3-1, bit strings are written most-significant bit first, which is the reverse 
of the order used in Figure 3-10. Therefore, the frame type is the third bit in the 
frame control field followed by the second bit (63 62), and the subtype is the 
seventh bit, followed by the sixth, fifth, and fourth bits (67 b6 65 64). 

Table 3-1. Type and subtype identifiers 

Subtype value 

Management frames (type=00)• 

0000 

0001 

0010 

0011 

0100 

0101 

Subtype name 

Association request 

Association response 

Reassociation request 

Reassociation mponse 

Probe request 

Probe response 
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Table 3-1. Type and subtype identifiers (continued) 

Subtype value 

1000 

1001 

1010 

1011 

1100 

1101 

Control frames (type=0l ) b 

1000 

1001 

1010 

1011 

1100 

1101 

1110 

1111 

Dati frames (type= 10) 

0000 

0001 

0010 

0011 

0100 

0101 

0110 

0111 

1000 

1001 

1010 

1011 

1100 

1101 

1110 

1111 

(Frame type 11 is reserved) 

Subtype name 

Beacon 

Announcementtraffic indication message (ATIM) 

Disassociation 

Authenti tat ion 

Deauthentication 

Action (for spectrum management with 802.11 h, also for QoS) 

Block Acknowledgment Request {QoS) 

Block Acknowledgment (QoS) 

Power Save (PS)-Pall 

RTS 

CT5 

Acknowledgment (ACK) 

Contention-Free (CF)-End 

CF-End+CF-Ack 

Data 

Data+CF-Ack 

Data+CF-Poll 

Data+CF-Ack+CF-Pol I 

Null data (no datnransmitted) 

CF-Ack (no data transmitted) 

CF-Poll (no data transmitted) 

CF-Ack+CF-Poll (no data transmitted) 

QoS Data' 

QoS Data + CF-Ack c 

QoS Data + CF-Poll ' 

QoS Data + CF-Ack + CF-Poll1 

QoS Null (no data transmitted), 

QoS CF-Ack (no data transmitted)< 

QoS CF-Poll (no data transmitted)< 

QoS CF-Ack+Cf-Poll {no data transmitted)< 

•Management subtypes 0110-0111 and 1110-1111 are re~erved and not currendy used, 
b Control subtypes 0000----0111 are reserved and not currently used. 
1Proposed by the 802.1 let ask group, but not yet standardized. Note that these frames all have a leading one, which has a used some 
to refer to the first bit as the QoS bit. 
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ToDS and FromDS bits 
These bits indicate whether a frame is destined for the distribution system. All 
frames on infrastructure networks will have one of the distribution system bits 
set. Table 3-2 shows how these bits are interpreted. As Chapter 4 will explain, 
the interpretation of the address fields depends on the setting of these bits. 

Table 3-2. Tnterpreting the ToDS and FrnmDS bi.ts 

From DS=O 

ToDS=O 

All management and control frames 
Data frames within an IBSS {never infrastructure data 
frames) 

To DS=1 

Data frames transmitted from a wireless 
station in an infrastructure network. 

From D5=1 Data frames received for a wireless station in an infra- Data frames on a "wireless bridge" 
structure network 

More fragments bit 
This bit functions much like the "more fragments" bit in IP. When a higher-level 
packet has been fragmented by the MAC, the initial fragment and any following 
nonfinal fragments set this bit to 1. Large data frames and some management 
frames may be large enough to require fragmentation; all other frames set this bit 
to 0. ln practice, most data frames are transmitted at the maximum Ethernet size 
and fragmentation is not often used. 

Retry bit 
From time to time, frames may be retransmitted. Any retransmitted frames set 
this bit to 1 to aid the receiving station in eliminating duplicate frames. 

Power management bit 
Network adapters built on 802.11 are often built to the PC Card form factor and 
used in battery-powered laptop or handheld computers. To conserve battery life, 
many small devices have the ability to power down parts of the network inter­
face. This bit indicates whether the sender will be in a powersaving mode after 
the completion of the current atomic frame exchange. 1 indicates that the sta­
tion will be in powersave mode, and O indicates that the station will be active. 
Access points perform a number of important management functions and are 
not allowed to save power, so this bit is always O in frames transmitted by an 
access point. 

More data bit 
To accommodate stations in a powersaving mode, access points may buffer 
frames received from the distribution system. An access point sets this bit to 

indicate that at least one frame is available and is addressed to a dozing station. 

Protected Frame bit 
Wireless transmissions are inherently easier to intercept than transmissions on a 
fixed network. 1f the frame is protected by link layer security protocols, this bit is 
set to 1, and the frame changes slightly. The Protected Frame bit was previously 
called the WEP bit. 
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Order bit 
Frames and fragments can be transmitted in order at the cost of additional pro­
cessing by both the sending and receiving MACs. When the "strict ordering" 
delivery is employed, this bit is set to 1. 

Duration/ID Field 
The Duration/ID field follows the frame control field. This field has several uses and 
takes one of the three forms shown in Figure 3-11. 

0 1 2 J 4 5 6 7 8 9 10 11 12 1'J 14 15 

Durotfon(NAV) I Lea~,ign~cant'•-------------~ M05t

1

signi~c.nt I O I 
0 I 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

CFPframes I O O O 0 0 0 0 0 0 0 0 0 0 0 I O I 1 I 
0 2 3 4 S 6 7 B 9 10 11 12 13 14 15 

PS-Pol/frames I Le •. fi AID (range:1-2007) M .. fl 
ast s1gm cant ost 11gm cant 

Figure .3-11. Duration/ID field 

Duration: setting the NAV 
When bit 15 is 0, the duration/ID field is used to set the NAV. The value represents 
the number of microseconds that the medium is expected to remain busy for the 
transmission currently in progress. All stations must monitor the headers of all 
frames they receive and update the NAV accordingly. Any value that extends the 
amount of time the medium is busy updates the NAV and blocks access to the 
medium for additional time. 

Frames transmitted during contention-free periods 
During the contention-free periods, bit 14 is O and bit 15 is 1. All other bits are 0, so 
the duration/ID field takes a value of 32,768. This value is interpreted as a NAV. It 
allows any stations that did not receive rhe Beacon· announcing the contention-free 
period to update the NA V with a suitably large value to avoid interfering with con­
tention-free transmissions. 

PS-Poll frames 

Bits 14 and 15 are both set to 1 in PS-Poll frames. Mobile stations may elect to save bat­
tery power by turning off antennas. Dozing stations must wake up periodically. To 

' Beacon frames are a subtype of management frames, which is why "Beacon» is capitalized. 
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ensure that no frames are lost, stations awaking from their slumber transmit a PS-Poll 
frame to retrieve any buffered frames from the access point. Along with this request, 
waking stations incorporate the association ID (AID) that indicates which BSS they 
belong to. The AID is included in the PS-Poll frame and may range from 1-2,007. Val­
ues from 2,008-16,383 are reserved and not used. 

Address Fields 
An 802.11 frame may contain up to four address fields. The address fields are num­
bered because different fields are used for different purposes depending on the frame 
type (details are found in Chapter 4). The general rule of thumb is that Address 1 is 
used for the receiver, Address 2 for the transmitter, and Address 3 field for filtering 
by the receiver. In an infrastructure network, for example, the third address field is 
used by the receiver to determine whether the frame is part of the network it is asso­
ciated to.· 

Addressing in 802.11 follows the conventions used for the other IEEE 802 networks, 
including Ethernet. Addresses are 48 bits long. If the first bit sent to the physical 
medium is a 0, the address represents a single station (unicast). When the first bit is a 
1, the address represents a group of physical stations and is called a multicast (or 
group) address. If all bits are ls, then the frame is a broadcast and is delivered to all 
stations connected to the wireless medium. 

48-bir addresses are used for a variety of purposes: 

Destination address 
As in Ethernet, the destination address is the 48-bit IEEE MAC identifier that 
corresponds to the final recipient: the station that will hand the frame to higher 
protocol layers for processing. 

Source address 
This is the 48-bit IEEE MAC identifier that identifies the source of the transmis­
sion. Only one station can be the source of a frame, so the Individual/Group bit 
is always Oto indicate an individual station. 

Receiver address 
This is a 48-bit IEEE MAC identifier that indicates which wireless station should 
process the frame. If it is a wireless station, the receiver address is the destina­
tion address. For frames destined to a node on an Ethernet connected to an 
access point, the receiver is the wireless interface in the access point, and the 
destination address may be a router attached to the Ethernet. 

• 802.11 specifies that stations should ignore frames that do not have the same BSSID, but most products do 
not correctly implement BSSID filtering and will pass any received frame up to higher protocol la yen;. 
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Transmitter address 
This is a 48-bit JEEE MAC address to identify the wireless interface that trans­
mitted the frame onto rhe wireless medium. The transmitter address is used only 
in wireless bridging. 

Basic Service Set TD (BSSID) 
To identify different wireless LANs in the same area, stations may be assigned to 
a BSS. In infrastructure networks, the BSSID is the MAC address used by the 
wireless interface in the access point. Ad hoc networks generate a random BSSID 
with the Universal/Local bit set to 1 to prevent conflicts with officially assigned 
MAC addresses. 

The number of address fields used depends on the type of frame. Most data frames 
use three fields for source, destination, and BSSID. The number and arrangement of 
address fields in a data frame depends on how the frame is traveling relative to the 
distribution system. Most transmissions use three addresses, \vhich is why only three 
of the four addresses are contiguous in the frame format. 

Sequence Control Field 
This 16-bit field is used for both defragmentation and discarding duplicate frames. It 
is composed of a 4-bit fragment number field and a 12-bit sequence number field, as 
shown in Figure 3-12. Sequence numbers are not used in control frames, so the 
Sequence Control field is not present. 

l 2 6 6 

Fr.ime I Duration/ 
Control ID 

Address 1 Address 2 Address 3 

4 
fra9men I number 

Figure 3-12. Sequence Control field 

l 

Seq· 
(ti 

6 

Address4 

4 ~"'[:] 
9 10 11 12 13 14 15 

Sequem, num~r 

12-----------' 

Higher-level frames are each given a sequence number as they are passed to the MAC 
for transmission. The sequence number subfield operates as a modulo-4096 counter 
of the frames transmitted. It begins at O and increments by 1 for each higher-level 
packet handled by the MAC. If higher-level packets are fragmented, all fragments 
will have the same sequence number. When frames are retransmitted, the sequence 
number is not changed. 

What differs between fragments is the fragment number. The first fragment is given a 
fragment number of 0. Each successive fragment increments the fragment number by 1. 
Retransmitted fragments keep their original sequence numbers to assist in reassembly. 
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Stations that implement the QoS extensions use a slightly different interpretation of 
the sequence control field because multiple transmit queues need to be maintained. 

Frame Body 
The frame body, also called the Data field, moves the higher-layer payload from sta­
tion to station. As originally specified, 802.11 can transmit frames with a maximum 
payload of 2,304 bytes of higher-level data. Implementations must" support larger 
frame bodies t0 accommodate additional headers for security and QoS. 802.2 LLC 
headers use 8 bytes for a maximum network protocol payload of 2,296 bytes. Pre­
venting fragmentation must be done at the protocol layer. On [P networks, Path 
MTU Discovery (RFC 1191) will prevent the transmission of frames with Data fields 
larger than 1,500 bytes. 

802.11 differs from other link layer technologies in two notable ways. First, there is 
no higher-level protocol tag in the 802. l l frame to distinguish between higher-layer 
protocol types. Higher-level protocols are tagged with a type field by an additional 
header, which is used as the start of the 802.11 payload. Second, 802.11 does not 
generally pad frames to a minimum length. Many frames used by 802.11 are short, 
and the chips and electronics used in network interfaces has progressed to the point 
where a pad is no longer necessary. 

Frame Check Sequence 
As with Ethernet, the 802.11 frame closes with a frame check sequence (FCS). The 
FCS is often referred to as the cyclic redundancy check (CRC) because of the under­
lying mathematical operations. The FCS allows stations to check the integrity of 
received frames. All fields in the MAC header and the body of the frame are included 
in the FCS. Although 802.3 and 802.11 use the same method to calculate the FCS, 
the MAC header used in 802.11 is different from the header used in 802.3, so the 
FCS must be recalculated by access points. 

When frames are sent to the wireless interface, the FCS is calculated before those 
frames are sent out over the wireless link. Receivers can then calculate the FCS from 
the received frame and compare it to the received FCS. ff the two match, there is a 
high probability that the frame was not damaged in transit. 

On Ethernets, frames with a bad FCS are simply discarded, and frames with a good 
FCS are passed up the protocol stack. On 802.11 networks, frames that pass the integ­
rity check may also require the receiver to send an acknowledgment. For example, data 
frames that are received correctly must be positively acknowledged, or they are retrans­
mitted. 802.11 does not have a negative acknowledgment for frames that fail the FCS; 
stations must wait for the acknowledgment timeout before retransmitting. 
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Encapsulation of Higher-Layer 
Protocols Within 802.11 
Like all other 802 link layers, 802.11 can transport any network-layer protocol. 
Unlike Ethernet, 802.11 relies on 802.2 logical-link control (LLC) encapsulation to 
carty higher-level protocols. Figure 3-13 shows how 802.2 LLC encapsulation is used 
to carry an IP packet. In the figure, the "MAC headers" for 802.lH and RFC 1042 
might be the 12 bytes of source and destination MAC address information on Ether­
net or the long 802.11 MAC header from the previous section. 

6 6 2 Variable 4 

Destination Source Type 

I MAC MAC 0:<0800(1P) IP packet FCS Ethernet 

802. 11, 
RFC1041 

802.11, 
801.lh 

-·· 

I 

802.3 ll(, 
802.lh 

801.3 Ll 
RFC104 

(, 
'.) 

.. 

. 

-. -· --
802.11 MAC 

heade~ 

24or30 

MAC 
headers 

. .,.-;--· 

MAC 
heade~ 

12 

MAC 
headers 

Figure 3-13. IP encapsulation in 802.11 

Ox0806 (ARP) 
.. 

1 ·······•····. .. 3 ··• .... ·.··• .. Capy 
·. ' ·... ··._ 

.. •. 
Capy-, .• Re<a/cu/ore 

SNAP SNAP Control Ethernet tunnel 
DSAP SSAP Type IP packet FCS 
OxAA OxAA Ox03 (UI) OxOO-OO-f8 

----SNAP header----
; ; ; 

SNAP SNAP Control RFC 1042 

I 
DSAP SSAP encapsulation Type IP packet FCS 
();(AA O:<AA Ox03(UI) Ox00-00-00 

: 

SNAP SNAP Control RFC 1042 
DSAP SSAP encapsulation Type IP packet FCS 
OxAA OxAA Ox03 (UI) OxOO-OO-OO 

i---802.11 MAC payload----'--------;--
, ____ SNAP header----► 

SNAP SNAP Control Ethernet tunnel 

I 
DSAP SSAP Type IP packet FCS 
OxAA ();(AA 0x03 (UI) 0x00-00-F8 

Two different methods can be used to encapsulate LLC data for transmission. One is 
described in RFC 1042, and the other in 802.lH. Both standards may go by other 
names. RFC 1042 is sometimes referred to as IETF encapsulation, while 802.lH is 
sometimes called tunnel encapsulation. 

As you can see in Figure 3-13, though, the two methods are quite similar. An Ether­
net frame is shown in the top line of Figure 3-13. It has a MAC header composed of 
source and destination MAC addresses, a type code, the embedded packet, and a 
frame check field. In the IP world, the Type code is either 0x0800 (2048 decimal) for 
IP itself, or 0x0806 (2054 decimal) for the Address Resolution Protocol (ARP). 
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Both RFC 1042 and 802.lH are derivatives of 802.2's sub-network access protocol 
(SNAP). The MAC addresses are copied into the beginning of the encapsulation frame, 
and then a SNAP header is inserted. SNAP headers begin with a destination service 
access point (DSAP) and a source service access point (SSAP). After the addresses, SNAP 
includes a Control header. Like high-level data link control (HDLC) and its progeny, 
the Control field is set to Ox03 to denote unnumbered information (Ul), a category that 
maps well to the best-effort delivery of IP datagrams. The last field inserted by SNAP is 
an organizationally unique identifier (OUI). Initially, the IEEE hoped that the 1-byte 
service access points would be adequate to handle the number of network protocols, 
but this proved to be an overly optimistic assessment of the state of the world. As a 
result, SNAP copies the type code from the original Ethernet frame. The only differ­
ence between 802.lH and RFC 1042 is the OUI used. 

At one point, many products offered the option to switch between the two encapsu­
lation standards, though this option is much less common. Microsoft operating sys­
tems default to using 802.lH for the AppleTalk protocol suite and IPX, and use RFC 
1042 for all other protocols. Most access points now conform to the Microsoft 
behavior, and no longer have an option to switch encapsulation type. In fact, the 
Microsoft encapsulation selection is so widely supported that it was part of the Wi-Fi 
Alliance's certification test suite at one point. 

Contention-Based Data Service 
The additional features incorporated in to 802.11 to add reliability lead to a confus­
ing tangle of rules about which types of frames are permitted at any point. They also 
make it more difficult for network administrators to know which frame exchanges 
they can expect to see on networks. This section clarifies the atomic exchanges that 
move data on an 802.11 LAN. (Most management frames are announcements to 

interested parties in the area and transfer information in only one direction.) 

The exchanges presented in this section are atomic, which means that they should be 
viewed as a single unit. Two distinct sets of atomic exchanges are defined by 802.11. 
One is used by the DCF for contention-based service; those exchanges are described 
in this chapter. A second set of exchanges is specified for use with the PCF for con­
tention-free services. Frame exchanges used with contention-free services are intri­
cate and harder to understand. Since very few (if any) commercial products 
implement contention-free service, these exchanges are not described . 

Frame exchanges under the DCF dominate the 802.11 l.\llAC. According to the rules of 
the DCF, all products are required to provide best-effort delivery. To implement the 
contention-based .ivlAC, stations process MAC headers for every frame while they are 
active. Exchanges begin with a station seizing an idle medium after the DIFS. 
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Broadcast and Multicast Data or Management Frames 
Broadcast and multicast frames, which can also be referred to as group frames because 
they are destined for more than one receiving station, have the simplest frame exchanges 
because there is no acknowledgment. Framing and addressing are somewhat more com­
plex in 802 .11, so the types of frames that match this rule are the following: 

• Broadcast data frames with a broadcast address in the Address 1 field 

• Multicast data frames with a multicast address in the Address 1 field 

• Broadcast management frames with a broadcast address in the Address 1 field 
(Beacon, Probe Request, and IBSS A TIM frames) 

frames destined for group addresses cannot be fragmented and are not acknowl­
edged. The entire atomic sequence is a single frame, sent according to the rules of the 
contention-based access control. After the previous transmission concludes, all sta­
tions wait for the DIFS and begin counting down the random delay intervals in the 
contention window. 

Because the frame exchange is a single-frame sequence, the NAY is set to 0. With no 
further frames to follow, there is no need to use the virtual carrier-sense mechanism 
to lock other stations out of using the medium. After the frame is transmitted, all sta­
tions wait through the DIFS and begin counting down through the contention win­
dow for any deferred frames. See Figure 3-14. 

-DIFS-

End or prior .. SI FS ... 
Dara frame exchange 

,-DIFS- Cllntention window for I next exchange Data (be/me) 
Management (be) 

NAV Prior ex<ha nge NAVnot1et {:)rime 

Figure 3-14. Broadcastfmullicast data and broadcast management atomic frame exchange 

Depending on the environment, frames sent to group addresses may have lower ser­
vice quality because the frames are not acknowledged. Some stations may therefore 
miss broadcast or multicast traffic, but there is no facility built into the MAC for 
retransmitting broadcast or multicast frames. 

Unicast Frames 
Frames that are destined for a single station are called directed data by the 802.11 
standard. This book uses the more common term unicast. Unicast frames must be 
acknowledged to ensure reliability, which means that a variety of mechanisms can be 
used to improve efficiency. All the sequences in this section apply to any unicast 
frame and thus can apply to management frames and data frames. In practice, these 
operations are usually observed only with data frames. 
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Basic positive acknowledgment (final fragment) 

Reliable transmission between two stations is based on simple positive acknowledg­
ments. Unicast data frames must be acknowledged, or the frame is assumed to be 
lost. The most basic case is a single frame and its accompanying acknowledgment, as 
shown in Figure 3-15. 

I Data Station 1 

I 
I Data 

Station2 <)Time 

SlfS 

I . 
Station I 

Never set 
NAV 

Station l Grime• 

Figure 3-15. Basic po5itive acknowledgment of data 

The frame uses the NAV to reserve the medium for the frame, its acknowledgment, 
and the intervening SIFS. By setting a long NAV, the sender locks the virtual carrier 
for the entire sequence, guaranteeing that the recipient of the frame can send the 
acknowledgment. Because the sequence concludes with the ACK, no further virtual 
carrier locking is necessary, and the NAY in the ACK is set to 0. 

Fragmentation 

Many higher-layer network protocols, including IP, incorporate fragmentation. The 
disadvantage of network-layer fragmentation is that reassembly is performed by the 
final destination; if any of the fragments are lost, the entire packet must be retrans­
mitted. Link layers may incorporate fragmentation to boost speed over a single hop 
with a small MTU: 802.11 can also use fragmentation to help avoid interference. 
Radio interference is often in the form of short, high-energy bursts and is frequently 
synchronized with the AC power line. Breaking a large frame into small frames 
allows a larger percentage of the frames to arrive undamaged. The basic fragmenta­
tion scheme is shown in Figure 3-16. 

The last two frames exchanged arc the same as in the previous sequence, and the 
NAY is set identically. However, all frames prior to the penulrimate frame use the 
NAY to lock the medium for the next frame. The first data frame sets the NAY for a 
long enough period to accommodate its ACK, the next fragment, and the acknowl­
edgment following the next fragment. To indicate that it is a fragment, the MAC sets 
the More Fragments bit in the frame control field to 1. All non final ACKs continue to 
extend the lock for the next data fragment and its ACK. Subsequent data frames then 

• This is the approach used by Multi-link PPP (RFC 1990). 
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Figure 3-16. Fragmentation 
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continue to lengthen the NAV to include successive acknowledgments until the final 
data frame, which sets the More Fragments bit to 0, and the final ACK, which sets 
the NAV to 0. No limit is placed on the number of fragments, but the total frame 
length must be shorter than any constraint placed on the exchange by the PHY. 

Fragmentation is controlled by the fragmentation threshold parameter in the MAC. 
Most network card drivers allow you to configure this parameter. Any frames larger 
than the fragmentation threshold are fragmented in an implementation-dependent 
way. Network administrators can change the fragmentation threshold to tune net­
work behavior. Higher fragmentation thresholds mean that frames are delivered with 
less overhead, but the cost to a lost or damaged frame is much higher because more 
data must be discarded and retransmitted. Low fragmentation thresholds have much 
higher overhead, but they offer increased robustness in the face of hostile conditions. 

RTS/CTS 

To guarantee reservation of the medium and uninterrupted data transmission, a sta­
tion can use the RTS/CTS exchange. Figure 3-17 shows this process. The RTS/CTS 
exchange acts exactly like the initial exchange in the fragmentation case, except that 
the RTS frame does not carry data. The NAY in the RTS allows the CTS to com­
plete, and the CTS is used to reserve access for the data frame. 

RTS/CTS can be used for all frame exchanges, none of them, or something in 
between. Like fragmentation, RTS/CTS behavior is controlled by a threshold set in 
the driver sofovare. Frames larger than the threshold are preceded by an RTS/CTS 
exchange to clear the medium, while smaller frames are simply transmitted. 
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Figure 3-17. RTSICTS lockout 
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I' RTS/CTS with fragmentation 
"- In practice, the RTS/CTS exchange is often combined with fragmentation 

(Figure3-18). Fragmented frames are usually quite long and thus benefit from the use 
j of the RTS/CTS procedure to ensure exclusive access to the medium, free from conten-
L_ tion from hidden nodes. Some vendors set the default fragmentation threshold to be 

identical to the default RTS/CTS threshold. 

l_ 

r 
L 

! .... 

L 
L,_ 

· .... 

L 

Data Station 1 
Station 2 

NAV Station I 
Station 2 

SIFS 

Data fragment 1 

SIFS 

Figure 3-18. RTSICTS with fragmentation 
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The most power-hungry components in RF systems are the amplifiers used to boost 
a signal immediately prior to transmission and to boost the received signal to an 
intelligible level immediately after its reception. 802.11 stations can maximize bat­
tery life by shutting down the radio transceiver and sleeping periodically. During 
sleeping periods, access points buffer any unicast frames for sleeping stations. These 
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frames are announced by subsequent Beacon frames. To retrieve buffered frames, 
newly awakened stations use PS-Poll frames. 

An access point that receives a PS-Poll frame may respond with the requested data 
immediately, or at its leisure when circumstances permit. In some cases, the PS-Poll 
response is determined by the 802.11 chipset vendor in the AP. Some chipset ven­
dors support both modes, while others support only one. 802. 11 only requires that 
one method be supported; both approaches are equally standards-compliant. 

Immediate response 

Access points can respond immediately to the PS-Poll. After a short interframe space, 
an access point may transmit the frame. Figure 3-19 shows an implied NAV as a 
resulc of the PS-Poll frame. The PS-Poll frame contains an Association ID in the 
Duration/ID field so that the access point can determine which frames were buffered 
for the mobile station. However, the .MAC specification requires all stations receiv­
ing a PS-Poll to update the NA V with an implied value equal to a short interframe 
space and one ACK. Although the NA V is too short for the data frame, the access 
point acquires that the medium and all stations defer access for the entire data frame. 
At the conclusion of the data frame, the NAV is updated to reflect the value in the 
header of the data frame. 

SIFS 

Data Sration • 
A rcess poinr Data C)Time 

SIFS 

NAV Station 
Acmspoint 

Medium seiied 
, / by data frame 
-i 

Data C)Time 

Figure 3-19. Immediate PS-Poll response 

If the buffered frame is large, it may require fragmentation. Figure 3-20 illustrates an 
immediate PS-Poll response requiring fragmentation. Like all other stations, access 
points typically have a configurable fragmentation threshold. 

Deferred response 

Instead of an immediate response, access points can also respond with a simple 
acknowledgment. This is called a def erred response because the access point 
acknowledges the request for the buffered frame but does not act on it immediately. 
One of the advantages of using deferred response is that the software on the access 
point is somewhat easier to implement because the acknowledgment can be 
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Figure 3-20. Immediate PS-Poll response with fragmentation 
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transmitted immediately by the chipset firmware, and the buffered data may be 
queued for transmission normally. 

A station requesting a frame with a PS-Poll must stay awake until it is delivered. 
Under contention-based service, however, the access point can deliver a frame at any 
point. A station cannot return to a low-power mode until it receives a Beacon frame 
in which its bit in the traffic indication map (TIM) is clear. 

Figure 3-21 illustrates this process. In this figure, the station has recently changed 
from a low-power mode to an active mode, and it notes that the access point has 
buffered frames for it. It transmits a PS-Poll to the access point to retrieve the buff­
ered frames. However, the access point may choose to defer its response by transmit­
ting only an ACK. At this point, the access point has acknowledged the station's 
request for buffered frames and promised to deliver them at some point in the future. 
The station must wait in active mode, perhaps through several atomic frame 
exchanges, before the access point delivers the data. A buffered frame may be sub­
ject to fragmentation, although Figure 3-21 does not illustrate this case. 

Dnta 5/alion 
Access poinr 

NAV Station 
Acrmpaint 

Plll'l " ':'"'!"'I~ 

SIFS 

Figure 3-21. Deferred PS-Poll respon5e example 
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L After receiving a data frame, the station must remain awake until the next Beacon is 
transmitted. Beacon frames only note whether frames are buffered for a station and 
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have no way of indicating the number of frames. Once the station receives a Beacon 
frame indicating that no more traffic is buffered, it can conclude that it has received 
the last buffered frame and return to a low-power mode. 

Multirate Support 
Network technologies that operate at a variety of different speeds must have a 
method of negotiating a mutually acceptable data rate. Speed negotiation is particu­
larly that are available to stations. Stations may also change speed frequently in 
response to rapid changes in the radio environment. I\;, the distance between sta­
tions varies, the speed will vary as well. Stations must adapt to the changing environ­
ment by altering transmission speed as necessary. As with many other protocol 
features, the 802.11 standards do not specify how a rate is selected. General rules are 
laid down by the s tandard, and vendors have a great deal of f~eedom in implement­
ing the details. There are a few general rules that are required of all stations: 

1. Every station maintains a list of operational rates, which is the list of rates that 
are supported by both the station and the BSS serving it. (A BSS typically corre­
sponds to an access point, but newer products may offer the ability to customize 
operational rates on a "virtual AP" basis.) No frames may be transmitted at a 
rate that is higher than any rate in the operational rate set. 

2. Every BSS must also maintain a basic rate set, which is a· list of data rates that 
must be supported by every station joining the BSS. Any frame sent to a group 
receiver address must be transmitted at a basic rate, ensuring that all stations can 
demodulate it correctly. 

3. Control frames that start a frame exchange, such as RTS and CTS frames, must 
also be transmitted at one of the rates in the basic rate set. ·This rule ensures that 
a station which must transmit a CTS frame in response to an RTS frame can do 
so at the same rate. 

- Control frames may be used in a backwards-compatiblity mode called 
protection (see Chapter 14). Protection mode is intended to prevent interfer­
ence between a station supporting only an older, slower radio modulation 
and a newer station that supports faster radio modulations. Protection 
frames must be transmitted using older modulations if there are stations 
incapable of using newer modulations in the area. 

4. Frames destined for a single station will have a unicast destination address in the 
Address 1 field of the frame. Unicast frames can be transmitted at any rate which 
is known to be supported by the destination. Selection of the data rate is not 
specified by any 802.11 standard. 

- Frames used in the contention-free period (see Chapter 9) may serve multi­
ple purposes. If a frame includes an ACK, it is intended for the previous 
transmitter rather than the frame recipient. The uansmitter must ensure that 
the frame is transmitted at a rate supported by both the receiver and the sta­
tion the ACK is intended for. 
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5. Response frames, such as acknowledgments or CTS frames, must be transmit­
ted at a rate in the basic rate set, but no faster than the initial frame in the 
sequence was transmitted. Response frames must use the same modulation as 
the initial frame (DSSS, CCK, or OFDM).' 

Rate selection and fallback 

Every 802.11 interface on the market supports some sort of rate fallback mechanism, 
which steps down the data rate in response to adverse network conditions. Rate selec­
tion behavior also determines when a card determines that it should upgrade its data 
rate due to improved link quality. Exactly how an 802.11 station determines it should 
go to a lower rate (or a higher rate) is not specified, so the implementation of rate selec­
tion is left to chipset vendors. Nearly every chipset has its own rate selection mecha­
nism, and as a result, most 802.11 interfaces behave differently. Rate selection behavior 
is programmable, and is controlled by the code that runs the interface. It may be 
altered by driver version changes or firmware changes to an interface. 

The most common algorithms used to determine when to change the data rate 
depend on some loose measurement of signal quality. Signal quality may be mea­
sured directly by the signal-to-noise ratio, or indirectly by observing how many 
frames require retransmission. Direct measurements of signal-to-noise ratios may be 
an instantaneous measurement of the last frame, or they may be averaged over some 
recent period or number of recently received frames. Some chipsers use a direct mea­
surement of signal-to-noise ratio, but will convert it into a "signal quality" measure­
ment first. As, the signal quality drops, the chip reduces the data rate to compen~ate.t 

Indirect measurements may monitor instantaneous or average frame loss, and compen­
sate appropriately. A simple algorithm using indirect measurement is "if the frame is 
lost and the frame retry counter is exhausted, step down to the next data rate and try 
again; repeat until the frame is delivered or the slowest data rate is unable to success­
fully deliver." Chipsets that perform indirect signal quality measurements may make 
some modifications to avoid a time-consuming step down through all the rates sup­
ported by the PHY, especially since recent chipsets support a great number of rates, 
and the time to retry at the slower rates is extremely time-consuming. 

Frame Processing and Bridging 
At the core, a wireless access point is a glorified bridge that translates frames 
between a wireless medium and a wired medium. Although 802.11 does not place 

• This is not always strictly obeyed. One chipset vendor always tries w transmit ACK frames at 24 Mbps 
because it is usually the highest mandatory data rate. 

t The signal quality measurement is often used to make roaming decisions when stations move between APs, 
though no standard specifies how or even whether signal quality is an input co the algorithm. 
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any constraint on the wired medium's technology, I am not aware of an access point 
that does not use Ethernet. Most access points are designed as 802.11-to-Ethernet 
bridges, so it is important to understand the way that frames are transferred between 
the two media. See Figure 3-22. 

802. lX frame filtering ....... 

LLUSNAP 

Power-save : Replay processing and Ethernet header 
buffering detection translation 

, - I 

Sequence 
Integrity FCS calculation number 

assignment validation .. or validation 

RSN integrity 
check 

Defragmentation 
(Reassembly) 

Wired interface 

Fragmentation 
and fragment 

number assignment 
Decryption 

Frame encryption Duplicate frame/ 

Frome flow from fragment filtering Fmme flow from 
wired to wireless wireless ro wired 

MAC header and MAC header and 
CRC CRC validatlon 

PLCP header PLCP validation 

Wireless transmission Wireless reception 

Figure 3-22. Translating frames between a wireless and a wired medium 

Wireless Medium to Wired Medium (802.11 to Ethernet) 
When a frame is received on the wireless interface of an access point bound for the 
wired network, the access point must bridge the frame between· the two media. Infor­
mally, this is the series of tasks performed by the access point: 

l. When a frame is received at the access point, it first checks for basic integrity. 
Physical layer headers that are discussed in the chapters for their respective phys­
ical layers are checked, and the FCS on the 802.11 frame is validated. 

2. After verifying that the frame was likely received without error, the access point 
checks whether it should process the frame further. 

a. Frames sent to an access point have the MAC address of the AP (the BSSID) 
in the Address 1 field of the 802.11 MAC header. Frames that do not match 
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the BSSID of the AP should be discarded. (This step is not implemented by 
many products.) 

b. The 802.11 MAC detects and removes duplicate frames. Frames may be dupli­
cated for a variety of reasons, but one of the most common is that the 802.11 
acknowledgment is lost or corrupted in transit. To simplify higher-level pro­
cessing, the 802.11 l'vfAC is responsible for filtering out duplicate frames. 

3. Once the access point determines the frame should be processed further, it must 
decrypt frames protected by a link layer security algorithm. Derails of the 
decryption can be found in subsequent chapters on security. 

4. Once the frame is successfully decrypted, it is checked to see if it is a constituent 
fragment of a larger frame that requires reassembly. Reassembled frames are sub­
ject to integrity protection on the whole reassembled unit, rather than the indi­
vidual components. 

5. If the AP should bridge the frame, as determined by the BSSID check in step 2a, 
the relatively complex wireless MAC header is translated into the simple Ether­
net MAC header. 

a. The destination address, which is found in the Address 3 field of the 802. l 1 
MAC header, is copied to the Ethernet destination address. 

b. The source address, which is found in the Address 2 field of the 802.11 
MAC header, is copied to the Ethernet source address. 

c. The Ethernet type code is copied from the SNAP header in the 802.11 Data 
field to the Type code in the Ethernet frame. If the Ethernet frame uses 
SNAP as well, the entire SNAP header can be copied. 

d. Sequence information is used in fragmentation reassembly, but is discarded 
when the frame is bridged. 

e. When quality of service processing is standardized, the QoS mapping from 
the wireless interface to the wired interface will occur here. For the moment, 
though, it sufficies to say that it may take the form of an 802.1 p prioritiza­
tion bit on the wired frame, or some other form of control. 

6. The FCS is recalculated. Both Ethernet and 802. 11 use the same algorithm to 
calculate the FCS, but the 802.11 frame has several extra fields that are pro­
tected by the FCS. 

7. The new frame is transmitted on the Ethernet interface. 

Wired Medium to Wireless Medium (Ethernet to 802.11) 
Bridging frames from the wired side of an access point to the wireless medium is 
quite similar to the reverse process: 
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1. After validating the Ethernet FCS, the access point first checks that a received 
frame should be processed further by checking that the destination address 
belongs to a station currently associated with the access point. 

2. The SNAP header is prepended to the data in the Ethernet frame. The higher­
level packet is encapsulated within a SNAP header whose Type code is copied 
from the Ethernet type code. If the Ethernet frame uses SNAP as well, the entire 
SNAP header can be copied. 

3. The frame is scheduled for transmission. 802.11 includes complex powersaving 
operations that may cause an access point to hold the frame in a buffer before plac­
ing it on the transmit queue. Powersaving operations are described in Chapter 8. 

4. Once a frame has been queued for transmission, it is assigned a sequence num­
ber. The resulting data is protected by an integrity check, if required. If fragmen­
tation is required, the frame will be split according to the configured 
fragmentation threshold. If the frame is fragmented, fragment numbers in the 
Sequence Control field will also be assigned. 

5. If frame protection is required, the body of the frame (or each fragment) is 
encrypted. 

6. The 802.11 :MAC header is constructed from the Ethernet MAC header. 

a. The Ethernet destination address is copied to the Address 1 field of the 802 .11 
MAC header. 

b. The BSSID is placed in the Address 2 field of the MAC header, as the sender 
of the frame on the wireless medium. 

c. The source address of the frame is copied to the Address 3 field of the MAC 
header. 

d. Other fields in the 802.11 :MAC header are filled in. The expected transmis­
sion time will be placed in the Duration field and the appropriate flags are 
filled in in the Frame Control field. 

7. The FCS is recalculated. Both Ethernet and 802.11 use the same algorithm to 
calculate the FCS, but the 802.11 frame has several extra fields that are pro­
tected by the FCS. 

8. The new frame is transmitted on the 802.11 interface. 

Quality of Service Extensions 
Quality of service extensions may affect the order in which frames are transmitted, 
but it does not alter the basic path that a frame takes through the 802.11 MAC. 
Rather than using a single transmit queue, the 802.1 le quality of service extensions 
will have multiple transmit queues operating at steps 4, 5, and 7 of the wired-to-wire­
less bridging procedure described above. At each of those steps, frames are pro­
cessed in a priority order that can be affected by the contents of the frame and locally 
configured prioritization rules. 
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CHAPTER4 

802.11 Framing in Detail 

Chapter 3 presented the basic frame structure and the fields that comprise it, but it 
did not go into detail about the different frame types. Ethernet framing is a simple 
matter: add a preamble, some addressing information, and tack on a frame check at 
the end. 802.11 framing is much more involved because the wireless medium 
requires several management features and corresponding frame types not found in 
wired networks. 

Three major frame types exist. Data frames are the pack horses of 802.11, hauling 
data from station co station. Several different data frame flavors can occur, depend­
ing on the network. Control frames are used in conjunction with data frames to per­
form area-clearing operations, channel acquisition and carrier-sensing maintenance 
functions, and positive acknowledgment of received data. Control and data frames 
work in conjunction to deliver data reliably from station to station. Management 
frames perform supervisory functions; they are used to join and leave wireless net­
works and move associations from access point to access point. 

This chapter is intended to be a reference. There is only so much life any author can 
breathe into framing details, no matter how much effort is expended to make the 
details interesting. Please feel free to skip this chapter in its entirety and flip back 
when you need in-depth information about frame structure. With rare exception, 
detailed framing relationships generally do not fall into the category of "something a 
network administrator needs to know." This chapter tends to be a bit acronym­
heavy as well, so refer to the glossary at the back of the book if you do not recognize 
an acronym. 

Data Frames 
Data frames carry higher-level protocol data in the frame body. Figure 4-1 shows a 
generic data frame. Depending on the particular type of data frame, some of the 
fields in the figure may not be used . 
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Figure 4-1. Generic data frame 

The different data frame types can be categorized according to function. One such 
distinction is between data frames used for contention-based service and those used 
for contention-free service. Any frames that appear only in the contention-free period 
can never be used in an IBSS. Another possible division is between frames that carry 
data and frames that perform management functions. Table 4-1 shows how frames 
may be divided along these lines. Frames used in contention-free service are dis­
cussed in detail in Chapter 9. 

Table 4-1. Categorization of data frame types 

Frame type 

Data 

Oata+CF-Ack 

Oata+CF-Poll 

Data+CF-Ack+CF-Poll 

Null 

CF-Ack 

CF-Poll 

CF-Ack+CF-Poll 

Frame Control 

Contention-based 
service 

✓ 

✓ 

Contention-free 
service 

✓ 

AP only 

AP only 

✓ 

✓ 

AP only 

AP only 

Carries data Does not carry data 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

All the bits in the Frame Control field are used according to the rules described in 
Chapter 3. Frame Control bits may affect the interpretation of other fields in the 
MAC header, though. Most notable are the address fields, which depend on the 
value of the ToDS and FromDS bits. 

Duration 
The Duration field carries the value of the Network Allocation Vector (NAV). Access 
to the medium is restricted for the time specified by the NA V. Four rules specify the 
setting for the Duration field in data frames: 

1. Any frames transmitted during the contention-free period set the Duration field to 
32,768. Naturally, this applies to any data frames transmitted during this period. 

2. Frames transmitted to a broadcast or multicast destination (Address 1 has the 
group bit set) have a duration of 0. Such frames are not part of an atomic 
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exchange and are not acknowledged by receivers, so contention-based access to 

the medium can begin after the conclusion of a broadcast or multicast data 
frame. The NA V is used to protect access to the transmission medium for a 
frame exchange sequence. With no link-layer acknowledgment following the 
transmission of a broadcast or multicast frame, there is no need to lock access to 
the medium for subsequent frames. 

3. If the More Fragments bit in the Frame Control field is 0, no more fragments 
remain in the frame. The final fragment need only reserve the medium for its own 
ACK, at which point contention-based access resumes. The Duration field is set to 

the amount of time reqwred for one short inter&-ame space and the fragment 
acknowledgment. Figure 4-2 illustrates this process. The penultimate fragment's 
Duration field locks access to the medium for the transmission of the last fragment. 

Station 1 Last fragment 

Shltionl 

NAV Second to last fragment 

SIFS 

~ -

DIFS 

SIFS 

Figure 4-2. Duration setting on final fragment 

Contention window 

♦ 

4. If the More Fragments bit in the Frame Control field is set to 1, more fragments 
remain. The Duration field is set to the amount of time required for transmission of 
two acknowledgments, plus three short inter&-ame spaces, plus the time required 
for the next fragment. In essence, nonfinal fragments set the NAV just like an RTS 
would (Figure 4-3); for this reason, they are referred to as a virtual RTS . 

SIFS 

Station I j Fragment X I 1 1 Fragment X+ 1 I 

Sta#onl -•· -·- ~ 
SIFS SIFS ( 

_________ l+Miiiifai:·iiH::ii!MiiH::ii:iiMUiiMIII ~ NA.V 

Figure 4-3. Duration settings on nonfinal fragment 
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Addressing and OS Bits 
The number and function of the address fields depends on which of the distribution 
system bits are set, so the use of the address fields indirectly depends on the type of 
network deployed. Table 4-2 summarizes the use of the address fields in data frames. 
The fourth address field is only used by wireless bridges, and is therefore relatively 
uncommon. 

Table 4-2. Use of the address fields in data frames 

Address2 
Function ToDS FromDS Address 1 (receiver) (transmitter) Address 3 Address4 

IBSS 0 0 DA SA BSSID Not used 

To AP (infra.) 1 0 B551D SA DA Not used 

From AP (infra.) 0 1 DA BSSID SA Not used 

WDS (bridge) 1 1 RA TA DA SA 

Address 1 indicates the receiver of the frame. In many cases, the receiver is the desti­
nation, but not always. The destination is the station that will process the network­
layer packet contained in the frame; the receiver is the station that will attempt to 
decode the radio waves into an 802.11 frame. If Address 1 is set to a broadcast or 
multicast address, the BSSID is also checked. Stations respond only to broadcasts 
and multicasts originating in the same basic service set (BSS); they ignore broadcasts 
and multicasts from different BSSIDs.' Address 2 is the transmitter address and is 
used to send acknowledgments. Transmitters are not necessarily senders. The sender 
is the frame that generated the network-layer protocol packet in the frame; the trans­
mitter put the frame on to the radio link. The Address 3 field is used for filtering by 
access points and the distribution system, but the use of the field depends on the par­
ticular type of network used. 

In the case of an IBSS, no access points are used, and no distribution system is 
present. The transmitter is the source, and the receiver is the destination. All frames 
carry the BSSlD so that stations may check broadcasts and multicasts; only stations 
that belong to the same BSS will process broadcasts and multicasts. In an IBSS, the 
BSSID is created by a random-number generator. 

802.11 draws a distinction between the source and transmitter and a parallel distinc­
tion between the destination and the receiver. The transmitter sends a frame on to 
the wireless medium but does not necessarily create the frame. A similar distinction 
holds for destination addresses and receiver addresses. A receiver may be an interme­
diate destination, but frames are processed by higher protocol levels only when they 
reach the destination. 

• Nm all cards perform rhjs BS SID filtering corre<:tly. Many produces will pass all broadcasts up co higher pro­
tocol layers without validating the BSSID first. 
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The BSSID 
Each BSS is assigned a BSSID, a 48-bit binary identifier that distinguishes it from other 
BSSs throughout the network. The major advantage of the BSSID is filtering. Several 
distinct 802.11 networks may overlap physically, and there is no reason for one net­
work to receive link-layer broadcasts from a physically overlapping network. 

In an infrastructure BSS, the BSSID is the :MAC address of the wireless interface in the 
access point creating the BSS. IBSSs must create BSSIDs for networks brought into 
existence. To maximize the probability of creating a unique address, 46 random bits 
are generated for the BSSID. The Universal/Local bit for the new BSSID is set to 1, indi­
cating a local address, and the Individual/Group bit is set to 0. For two distinct IBSSs 
to create the same BSSID, they would need to generate an identical random 46 bits. 

One BSSID is reserved. The all-ls BSSID is the broadcast BSSID. Frames that use the 
broadcast BSSID pass through any BSSID filtering in the MAC. BSSID broadcasts are 
used only when mobile stations try to locate a network by sending probe requests. In 
order for probe frames to detect the existence of a network, they must not be filtered 
by the BSSID filter. Probe frames are the only frames allowed to use the broadcast 
BSSID. 

To expand on these distinctions, consider the use of the address fields in infrastruc-
._ tun: networks. Figure 4-4 shows a simple network in which a wireless client is con­

nected to a server through an 802.11 network. Frames sent by the client to the server 
use the address fields as specified in the second line of Table 4-2. 

' "---

L 

L... 

'--

SA/TA RA (BSSID) 
D5 

DJ-! ) ) ) ) ~ AP 

~ 
Client 

Server 

Figure 4-4. Address field usage in frames to the distribution system 

In the case of frames bound for a destination on the distribution system, the client is 
both source and transmitter. The receiver of the wireless frame is the access point, but 
the access point is only an intermediate destination. \Vhen the frame reaches the access 
point, it is relayed to the distribution system to reach the server. Thus, the access point 
is the receiver, and the (ultimate) destination is the server. In infrastructure networks, 
access points create associated BSSs with the address of their wireless interfaces, which 
is why the receiver address (Address 1) is set to the BSSJD. 
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When the server replies to the client, frames are transmitted to the client through the 
access point, as in Figure 4-5. This scenario corresponds to the third line in Table 4-2. 

RA/DA 

!]15 
Client 

TA (BSSID) 
) ) ) ) 

AP 

IDS 

Figure 4-5. Address field usage in frames from the distribution system 

Server 

Frames are created by the server, so the server's MAC address is the source address 
for frames. When frames are relayed through the access point, the access point uses 
its wireless interface as the transmitter address. As in the previous case, the access 
point's interface address is also the BSSID. Frames are ultimately sent to the client, 
which is both the destination and receiver. 

The fourth line in Table 4-2 shows the use of the address fields in a wireless distribu­
tion system (WDS), which is sometimes called a wireless bridge. In Figure 4-6, two 
wired nenvorks are joined by access points acting as wireless bridges. Frames bound 
from the client to the server traverse the 802. l 1 WDS. The source and destination 
addresses of the wireless frames remain the client and server addresses. These frames, 
however, also identify the transmitter and receiver of the frame on the wireless 
medium. For frames bound from the client to the server, the transmitter is the client­
side access point, and the receiver is the server-side access point. Separating the source 
from the transmitter allows the server-side access point to send required 802.11 
acknowledgments to its peer access point without interfering with the wired link layer. 

[J/ sA 
~ 

Client AP 

Figure 4-6. Wireless distribution system 
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Variations on the Data Frame Theme 
802.11 uses several different data frame types. Variations depend on whether the ser­
vice is contention-based or contention-free. Contention-free frames can incorporate 
several functions for the sake of efficiency. Data may be transmitted, but by chang­
ing the frame subtype, data frames in the contention-free period may be used to 

acknowledge other frames, saving the overhead of interframe spaces and separate 
acknowledgments. Here are the different data frame types that are commonly used: 

Data 
Frames of the Data subtype are transmitted only during the contention-based 
access periods. They are simple frames with the sole purpose of moving the 
frame body from one station to another. 

Null 
Null frames' are a bit of an oddity. They consist of a MAC header followed by 
the FCS trailer. In a traditional Ethernet, empty frames would be extraneous 
overhead; in 802. 11 networks, they are used by mobile stations to inform the 
access point of changes in power-saving status. When stations sleep, the access 
point must begin buffering frames for the sleeping station. If the mobile station 
has no data to send through the distribution system, it can use a Null frame with 
the Power Management bit in the Frame Control field set. Access points never 
enter power-saving mode and do not transmit Null frames. Usage of Null frames 
is shown in Figure 4-7. 

tJ]3 
~ 
Mobile station 

u 
Access point 

Header ~ 7=:)!::I ~ ul/frome;PM=I 

Frame control 

t 
Po~r 

management = 1 

Figure 4-7. Data frame of subtype Null 

Mobile station is mting, / I begin buffering frames 

/K 

• To indicate that Null is used as the frame type from the specification rather than the English word, it is cap­
italized. This convention will be followed throughout che chapter. 

Data Frames I 73 

AXW-2015-096



Several other frame types exist for use within the contention-free period. However, 
contention-free service is not widely implemrnted; the discussion of the contention­
free frames (Data+CF-Ack, Data+CF-Poll, Data+CF-Ack+CF-Poll, CF-Ack, CF-Poll, 
and CF-Ack+CF-Poll) can be found in Chapter 9. 

Applied Data Framing 
The form of a data frame can depend on the type of network. The actual subtype of 
the frame is determined solely by the subtype field, not by the presence or absence of 
other fields in the frame. 

IBSS frames 

Jn an IBSS, three address fields are used, as shown in Figure 4-8. The first address 
identifies the receiver, which is also the destination address in an IBSS. The second 
address is the source address. After the source and destination addresses, data frames 
in an IBSS are labeled with the BSSID. When rhe wireless MAC receives a frame, it 
checks the BSSID and passes only frames in the station's current BSSID to higher 
protocol layers. 

byre, l l 

Frame Duration 
Control 10 

bits l 

6 

Receiver address/ 
Destination address 

2 

. . . · ~ I : : ; ~,:J ~ '. : : I i I ;;"jh~!7 
1 1-1 LL..:...J -1_1_, 

6 6 2 

Se<i· 
ctl 

4 

~urce address BSSID 

Prororol Tipe~dm 
0 0 0 1 

Sub type ToDS IFromOSI More I Retr) I Pwr I More IProtmedl Order 
0 O Frag Mgmt Data ft,m, 

Figure 4-8. TBSS data frame 

IBSS data frames have the subtype data or Null; the latter is used only to communi­
cate power management state. 

Frames from the AP 

Figure 4-9 shows the format of a frame sent from an access point to a mobile station. 
As in all data frames, the first address field indicates the receiver of the frame on the 
wireless network, which is the frame's destination. The second address holds the 
transmitter address. On infrastructure networks, the transmitter address is the 
address of the station in the access point, which is also the BSSID. Finally, the frame 
indicates the source MAC address of the frame. The split between source and trans­
mitter is necessary because the 802.11 MAC sends acknowledgments ro the frame's 
transmitter (the access point), but higher layers send replies to the frame's source. 
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bytes l 2 6 

Frame Duration DA/RA 
Control ID 

bits I 2 2 

Pmtoml Type=data 
0 0 0 1 

6 6 2 0- 2,312 4 

TA(BSSIO) SA Seq• Frame ~ ell Body 

4 --1-1-1-1-1_1 __ 1 1 

Sub type ToDS fromDS More 
0 

0/JOO: Data 
1000:Vata+ CF-ACK 
0100: Dato+ CF· Poll 
1100:Dato+ CF ·ACK+ CF-Poll 
1010:CF • AC!( 
0110'CF·Po/l 
1110:Cf-ACK +CF-Poll 

1 frag 
Retry Pwr More Protected Order 

Mgmt Data frame 

Figure 4-9. Data frames from the AP 

Nothing in the 802.11 specification forbids an access point from transmitting Null 
frames, but there is no reason co transmit them. Access points are forbidden from 
using the power-saving routines, and they can acknowledge Null frames from sta­
tions without using Null frames in response. In practice, access points send Data 
frames during the contention-based access period, and they send frames incorporat­
ing the CF-Poll feature during the contention-free period. 

Frames to the AP 

Figure 4-10 shows the format of a frame sent from a mobile station in an infrastruc­
ture network to the access point currently serving it. The n:ceiver address is the 
BSSID. In infrastructure networks, the BSSlD is taken from the MAC address of the 
network station in the access point. Frames destined for an access point take their 
source/transmitter address from the network interface in the wireless station. Access 
points do not perform filtering, but instead use the third address to forward data to 
the appropriate location in the distribution system. 

Frames from the distribution system have the ToDS bit set, but the FromDS bit is 0. 
Mobile stations in an infrastructure network cannot become the point coordinator, and 
thus never send frames that incorporate the contention-free polling (CF-Poll) functions. 

Frames in a WDS 

When access points are deployed in a wireless bridge (or WDS) topology, all four 
address fields are used, as shown in Figure 4-11. Like all other data frames , WDS 
frames use the first address for the receiver of the frame and the second address for 
the transmitter. The MAC uses these two addresses for acknowledgments and con­
trol traffic, such as RTS, CTS, and ACK frames. Two more address fields are neces­
sary to indicate the source and destination of the frame and distinguish them from 
the addresses used on the wireless link. 

Data Frames I 75 

AXW-2015-098



byres 1 2 6 6 
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1 1-1 lL..:.J -1-1 
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DA Seq­
ctl 

_,_ 1 
Protocol 

I 
Type=data I Sub type 

0 0 0 1 
To OS I from 0s1 More I Retry I Pwr I More I Protected I Orda 

1 o ffag Mgmt Data , frame 

0000:Doto 
1 ooo: Doro+ a: -ACK 
0010:Nu// 
1010:CF-ACK (no dara} 

Figure 4-10. Data frames to the AP 

,. bylfl2 2 6 v 

frame IDurationj RA 
Control ID 

TA I 

6 

DA 

7 6 0-2,312 4 

I Seq- I SA Ir:' J[[:J cd 

bit, I l 2 4 1-1-1-1-1-1_1 

Protocol I Type= data 
0 0 0 1 

Subtype I ToOS ,F,omOSI More Retry Pwr More Protected / Otder 
I 1 frag Mgmt Data frame 

Figure4-ll. WDSframes 

On a wireless bridging link, there are no mobile stations, and the contention-free 
period is not used. Access points are forbidden to enter power;-saving modes, so the 
power management bit is always set to 0. 

Encrypted frames 

Frames protected by link layer security protocols are not new 1frame types. When a 
frame is handled by encryption, the Protected Frame bit in the Frame Control field is 
set to 1, and the Frame Body field begins with the appropriate 'cryptographic header 
described in Chapters 5 or 7, depending on the protocol. 

Control Frames 
Control frames assist in the delivery of data frames. They administer access to the 
wireless medium (but not the medium itself) and provide MAC-layer reliability 
functions. 

Common Frame Control Field 
All control frames use the same Frame Control field, which is s~own in Figure 4-12. 
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bits 2 - 2 - 4 
0 1 2 3 4 5 6 7 8 
Protocol Type= roJTtrol Subtype ToDS 
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Figure 4-12. Frame Control field in control frames 

Protocol version 

9 
FromDS 

D 

10 11 12 13 14 15 
More Retl')I Pwi More Prote(led Order 
Frag Mgmt data Frame 

D 0 0 0 0 0 

The protocol version is shown as O in Figure 4-12 because that is currently the 
only version. Other versions may exist in the future. 

Type 
Control frames are assigned the Type identifier 01. By definition, all control 
frames use this identifier. 

Subtype 
This field indicates the subtype of the control frame that is being transmitted. 

ToDS and FromDS bits 
Control frames arbitrate access to the wireless medium and thus can only origi­
nate from wireless stations. The distribution system does not send or receive 
control frames, so these bits are always 0. 

More Fragments bit 
Control frames are not fragmented, so this bit is always 0. 

Retry bit 
Control frames are not queued for retransmission like management or data 
frames, so this bit is always 0. 

Power Management bit 
This bit is set to indicate the power management state of the sender after conclu­
sion of the current frame exchange. 

More Data bit 
The More Data bit is used only in management and data frames, so this bit is set 
to O in control frames. 

Protected Frame bit 
Control frames may not be encrypted. Thus, for control frames, the Protected 
Frame bit is always 0. 

Order bit 
Control frames are used as components of atomic frame exchange operations 
and thus cannot be transmitted out of order. Therefore, this bit is set to 0. 

Request to Send (RTS) 
1.- RTS frames are used to gain control of the medium for the transmission of "large" 

frames, in which "large" is defined by the RTS threshold in the network card driver. 

'-
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Access to the medium can be reserved only for unicast frames; broadcast and multi­
cast frames are simply transmitted. The format of the RTS frame is shown in 
Figure 4-13. Like all-control frames, the RTS frame is all header. No data is transmit­
ted in the body, and the FCS immediately follows the header. 

MAC header 
bytes 2 2 6 6 4 

Frame I Duration I Receiver Addr51 

I 
Transmitter Address 

I 
FCS 

Control 

bitJ 2 2 4 1 1-1-1-1-1_1 1 
0 I 2 3 4 s 6 7 8 9 10 11 12 13 14 

15 I 
Protocol Type= control Sub type= RTS To OS From OS More Retry Pwr More Protected Order Frag Mgmt Data frame 
0 0 1 0 1 1 0 1 0 0 0 0 0 0 0 

Figure 4-13. RTS frame 

Four fields make up the MAC header of an RTS: 

Frame Control 
There is nothing special about the Frame Control field. The frame subtype is set 
to 1011 to indicate an RTS frame, but otherwise, it has all the same fields as 
ocher control frames. (The most significant bits in the 802.11 specification come 
at the end of fields, so bit 7 is the most significant bit in the subtype field.) 

Duration 
An RTS frame attempts to reserve the medium for an entire frame exchange, so 
the sender of an RTS frame calculates the time needed for the frame exchange 
sequence after the RTS frame ends. The entire exchange, which is depicted in 
Figure 4-14, requires three SIFS periods, the duration of one CTS, the final ACK, 
plus the time needed to transmit the frame or first fragment. (Fragmentation 
bursts use subsequent fragments to update the Duration field.) The number of 
microseconds required for the transmission is calculated and placed in the Dura­
tion field. If the result is fractional, it is rounded up to the next microsecond. 

SIFS 

Station 1 I RTS I J I -~ "~ """''"' I ., 
Station2 rtu _ -i-

5)F5 SIFS j 

NAV ________ ....... :MiMHi:HIMiilihfi&Giii:i@ii+- .. 
Figure 4-14. Duration field in RTS frame 
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Address 1: Receiver Address 
The address of the station that is the intended recipient of the large frame. 

Address 2: Transmitter Address 
The address of the sender of the RTS frame. 

Clear to Send (CTS} 
The CTS frame, whose format is shown in Figure 4-15, has two purposes. Initially, 
CTS frames were used only to answer RTS frames, and were never generated with­
out a preceding RTS. CTS frames were later adopted for use by the 802.llg protec­
tion mechanism ro avoid interfering with older stations. The protection mechanism 
is described with the rest of 802.1 lg in Chapter 14. 

bytes I 2 
1 

MAC header-----
6 

Frame I Duration 
Control 

Receiver Mdress 

bits .,,. l - l - 4 1-1-1 

Protocol Type = cootro I Sub type= rn To DS From DS More Retry 
Frag 

0 0 1 0 0 0 1 1 0 0 0 0 

Figure 4-lS. CTSframe 

Three fields make up the MAC header of a CTS frame: 

Frame Control 

4 
-r 
FCS 

Pwr 
Mgmt 

The frame subtype is set to 1100 to indicate a CTS frame. 

Duration 

-
More PmtectelJ Oraer 
Data Frame 

0 0 0 

"'When used in response to an RTS, the sender of a CTS frame uses the duration 
from the RTS frame as the basis for its duration calculation. RTS frames reserve 
the medium for the entire RTS-CTS-frame-ACK exchange. By the time the CTS 
frame is transmitted, though, only the pending frame or fragment and its 
acknowledgment remain. The sender of a CTS frame subtracts the time required 
for the CTS frame and the short interframe space that preceded the CTS from 
the duration in the RTS frame, and places the result of that calculation in the 
Duration field. Figure 4-16 illustrates the relationship between the CTS duration 
and the RTS duration. Rules for CTS frames used in protection exchanges are 
described with the protection mechanism. 

Address 1: Receiver Address 
The receiver of a CTS frame is the transmitter of the previous RTS frame, so the 
MAC copies the transmitter address of the RTS frame into the receiver address 
of the CTS frame. CTS frames used in 802.1 lg protection are sent to the send­
ing station, and are used only to set the NA V. 
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SIFS 

Station 1 RTS Expected frame transmission 

Station 2 
.. 

I ,wiij 
SIFS ! SIFS ! 

NAV ---~•-·- . 
Figure 4-16. CTS duration 

Acknowledgment (ACK) 
ACK frames are used to send the positive acknowledgments required by the MAC 
and are used with any data transmission, including plain transmissions, frames pre­
ceded by an RTS/CTS handshake, and fragmented frames (see Figure 4-17). Quality­
of-service enhancements relax the requirement for a single acknowledgment per Data 
frame. To assess the impact of acknowledgments on net throughput, see Chapter 25. 

bytes ] 2 
2 

MACheader-----
6 

bits 

Protocol 

0 0 

Frame I Duration 
Control 

Type= control Sub type= ACK 

1 0 1 0 1 

Figure4-17. ACKframe 

Receiver Address 

ToDS From OS Mort' 
Frag 

1 0 0 

Three fields make up the MAC header of an ACK frame: 

Frame Control 

4 --. 
FCS 

Retry Pwr 
Mgmt 

0 

The frame subtype is set to 1101 to indicate an ACK frame. 

Duration 

Mort' Prote<1ed Or:er 
1 

Oat! Fram~ 

0 0 

The duration may be set in one of two ways, depending on the position of the 
ACK within the frame exchange. ACKs for complete data frames and final frag­
mGnts in a fragment burst set the duration to 0. The data sender indicates the 
end of a data transmission by setting the More Fragments bit in the Frame Con­
trol header to 0. If the More Fragments bit is 0, the transmission is complete, 
and there is no need to extend control over the radio channel for additional 
transmissions. Thus, the duration is set to 0. 
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If the More Fragments bit is 1, a fragment burst is in progress. The Duration 
field is used like the Duration field in the CTS frame. The time required to trans­
mit the ACK and its short interframe space is subtracted from the duration in the 
most recent fragment (Figure 4-18). The duration calculation in nonfinal ACK 
frames is similar to the CTS duration calculation. In fact, the 802.11 specifica­
tion refe-rs to the duration setting in the ACK frames as a virtual CTS. 

Station 1 

Station 2 

NAV 

SIFS 

FragmentX t.J Fragment X + 1 t.. 
SIFS ! 

Station l's previous duration 

Station 2's previous duration 

SIFS 

Duration in Fragment X = coverage to end of ACK X+ 1 

Duration in ACK X = FragmentX duration · ACK -1x51FS 

.. 

Figure 4-18. Duration in non-final ACK frames 
I,_ 

Address 1: Receiver Address 

L The receiver address is copied from the transmitter of the frame being acknowl­
edged. Technically, it is copied from the Address 2 field of the frame being 
acknowledged. Acknowledgments are transmitted in response to directed data 
frames, management frames, and PS-Poll frames. 

Power-Save Poll {PS-Poll) 
When a mobile station wakes from a power-saving mode, it transmits a PS-Poll 

'- frame to the access point to retrieve any frames buffered while it was in power-sav­
ing mode. The format of the PS-Poll frame is shown in Figure 4-19. Further details 
on the operation of power saving modes appears in Chapter 8. 

\.-

bytes 2 2 I 6 

l.. Frame I AID I BSSID I 
Transmitter Address I FCS 

Control 

bits 2 2 4 1 1-1-1-1 1 1 1 

L Protocol Type= control Subcype= PS· Poll ToDS FromDS More Retry Pwr More Protec1ed Order 
Frag Mgmt Data frame 

0 0 1 0 0 1 0 1 0 0 0 0 0 0 0 

figure 4-19. PS-Poll frame 
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Four fields make up the MAC header of a PS-Poll frame: 

Frame Control 
The frame subtype is set to 1010 to indicate a PS-Poll frame. 

Association TD (AID) 
Instead of a Duration field, the PS-Poll frame uses the third and fourth bytes in 
the MAC header for the association ID. This is a numeric value assigned by the 
access point to identify the association. Including this ID in the frame allows the 
access point to find any frames buffered for the now-awakened mobile station. 

Address 1: BS SID 
This field contains the BSSID of the BSS created by the access point that rhe 
sender is currently associated with. 

Address 2: Transmitter Address 
This is the address of the sender of the PS-Poll frame. 

The PS-Poll frame does not include duration information to update the NAV. How­
ever, all stations receiving a PS-Poll frame update the NA V by the short interframe 
space plus the amount of time required to transmit an ACK. The automatic NA V 
update allows the access point to transmit an ACK with a small probability of colli­
sion with a mobile station. 

Association ID (AID) 
In the PS-Poll frame, the Duration/ID field is an association ID rather than a value used 
by the virtual carrier-sensing function. When mobile stations associate with an access 
point, the access point assigns a value called the Association [D (AID) from the range 
1-2,007. The AID is used for a variety of purposes that appear throughout this book. 

Management Frames 
Management is a large component of the 802.11 specification. Several different types 
of management frames are used to provide services that are simple on a wired net­
work. Establishing the identity of a network station is easy on a wired network 
because network connections require dragging wires from a central location to the 
new workstation. In many cases, patch panels in the wiring closet are used to speed 
up installation, but the essential point remains: new network connections can be 
authenticated by a personal visit when the new connection is brought up. 

Wireless networks must create management features to provide similar functional­
ity. 802.11 breaks the procedure up into three components. Mobile stations in search 
of connectivity must first locate a compatible wireless network to use for access. 
With wired networks, this step typically involves finding the appropriate data jack 
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on the wall. Next, the network must authenticate mobile stations to establish that 
the authenticated identity is allowed to connect to the network. The wired-network 

'- equivalent is provided by the network itself. If signals cannot leave the wire, obtain­
ing physical access is at least something of an authentication process. Finally, mobile 
stations must associate with an access point to gain access to the wired backbone, a 

L step equivalent to plugging the cable into a wired network. 

.._ 

L-
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._ 
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L 

L 

The Structure of Management Frames 
802.11 management frames share the structure shown in Figure4-20. The MAC 
header is the same in all management frames; it does not depend on the frame sub­
type. Management frames use information elements, little chunks of data with a 
numerical label, to communicate information to other systems . 

I MAC header 
2 Z 6 6 

Fr~me I Dtlr~tion 
Control 

DA SA 

Figure 4-20. Generic management frame 

Address fields 

6 

BSSIO 

Information 
elements and I fixed fields 7 

2 I 0-2,112 4 

l~-IF:ei[G 

As with all other frames, the first address field is used for the frame's destination 
address. Some management frames are used to maintain properties within a single 
BSS. To limit the effect of broadcast and multicast management frames, stations are 
required to inspect the BSSID after receiving a mangement frame, though not all 
implementations perform BSSID filtering. Only broadcast and multicast frames from 
the BSSID that a station is currently associated with are passed to :MAC manage­
ment layers. The one exception to this rule is Beacon frames, which are used to 
announce the existence of an 802.11 network. 

BSSIDs are assigned in the familiar manner. Access points use the MAC address of 
the wireless network interface as the BSSID. Mobile stations adopt the BSSID of the 
access point they are currently associated with. Stations in an IBSS use the randomly 
generated BSSID from the BSS creation. One exception to the rule: frames sent by the 
mobile station seeking a specific network may use the BSSID of the network they are 
seeking, or they may use the broadcast BSSID to find all networks in the vicinity. 
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Duration calculations 

Management frames use the Duration field in the same manner that other frames do: 

1. Any frames transmitted in the contention-free period set the duration to 32,768. 

2. Frames transmitted during the contention-based access periods using only the 
DCF use the Duration field co block access to the medium to allow any atomic 
frame exchanges co complete. 

a. If the frame is a broadcast or multicast (the destination address is a group 
address), the duration is 0. Broadcast and multicast frames are not acknowl­
edged, so the NA V is not needed to block access to the medium. 

b. If a nonfinal fragment is part of a multiframe exchange, the duration is set to 
the number of microseconds taken up by three SIFS intervals plus the next 
fragment and its acknowledgment. 

c. Final fragments use a duration that is the time required for one acknowledg-
ment plus one SIFS. 

Frame body 
Management frames are quite flexible. Most of the data contained in the frame body 
uses fixed-length fields called fixed fields and variable-length fields called informa­
tion elements. Information elements are blobs of data of varying size. Each data blob 
is tagged with a type number and a size, and it is understood that an information ele­
ment of a certain type has its data field interpreted in a certain way. New informa­
tion elements can be defined by newer revisions to the 802.11 specification; 
implementations that predate the revisions can ignore newer elements. Old imple­
mentations depend on backward-compatible hardware and frequently can't join net­
works based on the newer standards. Fortunately, new options usually can be easily 
turned off for compatibility. 

This section presents the fixed fields and information elements as building blocks 
and shows how the building blocks are assembled into management frames. 802.11 
mandates the order in which information elements appear, but not all elements are 
mandatory. This book shows all the frame building blocks in the specified order, and 
the discussion of each subtype notes which elements are rare and which are mutu­
ally exclusive. 

Fixed-Length Management Frame Components 
10 fixed-length fields may appear in management frames. Fixed-length fields are 
often referred tO simply as fields to distinguish them from the variable-length infor­
mation elements. Fields do not have a header to distinguish them from other parts of 
the frame body. Because they have a fixed length and appear in a known order, fields 
can be delimited without using a field header. 
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Authentication Algorithm Number 

Two bytes are used for the Authentication Algorithm Number field, which are 
shown in Figure 4-21. This field identifies the type of authentication used in the 
initial 802.11-level authentication process before association occurs. 802.lX 
authentication occurs after association, and is not assigned an algorithm number. 
(The authentication process is discussed more thoroughly in Chapter 8.) The val­
ues permitted for this field are shown in Table 4-3. Only two values are currently 
defined. Other values are reserved for future standardization work. 

birs ,-----,---,------,--...------.----r------.--,----,---.--...----,---,------,---,---,. 
0 4 8 10 11 12 13 14 15 

Authelllication algorithm number 
Least sign ifieont Most significant 

Figure 4-21. Authentication Algorithm Number field 

Table 4-3. Values of the Authentication Algorithm Number field 

Value 

0 

2-65,535 

Meaning 

Open System authentication (typically used with 802.1 X authentication) 

Shared Key authentication (deprecated by 802.1 li) 

Reserved 

Authentication Transaction Sequence Number 

Authentication is a multistep process that consists of a challenge from the access 
point and a response from the mobile station attempting to associate. The Authenti­
cation Transaction Sequence Number, shown in Figure 4-22, is a two-byte field used 
to track progress through the authentication exchange. It takes values from 1 to 
65,535; it is never set to 0. Use of this field is discussed in Chapter 8 . 

bits ~--~~-~-..--- -~~-.....,..--..---,--~--.-.....,..--.----,. 
0 6 7 8 9 10 11 12 13 14 15 

Authentication transaction sequence number 
Least ,lgnificant Mast significant 

L.. Figure 4-22. Authentication Trnnsaction Sequence Number field 

L 

~-

Beacon interval 

Beacon transmissions announce the existence of an 802. 11 network at regular inter­
vals. Beacon frames carry information about the BSS parameters and the frames buff­
ered by access points, so mobile stations must listen to Beacons. The Beacon 
Interval, shown in Figure 4-23, is a 16-bit field set to the number of time units 
between Beacon transmissions. One time unit, which is often abbreviated TU, is 
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1,024 microseconds (ms), which is about 1 millisecond.' Time units may also be 
called kilo-microseconds in various documentation (Kms or kms). It is common for 
the Beacon interval to be set to 100 time units, which corresponds to an interval 
between Beacon transmissions of approximately 100 milliseconds or 0.1 seconds. 

bits ,-----,-,---,--,-~.----.-.---,--.--.----.- .---,--.--.--i 
0 4 8 9 10 11 12 13 14 15 

Beacon interval 
Least significant •------------------------► Mostsignifiomt 

Figure 4-23. Beacon Interval field 

Capability Information 

The 16-bit Capability Infonnation field (Figure 4-24) is used in Beacon transmissions 
to advertise the network's capabilities. Capability Information is also used in Probe 
Request and Probe Response frames. In this field, each bit is used as a flag to advertise 
a particular function of the network. Stations use the capability advertisement to deter­
mine whether they can support all the features in the BSS. Stations that do nor imple­
ment all the features in the capability advertisement are not allowed to join. 

bit5 0 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

ESS IBSS CF· I CF-Poll 
Pollable n,quest 

Short I I Cha~nel I I 51xirt Primy I preamble 18ioc,;b) agility Reserved !lot I Reserved I ~i~ 
{802.111>) (802.11b) time 

Figure 4-24. Capability Information field 

ESSIIBSS 
These two bits are mutually exclusive. Access points set the ESS field to 1 and 
the IBSS field to O to indicate that the access point is part of an infrastructure 
network. Stations in an IBSS set the ESS field to O and the IBSS field to l. 

Privacy 
Setting the Privacy bit to 1 requires the use of WEP for confidentiality. In 
infrastructure networks, the transmitter is an access point. In IBSSs, Beacon 
transmission must be handled by a station in the IBSS. 

Short Preamhle 
This field was added to 802.llb to support the high-rate DSSS PHY. Setting it to 
1 indicates that the network is using the short preamble as described in 
Chapter 12. Zero means the option is not in use and is forbidden in the BSS. 

• Kilo-microseconds are an odd blmd of the powers-of-2 used in computing for the kilo, and tbe more com• 
mon 1/1,000 for micro. Presumably, the lnt~rnarional Bureau of Weights and Measures would protest the 
mangling of the traditional form of the prefixes. 
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802.llg requires use of the short preamble, so this field is always set to 1 in a 
network built on the 802.1 lg standard. 

PBCC 
This field was added to 802.llb to support the high-rate DSSS PHY. When it is 
set to 1, it indicates that the network is using the packet binary convolution cod­
ing modulation scheme described in Chapter 12, or the higher-speed 802.llg 
PBCC modulation described in Chapter 14. Zero means that the option is not in 
use and is forbidden in the BSS. 

Channel Agility 
This field was added to 802.llb to support the high rate DSSS PHY. When it is set 
to one, it indicates chat the network is using the Channel Agility option described 
in Chapter 12. Zero means the option is not in use and is forbidden in the BSS. 

Short Slot Time (802.11 g) 
This bit is set to one to indicate the use of the shorter slot time supported by 
802.llg, which is discussed in Chapter 14. 

DSSS-OFDM (802.llg) 
This bit is set to one to indicate that the optional DSSS-OFDM frame construc­
tion in 802.1 lg is in use. 

Contention-free polling bits 
Stations and access points use these two bits as a label. The meanings of the 
labels are shown in Table 4-4. 

Table 4-4. Interpretation of polling bits in Capability Information 

Cf-Pollable 

Station usage 

0 

0 

Access point usage 

0 

0 

1 

Current AP Address 

CF-Poll Reque5t 

0 

1 

0 

0 

0 

1 

Interpretation 

Station does not support polling 

Station supports polling but does not request to be put on the polling list 

Station supports polling and requests a position on the polling list 

Station supports polling and requests that it never be polled (results in sta­
tion treated as if it does not support contention-free operation) 

Access point does not implement the point coordination function 

Access point uses PCF for delivery but does not support polling 

Access point um PCF for delivery and polling 

Reserved; unused 

Mobile stations use the Current AP Address field, shown in Figure 4-25, to indicate 
._ the MAC address of the access point with which they are associated. This field is 

used to ease associations and reassociations. Stations transmit the address of the 
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access point that handled the last association with the network. When an associa­
tion is established with a different access point, this field can be used to transfer the 
association and retrieve any buffered frames. 

byres o 1 2 3 4 5 

Im : C~rrent AP (~A() addr~ss : r 
birO bir47 

Figure 4-25. Current AP Address field 

Listen interval 

To save battery power, stations may shut off the antenna units in 802.11 network 
interfaces. While stations are sleeping, access points must buffer frames for them. 
Dozing stations periodically wake up to listen to traffic announcements to determine 
whether the access point has any buffered frames. When stations associate with an 
access point, part of the saved data is the Listen Interval, which is the number of Bea­
con intervals that stations wait between listening for Beacon frames. The Listen 
Interval, shown in Figure 4-26, allows mobile stations to indicate how long the 
access point must retain buffered frames. Higher listen intervals require more access 
point memory for frame buffering. Access points may use this feature to estimate the 
resources that will be required and may refuse resource-intensive associations. The 
Listen Interval is described in Chapter 8. 

bits r---.-,--,---,--,----,-,--,---,--.----,-,----,- -.--..----, 
0 7 a 9 10 11 12 13 14 15 

listen interval 
Leastsign ifi cant Most signifkant 

Figure 4-2 6. Listen Interval field 

Association ID 

The Association ID, shown in Figure 4-27, is a 16-bit field. When stations associate 
with an access point, they nre assigned an Association ID to assist with control and 
management functions. Even though 14 bits are available for use in creating Associa­
tion IDs, they range only from 1-2,007. To maintain compatibility with the Dura­
tion/ID field in the MAC header, the two most significant bits are set to 1. 

Timestamp 

The Timestamp field, shown in Figure 4-28, allows synchronization between the sta­
tions in a BSS. The master timekeeper for a BSS periodically transmits the number of 
microseconds it has been active. When the counter reaches ics maximum value, it 
wraps around. (Counter wraps are unlikely given the length of time it takes to wrap a 
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bits 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Association ID 1 1 

Figure 4-27. Association ID field 

64-bit counter. At over 580,000 years, I would bet on a required parch or rwo before 
the counter wrap.) 

bytes o 3 4 5 6 

Timestamp . 
Least significant---- - ---'----- Most significant 

bitO bit63 

Figure 4-28. Timestamp field 

Reason Code 
Stations may send Disassociation or Deauthentication frames in response to traffic 
when the sender has not properly joined the network. Part of the frame is a 16-bit 
Reason Code field, shown in Figure 4-29, to indicate what the sender has done incor­
rectly. Table 4-5 shows why certain reason codes are generated. Fully understanding 
the use of reason codes requires au understanding of the different classes of frames 
and states of the 802.11 station, which is discussed in the section "Frame Transmis­
sion and Association and Authentication States." 

bits~~~~~~-~~~~--~~~-~~ 
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 . 

Reason code 

Least significant •------------.. Most significant 

Figure 4-29. Reason Code field 

Table 4-5. Reason codes 

Code 

0 

1 

2 

3 

4 

5 

6 

Explanation 

Reserved; unused 

Unspecified 

Prior authentication is not valid 

Station has le.ft the basic service area or extended service area and is de.authenticated 

Inactivity timer expired and station was disassoeiated 

Disassociated due t1l insufficient resources at the a cce~ point 

Incorrect frame type or subtype received from unauthenticated station 
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Table 4-5. Reason codes (continued) 

Code 

7 

8 

9 

10 (802.11 h) 

11 (802.11h) 

12 

13 (802.lli) 

14 {802.lli) 

15 (802.lli) 

16(802.11i) 

17 (802.11i) 

18 (802.11i) 

19 (802,11i} 

20 {802.lli) 

21 (802.lli) 

22 (802.11 i) 

23 (802.11i) 

24 (802.11i} 

2H5,535 

Status Code 

Explanation 

Incorrect frame type or 5 ubtype received from unassociated station 

Station has left the basic service area or extended service area and is disassociated 

Association or reassociation requested before authentication is complete 

Disassociated bee au se of unacceptable values in Power Capability element 

Disassociated because of unacceptable values in Supported Channels element 

Reserved 

Invalid information element (added with 802.11 i, and likely one of the802.11i information elements) 

Message integrity check failure 

4-way keying handshake timeout 

Group key handshake timeout 

4-way handshake information element has different security parameters from initial parameter set 

Invalid group cipher 

Invalid pairwise cipher 

Invalid Authentication and Key Management Protocol 

Unsupported Robust Security Network Information Element (RSN IE) version 

Invalid capabilities in RSN information element 

802.1X authentication failure 

Proposed cipher suite rejected due to configured policy 

Reserved; unused 

Status codes indicate the success or failure of an operation. The Status Code field, 
shown in Figure 4-30, is O when an operation succeeds and nonzero on failure. 
Table 4-6 shows the status codes chat have been standardized. 

bits ~,..........,---r---r--.---r--r-.--.-.--.---.--,--,---,--,. 
0 2 l 4 5 6 7 8 9 10 11 12 13 14 lS 

1 11 
Status code j 

Lmlsignificant , _ __________ __. Mostsignifrcant 

Figure 4-30. Status Code field 

Table 4-6. Status codes 

Code 

0 

1 

2-9 

10 

Explanation 

Operatlon completed successfully 

Unspecified failure 

Reserved; unused 

Requested capability set is too broad and cannot be supported 
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Table 4-6. Status codes (continued) 

Code 

11 

12 

13 

14 

15 

16 

17 

18 

19(802.llb) 

20 (802.11 b) 

21 (802.11b) 

22 {802.11 h) 

23 (802.11 h) 

24 (802.11h) 

25 (802.11g) 

26 (802.11g) 

27-39 

40 (802.11 i) 

41 (802.lli) 

42 (802. lli) 

43 (802.lli) 

44 (802.lli) 

45 (802.11i) 

46 (802.11 i) 

47-65,535 

Explanation 

Reassociation denied; prior association cannot be identified and transferred 

Association denied for a reason not specified in the 802 .11 standard 

Requested authentication algorithm not supported 

Unexpected authentication sequence number 

Authentication rejected; the response to the challenge failed 

Authentication rejected; the next frame in the sequence did not anive in the expected window 

Association denied; the access point is resource-constrained 

Association denied; the mobile station does not support al I of the data rates required by the BSS 

Association denied; the mobile station does not support the Short Preamble option 

Association denied; the mob ii e station does not support the PBCC modulation option 

Association denied; the mobile station does not support the Channel Agility option 

Association denied; Spectrum Management Is required 

Association denied; Power Capability value is not acceptable 

Association denied; Supported Channels is not acceptable 

Association denied; the mobile station does not support the Short Slot Time 

Association denied; the mobile station does not support OSSS-OFDM 

Reserved 

Information element not valid 

Group (broadmt/multicast) cipher not valid 

Pairwise (unicast) dpher not valid 

Authentication and Key Management Protocol (AKMP) not valid 

Robust Security Networldnfo rm ati on element (RSN IE) version is not supported 

RSN IE ca pabilites a re not supported 

Cipher suite rejected due to policy 

Reserved for future standardization work 

Management Frame Information Elements 
Information elements are variable-length components of management frames. A 
generic information element has an ID number, a length, and a variable-length com­
ponent, as shown in Figure 4-31. Standardized values for the element ID number are 
shown in Table 4-7 . 

bytes I 1 Length (in bytei) ----~ 

I ElemenflD I Lengtt, 4 1 ' I: H : I 
Figure 4-31. Generic management frame infonnation element 
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Table 4-7. Information elements 

Element ID Name 

0 Service Set Identity (SSID) 

Supported Rates 

2 

3 

4 

s 
6 

7 (802.11d) 

8 (802.11d) 

9 (802.lld) 

10 (802.11 d) 

11-15 

16 

FH Parameter Set 

OS Parameter Set 

CF Parameter Set 

Traffic Indication Map (TIM) 

IBSS Parameter Set 

Country 

Hopping Pattern P~rameters 

Hopping Pattern Table 

Request 

Reserved; unused 

Challenge text 

17-31 

32 (802.llh) 

33 (802.11 h) 

34 (802.11h) 

35 (802.llh) 

36 (802.11h) 

37 (802.11h) 

38 (802.11h) 

39 (802.11 h) 

40(802.llh) 

41 (802.llh) 

42 (802.11g) 

43-49 

Reserved• (formerly for cha Henge text extension, before 802.11 shared key authentication was discontinued) 

Power Constraint 

48 (802.llij 

50 {802.11 g} 

32-255 

221b 

Power Capability 

Tramm it Power Control (TP(} Request 

TPC Report 

Supported Channels 

Channel Switch Announcement 

Measurement Request 

Measurement Report 

Quiet 

IBSS DFS 

ERP information 

Re.served 

Robust Security Network 

Extended Supported Rates 

Reserved; unused 

Wi-Fi Protectl!d Access 

• 802.11 shared key authentication is no longer recommended, so It is unlikely that these fieldi will ever be used. 
hThls is used byWPA,and is not an official panof802.11. However, it is widely implemented,so I include itln the table. 
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Service Set Identity (SSID) 

Network managers are only human, and they usually prefer to work with letters, 
numbers, and names rather than 48-bit identifiers. 802.11 networks, in the broadest 
sense, are either extended service sets or independent BSSs. The SSID, shown in 
Figure 4-32, allows nenvork managers to assign an identifier to the service set. Sta­
tions attempting to join a netvvork may scan an area for available networks and join 
the network with a specified SSID. The SSID is the same for all the basic service areas 
composing an extended service area. 

bytes 1 1 0-32 

I Elem~nt ID I Leng~ I : SSID : H : Ii 

Figure 4-32. Service Set Identity information element 

Some documentation refers to the SSID as the network name because network 
administrators frequently assign a character string to it. However, the SSID is just a 
string of bytes that labels the BSSID as belonging to a larger agglomeration. Some 
products require that the string be a garden variety ASCII string, though the stan­
dard has no requirement on the content of the string . 

In all cases, the length of the SSID ranges between 0 and 32 bytes. The zero-byte case 
is a special case called the broadcast SSID; it is used only in Probe Request frames 
when a station attempts to discover all the 802.11 networks in its area. 

Supported Rates 
Several data rates have been standardized for wireless LANs. The Supported Rates 
information element allows an 802.11 nenvork to specify the data rates it supports. 
When mobile stations attempt to join the network, they check the data rates used in 
the network. Some rates are mandatory and must be supported by the mobile sta­
tion, while others are optional. 

The Supported Rates information element is shown in Figure 4-33. It consists of a 
string of bytes. Each byte uses the seven low-order birs for the data rate; the most sig­
nificant bit indicates whether the data rate is mandatory. Mandatory rates are 
encoded with the most significant bit set to 1 and optional rates have a 0. Up to eight 
rates may be encoded in the information element. As the number of data rates has 
proliferated, the Extended Supported Rates element was standardized to handle 
more than eight data rates. 

In the initial revision of the 802.11 specification, the seven bits encoded the data rate 
as a multiple of 500 kbps. New technology, especially ETSI's HIPERLAN efforts, 
required a change to the interpretation. When 7 bits are used to have a multiple of 
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bytes 1 1 Valiob/e 

Element lD Length Seriesofdatarate □ 
1 elements 

bits .... ········· 7 

Data rate label 
least..._ Most 

1slgnificant significant 

-... 

Mandatory flag 

·t = mandatory 
0= optional 

-.... 

c;:~J-: i:>< i.::,~:,::j :--,I 
Figure 4-33. Supported Rates information element 

500 kbps, the maximum data rate that can be encoded is 63.5 Mbps. Research and 
development on wireless LAN technology has made this rate achievable in the near 
future. As a result, the IEEE changed the interpretation from a multiple of 500 kbps 
to a simple label in 802.llb. Previously standardized rates were given labels corre­
sponding to the multiple of 500 kbps, but future standards may use any value. Cur­
rent standardized values are shown in Table 4-8. 

Table 4-8. Supported Rate labels 

Binary value 

z 
4 

11 (80Z.11b) 

12 (802.11g) 

18 (802.11g) 

2Z (802.11b) 

24 (802.11 g) 

36 (802.11 g) 

44 (802.11g) 

48 (802.1 lg) 

66 (802.11 g) 

72 (802.11 g} 

96 (802.11 g) 

108 (802.11g) 
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Corresponding rate (Mbps) 

1 

2 

5.S 

6 

9 

11 

12 

18 

22 (optional 802.11g PBCC) 

24 

33 (optional 802.11g PBCC) 

36 

48 

54 
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As an example, Figure 4-33 shows the encoding of two data rates. 2-Mbps service is 
mandatory and 11-Mbps service is supported. This is encoded as a mandatory 2-Mbps 
rate and an optional 11-Mbps rate . 

FH Parameter Set 

The FH Parameter Set information element, shown in Figure 4-34, contains all 
parameters necessary to join a frequency-hopping 802.11 network. 

bytes 1 1 2 

Element ID 
2 

length 
5 

Dwell time 

Figure 4-34. FH Parameter Set information element 

Hop 
Set 

Hop 
Pattern 

Hop 
Index 

The FH Parameter Set has four fields that uniquely specify an 802.11 network based 
on frequency hopping. Chapter 12 describes these identifiers in depth. 

Dwell Time 
802.11 FH networks hop from channel co channel. The amount of time spent on 
each channel in the hopping sequence is called the dwell time. It is expressed in 
time units (TUs). 

Hop Set 
Several hopping patterns are defined by the 802.11 frequency-hopping PHY. 
This field, a single byte, identifies the set of hop patterns in use. 

Hop Pattern 
Stations select one of the hopping patterns from the set. This field, also a single 
byte, identifies the hopping pattern in use. 

Hop Index 
Each pattern consists of a long sequence of channel hops. This field, a single 
byte, identifies the current point in the hop sequence . 

DS Parameter Set 
Direct-sequence 802.11 networks have only one parameter: the channel number 
used by the network. High-rate direct sequence networks use the same channels and 
thus can use the same parameter sec. The channel number is encoded as a single 
byte, as shown in Figure 4-35. 

bytes ~ --~---~--~ 
ElemenflD 

3 
length 

1 

Figure 4-35. DS Parameter Set information element 

Current 
channel 
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Traffic Indication Map (TIM) 

Access points buffer frames for mobile stations sleeping in low-power mode. Periodi­
cally, the access point attempts to deliver buffered frames to sleeping stations. A 
practical reason for this arrangement is that much more power is required to power 
up a transmitter than to simply turn on a receiver. The designers of 802.11 envi­
sioned battery-powered mobile stations; the decision to have buffered frames deliv­
ered co stations periodically was a way to extend battery life for low-power devices. 

Part of this operation is to send the Traffic Indication Map (TIM) information ele­
ment (Figure 4-36) to the network to indicate which stations have buffered traffic 
waiting to be picked up. 

byre, 1 1 I 1 1 1-251 

JO Count Period Control 
Element Length OTIM OTIM Bitmap PartialVirtualBitmap , □ 

5 . 

Figure 4-36. Traffic Indication Map information element 

The meat of the traffic indication map is the virtual bitmap, a logical structure com­
posed of 2,008 bits. Each bit is tied to the Association ID. \Vhen traffic is buffered 
for that Association ID, the bit is 1. If no traffic is buffered, the bit tied to the Associ­
ation ID is 0. 

DTIM Count 
This one-byte field is the number of Beacons that will be transmitted before the 
next DTIM frame. DTIM frames indicate that buffered broadcast and multicast 
frames will be delivered shortly. Not all Beacon frames are DTIM frames. 

DTIM Period 
This one-byte field indicates the number of Beacon intervals between DTIM 
frames. Zero is reserved and is not used. The DTIM count cycles through from 
the period down to 0. 

Bitmap Control and Partial Virtual Bitmap 

The Bitmap Control field is divided into two subfields. Bit O is used for the traf­
fic indication status of Association ID 0, which is reserved for multicast traffic. 
The remaining seven bits of the Bitmap Control field are used for the Bitmap 
Offset field. 

To save transmission capacity, the Bitmap Offset field can be used to transmit a 
portion of the virtual bitmap. The Bitmap Offset is related to the start of the vir­
tual bitmap. By using the Bitmap Offset and the Length, 802.11 stations can 
infer which part of the virtual bitmap is included. 
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CF Parameter Set 

The CF Parameter Set information element is transmitted in Beacons by access 
points that support contention-free operation. Contention-free service is discussed in 
Chapter 9 because of its optional nature. 

IBSS Parameter Set 

IBSSs currently have only one parameter, the announcement traffic indication map 
(ATIM) window, shown in Figure 4-37. This field is used only in IBSS Beacon frames. 
It indicates the number of time units (TUs) between ATIM frames in an IBSS. 

bytes 1 1 2 
Element ID 

6 
Length 

;z 

Figure 4-37. IBSS Parameter Set information element 

Country 

ATIMwindow 

·~. The initial 802.11 specifications were designed around the existing regulatory con­
straints in place in the major industrialized countries. Rather than continue to revise 
the specification each time a new country was added, a new specification was added 

[__ that provides a way for networks to describe regulatory constraints to new stations. 

""" 

.._ 

.... 

The main pillar of this is the Country information element, shown in Figure 4-38. 

bytes 1 I 3 3 ~----3-----~ 
·country string Arst Numbef Max first Number Max Pad I Element 

ID 
7 

Length 
channel of transmit channel of transmit 
number channels power number channels power 

---constraint triplet-

Figure 4-38. Country infonnation element 

After the initial type/length information element header, there is a country identifier, 
followed by a series of three-byte descriptors for regulatory constraints. Each con­
straint descriptor specifies a unique band, and they may not overlap, since a given 
frequency has only one maximum allowed power. 

Country String (3 bytes) 
A three-character ASCII string of where the station is operating. The first two let­
ters are the ISO country code (e.g., "US" for the United States). Many countries 
have different indoor and outdoor regulations, and the third character distin­
guishes between the two. When a single set of omnibus regulations covers all 
environments, the third character is a space. To designate indoor or outdoor reg­
ulations only, the third character may be set to "I" or "O", respectively. 
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First Channel Number (1 byte) 
The first channel number is the lowest channel subject to the power constraint. 
Channel number assignment for each PHY is discussed in the appropriate chapter. 

Number of Channels (1 byte) 
The size of the band subject to the power constraint is indicated by the number 
of channels. The size of a channel is PHY-dependent. 

Maximum Transmit Power (1 byte) 
The maximum transmit power, expressed in dBm. 

Pad (1 byte; optional) 
The size of the information element must be an even number of bytes. If the 
length of the information element is an odd number of bytes, a single byte of 
zeroes is appended as a pad. 

Hopping Pattern Parameters and Hopping Pattern Table 

The initial 802.11 frequency hopping specification, described in Chapter 11, was 
built around the regulatory constraints in effect during its design. These rwo ele­
ments can be used to build a hopping pattern that complies with regulatory con­
straints in additional countries, which allows further adoption of the frequency­
hopping PHY without requiring additional revision to the specification. 

Request 

In Probe Request frames, the Request information element is used to ask the net­
work for cenain information elements. The Request information element has the 
type/length header, and is followed by a list of integers with the numbers of the 
information elements being requested (Figure 4-39). 

bytes ,-,.,-'---r--,---,-,--:---:-,--:---:-.-.r ~----,_ 
Element 

10 
10 

length Requested 
element ID 

1 

Requested 
element ID 

2 

Requested 
element ID 

N 

Figure 4-39. Request information element 

Challenge Text 

The shared-key authentication system defined by 802.11 requires that the mobile sta­
tion successfully decrypt an encrypted challenge. The challenge is sent using the 
Challenge Text information element, which is shown in Figure 4-40. 

Power Constraint 

The Power Constraint information element is used to allow a network to describe the 
maximum transmit power to stations. In addition to a regulatory maximum, there 
may be another maximum in effect. The only field, a one-byte integer, is the number 
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Figure 4-40. Challenge Text information element 

of decibels by which any local constraint reduces the regulatory maximum. If, for 
example, the regulatory maximum power were 10 dBm, but this information ele­
ment contained the value 2, then the station would set its maximum transmit power 
to 8 dBm (Figure 4-41). 

bytes ,--___!_--,----• 
Element ID 

32 

Length 

1 

Figure 4-41. Power Constraint information element 

Power Capability 

Local Power 
Constraint 

802.11 stations are battery powered, and often have radios that are not as capable as 
access points, in part because there is not usually the need for mobile client devices 
to transmit at high power. The Power Capability information element allows a sta­
tion to report its minimum and maximum transmit power, in integer units of dBm 
(Figure 4-4 2). 

byte, 

Element ID length Minimum Maximum 

33 2 
transmit transmit 
power power 

Figure 4-42. Power Capability information element 

TPC Request 

The Transmit Power Control (TPC) Request information element is used to request 
radio link management information. It has no associated data, so the length field is 
always zero (Figure 4-43). 

bytes ,--_;_---,,--
Element ID 

34 

length 

0 

Figure 4-43. Transmit Pow.er Request information element 
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TPC Report 

For stations to know how to tune transmission power, it helps to know the attenua­
tion on the link. TPC Report information elements are included in several types of 
management frames, and include two one-byte fields (Figure 4-44). The first, the 
transmit power, is the transmit power of the frame containing the information ele­
ment, in units of dBm. The second, the link margin, represents the number of deci­
bels of safety that the station requires. Both are used by the station to adapt its 
transmission power, as described in Chapter 8. 

bytes 

Element ID length Transmit · Link 

35 2 
power margin 

Figure 4-44. Transmit Power Report information element 

Supported Channels 

The Supported Channels information element is similar to the Country information 
element, in that it describes sub-bands that are supported. After the header, there is a 
series of sub-band descriptors. Each sub-band descriptor consists of a first channel 
number, which is the lowest channel in a supported sub-band, followed by the num­
ber of channels in the sub-band (Figure 4-45). For example, a device that only sup­
ported channels 40 through 52 would set the first channel number to 40, and the 
number of channels to 12. 

bytes 

Element ID length First Number of 

36 Channel Channels 

--Subbond desaipro, _ 

Figure 4-45. Supported Channels information element 

Channel Switch Announcement 

802.llh added the ability of networks to dynamically switch channels. To warn sta­
tions in the network about the impending channel change, management frames may 
include the Channel Switch Announcement element shown in Figure 4-46. 

bytes , 
Element ID Length Channel New Channel 

switch Channel switch 
37 3 ·mode number count 

Figure 4-46. Channel Switch Announcement information element 
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Channel Switch Mode 
When the operating channel is changed, it disrupts communication. If this field is 
set to 1, associated stations should stop transmitting frames until the channel 
switch has occurred. If it is set to zero, there is no restriction on frame transmission. 

New Channel Number 
The new channel number after the switch. At present, there is no need for this 
field to exceed a value of 255. 

Channel Switch Count 
Channel switching can be scheduled. This field is the number of Beacon frame 
transmission intervals that it will take to change the channel. Channel switch 
occurs just before the Beacon transmission is to begin. A non-zero value indi­
cates the number of Beacon intervals to wait; a zero indicates that the channel 
switch may occur without any further warning. 

Measurement Request and Measurement Report 

Regular channel measurements are important to monitoring the channel and power 
settings. Two information elements are defined ro allow stations to request measure­
men ts and receive reports. Reports are a key component of 802.llh, and will be dis­
cussed in detail in the "Spectrum Management" section of Chapter 8. 

Quiet 

One of the reasons for the development of dynamic frequency selection was the need 
to avoid certain military radar technologies. To find the presence of radar or other 
interference, an AP can use the Quiet element, shown in Figure 4-47, to temporarily 
shut down the channel to improve the quality of measurements. 

bytes 

Element ID Length Quiet Quiet 
count period 

40 6 

Figure 4-47. Quiet information element 

Following the header, there are four fields: 

Quiet Count 

2 2 

Quiet duration Quiet offset 

I I 

Quiet periods are scheduled. The count is the number of Beacon transmission 
intervals until the quiet period begins. It works in a similar fashion to the Chan­
nel Switch Count field. 

Quiet Period 
Quiet periods may also be periodically scheduled. If this field is zero, it indicates 
there are no scheduled quiet periods. A non-zero value indicates the number of 
beacon intervals between quiet periods. 
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Quiet Duration 
Quiet periods do not need to·last for an entire Beacon interval. This field speci­
fies the number of time units the quiet period lasts. 

Quiet Offset 
Quiet periods do not necessarily have to begin v,rith a Beacon interval. The Off­
set field is the number of time unics after a Beacon interval that the next quiet 
period will begin. Naturally, it must be less than one Beacon interval. 

IBSSDFS 

In an infrastructure network, the access point is responsible for dynamic frequency 
selection. Independent networks must have a designated owner of the dynamic fre­
quency selection (DFS) algorithm. Management frames from the designated station 
in an IBSS may transmit the IBSS DFS information element, shown in Figure 4-48. 

1 6 
byre; 1 liFS owner Element ID I Len91h 

41 

'DFS I Channel I Channel 
re<overy number map 
interval 

... .... ---..,:: channel mop-+ 
bils .. --------------------·-

BSS I OfDM I Unidentified I Radar I Unmeasured 
preamble 

Figure 4-48. IBSS Dynamic Frequency Selection (DFS) infonnation element 

Channel 
map 

Reserved 

o I o 

After the header, it has the MAC address of the station responsible for maintaining 
DFS information, as well as a measurement interval. The bulk of the frame is a series of 
channel maps, which report what is detected on each channel. The channel map con­
sists of a channel number, followed by a map byte, which has the following fields: 

I 
~(1~ I 

This bit will be set if frames from another network are &tected during a mea­
surement period. 

OFDM Preamble (1 bit) 

This bit is set if the 802.lla short training sequence is detected, but without 
being followed by the rest of the frame. HJPERLAN/2 networks use the same 
preamble, but obviously not the same frame construction. 

Unidentified Signal (1 bit) 

This bit is set when the received power is high, but the signal cannot be classi­
fied as either another 802.11 network (and hence, set the BSS bit), another 
OFDM network (and hence, set the OFDM Preamble bit), or a radar signal (and 
hence, set the Radar bit). The standard does not specify what power level is high 
enough to trigger this bit being set. 
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Radar (1 bit) 
If a radar signal is detected during a measurement period, this bit will be set. 
Radar systems which must be detected are defined by regulators, not the 802.11 
task group. 

Unmeasured (1 bit) 
If the channel was not measured, this bit will be set. Naturally, when there was 
no measurement taken, nothing can be detected in the band and the previous 
four bits will be set to zero. 

ERP Information 

802.llg defined the extended rate PHY (ERP). To provide backwards compatibility, 
the ERP information element, shown in Figure 4-49, was defined. In its first itera­
tion, it is three bit flags in a single byte. 

Non-ERP present 
This bit will be set when an older, non-802.llg station associates to a network. It 
may also be set when overlapping networks that are not capable of using 802.1 lg 
are detected. 

Use Protection 
When stations incapable of operating at 802.llg data rates are present, the pro­
tection bit is set to 1. This enables backwards compatibility with older stations, 
as described in Chapter 14. 

Barker Preamble Mode 
This bit will be set if the stations which have associated to the network are not 
capable of the short preamble mode described in Chapter 12. 

bytes ~--~--~------~---. ---~-- -. -.,-.--. .----,. 

Element 10 length Non-ERP Ust Barker )-+--4.-Reserved--4-
present protection pre3mble ; : : : : 

42 1 · jojojoL_~_Lo 

Figure 4-49. ERP information element 

Robust Security Network 
With the significant security enhancements in 802.lli, it was necessary to develop a 
way to communicate security information between stations. The main tool for this is 
the Robust Security Network (RSN) information element, shown in Figure 4-50. There 
are several variable components, and in some cases, the RSN information element 
might run into the limits of the information element size of 255 bytes past the header. 

Version 
The version field must be present. 802.1 li defined version 1. Zero is reserved, 
and versions of two or greater are not yet defined. 
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byre, 4 2 - 4Xl'f1f. ... ·-·· 2 - 4xvo,. . ., ·-·· 
Element llngth Version Group cipher Pairwise cipher Pairw~e cipher Authentication Authenticatlon 

ID suite suite count suite suite suite 
····-·-·········· .................. count .................. 

48 I 00-0f.AC i I 00-0f-A( ; I 00-0F-AC ; 

bits ······ . . 
I I I 

Pte· No PTK GTK Reserved 
authentiration pairwise replay replay 

o I o I o I o counter countei 0 0 0 

Figure 4-50. Robust Security Network (RSN) information element 

Group cipher suite 

2 - 2 16xvor. ,, 

RSN PMK PMK 
Capabilities count ffst 

I 

··-..... ______ _ 

·-.. 

0 0 0 

Following the version number is the group cipher suite descriptor. Access points 
must select a single group cipher compatible with all associated stations to pro­
tect broadcast and multicast frames. Only one group cipher is allowed. 

A cipher suite selector is four bytes long. It starts with an OUI for the vendor, 
and a number to identify the cipher. Table 4-9 shows the standardized cipher 
suites. (Values not shown in the table are reserved.) The OUI used by 802.lli is 
00-0F-AC, which is used by the 802.11 working group. 

Table 4-9. Cipher suites 

OUI ,Suite Type Definition 
., ; ... ~-• ;·_ ::,}.., 

00--0F-AC (802.11) 0 Use the group ciphmuite (only valid for pairwise cipher-;) 

00-0F-AC 1 WEP-40 

00-0F-AC 2 TKIP 

00--0F-AC 3 Reserved 

00-0F-AC 4 ((Mpa 

00-0F-AC 5 WEP-104 

VendorOUI Any value Defined by vendor 

• This is the defoult value for an 802.11i netwolll. 

Painvise Cipher Suites (count+ list) 
Following the group cipher suite may be several pairwise cipher suites to protect 
unicast frames. There is a two-byte count, followed by a series of supported 
cipher descriptors. The suite selector may be set to zero to indicate support for 
only the group cipher suite. There is no limit, other than the size of the informa­
tion element, on the number of supported pairwise ciphers. 

Authentication and Key Management (AKM) suites (count + list) 
Like the pairwise cipher suite selector, there may be multiple authentication 
types defined. Following a count, there is a series of four-byte suite identifiers. 
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As with the cipher suites, the four-byte identifier consists of an OUI and a suite 
type number. Table 4-10 shows the standard authentication types. 

Table 4-10. Authentication and key management suites 

our Suite type Authentication Key management 

00-0F-AC 1 802.l X or PMK caching Key derivation from preshared master key, as described in 
Chapter] 

00-0F-AC 2 Pre-shared key Key derivation from pre-shared key, as described in Chapter 7 

Vendor OU\ Any Vendor-specific Vendor-specific 

RSN Capabilties 
This two-byte field consists of four flags used to describe what the transmitter is 
capable of, followed by reserved bits that must be set to zero. 

Pre-authentication 
An AP may set this bit to indicate it can perform pre-authentication with 
other APs on the network to move security sessions around. Otherwise, this 
bit is set to zero. Preauthentication is discussed in Chapter 8. 

No Pairwise 
This bit is set when a station can support a manual WEP key for broadcast 
data in conjunction with a stronger unicast key. Although supported by the 
standard, this configuration should not be used unless absolutely necessary. 

Pairwise Replay Counter and Group Replay Counter 
Separate replay counters may be maintained for each priority level defined in 
emerging quality of service extensions. These bits describe the number of 
replay counters supported by the station. 

PMK list (count + list) 
Faster hand-offs between access points are possible when the pairwise master 
key is cached by the AP. Stations may provide a list of master keys to an AP on 
association in an attempt to bypass the time-consuming authentication. PMK 
caching is discussed in more detail in Chapter 8. 

Extended Supported Rates 

The Extended Supported Rates information element acts identically to the Sup­
ported Rates element in Figure 4-33, but it allows an information element body of up 
to 255 bytes to be supported. 

Wi-Fi Protected Access (WPA) 

Wi-Fi Protected Access is a slight modification of a subset of 802.lli, designed to 
bring TKIP to the market more quickly. It is identical to the Robust Security Net­
work information element in Figure 4-50, but with the following changes: 
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• The element ID is 221, not 48. 

• A WP A-specific tag of 00:50:F2:01 is inserted before the version field. 

• Microsoft's OUI (00:50:F2) is used instead of the 802.11 working group's OUI. 

• Only one cipher suite and one authentication suite are supported in the informa­
tion element. However, many WPA implementations do not follow this restriction. 

• TKIP is the default cipher, rather than CCMP. 

• Preauthentication is not supported in WP A, so the preau thentication capabili­
ties bit is always zero. 

Types of Management Frames 
The fixed fields and information elements are used in the body of management 
frames to convey information. Several types of management· frames exist and are 
used for various link-layer maintenance functions. 

Beacon 

Beacon frames announce the existence of a network and are an important part of many 
network maintenance tasks. They are transmitted at regular intervals to allow mobile 
stations to find and identify a network, as well as match parameters for joining the net­
work. In an infrastructure network, the access point is responsible for transmitting Bea­
con frames. The area in which Beacon frames appear defines the basic service area. All 
communication in an infrastructure network is done through an access point, so sta­
tions on the network must be close enough to hear the Beacons. 

Figure 4-51 shows most the fields that can be used in a Beacon frame in the order in 
which they appear. Not all of the elements are present in all Beacons. Optional fields 
are present only when there is a reason for them to be used. The FH and DS Parame­
ter Sets are used only when the underlying physical layer is based on frequency hop­
ping or direct-sequence techniques. Only one physical layer can be in use at any 
point, so the FH and DS Parameter Sets are mutually exclusive. 

The CF Parameter Set is used only in frames generated by access points that support 
the PCF, which is optional. The TIM element is used only in .Beacons generated by 
access points, because only access points perform frame buffering. If the Country-spe­
cific frequency hopping extensions were to be present, they would follow the Country 
information element. Frequency hopping networks are much less common now, 
though, so I omit the frequency hopping extensions for simplicity. Likewise, the IBSS 
DFS element occur between the Quiet and TPC Report elements, were it to appear. 
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bytes I MAC header 
2 2 6 6 6 2 I Variable 4 ._ 

I O:;J Frame Duration DA SA BSS ID Seq- Frame 
Control ctl Body 

s-2-2-variobk 
L.. 

bytes 7 2 8 4 Variable 

llmestamp Beacon Capability FH D, Cf ISSS TIM Q 
Interval Info PararneterSet Pai.metl'r Parametl'r Set Parameter Set , 

let 

Mandatory Optional 
L- I 

Variable 3 6 8 4 3 Variable Variable 

Power Channel ,Quiel TPC ERP E,tended Robust :o Contest Switch Report rates 5emlty netwo!I: ._ 
I 

-----+- Optional (continued) 

Figure 4-5 .1. lkawn frame 
L-

Probe Request 

Mobile stations use Probe Request frames to scan an area for existing 802.11 net-
-- works. The format of the Probe Request frame is shown m Figure 4-52. All fields are 

mandatory. 

;,,_ 
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I MAC header 
bytes 2 2 6 6 2 II Varial 

I I I DA ' I II 

s~ ' I I I 1 Frame !Duration! 
Control 

BSS ID Seq- I SSID 
ctl 

Figure 4-52. Pmbe Request frame 

Supponed 
Rates 

4 

[E] 

A Probe Request frame contains two fields: the SSID and the rates supported by the 
mobile station. Stations that receive Probe Requests use the information to deter­
mine whether the mobile station can join the network. To make a happy union, the 
mobile station must support all the data rates required by rhe network and must 
want to join the network identified by the SSID. This may be set to the SSID of a spe­
cific network or set to join any compatible network. Drivers that allow cards to join 
any network use the broadcast SSID in Probe Requests. 

Probe Response 

lf a Probe Request encounters a network with compatible parameters, the network 
sends a Probe Response frame. The station that sent the last Beacon is responsible 
for responding to incoming probes. ln infrastructure networks, this station is the 
access point. In an IBSS, responsibility for Beacon transmission is distributed. After a 
station transmits a Beacon, it assumes responsibility for sending Probe Response 
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frames for the next Beacon interval. The format of the Probe Response frame is 
shown in Figure 4-53. Some of the fields in the frame are mutually exclusive; the 
same rules apply to Probe Response frames as to Beacon frames. 

byte, l 2 2 
6 

MAC header--------

1 ' I I , , · I 6 
2 I 6 

byte, 

Frame !Duration 
control 

DA 
I I I 

SA BSSIO 

a_1-2-varfab/e 

Timestamp Beacon l(apabilityl SS ID 
inte,val info 

~ 
Variable 4 Variable 

FH Hopping FH Pattern 
parameter table 

~~---

3 

Power 
constant 

Suppo,ted 
rates 

(wntinued) 

5 

Channel switch 
announcemen1 

1~-1 
7 2 

OS FH 
Paramtter Parameter set , .. 

8 

Quiet 

Variable 4 

lll;J f.ame 
body 

4 8 

CF 
Parameter set 

Var/able 4 

IBSS DFS [@] Ori 

~-------------(Continued)----------------' 

3 Variable Variable 

I 
ERP I Extended 

Information Supported Rates 
Robust Security S D 

Network ~ 

Figure 4-53. Probe Response frame 

The Probe Response frame carries all the parameters in a ;Beacon frame, which 
enables mobile stations to match parameters and join the network. Probe Response 
frames can safely leave out the TIM element because stations sending probes are not 
yet associated and thus would not need to know which associations have buffered 
frames waiting at the access point. 

I BSS announcement traffic indication map (ATIM) 

IBSSs have no access points and therefore cannot rely on access points for buffering. 
When a station in an IBSS has buffered frames for a receiver in low-power mode, it 
sends an A TIM frame during the delivery period to notify the recipient it has buff­
ered data. See Figure 4-54. 

~--MAC header--~ 
bytesl 2 6 6 6 l 4 

I i~~!i I Our:tion I : : ~A : : I : : s; : :. I : : BS:10 : : j i· I : f:S : II 

Figure 4-54. ATIMframe 
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Disassociation and Deauthentication 
Disassociation frames are used to end an association relationship, and Deauthentica­
tion frames are used to end an authentication relationship. Both frames include a sin­
gle fixed field, the Reason Code, as shown in Figure 4-55. Of course, the Frame 
Control fields differ because the subtype distinguishes between the different types of 
management frames. 802.11 revisions did not need _to change the format, but many 
have added new reason codes. 

I MACheade1 
bytes I l l 6 6 6 

j Fra
1

me j Ou~tion I I I I I DA SA BSSIO 
I Contol 

bits 

Figure 4-55. Disassociation and Deauthentic:ation frames 

Association Request 
Once mobile stations identify a compatible network and authenticate to it, they may 
attempt to join the network by sending an Association Request frame. The format of 
the Association Request frame is shown in Figure 4-56. 

I MAC header 
byte,2 2 6 6 6 2 11 2 2 ;.___..c..:=,. 1 4 

frame Duration DA SA BSSIO Seq- Capability listen SS 10 Supported ~ j 
'Control ctl Info lnteival Rates ~ 

Figure 4-56. Association Request frame 

The Capability Information field is used to indicate the type of network the mobile 
station wants to join. Before an access point accepts an association request, it veri­
fies that the Capability lnformation, SSID, and (Extended) Supported Rates all match 
the parameters of the network. Access points also note the Listen Interval, which 
describes how often a mobile station listens to Beacon frames to monitor the TIM. 
Stations that support spectrum management will have the power and channel capa­
bility information elements, and stations supporting security will have the RSN infor­
mation element. 

Reassociation Request 

Mobile stations moving between basic service areas within the same extended ser­
vice area need to reassociate with the network before using the distribution system 
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again. Stations may also need to reassociate if they leave the coverage area of an 
access point temporarily and rejoin it later. See Figure 4-57. 

bytes I 2 
MAC header 

2 II frame body 
I 2 6 6 6 2 2 6 Variable Variable 4 

frame Duration DA SA 8SSID Seq- Capability Listen Current AP $$10 Supported ~ 
!Control ctl Info Interval Add~s R.ites 

I 

Figure 4-57. Reassociation Request frame 

Association and Reassociation Requests differ only in that a Reassociation Request 
includes the address of the mobile station's current access point. Including this infor­
mation allows the new access point to contact the old access point and transfer the 
association data. The transfer may include frames that were buffered at the old 
access point. 

Association Response and Reassociation Response 

When mobile stations attempt to associate with an access point, the access point 
replies with an Association Response or Reassociation Response frame, shown in 
Figure 4-58. The two differ only in the subtype field in the Frame Control field. All 
fields are mandatory. As part of the response, the access point assigns an Association 
ID. How an access point assigns the association ID is implementation-dependent. 

I ~~ ~- I bytes 2 1 6 6 6 2 2 2 2 4 

Frame Duration DA SA 8SS ID Seq- Capability St11us Association Supported ~ 
Control ctl Info Code ID Rates u......Jl 

Figure 4-58. (Re)Association Response frame 

Authentication 

At the beginning of 802.11 networking, stations authenticated using a shared key, and 
exchanged Authentication frames, which are shown in Figure 4-59. With 802.lli, 
shared key authentication was kept in the standard, but made incompatible with the 
new security mechanisms. If a station uses shared key authentication, it will not be 
allowed to use the strong security protocols described in Chapter 8. 

MAC header I 1 z 2 Vario e Frame body . bl I 
4 

byre, rl -2- --=-2 -~ -
6 
,. 

6 6 1 

1 

Authentication Authentication Status Challenge [:]s 
I 

frame I Oura1ion 
Control 

DA SA I BSS 10 I Seq. Algorithm Transaction Code Text 
ctl. Nufllber Seq,No. 

Figure 4-59. Authentication frames 
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Different authentication algorithms may co-exist. The Authentication Algorithm 
Number field is used for algorithm selection. The authentication process may involve 
a number of steps (depending on the algorithm), so there is a sequence number for 
each frame in the authentication exchange. The Status Code and Challenge Text are 
used in different ways by different algorithms; details are discussed in Chapter 8. 

Action frame 

802. llh added support for Action frames, which trigger measurements. These 
' - frames wiJl be described in detail in the "Spectrum Management" section of 

Chapter 8. 
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Frame Transmission and Association 
and Authentication States 
Allowed frame types vary with the association and authentication states. Stations are 
either authenticated or unauthenticated and can be associated or unassociated. These 
two variables can be combined into three allowed states, resulting in the 802.11 Hier­
archy of Network Development: 

1. Initial state; not authenticated and not associated 

2. Authenticated but not yet associated 

3. Authenticated and associated 

Each state is a successively higher point in the development of an 802.11 connec­
tion. All mobile stations start in State 1, and data can be transmitted through a distri­
bution system only in State 3. (IBSSs do not have access points or associations and 
thus only reach Stage 2.) Figure 4-60 is the overall state diagram for frame transmis­
sion in 802.11. 

Frame Classes 
Frames are also divided into different classes. Class 1 frames can be transmitted in 
State l; Class 1 and 2 frames in State 2; and Class 1, 2, and 3 frames in State 3. 

Class 1 frames 
Class 1 frames may be transmitted in any state and are used to provide the basic opera­
tions used by 802.11 stations. Control frames are received and processed to provide 
basic respect for the CSh-WCA "rules of the road" and to transmit frames in an IBSS. 
Class 1 frames also allow stations to find an infrastructure network and authenticate to 
it. Table 4-11 shows a list of the frames that belong to the Class 1 group . 
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Figure 4-60. Overall 802.11 state diagram 

Table 4-11. Class 1 frames 

Control 

Request to Send (RTS) 

Clear to Send (CTS) 

Acknowledgment (ACK) 

CF-End 

CF-End+CF-Ack 

Class 2 frames 

Management 

Probe Request 

Probe Response 

Beacon 

Authentication 

Deauthentication 

AnnouncementTrafficlndication Message (ATIM) 

DeouthorilOlion 

Data 

Any frame with ToDS and FromDS false (OJ 

Class 2 frames can be transmitted only after a station has successfully authenticated to 
the network, and they can be used only in States 2 and 3. Class 2 frames manage associ­
ations. Successful association or reassociation requests move a station to State 3; unsuc­
cessful association attempts cause the station to stay in State 2. When a station receives 
a Class 2 frame from a nonauthenticated peer, it responds \.v:ith a Deauthentication 
frame, dropping the peer back to State l.' Table 4-12 shows the Class 2 frames. 

Table 4-12. Class 2 frames 

Control 

None 

Management 

Association Request/Response 

Reassociation Request/Response 

Disassociation 

Data 

None 

• This rejection action takes place only for frames that are not filtered. Filtering prevents frames from a differ­
ent BSS from triggering a rejection, 
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Class 3 frames 
Class 3 frames are used when a station has been successfully authenticated and asso­
ciated with an access point. Once a station has reached State 3, it is allowed to use 
distribution system services and reach destinations beyond its access point. Stations 
may also use the power-saving services provided by access points in State 3 by using 
the PS-Poll frame. Table 4-13 lists the different types of Class 3 frames. 

Table 4-13. Class 3 frames 

Control 

PS-Poll 

Management 

Deauthentication 

Data 

Any frames, including those with either 
the ToDS or FromDS bits set 

If an access point receives frames from a mobile station that is authenticated but not 
associated, the access point responds with a Disassociation frame to bump the 

L mobile station back to State 2. If the mobile station is not even authenticated, the 
access point responds with a Deauthemication frame to force the mobile station back 
into State 1. 

I-

--
L 

I-

..... 

I..... 

I-
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CHAPTERS 

Wired Equivalent Privacy {WEP) 

Anyone who is not shocked by quantum theory 
has not understood it. 
-Niels Bohr 

In wireless networks, the word "broadcast" takes on an entirely new meaning. Wire­
less networks rely on an open medium, and the risk of using them is greatly 
increased if no cryptographic protection can be applied on the air link. With an open 
network medium, unprotected traffic can be seen by anybody with the right equip­
ment. In the case of wireless LANs, the "right equipment" is a radio capable of 
receiving and decoding 802.11, which is hardly an expensive purchase. For extra 
eavesdropping power, a high-gain external antenna may be used. Antennas are inex­
pensive enough that you must assume that a determined attacher has purchased one. 

Guarding against traffic interception is the domain of cryptographic protocols. As 
frames fly through the air, they muse be protected against harm. Protection takes many 
forms, but the two most commonly cited informal objectives are maintaining the 
secrecy of network data and ensuring it has not been tampered with. Initially, the 
Wired Equivalent Privacy (WEP) standard was the answer for wireless security. In the 
first four years of 802.11 's life, researchers built a strong case for the insecurity of \VEP. 

If WEP is so bad, why bother with it? In many cases, it is the only security protocol 
available on a particular device. WEP's design is easy to implement. Though it lacks 
the sophistication of later cryptographic protocols, it does not require the computa­
tional power, either. Older devices, especially handheld application-specific devices, 
may lack the processing punch necessary to run anything better, and WEP is the best 
that you can do. It is also important to learn about WEP because the WEP frame­
handling operations underlie newer technology such as TKIP. 

Cryptographic Background to WEP 
Before discussing the design of WEP, it's necessary to cover some basic crypto­
graphic concepts. I am not a cryptographer, and a detailed discussion of the 
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cryptography involved would not be appropriate in this book, so this chapter is 
necessarily brief.' 

To protect data, WEP requires the use of the RC4 cipher, which is a symmetric 
(secret-key) stream cipher. RC4 shares a number of properties with all stream 
ciphers. Generally speaking, a stream cipher uses a stream of bits, called the key­
stream. The keystream is then combined with the message to produce the ciphertext. 
To recover the original message, the receiver processes the ciphertext with an identi­
cal keystream. RC4 uses the exclusive OR (XOR) operation to combine the key­
stream and the ciphertext. Figure 5-1 illustrates the process. 

Data 

0 
., 
ol 

Source Destination 
Keystream Cipher stream Keystrea m 

1 1 1 
1 0 1 
1 1 1 

Received data 

0 
1 
0 

1
0 ____ _., o 

jl -xoR----+ ~ 11 -XOR--- 0 ---- 11 
~ , 1 ~ 
J O O O 0 
I I 

:ol 1,· .0 
0 0 

Figure 5-1. Generic stream cipher operation 

Most stream ciphers operate by taking a relatively short secret key and expanding it 
into a pseudorandom keystream the same length as the message. This process is 
illustrated in Figure 5-2. The pseudorandom number generator (PRNG) is a set of 
rules used tO expand the key into a keystream. To recover the data, both sides must 
share the same secret key and use the same algorithm to expand the key into a 
pseudorandom sequence. 

Because the security of a stream cipher rests entirely on the randomness of the key­
stream, the design of the key-to-keystream expansion is of the utmost importance. 
When RC4 was selected by the 802.11 working group, it appeared to be quite secure. 
But once RC4 was selected as the ciphering engine of WEP, it spurred research that 
ultimately found an exploitable flaw in the RC4 cipher that will be discussed later. 

• Readers interested in more detailed explanations of the cryptographic algorithms involved should consult 
Applied Cryptography by Bruce Schneier (Wiley, 1996). 
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Figure 5-2. Keyed stream cipher operation 

Stream Cipher Security 

Cipher text 

-.. ~ 11 

Destinotiqn 

Cipher 
PRNG 

Data 

A totally random keystream is called a one-time pad and is the only known encryption 
scheme that is mathematically proven to protect against certain types of attacks. One­
time pads are not commonly used because the keystream must be perfectly random 
and the same length as the data that will be protected, and it can never be reused. 

Attackers are not limited to attacking the underlying cipher. They can choose to 
exploit any weak point in a cryptographic system. One famous Wes tern intelligence 
effort, code-named VENONA, broke Soviet messages encrypted with one-time pads 
that were reused.' It is easy to understand the temptation to reuse the one-time pads. 
Huge volumes of keying material are necessary to protect even a small amount of data, 
and those keying pads must be securely distributed, which in practice proves to be a 
major challenge. One data bit must have a corresponding one-time pad bit. A 54 Mbps 
network can move about 25 Mbps of user data. If the network operates at just 10% of 
that capacity, the data transfer in an 8-hour workday is still 9 gigabytes. Distributing 
multiple gigabytes of keying material to every access point is totally impractical. 

Stream ciphers are a compromise between security and practicality. The perfect ran­
domness (and perfect security) of a one-time pad is attractive, but the practical diffi­
culties and cost incurred in generating and distributing the keying material is 
worthwhile only for short messages that require the utmost security. Stream ciphers 
use a less random keystream but one that is random enough for most applications. 

Cryptographic Politics 
No discussion of cryptography would be complete without a passing reference to 
some of the many legal and regulatory concerns surrounding its use. Three major 

• The United States National Security Agency has made some information on the project public at http:// 
www.nsa.gov/docs/vrnona. 
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issues impinge upon the use of \VEP, though the effect of these issues has dimin­
ished over time. 

WEP requires the use of the RC4 cipher to encrypt the frame. When the first edition 
of this book was written, WEP was optional and not incorporated into all products. 
Host software could incorporate RC4 code, but open source projects had concerns 
about including code that infringed on the intellectual property of RSA Security, Inc. 
In the time since the first edition was published, this concern has faded into the 
background. All the major chipset vendors have licensed RC4 encryption and incor­
porated hardware support for RC4 into 802.11 chipsets. Device drivers are responsi­
ble for pushing WEP keys down to the hardware. Performing encryption in hardware 
on the card means that software no longer needs to risk infringing on RSA's intellec­
tual property. 

WEP was initially designed with short keys to satisfy the U.S. export regulations 
regarding cryptographic products. [nitially, the standard required short 40-bit keys, 
but every product on the market supports at least 104-bit keys now. For a brief time, 
long keys looked like an important extension to the standard, though the additional 
security proved illusory. 

Finally, some governments strictly regulate the use of any cryptographic system, 
WEP included. In addition to United States export regulations, many countries have 
import regulations that restrict importing cryptographic equipment. Other govern­
ments are also free to require additional cryptographic measures. The government of 
China has developed an alternative security system called WLAN Authentication and 
Privacy Infrastructure (W API), and has made it optional for wireless LAN equip­
ment sold in China. 

WEP Cryptographic Operations 
Communications security has three major objectives. Any protocol that attempts to 
secure data as it travels across a network must help network managers to achieve 
these goals. Confidentiality is the term used to describe data that is protected against 
interception by unauthorized parties. Integrity means that the data has not been 
modified. Authentication underpins any security strategy because part of the reliabil­
ity of data is based on its origin. Users must ensure that data comes from the source 
it purports to come from. Systems must use authentication to protect data appropri­
ately. Authorization and access control are both implemented on top of authentica­
tion. Before granting access to a piece of data, systems must find out who the user is 
(authentication) and whether the access operation is allowed (authorization). 

WEP provides operations that attempt to meet these objectives, though they often 
fail under serious scrutiny or attack. Frame body encryption supports confidential­
ity. An integrity check sequence protects data in transit and allows receivers to vali­
date that the received data was not altered in transit. In practice, the operations 
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offered by WEP are not strong and require additional strengthening measures, as dis­
cussed in the next two chapters. 

WEP Data Processing 
Confidentiality and integrity are handled simultaneously, as illustrated in Figure 5-3. 
Before encryption, the frame is run through an integrity check algorithm, generating 
a hash called an integrity check value (ICV). The ICY protects the contents against 
tampering by ensuring that the frame has not changed in transit. The frame and the 
ICY are both encrypted, so the ICV is not available to casual attackers. 

IV Key number 
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IV I Secretkey 

~ 
Data "WEP seed'(RC4 key} 

RC4 

I ! Encrypted poylo.id + ICV 

Key 
Header IV number Payload ICV ] 

Figure 5-3. WEP operations 

As input, WEP requires three items: 

• The payload to be protected, which comes from the upper layer protocol stack. 

• A secret key, used in frame encryption. Depending on implementation, keys may 
be specified as a string of key bits, or by key number. WEP allows four keys to be 
stored simultaneously. 

• An initialization vector, used along with the secret key in frame transmission. 
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After processing, WEP has a single output: 

• An encrypted frame, ready for transmission over an untrusted network with 
enough information to enable decryption at the remote end. 

WEP data transmission 

Driver software and the interface hardware are responsible for processing the data 
and sending out the encrypted packet, using the following sequence: 

1. The 802.11 frame is queued for transmission. It consists of a frame header and 
the payload. WEP protects only the payload of the 802.11 MAC, and leaves the 
802.11 frame header, as well as any lower-layer headers, intact. 

2. An integrity check value (ICV) is calculated over the payload of the 802.11 MAC 
frame. It is calculated over the frame payload, so it starts at the first bit of the 
SNAP header, and goes up to the last data bit in the body. The 802.11 frame 
check sequence has not yet been calculated, so it is not included in the ICV cal­
culation. The ICV used by WEP is a Cyclic Redundancy Check (CRC), a point 
that will be expanded on later. 

3. The frame encryption key, or WEP seed, is assembled. WEP keys come in two 
parts: the secret key, and the initialization vector ([V). Stream ciphers will pro­
duce the same key stream from the same key, so an initialization vector is used 
to produce different stream ciphers for each transmitted frame. To reduce the 
occurrence of encryption with the same key stream, the sending station prepends 
the IV to the secret key. 802.11 does not place any constraints on the algorithm 
used to choose IVs; some products assign IVs sequentially, while others use a 
pseudorandom hashing algorithm. IV selection has some security implications 
because poor IV selection can compromise keys. 

4. The frame encryption key is used as the RC4 key to encrypt the 802.11 MAC 
payload from step 1 and the ICY from step 2. The encryption process is often 
assisted with dedicated RC4 circuitry on the card. 

5. With the encrypted payload in hand, the station assembles the final frame for 
transmission. The 802.11 header is retained intact. Between the 802.11 MAC 
header and the encrypted payload, a WEP header is inserted. In addition to the 
IV, the WEP header includes a key number. \\TEP allows up to four keys to be 
defined, so the sender must identify which key is in use. Once the final header is 
assembled, the 802. 11 FCS value can be calculated over the entire MAC frame 
from the start of the header to the end of the (encrypted) ICY. 

Decryption happens in the reverse order. As with any other transmission on the wire­
less network, the FCS is validated to ensure that the frame received was not cor­
rupted in transit. To decrypt the protected part of the frame, the receiver will take its 
secret key, prepend the IV, and generate the key stream. With the decrypted data, it 
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can then validate the ICV. Once the ICV is successfully validated, the packet data 
can be passed to the appropriate upper-layer protocol depending on the content of 
the SNAP header. 

WEP key length 

In theory, WEP can be used with keys of any length because RC4 does not require 
the use of any particular key size. Mose products implement one of two key lengths, 
though. The only key length present in the standard is a 64-bit WEP seed, of which 
40 bits are shared as a secret between the two communicating stations. Vendors have 
used a variety of names for the standard WEP mode: "standard WEP," "802.11-
compliant WEP," "40-bit WEP," "40+24-bit WEP," or even "64-bit WEP." I person­
ally feel that the last term is a stretch, based on hoodwinking the consumer with the 
length of the shared key and not the size of the shared secret, but it has become 
somewhat standard throughout the industry. 

It is also common to implement a longer key length, typically with a 128-bit WEP 
seed, of which 104 bits are a kept secret. This is referred to as "WEP-104" by many 
documents, though it is almost always called "128-bit WEP" by sales literature. It is 
rare, though not unheard of, to nse a third key length of 128 secret bits, which 
results in a 152-bit \VEP seed. Confusingly, chis rare implementation is often also 
called "128-bit WEP," although the differing key lengths makes it incompatible with 
WEP-104. One vendor even offers the option of using 256-bit secret keys with WEP, 
although the incremental security from such a long key is dubious. 

In a well-designed cryprographic system, additional security can be obtained by 
using a longer key. Each additional bit doubles the number of _potential keys and, in 
theory, doubles the amount of time required for a successful attack. WEP, however, 
is not a well-designed cryptographic system, and the extra bits in the key buy you 
very little. The best publicly disclosed attack against static WEP can recover the key 
in seconds, no matter what its length is. 

Types ofWEP keys 

WEP can employ two different types of keys. Mapped keys pro'tect traffic between a 
particular source and receiver. Mapped keys are sometimes referred to as unicast keys 
or station keys because they are well-suited to protect unicast traffic. In an infrastruc­
ture network, data is always transferred between a station and the access point serv­
ing it. 802.11 frames have both a receiver address and a destination address. Unicast 
traffic may have many different destination addresses, but every unicast frame trans­
mitted in an infrastructure network will use the MAC address of the AP as its 
receiver address. All unicast traffic to or from a particular station can be encrypted by 
a single mapping key. Default keys, which are also referred to as broadcast keys, are 
used when no mapping relationship exists between two 802.11 stations. Default keys 
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are a natural fit for broadcast and multicast frames because group addresses repre­
sent multiple stations and therefore cannot support key mapping relationships . 

Manual (static) versus automatic (dynamic) WEP 

802. 11 does not specify any particular key distribution mechanism for use with 
WEP. As far as WEP is concerned, keys magically appear. Early WEP implementa­
tions relied on manual key distribution. Administrators were responsible for distrib­
uting a single default key to all stations in the network, usually manually. Key 
updates were also manual. In practice, most network deployments wound up using 
the same key for a very long time due to the high management overhead in changing 
the key. For this reason, WEP without any key distribution mechanism is often 
called manual WEP or static WEP. 

Manual keys are an awful idea. Managing key distribution across a whole network of 
access points is very difficult. Keys protect data, and should therefore be changed when­
ever somebody with knowledge of the key leaves the organization. In theory, a well 
designed cryptographic system tries to limit the use of a key to as narrow a purpose as 
possible just in case a key is compromised. Static WEP used the same key for all frames 
transmitted by every station, which worsens the consequences of a key compromise. 

Static WEP should not be used without a clear reason to do so. Static WEP is better 
than nothing, but little more can be said in its favor. It is effective for deterring casual 
attacks, but will not withstand determined assault. Many low-power devices such as 
802.11 phones, handheld bar code scanners, and even some PDAs may not support 
anything better than static WEP. Until they can be replaced, static WEP offers the 
only possible link layer security for these devices. 

Better solutions are based on dynamic WEP. Rather than a single key distributed to 
all stations, each station uses two keys. One is a key mapping key, shared between 
the station and access point, used to protect unicast frames. The second key is a 
default key, shared by all stations in the same service set, that protects broadcast and 
mulcicast frames. The encryption keys used by the clients are distributed using key 
encryption keys derived from strong authentication protocols that will be discussed 
in the next chapter. 

Dynamic \VEP offers significant advantages over static WEP solutions. At the highest 
level, the scope of each key is limited. Keys are used less often, and the result of com­
promising a key is lessened by using it to protect less traffic. Attackers can still mount 
assaults on the keys, but they have much less data to work for each key, making atcacks 
more time-consuming. Nearly as important, dynamic keys can, as the name implies, 
change. At periodic intervals, the keys can be refreshed by the access point, which 
requires attackers to throw out accumulated data and start the assault on a key over 
again. By configuring short rekeying intervals, significant mitigation against attacks on 
keys is possible. Dynamic WEP solutions will be discussed later in this chapter. 
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WEP key numbering and storage 

\\TEP keys have an associated number so that up to four keys may be defined on an 
802.11 station. In the beginning, the \VEP key number was meant to help facilitate 
changing the key across the network. Rather than switch every station to a new key 
simultaneously, the new key could be defined across the network and stations could 
be gradually switched. If, for example, an organization used key number O and 
wished to change it, key number 1 could be defined on the network. Rather than 
change all stations at the same time to the new key, stations could be configured to 

start using key number 1 during a defined transition period. At the end of the transi­
tion period, key number O would be disabled. 

Key numbering takes on a slightly different role in dynamic WEP solutions. Each sta­
tion receives two keys from the access point: a mapping key, typically stored as key 
number 0, and a default key, typically stored as key number 1. Stations use key O for 
protection of unicast traffic, and key 1 for protection of broadcast traffic. When 
frames are queued by the driver for transmission, the driver software will label uni­
cast frames as requiring encryption with key 0, and broadcast frames as requiring 
encryption with key 1. 

When 802.11 was new, many cards did not support WEP, or performed the RC4 
encryption on the host CPU, limiting performance. RC4 is very easy to implement in 
hardware, and virtually every wireless LAN interface sold since 1999 has provided 
hardware-based RC4 encryption in the interface card itself to reduce the perfor­
mance hit from encryption. (This includes most 802.116 cards and everything that 
has come later.) Some older cards also used firmware to limit key length to 40-bit 
keys rather than 104-bit keys, such as the Orinoco Silver and Gold cards. Key length 
restrictions were lifted in later firmware releases. 

To efficiently encrypt frames, many 802.11 chipsets include a data structure called 
the key cache. Key caches consist of mappings between tuples of the destination 
address, the key identifier number, and the bits of the key itself. Most chipsets 
intended for use in station interface cards have four key slots. Static WEP uses one 
key slot; dynamic WEP solutions use two. When frames are queued for transmis­
sion, the destination address is looked up in the key cache and the resulting key is 
used to encrypt the frame. Dynamic keying solutions function identically to static 
WEP solutions, except that the contents of the key cache may be overwritten by key 
management software. 

One of the ways in which chipsets intended for use in cards differ from chipsets 
intended for use in access points is that the AP chipsets have much larger key caches, 
often capable of 256 or more key entries. Even with two entries required (one 
mapped key and one default key) for a station, such a data structure can handle key­
ing for more than 100 stations. Given the limited capacity of most wireless link tech­
nologies, such a large data will handle any reasonable traffic load with room to spare. 
However, some early APs capable of dynamic keying were unable to maintain large 
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key data structures, and had to share keys among multiple stations. To cut costs, 
some vendors used card chipsets rather than AP chipsets in the AP radio. As a result, 
they only had four key slots and needed to share a single unicast key among all sta­
tions attached to an AP. 

WEP Encapsulation 
When WEP is in use, the frame body expands'by eight bytes. Four bytes are used for 
a frame body IV header, and four are used for the ICV trailer. See Figure 5-4. 

~-----IV header-----~ 

Frame 
header 

Initialization 
vector 

Figure 5-4, WEP frame extensions 

Pad Frame 
body 

Integrity chedc 
value FCS 

The IV header uses 3 bytes for the 24-bit IV, with the fourth byte used for padding 
and key identification. When a default key is used, the Key ID subfield identifies the 
default key that was used to encrypt the frame. If a key mapping relationship is used, 
the Key ID subfield is 0. The 6 padding bits of the last byte must be 0. The integrity 
check is a 32-bit CRC of the data frame; it is appended to the frame body and pro­
tected by RC4. The frame check sequence protects the encrypted data. 

Problems with WEP 
Cryptographers have identified many flaws in WEP. The designers specified the use 
of RC4, which is widely accepted as a strong cryptographic cipher. Attackers, how­
ever, are not limited to a full-frontal assault on the cryptographic algorithms-they 
can attack any weak point in the cryptographic system. Methods of defeating WEP 
have come from every angle. One notable slip was a vendor who shipped access 
points that exposed the secret WEP keys through SNMP, allowing an attacker to ask 
for just the key. Most of the press, though, has been devoted to flaws beyond imple­
mentation errors, which are much harder to correct. 

Cryptographic Properties of RC4 
Reuse of the keystream is the major weakness in any stream cipher-based cryptosys­
tem. When frames are encrypted with the same RC4 keystream, the XOR of the two 
encrypted packets is equivalent to the XOR of the two plaintext packets. By analyzing 
differences between the two streams in conjunction with the structure of the frame 
body, attackers can learn about the contents of the plaintext frames themselves. To 
help prevent the reuse of the keystream, WEP uses the IV to encrypt different packets 
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with different RC4 keys. However, the IV is part of the packet header and is not 
·encrypted, so eavesdroppers are tipped off to packets that are encrypted with the 
same RC4 key. 

Implementation problems can contribute to the lack of security. 802.11 admits that 
using the same IV for a large number of frames is insecure and should be avoided. 
The standard allows for using a different IV for each frame, but it is not required. 

WEP incorporates an integrity check, but the algorithm used is a cyclic redundancy 
check (CRC). CRCs can catch single-bit alterations with high 'probability, but they 
are not cryptographically secure. Cryptographically secure integrity checks are based 
on hash functions, which are unpredictable. With unpredictable functions, if the 
attacker changes even one bit of the frame, the integrity check will change in unpre­
dictable ways. The odds of an attacker finding an altered frame with the same integ­
rity check are so slim that it cannot be done in real time. CRCs are not 
cryptographically secure. CRC calculations are straightforward mathematics, and it 
is easy to predict how changing a single bit will affect the result of the CRC calcula­
tion. (This property is often used by compressed data files for repair! If just a few bits 
are bad, they can sometimes be identified and corrected based on a CRC value.) 

Design Flaws of the WEP System 
WEP's design flaws initially gained prominence when the Internet Security, Applica­
tions, Authentication, and Cryptography (ISAAC) group at the University of Califor­
nia, Berkeley, published preliminary results based on their analysis of the WEP 
standard: None of the problems identified by researchers depend on breaking RC4. 
Here's a summary of the problems they found; I've already touched on some of them: 

1. Manual key management is a minefield of problems. Setting aside the opera­
tional issues with distributing identical shared secrets to the user population, the 
security concerns are nightmarish. New keying material must be distributed on a 
"flag day" to all systems simultaneously, and prudent security practices would lean 
strongly toward rekeying whenever anybody using \VEP leaves the company (the 
administrative burden may, however, preclude doing this). Widely distributed 
secrets tend to become public over time. Passive sniffing attacks require obtaining 
only the WEP keys, which are likely to be changed infrequently. Once a user has 
obtained the WEP keys, sniffing attacks are easy, especially since 802.11 analyzers 
incorporate decryption capabilities. 

2. As standardized, static WEP offers a shared secret of only 40 bits. Security 
experts have long questioned the adequacy of 40-bit private keys, and many 

• The report is available on the Web athttp://www.isaac.cs.berkeley.edu!isaac/wep-faq.html. Items 3-6 on the 
following list arc summarized from that repon. 
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recommend chat sensitive data be protected by at least 128-bit keys: In the years 
since the initial flaws in WEP were published, the industry-standard extended 
key length is only 104 bits. 

3. Stream ciphers are vulnerable to analysis when the keystream is reused. WEP's 
use of the IV tips off an attacker to the reuse of a keystream. Two frames that 
share the same IV almost certainly use the same secret key and keystream. This 
problem is made worse by poor implementations, which may not pick random 
IVs. The Berkeley team identified one implementation that started with an IV of 
0 when the card was inserted and simply incremented the IV for each frame. fur­
thermore, the IV space is quite small (less than 17 million), so repetitions are 
guaranteed on busy networks. 

4. Infrequent rekeying allows attackers to assemble what the Berkeley team calls 
decryption dictionaries-large collections of frames encrypted with the same key­
streams. As more frames with the same IV pile up, more information is available 
about the unencrypted frames even if the secret key is not recovered. Given how 
overworked the typical system and network administration staff is, infrequent 
rekeying is the rule. 

5. WEP uses a CRC for the integrity check. Although the value of the integrity 
check is encrypted by the RC4 keystream, CRCs are not cryptographically 
secure. Use of a weak integrity check does not prevent determined attackers 
from transparently modifying frames.t 

6. The access point is in a privileged position to decrypt frames. Conceptually, this 
feature can be attacked by tricking the access point into retransmitting frames that 
were encrypted by WEP. Frames received by the access point would be decrypted 
and then retransmitted to the attacker's station. If the attacker is using WEP, the 
access point would helpfully encrypt the frame using the attacker's key. 

Key Recovery Attacks Against WEP 
In August 2001, Scott Fluhrer, Irsik Mantin, and Adi Shamir published a paper titled 
"Weaknesses in the Key Scheduling Algorithm of RC4." At the end of the paper, the 
authors describe a theoretical attack on WEP. Ac the heart of the attack is a weak­
ness in the way that RC4 expands the key into the key stream, a process called the 
key scheduling algorithm. 

The Fluhrer-Mantin-Shamir attack, or FMS attack for short, assumes the ability to 
recover the first byte of the encrypted payload. In many cryptographic systems, that 

• To be fair, WEP was (1riginally developed with the goal of being exportable under the then-current U.S. reg­
ulations for export of cryptographic systems. A longer key could not have been used without jeopardizing 
the wmmercial viability of U.S.-built 802.11 products . 

t 802. 11 requires frame retransmissions in the case of loss, so it may be possible for an attacker to retransmit 
a frame and cause a replacement injected frame to be accepted as legitimate. 
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would be a big assumption. WEP, however, is used to protect 802.11 frames, and the 
802.11 frame body begins with a SNAP header. Therefore, the cleartext value of the 
first byte is known to be 0xAA. Because the first cleartext byte is known, the first 
byte of the keystream can be easily deduced from a trivial XOR operation with the 
first encrypted byte. 

The paper's attacks are focused on a class of weak keys written in the form (B+3):FF:N. 
Each weak IV is used to attack a particular byte of the secret portion of the RC4 key. 
Key bytes are numbered from zero. Therefore, the weak N corresponding to byte 
zero of the secret key has the form 3:FF:N. The second byte must be OxFF; knowl­
edge of the third byte in the key is required, but it need not be any specific value. 

A standard WEP key is 40 secret bits, or 5 bytes numbered consecutively from Oto 4. 
Weak IVs on a network protected by standard WEP must have a first byte that 
ranges from 3 (B=O) to 7 (B=4) and a second byte of 255. The third byte must be 
noted but is not constrained to any specific value. There are 5 x 1 x 256=1,280 
weak IVs of this type in a static WEP network. Additional classes of weak IVs have 
been exploited since the publication of the paper, bringing the total number of weak 
IVs to about 9,000; this is approximately 5% of the total number of IVs. These new 
classes depend on the relationships between IV bytes. Readers who are interested in 
the other classes of weak IVs should refer to the source code of WEP cracking tools.· 

Each weak IV leaks information about a key byte. By applying probabiliry theory, 
Fluhrer, Mantin, and Shamir estimated that about 60 weak IVs need to be collected 
for each key byte. Furthermore, and perhaps worst of all, the attack gains speed as 
more key bytes are determined. Guessing the first key byte helps you get the second, 
and so on. Success cascades through the attack, and it works in linear time. Dou­
bling the key length only doubles the computational time for the attack to succeed. 

With such a tantalizing result, it was only a matter of time before it was used to attack 
a real system. In early August 2001, Adam Stubblefield, John Ioannidis, and Avi Rubin 
applied the FMS attack to an experimental, but real, network with devastating effect.t 
In their resting, 60 resolved cases usually determined a key byte, and 256 resolved cases 
always yielded a full key. It took less than a week to implement the attack, from the 
ordering of the wireless card to the recovery of the first full key. Coding the attack cook 
only a few hours. Key recovery was accomplished between five and six million pack­
ets, which is a small number for even a moderately busy network. 

Reporting on a successful attack, however, is nothing compared to having a public 
code base available to use at will. The hard part of the Fluhrer-Mantin-Shamir attack 
was finding the RC4 weakness. Implementing their recommendations is not too 

• For example, see the das5ify() function in Airsnort's crack.c. 

t This work is described more fully in AT&T Labs Technical Report TD-4ZCPZZ. 
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difficult. In late August 2001, AirSnort, an open source WEP key recovery program, 
was released. Many tools have followed AirSnort. 

Key recovery defenses 

Longer keys are no defense against key recovery attacks. The time required to recover 
a key can be broken up into the gathering time required to collect enough frames for 
the attack, plus the computational time required to run the program and get the key. 
Computational time is only a few seconds; gathering time generally dominates the 
attack. Longer keys require slightly more computational time, but do not require dif­
ferent gathering time. As the key length increases, more weak IVs are caught in the 
dragnet. 

One defense adopted by many vendors is to avoid using weak IVs. Most vendors 
have now changed products so that each IV to be used is first checked against a clas­
sifier, and any weak IVs are replaced by non-weak IVs. Unfortunately, reducing the 
size of the IV space may cause IV re-use to happen earlier. 

Network administrators have responded to key recovery attacks by using stronger 
protocols, such as the 802.lli protocols discussed in Chapter 7. For many organiza­
tions, this is a solution. However, newer protocols may not be as compatible as 
dynamic WEP with existing equipment. To mitigate the use of WEP, most network 
administrators set a re-key time of between 5 and 15 minutes, depending on the 
acceptable overhead on the network. 

DynamicWEP 
With the attention devoted to security, it was not long before the industry started to 
develop wireless LAN technologies with significantly improved security. The first 
step along this road was to bolster WEP by refreshing the keys dynamically. Rather 
than a single static WEP key for all frames on the network shared by all stations, 
dynamic \VEP solutions use a set of different keys. All stations in a network share a 
key to encrypt broadcast frames, and each station has its own mapping key for uni­
cast frames: 

WEP did not specify a key management framework. Keys are generated and distrib­
uted through a system that is not written down in 802.11. The first, and easiest key 
management "framework" to be implemented was manual. Network administrators 
needed to come up with a string of bits used as a key, and then distribute that key to 
all stations participating in an 802.11 service set secured by \VEP. To set a key, 
administrators needed to touch a machine to configure a new key. 

• With appropriate key distribution protocols in place, you can even have multiple group, share the same 
infrastructure. Each station has its own mapping key for unicast frames, but there may be multiple indepen­
dent broadcast groups, each with its own default key for group frames. 
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Layered Security Protocols 
When the first edition of this book was written, WEP was rightly viewed as an insecure 
security system. Classic old-school manually-distributed static-key WEP is fundamen­
tally broken. When it became dear that the relatively minimal protection provided by 
WEP was insufficient for most network environments, a task group formed to develop 
enhancements to the security of the MAC. That work was standardized as 802.1 li in 
June of 2004. 

During the gap between the initial research that exposed WEP's flaws and the develop­
ment of more secure technologies to bolster it, network administrators turned to proven 
security protocols at higher layers in the stack, such as IPsec (layer 3), SSL (layer 4), and 
SSH (layer 7). With static WEP offering only minimal security, the additional encryp­
tion strength provided by higher-layer technology was well worth it. 

With the development of stronger link layer technologies, layered security protocols are 
no longer the magic bullet they once appeared to be. IPsec requires client software to be 
installed and configured. SSL-based VPNs are much simpler to set up, though they often 
have shortcomings when securing applications that are not web-based. SSH is well­
understood and can create arbitrary TCP tunnels, but it often requires significant modi­
fications to user procedures. (Chances are that if you are reading this book, SSH is second 
nature; however, it is probably not something you want your users trying to figure out.) 

With the development of the improved link layer security technologies discussed in 
this chapter and the next two, it is finally possible to build secure networks at the link 
layer. One increasingly common approach to building secure wireless networks is to 
consider what these new technologies can do, and then determine whether additional 
protection at higher layer protocols is required. Balancing the trade-offs is the subject 
of Chapter 22, in the deployment section of the book. 

Dynamic \YEP uses an improved key management framework. Rather than depend 
on the administrator for so much manual work, dynamic WEP uses strong crypto­
graphic protocols to generate keys and then distribute them, in encrypted form, over 
untrusted networks. WEP key generation typically depends on the use of a crypto­
graphic authentication protocol, which is discussed in the next chapter. 

Dynamic WEP handles frames in an identical fashion to static WEP. The only differ­
ence is that there is a much improved mechanism to generate and distribute keys on 
a periodic basis. The automatic key management of dynamic WEP achieves much 
greater security than static WEP because it dramatically shortens the lifetime of a 
key. Any attacks against the key must take place within a single key lifetime. Frame 
initialization vectors can be re-used after a key refresh because they correspond to 
two different WEP seeds. Key recovery attacks using Fluhrer/Mantin/Shamir must 
occur within a single key lifetime as well, for obvious reasons. Dynamic WEP is by 
no means perfect, but it is a substantial improvement over static \\TEP. It is widely 
supported by almost every card and driver. 
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CHAPTER6 

User Authentication with 802.1 X 

What is your name? 
What is your quest? 

What is your favorite color? 

-The Bridgekeeper 
Monty Python and the Holy Grail 

Security is a common thread linking many of the wireless LAN stories in the news 
throughout the past several years, and polls repeatedly show that network managers 
consider security to be a significant obstacle to wider deployment of wireless LANs. 
Many of the security problems that have prevented stronger acceptance of 802. 11 are 
caused by flaws in the design of static WEP. 

Manual WEP attempts to be too many solutions to multiple problems. It was 
intended to be used both for authentication, by restricting access to those in posses­
sion of a key, and confidentiality, by encrypting data as it traversed wireless links. In 
the final analysis, it does neither particularly well. Both authentication and confiden­
tiality are important issues for wireless LANs, and the subject of a great deal of tech­
nology development since the first edition of this book. 

This chapter takes on the problem of authentication, which is provided at the link 
layer through the use of 802.lX: 802.lX has matured a great deal since the first edi­
tion of this book, and is increasingly the authentication protocol of choice on wire­
less LANs.t Static WEP authenticates machines in possession of a cryptographic key. 
802.lX allows network administrators to authenticate users rather than machines, 
and can be used to ensure that users connect to legitimate, authorized networks 
rather than credential-stealing impostor networks. 

• 802.lX is written with a capital X. In the IEEE nomenclature, lowercase letters ("802.1 la" and «802.1 lb") are 
reserved for add-on specifications that revise an existing standard. Uppercase letters are use<l for standalone 
specifications. As a full, standalone protocol specification in its own right, 802. lX gets a capital letter. 

t One of my personal yardsticks for the maturity of a specification is the existence of an open source implemen­
tation. Open source software freqttently serves a valuable role by keeping proprietary implementations honest, 
and providing a low-cost reality check for user:;, In the 802.lX world, the xsupplicant and wpa_supplicam 
projects have taken on this role. 
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Identifying users instead of machines can lead to more effective network architec­
ture. Rather than grouping users by function and applying security controls to the 
physical ports in a physical location, the identity of the user and any access rights can 
be integrated into the network switch fabric, and follow users around the network. 
Wireless LANs are often the first use of identity-based policy enforcement. It is not 
uncommon for companies to use the capability on wireless networks, and then find 
it so useful that it is later integrated into the wired network. No matter where or how 
users attach to the network, policy follows them around. 

One of the complexities in dealing with 802.lX is that it is a framework. It is an IEEE 
adaptation of the IETF's Extensible Authentication Protocol (EAP), originally speci­
fied in RFC 2284 and updated by RFC 3748. EAP is a framework protocol. Rather 
than specifying how to authenticate users, EAP allows protocol designers to build 
their own EAP methods, subprotocols that perform the authentication transaction. 
EAP methods can have different goals, and therefore, often use many different meth­
ods for authenticating users depending on the requirements of a particular situation. 
Before a detailed discussion of how the different methods work, though, a detailed 
understanding of how EAP works is necessary. 

The Extensible Authentication Protocol 
802. lX is based on EAP. Recent work in wireless networking required an update to 

the standard, which is now found in RFC 3748. Back in the early 1990s, when PPP 
was first introduced, there were two protocols available to authenticate users, each of 
which required the use of a PPP protocol number. Authentication is not a "one size 
fits all" problem, and it was an active area of research at the time. Rather than burn 
up PPP protocol numbers for authentication protocols that might become obsolete, 
the IETF standardized EAP. EAP used a single PPP protocol number while support­
ing a wide variety of authentication mechanisms. EAP is a simple encapsulation that 
can run over any link layer, but it has been most widely deployed on PPP links. 
Figure 6-1 shows the basic EAP architecture, which is designed to run over any link 
layer and use any number of authentication methods. 

Methods 

link layers 

Figure 6-1. EAP architecture 
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EAP Packet Format 
Figure 6-2 shows the format of an EAP packet. When used on PPP links, EAP is car­
ried in PPP frames with a protocol number of 0xC227. There is no strict require­
ment that EAP run on PPP; the packet shown in Figure 6-2 can be carried in any type 
of frame. The fields in an EAP packet are; 

Code 
The Code field, the first field in the packet, is one byte long and identifies the 
type of EAP packet. It is used to interpret the Data field of the packet. 

Identifier 
The Identifier field is one byte long. It contains an unsigned integer used to 
match requests with responses to them. Retransmissions reuse the same identi­
fier numbers, but new transmissions use new identifier numbers. 

Length 
The Length field is two bytes long. It is the number of bytes in the entire packet, 
which includes the Code, Identifier, Length, and Data fields. On some link layer 
protocols, padding may be required. EAP assumes that any data in excess of the 
Length field is link-layer padding and can be ignored. 

Data 
The last field is the variable-length Data field. Depending on the type of packet, 
the Data field may be zero bytes long. Interpretation of the Data field is based on 
the value of the Code field. 

EAP: 1 1 2 Variable 

I PPP Header I C~de I Identifier I Len:gth I Data HJ 
EAPover /.JlNS: 1 1 l Variable 

I LAN Header 1 (ode I ldentmer I Le~gth I Data ~o 
Figure 6-2. EAP packet format 

EAP Requests and Responses 
EAP exchanges are composed of requests and responses. The authenticator sends 
requests to the system seeking access, and based on the responses, access may be 
granted or denied. Client systems only send response packets when there is an out­
standing request to send. There is no such thing as an unsolicited packet from the 
system seeking authentication. The format of request and response packets is shown 

, . in Figure 6-3. 
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'"°1 1 I ' I '. I ' I T= lU Code I Identifier Length Type 

1: Request 
2: Response 

Figure 6-3. EAP Request and EAP Response packets 

The Code field is set to 1 for requests and 2 for responses. The Identifier and Length 
fields are used as described in the previous section on the generic format. The Data 
field carries the data used in requests and responses. Each Data field carries one type 
of data, broken down into a type identifier code and the associated data: 

Type 
The Type field is a one-byte field that indicates the type of request or response. 
Only one type is used in each packet. With one exception, the Type field of the 
response matches the corresponding request. That exception is that when a 
request is unacceptable, the peer may send a NAK to suggest an alternative type. 
Types greater than or equal to 4 indicate authentication methods. 

Type-Data 
The Type-Data field is a variable field that must be interpreted according to the 
rules for each type, as described in the following sections. 

Type code 1: Identity 

The authenticator generally uses the Identity type as the initial request, which is 
often written as EAP-Request/Identity, or simply Request/Identity to indicate that the 
authenticator is attempting to establish some sort of username to authenticate. Fre­
quently, the EAP Identity is the user identifier, possibly with routing information. 
Some technologies work by submitting an EAP Identity that may correspond to the 
machine. In the initial Request/Identity packet, if any information is present in the 
Type-Data field, it is used to prompt the user, though this is relatively uncommon. If 
the Type-Data field is present and contains a prompt string, its length is inferred 
from the length of the EAP packer, rather than having a separate delimiter. 

Many EAP implementations are capable of prompting the (human) user for input to 
determine the user identity, though it is not required. For greater usability, most EAP 
implementations also allow the identity to be statically configured. Once the user name 
has been determined, the EAP client will respond with a Response/Identity packet. In 
Response/Identity packets, the Type-Data field contains the username. It may be a 
"bare" username, such as mgast, or it may be qualified with an Internet-style domain 
(mgast@domain.com), or a Windows-style domain name (DOMAIN\mgast). 

Some EAP implementations may attempt to look up the user identity in a Response 
even before issuing the authentication challenge. If the user does not exist, the 
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authentication can fail without further processing. Most implementations automati­
cally reissue the identity request to give the user an opportunity to correct typos . 

Type code 2: Notification 

The authenticator can use the Notification type to send a message to the user. The 
user's system can then display the message in the Request/Notification for the user's 
benefit. Notification messages are used to provide messages to the user from the 
authentication system, such as a password about to expire, or the reason for an 
account lockout. Notification messages are not commonly used with 802.lX; only a 

few vendors implement them. Responses must be sent in reply to Notification 
requests. However, Response/Notification packets serve as simple acknowledgments, 
and the Type-Data field has a zero length. 

Type code 3: NAK 

Null acknowledgments (NAKs) are ust:d to suggest a new authentication method. 
The authenticator issues a challenge, encoded by a type code. Authentication types 
are numbered 4 and above. If the end user system does not support the authentica­
tion type of the challenge, it can issue a NAK. The Type-Data field of a NAK mes­
sage includes a single byte corresponding to the suggested authentication type. Most 
802.lX implementations do not actively negotiate, and will simply log an error mes­
sage if the client attempts to use an unsupported type. 

EAP Authentication Methods 
ln addition to flow-control messages and negotiation messages, EAP assigns type 
codes to authentication methods. EAP delegates the work of proving a user identity 
to a subsidary protocol, the EAP method, which is a set of rules for authenticating a 
user. 

The advantage of using the method construction is that it frees EAP from any partic­
ular set of assumptions about what is necessary to authenticate a user. When 
requirements change, as they did with the popularity of wireless networks, new EAP 
methods can be developed to meet the challenge. Table 6-1 lists several EAP meth­
ods with their type codes. A more detailed description of the EAP methods com­
monly used on wireless LANs will follow later in this chapter. 

Table 6-1. Common EAP methods for 802. l X authentication 

Type code 

4 

6 

13 

21 

Authentication protocol 

MD5 Challenge 

GTC 

EAP-TLS 

ms 

Description 

CHAP-like authentication in EAP 

Originally intended for use with token cards such as RSA SecurlD 

Mutual authentication with digital certificates 

Tunneled TLS: protects weaker authentication methods with TLS encryption 
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Table 6-1. Common EAP methods for 802.lX authentication (continued) 

, Type code 

25 

18 

29 

Authentication protocol 

PEAP 

EAP-SIM 

MS-CHAP-V2 

Description 

Protected EAP; protects weaker EAP methods with TLS encryption 

Authentication by mobile phone Subscriber Identity Module (SIM) 

Microsoft encrypted password authentication; compatible with Windows domains 

EAP Success and Failure 
At the conclusion of an EAP exchange, the user has either authenticated successfully 
or has failed to authenticate (Figure 6-4). Once the authenticator determines that the 
exchange is complete, it can issue an EAP-Success (code 3) or £AP-Failure (code 4) 
frame to end the EAP exchange. Implementations are allowed to send multiple 
requests before failing the authentication to allow a user to get the correct authenti­
cation data. 

bytes 1 1 2 

I Code I Identifier I le~gth I' 

3: 5UCCl!SS L 4 
4: Failure 

Figure 6-4. EAP Success and Failure frames 

Success and Failure frames are not authenticated in any way. In the dial-up world, 
the telephone network provides a modicum of security that the sender is at the other 
end of the circuit. In wireless LANs, the lack of authentication on Success and Fail­
ure frames may require extra protocol design. 

A Sample EAP Exchange 
A sample EAP exchange is shown in Figure 6-5. It is not a "real" exchange that would 
be seen on a wireless network because it uses protocols that are not in wide deploy­
ment. It is intended only to give you a basic idea of how the protocol is supposed to 
work. The EAP exchange is a series of steps beginning with a request for identity and 
ending with a success or failure message. As a matter of notation, packets transmitted 
as part of an EAP method exchange are written Request/Method when they come from 
the authenticator, and Response/Method when they are sent in response. 

1. The authenticator issues a Request/Identity packet to identify the user. Request/ 
Identity packets serve two purposes. In addition to starting the exchange, they 
also serve notice to the client that the network is likely to drop any data traffic 
before authentication completes. 
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2. The end user system prompts for input, collects the user identifier, and sends the 
user identifier in a Response/Identity message. 

3. With the user identified, the authenticator can issue authentication challenges. 
In step 3 in the figure, the authenticator issues an MD-5 Challenge to the user 
with a Request/MD-5 Challenge packet. 

4 . . The user system is configured to use a token card for authentication, so it replies 
with a Response/NAK, suggesting the use of Generic Token Card authentication. 

5. The authenticator issues a Request/Generic Token Card challenge, prompting 
for the numerical sequence on the card. 

6. The user types a response, which is passed along in a Response/Generic Token 
Card. 

7. If the user response is not correct, authentication is not possible. However, the 
authenticator EAP implementation allows for multiple authentication Requests, 
so a second Request/Generic Token Card is issued. 

8. Once again, the user types a response, which is passed along in a Response/ 
Generic Token Card. 

9. On the second try, the response is correct, so the authenticator issues a Success 
message. 

tJ/ 
~. 

End-user 
system 

Fig1,1re 6-5. Sample EAP exchange 

EAP Methods 

1: Requestllclenti/y 

l: Response/lclenrirv 

3: l/eque5t/MDS-Chal/enqe 

4: Responie/NAK, generic token wrd 

S: Request/Generic Token Card 

6: Response/Genetic Token Card (bod) 

7: Request/Generic Token Cord 

8: Response/Generic roken Cord (qood/ 

9: Success 

ij~ 
A uthenti rat or 

The E in EAP is both its greatest strength and greatest weakness. Extensibility allows 
a protocol to develop new features as new requirements present themselves. EAP has 
gone from a way to preserve PPP protocol numbers into the cornerstone of wireless 

EAP Methods I 135 

AXW-2015-158



LAN security because of its extensibility. Correctly deploying EAP can be difficult, 
however, since there can be a great number of questions to sort through to select the 
right protocol options. The key to EAP's flexibility is its status as a framework. New 
methods can be designed as new requirements arise, which enable the development 
of new methods for use in wireless LANs. 

The topic of wireless LAN security protocols is a broad one, and this chapter draws 
the line at the detailed mechanics of how the protocols work on a bit-by-bit basis. A 
great deal of complexity will be described qualitatively1 without the use of detailed 
packet diagrams. 

Cryptographic Methods 
Selecting an EAP method is usually driven by the type of back-end authentication 
system in use. Early EAP methods focused mainly on providing a channel to commu­
nicate with the authentication server. Newer methods designed for wireless net­
works enable communication with the authentication server, but also meet three 
major goals that are unique to wireless LANs: 

Strong cryptographic protection of user credentials 

By definition, wireless LAN media should be regarded as open. Any data sent 
over a wireless network must be protected if it is to remain secure. Most EAP 
methods designed for wireless LANs use TLS to provide cryptographic protec­
tion of credentials. 

Mutual authentication 

Early wireless LAN protocol design considered authentication to be something 
that users performed when required by APs. Falling AP prices have enabled 
attackers to deploy "rogue" APs to steal user credentials. Common sense dic­
tates in addition to user authentication, client devices must be able to validate 
that they are connecting to a network that is what it appears to be. 

Key derivation 

WEP with manually-defined keys provides very little protection of frames on the 
radio link. Stronger security protocols need to use dynamic keys that are derived 
from an entropy pool. One of the side effects of providing strong cryptographic 
protection is that such protocols also generate a shared stream of cryptographi­
cally secure bits that can be used to distribute keys to link-layer security protocols. 

LEAP 

The first widely-used method for authenticating wireless networks was Cisco's pro­
prietary Lightweight EAP (LEAP).· LEAP was a huge step forward from manual-key 

• Some standards may refer ro LEAP as "EAP-CiscoWireless.'' 
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WEP, though it leaves a great deal to be desired. In essence, LEAP is two MS-CHAP 
version 1 exchanges. One authenticates the netwurk to the user, and the second 
authenticates the user to the network. Dynamic keys are derived from the MS-CHAP 
exchanges. 

Many of the worst security problems stem from the use of MS-CHAP version 1, 
which has numerous security problems, and is subject to dictionary attacks. Code to 
exploit LEAP's weaknesses is now widely available. 

LEAP was an interim solution that had significant security benefits when compared 
to manually keyed WEP, but the use of the antiquated MS-CHAP at its core limited 
its useful life. Once other protocols became available, LEAP's purpose was extin­
guished. Cisco now recommends using PEAP or EAP-FAST. 

Code 13: EAP-TLS 

Transport Layer Security (TLS) was designed for use on links subject to eavesdrop­
ping. TLS is the standards-based successor to the Secure Socket Layer (SSL), the pro­
tocol that enabled secure web transactions. In many respects, the use case for 
wireless LANs is similar to the Internet. Data must be transmitted over a totally 
untrusted network with all manner of attackers. Establishing a trusted communica­
tion channel over an untrusted network is the purpose of TLS. 

TLS provides mutual authentication through certificate exchange. The user is 
required to submit a digital certificate to the authentication server for validation, but 
the authentication server must also supply a certificate. By validating the server cer­
tificate against a list of trusted certificate authorities, the client can be assured that it 
is connecting to an network authorized by the certificate authority. 

EAP-TLS was the first authentication method to meet all three goals for wireless net­
works. Certificates provide strong authentication of both the users to the network, 
and the network to users. Mutual authentication provides a strong guard against so­
called "rogue" access points by enabling clients to determine that an AP has been 
configured by the right department, rather than an attacker who is intent only on 
stealing passwords. TLS also establishes a master secret that can be used to derive 
keys for link layer security protocols. 

Though secure, EAP-TLS has seen only limited use. Any potential user of the wire­
less network must possess a digital certificate. Generating and distributing certifi­
cates while following processes to verify trust is a major challenge. Organizations 
that already had a public key infrastructure were able co use EAP-TLS easily; many 
organizations have shied away from building a PKI, and use an alternative method. 

EAP Mettiods I 137 

AXW-2015-160



Code 21: EAP-TTLS and Code 25: EAP-PEAP 

Practically speaking, the requirement for PKI was a major bar to the use of strong 
authentication on wireless LANs. PKis are a significant undertaking in both technol­
ogy and process. Most organizations found it desirable to re-use existing authentica­
tion systems, such as a Windows domain or Active Directory, 1.DAP directory, or 
Kerberos realm. Re-using existing accounts is much easier than creating a parallel 
authentication system. The two EAP methods intended to enable the use of so-called 
"legacy authentication methods" are Tunneled TLS (TTLS) and Protected EAP (PEAP). 

Both TTLS and PEAP work in a similar fashion. In the first step of the protocol, they 
establish a TLS tunnel using routines similar to EAP-TLS. Digital certificates on the 
authentication server are used to validate that the network should be trusted before 
proceeding to the second step. In the second step, the TLS tunnel is used to encrypt 
an older authentication protocol that authenticates the user to the network. The first 
step is sometimes referred to as the "outer" authentication, since it is a tunnel that 
protects the second or "inner" authentication. 

Certificates are still required, but only for the outer authentication. Reducing the 
number of certificates from hundreds or thousands down to a handful for authenti­
cation servers has made both TTL$ and PEAP much more popular than EAP-TLS. 
Within an organization, the small number of certificates can be generated by a small 
certificate authority, rather than relying on expensive certificates signed by an exter­
nal certificate authority. 

The slight difference between TTLS and PEAP is in the way the inner authentication is 
handled. TTLS uses the encrypted channel to exchange attribute-value pairs (AVPs), 
while PEAP uses the encrypted channel to start a second EAP exchange inside of the 
tunnel. The use of A VPs makes TTLS much more flexible because A VPs can be used to 
run authentication methods that do not have corresponding EAP methods. 

One minor advantage to the use of TTLS and PEAP is that the inner and outer 
authentications can use distinct usernames. Rather than revealing the username in 
unencrypted frames, both protocols can submit an anonymous username for the 
outer authentication, and only reveal the user's true identity through the encrypted 
channel. Not all client software supports the use of identity hiding. 

Noncryptographic EAP Methods 
Several EAP methods are not suitable for use directly on wireless networks without 
strong cryptographic protection. However, they may be useful as inner authentica­
tion methods with PEAP or TTLS. 
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Code 4: MD-5 Challenge 

The MD-5 Challenge is used to implement the EAP analog of the CHAP protocol, 
specified in RFC 1994. Requests contain a challenge to the end user. For successful 
authentication, CHAP requires that the challenge be successfully encoded with a 
shared secret. All EAP implementations must support the MD-5 Challenge. It is not, 
however, widely supported on wireless networks because it does not provide 
dynamic keys on wireless networks. 

Code 6: Generic Token Card 

Token cards such as RSA's SecurlD and Secure Computing's Safeword are popular 
with many institutions because they offer the security of "random" one-time pass­
words without the hassle of a one-time password (OTP} rollout. The Request con­
tains the Generic Token Card information necessary for authentication. The Type­
Data field of the request must be greater than zero bytes in length. In the Response, 
the Type-Data field is used to carry the information copied from the token card by 
the user. In both Request and Response packets, the Length field of the EAP packet 
is used to compute the length of the Type-Data request. 

EAP-GTC was standardized along with EAP in RFC 2284. It allows the exchange of 
cleartext authentication credentials across the network. In addition to use with token 
cards, EAP-GTC is often used in practice as an EAP method for «usemame+password" 
authentication. If the existing user accounts are in a database that has one-way 
encrypted passwords (or compare-only passwords), EAP-GTC provides an EAP 
method that can validate users. Naturally, if EAP-GTC is used to transport reusable 
passwords, it must be used inside a tunnel for protection and server authentication. 

Code 29: EAP-MSCHAP-V2 

Microsoft CHAP version 2 (MS-CHAP-V2) was initially introduced with Windows 
2000 and is documented in RFC 2759. It was designed to address the shortcomings 
of MS-CHAP by eliminating the weak encoding of passwords for older clients, pro­
viding mutual authentication, and improving keying and key generation. 

MS-CHAP-V2 is widely supported by Microsoft clients, and is commonly supported 
and used as an inner authentication method with PEAP. MS-CHAP-V2 is the most 
common inner method used with Windows domains. 'when used as an EAP method, 
EAP-MSCHAP-V2 can be used with either TTLS or PEAP. 

Code 18: EAP-SIM and Code 23: EAP-AKA 

Two notable EAP methods working through the standards process are EAP-SIM and 
EAP-AKA, which can be used for authentication against mobile telephone data­
bases. EAP-SIM provides an interface to the Subscriber Identity Module (SIM) data­
base on GSM telephone networks. EAP-AKA is based on the authentication system 
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in third-generation mobile telephone networks, called Authentication and Key 
Agreement (AKA), 

EAP-S[M and EAP-AKA are useful for telecommunications companies that are inter­
ested in providing integrated billing with mobile telephone accounts. Rather than 
require that users generate new passwords to authenticate to data networks, they can 
use an existing smart chip and user account. 

Other Inner Authentication Methods 
TTL$ is not restricted rousing an EAP method for inner authentication. As a result, 
some older methods may be used with TTLS. For some networks, the user database 
is stored in such a way that there is no EAP method that provides a usable interface. 

Password Authentication Protocol (PAP) 

PAP was originally specified for use with PPP in RFC 1334. PAP transmits the user­
name and password across the network unencrypted. \Vhen used with wireless net­
works, PAP should not be used directly, but only as an inner method inside of TTLS 
to ensure that the password is not revealed. 

PAP can be used with any type of authentication system. Network logons can be vali­
dated against a network operating systems. Token card servers can validate cleartext 
token codes. PAP is also useful for one-way encrypted passwords that can be com­
pared, but not read. One-way encrypted passwords are used in Unix letdpasswd files, 
as well as most LDAP directories. Kerberos systems also store passwords with one­
way encryption. 

Challenge Handshake Authentication Protocol (CHAP) 

Like PAP, CH.AP was originally designed for use with PPP, and is specified in RFC 
1994. In CHAP, the authentication server challenges the client, and the client proves 
that it is in possession of the shared secret by successfully responding to the challenge. 

CHAP was originally designed to avoid sending secrets, such as passwords, in the 
clear. The downside of CHAP is that it requires the password in cleartext at both 
ends of the link. On the server end, the password must either be stored in the clear, 
or reversibly encrypted to enable server software to recover the cleartext. 

CHAP is not typically used in wireless environments unless a large user database 
already exists and is using CHAP. 

MS-CHAP, version 1 

MS-CHAP was designed by Microsoft to offer similar functionality to CHAP, but 
with enhanced functionality for Windows systems. [t is proprietary to Microsoft, but 
documented in RFC 2433. Unlike CHAP, MS-CHAP does not require that the shared 
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secret be stored in cleartext at both ends of the link. Instead of using the cleartext 
password as the shared secret, MS-CHAP uses the MD4 hash of the user password . 

MS-CHAP is useful in environments where Microsoft authentication databases are 
used. However, there are particular issues with MS-CHAP that make it undesirable 
from a security point of view; it should only be used by network managers who must 
support very old Microsoft clients, such as Windows 95/98. MS-CHAP is not an EAP 
method, and is only supported by TTLS. 

EAP Method Filtering 
Some EAP methods are stronger than others. In the interests of "security," some equip­
ment vendors filter EAP methods in the authenticator. EAP-MD5 is often selected as a 
target for EAP type filtering because it is much weaker than TLS-based methods. 

EAP method filtering is not necessary, and has the potential to get in the way of good 
security practice. Many filters only allow TLS-based tunnel methods (types 13, 21, and 
25). If a new EAP method is defined, many EAP method filter implementations will 

block it by default. Allowing configurable EAl' method filters would be one potential 
solution, but l do not know of any such implementations . 

ln practice, EAP method filters are not that valuable from a security perspective. 
Authentication servers can enforce the use of strong authentication by refusing any 
requests using weak methods. In any case, the lack of keying material may prevent net­
work connection. If no keys can be derived from the authentication, many APs will 
void the authentication, kick the client off, and start over. EAP-MD5 authentications 
will start, succeed, fail to key, and be restarted when the AP dissassociates the client. 

Due in part to these problems, EAP method filtering is not allowed by the EAP speci­
fication. Section 2 .3 of RFC 3 7 48 mandates that authenticators must forward any EAP 
methods to the authentication server for processing. 

802. lX: Network Port Authentication 
As LAN acceptance mushroomed in the 1990s, LAN ports popped up everywhere. 
Some types of organizations, such as universities, were further hampered by a need 
for openness. Network resources must be made available to a user community, but 
that community is fluid. Students are not like many network users. They frequently 
move from computer to computer and do not have a fixed network address; they 
may also graduate, transfer, enroll, leave campus, work on staff, or undergo any 
number of changes that may require changes in access privileges. Although network 
access must be extended to this fluid community, academic budgets are frequently 
tight, so it is important to prevent unauthorized use by outsiders. 
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In short, a generic nerwork sign-on was required. Academic environments would not 
be the sole beneficiaries, however. Authentication to access network resources is 
common among Internet service providers, and corporations found the idea attrac­
tive because of the increasing flexibility of staffing plans. 

Authentication to network devices at the link layer is not new. Network port authen­
tication has been required by dial-up access servers for years. Most institutions 
already have a wide range of deployed infrastructure to support user authentication, 
such as RADIUS servers and LDAP directories. PPP over Ethernet (PPPoE) could 
conceivably be used to require user authentication to access an Ethernet, but it 
would add an unacceptable level of encapsulation overhead and complexity. Instead, 
the IEEE rook the PPP authentication protocols and developed LAN-based versions. 
The resulting standard was 802.lX, "Port-Based Network Access Control." 

802.1X Architecture and Nomenclature 
802.lX defines three components to the authentication conversation, which are all 
shown in Figure 6-6 (a). The supplicant is the end user machine that seeks access to 
network resources. Network access is controlled by the authenticator; it serves the 
same role as the access server in a traditional dial-up network. Both the supplicant 
and the authenticator are referred to as Port Authentication Entities (PAEs) in the 
specification. The authenticator terminates only the link-layer authentication 
exchange. It does not maintain any user information. Any incoming requests are 
passed to an authentication server, such as a RADIUS server, for actual processing. 

Ports on an 802. lX-capable device are in an authorized state, in which the port is 
enabled, or an unauthorized state, in which it is disabled. Even while in the unautho­
rized state, however, the specification allows DHCP and other initialization traffic if 
permitted by a network manager. 

The authentication exchange is logically carried out between the supplicant and the 
authentication server, with the authenticator acting only as a bridge. Figure 6-6 (b) 
shows the logical protocol architecture. From rhe supplicant to the authenticator 
(the "front end"), the protocol is EAP over LANs (EAPOL), as defined by 802.lX. 
On the "back end," EAP is carried in RADIUS packets. Some documentation may 
refer to it as "EAP over RADIUS." The supplicant is carrying on an EAP exchange 
with a RADIUS server, even though the port is unauthorized and the supplicant is 
not using an IP address. 

Figure 6-6 can be read as two different scenarios. In the enterprise scenario, the sup­
plicant is a corporate host on the edge of the enterprise network, and the RADIUS 
server is located in the enterprise core. The figure also depicts an ISP using 802. lX to 
authenticate users, in which case the lefthand side of the figure is an ISP access area, 
and the righthand side is the ISP backbone. 
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One of the advantages of using RADIUS is that it has a great deal of support for many 
different user databases. In addition to local databases, a RADIUS server can be used as 
a gateway to LDAP directories, Unix authentication such as NIS or PAM, Kerberos 
realms, Microsoft Windows user accounts, or even other RADIUS servers. RADIUS is 
quite flexible, and can be designed to accommodate a wide range of user databases, 
and can even serve to integrate several disparate user databases into a unified form. 
There are some restrictions when using RADJUS to provide authentication based on 
Windows domains or Active Directory that will be discussed in Chapter 22 . 

802. lX is a framework, not a complete specification in and of itself. The actual 
authentication mechanism is implemented by the authentication server. 802.IX sup­
plies a mechanism for issuing challenges and confirming or denying access, but it 
does not pass judgment on the offered credentials. Changes to the authentication 
method do not require complex changes to the end user devices or the network infra­
structure. The authentication server can be reconfigured to "plug in" a new authenti­
cation service without changes to the end user driver software or switch firmware. 

802. lX frame filtering 

802.lX prevents network access by unauthorized users by requiring authentication 
before allowing traffic to pass. Ports in the unauthorized state are usually restricted 
to sending authentication frames only, while traffic is dropped. The 802.IX standard 
has a formal discussion of how to accomplish this process. For the purposes of this 
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book, however, it suffices to say that unauthorized ports will drop any non-EAPOL 
frames. Once the station has successfully authenticated, data frames are sent to the 
appropriate network. 

EAPOL Encapsulation 
The basic format of an EAPOL frame is shown in Figure 6-7. EAPOL encapsulation 
is now analyzed by many popular network analyzers, including Ethereal. The frame's 
components are: 

MAC header 
Figure 6-7 shows the encapsulation on both wired Ethernet and 802.11. The two 
MAC headers differ, although the payload of the 802. lX frame is identical. 

II) fAP(Ji on flhemet 

I MAChe•der 
byres 6" 6 I 2 I 1 2 Variable 4 

Destination Source Ethernet type Venion Packet Packet bodY, Packet body ffmll 
address address 88-Bf 1 type length Ll..._jj 

b/ EAPOi on 8fJ2.11 

802.11 header I r-S~AP header ----i 
bytesl 2 2 6 6 6 211 1 I 3 I 2 1 1 2 Vorioble 4 

control OSAP SSAP type type length body 
Frame Duration Address 1 Address 2 'Address 3 Seq SNAP S~AP Control RFC-1042 Ethernet Ver .Packet Pacitt body Packet [r]CS 

(receiver) (transmitter) OxAA OxAA , OxOl 00--00-00 88-86 

Figure 6-7. EAPOL frame format 

Ethernet Type 
As with any other Ethernet frame, the Ethernet Type field contains the two-byte 
type code assigned to EAPOL: 88-8e. 

Version 
Version 1 was standardized in the 2001 version of 802.lX; version 2 was speci­
fied in 802.lX-2004. This chapter describes the 2001 version, which is much 
more commonly implemented. 

Packet Type 
EAPOL is an extension of EAP. In addition to the EAP messages that are 
described in the previous section, EAPOL adds some messages to adapt EAP 
to the port-based LAN environment. Table 6-2 lists the packet types and their 
descriptions. 
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Table 6-2. EAPOL message types 

Packet type 

00000000 

0000 0001 

0000 0010 

Name 

EAP-Packet 

EAPOL-Start 

EAPOL-log off 

EAPOL-Key 

Description 

Contains an encapsulated EAP frame, Most frames are EA P-P acket frames. 

Instead of waiting for a challenge from the authenticator, the supplicant can 
issue an EAPOL-Startframe. In response, the authenticator sends an EAP­
Request/ldentity frame. 

When a system is done using the network, it can issue an EAPOL-Logoffframe 
to return the port to an unauthorized state. 
EAPOL can be used to exchange cryptographic keying information. 00000011 

0000 0100 EAPOL-focapsulated- The Alerting Standards Forum (ASF) has defined a way of allowing alerts, such 
ASF-Alert as SNMPtraps, to be sent to an unauthorized port using this frame type. 

Packet Body Length 
This two-byte field is the length of the Packet Body field in bytes. It is set to 0 
when no packet body is present. 

Packet Body 
This variable-length field is present in all EAPOL frames except the EAPOL-Start 
and EAPOL-Logoff messages. It encapsulates one EAP packet in EAP-Packet 
frames, one key descriptor in EAPOL-Key frames, and one alert in EAPOL­
Encapsulated-ASF-Alert frames. 

Addressing 

In shared-media LANs such as Ethernet, supplicants send EAPOL messages to the 
group address of 0l:80:C2:00:00:03. On 802.11 networks, ports do not exist as 
such, and EAPOL can proceed only after the association process has allowed both 
the supplicant (mobile wireless station) and the authenticator (access point) to 
exchange MAC addresses. In environments such as 802.11, EAPOL requests use sta­
tion addresses. 

802. lX on Wireless LANs 
802. lX provides a framework for user authentication over any LANs, including wire­
less. For the purposes of this book, the "port" in 802.lX on wireless is an associa­
tion between a wireless device and its access point. The successful exchange of 
Association Request and Association Response frames is reported to the 802.lX state 
engine as the link layer becoming active. Once associated, a station can exchange 
802. IX frames in an attempt to become authorized. The completion of the 802. IX 
authentication exchange, including key distribution, is reported to the user as the 
interface coming up . 
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Sample 802.1 X Exchange on 802.11 
EAPOL exchanges look almost exactly like EAP exchanges. The main difference is 
that supplicants can issue EAPOL-Start frames to trigger the EAP exchange, and they 
can use EAPOL-Logoff messages to deauthorize the port when the station is done 
using the network. The examples in this section assume that a RADIUS server is used 
as the back-end authentication server, and therefore they show the authenticator per­
forming translation from EAP on the front end to RADIUS on the back end. EAP 
authentication in RADIUS packets is specified in RFC 2869. 

This example exchange also shows the use of EAPOL-Key frames to distribute key 
information for link layer security protocols. Figure 6-8 shows a sample EAPOL 
exchange on an 802.11 network. The figure shows a successful authentication, 
whose steps are: 

1. The supplicant associates with the 802.11 network. Association is a simple two­
frame exchange which nearly always succeeds. 

2. The supplicant starts the 802.lX exchange with an EAPOL-Start message. This 
step is optional. Not all supplicants send EAPOL-Start messages, so this step 
may not be present. 

3. The "normal" EAP exchange begins. The authenticator (access point) issues an 
£AP-Request/Identity frame. Request/Identity frames may be sent without first 
having an EAPOL-Start if the access point only forwards frames for authenti­
cated sessions. Unsolicited Request/Identity frames indicate to the supplicant 
that 802. lX authentication is required. 

4. The supplicant replies with an EAP-Response/Identity frame, which is passed on 
to the RADIUS server as a Radius-Access-Request packet. 

5. The RADIUS server determines the type of authentication that is required, and 
sends an EAP-Request for the method type. The £AP-Request is encapsulated in 
a Radius-Access-Challenge packet to the AP. When it reaches the AP, the EAP­
Request is passed on to the supplicant. EAP Requests are are often denoted EAP­
Request/Method, where the Method refers to the EAP method in use. If PEAP is 
in use, the return packet will be written as EAP-Request/PEAP. 

6. The supplicant gathers the reply from the user and sends an EAP-Response in 
return. The response is translated by the authenticator into a Radius-Access­
Request with the response to the challenge as a data field. 

- Steps five and six repeat as many times as is necessary to complete the 
authentication. If it is an EAP method that requires certificate exchange, 
multiple steps are almost certainly required. Many EAP exchanges can 
require 10-20 round trips between the client and RADlUS server. 

7. The RADIUS server grants access with a Radius-Access-Accept packet, so the 
authenticator issues an EAP-Success frame and authorizes the port. Authoriza­
tion may depend on parameters passed back from the RADIUS server. 
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8. Immediately following receipt of the Access-Accept packet, the access point dis­
tributes keys to the supplicant using EAPOL-Key messages. Key distribution is 
discussed in the next chapter. 

9. Once keys are installed in the supplicant, it can begin sending data frames to 
access the network. It is quite common at this point for DHCP configuration to 
take place. 

10. When the supplicant is done accessing the network, it sends an EAPOL-Logoff 
message to put the port back into an unauthorized state. 

_DJ 
* / 

Supplicant 
td 

Authenticator 
802.11; " ,.....,, .., . ., I 

Assodation 1/esponse 

-,1 2: EAP01-5tart 

3: Requesr/ldentitl_ 

4: Response/ldentiry~~ ~ Radius-Access-Request 

~ 
Radius 

RADIUS 
I 

-,..:"---
EAP-Requesr/Method .• k-s: Radius-Access-Challenge 

-~,r= 
6: EAP-Response/Method,___.J\ • Radius-Access-Request 

-r 
EAP-R~esr/Merhod i~ Radius-Access-ChallenJ!! 

EAP-Response/Merhod- Radius-Access-Request 

£AP-Success .7:.Radius-Access-AcceE! 

B:EAPOL-Key_ 
9: Data 

10.· EAPOL-L(/(_//}ff 

Figure 6-8. Typical 802.lX exchange on 802.11 

Exchanges similar to Figure 6-8 may be used at any point. It is not necessary for the 
user to begin an EAPOL exchange with the EAPOL-Start message. At any point, the 
authenticator can begin an EAPOL exchange by issuing an EAP-Request/Identity 
frame to refresh the authentication data. Re-authentications are often triggered by 
session timeout values to refresh' keys . 
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Dynamic keying 

The EAPOL-Key frame allows keys to be sent from the access point to the client and 
vice versa. Key exchange frames are sent only if the authentication succeeds; this pre­
vents the compromise of key information. EAPOL-Key frames can be used periodi­
cally to update keys dynamically as well. Several of the weaknesses in WEP stem 
from the long lifetime of the keys. When it is difficult to rekey every station on the 
network, keys tend to be used for long periods of time. Several experts have recom­
mended changing WEP keys on a regular basis, but no practical mechanism to do so 
existed until the development of 802.lX. 
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CHAPTER 7 

802.11 i: Robust Security Networks, 
TKIP, and CCMP 

802.lX provides a framework for authentication and key management, which 
addresses two of the major flaws in the design of WEP. The major remaining flaw to 
be addressed is the lack of confidentiality provided by WEP encryption. Fixing link 
layer encryption was taken on by Task Group I of the 802.11 working group. In June 
2004, their work was finally complete when the standard was ratified, after several 
delays. 

802.1 li takes a two-track approach to addressing the weaknesses in link-layer 
encryption. Its major components are two new link-layer encryption protocols. The 
first, the Temporal Key Integrity Protocol (TKIP) was designed to bolster security to 
the greatest extent possible on pre-802.lli hardware. The second, Counter Mode 
with CBC-MAC Protocol (CCMP), is a new encryption protocol designed from the 
ground up to offer the highest level of security possible. 

The Temporal Key Integrity Protocol {TKIP) 
The first new link layer encryption protocol to be widely implemented was the Tem­
poral Key Integrity Protocol (TKIP).' The major motivation for the development of 
TKIP was to upgrade the security of WEP-based hardware. Typically, chipsets capa­
ble of WEP offered hardware support for RC4 encryption. With the heavy lifting of 
encryption implemented in hardware, software and firmware upgrades make the rest 
possible. TKIP retains the basic architecture and operations of WEP because it was 
designed to be a software upgrade to WEP-based solutions. 

• TKJP was initially called "WEP2" as it worked through the standards organizations. When \VEP was shown 
to be fundamentally flawed, the protocol was renamed to try to distinguish it from WEP. 
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TKIP Differences from WEP 
TKIP incorporates several new protocol features to defend WEP's weak points 
against attack. TKIP retains WEP's basic architecture and operation, but adds "safety 
belts" around WEP's most vulnerable points: 

Key hierarchy and automatic key management 
Rather than take the WEP approach of only a single master key that is used 
directly, TKIP uses master keys. The keys that are ultimately used to encrypt 
frames are derived from master keys. TKIP was also developed with key manage­
ment operations so that master keys can be refreshed in a secure manner. 

Per-frame keying 
Although TKIP retains the RC4-based frame encryption of WEP, it derives a 
unique RC4 key for each frame (from the master key) to mitigate attacks against 
weak WEP keys. The process by which a unique key is derived for each frame is 
called key mixing. 

Sequence counter 
By numbering each frame with a sequence number, out-of-order frames can be 
flagged, mitigating against reply attacks, in which attackers capture valid traffic 
and re-transmit it at a later time. 

New message integrity check (MIC) 
TKIP replaces WEP's linear hash with a more robust cryptographic integrity 
check hashing algorithm called Michael. More robust hashing makes it easier to 

detect frame forgeries. Additionally, the source address is among the items pro­
tected by the integrity check, which makes it possible to detect forged frames 
that claim to be from a particular source. 

Countermeasures on message integrity check failures 
TKIP was designed to be implemented on existing hardware, and suffers from a 
number of limitations. Michael can be compromised in an active attack with rel­
ative ease, so TKIP includes countermeasures to limit the damage from an active 
attack. 

TKIP is also commonly used in tandem with key management protocols based on 
802. lX, which enables the TKIP master keys to be derived from authentication 
transactions. 

TKIP initialization vector use and key mixing 

WEP's construction of WEP seeds from the initialization vector (IV) and the WEP 
key introduces major weaknesses. By simply concatenating the IV and the key to 
build the seed, the IV itself reveals a significant amount of key structure. Attackers 
can notice that IV re-use, and note that therefore, the key stream used to encrypt the 
frame is identical. With a 24-bit IV, the IV space lasts for 16 million frames. On a 
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busy network, 16 million frames is not very many. To make matters worse, the IV 
space is specific to the scope of the key in use. On a network that uses static WEP, 
the IV space is shared by all stations on the network. Finally, and most famously, the 
IV is the initial 24 bits of the key, and makes WEP keys vulnerable to recovery with 
the Fluher/Mantin/Shamir attack discussed in Chapter 5. 

To mitigate the attacks against initialization vectors, TKIP doubles the length of the 
IV from 24 co 48 bits. This increases the size of the initialization vector space from 16 
million to 281 trillion, which effectively prevents exhausting the IV space during the 
limited lifetime of a key. 

TKIP also performs key mixing to counter attacks against WEP. Key mixing changes 
the RC4 key used to encrypt each frame. Every frame in TKIP is encrypted with an 
RC4 key unique to that frame. Key mixing, which will be discussed in more detail 
later, further extends the initialization vector space. By incorporating the sender's 
MAC address into the mixing calculation, two stations can use the same initializa­
tion vector, yet still derive different RC4 keys to encrypt frames. Key mixing also 
helps to counter the Fluhrer/Mantin/Shamir attack. Successful application of the 
principles of the attack require a collection of "weak keys" with the same secret bits. 
By changing the key for every frame, TKIP prevents an attacker from gathering 
enough data to attack any of the per-frame keys. 

TKIP sequence counter and replay protection 

In addition to its larger size, the TKIP initialization vector serves as a sequence counter. 
When a new master key is installed, the initialization vector/sequence counter is set co 
one. Each frame transmitted increments the sequence counter by one. 

To defend against replay attacks, TKIP maintains the most recent sequence counter 
value received from each station. When a frame is successfully received, the sequence 
counter is checked against the most recently received sequence counter. If it is larger 
than any previous value, the frame is accepted. If it is smaller than the most recently 
received sequence counter value, it is rejected. 

Task group Eis developing quality of service extensions. Current 802.lle drafts con­
tain a block acknowledgment protocol feature that uses a single frame to acknowl­
edge multiple transmissions. In the January 2005 draft of 802.1 le, re-ordering due ro 
block acknowledgments must complete before applying replay detection. 

802.11 unicast frames must be acknowledged. If either the original frame or its 
acknowledgment is lost, the frame will be retransmitted. At the receiver, this may 
result in the same sequence counter being received twice. Duplicate sequence num­
bers may simply represent evidence of an error on the link and do not necessarily 
indicate an active attack in progress. 
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The Michael integrity check and countermeasures 

WEP's integrity check is a linear hash value, which is totally unsuitable for crypto­
graphic applications. One of the major design challenges faced by TKIP was strength­
ening the integrity check while retaining reasonable performance. Most 802 .11 
chipsets in use at the time TKIP was designed used a relatively low-power processor, 
and were thus not capable of performing mathematical operations fast enough to do 
integrity checks at "air-speed." Michael is implemented entirely with bitwise opera­
tions such as swaps, shifts, or even discarding bits. As a result, it can run without del­
eterious performance effects, even on the tiny microprocessors found in most 802.11 
interfaces. (Michael is discussed in detail later in this chapter.) 

The corollary to Michael's design is that it does not provide a great deal of security. 
It is significantly better than a cyclic redundancy check, but it does not offer security 
against a sustained and determined attack. TKIP incorporates countermeasures to 

detect and respond to an active attack by shutting down the network and refreshing 
the keys in use. 

Michael's countermeasures are an admission of the weakness of the underlying cryp­
tographic fundamentals. Design of Michael was constrained by the need to be 
backwards-compatible with most of the existing RC4-based hardware on the mar­
ket. Michael's design is elegant and accomplishes a great deal within its severe design 
constraints, but it is still built on a foundation of sand. Time will tell whether 
Michael is sufficiently secure; I would not be surprised to see a major attack against 
it in the next year. However, the improved protocol design of TKIP limits the nega­
tive consequences of an attack. I expect that a compromise of Michael would result 
in denial-of-service attacks, but would not lead to wholesale network compromise. 

TKJP Data Processing and Operation 
Like WEP, TKIP provides support for encryption and integrity protection as part of 
the same process, as shown in Figure 7-1. TKIP's design as a set of safety features 
around WEP is quite clear from the diagram. 

As input, TKIP takes the following items: 

• The frame, naturally. 

• A temporal key used to encrypt the frame. 

• A MIC key used with Michael to protect the frame contents. TKJP derives a pair of 
keys so that the station-to-AP MIC key is different from the AP-to-station MIC 
key. One of the ways that TKIP differs from WEP is that the MIC uses a key. 

• The transmitter address is used as an input to TKIP because it is required to per­
form origin authentication. The transmitter address is supplied with the frame 
and does not need to be supplied by higher level software. 

• A sequence counter, maintained by the driver or the firmware. 
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Figure 7-l. TKIP frame processing-encryption 

TKIP key mixing and key construction 
TK[P derives a unique key for each frame transmitted. The key is derived from the ini­
tialization vector/sequence counter, the address of the transmitter of the frame (which 
may not be the source of the frame), and the temporal key. Key mixing ensures that the 
key used varies significantly from one frame to the next, and prevents any attacks 
which assume that the secret component of the WEP key are constant from frame to 
frame. By including the transmitter address in the mixing computation, two stations 
can use the same initialization vector yet derive different two RC4 keys. 

Limited processing power of the 802.11 controllers dictated the design of the key mix­
ing function, which is shown in Figure 7-2. TKJP splits the computation of the mixed 
key into two phases. Phase one takes, as input, the transmitter address, the high-order 
32 bits of the sequence counter, and the 128-bit temporal key. As output, it gives an 80-
bit value. Although the computation is somewhat involved, it consists entirely of "easy" 
operations such as addition, shifts, and exclusive ORs, to reduce the computational 
load. The phase one value is constant as long as the 32 high-order bits of the sequence 
counter are constant, so it only needs to be computed once every 65,536 frames. 

Phase two of the key mixing function must be computed for every frame. As input, 
phase two takes the phase one result, the temporal key, and the 16 low-order bits of 
the sequence counter. The only input that changes from frame to frame is the 
sequence counter. It changes in a well-defined way, so implementations can and do 
pre-compute values based on the next set of sequence counter values that will be 
needed as frames are queued for transmission. 
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The output of the phase two of the key mixing process is a 128-bit RC4 key that can 
be used as a WEP seed. The 16 low-order bits are used to generate the low and high 
bytes of a WEP IV. The middle byte of the WEP IV is a dummy byte of fixed value, 
chosen to avoid generating weak RC4 keys. Many 802.11 interfaces incorporate 
hardware assistance that can take an RC4 key as input and generate and apply the 
resulting keystream to encrypt the frame. The output of the phase two mixing pro­
cess can be given directly to an 802.11 interface that supports this type of hardware 
assistance. 

TKI P data transmission 

When a frame is generated and sent to TKIP for transmission, the following 
sequence of events occur. 

1. The 802.11 frame is queued for transmission. It consists of a frame header and 
the payload. Like WEP, TKIP protects only the payload of the 802.11 MAC, and 
leaves the 802.11 frame header, as well as any lower-layer headers, intact. 

2. The Message Integrity Check (MIC) is computed. Unlike WEP, TKIP's MIC is a 
more robust cryptographic hash. It uses a secret key as part of its validation pro­
cess, and protects much more than just the 802.11 frame payload. In addition to 
the frame data, the MIC incorporates the source and destination address as well 
as the addition of priority bits that will be used by the future 802.1 le standard. 

3. Sequence numbers are assigned to fragments. Unlike WEP initialization vectors, 
TKIP's sequence counter increases by one with each fragment. If no fragmentation 
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is necessary, only one sequence counter increment will be necessary. In the case of 
multiple fragments, the counter will increment multiple times. 

4. Each frame is encrypted with a unique per-frame WEP key. By carrying out the 
key mixing functions, TKIP derives the WEP key used for the frame. The per­
frame key is passed to WEP as an IV plus a secret key; both components will 
change for every frame. 

5. The frame plus Michael message integrity check value from step 2 and the RC4 
key from step 4 are passed to WEP, which encapsulates the frame as described in 
Chapter 5. Note that this means that a TKIP-protected frame will include WEP 
components as well. 

TKLP frames have WEP-like encapsulation. Figure 7-3 shows the encapsulation of a 
frame that has been protected by TKIP. The IV/KeyID is retained from WEP, but has 
a different interpretation. The first three bytes carry part of the TKIP sequence 
counter, and identify the key number in use. Although TKIP can support multiple 
keys, in practice, only KeyID O is distributed. An Extended IV (EIV) field is used to 
carry the remainder of the sequence counter. Following the data payload, TKJP 
appends the MIC. WEP adds its own integrity check value, to retain WEP in as 
unchanged a form as possible. 

I Encrypted -------+ 
4 4 Variable 8 4 4 

MAC I IV/Key ID I Extended 
Header IV 

Data 0 MIC ~ 
t'igur~ 7-3. TKIP encapsulation 

TKIP reception 

When TKIP receives a frame, the encryption and transmission process must be 
reversed. TKIP's design as an expanded version of WEP adds several new check­
points in the decryption process, and therefore it is worth treating in more detail. 
Figure 7-4 shows a block diagram, with all of the ways that frames may be discarded 
before passing up to higher protocol layers. 

1. When a frame is received by the wireless interface and passes the frame check 
sequence to ensure it has not been corrupted, it is passed to TKIP for validation. 

2. The first step TKIP takes is to check the sequence number to prevent replay 
attacks. TKIP's replay protection requires that frames be received in strict order. 
Frames that have a sequence number equal to or lower than the last received 
valid frame are discarded as a replay attempt. This is stricter than some other 
technologies, which maintain a replay window and allow "recent" arrivals to be 
somewhat out of order. For a link layer technology, however, it makes sense to 
insist on strict ordering because there is only a small possibility of out-of-order 
delivery on a single hop. 
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3. The WEP seed used to encrypt the packet is recovered. With the transmitter 
address, temporal key, and sequence counter, the receiver can unmix the key to 
recover the WEP seed. 

4. With the WEP seed in hand, the outer WEP layer around the frame can be 
removed and the contents recovered. As part of this process, the WEP ICV is 
checked. Although it is a weak integrity check, it can be used to protect against 
applying countermeasures unnecessarily. 

5. If fragmentation was applied, it may be necessary to wait for further frames to 
arrive before reassembling a complete payload. Fragmentation is not used often 
on 802.11, however. 

6. Once the frame is reassembled, Michael is calculated over the contents of the 
frame. If the calculated MIC matches the MIC on the packet, the frame is passed 
to higher layers, and the sequence counter is set to the value of the sequence 
counter on the frame. If the MIC check fails, countermeasures are triggered. 

Sequence 
check 

Outof 
sequence 

IV+ fxtF.nded IV 

1 
Recover TS( 

Temporal 
key 

1-----. 

Phase2 
Key mixing 

Phasel 
Key mixing 

In-sequence 
, frame WEPseed 

WEP 

1 Decrypted fragments 

Reassembly 
Full frame with 

'---~ headers 

Michael 

Transmitred 
Ml( .--'-----~• _Co-,/cu. /aredMIC 

MIC Check 

Counter measure ~ _ MIC failure IM!Csuccm 

To protocol stack 

Figure 7-4. TKIP reception process 
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One of the reasons for retaining the WEP encapsulation is that it enables greater 
backwards-compatibility with existing hardware. It also prevents unnecessary trig­
gers of MIC failures. Frames that are corrupted due to noise on the radio link will 
likely fail either the 802.11 frame check sequence or the WEP integrity check value, 
and will be discarded before triggering a MIC failure. 

The Michael Integrity Check 
One of WEP's weakest points was the integrity check, which was supposed to ensure 
that the frame was not tampered with as it traversed the wireless medium. WEP 
adopted the cyclic redundancy check ( CRC), which proved woefully inadequate. 
One of the major goals of TKIP was to design a message integrity check (MIC) with 
much more solid cryptographic underpinnings. The resulting algorithm, called 
Michael, is a compromise in many ways. Michael is stronger than a simple linear 
hash, but the desire of the standards committee to make it easy to implement with 
low overhead placed severe constraints on its design. 

From an architectural point of view, Michael plugs in to the MAC service layer. That 
is, Michael operates on frames passed down to it from higher-layer protocols. 
Michael does not protect individual 802.11 frames; it protects the reassembled data 
unit given to 802.11 for transmission.' Part of the reason for implementing Michael 
above the MAC layer as opposed to within it is that it leaves products the flexibility 
to implement Michael in dedicated hardware or in driver software running on the 
device. Older chipsets and 802.11 interfaces did not build in specialized hardware 
assistance for Michael because it had not been developed; these products can imple­
ment Michael with updated drivers or host software. Newer devices designed with 
emerging standards in mind are able to build Michael support into the chipset if 
desired, and will not need driver support that is as extensive. 

Several attacks discussed previously served as the motivation for Michael. Two of the 
most notable are the bit flipping attack and a whole class of header modification. 
The former attack depends on the weak cryptographic properties of the CRC. As a 
linear hash algorithm, it is well known how changing the CRC input bits will change 
the output. Attackers could potentially flip bits in the frame to change its content, 
and change a bit in the WEP integrity check tO compensate. In header modification 
attacks, malicious attackers may forge the source or transmitter address, or attempt 
to redirect frames by modifying the destination address. 

Make no mistake, Michael is not a particularly secure cryptographic protocol. It was 
designed to offer breathing room to users who have an extensive installed base while 

• In practice, the distinction between the MAC service layer and the MAC protocol layer is not particularly 
necessary. Although 802.11 can accommodate frames over 2,000 bytes, most commercial implernemations 
limit frame size to be compatible with Ethernet to avoid higher-layer fragmentation. 
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they upgrade the security of their networks. It is only a short-term fix while the long­
term solution is developed. 

Michael data processing 

Michael operates on higher-level frames passed down to the MAC. When a higher­
level frame is queued for transmission, one of the first transmission steps is to com­
pute the message integrity check (MIC) value. Michael operates on the input shown in 
Figure 7-5 (a). In addition to the destination address (DA) and source address (SA), 
Michael adds four zero bytes before the unencrypted data. The last three bytes are 
reserved; the first is a priority field that is reserved for future standardization work. 

Michael operates on 32-bit blocks of data. Data is padded out with zeros so that it 
will be a multiple of 32-bit blocks. Padding is used only for the computation of the 
MIC. It is not transmitted. Michael computes the MIC value by working on succes­
sive 32-bit blocks of data. 

a) 6 6 3 Variable 8 

Destination J Source I Priority I Reserved 
address addre» 

Data iD Mi<haelMIC 

--~--
-------YroteaedbyM/C--------

.•·· 
···········-·············· 

b) frogment 1 

DA SA Priority 

·----...... , 

PLCP I MAC I TKI p I Data 
header he. der 

Dat, ... ] 
I 

... . .. -.. ·-·-.. -. • .. :fl I PLCP I MAC I mP -, 
header header 

Figure 7-5. Michael input 
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Data I MIC 

r .. 
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. . 

Data 
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r~,Fcs11 

When complete, the MIC is added on to the tail of the data frame, and the data-plus­
MIC is given to 802.11 for transmission. If it needs to be fragmented, it will be. During 
the fragmentation process, the MIC value may be split across multiple 802.11 frag­
ments, which is acceptable. In Figure 7-5, the data-plus-MIC unit from higher layers 
requires fragmentation and is split across the frame boundary. This is a perfectly 
acceptable occurrence because the two fragments will be reassembled before validat­
ing the MIC. Figure 7-5 (b) illustrates this process. The input from Figure 7-5 (a) has 
been split into two frames for transmission. Each layer will get its own MAC and 
PLCP headers, and will be processed by the WEP layer in TKIP. 
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Michael countermeasures 

Michael is not very resistant to attack, although it appears to be as good as one could 
hope, given the constraints of a great deal of legacy hardware on the market. Michael 
is not able to withstand a determined active attack, so it incorporates 
countermeasures against such attacks. 

Countermeasures happen at the MIC check. To make it to that point, a frame must 
have passed through the replay protection and the WEP integrity check value valida­
tion. Forging a frame to pass the replay protection and the WEP integrity check is 
not a trivial matter, especially since the latter value depends on the value of the 
mixed per-frame key. 

If an attacker were able to bypass replay protection and the WEP integrity check, it 
would be possible to mount a brute-force attack on the Michael integrity check. To 
guard against brute-force attempts to pass Michael, Michael's countermeasures shut 
dovm communications to limit the number of active attacks that can be made against 
any particular key. If an attack is sustained, countermeasures call for refreshing the 
key and shutting down communications. 

When a station detects a MIC failure, it executes the following procedure: 

1. The MIC failure is noted and logged. Before the MIC is validated, the frame 
must pass through the replay protection hurdle as well as the legacy WEP integ­
rity check. Getting a frame to Michael for validation is not a trivial undertaking . 
Therefore, any MIC validation error is likely to be an extremely security-relevant 
matter chat should be investigated by system administrators. 

2. If the failure is the second one within a 60-second window, countermeasures dic­
tate shutting down communications for a further 60 seconds. When the second 
MIC failure within 60 seconds is detected, all TKIP communication is disabled 
for 60 seconds. Instituting a communication blackout makes it impossible for an 
attacker to mount a sustained attack quickly. 

3. Keys are refreshed. Stations delete their copies of the master keys and request 
new keys from the authenticator; authenticators are responsible for generating 
and distributing new keys. 

Although 802.lli sets the Michael countermeasures time at 60 seconds, some ven­
dors allow configuration of the Michael countermeasures window to other values. 

Counter Mode with CBC-MAC (CCMP) 
TKIP is better than WEP, but that is the only statement that can be made with cer­
tainty. WEP's basis in a stream cipher will always leave lingering doubts about the 
security of anything built using a similar set of operations. To address the concerns of 
the 802.11 user community, the IEEE working group began developing a security pro­
tocol based on the Advanced Encryption Standard (AES) block cipher. AES is a flexible 
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WhatlsWPA? 
Wi-Fi Protected Access (WPA) is a marketing standard put rogerher by the Wi-Fi 
Alliance. The Wi-Fi Alliance leaves the details of hammering out standards to other 
bodies like the IEEE. As a trade association, however, they react to ensure that the per­
ception of the industry remains positive. 

When the first cracks appeared in the foundation of WEP, the IEEE launched a work­
ing group to develop improved security standards. Building secure cryptographic pro­
rocols is difficult work, however, and 802.1 li has been delayed repeatedly past its 
expected due date. 802.lli specifies two new security protocols: TKIP and CCMP. 
TKIP was designed to be backwards compatible with existing hardware at the time it 
was developed, whereas CCMP was designed essentially from the ground up. As a 
result, TKIP was finished well before CCMP was ready. 

To address security concerns in the market, the Wi-Fi Alliance worked to speed up 
deployment of TKIP by coming up with an interim marketing standard called WPA. 
WPA version 1 is based on rhe third draft of 802.lli (from mid-2003); WPA version 2 
is the final standardized version of 802.1 li from mid-2004. 

WPA includes both authentication through 802. lX and encryption. lt comes in two fla­
vors: WPA Personal, which is equivalent to pre-shared key authentication in 802.1 li, and 
WPA Enterprise, which uses the authenticated key mode that derives keys from TLS 
entropy. 

cipher that can operate at many key lengths and block sizes; to prevent user confusion, 
802. l li mandates the use of AES with both 128-bit keys and 128-bit blocks. 

There has been some concern over the key size used with 802.1 li. AES can operate 
with a variety of key lengths. The U.S. National Security Agency has approved AES 
for use with "secret" data with 128-bit and longer keys, but more sensitive ~top 
secret" data requires the use of 192- or 256-bit keys: Some observers have therefore 
concluded that 128-bit keys do not offer adequate security. Regardless of the merits 
in the debate over key size, 128-bit AES is much better suired to 802.11 frame 
encryption RC4 at any key length. 

The link-layer security protocol based on AES is called the Counter Mode with CBC­
MAC PTOtocol (CCMP).t The name comes from the underlying use of the block 
cipher, in the Counter Mode with CBC-lVlAC (CCM) mode, which is specified in 

• Sec the Committee on National Security Systems (CNSS) Policy No. 15, Fact Sheet No. 1, "National Policy 
on the Use of the Advanced Encryption Standard (AES) to Protection National Security Systems and 
National Security Information" at http://www.nstissc.gov!Assets!pdf!fact%20sheet.pdf. 

t One of the delays in finishing 802. I 1i was that the AES algorithm was initially based on a different mode of 
operation, AES-OCll. Intelle<:tual property concerns required that it be dropped from the final specification 
in favor of CCMP. 
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RFC 3610. CCM is a "combined" mode of operation, in which the same key is used 
in encryption for confidentiality as well as creating a cryptographically secure integ­
rity check value. 

In September 2003, the National Institute of Standards and Technology (NIST) 
began a study of CCM. In May 2004, NIST gave its approval to CCM, which will 
allow 802.lli to serve as the basis for secure wireless LANs in demanding applications. 

CCMP Data Processing 
Like other link-layer encryption methods, CCMP provides support for encryption 
and integrity protection as part of the same process, as shown in Figure 7-6 . 

Plaintext rrame Parker Temporal Key 

f ..... _MAC header_ ..... I Data 
ll ; Address 2 ! L_I__JI I 

I 

• ! r- 1 
Additional 

1 

Create CCMP authentication 
data nonce header 

! ! 
I 

CCM encryption ~ I 
! ! 

MAC header CCMPheader Data 

Figure 7-6. CCMP frame processing-encryption 

As input, CCMP takes the following items: 

• The frame, naturally. 

I 
! 

! I MIC 

I 
FCS I 

• A temporal key used to encrypt and authenticate the frame. One key is used for 
both frame encryption and frame authentication. 

• A key identifier to support the use of multiple keys over the air. Only one key, 
however, will be used for any given frame. 

• A packet number, used to uniquely identify the frame being transmitted. The 
packet number is incremented for each frame transmission, but it remains the 
same for each attempt to transmit the frame. That is, retransmissions do not 
cause the PN co increment. 
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CCMP data transmission 

When a frame is generated and sent to TKIP for transmission, this procedure occurs: 

1. The 802.11 frame is queued for transmission. It consists of a frame header and 
the payload. Like WEP, TKIP protects only the payload of the 802.11 MAC, and 
leaves the 802.11 frame header, as well as any lower-layer headers, intact. 

2. A 48-bit Packet Number (PN) is assigned. As with the TKIP sequence number, 
packet numbers are never re-used for the same temporal key. Packet numbers 
are increased by one for every transmission, and are used for replay detection. 

3. The Additional Authentication Data (AAD) field is constructed. It consists of the 
fields in the frame header which must be authenticated for security but must also 
remain unencrypted so that the 802.11 protocols may operate. The receiver will 
use the AAD field to verify that the authenticated fields were not altered in tran­
sit. The AAD field protects the 802.11 protocol version, frame type, the distribu­
tion system bits, and fragmentation and order bits. It also protects the address 
fields from the MAC header, and the sequence control field, with the sequence 
number (though not the fragment number) set to zero. It ends with two optional 
components: the fourth address field from the MAC header (if the wireless dis­
tribution system is in use), and quality of service header information. 

4. Next, the CCMP nonce is built. Nonces are little bits of data that guarantee that 
the encryption operation occurs on unique data. Nonces should never be re-used 
with the same key. In CCMP, the nonce is constructed with the packet number 
and the sender's address so that the same packet number can be used by multi­
ple stations. The nonce also includes priority data used in QoS. 

5. Next, the CCMP header is built. It consists of the packet number, broken across 
six bytes, with a key identifier in the middle. As in WEP, there are four potential 
key slots used in CCMP. The Extended IV bit is always set to 1 in CCMP 
because an eight-byte header is always needed to accommodate the large packet 
number field. The header is shown in Figure 7-7. 

6. All the inputs to the CCM encryption engine are available at this point. As input, 
it takes the 128-bit temporal key, the nonce from step 4, the additional authenti­
cation data from step 3, and the frame body. All the data is authenticated with a 
8-byte MIC, and the frame body and MIC are encrypted. Figure 7-6 illustrates 
the encryption process. 

7. The encrypted frame is prepared for transmission by taking the original .MAC 
header and appending the CCMP header and the encrypted data from step 6. 
The resulting frame is pushed down to the radio interface for transmission, and 
looks like Figure 7-10. 

The encapsulation of a CCMP-protected frame is quite straightforward, and is 
shown in Figure 7-7. Following the MAC header, a CCMP header holds the packet 
number and key ID. The higher-layer protocol frame and its MIC are encrypted 
before the FCS. 
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Figure 7-7. CCMP encapsulation 

CCMP reception 

When CCMP receives a frame, the encryption and transmission process must be 
reversed. With no backwards compatibility baggage requiring the use of the WEP 
engine, the CCMP decryption process is a straightforward reversal of Figure 7-6: 

1. When a frame is received by the wireless interface and passes the frame check 
sequence to ensure it has no~ been corrupted, it is passed to CCMP for validation. 

2. The additional authentication data (AAD) is recovered from the received frame . 
It consists only of frame headers, which are transmitted in the clear. 

3. The CCMP nonce is also recovered from the frame. It consists of the packet 
number, the sender's address, and contents of the quality of service field, all of 
which are available in the frame header in the dear. 

4. The receiver decrypts the ciphertext. It requires the temporal key, the nonce 
recovered from step 3, the authentication data from step 2, and of course, the 
encrypted frame body. When the process completes, the receiver has a copy of 
the decrypted frame plus the decrypted integrity code. 

5. The integrity check is calculated over the plaintext data and the additional 
authentication data. If the calculated integrity check value matches the integrity 
check value extracted in step 4, then processing proceeds. Otherwise, process­
ing ends. 

6. A plaintexr frame is constructed from the MAC header and the data recovered in 
step 4. To pass through the replay detection check, the packet number must be 
greater than or equal to the last received packet number that passed through the 
integrity check process . 

Robust Security Network (RSN) Operations 
In addition to defining TKIP and CCMP, 802.1 li also defines a set of procedures that 
build what the standard calls Robust Security Networks (RSNs). These operations 
define how keys are derived and distributed. 
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802.11 i Key Hierarchy 
There are two types of keys used by link layer encryption protocols. Pairwise keys 
protect traffic between a station and the AP it is currently serving. Group keys pro­
tect broadcast or multicast traffic from an AP to its associated clients. Pairwise keys 
are ultimately derived from the authentication information discussed in the previous 
chapter; group keys are created randomly and distributed to each station at the whim 
of the access point. 

Pairwise key hierarchy 

Both TKIP and CCMP take a single master key and expand it into the different keys 
required for frame protection operations. By using key derivation, stations can 
refresh encryption keys without re-running the whole authentication process. The 
master key is the root secrer that must be carefully protected because all keying mate­
rial is derived from it. Part of rhe key hierarchy's purpose is to derive keys used to 
protect transmission of the temporal keys. 

Keying starts with the master key. In the pairwise key hierarchy, which is shown in 
Figure 7-8, the master key is unsurprisingly called the pairwise master key (PMK), 
which is 256 bits long. The PMK must come from somewhere. In WPA-PSK, the 
pairwise master key is configured. In configurations using an authentication server, 
the master key is computed by the RADIUS server and sent to the access point in a 
Microsoft Point-to-Point Encryption (MPPE) vendor-specific RADIUS attribute. 

f 

Pairwi1e Master key- PMK 
(256 bits) 

PRF Expansion (supplicant/authenticator addresses and nonces) 

TKIP Pairwise Transient Key-PTK 
Sllbits 

UMP Pairwise Trans Tent Key- PTk 
3B4 bits 

EAPOL 
KCK 

118bits 

IAPOL Tl(lp 

KEK TK 
12S bits 128 bits 

Figure 7-8. Pairwise key hierarchies 

TKIP 
MIC key 
12Sbits 

·············: ············· .················11 
IAPOL : EAPOL : CCMP 

KCK ! KEK ! TK 
128 bits j 128 bits i 128 bits 

To obtain the temporal keys described earlier in this chapter, the PMK is expanded 
through the use of a defined pseudorandom function.' To further randomize data, 
the expansion is based on the pre-master key, the MAC addresses of both the 

Many encryption protocols use pseudornmlom iunctions to expand a small seed into a large amount of ran­
dom data. TLS is perhaps the best knoYm example. 

164 I Chapter 7: 802.11i:RobustSecurityNetwork1, TKIP,andCCMP 

,-

AXW-2015-187



L 

L 
..._ 

.... 

~ 

.... 

..... 

' -

-

supplicant and authenticator, and two random nonce values transmitted as part of 
the four-way key exchange handshake. 

Both TKIP and CCMP use the pseudorandom function expansion to expand the 256 
bits into the painvise transient key (PTK). In both the TKIP and CCMP hierarchy, the 
two chunks of 128 bits of the transient key are used for keys that protect the tempo­
ral keys during distribution. 

Both key hierarchies start with two EAPOL keys, used to secure transmission of key­
ing material using the EAPOL-Key message discussed in the previous chapter. Two 
128-bit keys are used. The first, the EA POL Key Confirmation Key (KCK), is used to 
compute message integrity checks on keying messages. The second, the EAPOL Key 
Encryption Key (KEK), is used to encrypt keying messages. Both will be discussed in 
the section on the four-way handshake. 

TK[P's transient key consists of a total of 512 hits, with the additional 256 bits used 
as the 128-bit temporal key that is used in TKIP data processing, and the 128-bit key 
for the Michael integrity check. TKIP requires two additional keys because it uses 
traditional encryption and authentication schemes that strictly separate encryption 
from authentication. CCMP's transient key is only 384 bits because only a single 
128-bit temporal key is used for authentication and encryption. 

Group key hierarchy 

Link layer security protocols use a different set of keys for broadcast and multicast 
transmissions. Every associated station will have a different pre-master key, and thus, 
there is no way to derive a key for use with multiple destinations from the disparate 
authentication exchanges. Instead, the authenticator maintains a group master key 
(GMK) as the basis for temporal keys. The group master key is expanded into the 
group key hierarchy shown in Figure 7-9 by the use of a pseudorandom function. No 
key encryption or key confirmation keys are generated because the key exchange 
uses the pairwise EAPOL keys for key distribution. 

I 
Group Master Key 

l 128 bits 

I />RF Expansion ( a, 

+ + 
TKIP Group Transient Key-GTK l ((MP Group Transient Key-GTK 

256 oiD 128 bits 
................................................................ •·••············································ 

Group temporal key Group MIC key 

I 
Group temporal key 
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:...... Figure 7-9. Group key hierarchy 
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Networks may update the group keys when stations leave the network, either 
because they are finished or are deauthenticated. In TKIP, countermeasures may also 
trigger the regeneration of the group keys. 

802.11 i Key Derivation and Distribution 
Rather than simply taking the master secret and using it as the input to a crypto­
graphic protocol, 802.lli specifies a mechanism to derive keys. To prevent replay 
attacks, the exchange makes use of random numbers, and requires a handshake. 
Pairwise and group keys are updated through separate handshakes, which are both 
shown in Figure 7-10. 

aµ 
~ .·~ ' t-EJ-r 

I 
End-user Authenticator 
system 

1: Authenticatornonce 
Calculate PTK 2: Supp/iamt nonce 

( aurhentkalfd) security parameters 
Ca lrulate PTK 

lnstaHTK 

DeayptGTK 
install key 

,. 3: A cknow/edge message 2 
send (encrypted) GTK 

.. 

4: Acknowledge mmage 3 

1: GTK, encrypted with 
key from pairwise hierarchy 

2: Admowledge message 1 

Figure 7-10. Key exchange handshakes 

Updating pairwise keys: the four-way handshake 

ln1tlll TK 

DeayptGTK 

Pairwise, or unicast, keys are distributed through a procedure known as the four-way 
handshake, shown in Figure 7-10. Both the supplicant and authenticator are in pos­
session of a shared pairwise master key. The four-way handshake exchanges parame­
ters used to derive the temporal keys, as well as confirm that both sides are ready to 
begin encrypted transmission. Messages in sequence are implicitly acknowledged by 
the next message. 

1. The authenticator sends the supplicant a nonce, which is a random value that pre­
vents replay attacks. There is no authentication of the message, but there is no dan­
ger from tampering. If the message is altered, the handshake fails and will be rerun. 
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At this point, the supplicant can expand the pairwise master key into the full 
pairwise key hierarchy. Expansion requires the MAC addresses of the supplicant 
and authenticator, the pairwise master key, and the two nonces. 

2. The supplicant sends a message that has the supplicant nonce and a copy of the 
security parameters from the initial association with the network. The whole 
message is authenticated by an integrity check code calculated using the EAPOL 
Key Confirmation Key. 

The authenticator receives the message and extracts the supplicant nonce, which 
allows the authenticator to derive the full pairwise key hierarchy. Pan of the key 
hierarchy is the key used to "sign" the message. If the authenticator cannot vali­
date the message, the handshake fails . 

3. Keys are now in place on both sides of the handshake, but need to be con­
firmed. The Authenticator sends the supplicant a message indicating the 
sequence number for which the pairwise key will be added. It also includes the 
current group transient key to enable update of the group key. The group tran­
sient key is encrypted using the EAPOL Key Encryption Key, and the entire mes­
sage is authenticated using the Key Confirmation Key. 

4. The supplicant sends a final confirmation message to the authenticator to indi­
cate that it has received the keying messages and the authenticator may start 
using the keys. The message is authenticated using the Key Confirmation Key. 

Updating group keys: the group key handshake 

The group key handshake is considerably simpler than the four-way handshake, in 
part because it uses part of the results from the four-way handshake. Because the 
group transient key is encrypted with the Key Encryption Key from the pairwise hier­
archy, the group key handshake requires that a successful four-way handshake has 
already occurred. It consists of only two steps: 

1. The authenticator sends the group transient key (GTK), encrypted with the Key 
Encryption Key from the pairwise key hierarchy. The message is also authenti­
cated with a code calculated with the Key Confirmation Key. 

2. The supplicant sends an acknowledgment message, indicating the authenticator 
should begin to use the new key for group frames. This message is also authenti­
cated using the Key Confirmation Key. 

Even though the group key handshake is updating a key used by several stations, the 
use of the Key Encryption Key to protect data means that the handshake is inher­
ently pairwise. When the group key is updated, the group key exchange must be run 
once for each station . 
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Although group key updates are generally controlled by the authenticator, stations 
may request a group key update by sending an unsolicited confirmation message. 

Mixing Encryption Types 
To allow for migration between different encryption protocols, as well as to accom­
modate older devices incapable of anything stronger than WEP, 802.lli defines a 
trust hierarchy for encryption protocols. WEP with 40-bit keys is the weakest proto­
col, followed by WEP with 104-bit keys, TKIP, and CCMP. 

As part of the initial association to the network, each station can negotiate the 
encryption protocols it uses for both unicast and group data. The only restriction is 
that the group key must use either the same strength or a weaker encryption proto­
col. Access points use the "lowest common denominator" for the group key. In a net­
work where the least capable associated station is only able to run dynamic WEP, the 
group key will be dynamic WEP. Other stations may, however, use stronger unicast 
protection mechanisms. Many access points provide policy controls to set a mini­
mum acceptable encryption strength, and may prevent stations from associating with 
weaker protocols than desired by the network administrators. 

The standard allows for nearly any mixture of encryption methods, with the excep­
tion that a station using CCMP for group frames must only support CCMP for uni­
cast frames. However, many drivers do not support every allowed mode. Most 
notably, drivers usually do not support the combination of CCMP for unicast data in 
combination with older RC4-based frame encryption for the group key. 

Key Caching 
Pairwise master keys are the foundation of 802.1 li security. Generating them is quite 
an expensive operation if the pairwise master key is the result of an 802. lX 
exchange. Most EAP methods require multiple messages and a significant amount of 
computation per step. The 802.lX authentication process may take several seconds, 
during which the user is unable to send or receive data. Client systems located on the 
boundary between two access points may be particularly affected if the wireless 
interface bounces back and forth between two (or more) access points with equiva­
lent signal strength. 

Reducing the authentication overhead is the motivation for PMK caching, which is 
shown in Figure 7-11. Rather than require a station to perform the full 802.lX 
exchange every time it connects to an access point, it references an existing session 
by the pairwise master key security association identifier. If the access point has an 
existing association, it accepts the association and proceeds immediately to the four­
way handshake. In the four-way handshake, both the supplicant and authenticator 
will prove to each other possession of the cached PMK. 
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Stations that do not have cached master keys must perform a full 802. lX authentica­
tion to generate them. One of the motivations for preauthentication, which is dis­
cussed in the next chapter, is that can be used to establish master keys on access 
points before the handoff occurs, so that a master key is waiting. 
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CHAPTER 8 

Management Operations 

While being untethered from a wired network can be an advantage, it can lead to 
problems: the medium is unreliable, unauthorized users can take advantage of the 
lack of physical boundaries, and power consumption is critical when devices are run­
ning on batteries. The management features of the 802. 11 protocol were designed to 
reduce the effect of these problems. In essence, management operations are all the 
behind-the-scenes tasks that wireless network devices perform so that the wireless 
link looks much like other types of network connections. 

802.11 management is a cooperative affair, shared between client devices and the 
network infrastructure. Unfortunately, this leaves a great deal of the protocol opera­
tion in the hands of devices that may vary greatly. Some device drivers allow you to 
customize the management features discussed in this chapter. Keep in mind, though, 
that the capabilities of the device driver vary from one product to another, and the 
state of wireless networking is such that some vendors are trying to produce the most 
feature-rich products possible, while others are aiming at a lower-cost market and 
trying to produce the simplest products. The only way to know what is possible is to 

understand the capabilities that have been built into the protocol. Then you'll be in a 
good position to work with whatever hardware drops in your lap. 

Management Architecture 
Conceptually, the 802.11 management architecture is composed of three compo­
nents: the MAC layer management entity (MLME), a physical-layer management 
entity (PLME), and a system management entity (SME). The relation between the 
different management entities and the related parts of 802.11 is shown in Figure 8-1. 

802.11 does not formally specify the SME. It is the method by which users and 
device drivers interact with the 802. 11 network interface and gather information 
about its status. Both the MAC and PHY layers have access to a management infor­
mation base (MIB). The MIB has objects that can be queried to gain status informa­
tion, as well as objects that can cause certain actions to take place. 
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Figure 8-1. Relationship between management entities and components of the 802.11 specification 

There are three defined interfaces between the management components. The sta­
tion management entity may alter both the MAC and PHY MIBs through the MLME 
and PLME service interfaces. Additionally, changes to the MAC may require corre­
sponding changes in the PHY, so an additional interface between the MLME and 
PLME allows the MAC to make changes to the PHY. 

Scanning 
Before using any network, you must first find it. With wired networks, finding the 
network is easy: look for the cable or a jack on the wall. In the wireless world, sta­
tions must identify a compatible network before joining it. The process of identify­
ing existing networks in the area is called scanning. 

Several parameters are used in the scanning procedure. These parameters may be 
specified by the user; many implementations have default values for these parame­
ters in the driver. 

BSSType (independent, infrastructure, or both) 
Scanning can specify whether to seek out independent ad hoc networks, infra­
structure networks, or an networks. 

BSSID (indi1,1idual or broadcast) 
The device can scan for a specific network to join (individual) or for any net­
work that is willing to allow it to join (broadcast). When 802 .11 devices are 
moving, setting the BSSID to broadcast is a good idea because the scan results 
will include all BSSs in the area. 

SSID ("network name") 
The SSID assigns a string of bits to an extended service set. Mose products refer 
to the SSID as the network name because the string of bits is commonly set to a 
human-readable string. Clients wishing to find any network should set this to 
the broadcast SSID. 

ScanType (active or passive) 
Active scanning uses the transmission of Probe Request frames to identify networks 
in the area. Passive scanning saves battery power by listening for Beacon frames. 
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ChannelList 
Scans must either transmit a Probe Request or listen on a channel for the existence 
of a network. 802.ll allows stations to specify a list of channels to try. Products 
allow configuration of the channel list in different ways. What exactly constitutes a 
channel depends on the physical layer in use. With direct-sequence products, it is 
a list of channels. With frequency-hopping products, it is a hop pattern. 

ProbeDelay 
This is the delay, in microseconds, before the procedure to probe a channel in 
active scanning begins. This delay ensures that an empty or lightly loaded chan­
nel does not completely block the scan. 

MinChannelTime and MaxChannelTime 
These values, specified in time units (TUs), specify the minimum and maximum 
amount of time that the scan works with any particular channel. 

Passive Scanning 
Passive scanning saves battery power because it does not require transmitting. In pas­
sive scanning, a station moves to each channel on the channel list and waits for Bea­
con frames. Any Beacons received are buffered to extract information about the BSS 
that sent them. 

In the passive scanning procedure, the station sweeps from channel to channel and 
records information from any Beacons it receives. Beacons are designed to allow a 
station to find out everything it needs to match parameters with the basic service set 
(BSS) and begin communications. In Figure 8-2, the mobile station uses a passive 
scan to find BSSs in its area; it hears Beacon frames from the first three access points. 
If it does not hear Beacons from the fourth access point, it reports that only three 
BSSs were found. 

Beacon 

l[J/:17 1<(( 
~ AP1 . ( L.:...: 

~ (((t_g"' : 
Client r < AP2 

Found BSSs: ( r 
8551,AP 1 { 

8552,AP2 L........I AP
3 8S53,APJ I 

) ) ) ) 

Figiire 8-2. Passive scanning 
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Active Scanning 
In active scanning, a station cakes a more assertive role. On each channel, Probe 
Request frames are used to solicit responses from a network with a given name. 
Rather than listening for that network to announce itself, an active scan attempts to 
find the network. Stations using active scanning employ the following procedure for 
each channel in the channel list: 

l. Move to the channel and wait for either an indication of an incoming frame or 
for the ProbeDclay timer to expire. If an incoming frame is detected, the channel 
is in use and can be probed. The timer prevents an empty channel from block­
ing the entire procedure; the station won't wait indefinitely for incoming frames. 

2. Gain access to the medium using the basic DCF access procedure and send a 
Probe Request frame. 

3. Wait for the minimum channel time, MinChannelTime, to elapse. 

a. If the medium was never busy, there is no network. Move to the next channel. 

b. If the medium was busy during the MinChanne!Time interval, wait until the 
maximum time, MaxChannelTime, and process any Probe Response frames. 

Probe Response frames are generated by networks when they hear a Probe Request 
that is searching for the extended service set to which the network belongs. At a party, 
you might look for a friend by wandering around the dance floor shouting out her 
name. (It's not polite, but if you really want to find your friend, you may not have 
much choice.) If your friend hears you, she will respond-others will (you hope) ignore 
you. Probe Request frames function similarly, but they can also use a broadcast SSID, 
which triggers a Probe Response from all 802.11 networks in the area. (It's like shout­
ing "Fire!" at the party-that's sure to result in a response from everybody!) 

One station in each BSS is responsible for responding to Probe Requests. The station 
that transmitted the last Beacon frame is also responsible for transmitting any neces­
sary Probe Response frames. ln infrastructure networks, the access points transmit 
Beacons and thus are also responsible for responding to itinerant stations searching 
the area with Probe Requests. lBSSs may pass around the responsibility of sending 
Beacon frames, so the station that transmits Probe Response frames may vary. Probe 
Responses are unicast management frames and are therefore subject co the positive 
acknowledgment requirement of the MAC. 

It is common for multiple Probe Responses to be transmitted as a result of a single 
Probe Request. The purpose of the scanning procedure is to find every basic service 
area that the scanning station can join, so a broadcast Probe Request results in a 
response from every access point within range. Any overlapping independent BSSs 
may also respond. 

Figure 8-3 shows the relationship between the transmission of Probe frames and the 
various timing intervals that can be configured as part of a scan. 
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In Figure 8-3 (a), a mobile station transmits a probe request to which two access points 
respond. The activity on the medium is shown in Figure 8-3 (b). The scanning station 
transmit<; the Probe Request after gaining access to the medium. Both access points 
respond with a Probe Response that reports their network's parameters. Note that the 
second Probe Response is subject to the rules of the distributed coordination function 
and must wait for the contention window to elapse before transmitting. The first 
response is transmitted before the minimum response time elapses, so the station waits 
until the maximum response time has elapsed before collating the results. In areas with 
a large number of networks, it may be necessary to adjust the maximum channel time 
so the responses from all the access points in the area can be processed. 

Scan Report 
A scan report is generated at the conclusion of a scan. The report lists all the BSSs 
that the scan discovered and their parameters. The complete parameter list enables 
the scanning station to join any of the net\'lorks that it discovered. In addition to the 
BSSID, SSID, and BSSType, the parameters also include:· 

Beacon interval (integer) 
Each BSS can transmit Beacon frames at its own specific interval, measured in TUs. 

DTIM period (integer) 
DTIM frames are used as part of the powersaving mechanism. 

• The items actually exposed by any particular software vary. 
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Timing parameters 
Two fields assist in synchronizing the station's rimer to the rimer used by a BSS. 
The Timestamp field indicates the value of the timer received by the scanning 
station; the either field is an offset to enable a station to match timing informa­
tion to join a particular BSS. 

PHY parameters, CF parameters, and IBSS parameters 
These three facets of the network have their own parameter sets, each of which 
was discussed in detail in Chapter 4. Channel information is included in the 
physical-layer parameters. 

BSSBasicRateSet 
The basic rate set is the list of data rates chat must be supported by any station 
wishing to join the network. Stations must be able to receive data at all the rares 
listed in the set. The basic rate set is composed of the mandatory rates in the 
Supported Rates information element of management frames, as in Chapter 4. 

What's in a Name? (or, the Security Fallacy of Hidden SSIDs) 
The SSID is an important scanning parameter. Stations search for an SSID when scan­
ning, and may build a list of SSlDs for presentation to the user. As a unique identifier 
for a network, the SSID is often given mythic security properties it does not actually 
possess. 

At the dav..m of802.11, the SSID was broadcast in the clear in Beacon frames, right there 
for the listening. All that was necessary was an 802.11 interface tuned to the right radio 
channel. When the stone age of 802 .11 began, one vendor began to treat the SSID as a 
valuable security token. By enabling the "closed network" option on that vendor's equip­
ment, the SSID was no longer put in Beacon frames, thus "protecting" the network from 
attackers. To further "protect" the SSID from prying eyes, access points operating a 
closed network would not respond to Probe Requests with the broadcast SSID. 

Closed networks break passive scanning because the SSID is no longer available for 
easy collection. In order to prevent a closed network from being completely closed to 

clients, however, access points must respond to Probe Requests containing the correct 
SSID. Management frames have no encryption, and the SSID value is right there for the 
taking in the Probe Request. To he scrupulously correct, the closed network may offer 
a vanishingly small incremental amount of security because the SSID is only available 
when stations search for the network, rather than several times per second in Beacon 
frames . 

Hiding an SSID can cause problems with 802. 11 management. Although most 802.11 
interfaces and their associated drivers can handle hidden SSIDs, not all can. Hiding an 
S51D is a nonstandard procedure that can cause problems, and does not provide any 
real security. Leave the SSID in the Beacon frames for interoperability, and use a real 
security solution like 802.lX if you need it. 
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Joining 
After compiling the scan results, a station can elect to join one of the BSSs. Joining is 
a precursor to association; it is analogous to aiming a weapon. It does not enable net­
work access. Before this can happen, both authentication and association are 
required. 

Choosing which BSS to join is an implementation-specific decision and may even 
involve user intervention. BSSs that are part of the same ESS are allowed to make the 
decision in any way they choose; common criteria used in the decision are power 
level and signal strength. Observers cannot tell when a station has joined a network 
because the joining process is internal to a node; it involves matching local parame­
ters to the parameters required by the selected BSS. One of the most important tasks 
is to synchronize timing information between the mobile station and the rest of the 
network, a process discussed in much more detail in the section "Timer Synchroniza­
tion," later in this chapter. 

The station must also match the PHY parameters, which guarantees that any trans­
missions with the BSS are on the right channel. (Timer synchronization also guaran­
tees that frequency-hopping stations hop at the correct time, too.) Using the BSSID 
ensures that transmissions are directed to the correct set of stations and ignored by 
stations in another BSS.' Capability information is also taken from the scan result, 
which matches the use of WEP and any high-rate capabilities. Stations must also 
adopt the Beacon interval and DTIM period of the BSS, though these parameters are 
not as important as the others for enabling communication. 

Authentication 
Wireless network media of any sort are open to all sores of malicious tampering 
because attackers can literally immerse themselves in the network medium. Gaining 
a foothold is trivial if you are standing in it. Prepare now to enter the authentication 
twilight zone. There are multiple forms of "authentication" offered by 802.11, many 
of which would not pass the laugh test from serious security experts. 

When most network administrators refer to authentication, the implication is that 
only strong authentication is worth considering as authentication. Anything that is 
not based on cryptography does not prove identity. With the right EAP method, 
802.lX authentication can be quite strong, but 802.lX messages can only be 
exchanged once a system has performed a lower-level 802.11 "authentication" prior 
to association. 

• Technically, this is true only for stations obeying the filtering rules for received frames. Malicious attackers 
intent on compromising network security can easily choose to disobey these rules and capture frames, and 
most existing product implementations do not correctly implement the filtering rules. 
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802.11 requires that a station establish its identity before sending frames. This initial 
802.11 "authentication" occurs every time a station attaches to a network. It should 
be stressed, however, that they provide no meaningful network security. There are 
no cryptographic secrets that are passed around or validated, and the authentication 
process is not mutual. It is far more accurate to think of 802.11 'slow-level authenti­
cation as an initial step in the handshake process that a station uses to attach to the 
network, and one that identifies the station to the network. 

802.11 authentication is a one-way street. Stations wishing to join a network muse 
perform 802.11 authentication to it, but networks are under no obligation to authen­
ticate themselves to a station. The designers of 802.11 probably felt that access 
points were part of the network infrastructure and thus in a more privileged position. 

Open-system authentication 
Open-system authentication is the only method required by 802.11. Calling it 
authentication is stretching the meaning of the term a great deal. In open-system 
authentication, the access point accepts the mobile station at face value without veri­
fying its identity. (Imagine a world where similar authentication applied to bank 
withdrawals!) Providing network security requires building something on top of the 
resulting network session. An open-system authentication exchange consists of two 
frames, shown in Figure 8-4. 

!JP 
Client 

1: From-source(identity) 
Aurhenffcation algorithm- 0 (open system) 
Sequence number - 1 

2: Authenticotion algorithm -0 (open sysrem) 
Sequence number -1 
Status rode 

Figure 8-4. Open-system authentication exchange 

AP 

The first frame from the mobile station is a management frame of subtype authenti­
cation. 802.11 does not formally refer to this frame as an authentication request, but 
that is its practical purpose. In 802.11, the idemiry of any station is its MAC address. 
Like Ethernet networks, MAC addresses must be unique throughout the network 
and can readily double as station identifiers. Access points use the source address of 
frames as the identity of the sender; no fields within the frame are used to further 
identify the sender. 

There are two information elements in the body of the authentication request. First, 
the Authentication Algorithm Identification is set to Oto indicate that the open-system 
method is in use. Second, the Authentication Transaction Sequence number is set to J 
to indicate that the first frame is in fact the first frame in the sequence. 
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The access point then processes the authentication request and returns its response. 
Like the first frame, the respo_nse frame is a management frame of subtype authenti­
cation. Three information elements are present: the Authentication Algorithm ldenti­
fica tion field is set to O to indicate open-system authentication, the Sequence 
Number is 2, and a Status Code indicates the outcome of the authentication request. 
Values for the Status Code are shown in Table 4-6. 

Address Filtering (MAC "Authentication") 
WEP is not required by 802.11, and a number of earlier products implement only 
open-system authentication. To provide more security than straight open-system 
authentication allows, many products offer an "authorized MAC address list." Net­
work administrators can enter a list of authorized client addresses, and only clients 
with those addresses are allowed to connect. 

While address filtering is better than nothing, it leaves a great deal to be desired. MAC 
addresses are generally software-or firmware-programmable and can easily be overridden 
by an attacker wishing ro gain network access. Distribution of lists of authorized devices 
can be painful because it typically must be done for each device in the network. Further­
more, there is a fair amount of chum on the list. New cards are purchased, old cards break 
down, employees leave the organization and take cards with them, and so on. 

Authorized address filtering may be part of a security solution, but it should not be the 
linchpin. Rather than depend on MAC address, use 802. lX-based user authentication 
if possible. Once network administrators have made the effort to authenticate users, 
authentication will be as secure as standards provide for, and address filtering will only 
add complexity without any substantial additional security benefit. 

The legacy of shared-key authentication 

Shared-key authentication makes use of WEP and therefore can be used only on 
products that implement WEP, though non-WEP products are now nearly impossi­
ble to find. Shared-key authentication, as its name implies, requires that a shared key 
be distributed to stations before attempting authentication. The fundamental theo­
retical underpinning of shared-key authentication is that a challenge can be sent to 
the client, and a response proves possession of the shared key. A shared-key authen­
tication exchange consists of four management frames of subtype authentication, 
shown in Figure 8-5. 

The first frame is nearly identical to the first frame in the open-system authentica­
tion exchange. Like the open-system frame, it has information elements to identify 
the authentication algorithm and the sequence number; the Authentication Algo­
rithm Identification is set to 1 to indicate shared-key authentication. 
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Client 

I: From- source (identity) 
Aufflentication algorithm - 1 (shared key) 
S~enre number - I 

2: Authentication o/gorithm - 1 (shared key) 
Sequence number -2 
Status cade -0 (suamful) 
Challenge rexr ( dear) 

3: Authentication algorithm -1 (shared key) 
· Sequence numbe1 -3 

Challenj! text 

4: Aurhenrkarion o/gorirhm - 1 (shared key) 
Sequence number -4 
Staru,rnde 

Figure 8-5. Shared-key authentication exchange 

Instead of blindly allowing admission to the network, the second frame in a shared­
key exchange serves as a challenge. Up to four information elements may be present 
in the second frame. Naturally, the Authentication Algorithm ldentification, 
Sequence Number, and Status Code are present. The access point may deny an 
authentication request in the second frame, ending the transaction. To proceed, 
however, the Status Code should be set to O (success), as shown in Figure 8-5. When 
the Status Code is successful, the frame also includes a fourth information element, 
the Challenge Text. The Challenge Text is composed of 128 bytes generated using 
the WEP keystream generator with a random key and initialization vector. 

The third frame is the mobile station's response to the challenge. To prove that it is 
allowed on the network, the mobile station constructs a management frame with 
three information elements: the Authentication Algorithm Identifier, a Sequence 
Number of 3, and the Challenge Text. Before transmitting the frame, the mobile sta­
tion processes the frame with WEP. The header identifying the frame as an authenti­
cation frame is preserved, but the information elements are hidden by WEP. 

After receiving the third frame, the access point attempts to decrypt it and verify the 
WEP integrity check. If the frame decrypts to the Challenge Text, and the integrity 
check is verified, the access point will respond with a status code of successful. Suc­
cessful decryption of the challenge text proves that the mobile station has been con­
figured with the WEP key for the network and should be granted access. If any 
problems occur, the access point returns an unsuccessful status code. 

Defeating shared-key authentication 

Shared key authentication is subject to a trivial attack. At the heart of the shared-key 
authentication procedure is the encryption of the challenge text. Upon receipt of the 
random challenge, a station in posession of the WEP key is able to generate a key­
stream from the WEP key, then perform an exclusive-OR operation between the key­
stream and the data. However, the exclusive-OR is a reversible operation that relates 
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the challenge text, keystream, and the response text. With any two items, recovering 
the third is a matter of reversing the right operation. An attacker can observe the 
challenge text and response, and use that to derive a keystream. Although this allows 
an attacker to authenticate to a network by playing back the recovered keystream on 
a new challenge, it does not allow an attacker to send arbitrary data without recover­
ing the WEP key first. Figure 8-6 illustrates the keystream recovery procedure. 

Challenge text (Clear} 

l l 
WEP keystream 

1x0Rf I 
Challenge text (Enaypted) 

Recoverea keystream 

Figure 8-6. Defeating shared-key authentication 

Nevertheless, attacks against shared key authentication are effective enough that it is 
generally not recommended. 802.lli does not allow a station that performed 802.11 
authentication via shared keys to become associated to a Robust Security Network. 

Preauthentication 
Preauthentication is used to speed up association transfer. Authentication can often 
cause a lag between the time a station decides to move to a new AP and the time that 
the frames start flowing through that AP. Preauthentication attempts to reduce the 
time by getting the time-consuming authentication relationship established before it 
is needed. Due to the overloading of the term "authentication" by both the low-level 
802.11 authentication and the 802.lX authentication, there are two different types of 
preauthentication. AI; it is commonly used by network engineers, though, it usually 
refers to the 802.lX authentication. 

802.11 Preauthentication 
Stations must authenticate with an access point before associating with it, but nothing 
in 802.11 requires that low-level authentication take place immediately before associa­
tion. Stations can 802.11-authenricate with several access points during the scanning 
process so chat when association is required, the station is already authenticated. As a 
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result of preauthentication, stations can reassociate with access points immediately 
upon moving into their coverage area, rather than having to wait for the authentica­
tion exchange. 

In both parts of Figure 8-7, there is an extended service set composed of two access 
points. Only one mobile station is shown for simplicity. Assume the mobile station 
starts off associated with APl at the left side of the diagram because it was powered 
on in APl 's coverage area. As the mobile station moves towards the right, it must 
eventually associate with AP2 as it leaves APl 's coverage area. 

a: No preauthentiration 

~ 
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~ i­
r ' At. 
~ \\4 
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Figure 8-7. Time savings of preauthentication 

b: With preouthentirarion 
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Preauthentication is not used in the most literal interpretation of 802.11, shown in 
Figure 8-7 (a). As the mobile station moves to the right, the signal from APl weak­
ens. The station continues monitoring Beacon frames corresponding to its ESS, and 
will eventually note the existence of AP2. At some point, the station may choose to 
disassociate from APl, and then authenticate and reassociate with AP2. These steps 
are identified in the figure, in which the numbers are the time values from Table 8-1. 

Tahlc 8-l. Chronology for Figure 8-7 

Step Action without preauthentication: Figure 8-7 {a) 

0 Station is associated with APl 

Station moves right into the overlap between BSSl 
and BSS2 

1.5 

2 AP2's signal is stronger, so station decides to move 
association to AP2 

Station authenticates to AP2 

4 Station reassociates with AP2 

5 Station begins using the network 

Action with preauthentication: Figure 8-7 (b) 

Station is associated with AP1 

Station moves right into the overlap between BSS 1 and 
B5S2 and detects the presence of AP2 

Station preauthenticates to AP2 

AP2's signal is stronger, so station decides to move associa­
tion to AP2 

Station begins using the network 

Figure 8-7 (b) shows what happens when the station is capable of preauthentication. 
With this minor software modification, the station can authenticate to AP2 as soon 
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as it is detected. As the station is leaving AP l's coverage area, it is authenticated with 
both APl and AP2. The rime savings become apparent when the station leaves the 
coverage area of AP l: it can immediately re associate with AP2 because it is already 
authenticated. Preaurhentication makes roaming a smoother operation because 
authentication can take place before it is needed to support an association. All the 
steps in Figure 8-7 (b) are identified by time values from Table 8-1. 

802.11 i Preauthentication and Key Caching 
When a network is authenticated with 8O2.lX, the most time-consuming step in get­
ting from the 802.11 join to the ability to send network protocol packets is the 802.lX 
authentication, especially if it uses an EAP method with several frame round-trips. 
Preauthenticarion, shown in Figure 8-8, allows a station to establish a security con­
text with a new AP before associating to it. In essence, preauthentication decouples 
the association and security procedures, and allows them to be performed indepen­
dently. WPA explicitly excluded preauthenticarion. 

-fl'<, 
-~"~¾ \½~~ 
,;~t' 
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/ Preouthenticotion 
SA 

Figure 8-8. 802.lli preauthentication 
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Figure 8-8 shows the following sequence of steps. 

1. The station associates to the first access point it finds on the network. It selects 
this AP based on the criteria in its firmware. 

2. Once associated, the station can perform an 8O2.lX authentication. This step 
uses EAPOL frames as described in Chapter 6, with an Ethertype of (hexadeci­
mal) 88-8E. EAPOL frames are converted into RADIUS packets by the AP, and 
the session is authenticated. 

3. Dynamic keys for the radio link are derived on both sides through the four-way 
handshake for pairwise keys and the group key handshake for the group keys. 
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4. With keys configured, the station is "on the air" and can send and receive net­
work protocol packets. 

Station software is in control of roaming behavior, and can use that to its advan­
tage. AB the station moves in such a way that AP2 appears to be a better choice, 
it can perform preauthentication to speed up the process of moving over to AP2. 
Rather than move everything all at once, though, it pedorms preauthentication 
to cut down on the interruption between sending network packets. 

5. Preauthentication commences with an EAPOL-Start message sent from the sta­
tion to the new AP. A station can only be associated with a single AP, so the pre­
authentication frames are channeled through the old AP. Preauthenticati.on is a 
complete 802.lX exchange. 

a. Preauthentication frames use the Ethertype of (hexadecimal) 88-C7 because 
most APs apply special processing to the regular authentication Ethertype. 
The source address of the frames is the station, the receiver address is the 
BSSID of its current AP (in this case, the MAC address of APl's wireless 
interface), and the destination address is the BSSID of the new AP (in this 
case, AP2's wireless interlace). 

b. When received by APl, the frames are sent over the distribution system to 
AP2. The AP only has a MAC address. If the two APs are not connected 
directly to the same Ethernet broadcast domain, they must have an alterna­
tive method of shuttling preauthentication frames between devices. 

c. During this entire step, the station remains associated to APl, and can send 
and receive network packets through its existing encrypted connection. 
Because the station is still on the air, there is no apparent authentication 
occuring. 

d. The result of the preauthentication is that a security context with AP2 is 
established. The station and AP2 have derived a pairwise master key, which 
can be further processed to create keys between the station and AP2. Both 
the station and the AP store the pairwise master key in a key cache. 

6. When the station pulls the trigger, the association is moved to AP2. As part of 
the initial association, the station includes a copy of its key cache to tell AP2 that 
it was already authenticated. 

7. AP2 receives the authentication request and searches its key cache. Finding an 
entry, it starts the fourway pairwise key handshake immediately. By proceeding 
to key derivation, the station is unable to send and receive packets for only a 
short time. 

802.11 preauthentication moves the time-consuming 802.lX EAP method to occur in 
parallel with sending and receiving network frames on an authenticated connection. 
The first association will be slow because the fuH EAP exchange is required. On subse­
quent associations, however, preauthentication can dramatically reduce handoff times. 
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Association 
Once authentication has completed, stations can associate with an access point (or 
reassociate with a new access point) to gain full access to the network. Association is 
a recordkeeping procedure that allows the distribution system to track the location 
of each mobile station, so frames destined for the mobile station can be forwarded to 
the correct access point. After association completes, an access point must register 
the mobile station on the network so frames for the mobile station are delivered to 
the access point. One method of registering is to send a gratuitous ARP so the sta­
tion's MAC address is associated with the switch port connected to the access point. 

Association is restricted to infrastructure networks and is logically equivalent to 

plugging into a wired network. Once the procedure is complete, a wireless station 
can use the distribution system to reach out to the world, and the world can respond 
through the distribution system. 802.11 explicitly forbids associating with more than 
one access point. 

Association Procedure 
The basic association procedure is shown in Figure 8-9. 

5JP 
Client 

Figure 8-9. Association procedure 

1; Association re_g_uest 

2: Assodotion respome 
'Here is your assodation ID.• 

3: Traffir 
AP 

Like authentication, association is initiated by the mobile station. No sequence num­
bers are needed because the association process is a three-step exchange. The two 
frames are management frame subtypes defined by the specification. As unicast man­
agement frames, both steps in the association procedure are composed of an associa­
tion frame and the required link-layer acknowledgment: 

1. Once a mobile station has authenticated to an access point, it can issue an 
Association Request frame. Stations that have not yet authenticated receive a 
Deauthentication frame from the access point in response. 

2. The access point then processes the association request. 802.11 does not specify 
how to determine whether an association should be granted; it is specific to the 
access point implementation. One common consideration is the amount of 
space required for frame buffering. Rough estimates are possible based on the 
Listen Interval in the Association Request frame, 
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a. When the association request is granted, the access point responds with a 
status code of O (successful) and the Association ID (AID). The AID is a 
numerical identifier used to logically identify the mobile station to which 
buffered frames need to be delivered. More detail on the process can be 
found in the "Power Conservation" section of this chapter. 

b. Unsuccessful association requests include only a status code, and the proce­
dure ends. 

3. The access point begins processing frames for the mobile station. In all com­
monly used products, the distribution system medium is Ethernet. When an 
access point receives a frame destined for an associated mobile station, that 
frame can be bridged from the Ethernet to the wireless medium or buffered if the 
mobile station is in a powersaving state. In shared Ethernets, the frame will be 
sent to all the access points and will be bridged by the correct one. In switched 
Ethernets, the station's MAC address will be associated with a particular switch 
port. That switch port is, of course, connected to the access point currently pro­
viding service for the station. 

Reassociation Procedure 
Reassociation is the process of moving an association from an old access point to a 
new one. Over the air, it is almost the same as an association; on the backbone net­
work, however, access points may interact with each other to move frames. When a 
station moves from the coverage area of one access point to another, it uses the reas­
sociation process to inform the 802.11 network of its new location. The procedure is 
shown in Figure 8-10. 

1: fleassociation request 
"Mx_old AP was ... • 

b µ7 2: Reossodarion response 
r1 ·1 om yournew AP, and here i, 

your new association /0." 

~ 5: (Oprionol) 
(Ii e nt "I/ere are some frames 

buffered from your old AP.' 

Figure 8-10. Reassociation procedure 

t& 
3: /APP 

"P/erue send ony 
buffered fromes 
for. .. " 

4: JAPP 
"Why certainly ... " 

The mobile station begins the procedure associated with an access point. The station 
monitors the quality of the signal it receives from that access point, as well as the sig­
nal quality from other access points in the same ESS. When the mobile station detects 
that another access point would be a better choice, it initiates the reassociation 
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procedure. The factors used to make that decision are product-dependent. Received 
signal strength can be used on a frame-by-frame basis, and the constant Beacon 
transmissions provide a good baseline for signal strength from an access point. 
Before the first step, the mobile station must authenticate to the new access point if it 
has not done so already. 

Figure 8-10 depicts the following steps: 

1. The mobile station issues a Reassociation Request to the new access point. Reas­
sociation Requests have content similar to Association Requests. The only differ­
ence is that Reassociation Request frames contain a field with the address of the 
old access point. The new access point must communicate with the old access 
point to determine that a previous association did exist. Although a standard 
inter-access point protocol was defined by the IEEE, many implementations 
remain proprietary. If the new access point cannot verify that the old access 
point authenticated the station, the new access point responds with a Deauthen­
tication frame and ends the procedure. 

2. The access point processes the Reassociation Request. Processing Reassociation 
Requests is similar to processing Association Requests; the same factors may be 
used in deciding whether to allow the reassociation: 

a. If the Reassociation Request is granted, the access point responds with a Sta­
tus Code of O (successful) and the AID. 

b. Unsuccessful Reassociation Requests include just a Status Code, and the 
procedure ends. 

3. The new access point contacts the old access point to finish the reassociation 
procedure. This communication is part of the IAPP. 

4. The old access point sends any buffered frames for the mobile station to the new 
access point. 802.11 does not specify the communication between access points. 
At the conclusion of the buffered frame transfer: 

a. Any frames buffered at the old access point are transferred to the new access 
point so they can be delivered to the mobile station. 

b. The old access point terminates its association with the mobile station. 
Mobile stations are allowed to associate with only one access point at any 
given time. 

5. The new access point begins processing frames for the mobile station. ·when it 
receives a frame destined for the mobile station, that frame is bridged from the 
Ethernet to the wireless medium or buffered for a mobile station in a power­
saving mode. 

Reassociation is also used to rejoin a network if the station leaves the coverage area 
and returns later to the same access point. Figure 8-11 illustrates this scenario. 
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Figure 8-11. Reassociation with the same access point 

What Is Roaming? 
Roaming is not a word used in the 802.1 l standard at all. (A task group recently 
formed to address roaming issues, but it is far from completing its work.) However, 
people use the word roaming informally a great deal when talking about 802 .11. Gen­
erally speaking, most people are referring to the process of moving from one access 
point to another. 

Roaming has suffered a bit from "buzzword overload" in the past few years, and now 
means different things to different speakers. At the most basic level, roaming is the pro­
cess of moving a station between APs. How does a station decide to move between 
APs? The 802.11 standard has nothing to say on the matter. Decisions to move 
between APs are based entirely on the hardware and software, and up to each manu­
facturer. Some client devices will pick up on the strongest signal available when the 
interface is initialized, and hang on for dear life, only moving when the initial AP is no 
longer reachable. Some devices will always bead for the strongest available signal, 
which may result in flip-flops between APs when two signals are evenly balanced. Still 
other devices will incorporate recent history into roaming decisions to avoid excessive 
movements between two nearby APs. How stations decide if and when to move 
between APs is entirely up to the manufacturer. With apologies to Milton Friedman, 
roaming is always and everywhere a client phenomenon. 

Digging deeper into a second level of meaning, "roaming" is also used to discuss how 
a station can change APs while keeping active network connections open. If IP subnet 
boundaries are involved, this is an added level of complexity that needs to be addressed 
outside any standards. Chapter 21 discusses how co build a wireless LAN, and dis­
cusses how to achieve seamless roaming across arbitrary network topologies. 

Roaming is sometimes given yet another meaning, referring to the process of moving a 
network session from one network (say, an 802 .11 wireless LAN) to another disparate 
nctv,ork (say, a 3G mobile telephone network). The IEEE has started another working 
group to define roaming operations to move network sessions and state between dif­
ferent types of IEEE 802 networks. 
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Power Conservation 
The major advantage of wireless networks is that network access does not require 
nodes to be in any particular location. To take full advantage of mobility, nothing 
can constrain the location of a node, including the availability of electrical power. 
Mobility therefore implies that most mobile devices can run on batteries. But battery 
power is a scarce resource; batteries can run only so long before they need to be 
recharged. Requiring mobile users to return frequently to commercial power is 
inconvenient, to say the least. Many wireless applications require long battery life 
without sacrificing network connectivity. 

As with any other network interface, powering down the transceiver can lead to great 
power savings in wireless networks. When the transceiver is off, it is said to be sleep­
ing, dozing, or in powersaving mode (PS). When the transceiver is on, it is said to be 
awake, active, or simply on. Power conservation in 802.11 is achieved by minimizing 
the time spent in the latter stage and maximizing the time in the former. 802.11 
accomplishes this without sacrificing connectivity. 

Power Management in Infrastructure Networks 
Power management can achieve the greatest savings in infrastructure networks. All 
traffic for mobile stations must go through access points, so they are an ideal loca­
tion to buffer traffic. Most traffic can be buffered. The standard forbids buffering 
frames that require in-order delivery and have Order bit set because buffer imple­
mentations could possibly re-order frames. There is no need to work on a distrib­
uted buffer system that must be implemented on every station; the bulk of the 
work is left to the access point. By definition, access points are aware of the loca­
tion of mobile stations, and a mobile station can communicai:e its power manage­
ment state to its access point. Furthermore, access points must remain active at all 
times; it is assumed that they have access to continuous power. Combining these 
two facts allows access points to play a key role in power management on infra­
structure networks. 

Access points have two power management-related tasks. First, because an access 
point knows the power management state of every station that has associated with it, 
it can determine whether a frame should be delivered to the wireless network 
because the station is active or buffered because the station is asleep. But buffering 
frames alone does not enable mobile stations to pick up the data waiting for them. 
An access point's second task is to announce periodically which stations have frames 
waiting for them. The periodic announcement of buffer status also helps to contrib­
ute to the power savings in infrastructure networks. Powering up a receiver to listen 
to the buffer status requires far less power than periodically transmitting polling 
frames. Stations only need to power up the transmitter to transmit polling frames 
after being informed that there is a reason to expend the energy. 
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Power management is designed around the needs of the battery-powered mobile sta­
tions. Mobile stations can sleep for extended periods to avoid using the wireless net­
work interface. Part of the association request is the Listen Interval parameter, the 
number of Beacon periods for which the mobile station may choose to sleep. Longer 
listen intervals require more buffer space on the access point; therefore, the Listen 
Interval is one of the key parameters used in estimating the resources required to 

support an association. The Listen Interval is a contract with the access point. In 
agreeing to buffer any frames while the mobile station is sleeping, the access point 
agrees to wait for at least the listen interval before discarding frames. If a mobile sta­
tion fails to check for waiting frames after each listen interval, they may be discarded 
without notification. 

Unicastframe buffering and delivery using the Traffic Indication Map (TIM) 

When frames are buffered, the destination node's Association ID (AID) provides the 
logical link between the frame and its destination. Each AID is logically connected to 
frames buffered for the mobile station that is assigned that AID. Multicast and 
broadcast frames are buffered and linked to an AID of zero. Delivery of buffered mul­
ticast and broadcast frames is treated in the next section. 

Buffering is only half the battle. If stations never pick up their buffered frames, sav­
ing the frames is a rather pointless exercise. To inform stations that frames are buff­
ered, access points periodically assemble a traffic indication map (TIM) and transmit 
it in Beacon frames. The TIM is a virtual bitmap composed of 2,008 bits; offsets are 
used so that the access point needs to transmit only a small portion of the virtual bit­
map. This conserves network capacity when only a few stations have buffered data. 
Each bit in the TIM corresponds to a particular AID; setting the bit indicates that the 
access point has buffered unicast frames for the station with the AID corresponding 
to the bit position. 

Mobile stations must wake up and enter the active mode to listen for Beacon frames 
to receive the TIM. By examining the TIM, a station can determine if the access 
point has buffered traffic on its behalf. To retrieve buffered frames, mobile stations 
use PS-Poll Control frames. When multiple stations have buffered frames, all sta­
tions with buffered data must use the random backoff algorithm before transmitting 
the PS-Poll. 

Each PS-Poll frame is used to retrieve one buffered frame. That frame must be posi­
tively acknowledged before it is removed from the buffer. Positive acknowledgment 
is required to keep a second, retried PS-Poll from acting as an implicit acknowledg­
ment. Figure 8-12 illustrates the process. 

If multiple frames are buffered for a mobile station, then the More Data bit in the 
Frame Control field is set to 1. Mobile stations can then issue additional PS-Poll 
requests to the access point until the More Data bit is set to 0, though no time con­
straint is imposed by the standard. 
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Figure 8-12. PS-Poll frame retrieval 
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After transmitting the PS-Poli, a mobile station must remain awake until either the 
polling transaction has concluded or the bit corresponding to its AJD is no longer set 
in the TIM. The reason for the first case is obvious: the mobile station has success­
fully polled the access point; part of that transaction was a notification that the 
mobile station will be returning to a sleeping mode. The second case allows the 
mobile station to return to a power conservation mode if the access point discards 
the buffered frame. Once all the traffic buffered for a station is delivered or dis­
carded, the station can resume sleeping. 

The buffering and delivery process is illustrated in Figure 8-13, which shows the 
medium as it appears to an access point and two associated powersaving stations. 
The hash marks on the timeline represent the beacon interval. Every beacon interval, 
the access point transmits a Beacon frame with a TIM information element. (This fig­
ure is somewhat simplified. A special kind of TIM is used to deliver multicast traffic; 
it will be described in the next section.) Station 1 has a listen interval of 2, so it must 
wake up to receive every other TJM, while station 2 has a listen interval of 3, so it 
wakes up to process every third TIM. The lines above the station base lines indicate 
the ramp-up process of the receiver to listen for the TIM. 

At the first beacon interval, there are frames buffered for station 1. No frames are 
buffered for station 2, though, so it can immediately return to sleep. At the second 
beacon interval, the TIM indicates that there are buffered frames for stations I and 2, 
although only station I woke up to listen to the TIM. Station 1 issues a PS-Poll and 
receives the frame in response. At the conclusion of the exchange, station 1 returns 
to sleep. Both stations are asleep during the third beacon. At the fourth beacon, both 
wake up to listen to the TIM, which indicates that there are frames buffered for both. 
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Figure 8-13. Buffered frame retrieval process 

Both station 1 and station 2 prepare to transmit PS-Poll frames after the expiration of 
a contention window countdown, as described in Chapter 3. Station 1 wins because 
its random delay was shorter. Station 1 issues a PS-Poll and receives its buffered 
frame in response. During the transmission, station 2 defers. If, at the end of that 
frame transmission, a third station, which is not illustrated, seizes the medium for 
transmission, station 2 must continue to stay awake until the next TIM. If the access 
point has run out of buffer space and has discarded the buffered frame for station 2, 
the TIM at the fifth beacon indicates that no frames are buffered, and station 2 can 
finally return to a low-power mode. 

Stations may switch from a power conservation mode to active mode at any time. It 
is common for laptop computers to operate with full power to all peripherals when 
connected to AC power and conserve power only when using the battery. If a mobile 
station switches to the active mode from a sleeping mode, frames can be transmitted 
without waiting for a PS-Poll. PS-Poll frames indicate that a powersaving mobile sta­
tion has temporarily switched to an active mode and is ready to receive a buffered 
frame. By definition, active stations have transceivers operating continuously. After a 
switch to active mode, the access point can assume that the receiver is operational, 
even without receiving explicit notification to that effect. 

Access points must retain frames long enough for mobile stations to pick them up, 
but buffer memory is a finite resource. 802.11 mandates that access points use an 
aging function to determine when buffered frames are old enough to be discarded. 
The standard leaves a great deal to the discretion of the developer because it speci­
fies only one constraint. Mobile stations depend on access points to buffer traffic for 
at least the listen interval specified with the association, and the standard forbids the 
aging function from discarding frames before the listen interval has elapsed. Beyond 
that, however, there is a great deal of latitude for vendors to develop different buffer 
management routines. 
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Delivering multicast and broadcast frames: the Delivery TIM (DTIM) 

Frames with a group address cannot be delivered using a polling algorithm because 
they are, by definition, addressed to a group. Therefore, 802.11 incorporates a mech­
anism for buffering and delivering broadcast and multicast frames. Buffering is iden­
tical to the unicast case, except that frames are buffered whenever any station 
associated with the access point is sleeping. Buffered broadcast and multicast frames 
are saved using AID 0. Access points indicate whether any broadcast or multicast 
frames are buffered by setting the first bit in the TIM; this bit corresponds to AID 0. 

Each BSS has a parameter called the DTIM Period. TIMs are transmitted with every 
Beacon. At a fixed number of Beacon intervals, a special type of TIM, a Delivery 
Traffic Indication Map (DTIM), is sent. The TIM element in Beacon frames contains 
a counter that counts down to the next DTlM; this counter is zero in a DTIM frame. 
Buffered broadcast and multicast traffic is transmitted after a DTIM Beacon. Multi­
ple buffered frames are transmitted in sequence; the More Data bit in the Frame 
Control field indicates that more frames must be transmitted. Normal channel acqui­
sition rules apply to the transmission of buffered frames. The access point may 
choose to defer the processing of incoming PS-Poll frames until the frames in the 
broadcast and multicast transmission buffers have been transmitted. 

Figure 8-14 shows an access point and one associated station. The DTIM interval of 
the access point is set to 3, so every third TIM is a DTIM. Station 1 is operating in a 
sleep mode with a listen interval of 3. It will wake up on every third beacon to receive 
buffered broadcast and multicast frames. After a DTIM frame is transmitted, the 
buffered broadcast and multicast frames are transmitted, followed by any PS-Poll 
exchanges with associated stations. At the second beacon interval, only broadcast 
and multicast frames are present in the buffer, and they are transmitted to the BS$. 
At the fifth beacon interval, a frame has also been buffered for station 1. It can moni­
tor the map in the DTIM and send a PS-Poll after the transmission of buffered broad­
cast and multicast frames has concluded. 

I• Be.icon interval +I OTIM interval-------+ 

TIM DTIM TIM TIM DTIM TIM 

AP 

Station 1 -+----_,_'--+-__., 

Figure 8-14. Multicast and broadcast buffer transmission after DTIMs 
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To receive broadcast and multicast frames, a mobile station must be awake for 
DTIM transmissions. Nothing in the specification, however, keeps powersaving sta­
tions in infrastructure networks from waking up to listen to DTIM frames. Some 
products that implement powersaving modes will attempt to align their awakenings 
with DTIM transmissions. If the system administrator determines that battery life is 
more important than receiving broadcast and multicast frames, a station can be con­
figured co sleep for its listen period without regard to DTIM transmissions. Some 
documentation may refer to this as extremely low power, ultra powersaving mode, 
deep sleep, or something similar. 

Several products allow configuration of the DTIM interval. Lengthening the DTIM 
interval allows mobile stations to sleep for longer periods and maximizes battery life 
at the expense of timely delivery. Shorter DTIM intervals emphasize quick delivery at 
the expense of more frequent power-up and power-down cycles. You can use a 
longer DTIM when battery life is at a premium and delivery of broadcast and multi­
cast frames is not importanL Whether this is appropriate depends on the applica­
tions you are using and how they react to long link-layer delays. 

I BSS Power Management 
Power management in an IBSS is not as efficient as power management in an infra­
structure network. In an IBSS, far more of the burden is placed on the sender to 
ensure that the receiver is active. Receivers must also be more available and cannot 
sleep for the same lengths of time as in infrastructure networks. 

As in infrastructure networks, power management in independent networks is 
based on traffic indication messages. Independent networks must use a distributed 
system because there is no logical central coordinator. Stations in an independent 
network use announcement traffic indication messages (A TI Ms), which are some­
times called ad hoc traffic indication messages, to preempt other stations from sleep­
ing. All stations in an IBSS listen for ATIM frames during specified periods after 
Beacon transmissions. 

If a station has buffered data for another station, it can send an AT[M frame as noti­
fication. In effect, the A TIM frame is a message to keep the transceiver on because 
there is pending data. Stations that do not receive ATIM frames are free to conserve 

l- power. In Figure 8-15 (a), station A has buffered a frame for station C, so it sends a 
unicast ATIM frame to station C during the ATIM transmission window, which has 

[ the effect of notifying station C that it should not enter powersaving mode. Station B, 
L. however, is free to power down its wireless interface. Figure 8-15 (b) shows a mulci­

cast ATIM frame in use. This frame can be used to notify an entire group of stations 
to avoid entering low-power modes. 

i 
L.., 

l..:: .... 
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Figure 8-15. A TIM usage 

A time window called the A TIM window follows the Beacon transmission. This win­
dow is the period during which nodes must remain active. No stations are permitted 
to power down their wireless interfaces during the ATIM window. It starts at the 
time when the beacon is expected and ends after a period specified when the IBSS is 
created. If rhe beacon is delayed due to a traffic overrun, the usable portion of the 
ATIM window shrinks by tbe same amount. 

The A TIM window is the only IBSS-specific parameter required to create an IBSS. 
Setting it to O avoids using any power management. Figure 8-16 illustrates rhe 
A TIM window and its relation to the beacon interval. In the figure, the fourth bea­
con is delayed due to a busy medium. The A TIM window remains constant, start­
ing at the target beacon interval and extending the length of the ATIM window. The 
usable period of the A TIM window shrinks by the length of the delay in beacon 
transmission. 

Target beacon times 

hnlerval 

~ 
window 

P- ATIM 
window 

Figure 8-16. A TIM window 

P-.~ 
window 
~ 

window 

.. 
Q)rime 

To monitor the entire ATIM window, stations must wake up before the target bea­
con transmission. Four situations are possible: the station has transmitted an ATIM, 
received an A TIM, neither transmitted nor received, or both transmitted and 
received. Stations that transmit ATIM frames must not sleep. Transmitting an ATIM 
indicates an intent to transmit buffered traffic and thus an intent to stay active. Sta­
tions to which ATIM frames are addressed must also avoid sleeping so they can 
receive any frames transmitted by the A TIM's sender. If a station both transmits and 
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receives A TJM frames, it stays up. A station is permitted to sleep only if it neither 
transmits nor receives an ATIM. When a station stays up due to ATIM traffic, it 
remains active until the conclusion of the next A TIM window, as shown in 
Figure8-17. In the figure, the station goes active for the first ATIM window. If it 
does not send or receive any A TJM frames, it sleeps at the end of the ATIM window. 
lf it sends or receives an ATIM frame, as in the second ATIM window, the station 
stays active until the conclusion of the third A TIM window. 

rarget beacon trammissions 

ATIM 
window 

Station 1 4 
I 

ATIM I 
• window • 

4 
Figure 8-17. ATJM effects on powersaving modes 

ATIM 
window 

• Grime 

Only certain control and management frames can be transmitted during the ATIM 
window: Beacons, RTS, CTS, ACK, and, of course, ATIM frames. Transmission 
takes place according to the rules of the DCF. ATIM frames may be transmitted only 
during the ATIM window because stations may be sleeping outside the ATIM win­
dow. Sending an ATIM frame is useless if other stations in the IBSS are sleeping. In 
the same vein, acknowledgments are required for unicast ATIM frames because that 
is the only guarantee that the ATIM was received and that the frame destination will 
be active for the remainder of the beacon interval. Acknowledgments are not 
required for multicast A TIM frames because multicast frames cannot be efficiently 
acknowledged by a large group of stations. If all potential recipients of an ATIM 
frame were required to acknowledge it, the mass of acknowledgments could poten­
tially interrupt network service. 

Buffered broadcast and multicast frames are transmitted after the conclusion of the 
ATIM window, subject to DCF constraints. Following the transmission of broadcast 
and multicast frames, a station may attempt to transmit unicast frames that were 
announced with an A TIM and for which an acknowledgment was received. Follow­
ing all transmissions announced with an A TIM, stations may transmit unbuffered 
frames to other stations that are known to be active. Stations are active if they have 
transmitted the Beacon, an ATIM, or are not capable of sleeping. If contention is 
severe enough to prevent a station from sending the buffered frame it announced 
with an ATIM, the station must reannounce the transmission with an ATIM at the 
start of the next A TIM window. 

Figure 8-18 illustrates several of these rules. In the first beacon interval, the first sta­
tion transmits a multicast A TIM to stations 2, 3, and 4. Multicast ATIM frames need 
not be acknowledged, but the transmission of the ATIM means that all stations must 
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remain active for the duration of the first beacon window to receive multicast frames 
from station 1. When the ATIM window ends, station 1 can transmit its multicast 
frame to the other three stations. After doing so, station 4 can take advantage of the 
remaining time before the beacon to transmit a frame to station 1. It was not cleared 
with an A TIM, but it is known to be active. 

I 
ATIM 

window I ATIM 
window I 

ATIM 
• window • I 

~ i"''·"',: ... .,, . .,.. I ;: I ~ I 
Smtwn 1 · I D I Sleep 4 Sleep • 

ATIM to 4 0 Time 
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1 • 1·················11 Frameto4 
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1□ I I ~ 

Frame to 3 

q 
Figure 8-18. Effect of A TIM on powersaving modes in an IBSS network 
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In the second beacon interval, stations 2 and 3 have both buffered a frame for sta­
tion 4, so each transmits an ATIM. Station 4 acknowledges both. At the conclusion 
of the A TIM window, station 1 has neither transmitted nor received an A TIM and 
can enter a low-power state until the next beacon interval. However, station 2's 
frame is extremely long and robs station 3 of the opportunity to transmit its frame. 

Station 3 still has a buffered frame for station 4 when the third beacon interval 
opens. It therefore retransmits its ATIM frame to station 4, which is acknowledged. 
Station 2 is not involved in any ATIM exchanges and can enter a low-power state 
when the A TIM window ends. At that time, no broadcast or multicast frames have 
peen buffered, and the ATIM-cleared frame from station 3 to station 4 can be trans­
mitted. After the frame from 3 to 4 is transmitted, station 4 can again take advantage 
of the remaining time before the beacon frame to transmit a frame of its own to sta­
tion 3, which is known to be active because of the A TIM exchange. 

Stations are responsible for maintaining sufficient memory to buffer frames, but the 
buffer size must be traded off against the use of that memory for other purposes. The 
standard allows a station in an independent network to discard frames that have been 
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buffered for an "excessive" amount of time, but the algorithm used to make that deter­
mination is beyond the scope of the standard. The only requirement placed on any 
buffer management function is that it retain frames for at least one beacon period. 

Timer Synchronization 
Like other wireless network technologies, 802.11 depends a great deal on the distri­
bution of timing information to all the nodes. It is especially important in frequency­
hopping networks because all stations on the network must change frequency chan­
nels in a coordinated pattern. Timing information is also used by the medium reser­
vation mechanisms. 

In addition to local station timing, each station in a basic service area maintains a 
copy of the timing synchronization function (TSF), which is a local timer synchro­
nized with the TSF of every other station in the basic service area. The TSF is based 
on a 1-MHz clock and "ticks" in microseconds. Beacon frames are used to periodi­
cally announce the value of the TSF to other stations in the network. The "now" in a 
timestamp is when the first bit of the timestamp hits the PHY for transmission. 

Infrastructure Timing Synchronization 
The ease of power management in an infrastructure network is based on the use of 
access points as central coordinators for data distribution and power management 
functions. Timing in infrastructure networks is quite similar. Access points are 
responsible for maintaining the TSF time, and any stations associated with an access 
point must simply accept the access point's TSF as valid. 

When access points prepare to transmit a Beacon frame, tbe access point timer is 
copied into the Beacon's timestamp field. Stations associated with an access point 
accept the timing value in any received Beacons, but they may add a small offset to 
the received timing value to account for local processing by the antenna and trans­
ceiver. Associated stations maintain local TSF timers so they can miss a Beacon 
frame and still remain roughly synchronized with the global TSF. The wireless 
medium is expected to be noisy, and Beacon frames are unacknowledged. Therefore, 
missing a Beacon here and there is to be expected, and the local TSF timer mitigates 
against the occasional loss of Beacon frames. 

To assist active scanning stations in matching parameters with the BSS, timing values 
are also distributed in Probe Response frames. When a station finds a network by scan­
ning, it saves the timestamp from the Beacon or Probe Response and the value of the 
local timer when it was received. To match the local timer to the network timer, a sta­
tion then takes the timestamp in the received network advertisement and adds the 
number of microseconds since it was received. Figure 8-19 illustrates this process. 
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Figure 8-19. Matching the local timer to a network timer 
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IBSSs lack a central coordination point, so the Beacon process is distributed. TSF 
maintenance is a subset of the Beacon generation process. Time is divided into seg­
ments equivalent to the interbeacon timing period. Beacon frames are supposed to be 
transmitted exactly as the beacon interval ends, at the so-called target Beacon trans­
mission time (TBTT). Independent networks take the TBTT as a guideline. 

All stations in the IBSS prepare to transmit a Beacon frame at the target time. As it 
approaches, all other traffic is suspended. Timers for the transmission of frames 
other than Beacon frames or A TIM frames are stopped and held to clear the medium 
for the important management traffic. All stations in the IBSS generate a backoff 
timer for Beacon transmission; the backoff timer is a random delay between zero and 
twice the minimum contention window for the medium. After the target beacon 
interval, all stations begin to count the Beacon backoff timer down to zero. If a Bea­
con is received before the station's transmission time, the pending Beacon transmis­
sion is canceled. 

In Figure 8-20, each station selects a random delay; station 2 has randomly gener­
ated the shortest delay. When station 2's timer expires, it transmits a Beacon, which 
is received by stations 1 and 3. Both stations 1 and 3 cancel their Beacon transmis­
sions as a result. Because timer synchronization ensures that all stations have syn­
chronized timers, multiple Beacon frames do not pose a problem. Receivers simply 
process multiple Beacon frames and perform multiple updates t0 the TSF timer. 

Beacon generation interacts closely with power management. Beacon frames must be 
generated during the active period around each Beacon interval so that all stations 
are available to process the Beacon. Furthermore, the Beacon sender is not allowed 
to enter a low-power state until the end of the next active period. The latter rule 
ensures that at least one station is awake and can respond to probes from new sta­
tions scanning to discover networks. 

Rules for adopting the received timestamp are more complex in an independent net­
work. No centralized timer exists, so the goal of the standard is to synchronize all tim­
ers to the timer of the fastest-running clock in the BSS. When a Beacon is received, the 
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Figure 8-20. Distributed Beacon generation 

timestamp is adjusted for processing delays and compared to the local TSF. The 
received timestamp updates the local timer only if it is later than the local timer. 

Spectrum Management 
802.lla was originally developed as a standard for the United States only. European 
radio regulations for the 5 GHz frequency band are stricter, which necessitated the 
development of special procedures to adapt the 802.11 MAC for use in Europe, 
which were eventually standardized as 802.1 lh in 2003. 

Transmit Power Control {TPC) 
Transmit power control is required by European regulations' to ensure that 5 GHz 
radio transmitters stay within regulatory power limits and avoid interfering with cer­
tain satellite services. Developing better control over transmission power brings 
many other benefits, some of which have been long known in the world of mobile 
telephony. High-powered client transmissions may cover very large areas. ln a 
densely-deployed network of APs, a single client at high power may have much 
higher range than is necessary. Long range is not always a plus. Running a radio 
transmitter at high power decreases battery life. If the range of a transmission is 
longer than necessary, the extra reach represents "wasted" power. Higher power may 
also lead co a reduction in network throughput as client dev_ices interfere with each 
other unnecessarily. 

• ERC/DEC/(99)23, available at http:!Jwww.ero.dk/doc98!0fficia/!Pdf!DEC9923E.PDF. 
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Figure 8-21. High client power interfe,-ence with multiple APs 

For an illustration of problems caused by high client power, consider Figure 8-21. In 
the figure, nine APs are shown in a network; Client #1 is associated with the center 
AP in the top row. If the client computer is configured to transmit at maximum 
power, the range of the transmission will reach out to the outer circle. However, the 
transmission to the AP requires power to only the inner circle. The difference between 
the two circles is the excess range caused by transmitting too high. Running the radio 
transmitter higher than necessary will drain the battery on a ponable device faster 
than is strictly necessary. (To extend the battery life of phones, mobile telephone net­
works have incorporated transmit power limitation techniques for many years.) 

Controlling the range of transmission also makes the network function more smoothly. 
All transmissions must gairt exclusive access to the radio medium. When excessive 
power is used, the area covered by a transmission is much larger than it should be. Any 

• Note that laying out a nine-AP network using only rhree non-overlapping channels is not possible, which is 
a strong argument for using 802.1 la in high-density environments. 
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station operating on channel 11 within the outer circle must defer to a frame in 
progress from Client #1. The shaded area between the optimum transmit power and 
the excessive power represents the area which is blocked because Client #1 is transmit­
ting at power that is too high. For example, Client #2 is blocked from commW1icating 
with its nearby AP because it must share the radio medium. Reducing transmission 
power to the level required to reach only the serving AP may improve communications 
throughout the network by limiting overlap between nearby APs. 

Basic operation of transmit power control 

Transmit power control (TPC) is an 802.11 service that attempts to hold transmit 
power to the lowest possible productive level. It takes into account the maximum 
power allowed by regulators, as well as funher constraints. Although designed to sat­
isfy regulatory requirements, transmit power control may have additional benefits. 

The absolute cap on any radio transmission is set by regulatory authorities, and is 
found in the relevant documents and rules published by the authority. Regulatory 
maximum power may be configured into an AP or station, or it may be learned from 
Beacon frames containing Country elements. Radio transmissions may be subject to 
additional constraints that further reduce the maximum power. European regula­
tions specify a further mitigation requirement of at lease 3 dB to reduce interference 
with satellite services. 

Maximum transmission power is specified using the Country element in Beacon 
frames, and is available to any station wishing to associate to a network. The Coun­
try element specifies the regulatory maximum power, and the Power Constraint ele­
ment can be used to specify a lower maximum transmission power specific to the 
network. 

Before beginning operation, stations must calculate the maximum transmission 
power that may be used. Typically, this is calculated by taking the regulatory maxi­
mum power and subtracting any constraints for mitigation or additional local con­
straints. For example, network administrators may wish to specify a restrictive local 
maximum transmission power to reduce range and therefore interference. 

Changes to the association process 

When a spectrum management-capable station associates (or reassociates) to an 
access point, it must supply the minimum and maximum transmission power in a 
Power Capability information element. Access points may incorporate the informa­
tion supplied by a client into the association process, and are free to use it any man­
ner. How, or even whether, an access point uses the power capability information is 
nor specified by 802.11 standards. Stations that have high power and may violate 
regulations may be rejected to preserve regulatory compliance. Access points may 
also reject clients with low transmit power capability; the standard suggests that it 
may increase the possibility of hidden nodes, although that seems unlikely. 
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Changing the transmission power 

Both access points and client stations may dynamically adjust the transm1ss10n 
power on a frame-by-frame basis. For each frame, the receiver may compute the link 
margin, the amount by which the received power exceeds the minimum acceptable 
value. Link margin is the margin of safety. If a station's transmissions were received 
at the minimum acceptable' value, the link margin would be zero, indicating that any 
detrimental change to the link would interrupt communication. Most stations aim 
for a small link margin, but the specific calculation of link margin and the determina­
tion of a particular desired value are not specified by the standard. 

To make informed changes to transmission power, stations may request a radio link 
measurement. Stations send an Action frame requesting a transmission report. The 
Action frame sent in response contains a TPC Report element with two descriptive 
statistics. First, it contains the transmit power of the report frame. Based on the 
transmission power, the receiver of the report can estimate the path loss of the radio 
link. Second, the report frame contains a value for the link margin, which informs 
the receiver of the ratio between the received power and the minimum acceptable 
power. If the minimum ac,ceptable power were, say, -70 dBm and the signal was 
received at -60 dBm, the link margin would be reported as 10 dB. If the link margin 
is "too high," transmit power can be reduced. If the link margin is "too low," the 
transmit power can be increased. Like many other components of the 802.11 stan­
dard, "too high" and "too low" are left to the discretion of the software. 

The standard is designed to ensure that the maximum transmission power is not 
exceeded, but it does not restrict power selection in any way. There is no require­
ment for advanced functionality. That said, it is conceivable that advanced access 
points supporting transmit power control may attempt to keep track of the power 
required to reach each associated station, so that close-in stations require less power 
than far-away stations. 

Dynamic Frequency Selection (DFS) 
In addition to the requirement for transmit power control, European regulations 
require that stations avoid interfering with 5 GHz radar systems, as well as spread the 
power load across all available channels. Accomplishing this is the task of 802.ll's 
Dynamic Frequency Selection (DFS) mechanism. 

Basic operation of OFS 

Dynamic frequency selection consists of a number of procedures to enable 802.11 
devices to change the radio channel based on measurements and regulatory require­
ments. It can affect the initial association procedure and ongoing network operation. 

I 
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When stations first associate to the network, the Association Request frame includes 
a Supported Channels information element, which communicates the channels 
supported by the station. Access points may reject the association based on the con­
tent of the information element, though such behavior is not specified by the stan­
dard. One approach would be to reject stations that support "too few" channels, on 
the theory that it limits the ability of the access point ro switch operation on to differ­
ent channels because it must move to a channel supported by all associated stations. 

Once used on an operational network, DPS will periodically test the channel for 
potential interference from other radio systems, most notably 5 GHz European radar 
systems. Testing the channel is accomplished by stopping transmissions on the net­
work, measuring for potential interference, and, if necessary, advertising that the 
channel will change. 

Quieting the channel 

To perform tests on the radio channel, quiet periods or quiet intervals are used. Quiet 
intervals are a time when all stations in the BSS do not transmit, which is helpful 
when making measurements for potential interference from radar systems. Quiet 
periods are scheduled by the inclusion of the Quiet information element in Beacon 
and Probe Response frames, and describe when and how long all stations should 
cease transmissions. Only the most recently transmitted Quiet information is effec­
tive. When multiple Quiet information elements are transmitted, the most recent one 
supercedes all prior scheduled quiet periods. During the quiet period, all stations set 
the network allocation vector (NA V) to the length of the quiet period ro ensure that 
the virtual carrier sensing algorithm will def er transmissions. 

When an upcoming quiet interval is scheduled, the radio channel still operates under 
normal rules for access to the radio medium, with the additional rule that any frame 
exchange must complete before the start of the quiet period. If a scheduled frame 
exchange cannot be completed, the station relinquishes control of the channel and 
defers transmission until after the conclusion of the quiet period. Failure to transmit a 
frame due to an impending quiet period does not, however, increase the transmission 
count. When the quiet period resumes, all stations must contend for access to the radio 
channel again. There is no preservation of channel access across a quiet period. 

In an infrastructure network, channel quiet scheduling is completely under the con­
trol of the access point. Access points are allowed to change the duration of quiet 
periods, the time between quiet periods, or even to stop scheduling quiet periods 
altogether. Independent networks choose rhe quiet period scheduling when the net­
work is created. When new stations take over responsibility for sending Beacon and 
Probe Response frames, they have no discretion to alter the quiet period parameters, 
and simply copy the previously used parameters. 
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Measuring 

At any point, measurements of the radio channel can be taken. Stations may request 
other stations to measure the radio channel. Access points may find measurements 
from stations to be particularly useful in learning about the state of the radio chan­
nel because the reports from stations are likely to come from a variety of different 
geographical locations. Measurements may be taken in a quiet period or while the 
radio is in service. 

Any station may ask other stations to make a measurement. Inquiries for radio infor­
mation are sent in Measurement Request frames, described in Figure 8-23. In an 
infrastructure network, all frames must go through the access point. Associated cli­
ent stations may only ask the AP for radio information. Access points in an infra­
structure network may ask either a single station or a group of stations for a 
measurement, simply by addressing the request frame appropriately. In independent 
networks, there is no centralized point of control, and any station may issue a 
request to any other single station or group of stations. Although requests to a group 
address field are allowed, receiving stations are also allowed to disregard them. 

After sending a measurement request, the standard assumes that the receiver needs 
time to gather the data for its reply. Following the transmission of a measurement 
request, a station refrains from sending any further frames. 

Upon receipt of a Measurement Request frame, a station must determine how to 
respond. The Measurement Request frame must always be answered, even if the 
response is a refusal to perform the requested measurement. To be processed, a 
request must be received in enough time to set up and take the measurement. Mea­
surement requests specify a time at which the measurement is to occur. If a request is 
held in a long transmission queue, it is conceivable that it could be arrive at the desti­
nation after the requested measurement should begin. Stations are allowed to ignore 
such "late" requests. The receiver of a measurement request must also be able to col­
lect the data supported in the request. Depending on the receiver's hardware, it may 
not be possible to support all requests. Although increasingly rare, nor all 802.11 
hardware is capable of supporting every allowed channel.· Many cards on the mar­
ket today do not support multichannel operation, either, so a request to measure a 
different channel from the current operating channel cannot be supported. Stations 
may refuse to perform a measurement for any nonspecified reason, provided the 
requester has not marked the request as mandatory. 

In addition to the polled operation, in which stations ask for measurements, it is pos­
sible for stations to spontaneously report statistics by sending unsolicited Measure­
ment Report frames. 

• For example, the Cisco CB-20 card, based on the Radiata chipset, could only support the eight lowest 
802.lla channels. It would be appropriate for such a card to refuse a measurement request in the high 
U-Nil band. 
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Radar scan 

One of the major reasons to quiet the channel is to search for the presence of 5 GHz 
radar systems in use in Europe. The regulations' do not require any particular search 
method for these radar systems. It only requires that radar be detected when its sig­
nal strength rises above a defined interference threshold. 

When a radio interface is started, it must search for a radar signal on the channel. No 
transmissions are allowed until the "coast is clear" and it has been established that 
there is no radar to interfere with. Radar detection must be carried out periodically 
throughout operation. Whenever radar signals are detected, the network must switch 
to another channel to avoid interference. 

Spectrum management services enable a network to move to another channel. The 
decision to move to another channel may be caused by the presence of radar inter­
ference, but the generic mechanism to switch channels may be useful for a variety of 
purposes beyond compliance with European radio regulations. Networks capable of 
altering their operational channel may do so to minimize interference with other 
802.11 devices and optimize the radio plan. Channel switching is designed to move 
as many of the associated stations to the new channel as possible, but it is always 
possible that communications with some or all of the associated stations may be dis­
rupted. The standards do not place any constraints on how to select the new chan­
nel, but simply say chat an access point should attempt to choose a channel 
supported by as many of its stations as possible. Some regulators have drafted rules 
chat mandate energy spreading across the entire band, so it may be chat regulatory 
requirements force a switch to channels that are not supported by all stations. 

In an infrastructure network, the selection of the operating channel is under the sole 
control of the access point. As pare of the association process, access points collect 
information about which channels can be supported by the associated stations. 
Access points inform associated stations of the impending switch by using the Chan­
nel Switch Announcement information element in management frames, as well as 
Action frames. To improve the ability of an access point to send an channel switch 
announcement, the appropriate action frame may be sent after the PCF Interframe 
Space (PIFS), which gives it a higher priority than any new atomic exchange on the 
medium. The standard suggests, but does not require, that the channel switch be 
scheduled far enough in advance that any powersaving stations have the opportu­
nity to become active and receive the channel switch announcement. 

IBSS operation 

Changing the operating channel in an independent network is significantly more 
complicated than in an infrastructure network because there is no single logical 

' ETSI EN 301 893, available from http://www.etsi.org. 
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controller for frequency selection operation. Instead of having the function reside in 
the access point, independent networks have the DFS owner service, which coordi­
nates multiple stations to run the frequency selection service. 

One station in a network is designated the DFS owner, and is responsible for collect­
ing measurement reports and monitoring the channel for radar signals. If any station 
in the independent network observes a radar signal, it will be reported in the chan­
nel map subfield. Upon notification that radar has been detected, the DFS owner 
takes charge of changing the channel. 

The DFS owner is responsible for deciding on the new channel, and sending the chan­
nel switch announcement frame. It may not be possible to select a channel that com­
plies with regulatory requirements and is supported by all stations. Independent 
networks do not have a central point of data collection, so even if there is a channel 
supported by all stations, there is no guarantee that the DFS owner will be aware of it. 

In an independent network, the DFS owner may change. Just like Beacon genera­
tion, stations may join or leave the network, including the DFS owner. To cope with 
the DFS owner going away, stations may enter DFS owner recovery mode. In this 
mode, multiple stations can become DFS owners, and will schedule the channel 
switch announcement frames required by the standard. However, the first station to 
transmit the channel switch frame becomes the only DFS owner, and other stations 
will drop the role. DFS owner recover is similar in concept to the distributed Beacon 
generation discussed in Figure 8-20. 

Action Frames 
Action frames are used to request a station to take action on behalf of another. Spec­
trum management services use Action frames to request that measurements be taken, 
gather the results of those measurements, and announce any required channel 
switches. Figure 8-22 shows the format of the Action frame, which .is essentially a 
category plus details that depend on the category. The action details may vary 
depending on the category field. 

bym 1 2 
MAC header I ~ Action details I 

l 6 6 6 2 1 1 Variable 4 

Frame Duration DA SA 85$10 Seq, I ·! Elementt IT:] Control I ctl 5 "" 
0 

Spectrum 
management 

Figure 8-22. Action frame 
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Category 
The category field is set to zero for spectrum management. 

Action 
All spectrum management frames use the first byte of the action details to spec­
ify the type of action being undertaken. Table 8-2 shows the possible values for 
the Action subfield. Values not shown are reserved. 

Elements 
Spectrum management action frames carry information in information ele­
ments. The details for many information elements can be found in Chapter 4. 
Several additional information elements were defined in 802.llh and are 
described in this section. 

Table 8-2. Types of spectrum management action frames 

Value 

0 

1 

2 

3 

4 

Measurement Request frame 

Type of spectrum management action frame 

Measurement Request 

Measurement Report 

TPC Request 

TPCReport 

Channel Switch Announcement 

The Measurement Request frame is used to request that a station make measure­
ments and send the results to the sender. Its format is shown in Figure 8-23. The 
frame consists of a series of measurement request information elements. The num­
ber of potential measurements is limited by the size of the frame, rather than any 
aspect of the frame construction. 

Periodic measurements are allowed by the standard. Periodic reports are enabled or 
disabled by sending a measurement request to a station with instructions to turn the 
periodic measurement on or off. Stations cannot disable measurements on access 
points in infrastructure networks. 

Category 
Set to zero to indicate spectrum management action frames. 

Action 
Set to zero to indicate that it is a measurement request. 

Dialog Token 
This field acts like a sequence number. It is set to a non-zero value co assist in 
matching measurement responses to outstanding requests. 

A single Measurement Request frame may request multiple measurements by using 
multiple Measurement Request information elements within the body of the frame. 
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MAC header 

2 6 6 2 l 1 I 7 Variable 4 6 

Frame Duration DA SA 
Conttol ; : : I::;:: I:: :: : I !lfl!IIl-=--lf.E BSSID 

byres 1 ······· 1 .......... 1 

1_1 1 ... 1 1, 1::--::u1 
········ ·-. 

bilI 0 ........ 1······· 
1 R~erved 

5 6 7 byres 1 8 ·········2 

Reserved 

o I o I o I o 
. ., Channel I Starttlme I Dwatlon ~ 0: Bas,rnquest 

1 8 2 

1: CCA ICMnncll Start time I Ouratloo ~ 

8 2 

l: RPI 
Start time I Ouratloo ~ 

Figure 8-23. Measurement Request frame 

A single information element is shown in exploded view, consisting of the following 
fields: 

Element ID 

Measurement Request elements are type 38. 

Length 
The length, in bytes, of the information element following this field. 

Measurement Token 
Each Measurement Request frame may make several requests by including sev­
eral Measurement Request elements within the frame body. Each request is 
given its own value for the Measurement Token so that the different requests can 
be distinguished. 

Measurement Request Mode bitmap 
There are three bits in the Measurement Request Mode bitmap tha.t are used to 
indicate what types of spectrum management frames are supported. Bit number 
2 (numbered starting from 0) is the Request bit, and is set to one to signify chat 
the transmitter will process incoming measurement requests. Bit number 3 is the 
Report bit, which is set to one to signify that the transmitter will accept unsolic­
ited reports. The Enable bit is set to one when the other two bits are valid. 

Measurement Type 
The type of measurement being requested by the information element, as shown 
in Table 8-3. 
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Measurement Request 
lf a measurement is requested, there may be an additional field to give timing 
parameters. As it turns out, the three types of measurements that are currently 
standardized all have the same format, consisting of a channel number, the value 
of the timer function at ·which the measurement should start, and the duration of 
the measurement in time units. A timer start value of zero indicates the measure­
ment should be taken immediately. This field is not present when the frame is 
used to turn measurements on or off. 

Table 8-3. Measurement Type values 

Measurement Type value 

0 

1 

Name 

Basic measurement 

CI ear channel assessment 

2 Receive power indication (RPI) histogram 

Measurement Report 

The Measurement Report frame is used to send the results of a measurement to the 
requester. Its format is shown in Figure 8-24. The frame consists of a series of mea­
surement report information elements. The number of potential reports is limited by 
the size of the frame, rather than any aspect of the frame construction. 

Category 
Set to zero to indicate spectrum management action frames. 

Action 
Set to one to indicate that it is a measurement report. 

Dialog Token 
If the measurements were taken as the result of a measurement request from 
another station, rhe Dialog Token field from that request is copied into the 
response. If the frame is sent as an unsolicited report, the Dialog Token is zero. 

A single Measurement Report frame may contain the results for sev-eral measure­
ments, each transmitted in its own information element. For clarity, a single informa­
tion element is shown in the information element header, and the three possible 
report elements are shown below. 

Element 1D 
Measurement Request elements are type 39. 

Length 
The length, in bytes, of the information element following this field. 

Measurement Token 
Each Measurement Request frame may make several requests by including sev­
eral Measurement Request elements within the frame body. Each request is 
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Figure 8-24. Measurement Report frame 

·•. 
8 2""·· .... ,. 

Start1ime 
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byte,. 
1 

I I Duration I Map ~ I I Channel 

1: CCA 
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bytes 1 
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Channel 
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2 

Durallon I Busy 
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bytF, 1 8 2 8 

2: RPI 
I Channel I Sia rt time I Duration I Density bytes 

0 1 1 1 2 1 3 1 4 1 S 1 6 1 7 

given its own value for the Measurement Token so that the different requests can 
be distinguished. 

Measurement Report Mode bitmap 
There are three bits in the Measurement Report Mode bitmap that are used to 
indicate why a measurement is being refused, if the report frame is being used to 
deny a measurement. The Late bit is set to one when the measurement request 
arrives after the start time specified in the measurement. The Incapable bit is set 
to one when a station is unable to perform the requested measurement. The 
Refused bit is set to one when the station is capable of performing the measure­
ment, but does not wish to do so. 

Measurement Type 
The type of measurement being requested by the information element, as shown 
in Table 8-3. 

Measurement Report 
The Measurement Report frame contains the requested measurement data. 
Unlike the Measurement Request, the contents are different for each type of 
report. All three reports are shown underneath the information element header. 
All share a common header that reports the channel number that the request is 
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for, the time the measurement started, and the duration of the measurement. 
However, the data is reported in different ways for each type of measurement. 

In a basic report, the data reported are a series of bit flags for the channel: 

BSS (1 bit) 
This bit will be set if frames from another network are detected during a mea­
surement period. 

OFDM Preamble (1 bit) 
This bit is set if the 802 .11 a short training sequence is detected, but without 
being followed by the rest of the frame. HIPERLAN/2 networks use the same 
preamble, but not the same frame construction. 

Unidentified Signal (1 bit) 
This bit is set when the received power is high, but the signal cannot be classi­
fied as either another 802.11 network (and hence, set the BSS bit), another 
OFDM network (and hence, set the OFDM Preamble bit), or a radar signal (and 
hence, set the Radar bit). The standard does not specify what power level is high 
enough to trigger this bit being set. 

Radar (1 bit) 
If a radar signal is detected during a measurement period, this bit will be set. 
Radar systems that must be detected are defined by regulators, not the 802.11 
task group. 

Unmeasured (1 bit) 
If the channel was not measured, this bit will be set. Naturally, if there was no 
measurement taken, nothing can be detected in the band and the previous four 
bits will be set to zero. 

In a CCA report, the main field is the CCA Busy Fraction, which describes the frac­
tion of time on which the dear channel assessment function was set to busy. It is a 
single byte, so the fraction is multiplied by 255 to convert ro an integer ranging from 
0 to 255, where higher values indicate the channel was busy more often. 

RPI histogram reports are used to report the spread of received power on an inter­
face. Stations can request an RPI histogram to determine how well another station is 
able to see signals from the current network, or it may use the report to scout out 
other channels when it is time to change the operating channel. An RPI histogram 
report contains information on the strength of received signals. However, unlike a 
one-frame measurement, it can report the spread of power received over the mea­
surement duration to give the receiver an indication of the overall level of transmis­
sions. The histogram contains eight bytes, each of which represents a range of 
received power, as shown in Table 8-4. Each byte has a value representing the frac­
tion of power signals chat fall into its range. The time fraction over which the 
received signal falls into the power range for the byte is scaled so that each byte 

Spectrum Management I 211 

AXW-2015-234



ranges from Oto 255, with its value depending on the fraction of time signals were 
received at that power level.· 

Table 8-4. RPI power mapping 

RPI number 

0 

1 

3 

4 

s 
6 

7 

TPC Request and Report 

Corresponding power (dBm) 

Less than -87 

-8710-82 

-8110-77 

-78 to -72 

-71to-67 

-66to-62 

-61to-57 

-56 and higher 

TPC Request and TPC Report frames are both shown in Figure 8-25. They are both 
straightforward, consisting of Action frames with the spectrum management type. 
Each frame contains its corresponding information element, as described in 
Chapter 4. As with other frames, the Dialog Token field is used to match up requests 
with responses. 

Request 

Repart 

I MAC header I 
byru 2 2 6 6 6 2 

TPC request 

1 ;1emen~7 
I - I I I I I I I I I I I I I I I I I 

8SSID Frame !Duration 
Control 

OA SA IS .,Category! Action I Dialog I Element! length 
~ token ID 
c O 2 34 0 

I MAC header I 
bytes 2 1 6 6 6 2 

TPC report 
,-----element----, 
I 1 1 1 1 I 

I_ I L I' I _, I I I I I I ' I I I I 
BSSID Frame !Duration 

Connol 
DA SA :;/ to~en ID power margrn IS · ICategorylAaionl Oi.llog lElementllength,Transmitl link I 

0 3 3S 2 

Figure 8-25. TPC Request and Report frames 

Channel Switch Announcement 

When the channel must be changed, stations that are part of the network must be 
informed of the impending change so that they may prepare to switch to the speci­
fied new channel. Channel Switch Announcement frames, shown in Figure 8-26, are 

• Although the values of all 8 bytes theoretically add to 255, the standard notes that they may add up to 262 
due to rounding effects. 
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essentially Action frame wrappers around the Channel Switch Announcement ele­
ment that was described in Chapter 4. As such, they have all the functions of a chan­
nel switch announcement element, and are used to specify the time at which the 
network will switch to a new channel. 

bytes ~ 2 

Frame h>uratlonl 
Control 

Channel switch 
MAC header I ,------ announcement element -, 

6 6 6 2 1 1 111 1 1 1 71 

DA I SA 
S Category Action Dialog Element length Channel New Channel 
er token 10 switch channel sw~ch 
ct o 4 37 3 mode count 

BSSIO 

Figure 8-26. Channel Switch Announcement frame 
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CHAPTER 9 

Contention-Free Service with the PCF 

To support applications that require near real-time service, the 802.11 standard 
includes a second coordination function to provide a different way of accessing the 
wireless medium. The point coordination function (PCF) allows an 802.11 network 
to provide an enforced "fair" access co the medium. In some ways, access to the 
medium under the PCF resembles token-based medium access control schemes, with 
the access point holding the token. This chapter describes medium access under the 
PCF, detailed frame diagrams for the PCF frames, and how power management oper­
ations interact with the PCF. 

The PCF has not been widely implemented. A media server product for the home 
implemented the PCF, though it was not commercially successful. Some enterprise­
class products have implemented the PCF because it gives the access points more con­
trol over access to the wireless medium, and helps the network to to wrest control 
away from the anarchy of a herd of individual stations. For many readers, this chapter 
may not be necessary. If you are not using a product that implements the PCF, there is 
no need to read this chapter unless you have an interest in the standard itself. 

Contention-Free Access Using the PCF 
If contention-free delivery is required, the PCF may be used. The PCF is an optional 
part of the 802.11 specification; products are not required to implement it. How­
ever, the IEEE designed the PCF so stations that implement only the distributed 
coordination function (DCF) will interoperate with point coordinators. 

Contention-free service is not provided full-time. Periods of contention-free service 
arbitrated by the point coordinator alternate with the standard DCF-based service. 
The relative size of the contention-free period can be configured. 802.11 describes 
the contention-free periods as providing "near isochronous" services because the 
contention-free periods will not always start at the expected time, as described in the 
"Contention-Free Period Duration" section later in this chapter. 
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Contention-free service uses a centralized access control method. Access to the medium 
is restricted by the point coordinator, a specialized function implemented in access 
points. Associated stations can transmit data only when they are allowed to do so by the 
point coordinator. ln some ways, contention-free access under the PCF resembles 
token-based networking protocols, with the point coordinator's polling taking the place 
of a token. Fundamentals of the 802.11 model remain in place, however. Alchough 
access is under the control of a central entity, all transmissions must be acknowledged. 

PCF Operation 
Figure 9-1 shows a transfer using the PCF. When the PCF is used, time on the 
medium is divided into the contenrion-free period (CFP) and the contention period. 
Access to the medium in the former case is controlled by the PCF, while access to the 
medium in the latter case is controlled by the DCF and the rules from Chapter 8. The 
contention period must be long enough for the transfer of at least one maximum-size 
frame and its associated acknowledgment. Alternating periods of contention-free ser­
vice and contention-based service repeat at regular intervals, which are called the 
contention-free repetition interval. 

!-+----------Contention-free repetition interval------------­
!-+----------Contention-free period---------+ 

SIFS 

SIFS 

Frame from fl 
plusCF-ACK 

SIFS PIFS 

CF-Poll (to 
Station 2) + I I Data to Stn 4 
CF-ACK (to + CF-Poll 
Station 1) 

SIFS 

NAV Set by Bea.con 

Figure 9-1. Using the PCF 

Reserving the medium during the contention-free period 

SIFS 
Contention 

Cf.End I period 

1. i;~j~;;;;jj;;] 
(F-End : 

t 
CF PMaxd uration 

10r~e 

Glime 

At the beginning of the contention-free period, the access point transmits a Beacon 
frame. One component of the beacon announcement is the maximum duration of the 
contention-free period, CFPMaxDuration. All stations receiving the Beacon set the 
N AV to the maximum duration to lock out DCF-based access to the wireless medium. 

As an additional safeguard to prevent interference, all contention-free transmissions 
are separated only by the short interframe space and the PCF interframe space. Both 
are shorter than the DCF imerframe space, so no DCF-based stations can gain access 
to the medium using the DCF. 
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The polling list 

After the access point has gained control of the wireless medium, it polls any associ­
ated stations on a polling list for data transmissions. During the contention-free 
period, stations may transmit only if the access point solicits the transmission with a 
polling frame. Contention-free polling frames are often abbreviated CF-Poll. Each 
CF-Poll is a license to transmit one frame. Multiple frames can be transmitted only if 
the access point sends multiple poll requests. 

The polling list is the list of privileged stations solicited for frames during the conten­
tion-free period. Stations get on the polling list when they associate with the access 
point. The Association Request includes a field that indicates whether the station is 
capable of responding to polls during the contention-free period. 

Transmissions from the Access Point 
Generally, all transmissions during the contention-free period are separated by only 
the short interframe space. To ensure that the point coordinator retains control of 
the medium, it may send to the next station on its polling list if no response is 
received after an elapsed PCF interframe space. (Such a situation is illustrated in 
Figure 9-1.) The access point polls the second station on its list but receives no 
response. After waiting one PCF interframe space, the access point moves to the 
third station on the list. By using the PCF interframe space, the access point ensures 
that it retains access to the medium. 

The access point may use several different types of frames during the contention-free 
period. During this period, the point coordinator has four major tasks. In addition to 
the "normal" tasks of sending buffered frames and acknowledging frames from the 
stations, the point coordinator can poll stations on the polling list to enable them to 
send frames; it may also need to transmit management frames. 

Time in the contention-free period is precious, so acknowledgments, polling, and 
data transfer may be combined to improve efficiency. \Vhen any subset of these func­
tions are combined into a single frame, the result is a bit strange. A single frame 
could, for example, acknowledge the receipt of the previous frame, poll a different 
station for buffered data, and send its own data to the station on the polling list. 

Several different frame types can be used in the contention-free period: 

Data 
The standard vanilla Data frame is used when the access point is sending a frame 
to a station and does not need to acknowledge a previous transmission. The 
standard Data frame does not poll the recipient and thus does not allow the 
recipient to transmit any data in return. The data only frame used in the conten­
tion-free period is identical to the Data frame used in contention-based periods. 

CF-Ack 
This frame is used by stations to acknowledge the receipt of a frame when no 
data needs to be transmitted. Contention-free acknowledgments are longer than 
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the standard control frame acknowledgment, so this frame may not be used in 
actual implementations. 

CF-Poll 
CF-Poll frames are sent by the access point to a mobile station to give the mobile 
station the right to transmit a single buffered frame. It is used when the access 
point does not have any data for the mobile station. When a frame for the 
mobile station is available, the access point uses the Data+CF-Poll frame type. 

Data+CF-Ack 
This frame combines data transmission with an acknowledgment. Data is 
directed to the frame recipient; the acknowledgment is for the previous frame 
transmitted and usually is not for the recipient of the data. 

Data+CF-Poll 
This frame is used by access points co transmit data to a mobile station and 
request one pending frame from the mobile station. The Data+CF-Poll can only 
be sent by the access point during the contention-free period. 

CF-ACK+CF-Poll 
This frame acknowledges the last frame from one of the access point's clients 

1..~ and requests a buffered frame from the next station on the polling list. It is 
directed to the next station on the polling list, although the acknowledgment 
may be intended for any mobile station associated with the access point. 

Data+CF-ACK +CF-Poll 
This frame brings together the data transmission, polling feature, and 
acknowledgment into one frame for maximum efficiency. 

- CF-End 
This frame ends the contention-free period and returns control of the medium to 

the contention-based mechanisms of the DCF. 

•- CF-End+CF-Ack 

i.-

.__ 

\.-

--
.... ,, 

I ,.._ 

This is the same as the CF-End frame but also acknowledges the previously 
transmitted Data frame. 

Any Management 
No restriction is placed by the standard on which management frames can be 
transmitted during the contention-free period. If the rules applying to a particu­
lar frame type allow its transmission, the access point may transmit it. 

Contention-Free Period Duration 
The minimum length of the contention period is the time required to transmit and 
acknowledge one maximum-size frame. It is possible for contention-based service to 

overrun .the end of the contention period, however. When contention-based service 
runs past the expected beginning of the contention-free period, the contention-free 
period is foreshortened, as in Figure 9-2 . 
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Figure 9-2. Data+CF-Ack and Data+CF-Poll usage 
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When the contention-free period is foreshortened, the existing frame exchange is 
allowed to complete before the beacon announcing the start of contention-free oper­
ation is transmitted. The contention-free period is shortened by the amount of the 
delay. Contention-free service ends no later than the maximum duration from the 
expected beginning point, which is referred to as the Target Beacon Transmission 
Time (TBTT). 

The point coordinator may also terminate the contention-free period prior to its 
maximum duration by transmitting a CF-End frame. It can base this decision on the 
size of the polling list, the traffic load, or any other factor that the access point con­
siders important. Products will sometimes selectively use the PCF for a particular 
frame exchange by starting contention-free service, performing the desired frame 
transmission, and then ending it. 

Detailed PCF Framing 
Several frame types are used exclusively within the contention-free period. They 
combine, in various states, data transmission, acknowledgment, and polling. This 
section describes when various frames are used and how the different functions inter­
act during frame exchanges. Contention-free frames combine several functions into a 
single frame. 

Data+CF-Ack 
The Data+CF-Ack frame combines two different functions for transmission effi­
ciency. Data is transmitted in the frame payload, and the frame implicitly 
acknowledges the receipt of data received one short interframe space previously. 
Generally, the data and the acknowledgment are intended for two separate sta­
tions. ln Figure 9-3, the contention-free acknowledgment is coupled with the 
data for transmission to the access point in the previous frame, but the data may 
be intended for any station on the 802.11 network. 
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Figure 9-3. Data+CF-Ack. usage 

This frame is used only in infrastructure networks because it is transmitted dur­
ing the contention-free period. It may be transmitted by either the access point 
or a mobile station. During the contention-free period, however, the access point 
is responsible for polling, and it is unlikely that it would transmit this frame sub­
type because it does not include a poll. 

Data+CF-Poll 
The Data+CF-Poll frame is used by access points in infrastructure networks dur­
ing the contention-free period. When the access point does not need to acknowl­
edge any outstanding frames, it sends a Data+CF-Poll to transmit data to the 
recipient and allows the recipient to send one buffered frame in response. The 
data in the frame body must be intended for the recipient of the poll; the two 
operations cannot be "split" across two different receivers. In Figure 9-3, the 
access point uses a Data+CF-Poll frame to send one frame co the mobile station 
and to solicit the response. 

Data+CF-Ack+CF-Poll 
The Data+CF-Ack+CF-Poll frame is used by access points in infrastructure net­
works during the contention-free period. When the access point has data to 
transmit, must acknowledge a frame, and needs to poll a station on the polling 
list, all the functions can be combined into one frame. Figure 9-4 illustrates the 
usage of Data+CF-Ack+CF-Poll. As with Data+CF-Ack, the components of the 
Daca+CF-Ack+CF-Poll frame are generally intended for different stations. The 
data transmission and polling must be intended for the same station, but the 
acknowledgment is for the previous transmission. 

SIFS 
1------~ 

Data+ CF -ACK ,-1-----..,.,-,,•• Data+CF-ACK 

Mob/le station frames j from MS 1 ,------1 I/ T rom MS 2 ~-, ' ---~~--~ 
A«esspqint frames Data + CF- ACK'+iCF- Po!]., 

- 1'ioMS2 I 11---~-
SIFS 

Figure 9-4. Usage of Data+CF-Ack+CF-Poll 
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The figure begins with mobile station 1 (MSl) transmitting a Data+CF-Ack 
frame. The Data must go to the access point, but the CF-Ack is used to acknowl­
edge the previous Data frame transmitted by the access point. (That frame is not 
shown in the figure.) Moving down the polling list, the access point then polls 
mobile station 2 (MS2). However, the access point must acknowledge the data 
from MSl, which it does by transmitting a frame with a CF-Ack component. 
When the access point also has data to transmit, all three features can be com­
bined into one omnibus frame. The Data and CF-Poll components are intended 
for the recipient of the frame, but the CF-Ack is intended for the transmitter of 
the previous frame. MSl must listen to the access point frames to note the 
acknowledgment. 

CF-Ack (no data) 
When only an acknowledgment is required, a header-only frame with just the 
CF-Ack function can be transmitted. In Figure 9-4, if MS2 had no data to trans­
mit, it would have responded with a CF-Ack frame. 

CF-Poll (no data) 
CF-Poll can also be transmitted by itself. Naturally, only access points perform 
this function, so the CF-Poll frame is transmitted only by access points in infra­
structure networks during the contention-free period. 

"Naked" CF-Polls are transmitted when the access point has no buffered data for 
the recipient and does not need to acknowledge the receipt of previous frames. 
One common situation in which no acknowledgment is necessary is when the 
access point transmits a CF-Poll and the polled station has no data and does not 
respond. If the access point has no data for the next station on the polling list, it 
transmits a CF-Poll, as in Figure 9-5. 

Mobile stations 

Acr.e» poiun I CF - Poll 

Figure 9-5. CF-Pol! framing usage 

PIFS 

SIFS SJFS 

J Data from MS 2 

In Figure 9-5, the access point attempts to transmit data to MSl but does not 
receive a response. After the PCF interframe space has elapsed, the access point 
can proceed down the polling list to MS2. No frame from MSl needs to be 
acknowledged, and if the access point has no data for MS2, it can use a CF-Poll 
to allow MS2 to send data. 
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CF-Ack+CF-Poll (no data) 
The final subtype of Data frame is the CF-Ack+CF-Poll, which is also transmit­
ted by access points. Like all CF-Poll frames, it is used only during the 
contention-free period and only by access points. It incorporates the acknowl­
edgment function and the polling function into a frame with no data. Figure 9-6 
illustrates its usage . 

Mobile stations 

Acress poinll Data +.CF - Poll 
to MS 1 

SIFS 

Figure 9-6. CF-Ack+CF-Poll usage 

Data+ CF - ACK 
from MS 1 

SIFS 

~-+-t• Data from MS 2 

CF - ACK +,CF-Poll 
- "ioMS2 

SIFS 

The scenario is a slight variation on the previous setting. Instead of a timeout 
waiting for MSl to respond, MSl returns a frame. When the access point takes 
control of the medium, it uses a CF-Ack+CF-Poll to acknowledge receipt of the 
frame from MSl and notifies MS2 that it is allowed to send a frame. 

Contention-Free End (CF-End) 
When the contention-free period ends, the access point transmits a CF-End frame to 

1.- release stations from the PCF access rules and begin contention-based service_ The 
format of the CF-End frame is shown in Figure 9-7_ Four fields make up the MAC 
header of the CF-End frame: 

I-

I... 

4--

...... 

Frame Control 
The frame subtype is set to 1110 to indicate a CF-End frame. 

Duration 
CF-End announces the end of the contention-free period and thus does not need 
to extend the virtual carrier sense. Duration is set .to 0. Stations that receive the 
CF-End frame ·cut the vinual carrier sense short to resume contention-based 
access. 

Address 1: Receiver Address 
CF-End is relevant to the operation of all mobile stations, so the receiver address 
is the broadcast address. 

Address 2: BSSID 
CF-End is announced by the access point to all the stations associated with its 
BSS, so the second address field is the BSSID. In infrastructure networks, the 
BSSID is the address of the wireless interface in the access point, so the BSSID is 
also the transmitter address. 
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MAC header 
byte5 2 2 6 6 4 

Frame I Duration I Receiver Address I BSSID f{S 

Control OxOO - 00 OxFF - FF - FF - FF • FF • FF 

bit5 2 2 4 1-1-1-1-1_1 1 1 

Protocol Type= Control Sub type"' CF- End To DS From OS More Retry Pwr More WEP Order I Frag Mgmt Dato 
0 0 1 0 0 l 1 1 0 0 0 D 0 0 0 

Figure 9-7. CF-End frame 

CF-End+CF-Ack 
When the contention-free period ends, the access point transmits a CF-End frame to 

release stations from the PCF access rules and then begins contention-based service 
using the DCF. If the access point must also acknowledge receipt of data, it may 
simultaneously end the contention-free period and acknowledge the previous frame 
by using the CF-End+CF-Ack frame, which combines both functions. The format of 
the CF-End+CF-Ack frame is shown in Figure 9-8. Four fields make up the MAC 
header of the CF-End+CF-Ack frame: 

Frame Control 
The frame subtype is se, to 1111 to indicate a CF-End+CF-Ack frame. 

Duration 
CF-End+CF-Ack announces the end of the contention-free period and thus does 
not need to extend the virtual carrier sense. Duration is set to 0. 

Address 1: Receiver Address 
CF-End+CF-Ack is relevant to the operation of all mobile stations, so the 
receiver address is the broadcast address. 

Address 2: BSSID 
CF-End+CF-Ack is announced by the access point to all the stations associated 
with its BSS, so the second address field is the BSSID. In infrastructure net­
works, the BSSID is the address of the wireless interface in the access point, so 
the BSSJD is also the transmitter address. 

MAC header 
bytes 2 2 6 6 4 

Frame I Duration I Receiver Address I 
Control OxOO - 00 OxFF - FF - FF - FF - FF • FF 

BSSID FCS 

bits 2 2 4 I 1-1-1-1_1 1 1 

Protocol Type= Control Sub type =CF-End+ To DS From OS More Retry Pwr More WEP Order 
CF-ACK Frag Mgmt Data 

0 0 1 0 1 1 1 1 0 0 0 0 0 0 0 

Figure 9-8: CF-End+CF-Ackframe 
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CF Parameter Set 

Access points that support contention-free operation may include the CF Parameter 
Set information element, which is shown in Figure 9-9. CF Parameter Set elements 
are included in Beacon frames to keep all mobile stations apprised of contention-free 
operations. They are also included in Probe Response frames to allow stations to 
learn about contention-free options supported by a BSS. Four fields make up the CF 
Parameter Set information element: 

CFPCount 
This field, which is one byte in length, tells how many DTIM frames will be 
transmitted before the start of the next contention-free period. Zero indicates 
that the current frame is the start of contention-free service. 

CFP Period 
This one-byte field indicates the number of DTIM intervals between the start of 
contention-free periods. 

CFP MaxDuration 
This value is the maximum duration of the contention-free period as measured 
in time units (TUs). Mobile stations use this value to set the NA V to busy for the 
entire contention-free period. 

CFP DurRemaining 
This value is the number of TUs remaining in the current contention-free period. 
Mobile stations use it to update the NA V throughout the contention-free period. 
When DCF-based contention-free service is provided, it is set to 0. 

bytes I 1 1 1 2 2 

Element ID 
4 

Length 
6 

CFP 
Count 

CFP 
Period 

Figure 9-9. CF Parameter Set information element 

CFP MaxOuration CFP Oudlemaining 

Power Management and the PCF 
Power conservation during the contention-free period is similar to power conserva­
tion during the contention-based period, with a few minor exceptions. The basic dis­
tinction between the two is that frame delivery must obey the PCF rules, so buffered 
frames can be delivered only to CF-Pollable stations. Stations that do not support 
PCF operations must wait until contention-based service resumes before retrieving 
buffered frames. 

Stations on the polling list are not allowed to sleep during the contention-free period. 
When the access point is performing its point coordination functions, it may poll any 
station on the polling list at any time. Frames destined for stations on the polling list 
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do not need to be buffered during the contention-free period because those stations 
do not sleep. 

Frame buffering is identical under contention-free and contention-based service. By 
maintaining power-saving status for each station, the access point can buffer frames 
for any station in a low-power mode. Broadcast and multicast frames are buffered 
whenever an associated station is in a low-power mode. 

In addition to the buffer status associated with contention-free service, the access 
point also sets bits in the TIM for any station it intends to poll. The reason for set­
ting these bits is related to how buffered frames are delivered. Like contention-based 
service, DTIM frames trigger the transmission of broadcast and multicast frames. If 
the total time required to transmit multicast and broadcast frames exceeds the Bea­
con interval, the access point will transmit one Beacon interval's worth of buffered 
frames and stop. Remaining frames will, however, cause the access point to keep the 
bit corresponding to AID O set. 

After transmitting the buffered broadcast and multicast frames, the access point goes 
through the list of AIDs whose TIM bits are set in increasing order and transmits any 
pending data. Transmissions are conducted according to the rules of the PCF, so it is 
not necessary to include a delay before beginning transmission. Stations on the poll­
ing list are added to the TIM, so they will be included in this process. Multiple buff­
ered frames can be transmitted, but this is entirely up to the access point 
implementation-in contention-free service, mobile stations can transmit only when 
given permission by the access point. A station is not allowed to resume sleeping 
until all frames have been delivered to it, as indicated by a O More Data bit. When a 
station is cleared to resume sleeping, it sleeps until the next DTIM transmission. 
DTIM frames signal the beginning of the contention-free period, so all stations that 
implement the PCF are required to wake up for every DTIM. 

If a station switches from a low-power mode to the active mode, any frames buffered 
for it are transferred to the point coordination function for delivery during the 
contention-free period. The transfer does not result in immediate delivery, but the 
access point can place the frames into a queue for transmission as soon as the point 
coordination function permits. 
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CHAPTER 10 

Physical Layer Overview 

Any girl can be glamorous. 
All you have to do is stand still and look stupid. 

-Hedy Lamarr 

Protocol layering allows for research, experimentation, and improvement on differ­
ent parts of the protocol stack. The second major component of the 802.11 architec­
ture is the physical layer, which is often abbreviated PHY. This chapter introduces 
the common themes and techniques that appear in each of the radio-based physical 
layers and describes the problems common to all radio-based physical layers; it is fol­
lowed by more detailed explanations of each of the physical layers that are standard­
ized for 802.11. 

Physical-Layer Architecture 
The physical layer is divided into two sublayers: the Physical Layer Convergence Pro­
cedure (PLCP) sublayer and the Physical Medium Dependent (PMD) sublayer. The 
PLCP (Figure 10-1) is the glue between the frames of the MAC and the radio transmis­
sions in the air. It adds its own header. Normally, frames include a preamble to help 
synchronize incoming transmissions. The requirements of the preamble may depend 
on the modulation method, however, so the PLCP adds its own header to any trans­
mitted frames. The PMD is responsible for transmitting any bits it receives from the 
PLCP into the air using the antenna. The physical layer also incorporates a clear chan­
nel assessment (CCA) function to indicate to the MAC when a signal is detected. 

OSI Layer 2: Data Link MAC 

OSI Layer 1: Physical r :: I 
Figure 10-1. Physical layer logical architecture 
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The Radio Link 
Three physical layers were standardized in the initial revision of 802.11, which was 
published in 1997: 

• Frequency-hopping (FH) spread-spectrum radio PHY 

• Direct-sequence (DS) spread-spectrum radio PHY 

• Infrared light (IR) PHY 

Later, three further physical layers based on radio technology were developed: 

• 802.1 la: Orthogonal Frequency Division Multiplexing (OFDM) PHY 

• 802. 11 b: High-Rate Direct Sequence (HR/DS or HR/DSSS) PHY 

• 802.llg: Extended Rate PHY (ERP) 

• The future 802.lln, which is colloquially called the MIMO PHY or the High-
Throughput PHY 

This book discusses the physical layers based on radio waves in detail; it does not 
discuss the infrared physical layer, which to my knowledge has never been imple­
mented in a commercial product. 

The IR PHY 
802.11 also includes a specification for a physical layer based on infrared (lR) light. 
Using infrared light instead of radio waves seems to have several advantages. [R ports 
are less expensive than radio transceivers-in fact, the cost is low enough that IR ports 
are standard on practically every laptop. 

JR is extremely tolerant of radio frequency (RF) interference because radio waves oper­
ate at a totally different frequency. This leads to a second advantage: JR is unregulated. 
Product developers do not need to investigate and comply with directives from several 
regulatory organizations throughout the world. 

Security concerns regarding 802.11 are largely based on the threat of unauthorized 
users connecting to a network. Light can be confined to a conference room or office by 
simply dosing the door. IR-based LANs can offer some of the advantages of flexibility 
and mobility but with fewer security concerns. This comes at a price. IR LANs rely on 
scattering light off the ceiling, so range is much shorter. 

This discussion is academic, however. No products have been created based on the IR 
PHY. The infrared ports on laptops comply with a set of standards developed by the 
infrared Data Association (lrDA), not 802.11. Even if products were created around 
the IR PHY, the big drivers to adopt 802.11 are flexibility and mobility, which are bet­
ter achieved by radio's longer range and ability to penetrate opaque objects. 
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Licensing and Regulation 
The classic approach to radio communications is to confine an information-carrying 
signal to a narrow frequency band and pump as much power as possible (or legally 
allowed) into the signal. Noise is simply the naturally present distortion in the fre­
quency band. Transmitting a signal in the face of noise relies on brute force-you sim­
ply ensure that the power of the transmitted signal is much greater than the noise. 

In the classic transmission model, avoiding interference is a matter of law, not phys­
ics. With high power output in narrow bands, a legal authority must impose rules on 
how the RF spectrum is used. In the United States, the Federal Communications 
Commission (FCC) is responsible for regulating the use of the RF spectrum. Many 
FCC rules are adopted by other countries throughout the Americas. European alloca­
tion is performed by the European Radiocommunications Office (ERO) and the 
European Telecommunications Standards Institute (ETSI). In Japan, the Ministry of 
Internal Communications (MIC) regulates radio usage. Worldwide "harmonization" 
work is often done under the auspices of the International Telecommunications 
Union (ITU). Many national regulators will adopt ITU recommendations. 

For the most part, an institution must have a license to transmit at a given frequency. 
licenses can restrict the frequencies and transmission power used, as well as the area 
over which radio signals can be transmitted. For example, radio broadcast stations 
must have a license from the FCC. Likewise, mobile telephone networks must obtain 
licenses to use the radio spectrum in a given market. Licensing guarantees the exclu­
sive use of a particular set of frequencies. When licensed signals are interfered with, the 
license holder can demand char a regulatory authority step in and resolve the problem, 
usually by shutting down the source of interference. Intentional interference is equiva­
lent to trespassing, and may be subject to criminal or civil penalties. 

Frequency allocation and unlicensed frequency bands 

Radio spectrum is allocated in bands dedicated to a particular purpose. A band 
defines the frequencies that a particular application may use. It often includes guard 
bands, which are unused portions of the overall allocation chat prevent extraneous 
leakage from the licensed transmission from affecting another allocated band. 

Several bands have been reserved for unlicensed use. For example, microwave ovens 
operate at 2.45 GHz, but there is little sense in requiring homeowners to obtain per­
mission from the FCC to operate microwave ovens in the home. To allow consumer 
markets to develop around devices built for home use, the FCC (and its counterparts in 
other countries) designated certain bands for the use of "industrial, scientific, and med­
ical" equipment. These frequency bands are commonly referred to as the ISM bands. 
The 2.4-GHz band is available worldwide for unlicensed use.' Unlicensed use, 

• The 2.4-GHz ISM band is reserved by the FCC rules (Title 47 of the Code of Federal Regulations), pan 
15.247. ETSI reserved the same spectrum in ETSI Technical Specifications (ETS) 300-328. 
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however, is not the same as unlicensed sale. Building, manufacturing, and designing 
802.11 equipment does require a license; every 802.11 card legally sold in the U.S. car­
ries an FCC identification number. The licensing process requires the manufacturer to 

file a fair amount of information with the FCC. Much this information is a matter of 
public record and can be looked up online by using the FCC identification number. 

The Nonexistent Microwave Absorption Peak of Water 
It is often said that microwave ovens operate at 2.45 GHz because it corresponds to a 
particular excitation mode of water molecules. This is sometimes even offered as area­
son why 802. 11 cannot be used over long distances. If atmospheric water vapor would 
severely attenuate any microwave signals in rain or in humid climates, then 802 .11 is 
not suitable for use over long distances. 

The existence of a water exci ration mode in the microwave range is a myth. If there was 
an excitation mode, water would absorb a significant amount of the microwave energy. 
And if that energy was absorbed effectively by water, microwave ovens would be 
unable to heat anything other than the water near the surface of food, which would 
absorb all the energy, leaving the center cold and raw. An absorption peak would also 
mean that atmospheric water vapor would disrupt satellite communications, which is 
not an observed phenomenon. NASA Reference Publication 1108(02), Propagatfon 
Effects on Satellite Systems at Frequencies Below 10 GHz, discusses the expected signal 
loss due to atmospheric effects, and the loss is much more pronounced at frequencies 
above 10 GHz. The absorption peal< for water, for example, is at 22.2 GHz. 

Microwave ovens do not work by moving water molecules into an excited state. Instead, 
they exploit the unusually strong dipole moment of water. Although electrically neutral, 
the dipole moment allows a water molecule to behave as if it were composed of small 
positive and negative charges at either end of a rod. In the cavity of a microwave oven, 
the changing electric and magnetic fields twist the water molecules back and forth. 
Twisting excites the water molecules by adding kinetic energy ro the entire molecule but 
does not change the excitation state of the molecule or any of its components. 

Use of equipment in the ISM bands is generally license-free, provided that devices 
operating in them do not emit significant amounts of radiation. Microwave ovens are 
high-powered devices, but they have extensive shielding to restrict radio emissions. 
Unlicensed bands have seen a great deal of activity in the past three years as new 
communications technologies have been developed to exploit the unlicensed band. 
Users can deploy new devices that operate in the ISM bands without going through 
any licensing procedure, and manufacturers do not need to be familiar with the 
licensing procedures and requirements. At the time this book was written, a number 
of new communications systems were being developed for the 2.4-GHz ISM band: 

228 I Ct.apter 10: Physicallayer Overview 

I I 

AXW-2015-251



~-

r 
L~ 

.. , 

L_ 

-

L. 

I 
I 
I~ 

I 

L.a 

r 
L 

• The variants of 802.11 that operate in the band (the frequency-hopping layer, 
both direct sequence layers, and the OFDM layer) 

• Bluetooth, a short-range wireless communications protocol developed by an 
industry consortium led by Ericsson 

• Spread-spectrum cordless phones introduced by several cordless phone manu­
facturers 

• XlO, a protocol used in home automation equipment that can use the ISM band 
for video transmission 

Unfortunately, "unlicensed" does not necessarily mean "plays well with others." All 
that unlicensed devices must do is obey limitations on transmitted power. No regula­
tions specify coding or modulation, so it is not difficult for different vendors to use 
the spectrum in incompatible ways. As a user, the only way to resolve this problem is 
to stop using one of the devices; because the devices are unlicensed, regulatory 
authorities will not step in. 

Other unlicensed bands 

Additional spectrum is available in the 5 GHz range. The United States was the first 
country to allow unlicensed device use in the 5 GHz range, though both Japan and 
Europe followed.' There is a large swath of spectrum available in various countries 
around the world: 

• 4.92-4.98 GHz (Japan) 

• 5.04-5.08 GHz (Japan) 

• 5.15-5.25 GHz (United States, Japan) 

• 5.25-5.35 GHz (United States) 

• 5.47-5.725 GHz (United States, Europe) 

• 5.725-5.825 GHz (United States) 

Devices operating in 5 GHz range must obey limitations on channel width and radi­
ated power, but no further constraints are imposed. Japanese regulations specify nar­
rower channels than either the U.S. or Europe. 

Spread Spectrum 
Spread-spectrum technology is the foundation used to reclaim the ISM bands for 
data use. Traditional radio communications focus on cramming as much signal as 
possible into as narrow a band as possible. Spread spectrum works by using mathe­
matical functions to diffuse signal power over a large range of frequencies. When the 

• Europe is obviously not a single country, but there is a European-wide spectrum regulator. 
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receiver performs the inverse operation, the smeared-out signal is reconstituted as a 
narrow-band signal, and, more importantly, any narrow-band noise is smeared out 
so the signal shines through clearly. 

Use of spread-spectrum technologies is a requirement for unlicensed devices. In 
some cases, it is a requirement imposed by the regulatory authorities; in other cases, 
it is the only practical way to meet regulatory requirements. As an example, the FCC 
requires that devices in the ISM band use spread-spectrum transmission and impose 
acceptable ranges on several parameters. 

Spreading the transmission over a wide band makes transmissions look like noise 
to a traditional narrowband receiver. Some vendors of spread-spectrum devices 
claim that the spreading adds security because narrowband receivers cannot be 
used to pick up the full signal. Any standardized spread-spectrum receiver can eas­
ily be used, though, so additional security measures are mandatory in nearly all 
environments. 

This does not mean that spread spectrum is a "magic bullet" that eliminates 
interference problems. Spread-spectrum devices can interfere with other communi­
cations systems, as well as with each other; and traditional narrow-spectrum RF 
devices can interfere with spread spectrum. Although spread spectrum does a bet­
ter job of dealing with interference within other modulation techniques, it doesn't 
make the problem go away. As more RF devices (spread-spectrum or otherwise) 
occupy the area that your wireless network covers, you'll see the noise level go up, 
the signal-to-noise ratio decrease, and the range over which you can reliably com­
municate drop. 

To minimize interference between unlicenced devices, the FCC imposes limitations 
on the power of spread-spectrum transmissions. The legal limits are one watt of 
transmitter output power and four watts of effective radiated power (ERP). Four 
watts of ERP are equivalent to 1 watt with an antenna system that has 6-dB gain, or 
500 milliwatts with an antenna of 10-dB gain, etc.' The transmitters and antennas in 
PC Cards are obviously well within those limits-and you're not getting close even if 
you use a commercial antenna. But it is possible to cover larger areas by using an 
external amplifier and a higher-gain antenna. There's no fundamental problem with 
doing this, but you must make sure that you stay within the FCC's power 
regulations. 

• Remember that the transmission line is part of the antenna system, and the system gain indudes transmis­
sion line losses. So an antenna with 7 .5-dB gain and a transmission line with 1.5-dB loss has an overall system 
gain of 6 dB. It's worth noting that transmission line losses at UHF freqencies are often very high; as a result, 
you should keep your amplifier as close to the antenna as possible. 
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The Unlikely Invention of Spread Spectrum 
Spread spectrum was patented in the early 1940s by Austrian-born actress Hedy 
Lamarr. She was certainly better known for other reasons: appearing in the first nude 
scene on film in the Czech film Ecstasy, her later billing as "the most beautiful woman 
in the world" by Hollywood magnate Louis Mayer, and as the model for Catwoman in 
the Batman comics. 

Before fleeing the advance of Nazi Germany, she was married to an Austrian arms 
merchant. While occupying the only socially acceptable role available to her as a 
hostess and entertainer of her husband's business clients, she learned that radio 
remote control of torpedoes was a major area of research for armaments vendors. 
Unfortunately, narrowband radio communications were subject to jamming, which 
neutralized the advantage of radio-guided weapons. From these discussions, she first 
hit on the idea of using a complex but predetermined hopping pattern to move the 
frequency of the control signal around. Even if short bursts on a single frequency 
could be jammed, they would move around quickly enough to prevent total block­
age. Lamarr worked out everything except how to precisely control the frequency 
hops. 

After arriving in the United States, she met George Antheil, an avant-garde American 
composer known as the "bad boy of music" for his dissonant style. His famous Ballet 
mecanique used (among many outrageous noisemakers) 16 player pianos controlled 
from a single location. Performing the piece required precisely controlled timing 
between distributed elements, which was Lamarr's only remaining challenge in con­
trolling the hopping pattern. Together, they were granted U.S. patent number 
2,292,387 in 1942. The patent expired in 1959 without earning a cent for either of 
them, and Lamarr's contributions went unacknowledged for many years because the 
name on the patent was Hedy Kiesler Markey, her married name at the time. The 
emerging wireless LAN market in the late l 990s led to the rediscovery of her invention 
and widespread recognition for the pioneering work that laid the foundation for mod­
ern telecommunications. 

Frequency-hopping techniques were first used by U.S. ships blockading Cuba during 
the Cuban Missile Crisis. It took many years for the electronics underpinning spread­
spectrum technology to become commercially viable. Now that they have, spread­
spectrum technologies are used in cordless and mobile phones, high-bandwidth wire­
less LAN equipment, and every device that operates in the unlicensed ISM bands. 
Unfortunately, Hedy Lamarr died in early 2000, just as the wireless LAN market was 
gaining mainstream attention. 
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Types of spread spectrum 

The radio-based physical layers in 802.11 use three different spread-spectrum 
techniques: 

Frequency hopping (FH or FHSS) 
Frequency-hopping systems jump from one frequency to another in a random 
pattern, transmitting a short burst at each subchannel. The 2-Mbps FH PHY is 
specified in clause 14. 

Direct sequence (DS or DSSS) 
Direct-sequence systems spread the power out over a wider frequency band using 
mathematical coding functions. Two direct-sequence layers were specified. The 
initial specification in clause 15 standardized a 2-Mbps PHY, and 802.llb added 
clause 18 for the HR/DSSS PHY. 

Orthogonal Frequency Division Multiplexing (OFDM) 
OFDM divides an available channel into several subchannels and encodes a por­
tion of the signal across each subchannel in parallel. The technique is similar to the 
Discrete Multi-Tone (DMT) technique used by some DSL modems. Clause 17, 
added with 802.lla, specifies the OFDM PHY. Clause 18, added in 802.llg, speci­
fies the ERP PHY, which is essentially the same but operating at a lower frequency. 

Frequency-hopping systems are the cheapest to make. Precise timing is needed to 
control the frequency hops, but sophisticated signal processing is not required to 
extract the bit stream from the radio signal. Direct-sequence systems require more 
sophisticated signal processing, which translates into more specialized hardware and 
higher electrical power consumption. Direct-sequence techniques also allow a higher 
data rate than frequency-hopping systems. 

RF Propagation with 802.11 
In fixed networks, signals are confined to wire pathways, so network engineers do not 
need to know anything about the physics of electrical signal propagation. Instead, 
there are a few rules used to calculate maximum cable length, and as long as the rules 
are obeyed, problems are rare. RF propagation is not anywhere near as simple. 

Signal Reception and Performance 
Space is full of random electromagnetic waves, which can easily be heard by tuning a 
radio to an unused frequency. Radio communication depends on making a signal 
intelligible over the background noise. As conditions for reception degrade, the sig­
nal gets closer to the noise floor. Performance is determined largely by the the most 
important factor, the signal-to-noise ratio (SNR). In Figure 10-2, the SNR is illus­
trated by the height of the peak of the signal above the noise floor. 
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Figure 10-2. Signal-to-noise ratio and the noise floor 

Having a strong signal is important, but not the whole story. Strong signals can be 
hard to pick out of noisy environments. In some situations, it may be possible ro 
raise the power to compensate for a high noise floor. Unlicensed networks have only 
limited ability to raise power because of tight regulatory constraints. As a result, 
more effort is placed on introducing as little additional noise as possible before 
attempting to decode the radio signal. 

The Shannon limit 
Interestingly enough, there is no theoretical maximum to the amount of data that 
can be carried by a radio channel. The capacity of a communications channel is given 
by the Shannon-Hartley theorem, which was proved by Bell Labs researcher Claude 
Shannon in 1948. The theorem expresses the mathematical limit of the capacity of a 
communications channel, which is named after the theorem and is often called the 
Shannon limit or the Shannon capacity. The original Shannon theorem expressed the 
maximum capacity C bits per second as a function of the bandwidth W in Hertz, and 
the absolute ratio of signal power to noise. If the gain is measured in decibels, sim­
ply solve the equation that defines a decibel for the power ratio for the second form. 

C <a:c W log2 (1 + S/N) (SIN as power ratio) 
C <= W log2 (1 + 10"'(0.l • SNR)) (SNR in decibels) 

Figure 10-3 shows the Shannon limit as a function of the signal-to-noise ratio. Shan­
non's theorem reflects a theoretical reality of an unlimited bit rate. To get to an 
unlimited bit rate, the code designer can require an arbitrarily large number of signal 
levels to distinguish between bits, but the fine distinctions between the arbitrarily 
close signal rates will be swamped by the noise. One of the major goals for 802.11 
PHY designers is to design encoding rates as close to the Shannon limit as possible. 

Alternatively, the Shannon theorem can be used to prescribe the minimum theoreti­
cal signal to noise ratio to attain a given data race. Solve the previous equations for 
the signal to noise ratio: 

SIN = 2 "' ( C/W) - 1 
SNR = 10 • log10 (2 "' (C/W) - 1) 

(S/N as power ratio) 
(SNR as dB) 
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Figure 10-3. Shannon limit as a function of SNR 
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Take 802. 1 la as an example. A single 20 MHz channel can carry a signal at a data 

rate up to 54 Mbps. Solving for the required signal-to-noise ratio yields 7.4 dB, 
which is much lower than what is required by most real products on the market, 
reflecting the need of products to work in the real-world with much worse than ideal 
performance.' 

Decibels and Signal Strength 
Amplifiers may boost signals by orders of magnitude. Rather than keep track of all 
those zeroes, amplifier power is measured in decibels (dB). 

dB= 10 x logl0 (power out/power in) 

Decibel ratings are positive when the output is larger than the input and negative when 
the output is smaller than the input. Each 10-dB change corresponds to a factor of 10, 
and 3-dB changes are a factor of 2. Thus, a 33-dB change corresponds to a factor of 
2000: 

33 dB= 10 dB+ 10 dB+ 10 dB+ 3 dB= 10 x 10 x 10 x 2 = 2000 

Power is sometimes measured in dBm, which stands for dB above one mi1liwatt. To 
find the dBm ratio, simply use 1 mW as the input power in the first equation. 

It is helpful to remember that doubling the power is a 3-dB increase. A 1-dB increase is 
roughly equivalent to a power increase of 25%. With these numbers in mind, you can 
quickly perform most gain calculations in your head. 

• Or, as another example, the telephone network makes channels with a frequency band of 180 Hz to 3.2 kHz, 
at a signal-to-noise ratio of 45 dB. That makes the maximum theoretical speed of an analog signal about 45 
kbps. The trick behind the 56 kbps modem is that the downstream path is all digital, and as a result has a 
higher signal•to-noise ratio. 
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Path Loss, Range, and Throughput 
-- In 802.11, the speed of the network depends on range. Several modulation types are 

defined by the various 802.11 standards, ranging in speed from 1 Mbps to 54 Mbps. 
Receiver circuits must distinguish between states to extract bits from radio waves. 
Higher speed modulations pack more bits into a given time interval, and require a 
cleaner signal (and thus higher signal-to-noise ratio) to successfully decode. 

As radio signals travel through space, they degrade. For the most part, the noise floor 
~ - will be relatively constant over the limited range of an 802.11 network. Over dis­

tance, the degradation of the signal will limit the signal-to-noise ratio at the receiver. 
As a station strays farther from an access point, the signal level drops; with a con­
stant noise floor, the degraded signal will result in a degraded signal to noise ratio. 
Figure 10-4 illustrates this concept. As range from the access point increases, the 
received signal gets closer to the noise floor. Stations that are closer have higher sig­
nal to noise ratios. As a matter of network engineering, when the signal-to-noise ratio 
gets too small to support a high data rate, the station will fall back to a lower data 
rate with less demanding signal-to-noise ratio requirements. 

t r ,:1 t 
~ 
Received · 
signal 

{CJ/J7 
~ 

Figure 10-4. Throughput versus distance 

y 

Distance 

When there are no obstacles to obstruct the radio wave, the signal degradation can 
be calculated with the following equation. The loss in free-space is sometimes called 
the path loss because it is the minimum loss that would be expected along a path 
with a given length. Path loss depends on the distance and the frequency of the radio 
wave. Higher distances and higher frequencies lead to higher path loss. One reason 
why 802.lla has shorter range than 802.llb and 802.llg is that the path loss is 
much higher at the 5 GHz used by 802.lla. The equation for free-space path loss is: 

Path loss (dB) = 32.5 + 20 log F + log cl 

where the frequency Fis expressed in GHz, and the distanced is expressed in meters. 
Path loss is not, however, the only determinant of range. Obstacles such as walls and 
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windows will reduce the signal, and antennas and amplifiers may be used to boost 
the signal, which compensates for transmission losses. Range calculations often 
include a fudge factor called the link margin to account for unforeseen losses. 

Total loss= TX power+ TX antenna gain - path loss - obstacle loss - link 
margin + RX antenna gain 

Multipath Interference 
Although there is a relatively simple equation for predicting radio propagation, it is 
only an estimate for 802.11 networks. In addition to straight-line path losses, there 
are other phenomena that can inhibit signal reception with 802 .11. One of the major 
problems that plague radio networks is multipath fading. Waves are added by super­
position. When multiple waves converge on a point, the total wave is simply the sum 
of any component waves. Figure 10-5 shows a few examples of superposition. 

a 

C 

Wave 1 
Wave2 

Sum 

Figure 10-5. Wave combination by superposition 
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In Figure 10-5 (c), the two waves are almost exactly the opposite of each other, so 
the net result is almost nothing. Unfortunately, this result is more common than you 
might expect in wireless networks. Most 802.11 equipment uses omnidirectional 
antennas, so RF energy is radiated in every direction. Waves spread outward from 
the transmitting antenna in all directions and are reflected by surfaces in the area. 
Figure 10-6 shows a highly simplified example of two stations in a rectangular area 
with no obstructions. 

, 

1-0 ......---J 
2/ 

.. __________________ y ________________ _ .,., 

Figure 10-6. Multiple paths 

This figure shows three paths from the transmitter to the receiver. The wave at the 
receiver is the sum of all the different components. It is certainly possible that the paths 
shown in Figure 10-6 will all combine to give a net wave of 0, in which case the receiver 
will not understand the transmission because there is no transmission to be received. 

Because the interference is a delayed copy of the same transmission on a different 
path, the phenomenon is called multipath fa ding or multipath inte1ference. In many 
cases, multipath interference can be resolved by changing the orientation or position 
of the receiver. 

Inter-Symbol Interference (ISi) 
Multipath fading is a special case of inter-symbol interference. Waves that take dif­
ferent paths from the transmitter to the receiver will travel different distances and be 
delayed with respect to each other, as in Figure 10-7. Once again, the two waves 
combine by superposition, but the effect is that the total waveform is garbled. In 
real-world situations, wavefronts from multiple paths may be added. The time 
between the arrival of the first wavefront and the last multipath echo is called the 
delay spread. Longer delay spreads require more conservative coding mechanisms. 
802.llb networks can handle delay spreads of up to 500 ns, but performance is 
much better when the delay spread is lower. \1/hen the delay spread is large, many 
cards will reduce the transmission rate; several vendors claim chat a 65-ns delay 
spread is required for full-speed 11-Mbps performance at a reasonable frame error 
rate. (Discussion of reading the specification sheets is found in Chapter 16.) Analysis 
tools can be used to measure the delay spread. 
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Figure 10-7. Inter-symbol interference 

RF Engineering for 802.11 
802.11 has been adopted at a stunning rate. Many network engineers accustomed to 
signals flowing along well-defined cable paths are now faced with a LAN that runs over 
a noisy, error-prone, quirky radio link. In data networking, the success of 802.11 has 
inexorably linked it with RF engineering. A true introduction to RF engineering 
requires at least one book, and probably several. For the limited purposes I have in 
mind, the massive topic of RF engineering can be divided into two parts: how to make 
radio waves and how radio waves move. 

RF Components 
RF systems complement wired networks by extending them. Different components 
may be used depending on the frequency and the distance that signals are required to 
reach, but all systems are fundamentally the same and made from a relatively small 
number of distinct pieces. Two RF components are of particular interest to 802.11 
users: antennas and amplifiers. Antennas are of general interest since they are the 
most tangible feature of an RF system. Amplifiers complement antennas by allowing 
the antennas to pump out more power, which may be of interest depending on the 
type of 802.11 network you are building. 

Antennas 

Antennas are the most critical component of any RF system because they convert 
electrical signals on wires into radio waves and vice versa. In block diagrams, anten­
nas are usually represented by a triangular shape, as shown in Figure 10-8. 

_j7 
Figure 10-8. Antenna representations in diagrams 

To function at all, an antenna must be made of conducting material. Radio waves 
hitting an antenna cause electrons to flow in the conductor and create a current. 
Likewise, applying a current to an antenna creates an electric field around the 
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antenna. As the current to the antenna changes, so does the electric field. A chang­
ing electric field causes a magnetic field, and the wave is off. 

The size of the antenna you need depends on the frequency: the higher the fre­
quency, the smaller the antenna. The shortest simple antenna you can make at any 
frequency is 1/2 wavelength long (although antenna engineers can play tricks co 
reduce antenna size further). This rule of thumb accounts for the huge size of radio 
broadcast antennas and the small size of mobile phones. An AM station broadcast­
ing at 830 kHz has a wavelength of about 360 meters and a correspondingly large 
antenna, but an 802.llb network interface operating in the 2.4-GHz band has a 
wavelength of just 12.5 centimeters. With some engineering tricks, an antenna can 
be incorporated into a PC Card or around the laptop LCD screen, and a more effec­
tive external antenna can easily be carried in a backpack or computer bag. 

Antennas can also be designed with directional preference. Many antennas are omni­
directional, which means they send and receive signals from any direction. Some 
applications may benefit from directional antennas, which radiate and receive on a 
narrower portion of the field. Figure 10-9 compares the radiated power of omnidirec­
tional and directional antennas. 

Omnidirectional Directional 

X < 
Figure I 0-9. Radiated power for omnidirectional and directional antennas 

For a given amount of input power, a directional antenna can reach farther with a 
clearer signal. They also have much higher sensitivity to radio signals in the domi­
nant direction. When wireless links are used to replace wireline networks, direc­
tional antennas are often used. Mobile telephone network operators also use 
directional antennas when cells are subdivided. 802.11 networks typically use omni­
directional antennas for both ends of the connection, although there are excep­
tions- particularly if you want the network to span a longer distance. Also, keep in 
mind that there is no such thing as a truly omnidirectional antenna. We're accus­
tomed to thinking of vertically mounted antennas as omnidirectional because the sig­
nal doesn't vary significantly as you travel around the antenna in a horizontal plane. 
But if you look at the signal radiated vertically (i.e., up or down) from the antenna, 
you'll find that it's a different story. And that part of the story can become impor­
tant if you're building a network for a college or corporate campus and want to 
locate antennas on the top floors of your buildings . 
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Of all the components presented in this section, antennas are the most likely to be 
separated from the rest of the electronics. In this case, you need a transmission line 
(some kind of cable) between the antenna and the transceiver. Transmission lines 
usually have an impedance of 50 ohms. 

In terms of practical antennas for 802.11 devices in the 2.4-GHz band, the typical 
wireless PC Card has an antenna built in. Built-in antennas work, but they will never 
be anything to write home about. At best, the built in antenna in a PC card is medio­
cre. Larger antennas perform better. Some PC Card 802.11 interfaces have external 
antenna jacks. With an optional external antenna, the card has better performance, 
at the cost of aesthetic quality. In response to the need for improved antenna perfor­
mance without ugly space-consuming external antennas, many laptops now use an 
antenna built into the frame around the laptop screen. 

Amplifiers 

Amplifiers make signals bigger. Signal boost, or gain, is measured in decibels (dB). 
Amplifiers can be broadly classified into three categories: low-noise, high-power, and 
everything else. Low-noise amplifiers (LNAs) are usually connected to an antenna to 
boost the received signal to a level that is recognizable by the electronics the RF sys­
tem is connected to. LNAs are also rated for noise factor, which is the measure of 
how much extraneous information the amplifier introduces. Smaller noise factors 
allow the receiver to hear smaller signals and thus allow for a greater range. 

High-power amplifiers (HPAs) are used to boost a signal to the maximum power 
possible before transmission. Output power is measured in dBm, which are related 
to watts (see the "Decibels and Signal Strength" sidebar earlier in chis chapter). 
Amplifiers are subject to the laws of thermodynamics, so they give off heat in addi­
tion to amplifying the signal. The transmitter in an 802.11 PC Card is necessarily 
low-power because it needs to run off a battery if it's installed in a laptop, but it's 
possible to install an external amplifier at fixed access points, which can be con­
nected to the power grid where power is more plentiful. 

This is where things can get tricky with respect to compliance with regulations. 802.11 
devices are limited to one watt of power output and four watts effective radiated 
power (ERP). ERP multiplies the transmitter's power output by the gain of the 
antenna minus the loss in the transmission line. So if you have a 1-watt amplifier, an 
antenna chat gives you 8 dB of gain, and 2 dB of transmission line loss, you have an 
ERP of 4 watts; the total system gain is 6 dB, which multiplies the transmitter's 
power by a factor of 4. 
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CHAPTER 11 

The Frequency-Hopping (FH) PHY 

Of all the physical layers standardized in the first draft of 802.11 in 1997, the fre­
quency-hopping spread spectrum (FH or FHSS) layer was the first layer tO see wide­
spread deployment. The electronics used to support FH modulation are relatively 
cheap and do not have high power requirements. Initially, the main advantage to 

using frequency-hopping networks was that a greater number of networks could 
coexist, and the aggregate throughput of all the networks in a given area was high. At 
this point, however, FH networks are largely a footnote in the history of 802.11. 
Although it is a standard, only one vendor still manufactures and sells frequency­
hopping systems, and they are being phased out. Higher-throughput specifications 
have demolished the advantage of aggregate throughput, and newer chipsets are less 
power-hungry. 

This chapter describes the basic concepts used by the frequency-hopping PHY and the 
modulation techniques used. It also shows how the physical layer convergence proce­
dure prepares frames for transmission on the radio link and touches briefly on a few 
details of the physical medium itself. At this point, the FH PHY is largely a footnote in 
the history of 802 .11, so you may want to skip this chapter and move ahead to the next 
section on the direct-sequence PHY. However, understanding how 802.11 technology 
developed will give you a better feeling for how all the pieces fit together. 

Frequency-Hopping Transmission 
Frequency hopping depends on rapidly changing the transmission frequency in a 
predetermined, pseudorandom pattern, as illustrated in Figure 11-1. The vertical axis 
of the graph divides the available frequency into a number of slots. Likewise, time is 
divided into a series of slots. A hopping pattern controls how the slots are used. In 
the figure, the hopping pattern is {2,8,4,6}. Timing the hops accurately is the key to 
success; both the transmitter and receiver must be synchronized so the receiver is 
always listening on the transmitter's frequency. 
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Figure 11-1. Frequency hopping 

Timeslot 

Frequency hopping is similar to frequency division multiple access (FDMA) but with 
an important twist. In FDMA systems, each device is allocated a fixed frequency. 
Multiple devices share the available radio spectrum by using different frequencies. In 
frequency-hopping systems, the frequency is time-dependent rather than fixed. Each 
frequency is used for a small amount of time, called the dwell time. 

Among other things, frequency hopping allows devices to avoid interfering with pri­
mary users assigned to the same frequency band. It works because primary users are 
assigned narrow frequency bands and the right to transmit at a power high enough 
to override the wireless LAN. Any interference caused by the secondary user that 
affects the primary user is transient because the hopping sequence spreads the energy 
out over a wide band.' Likewise, the primary user only knocks out one of the spread­
spectrum device's slots and looks like transient noise. Figure 11-2 shows the result 
when frequency slot 7 is given to a primary user. Although the transmission in the 
fourth time slot is corrupted, the other three transmissions succeed. 

If two frequency-hopping systems need to share the same band, they can be config­
ured with different hopping sequences so they do not interfere with each other. Dur­
ing each time slot, the two hopping sequences must be on different frequency slots. 
As long as the systems stay on different frequency slots, they do not interfere with 
each other, as shown in Figure 11-3. The gray rectangles have a hopping sequence of 
{2,8,4,7}, as in the previous figures. A second system with a hopping sequence of 
{ 6 ,3, 7 ,2} is added. Hopping sequences that do not overlap are called orthogonal. 
When multiple 802.11 networks are configured in a single area, orthogonal hopping 
sequences maximizes throughput. 

• If the primary user of a frequency band notices interference from secondary users, regulators can {and will) step 
in to shut down the secondary user, hence the low power used by spread-spectrum modulation techniques. 
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Figure 11-3. Orthogonal hopping sequences 

802.11 FH Details 
802.11 divides the microwave ISM band into a series of I-MHz channels. Approxi­
mately 99% of the radio energy is confined ro rhe channel. The modulation method 
used by 802.11 encodes data bits as shifts in the transmission frequency from the chan­
nel center. Channels are defined by their center frequencies, which begin at 2.400 GHz 
for channel 0. Successive channels are derived by adding 1-MHz steps: channel 1 has a 
center frequency of 2.401 GHz, channel 2 has a center frequency of 2.402 GHz, and so 
on up to channel 95 at 2.495 GHz. Different regulatory authorities allow use of differ­
ent parts of the ISM band; the major regulatory domains and the available channels are 
shown in Table 11-1. 

Table 11-1. Channels used in different regulatory domains 

Regulatory domain 

U.S. (FCC) 

Canada (IC) 

Europe (excluding France and Spain) (ETSI) 

Allowed channels 

2 to 79 (2.402-2.479 GHz) 

2to 79 (2.402-2.479 GHz) 

2 to 79 (2.402-2.479 GHz) 
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Table 11-1. Channels used in different regulatory domains (continued) 

Regulatory domain 

France 

Spain 

Japan (MKK) 

Allowed channels 

48 to 82 (2.448-2.482 GHz) 

47 to 73 (2.447-2.473 GHz) 

73 to 95 (2.473-2.495 GHz) 

The dwell time used by 802.11 FH systems is 390 time units, which is almost 0.4 sec­
onds. When an 802.11 FH PHY hops between channels, the hopping process can 
take no longer than 224 microseconds. The frequency hops themselves are subject to 
extensive regulation, both in terms of the size of each hop and the rate at which hops 
must occur. 

802.11 Hop Sequences 
Mathematical functions for deriving hop sets are part of the FH PHY specification 
and are found in clause 14.6.8 of the 802.11 specification. As an example, hopping 
sequence 1 for North America and most of Europe begins with the sequence {3, 26, 
65, 11, 46, 19, 74, 50, 22, ... }. 802.11 further divides hopping sequences into non­
overlapping sets, and any two members of a set are orthogonal hopping sequences. 
In Europe and North America, each set contains 26 members. Regulatory authorities 
in other areas have restricted the number of hopped channels, and therefore each set 
has a smaller number of members. Table 11-2 has details. 

Table 11-2. Size of hop sets in each regulatory domain 

Regulatory domain Hop set size 

U.S. (FCC) 26 
Canada {IC) 26 

Europe (excluding France and Spain) (ETSI) 26 

France 27 

Spain 35 

Japan (MIC) 23 

Joining an 802.11 Frequency-Hopping Network 
Joining a frequency-hopping network is made possible by the standardization of hop 
sequences. Beacon frames on FH networks include a timestamp and the FH Parame­
ter Set element. The FH Parameter Set element includes the hop pattern number and 
a hop index. By receiving a Beacon frame, a station knows everything it needs to syn­
chronize its hopping pattern. 

Based on the hop sequence number, the station knows the channel-hopping order. As 
an example, say that a station has received a Beacon frame that indicates that the BSS is 
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using the North America/Europe hop sequence number 1 and is at hop index 2. By 
looking up the hop sequence, the station can determine that the next channel is 65. 
Hop times are also well-defined. Each Beacon frame includes a Timestamp field, and 
the hop occurs when the timestamp modulo dwell time included in the Beacon is 0. 

ISM Emission Rules and Maximum Throughput 
Spectrum allocation policies are the limiting factor of frequency-hopping 802.11 sys­
tems. As an example, consider the three major rules imposed by the FCC in the U.S.:· 

1. There must be at least 75 hopping channels in the band, which is 83.5-MHz wide. 

2. Hopping channels can be no wider than 1 MHz. 

3. Devices must use all available channels equally. In a 30-second period, no more 
than 0.4 seconds may be spent using any one channel. 

Of these rules, the most important is the second one. No matter what fancy encoding 
schemes are available, only 1 MHz of bandwidth is available at any time. The fre­
quency at which it is available shifts continuously because of the other two rules, but 
the second rule limits the number of signal transitions that can be used to encode data. 

With a straightforward, two-level encoding, each cycle can encode one bit. ·At 1 bit 
per cycle, 1 MHz yields a data rate of 1 Mbps. More sophisticated modulation and 
demodulation schemes can improve the data rate. Four-level coding can pack 2 bits 
into a cycle, and 2 Mbps can be squeezed from the 1-MHz bandwidth. 

The European Telecommunications Standards Institute (ETSI) also has a set of rules for 
spread-spectrum devices in the ISM band, published in European Telecommunications 
Standard (ET$) 300-328. The ETSI rules allow far fewer hopping channels; only 20 are 
required. Radiated power, however, is controlled much more strictly. In practice, to 
meet both the FCC and ETSI requirements, devices use the high number of hopping 
channels required by the FCC with the low radiated power requirements of ETSI. 

Effect of Interference 
802.11 is a secondary use of the 2.4-GHz ISM band and must accept any interfer­
ence from a higher-priority transmission. Catastrophic interference on a channel may 
prevent that channel from being used but leave other channels unaffected. With 
approximately 80 usable channels in the U.S. and Europe, interference on one chan­
nel reduces the raw bit rate of the medium by approximately 1.25%. (The cost at the 
IP layer will be somewhat higher because of the interframe gaps, 802.11 acknowledg­
ments, and framing and physical-layer covergence headers.) As more channels are 
affected by interference, the throughput continues to drop. See Figure 11-4. 

• These rules are in rule 247 of part 15 of the FCC rules (47 CFR 15.247). 
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Figure 11-4. Throughput response to interference in FHSS systems 

Gaussian Frequency Shift Keying (GFSK) 
The FH PHY uses Gaussian frequency shift keying (GFSK) .' Frequency shift keying 
encodes data as a series of frequency changes in a carrier. One advantage of using fre­
quency to encode data is that noise usually changes the amplitude of a signal; modu­
lation systems that ignore amplitude (broadcast FM radio, for example) tend to be 
relatively immune to noise. The Gaussian in GFSK refers to the shape of radio pulses; 
GFSK confines emissions to a relatively narrow spectral band and is thus appropri­
ate for secondary uses. Signal processing techniques that prevent widespread leakage 
of RF energy are a good thing, particularly for secondary users of a frequency band. 
By reducing the potential for interference, GFSK makes it more likely that 802.11 
wireless LANs can be built in an area where another user has priority. 

2-Level GFSK 
The most basic GFSK implementation is called 2-level GFSK (2GFSK). Two differ­
ent frequencies are used, depending on whether the data that will be transmitted is a 
1 or a 0. To transmit a 1, the carrier frequency is increased by a certain deviation. 
Zero is encoded by decreasing the frequency by the same deviation. Figure 11-5 illus­
trates the general procedure. In real-world systems, the frequency deviations from 
the carrier are much smaller; the figure is deliberately exaggerated to show how the 
encoding works. 

The rate at which data is sent through the system is scalled the symbol rate. Because 
it takes several cycles to determine the frequency of the underlying carrier and 
whether 1 or O was transmitted, the symbol rate is a very small fraction of the carrier 
frequency. Although the carrier frequency is roughly 2.4 billion cycles per second, 
the symbol rate is only 1 or 2 million symbols per second. 

• The term keying is a vestige of telegraphy. Transmission of data across telegraph lines required the use of a 
key. Sending data through a modern digital system employs modulation techniques instead, but the word 
keying persists. 

246 I Chapter 11: The Frequency-Hopping (FH) PHY 

r -, 

AXW-2015-269



L 

' ._,._., 

r 
I 

L" 

L 

....., 

I 
L~ 

L 

---

L 

L_ 

t... •..f 

Amplitude 

p(\(\(\(\(\(\(\ • ,:V V V V7JV \TV Gnme 

Amplitude 

1p /\ /\ /\ •;;. O:V~ 'CJV 0 Time 

Figure 11-5. 2-level GFSK 

Frequency changes with GFSK are not sharp changes. Instantaneous frequency 
changes require more expensive electronic components and higher power. Gradual 
frequency changes allow lower-cost equipment with lower RF leakage. Figure 11-6 
shows how frequency varies as a result of encoding the letter M (1001101 binary) 
using 2GFSK. Note that the vertical axis is the frequency of the transmission. When 
a 1 is transmitted, the frequency rises to the center frequency plus an offset, and 
when a O is transmitted, the frequency drops by the same offset. The horizontal axis, 
which represents time, is divided into symbol periods. Around the middle of each 
period, the receiver measures the frequency of the transmission and translates that 
frequency into a symbol. (In 802.11 frequency-hopping systems, the higher-level 
data is scrambled before transmission, so the bit sequence transmitted to the peer 
station is not the same as the bit sequence over the air. The figure illustrates how the 
principles of 2GFSK work and doesn't step through an actual encoding.) 

,_ .. E(h'I ............................. 

rre~i~:cy ....... ~Q .......... '. ......... ~ C)Ttme 

Figure 11-6. GFSK encoding of the letter M 

4-Level GFSK 
Using a scheme such as this, there are two ways to send more data: use a higher sym­
bol rate or encode more bits of information into each symbol. 4-level GFSK ( 4GFSK) 
uses the same basic approach as 2GFSK but with four symbols instead of two. The 
four symbols (00, 01, 10, and 11) each correspond to a discrete frequency, and there­
fore 4GFSK transmits twice as much data at the same symbol rate. Obviously, this 
increase comes at a cost: 4GFSK requires more complex transmitters and receivers. 
Mapping of the four symbols onto bits is shown in Figure 11-7. 
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With its more sophisticated signal processing, 4GFSK packs multiple bits into a sin­
gle symbol. Figure 11-8 shows how the letter M might be encoded. Once again, the 
venical axis is frequency, and the horizontal axis is divided into symbol times. The 
frequency changes to transmit the symbols; the frequencies for each symbol are 
shown by the dashed lines. The figure also hints at the problem with extending 
GFSK-based methods to higher bit rates. Distinguishing between two levels is fairly 
easy. Four is harder. Each doubling of the bit rate requires that twice as many levels 
be present, and the RF components distinguish between ever-smaller frequency 
changes. These limitations practically limit the FH PHY to 2 Mbps. 

Frequency 01 00 11 01 

Cenrer t I j \ 1 • ;,;. frequency 1.:J Time 

Figure 11-8. 4GFSK encoding of the letter M 
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FH PHY Convergence Procedure (PLCP) 
Before any frames can be modulated onto the RF carrier, the frames from the MAC 
must be prepared by the Physical Layer Convergence Procedure (PLCP). Different 
underlying physical layers may have different requirements, so 802.11 allows each 
physical layer some latitude in preparing MAC frames for transmission over the air. 

Framing and Whitening 
The PLCP for the FH PHY adds a five-field header to the frame it receives from the 
MAC. The PLCP is a relay between the MAC and the physical medium dependent 
(PMD) radio interface. In keeping with ISO reference model terminology, frames 
passed from the MAC are PLCP service data units (PSDUs). The PLCP framing is 
shown in Figure 11-9. 

Preamble 
As in a wired Ethernet, the preamble synchronizes the transmitter and receiver 
and derives common timing relationships. In the 802.11 FH PHY, the Preamble 
is composed of the Sync field and the Start Frame Deli.miter field. 

I PLCP preamble ----ir-- PLCP header~ 
birs 80 16 II 12 4 16 I Variable 

I I I I I I -~~~~:~~;)DU l □ Sync 
010101. .. 01 

SFD PLW PSF HE( 

Figure 11-9. PLCP framing in the PH PHY 

Sync 
The sync field is 80 bits in length and is composed of an alternating zero-one 
sequence (010101...01). Stations search for the sync pattern to prepare to receive 
data. In addition to synchronizing the sender and receiver, the Sync field serves 
three purposes. First of all, the presence of a sync signal indicates that a frame is 
imminent. Second, stations that have multiple antennas to combat multipath 
fading or other environmental reception problems can select the antenna with 
the strongest signal. Finally, the receiver can measure the frequency of the 
incoming signal relative to its nominal values and perform any corrections 
needed to the received signal. 

Start Frame Delimiter (SFD) 
As in Ethernet, the SFD signals the end of the preamble and marks the begin­
ning of the frame. The FH PHY uses a 16-bit SFD: 0000 1100 1011 1101. 

Header 
The PLCP header follows the preamble. The header has PHY-specific parame­
ters used by the PLCP. Three fields comprise the header: a length field, a speed 
field, and a frame check sequence. 
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PSDU Length Word (PL W) 
The first field in the PLCP header is the PLW. The payload of the PLCP frame is 
a MAC frame that may be up to 4,095 bytes long. The 12-bit length field informs 
the receiver of the length of the MAC frame that follows the PLCP header. 

PLCP Signaling (PSF) 
Bit 0, the first bit transmitted, is reserved and set to 0. Bits 1-3 encode the speed 
at which the payload MAC frame is transmitted. Several speeds are available, so 
this field allows the receiver to adjust to the appropriate demodulation scheme. 
Although the standard allows for data rates in increments of 500 kbps from LO 
Mbps to 4.5 Mbps, the modulation scheme has been defined only for 1.0 Mbps 
and 2.0 Mbps: See Table 11-3. 

Table 11-3. PSF meaning 

Bits (l-2-3) Data rate 

000 1.0 Mbps 

001 1.5 Mbps 

010 2.0Mbps 

011 2.5 Mbps 

100 3.0 Mbps 

101 3.5 Mbps 

110 4.0Mbps 

111 4.5 Mbps 

Header Error Check (HEC) 
To protect against errors in the PLCP header, a 16-bit CRC is calculated over the 
contents of the header and placed in this field. The header does not protect 
against errors in other parts of the frame. 

No restrictions are placed on the content of the Data field. Arbitrary data may con­
tain long strings of consecutive Os or ls, which makes the data much less random. To 
make the transmitted data more like random white noise, the FH PHYs apply a whit­
ening algorithm to the MAC frame. This algorithm scrambles the data before radio 
transmission. Receivers invert the process to recover the data. 

Frequency-Hopping PMD Sublayer 
Although the PLCP header has a field for rhe speed at which the MAC frame is trans­
mitted, only two of these rates have corresponding standardized PMD layers. Several 

• It is unlikely that significant further work will be done on high-rate, frequency-hopping systems. For high 
data rates, direct sequence is a more cost-effective choice. 
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features are shared between both PMDs: antenna diversity support, allowances for 
the ramp up and ramp down of the power amplifiers in the antennas, and the use of 
a Gaussian pulse shaper to keep as much RF power as possible in the narrow fre­
quency-hopping band. Figure 11-10 shows the general design of the transceiver used 
in 802.11 frequency-hopping networks. It is required that the transceiver have a sen­
sitivity of -80 dBm for both 1 Mbps and 2 Mbps transmission. 

Transmitter 

PLCP Data 11 I Symbol II I Gaus~ian IL I GFSK 
whirener li7 mapping li7 filter li7 modulator 

Figure 11-10. Frequency-hopping transceiver 

PMD for 1.0-Mbps FH PHY 

Hop timing 
recove_!L 

Data de- H PLCP I whitener I _ _ I 

The basic frequency-hopping PMD enables data transmission at 1.0 Mbps. frames 
from the. MAC have the PLCP header appended, and the resulting sequence of hits is 
transmitted out of the radio interface. In keeping with the common regulatory 
restriction of a 1-MHz bandwidth, l million symbols are transmitted per second. 
2GFSK is used as the modulation scheme, so each symbol can be used to encode a 
single bit. 802.11 specifies a minimum power of 10 milliwatts (mW) and requires the 
use of a power control function to cap the radiated power at 100 mW, if necessary. 

PMD for 2.0-Mbps FH PHY 
A second, higher-speed PMD is available for the FH PHY. As with the LO-Mbps 
PMD, the PLCP header is appended and is transmitted at 1.0 Mbps using 2CFSK. In 
the PLCP header, tht: PSF field indicates the speed at which the frame body is trans­
mitted. At the higher data rate, the frame body is transmitted using a different encod­
ing method than the physical-layer header. Regulatory requirements restrict all 
PMDs to a symbol rate of 1 MHz, so 4GFSK must be used for the frame body. Two 
bits per symbol yields a rate of 2.0 Mbps at 1 million symbols per second. Firmware 
that supports the 2.0-Mbps PMD can fall back to the 1.0-Mhps PMD if signal qual­
ity is too poor to sustain the higher rate. 

Carrier sense/clear channel assessment (CS/CCA) 

To implement the CSMA/CA foundation of 802.11, the PCLP includes a function to 
determine whether the wireless medium is currently in use. The MAC uses both a vir­
tual carrier-sense mechanism and a physical carrier-sense mechanism; the physical 
layer implements the physical carrier sense. 802.11 does not specify how to determine 
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whether a signal is present; vendors are free to innovate within the required perfor­
mance constraints of the standard. 802.11 requires that 802.11-compliant signals with 
certain power levels must be detected with a corresponding minimum probability. 

Characteristics of the FH PHY 
Table 11-4 shows the values of a number of parameters in the FH PHY. In addition 
to the parameters in the table, which are standardized, the FH PHY has a number of 
parameters that can be adjusted to balance delays through various parts of an 802.11 
frequency-hopping system. It includes variables for the latency through the MAC, 
the PLCP, and the transceiver, as well as variables to account for variations in the 
transceiver electronics. One other item of note is that the total aggregate throughput 
of all frequency-hopping networks in an area can be quite high. The total aggregate 
throughput is a function of the hop set size. All sequences in a hop set are orthogo­
nal and noninterfering. In North America and most of Europe, 26 frequency-hop­
ping networks can be deployed in an area at once. If each network is run at the 
optional 2 Mbps rate and half the airtime is able to carry user payload data, the area 
can have a total of 26 Mbps throughput provided that the [SM band is relatively free 
of interference. 

Table 11-4. FH PHY parameter£ 

Parameter 

Slot time 

SIFS time 

Contention window size 

Preamble duration 

PLCP header duration 

Maximum MAC frame 

Minimum sensitivit\'_ 

Value 

SOµs 

28 µs 

15-1,023 slots 

96µs 

32µs 

4,095 bytes 

-80dBm 

Notes 

The SIFS is used to derive the value of the other interframe spaces (DIFS, PIFS, and 
EIFS). 

Preamble symbols are transmitted at 1 MKz, so a symbol takes 1 µs to transmit; 
96 bits require 96 symbol times. 

The PLCP header is 32 bits, so it requires 32 symbol times. 

802.11 recommends a maximum of 400 symbols (400 bytes at 1 Mbps, 800 bytes 
at 2 Mbps) to retain performance acros, different types of environments. 

2S2 I Chapter 11: The Frequency-Hopping (FH) PHY 

AXW-2015-275



L... 

1.-

L... 

L.. 

..... 

L-

L-

L 

~ 

1.-

L.. 

L 

CHAPTER 12 

The Direct Sequence PHYs: DSSS and 
HR/DSSS (802.11 b) 

The imial revision of the 802.11 specification in 1997 had a second physical layer 
based on direct sequence spread spectrum (DSSS) technology. The DSSS PHY in 
802.11 had data rates of 1 Mbps and 2 Mbps. Although it operated at the same speed 
as the frequency hopping PHY, it quickly became clear that direct sequence technol­
gies had the potential for higher speeds than frequency hopping technologies. As a 
result, even though the two had equivalent speeds, direct sequence became the PHY 
of choice. In 1999, a PHY with data rates of 5.5 Mbps and 11 Mbps was specified in 
802.116. The older 1 and 2 Mbps PHYs and the newer 5.5 and 11 Mbps PHYs are 
often combined into a single interface, even though they are described by different 
specifications. (It is usually referred to as "802.11 b" support, even though the two 
lower rates are not part of 802.116.) This chapter describes the basic concepts and 
modulation techniques used by the direct sequence physical layers. It also shows 
how the PLCP prepares frames for transmission on the radio link and touches briefly 
on a few details of the physical medium itself. 

Direct Sequence Transmission 
Direct sequence transmission is an alternative spread-spectrum technique that can be 
used to transmit a signal over a much wider frequency band. The basic approach of 
direct-sequence techniques is to smear the RF energy over a wide band in a carefully 
controlled way. Changes in the radio carrier are present across a wide band, and 
receivers can perform correlation processes to look for changes. The basic high-level 
approach is shown in Figure 12-1. 

Origina I sig na I 
Amplitude . 

Frequency 

SpreiwQ 

Figure 12-1. Basic DSSS technique 
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At the left is a traditional narrowband radio signal. It is processed by a spreader, 
which applies a mathematical transform to take a narrowband input and flatten the 
amplitude across a relatively wide frequency band. To a narrowband receiver, the 
transmitted signal looks like low-level noise because its RF energy is spread across a 
very wide band. The key to direct-sequence transmission is that any modulation of 
the RF carrier is also spread across the frequency band. Receivers can monitor a wide 
frequency band and look for changes that occur across the entire band. The original 
signal can be recovered with a correlator, which inverts the spreading process. 

At a high level, a correlator simply looks for changes to the RF signal that occur 
across the entire frequency band. Correlation gives direct-sequence transmissions a 
great deal of protection against interference. Noise tends to take the form of rela­
tively narrow pulses that, by definition, do not produce coherent effects across the 
entire frequency band. Therefore, the correlation function spreads out noise across 
the band, and the correlated signal shines through, as illustrated in Figure 12-2. 

Amplitude Correlated 
~ 1ignal 

CorrelotiQJ1 

frequency Frequency 

Figure 12-2. Spreading of noise by the correlation process 

Direct-sequence modulation works by applying a chipping sequence to the data 
stream. A chip is a binary digit used by the spreading process. Bits are higher-level data, 
while chips are binary numbers used in the encoding process. There is no math­
ematical difference between a bit and a chip, but spread-spectrum developers have 
adopted this terminology to indicate that chips are only a part of the encoding and 
transmission process and do not carry any data. Chipping streams, which are also 
called pseudorandom noise codes (PN codes), must run at a much higher rate than the 
underlying data. (The requirement for high-speed oscillators to generate chip streams 
and recover data from chip streams is one of the major power drains in direct sequence 
PHYs) Figure 12-3 illustrates how chipping sequences are used in the transmission of 
data using direct-sequence modulation. At the left-hand side is a single data bit, which 
is either a one or a zero. For each data bit, several chips are used. In the figure, the chip 
stream consists of an 11-bit code. It is combined with the single data bit, to produce 11 
chips that carry the single data bit. The 11-chip/ single-data-bit sequence is transmitted 
over the radio link and received at the other end. Every chunk of 11 chips is then com­
pared to an identical chip stream. If it matches the spreading code, a single zero data 
bit is recovered; if not, a single one data bit is recovered. 

The process of encoding a low bit-rate signal at a high chip rate has the side effect of 
spreading the signal's power over a much wider bandwidth. One of the most impor­
tant quantities in a direct-sequence system is its spreading ratio, which is the number 

254 I Chapter 12; The Direct Sequence PHYs; DSSS and HR/DSSS {802. llb) 

1 I 

AXW-2015-277



:..... 

L-

--
[ ..... 

--
L-

I..... 

,__ 

,._ 

l-

l,_ 

Data Spreading Enmded data Correlation 

'1" Modulo2 01001000111 Modulo2 "1" 
"O" H add 

11 

10110111000 I I subrract "O" 

t t 
Spreading Spreading 

rode code 
10110111000 10110111000 

Figure 12-3. Chipping 

of chips used to transmit a single bit: Higher spreading ratios improve the ability to 
recover the transmitted signal but require a higher chipping rate and a larger fre­
quency band. Doubling the spreading ratio requires doubling the chipping rate and 
doubles the required bandwidth as well. There are two costs to increased chipping 
ratios. One is the direct cost of more expensive RF components operating at the 
higher frequency, and the other is an indirect cost in the amount of bandwidth 
required. Therefore, in designing direct-sequence systems for the real world, the 
spreading ratio should be as low as possible to meet design requirements and to 
avoid wasting bandwidth. 

Direct-sequence modulation trades bandwidth for throughput. Compared to tradi­
tional narrowband transmission, direct-sequence modulation requires significantly 
more radio spectrum and is much slower. However, it can often coexist with other 
interference sources because the receiver's correlation function effectively ignores 
narrowband noise. It is easier to achieve high throughput using direct-sequence tech­
niques than with frequency hopping. Regulatory authorities do not impose a limit on 
the amount of spectrum that can be used; they gene-rally set a minimum lower bound 
on the processing gain. Higher rates can be achieved with a wider band, though 
wider bands require a higher chip rate. 

Encoding in 802.11 Direct Sequence Networks 
For the PN code, 802.11 adopted an 11-bit Barker word. Each bit is encoded using 
the entire Barker word as a chipping sequence. Detailed discussion of Barker words 
and their properties are well beyond the scope of this book. The key attribute for 
802.11 networks is that Barker words have good autocorrelation properties, which 
means that the correlation function at the receiver operates as expected in a wide 
range of environments and is relatively tolerant to multipath delay spreads. 11 bits 
are in the word because regulatory authorities often require a 10-dB processing gain 
in direct sequence systems. Using an 11-bit spreading code for each bit alluws 802.11 
to meet the regulatory requirements with some margin of safety, hut it is small 

• The spreading ratio is related to a figure kDown as the processing gain. The two are sometimes used inter­
changeably, but the processing gain is slightly lower because it takes into account the effects of using real­
world systems as opposed to perfect ideal S}'Stems with no losses. 
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enough to allow as many overlapping networks as possible. Longer spreading codes 
allow higher processing gains but require wider frequency channels. 

802.11 uses the Barker sequence {+l, -1, +l, +l, -1, +l, +1, +l, -1, -1, -1}. As 
used in 802.11, +1 becomes 1, and -1 becomes 0, so the Barker sequence becomes 
10110111000. It is applied to each bit in the data stream by a modulo-2 adder.' 
When a 1 is encoded, all the bits in the spreading code change; for 0, they stay the 
same. Figure 12-4 shows the encoding process. 

Scrambled data 
0 

Barker sequence 

Transmitted data 

, r 
~ p o1101,,00 j 

! 1 o 1 1 o 1 1 1 o o o!o 1 o o 1 o o o 1 1 1! 

Figure 12-4. Encoding with the Barker word 

Receivers can look at the number of ls in a received bit time. The Barker sequence 
has six ls and five Os. An 11-bit sequence with six ls must therefore correspond to a 
transmitted 0, and an 11-bit sequence with six Os must correspond to a transmitted 
1. In addition ro counting the numbers of ls and Os, the receiver can analyze the pat­
tern of received bits to infer the value of the transmitted bit. 

Radio Spectrum Usage in 802.11 Direct Sequence Networks 
Channels for the DS PHY are much larger than the channels for the FH PHY. The DS 
PHY has 14 channels in the 2.4-GHz band, each 5 MHz wide. Channel 1 is placed at 
2.412 GHz, channel 2 at 2.417 GHz, and so on up to channel 13 at 2.472 GHz. 
Channel 14 was defined especially for operation in Japan, and has a center fre­
quency that is 12 MHz from the center frequency of channel 13. Table 12-1 shows 
which channels are allowed by each regulatory authority. Channel 10 is available 
throughout North America and Europe, which is why many products use channel 10 
as the default operating channel. 

• Encoding with the Barker seguence is similar to a number of other techniques. Some cellular ~"}'stems, most 
notably in North America, use code division multiple access (CDMA) to allow several starions to access the 
radio medium. CDMA exploits some extremely complex mathematics to ensure that transmissions from 
each mobile phone look like random noise to every other mobile phone in the cell. The underlying mathe­
matics are far more complicated than a simple, fixed pseudorandom noise code. 
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Table 12-1. Channels used in different regulatory domains 

Regulatory domain 

U.S. (FC()/Canada (IC) 

Europe, excluding Spain (ETSI) 

Spain 

Allowed channels 

1 to 11 (2.412-2.462 GHz) 

1 to 13 (2.412-2.472 GHz) 

10 to 11 (2.457-2.462 GHz) 

Japan (MIC) 1 to 13 (2.412-2.462 GHz) and 14 (2.484 GHz) 

Channel energy spread 

Within a channel, most of the energy is spread across a 22-MHz band. Because the 
DS PHY uses an 11-MHz chip clock, energy spreads out from the channel center in 
multiples of 11 MHz, as shown in Figure 12-5. To prevent interference to adjacent chan­
nels, the first side lobe is filtered to 30 dB below the power at the channel center fre­
quency, and additional lobes are filtered to 50 dB below the power at the channel 
center. This corresponds to reducing the power by a factor of 1,000 and 100,000, 
respectively. These limirs are noted in Figure 12-5 by the use of dBr, which means dB 
relative to the power at the channel center. Figure 12-5 uses a logarithmic scale: -30 dBr 
is only one thousandth, and-50 dBr is one hundred thousandth. 
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Figure 12-5. Energy spread in a single 802.11 DS transmission channel 

With the transmit filters in place, RF power is confined mostly to 22-l'vlliz frequency 
bands. European regulators cap the maximum radiated power at 100 mW; the FCC in 
the U.S. allows a substantially higher transmission power of 1,000 mW. If directional 
antennas are used, the power can be concentrated into an even higher radiated power. 

Adjacent channel rejection and channel separation 

'- To avoid interference, 802.11 equipment must be separated in the frequency domain. 
The initial specification called for 35 dB rejection when two signals were 30 MHz 

~ 
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apart, but the spectral separation was tightened up to 25 MHz in 802.116. To mea­
sure adjacent channel rejection, input a maximum-speed signal at the center fre­
quency of a channel, shown by the left curve in Figure 12-6. Its power is 6 dB above 
the specified minimum sensitivity; for an 802.llb receiver, that is -70 dBm. A sec­
ond 802.116 signal at 11 Mbps is sent in, 35 dB stronger, but at least 25 MHz away. 
The right curve depicts the interference test signal. As long as the frame error rate is 
less than 8%, the receiver passes the test. Nore that there is reasonably significant 
overlap between the first lobe of the interfering signal and the main center lobe of the 
on-channel signal. 
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Figure 12-6. Adjacent channel rejection 

Adjacent channel rejection also influences the number of channels that can be used 
simultaneously. Although 802. 11 networks operating in the ISM band have 14 
defined channels, they are closely packed. Real signals must be spaced out to pre­
vent interference. 802.116 specifies that a 25 MHz (5 channel number) spacing is 
sufficient. Figure 12-7 shows the spectral mask of transmissions on the so-called 
non-overlapping channels (1, 6, and 11). By comparing Figure 12-7 to the previous 
figure, it is easy to see that using the nonoverlapping channel set requires all compo­
nents in the system to run at maximum effectiveness. Many real-world radios, how­
ever, are incapable of rejecting strong adjacent-channel transmissions near the limit. 

Although it is possible to have channels overlap more closely by using a four-channel 
layout (say, 1, 4, 7, and 11), it is not a generally useful deployment strategy. Greater 
overlap of the channels will result in more interference between radios operating on 
adjacent frequencies. Greater interference may trigger the carrier sensing mecha­
nisms to report that the medium is busy or cause frames to be mangled in flight. In 
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either case, the peak throughput of each channel is less. It may be that trading some 
amount of peak throughput for total area capacity is a good trade, but that is not 
generally true. 

I 
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0 Whether you call chem 1, 6, and 11; A, B, and C; or Tom, Dick, and 
Harry, you only have three mostly nonoverlapping channels with 2.4 

~• GHz wireless LANs. 
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Figure 12-7. Channel separation in 802.11 DS networks 

Maximum theoretical throughput 

If the signal processing techniques used by the DS PHY are used, then the maximum 
throughput would be a function of the frequency space used. Roughly speaking, the 
ISM band is SO-MHz wide. Using the same spreading factor of 11 would lead to a 
maximum bit rate of slightly more than 7 Mbps. However, only one channel would 
be available, and products would need co have an oscillator running at 77 MHz to 
generate the chipping sequence. High-frequency devices are a tremendous drain on 
batteries, and the hypothetical high-rate encoding that uses the entire band makes 
terrible use of the available spectrum. To achieve higher throughput, more sophisti­
cated techniques must be used. 802.llb increases the symbol rate slightly, but it gets 
far more mileage from more sophisticated encoding techniques. 

Interference response 

Direct-sequence-modulated signals are more resistant to interference than fre­
quency-hopping signals. The correlation process enables direct-sequence systems to 
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work around narrowband interference much more effectively. With 11 chips per bit, 
several chips can be lost or damaged before a single data bit is lost. The disadvan­
tage is that the response of direct-sequence systems to noise is not incremental. Up 
to a certain level, the correlator can remove noise, but once interference obscures a 
certain amount of the frequency band, nothing can be recovered. Figure 12-8 shows 
how direct-sequence systems degrade in response to noise. 

Effertive 
throughput 

Amount of 
inrerference 

Figure 12-8. Throughput response to interference in DSSS systems 

Direct-sequence systems also avoid interfering with a primary user more effectively 
than frequency-hopping systems. After direct-sequence processing, signals are much 
wider and have lower amplitudes, so they appear to be random background noise to 
traditional narrowband receivers. Two direct-sequence users in the same area can 
cause problems for each other quite easily if the two direct-sequence channels are not 
separated by an adequate amount. Generally speaking, interference between two 
direct-sequence devices is a problem long before a primary band user notices anything. 

Differential Phase Shift Keying (DPSK) 
Differential phase shift keying (D PSK) is the basis for 802 .11 direct-sequence sys­
tems. As the name implies, phase shift keying (PSK) encodes data in phase changes 
of the transmitted signal. The absolute phase of a waveform is not relevant in PSK; 
only changes in the phase encode data. Like frequency shift keying, PSK resists inter­
ference because most interference causes changes in amplitude. Figure 12-9 shows 
two identical sine waves shifted by a small amount along the time axis. The offset 
between the same point on two waves is the phase difference. 

Phase shift Amplitude 

~ 
JV\F 

(:)Time 

Figure .12·9. Phase difference between two sine waves 
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Differential Binary Phase Shift Keying (DBPSK) 
The simplest form of PSK uses two carrier waves, shifted by a half cycle relative to each 
other. One wave, the reference wave, is used to encode a O; the half-cycle shifted wave 
is used to encode a 1. Table 12-2 summarizes the phase shifts. 

Table 12-2. DBPSK phase shifts 

Symbol 

0 

Phase shift 

0 

180 • (7t radians) 

~ Figure 12-10 illustrates the encoding as a phase dillerence from a preceding sine wave. 

..... 

._ 

I,_. 

I.... 

1.-
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I.... 
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Amplitude 

Previous 
symbol 

Next 
symbol Is 

o I 

Next 
symbol is 

1 

Figure 12-10. DBPSK encoding 

~ 

I Zero phaseshift . 

180° phase 1hift 

0Time 

To stick with the same example, encoding the letter M (1001101 in binary) is a mat­
ter of dividing up the time into seven symbol times then transmitting the wave with 
appropriate phase shift at each symbol boundary. Figure 12-11 illustrates the encod­
ing. Time is divided into a series of symbol periods, each of which is several times the 
period of the carrier wave. When the symbol is a 0, there is no change from the phase 
of the previous symbol, and when the symbol is a 1, there is a change of half a cycle. 
These changes result in "pinches" of the carrier when 1 is transmitted and a smooth 
transition across the symbol time boundary for 0. 
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Figure 12-11. The letter M encoded in DBPSK 

Differential Quadrature Phase Shift Keying (DQPSK) 
Like 2GFSK, DBPSK is limited to one bit per symbol. More advanced receivers and 
transmitters can encode multiple bits per symbol using a technique called differen­
tial quadrature phase shift keying (DQPSK). Rather than a fundamental wave and a 
half-cycle shifted wave, DQPSK uses a fundamental wave and three additional 
waves, each shifted by a quarter cycle, as shown in Figure 12-12. Table 12-3 summa­
rizes the phase shifts. 

,..;,. F n n c,,n n 
carriers1a1e ~ v v v~V • 

oo ~c,nc,c,n 
Nophasechange T V V V V ~v . 

"W'c,c,c,nc, 
Phm=90°1 V V V ~v '-- . 

11 ~c,nnc,c, 
Phase=180c iv v~v V • 

10 ~ c, c, n c, r 
Phase=270° ~ V V ~v V • 

Figure 12-12. DQPSK encoding 

Table 12-3. DQPSK phase shif~ 

Symbol Phase shift 

0 00 

01 90' (rc/2 radians) 

11 180. (re radians) 

10 270 • (3rc/2 or -rc/2 radians) 
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Now encode M in DQPSK (Figure 12-13). In the UTF-8 character set, Mis repre­
sented by the binary sering 01001101 or, as the sequence of four two-bit symbols, 
01-00-11-01. In the first symbol period, there is a phase shift of 90 degrees; for clar­
ity, the figure shows the phase shift from a pure sine wave. The second symbol 
results in no phase shift, so the wave continues without a change. The third symbol 
causes a phase shift of 180 degrees, as shown by the sharp change from the highest 
amplitude to the lowest amplitude. The final symbol causes a phase shift of 90 
degrees. 

Amplitude 

·0Time 

01 00 11 01 
Phase= +90° No change Phase=+ 180° Phase = +90° 

Figure 12-13. The letter M encoded in DQPSK 

The obvious advantage of DQPSK relative to DBPSK is that the four-level encoding 
mechanism can have a higher throughput. The cost of using DQPSK is that it cannot 
be used in some environments because of severe multipath interference. Multipath 
interference occurs when the signal takes several paths from the transmitter to the 
receiver. Each path has a different length; therefore, the received signal from each 
path has a different delay relative to the other paths. This delay is the enemy of an 
encoding scheme based on phase shifts. Wavefronts are not labeled or painted differ­
ent colors, so a wavefront could arrive later than expected because of a long path or 
it could simply have been transmitted late-and phase-shifted. In environments where 
multipath interference is severe, DQPSK will break down much quicker than DBPSK. 

The "Original" Direct Sequence PHY 
The physical layer itself consists of two components. The Physical Layer Conver­
gence Procedure (PLCP) performs some additional PHY-dependent framing before 
transmission, while the Physical Medium Dependent (PMD) layer is responsible for 
the actual transmission of frames. 

PLCP Framing and Processing 
The PLCP for the DS PHY adds a six-field header to the frames it receives from the 
MAC. In keeping with ISO reference model terminology, frames passed from the 
MAC are PLCP service data units (PSDUs). The PLCP framing is shown in 
Figure 12-14. 
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r-- PLCP preamble ~ 1 PLCP header 
bits I 128 16 I 8 8 16 16 

Sync I SFD Signal Service I length CRC 

1,_ 1 Mbps DBPSK ___J~--- 1 Mbps DBPSK 

Figure 12-14. DS PLCP framing 

Variable 

' Scrambled' PPDU D 
(MAC frame) 

IL__ 1MbpsDBPSK/___J 
2MbpsDQPSK 

The FH PHY uses a data whitener to randomize the data before transmission, but the 
data whitener applies only to the MAC frame trailing the PLCP header. The DS PHY 
has a similar function called the scrambler, but the scrambler is applied to the 
entirety of the direct-sequence frame, including the PLCP header and preamble. 

Preamble 
The Preamble synchronizes the tran~mitter and receiver and allows them to 
derive common timing relationships. It is composed of the Sync field and the 
Stare Frame Delimiter field. Before transmission, the preamble is scrambled 
using the direct-sequence scrambling function. 

Sync 
The Sync field is a 128-bit field composed entirely of ls. Unlike the FH PHY, the 
Sync field is scrambled before transmission. 

Start Frame Delimiter (SFD) 
The SFD allows the receiver to find the start of the frame, even if some of the 
sync bits were lost in transit. This field is set to 0000 0101 1100 1111, which is 
different from the SFD used by the FH PHY. 

Header 
The PLCP header follows the preamble. The header has PHY-specific parame­
ters used by the PLCP. Five fields comprise the header: a signaling field, a ser­
vice identification field, a Length field, a Signal field used to encode the speed, 
and a frame-check sequence. 

Signal 
The Signal field is used by the receiver to identify the transmission rate of the 
encapsulated MAC frame. It is set to either 0000 1010 (OxOA) for 1-Mbps opera­
tion or 0001 0100 (Oxl 4) for 2-Mbps operation. 

Service 
This field is reserved for future use and must be set to all Os. 

Length 
This field is set to the number of microseconds required to transmit the frame as 
an unsigned 16-bit integer, transmitted least-significant bit to most-significant bit. 

CRC 
To protect the header against corruption on the radio link, the sender calculates 
a 16-bit CRC over the contents of the four header fields. Receivers verify the 
CRC before further frame processing. 
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No restrictions are placed on the content of the Data field. Arbitrary data may contain 
long strings of consecutive Os or ls, which makes the data much less random. To make 
the data more like random background noise, the DS PHY uses a polynomial scram­
bling mechanism to remove long strings of ls or Os from the transmitted data stream. 

DS Physical Medium Dependent Sublayer 
The PMD is a complex and lengthy specification that incorporates provisions for two 
data rates (1.0 and 2.0 Mbps). Figure 12-15 shows the general design of a transceiver 
for 802.11 direct-sequence networks. 

Transmitter 

~ I Transmit 
Spreader 1H mask filter 

t 
Chip sequence 

DBPSKJ- 1] 
DQPSK I!. 

modulator 

Figure 12-15. Direct-sequence transceiver 

Transmission at 1.0 Mbps 

Timing 
recovery 

T 
DBPSK/ ~ 

DQPSKde-
1 modulator 

De· 
scrambler --· 

PLCP 

At the low data rate, the direct-sequence PMD enables data transmission at LO 
Mbps. The PLCP header is appended to frames arriving from the MAC, and the 
entire unit is scrambled. The resulting sequence of bits is transmitted from the physi­
cal interface using DBPSK at a rate of 1 million symbols per second. The resulting 
throughput is 1.0 Mbps because one bit is encoded per symbol. Like the FH PMD, 
the DS PMD has a minimum power requirement and can cap the power at 100 mW 
if necessary to meet regulatory requirements. 

Transmission at 2.0 Mbps 

Like the FH PHY, transmission at 2.0 Mbps uses two encoding schemes. The PLCP 
preamble and header are transmitted at 1.0 Mbps using DBPSK. Although using a 
slower method for the header transmission reduces the effective throughput, DBPSK 
is far more tolerant of noise and multipath interference. After the preamble and 
header are finished, the PMD switches to DQPSK modulation to provide 2.0-Mbps 
service. As with the FH PHY, most products that implement the 2.0-Mbps rate can 
detect interference and fall back to lower-speed 1.0-Mbps service. 

CS/CCA for the DS PHY 
802.11 allows the carrier sense/clear channel assessment function to operate in one 
of three modes: 
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Mode 1 
When the energy exceeds tbe energy detection (ED) threshold, it reports that the 
medium is busy. The ED threshold depends on the transmit power. 

Mode2 
Implementations using Mode 2 must look for an actual 0555 signal and report 
the channel busy when one i.s detected, even if the signal is below the ED 
threshold. 

Mode3 
Mode 3 combines Mode 1 and Mode 2. A signal must be detected with suffi­
cient energy before the channel is reported busy co higher layers. 

Once a channel is reported busy, it stays busy for the duration of the intended trans­
mission, even if the signal is losr. The transmission's duration is taken from the time 
interval in the Length field. Busy medium reports must be very fast. When a signal is 
detected at the beginning of a contention window slot, the CCA mechanism must 
report a busy medium by the time the slot has ended. This relatively high perfor­
mance requirement must be set because once a station has begun transmission at the 
end of its contention delay, it should seize the medium, and all other statiom; should 
defer access until its frame has concluded. 

Characteristics of the DS PHY 
Table 12-4 shows the values of a number of parameters in the DS PHY. In addition 
to the parameters in the table, which are standardized, the OS PHY has a number of 
parameters that can be adjusted to balance delays through various parts of an 802.11 
direct-sequence system. It includes variables for the latency through the MAC, the 
PLCP, and the transceiver, as well as variables to account for variations in the trans­
ceiver electronics. One other item of note is that the total aggregate throughput of all 
direct-sequence networks in an area is much lower than the total aggregate through­
put of all nonoverlapping frequency-hopping networks in an area. The total aggre­
gate throughput is a function of the number of nonoverlapping channels. In North 
America and most of Europe, three direct-sequence networks can be deployed in an 
area at once. If each network is run at the optional 2 Mbps rate and the efficiency of 
the protocol allows 50% of the headline rate to become user data throughput, the 
total throughput is 3 Mbps, which is dramatically less than the frequency-hopping 
total aggregate throughput. 

Table 12~4. DS PHY parameters 

Parameter 

Slot time 

SIFS time 

Contention window size 

Value 

20µs 

lOµs 

31 to 1,023 slots 

Notes 

The SIFS is u1ed to derive the value of the other interfrarne spaces (DIFS, PIFS, 
and EIFS). 
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Table 12-4. DS PHY parameters (continued) 

Parameter 

Preamble duration 

PLCP header duration 

Maximum MAC frame 

Minimum receiver sensitivity 

Adjacent channel rejection 

Value 

144µs 

4Sµs 

4--8,191 bytes 

-80dBm 

35 dB 

Notes 

Preamble symbols are transmitted at 1 MHz, so a symbol takes 1 µs to 
transmit; 144 bits require 144 symbol times. 

The PLCP header is 48 bits, so it requires 48 symbol times. 

See text for measurement details. 

Like the FH PHY, the DS PHY bas a number of attributes that can be adjusted by a 
vendor ro balance delays in various parts of the system. It includes variables for the 
latency through the MAC, the PLCP, and the transceiver, as well as variables to 
account for variations in the transceiver electronics. 

Complementary Code Keying 
802.11 direct-sequence systems use a rate of 11 million chips per second. The origi­
nal DS PHYs divided the chip stream up into a series of 1 l-bit Barker words and 
transmitted 1 million Barker words per second. Each word encoded either one bit or 
two bits for a corresponding data rate of LO Mbps or 2.0 Mbps, respectively. Achiev­
ing higher data rates and commercial utility requires that each code symbol carry 
more information than a bit or two. 

Straight phase shift encoding cannot hope to carry more than a few bits per code 
word. DQPSK requires that receivers distinguish quarter-cycle phase differences. 
Further increasing the number of bits per symbol would require processing even finer 
phase shifts, such as an eighth-cycle or sixteenth-cycle shift. Detecting smaller phase 
shifts is more difficult in the presence of multipath interference and requires more 
sophisticated (and thus expensive) electronics. 

Instead of continuing with straight phase-shift keying, the IEEE 802. 11 working 
group turned to an alternate encoding method. Complementary code keying (CCK) 
divides the chip stream into a series of 8-bit code symbols, so the underlying trans­
mission is based on a series of 1.375 million code symbols per second. CCK is based 
on sophisticated mathematical transforms that allow the use of a few 8-bit sequences 
to encode 4 or even 8 bits per code word, for a data throughput of 5.5 Mbps or 11 
Mbps. In addition, the mathematics underlying CCK transforms allow receivers to 
distinguish between different codes easily, even in the presence of interference and 
multipath fading. Figure 12-16 illustrates the use of code symbols in CCK. Ir is quite 
similar to the chipping process used by the slower direct-sequence layers; the differ­
ence is that the code words are derived partially from the: data. A static repeating 
code word such as the Barker word is not used. 
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Barker spreading, as used in the lower-rate, direct-sequence layers, uses a static code 
to spread the signal over the available frequency band. CCK uses the code word to 
carry information, as well as simply to spread the signal. Several phase angles are 
used to prepare a complex code word of eight bits. 

High Rate Direct Sequence PHY 
To distinguish it from the original direct sequence PHY, the high rate PHY that runs 
ar 11 Mbps is abbreviated as HR/DSSS. Like its predecessor, it is split into a conver­
gence procedure that prepares frames for radio transmission, and a medium-depen­
dent layer chat turns the bits into radio waves in the air. 

PLCP Framing and Scrambling 
The long headers required by the original PHY greatly reduce performance. The 802.11 
MAC requires an acknowledgment for every data frame, and the 192 microsecond pre­
amble is much, much longer than the MAC acknowledgment. At the 11 Mbps data 
rate, the preamble and PLCP framing header sucks up 25% of the time used co trans­
mit a 1,500 byte frame and its corresponding MAC acknowledgment. As long as a new 
PHY was being developed, the designers of 802.llb came up with a new "short" fram­
ing format that improves protocol efficiency and, hence, throughput. Using the short 
headers cuts the preamble and PLCP framing overhead cuts the preamble and framing 
overhead ro 14%. While still substantial, it is a dramatic improvement. Figure 12-17 
shows the PLCP framing specified in 802.llb. When 802.llb was first released, short 
headers were not supported by all devices because of the large installed base of 2 Mbps 
direct sequence equipment. At this point, almost every card can safely support the 
short preamble, and most access point vendors use it by default. 

Naturally, the optional short format may be used only if all stations support it. To 
prevent n~tworks configured for the short format from disappearing, 802. 11 b 
requires that stations answering Probe Requests from an active scan return a 
response using the same PLCP header that was received. If a station that supports 
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Figure 12-l 7. HRIDSSS PLCP framing 
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only the long PLCP header sends a Probe Response, an access point returns a 
response using the long header, even if the BSS is configured for the short header. 

Preamble 
Frames begin with the preamble, which is composed of the Sync field and the 
SFD field. The preamble is transntitted at 1.0 Mbps using DBPSK. 

Long Sync 
The Long Sync field is composed of 128 one bits. It is processed by the scram­
bler before transmission, though, so the data content varies. High-rate systems 
use a specified seed for the scrambling function but support backwards compati­
bility with older systems that do not specify a seed. 

Short Sync 
The Short Sync field is composed of 56 zero bits. Like the Long Sync, it is also 
processed by the scrambler. 

LongSFD 
To indicate the end of the Sync field, the long preamble concludes with a Start of 
Frame Delimiter (SFD). In the long PLCP, the SFD is the sequence 1111 0011 
1010 0000. As with all IEEE specifications, the order of transmission from the 
physical interface is least-significant bit first, so the string is transmitted right to 
left. 

Short SFD 
To avoid confusion with the Long SFD, the Short SFD is the reverse value, 0000 
0101 Il00 1111. 
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The PLCP header follows the preamble. It is composed of the Signal, Service, Length, 
and CRC fields. The long header is transmitted at 1.0 Mbps using DBPSK. However, 
the short header's purpose is to reduce the time required for overhead transmission 
so it is transmitted at 2.0 Mbps using DQPSK. 

Long Signal 
The Long Signal field indicates the speed and transm1ss10n method of the 
enclosed MAC frame. Four values for the 8-bit code are currently defined and 
are shown in Table 12-5. 

Table 12-5. Signal field values 

Speed Value (msbto lsb) Hex value 
--- - --·- --- -- -

1 Mbps 00001010 OxOA 

2Mbps 0001 0100 Ox14 

5.5 Mbps 00110111 Ox37 

11 Mbps 01101110 Ox6E 

Short Signal 
The Short Signal field indicates the speed and transmission method of the 
enclosed frame, but only three values are defined. Short preambles can be used 
only with 2 Mbps, 5.5 Mbps, and 11 Mbps networks. 

Service 
The Service field, which is shown in Figure 12-18, was reserved for future use by 
the first version of 802. 11, and bits were promptly used for the high-rate exten­
sions in 802.116. First of all, the Length field describes the amount of time used 
for the enclosed frame in microseconds. Above 8 Mbps, the value becomes 
ambiguous. Therefore, the eighth bit of the service field is used to extend the 
Length field to 17 bits. The third bit indicates whether the 802.11 b implementa­
tion uses locked clocks; clock locking means that transmit frequency and sym­
bol clock use the same oscillator. The fourth bit indicates the type of coding 
used for the packet, which is either O for CCK or 1 for PBCC. All reserved bits 
must be set to 0. The Service field is transmitted from left to right (bO to b7), 
which is the same in both the short and long PLCP frame formats. (Further 
changes are made by 802.llg, which will be discussed in Chapter 14.) 

b2 
Clock lock 
1=1ocked 

O=not locked 

b3 
Modulation 

O=C(K 
1=PBCC 

Figure 12-18. Service field in the HRIDSSS P LCP header 
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Length 
The Length field is the same in both the short and long PLCP frame formats and 
is the number of microseconds required to transmit the enclosed MAC frame. 
Approximately two pages of the 802.llb standard are devoted to calculating the 
value of the Length frame, but the details are beyond the scope of this book. 

CRC 
The CRC field is the same in both the short and the long PLCP frames. Senders 
calculate a CRC checksum using the Signal, Service, and Length fields. Receiv­
ers can use the CRC value to ensure that the header was received intact and was 
not damaged during transmission. CRC calculations take place before data 
scrambling. 

The data scrambling procedure for the HR/DSSS PHY is nearly identical to the data 
scrambling procedure used with the original DS PHY. The only difference is that the 
scrambling function is seeded co specified values in the HR/DSSS PHY. Different 
seeds are used for short and long PLCP frames. 

HR/DSSS PMD 
Like the DS PHY, the 802. llb PHY uses a single PMD specification. The general 
transceiver design is shown in Figure 12-19. 

Trall5mitter 

Scrambler l Splitter 

Figure 12-19. HR/DSSS transceiver 

Transmission at 1.0 Mbps or 2.0 Mbps 

2 bits or H Msps 
6 bits at/1 Msp5 Code I selector 

1.375Msps 
Q 

2bits-------

Decoder II 
1.375 Mspsr-------1 

De-
scrambler [ ___ .., PLCP 

To ensure backwards compatibility with the installed base of 802.11-based, direct­
sequence hardware, the HR/DSSS PHY can transmit and receive at 1.0 Mbps or 2.0 
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Mbps. Slower transmissions are supported in the same manner as the lower-rate, 
direct-sequence layers described in previously in this chapter. Any transmissions at 
the slower rates must use long headers. 

Transmission at 5.5 Mbps with CCK 

Higher-rate transmission is accomplished by building on the DQPSK-based phase 
shift keying techniques. DQPSK transmits two bits per symbol period, encoded as 
one of four different phase shifts. By using CCK, the symbol words themselves carry 
additional information. 5.5-Mbps transmission encodes four data bits into a symbol. 
Two bits are carried using conventional DQPSK, and the other two are carried 
through the content of the code words. Figure 12-20 illustrates the overall process. 

Bir stream 4-bitb/ock 

__ ___,_I __,__I __._I __ '----'--I __._I __,,I __ _ 

r-:::M,d, 
Pha,el --;:-: Data! 

I Transmitter II 

Figure 12-20. 802. llb transmission at 5.S Mbps 

1. The lvlAC frame embedded in the PLCP frame is divided into a string of 4-bit 
blocks. Each 4-bit block is further divided into two 2-bit segments. 

2. The first 2-bit segment is encoded by means of a DQPSK-type phase shift 
between the current symbol and the previous symbol (Table 12-6). Even and 
odd symbols use a different phase shift for technical reasons. Symbol numbering 
starts with 0 for the first 4- bit block. 

Table 12-6. Inter-symbol DQPSK phase ,hifts 

Bit pattern ---- -- Phase angle (even symbols) Phase angle (odd symbols] 
00 0 p 

01 nil 311./2 

11 11. 0 
10 311./2 rr/2 

3. The second 2-bit segment is used to select one of four code words for the cur­
rent symbol (Table 12-7). The four code words can be derived using the mathe­
matics laid out in clause 18.4.6.S of rhe 802.11 standard. 
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Table 12-7. Mbps code words 

Bit sequence 

00 

01 

10 

11 

Codeword 

i, 1,i,-1,i, 1,-1, 1 

-i,-1,-i,1, 1, 1,-i, 1 

-i,1,-i,-1,-i,1,l,1 

i,-1,i, 1,-i,7,I, 1 

i.... Transmission at 11 Mbps with CCK 

To move to a full 11 Mbps, 8 bits must be encoded with each symbol. A::, with other 
techniques, the first two bits are encoded by the phase shift of the transmitted sym-

~ bol relative to the previous symbol. Six bits are encoded using CCK. Figure 12-21 
illustrates the process. 
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Figure 12-21. 802.11 b transmission at 11 Mbps 

1. The MAC frame embedded in the PCLP frame is divided into a string of 8-bit 
blocks. Each 8-bit block is further divided into four 2-bit segments. 

2. The first 2-bic segment is encoded by means of a DQPSK-type phase shift 
between the current symbol and the previous symbol. As with the 5.5-Mbps 
rate, even and odd symbols use a different phase shift for technical reasons. Sym­
bol numbering starts with O for the first 8-bit block. The phase shifts are identi­
cal to the phase shifts used in 5.5-Mbps transmission. 

3. The remaining six bits are grouped into three successive pairs. Each pair is asso­
ciated with the phase angle in Table 12-8 and is used to derive a code word. 

Table 12-8. Phase angle encoding for 11-Mbps transmission 

Bit pattern Phase angle ----·- - .. ... _ r -

00 0 

01 n/2 

10 1t 

11 31t/2 
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As an example, consider the conversion of the bit sequence 0100 1101 into a com­
plex code for transmission on an 802.llb network. The first two bits, 01, encode a 
phase shift from the previous symbol. If the symbol is an even symbol in the MAC 
frame, the phase shift is rt/2; otherwise, the shift is 31t/2. (Symbols in the MAC frame 
are numbered starting from 0, so the first symbol in a frame is even.) The last six bits 
are divided into three 2-bit groups: 00, 11, and O 1. Each of these is used to encode an 
angle in the code word equation. The next step in transmission is to convert the 
phase angles into the complex code word for transmission. 

Clear channel assessment 

Like the original DS PHY, high-rate implementers have three choices for the CS/CCA 
operation mode. All the direct-sequence CCA modes are considered to be part of the 
same list. Mode 1 is identical to the DS PHY's CCA Mode 1, and Modes 2 and 3 are 
used exclusively by the original DS PHY. Modes 4 and 5 are the HR/DSSS-specific 
CCAmodes. 

Mode 1 
When the energy exceeds the energy detection (ED) threshold, the medium is 
reported busy. The ED threshold depends on the transmit power used. This 
mode is also available for classic direct-sequence systems. 

Mode4 
Implementations using Mode 4 look for an actual signal. When triggered, a 
Mode 4 CCA implementation starts a 3.65 ms timer and begins counting down. 
If no valid HR/DSSS signal is received by the expiration of the timer, the medium 
is reported idle. 3.65 ms corresponds to the transmission time required for the 
largest possible frame at 5.5 Mbps. 

Mode5 
Mode 5 combines Mode 1 and Mode 4. A signal must be detected with suffi­
cient energy before the channel is reported busy to higher layers. 

Once a channel is reported busy, it stays busy for the duration of the intended trans­
mission, even if the signal is lost. The channel is considered busy until the time inter­
val in the Length field has elapsed. Implementations that look for a valid signal may 
override this requirement if a second PLCP header is detected. 

Optional Features of the 802.11 b PHY 
802.llb includes two optional physical-layer features, neither of which is widely 
used. Packet Binary Convolutional Coding (PBCC) was proposed as a method of 
reaching the 11 Mbps data rate, but it was never widely implemented. Proposals for 
further revisions to wireless LAN technology in the ISM band specified PBCC, but 
those proposals were rejected in the summer of 2001. 
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A second optional feature, channel agility, was designed to assist networks in avoid­
ing interference. Channel agility causes the center channel to shift periodically in the 
hope that interference can be avoided. Channel agility was never widely used 
because it was not particularly helpful. In the presence of interference, some 
throughput would be recovered as receivers hopped to another channel, but the 
additional spectrum required made it much more effective co hum down and fix the 
interference, or remap channels around it. 

Characteristics of the HR/DSSS PHY 
Table 12-9 shows the values of a number of parameters in the HR/DSSS PHY. Like 
the DS PHY, the HR/DSSS PHY has a number of parameters that can be adjusted to 
compensate for delays in any part of a real system. 

Table 12-9. HR/DSSS PHY parameters 

Parameter Value 

Maximum MAC frame length 4,095 bytes 

Slottime 20 µs 

SIFS time 

Contention window size 

Preamble duration 

PLCP header duration 

Minim um sensitivity 

Adjacent channel rejection 

10µs 

31 to 1,023 slots 

144µs 

48 bits 

-76dBm 

35 dB 

Notes 

The SIFS is used to derive the value of the otherinterframe spaces{DIFS, 
PIFS, and EIFS). 

Preamble symbols are transmitted at 1 MHz, so a symbol takes 1 µs to 
transmit; 96 bits require 96 symbol times. 

The PLCP header transmission time depends on whether the short pre­
amble is used. 

See text for measurement notes. 

One other item of note is that the total aggregate throughput of all HR/DSSS net­
works in an area is still lower than the total aggregate throughput of all nonoverlap­
ping frequency-hopping networks in an area. The total aggregate throughput is a 
function of the number of nonoverlapping channels. In North America and most of 
Europe, three HR/DSSS networks can be deployed in an area at once. Running each 
network at the top speed of 11 Mbps, and assuming user payload data throughput of 
50%, the total aggregate through put will be 16 .5 Mbps. 
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CHAPTER 13 

802.11 a and 802.1 lj: 
5-GHz OFDM PHY 

Go West, young man, and grow up with the country! 
-John B.L. Soule" 

The 2.4 GHz ISM bands are crowded, and often choked with non-802.11 traffic. In 
an attempt to develop higher data rates, the 802.11 working group standardized a 
physical layer using unlicensed spectrum around 5 GHz. Large tracts of undevel­
oped sp~ctrum were available for unlicensed use, and far fewer devices have used the 
spectrum. 

802.lla was standardized in 1999, but it took a significant amount of time to bring 
products to market. 802.lla hardware finally hit the market in late 2001. Today, the 
best known manufacturer of 802.lla chipsets is Atheros Communications. In form 
and function, they look similar to any other wireless LAN card. Most are CardBus 
cards, although some additional form factors are used more widely now. The range 
of very high data rates is quite short, but generally, 802.lla has a comparable data 
rate to 802.llb at comparable distance. 

Initially, 802.lla was designed for the 5-GHz Unlicensed National Information 
Infrastructure (U-NII) bands in the United States. With the success of 802.lla in the 
American market, other regulators developed rules to allow 802. lla. The 802 .11 
working group supported these efforts through 802.llh for Europe, which was dis­
cussed in Chapter 8, and 802.llj for Japan. 

This chapter begins with a qualitative introduction to the basis of OFDM. When all 
the mathematical formalism is stripped away, OFDM is a method for chopping a 
large frequency channel into a number of subchannels. The subchannels are then 
used in parallel for higher throughput. [ anticipate that many readers will skip the 
first section, either because they are already familiar with OFDM or are interested 
only in how the frequency bands are used and how the PLCP wraps up frames for 
transmission. 

• This is often attributed to Horace Greeley, who did much to popularize it. 
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Orthogonal Frequency Division Multiplexing 
(OFDM) 
802.lla is based on orthogonal frequency division multiplexing (OFDM). OFDM is 
not a new technique. Most of the fundamental work was done in the late 1960s, and 
U.S. patent number 3,488,445 was issued in January 1970. Recent DSL work (HDSL, 
VDSL, and ADSL) and wireless data applications have rekindled interest in OFDM, 
especially now that better signal-processing techniques make it more practical.• 
OFDM does, however, differ from other emerging encoding techniques such as code 
division multiple access (CDMA) in its approach. CDMA uses complex mathemati­
cal transforms to put multiple transmissions onto a single carrier; OFDM encodes a 
single transmission into multiple subcarriers. The mathematics underlying the code 
division in CDMA is far more complicated than in OFDM . 

OFDM devices use one wide-frequency channel by breaking it up into several com­
ponent subchannels. Each subchannel is used to transmit data. All the "slow" sub­
channels are then multiplexed into one "fast" combined channel. 

Carrier Multiplexing 
When network managers solicit user input on network build-outs, one of the most 
common demands is for more speed. The hunger for increased data transmissions 
has driven a host of technologies to increase speed. OFDM takes a qualitatively simi­
lar approach to Multilink PPP: when one link isn't enough, use several in parallel. 

OFDM is closely related to plain old frequency division multiplexing (FDM). Both 
divide the available bandwidth into slices called carriers or subcarriers and make 
those carriers available as distinct channels for data transmission. OFDM boosts 
throughput by using several subcarriers in parallel and multiplexing data over the set 
of subcarriers . 

Traditional FDM was widely used by first-generation mobile telephones as a method 
for radio channel allocation. Each user was given an exclusive channel, and guard 
bands were used to ensure that spectral leakage from one user did not cause problems 
for users of adjacent channels. Figure 13-1 illustrates the traditional FDM approach. 

The trouble with traditional FDM is that the guard bands waste bandwidth and thus 
reduce capacity. To avoid wasting transmission capacity with unused guard bands, 
OFDM selects channels that overlap but do not interfere with each other. 
Figure 13-2 illustrates the contrast between traditional FDM and OFDM. 

• The lack of interest in OFDM means that references on it are sparse. Readers imerested in the mathematical 
hackground that is omitted in this chapter should consult OFDM for Wireless Multimedia Applications by 
Richard van Nee and Ramjee Prasad (Artech House, 2000) . 
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Figure 13-1. Traditional FDM 
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Figure 13-2. FDM versus OFDM 

Overlapping carriers are allowed because the subcarriers are defined so that they are 
easily distinguished from one another. The ability to separate the subcarriers hinges 
on a complex mathematical relationship called orthogonality. 

Orthogonality Explained {Without Calculus) 
Orthogonal is a mathematical term derived from the Greek word orthos, meaning 
straight, right, or true. In mathematics, the word "orthogonal" is used to describe 
independent items. Orthogonality is best seen in the frequency domain, looking at a 
spectral breakdown of a signal. OFDM works because the frequencies of the 
subcarriers are selected so that at each sub carrier frequency, all other sub carriers do 
not contribute to the overall waveform. One common way of looking at orthogonal­
ity is shown in Figure 13-3. The signal has been divided into its three subcarriers. 
The peak of each subcarrier, shown by the heavy dot at the top, encodes data. The 
subcarrier set is carefully designed to be orthogonal; note that at the peak of each of 
the subcarriers, the other two subcarriers have zero amplitude. 

OFDM takes the coded signal for each subchannel and uses the inverse fast Fourier 
transform (IFFT) to create a composite waveform from the strength of each subchan­
nel. OFDM receivers can then apply the FFT to a received waveform to extract the 
amplitude of each component subcarrier. 

Guard Time 
With the physical layers discussed in Chapter 12, the main problem for receivers was 
inter-symbol interference (ISi) (Figure 13-4). ISI occurs when the delay spread 
between different paths is large and causes a delayed copy of the transmitted bits to 
shift onto a previously arrived copy. 
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Figure 13-3. Orthogonality in the frequency domain 

Current wave Sum 
Delayed previous wave 

Figure 13-4. ISI reviewed 

With OFDM, inter-symbol interference does not pose the same kind of problem. 
The Fourier transform used by OFDM distills the received waveform into the 
strengths of the subcarriers, so time shifts do not cause dramatic problems. In 
Figure 13-4, there would be a strong peak for the fundamental low-frequency car­
rier, and the late-arriving high-frequency component could be ignored. 

As with all benefits, however, there is a price to pay. OFDM systems use multiple 
subcarriers of different frequencies. The subcarriers are packed tightly into an operat­
ing channel, and small shifts in subcarrier frequencies may cause interference 
between carriers, a phenomenon called inter-carrier interference (ICI). Frequency 
shifts may occur because of the Doppler effect or because there is a slight difference 
between the transmitter and receiver clock frequencies. 
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Fourier Analysis, the Fourier Transform, and Signal Processing 
The Fourier transform is often called "the Swiss Army knife of signal processing." Sig­
nal processing often defines actions in terms of frequency components. Receivers, 
however, process a time-varying signal amplitude. The Fourier transform is a mathe­
matical operation that divides a waveform into its component parts. Fourier analysis 
takes a time-varying signal and converts it to the set of frequency-domain components 
that make up the signal. 

Signal-processing applications often need to perform the reverse operation as well. 
Given a set of frequency components, these applications use them like a recipe to build 
the composite waveform. The mathematical operation used to build the composite 
waveform from the known ingredients in the frequency domain is the inverse Fourier 
transform. 

Strictly speaking, Fourier analysis is applied to smooth curves of the sort found in 
physics textbooks. To work with a set of discrete data points, a relative of Fourier 
transform called the discrete Fourier transform (DFT) must be used. Like the Fourier 
transform, the DFT has its inverted partner, the inverse DFT (IDFT). 

The DFT is a computationally intensive process of order N2, which means that its run­
ning time is proportional to the square of the size of the number of data points. If the 
number of data points is an even power of two, however, several computational short­
cuts can be taken to cut the complexity to order N log N. On large data sets, the 
reduced complexity boosts the speed of the algorithm. As a result, the "short" DFT 
applied to 2n data points is called the fast Fourier transform (FFT). It also has an 
inverted relative, the inverse fast Fourier transform (IFFT). 

Fast Fourier transforms used to be the domain of supercomputers or special-purpose, 
signal-processing hardware. But with the microprocessor speeds available today, 
sophisticated signal processing is well within the capabilities of a PC. Specialized digi­
tal signal processors (DSPs) are now cheap enough to be used in almost anything­
including the chip sets on commodity 802.11 cards. 

To address both ISI and ICI, OFDM transceivers reserve the beginning portion of the 
symbol time as the guard time and perform the Fourier transform only on the non­
guard time portion of the symbol time. The non-guard time portion of the symbol is 
often called the FFT integration time because the Fourier transform is performed only 
on that portion of the symbol. 

Delays shorter than the guard time do not cause ICI because they do not allow fre­
quency components to leak into successive symbol times. Selecting the guard time is a 
major task for designers of OFDM systems. The guard time obviously reduces the over­
all throughput of the system because it reduces the time during which data transmis­
sion is allowed. A guard time that is too short does not prevent interference but does 
reduce throughput, and a guard time that is too long reduces throughput unnecessarily. 
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Cyclic Extensions (Cyclic Prefixes) 
L..- The most straightforward method of implementing the guard time would be simply 

to transmit nothing during the guard time, as shown in Figure 13-5. 
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Figure 13-5. Naive implementation of guard time (do not do this!) 

Simplistic implementations of the guard time can destroy orthogonality in the pres­
ence of common delay spreads. OFDM depends on having an integer number of 
wavelengths between each of the carriers. When the guard time is perfectly quiet, it 
is easy to see how a delay can destroy this necessary precondition, as in Figure 13-5. 
When the two subcarriers are added together, the spectral analysis shows subcarrier 1 
(two cycles/symbol) as a strong opdpresence and a relatively smaller amount of 
subcarrier 2 (three cycles/symbol). In addition, the spectral analysis shows a large 
number of high-frequency components, muddying the waters further. These compo­
nents are the consequence of suddenly turning a signal "on." 

Solving the problems associated with a quiet guard time is quite simple. Each subcar­
rier is extended through the FFT integration period back through the preceding 
guard time. Extending each subcarrier (and hence the entire OFDM symbol) yields a 
Fourier transform that shows only the amplitudes of the subcarrier frequencies. This 
technique is commonly called cyclic extension, and it may be referred to as the "cyclic 
prefix extension." The guard i:ime with the extended prefix is called the cyclic prefix. 

In Figure 13-6, the cyclic prefix preserves the spectral analysis. Subcarrier 1 was not 
shifted and is not a problem. Subcarrier 2 is delayed, but the previous symbol 
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appears only in the guard time and is not processed by the Fourier transform. 
Thanks to the cyclic prefix extension, when subcarrier 2 is processed by the Fourier 
transform, it is a pure wave at three cycles per integration time. 

Subrnrrier 1 

Subcorrier 2 

Figure 13-6. Cyclic prefix extension 

Windowing 

01Vu
; Guardtime , FFTintegrcrtiontime , 
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Previous 
symool 

One further enhancement helps OFDM transceivers cope with real-world effects. 
Transitions can be abrupt at symbol boundaries, causing a large number of high­
frequency components (noise). To make OFDM transmitters good radio citizens, it 
is common to add padding bits at the beginning and end of transmissions to allow 
transmitters to "ramp up" and "ramp down" from full power. Padding bits are fre­
quently needed when error correction coding is used. Some documentation may refer 
to the padding as "training sequences." 

Windowing is a technique used to bring the signal for a new symbol gradually up to full 
strength while allowing the old symbol to fade away. Figure 13-7 shows a common win­
dowing function based on a cosine curve. At the start of the symbol period, the new 
function is brought up to full strength according to the cosine function. When the sym­
bol ends, the cosine curve is used co fade out the bits at the end of the symbol. 

Guard time fFT integration time 

i ___ ! Ned symbol 

Symbol time 
•Grime 

Figure 13-7. Cosine windowing technique 

OFDM as Applied by 802.11 a 
802.lla is not a radical application of OFDM. The task group responsible for stan­
dardizing OFDM took the middle ground to apply OFDM to wireless LAN. 
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OFDM Parameter Choice for 802.11 a 
When choosing OFDM parameters, there are usually three given items of informa­
tion. Bandwidth is fixed, often by regulatory authorities. Delay is determined by the 
environment in which the OFDM system will operate; most office buildings gener­
ally show a delay spread of 40-70 ns, though in some environments, the delay spread 
can approach 200 ns. Finally, the bit rate is usually a design goal, although the goal is 
usually "make the bit rate as high as possible, given the constraints of the other 
parameters." 

One common guideline is that the guard time should be two to four times the aver­
age delay spread. As a result, the 802.lla designers selected a guard time of 800 ns. 
Symbol duration should be much larger than the guard time, but within reason. 
Larger symbol times mean that more subcarriers can fit within the symbol time. 
More subcarriers increase the signal-processing load at both the sender and receiver, 
increasing the cost and complexity of the resulting device. A practical choice is to 
select a symbol time at least five times the guard time; 802.lla matches the 800-ns 
guard time with a 4-µs symbol time. Subcarrier spacing is inversely related to the 
FFT integration time. 802.lla has a 3.2-µs integration time and a subcarrier spacing 
of0.3125 MHz (1/3.2 µs). 

Operating channels in 802.lla are specified as 20 MHz-wide. The bandwidth of an 
operating channel is a design decision. Wider operating channels have higher 
throughput, but fewer operating channels fit into the assigned frequency spectrum. 
The use of a 20-MHz operating channel allows for reasonable speeds on each chan­
nel (up to 54 Mbps), as well as a reasonable number of operating channels in the 
assigned spectrum. 802.lla offers a wide variety of choices in modulation and cod­
ing to allow for a trade-off between robust modulation and conservative coding, 
which yields low, reliable throughput, finer-grained modulation, and aggressive cod­
ing, resulting in higher, yet somewhat more fragile, throughput. 

Structure of an Operating Channel 
Like the DS PHYs, the OFDM physical layer organizes the spectrum into operating 
channels. Each 20-MHz channel is composed of 52 subcarriers. 4 of the subcarriers 
are used as pilot carriers for monitoring path shifts and ICI, while the other 48 sub­
carriers are used to transmit data. Subcarriers are spaced 0.3125 MHz apart. As 
shown in Figure 13-8, channels are numbered from -26 to 26. Subcarrier O is not 
used for signal-processing reasons. 

Pilot subcarriers are assigned to subcarriers -21, -7, 7, and 21. To avoid strong spec­
tral lines in the Fourier transform, the pilot subcarriers transmit a fixed bit sequence 
specified in 802.lla using a conservative modulation technique. 
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Figure 13-8. Structure of an OFDM channel 

Subchannel modulation techniques 

0 n~ff 

8O2.lla uses a technique called quadrature amplitude modulation (QAM) on each of 
the subcarriers to transmit data. QAM encodes data on a single carrier wave, but that 
carrier wave is composed of two components, called the in-phase and quadrature com­
ponents. QAM performs amplitude modulation on both components; chat is, it varies 
the size of the carrier wave based on the input. The main carrier wave is called in the 
in-phase component, abbreviated I. Lagging behind a quarter-cycle out of phase is the 
quadrature component, abbreviated Q. (Alternatively, QAM can be modeled mathe­
matically as a single wave by using complex numbers.) Essentially, the amplitude of the 
composite signal and phase shifts within it both encode information: 

QAM is widely used in radio transmission systems. In North American television 
transmission, the in-phase component carries luminance, or brightness information, 
while the quadrature component carries the color information. AM radio is capable 
of stereo reception as well; a QAM system system called C-QUAM encodes the ste­
reo information on the quadrature component. 

Both television and radio are analog systems. In digital systems, the in-phase and 
quadrature components are restricted to particular levels, or quantized. With both 
components restricted to a particular set of levels, the result is that a constellation is 
formed. Constellations are usually displayed by plotting allowed values of the in-phase 
signal and quadrature signal against each other on a two-dimensional plot. Each point 
in the constellation is assigned to a symbol, and each symbol is assigned to a specific bit 
value. QAM is described in writing with the number of bits in the constellation, such as 
64-QA.M. Because the number of quantized values should always be a multiple of two 
in each direction, the number preceding QAM is always a power of two. 802.1 la uses 
square constellations, and many of the proposals for faster codes use square 
constellations as well, which means that both directions must be an even power of two, 
and the number is also a perfect square (16-QAM, 64-QAM, 256-QAM). 

To transmit data at higher rates, define a constellation with more points. However, as 
the data rate increases, the received signal quality must be good enough to distinguish 

• The phase shift modulation used by direct-sequence 802. l 1 PHYs is a special case of QAM, where the ampli­
tude does not change but the phase does. 
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between adjacent points in the constellation. As they are packed closer together, the 
acceptable error range around a point shrinks. 802.lla specifies the maximum accept­
able errors from a constellation point as part of the PHY. Figure 13-10 shows the con­
stellations used by 802.1 la. At the lowest bit rates are BPSK and QPSK, the two phase­
shift keying modulations used by the direct sequence PHYs. 

a)BPSK-onebit +Q 
o 1 I 

c) 16 -QAM -four bits 

0010 0110 
• • 

0011 0111 
• • 

0001 0101 
• • 

0000 0100 
• • 

Q 

1110 1010 

• • 
1111 1011 
• • 

1101 1001 

• • 
1100 1000 
• • 

b) QPSK-two bits Q 

d) 64 -QAM-six bits 

01 I 11 • + • 

oo I 10 • + • 

Q 

000100 001100 011100 010100 

• • • • 
000101 001101 011101 010101 

• • • • 
000111 001111 011111 010111 

• • • • 
000110 001110 011110 010110 

• • • • 

000010 001010 m 010 010010 

• • • • 
000011 001011 011 011 fllO 011 

• • • • 
000001 001001 011 001 010 001 

• • • • 
000000 001 000 011000 010 000 

• • • • 
Figure 13-9. Constellations used by 802.lla 

110100 111100 101100 100100 

• • • • 
110101 111101 101101 100101 

• • • • 
110111 111111 101111 100111 

• • • • 
110110 111110 101110 100110 

• • • • 

110010 111010 101010 100010 

• • • • 
110011 111011 101011 100011 

• • • • 
110001 111001 101001 100001 

• • • • 
110 000 111 000 101 000 100 000 

• • • • 

The total capacity of the radio channel is obtained by multiplying the number of sub­
channels by the number of bits per channel. A radio channel using 64-QAM on each 
subchannel can carry six bits per subchannel. In 8O2.1 la, there are 48 subchannels, 
which gives a capacity of 288 bits per channel. However, there is a second attribute 
to account for. Most radio channels are not capable of error-free operation, and 
incorporate an error correction code . 

Forward error correction with convolutional coding 
Strictly speaking, forward error correction is not pan of OFDM. However, OFDM is 
used in applications for which the signal is subject to narrowband interference or fre­
quency-specific narrowband fading, also known as deep fading. When fading occurs, 
a channel's ability to carry data may go to zero because the received amplitude is so 
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small. To keep a few faded channels from driving the bit error rate to the sky, OFDM 
implementations often apply an error correction code across all the subchannels. 
Implementations that use an error correction code in conjunction with OFDM are 
sometimes called coded OFDM (COFDM). 

Coded OFDM uses a forward error correction (FEC) code on each channel. Forward 
error correction is a system that allows a receiver to detect corrupted bits and repair the 
transmission, provided that the fraction of lost or damaged bits is small enough. To 
provide the error-correction capability, redundant bits are added to the data stream. 
FEC codes work by creating a state engine that depends on the data bits currently 
being transmitted and encoding them across several symbols. By smearing noise out 
through several transmitted symbols, transient noise may be reduced to the point 
where resulting errors do not affect the receiver's ability to reconstruct the bit stream. 

Two classes of forward error correction codes can be used. Block codes work by tak­
ing input blocks of a fixed size, while convolutional codes work on streams of any 
length. Block codes are used for applications in which the data is naturally stored, 
transmitted, or processed in chunks. DVDs, CDs, and hard disks use a block code. 
Convolutional codes, however, are the easy choice for wireless LANs because the 
frames being transmitted may be a variety of sizes.' 

Convolutional codes have two main parameters. The constraint length determines 
how long a data bit is averaged into successive transmissions. Longer constraint 
lengths average data bits (and hence, any noise) over a longer time period, improv­
ing the reliability of the transmission at the cost of more complexity in the decoder. 
For relatively short constraint lengths, the Viterbi algorithm is used; it is recom­
mended by the 802.lla standard itself. One of the reasons for the recommendation 
is that the Viterbi decoder is a maximum likelihood decoder. The results from a Vit­
erbi decoder are the most likely data bits that were transmitted. Not all decoders are 
maximum likelihood, though it is obviously an important property for digital 
transmission systems. 802.lla uses a constraint length of 7, which is the limit of 
where a Viterbi decoder can practically be used. (Complexity of Viterbi decoding 
grows exponentially with constraint length.) 

The second parameter, the coding rate (R), determines how many redundant bits are 
added. It is expressed as the number of data bits transmitted as a ratio of the total 
number of coded bits. A convolutional code with R=l/2 transmits one data bit for 
every two code bits. More aggressive codes may have less redundant information, 
such as R=3/4, where only 25% of the bits are redundant. Selecting a coding rate is a 

• In 1993, it was discovered that two convolutional codes can be combined into a turbo code. Turbo codes are 
extremely powerful, though at the cost of additional latency over convolution al codes. They are used in appli­
cations where the additional lacenc)' is not a major factor, such as space and satellite communications. For fur­
ther information about turbo codes, see the Jet Propulsion Laboratory's site at http://www331.jp/.riasa.go11/ 
puh/id]PLtcodes.html, which features overview comparing the performance of turbo codes to the error correc­
tion codes used on the Voyager and Cassini probes. Turbo codes also underpin lxEV-DO, Qualcomm's 3G 
Internet access system. 
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matter of engineering. As the code rate decreases, more code bits are available to cor­
rect errors, and the code becomes more robust. However, the price of robustness is 
decreased throughput. 802.1 la specifies three code rates ranging from 1/2 at the 
most conservative end to 3/4 at the most aggressive end.' 

Convolutional code rates may be transformed by puncturing. A punctured code 
changes a lower-rate convolutional code into a higher-rate code by discarding some of 
the coded bits. When data is coded, the lower-rate code is run. In the case of 802. lla, 
the lowest code rate is 1/2, which doubles the size of the data. To puncture to a 3/4 
rate, one third of the coded data is discarded, or "punctured." To puncture to a 2/3 
rate, 30% of the coded data is discarded. The coded data, minus the dropped bits, are 
transmitted. At the receiver, dummy bits are stuffed into the decoder to stand in for the 
punctured bits. Figure 13-10 illustrates the process to puncture a rate 1/2 code to a rate 
3/4 code. One of the advantages of using a punctured code is that it can be imple­
mented as single convolutional coder under software control, and different puncturing 
patterns can be used to alter the rate in software. 

Source data so, !'~ !'' !"• !'~ S06 S07 SDs S09 

R = 1/2 encoded data 

Punduwl data 

R = 1 /2inserted data 

Decoded data 

: : : : : : : ' 
I I I I I I I I 

Figure 13-10. Puncturing to increase the code rate 

Subchannel interleaving 

Each operating channel has 48 constituent subcarriers. In essence, each operating 
channel is a multiplexed sum of 48 separate data streams. The incoming stream of 

• The basic convolutional code specified by 802. l la uses a constraint length of 7 and a code rate of 1/2. This 
code was used on the Voyager deep-space probe. 
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coded bits must be mapped on to the correct subcarrier. Rather than use a simple 
round-robin algorithm that maps the first bit on to the first subcarrier, the second bit 
op to the second subcarrier, and so on, 802.lla uses a pair of interleaving rules. The 
first rule ensures that bits in sequence are transmitted on widely separated subcarri­
ers, and the second ensures that bits in sequence are mapped on to different constel­
lation points. As an example, Figure 13-11 illustrates the interleaver in operation 
with 16-QAM, which has 192 bits. Each of the 192 bits must be mapped on to one of 
the 48 data-carrying subcarriers. The figure plots the bit position against the subcar­
rier, clearly showing how each subcarrier is responsible for four coded bits. 

250 .-----------------------, 

200 . i :i i C :· ·i ·i ·! .. . . : . -~ 150 .. .. 1· .. CL 

• i i . -~ i. : . i. 
: -" • i -;;; : : .s 100 .. i. . :i· i. . .~ 

i' c:, : i : : . : 
50 .. .. 

. i .. . . ! i . . 
i i 

== 

: .. •: . 
0 

0 5 10 15 20 25 30 35 40 45 50 

Sub<a1rier number 

Figure 13-11. Interleaving with 16-QAM 

Operating Channels 
Channels in the 5-GHz band are numbered starting every 5 MHz according to the 
following formulas: 

center frequency (MHz)= 5,000 + 5 X n, n = 0,1,2, .. 199 
center frequency (MHz)= 5,000 - 5 • (256 - n), n = 240, 241, .. 255 

Obviously, each 20-MHz 802.lla channel occupies four channel numbers. The rec­
ommended channel use is given in Table 13-1. 802. lla was originally designed for 
the United States. European channelization was added as part of 802.llh in late 
2003, and Japanese operation was added with 802.llj in late 2004.' 

• European radio regulations are standardized by the European Conference of Postal and Telecommunica­
tions Administrations (CEPT). The European Radiocommunications Office develops regulations for CEPT; 
the 5 GHz radio LAN regulations are ERC/DEC/(99)23 (available at http://ww111.ero.dk!doc98/0fficiaU 
Pdf!DEC9923E.PDF). Japanese operation was approved by the Ministry of lnrernal Communications (http:// 
www.soumu.go.jp/), in Articles 49.20 and 49.21 (http:llwww.soumu.go.jp!joho_tsusin/eng/Resources/ 
Legislation/MRA/020226_00.html). 
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Table 13-1. Operating channels for 802.1 la/j 

Channel Center frequency 
Frequency Allowed in? Allowed power• numbers (GHz) 

4.920-4.980 GHz Japan 250 mW EIRP and< 1 W, 240 4.920 
orlOmWEIRP 244 4.940 

248 4.960 

L 
252 4.980 

5.040-5.080 GHz Japan 250 mW EIRP and < 1 W, 8 5.040 
or10 mW EIRP 12 5.060 

16 5.080 

L. S.15-5.25 GHz Japan 200mW 34 5.170 

( < 10 mW/MHz) 38 S.190 

L 
42 5.210 

% 5.230 

U-Nll lower band United States 40mW 36 5.180 

(5.15- 5.25 GHz) (2.5 mW/MHz) 40 5.200 

44 5.220 
'- 48 S.240 

U-NII mid-band United States 200mW 52 5.260 

(5.25-5.35 GHz) (12.5 mW/MHz) 56 5J80 
...... 60 5.300 

64 5320 

5.470- 5.725 Europe (CEPT) 1 W EIRP 100 5.500 
..... (allowed in United States 104 5.520 

as of 11/2003, subject to 108 5540 
U-NII rulesb) 

112 5.560 

-- 116 5580 

120 S.600 

124 S.620 

.... 128 5.640 

132 5.660 

136 5.680 

140 5.700 

U-NII upper band 800mW 149 5.745 

(5.725-5.825 GHz) (50mW/MHz) 153 5.765 

157 5.785 

161 S.805 

• In the United States, the allowed power is the maximum output power using a 6-dBiantenna gain. 
ti The additional spectrum was opened in FCC 03-287 (httpJ/hraurrfoss.fcc.gov/ft/OC5_publidottachmarch!FCC-03-287A1.pt,n, but test 

procedures were still in development as this book went to press. Without testing, no devic:es were able to be certified t9 operate in this 

L 
spectrum in the Unired States. 

I 
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There is one other feature of note about the operating bands. As with the DS PHYs, a 
transmit mask limits power leakage into the side bands. The mask is shown in 
Figure 13-12. 

Power (db) 

- ::- : ff -:_ !! iIJ --:1 _ _ 

-30 -20 -11 -9 9 11 20 

Center frequer,cy 

30 Frequency 
(MHz) 

Figure 13-12. Transmit spectrum mask for 802.11 a 

Figure 13-13 gives an overall view of the 802.lla channels available in the U.S. Four 
channels are available in each of the U-NII bands in the U.S. In the two lower U-NII 
bands, channels are allowed to overlap, and a 30-MHz guard band is present at both 
the lower end of the low U-NII band and the upper end of the mid U-NII band. 

Low and Mid U-N/1 

~ 
. . ' ' . . . . 

: l i ! l i l ~ 
! : : : : : : : 

mo s1so s200 mo 5240 s260 mo 5300 mo mo 

High U-N/1 

~ 
' ' . . 

j i j j 
: : : : 

5725 57 45 5765 5785 5805 582S 

Figure 13-13. Operating bands from Table 13-1 

OFDM PLCP 
Like all the other physical layers, the OFDM PHY includes its own PLCP, which 
adds physical layer-specific framing parameters. 
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Framing 
The OFDM PHY adds a preamble and a PLCP header. It also adds trailing bits to assist 
the encoding schemes used. This section divides the PLCP frame logically, but some 
components span different fields in the protocol unit. Figure 13-14 is the jumping-off 
point for discussion of the OFDM frame. 

Physical protocol 
unit 

Logiwl protocol 
unit 

Preamble 
12symbols ,:::. I __ ,:;;,,,_ l Q__ 

Coded according to rate -...::...~~1 

Length Parity Tail Service MACframe Tail Pad rn11 
12 bits 1 bir 6 bits 16 bit, Variable 6 bits Variable j u 

~------Pl{P header --------' 

Figure 13-14. OFDM PLCI' framing format 

Figure 13-15 shows the start of a frame, but includes the guard intervals and win­
dowing used by the transmitter. The preamble lasts 16 µs, which is evenly divided 
between short and long training sequences; the difference between the two is 
described in the next section. After the preamble, one OFDM symbol carries the Sig­
nal field, then a variable number of data symbols carry the end of the PLCP header, 
the MAC payload, and the trailer. All symbols use a modified cosine window to 
ensure smooth transitions. After the short preamble, which is used to synchronize 
frequencies, a guard time protects against multipath fading. 

16 µs preamble 

10x.Bµs= 8µs i 1.6µs+Zx3.2µs=8µs i .8µs+3.1µs= 4µs 
.:/ I I '\. 

.8µs+3.2 µs=4µs 

LT7 lT 2 l Guard I Signal field Guord I First tlato ,ymbo/ • ••· · · · · 

0Time 

Figure 13-15. Preamble and frame start 

Preamble 

As with all other common IEEE 802 networks, and certainly all 802.11 physical lay­
ers, the OFDM physical protocol unit begins with a preamble. It is composed of 12 
OFDM symbols that synchronize various timers between the transmitter and the 
receiver. The first 10 symbols are a short training sequence, which the receiver uses 
to lock on to the signal, select an appropriate antenna if the receiver is using multi­
ple antennas, and synchronize the large-scale timing relationships required to begin 
decoding the following symbols. The short training sequences are transmitted ·with­
out a guard period. Two long training sequences follow the short training sequences. 
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Long trammg sequences fine-tune the timing acquisition and are protected by a 
guard interval. 

Header 

The PLCP header is transmitted in the Signal field of the physical protocol unit; it 
incorporates the Service field from the Data field of the physical prorocol unit. As 
shown in Figure 13-16, the Signal field incorporates the Rate field, a Length field, 
and a Tail field. 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 

Rate Res I Length ,P,rityj Signal tail 
Least significant-------• Most significant -0 . o . o . o o . o 

Figure 13-16. Signal field of OFDM PLCP frame 

Rate (4 bits) 

Four bits encode the data rate. Table 13-2 shows the bits used to encode each of 
the data rates. See the section "OFDM PMD" later in this chapter for details on 
the encoding and modulation scheme used for each data rate. 

Table 13-2. Rate bits 

Data rate (Mbps) Bits ( transmission order) 
6 1101 

9 1111 

12 0101 

18 0111 

24 1001 

36 1011 

48 0001 

54 0011 

Length (12 bits) 

12 bits encode the number of bytes in the embedded MAC frame. Like most 
fields, it is transmitted least-significant bit to most-significant bit. The length is 
processed by a convolutional code tO protect against bit errors. 

Parity (1 hit) and Reserved (1 hit) 
Bit 4 is reserved for future use and must be set to 0. Bit 17 is an even parity bit 
for the first 16 Signal bits to protect against data corruption. 

Tail (6 bits) 

The Signal field ends with six O tail bits used to unwind the convolutional code. 
As such, they must by definition be processed by the convolutional code. 
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Service (16 bits) 
The final field in the PLCP header is the 16-bit Service field. Unlike the other 
components of the PLCP header, it is transmitted in the Data field of the physical 
protocol unit at the data rate of the embedded MAC frame. The first eight bits are 
set to 0. As with the other physical layers, :MAC frames are scrambled before trans­
mission; the first six bits are set to O to initialize the scrambler. The remaining nine 
bits are reserved and must set to O until they are adopted for future use. 

Data 

The encoding scheme used for the data depends on the data rate. Before transmis­
sion, data is scrambled, as it is with the other physical layers. The Service field of the 
header is included in the Data field of the physical protocol unit because it initializes 
the scrambler. 

Trailer 

The Data field of the physical protocol unit ends with a trailer. (The 802 .11 a specifi­
cation does not call the ending fields a trailer, but it is a descriptive term.) It is com­
posed of two fields: 

Tail (6 bits) 
Like the tail bits in the PLCP header, the tail bits appended to the end of the 
11AC frame bring the convolutional code smoothly to an end. Six bits are 
required because the convolutional code has a constraint length of seven. 

Pad (variable) 
As used by 802.lla, OFDM requires that fixed-size blocks of data bits be trans­
ferred. The Data field is padded so that its length is an integer multiple of the 
block size. The block size depends on the modulation and coding used by the 
data rate; it is discussed in the next section. 

OFDM PMD 
The OFDM PHY uses a cocktail of different modulation schemes to achieve data 
rates ranging from 6 Mbps to 54 Mbps. [n all cases, the physical layer uses a symbol 
rate of 250,000 symbols per second across 48 subchannels; the number of data bits 
per symbol varies. An OFDM symbol spans all 48 subchannels. 

Encoding and Modulation 
There are four rate tiers with the OFDM PHY: 6 and 9 Mbps, 12 and 18 Mbps, 24 and 
36 Mbps, and 48 and 54 Mbps. Support is required for 6, 12, and 24 Mbps, which are 
lowest speeds in each of the first three tiers, and therefore the most robust in the 
presence of interference. The lowest tier uses binary phase shift keying (BPSK) to 
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encode 1 bit per subchannel, or 48 bits per symbol. The convolutional coding means 
that either half or one quarter of the bits are redundant bits used for error correction, 
so there are only 24 or 36 data bits per symbol. The next tier uses quadrature phase 
shift keying (QPSK) co encode 2 bits per subchannel, for a total of 96 bits per symbol. 
After subtracting overhead from the convolurional code, the receiver is left with 48 or 
72 data bits. The third and fourth tiers use generalized forms of BPSK and QPSK 
known as quadrature amplitude modulation (QAM). 16-QAM encodes 4 bits using 16 
symbols, and 64-QAM encodes 6 bits using 64 symbols. The third tier uses 16-QAM 
along with the standard R=l/2 and R=3/4 convolutional codes. To achieve higher 
rates with 64-QAM, however, the convolutional codes use R=2/3 and R=3/4. 
Table 13-3 summarizes the coding methods used by each data rate in the OFDM PHY. 

Table 13-3. Encoding details for different OFDM data rates 

Modu latia n and Coded bits per Coded bits per 
Speed (Mbps) coding rate (R) carrier-a symbol 

6 BPSK, R=1/2 1 48 

9 BPSK, R=3/4 1 48 
12 QPSK, R=1/2 2 96 

18 QPSK, R=3/4 2 96 

24 16-QAM, R=1 /2 4 192 

36 16-QAM, R=3/4 4 192 

48 64-QAM, R=2/3 6 288 

54 64-QAM, R=3/4 6 288 
72, 64-QAM 6 288 

• Coded bits persubchannel isa function of the modulation (BPSK, QPSK, 16-QAM, or 64-QAM). 
bThe data bits per symbol is a function of the rate of theconvalutional code. 

Data bits per 
symbolb 

24 

36 

4ll 

72 

96 

144 

192 

216 

288 

< Although no rate has been standardized without a convolution al code, many products offer a mode where ii is dropped for iidditional 
throughput. 

Radio Performance: Sensitivity and Channel Rejection 
Like other physical layers, 802.lla specifies minimum performance requirements for 
the receiver, which are shown in Table 13-4. Minimum sensitivity has been dis­
cussed for the other physical layers. The only feature of note in 802, Ila is that the 
wide range in data speeds means that a minimum performance requirement is 
quoted for each data speed. In comparison with the requirements laid down by the 
direct-sequence layers, 802.lla is just as stringent. 802.lla requires a -76 dBm sen­
sitivity, which is comparable to the 18 Mbps and 24 Mbps data rates in 802. lla: 

• Note, however, that path loss is worse at the 802.11 a frequencies. 
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More interesting is the specification of channel rejection. As with the other physical 
layers, begin by injecting a signal slightly (3 dB) above the minimum sensitivity on a 
given channel. On either rejection test, bring up a second signal on either an adja­
cent or nonadjacent channel. When the channel under test suffers a 10% frame error 
rate, note the difference in power between the two channels. 

What the table says is that as the data rate increases, the more easily a signal is dis­
rupted at the receiver. If an 802.lla network is built too dense, so that 54 Mbps sig­
nals from adjacent APs are regularly received in the middle of the two, it is possible 
that the client radio chipsets will not be able to decode the transmissions. However, 
this scenario is unlikely due to the relatively short range of 54 Mbps transmissions. 
Furthermore, many chipsets will perform better than the standard requires, but most 
vendors do not quote rejection in the data sheets for their cards. 

Table 13-4. Receiver performance requirements 

Minimum sen5itivity Adjacent channel Nonadjacent channel 
Data rate (Mbps) (dBm) rejection (dB) rejection { dB) 

6 -82 16 32 

9 -31 15 31 

12 -79 13 29 

18 -77 11 27 

24 -74 8 24 

36 -70 4 20 

43 -66 0 16 

54 -65 -1 15 

Clear Channel Assessment 
The OFDM PHY specification leaves implementers a great deal of latitude in select­
ing techniques for noting a busy channel. Received signal strength thresholds deter-

L mine whether the channel is in use, but the main guideline for 802.lla equipment is 
that it must meet certain performance standards. Implementations are free to use the 
Packet Length field from the PLCP header to augment clear channel assessment, but 
this is not required. 

._ 

'-

L 

Transmission and Reception 
The block diagram for an 802.lla receiver is shown in Figure 13-17. When a frame is 
ready for transmission, the 802.lla interface runs the following procedure: 

1. Select a transmission rate. Algorithms for selecting a data rate are implementation­
dependent, so products sold by different vendors may select different rates under 
identical circumstances. The rate dictates the modulation and convolutional 
code, as well as the number of data bits per subcarrier. See Table 13-3. 
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2. Transmit the PLCP preamble, which consists of long and short training 
sequences. 

3. Begin transmission of the PLCP header with the SIGNAL field, which is not 
scrambled. It is coded with the convolutional coder. 

4. Create the data field of the packet. 

a. Create the SERVICE field, which is currently set to all zeros. It has seven 
zeros for scrambler initialization, and nine reserved bits set to zero. 

b. Append the data. 

c. Put on the six zero tail bits. 

d. Pad with zeros to a multiple of the data bit per subcarrier block size. 

5. Scramble the data, which helps avoid long strings of zeros or ones. 

6. Encode the data with the convolutional coder. If necessary, puncture the output 
of the convolutional code to generate an encoded string at a higher rate than 1/2. 

7. Divide the coded data into blocks for processing. The block size depends on the 
modulation rate for the data symbols. 

a. Perform the interleaving process and map bits from the block on to the 48 
subcarriers. 

b. Insert the four pilot subcarriers at the designated locations.in the channel. 

c. Use the inverse Fourier transform to convert the frequency-domain data into 
time-domain data for transmission. 

8. Repeat step 5 for each data block until there are no more. 

Transmitter 

FEC 
(Convolution 

encoder} 

lnte~eaving, n 
mapping,and 
pilot insertion :g: Guard 

interval 
insertion 

1-Q 
modulation -~ 

Receiver 

te>-~ demo~~lation I interval I FFT I deinterleaving, r+ dec~er 
Guard ~B= Pilotremove, j ~ I 

removal I an6 demappmg 

Figure 13-17. A transceiver block diagram 

Acknowledgment 

Support of the 6, 12, and 24 Mbps data rates is required by 802.1 la. Upon receipt of 
a frame, the 802.11 .MAC requires an acknowledgment. Acknowledgments must be 
sent at a supported data rate for all associated stations. Most devices send acknowl­
edgments at 24 Mbps because it minimizes the overhead while obeying the stricture 
to transmit at a mandatory rate. 
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An example of OFDM encoding 

OFDM encoding, as you can no doubt see by now, is an intense, multistep process. 
One of the additions that 802.1 la made to the original specification was Annex G, 
an encoding of Schiller's Ode to Joy for transmission over an 802.lla network. 
Shortly after 802.lla was published, the IEEE 802.11 working group discovered sev­
eral errors in the example and published a correction. If you are interested in learn­
ing about OFDM encoding in detail, you can refer to this example. 

Characteristics of the OFDM PHY 
Parameters specific to the OFDM PHY are listed in Table 13-5. Like the physical lay­
ers presented in Chapters 11 and 12, the OFDM PHY also incorporates a number of 
parameters to adjust for the delay in various processing stages in the electronics. As a 
final note, the extra radio bandwidth provided offers a great deal of throughput. In 
the United States, there are currently 12 channels, with the additional space for eight 
channels recently cleared. 20 co-located channels operating with 50% of the trans­
mission time devoted to user traffic can move over 500 Mbps. This number is far 
greater than any other physical layer yet standardized. 

Table 13-5. OFDM PHY parameters 

Parameter Value 

Maximum MAC frame length 4,095 bytes 

Slot time 

SIFStime 

Contention wind ow size 

Preamble duration 

9 µs 

16115 

15 to 1,023 slots 

20µs 

4µs 

Notes 

The SIFS is used to derive the value of the other interframe spaces (DIFS, 
PIFS, and EIFS). 

PLCP header duration 

Receiver sensitivity -65 to-82 dBm Depends on speed of data transmission. 

Like the other physical layers, the OFDM PHY has a number of attributes that can 
be adjusted by a vendor to balance delays in various parts of the system. It includes 
variables for the latency through the MAC, the PLCP, and the transceiver, as well as 
variables to account for variations in the transceiver electronics. 
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CHAPTER 14 

802.11 g: The Extended-Rate PHY 
(ERP) 

When wireless LANs first entered the mainstream computing consciousness, there 
was one practical choice. 802.llb had recently been standardized, and offered the 
prospect of near-Ethernet speed, which, to be fair, by that point was not very fast at 
all. As 802.lla emerged from the laboratory into commercially-available chipsets, 
users had a desire to obtain higher speeds than 802.llb, while retaining backwards 
compatibility with the installed base of 802.llb hardware. The result is 802.llg, 
which offers a headline bit rate comparable to 802. lla while still operating in the 
microwave band. By working at slightly less than half the frequency, 802. llg devices 
have better range than the 5 GHz 802.1 la devices. 

802.llg is not a revolutionary specification. In fact, if you read the new clauses 
added hy the specification, it is clear that it uses much of the existing work done else­
where. The new physical layers it specifies are built on existing work, and there are 
only slight modifications. Most of 802.llg is occupied with providing backwards 
compatibility. 

802.11 g Components 
802.1 lg is really several physical layer specifications in one. It adds one umbrella 
clause for the Extended Rate PHY (ERP). However, there are several different "fla­
vors" of ERP: 

ERP-DSSS and ERP-CCK 
These modes are backwards compatible with the original direct sequence specifi­
cation (1 Mbps and 2 Mbps) described in Chapter 11, as weU as the 802.llb 
enhancements (5.5 Mbps and 11 Mbps) described in Chapter 12. To retain 
backwards compatibility, a few minor changes are required. 

ERP-OFDM 

298 

This is the major mode of 802.llg. It is essentially running 802.lla in the ISM 
frequency band (2.4 GHz), with a few minor changes to provide backwards 
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compatibility. It supports the same speeds as 802.lla: 6, 9, 12, 18, 24, 36, 48, 
and 54 Mbps. Speeds of 6, 12, and 24 Mbps are mandatory. 

ERP-PBCC 
This is an optional extension to the PBCC standard provided in 802.llb, and 
provides data rates of 22 Mbps and 33 Mbps. Although it is part of the stan­
dard, it is not implemented by most major chipsets in the market, and is not 
widely used. 

DSSS-OFDM 
This a hybrid scheme, which encodes packet data using the DSSS headers, and 
OFDM encoding of the payload. Part of the reason for developing this imple­
mentation was for backwards compatibility. Although the body is OFDM­
modulated and unintelligible to 802.llb, information in the headers is able to 

provide information on the duration of the packet. It is optional, and not 
widely implemented. 

Any device that implements 802.llg is required to support a few mandatory modes. 
For backwards compatibility, 802.1 lg devices must support DSSS modulation (802.11) 
at land 2 Mbps, and CCK modulation (802.llb) at 5.5 and 11 Mbps. Basic OFDM 
support is required, and all 802.llg stations are further required to support OFDM 
modulation at 6, 12, and 24 Mbps. 

Compatibility Changes 
The mandatory modes in 802.llg are slight modifications of existing physical layers, 
with a few minor alterations made for backwards compatibility. The modifications 
required of 802.llg stations assist coexistence with older implementations. They are 
not changes to the existing specifications. An 802. llb card will work as it always 
has. The only difference is that an 802. llg card will have a few features not present 
in 802.llb. 

802.llb devices implemem two different specifications: the original, slow direct 
sequence (DSSS) from the initial 802.11 standard, and the high-rate complementary 
code keying (CCK) PHY from 802.116. 802.llg adopts both of those standards, and 
makes only a few minor changes. Naturally, any 802.llg station must be able to hear 
not only older stations but other 802.llg stations, so any 802.llg-compliant station 
must support all the preambles and synchronization found in 802. llg. More signifi­
cantly, 802.llg stations must support the short preamble because it helps a great 
deal in maintaining high throughput. 802.llg radios are required to be more sensi­
tive to signals as well. 

802.llg devices must also implement ERP-OFDM, which is based heavily on 802.lla. 
In fact, it looks almost exactly like 802.lla, with a few obvious changes. Most notably, 
802.llg adopts the frequency plan of 802.llb, so there are still only three ostensibly 
nonoverlapping channels for use. (See Chapter 13 for the adjacent-channel overlap 
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map; the same note about three mostly nonoverlapping channels applies to 802.1 lg as 
well.) It also uses interframe spacing and slot times that are compatible with older 
ISM-band 802.11 stations. Regulatory structures may be different around 802.llg 
and 802.11 b, however. Japan allows 802.1 lb operation in channels 1-14, but 802.1 lg 
is only allowed on channels 1-13. 

Protection 
One of the major differences between 802.1 lb and 802.1 lg is protection, which is 
required because of an asymmetry between the chipsets that implement the specifica­
tions. One of the problems faced by the designers of 802.llg is that it uses a differ­
ent modulation scheme than 802.llb. 802.llg chips are built with backwards 
compatibility, and have no problem receiving and decoding an 802.116 signal. As is 
normally the case in technology, the converse is not true. 802.llb chipsets have no 
way of making sense of the higher-speed 802.llg transmissions. Part of the solution 
is to require that 802. llg stations transmit at a rate supported by all stations in basic 
service set. If an AP is to serve both 802.116 and 802.llg stations, it will need to 

send Beacon frames at a frame data rate of no higher than 11 Mbps. 

The second part of the solution is to avoid interference between 802.llg and 802.llb 
networks. To ensure that 802.11 b stations are aware of 802 .11 g transmissions, 802.1 lg 
specifies a protection mechanism to "protect" 802.1 lb stations from interference. The 
basic operation of the protection mechanism is shown in Figure 14-1. To avoid inter­
ference during the transmission of the OFDM frame and its acknowledgment, a slower 
frame is sent to update the NAV. There are two main protection modes. More com­
monly, 802.llg stations will use CTS-to-se/f protection, as shown in Figure 14-1 (a). 
When a station has a frame for transmission that needs protection, it will transmit a 
CTS frame with a receiver address of its own MAC address; that is, the destination of 
the CTS frame is the station itself. In the CTS, it will update the Network Allocation 
Vector (NA V) to tell other stations using the physical medium that it will be using the 
radio link for the time necessary to transmit the CTS, the OFDM-modulated frame, 
and an OFDM-modulated acknowledgment. Although the station sends the CTS to 
itself, all stations on the network are required to listen to CTS frames and update the 
NAV accordingly. The CTS frame is sent at the maximum speed it can be, using a 
modulation that can be received by all stations. Throughput may suffer a significant hit 
as a result of this exchange. A maximum Ethernet-size data frame and its acknowledg­
ment require 294 microseconds at the highest speed, but the CTS to clear out the net­
work requires at least 107 microseconds, and possibly more than 200 microseconds if 
long preambles are in use. 

Figure 14-1 (b) shows the second mechanism, which is a full RTS/CTS exchange. Full 
RTS/CTS exchanges are more robust against hidden nodes, but come with a cost in 
network capacity. As in the CTS-to-self case, the compatibility frames used to reserve 
the medium may be have a transmission time comparable to or longer than the data. 
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Both the RTS and CT$ frames will take 100 microseconds, while a maximum-size data 
frame and its ACK only require 300 microseconds. Based on calculations of the time 
required for the extra RTS, I estimate that the use of full RTS/CTS exchanges versus 
CTS-to-self to be a reduction of approximately one third in overall data throughput.' 

a) as ta self 
SIFS CCKIDSSS 

! i 

OFDM 

802.llg Tx I as Data 

station Rx 

Seen by r, 
802.11b 

Rx I CTS· ! . (no f,ames detected) 

t Expected OFOM Data + ACK 
NAY 

b) RTS-ITS 
«KIOSSS 

11 

OFOM 

I~ 802.11g T~ I RTS 

I I 
Data 

station Rx as 
CCK/0555 l~I 

802.11b r, as 
sralion Rx RTS [ no frames detected) 

CTS = RTS -CTS time 
NAY 

RTS: Expected CTS time+ date+ ACK 

Figure 14-1. Basic overview of protection mechanism 

To ensure that the protection frames are received and processed by all stations on the 
network, protection &ames are transmitted using 802.llb rules. They may be trans­
mitted using phase shift keying at 1 Mbps or 2 Mbps, or CCK at 5 5 Mbps or 11 
Mbps. Any 802.11 b station will be able to understand these modulations, and can 
update its virtual carrier sense accordingly. Figure 14-1 shows this by labeling the 

L.... transmission modulation, and only showing the compatible modulations as received 
by an 802.llb station. 

[ ..... 

~ 

L 

• See "When is54 Not Equal to 54: An Analysis of 802.l lg Throughput" ar http:llwww.oreillynet.com!pub!a/ 
wireless/2 003/08/08/wireless _throughput. htm I. 
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[fil Only the protection frames are required to be transmitted at the 802.1 lb­
compatible data rates. Protection does not require 802. llg stations to 

!· use a slower data rate for the payload data, as is commonly asserted . 

Protection is activated whenever there is a need to ensure 802.1 lg stations do not 
interfere with 802.llb stations. One obvious case in which this happens is when an 
802.llb station associates with an AP. All the 802.llg stations associated with the 
AP will then start using protection to ensure that the 802.116 station does not suffer 
from or cause interference. Protection is also activated in the less obvious case of a 
co-channel AP with 802.llb-only traffic. Because the two co-channel APs share the 
same physical medium, an 802.116 station using the same channel on a different AP 
also triggers protection. 

Protection is controlled through the ERP information. element in Beacon frames. 
802.llg adds a Use Protection bit in to an information element in the Beacon. 
When the bit is set, stations must use protection. When a non-802.llg-capable 
station associates to a wireless LAN, the protection bit will be set. The station 
responsible for sending the Beacon is also responsible for deciding whether tO acti­
vate protection. In infrastructure networks, the protection activation is handled by 
the access points; in independent networks, it is the Beacon generator. Protection is 
activated when a non-802. llg station associates with the network, as well as when 
non-802. llg-capable stations are transmitting in the area. Non-802.llg-capable 
stations may be deduced by the reception of a management frames, including Bea­
cons and Probe Responses, from an overlapping network that does not indicate the 
data rates supported by 802.llg. 

Beacons in 802.llg networks can also control the preamble length for protection 
purposes. In the ERP information element, the Barker Preamble Mode bit can be 
used to tell associated stations whether to use the long preamble or short preamble. 
If all the stations associated to a network are capable of short preambles, the Barker 
Preamble Mode bit will be set to zero, and all stations will use short preambles for 
efficiency. Once a station that is not capable of short preambles associates with the 
network, however, the bit will be set to one, and all protection frames will use long 
preambles. 

As with most other technology that is required to be backwards compatible, 802.llg 
can suffer for it. If protection is not enabled, 802.lla and 802.llg throughput is 
identical. Once protection is activated, however, my calculations showed it to be 
veiy roughly 50%, depending on the ratio of TCP data segments to TCP ACKs. 
Transmitting a full-size 1,500 byte Ethernet frame over 802.11 requires 428 micro­
seconds for both the frame and the 802.11 acknowledgment. When CTS-to-self pro­
tection is used, the transmission time jumps to 557 microseconds; RTS/CTS adds 
further bloat, and requires 774 microseconds for the same transmission. Avoiding 
the need for protection is one of the reasons that many 802.1 lg access points offer 
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the ability to accept associations from 802.llg-capable stations only. By shunning 
stations that are not capable of 802.1 lg speeds, there is an increased probability that 
protection can remain disabled. Of course, a station that is shunned may very well 
find a different network that can accommodate it on the same channel, which would 
still trigger the activation of protection. 

.. .. , 
[fil Although 802.lla and 802.llg are capable of the same speed, the 

.. extra transmission time required for protection may cut payload data 
~: throughput by half. 

Protection is not required for the ERP-PBCC and DSSS-OFDM physical layers. AB 
shown in Figure 14-2, both of them begin with an 802.116-compatible header, and 
therefore the virtual carrier sense and NA V are updated without needing to send 
extra frames. An 802.llb station will receive the header and update the virtual car­
rier sensing mechanism based on the contents of the header. No transmissions will 
be allowed until the medium lock expires. Although the 802.1 lb station cannot 
detect the body of the frame, it is prevented from interference by the header. There is 
a cost to using ERP-PBCC or DSSS-OFDM. In a sense, they are always using protec­
tion because they use a much slower header. Both ERP-PBCC and DSSS-OFDM 
have, at minimum, 96 microsecond headers that can never be dropped. In contrast, 
the common ERP-OFDM mode must use the same header on a CTS frame that takes 
107 microseconds to transmit, plus a 10 microsecond SIFS gap. However, ERP­
OFDM needs to pay the penalty only when protection is required, while the optional 
modes always need to suffer the hit. 

Seen by 802.11 b stations 

I Header \ Body ] 

m,::- -- 1 I I 
>~M • .., 

Header 

Invisible to 802.11 b s~:-~i-~-~~---······ 

Body 

BtJl.11b 
station 

j Header (Nothing) 

Medium locked . 

NAV iiiliiii 
Figure 14-2. ERP-PB CC and DSSS-OFDM frame format 
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ERP Physical Layer Convergence (PLCP) 
The ERP PHY's convergence layer is quite complicated. Due to the plethora of oper­
ational modes, there are a number of different ways that frames will be bundled up 
for transmission by the radio interface. Each of the modes described at the start of 
the chapter has its own physical layer framing. 

ERP-OFDM Framing 
This mode is the meat of the specification. All stations are required to implement it, 
and it is what is colloquially meant by "802.llg support" because most stations 
default to using it. ln practice, understanding ERP-OFDM physical framing will pro­
vide you with the understanding of most 802.1 lg transmissions in the air. 

The format of the ERP-OFDM frame at the physical layer, shown in Figure 14-3, is 
nearly identical to 802.lla. ERP-OFDM uses an identical logical protocol data unit, 
shown as the top line of the figure. In fact, the only major difference from 802.lla is 
that the frame is followed by a six microsecond idle time called the signal extension, 
which is shown in the second line of the figure, where the logical construction is 
assembled for transmission. The reason for the extra 6 µsis to make timing calcula­
tions and frame rates identical to 802.lla. 802.lla uses a 16 µs SIFS time, which is 
used in part to finish decoding the previous frame. For backwards compatibility, 
802.llg uses the 10 µsidle time used by 802.116. To provide enough time for the 
decoding process to finish, 802.llg adds 6 µsidle time to the end of the frame, leav­
ing a 16 µs gap for the hardware to run its decode process. Of course, the NAV is set 
so that the virtual carrier sense mechanism reports the medium idle after the signal 
extension period completes. ln the lower line, the OFDM transmissions are shown. 
It is identical to 802. lla. 

Single-Carrier Framing with 802.11 g 
Although the OFDM modulation discussed in the previous section is by far the most 
common, it is also possible to use 802.llb-compatible framing directly around the 
higher speed body. Traditional framing is used with both the packet binary convolu­
tion coding and the DSSS-OFDM layer. Because older 802.116 stations can read the 
frame header, they can avoid using the medium during transmission and do not require 
protection. Figure 14-4 shows the use of traditional single-carrier framing in 802.llg. 

Preamble 
The Preamble is identical to the 802.116 preamble discussed in Chapter 12, and 
consists of a synchronization field followed by a start of frame delimiter. It may 
be either the long preamble of 144 bits or the short preamble of 72 bi ts. In either 
case, the Preamble is transmitted at 1 Mbps using DBPSK modulation. Before 
modulation, the data is scrambled just as it is in 802.1 lb. 
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Figure 14-3. ERP-OFDM PLCP frame format 

PLCPFormat Preamble PLCP 
Header 

PSDU 
(MAC frame) 

long: 144 bits@ 1 MbfJ5 DBPSK .. ·•··········· . . long@ 1 Mbps;;;;;···· .... 
~ short:7lbits@1MbpsOBP5K- 11 .. / 4Sb,rs. short@ ZMbpsOQR5K ~ 

···· ....................... . 

Sync SFD Signal Service 

long: 128 scrambled ls 
short : 56 scrambled Os 16bits 8 bits 8bits 

Figure 14-4. Long preamble ERP PLCP frame format 

PLCP Header 

Length PLCP MAC header, 
CRC data, and CR( 

16bits 16bits 

Signal 
extensitm 

The PLCP header is identical to the PLCP header discussed in Chapter 12. It 
consists of the Signal field, Service field, a Length field, and a PLCP-layer CRC 
check. The Length and CRC fields are identical to the 802.llb interpretation. 

Signal field 
This field is used to show the rate at which the PLCP payload (the MAC frame) is 
modulated. Initially, it was defined as the multiplier of 100 kbps that would result 
in the encoding rate. With the field defined as only eight bits, it would limit the 
encoding speed to 25.5 Mbps. To accommodate increased speeds, the Signal field 
consists of a label that describes the speed, as shown in Table 14-1. The signal field 
is not needed to tell the receiver what the encoding rate of a DSSS-OFDM frame is 
because there is a separate OFDM header to perform that task. 

ERP Physical Layer Convergence (PLCP) I 3 05 

AXW-2015-328



Tah/e 14-1. Value of the SIGNAL field in the single-carrier frame header 

Speed - ·- - Signal field value (hex/binary) 
- Signal field value, decimal 

1 Mbps (ERP-DSSS) OxOA (00001010) 10 

2 Mbps (ERP-DSSS) Ox14 (0001 0100) 20 

5.5 Mbps (ERP-CCK, ERP-PBCC) Ox37 (00110111) 55 

11 Mbps (ERP-CCK, £RP-PBCC) Ox6E (01101110) 110 

22 Mbps (ERP-PBC() Ox DC (1101 1100) 220 

33 Mbps (ERP-PBCC) Ox21 (0010 0001) 33 

Any DSSS-OFDM speed OxlE(OOOl 1170) 30 

Service field 
The service field, shown in Figure 14-5, contains control bits to help the receiver 
decode the frame. As discussed previously, bits 0, 1, and 4 are reserved and must 
be set to zero. Tn all 802.1 lg stations, the transmit and symbol docks are locked, 
so bit 2 is always set to 1. Bit 3 is set when the frame body is modulated with 
PBCC, and set to zero for DSSS, CCK, and DSSS-OFDM modulations. The last 
three length extension bits are used to assist receivers in determining the frame 
length in bytes from the Length field, which is expressed in terms of the number of 
microseconds required for transmission. The standards have a complicated set of 
rules for when the bits must be set, but they are beyond the level of detail required 
for this book, especially since the single-carrier framing technique is uncommon. 

bir 0 1 2 

(lock lock 
O=not 
locked 

1 = locked 

Figure 14-5. 802.1 lg SERVICE field 

Frame Body 

3 

Modulation 
O= not 

ERP-PBCC 
1 = ERP-PBCC 

4 5 6 7 

Length Extension 
I 

Length 
Extension 

(ERP -PBCC only) 

The final component of the PLCP frame is its payload, which is the MAC frame, 
modulated either by PBCC or OFDM. Details of the frame body modulation will 
be discussed in subsequent sections. 

PBCC coding 

To transmit a frame using PBCC, the frame data is first run through a convolutional 
code. The frame is broken into 2-bit elements, and are used as input into a convolu­
tional code that outputs three bits. Each 3-bit block is mapped on to a symbol using 
8PSK. Receivers will reverse the process, translating a single phase shift into one of 
eight symbols. After translating the symbol to a three-bit sequence, the convolutional 
code is used to remove the redundant bit and recover the original data. See Figure 14-6. 
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Figure 14-6. PBCC processing 

Achieving a 22 Mbps data rate with this physical encoding is straightforward. The 
symbol clock continues to run at 11 MHz, just as in 802.116, but each symbol is 
now capable of transmitting two bits. To run at 33 Mbps, the symbol rate for the 
data portion of the frame must be increased to 16.5 MHz. At two bits per symbol, 
the overall data rate is 33 Mbps. Clock speed switching must occur between the 
PLCP preamble and its payload. 

DSSS-OFDM framing 

DSSS-OFDM is a hybrid framing technique. The higher-layer packet is encoded with 
OFDM, and the OFDM-modulated packet is framed with a traditional-single carrier 
header, as shown in Figure 14-7. Headers are transmitted in accord with 802.llb 
(including the data scrambler used by 802.116), but the frame body is modulated using 
OFDM, in a process identical to the encoding used in 802.11 and described in 
Chapter 13. Although similar to the encoding in 802.lla, the DSSS-OFDM framing 
eliminates the initial short training sequences. It also adds a 6 µs signal extension field to 

allow the convolution decode extra time to finish. The transition from direct sequence 
modulation to OFDM that occurs at the end of the PLCP header is somewhat complex 
from a radio engineering point of view, but is beyond the scope of this book. 

ERP Physical Medium Dependent (PMD) 
Layer 
Once the PLCP frame is ready for transmission, it is dispatched to the Physical 
Medium Dependent (PMD) layer. The PMD is responsible for taking the data and 
sending it out the antenna. Due to the wide variety of modulation schemes that 
might be used, an 802.llg transceiver must implement several different transmis­
sion modes, either wholly or partially, and switch between them as needed. Some 
functions, however, are shared by all transceivers regardless of operating mode. 
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Atheros "Super G" Extensions 
Although the speed has increased dramatically in the past several years, wireless net­
works are still not fast. Under optimum conditions, a standards-based wireless net­
work can achieve about 30 Mbps. In the race to get the highest number possible on the 
side of the box, nearly all chipset manufacturers have implemented extended functions 
to increase speed. By far, the most notable (or notorious) was Atheros' Super G 
enhancements, with three good features, and one that has drawn a great deal of fire. 

Block acknowledgment (also called frame bursting) 
In the standard 802.11 radio link management scheme, every data frame must be 
followed by an acknowledgment, after which the station must re-contend for the 
medium. Block acknowledgments a[iow a station to transmit several frames, sep­
arated only by the short interframe space so there is no contention for the 
medium. The sequence is then followed by a single block acknowledgment. Block 
acknowledgment developed according to the current 802. lle drafts is generally 
interoperable between vendors. 

Packet clustering 
The 802.11 frame can hold much more data than a standard 1,500 byte Ethernet­
size frame. Using the full payload size improves the payload-to-overhead ratio, 
and increases speed. 

Hardware data compression 
By compressing data prior to transmission, it requires less time to transmit and 
gives an effective throughput increase to the link. Hardware compression is most 
effective when there is redundant data, such as uncompressed text. It is not as 
effective when transmitting compressed images. 

Channel bonding (also called "turbo mode") 
Instead of using a single 22 MHz channel, the bonding feature doubles the band­
width. With more spectrum to spread the signal over, a higher number of bits can 
be pushed through the now-wider channel. To ensure that the wider bandwidth 
stays within regulatory limits, channel bonding is restricted in some products to 
operate in the middle of the band on channel 6. 

By far the most controversial feature of the Super G feature set is the channel bonding. 
In late 2003, Broadcom accused Super G of interfering with regular 802.llg transmis­
sions, and had a private demonsrration at Comdex. (I was barred from observing.) 
Later tests revealed some interference, but found that Broadcom's chipsets were more 
susceptible to degredation than those of ocher vendors. Atheros has implemented a 
mode which monitors for standard 802. l lg transmissions, and refrains from using 
channel bonding if other networks are present. 

The main lesson is that any channel bonding feature is likely to increase interference by 
sucking up more of the available scarce spectrum. Spectrum-hungry transmissions 
modes are unsuitable for use in a large area requiring multiple access points because they 
cut the number of available channels from an already-too-low three to one. Deploy a 
channel bonding device in your home, but keep it off your company's network. 
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Figure 14-7. DSSS-OFDMframeformat 

Clear Channel Assessment (CCA) 
Only one CCA mode is defined for 802.llg, which combines a minimum energy 
threshold with the ability to decode a signal. Energy detection is based on receiving a 
valid signal at the start of a transmission slot with a signal power of -76 dBm or 
greater. As a performance requirement, within a specified window, the PHY should 
have a high probability of correctly reporting the medium busy. Both the time win­
dow and the probability are shown in Table 14-2 . 

Table 14-2. 802.1 lg CCA performance requirements 

CCA time 

Detection probability 

Long slot (20 µs) 

15µs 

>99% 

Short slot (9 µs) 

4µs 

>90% 

CCA is integrated with a PLCP-level virtual carrier sense. When a PLCP header is 
received, it will include a Length field that indicates the amount of time the medium 
will be busy. The physical layer will continue to report the medium busy for that 
time period, even if the physical signal is lost. (Note that this is similar in concept 
and operation to the Network Allocation Vector at the MAC layer.) Part of the rea­
son for doing this is that not all implementations will support all the transmission 
modes, so it is important that the physical layer correctly avoids interfering with 
transmissions it cannot demodulate. 
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Reception Procedure 
802.llg stations have a more complicated procedure for receiving frames than chips 
that implement other standards because of the choice and backwards compatibility. 
When an incoming frame is detected, an 802.llg station will need to detect it and 
then demodulate it with the correct physical layer. 

l. Is the preamble an OFDM preamble (like 802.lla), or the traditional single-car­
rier preamble used by 802.llhl Frames modulated with OFDM will be pro­
cessed exacrly the same as 802.lla frames, just received on a different frequency. 

2. If the frame is not an OFDM frame, it must decode the preamble, and find the 
end of the preamble to see the PLCP SIGNAL and SERVICE fields. 

3. By decoding the PLCP header, the appropriate modulation can be employed to 
demodulate the frame body. 

a. If the SERVICE field indicates that the frame is modulated with PBCC, the 
PBCC reception procedures will be triggered. 

b. If the SERVICE field doesn't indicate the presence of PBCC, the data rate is 
checked. Data rates of 1 and 2 Mbps are processed with the DSSS reception 
algorithm, and data rates of 5.5 Mbps and 11 Mbps are processed according 
to the CCK reception algorithm; both are described in Chapter 12. 

c. If the SIGNAL field indicates a speed of 3 Mbps, DSSS-OFDM reception is 
used. Ir will switch the demodulator to receiving OFDM at the end of the 
PLCP header. 

Characteristics of the ERP PHY 
802.llg has very simi.lar characteristics to 802.lla, with one notable exception. 
Although each channel has similar performance to an 802. lla channel, there are 
only three channels. If each channel is run at the highest data rate and 50% effi­
ciency, the total aggregate throughput is only 81 Mbps. It is a high number, but does 
not begin to approach 802.1 la. 

Table 14-3. ERP PHY parameters 

Parameter Value Notes 

Maximum MAC frame length 4,095 bytes 

Slot time 20 µs If the network consists only of 802.1 lg stations, the slot time may be 
9 µs shortened from the 802.11 b-compatible value to the shorter value used 

in 802.lla. 

SIFS time 10 µs The SIFS is used to derive the value of the other interframespaces (DIFS, 
PIFS, and EIFS). 

Signal extension time 6µs Every 802.11 g packet is followed by the signal extension time. 
Contention window size 15 or 37 to If the station supports only 1'02.11 b rates, it will be 31 slots for com pat-

1,023 slots ibility. Otherwise, the contention window may be shorter. 

Preamble duration 20 µs 
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CHAPTER 15 

A Peek Ahead at 802.11 n: 
MIMO-OFDM 

802.11 task group N (TGn) has an interesting goal. Most IEEE task groups focus on 
increasing the peak throughput, making data fly as fast as possible during the time it 
is being transmitted. TGn's goal is to achieve 100 Mbps net throughput, after sub­
tracting all the overhead for protocol management features like preambles, inter-
frame spacing, and acknowledgments. Although the goal is 100 Mbps net 
throughput, the final proposal seems certain to blow past that number, and offer 
many times that throughput in maximum configurations. There are two roads to 100 
Mbps: improve the efficiency of the MAC, increase the peak data rate well beyond 
100 Mbps-or both. 

Six complete proposals were made to the group creating the eventual 802.1 ln, but 
support has coalesced around two main proposals, from groups named TGnSync 
and WWiSE (short for "World-Wide Spectrum Efficiency"). Both camps have chip­
makers. Atheros, Agere, Marvell, and Intel are part of TGnSync; Airgo, Broadcom, 
Conexant, and Texas Instruments are the core of WWiSE. However, quite a few 
manufacturers of electronic devices that might use 802.11 (Cisco, Nokia, Nortel, 
Philips, Samsung, Sanyo, Sony, and Toshiba) have also become part of the effort, 
and they are disproportionately represented in TGnSync. 

At a very high level, both proposals are similar, though they differ in the emphasis on 
increasing peak data rates versus improving efficiency. Each of them makes use of 
multiple-input/multiple-output (MIMO) technology in several configurations and 
provides for backwards compatibility with installed systems in the same frequency 
band. Both support operation in the current 20 MHz channels, with provisions to 
use double-width 40 MHz channels for extra throughput. 

1.... As the standards war is fought across the globe at IEEE meetings, a "pre-N" access 
point has already hit the streets, based on Airgo's chipset. Purchasing it well before the 
standards process is underway is a roll of the dice. When most "pre-G" products were 
brought to market, the task group had begun to work in earnest on a single proposal. 
TGn is currently in the "dueling proposal" stage right now, and there is no guarantee 
that an early device will be firmware upgradeable to the final 802.lln standard. 802.lln 
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is likely to be the last chance to standardize a PHY this decade. Developing a standard 
is as much political engineering as technical engineering. IEEE rules require that a pro­
posal get a 75% supermajority vote before becoming the basis for a standard. As this 
book went to press, TGnSync was garnering a clear majority of support, but was still 
falling short of the necessary 75%. l expect that features from competing proposals will 
be incorporated into the working document to bring the vote count to the necessary 
level. As a result, this chapter describes both of the main competing proposals. 
Although TGnSync will probably be the basis for the 802.1 ln specification, some horse 
trading will likely result in a few WWiSE features being incorporated. 

This chapter describes both the WWiSE and TGnSync proposals. The final standard 
will have some resemblance to both of them, and will likely pick and choose features 
from each. Fortunately, many basic concepts are shared between the two. As you 
read this, keep in mind that the proposals themselves may have changed quite a bit 
since the drafts upon which this chapter was based were written. 

Common Features 
Although the two proposals are different, there is a great deal of similarity between 
the two. Practically speaking, some features are required to reach the goal of 100 
Mbps throughput. 

Mu ltiple-1 n put/Mu I tip le-Output (M IMO) 
Up until 2004, 802.11 interfaces had a single antenna. To be sure, some interfaces 
had two antennas in a diversity configuration, but the basis of diversity is that the 
"best" antenna is selected. In diversity configurations, only a single antenna is used 
at any point. Although there may be two or more antennas, there is only one set of 
components to process the signal, or RF chain. The receiver has a single input chain, 
and the transmitter has a single output chain. 

The next step beyond diversity is to attach an RF chain to each antenna in the sys­
tem. This is the basis of Multiple-Input/Multiple-Output (MIMO) operation.' Each 
RF chain is capable of simultaneous reception or transmission, which can dramati­
cally improve throughput. Furthermore, simultaneous receiver processing has bene­
fits in resolving multipath interference, and may improve the quality of the received 
signal far beyond simple diversity. Each RF chain and its corresponding antenna are 
responsible for transmitting a spatial stream. A single frame can be broken up and 
multiplexed across multiple spatial streams, which are reassembled at the receiver. 
Both the WWiSE and TGnSync proposals employ MIMO technology to boost the 
data rate, though their applications differ. 

• MIMO is pronounced "MyMoe." I attended a symposium in which a standards committee attendee 
described the standardization vote on the acronym's pronunciation. 
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MIMO antenna configurations are often described with the shorthand "YxZ," where 
Y and Z are integers, used to refer to the number of transmitter antennas and the 
number of receiver antennas. For example, both WWiSE and TGnSync require 2x2 
operation, which has two transmit chains, two receive chains, and two spatial 
streams multiplexed across the radio link. Both proposals also have additional 
required and optional modes. I expect that the common hardware configurations 
will have two RF chains on the client side to save cost and battery power, while at 
least three RF chains will be used on most access points. This configuration would 
use 2x3 MIMO for its uplink, and 3x2 MlMO on the downlink. 

Channel Width 
802.lla currently uses 20 MHz channels because that is the channel bandwidth 
allowed by all regulators worldwide. Doubling the channel bandwidth to 40 MHz 
doubles the theoretical information capacity of the channel. Although promising for 
the future, some regulators do not currently allow 40 MHz operation. Japan is the 
most notable exception. 

MAC Efficiency Enhancements 
As chis book has repeatedly pointed out, the efficiency of the 802.11 MAC is often 
poor. In most usage scenarios, it is very difficult to exceed 50-60% of the nominal 
bit rare of the underlying physical layer. Every frame to be transmitted requires a 
physical-layer frame header, as well as the pure overhead of preamble transmission. 
The 802.11 MAC adds further overhead by requiring that each frame be acknowl­
edged. Overhead is particular bad for small frames, when the overhead takes more 
time than the frame data itself. Figure 15-1 shows the efficiency, defined as the per­
centage of the nominal bit rate devoted to MAC payload data, for a variety of frame 
sizes. The values in the figure are exclusively for MAC payload data. Any network 
measurement would require additional LLC data, and networks that are encrypted 
would have additional overhead bytes. Furthermore, most network protocols pro­
vide their own acknowledgment facilities, which further reduces real-world effi­
ciency. The point of Figure 15-1 is that small frames have particularly poor 
efficiency. 

Both TGnSync and WWiSE adopt techniques to improve the efficiency of the radio 
channel. Concepts are similar, but the details differ. Both offer some form of block 
ACKs (sometimes called frame bursting). By removing the need for one acknowledg­
ment frame for every data frame, the amount of overhead required for the ACK 
frames, as well as preamble and framing, is reduced. Block acknowledgments are 
helpful, but only if all the frames in a burst can be delivered without a problem. 
Missing one frame in the block or losing the acknowledgment itself carries a steep 
penalty in protocol operations because the entire block must be retransmitted. 
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Figure 15-1. MAC Efficiency 

Frame aggregation is also part of both proposals. Many of the packets carried by 802.11 
are small. Interactive network sessions, such as telnet and SSH, make heavy use of 
rapid-fire small packets. Small packets become small frames, each of which requires 
physical-layer framing and overhead. Combining several small packets into a single 
relatively large frame improves the data-to-overhead ratio. Frame aggregation is often 
used with MAC header compression, since the MAC header on multiple frames to the 
same destination is quite similar. 

WWiSE 
The W\ViSE consortium includes several well-known cbipmakers: Airgo (the manu­
facturer of the first "pre-N" devices on the market), Broadcom, Conexant, and Texas 
Instruments. Motorola joined the consortium in February 2005, just as this book 
headed to press. 

MAC Enhancements 
As would be expected from a name touting spectral efficiency, \1/WiSE is more the 
more heavily weighted towards improving the .MAC efficiency of the two proposals. 
To get to 100 Mbps net payload throughput, 12,000 bytes (960,000 bits) need to be 
transmitted in 960 microseconds. \1/WiSE's PHY specification has a 135 Mbps data 
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rate in a basic two-antenna configuration with two data streams, which can move the 
data in 711 microseconds. The remaining 249 microseconds are used for preambles, 
framing, interframe spacing, and the single block acknowledgment. 

Channels and radio modes 

WWiSE uses both 20 MHz and 40 MHz channels. 40 MHz operation may be 
through a single 40 MHz channel, or through a 20 MHz channel pair in which both 
channels are used simultaneously for data transmission. One channel is designated 
as the primary channel, and operates normally. The secondary channel is used only 
for channel aggregation, and does not have stations associated on it. The secondary 
channel is used for "overflow" from the primary; carrier sensing functions are per­
formed only on the primary channel. 

Although the use of two channels is really a physical layer operation, there are some 
housekeeping functions performed by the MAC. A new information element, the 
Channel Set element, is sent in the primary channel Beacon frames so that stations 
are informed of the secondary channel in the pair. Access points also send Beacon 
frames on the secondary channel; unlike most Beacon operations, though, the pur­
pose is to discourage clients from associating, or other devices from choosing that 
channel for operation. A secondary channel Beacon frame is very similar to the pri­
mary channel Beacon, but the only supported rate is a mandatory MIMO PHY rate. 
To further discourage use of the channel, it may also include the contention-free 
information element. 

Protection 

Like 802.llg, the new PHYs require enhanced protection mechanisms to avoid inter­
fering with existing stations. Naturally, the protection mechanisms specified in 802.llg 
are adopted for operation of 2.4 GHz stations that may have to avoid interfering with 
older direct sequence or 802.llb equipment. When access points detect the pres­
ence of older equipment, it will trigger the use of RTS-CTS or CTS-to-self protection 
as described in Chapter 14. 

However, additional protection may be required to avoid having a MlMO station 
transmit at a rate not understood by 802.lla or 802.llg equipment. The WWiSE 
proposal contains an OFDM protection scheme to allow MIMO stations to appro­
priately set the NAV on older OFDM stations. The protection mechanism is identi­
cal to the one described in Chapter 14, but it takes place using OFDM data rates. 

Finally, the WWiSE proposal uses two bits in the ERP information element in Bea­
con frames to indicate whether OFDM protection is needed. In some cases, OFDM 
protection may be needed to assist an older 802.1 lg network, but no protection is 
needed for 802.llb stations. Access points monitor the radio link to determine if 
OFDM protection is needed. To assist stations using channel pairs, they also report 
on whether a secondary channel is in use. 
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Aggregation, bursting, and acknowledgment 

The WWiSE proposal increases the maximum payload size from 2,304 bytes to over 
8,000 bytes. Increasing the payload increases the payload-to-overhead and the ratio 
can increase efficiency if the larger frames or bursts can be delivered successfully. 

Aggregation bundles multiple higher-level network protocol packets into a single 
frame. Each packet gets a subframe header with source and destination addresses, 
and a length to delimit the packet, as shown in Figure 15-2. Aggregation can only be 
used when the frames bundled together have rhe same value for the Address 1 field, 
which is the receiver of the frame. Frames from an access point in an infrastructure 
network use Address l as the destination, so access points can only aggregate frames 
bound for a single station. A station in an infrastructure network can, however, 
aggregate frames ro multiple destinations. Station transmissions use the Address 1 
field for the AP, since all frames must be processed by the AP prior to reaching the 
backbone network. Upon aggregation, the destination address is the "next hop" pro­
cessing station, and the source is the creator of the frame. Upon deaggregation, the 
individual subframes will be processed according to the sub-frame headers. Due to 
the requirement that the receiver address must be the same, it is not possible to 
aggregate a mixture of unicast, broadcast, and multicast data. The proposal contains 
no rules about when to use aggregation. 

MAC Header Subframe Packet Subframe Packet 
header 1 1 header2 2 

Subframe I Packet 
headerN ,N 

.. 

byrei ... ··~ 
Length Source MAC address Destination MAC address 

Figure 15-2. Aggregation in WWiSE 

Bursting is a related, but slightly different concept. Frame aggregation glues higher­
layer protocol packets together for transmission in larger lumps. Bursting does the 
same at the physical layer. Once a station has invested a significant amount of proto­
col overhead to obtain control of the channel, it can just keep on transmitting. One 
of the advantages of using multiple physical frames, as opposed to higher-layer 
frames, is that each physical frame has its own source and destination. A frame burst 
can consist of traffic intended for a variety of different destination addresses. In a 
frame burst, there are two additional interframe spaces defined, the Zero lnterframe 
Space (ZIFS) and the Reduced Interframe Space (RIFS). Successive frames that use 
the same transmit power may use the ZIFS for immediate transmission. lf the trans­
mit power is changed between frames, the RIFS may be used. The RIFS is shorter 
than other interframe spaces, though, so it allows a station to retain control of the 
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channel. In Figure 15-3, the first frame cannot be aggregated, and is transmitted after 
the transmitter gains control of the channel. Once it has gained control, it can hold 
on as long as allowed. The second and third frames use the same transmission 
power, and so are transmitted after the zero interframe space. Additionally, they 
share the Address 1 field and are therefore bundled into an aggregate frame. For 
transmission of the next frame, power needs to be changed, requiring the use of the 
reduced interframe space. The fourth and fifth frames can l?e aggregated, and are 
transmitted as a single aggregate frame. When the queued data has been transmit­
ted, the station relinquishes control of the channel. 

I Frame 1 11_ I_ Frame 2 11_1_ Frame 3 Ill Frame 4 H Frame 5 

' I '1 '\ 11 \ Aggregate P~C P frame PLCPframe Aggregate PLCP frame 
(frame 2, frame 3) 

DIFS, _ 
etc. -1-

ZIFS 

Figure 15-3. Bursting in WWiSE 

- 11-
RIFS 

(frame 4, frame 5) 

In the initial version of the 802.11 MAC, a positive acknowledgment was required for 
every unicast data frame. WWiSE lifts this restriction, and allows for a more flexible 
acknowledgment policy. In addition to the "normal" policy, frames can be transmitted 
without an acknowledgment requirement, or "vi.th block acknowledgments instead. 

The WWiSE MIMO PHY 
The WWiSE proposal is a slight evolution of 802.lla, using MIMO technology. The 
basic channel access mechanisms are retained, as is the OFDM encoding. At a high 
level, the WWiSE PHY is mainly devoted to assigning bits to different antennas. 

Structure of an operating channel 

Like 802.lla, the radio channel is divided into 0.3125 MHz subcarriers. As in the 
802.lla channel subdivisions, a 20 MHz channel in the W\ViSE proposal is divided 
into 56 subcarriers. 40 MHz channels, which are optional, are divided into 112 sub­
carriers. In addition to being optional, 40 MHz channels are only supported in the 5 
GHz band because it is not possible to squeeze multiple 40 MHz channels into the 
ISM band. (And if you thought network layout was hard with three channels, wait 
until you try with two!) Figure 15-4 shows the structure of both the 20 MHz and 40 
MHz operating channels in the WWiSE proposal. 

As in 802.lla, subcarriers are set aside as pilots to monitor the performance of the 
radio link. Fewer pilot carriers are needed in a MIMO system because the pilot carri­
ers run through as many receiver chains. A 20 MHz 802.lla channel uses four pilot 

WWiSE I 317 

AXW-2015-340



Center 
frequency 

20 MHz Subcarrier 

number 

40MHz ---:~---"--L--_.;...~_LL _ _.1_-f-L _ _J__.L_ ___ __JL.L __ L_ _ _. 
-58 -42 ·14 14 42 58 Subcarrier 

number 

Figure 15-4. WWiSE pilot carrier structure 

subcarriers. In the WWiSE proposal, a 20 MHz channel requires only two pilot carri­
ers because each pilot is processed by two receiver chains, which has the same effect 
as four pilots processed by a single receiver chain. With fewer pilots, more subcarri­
ers can be devoted to carrying data. 20 MHz WWiSE channels have 54 data subcarri­
ers; 40 MHz channels have exactly twice as many at 108. 

Modulation and encoding 

The WWiSE proposal does not require new modulation rates. It uses 16-QAM (4 
bit) and 64-QAM (6 bit) modulation extensively, but does not require finer-grained 
modulation constellations. 

Coding is enhanced, however. A new convolutional code rate of 5/6 is added. Like 
the 2/3 and 3/4 code rates defined by 802.lla, the 5/6 code is defined by puncturing 
the output to obtain a higher code rate. WWiSE also defines the use of a low density 
parity check (LDPC) code. 

Interleaver 

In 802.1 la, the interleaver is responsible for assigning bits to subcarriers. MIMO 
interleavers are more complex because they must assign bits to a spatial scream in 
addition to assigning bits to positions on the channel itself. The WWiSE interleaver 
takes bits from the forward error coder and cycles through each spatial stream. The 
first bit is assigned to the first spatial stream, the second bit is assigned to the second 
spatial stream, and so on. The interleaver is also responsible for scrambling the 
encoded bits within each spatial stream. 

Space-time block coding 

In most cases, an antenna will be used for each spatial stream. However, there may 
be cases when the number of antennas is greater than the number of spatial streams. 
If, for example, most APs wind up using three antennas while clients only use two, 
there is an "extra" transmit antenna, and the two spatial data streams need to be 
assigned to the three antennas. Transmitting a single spatial stream across multiple 
antennas is called space-time block coding (STEC). 
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The basic rule for splitting a spatial stream across multiple antennas is to transmit 
two related streams on different antennas. As discussed in Chapter 13 on 802.lla, 
the radio wave is composed of in-phase and quadrature components, where the 
quadrature wave is a quarter-cycle out of phase with the in-phase component. Phase 
shifts are represented mathematically by the imaginary part of the complex number 
in the constellation. The complex conjugate of a complex number has rhe same real 
part, but flips the sign on the imaginary part. Physically, the radio wave from the 
complex conjugate will have the same in-phase component, but the quadrature com­
ponent will have the oppose phase shift. When there are extra antennas, the \VWiSE 
proposal mandates that a spatial stream and its complex conjugate are transmitted 
on an antenna pair. Table 15-1 reviews the rules. The rules for splitting spatial 
streams are independent of the channel bandwidth, although 40 MHz spatial streams 
will carry more bits . 

Table 15-1. WWiSE encoding rules when antennas outnumber spatial streams 

Transmit Spatial Third spatial 
antennas streams First spatial stream Second spatial stream stream 

2 1 Coded across antennas 1 and 2 NIA NIA 

3 2 Coded across antennas 1 and 2 Trans mined normally on third antenna N/A 

4 2 Coded across antennas 1 and 2 Coded across antennas 3 and 4 NIA 

4 3 Coded across antennas 1 and 2 Third antenna Fourth antenna 

Modulation rates 

There are 24 data rates defined by the WWiSE PHY, with 49 different modulation 
options. Rather than take up a great deal of space in a table, here is a basic formula 
for the data rates: 

Data rate (Mbps) = 0.0675 x channel bandwidth x number of spatial streams 
x coded bits per subcarrier x code rate 

Channel bandwidth 
Either 20 for 20 MHz channels, or 40 for 40 MHz channels or channel pairs. 

Number of spatial streams 
The number of spatial streams can be equal to 1, 2, 3, or 4. It must be less than 
or equal to the number of transmission antennas. Support for at least two spa­
tial streams is mandatory. 

Coded bits per subcarrier 
In most cases, this will either be 6 for 64-QAM or 4 for 16-QAM. BPSK (1 coded 
bit per subcarrier) and QPSK (2 coded bits per subcarrier) are only supported in 
the 20 MHz channel mode with one spatial stream. 

Code rate 
The code rate may be 1/2 or 3/4 when used with 16-QAM, and 2/3, 3/4, or 5/6 
when used with 64-QAM. 
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There may be multiple ways to get to the same data rate. As an example, there are 
four ways to get 108 Mbps: 

• Four spatial streams in 20 MHz channels, using 16-QAM with R=l/2. 

• Two spatial streams in 20 MHz channels, using 64-QAM with R=2/3. 

• One spatial stream in a 40 MHz channel, using 64-QAM with R=2/3. 

• Two spatial streams in 40 MHz channels, using 16-QAM with R=l/2. 

In a basic mode with a single spatial stream, channel capacity is slightly higher than 
with 802.lla because fewer pilot carriers are used. Single-channel modulation tops 
out at 60.75 Mbps, rather than the 54 Mbps in 802.lla. By using all the highest 
throughput parameters (four 40 MHz spatial streams, with 64-QAM and a 5/6 code), 
the WWiSE proposal has a maximum throughput of 540 Mbps. 

MIMO and transmission modes 

Previous 802.11 PHY specifications had fairly simple transm1s s10n modes. The 
WWiSE proposal has 14 transmission modes, depending on 3 items: 

• The number of transmit antennas, noted by xTX, where x is the number of 
transmit antennas. It ranges from 1 to 4, although a single antenna is only sup­
ported for 40 MHz channels. All 20 MHz channels must use at least two trans­
mit antennas, though they may have only one spatial stream. 

• Whether the frame is used in a greenfield (GF) or mixed mode (MM) environ­
ment. Mixed mode transmissions use physical headers chat are backwards-com­
patible with other OFDM PHYs, while greenfield transmissions use a faster 
physical header. 

• The channel bandwidth, which may be 20 MHz or 40 MHz. 

Table 15-2 shows the resulting 14 transmission modes. There are several physical 
layer encodings defined for each of these modes, and they will be discussed in the 
PLCP section. The number of active antennas is only loosely related to the number of 
spatial streams. A system operating in the 4TX40MM mode has four transmit anten­
nas, but it may have two or three spatial streams. 

Table 15-2. WWiSE transmission modes 

Greenfield 

Mixed mode 

20 MHx channels 

2TX20GF 
3TX20GF 
4TX20GF 

2TX20MM 
3TX20MM 
4TX20MM 
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40 MHz channels 

1TX40GF 
2TX40GF 
3TX40GF 
4TX40GF 

1TX40MM 
2TX40MM 
3TX40MM 
4TX40MM 
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WWiSE PLCP 
The PLCP must operate in two modes. In Greenfield mode, it operates without using 
backwards-compatible physical headers. Greenfield access is simpler: it can operate 
without backwards compatibility. As a starting point, consider Figure 15-5; it shows 
the PLCP encapsulation in the 1TX40GF, 2TX20GF, and 2TX40GF modes. 

1.6µs + 2 X 3.2µs = Bµs 

Antenna 1 Guard I Long training ,equence 

Antenna2 I Shorttraining sequence Guard Long training sequence 
(400ms shift) (1600ms shift] 

·······• .......... . .. •·· 
... -······· 

PLCP Preamble I Signal-N I Data I I I HJ 
.... ······ .... 

;.1/ 
····••, ... ····· 

16 13 1 8 4 6 
Config Length LPI Reserved CRC Tail 

PlCPHeoder 

Figure 15-5. Greenfield 1TX40 and 2TX20/2TX40 modes 

The fields in the frame are similar in name and purpose to all of the other PLCP 
frames discussed in this book. 

MIMO-OFDM PLCP Preamble 
The preamble consists of well-known bit sequences to help receivers lock on to the 
signal. Depending on the transmission mode, the preamble may be split into mul­
tiple parts. It generally consists of both short and long training sequences. In the 
WWiSE proposal, the same preamble is transmitted on all the antennas, hut with 
small time shifts relative to the others. Figure 15-5 shows the training sequences 
used by two-antenna transmission modes. Although the training sequences con­
sist of different bits, the shift is the same. Naturally, the single antenna 40 MHz 
mode would only have one active antenna transmitting a preamble. 

SlGNAL-N , 
The SIGNAL-N field contains information that helps to decode the data stream. 
It is always sent using QPSK, R=l/2, and is not scrambled. It contains informa­
tion on the number of spatial streams, channel bandwidth, modulation, and 
coding, and a CRC. More detail on the SIGNAL-N field follows this section. 
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SERVICE 
The SERVICE field is identical to its usage in 802.lla. Unlike the other compo­
nents of the PLCP header, it is transmitted in the Data field of the physical protocol 
unit at the data rate of the embedded MAC frame. The first eight bits are set to 
0. As with the other physical layers, MAC frames are scrambled before transmis­
sion; the first six bits are set to O to initialize the scrambler. The remaining nine 
bits are reserved and must set to O until they are adopted for future use. 

Data 
Tbe final field is a sequence of four microsecond symbols that carry the data. 
Data bits have six zero tail bits to ramp down the error correcting code, and as 
many pad bits as are required to have an even symbol block size. 

The SIGNAL-N field 
The SIGNAL-N field is used in all transmission modes. It has information to recover 
the bit stream from the data symbols. The SIGNAL-N field is shown in Figure 15-6. 

bit, 6 16 13 1 8 4 6 

I I I length I ~ I Resemd I (RC I s~~;r ~ 
I 

Reserved I Config 
NSS NTX BW CR CT CON 

111111 3 I 3 I 2 I 1 I 2 I 3 OOC-00000 

+----- ---,Protected by (/IC---------

Figure 15-6. WWiSE SIGNAL-N field 

CONFIG 
Six fields are grouped into the Configuration subfield. 

NSS (number of spatial streams) 

+ I 000000 

Three bits are used to indicate how many spatial streams are used. The value 
is zero-based, so it ranges from zero to three. 

NTX (number of transmission antennas) 
Three bits are used to indicate how many antennas are used to carry the num­
ber of spatial streams. The value is zero-based, so it ranges from zero to three. 

BW (bandwidth) 
Two bits carry the channel bandwidth. 20 MHz is represented by zero, and 
40 MHz is represented by one. 

CR (code rate) 
Three bits indicate the code rate. 1/2 is zero, 2/3 is one, 3/4 is two, and 5/6 
is three. 

CT (code type) 
Two bits indicate the type of code. Zero is a convolutional code, and one is 
the optional LDPC. 
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CON (constellation type) 
Three bits indicate the type of constellation; zero for BPSK, one for QPSK, 
two for 16-QAM, and three for 64-QAM. 

LENGTH 
A 13-bit identifier for the number of bytes in the payload of the physical frame . 
It ranges from zero to 8,191. 

LPI (Last PSDU indicator) 
When multiple physical frames are sent in a burst, the LPI bit is set on the last 
one to notify other stations that the burst is coming to an end. 

CRC 
The CRC is calculated over all the fields except for the CRC and the tail bits. 

Tail 
Six bits are used as tail bits to ramp down the convolutional coder. 

In the other transfer modes, shown in Figure 15-7, the preamble is split into 
chunks. In between the chunks, there may be Signal fields. SIGNAL-N fields are 
defined by the 802.lln proposal and are only decoded by 802.lln stations; the 

~ SIGNAL-MM field is used to retain backwards compatibility in a mixed mode with 
older OFDM stations. It is identical to the Signal field used by 802.lla, and is 
shown in Figure 13-16 . 

.._, 

L 

L. 

....... 

i... .. 

~-

o) Greenfield 3TX and 4TX 
-------PLCPpreomble-------

PlCP preamble [section 1) 

Short sequence \ long sequence 
Signal·N 

b) Mixed mode ITX 40 and 2TX 
-------PlCPpreamble------

PLCP preamble (se<tion 1) 
···••• .............. , ................... ~ Signal·MM 
Short sequence j long sequence 

c) Mixed mode J TX 20/4TX ZO 

Service + data i □ 

Signa~N I Se!vice + data 1 □ 

- ----------PLCPpreomble-----------

Signal-MM 
PLCP preamble (section 2) .................. 

long sequence 
Signal·N 

PLCP preamble (lection 3 ) 
·················· 
long sequence 

d) Mixed mode JTX 40/4TX 40 
-----------PlCPpreamble-----------

.. ' ..... ............... , Sigoal•MM 
PlCP preamble (section 2.) 

Short 
Signal•N 1 ... :.: .. :.:: ... : 

Figure 15-7. PLCP frame format for other trans/ er modes 

Service+ data ~ 0 

Service+data j 0 
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WWiSEPMD 
Figure 15-8 shows the basic layout of the WWiSE transmitter. It is essentially the same 
as the 802.1 la transceiver, but it has multiple transmit chains. The interleaver is respon­
sible for dividing coded bits among the different transmit chains and spatial streams. 

~ 
l.::J 

I 

I 
I 

lnte1leaver 

Figure 15-8. WWiSE transceiver 
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Sensitivity is specified by the proposal, and it is identical to what is required of 
802.lla receivers. Table 15-3 shows the required sensitivity. The proposal does not 
have any adjacent channel rejection requirements. 

Table 15-3. WWiSE receiver sensitivity 

802.11 a Sensitivity 
Constellation Rate Sensitivity {dBm) {dBm), for reference -- --
BPSK 1/2 -82 -82 

BPSK 3/4 -81 -81 

QPSK 1/2 -79 -79 

QPSK 3/4 -77 -77 

16-QAM 1/2 -74 -74 
16-QAM 3/4 -70 -70 

64-QAM 2/3 -66 -66 
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Table 15-3. WWiSE receiver sensitivity (continued) 

Conste Ila ti on 

64-QAM 

64-QAM 

Rate 

3/4 

5/6 

Characteristics of the WWiSE PHY 

Sensitivity (dBm) 

-65 

-64 

802.1 la Sensitivity 
(dBm), for reference 

- 65 

N/A 

Parameters specific to the WWiSE PHY are listed in Table 15-4. Like the other physi­
cal layers, it also incorporates a number of parameters to adjust for the delay in vari­
ous processing stages in the electronics. 

Table 15-4. WWiSE MlMO PHY parameters 

Parameter Value 

Maximum MAC frame length 8,191 bytes 

Slottime 9 µs 

SIFStime 16µs 

RIFS time 2µs 

Contention window size 15 to 1,023 slots 

Preamble duration 16 µs 

PLCP header duration 4µs 

Re,eiver sensitivity -64 to -82 dBm 

TGnSync 

Notes 

The SIFS is used to derive the value of the otherinterframe spaces 
(DIFS, PIFS, and EIFS). 

Depends on speed of data transmission 

The TGnSync consortium is composed of a wider array of companies. In addition to 
the chipmakers that one would expect ro find (Atheros, Agere, and Imel, and Qual­
comm), TGnSync notably includes manufacturers of other electronic devices. Net­
work equipment manufacturers and even consumer electronics companies are 
represented. One of the goals of TGnSync is to support new networked devices in 
the home; promotional materials refer to sending HDTV or DVD video streams 
across wireless networks. The goal of streaming video probably accounts for some of 
the emphasis placed on high peak data rates. 

TGnSync MAC Enhancements 
Although the TGnSync proposal has a higher peak data rate, the group did not com­
pletely neglect the development of MAC enhancements to improve efficiency and oper­
ation. Efficiency is improved through the development of frame aggregation and 
bursting, as well as changes to acknowledgment policies. Some protection of older 
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transmissions is performed at the MAC layer. Notably, several MAC enhancements are 
designed to save battery power, which is likely a reflection of the group's membership. 

Channels, radio modes, and coexistence 

Although some regulators do not allow them, the TGnSync proposal makes 40 MHz 
channel support mandatory. If it were adopted without change, a TGnSync chipset 
would support both 20 MHz and 40 MHz channels, even in regulatory domains that 
did not allow the latter channel bandwidth. The TGnSync proposal also has MAC 
features that enable the use of networks with both 20 MHz- and 40 MHz-capable 
stations. When stations have large amounts of data to transmit, it is possible to nego­
tiate a temporary use of a wider channel before falling back to 20 MHz operation. 

MAC operational modes can also be classified based on the types of stations in the 
network. Pure mode networks consist only of 802.lln stations. No protection is nec­
essary to account for older 802.lla and 802.llg stations. Alternatively, TGnSync 
802.lln devices may operate in the legacy mode just like an 802.lla or 802.llg sta­
tion. Most operation, though, will be in mixed mode, where a TGnSync network 
must co-exist with a legacy network on the same channel, and may accept associa­
tions from older 802.lla or 802.llg stations. 

Association requests are handled differently in each mode. Pure mode networks 
stay pure by ignoring association requests from older stations, and sending Beacon 
frames with an information element that directs associated stations to use only the 
new 802.lln transmission modes. Pure mode networks also transmit Beacon frames 
using the TGnSync high throughput PLCP, which makes them unreadable by legacy 
devices. Mixed mode access points are visible to legacy devices because they trans­
mit Beacons using the legacy format. 

Mixed mode is required to coexist with older devices. (If the experience of 802.llg 
deployment is any guide, most 802.lln devices are likely to operate in the mixed 
mode for quite some time.) Mixed mode is a broad classification with several subdi­
visions. Mixed capable networks will allow association from legacy devices, but do 
not divide time between legacy and high-throughput transmissions. Access points in 
managed mixed networks do actively divide the time between high-throughput trans­
missions and legacy transmissions. Much like the division between the contention­
free period and the contention period (see Chapter 9), an AP operating in managed 
mixed mode will allow legacy stations their timeslice, while using mechanisms simi­
lar to the protection mechanism to reserve some timeslice for MIMO stations only. 

Aggregation and bursting 

Initial 802 .11 stations typically send frames in the order they are received. For 
throughput purposes, it is highly desirable to reorder frames so that they can coa­
lesce into larger aggregated frames. Aggregation in TGnSync is a MAC-layer func­
tion that bundles several MAC frames into a single PLCP frame for transmission. 
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Figure 15-9 shows the basic format of a single physical-layer frame containing sev­
eral lvlAC layer frames. Several MAC frames are put into the same PLCP frame, with 
an appropriate delimiter between them. The delimiter has a small reserved field, a 
length field for the following MAC frame, a CRC to protect the delimiter, and a 
unique pattern to assist in recovering individual frames from the aggregate. MAC 
frames are put into the aggregate without modification, and contain the full header 
and MAC CRC. Even if one frame out of an aggregate is lost, it may be possible to 
successfully receive all the remaining frames. 

[ PLCP headers 

7 
.. -••' 

MPDU MPDU 
delimiter Header 

MPDU 
delimiter 

~ 

bits 4 

I R6med I 
12 ··-.\ 

MPDU length / 

-----ProrectedbyCRC----
·· ... 

PLCP payload 

MPDU 

Heade;·' ]""Payload 

8 

CRC 
~ 

... ·· 
····-···· ··········· 

Figure 15-9. TGnSync frame aggregation 

d~:~er 1--H~~dtrtyl~~d--~ 
8 

Unique pattern 

Exchanging aggregated frames is only possible once the channel has been configured 
for it. Figure 15-10 illustrates the process. The sender of an aggregate, called the 
initiator, must send an Initiator Aggregation Control (IAC) frame. IAC frames work 
much like RTS frames, but have additional fields to assist with channel control. Initi­
ators can request channel measurements, offer different types of coding on the aggre­
gate frame, and accept aggregates in the return direction. Upon receiving the IAC, 
the destination system, called the responder, generates a Responder Aggregation 
Control (RAC) frame. RAC frames work much like CTS frames: they close the loop 
by notifying the sender that an aggregate will be accepted, and finishing the parame­
ter negotiation. When aggregate frames are received, an acknowledgment is required. 
TGnSync defines a new acknowledgment type, the BlockACK, which can be used to 
acknowledge all the MAC frames contained in an aggregate. 

To further improve MAC efficiency, TGnSync defines a lVlAC header compression 
algorithm for use in conjunction with aggregate frames. It works in the same manner 
as Van Jacobsen header compression on serial dial-up lines. Frames between two 
destinations share most of the fields in the MAC header, most notably the MAC 
addresses inside the packet. Therefore, a one-byte Header ID (HID) is assigned co a 
unique set of the three MAC addresses inside a MAC frame. The Header ID can also 
save the Duration field, since the aggregate will have its own Duration, as well as the 
two bytes for QoS control. When frames are transmitted between the same sender 
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IAC(RTS) 
system bask rate I I I Aggregate frame I 11 Aggregate frame. Initiator 

Responder Blodt-ACK I 11 Blo<k-ACK I 0 nme 
non-aggregate noJ,aggregale 

SIFS SIFS SIFS 

IAC: Expected duration of aggregate transmis~ons 
NAV 

RAC: IAC -RAC transmission time (;)Time 

Figure 15-10. TGnSync block acknowledgment 

and destination, rather than repeating the same 22 bytes of header information, iris 
replaced by the corresponding single byte Header ID. Figure 15-11 (a) shows the use 
of the header compression MAC frames. First, a header frame containing the full 
header is transmitted, and a header ID is assigned. Tie header ID can be used to 

reference the prior full header by sending a single byte to reference previously­
transmitted information about the Duration, addressing, and QoS data. 

Figure 15-11 (b) illustrates the use of header compression. Five frames for two desti­
nations from the MAC have been aggregated into a single frame for physical trans­
mission. Rather than transmit a complete header on each constituent MAC frame in 
the aggregate, the system uses header compression. There are two destinations and 
therefore two unique MAC headers. They are each transmitted and assigned a header 
ID number. The five data frames following the aggregate each refer to the appropri­
ate header number. A header ID number is unique only within the context of a sin­
gle aggregate frame. Compared to transmitting full headers on all five frames, the 
overhead due to MAC framing is cut by more than half. 

Header compression is useful when a single aggregate contains multiple frames 
between the same source and destination pair. However, the benefits of aggregation in 
TGnSync are not confined to pairs. Single-receiver aggregation is required; an optional 
extension allows aggregate frames to contain .MAC frames for multiple receivers, in 
which case they are called Multiple Receiver Aggregate (MRA) frames. Inside the sin­
gle transmitted aggregate frame, there are multiple Initiator Access Control frames. 
Each lAC specifies an offset to transmit the response to the aggregated frames, which 
will usually be a block acknowledgment response. To distinguish multiple receiver 
aggregate frames from single-receiver aggregate frames, multiple-receiver frames start 
with a control item called the Multiple Receiver Aggregate Descriptor (MRAD). 
Figure 15-12 shows the operation of multiple-receiver aggregation. The initiator's 
aggregate frame starts with the aggregate descriptor, and is followed by the aggregated 
frames for each destination. An IAC frame is used to divide them. 
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Figure 15-11. TGnSync .MAC header compression 
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As with all PHY s that have followed ex1stmg hardware on to the market, the 
TGnSync proposal implements protection to avoid having the new PHY step on 
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transmissions from the old PHY. Protection in the TGnSync proposal can take one of 
two main forms. The first class is based on the MAC's virtual carrier sensing mecha­
nism with the network allocation vector. The second class is based on "spoofing," 
which uses the existing PLCP header format to carry duration information. Each sta­
tion may make its own determination as to the appropriate mechanism. 

Setting long NAV values to protect the duration of a frame exchange is a small adap­
tation of the 802.1 lg protection mechanism. At the start of a frame exchange, the 
RTS frame will contain a NAV long enough to protect the entire frame exchange. 
The R TS frame is sent using a "legacy" rate, and cm be understood by existing 
OFDM receivers. In response, the target station sends 2. CTS message back, also with 
a long NAV value. According to the basic access rules of the MAC, other stations 
defer access to the medium due to the RTS/CTS clearing, and the two stations are 
free to exchange frames at higher data rates using modulations that would not be 
understood by older stations. LongNAV intervals may be tenninated early by using a 
CF-End frame. When this protection is used for aggregate frames, the RTS is 
replaced by an Initiator Access Control (IAC) frame, and the CTS is replaced by a 
Responder Access Control (RAC) frame; the principle of operation, however, 
remains identical. See Figure 15-13. 

SIFS SIFS 

Aggregate C) Time 
rrafflc •1 RAC Aggregate 

SIFS SIFS 

NAV I 1 ···si:~;;~~db~·c·F:E~d···1 
. .. NAV 

(:)Time 

Figure 15-13. TGnSync: protection: LongNAV 

The second class of protection is called "spoofing," and depends on setting the 
length field in the PLCP header. TGnSync retains the existing OFDM header 
described in Chapter 13. Because it is identical to the 802. lla/g format, spoofing is 
effective with all stations. The OFDM PLCP header contains two numbers that are 
used by receivers to determine how long the transmission will take. The SIGNAL 
field, which is shown in Figure 13-16, encodes both the transmission rate for the 
body and its length in bits. Stations decode the signal field and divide the number of 
bits by the rate to come up with an approximate transmission time." To maximize 

• There are some slight offsets to account for incerframe spacing, but the concept remains identical. 
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the amount of time that can be spoofed, the data rate in the legacy SIGNAL field is 
always set to the lowest possible value of six Mbps . 

In pairwise spoofing, two stations will each send an incorrect length and rate so that 
older stations will be in receiving mode for the duration of the current frame and its 
next response. Newer TGnSync stations ignore the older SIGNAL field, and use an 
802. lln SIGNAL field instead. Figure 15-14 illustrates pairwise spoofing. When 
Frame 1 is transmitted, pairwise spoofing is used to lengthen the receiving time of 
the frame through the end of Frame 2. TGnSync stations will interpret the spoofing 
as a longer NAV, and will therefore act as if the NAV were set for the duration of 
Frame 2. Naturally, a station within range of the responder will be set to the receiv­
ing state; if, however, there is a hidden node, the NAV will protect transmission over 
Frame 2. 802. lla/g stations will interpret the spoofed time as receiving time, even if 
they are out of range of the second frame. When Frame 2 is transmitted, it also 
employs pairwise spoofing to protect Frame 2 and Frame 3. 

Initiator 
response 

rGnSync 
5totus 

Legacy 
status 

DIFS 
SlfS 

spoofed spoofed 
Frame 1 Frame 3 

Frame 2 spoofed I ~ Frame4 

51FS SIFS 

Receiving (1) j NAV set Receiving [3) i NAV set 

Receiving (21 ) NAVset 

Receiving (1) I Receiving (3) 

Recelv1ng (2) 

Figure 15-14. TGnSync protection: pairwise spoofing 

0 Time' 

C)Time 

C)Time 

If a long lock-out period is needed for multiple responses to a single frame, single-ended 
spoofing may also be used. With single-ended spoofing, the first frame in the exchange 
uses spoofing to protect the entire exchange, allowing all the responses to come in dur­
ing the protected period. Figure 15-15 illustrates single-ended spoofing with frame 
aggregation. The first aggregate frame is a multiple-receiver aggregate, allowing 
responses from two other stations. It sets spoofed duration equal to the time expected 
for the entire exchange. TGnSync stations will go into receiving mode for the duration 
of the first frame, and then act as if the NA V were set for the spoofed duration. Legacy 
devices go into receiving mode for the entire spoofed duration. 
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Figure 15-15. TGnSync protection: single-ended spoofing 
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• 
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TGnSync defines the Timed Receive Mode Switching i'.TRMS) protocol to conserve 
energy and extend battery life. Traditional 802.11 powersaving works by completely 
shutting down an interface and requiring buffering at the AP. In single-input/single­
output radios, there is only one RF chain to shut down. With MIMO systems, how­
ever, there can be significant power savings by shutting down unused RF chains, but 
retaining a single active chain to monitor the radio link. The two states of the system 
are called MIMO enabled for full receive capability, and MIMO disabled when all but 
one RF chain is shut down. 

Stations activate TRMS power saving by including an information element in the 
association request. The basic parameter in TRMS powersaving is the hold time. 
After a station transmits a frame, it stays awake for the duration of the hold time. 
Any transmitted frame resets the hold timer to its maximum value. Setting the hold 
time to zero indicates that the station will remain fully operational for one slot time 
before sleeping. 

In infrastructure networks, the AP is responsible for maintaining the TRMS hold 
timer for every station. If the timer elapses, the AP must conclude it has entered the 
MIMO disabled state, and trigger it to power on sleeping receive chains. In an inde­
pendent BSS, each station must maintain a hold timer for all the other stations. 

The timer is a tunable parameter. If it is set to a larger value, stations will use more 
power to keep the receiver fully operational. Throughput is likely to be better, but at 
the cost of some battery life. In some cases, network capacity may not be affected 
much at all. Networks that use the NAV lengthening procedure for protection must 
transmit the initial RTS/CTS exchange in single-antenna mode manner compatible 
with all OFDM stations, and will cause stations to enable MIMO operation without 
additional frames. Advanced transmission modes may suffer, however, because 
many of them require multiantenna frame exchanges to become fully operational. 
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TGnSync PHY Enhancements 
To develop a higher peak data rate, the TGnSync proposal depends on technology 
similar to WWiSE. Frames are divided into spatial streams that can be multiplexed 
across antennas in a MIMO configuration. More aggressive coding, including a 
larger constellation, higher convolutional code rate, and a reduced guard interval are 
present to improve the data rate. Wider channels are also required by TGnSync 
where supported. Support for 40 MHz channels must be built in to TGnSync­
compliant devices, whereas it is optional in WWiSE. 

Structure of a channel 
Both 20 MHz and 40 MHz channels are divided into 0.3125 MHz subcarriers, just as 
in 802.lla. The 20 MHz channel is identical to an 802.lla channel, and is shown in 
Figure 15-16 (a). The 40 MHz channel proposed in TGn Figure 15-16 (b) is a modifi­
cation of the 20 MHz structure. Two 20 MHz channels are bonded together, and the 
resulting spectral band is divided into 128 subchannels. The center frequencies of the 
old 20 MHz channels are located at +/-32. The legacy channels apply a spectral 
mask from -6 to +6 and roll off the amplitude of transmissions at the end of the 
bands. With a single continuous channel, however, there is no need to use a spectral 
mask, and the middle of the band can be used at full strength. Full-strength transmis­
sions in the middle of the band allow for eight new subcarriers. Using a single contig­
uous 40 MHz block of spectrum reclaims subcarriers that would have otherwise been 
wasted. Thus, in TGnSync, a 40 MHz channel provides throughput equal to 2.25 
times the 20 MHz channel, rather than simply doubling the throughput. To further 
boost throughput, one of the pilot carriers from the 20 MHz channel is removed, so 
a 40 MHz channel has 6 pilot carriers instead of 8. 

a) 10MHz 

I t t ll I t t ~ 
-2_6 ·r -7 -1 I 1 7 21 26 
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t,) 40MHz \ ! 
i 1111117 I t t 

-58 -53 -32 -25 -11 -6 -2 I 2 6 11 
I 
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D 
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0 
Legacy 20 MHz channel New 

sub<.affiers 

Figure 15-16. TGnSync channel structure 

Basic MIMO rates 
There are 32 modulation and coding pairs defined by the TGnSync PHY. In the basic 
MIMO mode, every spatial stream must use an identical modulation technique, so 
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the data rate is simply a multiple of the single spatial stream data rate. Rather than 
take up a great deal of space in a table, here is a basic formula for the data rates: 

Data rate (Mbps)= 12 x channel bandwidth factor x number of spatial streams 
X coded bits per subcarrier x code rate x guard interval factor 

Channel bandwidth factor 
20 MHz channels are the baseline, and are assigned a channel bandwidth factor 
of 1. 40 MHz channels carry more than twice the data, and are assigned a chan­
nel bandwidth factor of 2.25. 

Number of spatial streams 
The number of spatial streams can be equal to 1, 2, 3, or 4. It must be less than 
or equal to the number of transmission antennas. Support for at least two spa­
tial streams is mandatory. 

Coded bits per subcarrier 
This is either 6 for 64-QAM, 4 for 16-QAM, 2 for QPSK, or 1 for BPSK. 

Code rate 
The code rate may be 1/2 when used with BPSK; 1/2 or 3/4 when used with 
QPSK or 16-QAM; or 2/3, 3/4, or 7/8 when used with 64-QAM. 

Guard interval factor 
The basic guard interval is 800 ns, and is assigned the factor 1. 400 ns guard 
intervals increase throughput slightly, and are assigned a factor of 1.11. 

In a basic mode with a single spatial stream, channel capacity is identical to 802.lla, 
with the exception that a 7/8 rate code may be used for a 63 Mbps data rate. By 
using the highest capacity parameters (four 40 MHz channels, 64-QAM with a 7/8 
code rate, and the short guard interval), the TGnSync proposal has a maximum 
throughput of 630 Mbps. 

Transmit modes 

There are three MJMO modes that the TGnSync proposal calls for. In the mandatory 
basic MIMO mode, the number of spatial streams is equal to the number of antennas. 
Each spatial stream is modulated and transmitted identically. Each channel is coded 
using the same modulation, and sent with the same transmission power, Any changes 
in transmission rate are based on the implicit feedback of lost acknowledgments. 

Two optional modes take advantage of information learned about the radio channel, 
which is referred to as "closed-loop" operation. TGnSync devices send "sounding" 
frames to each other to measure the performance of the link. Based on the informa­
tion gleaned from sounding and calibration, beamforming can be used to boost sig­
nal quality. Higher signal quality means that a given data rate can be used at longer 
range. For a given signal-to-noise ratio, a beamformed transmission can carry more 
data. Beamforming is an optional protocol feature. It is unlikely that most client 
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devices will be able to send beamformed transmissions. However, client devices must 
be able to receive beamformed frames to receive the benefits. 

ln the basic MIMO with beamforming mode, every channel must be coded the same 
way. Before beginning transmission, a sounding exchange is required to calibrate the 
radio channel. Based on the information from the sounding exchange, the power and 
coding for the spatial streams is selected. Basic beamforming mode requires that all 
spatial streams be transmitted at the same power with the same coding. Basic beam­
forming can be used whenever the number of spatial streams is less than or equal to 
the number of transmission antennas, but its signal processing advantages are most 
evident when the number of antennas transmitting a signal is greater than the num­
ber of receiving antennas. If the number of spatial streams is less than the number of 
transmit antennas, a spatial steering matrix is used to assign bits to transmission 
antennas. 

An optional advanced beamforming MIMO (ABF-MIMO) mode is also defined. It 
works in a manner similar to the basic beamforming mode, but with the additional 
capability of using different transmission power on each transmit stream, as well as 
the possibility of using a different modulation and code on each spatial stream. Like 
the basic beamforming mode, it requires the gathering of radio status information to 
calibrate the channel. An optional mode in the advanced beamforming mode allows 
beamforming to occur in both directions if it is supported in both directions. The 
advanced beamforming MIMO mode also includes one new constellation: 256-
QAM, which transmits 8 coded bits per subcarrier. 

To obtain the throughput for the advanced beamforming mode, use the equation in 
the previous section for each spatial stream, and add the spatial streams together. For 
256-QAM, use 8 coded bits per subcarrier. 256-QAM is only used with a rate R=3/4 
code rate. 

Optional coding 

In addition to the convolutional code supported by the original OFDM specification, 
the TGnSync proposal also includes two optional additional error correction codes. 
The first technique uses the Reed-Solomon block code, which was developed in 1960. 
It is widely used in many digital applications, most notably as the error-correction code 
on CDs and DVDs. The TGnSync proposal combines the Reed-Solomon code with the 
existing convolutional code in a conventional manner. First, the data stream is encoded 
with the Reed-Solomon code, and then the output of chat encoding process is handed 
to a convolutional code.' Both codes have complementary properties. Convolutional 
codes work by spreading errors out over time, and can deal with relatively isolated 

• The combination of a block encoder followed by a convolucional encoder is especially popular, and has been 
used extensively by deep-space probes. Galileo, Cassini, the Mars Pathfinder, and the Mars Rover all used 
Reed-Solomon/convolucional code combinations. 
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errors; the Reed-Solomon code works well at correcting error bursts. An alternative to 
the Reed-Solomon/convolutional combination is a low-density parity check (LDPC) 
code. 

Optional short guard interval 

To further improve MAC efficiency, the TGnSync proposal allows the use of a short 
guard interval. In the 802 .11 a and 802.11 g standards as well as the \VWiSE pro­
posal, the guard interval is 800 ns. In Chapter 13, it was discussed that that the 
guard interval should be two to four times the delay spread. An 800 ns guard inter­
val allows a 200 ns delay spread, which is much higher than was observed in many 
environments. Most offices and homes have a much smaller delay spread, on the 
order of 50-100 ns. In that case, using a 400 ns guard :merval can boost throughput 
by approximately 10%. 

TGnSync Physical Transmission (PLCP and PMD) 
The basic frame format of the PLCP in the TGnSync proposal is shown in 
Figure 15-17. It uses the same header as the existing OFDM, and therefore does 
not require the use of high-overhead protection to avoid interfering with 802.lla 
or 802.llg networks. Fields prefaced with "L-" in the figure are legacy fields com­
mon to 802.1 la and 802. llg; see Chapters 13 and 14 for derails. 

b)20MHz 
µs 8 8 4 8 2.4 7.2 7.2 

Anrenna 1 l-STF L-LTF L-Signal HT-Signal HT-STF HT-LTF HT-LTF Data ~ ·············· ............... 
,1 IN PSDU i Tail i Pad 

Cyclic shifted 

AnrennoN I L-STF I L-LTF L-Signal HT-Signal HT-STF HT-LTF HT-LTF Data ~ ········-•···· ............... 
#1 IN PSDU ! Tall i Pad 

b)40MHz 
µs 8 8 4 8 2.4 7.2 7.2 4 x I of symbols 

L-STF L-LTF l-Signal HT-Signal HT-STF HT-LTF HHTf Data ~ Antenna 1 .............. .. ,. ........... 
L-STF L-LTF L-Signal HT-Signal 11 IN PSDU i Tail ! Pad 

-+--Duplicate of lower lOMHz-

l-STF L-LTF L-Signal HT-Signal 
HT-STF HT-LTF l ... HT·LTF Data ~ AnrennaN 

'" ····Piiiu.... Tr~i1TP~d L-STF L-LTF l-Signal HT-Signal #I 

.,..__ Dupliwte of lower 10 MHz-

Figure 15-17. TGnSync PLCP frame format 
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Legacy header 

The first three fields in the TGnSync PLCP frame are identical to the 802.lla/g PLCP 
header. 

L-STF (Legacy Short Training Field) 
The legacy short training field is identical to its definition in 802 .11 a. It lasts 
eight microseconds. 

L-LTF (Legacy Long Training Field) 
The legacy long training field is identical to its definition in 802. lla. It also lasts 
eight microseconds. 

L-SIG (Legacy Signal) 
These three fields are identical to the corresponding fields used by 802.lla and 
adopted by 802.1 lg. For details, see Figure 13-16. The L-SIG field is transmitted 
using BPSK, R=l/2 modulation and coding. 

The contents of the L-SIG field is ignored by TGnSync stations. When spoofing pro­
tection is employed, the contents of the legacy signal field are not descriptive. TGn­
Sync stations will look in the high-throughput headers following the legacy headers 
for the actual length and coding rate of the enclosed MAC frame. 

To take advantage of the spatial diversity that is the result of having multiple anten­
nas transmitting the same legacy header, TGnSync offers an optional cyclic delay. 
Each antenna transmits its legacy frame with a slight alteration in its cyclic prefix 
length, such that the total delay shift is 50 ns. 

When 40 MHz channels are used, as in Figure 15-17 (b), the legacy header is trans­
mitted on each 20 MHz subchannel. That is, subcarriers -58 to -6 in the lower 20 
MHz sub channel and subcarriers +6 to + 58 in the upper 20 MHz sub channel both 
transmit the older 802. lla-style header. 

High Throughput header 

Immediately following the legacy preamble is a "high throughput" header specific to 

'- the TGnSync proposal. The main component of the high throughput header is the 
high throughput signal (HT-SIG) field, which is shown in Figure 15-18. The HT-SIG 
field is used to detect whether a frame carries TGnSync-encoded data at high data 
rates, or if it is merely a legacy data frame. The HT-SIG field is modulated conserva­
tively, using Q-BPSK, R=l/2 modulation and coding. Q-BPSK uses two data points 
in its constellation, but they are present in the quadrature component. The Q-BPSK 
constellation is compared to the BPSK constellation in Figure 15-18 (b). 

L. 

~-

The three-byte high-throughput header is composed of several fields, and is transmit­
ted in the order shown. Least significant bits in each field are transmitted first. 
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a) 
18 6 1 2 1 1 2 8 6 

HT length MCS I Adv. ,Snd., # I Sh. ,Agg.,Scram., 201 
coding frm. LTF GI init. 40 

CRC Tail 

b) 
l-S/G oonsrel/arion HT-SIG oomtellarion 

Q Q 

+ , + , 
Figure 15-18. TGnSync HT-SIG field 

HT-Length (18 bits) 
This field is the number of bytes in the payload of the PLCP frame. When aggre­
gation is used, it may be quite large if several full-size MAC frames are included 
in the payload. 

Modulation and Coding Set (MCS) (6 bits) 
One of the disadvantages to using MIMO is that there are myriad options when 
you account for different modulation schemes, differing numbers of spatial 
streams, and different code rates. The MCS field selects the modulation and cod­
ing scheme, along with the number of spatial streams. Values of 0-31 are used for 
basic MIMO modes, and values of 33-63 are used for advanced MIMO modes. 

Advanced Coding (2 bits) 
This two-bit field is used to indicate whether the optional advanced coding is 
used. No advanced coding is indicated by zero. LDPC is indicated by 1. Reed­
Solomon coding is indicated by 2. The value 3 is not used. 

Sounding packet (1 bit) 
Requests and responses used to measure channel performance set this bit. When 
set, it indicates that every antenna is transmitting its own spatial stream. If it is 
not set, then the frame should not be used to measure channel information. 

Number of HT-LTFs (2 bits) 
Following the HT-Signal field are high-throughput training fields. Each spatial 
stream requires a training field. 

Short Guard Interval (1 bit) 
When set to one, this bit flag indicates that the short 400 ns guard interval is 
used on MIMO symbols in the Data field of the frame. 
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Aggregation (1 bit) 
If this bit is set to one, it indicates that the PLCP frame carries several MAC 
frames in an aggregate burst. 

Scrambler initialization (2 bits) 
These two bits are used to seed the scrambler. 

20/40 BW (1 bit) 
If set to one, this bit indicates that a 40 MHz channel is used. When set to zero, 
it indicates a 20 MHz channel. 

CRC (8 bits) 
The CRC is used to protect the legacy signal field, and all the fields in the HT-SIG 
field before the CRC. 

Tail (6 bits) 
The HT-SIG field is protected by a convolutional code, and as always, six bits 
are needed to ramp down the convolutional coder. 

High-Throughput training fields 

Following the high-throughput headers are high-throughput short and long training 
fields. A single short training field spans the entire operating channel. In 20 MHz 
channels, the bandwidth of the high-throughput short training field (HT-STF) is 20 
MHz. When the wider 40 MHz channels are used, the HT-STF has a bandwidth of 
40 MHz. The short training field fine-tunes the receivers in MIMO operation. 

When several spatial streams are transmitted over several chains, finer control of the 
amplification applied co the incoming signal is important. Long training fields 
(HT-LTFs) are used to further tune each receiver chains. One HT-LTF is used for 
each spatial stream. In basic MIMO mode, there is one receiver chain for each spa­
tial stream; in the advanced mode, there may be more receiver chains than spatial 
streams. 

Data, tail, and padding 

Data bits are encoded according to modulation and coding methods that are defined 
by the high-throughput header. Like other OFDM physical layers, data is scrambled 
before transmission, using the scrambler initialization bits in the high-throughput 
header. Following the data, there is a six-bit tail that ramps down the convolurional 
code, and enough padding bits to make the data to be transmitted equal to the sym­
bol block size. 

TGnSync PMD 
The basic design of a TGnSync transceiver is shown in Figure 15-19, which depicts 
the design of a beamforming transmitter, rather than a basic MIMO transmitter. An 
incoming scrambled frame is handed to the forward-error correction coder, which is 
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usually a convolutional coder. Coded bits from the FEC coder are then sent to differ­
ent spatial streams by the spatial parser, which is responsible for dividing the unified 
bit stream into subsidiary streams for transmission. Each spatial stream is punctured 
up to the desired rate. In the beamforming mode, the puncturing occurs for each spa­
tial stream and may occur at different rates. Basic transmitters must puncture every 
stream to the same rate. (Logically, the puncturing in the basic MIMO transmitter 
can occur before the spatial parser.) Each spatial stream now consists of a sequence 
of coded bits, ready for mapping on to OFDM carriers by the interleaver. After the 
interleaver, each block of bits can be mapped on to a single symbol by the constella­
tion mapper. ln the basic MIMO mode, each interleaved spatial stream is processed 
by a single transmission chain; the advanced mode uses a spatial steering matrix to 

assign symbols to any transmit chain. The spatial steering matrix shown in the figure 
could be replaced by a one-to-one interface between the spacial stream processors 
and the transmit antennas for basic M(MO operation. Each transmit chain takes its 
symbol sequence and modulates it on to the airwaves. There is no mention in the 
specification of required channel rejection or sensitivity performance. 

Spatial 
parser 

nss spatial streams 

Interleaver 

Constellation 
map ~ 

Constellation 
~ . 

Figure 15-19. 2x2 TGnSync MIMO transceiver 

Comparison and Conclusions 

Spatial 
steering 

Preamble & 
Pilot insertion ~ 

nrx antennas 

Precmble 

Pilot insertion 

Both proposals are essentially MIMO evolutions of the 802. lla PHY. Both require sup­
port for a 2x2 mode, where both the sender and receiver have two transceivers active. 
However, it is likely that most products that are based on the eventual 802. lln stan­
dard (which may or may not resemble either of the proposals) will support at least 
some of the optional modes. It is likely that cost cor.straints on client devices will 
restrict them to operating in a two-transceiver mode, while APs will have more trans­
ceivers. Basic APs may have only two, while the most expensive enterprise-class APs 
have three or four transceivers. 
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Table 15-5 shows the data rates for the two spatial stream modes for each proposal. 
Higher data rates are possible with additional spatial streams, albeit at the extra cost 
of silicon. TGnSync's proposed peak rates are higher, although at the cost of more 
aggressive coding. WWiSE's 135 Mbps data rate is accomplished by using 64-QAM 
at R=S/6; TGnSync gets to 140 Mbps by using a 7 /8 rate code and cutting the guard 
interval to half. (Without the short guard interval, TGnSync's data rate is only 126 
Mbps.) The advanced beamforming mode uses the much larger 256-QAM constella­
tion. Though TGnSync's data rates are higher, I expect that the more aggressive cod­
ing will lead to shorter range. 

Table 15-5. Top speed for major 802.11n proposals (two spatial streams) 

WWISE 

TGnSync 

Basic mode 

Advanced beamfurrning mode 

20MHz channels 

135Mbps 

140 Mbps ( +3.7%) 

160 Mbps(+ 18.5%) 

40 MHz channels 

270Mbps 

315 Mbps{+16.7%) 

360 Mbps ( + 33.3%) 

Spectral usage is a major point of contention between the two groups. WWiSE has 
focused much more heavily on improving MAC efficiency than on the data rate, even 
going so far as to argue that using 40 MHz channels to improve the data race before 
improving efficiency is a waste of scarce unlicensed spectrum. While there may be 
merit co that point, the 40 MHz channelization approach used by TGnSync has the 
advantage of being able co reclaim spectrum in the middle of a wider channel. 
WWiSE merely doubles throughput in their 40 MHz mode, while TGnSync squeezes 
more than double the capacity out of the wider channel. Both approaches have their 
drawbacks. TGnSync's proposal would probably lead to chipsets that are always 
capable of 40 MHz operation, adding extra cost and complexity, even though regula­
tors may not allow them. In countries where 40 MHz channels are allowed, the extra 
speed would be welcome. In areas where 40 MHz channels are only a pipe dream of 
chipset manufacturers, the extra cost may not be welcome. On the other hand, 
WWiSE's denial of the need for high-speed channels seems to be denying the five­
fold leap in data rates that occurs with every new 802.11 PHY. 

For maximum speed, TGnSync requires closed-loop operation, which would be a 
major undertaking to implement in silicon. Sounding frames must be used to mea­
sure the channel, and responses must be collected to calibrate the radio channel. 
WWiSE uses only open loop operation, which is simpler to implement. The WWiSE 
proposal also offers the ability to spread a single encoded stream across multiple 
antennas without using closed-loop operation. If closed-loop operation were to be 
problematic to implement in silicon, 802.lln could be delayed unacceptably. 

Frame aggregation is an important part of meeting the larger goal set for the even­
tual 802.lln standard. However, taking full advantage of aggregation opportunities 
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requires more intelligent queuing than is currently implemented. Whether 802. lln 
offers a huge increase in speed is likely to depend a great deal on how well improved 
queuing algorithms are able to coalesce collections of small packets into large aggre­
gates. Neither proposal specifies queueing, so the performance boost may vary 
between vendors. 

Aggregation as designed by the protocol is a bit more intelligent in TGnSync, 
although this is only a minor advantage. WWiSE's pro?osal only allows aggregation 
when the Address 1 field in the MAC header is the same. In an infrastructure net­
work, the Address 1 field is the BSSID. All frames from a station to an AP can be 
aggregated, so the two proposals are identical ·in the upstream direction. In the 
downstream direction, WWiSE must use a physical-layer frame burst to change 
directions. Each new direction must have a new PLCP header. TGnSync can reduce 
overhead by using a multiple-receiver aggregate frame, and collecting responses from 
each receiver in the aggregate. 

Powersaving modes in 802.11 have been neglected, and are not very sophisticated. 
TGnSync attempts to come up with extended powersaving operations for some of 
the new MAC structures, while WWiSE does not. This is likely due to the presence 
of equipment vendors that use chips in the TGnSync consortium, while WWiSE is 
comprised only of chip vendors. While the trade-off between high speed and battery 
life is application-specific and may not always make sense, it is always good to see 
the standards bodies thinking ahead about problems th1t may occur. 
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CHAPTER 16 

802.11 Hardware 

When writing a specification, it is important to leave some room for interpretation to 

allow innovation. A standard which is too rigid will drain the life out of implementa­
tion, while a standard that is too loose does not foster interoperability. This chapter 
is about what the standard does not exactly specify. How does hardware implement 
the standard? Where does the standard allow discretion in protocol implementation, 
and what does that mean for the administrator? 

General Structure of an 802.11 Interface 
Figure 16-1 shows a block diagram of a generic wireless LAN interface. It is not repre­
sentative of any particular manufacturer's product, but is intended to serve as a gen­
eral guide to the discussion of how cards are put together. Cards must implement the 
physical interface and the link-layer control expected by the operating system. 

Like any other system based on radio technology, wireless LAN interfaces have anten­
nas. Most 802.11 interfaces have two antennas for antenna diversity to improve recep­
tion in the presence of multipath interference. Vvhen a radio signal is received, the 
radio system selects the antenna with the strongest signal, and runs with it. Antenna 
diversity alleviates multipath because one of the two antennas should receive a signal if 
the weak signal is caused by self-interference of multiple signals. Diversity cannot help 
if the signal weakness is caused by distance because both antennas will receive equally 
weak signals. Many types of diversity are possible, but by far the most common imple­
mentation is to perform diversity reception on received frames only. Most, if not all, 
products on the market do not have any diversity for transmitted frames, and will 
always use a "primary" antenna for transmissions. 

Early antenna diversity implementations were helpful, but limited by lack of sophisti­
cation. Multiple-input/multiple-output (MIMO) technology promises higher data 
rates and better performance. Detailed descriptions of MIMO are beyond this book. 
In essence, it improves the receiver's performance by using both antennas rather than 
choosing one exclusively. 
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Figure 16-1. Generic wireless card structure 
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Antennas deliver the radio signal to a transceiver. The transceiver is sometimes called 
a radio "modem" by analogy with the moderns commonly used for telecommunica­
tions. Transceivers will use amplifiers to boost the outgoing signal for distance, or 
the incoming signal for further processing. Radio transceivers also downconven the 
high-frequency signals into much more manageable signals by extracting the data 
bits from the high-frequency carrier waves. Transceiver systems are usually shielded 
to prevent the high frequencies in use from interfering with other system compo­
nents, which is why radio interfaces typically have a metal shield covering a good 
chunk of the interface card's area. 

After the transceiver, the next step in the chain is the baseband processor, which is 
the interface between the digital and analog parts of the wireless LAN system. Bits 
come from the computer, and are turned into radio waves for the antennas. Turning 
bits into radio waves is called modulation; the reverse process is called demodulation. 
The baseband processor is responsible for handling the complex spread-spectrum 
modulations, as well as physical carrier sensing. Generally speaking, physical carrier 
sensing is integrated with demodulation. When radio energy is received in excess of a 
threshold, the baseband processor attempts to demodulate it. Many different modu­
lation techniques exist for use with wireless LANs. One of the reasons why older 
802. llb stations are blind to the existence of 802. llg transmissions is that the older 
baseband processors used in 802.llb stations are not capable of demodulating 
OFDM transmissions. 

At the heart of the interface is the medium access controller (?viAC), which is respon­
sible for taking incoming frames from the host operating system's network stack and 
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deciding when to squirt the frames out the antenna into the air. The MAC accepts 
frames from the operating system for delivery through a system bus interface. Most 
wireless LAN interfaces are based on the CardBus standard; some interfaces use 
Mini-PCI. On the other side of the MAC, it ties into the baseband processor to send 
frames to the radio system. 

MACs may work with several frames at once, and can use a small RAM buffer to 
store frames being worked on. One of the most common reasons to work on a frame 
is to offload security functions from the host operating system. Rather than requir­
ing frames to have been encrypted by the main system CPU before transmission, a 
MAC with security functions can accept frames from the driver that are to be 
encrypted with a specified key. Frequently, such MACs implement a key cache, 
which can store multiple keys. Drivers queue frames with a notation to encrypt with 
key 1 before transmission, and the MAC offloads the encryption from the host sys­
tem. Older MAC chips could perform RC4 encryption offload for WEP and could be 
retrofitted for TKIP, while the newest MAC chips are able to perform AES encryp­
tion in hardware. 

In addition to the RAM buffer for frames in process, most interfaces also have a small 
flash memory to store firmware for the MAC. When the MAC is powered up, it 
retrieves and runs code from flash. To implement a new security protocol like TKIP, 
put new firmware in the flash and reboot the MAC. Firmware allows the use of rela­
tively generic processors rather than hard-to-change application-specific integrated cir­
cuits (ASICs), which is a great help when working with protocols like 802.11 that may 
change quickly. Most 802. 11 MAC chips are actually fairly generic microprocessors. 

Some MACs implement a "real-time" section of the 802.11 MAC for items that require 
immediate response. Rather than requiring the host operating system to respond to 
power-save polling operations or send acknowledgments, these frames are often auto­
matically generated by the MAC. ln other systems, the real-time functions are handled 
by the baseband processor. (Most modem systems implement both the MAC and 
baseband in a single chip, so the distinction is no longer of burning relevance.) 

The block diagram of Figure 16-1 is a general guide only. To reduce cost and com­
plexity, many systems use a single chip for both the MAC and the baseband proces­
sor. Some solutions even implement the radio transceiver on the same chip as the 
MAC and baseband controller. Interfaces based on Atheros chipsets do not have 
flash memory for firmware because Atheros chips are given code when the :MAC is 
started by the driver. Firmware generally refers to code stored with the hardware; 
Atheros devices can be programmed by system software. 

Software-Defined Radios: A Digression/ 
Two significant problems with 802.11 are the inefficiency of the MAC, which limits 
throughput, and the rapid change in physical layer technology, which makes devices 
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obsolete quickly. A natural reaction to the inefficiency, especially from technically 
adept engineers, is to want to implement specific optirr:izations or new protocol fea­
tures on the hardware they already own. 

With wireless LANs, customizing the behavior of the interface is generally not possi­
ble. The baseband processor, or the functions of the baseband processor, are imple­
mented directly in the integrated circuit for speed, and cannot be changed. So-called 
application specific integrated circuits (ASICs) have particular logic laid out in their 
circuitry, and cannot be used for anything other than what they were designed for. 
Furthermore, wireless LAN interfaces use radio components optimized to run with 
the frequencies allocated to wireless LAN usage by regulators. 

However, future radios may be reprogrammable. Instead of using dedicated hard­
ware for the baseband processor, designers can use "programmable logic" devices, 
such as Field Programmable Gate Arrays (FPGAs). Radio waves are analog waves 
that carry digital data. In many cases, radios only need programmable signal process­
ing, and can use digital signal processor (DSP) chips. No matter what type of pro­
grammable logic is used, the end goal is the same. Rather than having a modulation 
fixed in place during the design phase, radios based on programmable logic can 
change modulation, coding, and bit rate on the fly with new software. The price of 
the flexibility is that programmable logic devices are bigger, run slower, and con­
sume more power (and therefore generate more heat) than nonprogrammable 
devices.' By using programmable devices, the behavior of the radio can be changed at 
will, simply by loading new software. New modulation types, bit rates, or even new 
frequency bands can be implemented without changing hardware.r 

Radio interfaces controlled completely by software (or programmable logic) are 
called software-defined radios or universal radios. In environments where the modula­
tion and coding change rapidly or frequently, they are extremely useful. One of the 
first major software-defined radios was the SPEAKEasy project, launched by the U.S. 
military to replace 10 radio systems using different modulations with a single soft­
ware radio that could perform the same work as all 10 radio systems, but in a much 
smaller package. Software-defined radios are subject to certification rules in the 
United States that couple the radio software with the iardware, and require manu­
facturers to take steps to avoid alteration of the software to operate outside the 
approved range.+ 

• Programmable logic devices arc ofren used in ·the design of application-,pecific de\~ces. After the logic is 
designed and thoroughly tested, the FPGA will be redesigned as an ap:ilication-specific device. The resulting 
fixed-logic device is sometimes called a "hard copy" of ii::; programmable ancestor. 

t It's intereting to note that the open source process has started to adopt programmable logic. Open Cores 
(h ttp:l/w ww. openwres. org) is the rep osi wry of ha rd ware designs in the same pattern that Sou reef orge (http: 
llwww.sourceforge.net) i~ for software. 

:t The FCC rules regarding the certification of software-defined radios are in Appendix B ofFCC 01-264, which 
is a va ila bl e at http;//www.fcc.gov!Bu rea us/E ngin eeri ng_ T echnology!Orders/2001/fcc0 12 64. pdf. The first soft­
ware-defined radio, a GSM base stacion developed by Vanu, was cerdied in November 2004. 
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Although software defined radios are an interesting development worth watching, 
the full programmability will probably not be implemented in 802.11 devices. (Lim­
ited programmability is used by both Broadcom and Atheros in their current 
chipsets.) Programmable logic is much more expensive, and would price the result­
ing 802.11 devices out of the market. It may find a foothold for use with 802.11 in a 
radio that implements several types of radio link, of which 802.11 is one. 

A Few Words on 802.11 Hardware Implementations 
At the time this book was written, there were four major chipsets used to build 802.11 
vendors. In alphabetical order, the established vendors are: 

Atheros 
Most interfaces that include 802.1 la are based on Atheros chipsets. Many 802.llg 
devices are based on Atheros chipsets as well. 

Broadcom 
Most of the non-Centrino built-in 802. llg interfaces available at the time this 
book was wrirren were based on the Broadcom 802.llg chipset. Apple's AirPort 
Extreme is based on Broadcom silicon . 

Conexant (Prisni) 
The Prism chipset line went through several corporate transitions before it 
wound up at Conexant. 

Intel (Centrino) 
Many built-in wireless LAN interfaces in laptops are based on Intel's "Centrino" 
brand. Technically, Centrino is a marketing term that refers to a whole set of 
Intel silicon, including the system CPU. For example, the InteVPRO 2200 card is 
the Centrino 802.llg interface. 

One of the more notable new chipset vendors is Airgo Networks, which is building a 
MlMO chipset that underlies prestandard 802.lln products on the market. 

It is often useful to know the chipset vendor behind the card. Most of the chipset 
vendors make reference designs available to their customers. Reference designs typi­
cally include both hardware and software. 802.11 card vendors can take a reference 
design, modify it slightly (or not at all), arrange for a new label to be put on the man­
ufactured device, and start selling it. Very few card vendors make significant 
enhancements to the driver, and will simply repackage reference drivers. Naturally, 
the track record of different vendors varies. Some make updated drivers available 
quickly, others may not. Knowing who supplied the chipset in the card can make it 
easier co obtain either the reference driver, or a more recent driver for another simi­
lar card using the same chipset. Naturally, knowing the chipset is vital for picking 
out the correct driver for open souce operating systems. 
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Learning more about cards: FCC filings 

802.11 interfaces are, in the language of regulatory agencies, intentional radiators. 
Rather than simply complying with a standard that limits the amount of radio fre­
quency energy given off, 802.11 interfaces are designed to spew radio waves into the 
air. Intentional radiators are tested for compliance with every country's regulatory 
requirements, which generates a great deal of paperwork. 

In the United States, radio devices are regulated by the Federal Communications 
Commission (FCC), and radio transmission devices are tested for compliance with 
FCC rules. Before a device can legally be sold, it must be assigned an identification 
number. Take a look at your favorite card and look for the FCC ID. 

An FCC ID is composed of two parts: the grantee code, which is the first three let­
ters, and the product code, which may be up to 14 letters and numbers. Grantee 
codes are unique to an organization. (The grantee code may be separated by a space, 
dash, or not at all.) For example, the FCC ID for a Lucent Gold card is IMR­
WLPCE24H. IMR is Lucent's grantee code, while WLPCE24H is specific to the Gold 
card. 

As part of the testing process, manufacturers must submit test reports, product pho­
tographs, and other documentation, which becomes part of the public record. To 
look up information on your favorite card, go to the search engine maintained by the 
FCC's Office of Engineering Technology at http://www.fcc.gov/oet!fccid!. 

FCC identifiers can be useful if you are trying to figure out what driver to use with a 
particular card. Most products have internal photographs available, which may 
enable you to determine whose chipset is in use. Say, for example, you had a Proxim 
Gold a/b/g combo card and wanted to know what chipset it used. By searching the 
FCC database on its ID (HZB-8460), you could obtain internal photographs of the 
device, which clearly show the presence of Atheros chips on the system board. 

Implementation-Specific Behavior 
802.11 is not a rigorous standard. Several components of the standard are relatively 
loose and leave a great deal up to the particular implementation. Most implementa­
tions are also relatively young, and may behave in a nondeterministic fashion. I have 
participated in tests that made use of several identical computers, all imaged from 
the same software distribution and using the exact same wireless LAN hardware and 
driver revision. Even though there were several computers in the same location with 
identical configuration, behavior was significantly different. 
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Rebooting Interface Cards 
802.11 is a complex protocol with many options, and running the newest protocols 
exposes the newest bugs. 802.11 interfaces use relatively general-purpose micropro­
cessors running software. As with a great deal of software, cards that are in a strange 
state may be helped by "rebooting" to clear any protocol state stored in the MAC 
processor. External cards can be rebooted by removing and re-inserting them; inter­
nal cards must be rebooted by power cycling them through the system software. It is 
not sufficient to unload and reload drivers, since the object is to clear all state in the 
wireless LAN interface. 

Restarting a card may be required to clear state that is preventing successful opera­
tion. As a first step, restart the card when: 

• The client system is associated, but cannot send or receive traffic. If the network 
is encrypted, the problem is often a lack of synchronization of cryptographic 
keys. This problem is often exacerbated by roaming because every change 
between APs results in the transmission of new keys. 

• No scan list can be built. If you are sure that there is a network within range but 
it will not show up in the client utility, the card may be in a state where it is 
unable to supply a scan list. 

• Authentication/association failures occur in rapid succession. If the state of the 
client system software prevents a successful connection but the network is on a 
"preferred" list for connection, the attempt will be retried. 

Scanning and Roaming 
Every card behaves differently when searching for a network to attach to, and in how 
it decides to move between APs. 802.11 places no constraints on how a client device 
makes its decision on how to move between APs, and does not allow for any straight­
forward way for the AP to influence the decision. Most client systems use signal 
strength or quality as the primary metric, and will attempt to communicate with the 
strongest AP signal. 

Most cards monitor the signal-to-noise ratio of received frames, as well as the data rate 
in use, to determine when to roam to a new AP. When the signal-to-noise ratio is low 
at a slow data rate, the client system begins to look for another AP. Many clients put 
off moving as long as possible, in part because the process of looking for a new AP 
requires tuning to other channels and may interrupt communications in process. Cli­
ent stickiness is sometimes referred to as the bug light syndrome. Once a client has 
attached to an AP, it hangs on for dear life, like a bug drawn to a bug zapper. Even if 
the client moves a great distance from the AP with a consequent drop in signal 
strength, most clients do not begin the roaming process until the signal is almost lost. 
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Roaming in 802.11 is entirely driven by client decisions. Where to send the Associa­
tion Request frames is entirely in the hands of the client system's driver and firm­
ware, and is not constrained by the 802.11 specification in any way. It would be 
802.11-compliant, though awful, to connect to the AP with the weakest signal! (An 
unfortunate corollary is that driver updates to fix bugs may alter the roaming behav­
ior of client systems in undesirable ways.) Access points do not have protocol opera­
tions that can influence where clients attach to, and whether they will move or not. 
Implementing better roaming technology is a major task for 802.11 as time-critical 
streaming applications begin to use 802.11. 

[fil
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To borrow a phrase from Milton Friedman, roaming is always and 
everywhere a client phenomenon. 

Rate Selection 
802.11 lays out basic ground rules for how multirate support needs to work, but it 
leaves the rate selection algorithm up to the software running on the interface. Gen­
erally speaking, an interface tries to transmit at higher speeds several times before 
downgrading to lower speeds. Part of that is simply common sense. In the time it 
takes to transmit a frame with a 1,500-byte payload at 1 Mbps, it would be possible 
to transmit the same frame 8 times at 11 Mbps, or over 20 times on an 802.1 lg net­
work running at 54 Mbps with protection enabled. (Without protection, the multi­
plier is 40!) If the frame was corrupted by a one-time event, it makes sense to retry a 
few times before accepting the more drastic penalty of lowering the data rate. 

Step-down algorithms are generally similar. After trying some number of times to 
transmit a frame, it falls to a lower data rate. Most cards step down one rate at a time 
until an acknowledgment is received, though there is no requirement for them to do 
so. Ir would be a valid rate selection algorithm to slow down to the minimum data 
rate at the first sign of trouble. Step-up algorithms work the same way in reverse. 
When "several" frames are received with a much higher signal-to-noise ratio than is 
required for the current rate, the interface may consider stepping up to the next 
highest rate. 

Reading the Specification Sheet 
Early testing of 802.11 devices focused on range and throughput because there was lit­
tle else that could be tested. In some environments, range may be an important factor, 
and one that can be determined in part by reading the specification sheet for a card. 

Range is largely a function of receiver sensitivity, which is a measurement of the 
weakest signal that a receiver can correctly translate into data. Better sensitivity mea­
surements result in improved range. (Improving sensitivity can also help other 
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performance factors, too, but range is the easiest one to discuss.) Most vendors have 
focused on improving performance, and the resulting improvements (Atheros' XR, 
and Broadcom's BroadRange) have been announced with great fanfare. 

Not all vendors publish complete specification sheets. Cisco discloses a great deal of 
information, with receiver sensitivities disclosed at each data rate in all frequency 
bands supported. (The card's 5 GHz performance has a slight dependence on the fre­
quency.) Many vendors simply report the supported data rates without any indica­
tion of sensitivity. 

Sensitivity Comparison 
As an example, compare the sensitivity of some common 802.116 cards. Sensitivity is 
defined by each 802.11 PHY. For the direct sequence rates, it is defined as the 
received power at which the input frame error rate is 8%, for 1024 byte frames. The 
standards require that the sensitivity be -76 dBm or better for 11 Mbps, and -80 
dBm for 2 Mbps: Lower sensitivity is better because it means the card can receive 
weaker signals than required. 

The sensitivities reported in Table 16-1 were taken from data sheets and user manu­
als for four well-known 802.llb cards and a new a/b/g card. The Cisco Aironet 350 
had a reputation for pulling in weak signals well, which is entirely justified by the 
data. At 11 Mbps, it was sensitive to a signal half as strong as the Orinoco Gold card, 
and nearly a quarter of the signal required by the Microsoft card. However, the 
march of technology has improved sensitivities at higher bit rates. All the older-gen­
eration cards are less sensitive than the Atheros-based Cisco tri-mode card currently 
on the market. 

Table 16-1. Sensitivity (in dBm) for various c:ards 

Card 

Cisco 350 

Orinoco Gold (Hermes) 

Linksys WPCll (Prism) 

Microsoft M N-520 

Cisco CB-21 (a/b/g); 802.11 b performance only 

Delay Spread 

11 Mbps 

-85 

-82 

---82 

-80 

-90 

5.5 Mbps 2Mbps 1 Mbps 

-89 - 91 - 94 

-87 -91 -94 

-85 -89 -91 

-83 -83 -83 

-92 -93 - 94 

~ When radio waves bounce off objects, several echos of the wave will converge on 
the receiver. The difference between the first wave's arrival and the last arrival is 
the delay spread. Receivers can pick through the noise to find the signal, but only if 

L 
• This corresponds roughly to a bit error rate of .001 % (10·5). 
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the delay spread is not excessive. Some vendors also quote the maximum delay 
spread on their data sheets. Table 16-2 reports the delay spread for three of the 
cards listed above. 

Table 16-2. Delay spread (inns) for various cards 

Card 11 Mbps 5.5 Mbps 2Mbps lMb,p~ 
-~- - --- -~-~ - ~---_._ -

Cisco350 140 300 400 500 

Orinoco Gold (Hermes) 65 225 400 500 

Osco CB-21 (a/b/g); 802.11 b performance only 130 200 300 350 

Cards rated for higher delay spreads are capable of dealing with worse multipath 
interference. Again, the Cisco Aironet 350 was an extremely capable card for its day, 
capable of dealing with over twice the time-smearing as the Hermes-based card. 
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CHAPTER 17 

Using 802.11 on Windows 

Whether you've made it to this point by skipping Chapters 3-16, or whether you've 
read all the theory, we're now going to get our hands dirty and start installing 
equipment. 

Development of 802.11 management interfaces has followed the familiar progres­
sion of Windows applications. In the beginning, there was a great deal of variation 
between individual vendors. As popularity grew, Microsoft integrated 802.11 config­
uration into the operating system, subsuming vendor-specific management rools into 
an overall framework. 

From the standpoint of practical system and network administration, working with 
802.11 is similar to working with Ethernet. Installing 802.11 drivers is nearly identi­
cal to installing Ethernet drivers, and the network interfaces behave almost exactly 
like Ethernet interfaces. 802.11 interfaces cause an ARP cache to be brought into 
existence, and other software may even perceive the wireless interface as an Ethernet 
interface. Unlike many Ethernet drivers, however, 802.11 drivers can have a number 
of advanced knobs and features that reflect the additional management features pre­
sented in Chapter 8. 

This chapter discusses Windows configuration of wireless cards on both Windows 
XP and Windows 2000. I strongly advise using Windows XP for wireless-enabled 
machines because it is generally easier to use and has substantial additional support 
for new protocols. Third-party supplicants generally disable the built-in supplicant. 
Occasionally, however, a driver will refuse to work with a security system other than 
Microsoft security stack. 

WindowsXP 
Windows XP continues the long-time Windows practice of incorporating functional­
ity that was previously only supplied by third parties into the operating system itself. 
Rather than relying on each 802.11 card manufacturer to supply a configuration util-
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ity, Microsoft has built a standard configuration utility, called Windows Zero Con­
figuration (also called ZeroConfig, ZeroConf, or WZC), which works with most 
cards. Card manufacturers must still provide driver software, but the configuration 
can be handled through Windows screens rather than card-specific programs. This 
section discusses ZeroConfig because it presents a card-independent view of configu­
ration, which makes it popular with network administrators and help desks. 

Card Installation 
Before starting the process, it generally pays to get the latest drivers for your card 
from the manufacturer's web site. Other network technologies are far more mature 
than 802.11, and do not require frequent driver updates. Unfortunately, rapid inno­
vation in wireless is accompanied by rapid driver changes. 

For major vendors, this is usually found in a "support" or "downloads" section. 
Many smaller vendors are rebadging reference designs, and may not have drivers 
available. In such cases, it is often possible to use the reference driver from the 
chipset vendor. 

Many drivers ship with an installer, which I generally prefer not to run. Several cards 
have licensed third-party 802. lX stacks, which can interfere with the operation of 
ZeroConf. It is usually best to obtain the latest drivers from the card vendor's web 
site before installing the card. 

Third-party 802. lX stacks and the driver update process 

Several third-party 802.lX stacks exist. On Windows, they are generally imple­
mented as a shim in the network stack that intercepts EAPOL frames between the 
hardware and the network protocol. Many card vendors, frustrated with the 
progress of the built-in Microsoft supplicant, have turned to third-party stacks to 
enable 802.lX. Many third-party stacks are incompafble with ZeroConfig. Rather 
than use the ZeroConfig screens to set parameters, th~rd-party stacks often require 
an additional software configuration tool. They may also require additional suppli­
cant software to support advanced protocols. 

To avoid using the bundled 802.lX stack, update the driver without running the 
installer from the vendor. The best practice is to get the driver from the vendor web 
site, unzip it, and then use the update driver panel of the device manager to roll the 
new version of the driver into your operating system configuration. Figure 17-1 illus­
trates how to upgrade only the driver. By going to the Driver tab of the hardware 
properties, you can access the Update Driver button. 

Two tricks may be used to avoid installing the third-party 802.lX stacks. Many exe­
cutable driver installation files are self-extracting ZIP packages, and can be opened 
by an unzip program. Extract the drivers to a temporary location, and update from a 
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• Dell TrueMobile 1150 Series Mini PCI Card 

Driver Provider: Dell Corporation 

Driver Date: 9/2612□m 

Driver Vsrsfon: 7.86.15.638 

Digital Signer: Microsoft Windows Hardware Compatibility Publ 

Qriver Details... ] To view details about the driver files. 

I U _gdats D rivsr .. . ! T o update the driver for this device. 

!l. oll Back Driver 

Unin$lall 

If the device fails after updating the driver, roll 
back to the previously installed driver. 

To uninstall the driver V>,dvanced). 

[ DK ] [ Cancel 

Figure 17-1. Updating the driver without the baggage 

file. An alternative is to run the software installer, and immediately run the unin­
staller. Most uninsrallers will remove configuration tools and third-party shims while 
leaving the new driver in place. 

Cisco client software 

Cisco cards have one additional pitfall. Protected EAP (PEAP) is still a developing 
standard. Although written by representatives from both Cisco and Microsoft, the 
two companies' implementations are not compatible. Most of the industry has 
shipped PEAP implementations that will autodetect which version is in use.' Even 
Cisco's authentication server, CiscoSecure ACS, has a configuration option to be 
compatible with the Microsoft PEAP implementation. 

Microsoft's PEAP implementation supports the use ofEAP-MS-CHAP-V2 and EAP-TLS 
as inner authentication protocols; Cisco's PEAP implementation supports EAP-SIM and 
EAP-GTC. Most Windows shops will be seeking to use an existing user database, such 
as an Active Directory, which is possible only with EAP-MS-CHAP-V2. 

• Both the Funk and Meetinghouse clients do this, as does the Radiator RA DlUS ,erver. 
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As part of the bundled software set, Cisco ships replacement (Cisco) PEAP software 
that overwrites the standard (Microsoft) PEAP implementation on the system. To use 
Microsoft PEAP, you must remove the Cisco PEAP drivers and replace them with 
Microsoft PEAP. There is only one set of PEAP software for the entire system, so 
installing Cisco PEAP will affect all cards on the system, not just Cisco cards. See 
Table 17-1. 

Table 17-1. Inner EAP methods 

EAP method 

EAP-MS-CHAP-V2 

EAP-TLS 

EAP-SIM 

EAP-GTC (Generic 
Token Card) 

Cisco or Microsoft PEAP? Autlientication aedentials 

Microsoft Shared password (or MD4 
hash of the password) 

Microsoft User certificate 

Cisco Subscriber Identity Module 
{SIM)md 

Cisco Cleartext authentication 
string passed through 
encrypted tunnels 

Notes 

Used with Windows domain authentica­
tion; easy to plug in to Active Directory 

Generally not used 

Based on GSM mobile telephone 
authentication; not yet widely used 

Can be used for token cards as well ;is a 
generic method for static passwords 

Many laptop vendors offer 802.11 cards preinstalled into the system, with software 
preloaded and configured. When the card in question is a Cisco card, chances are 
that the laptop vendor has installed Cisco PEAP and your organization will need to 
adjust its system build process to restore Microsoft PEAP. To restore Microsoft 
PEAP, you must reinstall the latest service pack to overwrite the Cisco PEAP drivers 
with the Microsoft PEAP drivers. 

Choosing a Network 
When Windows starts up, the ZeroConfig system will attempt to find any networks 
in the area. ZeroConfig may automatically connect to networks which it already has 
a configuration for. If no networks have yet been configured, the wireless interface 
will produce the bubble shown in Figure 17-2. 

((jll Wirele•§ networks detected 0 
One or more wireless networks are In range of this :omputer. 
To see the list and connect, dick this message 

Figure 17-2. Prompt that WLANs are in the neighborhood 

1111111 

By clicking on the box, or by right clicking on the wireless interface and choosing 
"View Available Wireless Networks", you can get to ~he list of detected networks 
(Figure 17-3). By choosing to Connect to any one of them, Windows will attempt to 
automatically configure the appropriate settings. However, it has no way of selecting 
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the appropriate EAP method, and therefore is often unable to automatically config­
ure encrypted networks. Attaching to an unencrypted network is easy, but you will 
be prompted to confirm connecting to a network that provides no security. 

,Z, RefroshnC'tworklist 

~ S& up a w,reless networi< ·I 
for 4 home or small offrce 

Related Tasks 

-!) learn abou~ wireless 
networking 

* Change the <>l'der ol 
preferred networ1<s 

~ Change advanced 
settings 

Unsecured wteless network 

Figure J 7-3. Viewing available wireless LANs 

Configuring Security Parameters and 802.1X 

o~OO~ 

~onnect 

In many cases, it is necessary to manually configure the security properties of a net­
work. Windows can automatically default settings for encryption and authentication 
type, but may still be wrong. 802.lX settings are always defaulted to using EAP-TLS, 
even though EAP-TLS is not commonly used. To change security parameters, go to 

"Change Advanced Setttings" to get the interface properties, and hit the Wireless 
Networks cab (Figure 17-4). 

To add a network, you can select it from the Preferred Networks pane and choose 
Properties, or you may add it manually by specifying a network name, as in 
Figure 17-5. If you are manually adding a network, you must configure the correct 
properties from scratch. If Windows has automatically configured the network, it 
will pick the strongest protocols available. 
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0 lli!!. Windows to configure my wireless netw01k setti~gg 

Available networks: 

, To connect to, disconnect lrom, or lind out more information 
about wireless network,: in range, click the bu~on below. 

- ' 

[ View Wireless 1,1 et works j 

Ereferred networks: 
Aulomaticallj, connect lo a~ailabls networks in the crdsr listed 
below: 

'i M)'Network (Automatic! 
1 ALASKA-PDX [Automatic) 

1 FlyPDX [Automatic I 

Sil 
@!i 

1 cesiteserver (Automatic) ,1lJ 

add... ) [ He move ] [ Pr.Qperties 

Learn about setting up wireless netw01k 
configuration. 

_t:1~ve-~-

I Move _gown j 

Adyanced 

OK J ( Cancel 

Figure 17-4. Wireless Networks tab 

One of the positive attributes of ZeroConf is that it can maintain properties for sev­
eral different wireless LANs, and connect to networ~ for which you have defined 
settings appropriately. 

The first major choice to make is the type of network authentication you will use. In 
the figure, I show WPA. However, there are four options: 

Open authentication. 
This is used for networks that perform no authentication, as well as networks 
that are using legacy dynamic WEP solutions, Selecting it means that the initial 
link layer authentication takes place using the open authentication method 
described in Chapter 8. Any network implementing open authentication may 
require 802. lX on top of it, though it does not have to. 

Shared authentication. 
This option is used for networks that do shared-key WEP authentication. It will 
require you to enter a key in the "Network Key" fields. Shared-key WEP authen­
tication is not very strong, and does not offer serious protection. The only rea­
son to use this option is to connect to a network of APs that requires it. 
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Net work riarne (S SID) 1mm 

r ;~:
1
:::::r~r::u~:: a-~= f~;~e f:I= -------7 

Network authentication: IWPA ~ I 
Q_ata encryption: I TKIP l::21 

"l-=t,.1-orl- ~~e11• 

'~9: t,m1 r1et 1.✓-1urr. •_, ~~ 

t'...:::; :-1de:~ ludv~ncec·1 LJ 
(~l TbE' key It p1;J\•1d~~ ior me dutomat1cali_•,. 

D This is a £Ornputer-lo-cornputer (ad hoc] network; wirelsss 
access points are not used 

Figure 17-5, Association properties 

WP A authentication. 

OK J [ Cancel 

This is short for WPA Enterprise. It uses 802.lX for user authentication, and 
uses the authenticated keying mode defined in 802, ll i, This option is only avail­
able if WPA software is installed and the driver has support for WPA. 

WPA-PSK authentication. 
This is short for WPA Personal, Rather than derive the master secret, this 
method uses a preshared master key, Link encryption keys are derived from the 
preshared key and random values exchanged by both the client and the AP. 

After choosing the authentication type, you will need to select the encryption used 
on the link. 

Disabled. 
This is used on open networks that do not apply link layer encryption. Many 
802.11 hot spots currently fall into this category, although most should offer 
stronger encryption in the future. 

WEP, 
This includes WEP using both manual and dynamic keys, To use dynamic WEP, 
check the box that says "The key is provided to me automatically", Manual 
WEP keys can be configured by unchecking the box and entering the key. 
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TKIP. 
This option is used for TKIP, which is the default value for WPA networks. 

AES. 
Windows does not refer to CCMP, but instead labels it AES in the ZeroConf 
configuration." This is believed to be the strongest encryption available for use 
on wireless networks. 

The dialog box offers the option to enter a key, or use automatically provided keys. If 
802.lX is in use, the key will be provided automatically and the checkbox will be 
cleared. Networks that use WPA authentication must use automatic keys; networks 
built on WPA-PSK must have the preshared key entered for them. Table 17-2 sum­
marizes the encryption and authentication options that are supported. 

Table 17-2. Summary of encryption and authentication methods 

Authentication framework 

Open 

WPA 

WPA-PSK 

Supported encryption 

Disabled (no WEP) 

WEP (key specified) 

WEP (automatic key) 

WEP {automatic key) 

TKIP 

AES (supported cards only) 

WEP (automatic key) 

TKIP 
AES (supported cards only) 

Authentication methods 

802.1X optional 

802. lX required 

802.1 X not used 

After configuring the association properties, configure the authentication properties. 
The association properties tab, shown in Figure 17-6, is the screen on which the EAP 
method is selected. The figure shows a machine which has three options: PEAP, 
EAP-TLS ("Smart card or other Certificate"), and TTLS ("SecureW2"). Clicking on 
the properties button will configure the selected EAP method. 

After the EAP method, there is a checkbox to "Authenticate as computer when com­
puter information is available". Checking this box allows a system to authenticate to 
the network using machine credentials, which allows Windows domain housekeep­
ing to occur before user authentication. Operation of this process is discussed in a 
later section of this chapter. 

' This is probably due to intellectual property concerns that cau~ed the AES-based encryption algorithm to be 
changed during the 802.lli draft proce~5. 
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Select this option lo provide authenticated network access Im 
wireless Ethernet networks. 

@f,nable IEEE 802.lx authentication for this network 

EAP wpe: I Protected EAP (PEAP] 
l~l :f,r._1gl!!J!!61!!l 

5ecureW2 
Smart Card or other Certilicate 

~ Authenticate as ,;omputer when computer information is available 

0 Authenticate as guest when uset or computer information is 
unavailable 

OK j [ Cancel 

Figure 17-6. Authentication properties 

Configuring EAP Methods 
On the authentication tab, you select an EAP method, but configuration is handled 
by clicking on the Properties button. Not all the methods displayed in the authenti­
cation properties tab are supplied by Microsoft. Third-party software can add EAP 
types to the drop-down list. Text in the EAP method box is one of the ways that you 
can determine whether Microsoft or Cisco PEAP is in use. Microsoft PEAP, which is 
technically PEAP version 0, displays as "Protected EAP (PEAP) ", while Cisco PEAP 
displays simply as "PEAP". 

EAP-TLS 

Figure 17-7 shows the configuration screen that is displayed when EAP-TLS is 
selected. The top box specifies whether the client certificate used to authenticate the 
user is st0red on a smart card, or in the certificate stores that Windows maintains. 
Large organizations issue smart cards to employees, sometimes embedded in 
employee identification card. Most midsized and smaller companies will opt instead 
to issue certificates stored on each machine. 
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Server validation is a key to building a secure network. The Microsoft supplicant 
allows two different levels of authentication. When the authentication server pre­
sents a certificate to the client, the client can validate that against the list of trusted 
certification authorities. If a self-signed certificate is in use, you must uncheck the 
validation box. The supplicant will trust any certificate it received, which opens a 
huge potential route of attack because the supplicant will trust any AP with any cer­
tificate. As an optional additional safeguard, the name listed in the server certificate 
can be validated to ensure that it comes from a known DNS domain. 

\\/heh connecting: 

0 Use my §mart card 

0~he a certificate on this computed 
@ Use simple certificate selecuon (Recommended) 

@ 'i <1lidate serv~r certilicate 

0 CJJnnsct lo lhsse se1vers: 

Trusted Root Certification Authorities: 

0 ABA.ECOM Root CA BJ! 
D Autoridad Certificadora de la Asociacion Nacional del Notarial 3 rl 
D Autoridad Certificadora del Colegio Nacional de Correduria Pu 
□ Baltimore EZ by DST 
0 Belgacom E-Trus1 Primary CA 
0 C&W HKT SecureNel CA Class A 
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Figure 17-7. EAP-TLS configuration screen 

PEAP version O 
Microsoft PEAP configuration, shown in Figure 17-8, is similar to EAP-TLS. Server 
validation is identical, and should be enabled. The major configuration is the inner 
authentication method to he used inside the protected tunnel; see Table 17-1 for a 
brief discussion of the various options. 

Microsoft's implementation allows the list to contain any EAP authentication plug-in. 
By default, the list contains EAP-TLS and EAP-MSCHAP-V2. The latter is more com­
mon because it enables easy integration with Active Directory or NT Domain user 
accounts. Each inner authentication method can have its own subconfiguration. With 
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EAP-MSCHAP-V2, the inner method configuration has only one option. When the box 
is checked, the Windows logon credentials are automatically submitted to the network. 
The checkbox is sometimes called the PEAP single sign-on because the supplicant auto­
matically submits logon credentials without prompting the end user. 

When connect;,~, 

~ :tahd.lte server certl~cate 

0 Cg,ne<t to these mversc 

Trusted_~oot Cer~flcatlon Authorities: 

0 A6A,ECOl>1 Root CA 
D Autoridad Certifkodora de I• Asociacion Nacional del Notaria _:;1 
D Autoridad Certificadora del Coleglo Naclonol de COrredurla P 
0 Baltimore EZ by DST 
D Belgacom E·Trus\ Primary CA 

□ a,.w HKT SecureNet CA Class A 
0 C&W HKT 5ecureNet e,o, Class B ~:ii 

l<ll:.. I _> 

D Do riot grompt: user to authorize nffl',I ~rvers ot trusted 
certification authcrltJes, 

~elect Ao.Jthenticotion Method: 

Secured pa"word (EAP·M5CHAP v2) ~ I (:_onfigure ... j 

ISecureW2 ~ 
Smart Card or other Certificate 

I 
OK ~ ( Concel 

Figure 17-8. P EAP version O configuration 

Clearing credentials from the registry 

When connecting: 

~ /)u1oma1ically u,e my Windo.,, logon name and 
pas....,,,d land domain if any]. 

ciK:::J [ Cancel j 

When single sign-on is not enabled, user passwords will be saved to the registry. 
When a user connects to a particular network name for the first time, the system will 
prompt the user for a username, password, and Windows domain. If authentication 
is successful, the credentials are saved to the Registry for future use. Whenever the 
user chooses to connect to the same network in the future, Windows will automati­
cally submit the previously successful credentials. 

As a user-friendly feature, credential caching leaves something to be desired, in large 
part because there is not a convenient way to clear out user credentials that are no 
longer useful. Many wireless networks plug in to existing authentication sources, and 
most large-scale networks enforce regular password change policies. When an 
enforced password change invalidates the cached credentials in the Registry, the user 
must clear out the registry to change the password. 

User credentials are stored in the Registry under HKCU\Software\Microsoft\EAPOL\ 
UserEaplnfo, as shown in Figure 17-9. Each network interface configured to do 
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PEAP authentication without single-sign on will be represented by a long identifier 
consisting of a big string of letters and numbers. 
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Figure 17-9. Stored user credentials in the Registry 

Each network card is given an identifier. In Figure 17-9. the interface with the identi­
fier {768EB04A-989E-4C89-9B8S-93DF52F5EDE6} has three cached network passwords. To 
remove the cached password for the network, delete its corresponding registry key. 

To find out which network interface the string corresponds to, go to HKLM\ 
So ftware\Microsoft\ WindowsNT\Current VersirmWetwork Cards and check our keys 
below that value. Figure 17-10 shows the mapping of the registry string to an 
"ORiNOCO 802.llabg ComboCard Gold." 

T• 8 0 Nctwark~rds 

I 
CJ I S 

ram 
-C:J 2 
l-CJ 3 

Cl 1 
11:. CJ Ope:~L0rlvers 
~ CJ Perfl1b 
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@)ServkeN«ne REG_SZ 176BEKl<1A-qs91:;-tc~-988$-9J'DFS2F5EDl:'.6} 

?,I 
ll'ty Computet\lf(EY _LOCAL_MACHU,.e\SOFIWAAf\l',aosoft\-., NT\y.nentV""°"Vlletwo<i.C.,ds\ 17 

Figure 17-10. Cross-referencing the interface to the text name in the Registry 

Storing rhe user password in the registry decreases the usability of the Windows sup­
plicant with a user-entered password. Microsoft representatives have defended pass­
word caching as a user convenience feature that prevents the need to repeatedly re­
entt:T the password, and pointed our the benefit of using an existing Active Directory 

364 I Chapter 17: Using 802.11 on Windows 

AXW-2015-387



L. 

L 
L 

L. 

I.... 

L.. 

..... 

L. 

L 
L 

L 
I ,_ 

user account with automatic use of Windows credentials. Other supplicants, how­
ever, store the user password in a more easily accessible place. 

The Microsoft supplicant on Windows CE does not cache credentials. Users are 
prompted for credentials every time the supplicant reamhenticates. Most Windows CE 
devices do not have keyboards, and entering credentials quickly can be quite difficult. 

SecureW2: TTLS with ZeroConfig 
Third-party supplicants present network administrators with a difficult choice. Users 
are often comfortable with the Windows GUI for configuring wireless interfaces, but 
TTLS support is generally only available by using a third-party client that disables 
ZeroConfig. Fortunately, there is a solution. ZeroConfig has a programming inter­
face that enables additional EAP support through "plug-ins" that implement a partic­
ular authentication method. SecureW2 is a TTL$ plug-in for Windows ZeroConfig. 
lt is an open source project, released under the GPL. Source code and binary pack­
ages are available from http://www.securew2.com. 

As a plug-in, SecureW2 configuration is accessed through the same screens as EAP-TLS 
and PEAP. When the Properties button is first clicked, Secure W2 displays its main 
configuration screen (Figure 17-11). SecureW2 configuration data is bundled into a 
profile. Each wireless network stored by ZeroConfig is associated with a Secure W2 
profile. Different networks may each be associated with a single SecureW2 profile. 
SecureW2 installers can be built with an administrative packaging tool that allows 
profiles to be included in the installer. 

ODO 
Alfa & Ariss -·-O 
lllet."°'k Soauily Solutions II 

DOD 
version 3.0.0 

Prafns: I' !D!llli 8l 
New ) [ Configure j ,:· -·C,~1ete 

i OK l[ Cancel 

Figure 17-11. Secure W2 main screen 
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Four tabs are used to define the profile. The Connection tab, shown in Figure 17-12, 
is used to specify the first-stage identity used by TTLS. By unchecking the box, the 
user account specified on the fourth tab will be used in the first stage. By default, the 
outer identity is anonymous. 

ODO 
Alfa & Ariss -j1- O 
-k Seru~ S<illd!otu; 

Connection I Certficates n Authentication II User account 

~\.Js,. altarnate outer ldent!~,! 

0 Use anonymous outer identity 

0 Specify outef identity, 

ODO 

Enable session re51.Jrnption ((IIJick connect) 0 

Advanced ~ OK j I Cancel 

Figure 17-12. SecureW2 profile creation 

Server authentication is configured with the second tab, the Certificates tab shown in 
Figure 17-13. Rather than presenting a long list of certificate checkboxes to accept, 
you must add each certificate authority manually. By clicking the Add CA button, 
the list will pop up. In XP Service Pack 2, the list presented is pulled from the com­
puter's certificate store. Just as with the Microsoft supplicant, it is possible to vali­
date the server name in the certificate. 

With the outer username and network authenticatior_ configured, it is possible to 
finally configure the user account for the inner authentication. Authentication type is 
configured with the "Select Authentication" tab drop-down (see Figure 17-14). 
Much of the impetus for using TTL$ is that cleartext password authentication is 
required; in such cases, the Authentication Method will be set to PAP. The user 
account is configured on the fourth tab. 
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Figure 17-13. SecureW2 certificate configuration 
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Figure 17-14. Secure W2 authentication method and user account screens 

WPA Configuration and Installation 
Wi-Fi Protected Access (WPA) is the typical security baseline used in most organiza­
tions. WPA is built into Windows XP Service Pack 2, and available as a patch for XP 
Service Pack 1. Enabling WPA is a matter of selecting either WPA or WPA-PSK as 
the authentication method in the association properties of the card. Microsoft does 
not implement WPA for other operating systems; use of WPA on other operating 
systems requires a third-party supplicant. 
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To use WPA, the entire system must support it. In addition to OS-level support, the 
hardware and its dri_ver must be capable of WPA support. Drivers will prevent 
unsupported options from being displayed. On a Dell TrueMobile 1150 card, the 
option for AES does not appear because that device only has RC4 encryption built­
in. If WP A is not working as expected, ensure that the latest driver is installed before 
contacting your vendor's support organization. 

Windows 2000 
Windows 2000 is still widely used. Many older machines have not been upgraded to 

Windows XP to save money, and Windows 2000 remains a serviceable operating sys­
tem. Wireless configuration on Windows 2000 is significantly more complex than on 
Windows XP, in large part because it lacks solid integration between the selection of 
a wireless network and the corresponding security configuration. 

Windows 2000 did not ship with 802.lX support from the start. [twas initially added as 
a patch on top of Service Pack 3, • and was later integrated into Service Pack 4. Microsoft 
has not ported WP A functionality to Windows 2000, although a WP A client is avail­
able from the Wireless Security Corporation (http://www.wirelesssecuritycorp.com). 
Many observers feel that 802. lX support on Windows 2000 is not a priority for 
Microsoft, and its inclusion into recent service packs is an illustration of increased diffi­
culty in persuading users to upgrade. 

Although 802. lX configuration has been integrated in::o the driver layer, Windows 
2000 still depends on a card utility to configure which network the system will attach 
to. The separation can be particularly problematic for users who travel between an 
encrypted networks and unencrypted networks. Although using the card utility to 

switch networks is straightforward, it is usually necessary to manually enable or dis­
able security. Windows 2000 may present network administrators with a difficult 
choice. If the software configuration tool bundles a third-party 802.lX stack, extra 
administration work must be done to separate the two. 

Dynamic WEP Configuration 
The Wireless Configuration Service on Windows 2000 only supports dynamic WEP 
for encryption. TKIP support is only possible by using a third-party supplicant. To 
configure dynamic WEP, set up the card's utility for use with manual \VEP key. As 
far as the card utility is concerned, a manual \,VEP key is in use. Frames are dis­
patched by the driver to the card, to be encrypted by one of the keys stored in the 
card's key cache. The ·wireless Configu·ration process, however, will push new keys 
into the card as required by the network's security policy. 

' See Microsoft knowledge base article 313664 for the patch. 
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The manual WEP key need not be configured anywhere else on the network. It must 
only be the correct length. For networks using 128-bit WEP, the key should be 
entered as 26 hexadecimal digits, such as 12345678901234567890123456. This 
dummy key is never used, since it is replaced by the dynamically derived key after a 
successful 802. lX authentication. 

In my experience, the Wireless Configuration Service on Windows 2000 is not as 
reliable as the process on Windows XP. Several bugs have caused the service to fail 
after a successful authentication. Interestingly enough, the symptom of this type of 
failure is that the connection will be keyed succesfully, but traffic will be disrupted at 
the first reauthentication period. With no software running to process 802. lX 
frames, any attempted reauthentications or re-key operations will fail. 

Windows Computer Authentication 
When the Windows authentication subsystem was designed, it used a network con­
nection to send user credentials to the domain controller for validation. When the 
network subsystem started, it would obtain a network address, if necessary for the 
protocol in use, and contact the domain controller. Besides validating user creden­
tials, the domain offered several other services. Network administrators could define 
domain policies to control the behavior of any system in the domain, or login scripts 
to customize the user environment as part of the login process. 

In the wired world, domain services are not a problem. Users attach to the network, 
and the system itself starts sending packets. When the Windows startup process was 
designed, there was no way of authenticating wired network connections. In the 
wireless world, though, where users must authenticate to active a wireless connec­
tion, network authentication can be a bit of a chicken and egg problem. Users can 
certainly authenticate to the wireless network once they supply credentials to the 
login box, but how can those credentials be validated without a network connection 
to send packets to the domain controller? Windows NT, 2000, and XP provide a par­
tial solution in terms of credential caching. Once a user has successfully logged in to 
a computer that is a member of a Windows domain, credentials are cached for the 
future . 

Credential caching is only part of the solution because it depends on logging in to the 
computer on a wired connection first. Microsoft has developed a much better solu­
tion called computer authentication or machine authentication. When the system first 
starts up, the computer authenticates to the wireless network as itself. With the wire­
less network up and operational, the computer can then download any required 
information from the domain and validate the credentials of any user against the 
domain controller. Users who have never logged in to the system and have no cached 
credentials can log in as well. 
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A fair amount of functionality depends on having a network connection early in 
the boot process. In addition to domain services, dnve mappings are attempted 
early enough that they may fail if the computer is not authenticated. In most cases, 
Windows computer authentication should be considered mandatory for a smooth­
functioning network. 

To set up Windows computer authentication, you must have an Active Directory 
back end. Computers must have accounts defined in the Active Directory, and they 
must be granted Dial-In permission. 

How It Works 
Computer authentication adds an extra 802.lX authentication process to the boot 
process. First the computer authenticates as itself. After obtaining user credentials 
from the login box, a second 802.lX transaction is run to authenticate as the user. 
The process is shown in Figure 17-15. 

The figure identifies several steps in the process. It starts when the computer comes 
up and starts its networking system. It begins an 802.lX authentication as the com­
puter in parallel to other system start-up tasks. 

1. The machine authentication is started. It may be started by an EAPOL-Start 
from the supplicant, or by a Request/Identity frame from the authenticator. 

2. The network collects the identity of the machine. In the first authentication, the 
"user" identity is of the form host/ComputerName .ActiveDirectoryDomain, where 
both the ComputerName and the ActiveDirectoryDom"in are available from the sys­
tem properties. 

3. The computer authenticates against its computer account on the RADIUS server, 
or in the back-end database behind the RADIUS server. This process may take 
several round-trips because of the need to exchange certificates, establish crypto­
graphic keys, and so forth. 

Computer authentication uses the same EAP method as user authentication. If 
EAP-TLS is employed for user authentication, the computer must also have its 
own certificate. When PEAP is configured for user authentication, the computer 
uses EAP-MSCHAP-V2 as its inner method. The "password" used in the inner 
authentication is generated when the computer joins the domain, and is not 
available to any other software. 

4. When the authentication succeeds, the computer is attached to the network. It 
receives an EAP-Success frame from the authenticator, and on wireless LANs, 
EAPOL-Key frames to provide keys for the connection. 

When authentication completes, the computer will be attached to the network, 
and can send and receive traffic. By sending a DHCP request, the computer can 
join the network and locate a nearby domain controller by using NetBIOS over 
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Figure 17-15. Startup process with Windows computer authentication 

TCP /IP. Before user authentication, the computer can establish a relationship 
with the domain controller. The user presses Control-Alt-Delete to begin the 
login process. The system uses its connection to the domain controller to load 
the user login• script, configure Windows domain policies, and perform other 
login tasks. 

5. When the user desktop is about to start, the second authentication starts. The 
end user authentication must be triggered by the operating system. Typically, the 
machine authentication established at the start of the session is only used for a 
few minutes until the user authentication begins. 
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6. The network requests the identity of the end user. On Windows networks, this 
is typically of the form DOMAIN\user, where the two components are the Win­
dows NT-style domain name, and the user account. 

7. The supplicant authenticates to the network with credentials from the user. 
With the Windows supplicant, the same EAP plug-in must be used for both the 
computer authentication and the user authentication. Like the previous step, it 
may require multiple round-trips to establish a secure cryptographic channel. 

8. The user authentication succeeds, and keys are provided for the connection. 
These keys will be different from the computer keys because they are derived 
from a different TLS session. 

Computer authentications can be treated separately from user authentications. 
Authorization of the two authentications may occur separately. For example, in a 
network that performs dynamic VLAN assignment, it may be possible to assign the 
computer account to a different VLAN from the user account. Early versions of the 
Microsoft supplicant did not trigger DHCP requests upon successful authentication, 
which prevented the user from sending and receiving traffic. Patches are available to 

fix this problem. 
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CHAPTER 18 

802.11 on the Macintosh 

Apple Computer has been a key player in establishing the market for 802.11 equip­
ment. Most companies in the 802.11 market saw their contributions in terms of stan­
dards committee activity and technology development. Apple contributed by 
distilling complex technology into an easy-to-use form factor and applying its mass­
marketing expertise. 

In 1999, 802.11 was a promising technology that had demonstrated its value in a few 
narrow markets. 802.11 interfaces cost around $300, and access points were around 
$1,000. Apple saw the promise in the technology and moved aggressively, releasing 
$300 access points and $99 interfaces. With a new competitor suddenly pricing the 
gear at a third of the prevailing price, other vendors were forced to drop prices 
dramatically, and the market took off. Prices have been dropping ever since. 

Apple's cards are branded with the name AirPort. AirPort refers to the first-generation 
802.llb network interfaces, while AirPort Extreme is used to refer to newer 802.llg­
based hardware. (Due to a focus on small offices and home offices, Apple does not 
sell 802.lla hardware.) This chapter discusses only the AirPort Extreme hardware, 
although the differences in configuration and management are vanishingly small. In 
addition to easy configuration of the wireless interface, the Apple 802.lX supplicant 
is the easiest to configure. The 802. lX supplicant was included for the first time in 
OS X 10.3, better known to most of the world by its code name of Panther. 

The AirPort Extreme Card 
Apple offers tightly integrated systems because the hardware and the software are 
designed in tandem. Unlike the chaotic IBM-compatible world, with Apple one com­
pany is responsible for both the hardware and software, and it shows. You can install 
the hardware and software and connect to an existing network in only a few min­
utes. If an AirPort card is plugged in during system installation, this can be done as 
part of the initial configuration. 
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Software Installation 
Drivers for the Air Port are included in OS 9 .1 and later, so there is no need to down­
load and install drivers. If the AirPort card is installed before the system first boots, 
the first-time boot configuration utility will allow you to configure the AirPort inter­
face out of the box by selecting a network name and choosing how to configure 
TCP/IP. For a network that uses DHCP, the configuration instructions are only a few 
screens long. 

AirPort cards added after the system first boots can be configured by the AirPort 
Setup Assistant.· After inserting the card, run the Setup Assistant. When it starts, you 
will see the dialog box in Figure 18-1. 

o e o AlrPort Setup Assistant 

Introduction ------------------- ----------, 
Sele.ct wnethu you want to .. 1 op • new AlrPart IIL!i• Stallon·o, mako chan94s ,o 1>n• 
you hallf. already Ut U!), . . 

_, 

,.& 
t!) Ser up a new AlrPort lase Statlon 

S.~tt llus cp,ia-. t yau .,.. 11,nfrlg up • •-: AfrPott la.'41 St.itfDII~ 

0 Change settings on an exlst:l111rA1rPon lase S_.n 
.st1eet 1his opricm tf,au ~-11'.1 ~-q~ ~' o!~ Al"i?r(~•-~~lon •1t ~~ •.~ 11'~.· 

a Id ContlnUt! t<> pro,:;eecl, 

® ( Co Back ) ( Continue ) 

Figure 18-1. Initial AirPort Setup Assistant screen 

Choose to configure the AirPort card and click Continue. The next step, shown in 
Figure 18-2, is to select the network you wish to join. Every network within range is 
displayed in the pop-up menu. Figure 18-2 shows the user selecting the secure.utah.edu 

network. 

• Cards can also be configured with the System Preferences application. For completeness, this chapter dis­
cusses the Setup Assistant first and the System Preferences application later in terms of monitoring and 
changing the configuration. However, there is no reason why you cannot configure the card straight from 
the System Preferences application. 
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Figure 18-2. Air Port card network selection 

Once the network is selected, you can move on to the third step: entering the nework 
password, which is only useful for networks protected by WEP or WP A. 802. lX con­
figurations must be set up in Internet Connect, as described later in this chapter. 

When connecting to a network, several different types of security can be selected. 
Figure 18-3 shows the dialog box. The type of security is selected with the drop-down 
box from WPA Personal (WPA-PSK), WPA Enterprise (WPA with RADIUS authenti­
cation), and WEP. To make matters easier for users, Apple has allowed administrators 
to input WEP keys as variable-length passwords. The ASCII text of the password is 
then hashed into a WEP key of the appropriate length. WEP keys can also be entered 
in hexadecimal by prefacing them with a dollar sign, such as $EB102393BF. Hex keys are 
either 10 hex digits ( 40-bit) or 26 hex digits (104-bit). Interpretation of the input string 
can be forced to ASCII by enclosing the key in double quotes." 

Configuring and Monitoring an AirPort Interface 
You may need to change the AirPort configuration from time to time. You may move 
between different 802.11 networks (ESSs) or need to change the WEP keys or IP set­
tings. Once the card is installed, you can change its configuration with the configura­
tion tools provided wirh OS X. Apple's configuration programs don't allow users to 

change any of the more complex 802.11 parameters. All the information needed to join 

• For more infonnation, see article 106250 in Apple's Knowledge Base at http://khase.info.apple.com. 
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Wireless Security: [ WPA Personal I ; ) 

~ Password ~ : ) T ..-------...-------- . 1 •- ~w ~~~-

Verify Password: 

If you choose to enter a pas5word, it can be 8 to 63 ASCll chuacters. If you 
choose to enter a Pre-Shared Key, it must be 64 hexaclecimal charact!!rs. 

Encryption Type: TKIP 

Group Key Timeout: 60 minutes 

(!) ( Hide Options ) ( Cancel ) ( OK ) 

Figure 18-3. AirPorr network password entry 

a network, for example, is broadcast in the Beacon frames. Apple decided in most cases, 
it's enough to present the user with network names and prompt for security settings. 

Basic configuration with the AirPort status icon 
Once configuration is complete, the AirPort status icon is displayed in the upper­
right comer of the screen, next to the speaker volume, battery, and clock icons, pro­
vided you haven't turned off those icons. The AirPort icon also indicates radio 
strength. In Figure 18-4, there are several solid wavefronts on the icon. As you move 
farther from the access point and the signal degrades, :he number of bars decreases. 
When it is clicked, a drop-down command list offers tr_e option of turning the power 
to the AirPort card on or off, selecting or creating networks, and opening the Inter­
net Connect application to monitor the radio interface. It is quite handy for users to 
be able to tum off the card at will. When you are out of range of a network, or just 
not using it, the card can easily be powered down to save battery power. 

Figure 18-4. AirPort status icon 

AlrPon On 
Turn AirPort Off 

Lumlnlferous Ether 
Other ••. 

Create Network ... 

Open Internet Connect .•. 
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In Figure 18-4, there are two networks within range: "Little Green Men" and 
"Luminiferous Ether." The checkmark by "Little Green Men" indicates that it is the 
network to which the user is currently connected, although the user can switch 
between the two networks simply by selecting a preference. Any other network can 
be selected by using the "Other. .. " option and entering the name of the network. 

An IBSS can be created by going to the Create Network option and selecting the 
basic radio parameters shown in Figure 18-5. The computer is set to create an IBSS 
with the network name of Very Independent BSS; the radio channel defaults to 11 
but can be changed to any of the 11 channels acceptable in North America and 
Europe. Every computer taking part in the IBSS must use the same channel. IBSS net­
works can only be configured for WEP. 

Computer lo Com~nner 

Plea,e enter Oie following Information to create a 
Compute, to Computer Network: 

Name: ' very lndepend~ t BSS _ 

Channel: , Automatic (11) • : j 

?a'!isword• 

Confirm: 

'::J Enable encryption (u,ieg WEPI 

WEP ke:y, tQ ... bJt ·.,:i¢,·.: 1:.~11 o1HL1t.-:I~, 
'7) 

( Hid• Options ) ~GD 

Figure 18-5. JBSS parameter setup 

After you've set up an independent network, the system adds a new section titled 
"Computer to Computer Networks" to the drop-down list, as shown in Figure 18-6. 
The AirPort status icon also changes to a computer in the pie-wedge shape to indi­
cate that the network is an IBSS rather than an infrastructure network . 

AlrPo.rt· 01'1 
Turn ~lrPon Off 

LlttJe Green Men 
Luminlferous Ether 
Other ... 

create Network ... 

Open Internet Connect ... 

Figure 18-6. AirPort status icon while associated to an JBSS 
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Configuration with the System Preferences application 

If you move between different ESSs, you can create a «location" for each and use this 
to configure the ESS/password pair, which you can then pick from a menu as you 
move to a different location. You can also preconfigure an ESS/password pair if 
you're not currently on the network for which you are setting up. 

The System Preferences application allows you to configure many system attributes, 
including those that are network-related. Figure 18-7 shows the network panel of the 
System Preferences application. The Show pop-up list can be set to any of the net­
work interfaces in the system. Naturally, when set to AirPort, it enables the fourth 
tab, as shown in the figure. The default tab is TCP/IP (Figure 18-7), which can be set 
to configure interfaces manually or with the assistance of DHCP or BootP. When set 
to DHCP, as in the figure, the leased address is shown. Although the DHCP server 
on my network provided DNS servers, the server IP addresses are not shown. (They 
are, however, placed in /etc/resolv.conf, as with any other common Unix system.) 

The other network panel worthy of note is the AirPort tab (Figure 18-8), which can 
set the network to join by default. In most cases, it should be left to Automatic, 
which enables the computer to search through any networks in the general vicinity 
for one that has already been configured. Automatic selection can reference security 
configurations built with Internet Connect, if necessary. 

Monitoring the wireless interface 

The wireless-interface status can be monitored with i:he Internet Connect applica­
tion. The Internet Connect application can be launched from either the Applications 
folder on the hard disk or from the AirPort status icon. It can be used to display the 
signal strength of the nearest access point, as well as change the network with which 
the station is associated. If the network is changed, it will reference any 802. lX con­
figuration necessary to authenticate to the network. See Figure 18-9. 

802. lX on the AirPort 
802.lX on Panther is set up through the lnternet Connect application, which can be 
launched from the drop-down menu under the AirPort status icon, or directly from 
the hard disk. 

To see the 802.lX configuration, click on the lock labeled 802.lX. If the lock does 
nor appear, either select New 802.lX Configuration from the File menu, or press 
Command-Shift-X. Once 802. lX has been displayed for the first rime, it will always 
appear as an icon across the top (Figure 18-10). 

To see the full configuration, select the Configuration drop down menu and choose 
Edit Configuration ... , which brings up the main configuration screen (Figure 18-11). 
The easiest task from here is to edit the configuration. This brings up a configura­
tion screen. Put in the username and password, and select any authentication 
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8 0 0 

-~­ShPWAII 

Network 

~ " ·~ 1 ml 
Displays Sound l Network I Startup Dl$k 

location: ( Automatic 

Show: [ AtrPort 

D 
~ 

AirPDrt I TCP/IP AppleTalk Proxies 

Configure 1Pv4: ~ Using DHCP ~: } 

IPAddress: 155.101.233.188 

Subnet Mask: 255.25 5.255.0 

Router: 155.101.233.1 

( Renew-DHCP Lease ) 

OHCP Olent ID: 
tJf reqUired} 

DNS Servers: 128.ll0.124.120 
128.110.132.99 

Search Domains: 

1Pv6 Address: 2001:1948:0410:fffb:0230:6Sff:fo02:e736 

( Configure 1Pv6 ... ) 

~ Click the lock to prevent further changes. ( Assist me.. . ) 

Figure 18-7. TCP/IP preferences tab of the Network Preferences settings 

(Optional) 

i (O~onaf) 

0 

Ap_ply Now 

C) 

I 

protocols that may be used. This screen allows selection of the network interface to 

which the 802.lX credentials apply. In most cases, it will remain set to the AirPort 
card, although wired 802. lX is gaining prominence. The username and password are 
straightforward, as is the wireless network. By default, the drop down for Wireless 
Network will display any encrypted networks detected by the AirPort, but it is possi­
ble to type in an arbitrary SSID. 

After typing in credentials, it may be necessary to configure the authentication 
method. The supplicant has different configuration screens for each method, as dis­
cussed in subsequent sections. 

After returning to the main screen of Internet Connect, you can press the Connect 
button to associate to the network and attempt 802.lX authentication. The status 
bar at the bottom will go through the following stages: 
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80 0 

",.­
~ 

Show AU 

Network 

[Q) ~ ~ l fj 
Displays Sound Network I Startup Disk 

location: t Al.ftomatic 

Show: [ AirPort 

:} 

!I) 

AirPort TCP/IP AppleTalk Proxies 

AlrPorUD: 00:3 0:.65:O2:e7:36 

By default. Join: ~ Automatic I : ) 

e!!Allow this computer to treate networks. 

(!I Show Alrflott status In menu· bar (?) 

C) 

Jl Olck the lock to prevent further changes. ( Assist me... ) ( Apply Now ) 

Figure 18-8. AirPort preferences tab of the Network Preferences settings 

Idle 
The AirPort is not associated to any network. 

Connecting 
The AirPort is associating with the selected SSJD. 

Authenticating 
The AirPort is trading EAPOL frames with the AP or switch as it tries to validate 
user credentials. 

Connected via (EAP method) 
If the authentication succeeds, the status bar will note that the system is con­
nected, and it will display the EAP method in use, as well as the time which the 
system has been authenticated. 
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~ ~ 
C1 ~ ~ @a ~ 

Summary AlrPon hm:r:NI Mod.,. M>A VPN tLlTP) t\02.lX 

Alrl'artfower: O!' ( Turn AlrPort Off ) 

NebNO~ i secure.utah.edu : ) 
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Im Statlon-1>: O(l:OP,QE;j)A,70,0l 

t;!l5~aw Af1"ort-mtu1 Ill menu bar 

Status: C.anected to 'seaan:.ulOh.edOI" 

Figure 18-9. Internet Connect monitoring application 

8 00 802.IX 

~ ~ ~ @) ~ ~ I 

C) 

C) 

Su~arv_ Alrftlrt lntt rn.11 Modem frllA V:PM fL2lP.I ~ .. ~ ----
IOUX 

Configuration: '. 802.lX Configuration : ) 

Network Po r1: ! AirPort I : ) 

User Name: - -- --------
Password· 

Wir~less Network: rsecurt .utah.edu B 
Status: Tdl~ ( Connect ) 

Figure 18-10. 802.lX configuration in Internet Connect 

Configuring EAP Methods 
Each of the EAP methods has a different method configuration. Generally speaking, 
the Mac supplicant hides a great deal of the complexity, unless it is required. 

TTLS configuration 

There are two potential TTLS configuration options, shown in Figure 18-12. The 
first, which is mandatory, is the inner authentication type. In most cases, I expect 
this will be set to PAP, though it is also possible to use CHAP, MS-CHAP, or MS­
CHAP-V2. Like most supplicants, the Mac supplicant supports hiding the user iden­
tity by configuring an anonymous outer identity. 
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Configuration ·_J Description: '8'02.lX Configuration 
802. lX Configuration 

Network Port: ! AlrPo.rt I ; I 
User Name: msg@net.llb.utah.edu 

Password: •••••••••• 

Wireless Network: 
1 
~e.cure.utah.edu B 

Authentication; :On Protocol ....--l ~g- TTLS - . __j 

0 TLS 
0 LEAP 
0 PEAP 
0 MOS ___ ( Configure ... ) 

Selea supported auth1111Clcalfon protclcots above 
and then orffl the.m appi,opJiately. 

r+B 

Figure 18-11. 802.lX Configuration screen 

TTLS 

Enter your~ authentitatlor, Information below. The Outer 
Identity will b• ,enc in th■ c~ar. 

m.s lnne.r Authe otlcatlon; '.PAP : l 

Duter Identity: (OptioN.l), 

~~ 

Figure 18-12. TTLS configuration screen 

PEAP configuration 

( OK ) 

On the Mac supplicant, only EAP-MSCHAP-V2 is supported as an inner authentica­
tion method. This allows interoperability with user accounts stored as MD4 hashes 
or in cleartext. The main use for this method is to support user accounts stored in a 
Windows network. On the configuration screen, Figu::e 18-13, the only option is to 
configure an outer identity to hide the user identity. 

The Keychain 
In Mac OS, passwords and certificates are stored on a keychain, which holds security­
relevant information in a centralized location. By logging in, the certificates and user 
credentials required for network authentication are available to any application 
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PEAP 

Enter 'fOIJI PW autheritlcatlo!I Information below. Th.1 Oute, 
ldtmthy wlll I:,~ sent In thl! clear. 

Outer Identity: T 

Figure 18-13. PEAP configuration screen 

(Dptlo~ 

( Cancel ) QD 

allowed by the user. Figure 18-14 shows a simple keychain, which contains one 
RADIUS server certificate, the CA that signed that certificate, and the 802.lX configu­
ration for a network. The keychain provides access control to protect configurations. 

ee0 ~Keychaln: login (U!Jlo_ckedl C) 

<r ~ (g ~ ' 
P.osS'NOfd Noto D•lete Go 

@) 
Lodt 

~ 
show,Keychalns 

Jllami 

~Name - ~ • I Kind Created Modified 

1 802.lX Configuration Internet Connect Today, 4:47 "'1-- Today, 4:47 
G fallout.net.llb.utah.edu certificate -

University of Utah Internal Server CA certificate -- -

Attributes I Access Control 

[:!;] University of Utah Internal. Server CA 
Expires Monday, May 11, Z023 12:40:lS PM.US/Mountain 

When walng_ lhls certlfi~atc: I Use System Settings 

► Trun Settingr 

D 

Finge'rp rints 

SHAl AA 14 86 Fl 3118A 3A2E 64 3C2F7C CA lS 90 CA llf N5 BAA2 

W5 QM~N~UM"~KMNll~Oro 

-rvpe X.SO!J 'll root certlftwe 
V4!r$1/>n 3 

Serial.Number oa 

Figure 18-14. The keychain viewer 

Adding to the keychain 

b 

• 

4 

When connecting to an 802.lX-protected network for the first time, any certificates 
that are not yet crusted will cause the authentication to fail. Rather than failing the 
authentication, the supplicant ·will present the certificates to the user, as shown in 
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Figure 18-15. By inspecting the certificates, users can make a decision about whether 
to trust them. More likely, a centralized information technology department will test 
user credentials on the wireless network before turning the system over to the end 
user, and can add any relevant certificates during the build process. 

Authentication failed because the server certificate 11 not trusted. Select and 
verify the certificates be law. If yuu a.ccept these certiflcat~, they will be 
added to your keychain and trusted. 

If you do no.t understand or recpgniH the· contents .of the-c4!rtlficate, and are 
unable to vertfy the seM!r's ldentlty, do not click Acee.pt. 

Certificate 

[tallout.net.lib.u~~h~-~du 
U,;iveersl Df Utah 11:tT,rnal Seiver C!, 

£31 . 

• 
University of Utah Internal Server CA 

Expires Monday, MaV 8, 2023 12:40:35 PM US/Mountain 

Fing11rprlnu 

SHAl AA B4 36 Fl l8 BA 3A 2E 64 3C 2F 7C OA 15 9D CA BF A6 BA Al. 

MD5 52 AB 93 AF D8 E2 ~4 39 59 BC Al BF lEAC 81 SD 

Type X. 509 v3 root certificate 
Version 3 
serlal Number oo 

Issuer Name 

Country us 
Organization Information T@chnQlogy 

Organlz.ati011al Unit utah.edu 
,..,,.lf'lllllnv\ ... ~~ ...... I l~iu11a~stv- "°' t lt-,1. 1 ..... .,,.,._1 ~•"qar r-k 

.. 

.,. 

( Decline ) ( Accept all ) 

Figure 18-15. Adding a certificate to the keychain 

T rou b leshooti ng 
When 802.lX authentication fails, the message that is received (Figure 18-16) does 
not provide a great deal of information. An error code does not provide detailed 
diagnostic information about why the failure has occurred. 

384 I Chapter 18: 802.11onthe Macintosh 

AXW-2015-407



L 
L 
;_ 

i ---

L.. 

~ 

i 
1.-

L 

L. 

1..-

I ..._ 

.... 

I,,_ 

I-. 

L.. 

0 
Figure 18-16. Xfailure dialog box 

802.lX Autllentlc.atton has failed. 

( Error. JQOl oin port 1nl) 

( OK 

Fortunately, the supplicant is capable of producing extensive debug logging. Create 
the directory lvar/log/eapoldient. If the directory exists and the NSDebugEnabled 
environment variable is set when Internet Connect launches, it will log EAPOL 
frames from the user to /varllog/eapoldientluid(number)-(network interface).log. For 
example, if UID 501 attempts to use 802.lX on the AirPort (typically enl), the file 
will be uid501-enl.log. Internet Connect must be launched from the command line 
to pick up the environment variable in the Terminal it is launched from. 

Mac:~$ sudo mkdir /var/log/eapolclient 
Mac:~$ NSDebugEnabled=YES; export NSDebugEnabled 
Mac:~$ /Applications/Internet\ Connect.app/Contents/MacOS/Internet\ Connect 

The debug log will dump out every frame sent and received, in both ASCH and hexa­
decimal. It does not print decrypted frames for EAP methods that use encryption. As 
an example, the following two EAPOL-Key frames were received after a successful 
802. lX authentication: 

2005/02/15 17:00:42.903841 Receive Packet Size: 75 

Ether packet: dest 0:30:6s:2:e7:36 source O:b:e:a:70:2 type Ox888e 
EAPOL: proto version Ox1 type Key (3) length 57 
Signature: 6c 08 b3 97 b1 74 f2 ec Oe 2c 1f 66 ff 40 78 42 is valid 
EAPOL Key Descriptor: type RC4 (1) length 13 Broadcast index 2 
replay_counter: 42 11 48 el 00 00 00 18 
key_IV: ca 7e d9 ff d4 47 80 ba 9e eb 33 c8 82 17 02 7c 
key_signature: 6c 08 b3 97 bl 74 f2 ec Oe 2c 1f 66 ff 40 78 42 
key: fc 7a 7c 67 f6 f6 fs 7d as 94 cb 49 1a 

2005/02/15 17:00:42.960436 Receive Packet Size: 64 

Ether packet: dest o:30:65:2:e7:36 source o:b:e:a:10:2 type Ox888e 
EAPOL: proto version ox1 type Key (3) length 44 
Signature: ce b3 45 OS 47 72 Sa 98 7c 64 Oc d8 52 od Bf 78 is valid 
EAPOL Key Descriptor: type RC4 (1) length 13 Unicast index o 
replay_counter: 42 11 48 e2 oo oo oo 19 
key_IV: 45 es 2a ad le gc ea Bf 3c 58 a4 c4 6a eo fa 82 
key_signature: ce b3 45 05 47 72 5a 98 7c 64 oc dB 52 Od Bf 78 
EAPOL: 2 bytes follow body: 
0000 00 00 
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Mixing WPA and WEP on the Mac 
As this book went to press, the Mac supplicant had a bug related to the interoperabiliry 
in environments which mix encryption rypes. It is relatively common to run dynamic 
WEP and TKIP simultaneously. Stations that are capable of TKIP run it for unicast 
data, while broadcast data is encrypted with dynamic WEP. Stations that are only 
capable of dynamic WEP use it for both unicast and broadcast data. 

In a mixed WEP/TKIP environment, Macintoshes are unable to connected to the net­
work. During the association process, the supplicant learns the network supports both 
WEP and TKIP, and accepts the security parameters by associating. However, during 
the key handshake, the supplicant insists on running only TKIP. With two different 
sets of security parameters in the association process and the keying process, the stan­
dards dictate that the AP should fail keying and kick the system off the network. 

As a workaround, either reduce the security of the network to run only dynamic WEP, 
run two parallel wireless networks (one WEP and one TKIP) so that Macs can use a 
TKIP-only network, or force all dynamic WEP devices off the network until they can 
be upgraded to TKIP. 
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CHAPTER 19 

Using 802.11 on Linux 

When the first edition of this book was written, 802.11 was only just coming to 
Linux. Cards had to be selected carefully because very few cards were supported 
with full open source drivers that evolved at the same pace as the Linux kernel. 
Linux support has now moved into the mainstream, with many vendors actively 
sponsoring driver development projects, or at the very least supporting efforts to tar­
get their hardware. Broadcom is a notable exception. 

Most 802.11 devices are supported by the PCMCIA system. As with Windows driv­
ers, installing wireless cards on Linux creates Ethernet interfaces. Many Linux driv­
ers expose an Ethernet interface through the kernel, and most drivers even name the 
resulting interfaces with the eth prefix. Programs can use the Ethernet interface to 
send and receive data at the link layer, and the driver handles Ethernet-to-802.11 
conversions.• Many of the things you would expect to see with an Ethernet interface 
remain the same. ARP works identically, and the IP configuration is done with the 
same utilities provided by the operating-system distribution. ifconfig can even be 
used to monitor the interface status and see the data sent and received. 

PCMCIA Support on Linux 
Initially, most wireless networking adapters were add-on cards that were based on the 
PC Card specification.t PC Cards attach to the system bus through a 16-bit controller 
interface that operates at 8 MHz. Even though performance was limited by the bus to 
be roughly comparable to the 16-bit ]SA bus, it was more than capable of supporting 

• There are two major encapsulation formats for data on 802.11. RFC 1042 is used for IP, and universally sup­
ported, Windows and MacOS support !PX and AppleTalkwith 802. lH. Not all Linux drivers support 802.1 H. 

t The Personal Computer Memory Card International Association (PCM CIA) is the industry group that came 
up with the PC Card specification. Initially, the cards were known as "PCM CIA cards," but the name was 
later shortened to "PC Card." I use both interchangeably, e~pecially since Linux support for these cards still 
goes by the longer PCM CIA. (In reference to the unwieldy nature of the acronym, one common joke expands 
it as "People who Can't Manage Computer Industry Acronyms.") 
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relatively slow 802.llb wireless LANs. Higher-performance 802.lla and 802.llg cards 
require the performance of the next-generation CardBus interface, which drives a 32-
bit bus at 33 MHz. CardBus provides the dramatically improved performance required 
by higher-bandwidth network interfaces. CardBus cards look nearly identical to PC 
Cards, and are used in the same slots. Both CardBus and PC Cards are, not surpris­
ingly, configured and managed through the Linux PCMCIA utilities. 

Using external interfaces with antennas that protrude from the case of the laptop is 
not always desirable. Laptop vendors have adopted a different form factor for "built­
in" wireless devices called Mini-PCI. Mini-PCI is a small version of the PCI interface 
that is only a few inches long. There no limit on what could be made into a Mini-PC! 
card, but by far the most popular use of the slot is to add wireless networking capa­
bilties to laptops. Most Mini-PC! wireless cards consist of a PCI-to-Cardbus bridge 
combined with a CardBus wireless LAN interface, and are therefore configured and 
managed through the Linux PCMCIA system. 

PCMCIA Card Services Overview 
Card Services grew out of an attempt to simplify system configuration. Rather than 
dedicating system resources to individual devices, the host system maintained a pool 
of resources for PC Cards and allocated resources as necessary. Figure 19-1 shows 
the procedure by which cards are configured on Linux. 

When a card is inserted, the cardmgr process orchestrates the configuration of the 
device, as shown in Figure 19-1. The orchestration pulls together system resources, 
kernel components, and kernel driver modules through the configuration files stored 
in /etcfpcmcia. Roughly speaking, the host takes the following steps: 

1. A card is inserted into an empty PC Card socket, and cardmgr is notified of this 
event. In addition to any hardware operations (such as supplying power to the 
socket), cardmgr queries the card information structure (CIS) to determine the 
type of card inserted and the resources it needs. For more information on the 
CIS, see the sidebar "Card Information Structure" later in this chapter. 

2. cardmgr attempts to identify the card and load the appropriate kernel modules 
for support. The PCMCIA card database stored in letc/pcmcia/config is used to 
map the CIS database to drivers. Drivers can also be loaded automatically 
through a hardware identification list that is part of the module and stored in a 
module map (lliblmodulesl(kernel version)lmodule. 'map). The main task of the 
identification is to associate cards with a class. For the purposes of configuring 
network cards, the important point to note is that items in the network class 
have additional network configuration operations performed on them later. The 
card is identified by the CIS data from step 1, and the class setting is set in the 
main system configuration file. At this point, cardmgr beeps once. Successful 
identification results in a high-pitched beep; unsuccessful identifications are 
indicated by a beep of lower pitch. 
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Figure 19-1. Linux PCMCIA configuration system 

3. cardmgr determines which resources are available to allocate to the card. Blocks of 
system resources are reserved for PCM CIA card use in the main configuration file, 
and cardmgr doles out resources as needed to cards. The number of I/O ports 
needed and the size of the required memory window are obtained from the CIS. 

4. Resources allocated by cardmgr are programmed into the PCMCIA controller, 
which is depicted in Figure 19-1 as interaction with the PCMCIA device driver. 
The Intel i82365SL PCMCIA controller is the most common chip on the mar­
ket, which is why the kernel module is shown as "i82365." The new kernel­
based PCM CIA system uses the yenta_socket driver instead of a chipset-specific 
driver. PCMCIA controllers implement resource steering to map resources 
required by the card onto available system resources. A card may ask for an 
interrupt, but the actual assigned interrupt is irrelevant. In operation, the card 
simply asks the PCMCIA controller to raise an interrupt, and the controller is 
responsible for looking up the interrupt assigned to the socket and firing the cor­
rect interrupt line. 

5. Part of the configuration information obtained from the lookup in step 2 is the 
name of the device driver that should be loaded to use the newly inserted card. 
Drivers for PCMCIA cards are implemented as kernel modules. As part of the inser-
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tiou process, the driver is informed of resources allocated in step 4. With proper 
module dependencies, module stacking can be used to load multiple modules. 

6. Further user-space configuration is performed based on the class of the device. 
Network cards, for example, have further configuration done by the letclpcmc.ia/ 
network script, which is configured by editing /etclpcmcia/network.opts. Success­
ful configuration in this step generates a second high beep, and failure is 
reported with a low beep. Additional configuration may also be performed by 
the Linux hotplug system. 

Interface names in Linux 

When a driver creates the network interface, it is given a name consisting of a prefix 
and a number. Many drivers will create additional network interface with a name of 
the form ethX, where X is the next number in sequence. Most laptops now have 
built-in Ethernet interfaces that come up on boot as ethO, which makes many wire­
less interfaces start as ethl. Older versions of the WaveLAN driver created interfaces 
beginning with the prefix wvlan, but current versions use eth. Atheros-based cards 
come up using the prefix ath. 

Hotplug system for automatic configuration 

To perform automatic configuration, Linux depends on the work of the hotplug con­
figuration project, whose web site is found at http://linux-hotplug.sourceforge.net/. 
When a device is inserted, the hotplug system will call any needed PCI configuration 
commands before configuring the interface. Hocplug scripts can help to automati­
cally configure systems with large numbers of network interfaces, or perform arbi­
trary configuration tasks. Many wireless devices implementing new standards are 
under continued development after the product is released. New firmware updates to 

cards can make new protocol features possible, or fix bugs in the released version. 
Hotplug can also be configured to automatically update firmware when particular 
cards are plugged in. 

PCMCIA Card Services Installation 
As of kernel 2.4, PCMCIA support has been integraced into the kernel, and was 
probably installed with your distribution. [t is not necessary to upgrade the kernel 
PCMCIA support. It may be necessary to fetch drivers for your interface, but it is 
almost certain that the PCMCIA support is up-to-date enough to handle any wire­
less interface you throw at it. (Older distributions can update PCMCIA software 
through a distribution maintainer's package, or by building from the source at http:// 
pcmcia-cs.sourceforge.neU.) 

Most configuration information is automatically detected from the environment 
without difficulty. Depending on the distribution and its installation, it may be 
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Card Information Structure 
To enable automatic configuration, every PC Card has a blob of data that enables the 
card to describe itself to the host system. The blob is called the card information struc­
ture (CIS) and takes a relatively straightforward link-list format. The building blocks 
of the CIS are called tuples because they have three components: a type code to identify 
the type of tuple, a length field, and a series of data bytes. Tuple formats range from 
trivial to highly complex, which is why this book does not attempt to classify them any 
further. Brave, stout-hearted readers can order the specification from the PCM CIA and 
use the dump_cis tool on Linux to read the CIS of inserted cards. 

The CIS assists the host in automatic configuration by reporting information about 
itself to the host operating system. For example, network interface cards identify them­
selves as such, and the CIS enables the Card Services software to allocate the appropri­
ate resources such as VO ports and interrupt request (IRQ) lines. On Linux, the system 
administrator uses configuration files to match the CIS data to the driver. 

necessary to inform the PCMCIA software which controller is running the PCMCIA 
slots by setting the PCIC variable in the system configuration file. Kernel PCMCIA 
software sets the value to yenta_socket. Systems that use the standalone PCMCIA 
support will set the variable to either tcic for Databook TCIC-2 chipsets, or i82365 
for the Intel i82365SL chipset. Slackware features a "probe" option to load modules 
until one successfully loads. 

~ ·· Monitoring the Cards 

L-

.__ 

~ .. , 

The main tool used to control the PCMCIA subsystem is the cardctl command. [t has 
several subcommands that can be used to view information or configuration status. 
Each argument can also take a slot number. Many laptop computers have two PCM­
CIA slots, in which case the slots are numbered O and 1. An increasing number of note­
books designed for portability have only a single slot, and therefore only have slot 0. 

In addition to the hardware-based eject system, cardctl can be used to remove drivers 
by sending the "card is removed" notification. Once the software has removed all the 
associated drivers and powered the slot down, the card can be restarted by sending a 
software notification of rhe card insertion. Having software control over the card 
allows the "reboot" of a card without having to physically remove and reinsert it. 

[root@bloodhound]# cardctl eject o 
[root@bloodhound]# cardctl insert o 

Drivers are selected based on the CIS data. To see the contents of the card's CIS, 
insert it and wait for it to power up, then use the info or ident subcommands to 
cardctl to see the identification information. Here is the information from a Proxim 
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8480 Gold card. Like nearly all cards with 802. lla capabilities, it is based on the 
Atheros chipset. The card even reports itself as an Atheros reference design: 

root@bloodhound:~# cardctl info O 
PRODI0_1="Atheros Communications, Inc." 
PRODID_2="ARsoo1-oooo-oooo" 
PRODID_3="Wireless LAN Reference Card" 
PRODID_4="00" 
MANFID=0271,0012 
FUNCID=6 
root@bloodhound:~# cardctl ident o 

product info: "Atheros Communications, Inc.", "AR5001-oooo-oooo", "Wireless LAN 
Reference Card", "oo" 

manfid: Ox0271, Ox0012 
function: 6 (network) 

In addition to extracting the CIS identification with cardctl, the complete structure 
can be printed out with cis_dump. In addition to identification information, the CIS 
includes information about the supported speeds. In the case of the Proxim 8480, it 
reports exclusively on the 802.lla speeds, even though it is capable of 802.llb­
compatible operation: 

root@bloodhound:~# dump_cis 
Socket o: 

manfid Ox0271, Ox0012 
config_cb base oxoooo last_index oxo1 
cftable_entry_cb OxOl [default] 

[master] [parity] [serr] [fast back] 
Vee Vnom 3300mV Istatic 25mA Iavg 450mA Ipeak SOOmA 
irq mask Oxffff [level] 
mem_base 1 

BAR 1 size 64kb [mem] 
vers_1 7 .1, "Atheros Communications, Inc.", "AR5001-oooo-oooo", 

"Wireless LAN Reference Card", "oo" 
funcid network_adapter [post] 
lan_speed 6 mb/sec 
lan_speed 9 mb/sec 
lan_speed 12 mb/sec 
lan_speed 18 mb/sec 
lan_speed 24 mb/sec 
lan_speed 36 mb/sec 
lan_speed 48 mb/sec 
lan_speed 54 mb/sec 
lan_speed 72 mb/sec 
lan_media 5.4_GHz 
lan_node_id 20 oo 4d a6 d4 oa 
lan_connector Closed connector standard 

Socket 1: 
no crs present 

Once the card has been inserted into the system, use the status subcommand to 
check on it. The config subcommand will also report the system interrupt assigned 
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by the system. In my case, the laptop uses a PCI-to-Cardbus bridge, so the card 
inherits the IRQ assigned to the PCI bus. 

root@bloodhound:~# cardctl status o 
3.3V CardBus card 
function o: [ready] 

root@bloodhound:~# cardctl config o 
Vee 3.3V Vpp1 3.3V Vpp2 3.3V 
interface type is "cardbus" 
irq 11 [exclusive] [level] 
function o: 

The lights are not useful 
Many drivers are intended to work with several different pieces of hardware, and 
each manufacturer may customize the number and purpose of the lights on the card. 
Usually, there is one light to indicate that the card is powered up, and a second light 
that will blink to indicate traffic from the card. It may or may not blink in response 
to traffic from other stations. A few cards may have a third light to indicate associa­
tion status . 

Linux drivers generally do not make an attempt to control the lights on each card in 
a vendor-specific way, and internal cards may not have any lights at all. If your card 
behaves differently, don't panic. Check at the access point for an association; if an 
association exists, then the card is functioning normally but uses the lights in a dif­
ferent manner. 

Troubleshooting Resource Conflicts 
One of the revolutionary developments hyped by PCMCJA card vendors was that 
users were no longer directly responsible for maintaining low-level hardware configu­
rations on IBM-compatible hardware. In many respects, this hype was overblown 
because users are still responsible for maintaining the resource pools used by PCM­
CIA Card Services to draw from for automatic configuration, and therefore they 
must still be familiar with the hardware configuration. Three major resources are 
managed by Card Services for users: IRQ lines, I/0 ports, and direct memory access 
CDMA) channels. DMA channels are not required by network cards, however, and 
are not discussed in this section. 

IRQs 

IRQs are used by devices that must use the CPU periodically. Interfaces use IRQs so 
that when a buffer fills, the system CPU can be notified and drain the buff er. One 
limitation of the PC architecture is that it has only 15 available IRQs, and many are 
occupied by standard hardware. Table 19-1 shows common IRQ usage, which may 
help you determine which IRQs are available for PCMClA cards. Disabling any extra 
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components frees the IRQ. Table 19-1 also shows common IRQ settings on PC hard­
ware. As a rule of thumb, lRQs 3, 5, and 10 are readily available on most machines. 

Table 19-1. Common IRQsettings 

I RQ number Common usage 

0 System timer 

Keyboard 

2 Cascade 

Second serial port 

4 First/third serial port 

5 Second parallel port 

6 Floppy controller 

7 First parallel port 

8 RTC 

9 Video (oldmystems) 

10 

11 Usually PCI bus or SCSI controller 

12 Usually PS/2 mouse port 

13 FPU 

14 Primary IDE 

15 Secondary IDE 

1/0 ports 

Purpose 

Fires 18 times per second to maintain coarse docking. 

Allows operating system to monitor keyboard strokes by user. 

Two interrupt controller chips are used; the second controls IRQsS-15 
and is wired into IRQ 2 on the primary. 

The second and fourth serial ports (COM2 and COM4 under Windows) 
both use IRQ 3. If only one serial port is present, IRQ 3 may be used by 
expansion devices. 

The first and third mial ports (COMl and COM3 under Windows) both 
use IRQ 4. Generally, it is no-: a good idea to use IRQ 4 for expansion 
devices bmuse loss of the serial port also means that terminal­
emulation software cannot ~e used. 

Most systems have only one parallel port, but IRQ 5 is also commonly 
used for sound cards. 

All systems have floppy disks, which can be especially important on por­
table computers. 

The first parallel port can frequently be disabled on laptops without an 
is.sue, unless the parallel port is used extensively for printing. 

The Real-Time Clock maintains finer-grained timers • 

Older systems required an IRQ for the video controller, and it was typi­
cally assigned to IRQ 9. Most video controllers are now on the PCI bus 
and do not require a dedicated IRQ. 

Usually available for expansion devices. 

Generally not available for expansion devices. 

Generally not available. 

The floating-point unit IRQ is used by the math coprocessor, even on 
systems with a CPU with an integrated math coprocessor such as the 
Pentium series. 

The first IDE channel is used by the main system hard disk, and thus IRQ 
14 is almost never available on a portable system. 

Portable systems typically place the CD-ROM on IRQ 15, making this IRQ 
unavailable for use. 

VO addresses are used for bidirectional communication between the system and a 
peripheral device. They tend to be somewhat poorly organized, and many devices 
have overlapping defaults. Each 1/0 port can be used to transfer a byte between the 
peripheral device and the CPU. Most devices require the ability to transfer multiple 
bytes at a time, so a block of ports is assigned to the device. The lowest port number 
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is also called the base I/O address. A second parameter describes the size of the 1/0 
window. Table 19-2 lists some of the common port assignments. Refer to your hard­
ware vendor's documentation for derails on additional devices such as JR ports, USB 
controllers, the PCMCIA controller, and any resources that may be required by 
motherboard components. 

Table 19-2. Common TIO ports 

Device name 

Communication ports 

First parallel port 

First serial port 

Second serial port 

Disk drives 

Primary IDE 

Secondary IDE 

Floppy controller 

Input devices 

Keyboard 

Multimedia/gaming 

Sound card 

Joystick/Game port 

System devices 

Interrupt controllers 

DMA controllers 

CMOS/real time clock 

Speaker 

Math coprocessor 

1/0 range (size) 

Ox3 bc-Ox3 bf ( 4) 

Ox3f8-0x3ff (8) 

Ox2f8-0x2ff (8) 

master. Oxlf00xlf7 (8) 

1lave: Ox3f60x3f7 (2) 

master: Ox1700x177 (8) 

slave: Ox376 (1) 

Ox3f00x3f5 (6) 

Ox060 (1) 

Ox064 (1) 

Ox2200x22f (7 6) 

FM Synth: Ox3880x38b (4) 

MIDI: Ox3300x331 (2) 

Ox2000x207 (8) 

Ox0200x021 (2) 

OxOa OOxOa 1 (2) 

DMA channels 0-3: OxOOOOxOOf (16) 

Page registers: Ox0800x08f(16) 

DM A channels 4-7: OxOcOOxOdf 

Ox0700x073 (4) 

Ox061 

OxOfOOxOff (16) 

Linux Wireless Extensions and Tools 
802.11 interfaces act like Ethernet interfaces once they are active, but they have 
many more configuration options than Ethernet interfaces because of the underlying 

Linux Wireless Extensions and Tools 395 

AXW-2015-418



radio technology. Rather than have each driver responsible for implementing its own 
configuration utility and reporting mechanisms, the Wireless Extension API was 
developed to allow all drivers to implement common functionality and use common 
configuration commands. Wireless extensions are also a great help to application 
developers needing to get details from the interface because they can do it in a 
device-independent way. For example, xsupplicant ma~es use of wireless extensions 
to set WEP keys on an interface without having to understand each driver's opera­
tions for setting keys. (At press time, system calls for \VP A keying were not yet part 
of the official wireless extensions release.) 

Compiling and Installing 
Wireless LAN extensions are enabled with the CONFIG_NET_RADIO kernel con­
figuration option. CONFIG_NET_RADIO-enabled kernels collect wireless statistics 
and expose additional data structures used by most drivers. Most distributions that 
include kernels with wireless extensions also include the wireless tools. If more 
recent versions are required, you may download them from http://www.hpl.hp.com/ 
personall]ean_Tourrilhes/Linux, although it is probably easier to wait for your distri­
bution's kernel source to integrate the latest version and rebuild the kernel. 

Interface Configuration with Wireless Tools and iwconfig 
The main command-line tool for managing a wireless-extension-enabled driver is 
iwconfig, which is designed to be a "wireless ifconfig." It can be used to set the radio 
interface parameters before using ifconfig to set traditional network parameters. 

When run with no parameters, iwconfig displays a list of system interfaces. Inter­
faces that are not wireless will report that they have no wireless-specific data, while 
interfaces that do report wireless data will dump out the data that they have. Not all 
drivers implement all features. When iwconfig is run on a system with an old 
Orinoco card and an Atheros CardBus card, for example, the output will probably 
resemble this: 

[root@bloodhound]# iwconfig 
lo no 1vireless extensions. 

etho no wireless extensions. 

ethl IEEE 802.11-DS ESSID:"11b-is-slow" Nickname: 'HERMES I" 
Mode:Managed Frequency:2.457GHz Access Point:oo:E0:03:04:18:lC 
Bit Rate:2Mb/s Tx-Power~15 dBm Sensitivity:1/3 
RTS thr:off Fragment thr:off 
Encryption key:off 
Power Management:off 
Link Quality:46/92 Signal level:-51 dBm Noise level:-94 dBm 
Rx invalid nwid:o invalid crypt:o invalid misc:O 
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atho IEEE 802.11 ESSID: "11a-is-very-fast" 
Mode:Managed Frequency:S.28GHz Access Point: 00:0B:OE:OO:F0:43 
Bit Rate:36Mb/s Tx-Power:off Sensitivity~o/3 
Retry:off RTS thr:off Fragment thr:off 
Encryption key:E452-94AC-09DB-2200-12s6-6D7D-74 Security mode:open 
Pm1er Management:off 
Link Quality:31/94 Signal level:-64 dBm Noise level:-95 dBm 
Rx invalid nwid:o Rx invalid crypt:o Rx invalid frag:o 
Tx excessive retries:o Invalid misc:o Missed beacon:o 

Both cards report the frequency of operation and some statistics about the quality of 
reception. The "nickname" reported by the Orinoco card is not reported by the 
Atheros card because it is a feature that is not implemented by the Atheros driver. 
(By default, the nickname is set to "HERMES I" after the name of the Lucent chipset 
used in the Orinoco card.) 

Wireless Extensions reports information on the link quality in two ways. It reports a 
noise floor and signal level, and both are printed out by the driver. The signal to 
noise ratio is the difference between them. In the previous example, the SNR on ethl 
was 43 dB, and the SNR on athO is 31 dB. The Link Quality statistic primed out by 
the driver reports the RSSI and the noise floor. In the previous example, the card is 
reporting an RSSI of 31 dB over a noise floor of -94 dBm. 

Finding networks 

Some drivers support the use of wireless extensions to build a list of networks in the 
area. Rather than configuration, use the iwlist command to get information from the 
card. As arguments, it takes the interface and a subcommand. scan will print out the 
list of information discovered in the area. Root privileges are required to retrieve scan 
data. 

root@bloodhound:~# iwlist eth1 scan 
ethl Scan completed : 

Cell 01 - Address: 00:07:SO;D5:CE:88 
ESSID;"LuminiferousEther" 
Mode:Master 
Frequency:2.417GHz 
Quality:0/10 Signal level:-70 dBm Noise level:-256 dBm 
Encryption key:on 
Bit Rate:1Mb/s 
Bit Rate:2Mb/s 
Bit Rate:S.SMb/s 
Bit Rate:11Mb/s 

Cell 02 - Address: o0:09:5B:72:12:58 
ESSID:"Mom's House" 
Mode:'Master 
Frequency:2.467GHz 
Quality:0/10 Signal level:-22 dBm Noise level:-256 dBm 
Encryption key:on 
Bit Rate:1Mb/s 
Bit Rate:2Mb/s 

Linux Wireless EKtensions and Tools I 397 

AXW-2015-420



Bit Rate:5.5Mb/s 
Bit Rate: 11Mb/ S 

Cell 03 - Address: OO:OD:72:9B:FE:69 
ESSID : "21~IRE086" 
Mode:Master 
Frequency:2.442GHz 
Quality:0/10 Signal level:-28 dBm Noise level:-256 dBm 
Encryption key:on 
Bit Rate:1Mb/s 
Bit Rate:2Mb/s 
Bit Rate:5.5Mb/s 
Bit Rate:11Mb/s 
Bit Rate:nMb/s 
Bit Rate:6Mb/s 
Bit Rate:9Mb/s 
Bit Rate:12Mb/s 

Setting the network name 

To connect to a network, the first task is to select the network that \.Vi.11 be joined. 
That is done by configuring the SSID with the essid. p2.rameter. If the network name 
includes a space, it must be enclosed in quotation marks. The network interface 
probably will not become active and start searching for the network until you use 
ifconfig to activate it. Progress of the scan can be d:.ecked by repeatedly running 
iwconfig and looking at the frequency. For example, the scan searching out an AP on 
channel 56 might look something like this: 

[root@bloodhound]# iwtonfig atho essid "Space Cadet" 
[root@bloodhound]# ifconfig atho up 
[root@bloodhound]# iwconfig atho 

Mode:Managed Frequency:2.412GHz Access Point: 00:00:00:00:00:00 

{root@bloodhound]# iwconfig atho 

Mode:Managed Frequency:2.447Hz Access Point: 00:00:00:00:00:00 

[root@bloodhound]# iwconfig atho 

Mode:Managed Frequency:5.17GHz Access Point: 00:00:00:00:oo:oo 

[root@bloodhound]# iwconfig atho 

Mode:Managed Frequency:5.2SGHz Access Point: 00:0B:oE:oo:Fo:43 

• I use the term SSlD in this book to refer to a network name. Some drivers, including the WaveLAN drivers, 
use ESSID instead. The distinction is that an ESSID is a network name assigned co an extended service set, 
not any old service set. 
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When the card discovers the network, it will associate with the AP and report the AP's 
MAC address in the iwconfig output. Associating with the network is merely the first 
step. Other configuration may be necessary before the logical network connection. 

Some drivers have problems if the channel is automatically configured. If the chan­
nel is hard set, the driver may not search. To gee a driver stuck on a channel to 

search, disable the card with cardctl eject, reset the SSID, and then reenable the inter­
face with ifconfig. 

Setting the network channel 

Different cards support different operating frequencies. On a modem Atheros-based 
card, the entire ISM band is supported up to channel 14, and all three of the 5 GHz 
bands are supported as well. With drivers that support the operation, it is possible to 
get a list of supported channels by using the iwlist command: 

root@bloodhound:~~ iwlist atho channel 
atho 255 channels in total; available frequencies 

Channel 01 2.412 GHz 
Channel 02 : 2.417 GHz 
Channel 03 2.422 GHz 
Channel 04 2.427 GHz 
Channel 05 2.432 GHz 
Channel 06 2.437 GHz 
Channel 07 2.442 GHz 
Channel 08 2.447 GHz 
Channel 09 2.452 GHz 
Channel 10 2.457 GHz 
Channel 11 2.462 GHz 
Channel 12 2.467 GHz 
Channel 13 2.472 GHz 
Channel 14 2.484 GHz 
Channel 34 5.17 GHz 
Channel 36 5.18 GHz 
Channel 38 5.19 GHz 
Channel 40 5.2 GHz 
Channel 42 5.21 GHz 
Channel 44 5.22 GHz 
Channel 46 5.23 GHz 
Channel 48 5. 24 GHz 
Channel so 5.25 GHz 
Channel 52 s.26 GHz 
Channel 56 S,28 GHz 
Channel 58 5.29 GHz 
Channel 60 5,3 GHz 
Channel 64 5.32 GHz 
Channel 100 5.5 GHz 
Channel 104 5.52 GHz 
Channel 108 5.54 GHz 
Channel 112 5.56 GHz 
Current Frequency:s.28GHz (channel 56) 
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The operating frequency can be selected in three ways. Most cards will hunt for an 
SSID if it is given to them as described previously. For cards that do not support scan­
ning, the freq parameter can take an operating frequency directly, or the channel 
parameter can be used with the appropriate channel number, and the driver will derive 
the frequency from the channel number. The following two commands are equivalent: 

[root@bloodhound]# iwconfig atho freq 2,432G 
[root@bloodhound]# iwconfig atho channel 4 

Setting the network mode and associating with an access point 

Most 802.11 stations are in either ad hoc networks or infrastructure networks. The 
iwconfig nomenclature for these two modes is Ad-hoc and Managed. Select between 
them by using the mode parameter: 

[root@bloodhound]# iwconfig atho mode Ad-hoc 
[root@bloodhound]# iwconfig atho mode Managed 

For stations in an infrastructure network, the ap parameter may be used to request 
an association with the specified MAC address. However, the station is not required 
to remain associated with the specified access point and may choose to roam to a dif­
ferent access point if the signal strength drops too much: 

[root@bloodhound]# iwconfig atho ap 01:02:03:04:05:06 

Setting the data rate 

Most cards support multiple bit rates. iwconfig allows the administrator to choose 
between them by using the rate parameter. Bit rates can be specified after the rate 
parameter, or the keyword auto can be used to specify that the card should fall back 
to lower bit rates on poor-quality channels. If auto is combined with a bit rate, the 
driver may use any rate lower than the specified rate: 

[root@bloodhound]# iwconfig atho rate auto 

Configuring static WEP keys 

The key parameter controls the WEP function of the driver. Keys can be entered as 
hexadecimal strings using the key subcommand. Enter the string without any delim­
iters, four digits at a time with dashes between the two-byte groups, or in the colon­
separated byte form. The following commands are equivalent: 

[root@bloodhound]# iwconfig atho key 0123456789 
[root@bloodhound]# iwconfig ath0 key 0123-4567-89 
[root@bloodhound]# iwconfig atho key 01:23:45:67:89 

Many drivers support the use of 104-bit WEP keys as well. 104 bits is 13 bytes, or 26 
hexadecimal characters: 

[root@bloodhound]# iwconfig atho key 12345678901234567890123456 
[root@bloodhound]# iwconfig atho key 1234-5678-9012-3456-7890-1234-56 
[root@bloodhound]# iwconfig atho key 12:34:56:78:90:12:34:56:78:90:12:34:56 
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Although multiple keys can be entered using a bracketed index number, this capabil­
ity is not used on many networks. Dynamic WEP key assignment through 802. lX is 
a much easier way to ensure the use of multiple keys, and is much more secure. 

[root@bloodhound]# iwconfig atho key 0123-4567-89 
[root@bloodhound]# iwconfig atho key 9876-5432-01 [2] 
[root@bloodhound]# iwconfig atho key 5432-1678-90 [3] 

Once multiple keys have been entered, select one by entering-the index number with­
out a key value: 

[root@bloodhound]# iwconfig atho key [2] 

Activate WEP processing using key on and disable WEP using key off. These can be 
combined with an index number to select a new WEP key: 

[root@bloodhound]# iwconfig atho key [3] on 
[root@bloodhound]# iwconfig atho key off 

Finally, two types of WEP processing can be done. An open system accepts data 
frames sent in the clear, and a restricted system discards cleartext data frames. Both 
of these parameters can be combined with an index number: 

[root@bloodhound]# iwconfig atho key [4] open 
[root@bloodhound]# iwconfig atho key [3] restricted 

The key parameter may also be accessed with the encryption parameter, which may 
be abbreviated to as few characters as enc. I prefer to use key because it seems clearer 
to me, but you may choose whichever you like. 

Tuning 802.11 parameters 

iwconfig allows you to tune the RTS and fragmentation thresholds. The RTS thresh­
old of most drivers is 2,347, which effectively disables RTS clearing. In an environ­
ment likely to have hidden nodes, it can be set using the rts_threshold parameter with 
iwconfig. rts_threshold can be abbreviated as rts. 

[root@bloodhound]# iwconfig wvlano rts 500 

The default value of the fragmentation threshold is 2,346. In noisy environments, it 
may be worth lowering the fragmentation threshold to reduce the amount of data, 
which must be retransmitted when frames are lost co corruption on the wireless 
medium. Set the parameter by using the fragmentation_threshold argument to iwcon­
fig. It may be set anywhere from 256 to 2,356, but it may take on only even values. 
fragmentation_threshold may be abbreviated as frag. 

(root@bloodhound]# iwconfig atho frag 500 

802.11 stations maintain several retry counters. When frames are retransmitted "too 
many" times or wait for transmission for "too long," they are discarded. Two retry 
counters are maintained. The long retry counter, set by the retry parameter, is the 
number of times transmission is attempted for a frame longer than the RTS threshold. 
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The short retry counter, set by the retry min parameter, is the number of times trans­
mission will be attempted for a frame shorter than the RTS threshold. Unlike many 
drivers, iwconfig also allows for configuration of the maximum frame lifetime with 
the retry lifetime parameter. To specify a value in milliseconds or microseconds, 
append "m" or "u" to the value: 

[root@bloodhound)# iwconfig atho retry 4 
[root@bloodhound]# iwconfig atho retry min 7 
[root@bloodhound]# iwconfig atho retry lifetime 400m 

Agere (Lucent) Orinoco 
Wireless networking is far older than the 802 .11 standard. Several proprietary 
approaches had been released and were gaining a foothold in the market in the early 
1990s. One of the first notable products was the NCR WaveLAN, released when 
NCR was a division at AT&T.' When Lucent was spun off from AT&T in 1996, the 
WaveLAN division, like most communications product manufacturing at AT&T, 
was made a part of Lucent. 

Early W aveLAN hardware was a completely proprietary system. After 802.11 was 
finally standardized in 1997, new hardware that complied with the standard was sold 
under the W aveLAN brand. To distinguish the standards-compliant cards from the 
proprietary cards, the former were called "WaveLAN IEEE" cards, while the latter 
were simply "W aveLAN" cards. 

As the market for 802.11 hardware continued to develop, Lucent decided to rename 
the WaveLAN division under another brand name. The new name, Orinoco, comes 
from the third largest river system in the world. During the rainy season in South 
America, the Orinoco swells with fresh rainfall flowing in from over 200 tributaries. 
At its peak, the river grows to over 10 miles wide and more than 300 feet deep. 
Nearly 1,000 miles of the Orinoco's 1,300 miles are navigable; it is no wonder that 
the river's name is derived from the native words for "a place to paddle." 

Lucent's initial strategy for support on open source platforms was to offer a choice of 
drivers. A dosed-source proprietary binary driver, wavelan2_cs, provided full func­
tionality, and a second, less functional open source driver, wvlan_cs, was made avail­
able under the GPL. wvlan_cs was based on a low-library provided with the closed 
source driver, and it was an evolutionary dead-end. Rather than continue along that 
path, wvlan_cs was rewritten with new low-level operations and became orinow_c:s 
in Linux kernel version 2.4. (orinoco_c:s was originally known as dldwd_cs, which 
stood for David's Less Dodgy WaveLAN Driver!) 

• NCR, which was founded in 1884 as the National Cash Register Company, was acquired by AT&T in 1991. 
I can only assume that a cash register company was interested in wireless networking because it would enable 
cash registers to be placed anywhere wichout wiring. 
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In addition to the WaveLAN cards and any OEM versions of WaveLAN cards, 
orinoco_cs contains basic support for some PRISM-2-based cards and Symbol cards 
that use the same MAC chipset. orinoco_cs has been part of the Linux kernel distri­
bution since kernel Version 2.4.3. 

Compiling and Installing 
All distributions based on the 2.4 and later kernels include orinoco_cs. In many 
cases, it will be possible to use the driver that shipped with your kernel. The major 
exception is if you plan to run xsupplicant and need to apply the key management 
patch, which will be discussed later. 

PCMCIA configuration 

Older distributions may ship with the wvlan_cs driver still enabled. To change the 
driver used by the distribution, it is sufficient to change the module binding the PCM­
CIA configuration. The author of orinoco_cs supplies a file, hermes.conf, which con­
tains card definitions for the cards supported by orinoco_cs. Because hermes.conf ends 
in .conf, it is sourced by the line at the end of /etdpcmda/config that reads all .conf files. 
However, to avoid binding conflicts, you must comment out all the lines that bind the 
older wvlan_cs driver to newly inserted cards. Alternatively, it is sufficient to edit the 
definition of your wireless card to bind the orinoco_cs driver after grabbing identifica­
tion information from the output of dump_cis: 

# in hermes.conf 
# 
card "Lucent Technologies Wavelan/IEEE" 

version "Lucent Technologies", "WaveLAN/IEEE" 
bind "orinoco cs" 

# from standard /etc/pcmcia/config 
# 
# card "Lucent Technologies WaveLAN/IEEE" 
# version "Lucent Technologies", "WaveLAN/IEEE" 
# bind "wvlan cs" 

Doing it yourself 

This is part of the kernel, so you generally don't need to install it unless you're look­
ing for a particular bug fix or feature enhancement. The most common reason to 

recompile the driver is a requirement to support dynamic WEP with 802. lX authen­
tication. xsupplicant distributes a patch to be applied for rekeying. Firmware updates 
may also be necessary to support dynamic keys. I have used firmware version 8.42. 
Later versions almost certainly work, but earlier versions may not. 
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Requirements are straightforward. The code itself is fetched from the distribution site 
at http://ozlabs.org!peopleldgibsonldldwdl. Make sure that you have a copy of patch co 
apply the patches of interest (the rekey patch is not required in version 0.15rc2): 

gast@bloodhound:~$ cd orinoco-0.13e 
gast@bloodhound:~/orinoco-o.13e$ patch -p1 < .,/rekey_patch_orinoco-o.13e 
patching file orinoco.c 
patching file orinoco.h 
msg@bloodhound:~/orinoco-0.13e$ make 

(build messages snipped) 
root@bloodhound:/home/msg/orinoco-o.13e# make install 
if [ -d /etc/pcmcia ]; then install -m 644 -o o -go h~rmes.conf /etc/pcmcia/hermes. 
conf; fi 
mkdir -p /lib/modules/2.4.26/kernel/drivers/net/wireless 
for fin hemes.o orinoco.o orinoco_cs.o orinoco_plx.o orinoco_tmd.o orinoco_pci.o; 
do\ 

if test -e /lib/modules/2.4.26/pcmcia/$f; then\ 
install -m 644 -o O -g O $f /lib/modules/2.4.26/pcmcia/$f; \ 

else\ 
install -m 644 -o o -go $f /lib/modules/2.4.26/kernel/drivers/net/wireless/ 

$f; \ 
fi; \ 

done 
depmod -a 

At the end of the build process, the system has several kernel modules: orinoco_cs.o, 
the PCMClA interface; orinoco.o, the hardware driver; and hermes.o, the driver for 
the MAC chip. 

Configuring the orinoco_cs Interface 
Configuration of orinoco_cs is identical to the configuration of wvlan_cs. When the 
card is inserted, the /etc/pcmcia/wireless script is run, using the configuration options 
in /etc/pcmdalwireless.opts. The wireless script is a frontend to the iwconfig program. 
Editing fields in wireless.opts sets the arguments to iwconfig. For details on configur­
ing the options to iwconfig, see the previous section on the wvlan_cs driver. 

Atheros-Based cards and MADwifi 
802.lla is the choice for high-speed, high-density 802.11 networks, and most 802.lla 
devices on the market use Atheros chipsets.' The driver project is called the 
"Multiband Atheros Driver for WiFi," or MADwifi; the project's home page is http:// 
sourceforge.netlprojectslmadwifi/. 

• It is likely chat any card with 802.1 la support is based on an Atheros chipset. Rather than include a list that 
will quickly become outdated, I suggest you refer to the searchable list at http:/kustomerproducts.athero5.wmf 
customerproduct5/. 
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Resetting on WEP Key Installation 
When using dynamic WEP on Linux, the 802.lX supplicant derives WEP keys from 
the authentication exchange, and then loads them into the driver. Up until 1999, many 
cards did not support the dynamic provisioning of keys, and needed to reset the micro­
controller in the card to make the new key take effect. Drivers were written with this 
assumption, and the code that updated keys would reset the hardware. 

Resetting the hardware when a key is installed is undesirable behavior with dynamic 
WEP. Once the authentication has completed, a key must he installed. If the driver 
resets after key installation, the link will bounce. In many cases, the AP will note the 
link bounce and requin; a new authentication. Once the supplicant detects the link 
state change, it will run the authentication again to derive a new key. After the new 
authentication completes, the supplicant resets the card to insta 11 the new key, starting 
the cycle over yet again. 

Most interface cards have firmware upgrades available which eliminate the need to 
reset the hardware after key installation. Once the right version of firmware is in place, 
the driver needs to be updated to a dynamic WEP-capable version that docs not send 
reset commands. 

If dynamic WEP is not working because the card resets after the authentication suc­
ceeds, check either the source code or the onlinc forums for the driver for your card to 

see if an update or patch is required. 

Although best known for 802. lla support, there are several Atheros chips available. 
L There are three generations of chipset. The initial chipset, the 5210, only supported 

802.lla. It was followed by the first dual-band chipset, the 5211, which added 
802.11 b support. Most devices now on the market use the 5212, which is a dual-

L band/tri-mode chipset that can support 802.lla, 802.116, and 802.llg. In addition 
to the different radio support, later generations are capable of performing much 
more complex security operations. All chipsets are supported by MADwifi. 

L 

L 

L 

Driver Architecture and the Hardware Access Layer (HAL) 
MADwifi is split into two parts: an open source driver, and a dosed-source library 
called the Hardware Access Layer (HAL). Atheros chipsets are extremely flexible, 
and capable of tuning outside the unlicensed bands because they use a limited form 
of a software-defined radio. 

Atheros has interpreted FCC regulations as requiring that the HAL be kept dosed. 
(Broadcom interprets the rules in the same way, and they have a similar chipset on 
the market.) FCC rules require that software-defined radios must not be modifiable 
by the user to operate outside of their certified frequency bands. Devices that do not 
enforce the terms of their certification are potentially subject to sanctions. If devices 
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sold for use in the unlicensed spectrum were suddenly able to disrupt licensed com­
munications, vendors of such devices might also be penalized: 

For commercial products, ensuring that the software stays in the unlicensed spec­
trum is easy-just avoid compiling and distributing code that breaks the rules. Users 
cannot edit compiled code, so they are unable to break the rules. Open source soft­
ware changes the game. Distributing code that follows the rules does not prevent 
modification that break the rules. 

Atheros faced a choice: ship a driver with completely open source code and risk los­
ing regulatory approval to sell chips, or find some way of protecting the radio spec­
trum. Obviously, a driver exists because they took the latter course. Rather than have 
the open source driver interface directly with the radio chipset, it accesses the radio 
through the HAL's APL The HAL is generic enough that it is used unchanged by 
many other operating systems developing open source drivers; there are zero depen­
dencies on the host system software, though it does depend on the host hardware's 
instruction set. The HAL is available for x86 architectures (both 32- and 64-bit), 
ARM, MIPS, PowerPC, and XScale. Although closed-source code is often viewed 
with suspicion in the open source community, I consider it a sign of corporate com­
mitment to the Linux platform that Atheros was willing to support the development 
of the driver. 

Requirements 
MADwifi makes extensive use of wireless extensions, and is consistently developed 
against the latest version. Either use a recent distribution with current wireless exten­
sions support, or upgrade the kernel to a recent distribution. 

Drivers often make use of other kernel functionality, and MADwifi is no different. 
Building :tvlADwifi depends on having kernel headers and configuration files for the 
running kernel. If you have built a custom kernel for your hardware, by definition 
you have kernel source and configuration. Not all distributions will install the kernel 
source and configuration by default; you may have to find the right package. 

UUCP tools will also be necessary to get the HAL To safely transfer the binary HAL 
over arbitrary network paths, it is uuencoded. MADwifi's make script calls uude­
code. Depending on your distribution, uudecode may be part of the shell archive 
utilities package (sharutils), or it may be part of a UUCP tools package. 

• Christian Sandvig, • professor at the University of Illinois at Urbana-Champaign, takes exception to the 
SDR interpretation of FCC rules in a paper titled "Hidden Interfaces to 'Ownerless' Networks" (http:// 
www, spcomm. uiuc. edu/us ers/csandvig/resea rch/Hi dden _Interfaces. pdf; . 
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Building the Driver 
MADwifi is still under active development, and it changes regularly. Rather than hav­
ing periodic packaged releases, it is constantly maintained in CVS. Fetch the latest 
version from CVS: 

root@bloodhound:~# cvs -z3 -d:pserver:anonymous@cvs.sourceforge.net:/cvsroot/madwifi 
co madwifi 

When the command completes, the source code and (encoded HAL files) will be 
downloaded int9 a directory madwifi. To build the driver, use the standard open 
source command set: 

root@bloodhound:~# td madwifi 
root@bloodhound:~/bloodhound# make 

(lots of build messages) 
root@bloodhound:~/bloodhound# make install 

The main modules are wlan.o, ath_pci.o, and ath_hal.o. Several other cryptographic 
modules are loaded on demand to support particular encryption schemes. If the 
MADwifi build system cannot detect the right place in the filesyscem to install to, 
you may need to manually place the required modules in the correct location and 
run depmod -a to update modules. 

Using the Driver 
Current versions of the MADwifi driver publish a list of supported cards to the ker­
nel, which is revealed when module dependencies are built. The MADwifi driver 
supported device list includes several devices with the manufacturer ID of 0x168c, 
which belongs to Atheros. Provided that module dependencies are built correctly, 
there is no need to modify the PCMCIA configuration scripts. 

Loading the driver creates an interface prefaced with ath. Most likely, it will be athO, 
since you will only have one Atheros card running in your system. Older versions of 
MADwifi used the prefix wlan. If you see wlanO, update the driver. 

MADwifi is correctly integrated with the Linux hotplug system. When the module is 
inserted, the hotplug system will attempt to register the interface. It is almost certain 
that the start-up scripts in place on your distribution will need to be edited. Open 
wireless networks can probably have light editing; using 802. lX requires heavier 
editing because the interface must be authenticated before starting DHCP. 

802. lX on Linux with xsupplicant 
I have been fortunate enough to volunteer at rhe Interop Labs wireless security initia­
tives for the past few years, where I get to experience interoperability close up. In 
2004, developers from the OpenlX project participated in the interoperability test 
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Using Windows Drivers Under Linux 
Not all card manufacturers have committed ro supporting Linux. Revealing intellec­
tual property by giving away driver source code is usually the major concern. Finding 
the engineering time tO write, maintain, and support drivers given to the user commu­
nity is another. 

Drivers written natively for Linux are preferable for a variety of reasons. However, if 
your card vendor does not yet have a Linux driver, you can use the Windows driver 
through a wrapper program. Two software packages can run the Windows NDIS 
driver in a sandbox and translate Windows system calls into their Linux equivalents. 
The NDISWrapper project (http://ndiswrapper.sourceforge.net/) is a completely open 
source implementation. A company ca!led Linuxant provides a commercial program 
called DriverLoader (http://www.linuxant.com/driverloader/) for the same purpose. 
Trial licenses are free, but ongoing use does require payment. 

event, bringing open source code into an event that had previously been the preserve 
of product manufacturers. As the popularity of wireless networks has waxed, so has 
interest in solutions for connecting Linux systems to secure wireless LANs. 
xsupplicant is one of the leading implementations of 802. lX for Linux. 

Requirements 
Before even considering working with xsupplicant, the most important task is co 
ensure that 802.11 is already working! Many "wireless" problems are really PC Card 
problems. Obviously, you will not be able to attach to an authenticated network until 
building and configuring xsupplicant, but you should be able to insert your wireless 
card and have it recognized by the system. Card Services will generally sound a high­
pitched beep when a card is inserted to indicate it is recognized, resources were suc­
cessfully allocated, and the driver was loaded. (A second low-pitched beep may follow 
indicating a configuration failure, but that is okay. Chances are that you want your ulti­
mate configuration to run xsupplicant, so it's acceptable at the outset to not have con­
figuration support immediately.) With the driver succe5sfully loaded, you should be 
able to run iwconfig and obtain statistics from the driver. 

Even if the driver for your chosen card is working, make sure it has support for 
dynamic WEP. Although there is some dispute over the absolute security level of 
dynamically keyed WEP systems, it is unquestionable that dynamic WEP has a sig­
nificantly higher level of security than a single-key WEP system. It is a virtual cer­
tainty that any card you want to use with xsupplicant should support the use of 
dynamic keys. Most modern cards, those released in early 2003 and later, have driver 
support for dynamic WEP already, but a few older cards require patches. The popu­
lar Hermes-based Orinoco 802.llb cards fall into the latter category. Depending on 
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the driver, you may also need to rebuild your kernel (or at least get a copy of your 
kernel's configuration) in order to compile a driver. 

Finally, xsupplicant needs one major library. Iv:, discussed previously, most EAP 
methods are based on TLS in one way or another. xsupplicam uses the OpenSSL 
TLS implementation. Install version 0.9. 7 or later. Before fetching the source from 
openssl.org, check to see if there is a package available for your distribution. 

Compiling and Installing xsupplicant 
Compiling and installing xsupplicant follows the same routine that any other open­
source package. Released code can be fetched from http://sourceforge.net/projects/ 
openlxl, and compiled in the standard Unix way: 

root@bloodhound:~n tar -xzvf xsupplicant-1.0.1.tar.gz 
root@bloodhound:-~ cd xsupplicant 
root@bloodhound:~/xsupplicant# ./configure 
root@bloodhound;~/xsupplicant# make 
root@bloodhound:~/xsupplicant# make install 

As this book went to press, xsupplicant 1.0.1 was several months old, and massive 
development had occurred in the CVS version. (This section is written using a late 
2004 CVS version.) Among many other improvements, the CVS version has prelimi­
nary WPA support. The CVS version can be fetched from an anonymous CVS server, 
and compiled in the standard Unix way: 

root@bloodhound:~# cvs -Z3 -d:pserver:anonymous@cvs.sourceforge.net:/cvsroot/ 
xsupplicant co xsupplicant 
root@bloodhound:~# cd xsupplicant 
root@bloodhound:~/xsupplicant# ./configure 
root@bloodhound:~/xsupplicant# make 
root@bloodhound:~/xsupplicant# make install 

As a result of the build, you get three executables installed; the only one you are 
likely to use is lusrllocal!sbinlxsupplicant. 

Configuring xsupplicant 
When run, xsupplicant searches for its configuration file in /etc. The config file, letd 
xsupplicant.conf, does not get installed by defaulc, so copy it over to the expected 
location. 

root@bloodhound:~/xsupplicant# cp etc/xsupplicant.conf /etc/ 

Configuration files specify the authentication method, user identity, possibly the 
password, and a certificate location to validate the certificate from the network. Cer­
tificate authentication of the network may be disabled by setting the certificate loca­
tion to NONE, but it is not recommended. When setting up the network, you may 
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need to convert certificates between different forms. OpenSSL can easily convert 
between different formats by specifying the formats on the command line. 

root@bloodhound:~# openssl x509 -inform DER -outform PEM -in MycA.der -out MyCo.pem 

Passwords are stored in the configuration file in a nonencrypted form, so you may 
wish to have the system prompt for the password to avoid putting sensitive informa­
tion in configuration files. When no password is in the file for the network you are 
connecting to, xsupplicant will prompt the user. 

In the configuration file, settings can be stored as part of a profile for an SSID. The 
following example is a simple configuration for a network using PEAP, with EAP­
MSCHAP-V2 inner authentication on a network called batnet. xsupplicant can be 
configured to run a command after authentication completes, or that can be left to 

the configuration scripts on the operating system. 
### GLOBAL SECTION 

logfile; /var/log/xsupplicant.log 
network list; all 
default_netname; batnet 

first_auth_command; dhcpcd %i 

### NETWORK SECTION 

batnet{ 
# allow_types; eap_tls, eap_mds, eap_gtc, eap-otp 
allow_types; eap_peap 

# Phase 1 ("outer") identity 
identity; msg 
# Alternative, but common specification is to not re'✓eal username 
#identity= anonymous 

eap-peap { 
# It is a good idea to validate the certificate and not do "none" 
# root_cert = NONE 
root_cert; rootCA.pem 
root_dir = /etc/xsupplicant.d 
chunk_size; 1398 
random_file; /dev/random 

#**Inner method configuration 
allow_types = eap_mschapv2 

# Inner method configuration 
eap-mschapv2 { 

username = msg 
password= imnottelling 
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Pseudorandom number generation 

Like many other security protocols, EAP methods require a "good" source of random 
numbers. Linux provides two random number devices, ldevlrandom and ldev/urandom. 
The former returns random bits that are within the system's entropy pool. If insuffi­
cient entropy is available, the read will block until sufficient entropy is available, while 
the latter will return as much data is requested, perhaps at the cost of quality. 

Connecting and Authenticating to a Network 
The first step in gaining access to an 802.lX-protected network is to associate to it. 
xsupplicant depends on the system to perform the association. The initial configura­
tion should also configure the card to use encrypted frames, although the key config­
ured does not matter. Configure a dummy key to indicate to the driver chat it should 
run in encrypted mode; xsupplicant will replace the key after successful authentica­
tion with a wireless extension library call. The most common way of configuring the 
connection is to use iwwnfig to plumb a key and configure the network, and then 
use ifconfig to bring the interface up and start searching for the network. Naturally, 
these commands may be triggered by the configuration system scripts when a wire­
less card is inserted. 

root@bloodhound:~# iwconfig atho key 12345678901234567890123456 
root@bloodhound:~# iwconfig essid essid "batnet" 
root@bloodhound:~# ifconfig atho up 

After the system has associated with the network, run xsupplicant. The -i option 
indicates which interface it should run on. Debugging is activated with -d, with the 
following letters determining what information is printed out. Log messages are sent 
to the console with -f. The following example has cut the raw packet dumps. 

root@bloodhound:~# /usr/local/sbin/xsupplicant -i atho -dasic -f 
Using default configl 
network_list: all 
Default network: "default" 
Startup command: "echo "some command'"' 
First Auth command: "dhclient %i" 
Reauth command: "echo "authenticated user %i"" 
Logfile: "/var /log/xsupplicant. log" 
Allow Types: ALL 
ID: "msg" 
peap root_cert: "NONE" 
peap chunk: 1398 
peap rand: "/dev/random" 
PEAP Allo.i Types: ALL 
mschapv2. username: "msg" 
mschapv2 password: "imnottelling" 
Interface atho initalized! 
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At this point, xsupplicant has read the configuration file, and checks to see if the 
wireless interface is associated to an AP. If it is, the authentication process can begin. 

[INT] Interface atho is wireless] 
[INT] The card reported that the destination MAC address is now oo OB OE 00 FO 40 
[INT] Working with ESSID : batnet 
[CONFIGJ Working from config file /etc/xsupplicant.conf. 
[STATE] (global)-> DISCONNECTED 
[STATE] Processing DISCONNECTED state. 
[STATE] DISCONNECTED-> CONNECTING 
[STATE] CONNECTING-> ACQUIRED 
[STATE] Processing ACQUIRED state. 

Once the system has associated to an AP, it begins authenticating. 

Connection established, authenticating ... 
[STATE] Sending. EAPOL-Response-Identification 
[STATE] ACQUIRED-> AUTHENTICATING) 
[STATE] Processing AUTHENTICATING state. 
[STATE] Sending EAPOL-Response-Authentication 
****WARNING**** Turning off certificate verification is a *VERY* bad idea! You 
should not use this mode outside of basic testing, as it will compromise the security 
of your connection! 
[AUTH TYPE] Packet in (1) : 
20 
(AUTH TYPE] Setting Key Constant for PEAP vO! 
[INT) Interface etho is NOT wireless! 
Userdata is NULL! 11e 1~ill probably have problems! 
[STATE] (global)-> DISCONNECTED 
[STATE] Processing DISCONNECTED state. 
[STATE] DISCONNECTED-> CONNECTING 
[STATE] Processing AUTHENTICATING state. 
[STATE] Sending EAPOL-Response-Authentication 

At this point, a great deal of debugging output will appear as certificates are 
exchanged back and forth and validated by both sides of the conversation. Once the 
TLS tunnel is established, the debug output shows the inner authentication. In the 
case of EAP-MSCHAP-V2, the RADIUS server sends a challenge. Based on the chal­
lenge value and the shared secret, a response is generated. 

[AUTK TYPE] (EAP-MSCHAPv2) Challenge 
[AUTH TYPE] (EAP-MS-CHAPv2) ID: 2F 
[AUTH TYPE] Authenticator Challenge: C6 02 26 BE (3 Eo 44 03 13 6E 1F BA FO B3 1D SA 
(AUTH TYPE] Generated PeerChallenge: 28 62 AA A2 8( 8: EB 82 D1 9B 2F 9A 54 67 93 2C 
[AUTH TYPE] PeerChallenge: 28 62 AA A2 8C 8E EB 82 
[AUTH TYPE] AuthenticatorChallenge: C6 02 26 BE C3 EO 44 03 
[AUTH TYPE] Username: msg 
(AUTH TYPE] Challenge : 48 E7 AA 53 54 52 98 62 
[AUTH TYPE] PasswordHash: cs A2 37 B7 E9 D8 E7 08 08 43 6B 61 48 A2 5F Al 
[AUTH TYPE] Response: 4D 96 51 8C 18 3A F7 (7 70 15 47 13 19 D8 D6 9B 36 00 AD EB FA 
9A OF 28 
[AUTH TYPE] myvars->NtResponse = 4D 96 51 8C 18 3A F7 C7 70 15 47 13 19 D8 D6 9B 36 
DO AD ES FA 9A OF 28 
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[AUTH TYPE] response->NT_Response = 4D 96 51 8C 18 3A F7 C7 70 15 47 13 19 D8 D6 9B 
36 00 AD E8 FA 9A OF 28 
[AUTH TYPE] (EAP-MSCHAPv2) Success! 
[AUTH TYPE] Server authentication check success! Sending phase 2 success! 

Once the system has successfully authenticated, the AP will supply keys. Keys are 
both encrypted and authenticated, using keys derived from the shared cryptographic 
keys from the phase 1 TLS exchange. Two key messages are sent, one with the 
unique unicast key for the station, and one with the broadcast key shared by all sta­
tions. xsupplicant uses the wireless extensions API to set the keys in the driver, 
where they will be viewable with iwconfig. 

Processing EAPol-Key! 
[INT] Key Descriptor = 1 
[INT] Key Length = 13 
[INT] Repl~y Counter = 41 2F BB 2D 00 00 00 D5 
(INT] Key IV = 69 4C 45 D7 CF C3 DD CD 2A 3A F3 CB 04 7A F4 A3 
[INT] Key Index (RAW) = 01 
[INT] Key Signature = C2 05 6C 3A EB 25 E9 B9 8E FC 60 06 77 44 57 22 
[INT] EAPoL Key Processed: broadcast [2] 13 bytes. 
[INT] Key before decryption: ED SD 03 02 7A DE B4 60 29 FD FD FS 42 
[INT] Key after decryption: FB BB AC D3 6F 7D OA 3F FF 2A CF 33 4E 
[INT] Successfully set WEP key [2] 
Processing EAPoL-Key! 
[INT] Key Descriptor = 1 
[INT] Key Length = 13 
[INT] Replay Counter = 41 2F BB 2D 00 00 00 D6 
[INT] Key IV = 66 15 69 E2 B2 SC OE 89 7C 03 94 8C 93 25 43 1B 
[INT] Key Index (RAW) = 80 
[INT] Key Signature = 49 [1 15 B8 E9 Do 87 53 A6 FD 5D 76 CB 51 90 65 
[INT] EAPoL Key Processed: unicast [1] 13 bytes. 
(INT] Using peer key! 
[INT] Successfully set WEP key [1] 
[INT] Successfully set the WEP transmit key [1] 

Some drivers implement private system calls to report keys. Atheros cards using the 
MADwifi driver can list keys with iwlist athO key; many drivers will also report the 
unicast key in iwconfig. 

Commercial 802.1 X on Linux 
In addition to xsupplicant, there is one commercial program available from Meeting­
house Data Communications. Meetinghouse's AEGIS client supports a wide variety of 
EAP methods (MD5, TLS, TTLS, PEAP, and LEAP). Due to the difficulties in keeping 
up with new distributions, however, it is only officially supported on RedHar versions 
8 and 9. The Linux version of the Meetinghouse supplicant does not support WPA for 
the same reason xsupplicant does not: the lack of a standard WP A keying APL 
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WPAon Linux 
\VP A is not generally available on Linux because there is no standard way of obtain­
ing the necessary information to perform the four-way handshake. xsupplicant runs 
in user space, but some of the data necessary to compute the four-way handshake 
must be obtained through the driver. Each driver has defined its own system calls for 
fetching this data, which requires supplicants to track the development of private 
system calls in every driver. A future release of the wireless extensions API will sup­
port the necessary system calls, and WP A will be made available in both open source 
and commercial products. 
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CHAPTER20 

Using 802.11 Access Points 

In even the simplest 802.11 network, proper configuration of the access points is 
essential. Without properly configured network interfaces, no traffic will be bridged 
on to the wired network. 

In the early days of 802 .11, access points were simple devices. They had a pair of 
interfaces, and connected wireless devices to an existing wired LAN. Early APs were 
bridges between the wireless and wired realms, with few additional features. When 
the first generation of wireless LAN products hit the market, there was a broad sepa­
ration into cheaper home gateways and expensive business-class products. Products 
in both classes performed the same functions, although the latter typically used 
higher-capacity components to provide flexibility and investment protection, as well 
as the first crude large-scale management tools. 

At the dawn of 802.11, APs were initially standalone independent devices. In the early 
days, wireless LANs offered the ability to have untethered access, but lacked serious 
security and management capabilities. Although these islands of networking occasion­
ally communicated with each other, they were not often used as part of a large-scale 
network system because the protocols to enable them to do so had not been developed 
or tested on a large scale. As wireless networks became more popular and grew larger, 
flaws in the traditional standalone access point model became apparent. 

Sensing a market opportunity, several vendors have built a second generation of 
wireless network hardware. Newer approaches concentrate management and sup­
port functions for APs into an chassis that has the basic functions of an Ethernet 
switch, which enables the APs themselves to be dumbed-down radio interfaces. 
Although there are several approaches, the broad category of "lightweight" or "thin" 
access points plus a control system is often labeled a wireless switch. A great deal of 
interest has surrounded the switch-based architecture since it was first popularized in 
late 2002, but the fundamental technology must perform the same functions as first­
generation access points. 

This chapter discusses, in general terms, how to use access points. It takes a look at a 
full-featured standalone device, the Cisco 1200 series AP. Although there is a great 
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deal of power in the Cisco 1200, it can be formidable to configure. For a look at the 
lower end of the market, this chapter looks at the Apple AirPort Express. 

General Functions of an Access Point 
Broadly speaking, there are two price classes of access points in the marketplace. A 
low-cost tier consisting of home devices is sold widely through retail channels 
directly to the end user. These low-cost devices are often specialized computing plat­
forms with only limited memory and storage: The higher-cost tier incorporates addi­
tional features required to support large deployments; frequently, these devices have 
additional memory and storage and incorporate more general-purpose hardware. 
The difference between the two price tiers is that the higher-cost devices are meant to 
work together as a system to build a much more reliable, secure, and manageable 
network. To use a somewhat simplistic analogy, the small-scale wireless LANs that 
have proliferated in homes and small offices are like cordless phones. They extend a 
single network out over a limited range, and that is all. Large-scale wireless LANs are 
much more like cellular telephony, with a strong focus on maintaining a network 
connection in a much more demanding environment. Frequent user motion and and 
hand-off between APs is a given, as is a much higher standard of management and 
troubleshooting tools. 

Cutting across the different market segments, however, is a set of generic features 
that are required to fulfill the service promises made in the 802.11 standard. Config­
uration of these features, of course, is vendor-specific, but many products are fairly 
similar to each other in purpose and design. 

Most obviously, access points are bridges between the wireless world and the wired 
world. As bridges, then, all access points have features that one would expect to see 
on a network bridge. They have at least two network interfaces: a wireless interface 
that understands the details of 802.11 and a second interface to connect to wired 
networks. I am not aware of any access point that does not use Ethernet as the wired 
back-end, though it is certainly not required by any part of the standard. As wireless 
LANs have grown up, more of the high-end access points have begun to support 
VLANs on the network uplink. Lower-end access points may have a "WAN" port, 
which is usually a second Ethernet port for use with a cable modem or DSL, though I 
have seen a few products that have RS-232 serial ports to support dial-up modems. 

All wireless interfaces must provide basic support for the 802.11 channel access rules, 
but the similarity ends there. Early access points implemented the entire 802.11 proto­
col at the edge of the network; many newer devices have moved some of the 802.11 
processing away from the edge of the network and have split the 802.11 MAC across 

• For cost savings, many of the low-cost run a stripped-down version oi Linux, and have been the subject of a 
great deal of software hacking. See, for example, the HyperWRT (http://www.hyperwrt.org) and wifi-box 
{http://sourceforge.net/projects!wifi-box) projects. 
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multiple system components. Most access points offer the ability to use external 
antennas to fine-tune range and coverage area. 

Bridges have some buffer memory to hold frames as they are transferred between the 
two interfaces, and they store MAC address associations for each port in a set of 
internal tables. Bridging tables are, of course, highly implementation-specific, and 
there is no guarantee of similarities across the industry. The most basic and inexpen­
sive devices will usually assume that they are the only access point in the network, 
and bridge accordingly. When access points support roaming, it may be necessary to 
move sessions and user data in between access points. High-end access poinrs may 
need to augment a basic bridging table with VLAN information on the wired inter­
face, as well as information about how users authenticate their connections . 

Commercial-grade devices are also designed to work cooperatively; the most com­
mon feature is a vendor-proprietary method to move association data from access 
point to access point without interrupting link-layer connectivity. Network manage­
ment is generally much more sophisticated on commercial-grade products to enable 
network engineers to manage the tens or hundreds of devices used to create a large­
scale coverage area. 

Initially, management through a TCP/IP network interface was a standard feature. 
One of the big innovations in the past few years has been the development of "thin" 
access point solutions that move management functions from access points to cen­
tral concentration devices. 

Depending on the market for which an access point is developed, it may offer ser­
vices to its wireless clients. The most popular service is DHCP; wireless·srations may 
be assigned addresses automatically upon association. larger-scale devices often rely 
on existing DHCP servers on the network to ensure consistence across access points. 
Many access points can also perform network address translation (NAT), especially 
the "home gateway" -type produces that can connect to a modem and dial up an ISP. 

Security has been a sore point for wireless network managers since before the advent 
of 802.ll's success. Access points have a privileged position with respect to security 
concerns because they are the gateways to the wired network and are ideally posi­
tioned to implement security policies. ln addition to first-generation security 
approaches such as MAC address filtering, most products now implement stronger 
user-based authentication. Wi-Fi Protected Access (WPA) can be run with a pre­
shared key in most home products, and with an external authentication server in 
large corporate deployments. Many high-end devices now offer significant integra­
tion with the existing wired network. Using those features to best extend the wired 
network will be discussed in the next chapter, 

Management interfaces often leave something to be desired. Configuration of access 
points tends to be challenging because access points must be manufactured cheaply, 
and low-cost devices tend not to have the processing power to run an easy-to-use 
configuration engine. Most vendors use lightweight operating systems running on 
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low-powered hardware, but one of the trade-offs of using a lightweight operating sys­
tem is that it does not provide the programming environment necessary to build rich 
functionality. Early access points offered both a command-line interface and a web­
based management interface. The recent developmen: of "Wi-Fi switches" offers 
some hope for network administrators. Rather than requiring management of indi­
vidual APs as standalone network elements, stripped-down (or "thin") access points 
are managed through a handful of centralized control switches. With greater process­
ing power and functionality, the switches can support more functionality and much 
improved management interfaces. 

Debugging and troubleshooting tools are as advanced as management tools, which 
unfortunately means that they often leave network administrators mired in inconclu­
sive or irrelevant information. Ideally, products should maintain detailed logs of 
activities, but it is common to find vague logs of results that give very little insight 
into failures. Counters can be helpful, but only if the right counters are accurately 
maintained. Tools such as ping and traceroute are common, but network analyzers 
and packet capture tools are not. 

Types of Access Points 
Broadly speaking, there are three major types of access points. Many of the best­
known devices are low-cost access points sold at major consumer electronics out­
lets. Although these devices make up the bulk of the market, they are unsuited for 
use in a large-scale deployment. Just as consumer electronics-class Ethernet switches 
are not suitable for building a major network, cheap APs cannot offer the features 
needed to build a major wireless netowrk. Higher-priced devices with significant 
additional functionality exist for the corporate enterprise market. 

For the home: residential gateways 
The low-cost tier is composed of devices often called residential gateways. Residen­
tial gateways are designed to be as low-cost as possible, so only the basic features 
required for the typical small or home office are included. To further reduce cost, 
most of the residential products are based on "reference designs" from 802.11 chip­
makers. Equipment manufacturers may (or may not) customize a reference design, 
the external case, and sell the resulting device under their own brands. 

Residential gateways generally share the following characteristics: 

• Most devices include a DHCP server to make plug-and-play configuration ea,sier. 

• They are often deployed by users with one mutable IP address, so NAT imple­
mentations are common.· Many can use PPPoE or DHCP to dynamically assign 
the mutable external address. 

• The NAT implementation is usually rtcStrictive. lt is able to translate many internal devices to varying pons on 
the external IP address, and fixed ports on the external JP address IO specific internal addresses (for, say, inbound 
web or SSH requests). Some vendors may refer to this as port address trr.nslation (PAT) instead of NAT. 
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• Depending on the type of customer the residential gateway is aimed at, the 
WAN interface is a modem, a serial port, or even DSL (Some residential gate­
way products may use an Ethernet port as the "WAN" connection to a cable 
modem or DSL modem.) 

• They are often built as a single integrated unit, complete with a built-in antenna. 
If suitable coverage cannot be found, it is necessary to relocate the entire unit. 

• Many products now claim to have an IPsec pass-through feature to allow the use 
of IP sec through NAT, which works with varying degrees of success depending 
on the IPsec VPN solution chosen. 

• Configuration of residential gateways usually relies on a default internal JP 
address. When it is plugged in and powered up for the first time, you connect 
with a web browser to its default address and enter the default username and 
password. In some cases, all of a manufacturer's devices may come up with the 
same address by default. A popular choice for the default web address is often 
192.168.0.1, the first address in the RFC 1918 reserved address block of tradi­
tional class C address. As wireless LANs have become more popular, however, 
some vendors have built equipment to coexist with other gear by default, either 
by choosing a random value for the final number in the IP address, or by testing 
to ensure the address is not in use. 

• They are often sold directly to the end user and are designed to be aesthetically 
pleasing. Unfortunately for many end users, the improved visual design some­
times prevents the stacking of residential gateways with other network equip­
ment. Many vendors design their equipment to be stackable with their other 
components, however. 

• Security configuration options are often limited to smaller-scale solutions. Much 
older residential gateways only implemented MAC filtering or static WEP, so be 
careful about purchasing used equipment. Nearly every device now sold uses 
WP A's preshared key authentication with dynamic encryption keys. 

• Most residential devices do not have sophisticated radios. They typically have 
just a single radio interface, running either 802.llg or 802.lla. The former is 
more common in residential devices because the 2.4 GHz frequency used by 
802.llg has greater coverage. Residential networks are typically limited by their 
uplink to the Internet, and do not need to be built with small coverage areas for 
dense, high-bandwidth coverage. 

As this book was written, residential gateways typically cost $35 to $100. Common 
manufacturers are D-Link, Linksys, and Netgear. Apple's AirPort is sometimes placed 
in this category as well, although it is priced significantly higher and has more features. 

For the office: enterprise access points 

Enterprise gateways, which often go by many other names that imply the buyer val-
f ues features over cost, provide everything residential gateways do, plus additional 
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features useful for larger-scale environments. Enterprise gateways generally share the 
following characteristics: 

• The area over which mobility is required is much larger and requires several 
access points working in concert. Enterprise products support some sort of pro­
tocol to move sessions between access points. 

• Enterprise products are built around upgradeability to offer a service life as long as 
possible. They are typically built on relatively high-powered generic hardware, and 
implement a great deal of higher-layer functionality in software that can be easily 
upgraded. They may have radios that are easy to swap out. Early enterprise APs 
used PC Card radios, so a switch from 802.llb to 802.lla involved changing a 
card, and possibly a software upgrade. As the price of components has fallen, radio 
cards are typically no longer upgradeable, but the software is. 

• One of the advantages to the high level of software control of an enterprise-grade 
AP is that new security developments can often be added in with a software 
update. Any serious enterprise-grade AP will support WP A, and most vendors 
promised easy software upgrade paths to 802.lli. As new security features are 
standardized, they can be added on to an existing network without changing 
hardware. Enterprise-grade APs often add security in layers, so new security 
mechanisms can be used in conjunction with older mechanisms. Hardware­
based enhancements to security often appear in more expensive devices first, 
too. When chipsets started supporting AES acceleration in hardware, it appeared 
on high-end devices first. Some enterprise APs can support multiple security 
standards simultanously. 

• Enterprise-type deployments are frequently intended to create a coverage blan­
ker throughout a relatively large area. Power is not always convenient to the 
location of an access point, but it is typically abundant in the wiring closet. All 
enterprise-grade APs support drawing power over Ethernet using IEEE 802.3af. 

• The radio side of a high-end AP is frequently much more sophisticated than a 
low-cost AP. Most enterprise APs have an antenna connector that allows the 
attachment of a variety of external antennas to tailor the coverage area and cov­
erage quality to your needs. Some APs are beginning to incorporate highly 
advanced antenna technology that allows very fine control over transmission 
patterns, or allows a single antenna to be used by multiple MAC chips. Trans­
mission power can usually be adjusted to enlarge or shrink the coverage area as 
desired. Many enterprise APs can also support multiple virtual radio networks 
over the antenna. · 

• In addition to radio tunability, enterprise APs can support some form of virtual 
access points. Multiple SSIDs can be configured, and each can be assigned its 
own authentication and encryption settings. This feature is often used to create 
parallel networks with different security settings to accommodate older equip­
ment while offering maximum security for newer equipment. 
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• Enterprise APs are designed to integrate into an existing network. On the secu­
rity side, that means that they often must integrate into an existing security 
architecture, usually by plugging in to an existing user database. Once users are 
successfully authenticated to the network, though, they must take advantage of 
network services. A second integration point is the way that an enterprise AP 
extends existing access control and user privileges that may already be present 
on the wired network. 

• Integration with an existing network also extends to the data plane as well. Most 
enterprise-grade APs are designed to perform dynamic VLAN assignment based 
on user attributes from the authentication server. 

• Frequently, site survey tools come bundled with enterprise-class products so net­
work managers can plan large deployments by directly assessing coverage qual­
ity. These tools vary greatly in their sophistication. Some site survey tools are 
little more than a historical statistical readout, while extremely advanced tools 
can derive a network layout from the physical environment. 

• Reflecting the administrative demands, configuration of enterprise-class devices 
is done with easily scripted command-line interfaces or SNMP, and monitoring 
and management capabilities are far more extensive than in residential gate­
ways. Some products are also controlled through large-scale management frame­
works that enable a single administrator to monitor and change configuration on 
hundreds or even thousands of access points. 

• Enterprise gateways are often deployed in packs. Aesthetic requirements in typi­
cal office space may require unobtrusive mounting, so these devices offer flexi­
bility in the way that they mount in the building. Many are designed to be 
mounted above ceilings, and may be plenum rated.· Devices installed in air ducts 
and air-handling spaces must meet strict smoke emission requirements for safety 
reasons. Plenum-rated APs can be installed nearly everywhere; devices rhar lack 
the necessary certifications may be restricted in possible mounting locations. 

Naturally, these additional capabilities do not come without a price. Most enterprise­
grade APs list for $500 to 1,000, though they are often available at significant dis­
counts. Over time, the price of high-end APs does fall, but it is not subject to the 
same downward pressure as residential-class products. The canonical example of an 
enterprise-grade AP is the Cisco 1200 or Cisco llOO. Both are built on relatively 
generic hardware, run a full-blown version of the Internetwork Operating System, 
and are given new features on a regular basis. Proxim, Symbol, 3Com, and HP pro­
duce competing products with similar feature sets. 

• For information on flame tests, see hap:llwww.houwire.wm/catalog/technica/kable...flame.asp. 
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For the large office: wireless switches 

One of the biggest changes in the time since the first edition of this book was pub­
lished is the emergence of the "wireless switch" or "thin AP" architecture, in which 
relatively lightweight access points are controlled by a centralized switch. The driver 
behind the thin AP or wireless switch architecture is increased efficiency over first­
generation products. Part of the efficiency is based on the technology itself. Thin AP 
architectures remove processing from the AP and move it to an aggregation device. 
Eliminating processing at the AP removes components and cost from the AP, increas­
ing service lifetime. If configuration is removed from the AP as well, there are fewer 
managed elements in the network. 

Centralizing capabilities in the controller can also lead to increased flexibility. For 
the same cost, concentrated hardware in the controller can provide more processing 
power than distributed processing at the access point. Coordinating activity between 
access points allows network managers to load-balance clients between APs, moni­
tor radio activity centrally, and extend the existing network more easily. 

The cost of a wireless switch-based solution may depend a great deal on its size. 
Most vendors offer a variety of controllers, which may range from just a few APs up 
to hundreds of APs. The original switch solution was Symbol's Mobius product; 
solutions were later built from the ground up by Airespace, Aruba, and Trapeze. 

Power over Ethernet (PoE) 
If your network will be of any size at all, power over Ethernet (PoE) is extremely 
important. When designing a wireless network, access points should be located 
where it makes sense to put them for radio propagation purposes, not where it 
makes sense to put them for electrical power purposes. 

Access points sold in the first wave of products had to be powered like most other 
computing devices-that is, plugged into a nearby AC power outlet. To make mat­
ters worse, many of them used large "wall wart" transformers that blocked adjacent 
outlets, too. Locating access points was not a matter of finding the best locations for 
providing service, but near nearby power outlets. Modifying access point locations 
can be challenging if one of the constraints is staying near electrical power. 

Due to the dangers of electrical work, there are legal requirements to use licensed 
electricians in many locations. Some organizations may have also negotiated with 
unions to provide skilled electrical labor. In either case, modifying access point loca­
tions may be quite expensive. In many locations, data cable such as Ethernet can be 
moved or installed by network technicians, so APs can be installed or relocated by 
nonunion labor.• 

• Some jurisdictions may define Ethernet as "low-voltage wiring," which requires that it be installed by an elec­
trician. The city of Redmond, Washington, taxes low-voltage wiring as part of the building permit process. 
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Types of PoE 
There are a number of types of power equipment on the market; many comply with 
the IEEE 802.3af standard. 802.3af defines a transmission standard that can supply 
48 volts DC up to a maximum of approximately 15 watts at the full length-reach of 
an Ethernet cable. The standard itself can be downloaded from the IEEE Get802 site, 
and more information is available from http://www.poweroverethernet.com/. 

The most basic distinction is which wires in the Ethernet cable supply the power. 
Data is always carried on the data conductors (wire pairs 1 and 2 and 3 and 6). Alter­
native A in the standard carries power on the data conductors, while Alternative B 
carries power on the unused pairs (wire pairs 4 and 5 and 7 and 8). When power is 
carried on the data cables, the voltage polarity may go either way, as shown in 
Figure 20-1. The corresponding pinout is in Table 20-1. Power carried on the unused 
data cables must have a specified polarity. Nearly all vendors use positive polarity on 
the first pair; the notable exception is early Cisco-proprietary power devices, which 
reversed polarity from most other devices. 

Alternative A 

Data equipment/ II 
Power equipment ~ 

Figure 20-1. Power wire map 

Table 20-1. Wire usage in 802.Jaf 

Wire number Pair mapping 

1-data 

2 1 -data 

2-data 

4 3 (unused) 

5 3 (unused) 

6 2-data 

7 4 (unused) 

8 4(unused) 

Alternative B 

Power 
equipment 

I' lll l 1 ~ 

Alternative A (MDI-X) Alternative A (MDI) 

+ 
+ 

+ 

+ 

Alternative B 

+ 
+ 

A further distinction between types of power devices is where the power is supplied. 
Power equipment may be present in the switch, which is referred to as endpoint 
power. Alternatively, it may be added into the wiring by a power injector, in which 
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case it is called mid-span equipment. Most 802.11 installations to date have used 
power injectors, and therefore mid-span equipment. As switch vendors have come 
out with power blades and they have been much more widely purchased, endpoint 
injection is become much more common. Figure 20-2 illustrates the difference 
between the two options. The injector shown in the mid-span case may be a stand­
alone device, or it may be a "power patch panel" with multiple ports. Gigabit data 
links can only be endpoint powered, although this is not yet an important distinc­
tion for 802.11. 

Endpaint 
.. 
~ 

--~r AP 1-1 )))J 

Switdl 

Mithpan ~ e<tor 

Switch 

Figure 20-2. Endpoint and mid-span power injectors 

802.3af incorporates detection of powered devices to avoid frying equipment 
plugged into a power port. Early PoE equipment would supply the full voltage all the 
time, and had a propensity to destroy devices that were not designed to cope with 
power. For safety reasons, 802.3af includes a handshake that slowly ramps up 
power. If there is no response to the initial probe from the power equipment, it stops 
providing it to protect the device at the end. 

Power injectors almost always have two copper Ethernet ports and a power cord. 
One Ethernet port is for the network connection, and the second provides power on 
the network connection on the first port. A notable exception is the Cisco AIR­
PWRINJ-FIB, which provides power on an Ethernet port while using a lOOBASE-FX 
fiber for network connectivity. 

Selecting Access Points 
When choosing an access point, you should take a number of factors into account. 
With the emergence of 802.11 as the main vendor-neutral standard, standards com­
pliance is generally not a big factor. Any serious vendor hoping to build large net­
works must promise compatibility with all existing standards, and will often need to 
commit to supporting important future landmark standards. Several organizations 
have launched test programs to certify interoperability. The best-known program is 
the Wi-Fi Alliance's Wi-Fi certification, though other organizations are seeking to 
capitalize on the popularity of wireless LANs by launching competing programs. The 
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most rigorous test program in the industry is run by the University of New Hamp­
shire's Inter-Operability Lab (IOL). The IOL test program is not as widely known as 
the commercial programs because it is intended to help build better products, not to 

provide marketing "seals of approval" to vendors. As always, when you study certifi­
cation programs, ensure that the vendor has gone through the relevant tests that are 
of interest to you. 

Security is often a prime concern when deploying a wireless network. With WEP 
thoroughly broken, you almost certainly want to select an access point that has secu­
rity capabilities based on 802.lX and 802.lli. Small installations can use pre-shared 
key authentication, while more security-conscious installations should opt for full 
RADIUS integration. In larger environments, it may also be worthwhile to select a 
product that can act as multiple virtual access points as well as mix encryption and 
authentication types. 

In some deployments, getting power to the access points can be a major headache. To 
blanket an area with the coverage required for a large implementation, access points 
often need to be placed in an area where power is not easily accessible. Long antenna 
runs can degrade signal quality unacceptably, so it is much better to bring power to 
the location. Installing new electrical conduits is often quite expensive. Work must be 
performed by licensed electricians, and building codes may impose additional restric­
tions. Many products can supply power over the Ethernet cable. Cheaper products 
often have proprietary power equipment, while more expensive products can use 
standards-based power equipment. Network wire is not subject to the same restric­
tions as electrical cable and can be installed by network administrators. 

Some environments may require providing coverage over both indoor and outdoor 
areas. External antennas are often useful for creating a dense coverage blanket over 
an area, or for beaming the signal in a particular direction over a courtyard. Not all 
access points can connect to external antennas; it may be an extra-cost option. Even 
if an access point has an external antenna connector, there is no guarantee that you'll 
be able to find a wide range of antennas available for use. 802.11 only requires that 
any connectors for external antennas have a standard impedance of 50 ohms. If 
external antennas are important for your deployment plans, make sure that a wide 
range of antennas is available, whether through the 802.11 vendor or another source. 
Outdoor installations may require environmentally "hardened" access points or 
enclosures as well. 

Environmental considerations may also play a role in certifications required for APs. 
Equipment installed in air-handling spaces must be plenum rated. Certified plenum­
rated devices are lit on fire and the resulting smoke is tested for clarity. Opaque 
smoke might be forced through a ventilation system and distributed throughout a 
building, which would obscure emergency exit signs and would be a hazard. 
Plenum-rated devices are made of materials that do not release dense smoke. The 
smoke is often quite hazardous. Plenum-rated APs are safer because they will not 

Selecting Access Points I 425 

AXW-2015-448



obscure exits, not because the smoke is nontoxic. Devices that are installed above the 
ceiling do not generally need to be plenum rated unless the above-ceiling area is an 
air return space. Buildings with air-handling ducts do not generally need plenum­
rated APs, but many building inspectors will mistakenly require them. Local build­
ing codes may also require them. 

If roaming is important, you will need to sort through a variety of different technolo­
gies and approaches, with the added wrinkle that roaming may not always perform 
well between different vendors' products. The best way to ensure interoperability 
between vendors is to select a system that bases roaming and handoff on dynamic 
VLAN assignment. As stations authenticate, they will retain the same logical point of 
attachment to the network. 

802.11 includes a number of powersaving functions in the standard. Most are 
optional. If your deployment is based heavily on battery-powered devices, it may be 
worth evaluating which powersaving features are included with particular devices. It 
may also be worth experimenting with devices to see just how much longer batteries 
last with the powersaving functions enabled. 

Device management is an important consideration. Wireless networks are a new ser­
vice, and network staff will need to plan, evaluate, purchase, deploy, and maintain 
the additional hardware. Large deployments may have tens or hundreds of access 
points, which can easily make network management a headache without good tools. 
Does the vendor offer an access point manager to configure large numbers of devices 
in parallel? Can management of the access points be incorporated into your existing 
network management infrastructure using tools that you already have deployed? Are 
the management tools secure enough? Many products can be managed only with 
cleartext protocols, which may be just an annoyance or a major violation of a secu­
rity policy. Experience with other network devices has shown that software upgrades 
are a frequent occurrence. How is the software upgraded, and how much functional­
ity can upgrades add? Can new protocol features be added with firmware updates? 

Depending on the size of the deployment, it may be possible to evaluate equipment 
before buying. See if you can get a feel for the range of each access point and test 
with a variety of common cards. Capacity on an 802.11 network is ultimately lim­
ited by the radio link, but you will want to make sure that there are no ocher capac­
ity restrictions. Does the access point provide the processing power to run the 
wireless side at maximum capacity with security protocols enabled? Not all products 
incorporate cryptographic acceleration for all protocols. Products that depend on a 
central cryptographic processor to run security systems may run out of capacity if 
they are upgraded to faster PHY standards, and may also suffer if the uplink is insuf­
fkient. Fast Ethernet suffices for 802.lla/g-based networks today, but it will likely 
limit the performance of radios built on the future 802.lln standard. Try to set up a 
test network and get a feel for the configuration required to integrate the access 
points with the rest of your network gear. 
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As with many other purchasing decisions, of course, there are a number of "soft" fac­
tors that may not be easily quantifiable. Warranties, a relationship with the vendor, 
and the quality of the technical support may all influence the purchasing decision. Soft 
factors are not technical nor easily quantifiable, however, so I will not discuss them. 

Are Access Points Really Necessary? 
Access points are not required for a wireless network. Wireless stations can be used 
in independent networks, which do not require an access point. Building a Unix box 
that routes between an Ethernet network and a wireless network is not difficult, and 
hardware can often be reused from the scrap pile. Why, then, would anybody use an 
access point? 

Now that most access points have fallen well below the $100 mark, building a Unix 
router is no longer a cost-effective option for single-access point networks. Once you 
consider what your time is worth, building a Unix router is a pretty silly use of time. 
Access point hardware has some advantages over redeployed general-purpose plat­
forms, too. Access points are small devices with no moving parts. As a result, they do 
not consume a great deal of electrical power and do not generate much heat. There is 
one notable exception to this rule, though. Apple offers a "software base station" 
that transforms any desktop machine into a bridging access point. With a few mouse 
clicks and very little effort, a desktop computer can become a base station. 

Unix-based routers have never been effective in larger deployments because of the 
lack of mobility support. Effective roaming requires transparent bridged access, not 
routed access, to the link layer at different physical locations. However, roaming 
with 802 .11 is possible only when access points can communicate with each other to 
track the movement of a wireless station. In the future, it is likely that an open source 
Unix distribution will have the features necessary for an access point: low-level 
access to fundamental 802.11 parameters on the card, Ethernet bridging, and an 
IAPP. Until then, though, there is no substitute for commercial products. 

Cisco 1200 Access Point 
Cisco's 1200 Series access point is the standard-bearer for standalone access points. 
It runs a version of Cisco's Internetwork Operating System (1OS). At first, 1200s ran 
a system based on VxWorks, but Cisco released an 105 upgrade to bring the 1200 in 
to the fold. The upgrade tool is available from Cisco's support web site. No new fea­
tures or continuing development has been done on VxW orks for quite some time. 

On an individual basis, the Cisco 1200 can be managed from either a web interface 
or an 1OS command-line interface. Larger installations can be managed through the 
Wireless LAN Solutions Engine (WLSE). The command-line interface is available 
through a local console serial cable with a Cisco RJ-45 pinout, or once the nerwork 
interface is configured, telnet or SSH. 
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Unix-Based Access Points 
One of the most basic preconditions for making a Unix-based access point is enabling 
access point functions in the wireless interface card. One of the major hurdles is rewrit­
ing the 802 .11 headers. All traffic in an infrastructure network flows through the access 
point. Access points must rewrite the transmitter and receiver addresses in the 802.11 
headers. Other management functions may be required as well. For example, 802 .11 
includes a number of powersaving mechanisms for infrastructure networks in the spec­
ification, but they can be used only on networks with access points that implement 
them. 

There is also a nontechnical hurdle. Many vendors have actively supported the devel­
opment of open source Unix drivers for their cards. After all, vendors make money sell­
ing hardware, and it is a good thing for them to sell cards for all client systems, even 
those that run open source Unix. Access points are a different story, however. Vendors 
have not been as forthcoming with the interface used to put cards into the access point 
mode. Access points are quite lucrative, and providing a driver interface in the access 
point mode in the card could potentially cannibalize access point sales. 

At one point, the only way to get an lntersil-based card to act as an access point inter­
face was to purchase the reference design from lntersil. (The reference design shipped 
with firmware that had access point functionality, and that firmware was not sold sep­
arately.) lntersil's shipping station firmware does, however, include something called 
a "Host AP Mode." In the Host AP Mode, the PRJSM chipset automatically takes care 
of "menial" tasks, such as transmitting Beacon frames and acknowledging incoming 
transmissions. Jouni Malinen has developed a driver to use the Host AP Mode with 
Linux. In conjunction with the Ethernet bridging implementation in the kernel, this 
driver can be used to build an access point with fu\1802.lX and WPA support. It is 
available from http://www.epitest.fi/Prism2/. 

With the present state of driver software, it is possible to build a Unix-based router. (I 
mean "router" pedantically, as "layer 3 network device.") One interface would connect 
to a wired network as it always has, and a second wireless interface could be run in IBSS 
mode. Ross Finlayson has established a community network at a coffee house in 
Mountain View, California using a FreeBSD-based router. The project's home page is 
at http://www.live555.com/danastreetl, and there is a page devoted specifically to the 
router itself at http://www. live555. com/wireless/unix-base-station. html. 

Setting Up the 1200 
Hardware setup on the 1200 is straightforward. It may be powered either from a 
local power supply or with a Cisco-specific power injector. The power circuitry is the 

same. The power supply puts out 48 volts, just as a power injector would. 

The 1200 uses a Bridge-group Virtual Interface (BVI). BVIs are a software construct 
used in 10S that allows routing and bridging of protocols over the same interface. 
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APs need to bridge 802.11 frames to 802.3, but also need to route IP for manage­
ment purposes, which makes BVls the obvious choice. Configure the IP address on a 
BVI from the global configuration prompt. APs may get their IP address either from a 
static assignment, or from a built-in DHCP client. Both commands are shown below: 

ap1200# configure terminal 
apl200(config)# interface 8VI1 
ap1200(config-if)# ip address 192.168,1.s 255.255,255.0 
ap12oo(config-if)# ip address dhcp client-id FastEtherneto 

To check on the status of the interface and see what addresses have been assigned, 
use show ip inter[ ace: 

ap12oo#show ip interface brief 
Interface IP-Address 
Dot11RadioO 
FastEtherneto 
Virtual-Dot11Radioo 
BVI1 

unassigned 
unassigned 
unassigned 
192.168.5.191 

Configuring Radio Interfaces 

OK? Method Status 
YES TFTP up 
YES NVRAM up 
YES TFTP down 
YES DHCP up 

Protocol 
up 
up 
down 
up 

The 1200 has two radios. Radio 0 is the 2.4 GHz radio, which is usually 802.llg, but 
may be 802.116 in older hardware. Radio 1 is the 5 GHz radio. Each radio can be 
configured independently by using the interface configuration commands. Data rates 
can be allowed simply by entering them with the speed command, or they may be 
labeled as required by prefacing them with basic-. In the following command list, the 
first speed command allows all data rates. The second requires 1 Mbps and 2 Mbps 
operation, but allows 5 .5 Mbps and 11 Mbps operation. The last two are special. 
speed range allows all, but requires only the slowest speed. 5peed throughput sets all 
data rates to required. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radio o 
ap12oo(config-if)# speed 1.0 2.0 5.5 11.0 
ap1200(config-if)# speed basic-1.O basic-2.O S,5 11.0 
apl200(config-if)# speed range 
ap1200(config-if)# speed throughput 

Transmission power may be configured for each radio by setting a local maximum 
power in milliwatts. Like speed, power is an interface-specific configuration com­
mand. 802.llb/g radios are capable of up to 100 mW power. Due to limitations in 
chip design with OFDM, 802.lla radios are only capable of 40 mW transmission. 

ap1200# configure terminal 
ap1200(config)# interface dot11radio o 
ap12oo(config-if)# power local 100 

In addition to power settings, the operating channel may be configured for each 
radio with the channel command. As an argument, channel takes the frequency in 
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MHz. Alternatively, using the least-congested keyword will force the AP to monitor 
all channels and pick the clearest one. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radio o 
ap12oo(config-if)# channel 2412 
apl200(config-if)# channel least-congested 

Two different types of 802.116 preambles are used. Long preambles are more com­
patible, but short preambles give much better perfonnance. Generally, this option 
should be set to short unless there is a known older device that needs to use the net­
work. To disable short preamble, use the no preamble-short interface command. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radio o 
ap1200(config-if)# no preamble-short 

Beacon frames are used to announce the existence of a network, as well as announce 
buffered with DTIM information elements. The Beacon interval can be tuned to bal­
ance delivery of buffered frames with battery consumption using the beacon period 
and beacon dtim-period commands. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radio o 
ap1200(config-if)# beacon period 100 
ap1200(config-if)# beacon dtim-period 5 

In addition to the Beacon interval, the RTS/CTS threshold can be configured. Lower 
values will cause RTS/CTS handshaking to occur. Depending on the environment, it 
might also be worth altering the number of times a frame will be retransmitted, or 
the threshold at which it will be fragmented using the following commands. 

ap1200# configure terminal 
ap1200(config)# interface dot11radio o 
ap1200(config-if)# rts threshold 2000 
ap12oo(config-if)# :rts retries 2 
ap12oo(config-if)# packet retries 8 
ap1200(config-if)# fragment-threshold 1500 

lnternetworking 

Different clients will encapsulate frames in different ways. By far the most common is 
to use RFC 1042 SNAP encapsulation, which is the default. 1OS allows configura­
tion of 802. lH as well. The setting is global for a radio, and cannot be configured on 
a per~protocol basis. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radio o 
ap12oo(config-if)# payload-encapsulation snap 
ap12oo(config-if)# payload-encapsulation dot1h 

With dynamic VLAN assignment, the use of VLANs on the wired side is becoming 
increasingly common. IOS on the 1200 supports both native and tagged VLANs. It is 
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important to assign VLAN 1, the native VLAN, co the same IP network as other 
devices on the network to ensure communication across the so-called native VLAN. 
The native VLAN is noted by adding the keyword native at the end of an encapsula­
tion command for the subinterface. 

ap1200# configure terminal 
ap1200(config)# interface dot11radioo.1 
ap1200(config-subif)# encapsulation dot1q 1 native 
ap12oo(config-subif)# interface fastetherneto.1 
ap12oo(config-subif)# encapsulation dot1q 1 native 

Further VLANs can be configured in a similar way, omitting the native. It is com­
mon practice to keep the subinterface number equal to the VLAN tag. For example, 
to configure VLAN 10, the following commands would be used. To configure VLAN 
20, all the references co 10 would be replaced with 20. 

ap1200# configure terminal 
ap12oo(config)# interface dot11radioo.10 
ap12oo(config-subif)# encapsulation dot1q 10 
ap12oo(config-subif)# interface fastetherneto.10 
ap1200(config-subif)# encapsulation dotlq 10 

Configuring Security 
Radio networks are broadcast from an AP as an SSlD. Each SSID acts somewhat like 
its own virtual self-contained access point within the 1200. Each SSID can have its 
own security configuration, as well as its own VLAN mapping. Interestingly enough, 
the VLAN mapping is slightly spongy. A default VLAN can be assigned to an SSID. If 
the RADIUS server in use returns a different VLAN, the client device will be re­
mapped on to the specified VLAN. • The per-5S ID default will only be used when 
nothing is supplied by the RADIUS server. (This approach is not quite as clean as 
many other products on the market, which work on an either/or basis with default 
VLANs and RADIUS servers.) 

Authentication to each SSID is configured using the authentication command. In gen­
eral, this command will be set to "open" authentication, but may add EAP authenti­
cation as an optional method. The following commands configure an SSID of 
babelfish to map to VLAN 42 while requiring EAP authentication against the server 
group rad_eap. 

ap12oo# configure terminal 
ap1200(config)~ interface dot11radio o 
ap1200(config-if)# ssid babelfish 
ap1200(config-ssid)# vlan 42 
ap1200(config-ssid)# authentication open eap rad_eap 

• Cisco APs require a sec of RADIUS runnel attributes co be supplied, and they muse be tagged. It requires the 
Tunnel-Type attribute to be set to "VLAN", the Tunnel-Medium-Type attribute to be set to IEEE-802, and 
the Tunnel-Private-Group-ID attribute to be set to the YUN ID. 
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To define the RADIUS senrer for EAP authentication, define each server, and associ­
ate it with a group. By default, RADIUS servers that are not assigned UDP ports are 
assigned to the old RADIUS ports (1645 and 1646), so they must be explicitly 
assigned to the new ports. 

ap1200# configure terminal 
ap12oo(config)#radius-server host 192.168,200,187 auth-port 1645 acct-port 1646 
key MySecret 
ap1200(config)#radius-server host 192.168.200.188 auth-port 1812 acct-port 1813 
key MySecret 
ap12oo(config)#aaa group server radius rad_eap 
ap12oo(config-sg-radius)#server 192,168,200.187 auth-port 1645 acct-port 1646 
ap12oo(config-sg-radius)#server 192.168,200,188 auth-port 1812 acct-port 1813 

Configuring WPA-PSK 

WP A pres hared keys are configured through the SSID command. By settirig the SSID 
up for WPA key management, it is possible to specify either an ASCII or hexadeci­
mal pre-shared key for use with WP A. 

ap12oo(config)#interface dot11radio o 
ap12oo(config-if)#ssid LuminiferousEther 
ap12oo(config-ssid)#authentication key-management wpa optional 
ap1200(config-ssid)#wpa-psk ascii Thisisaverylongsecretpresharedkey! 

Monitoring 
A basic monitoring tool is the list of associated stations, which can be obtained from 
an unprivileged prompt: 

ap1200> show dot11 association 

802.11 Client Stations on Dot11RadioO: 

SSID [LuminiferousEther) : 

MAC Address IP address Device 
0002.2d6e.abda 192.168.200.150 

Name Parent 
self 

State 
Assoc 

To view details on a particular association, ask for it by MAC address. The complete 
association record wi.11 be printed out, including the types of encryption in use. This 
station is associated and uses TKIP for encryption. 

ap1200> show dot11 association 0002.2d6e.abda 
Address 0002.2d6e.abda Name 
IP Address : 192.168.200.150 Interface 
Device Software Version 
CCX Version 

State Assoc Parent 
SSID LuminiferousEther VLAN 
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Hops to Infra : 1 
Clients Associated: o 

Association Id : 120 
Repeaters associated: 0 

Tunnel Address :o.o.o.o 
Key Mgmt type : 11PA PSK 

11.0 
1.0 2.0 5-5 11.0 
-39 dBm 

Encryption TKIP 
Capability 

Connected for 1463 seconds 

Current Rate 
Supported Rates 
Signal Strength 
Signal Quality 
Po11er-save 

79 % Activity Timeout 55 seconds 
Off Last Activity 4 seconds ago 

Packets Input 
Bytes Input 
Duplicates Rcvd 
Decrypt Failed 
MIC Failed 

535 Packets Output 245 
61629 Bytes Output 137018 
0 Data Retries 18 
0 RTS Retries 0 
0 

MIC Missing o 

Troubleshooting 
1OS has extensive debugging facilities that can be used to troubleshoot problems. 
Tracing is activated by the debug command, which is followed by the area to per­
form tracing on. By default, tracing is sent to the console. If you are attached to the 
device over the network, you will need to send the debugging output to the current 
login screen -.,vith the following command: 

ap1200# terminal monitor 

The most troublesome part of working with secure 802.11 networks is the initial 
association and key distribution phase. Troubleshooting of these actions can be 
accomplished with debug dotl 1 and its subcommands. Some common troubleshoot­
ing debugging commands are shown in Table 20-2. 

Table 20-2. Cisco 1200 debugging commands 

Debug area 

EAP authentication 

MAC filtering 

WPA 

Commands 

debug radius authentication 

debug dotl 1 aaa authenticator process 
debug dotll aaa authenticator state-machine 

debug dot11 aaa authenticator mac-authen 

debug dotl 1 aaa authenticator process 

debug dotl 1 aaa authenticator state-machine 

debug dotl 1 aaa manager keys 

Remarks 

Prints out RADIUS packets; decodes 
anributes; explains actions 

May show servers timeoutorfail 

Shows MAC addresses and response from 
authentication system 

Shows key exchange 

Turning off debugging is simple. Just enter the following command: 

ap1200# undebug all 
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Apple AirPort 
There are now two types of AirPort base stations that are on the market from 
Apple. Both the AirPort Express and AirPort Extreme Base Station are 802.l lg 
devices. The AirPort Extreme is designed more as a home gateway, and it has a 
modem and external antenna port. Although more costly than a number of other 
devices on the market, it is also more functional and is a common small-office 
solution. 

First-Time Setup 
The first-time setup is done with the same AirPort Setup Assistant application that 
configures new wireless interfaces. AirPorts fresh out of the shrink wrap broadcast 
their existence to the world so that a Mac OS client can be used for configuration. 
After connecting to the AirPort and clicking through to the configuration screen, the 
network security setup screen of Figure 20-3 is presented. The configuration dis­
played shows a WPA pre-shared key security method. It is also possible to configure 
WEP from this screen. 

0 6 0 

~ , 

l~ . ;"'::~ 

0 

Alr1'on Setu.e. Assistant 

Network S_e_t_u~p- - ---- - - ----- - -------------, 

Alr1'on Express I• conng ured wlm the settl1111s llstetf below. You ca A make changes 
here, Gr you can dick ·SUit Again to changa 0th.er setllngj, 

To 1iit mo(f, advan~ option•, u,t •h• AlrP•rt Admin Utillty. 

WIM!leS! Network Name: ! wpaME _ 

Yl'ireless _See11rity. '"f _WP_A_P_e_rs_o_n-, 1----------,:"'·I 

Wirelu.li Network P•s.sword: •• • ••,. • .. 

\li!rlfy Passwo,d: I ...... •:• 
NrPort Expres, Name: ~I S-lo_w_T- ,-..,-.n-----------~I 

~rflo~ Expre.ss Pa.s.~word: I ........... I 

Verify Pi.UWOrd: , • • •••••• • 

Click Contlriu• to proceed. 

( Stan Again ) ( Co Back ) ( Contlnu• ) 

Figure 20-3. Network security settings 
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The Management Interface 
Once the bootstrap configuration is done with the Setup Assistant, the AirPort Base 
Station is on the network and must be configured with the AirPort Utility 
(Figure 20-4). This is a separate configuration utility that will feel vaguely familiar if 
you have ever seen Lucent's AP Manager. When it is started, the AirPort Admin Util­
ity searches all the AirPort base stations on the network and displays them in a list. 
Individual base stations can be selected for further configuration. When changes are 
made, the base station must be restarted for the changes to take effect. The "Other" 
button at the top allows configuration of any AirPort Base Station that the manager 
can send IP packets to. Far-away base stations may not appear on the browse list, 
but by clicking on "Other" and entering an IP address, the Manager can configure 
any base station to which it has IP connectivity. 

•~eJ:, Select 8ase Station = 
0 ~ ~· ff 
Olher Re~~n Configure Mult1plt: 

t N,1me • f IP Addreu I 

m 
~, G I 

Na.ml!:: Slow Train 

Etliernet (WAN): 00: ll:24:03:e0:8S 

AlrPort ID: 00:11:24:03:eD:89 

Apple Bue Station V6.l 

,d 

Figure 20·4. AirPort Admin Utility main screen 

Configuring the wireless interface 

When a base station is selected for configuration, the configuration screen will pop 
up. Several tabs are used to group configuration information into logical subsets, and 
the wireless interface configuration is available by default. Across the top, there are 
buttons to restart the access point, upload new firmware, return the base station to 

factory defaults, and change the password. (New firmware is distributed as part of 
the Admin Utility package, and will automatically be used to update old AirPorts as 
the manager discovers them.) 

The AirPort configuration is shown in Figure 20-5. Security settings are similar to 

those shown in previously in Figure 20-3. The "closed network" option prevents the 
inclusion of the SSID information element in Beacon frames and requires that sta­
tions associating provide it. It is a toy security option, and does not really close the 
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network. As dual-mode 802.llb/g devices, it is possible to configure them in a big 
compatibility mode, or attempt to keep 802.llb devices off the network to reduce 
the overhead of protection. 

6 (:) 0 Slow Train C) 

0 ct C,) e El g 
Restart Upload Default Password Profiles 

--{ AirPort I Internet I Network Port Mapping I Acc:es$ Control I WOS Music }----
1 

0 

tnfarmatlon ~ ,his sectjon Is used to Identify die base station and cu~flgura the winless ne\wcr1c 
l):l.lbltshed bv the 1,;as utatlon. · 

Base. Station ___________ ________ ________ _ _ 

Name: Slow Train 

Contact: 

Location: 

( Change password... ) ( Base Station Options ... ) 

AJrPilrt Netwott< --,..-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_::-~-..;::,--
Wireleu Mode; ; Create a Wlrele!s Network (Home Router) ' : J 

Name: wpaME 

Wireless Security: WP.A Personal ( Change WirelesJ Security ... ) 

Channel: [ Automatic : ) 0 Create a close.d network 

Mode: [ 802. llb/g Compatible : I ( Wireless Options ... ) 
- - - -

.... Revert ) 1 ~pdat1:__,, 

Figure 20-5. Wireless interface configuration 

Configuration of the LAN interface 

The AirPort may be used as a NAT device, in which case it will translate IP traffic 
from wireless devices on to its address on the Ethernet interface. Client computers 
can be statically addressed by the network administrator, or the built-in DHCP 
server can be turned on and assigned a range of addresses to assign to clients. When 
NAT is used to hide several computers behind one IP address, the address specified 
in the Internet properties is used as the public address. The wired LAN interface is 
given the private address 10.0.1.1, and DHCP is used to lease out addresses from 
10.0.1.2 to 10.0.1.200 (in this case, you can't select the range of addresses for the 
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DHCP server to give out). The AirPort base station can be connected to wired net­
works by its Fast Ethernet LAN port if the DHCP server is disabled. 

The Port Mapping tab, shown in Figure 20-6, can be used to add inbound static port 
mappings. The public port is translated to the private IP address and port number 
listed in the mapping. The figure illustrates an address translation for inbound web 
services to port 80 on host 10.0.1.201. 

8 e n 

0 6 C) 
e ~ ~ 

Restart Upload D!fault P .. sword Profiles 

Slow Train C) 

--{ AirPort Internet Network ·Port Mapping I Aa:Ks Control I WDS I Music )--

If yo~ want t<;1 usa .i Web, Appldhara, ,rp; or oUlll!I' s.wu 011 Iha ll&two,:k. yc,u un sp~cify private !P 
wdr~ses ta map. ta asiedflc TCP /IP PJJM 1n • d:ils 'l'il l'Jlln, 

m. ilifh 
1Priva1~ Port 

I I 
:j.] 

I 

I I I c 
Add ) 

( Edit ) 

I 
I I 

( Delete ) 

: I ( Export ) 

I 1 
( Import ) 

( Rl!:Vert ) 

0 ( kevert ) ( Update ) 

Figure 20-6. Port Mapping tab 

Access control 

Like most other products, the AirPort Base Station supports filtering by client MAC 
address. The Access Control tab lets you identify clients by their AirPort ID (MAC 
address) and add them to a list of allowed clients, together with a description. 
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CHAPTER21 

Logical Wireless Network 
Architecture 

Planning a wireless LAN installation is a significant undertaking that cuts across many 
previously disparate disciplines. This chapter begins the discussion of wireless LAN 
deployment by tackling the network architecture. Network design is about trade-offs 
between several factors, including cost, manageability, availability, and performance. 
Wireless networks add the additional dimension of mobility to the mix. 

Wireless networks often extend an existing wired infrastructure. The wired infra­
structure may be quite complex to begin with, especially if it spans several buildings 
in a campus setting. Wireless networks depend on having a solid, stable, well­
designed wired network in place. If the existing network is not stable, chances are 
the wireless extension is doomed to instability as well. 

This chapter discusses four approaches to building a wireless LAN. All are discussed 
in terms of the technical features of wireless LANs that influence how you design 
your wireless network. How do the features of wireless LANs influence network 
topology? Besides the 802.11 equipment, what other equipment is needed to deploy 
a network? How should the logical network be constructed for maximum mobility? 

Evaluating a Logical Architecture 
Before presenting any topologies in detail, I will discuss how to evaluate a proposed 
network. Each of the topologies presented in this chapter has its own strengths and 
weaknesses. Choosing a topology depends on which criteria are compelling on your 
network. Here are discuss several evaluation criteria that I have found to be important. 

Mobility 
Portability results in a productivity gain because users can access information 
resources wherever it is convenient to do so. At the core, however, portability removes 
only the physical barriers to connectivity. It is easy to carry a laptop between several 
locations, so people do. But portability does not change the ritual of connecting to 
networks at each new location. It is still necessary to physically connect to the 
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If, for example, you have a remotely mounted filesystem and put a laptop to sleep, it 
may not be there when the laptop wakes up in a different location. Any open files or 
activity against the filesystem may need to timeout before you can regain control of 
the computer. DHCP clients may impose more pedestrian restrictions. Common 
DHCP clients attempt to renew the lease on the last address obtained, and may need 
to go through multiple DHCP exchanges to get an address on a new IP subnet. 

Mobility, on the other hand, is a far more powerful concept: it removes further barri­
ers, most of which are based on the logical network architecture. Network connec­
tions stay active even while the device is in motion. This is critical for tasks requiring 
persistent, long-lived connections, which may be found in database applications. 
Support personnel frequently access a tracking database that logs questions, prob­
lems, and resolutions. The same argument can be made for a number of tracking 
applications in a health care setting. Accessing the database through a wireless net­
work can boost productivity because it allows people to add small amounts of infor­
mation from different locations without needing to reconnect to the database each 
time. Inventory applications are another example and one of the reasons why retail 
and logistics are two of the markets that have been quicker to adopt 802.11. When 
taking inventory, it makes far more sense to count boxes or products where they sit 
and relay data over a wireless network than to record data on paper and collate the 
data at the end of the process.' 

Traditional wired Ethernet connections provide portability. I can take my laptop 
computer anywhere on the campus at work and plug in. (If I'll tolerate slow speeds, I 
can even make a phone call and access my corporate network anywhere in the world.) 
Each time I access the network, though, I'm starting from scratch. I have to reestab­
lish connections, even if I only moved a few feet. What I'd really like is to walk into 
the conference room and connect to the corporate network without doing anything. 

Defining "mobility" 
Wireless networking and mobility are intertwined concepts. Without mobility, wire­
less networking would not be particularly interesting. Mobility means that applica­
tions just work, no matter where the computer is. Unfortunately, building a network 
that provides location-independent services requires a great deal of location-based 
configuration and knowledge. 

Translating the high-level definition of mobility into technical details can be done in 
several different ways. Many technologies can be used to provide mobility for net­
work users, and not all of them are good. Providing network transport that is truly 
independent of the application and transparent to it has several requirements . 

• lnde~<l, the early adopters of wireless LAN technology tended 10 be in organizations where the work was 
mobile--health care. logistics, and education. 
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1. Consistent MAC-layer attachment to the same link-layer network. Mobility 
requires that the existing data-link layer look the same regardless of location. 
Extensive engineering in 802.11 provides link-layer mobility. 

a. Transparent handoffs between access points. Users may need to perform an 
initial configuration operation to select a network to connect co, but they 
should not be involved in handoff decisions. If the signal strength gets too 
low, the software should attempt to locate a better signal and transfer to it 
without user intervention. Every wireless card I am aware of currently 
switches between access points that are part of the same network. 802.11 
was designed around this requirement, and any piece of wireless LAN 
equipment you buy should have no trouble meeting it. 

b. The inter-access point handoff can break down when the access points are 
located in different broadcast domains. If two stations are exchanging 
frames and one moves to a new access point, 802.11 cannot guarantee that 
the two stations stay attached to the same broadcast domain. One opportu­
nity for vendors to improve on 802.11 is to link access points with the same 
SSID together so they no matter where they attach to the network, stations 
in the wireless LAN attach the same broadcast domain everywhere, even if 
the access points are connected to different local broadcast domains. 

c. Moving a client system between two access points ·also requires either set­
ting up a new set of security parameters for encryption and integrity protec­
tion, or transferring security parameters from the old access point to the new 
access point. 802.11 does not specify either procedure. Depending on the 
hardware in use, the process of establishing a security context with the new 
access point can take a fair amount of time. In bulk data transfer, the blip 
may not be noticeable; for voice conversations, it often is. 

2. No configuration changes are required to the client network stack. For the most 
part, this means that clients can maintain the same network address as they move 
throughout the network. In most networks, the address is an IP address, although 
there may be some applications that require maintenance of other network proto­
col addresses as well. Extensive engineering has been devoted to network layer 
mobility, especially in the IP world, which traditionally has not provided it. 
Address maintenance is a major network engineering challenge, especially if it is 
required across what would otherwise be an IP subnet boundary. 

a. Before maintaining an address, the client must obtain one. At the initial con­
nection to a wireless LAN, the system should somehow get an address, most 
likely through DHCP. That address should be used for the duration of the 
wireless LAN session. From the client's perspective, it keeps the IP address 
as it moves through the network, and does not need to alter its address or 
any other stack information to attach to any new access points. 

b. \\Tireless networks can have brief interruptions of connectivity as clients 
move between coverage areas or suffer from transient radio link problems. 
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For brief interruptions, access points should maintain enough session infor­
mation so that the client can simply rejoin the network. Access points may 
also need to buffer frames so that clients can fetch any traffic that was 
received during the interruption. 

c. Equally important, the client must appear to maintain its address. If the cli­
ent connects to a server somewhere, the server should be able to use the 
same address for the duration of the connection. Furthermore, any other 
state the network maintains is often associated with an IP address. Many 
networks use NAT to reach the Internet, and the NAT records are associ­
ated with the client IP address. 

d. Depending on the application, it may be necessary to have logical network path 
preservation. Transmitted frames must always emerge from the same egress 
point on the network, so they are subject to whatever controls the network 
requires. No matter what the location of the client throughout the network, it 
always appears as if it is attached to the same point at the edge of the network. 

No single technology supplies all of the components of mobility. At the link layer, 
much is provided by 802.11, although additional functionality is often required 
above and beyond what the standard lays out. By and large, moving the association 
between access points is easy. In networks that do not use link-layer security, bridg­
ing records can be transferred between access points in a few milliseconds to tens of 
milliseconds. Re-establishing the link-layer security context may take a few hundred 
milliseconds, and depends heavily on the responsiveness of the authentication server. 
Some companies have devoted significant engineering resources to building prod­
ucts that accelerate the security context establishment. Newer "Wi-Fi switch" prod­
ucts may also speed up the roaming process by holding client association records in a 
centralized location so that there is no need to transfer it between APs. 

At the network layer, several different approaches may be taken to offer network­
layer mobility. Several early devices used address translation (NAT). NAT is not, 
never has been, and never will be a mobility protocol. By dragging the network infra­
structure up into higher protocol layers, any failure of the translation breaks applica­
tions. Some applications are almost incompatible with NAT, such as H.323, while 
others require specific application support, such as IPsec's use of NAT Traversal. 
Some devices rely heavily on NAT to provide mobility. Avoid them. 

Some form of tunneling is often used ro provide application-independent mobility. 
Client devices are designated with a "home" network, and then inter-AP protocols 
automatically direct traffic back to the home location from any place it is not directly 
accessible. Tunneling protocols must be defined at the network layer so that tunnels 
can carry data across arbitrary network boundaries. However, the tunneling proto­
col itself may work at the link layer (making VLAN attachment points available 
throughout the network) or at the network layer (making IP addresses mutable 
throughout the network). The only open industry standard tunneling protocol is 
Mobile IP (see sidebar later in this chapter). 
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One challenge network architects often face is the distance over which mobility must 
be provided. Small installations are easy because there are a number of techniques that 
offer comparable functionality for up co 25 access points. The real challenges come 
when designing mobility for larger installations, or organizations that have widely dis­
tributed locations. Part of the key to designing a successful mobility solution is to 
determine what users expect. What sort of tasks require that an IP address be continu­
ously maintained? Interactive terminal sessions, such as telnet and SSH, require that 
the source IP address remain the same. Other applications may be able to initiate new 
connections upon reattaching to the network, and the process of reconnecting may be 
transparent to the users. Generally speaking, most users do not expect to maintain an 
IP address if they need to use a car, train, or plane to travel between network sites. Still, 
large, spread-out campuses might require higher-than-average mobility support . 

[fil
;/11 .. , . 
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Security 

Call it the "dinosaur juice" rule for mobility: if you burn fossil fuels for 
transportation, it is probably acceptable for the IP address to change. 

As the networks of the world have united into a single, globe-spanning behemoth, secu­
rity has taken on new importance. Wireless LANs were once the bane of security-con­
scious networking organizations, but newer tools make it easier to build networks with 
significant security protections. In addition to traditional security issues such as traffic 
separation between user groups and maintaining appropriate access privileges, wireless 
networks present new challenges, like rogue access points and unauthorized clients. 

Many· of logical architecture's security ramifications are related to the selection of 
encryption and authentication protocols. But the architecture may have some addi­
tional security implications based on technology available at the edge of the network. 

Traditional access points are autonomous devices that act as independent network 
elements. Access points are placed out in user areas, and are usually not physically 
secured. Unfortunately, the popularity of 802.11 may make unsecured access points 
in public areas targets for theft. Traditional access points have local software and 
configuration, and may also be attractive targets to attackers who can use learn sensi­
tive security information from the configuration, such as the RADIUS shared secret. 
Newer "thin" access points help address this concern by removing a great deal of 
functionality from the access point and pulling it back into secured controllers that 
can be locked away in wiring closets. 

Attackers may also remove access points co obtain additional network privileges. In 
some architectures, access points must be connected to relatively privileged network 
ports. If, for example, several VLANs are made available through a wireless net­
work, many access points require that the access point connect to a link tagged with 
all the available VLANs. In such a setup, an attacker may obtain direct access to the 
backbone by removing an access point and connecting to its port. 
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Mobile IP 
802.11 performs a sleight-of-hand trick with MAC addresses: stations communicate 
with a MAC address as if it were fixed in place, just like any other Ethernet station. 
Instead of being fixed in a set location, however, access points note when the mobile 
station is nearby and relay frames from the wired network to it over the airwaves. It 
does not matter which access point the mobile station associates with because the 
appropriate access point performs the relay function. The station on the wired net­
work can communicate with the mobile station as if it were directly attached to the 
wm::. 

Mobile IP performs a similar trick with IP addresses. The outside world uses a single 
IP address that appears to remain in a fixed location, called the home location. Rather 
than being serviced by a user's system, however, the IP address at the home location 
(the home address) is serviced by what is called the home agent. Like the access point, 
the home agent is responsible for keeping track of the current location of the mobile 
node. When the mobile node is "at home," packets can simply be delivered directly to 
it. If the mobile node attaches to a different network (called a foreign network or visited 
network), it registers its so-called foreign location with the home agent so that the home 
agent can redirect all traffic from the home address to the mobile node on the foreign 
network. 

Consider two wireless LANs built on different IP subnets. On its home subnet, a wire­
less station can send and receive traffic "normally." 

When the wireless station moves from its home subnet to the second ("foreign") sub­
net, it attaches to the network using the normal procedure. It associates with an access 
point and probably requests an IP address using DHCP. On a wireless station that is 
unable to use Mobile IP, connections are interrupted at this point because the IP 
address changes suddenly, invalidating the state of all open TCP connections. 

Wireless stations equipped with Mobile IP software, however, can preserve connection 
state by registering with the home agent. The home agent can accept packets for the 
mobile station, check its registration tables, and then send the packets to the mobile 
station at us current location. The mobile station has, in effect, two addresses. It has 
its home address, and it can continue to use this address for connections that were 
established using the home address. It may also use the address it has been assigned on 
the foreign network. No TCP state is invalidated because the mobile station never 
stopped using its home address. 

Naturally, system administrators (rightly) rebel at installing new software on end-user 
systems. An alternative is to use proxy mobile IP, in which the network edge incorpo­
rates the functions of the agent software. Moving Mobile IP functions into the access 
points eliminates the need to install client software, although it does increase the com­
plexity of the access points. 

----
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I have omitted a great deal of the protocol operations. Designing a protocol to allow a 
station to attach anyvvhere in the world and use an address from its home network is a 
significant engineering endeavor. Several security problems are evident, most notably 
the authentication of protocol operations and the security of the redirected packets 
from the home network to the mobile station's current location. Maintaining accurate 
routing information, both the traditional forwarding tables at Internet gateways and 
the Mobile IP agents, is a major challenge. And, of course, the protocol must work with 
both 1Pv4 and IPv6. For a far more detailed treatment of Mobile IP, I highly recom­
mend Mobile rP: Design Principles and Practices by Charles Perkins (Prentice Hall). 

One additional concern is that many government networks need to be designed to 
comply with regulations and best practices. The National Institute of Standards and 
Technology (NIST) is responsible for developing many of the computing standards 
used by the U.S. federal government; these standards are referred to as Federal [nfor­
mation Processing Standards (FIPS). One particular standard, FIPS-140, lays out 
requirements for secure network designs. Not surprisingly, FIPS-140 specifies that 
certain types of data must be encrypted. Less obviously, FIPS-140 also requires that 
approved encryption algorithms and modes must be used. Not all security protocols 
and standards are created equal, and only some network designs are capable of meet­
ing FIPS-140 criteria. FIPS requirements affect most federal agencies, but may also 
exert a powerful influence by requiring compliance on the part of an agency's suppli­
ers and contractors. (FIPS requirements are discussed in more detail in Chapter 22.) 

Performance 
For the benefit of mobility, wireless networks impose a cost. Simply, performance is 
nowhere near what can be expected from a well-engineered wired LAN. Wireless net­
works have smaller advertised bit rates than wired LANs. To make matters worse, the 
big number in the glossy brochure omits a great deal of protocol overhead: Table 21-1 
gives rule-of-thumb estimates for the maximum throughput based on the technology. 

Table 21-1. Maximum throughput for different 802.11 technologies 

Estimated maximum 
Advertised E5timated maximum perceived throughput with 

Technology throughput continuous throughput S:1 multiplexing factor 

Single radio systems 

802.11b 11 Mbps 6Mbps 30 Mbps 

802.lla 54Mbps 30 Mbps 150 Mbps 

• The effectivE thrnughput is actually much lower. Quantifying the exact impact of the protocol overhead is 
very difficult; for one straw-man calculation, see http://www.m-eil/ynet.com!pub!a!wireless/2003/08/08/ 
wireless_throughput. html. 
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Table 21-1. Maximum throughput for diffaent 802.11 technologic5 (continued) 

Technology 

802.1 lg, no protection 

802.1 lg, with protection 

Dual radiosystems 

802.11 a+802.11 b 

802.11a+802.11g (without protection) 

Advertised 
throughput 

54 Mbps 

54Mbps 

11+54 Mbps 

54+54 Mbps 

Estimated maximum 
Estimated maximum perceived throughput with 
continuous throughput 5:1 multiplexing factor 

30 Mbps 150 Mbps 

15Mbps 225 Mbps 

36 Mbps 780 Mbps 

60 Mbps 300 Mbps 

Unlike wired networks, the speed at which wireless networks operate depends on the 
distance from the nearest network uplink. As stations move farther from the serving 
access point, signals become weaker and the operational speed falls. Throughput 
depends on distance from the access point and the position of the device in a way 
that is unfamiliar to users of wired networks. 

Throughputs in the neighborhood of Table 21-1 require very strong signals, and by 
necessity, limited distances from the access point. As a practical matter, most wire­
less LANs have been built for coverage. At the fringes of connectivity, throughput is 
at the lowest rate for the technology, not the highest rate. Figure 21-1 illustrates the 
typical scenario. Although stations close-in connect at the maximum data rate, sta­
tions that are further away require much longer time intervals to transmit the same 
data. Even if the radio medium is in constant use, the maximum throughput of the 
stations associated to the AP in Figure 21-1 would be much less than 6 Mbps. 

Even though the maximum data rates shown in Figure 21-1 are small, the magic of 
statistical multiplexing can make the rate seem much bigger than it is. Networks are 
based on the principle that user traffic is often quire bursty. Although users demand 
a peak data rate of a megabit per second, users are often idle. The network only 
needs to supply the peak data rate during email fetches and web page dmvnloads; 
when the connection is idle, other users can get their megabit per second service. ln 
my experience, a multiplexing factor of between 3: 1 and 7: 1 can he used to account 
for the burstiness of network traffic. Although an 802.11 b network may only deliver 
6 Mbps, it can accommodate 20-30 users demanding megabit service because very 
few applications require continuous service. (Voice applications are a notable excep­
tion.) The last column in Table 21-1 shows the effective throughput with a 5:1 multi­
plexing factor. Depending on applications and experience, you may need to use a 
higher or lower factor on your network. 

Figure 21-1 is only a qualitative display of how the speed of a network changes with 
ditsance. Free-space loss calcuations can be used to get a more quantitative grasp of a 
network's range and propagation characteristics. Free-space loss, or path loss, is the 
transmission loss over space, with no obstructions. It is an "ideal" number, describ­
ing only how the electromagnetic waves diminish in strength over distance while 
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Figure 21-1. Dependence of performance on range 

neglecting a number of factors that are relevant to building 802.11 networks. Indoor 
networks must deal with walls, windows, doors, and the fact that many signals may 
not be line of sight. Free-space loss calculations assume the noise floor is also suffi­
ciently low that the receiver sensitivity is the limiting factor. In many environments, 
the number of unlicensed devices operating in the 2.4 GHz ISM band push up the 
noise floor well past the lower limits of many receivers. 

Free-space loss depends only on two inputs: the frequency of the signal and the dis­
tance it must cover. Higher frequencies attenuate faster, as do longer distances. 

FSL (in dB) = 32.5 + 20 * [ log10 (frequency in GHz) + log10 (distance in meters)] 

Table 21-2 is based on a free-space cakuation for both 2.4 GHz and 5 GHz wireless 
LANs. For the ISM frequency, it uses 2.437 GHz, the center frequency of channel 6. 
For the 5 GHz frequency, it uses 5.250 GHz, which is the midpoint of the U-NII lower 
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and mid-bands. (Some early 802.11 cards were only able to function in the two low 
bands, so some networks restrict 802. lla channel usage to the first 8.) It assumes that 
power is transmitted at the maximum of 20 dBm (100 mW) in the 2.4 GHz band, and 
at the maximum practical power of 14 dBm (25 mW) for many 802.lla devices. For a 
receiver cut-off, the sensitivity listed on the data sheet for the Cisco CB-21 a/6/g di-

'-- enc card was used. By using the sensitivity directly, it is an implied assumption that 
the noise floor is significantly below the values listed in the sensitivity column. Do not 
expect to get the ranges noted in this table, since it is only a calculation of the maxi-

I... mum ideal range. It is, however, a useful guide to comparing different modulation 
rates as well as the different frequency bands in use. 

"-
Table 21-2. Free-space range for different modulation speed£ 

Free-space range Percentage of 
Modulation type Sensitivity Maximum free-space relative to maximum maximum range 
and speed (Cisco CB-21) range {meters) speed modulation .._ 
2.4GHz 

1 Mbps DSSS -94 4,850 13.9 100% 

I-
2 Mbps DSSS -93 4,300 12.3 89% 

5.5 MbpsCCK -92 3,850 11.0 79% 

11 Mbps CCK -90 3,050 8.7 63% 

L 6 Mbps OFDM -86 1,930 5.5 40% 

9 Mbps OFDM -86 1,930 5.5 40% 

12 MbpsOFDM -86 1,930 5.5 40% 

L- 18 MbpsOFDM -86 1,930 5.5 40% 

24MbpsOFDM -84 1,530 4.4 32% 

36 MbpsOFDM -80 970 2,8 20% 

-- 48 MbpsOFDM -75 550 1.6 11% 

54MbpsOFDM -71 350 1.0 7% 

5GHz 

6 Mbps OFDM -89 630 7.0 100% 

9 Mbps OFDM -89 630 7.0 100% 

12 MbpsOFDM -89 630 7.0 100% 

:.... 18 MbpsOFDM -85 400 4.4 63% 

24MbpsOFDM -82 280 3.1 44% 

36 MbpsOFDM -79 200 2.2 32% 
._ 

48 MbpsOFDM -74 110 1.2 18% 

54MbpsOFDM -72 90 1.0 14% 

-- The performance of a wireless network differs from a wired network in another irnpor-
rant way. Most wireline networks are built using switches, so multiple independent 
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traffic flows can be s'Nitched independently. Wireless networks are inherently a shared 
medium. Within an access point's coverage area, only one client may transmit data. 
Wireless networks often are built simply to cover an area. As they become popular, 
network administrators must add capacity by shrinking the coverage area of individual 
APs to reduce bandwidth contention. Limiting bandwidth contention by making cov­
erage areas smaller is the approach taken by most "Wi-Fi switches." 

Physical characteristics of the wireless medium negatively affect performance and 
service quality. 802.11 uses a fully-acknowledged MAC for reliability, but the need 
for acknowledgments increases the transmission latency for frames. Lost packets and 
rhe potential for retransmission may also increase the variability in latency, called 
jitter. For some applications, the difference in service is imperceptible to the user. 
Bulk data transfers depend much more on available capacity than the service qual­
ity. However, if you plan to run voice on your wireless network, you will need to 
spend some time engineering acceptable service quality. Voice depends on regular 
delivery of small amounts of data, not high throughput. Some of the architectures 
discussed in this chapter are better suited to applications with demands for high 
quality network service. 

Traditional quality of service queuing and controls are important not only because of 
the need to cope with the relatively low reliability of wireless signals, but also 
because the bandwidth is so limited. With only a few megabits per second on each 
access point, a single ill-behaved client can soak up all the available capacity. Some 
access points provide better traffic shaping and policing to engineer allocation of 
scarce wireless medium capacity than others, and some logical architectures are bet­
ter able to cope with high-bandwidth applications. 

As with many other network engineering tasks, building a wireless LAN with the 
necessaiy performance is a matter of analyzing the types of applications you intend 
to run on the LAN and removing as many bottlenecks as possible. In some cases, it 
may be possible to build enough network capacity to provide the required user expe­
rience. For other applications, it may be necessary to manage resource allocations 
using traffic management tools on the access points making up the network. 

Backbone Engineering 
Access points are the edge of the ever-expanding network. In most cases, they do not 
offer new network services; they just make existing services more widely available 
and easy to use. As edge devices, though, they must plug into a network core to 
interconnect users with resources. Expect to do some additional configuration of the 
network core when wireless is added to the edge of the LAN. 

When 802.11 was a new standard and products had just emerged, there was no 
mobility except for what the network engineers created, and no traffic separation at 
all. Mobility was entirely up to the network engineer. If the access points could be 
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placed in a single link layer network, mobility existed. If not, mobility remained elu­
sive. Early wireless LANs required, as a matter of practice, that the network be built 
around a switched core so that a single subnet snaking through the entire campus 
could be used to connect up all the access points. Many newer networks are built 
around a switched core, but older networks frequently have constraints that pre­
vents building a purely switched core . 

After the first wave of products arrived, the industry produced devices that could attach 
users to multiple VLANs. Although these products allowed for multiple user groups 
over the air and the backbone wire, the backbone configuration impact was even larger. 
Rather than extending a single VLAN through the campus for the access points, every 
VLAN had to be extended to every access point throughout the campus. One of the 
goals of centralized Wi-Fi controllers is to further reduce backbone reengineering by 
allowing for simpler configurations of the access device connections. 

Beacons, BSSIDs, and VLAN integration 

Extending existing VLANs over the air is one of the major tasks that standards 
groups are working on. In the meantime, vendors have taken a variety of approaches. 
As you evaluate these approaches, there are a few fundamentals. 

802.11 built in the concept of having multiple "service sets," but did not explicitly 
define what a service set was. Moreover, there are two types of service set identifiers 
(SSlDs) in 802.11. Extended Service Set IDs (ESSIDs) are "network names."· Multiple 
APs can be configured to advertise a set of connections into the air. When a client 
wishes to connect to a wireless network, it issues probes for the ESSID it is trying to 
find, and APs belonging to that SSID respond. ESSIDs can be transmitted in Beacon 
frames, although they do not have to be. (ESSID hiding is a security-through-obscurity 
practice; if you flip back to Chapter 9 you will note that the Probe Response frame 
includes the unencrypted SSID.) The second type of service set, the Basic Service Set ID 
(BSSID), is the MAC address of the AP. It is used as the transmitter or receiver address 
on frames that are bridged between the wireless and wired networks. 

Generally speaking, each ESSID being transmitted should have its own BSSID. 
Although there is nothing to prevent an access point from transmitting multiple 
ESSIDs in a single Beacon, or even responding to ESSIDs not included in its Beacon, 
such behavior causes problems for many drivers. The Windows Zero Configuration 
software, for example, generally does not accept a configuration for a secondary, hid­
den ESSlD. Rather than probing for the hidden ESSID, it attempts to attach to the 
transmitted ESSID in the Beacon. 

• This is a bit of a simplification. ESS!Ds arc only network names for infrastructure networks. As always, this 
book generally assumes that you arc running an infrastructure network, not an ad hoc network. 
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When APs were first able to attach users to different VLANs, a common way of pro­
viding the configuration to users was to expose each VLAN as an SSID, and allow 
users to choose. While such an approach allows a great deal of flexibility in the way 
that users are assigned to VLANs, and allows them to switch between VLANs as cir­
cumstances dictate, the flexibility is a double-edged sword that may lead to confu­
sion for users as they select the wrong configuration. Transmitting Beacon frames for 
a number of extra SSIDs requires the use of scarce wireless network capacity. For 
many environments, it makes more sense to dynamically assign users to VLANs 
based on a user profile database. 

IP addressing 

IP addresses are often a reflection of the physical network topology, and wireless net­
works are no different. Assigning IP addresses is a subordinate decision to the topol­
ogy that you choose. Some network designs may require new address assignments 
and routing configuration, while others do not. Organizations that attempt to allo­
cate address space hierarchically, perhaps for reasons of routing table size, may find 
it difficult to reconcile logical address assignment with the underlying physical topol­
ogy. Furthermore, organizations that make use of registered IP address space may 
find chat it is at a premium. 

Network Services 
Ideally, new network devices should plug into existing infrastructure and just work 
with a minimum of reconfiguration. A few network services are important to the user 
experience, and should be considered in some detail. 

DHCP 

Users expect to be able to plug in to a network and just have it work. Wireless net­
works are no exception, and can make the problem worse. Users expect to be able to 
attach to any wireless network and have it just work. Practically speaking, the only 
way to have the IP stack for a wireless interface self-configure appropriately for an 
arbitrary number of networks is to use DHCP. 

Many access points have built-in DHCP servers. Smaller networks consisting of an 
access point or two may choose to use the built-in DHCP service, but larger net­
works should have a single source of DHCP addressing information. Access point 
DHCP servers may not cope with the load very well, and some access points may 
reclaim leased addresses when an association lapses. 

Any DHCP service should have a view of the total available address space, and this is 
best done outside the access point. Access points act like bridges, and pass DHCP 
requests from the wireless network through to the wired nerwork, where a DHCP server 
can reply. With judicious use of DHCP helpers, a single server can support multiple IP 
networks, whether they are implemented as VLANs or multiple wireless subnets. 
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Operating system login 
One of the challenges to wireless networking is that validating user credentials often 
depends on making a network connection to an authentication server. For example, 
Windows logins are validated against domain controllers. In a wired world, making 
chat connection is trivial because the network is available whenever the cable is 
plugged in. In a wireless network, though, there is a bit of a chicken and egg prob­
lem. User credentials are used to authenticate the network connection, but a net­
work connection is required to validate the user credentials. Not all operating system 
vendors have considered this problem. If yours has not, you may need to configure 
special login features or use additional client software to plug the gap. 

Client Integration 
Different logical architectures require different client software support. It is easy to 
build a network that has no client integration beyond the new drivers by leaving out 
security entirely. However, security is a requirement for nearly every network. 

The most basic level of security is a static WEP key. Some older devices may not sup­
port anything better than static WEP, in which case you are stuck with it in the 
absence of a forklift upgrade. Static WEP configuration is typically built into driver 
software or client configuration utilities, and requires no more client integration than 
using the card itself. For security reasons, though, you want to run something other 
than static WEP if at all possible. 

Link-layer solutions based on 802. lX offer significant advances in security, but 
require more sigificant client integration work. 802. lX supplicant software must be 
loaded on the client system and set up correctly. Supplicant software is incorporated 
into recent operating systems (Windows 2000, Windows XP, and Mac OS X 10.3). 
Older systems may require a client software package to implement 802.lX. 

VPN solutions vary, depending on both the vendor and the type of VPN technology. 
SSL-based VPNs work by directing client access through a secure web site that acts 
as a portal for applications. Because the technology is based on a secure web site, 
there is no client installation beyond the web browser that probably is already 
installed on most systems. One downside to SSL VPN technology, however, is secur­
ing non-web applications may require additional effort and user retraining. IPsec 
VPNs require a much more disruptive software installation, but are much better at 
handling an arbitrary IP-based application. One of the reasons that VPN client soft­
ware loads are more complex is that most vendors require their own VPN client for 
maximum functionality between the client and gateway. 
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Some organizations may be limited in their ability to impose client software on users. 
Universities, for example, often have users who must open VPN tunnels to external 
network sites. Professional development classes are often taken by students who 
have careers, and may need to connect to corporate resources from the classroom. 
Generally speaking, IPsec tunnels inside IPsec tunnels with multiple clients is a con­
figuration that does not work well, if at all. 

Topology Examples 
After deciding what is important, you can sketch out what the wireless LAN will 
look like. Broadly speaking, there are two major ways of deploying a wireless LAN, 
and the choice depends broadly on whether you decide to use security at the link 
layer. This section describes and analyzes four different major architectures for wire­
less LANs. To a certain extent, this section presents four fairly rigid examples. As the 
market for wireless LAN network hardware matures, equipment may incorporate 
features from multiple topologies, allowing you to mix and match the features that 
best suit your needs. 

Topology 1: The Monolithic Single-Subnet Network 
In the beginning, there was one topology. Access points were simple bridges, and 
served only to attach wireless stations to the single wired network they were connected 
to. Without much networking intelligence in the access point, wireless networks 
needed to be designed around the trivial bridging engines in access points. Networks 
that supported mobility were correspondingly simple. \Vhen access points are simple 
bridges without any sophisticated knowledge of, say, VLANs or routing, they must all 
attach to the same IP subnet. As long as a station stays on the same IP subnet, it does 
not need to reinitialize its networking stack and can keep its TCP connections open. 

Equipment limitations dictated the resulting network architecture. Every AP was 
attached to a single network. While the network provided mobility, it was often diffi­
cult to build, especially on large campuses. In addition to modifying backbone net­
work configuration, administrators had to set aside new JP address ranges and route 
appropriately. The architecture was developed to shield wired networks from the 
danger of wireless networks in the time before the development of strong security 
protocols. These days, the high configuration overhead and management cost of 
building two parallel networks has driven this topology nearly to extinction on any 
network larger than a few access points. 

Figure 21-2 shows the typical early wireless LAN deployment topology. All the APs are 
connected to a single monolithic network. The network is a single link-layer domain, 
and every station connected to the network is given an IP address on the IP subnet. For 
this reason, the monolithic architecture may be referred to as the single-subnet wireless 
LAN, the walled garden architecture, or occasionally the VPN architecture. (It should 
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also be noted that most home networks take the single subnet approach, although typi­
cally with only one access point.)' The guiding principle of Figure 21-2 is that the 
access points in use cannot provide any services other than link-layer mobility, so they 
must all be connected to the same logical link layer. Other design decisions underlying 
this topology help augment the access control of the wireless device and lower manage­
ment overhead by taking advantage of existing services, each of which will be consid­
ered in turn. 

~ 
RADIUS 
server 

~ 
PK! ~ Main firewall 

V ~ 
Ac~ troldevice DHCPserver 

(router, firewall, VPN,etc.) (Web documentation, 
I drivers, etc,) 

I Access paint backbone 

't ( I .~ 't ( I A network 

~ ~ 
..)J ~ & 

.,J '-' .... 
J ~ "-

Dj-17 
~ 
Wireless client 

Figure 21-2. The single subnet wireless lAN deployment topology 

Mobility 

Internet 

In Figure 21-2, the network linking all the access points, which is often called the access 
point backbone, is a single IP subnet. To allow users to roam between access points, the 
network should be a single IP subnet, even if it spans multiple locations, because IP does 
not allow for network-layer mobility. (Mobile IP is the exception to this rule; see the 
sidebar earlier in this chapter.) Network-layer mobility is supplied by the use of a 

' Very large homes may require multiple APs, Generally speaking, an AP should be good for covernge over 
3,000-5 ,000 square feet, which is sufficient for all but the largest homes, 
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switching infrastructure tha,t supports linking all the access points together, and an IP 
addressing scheme that does not require anything beyond link-layer mobility. 

-In Figure 21-2, the backbone network may be physically large, but it is constrained by 
the requirement that all access points connect directly to the backbone router (and 
each other) at the link layer. 802.11 hosts can move within the last network freely, but 
IP, as it is currently deployed, provides no way to move across subnet boundaries. To 
the IP-based hosts of the outside world, the VPN/access control boxes of Figure 21-2 
are the last-hop routers. To get to an 802.11 wireless station with an IP address on the 
wireless network, simply go through the IP router to that network. It doesn't matter 
whether a wireless station is connected to the first or third access point because it is 
reachable through the last-hop router. AB far as the outside world can tell, the wireless 
station might as well be a workstation connected to an Ethernet. 

If it leaves the subnet, though, it needs to get a IP new address and reestablish any 
open connections. The purpose of the design in Figure 21-2 is to assign a single IP 
subnet to the wireless stations and allow them to move freely between access points. 
Multiple subnets are not forbidden, but if you have different IP subnets, seamless 
mobility between subnets is not possible. 

Older access points that cooperate in providing mobility need to be connected to each 
other at layer 2. One method of doing this, shown in Figure 21-3 (a), builds the wire­
less infrastructure of Figure 21-2 in parallel to the existing wired infrastructure. Access 
points are supported by a separate set of switches, cables, and uplinks in the core net­
work. Virtual LANs (VLANs) can be employed to cut down on the required physical 
infrastructure, as in Figure 21-3 (b). Rather than acting as a simple layer-2 repeater, the 
switch in Figure 21-3 (b) can logically divide its ports into multiple layer-2 networks. 
The access points can be placed on a separate VI.AN from the existing wired stations, 
and the "wireless VI.AN" can be given its own IP subnet. Frames leaving the switch for 
the network core are tagged with the VI.AN number to keep them logically distinct and 
may be sent to different destinations based on the tag. Multiple subnets can be run 
over the same uplink because the VI.AN tag allows frames to be logically separated. 
Incoming frames for the wired networks are tagged with one VI.AN identifier, and 
frames for the wireless VI.AN are tagged with a different VI.AN identifier. Frames are 
sent only to ports on the switch that are part of the same VI.AN, so incoming frames 
tagged with the wireless VLAN are delivered only to the access points. 

By making the access point backbone a VLAN, it can span long distances. VLAN­
aware switches can be connected to each other, and the tagged link can be used to 
join multiple physical locations into a single logical network. In Figure 21-4, two 
switches are connected by a tagged link, and all four access points are assigned to the 
same VLAN. The four access points can be put on the same IP subnet and act as if 
they are connected to a single hub. The tagged link allows the two switches to be 
separated, and the distance can depend on the technology. By using fiber-optic links, 
VLANs can be made to go between buildings, so a single IP subnet can be extended 
across as many buildings as necessary. 
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Figure 21-3. Physical topologies for 802.11 network deployment 
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Figure 21-4. Using VJ..ANs to span multiple switches 

Tagged links can vary widely in cost and complexity. To connect different physical 
locations in one building, you can use a regular copper Ethernet cable_ To connect 
two buildings together, fiber-optic cable is a must. Different buildings are usually at 
different voltage levels relative to each ocher. Connecting two buildings with a con­
ductor such as copper would enable current to flow between (and possibly through) 
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the two Ethernet switches, resulting in expensive damage. Fiber-optic cable does not 
conduct electricity and does not pick up electrical noise in the outdoor environment, 
which is a particular concern during electrical storms. Fiber also has rhe added bene­
fit of high speeds for long-distance transmissions. If several Fast Ethernet devices are 
connected to a switch, the uplink is a bottleneck if it is only a Fast Ethernet inter­
face. For best results on larger networks, uplinks are typically Gigabit Ethernet. 

For vety large organizations with very large budgets, uplinks do not need to be Ether­
net. One company I have worked with uses a metro-area ATM cloud to connect 
buildings throughout a city at the link layer. With appropriate translations between 
Ethernet and ATM, such a service can be used as a trunk between switches. 

Address assignment through DHCP 

Within the context of Figure 21-2, there are two places ,o put a DHCP server. One is 
on the access point backbone subnet itself. A standalone DHCP server would be 
responsible for the addresses available for wireless stations on the wireless subnet. 
Each subnet would require a DHCP server as part of the rollout. Alternatively, most 
devices capable of routing also include DHCP relay. The security device shown in 
Figure 21-2 includes routing capabilities, and some firewalls and VPN devices 
include DHCP relay. With DHCP relay, requests from the wireless network are 
bridged to the access point backbone by the access point and then further relayed by 
the access controller to the main corporate DHCP server. If your organization cen­
tralizes address assignment with DHCP, take advantage of the established, reliable 
DHCP service by using DHCP relay. One drawback to DHCP relay is that the relay 
process requires additional time and not all clients will wait patiently, so DHCP relay 
may not be an option. 

Static addressing is acceptable, of course. The drawback to static addressing is that 
more addresses are required because all users, active or not, are using an address. To 
minimize end-user configuration, it is worth considering using DHCP to assign fixed 
addresses to MAC addresses. 

As a final point, there may be an interaction between address assignment and secu­
rity. If VPN solutions are deployed, it is possible to use RFC 1918 (private) address 
space for the infrastructure. DHCP servers could hand out private addresses that 
enable nodes to reach the VPN servers, and the VPN servers hand out routable 
addresses once VPN authentication succeeds. 

Security 

This is the oldest of the architectures in this chapter, and pre-dates all the work done 
on link-layer security in the past several years. It is generally used on networks where 
link-layer security is not a priority, either because security is secondary to providing 
services (as in the case of an ISP) or because security is provided through higher-layer 
protocols with VPN technology. Security trade-offs in wireless network design are 
discussed in more detail in Chapter 22. 
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Backbone engineering 

Depending on the existing backbone, using this topology may require prohibitive 
work on the backbone, or it may be relatively easy. For maximum mobility, every 
access point must be attached to the wireless VLAN that snakes throughout the cam­
pus. If a network is built on a switched core, it may be relatively easy to create a 
VLAN that spans multiple switches across several wiring closets. However, there 
may be fundamental limitations on what is possible. If buildings are separated by 
routers, it may not be possible to build a single VLAN that spans an entire campus, 
and it may be necessary to settle for disjointed islands of mobility. Even worse, many 
older networks are not built around switched cores that allow easy VLAN exten­
sions everywhere. 

Furthermore, there is a practical limitation on the network diameter of a VLAN. 
802. lD, the bridging standard, recommends that VLANs be built with a maximum 
diameter of seven switch hops. Depending on the physical topology, it may be 
impossible to build a single VLAN that can span the desired coverage area within 
the recommended limit. Alternatively, it may be possible to do so, but only with 
extensive modifications to the network core. 

Performance 

Performance of this design can vary greatly because it incorporates a single choke point. 
One of the most important aspects of making this design perform well is limiting the 
effect of pushing all the traffic through a single logical path. All the backbone devices 
must have sufficient capacity to handle the load from the entire wireless network. 

Wireless LAN protocols are based on collision avoidance, and can sustain much 
higher loads than the collision-detection protocols used on wired LANs. Depending 
on the number of users associated with a particular access point, it may be reason­
able to assume that the radio link is saturated. Maximum throughput rates vary 
slightly from product to product, but 6 Mbps is a reasonable maximum rate for 
802.llb, with 802.lla and 802.llg both weighing in at 27-30 Mbps. 

Avoiding congestion is much easier with the slow speeds of 802.116. With only a 6 
Mbps potential load per access point, a full duplex Fast Ethernet links to the access 
point backbone should be able to handle slightly over 30 APs. While 30 APs is not a 
monstrous network, it is enough to provide blanket coverage over a large open space 
for low-bandwidth applications. Upgrading to Gigabit Ethernet on the choke point 
vastly increases the number of APs that can be attached. Depending on the break­
down between upstream and downstream traffic, it is possible to connect 200-300 
APs without worrying about backbone network congestion. Of course, gigabit choke 
point devices cost significantly more than Fast Ethernet choke point devices. 

802.lla and 802.llg, with their potentially higher speeds, could pose more of a 
problem. With several times the speed, only a few access points can saturate a Fast 
Ethernet choke point. Assuming a favorable breakdown between upstream and 
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downstream transmission, full duplex Fast Ethernet can connect six APs, which is 
not enough to cover many midsized offices. Dual-band APs that do both 802.1 la and 
802.1 lg present a double whammy because each radio may offer a high load. 

Table 21-3 summarizes the discussion of backbone technology and the number of APs 
required to saturate the link. It is meant only as a "bad< of the envelope" estimate. 
Each backbone technology is divided by the AP-offered load to estimate the number of 
APs required to saturate the link. It does not take into account any protocol overhead 
or realistic split between upstream and downstream traffic. It is meant as a rough guide 
to select an appropriate uplink technology from your wireless subnet. 

Table 21-3. Estimated APs required for backbone saturation 

802.11b 802.11a or 802.1 lg Dual-band a/b Dual-band a/g 
(~6Mbps) (~30Mbps) (~36Mbps) (~60 Mbps) 

Half-duplex Fast Ethernet 16 3 2 

(100 Mbps) 

Full-duplex Fast Ethernet 33 6 s 3 

(200 Mbps) 

Full-duplex Gigabit Ethernet 333 66 55 33 

(2,000 Mbps) 

Client integration 

This is the most varied of the architectures in terms of client integration. In the case 
of a service provider, it is likely that little or no diem work is required. No security of 
any sort is applied, so there is nothing to configure. If extensive higher-layer security 
is applied on top of this architecture, however, there is extensive desktop integration 
to be done. 

Topology 2: "E.T. Phone Home" or "Island Paradise" 
Some organizations are simply too large to build a single access point network. The 
classic example is a major research university with multiple buildings distributed 
over several square miles. Configuring a single access point network to snake 
through the entire campus is simply out of the question, not least because large cam­
puses depend on routed networks for broadcast isolation. 

Network administrators compromised by dividing the wireless network into several 
"islands" of connectivity. In the university environment, an island often corresponds 
to a building or department, and it takes its IP addressing and routing information 
from that department's address allocation. Separating wireless LANs into islands 
also serves a valuable political purpose. Different departments can each build their 
own wireless network, complete with its own security policies and network service 
goals. Islands can also be built more quickly because no coordination is required 
between them. Many islands can be built simultaneously. 
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Piecemeal deployments look like multiple instances of the single subnet of 
Figure 21-2. The topology provides seamless mobility between the access points con­
nected to the access point backbone network. In networks that ca11not support a sin­
gle VLAN for the access point backbone, a frequent compromise is to limit mobility 
to local areas where it is most useful. For example, in a multi-building campus, a typ­
ical goal is to provide seamless mobility within individual buildings, but nor roam­
ing between buildings. Each building would have a wireless LAN that looked 
something like Figure 21-2, and all the access point backbone networks would ulti­
mately connect to a campus backbone. 

In Figure 21-5 (a), there are several "islands" of connectivity, and each island pro­
vides mobility within itself. Inter-island roaming cannot be provided by 802.11 itself, 
but requires additional technology such as Mobile IP or a special client. 802.11 
allows an ESS to extend across subnet boundaries, bur does not support a seamless 
roaming operation. 

a: Single SS/D 

WIAN 
192.168.252/24 

WLAN 
192.168.2S3/24 

Figure 21-5. Noncontiguous deployments 

b: Multiple SS/D1 

WestWLAN 
191.168.252/24 

EastWLAN 
192.168.253/24 

If you must break the campus into disjointed coverage areas, be sure to preserve the 
mobility that is most important to your users. In most cases, mobility within a build­
ing is important. Most buildings are built around a switched core, and can support 
an island of connectivity . 

Mobility 
The single-subnet architecture achieved mobility by creating a single subnet for all 
access points, and keeping all the users on the that restricted subnet. This architec­
ture borrows the same philosophy, but is designed to work with networks that are 
not able to create a single subnet. 

At the most basic level, this architecture provides portability. Users can move 
between islands without restriction, but need to reestablish any open network con­
nections as they move between islands. Connection reestablishment may he handled 
in a variety of ways, some of which may be transparent to the user. Many universi­
ties simply accept the limitations of portability, and instruct users to close any appli­
cations that use network resources before moving. If portability limitations are 
problematic, it may be possible ro achieve mobility between IP networks by using cli­
ent software or tunneling protocols. 
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This topology looks much like the first topology, except that it is replicated in sev­
eral pieces. Most likely, the islands of connectivity connect to the network core 
through firewalls. Mobility between islands may be achieved by using a tunneling 
protocol that ensures that a user attaches to the same logical location on the net­
work, no matter what their physical location. 

Figure 21-6 shows how mobility can be grafted on to a collection of scattered net­
works. In Figure 21-6 (a), clients are given a local IP address that is tied to location. 
The local networks are represented by Net X and Net Y. Upon connection, clients are 
issued addresses from the IP space assigned to the X and Y networks. However, the 
client also initiates a connection to a central concentration point. Clients logically 
attach to the concentrator, and receive an address from a network logically attached 
to the concentrator, which is denoted by Net Zin the diagram. Packets sent from the 
client use its central anchor point address, Z, as the source, but they are bundled into 
a tunnel for transmission. Replies are routed back to Z, but the concentrator main­
tains a mapping of addresses on network Z to location-based addresses. Note that 
Figure 21-6 (a) does not specify any particular tunneling method. Mobile IP works in 
essentially this way, and a few specialized IPsec clients work this way as well. 

Although the approach of Figure 21-6 (a) is conceptually straightforward, it requires 
changing the software on all wireless devices. In addition to the administrative chal­
lenge of loading new software on any wireless device and the potential instability of 
changing the network stack, it is likely that vendors of this software would not be able 
to support every operating system platform. Even if the major operating systems were 
supported, many embedded devices could not be. Figure 21-6 (b) offers an alternative 
approach where the tunneling is moved into the network. In Figure 21-6 (b), access 
points do not connect to a backbone network for the purpose of delivering traffic. 
The backbone network is used only to connect APs to the traffic concentration point. 
Any frames or packets from the client are delivered through the tunnel to the concen­
trator device, where they are sent on to the rest of the network. It does not matter 
where clients attach to the network because traffic is always routed to the traffic con­
centration point. 

In both of the cases in Figure 21-6, the key is that client IP addresses become 
location-independent. IP addresses on local networks are used for the purpose of 
connectivity, but the logical point of attachment to the network is through a defined 
anchor point, just as in the previous topology. 

Tunneling approaches work to unite disjointed coverage areas. In the first ropology, 
mobility was all-or-nothing. Figure 21-5's disjointed coverage areas force network 
architects to design mobility around areas that are most important to users, subject 
to the constraints of the local network design. By using a tunneling approach, the 
network can be reunited into a single mobility cloud, but without the need to re­
engineer the entire network backbone. There is, however, the difficulty of configur­
ing any tunneling and working out the overlay topology. 
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One of the advantages of this architecture is that it is easy to use it with IPsec. IPsec 
is a suite of strong, trusted encryption protocols that have been widely used in hos­
tile network environments, and that trust has allowed IPsec to be used to protect a 
great deal of sensitive information traversing the Internet. Many organizations that 
have a need to protect private personal information make extensive use of IPsec. 
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One drawback to relying on network-layer security is that it gives malicious attack­
ers a foothold on your network. lf association to the network is not protected, then 
attackers may obtain a network address and start launching attacks against against 
other clients or the network infrastructure outside the firewall. Strong firewall pro­
tection is a must to contain any attacks originating on the untrusted network. Host 
security is also extremely important because devious attackers would also likely 
attempt to subvert host security on the clients to hijack VPN tunnels, so personal 
firewall software is a must. 

IPsec was designed with a point-to-point architecture in mind. When used between 
major sites, traffic is inherently point-to-point. However, LANs are not meant to be 
point to point networks. Oust ask anybody who has experience with ATM LAN 
Emulation!) Applications that make use of multicast will probably not work with 
IPsec without modification or network reconfiguration. 

Performance 
Providing connectivity through isolated islands gives this topology a distinct advan­
tage over the first topology. Rather than one gateway device that handles all traffic 
from the wireless LAN, each island gateway must be capable of fowarding only that 
island's traffic. Multiple choke points between wireless and wired networks allow 
each choke point to be a smaller, and therefore less expensive, device. 

This architecture is frequently used with IPsec, often with an existing VPN termina­
tion device. One problem that can occur is that VPN devices are often sized for 
remote user termination. If LAN users suddenly start using IPsec, the existing VPN 
termination device may prove inadequate. A centrally located VPN device must be 
able to provide encryption for the entire wireless LAN traffic load; each 802.llb access 
point may offer a traffic load of up to 6 Mbps each, while an 802.1 la or 802.1 lg access 
point may serve up a load approaching 30 Mbps. 

There are many different tunneling options available for this broad topology. Tun­
neling always imposes a network overhead because it requires encapsulation. An 
additional challenge that wireless LAN devices must face is the need for fragmenta­
tion in tunneling protocols. Many of the LAN backbones used to connect access 
points do not support jumbo frames, so any tunneling protocol that runs over Ether­
net must incorporate fragmentation and reassembly. Beyond the fragmentation over­
head, any tunneling protocol requires additional header information. Depending on 
the protocol selected, fragmentation overhead may be nontrivial. 

Running user traffic across a network backbone may diminish the sen-ice quality. 
Large networks may not be able to provide consistent low-latency forwarding perfor­
mance between the access points and the concentration device, especially if the tun­
neling mechanism is implemented over a best-effort protocol like IP. In the case of 
user data traffic, any service quality diminishment is likely to be negligable. If the 
wireless network must be used to support voice protocols, however, the impact of 
tunneling may be more substantial. 
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Backbone 

Compared to the single-subnet architecture, this topology integrates much better 
with networks that cannot support a single VLAN everywhere. At worst, this archi­
tecture requires creating several miniature single-subnet backbones. If tunneling 
functions are moved into the network, though, it is possible to extend networks out 
to remote locations without any backbone work. 

Client 

VPN software is typically used with this approach, which requires configuring client 
software on any machine chat will use the wireless network. In some organizations, 
this may not represent a large burden, especially if most of the users already have 
VPN software. However, many organizations limit the number of users given remote 
access privileges to limit the amount of client integration work necessary, or prevent 
remote access devices from being overwhelemed with the load. If you work for such 
an organization, there is a significant client software installation burden with a wide­
spread wireless deployment. As mentioned previously, personal firewall software is 
mandatory to protect each client from link-layer attacks. Give preference to VPN cli­
ents that include personal firewall software, especially if the personal firewall poli­
cies can be centrally managed. 

Topology 3: Dynamic VLAN Assignment 
Both the single-subnet and island topologies are designed around the limitations of 
the first access points to hit the market. Early access points attached all users to the 
same network, and did very little to enforce different privileges on different groups of 
users. This topology was the first to embrace the wired world of VLANs and make 
them available to user groups. Instead of building a second parallel network, this 
topology extends .the existing network, complete with any security systems and fil­
ters, into the wireless realm. 

802. lX is the cornerstone of dynamic VLAN assignment. It plugs the wireless net­
work neatly into an existing authentication infrastructure. Authentication servers 
have user profiles and privileges, and can map that privilege information on to the 
wireless LAN. For example, Figure 21-7 shows a RADIUS server handing out VLAN 
assignments to the access point. As part of the RADIUS access accept message, it 
includes an attribute that assigns an authenticated user to a particular VLAN. Based 
on that information, the access point tags any frames from the user on to the appro­
priate VLAN. 

The advantage of doing authentication at the link layer, rather than a higher layer, is 
that users can be placed on a particular network with the privileges associated with 
that network from the start. When the access point receives the Access Accept mes­
sage from the RADIUS server, it sends an 802.lX EAP Success message to the diem. 
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Network card drivers on the client interpret the EAP Success message as the equiva­
lent event to a "link up" message, and send their DHCP request and begin initializ­
ing the network stack. By the time the network stack has begun to initialize, the 
network has already automatically configured itself to restrict the user to a particular 
set of access rights. 

ff 
Radius 
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Figure 21-7. Dynamic VLAN topology 

Mobility 

At the highest level, mobility in this topology is identical to the first topology. Users 
are attached to a consistent VLAN throughout the network, and thus can maintain 
the same IP address regardless of location. With the same IP address, any transport­
layer state or application state remains valid throughout the life of the connection. 

However, the underlying implementation of mobility offers several advantages over 
the single-subnet architecture. The first set of advantages have to do with the use of 
authentication services. Attributes from the RADIUS server ensure that users are 
always attached to the same VLAN, and hence, they stay attached to the same logi­
cal point on the network. 

In addition to aiding mobility, providing consistent VLAN attachment can make 
other services work better. Providing mobility at the link layer reduces the apparent 
mobility to higher-layer protocols, and hence, the amount of work required of them. 
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IPsec runnels stay up consistently because the IP address does not change. Likewise, 
Mobile IP location updates are not necessary because the IP address is maintained. 

Security 

Because the VLAN assignment is based on 802.lX and RADIUS, security in this 
topology is based on dynamically generated keys at the link layer, either through 
dynamic WEP, WPA, or CCMP. Dynamic key generation enables the second benefit 
of using authentication services. Once users have been identified, they can be sepa­
rated into groups for different security treatment. 

To separate traffic in the air between user groups, access points use multiple key sets. 
Upon authentication, every user is given a default (broadcast) key, and a key map­
ping (unicast) key. Broadcast domains are defined by the stations in possession of the 
same broadcast key. In Figure 21-8, the two users on the left are part of the same 
user group, and share the same broadcast key. When one sends, say, an ARP request, 
the other responds. Users who are pan of a different broadcast domain are not able 
to decrypt and process the frame because they have a different broadcast key. 
Although user groups share the same radio capacity, they are not members of the 
same user group and remain separated over the radio network. 

: 
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Figure 21-8. Broadcast separation by keys 
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Furthermore, the separation of user groups by VLAN allows the application of differ­
entiated services, as shown in Figure 21-9. One common use of user identification and 
differentiation is to offer guest services. Internal users are identified and authenticated 
against a user database, and then connected to the internal network. Guest users do 
not have accounts on the main user database and cannot authenticate to the network. 
After failing to do so, they are attached to a different logical network. Guest networks 
may have "splash pages" that require a dick-through agreement to not abuse the net­
work; some organizations may also wish to require payment for guest access. 

• ...................... . 

Welcome to 

'¼
:j'p'~ ' 
)AP ! ' 

............................ -1~· ........................... . ---"bf!" .. --.l ;;;;· -... ··; ···: 6,:r 
~ -.:..:7' J : ~ 

_____ ________ Corporate Users ___________ _ ) 6uestusers 

Figure 21-9. Differentiated user services 

An additional advantage co link-layer security is that multicast is well-integrated into 
the security protocol. LAN protocols often make heavy use of multicast or broadcast 
frames, and the use of multicast LAN frames can only increase. Wireless networks 
are attractive because of their flexibility and location-independence. Protocols that 
assist in the automatic discovery and configuration of new devices usually rely 
heavily on multicast frames. 

One downside to this topology relates to bureaucratic requirements around security. 
At the time this book was written, link-layer security could not comply with FIPS-140, 
the U.S. federal government's network security standard, because of a subtle flaw 
with the dynamic key derivation algorithms in 802.lli. Although the encryption 
mode used by CCMP is approved, a small change to the key derivation algorithm is 
likely to be required before 802.lli-based networks can meet the FIPS-140 bar. 
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Performance 

This architecture does not necessarily require a choke point. Switching frames at the 
network edge eliminates the requirement for an oversized packet forwarding device. 
Wireless LANs are access networks, so by definition, a wireless LAN should not be 
able to overload a well-built network core. One of the downsides of this architec­
ture, however, is that it is best deployed around a big, fast switched core. 

Backbone 

Redesigning a network to use VLAN information dynamically can often impose a 
substantial redesign of the the network backbone. What is required depends on how 
the wireless LAN connects to the network core. When a wireless LAN connects to 
the core to attach users to multiple networks, it typically uses an 802 .1 Q tagged link. 
Wireless LAN produces vary in how widely tagging is used, and to what extent the 
tags must be pushed across the network. In broad terms, there are two major ways to 
push VLAN information out to access points. 

Direct core connection 
When the connection to the network core is made directly, the access points must 
connect directly to the network core, usually through an 802.lQ-tagged link. 

Note that the connection to the core is the logical connection from the access 
points. With some products, the access points must connect directly to the core, 
which means that every switch port used to connect to an access point must sup­
port any VLAN used by wireless users. Direct core connections for every access 
point imposes a huge backbone engineering requirement, and may even rule out 
the use of this topology. [f the VLANs do not exist in every closet where APs 
connect, they must be extended everywhere before the wireless deployment can 
even begin. 

Direct connections to the core may also pose a security risk. Most APs authenti­
cate users, but the APs themselves do not authenticate. An attacker who replaces 
an AP with his own device may have a direct connection to the network core. 

Indirect (tunneled) core connection 
Instead of requiring every access point to connect directly to the core, some 
products allow the use of tunneling protocols tO avoid significant changes co the 
backbone. Users connect to an access point, but the AP tunnels the user's frames 
to a remote location before they are placed on to the core network. Tunneling 
can be accomplished between access points, or between an access point and an 
aggregation device. The tunneling protocol may be proprietary, or it may be 
based on a simple encapsulation standard like the Generic Routing Encapsula­
tion (GRE), IP in IP, or the Point-to-Point Protocol over Ethernet (PPPoE). 

In Figure 21-10 (a), there are two APs on separate VLANs. After user authentica­
tion completes, the AP is responsible for connecting the user on to the appropri­
ate VLAN. If the AP is directly attached, then the connection is easy. When the 
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AP is not directly attached to the VLAN the user must be connected to, the tun­
nel is built between APs. AP2 locates the VLAN the user should be attached to, 
and sends user frames through the tunnel to APl. APl then sends frames out on 
to the network normally. The user's logical attachment remains APl, no matter 
what the physical location is. Depending on the implementation, it may be nec­
essary to prevent tunneling across long distances. lf the two networks are sepa­
rated by state lines, or even an ocean, tunneling traffic is likely to result in user 
dissatisfaction. 

In Figure 21-10 (b), the attachment is centralized at the core of the network 
rather than being distributed at· the edge. Frames received by the access points 
are shuttled up through the tunnel to the concentrator, where they are placed on 
the appropriate network. VLAN information is only relevant at the end of a 
frame's journey through the wireless LAN system. Until the frames reach the 
concentrator, they do not carry VLAN tags. The advantage of a remote tunnel­
ing system is that users can be attached to VLANs that are not locally present. 
The VlANs need to be made available only to the concentrator. 

Of the two methods, tunneled connections tend to impose less of a backbone engi­
neering requirement because tags can be distributed on a more local basis. In the 
direct connect case, every port connected to an access point must carry the complete 
set of VLANs users may want to work with. The backbone impact is just as great as 
the first topology for each VLAN. ln contrast, indirect connections can span wider 
areas by operating outside of a spanning tree domain, and configuration of individ­
ual switch ports may be easier. 

Client 

802.lX supplicants are now built-in to the most common client operating systems. 
Windows 2000, Windows XP, and Mac OS X 10.3 all have 802.lX supplicant soft­
ware built into the operating system. Provided that you wish to use one of the 
authentication protocols supported by the operating system's supplicant, there is no 
client installation to worry about. Furthermore, the built-in supplicant configuration 
can often be assisted by the use of large-scale system administration tools to distrib­
ute the required certificates or configuration information. 

Topology 4: Virtual Access Points 
A straightforward application of 802.lX and VLAN assignment leads directly to the 
previous topology. However, it works best when the network has only one class of 
user-and that is hardly realistic. Most networks are now built to connect employ­
ees to internal resources while simultaneously giving guests access to the Internet. 
Supporting multiple classes of user is becoming much more common, but it creates 
additional work for security architects. Different logical networks must be run in par­
allel, often with vastly different security models. 
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Figure 21-10. Core connections for dynamic VLAN products 

One method of building multiple logical networks is to build multiple physical net­
works, and manage each separately. Competition for network administrator time, 
access point locations, power and network connections, and radio resources makes 
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building multiple physical networks unproductive. Instead, architects are turning to 
virtual access points, which enable multiple logical networks to be built on a single 
physical infrastructure. The physical network owner is responsible for maintaining 
the infrastructure as a common carrier, and serving as a transit network to other 
existing networks. 

Several years ago, airports woke up to the possibility of using 802.11 as a network 
medium to connect business travelers (and their wallets) to the Internet. In the first 
wave, airports worked with specialist integrators to build a single wireless LAN that 
looked something like the first topology in this chapter. It could be used by business 
travelers, but was not at all suited to use by anybody else. Many applications of wire­
less networking went unheeded. Wireless networks are ideal for providing connec­
tions that may need to be moved and changed on a regular basis, such as retail kiosks 
or even the airline equipment at gates. It is easy to understand why a credit-card pro­
cessing service or an airline would feel that a network designed for road warriors did 
not provide adequate security. 

With a network designed around virtual APs, there is one set of physical infrastruc­
ture, owned by the building owner. The building owner is responsible for frequency 
coordination throughout the building.' From a monetary perspective, the single 
physical network is also the only game in town, and the building owner can charge 
for access to the network. In office buildings designed for multiple tenants, the 
owner may choose to use the wireless network as an amenity to make tenancy more 
attractive. 

Virtual APs may also make a great deal of sense for the network users. With one 
organization handling physical installation, there is no overlapping installation effort, 
and it lessens turf wars over radio spectrum. A virtual AP can offer the same services 
as a dedicated AP, but a virtual AP is often cheaper to install because of the shared 
infrastructure. The most advanced virtual APs look exactly like multiple standalone 
APs. I expect rhat the management of virtual AP systems offer the ability to extend 
management infrastructure to the users, so that there is a low-level administration 
interface plus the ability ro configure virtual networks for every customer subscrib­
ing to a multi tenant network service. 

Figure 21-11 shows what a network built on virtual access points would look like. In 
essence, it allows the network administrator to create several copies of the dynamic 
VLAN topology on one set of physical infrastructure, with each virtual network 
administered. In the figure, there are three distinct networks to be extended by the 
wireless LAN. Network A is a typical corporate network. Users who wish to gain 
access to it must have accounts on the corporate RADIUS server. Network Bis a hot-

Newer leases for multitenam buildings are increasingly being written so that the owner retains control of the 
electromagnecic spectrum and can construct a building-wide network without working around tenant 
equipment, although the FCC takes a dim view of these provisions. 
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spot service provider. For device-independence, many service providers use web­
based authentication systems that trap user requests until users have identified them­
selves and made appropriate arrangements to pay for network access. Finally, Net­
work C is designed to support voice over IP, and has an IP PBX system. One set of 
access points is deployed to support all three networks. One SSID identifies Net­
work A. That SSID has a security configuation that requires 802.lX authentication 
against the RADIUS server on Network A, and it may be that systems attaching to 
the network have appropriate client software installed, such as antiviral protection. 
SSID A may support several different VLANs on Network A, depending on how the 
RADIUS server is configured. Network A is also configured to support strong 
encryption. Network B is supported by a second SSID that is configured for web­
based authentication. Once users authenticate through the web system, they are 
allowed Internet access. Network B has no encryption because the service provider 
does not want to restrict subscriber computing platforms or require special client 
software beyond a web browser. SSID C is deployed to support voice over IP. Traffic 
on SSID C is likely prioritized over the other two because of the tighter quality of ser­
vice requirements for voice traffic. How devices authenticate against SSID C depends 
on the handsets in use. Many VoIP handsets do not yet support 802.lX, leaving net­
work administrators to rely on MAC filtering and static WEP for security. 
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Figure 21-11. Virtual access points 
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Mobility 

This topology provides essentially the same mobility as the previous topology. 
VLANs can be dynamically instantiated at the edge to connect users, so client sta­
tions are dynamically attached to the correct point on the network. As in the previ­
ous case, additional protocols may be used to extend mobility across more than a 
single VLAN domain. 

With virtual access points, limiting mobility may be important. This architecture is 
designed around providing service, and it may be that service should not be ubiqui­
tous. If an office building were to provide connectivity for tenants, the owners may 
choose to limit where tenants can connect. Rather than connecting anywhere in the 
building, the service may be limited to a particular floor or wing. If an airport were to 
deploy a network using virtual access points, the public hot spot service providers 
would likely be restricted to the public areas, while the airport operational network 
was available through more of the facility. Different products provide alternate 
approaches to limiting mobility. As with many other network control functions, your 
preference should be for centrally-administered access controls. 

Security 
Due to the tie-in with the link layer, this topology is often used in conjunction with 
802.lX and RADIUS. 802.lX should not be a requirement. Each of the virtual net­
works should have its own security configuration, which would allow every cus­
tomer to enforce their own security policy. Different customers may have different 
requirements, and a network built on virtual access points should accommodate any 
reasonable security policy. For example, most hot spot providers are running web­
based login systems. While a web-based login system may be good enough for some 
applications, legal requirements would impose much stricter handling on a system 
that accessed personally-identifiable information. Virtual AP-based networks need to 
accommodate both types of access simultaneously. 

Performance 
Performance is not constrained by a choke point anywhere. With the wireless net­
work connecting directly into a larger network core, the only performance con­
straint is congestion on the core. 

The biggest problem facing a multitenant network is that the network owner has to 
design a network with enough capacity for all the users. In the case of a private net­
work owned and operated by one organization for its own purposes, it may be possi­
ble to estimate the network requirements. With a network service provided to others, 
the estimates obtained by consulting with users may be somewhat murky. 

One additional item worthy of note is that analyzers may report overloaded chan­
nels because a single AP acts as multiple virtual APs. Provided that the network has 
been designed around the total throughput required by all users, it is acceptable to 
have multiple networks over the air. 
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Backbone 

Like any other AP, a virtual AP connects a radio network to a wired network. In the case 
of a virtual AP, both the radio and fixed networks may be created over a shared physical 
infrastructure. Rather than one wired network, or a set of networks owned by one orga­
nization, there may be a need to connect to several customer networks on the back end. 
When all the netwurks belong to one organization, they probably have similar security 
requirements and can be connected easily to wireless networks. Mapping wireless net­
works on to the ,vised networks of several different (and possibly competing) customers 
may require additional measures to ensure security and traffic separation, 

Client 

As with the other topologies, the client software load depends a great deal on the 
security protocols. At the easy end of the spectrum, a network can be deployed using 
web-based authentication without requiring any client software. At the most diffi­
cult, the network can use several security protocols, each with its own client soft­
ware requirement. One of the advantages to virtual AP-based networks is that the 
virtual APs may be used to create several networks, each with its own special secu­
rity configuration. 

Blurring the Boundaries: Wi-Fi Switching 
One of the most talked-about developments in wireless networks in the past few years 
is the emergence of rhe new "Wi-Fi switch" architecture. In broad terms, Wi-Fi 
switches move network functions from access points into an aggregation device that 
provides control and management functions. 

Control and management functions are quite imponant to a wireless network. Wire­
less networks often require a great deal of network administration support because 
they are composed of a herd of small devices. Wi-Fi switches can help administrators 
build larger networks by providing management support. Rather than managing many 
autonomous access points, network administrators can work with a handful of switch 
devices that control access points. 

By reducing the time and effort required to control an AP, Wi-Fi switches can make it 
possible to have more APs on a wireless network. More APs usually means a denser cov­
erage blanket with smaller coverage areas for each AP, and less bandwidth contention. 

Wi-Fi switches can be used in any of the topologies discussed in this chapter, although 
devices from particular manufacturers may adapt better or worse to certain topologies. 
Different vendors have taken different approaches to easing management pain, as well 
as providing network-wide mobility, so choose one that fits into your network and 
supports your selected topology. 
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Choosing Your Logical Architecture 
When choosing a logical architecture, you must weigh several trade-offs. Some of 
these are security trade-offs are discussed in the next chapter. Many are, however, a 
matter of balancing performance, simplicity, or functionality. 

1. Mobility is a baseline function that should be provided by any architecture you 
choose. 802.11 provides for mobility within an extended service set, and that 
ESS must be visible to the client as a single IP subnet. All of the architectures 
presented here attach clients to a single subnet, although the mechanics of how 
they do so differ radically. 

a. For small-scale deployments using a handful of APs, any of the architectures 
work. The first two are easy to set up on a very small scale, and may have 
the advantage for cost-conscious deployments that will never grow beyond 
the initial handful of APs. 

b. The IEEE's inter-access point protocol provides link-layer mobility only. 
Crossing router boundaries into new broadcast domains requires network­
layer coordination between wireless LAN access devices. At the time this book 
was written, subnet mobility generally required picking a single-vendor solu­
tion. Mobile IP is an open standard, but it is not widely implemented. 

2. Clients must perceive that they are attached to a single IP subnet, no matter what 
the physical location of their attachment. This does not, however, require that all 
clients be attached to the same subnet. Multiple subnets may overlap "over the air.~ 
Multiple subnets over the air offer the ability to more finely control user access 
privileges and differentiate between user groups, but require the use of 802. lX. 

3. What limitations does the existing network impose? Baggage from past deci­
sions may limit the choices that you can make. 

a. A sprawling network with a large diameter may not be able to extend 
VLANs across the entire network due to spanning tree limitations. This may 
rule out the use of a single wireless VLAN, or a dynamic VLAN model where 
the access points must be connected to the core. 

b. The dynamic VLAN topology may depend on widely distributing 802.1 Q 
tags throughout your network. If VLAN information is not already avail­
able, network administrators must find a way to distribute it to all the loca­
tions that support a wireless network. Products that require direct 
connection into the core are incompatible with a routed core network. 

c. Networks may have choke points in a variety of places. Pre-existing choke 
points may limit the number of wireless devices that can be attached in 
many locations. If your desired architecture intentionally introduces a choke 
point, it must be fast enough to not limit throughput. 

4. The choice of network topology may be driven in part by the security protocols 
used on the network. Dynamic VLAN assignment is possible only with 802.lX, 
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so the last two topologies work best for administrators who want to use link 
layer security mechanisms. The first two topologies are much more suited to use 
with network-layer security based on IPsec and personal firewal1 software. This 
chapter has not directly explored the trade-off between the different security 
approaches, but the next chapter does. 

5. Static addressing is not necessary. It adds needless complexity with very little 
benefit in return. Network administrators must manage address allocation, and 
get directly involved in adding new systems to the wireless LAN. 

a. Static addressing provides only a minimal direct security benefit. Source IP 
addresses are not authenticated by the sender, and attackers are likely to 
learn the IP addresses being used on the wireless network unless you employ 
strong link-layer protection. 

b. Tracking users is better done through the user-based networking that 802. lX 
provides. With a username available to the network through the RADIUS 
server, there is no need to associate a user with an IP address. The user can 
be associated with the username instead. 

c. Dynamic addressing minimizes the chance that two users may accidentally 
be assigned the same address. Only one DHCP server is needed for several 
VLANs with judicious use of DHCP helper; if a DHCP server already exists, 
there may not be any reason to use another one. 

Table 21-4 summarizes the different factors discussed in chis chapter. Security is too 
complex to be reduced to a simple table entry, so it receives the full attention of the 
next chapter. As you consider this table and a purchase decision, keep in mind that 
some products work with certain topologies better than others. 

Table 21-4. Topology comparison rha.rt 

Single subnet ET phone home Dynamic V LAN Virtual AP 

Mobility High ifVLAN is large; Depends on size of High High; but enforcing limi-
limited by maximum islands tations may be important 
802. lD diameter 

Performance Depends on choke point Depends on concentra- High due to distributed Same as dynamic VLAN 
capacity tor capacity encryption 

Backbone High; though may Varies with range of Depends on type of con- Same as dynamic VlAN 
depend on existing net- mobility• nection to network core 
work 

Client Depends on client Depends on di ent Built-in to operating Same as dynamkVLAN; 
softwareb softwareb system handles multiple client 

security models better 

IP addressing High (new subnets and High (new subnets and Not required Same as dynamic VLAN 
routing) routing) 

a Newer products may reduce the backbone impact by logically attaching access points to a control device in the network. 
b Both the sing le subnet and ce ntrakon centrato r ,mh itectu res are typ i ca I ly used with VPN software for additiona I sern rity. 0 bviou sly, ifV P N 
software is used, the amount of client integration work is much larger . 
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CHAPTER22 

Security Architecture 

From the time that wireless LANs burst on to the scene, they have been inextricably 
associated with security, or rather, the lack of security. One of the reasons that wire­
less LAN deployment is such a significant undertaking is that securing an open net­
work medium is a major challenge. Early wireless networks were, with good reason, 
likened to leaving an open network jack in the parking lot for public use. 

Early solutions for restricting access and protecting data were laughable, in part 
because the lessons of history did not immediately apply. Traditional network secu­
rity has focused on securing the physical medium to reduce the risk of network 
attack, but wireless networks are useful precisely because the medium is not locked 
behind wal1s and doors. Short of building a massive RF shield around the building, 
you must assume that the physical layer is open to anybody who wants to access it. 

With a network medium that provides negligible physical security, cryptography 
must be used to protect user sign-ons and the data that flows over established con­
nections. Encryption can be used to establish trust between devices connected only 
by radio waves. Cryptography helps to establish the user identiry, and assure that 
access points are part of the network they claim to be. Once a user has been authen­
ticated, cryptography assumes its better-known role of scrambling network traffic to 
prevent traffic interception. 

Network security is intertwined with network architecture. Early fundamental insecuri­
ties in 802.11 networks led to an architecture that imposed physical and logical barri­
ers between the existing wired network and any wireless extensions, at a cost of 
usability. Improved security protocols enable the wireless network to be reintegrated 
into the existing wired network. The physical network is likely to remain separate 
because of the radically different physical properties of the wireless medium. For the 
users and network administrators, it will be part of the same integrated whole. In some 
respects, it will resemble evolution of the mobile telephone network. Cellular net­
works are physically separate because they require specialized equipment and 
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management systems to deal ·with the challenges posed by radio links to subscribers. 
However, they are logical extensions of the existing telephone network. Users can run 
the same application (voice) on the cellular network v<rith no retraining, and the mobile 
telephone network is integrated into the overall management system of telephony. 
Now that wireless LANs can provide appropriate security, the integration has begun. 

Security Definition and Analysis 
Informally, data security is defined in terms of three attributes, all of which must be 
maintained to ensure security. My definition is not meant to be formal. In this sec­
tion, I'm trying to take a fundamental approach to security by showing how wireless 
LAN security fails and how some of the failures can be solved by applying solutions 
the industry has already developed. 

Integrity 
Broadly speaking, integrity is compromised when data is modified by unautho­
rized users. ("Has somebody improperly changed the data?") 

Secrecy 
Of the three items, secrecy is perhaps the easiest to understand. We all have 
secrets and can easily understand the effect of a leak. ("Has the data been 
improperly disclosed?") 

Availability 
Data is only as good as your ability to use it. Denial-of-service attacks are the 
most common threat to availability. ("Can I read my data when I want to?") 

Wireless LAN technology has taken a fair number of knocks for its failures in all 
three areas. Most of the notable stories have focused on the secrecy aspect, both in 
terms of the fundamental flaws in early encryption protocols that allowed relatively 
easy eavesdropping and the lack of strong user authentication. However, other flaws 
are present. Injecting traffic into wireless LANs has been difficult to prevent before 
recent protocol developments, and the lack of frame authentication has made ser­
vice denial too easy. 

Network and computer security is often an i.ssue of risk management, and wireless 
security is no exception. There are many ways to bolster the security of your wireless 
network, and many products can help meet your needs. Before building anything, 
start with a roadmap of what you want to do. What network security issues are the 
most important for your network? Based on the risks that your hot-button issues 
pose, how much can be spent to mitigate them? This chapter provides a brief sketch 
of the issues you may wish to consider. More complete treatments can be found in 
some key government publications, including the National Institute of Standards and 
Technology's Special Publication series on computer security. Special Publication 
800-48 discusses many of the issues related to wireless LANs, although it does not 
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have a great deal of detail on 802. lX. • NIST is also responsible for producing Fed­
eral Information Processing Standards (FIPS); some FIPS publications address the 
challenges of building a secure network environment. 

Wireless LAN Security Problems 
A steady stream of security research and analysis followed the publication of the ini­
tial 802.11 standard. Security was not designed into the initial specification, which 
left networks open to unauthorized users and failed to protect data in flight over the 
network. By design, wireless LANs are fle,"ible. Flexibility is often a boon; in the case 
of technology that can be deployed without proper security considerations, flexibil­
ity may also be a curse. 

Your credentials, please: authentication 

Authorizing users depends on identifying them. To make the distinction between 
people who should have access to data and those who should not, cryptography can 
be used to provide authentication. Only after the network has identified a user can it 
establish the cryptographic keys used for confidentiality protocols. One of the fail­
ings of early protocols is that they authenticated the hardware people used, rather 
than the users themselves. While there is often a tie between user and machine, it is 
not as consistent and predictable as it might seem at first glance. 

Several approaches have been developed to improve on the initial 802.11 authentica­
tion types. One of the most common was to build a transparent proxy that would 
trap web requests and redirect them to a custom portal page for authentication pur­
poses. Web authentication can successfully improve authentication by using 
encrypted pages, but it does not provide stronger encryption because it cannot be 
used to derive keys for link-layer security protocols. 

Secrecy over the air: encryption 

Keeping data traveling across a wireless link secret is the first challenge that wireless 
networks of any type must meet. Without physical boundaries, data will be present 
quite literally "in the air," readily available to anybody with the appropriate receiver 
equipment. In the case of 802.11 wireless LANs, the appropriate receiver is your 
favorite 802.11 network interface, perhaps bolstered by a high-gain external antenna. 

Keeping data out of the hands of the "wrong" people requires cryptographic controls to 
keep data out of the wrong hands. Obviously, cryptography must be used to protect all 
data from interception by attackers passively listening for frames and analyzing data. 
Like a broad-spectrum antibiotic, cryptography can serve the goal of confidentiality by 
protecting data from everybody who should not have it. Data confidentiality is typically 

' NIST SP 800-48 can be found at http:lksrc.nist.govlpublicationslnistpv.hs/800-48/NIST_SP _800-48.pdf-
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maintained by an encryption protocol that provides only authorized users with the keys 
to access the data, and ensures the data is not tampered with in-flight. 

Secrecy and integrity of the whole network: rogue access points 

If you mention the phrase "wireless security" to most network engineers, you will get a 
response that is heavily focused on securing the radio link by providing appropriate 
cryptographic operations to secure the link. Secrecy is also a matter of keeping unau­
thorized users off the network, whether it is the wired network or the wireless network. 

Wireless networks have the potential to be a side door into the network that is not 
protected by appropriate security mechanisms. If access points are connected incor­
rectly to a secure internal network, they may afford a route into the network that 
bypasses the perimeter security that is in place. Many network managers also worry 
about unauthorized (or "rogue") access points that may be connected to the net­
work without permission. Rogue devices are often consumer electronics, with all the 
security and reliability implied by chat statement. 

In the end, rogue devices are not a particularly interesting security problem. Every 
new wave in networking has brought risk, but ultimately, that risk has been 
addressed. Rogue devices are no different. The linchpin of a rogue strategy is to 

locate them and limit the damage they can do. 

Locating unauthorized devices can be accomplished in several ways. The oldest and 
crudest location method is to use Netstumbler on a laptop and walk around looking 
for APs. When unauthorized devices are detected, the laptop carrier can take smaller 
steps in an attempt to pin down the physical location. Netstumbler is a simplistic 
tool, and most of the 802.11 interfaces can offer only a rough indication of signal 
strength. Wireless protocol analyzers offer a step up from simply walking around. 
Many analyzers offer additional features to help track down unauthorized access 
points, such as directional antennas to aid in the search, or specialized "find" modes 
that report the running signal strength in real-time. Even without directional anten­
nas, a search mode that reports rapid change in signal strength can be quite effective 
in homing in on a device; I have been able to track down an AP in a few minutes 
using an AirMagnet analyzer. 

Walking around to locate devices is problematic, especially since users eventually 
learn to recognize the AP hunters and turn off unauthorized devices. Rather than 
using a labor-intensive search process, network engineers are turning increasingly to 
network-based solutions. By placing radio probes strategically throughout an area, 
administrators can watch for devices as they are powered on. Multiple listeners can 
be used to locate devices based on their location and the received signal strength. 
Probe-based tools can be a special mode in a distributed analyzer, a specialized wire­
less IDS, or a feature in a centralized AP management system. Some network-based 
systems even offer the ability to respond to unauthorized devices by jamming or 
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otherwise acting to deny service, but these abilities probably need to be refined 
before they can see widespread deployment. 

Network integrity: traffic injection 

As with wired Ethernet, frame spoofing is simple on 802.11. If no encryption proto­
cols are used, a malicious user can simply assign a MAC address to an 802.11 inter­
face and spoof away. Unlike Ethernet, however, 802.11 uses a physical medium that 
diffuses easily through space. Rather than attaching to the physical medium, 802.11 
devices are immersed in it. Ensuring that frames in the air belong and are legiti­
mately authorized network traffic is a difficult proposition chat requires a whole suite 
of cryptographic protocols. In addition to improved encryption, WPA offers encryp­
tion protocols that allow each frame to be authenticated to prevent forgery and injec­
tion attacks. 

As with many other problems, the risk of traffic injection depends may depend on 
several factors. Many enterprise networks are probably at higher risk for eavesdrop­
ping rather than traffic injection. Spoofing frames may be a major risk for service 
providers, however, because spoofed traffic does not generate revenue. 

Network availability: denial of service 

There are two major types of denial of service against 802.11 networks. At the radio 
layer, noise can severely disrupt communications. Any source of radio noise in the 
802.11 frequency bands has the potential to interrupt communications. Attackers 
may use noise that is known to completely disrupt communications to prevent any 
data from flowing. Short of building a Faraday cage for an entire building, the best 
that can be done is to track down the noise source and shut it off. In most cases, 
noise sources are not operated maliciously, and it suffices to track them down. Some 
handheld devices can report noise levels, which can help to find noise sources. 

Even with TKIP and CCMP, only frames that carry user data payloads will have 
proof of the transmitter address. Management and control frames are not authenti­
cated, and can easily be spoofed. Denial-of-serv:ice attacks are trivial because an 
attacker need only learn the :tvlAC address of an AP to begin sending Disassociation 
or Deauthentication messages. At some point, it is probably that important control 
messages will also be authenticated by the 802.11 protocol. Until that point, net­
work administrators can either deploy a cool that will attempt to detect forged con­
trol frames, or live with the risk. 

Network integrity and availability: rogue clients 

Wireless security protocols are designed to authenticate and authorize users, but 
users often use different machines. Many users like to bring personal machines to the 
office and connect them to their employer's network. Personal machines usually do 
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not have the full complement of protective software and configuration that 
employer-owned machines do. At home, personal machines may be connected 
directly to the unfiltered fury of the Internet and infected with all manner of viruses 
and worms. When a virus-laden machine is connected to the network, it can easily 
act as a vector to bypass strong perimeter security. 

The "viral vector" often comes up when discussing wireless LAN security, even 
though it is a generic security problem. Any machine brought into the office and con­
nected to the network can bring malware, whether it is connected to a copper net­
work or a radio network. Two major threads are emerging to deal with viral vectors. 
One is to push virus scanning out to the edge of the network by incorporating virus 
scanners and similar tools into network switches. In the long term, this strategy may 
work; in the short term, I do not understand how the dissimilar requirements of virus 
scanning and rnalware detection (high CPU load, large memory requirements) can be 
reconciled with existing switch hardware, which is typically designed around a set of 
specialized packet-forwarding chips with only a limited general-purpose processor. 

The second thread is now beginning to emerge. Many networks based on Microsoft 
technology are, practically speaking, required to use Microsoft's machine authentica­
tion. To ensure that a user is working with an authorized machine that has appropri­
ate security protections, authentication servers need to tie the user authentication to 
the machine authentication. Some 802.lX authenticators offer the ability to tie the 
two authentications together, although doing so is not cryptographically sound 
because the two authentications are not strongly bound. RADIUS server vendors are 
beginning to implement similar methods of correlating the two authentications. It 
seems likely that if the authentication bonding approach is successful, new authenti­
cation protocols (or protocol options) will be devised to add proven cryptographic 
security to the bond. 

Network integrity: traffic separation 

Networks are usually built to serve multiple groups of users. The groups are often 
separate and should not share data. User group separation may be enforced on the 
backbone by VLANs, packet filters, and firewalls. Retaining user group separation 
on the wireless link requires giving different cryptographic keys to different groups. 
This concept was discussed in the previous chapter's virtual AP architecture. 

Traffic separation works best when it can be enforced at the edge of the network. It is 
relatively rare for a service provider to be able to dictate software configuration to 

customers. Very few, if any, service providers could specify a particular vendor's 
VPN client for use on a public network. However, it is much easier to mandate the 
use of built-in 802. lX software to enforce privilege separation. 

Traffic separation may not have a role in enterprise 802.11 networks, especially 
when they are new and relatively small. However, the definition of "service pro­
vider" can be quite expansive with a flexible network. Many colleges are interested in 
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using 802. 11 to save cabling cost in new construction or renovations, as well as 
enable a third party to sell Internet access to increase revenue. Many cities are work­
ing towards the same goal, especially at sites that already provide Internet access, 
such as libraries. Public users will be placed on an Internet-only network that is 
already made available to patrons, while a separate network may be used by city 
employees. It may be desirable to further separate municipal employees by depart­
ment, especially if some of them handle protected data, such as election returns on 
public health information. Flexibility may also assist cities in accomplishing their 
social goals if existing venues such as libraries can be easily used by employees. 

Authentication and Access Control 
Connecting to wireless networks is designed to be easy. In fact, ease of connection is 
one of the major advantages to many newer wireless technologies. 802.11 networks 
announce themselves to anybody willing to listen for the Beacon frames. To protect 
networks against the threat of unauthorized access, strong access control must be 
applied. When a wireless station connects to a wireless LAN, there are four ways in 
which access control can be applied: 

Station authentication 
The first step in connecting to a wireless LAN is to perform 802. 11 station 
authentication. Station authentication is either open system authentication, in 
which only trivial authentication is performed, or shared key authentication, 
which depends on the use of a WEP key. (For more details, see Chapter 9.) 
Many products offer the ability to perform MAC address filtering at the authen­
tication phase to screen out "unauthorized" clients by MAC address. 

Association 
After authentication completes, stations attempt to associate with the access 
point. Generally, this process does not have any security components, though 
MAC address filtering could also be applied at this step. 

Link layer 
Once association has established the virtual network "port" on the access point 
for the wireless station, link-layer security protocols based on 802. lX can be 
applied. Authorized users can be connected to resources they are allowed to use, 
and unauthorized users will be kicked off the network. Wireless networks are 
open to eavesdropping, so it is necessary to choose an authentication protocol 
based on strong cryptographic fundamentals. 

Network- or transport-layer 
IP-based networks have an unfortunate history of security failings, and a number of 
higher-layer security products can be applied to critical points in the network. Fire­
walls can be used to isolate untrusted networks and authenticate users, and VPN 
termination devices can supply encryption over untrusted networks. 
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Different authentication protocols work at different layers in the OSI stack. Initially, 
the native link-layer security mechanisms were quite weak, and network administra­
tors were forced to work at higher layers in the stack. Much of the engineering and 
design effort in wireless LAN security over the past few years has focused on devel­
oping strong link-layer security mechanisms. At this point, network administrators 
have a choice of protocols to secure the network. In order from weakest to strongest, 
they are; 

WEP shared key authentication 
In shared key authentication, systems seeking network access respond to a chal­
lenge from the AP. Shared key authentication is so horribly constructed that it 
was deprecated (its use was recommended against) by 802.lli. 

MAC address filtering 
Every AP in the network is programmed with a list of :tvlAC addresses allowed 
network access. MAC addresses are easily forged and duplicated, but some older 
devices may offer nothing better, 

WPA preshared key (WPA-PSK or WPA Personal) 
One of WP A's major additions was a preshared key mode that allows stations to 
authenticate to a network while in possession of only a passphrase. It is signifi­
cantly stronger than either of the previous approaches, but even stronger meth­
ods exist. 

802 .1 X-based protocols 
802.lX was designed to identify and authenticate users before granting net­
work access. Because it is based on the Extensible Authentication Protocol 
(EAP), "802.lX" is often used to refer to any one of the extended authentica­
tion methods that runs over EAP. Some software may refer to this as WPA 
Enterprise. 

Network-layer authentication 
Insecurity of IP-based networks is hardly a new phenomenon. Many past prod­
ucts have attempted to address authentication of network users in one form or 
another, and there is a plethora of systems and protocols that can be used once 
the network (IP) layer is established. Most of the appropriate methods for use 
with wireless networks will tie in with VPN technology that can also be used to 

secure the network traffic. 

Station Authentication and Association 
Applying security at the station authentication phase or the association phase is quite 
weak. Security mechanisms available at first stages of connection are not strong at all. 
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An early "security" feature began life as the so-called closed network.' In the early 
days of 802.11, stations had to be configured with the network name (SSID) used by 
an access point. Client software was so primitive that it searched Beacons in the air 
for a given network name before associating. The closed network consisted of two 
components. Access points would send Beacons as required by the standard, but 
without the SSID information element. Without the SSID in the Beacon frames, there 
was a minor gain in privacy because some client software would not display an avail­
able network. To associate, clients were required to send a Probe Request that 
includes the SSID, making it function as a hidden "key.» APs using the SSID hiding 
features would only accept Probe Requests from stations that already are configured 
with the hidden SSID. However, Probe Requests are not encrypted; any station that 
observes a successful exchange of probe frames can see the S51D and use it in a sub­
sequent association attempt. Attackers who need to know the SSID immediately can 
even disassociate authorized stations to force transmission of the SSID in the probe 
exchange when the station reconnects. 

One common approach, supported by nearly every product, is MAC address filtering. 
Access points maintain a list of authorized MAC addresses, and deny connection 
requests from stations not on the list. Screening MAC addresses is better than noth­
ing, but certainly leaves a great deal to be desired. like wired Ethernet cards, 802.11 
cards may change the transmitter MAC address, which undermines the use of the 
MAC address as an access control token. Attackers equipped with packet sniffers can 
easily monitor successful associations to acquire a list of allowed MAC addresses. 

Practical headaches often compound the use of MAC address filtering. Maintaining 
the address list is an administrative headache, especially if users are prone to using 
multiple devices or changing the cards they use. Many products were not designed 
for large-scale management and require the same information to be entered in to 
each device individually. Many products that have centralized distribution of address 
lists require the use of TFTP. TFTP has no place on a secure network. 

A second approach to authentication is WEP shared key authentication. Access 
points issue a challenge to a device seeking network access. As discussed in 
Chapter S, shared key authentication is broken, and cannot provide any protection 
from malicious users seeking to authenticate to the network. It is possible to fake a 
legitimate response to a \\TEP challenge without any knowledge of the WEP key. (It 
would, however, be impossible to send traffic without first recovering the WEP key.) 

In some products, address filtering and shared key authentication may be combined. 
However, both are easily defeated. Only consider these two rudimentary methods if 
you are stuck with wireless client devices that cannot support stronger protocols, 
and an upgrade is out of the question. Devices that are stuck with crude authentica-

' This feature may go by several names, including cloaked network, SSID broadcast suppression, private n~t­
work name, and several further variations. 
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tion mechanisms are usually quite old. Logistics applications of 802.11 were an early 
win for the technology, and the handheld inventory and tracking scanners used in 
the logistics field typically have limited computing power. Some cannot even do 
WEP, and quite a few run MS-DOS! 

.. .. 
CT) Address filtering and shared key authentication are awful security, and 

should only be used when absolutely necessary, such as with devices 
~• that do not support anything better. 

Link-Layer Authentication 
Link-layer authentication, in the form of 802.lX and WPA, is a significant step up 
from simple filtering approaches. Authenticating users has several advantages. Typi­
cal link-layer authentication schemes allow very restricted network access for the 
purpose of authentication. Full network access is only granted once the user is posi­
tively identified. In the wireless LAN world, obtaining user identity early in the net­
work attachment process allows the network to provide much finer access controls 
because users can be classified and restricted before obtaining network access. Link­
layer authentication is transparent to network protocols, and will work for any net­
work protocol you choose. Networks are increasingly homogenous and based on IP, 
although there may be pockets of older protocols such as IPX. Link-layer authentica­
tion can be used to secure both IP and IPX. In many cases, link-layer authentication 
is also relatively fast because it can happen as the network interface is brought up. 
Rather than using protocols designed to work across wide-area networks, link-layer 
authentication can start immediately when the link is established. 

WPA Personal (preshared key) 

WPA has two modes. The simpler of the two is based on distributing a preshared key 
(WPA-PSK) to all wireless clients. Key derivation for the wireless link is based on 
random numbers exchanged along with the preshared key. As with any protocol that 
uses a preshared key, WPA is vulnerable to dictionary attacks by determined attack­
ers: In essence, WPA PSK is a shortcut. Rather than depending on a computation­
ally intensive multimessage TLS exchange to derive keys, WPA-PSK derives the 
preshared master key from a passphrase and the SSID. 

In most cases, a single preshared key is used for all stations in an SSID. In such net­
works, all stations share the same master key. With the preshared key, an attacker 
can monitor the four-way handshake described in Chapter 7 and derive the unique 
keys for any other station which shares the same preshared key. Attackers can also 
forge messages that force reauthentication, which enables them to capture the four­
way handshake. 

• An attack tool, called coWPAtty, is available from http://remote-exploit.org. 
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Security of WPA-PSK depends a great deal on the quality of the passphrase. 802.lli 
Annex H discusses passphrase quality, and notes that a passphrase usually only has 2.5 
bits of security per character. Very short passphrases are subject to dictionary attack. 

The best defense against weak passphrases is to use either the binary preshared key 
mode and enter the 256-bit preshared key, or to use a strong passphrase. (Not all 
products support entering the preshared key directly.) The best passphrases will have 
more than 20 characters, and avoid common phrases and dictionary attacks. Further 
advice on passphrases and discussion of passphrase quality can be found in the Pass­
phrase FAQ: 

WPA's preshared key mode makes sense for smaller networks that are not stuffed 
with valuable data. Security is essentially risk management, and many networks may 
not need anything stronger than WP A PSK because they do not have much of value. 

.t <1, 

[fil Use WP A with preshared keys only for small, low-risk networks, or 
networks which have guest users that do not need maximum protec­

~• tion. Otherwise, use one of the following authentication protocols. 

802. lX-based EAP authentication 

802. lX is an extensible framework, not a protocol in and of itself. Network adminis­
trators can select from a menu of protocols, each with its own strengths and weak­
nesses. To whittle down the choices to a set of candidates, consider the practical 
requirements imposed by wireless networks. By transmitting over the air, wireless 
networks are inherently subject to eavesdropping. Strong encryption to protect cre­
dentials is a must. Beyond simply transmitting encrypted user credentials, it is desir­
able to provide mutual authentication. Obviously, users must be authenticated. In 
the absence of a physical connection, however, some cryptographic operation is nec­
essary so that users can be sure they are connecting to the legitimate, sanctioned 
wireless LAN deployment. Finally, automatic WEP key distribution is a no-brainer. 
Randomly generated keys are more secure than static keys, especially if the random 
key can be refreshed at regular intervals. Three protocols meet these practical 
requirements, although a fourth is often considered as well. 

Cisco's Lightweight LEAP (LEAP) is an older, prestandard protocol that Cisco 
designed to address some of the initial security flaws discovered in wireless LANs. It 
is notable for being the first protocol to dynamically derive keys for each user, but its 
design fails the other practical requirements. LEAP transmits scrambled credentials 
using MS-CHAP version 1. Although MS-CHAP version 1 does not transmit creden­
tials in the clear, it is a fundamentally broken protocol that cannot provide signfi-

• The Passphrase FAQ is available from http:llwww.stack.nl/-galactu.s/remai/er,!pcmphrase-faq.html. It was 
written for PGP, but much of the advice applies to any passphrase-based technology, including WPA-PSK. 
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cant cryptographic protection.' (It remains in use on some embedded devices 
because of the relatively small amount of CPU power teuqired.) Furthermore, LEAP 
provides mutual authentication only by running two MS-CHAP exchanges (one in 
each direction). As a final straw, LEAP is proprietary to Cisco. While there are other 
options for some of the components in the system, it requires either additional client 
software or Cisco cards on the client end, and may require Cisco access points in the 
authenticator role. I have worked with more than one organization that is attempt­
ing to move away from LEAP because of its proprietary nature. Client systems must 
have LEAP software, which can be part of the Cisco driver load or a third-party cli­
ent; it is not uncommon to see organizations that adopted LEAP heavily to purchase 
Cisco cards for the LEAP client and put them in portable devices that have built-in 
wireless cards. LEAP's weaknesses have led to an effort to standardize a replacement 
protocol, EAP-FAST. At the time this book was written, EAP-FAST was not widely 
implemented. 

The three widely considered standards-based protocols are £AP-Transport Layer 
Security (EAP-TLS), Protected EAP (PEAP), and Tunneled Transport Layer Security 
(TTLS). All three use TLS to provide strong cryptographic protection of user creden­
tials, and use the TLS key exchange to provide the seed for link-layer keys. Further­
more, all can provide mutual authentication. Each of them establishes a TLS tunnel 
with the authentication server, and uses the certificate supplied by the authentica­
tion server as the basis for the network-to-user half of mutual authentication. 

EAP-TLS uses certificates in both directions for authentication. As part of the TLS 
tunnel establishment, the network supplies a certificate to the user, which the user 
will check for validity. Provided the user can validate the server certificate, the client 
system will transmit the user's certificate for similar validation by the authentication 
server. EAP-TLS is strong, secure, and easy to understand, but it does have an Achil­
les heel. The client authentication is provided by a client certificate, which requires 
the existence of a PKI to generate, sign, and distribute certificates. If you do not 
already have a certificate system in place, EAP-TLS is probably not for you. 

The two remaining protocols, PEAP and TTLS, are quite similar. Both use the server 
certificate in the TLS tunnel to provide the first-stage network-to-user authentica­
tion, and use the TLS tunnel to encrypt the user credentials used for the user-to-net­
work authentication in the second stage. PEAP and TTLS do not depend on 
extensive use of certificates, but they do require a certificate for each authenticator 
on the wireless network. Choosing between PEAP and TTLS is more a matter of fit­
ting a protocol to your requirements. TTLS is more flexible in the way it passes data 
for the user-to-network authentication in the tunnel, and it can be used with nearly 
any form of second-stage authentication. PEAP is more limited because it requires 

• See http://as/eap.sourceforge.netl, a tool used to recover LEAP passwords. It works by forcing users to authen­
ticate, and then brute-forcing their password hash. 
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that the second stage be performed using an EAP method. In practice, the most com­
monly used PEAP supplicant is the built-in supplicant in Windows XP /2000, and it 
only supports one second stage protocol that does not require certificates; MS­
CHAP, version 2. For networks that have a large number of Windows clients, PEAP 
is a good choice because it obviates the need to license and load additional software. ... 
[fil Avoid LEAP because it is proprietary and relatively weak. [nstead, use 

an authentication protocol based on TLS because it can provide 
~• mutual authentication and key distribution. 

Three candidates are based on TLS: EAP-TLS, PEAP, and TTLS. EAP­
TLS requires client certificates for authentication, and is not likely to 
be an option unless a PKI already exists. PEAP and TTLS are quite 
similar, and either makes a fine choice. The former is more useful in 
monolithic Windows environments, while the latter is more useful 
with older authentication systems . 

Network Layer Authentication 
Many early wireless networks were built as separate networks from the existing 
wired infrastructure, and recycled existing authentication and access control mecha­
nisms. For example, in the single subnet topology in Figure 20-1 in the previous 
chapter, there is a natural choke point. Firewalls are often deployed at choke points, 
and may provide some access control functionality. If the choke point device is also 
capable of terminating VPNs, the VPN software wil1 certainly provide user authenti­
cation in addition to traffic encryption. 

Firewalls are well-known for providing a number of strong authentication mecha­
nisms, and they have a proven ability to integrate with one-time password systems 
such as RSA's SecurID tokens. Many IPsec VPN devices also have this capability, 
although it requires the use of protocol extensions such as eX.tended Authentication 
(XAUTH), Hybrid Mode IKE, or Challenge/Reponse for Authenticated Control Keys 
(CRACK). XAUTH is quite popular, but it suffers from the compound binding prob­
lems discussed in this chapter. High-security networks may wish to avoid some of 
the problems with protocol extensions by deploying IPsec with user certificates for 
authentication. Instead of IPsec termination, the VPN device may be an SSL VPN 
device. Rather than using client software, SSL-based VPN devices may be substan­
tially easier to use because they require only a web browser. 

Instead of using a full-bloV\rn (and expensive) firewall, many organizations started 
using web-based authentication systems. The wireless network itself is run with min­
imal authentication and encryption to enable unrestricted access from potential 
users. Many networks are nm using open 802.11 authentication and no encryption. 
(Some security-conscious networks are beginning to use WPA-PSK for web-authenti­
cated networks, but it is a relatively new practice.) The first request to a web site is 
trapped by a proxy and redirected to a secure login page. Before authentication 
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completes, the web system drops any packets from the client. Once authentication 
succeeds, the client systems packets are allowed through. It is important to note that 
many web authentication systems do encrypt the login, but have no way of provid­
ing strong link-layer encryption. 

When wireless LAN security first became a burning issue, several vendors began sell­
ing "wireless access controller" devices, which typically combine packet filtering, 
authentication, authorization, and accounting services (AAA), and a DHCP server; 
many devices also include a DNS server, VPN termination, and packet shaping or 
rate limiting. AAA features are typically provided by an interface to an existing cor­
porate infrastructure such as RADIUS, which has already often been configured for 
remote access purposes. Some products may also include dynamic DNS so that a 
domain name is assigned to a user, but the IP number can be assigned with DHCP. 

Integrating User Authentication Through RADIUS 
RADIUS is often used as the authentication back end, no matter where authentica­
tion is performed in the protocol stack. Both wireless devices and VPNs can refer­
ence external RADIUS servers. Most organizations have a centralized user account 
system somewhere, and placing a RADIUS server in from of it is a common way to 

provide access to many network devices. RADIUS servers can also be used to tie 
together multiple user account systems to present a single integrated view of user 
accounts in an organization. 

Although RADIUS servers have the ability to define local users, the user manage­
ment tools are not particularly powerful or sophisticated. Most RADIUS servers are 
deployed in such a way that they refer to other sources of data for user accounts, 
leaving the RADIUS server to act as protocol translators. Some of the most common 
forms of external user databases are: 

Windows domains 
Most organizations have at least some users in a Windows domain or Active 
Directory. Integrating a RADIUS server with Windows passwords is easy for 
users because the Windows password is often the main user credential. End 
users hate remembering passwords. Referring to a Windows domain allows 
users to keep using the same credential for a variety of purposes. Windows prev­
alence varies from the odd departmental network at major universities all the 
way to huge multinational corporate networks, many of which are built around 
Windows network technology. 

Token cards (such as RSA SecurID, Secure Computing Safe Word) 
Token cards often have RADIUS frontends; many RADIUS servers can also pass 
credentials directly to a token card server for approval. Integration with token 
card servers enables administrators to require strong token authentication with 
wireless networks. 
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LDAP directories 
Directories are highly extensible, and valued by organizations that desire a sin­
gle user data store for everything. Passwords, access privileges, policies, and con­
tact information can all be stored in a directory. When used to access LDAP 
directories, RADIUS servers can perform authorization based on information 
learned from LDAP. For example, universities may identify users as either fac­
ulty or students, with students having restricted network privileges. 

Kerberos realms 
Many universities also have a large investment in Kerberos authentication. 
RADIUS servers accept credentials from the end user and use them to obtain a 
Kerberos ticket. If the authentication is succesful, access is granted. Kerberos 
integration is relatively loose right now. The tickets granted co users are dummy 
tickets that are not used in authorization, but many universities would like to 
extend existing Kerberos infrastructure to new wireless networks. I expect to see 
additional protocol development that uses Kerberos ticket data for authentica­
tion in the future. 

Unix password systems 
Unix password systems include Pluggable Authentication Modules (PAM) and 
Network Information System (NIS). Organizations with a significant investment 
in Unix may be able to create single-sign-on by recycling their existing authenti­
cation system. RADIUS servers that use these authentication schemes are 
installed on Unix systems, and attempt to validate user credentials with a sys­
tem call. 

RADIUS proxy 
RADIUS servers may pass authentication requests to other RADIUS servers. In 
environments with distributed user enrollment and account creation, such as 
most large research universities, it is hopeless to try to create a centralized data­
base. The best solution is to accept the distributed nature of user accounts, and 
ensure that RADIUS servers can refer authentication requests to other RADIUS 
servers for processing. 

TACACS 
TACACS is an alternative access control service. It is used widely by network 
devices, but is not often used to store accounts for anybody other than network 
administration staff. 

RADIUS authentication and Microsoft Windows databases 

There are two ways of looking up Windows user accounts. Operating system API 
calls can look up user accounts on domain controllers. Network protocols between 
servers can also be used to look up user accounts. In older Windows NT4-based net­
works, the domain controllers used an inter-server protocol that has been reverse 
engineered by the open source community. External RADIUS servers can run 
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software that pretends to be a domain controller, and can therefore look up Win­
dows accounts across the network. In fact, most RADIUS servers developed on Unix 
systems can use the reverse engineering to perform authentication against NT 
Domain user accounts. Windows-based RADIUS servers must be installed on a 

domain controller to look up user accounts. 

Netw-orks built around Windows 2000 are largely built with Active Directory. In 
addition to its many features, Active Directory introduced newer inter-server proto­
cols that have remained proprietary to Microsoft. Internet Authentication Server 
(IAS), Microsoft's RADIUS server, can use Active Directory communications to look 
up user accounts stored on any other member server in Active Directory. These pro­
tocols have not yet been reverse engineered, and are not available to third-party 
RADIUS servers. They must instead rely on the system call API on a domain control­
ler. Once an request for user credentials is dispatched to the domain controller via its 
API, the domain controller may proceed to use Active Directory protocols to look up 
the user account remotely.' 

Active Directory can be installed in a native mode, in which the member servers use 
only the newer Active Directory protocols, or a compatibility mode in which the 
older, less-secure NT Domain protocols are used as well. Most current installations 
of Active Directory are now based on the native mode without compatibility options. 

The bottom line presents network administrators with a choice: run Microsoft's 
RADIUS server, run a third-party RADIUS server on a domain controller, or run 
Active Directory in compatibility mode. The last option is fraught with security prob­
lems, and is generally not workable because it also limits the functionality of Active 
Directory. If you need to authenticate against Active Directory user accounts, the 
choice is either to use Microsoft's IAS or find a domain controller for a third-party 
RADIUS server. (Note that not all third-party RADIUS servers can be installed on 
Windows; most third-party RADIUS applicances, for example, do not run Windows.) 
In many organizations, both tasks can be quite challenging simply because a large 
network of domain controllers generally cannot be disturbed without extensive 
change control procedures. 

~~ 
Most RADIUS server software cannot access Windows user creden­
tials unless installed on a domain controller. If you need to authenti­
cate Windows user accounts, be prepared to set aside a domain 
controller for that purpose. 

' The indirect nature of the credential lookup and the domain controller requirement is a subtle advantage for 
Microsoft's RADIUS server, which is bundled with Windows server operating systems. Third-party RADIUS 
servers must be insrnllcd on a domain controller, and hence, a server installation. Net work administrators 
must therefore justify the additional cost of the third-party RADIUS serYer oYer the inexpensive .Microsoft 
RADIUS server. 
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Ensuring Secrecy Through Encryption 
After properly determining user identity and assigning access privileges, the network 
must protect user transmissions from eavesdropping. Several encryption protocols 
can be used on wireless LANs: 

Static \VEP 
With static WEP, a single key is used to secure transmissions between the client 
and the access point. In most implementations, the same key is used by every 
station, which dramatically reduces the security. 

802. lX-based dynamic WEP 
In late 2001, the flaws in traditional single-key static WEP became impossible to 
ignore. Fortunately, the 802. lX specification had emerged from the standards 
committees and provided a way to dynamically send keys to clients. Refreshing 
WEP keys at short intervals provides defense against many of the attacks against 
staricWEP. 

Temporal Key Integrity Protocol (TKIP) 
TKIP is pare of 802. lli, and is designed to offer increased security on wireless 
interfaces with hardware assistance for RC4. To ensure frame integrity, TKIP is 
used with the Michael integrity check to detect frame tampering during flight. 
TKIP and Michael are a bandage on the open wound that is WEP. They are 
more secure, but it is hard to say how much more secure. 

Counter Mode CBC-MAC Protocol (CCMP) 
CCMP is the second major component of 802.lli. Rather than using two sepa­
rate protocols for encryption and integrity, CCMP uses new cryptographic oper­
ations to combine both operations into a single protocol. It is a clean break with 
the checkered RC4-based past of link-layer security. Chipsets now incorporate 
hardware assistance for AES, which is the cipher that CCMP is based on. 

Network-layer encryption 
Instead of protecting the wireless network at the link layer, it is possible to apply 
long-standing network-layer encryption protocols, such as IPsec, SSL, or SSH. 

Static WEP 
Static WEP is a horrendous security protocol. It is better than nothing, but that is not 
saying much. Do not use static WEP unless there is nothing else that can be done to 

encrypt the network traffic. With most devices, static WEP can be considered obso­
lete. Nearly all cards have the ability to support improved 802.lX-based link-layer 
security mechanisms when used with recent drivers on supported operating systems. 
The only real reason to consider static WEP is the presence of application-specific 
devices that support nothing better. 
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You may have some older devices that support nothing better than static WEP due to 
limited processing power, and the cost of upgrading to a device capable of support­
ing better security protocols cannot be justified. Many handheld 802.11 inventory 
scanners and voice over IP telephones fall into this category. Tf you must use static 
WEP, first check for the most glaring security hole. Weak IVs are the lifeblood of 
static WEP tools. When Airsnort first made the news, many vendors updated radio 
firmware to avoid using weak lVs. Although an IV restricting firmware revision does 
little to address many of static WEP's flaws, it does dramatically reduce the expo­
sure. Before deployment, check to see whether your static WEP implementations 
generate weak IVs. If they do, demand a fix. It is unconscionable that any vendor still 
ships products that are susceptible to this attack. 

Static WEP is better than nothing, but it does offer some protection, especially com­
pared to not using it any security measures. It is best at preventing nonhostile users 
from accidentially associating with the a network next door. However, static WEP will 
not protect against an even mildly determined attacker. If you are required to use static 
WEP, take precautions to ensure that the compromise of the WEP network is con­
tained and cannot be used as a launch point for further attacks against your network. 

;f .. , 

[fil Static WEP is an encryption protocol of last resort. Use it only if you 
have no other choice, and take appropriate security measures to limit 

Q 

~.' your exposure. 

Dynamic WEP Keying with 802.lX 
Although 802.lX was designed for user authentication, its improvements to WEP are 
as important. 802.lX includes messages to distribute keys from the access point co 
client stations. Dynamic keying does a great deal to address outstanding flaws in 
WEP, although it is by no means a complete solution. 

Dynamic keying has one important dependency. Keys should appear to be random, 
which means there must be a source of keying material or key entropy (random bits) 
somewhere. Keying material may come from an authentication method that gener­
ates it, such as one based on TLS, or it may be entered directly as a preshared secret. 
Through a series of operations that depends on the protocol in use, the keying mate­
rial is transformed from a collection of random bits into the series of bits used as the 
link-layer encryption key . 

" .. 
[fil Dynamic link-layer keys must be derived from a master secret. The mas-

ter secret may be supplied directly, or come from the authentication. .. ~: 
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Most importantly from a system administrator's perspective is that the radio link can 
be keyed dynamically. WEP keys need not be dreamed up by the network adminis­
tration or distributed to users and network devices. Instead, the user authentication 
creates a cryptographically secure pool of random data that can be used to derive the 
WEP key. Stations still do WEP encryption to protect frames, but the key used to 
encrypt the frame is unique to the user and changes periodically. The rekey interval 
can be set by the network administrator. Rather than having a single key that is used 
until it is changed on all devices at the same time, the user's key is created on authen­
tication and refreshed at regular intervals. 

Keying messages can be used to distribute either the user keys (key mapping or uni­
cast keys) as well as the broadcast keys (group or default keys). Default keys can be 
refreshed whenever a station leaves the network, as well as at regular intervals to bol­
ster the protection. 

Initialization vectors will repeat over the lifetime of a station association. However, the 
problem with IVs stems from repeated use of the same TV with the same secret key. By 
setting a suitably short key regeneration timer, it is possible to avoid repeating the 
IV+secret key combination. With a 24-bit IV, it will be 16 million (224) frames before 
an IV is repeated. By comparing the 16 million frame figure with 802.11 frame rates, 
you can derive a maximum key length. My analysis of 802.11 frame rates used a traffic 
load composed of "transactions" consisting of a TCP segment and corresponding TCP 
ACK: Each transaction consumes two IVs. Based on the 16 million figure, you can cal­
cuate the time until the IV space is exhaused. Table 22-1 presents the results of this cal­
culation for a variety of load factors. In several ways, the table presents an 
unrealistically short lifetime for the key. For safety, the key lifetime is often set to half 
an hour, which provides a great deal of protection against IV reuse. 

Table 22-1. IV space lifetime 

802.11b 802.11a/g, no protection 
- - - -- --- .. --

T ra nsa cti ans per second 479 2,334 

IVs used per second 958 4,668 

IV space lifetime, hours 

100% load 4.8 hr 1.0 hr 

75%load 6.5 hr 1.3hr 

50%load 9.7 hr 2.0 hr 

25%1oad 19.5 hr 2.4 hr 

• See the analysis in "When Is 54 Not Equal to54' An Analysis of the Maximum TCP Throughput of 802.lla, b, 
and g" (http:llwww.oreillynet.com!publalwireless/2003/08/08/wireless_throughput.htrnl). Note that this anal­
ysis assumes a 1:1 ratio between TCP segments and their ACKs, and thus consumes many more !Vs than a 
model rhat assumes a better ratio of TCP segments rn ACKs. However, for the purpose of se<:urity, it is useful 
to use an unrealistically stressful model to engineer a safe limit. 
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The earliest WEP attack tools based on the Fluhrer-Mantin-Shamir attack, airsnort and 
wepcrack, relied on the collection of weak IVs and each required several million frames 
to recover keys. More recent tools, most notably aircrack,' combine the Fluhrer­
Mantin-Shamir attack with other attacks and can recover keys much faster, some­
times with less than a million frames. 

WEP is still subject to attacks on the frame integrity check, and there is no way to 
defend against them within the WEP framework. Indeed, the necessity of improving 
the integrity check was one of the major technical tasks for 802 .11 i. The only saving 
grace is that tools th~t exploit the weak integrity check hardly exist in comparison to 
their Fluhrer-Mantin-Shamir brethren. 

"'" [fil At best, dynamic WEP is an interim step towards better security proto-
cols, and should only be used when equipment does not support 

,::, TKIP. \Jo/hen using dynamic WEP, be sure to set a relatively short key 
• lifetime to protect against WEP analysis tools. I recommend no longer 

than 15 minutes. 

Improved RC4-Based Encryption: TKIP 
Dynamic WEP is a Band-Aid® that can be used when nothing better is available, or 
as a way of deploying a link-layer authenticated architecture in a reasonably secure 
fashion while considering improved alternatives. 802. lli includes two new link-layer 
security mechanisms. The Temporal Key Integrity Protocol (TKIP) is designed to 
mitigate known attacks against WEP while retaining backwards compatibility with 
existing hardware. TKIP is more secure than WEP, but has not yet been extensively 
analyzed yet. 

TKIP's design goal is to be as secure as possible while retaining backwards compatibil­
ity. In the first wave of 802.11 chipsets, security was often implemented in software, if 
at all. To avoid the performance problems of software-based encryption, the second 
major wave incorporated hardware assistance for many WEP-based frame handling 
functions, including RC4 encryption. TKIP was designed to work with the WEP frame 
processing primitives while shoring up a number of the weak points in WEP. 

TKIP retains RC4-based frame encryption, which allows it to be retrofitted on ro 
existing 802.11 systems. As with dynamic WEP, TKIP depends on a source of ran­
dom data to serve as the basis for its keys, so it must be used either with \VPA-PSK 
or an 802.lX EAP method. Beyond the basic similarities, it adds per-frame keying to 
disrupt attacks against the initialization vector, and replay protection to stop frames 
from being retransmitted at a later time. TKIP also improves the integrity check by 

• Available from http: I lwww. crO. net: 8040/codelnet work/ aircrack!. 
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ensuring that the sender of a frame is in possession of the appropriate cryptographic 
key, and using an improved integrity check. 

TKIP and dynamic WEP can coexist on most hardware. Most access points are capa­
ble of storing unique link layer keys for every station. If one station uses dynamic 
WEP and another uses TKIP, the key storage will reflect that. Using both encryption 
protocols simultaneously does weaken the security of broadcast frames because all 
stations on the same network must share the broadcast key. 

,ii' q, 

[fil For most deployments, TKIP should be considered a practical mini­
mum standard unless it is unavailable. However, TKIP is should nor 

~• be considered a long-term solution. 

CCMP: Encryption with AES 
TKIP is limited by the baggage of WEP. The Counter Mode with CBC-MAC Protocol 
(CCMP) in 802.lli was designed from scratch with security in mind. The design goal 
was to offer security comparable to existing trusted protocols such as IPsec without 
some of the limitations that IPsec imposes on wireless LANs. Design started with the 
AES cipher, which is the building block of most of the new security protocols being 
developed. WEP's legacy will prevent TKIP from being treated as a serious security 
protocol, but CCMP's underlying structure has been approved for use in sensitive U. 
S. government applications. 

In addition to the efficiency gain from using AES, CCMP improves efficiency over 
existing cryptographic protocols. Traditional cryptographic protocols can be used 
either for encryption, which protects data over untrusted paths, or authentication, 
which ensures that it it was not altered in transit. WEP only provides encryption, and 
relied on a flawed integrity check algorithm. TKIP uses keys in two distinct ways. 
Like WEP, keys are used to provide frame encryption. Additional keys are used for a 
separate integrity check algorithm. CCMP, however, allows a single key co be used 
for both purposes, which reduces computational overhead and improves efficiency. 

The main drawback to CCMP is a common implementation deficiency in client soft­
ware. Although there is no reason why CCMP cannot coexist on the radio link with 
the RC4-based encryption protocols, most drivers do not support it. Mixing CCMP 
with RC4-based encryption requires that the driver support using CCMP for unicast 
frames and one of the RC4-based encryption protocols for broadcast frames. I do not 
know of any client vendor that supports this mode of operation. Herein lies the 
downside to using CCMP: it will result in more complex configurations to support 
two networks in parallel, and it may require replacing the wireless I.AN interfaces in 
your computing devices. 
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Gil• CCMP is an attractive long-term goal for a link-layer security proto­
col, but product limitations may require running multiple wireless net-

" ~: works in parallel as well as a forklift upgrade. 

Higher Layer Security Protocols (IPsec, SSL, and SSH) 
When wireless protocols were first shown to be fundamentally broken, there was a 
rush to find a stopgap solution. Network architects turned to proven cryptographic 
protocols to encrypt network traffic as it flew through the air. IPsec was a major ben­
eficiary of the attention paid to wireless security, although SSL and SSH are fre­
quently considered. All of these protocols provide a way of identifying users, 
encrypting traffic, and ensuring that the packets are not tampered with in flight. 

One drawback to using security at higher levels in the stack is that security protocols 
can only protect their contents. Protection at the network layer provides security ser­
vices to the network layer and anything higher in the stack, but cannot do much to 
secure lower layers. Security administrators often worry about "turnaround" attacks 
that subvert an VPN client and use an established tunnel to access the protected net­
work. To address chis potential vulnerability, bolster the standard host-based secu­
rity with personal firewall software and antivirus software. On the personal firewall 
side, several products are available, ranging from inexpensive one-off installations to 
robust, feature-rich, centrally managed products. Attacks against VPN client sta­
tions are enough of a concern that many VPN vendors bundle personal firewall soft­
ware as part of the installation. 

~~ 
Security protocols implemented above the link layer do not offer effec­
tive protection to the link layer, so higher-layer security should be aug­
mented with additional host-based security, such as personal firewall 
software. 

Implementation at higher protocol layers also tends to dictate network architecture. 
VPN endpoints are typically bound to IP addresses, and most VPN clients do not 
cope well with having the address torn out from under them. Although 802.11 sup­
ports roaming by attaching to different networks, those networks may be different IP 
subnets. If the IP address changes, the VPN session must be reestablished. More 
importantly, users must accept the effects of changing addresses and the need to 
reestablish connections. 

To keep connections as long-lived as possible, network architects need to maintain 
network state as stations move across the network. This can be done with link-layer 
identity management tools that provide handoff between APs using 802. lX-based 
protocols as in the dynamic VLAN architecture in the previous chapter, or it can be 
done by designing the network around the handoff limitations as in the single-subnet 
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architecture in the previous chapter. The former case is a more complicated architec­
ture for the network administrator to configure, but it is probably easier to build 
because it does not require extensive backbone engineering. 

Many VPN technologies were designed around point-to-point encryption. Multicast 
applications can be based on IP, but IPsec does not yet include any method for group 
key distribution to enable the use of many-to-one transmissions. Distributing keys 
for point-to-point links is an "easy" problem because there are only two parties to 
the conversation. (By "easy," I mean that the problem is tractable and that a solu­
tion exists, not that it is trivial to accomplish.) Keying a point-to-multipoint connec­
tion is a "hard" problem because one sender and many receivers must agree on a set 
of keys, and it may be desirable to update keys as receivers join and leave the multi­
cast session. Multicast data is a natural fit for several applications, most notably 
streaming media. Large companies may hold internal meetings over internal multi­
cast sessions, and would undoubtedly want to ensure that any data from those ses­
sions is encrypted over wireless networks. Multicast data is also used extensively in 
financial markets because it is a natural model to disiribute market data. Various 
approaches to IPsec multicast are in progress in the standards communities, but have 
not been finalized yet. 

IPsec is often used because it is implemented at the network layer, and thus is inde­
pendent of the application with which it is used. As long as the applications can cope 
with the increased delay for IPsec encapsulation and decryption, it will work. In the 
most common IPsec architectures, no changes are required to use new applications 
or new servers located in the protected network. IPsec's wide adoption for remote 
access also means that there is often an IPsec termination device on the network that 
provides encryption. Many mobile devices already have clients installed and config­
ured, and users have been trained and are comfortable using them. If an existing 
VPN concentrator is available and has spare capacity, it may be possible to extend an 
existing remote access IPsec deployment to internal wireless LAN users. 

Adding new tasks to an existing concentrator may cause performance problems, 
especially if the VPN device was originally specified for remote access. Remote access 
users do not require significant bandwidth, especially compared to local LAN users. 
By definition, remote access capacity is defined by your uplink to the Internet. With 
many organizations still on T-1 lines or the equivalent speed SDSL connection, 
remote access connections are by definition limited to less than 2 Mbps. Extending a 
VPN to the wireless LAN may require significant VPK concentrator upgrades, or a 
wireless LAN system with IPsec termination built-in. IPsec may also cause perfor­
mance problems. Maximum-size IP packets will become two IP fragments once the 
IPsec header information is added. One packet will include header information and 
also be maximum size, but the data that was elbowed out of the packet by the IPsec 
headers will be a second, minimal size IP fragment. Both fragments must be trans­
mitted before the packet can be reassembled and decrypted. 
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While the head end of an IPsec solution is under the control of system administra­
tors, the client side is not. Installing and configuring client software in a deployment 
of any size can be a challenge. That is, if the client software even exists. lPsec client 
sofnvare is targeted at the lowest common platform denominator, so many solutions 
are available only on Windows. Finding IPsec support for Mac OS and Linux is sur­
prisingly difficult, in large part because of the differentiation on the concentrator 
side. Vendor X's termination device requires Vendor X's client sofnvare to use the 
features that make remote access easier. A few vendors provide client software for 
their own termination devices for Mac OS, but Linux clients are hard to find. (Free 
S/\V AN is an IPsec implementation, but it does not support any of the special client 
features that are usually desirable in deployments.) 

Client software loads may not stop with the IPsec client, either. IPsec protects from a 
wide spectrum of attacks at the network layer, but it is powerless to protect data at 
the link layer. For example, ARP spoofing or ARP poisoning attacks cannot be 
stopped by [Psec because it does not encrypt or authenticate ARP frames. lPsec can­
not protect against some network layer attacks, either. Because lPsec requires that 
the client obtain an IP address, many wireless LANs secured by IPsec allow any sys­
tem to attach to the network and obtain an IP address through DHCP. With that 
foothold, even casual attackers can launch IP-based denial-of-service attacks against 
the network infrastructure. Addressing link-layer attacks can be done through per­
sonal firewall software, but that presents another client component to install, config­
ure, and manage. Personal firewall software has made great strides in recent years, 
and there are excellent solutions that can be centrally configured and managed. 

lPsec user authentication may also result in a subtle security risk. Site-to-site VPNs 
use peer systems that are well known to each other and stay in fixed locations. In the 
leased-line replacement scenario, a handful of systems in well-known locations can 
be issued certificates for strong authentication. Remote access is a different story, 
however. IPsec was not designed for user authentication, and it shows. Digital certifi­
cates are one option, but are often rejected as an administrative nightmare. A variety 
of specifications exist to perform legacy user authentication with IPsec, all of which 
are incompatible. The major protocol, eXtended Authentication (XAUTH), is widely 
implemented but is not fully standardized. XAUTH requires the disclosure of iden­
tity early in the IPsec handshake, and must run in the security-diminishing "aggres­
sive" mode. The security of the handshake and the resulting tunnel to pass user 
credentials depends on a shared secret. Many implementations of XAUTH allow, or 
worse, require the same shared secret to be used for all users. Furthermore, XAUTH 
is poorly designed, and subject to the compound binding problem discussed previ­
ously. (The "FIPS mode" on many certified IPsec products disables the use of 
XAUTH.) Sadly, many vendors continue to use XAUTH because it is implemented 
by many OEM clients. The major alternative to XAUTH is "Hybrid Mode." Hybrid 
Mode has a significantly better design, but is not as widely implemented. 
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An alternative to IPsec is to allow only applications with strong built-in crypto­
graphic systems. Web-based systems can be secured with the secure socket layer 
(SSL). Host logins can be secured with SSH. SSH can also be used to secure many 
types of TCP-based network traffic, although the port-forwarding configuration may 
be too complex for many users. Some environments may have already deployed a 
framework such as Kerberos for application layer security, in which case it can prob­
ably be extended to wireless stations without great difficulty. 

Selecting Security Protocols 
When selecting security protocols, the first decision is which layer of the networking 
stack should be secured: the link layer, the network layer, the transport layer, the appli­
cation layer, or some combination of all of them? 802.lX-based link-layer security and 
VPNs are used at different layers of the protocol stack, and are not mutually exclusive. 
Your choice of layer 2 security, layer 3 security, or both will depend on your goals and 
requirements. Both provide encryption to protect messages from eavesdroppers. Both 
can provide user authentication. 802. lX protects against many attacks by denying net­
work access before authentication completes, and its authentication is much better 
thought-out than IPsec remote access authentication methods. 802.lX used in con­
junction with improved Layer 2 encryption is likely to meet the security needs of many 
organizations. In simple terms, the security of an IPsec tunnel is greater than a WEP 
"session," even one rekeyed frequently using 802.lX protection. 

Applying Security in the Protocol Stack 
One of the biggest changes in the 802.11 landscape since the first edition of this 
book is the emergence of a reasonable security architecture in 802.11. First and fore­
most, the security protocols must keep the network secure. In wireless LANs, secu­
rity is largely a function of authentication and encryption. 

Compound binding vulnerabilities 

Most traditional methods of user authentication are not secure. Over time, the resis­
tance of authentication protocols to attack is increasing, but widely-deployed older 
methods will be used for many years to come. To secure older authentication proto­
cols, it is common to provide some form of encrypted channel to protect the inse­
cure method across an insecure network. The development of strong tunneling 
technologies such as the Transport Layer Security (TLS) and the IP Security proto­
cols (IPsec) offers an attractive method for protecting older authentication proto­
cols. Using a secure tunnel to protect a much weaker legacy method is referred to as 
compound authentication because the authentication is split into its major tasks of 
establishing a secure channel and performing user authentication. The most notable 
examples of compound authentication methods are the TLS tunneling methods used 
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on wireless networks (TTLS and PEAP), as well as the eXtended Authentication 
(XAUTH) commonly used with IPsec. Designing cryptographically secure protocols 
is extremely demanding work, and it is easier and safer to use a widely deployed and 
analyzed protocol such as TLS or IPsec to provide the necessary cryptographic 
components. 

In October 2002, however, research found that the design shared by most com­
pound authentication methods is insufficient to prevent certain types of man-in-the­
middle (MITM) attacks. One of the major problems is that the tunneled "inner" 
authentication method is not strongly associated with, or "bound ro," the "outer" 
protective tunnel. Before exchanging the sensitive "inner" authentication data inside 
the tunnel, the protocols do not provide for a check that the authentication is occur­
ring with the endpoint of the "outer" tunnel. The compound binding problem does 
not occur because of weaknesses within the tunnel protocols or inner methods, but 
rather in the way they are combined. Inner authentication protocols must prove that 
the endpoints of the inner tunnel use the endpoints of any previous outer tunnels.• 

At this point, the vulnerabilities associated with weak compound bindings are largely 
theoretical. Successful use of these vulnerabilities would require active participation 
on the part of the attacker. To carry out a successful MITM attack, the attacker 
would need to insert a radio device into the target network, carry out the first phase 
of authentication with a legitimate authenticator, and then attract a client to steal 
credentials from. Success requires physical access to the network and facility, as well 
as numerous active radio transmissions. 

XAUTH is no longer subject to active standardization efforts, and may not be fixed 
to address compound binding vulnerabilities. Compound binding problems in IPsec 
can be avoided through the use of digital certificates on every client. Wireless LAN 
protocols have not yet reached the final stage, and are in the process of being modi­
fied to address compound binding flaws. 

Encryption 

An IPsec session probably provides superior encryption strength to any of the RC4-
based frame encryption methods, and the age of the standards and most implemen­
tations can offer a high degree of trust, especially if static addressing and digital cli­
ent certificates are used. If it has a weakness, it is that a network-layer protocol 
cannot provide security for the MAC layer. In most wireless networks secured by 
IPsec, attackers can easily obtain IP addresses and launch attacks against other net­
work users or denial-of-service attacks against the VPN components because there is 
no authentication before the network protocol is enabled. 

• IPsec's Quick Mode (phase 2) does this by including signature messages tha[ rely on the results of the IKE 
(phase 1) exchange protecting it. XAUTH deliberately broke this model. 
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Security certifications 
Depending on the environment, it may be necessary to use products that have passed 
security certification evaluations. As a rule, many government networks require the 
use of network products that have been evaluated. In the United States, this process 
is based on Federal Information Processing Standard (FIPS) 140-2; several major 
goverments have joined together to replace a patchwork of national standards with 
the Common Criteria evaluation. Great weight is often given to these security evalua­
tions, but it is worth noting that many products that are certified under meaningful 
evaluation criteria often have to remove many ease-of-use features. 

At this point, link-layer wireless security protocols cannot be given security FIPS 140-2 
certification. Several components of the entire link-layer security system must be 
approved by the National Institute of Standards and Technology (NIST) before the 
entire system can be certified. For a current list of validated components, see http:// 
csrc.nist.gov!cryptval!. The major components of a system that need to gain individ­
ual approval before the system can be approved are; 

Encryption cipher 
802.lli's CCMP uses AES, which is approved. RC4 is not approved and almost 
certainly never will be, which bars TKIP from certification. 

Cipher mode of operation 
The CCM mode, which is used by 802.lli's CCMP, was approved in NIST Spe­
cial Publication 800-38C in May 2004. 

Hash algorithms 
The pseudorandom fi.Inction that expands master keys into key hierarchies is 
based on HMAC-SHAl, which is approved. 

Key wrap 
Keys are sensitive material and need to be encrypted for transport across the net­
work. RFC 3394 defines the NIST key wrap function, which has been approved. 

Key derivation 
In January 2005, NIST released implementation guidance (http://csrc.nist.gov/ 
cryptval/140-1/FIPS1402lG.pdf). According to the implementation guidance 
document, NIST is planning to release Special Publication 800-56, which will 
formally approve key derivation methods. 

Even though there are no generally available commercial products that meet security 
standards, there is an interesting exception. Harris Corporation, a large government 
contractor (and, coincidentally, the initial developer of the 802.11 PRISM chipset), 
sells an 802.11 system called SecNetll that uses a National Security Agency-certified 
encryption scheme. Buyers must be given approval by the NSA. The price is, not sur­
prisingly, extremely high: over $3,000 per wireless LAN interface, and $1,600 per AP. 
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Network support 

Aside from security itself, other factors influence the decision over how to apply 
security in the network stack. One of the largest nonsecurity considerations is related 
to client software. Supporting software is trying, even at the best of times. Working 
with components built in to the operating system may be a significant advantage. 
802. lX-based systems have the advantage, now that 802. lX supplicants are built in 
to the recent versions of major operating systems. IPsec clients are generally specific 
to the vendor of termination devices. In both cases, client configuration is a one-time 
event. 802. lX clients may have slightly better control over when they need to nm, 
provided the corporate SSID is different from other networks. If IPsec is already 
widely deployed, it may be much easier initially to treat the wireless LAN as a remote 
access network, especially since that will not require user retraining. Before choosing 
IPsec, however, ensure that there is enough capacity on the VPN termination device 
to handle LAN-speed access from the new users. 

Support for mobility is likely to be an important consideration. To prevent IPsec tun­
nels from being torn down, some arrangement must be made to provide lP mobility 
across the network. Some refer to this task as the creation of a "mobile VPN." IP 
mobility can be provided by the network itself through the use of a single VLAN for 
all APs, or through overlay tunnels from every AP to a VPN server, or even 802.lX­
based dynamic VLAN assignment. With the ability of 802.lli-compliant devices to 
move security contexts between APs, it probably has a slight edge for networks with 
highly mobile users. 

Support for network applications may also lead towards a preference for one proto­
col. Non-IP protocols are not supported by IPsec. Networks that still use IPX or 
AppleTalk may not have a choice. IP multicast is not supported by IPsec, although it 
is supported by link-layer security solutions as a series of multicast frames. IPsec is 
also likely to be too slow for applications that require low latency, such as voice 
transmission; I am also unaware of any existing phone that supports IPsec, or any 
plans to introduce an IPsec 802.11 phone. 

Different applications may also require protection over different domains. In many 
cases, it is enough ro protect communications over only the most vulnerable part of 
the path, and radio link encryption is sufficient. In some cases, it will be necessary to 
use site-to-site encryption to provide security all the way to the border of another 
network. The distance over which the data needs protection is a function of the secu­
rity of the network past the radio. If the access points are connected to the same 
backbone as the destination traffic, radio link encryption is probably sufficient. If the 
traffic must travel across untrusted networks after leaving the radio, some form of 
network- or higher-layer encryption is required. 

Table 22-2 summarizes many of the factors chat come into play when deciding where 
to implement authentication in your network. 
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Tahle 22-2. Summary of major factors in authentication layer deci5ion 

Link layer(802.1X) 

Integrated operating system components 

Protection of layer 2 network from attack 

Better mo bi I ity architecture 

Support for IP multicast and non-IP protocols 

Fast hand off support for voice 

Choose Authentication 

Network layer (VPN) 

May already be deployed with existing capacity on VPN concentrator 

More familiar for users; less retraining is required 

Protects beyond the radio link 

Security certifications require VPN; e.g., FIPS 

The choice of authentication technology often depends on the way it will interface 
with the existing user database. As a first step, identify where rhe user accounts cur­
rently live. Are they in a Windows NT Domain or an Active Directory? Do they live 
in an LDAP database, or a Kerberos realm? Once you know where to find the users, 
the choice of system to authenticate them is usually straightforward. 

Choosing an EAP method 

Practically speaking, it is necessary to use an EAP method based on TLS ro provide 
strong cryptographic keys for frame encryption. This constraint leaves us with three 
choices: EAP-TLS, PEAP, and TTLS. EAP-TLS is difficult to use because it requires 
certificates for every client. Without a PKI already installed, using EAP-TLS may be 
considered a practical impossibility. PEAP and TTLS are quite similar, so the ques­
tion becomes which one to use. Although the protocols are similar, they support dif­
ferent authentication methods inside the encrypted tunnel. let the interface to 
existing user databases make the decision about the authentication method. How the 
user credentials are accessed for verification determines your EAP method. Three of 
the authentication methods will work with most authentication databases, with 
other methods available to cover the remaining few cases. 

PAP, the Password Authentication Protocol, transmits the usemame and password 
without any encryption. It simply submits a username and a password to the authen­
ti.carion server, and the authentication server compares the submitted password to a 
stored copy. Without any encryption, PAP should not be used across a network con­
nection that does not provide privacy protection. (When PAP is used on wireless 
J.ANs, it is used in an encrypted channel, and therefore safely.) PAP is not an EAP 
method, and is therefore not supported by f'EAP. The most common use of PAP is 
with user databases that one-way encrypt passwords, such as LDAP directories or 
the Unix /etc/password file. Rather than store the password itself, or the password in 
some recoverable form, some systems store a one-way hash of the password such as 
the SHA-1 or MD.5 hash. When a client user or program wishes to prove its identity, 
the password is processed by the one-way hash, and the resulting hash is compared 
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to stored hash. PAP is commonly used with token cards because the alphanumeric 
code from the token can be submitted along with a user name. Some supplicants 
have a "TTLS/Token Card" method that is TTLS/PAP, but without any caching of 
the password, sfoce token codes expire. Because nearly every legacy authentication 
database supports password authentication, TILS/PAP is like Type O blood. If in 
doubt, it is generally a safe bet. 

Microsoft CHAP version 2 (MS-CHAP-V2) performs a challenge/response hand­
shake. The client and server share a secret, and challenge each other to perform com­
putations on challenge values with the secret. The secret is the MD4 hash of the user 
password. Although it is not reversible, the hash value is used as the secret, which 
makes it a "password equivalent." MS-CHAP-V2 is widely supported by Microsoft 
clients, and is commonly supported and used as an inner authentication method 
with PEAP. If you have an existi~g authentication database stored in a Windows 
domain or Active Directory, MS-CHAP-V2 is a logical choice for the inner authenti­
cation method. It can either be used "as-is" within TTLS, or it can be used as an EAP 
method with additional header information (EAP-MSCHAP-V2). 

The third common inner authentication method is EAP-Generic Token Card (EAP­
GTC). EAP-GTC was originally designed to take a usemame and token code. It does 
not provide any handshaking or privacy protection. Givrn its initial intent of shut­
tling a nonreusable code to a server, the lack of privacy protection is understand­
able. However, it has seen recent adoption as an EAP method that allows the 
submission of a username and associated authentication credentials. No EAP 
method allows the submission of username and password pairs directly, but there is 
nothing in EAP-GTC that prevents it from being used as a password submission pro­
tocol. Nothing, other than implementation, prevents EAP-GTC from being used as a 
PAP-like authentication method. As an EAP method, EAP-GTC can be used with 
either TTLS or PAP. 

Several other inner authentication methods are available, including the Challenge 
Handshake Authentication Protocol (CHAP), Microsoft CHAP, version 1 (MS-CHAP), 
and EAP-MDS Challenge (EAP-MD5). CHAP and Microsoft CHAP are only used by 
older authentication databases. They should only be used when the existing authen­
tication database does not support one of the newer methods. Both can only be used 
with TTLS, since neither is an EAP method. EAP-MD5 does not provide security ser­
vices. It is used for 802.lX on wired networks, but almost never on wireless because 
of the lack of eavesdropping protection. 

It is likely that one of the three inner authentication methods shown in Table 22-3 
will work with your user database. Based on the inner authentication method, 
choose either PEAP or TTLS. The choice of inner method may also depend on the 
TTLS or PEAP implementation that you consider. The standards allow EAP-GTC to 
be used within PEAP, but it is not supported by the built-in Windows supplicant. 
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Table 22-3. Summary of common fAP methods 

Inner authentication 
method 

PAP 

MS-CHAP-V2 

EAP-GTC 

Outer EA P method 

TTLSonly 

TTLSorPEAP 

TTLS or Cisco PEA P 

Type of account or user database 
One-way hash systems (most 
LDAP directories, Unix password 
format), token cards 

Windows user accounts (~T 
domains, Active Directory] or any­
thing that stores an MD4 hash 

Same as PAP 

Comments 
Probably the second most com­
mon inner authentication 
method. Most universal; gener­
ally works with any database. 

Most common form of inner 
authentication due to the preva­
lence of Windows 

Only supported by Cisco suppli­
cant on Windows 

After selecting both the EAP method and inner authentication protocol, build the 
required interface. To work with a set of Windows user accounts, the RADIUS server 
must access the MD4 hashes of the user passwords. If made a member of a domain, 
Microsoft's Internet Authentication Server can pull user credentials out of a domain 
system without additional configuration. Third-party RADIUS servers may need to 
be installed on domain controllers to access the user account information. Any 
domain that is trusted can also be accessed through the domain protocols. 

LDAP directories are increasingly popular, especially at large sites that require scal­
ability. LDAP directories may be accessed in multiple ways. Some directories may 
offer RADIUS frontends. ·wireless LAN devices can speak directly to the RADIUS 
frontend, or to the directory's RADIUS server through an alternative RAD[US server 
performing RADIUS proxy functions. Many RADIUS servers are also capable of 
working as an LDAP client. When provided with directory credentials, the RADIUS 
server is able to bind to the directory and validate user credentials directly. The 
advantage of binding to the directory is that it is usually possible to secure directory 
access through SSL, which further protects the authentication back-end connec­
tions. Less functional RADIUS servers may interface with LDAP by attempting to 
bind to the directory using the LDAP credentials supplied by the client and checking 
for success. However, by performing a bind and looking only for success, the 
RADIUS server is unable co access any user metadata from the directory. If the direc­
tory stores privilege information that can be used by the wireless LAN, it is desirable 
to have the RADlUS server bind to the directory so that the user authorization infor­
mation can be provided to the wireless devices. 

Kerberos servers are popular in many academic environments, and a few RADIUS 
servers can check user credentials against Kerberos. These RAD[US servers attempt 
to obtain a ticket from the Kerberos server; if the ticket request is successful, the user 
is allowed access. However, Kerberos tickets are bound to [P addresses, and are not 
useful for client authorization. 
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Authentication architecture 

To be successful, an authentication system must interface with the existing user 
accounts. In many cases, the user account system is small and confined, and the 
main problem the network administrator has is determining how to build the inter­
face between the wireless LAN and the user account database. Many organizations 
are large enough, or perhaps divided enough, for the responsibility for maintaining 
user accounts to be distributed across geographic or administrative boundaries. 
Users are not members of rival departmental armies, however, and may need to 

move across geographic or administrative boundaries in the course of work. The end 
goal of the network design should be to facilitate user mobility and productivity 
across boundaries. (If you like, call it the Schengen design criterion for distributed 
wireless LANs.) This design is often found on university campuses, where individual 
schools, departments, or facilities may run their own networks. 

Figure 22-1 shows a portion of a made-up university campus, with five networks: the 
campus library, a central IT services department that handles networking for com­
mon areas and departments that do not need to run their own networks, a school of 
engineering that prides itself on running an independent network, the campus medi­
cal center, and the business school. Each of these departments maintains its own 
user database, in whatever form they prefer. For wireless LAN access, each of the 
databases is provided through a RADIUS frontend. In the figure, the user database 
and RADIUS frontend are shown symbolically. 

In designing the authentication architecture, the goal is to provide an authentication 
facility that allows a single user account to be used across all campus networks. For 
example, anybody entering the library, whether student or staff, should be able to 

use the library's network based on the credentials on their home network. If the 
RADIUS servers in each department have trust relationships and are able to refer 
authentication requests to each other, only one account is necessary. Accounts are 
assigned to RADIUS realms, which allow the routing of requests to a defined server. 
The library's RADIUS server knows that requests for user@med must go to the medi­
cal center's RADIUS server. If that server accepts the user, access is granted. 

Trust relationships between networks are a key component of the architecture. Just as 
in the cellular world, to get network connectivity anywhere, it is necessary to have a 
roaming agreement between your "home" network and the network you are "visiting." 
Network managers depend on the trust because they are granting access to users 
authenticated by a third party. In a campus environment, the roaming agreeement 
might be informal. On a larger scale, formal, legally binding agreements may be 
required. EduRoam, a consortium of European universities, is building a RADIUS 
mesh on a continental scale, and does require signed formal agreements to join the 
mesh. 

Accounting may also be helpful in this type of environment. Campus libraries devote 
budget dollars to the acquisition of scholarly material, not to the building of 
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Figure 22-1. Mesh authentication architecture 
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advanced network services. Through accounting records, a net provider of service 
(such as the library) can establish that network services are being consumed by users 
from other networks, which may assist in funding network expansion where service 
is useful, as opposed to where there is money. 

Choose Encryption 
After selecting an authentication method, it is usually straightforward to choose a 
link-layer encryption method because you will be picking the strongest protocol sup­
ported on most hardware. Configuration is almost identical between the protocols, 
and the functionality from the user perspective is identical. 

Most of what can be said about static WEP has already been said. Do not use it 
unless you have no alternative. Nearly all general-purpose devices now support bet­
ter protocols, leaving only application-specific devices like 802.11 phones or bar­
code scanners in security Limbo. Depending on your security requirements, it may be 
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Authorization 
After identifying users and validating identity, it may be desirable to further restrict 
network access. Restrictions may be enforced in many different ways, but two of the 
typical policy tools are packer filtering through access control lists, and VLAN assign­
ment. In some ways, the latter is a handy way of applying basic rules to user groups by 
raking advantage of existing packet filters between VLANs on your network. 

Often, the user account will contain some piece of metadata that indicates what sort 
of authorization should be applied. That identifier is often indicative of an organiza­
tional role. Roles must be translated into concrete action, such as "put all users from 
Group A on to VLAN A" or "apply Filter B to devices in Group B." 

Identity and role live with the user account, and that data is typically translated into 
restrictions by both the RADIUS server and the wireless LAN device itself. Based on 
the role, the RADIUS server may pass some set of restricting attributes. RADIUS 
attribmes may also trigger further, more detailed actions from the wireless LAN device. 
As an example, the RADIUS server may specify that a filter should be applied to traffic 
from a particular device, but it is almost certainly up to the wireless LAN hardware to 

define the specifics of that filter. 

necessary to shut down deployments of telephony or automation if the security risks 
cannot be adequately addressed through other means, or if a risk analysis shows that 
the threat is large. 

Using WEP with dynamically derived keys is significantly better because a frequent 
rekeying interval can mitigate many of the attacks against WEP discussed in 
Chapter 5. Dynamic WEP should be considered the minimum acceptable level of 
security for user payload data on general-purpose computing devices. In many cases, 
manufacturers had to patch drivers, but most drivers from mid-to-late 2002 onwards 
have support for dynamic keys. 

Because of the lingering flaws in WEP, even when used with dynamic keys, TKIP is the 
target level of security for most networks being built as this book was written. Hard­
ware support requirements for TKIP are identical to WEP, so nearly every 802.11 
device has the required hardware. Software support or TKIP is also required, but is 
increasingly common. TKIP and WPA are built in to the most recent versions of 
Windows (XP) and MacOS (10.3) WPA is not yet widely available on Linux because 
the driver framework does not yet have the required level of integration with the sup­
plicant software, although the enhancements are expected in the future. 

" "' [fil Most organizations should target TKIP for deployment while making 
.. pl~ns for migration to enhanced protocols. Consider dynamic WEP a 

~; minnnum requirement. 
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When security is of the utmost importance in link-layer encryption, CCMP is the clear 
choice. TKIP requires protocol "countermeasures" to detect keys under attack and mit­
igate the threat. Countermeasures are an admission that there is a fundamental limit on 
the strength of the protocol. Security does come at a cost, however. CCMP has the 
most stringent hardware and software support requirements of any of the link-layer 
encryption protocols. It is only available for use on wireless interfaces that can provide 
AES hardware assistance. Nearly all recent cards do, but many older cards do not. If 
you have a significant base of older cards without AES hardware support, the upgrade 
to AES-capable hardware may be an expensive and daunting challenge. ·~ 
Gil CCMP is likely to offer the best security. However, it also has the most 

stringent hardware and software requirements. Many laptop manufac­
~• mrers choose the cheapest chip$ets available, and thus may not sup­
, port CCMP without external cards. 

Multiple SSID support 

The 802.11 security protocol architecture allows the simultaneous use of multiple 
cryptographic protocols on the same AP. Clients are free tO use any supported proto­
col. Encryption of unicast frames is typically done using the strongest protocol sup­
ported by a given system, while encryption of frames to group addresses uses the 
strongest protocol supported by all systems. If an AP has a group of associated sta­
tions that support WPA, but there is one station that only supports dynamic WEP, 
the group key will be dynamic WEP. 

The standards do not limit what may be supported, but individual implementations 
may have problems mixing cryptographic types. One of the most common limita­
tions is that most client software does not support using a CCMP key for unicast 
frames while simultaneously using a non-CC MP encryption type (TKIP, dynamic 
WEP, or static WEP) for group frames. Driver support for this type of mix may come 
in the future. At the time this book was written, supporting CCMP was generally 
done by providing an additional SSID. One supports the RC4-based encryption pro­
tocols, while a second network supports only CCMP. Unfortunately, using two 
SSIDs does increase the risk of user confusion because the SSID to attach to is a user­
controlled parameter. ... r· l dioo, wfcwa« limi<ations p,mn, simulranoous use of CCMP and 

RC4-based encryption on the same SSID. To use both ar the same 
!• time, you must use an 802.11 AP that supports multiple SSIDs. 

Rogue Access Points 
One of the major risks faced by network administrators is the unauthorized 
installation of 802.11 networks by users. So-called "rogue" access points can pose 
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significant threats. The primary threat is that a device installed by users will not have 
the full security configuration of an authorized deployment; users probably are not 
sophisticated enough (and may not be willing) to enable high-security features cor­
rectly. Even if they are appropriately secured, unauthorized devices may interfere 
with the operation of the existing network. 

Detection 
The first step in dealing with rogue devices is to find out that they exist. Some radio 
device somewhere must note the existence of an unauthorized device. In the initial 
years of 802.11 equipment, access points were expensive enough that carrying 
around a laptop- or handheld-based sniffer was an effective detection mechanism. As 
more people have become familiar with 802.11, detection needed to become a con­
tinuous, automated process. For cost and management reasons, detection is now 
integrated into most mainstream wireless LAN systems. Depending on the vendor's 
implementation, the detection component may be implemented through the use of a 
scanning feature that searches periodically for unauthorized devices or dedicated 
scanning devices. Scans for unauthorized devices may be passive scans that listen for 
traffic, Beacons, or Probe Responses, or they may be active scans that use 802.ll 
Probe Request frames to make unathorized networks reveal themselves. 

To be effective, detection must cover all the available 802.11 channels. Initial corpo­
rate deployments were largely based on 802.llb, and the radio interface chipsets 
were not capable of operating in the 802. 1 la frequency range or with 802. l la modu­
lation. Clever deployers of rogue access points have been known to purchase unau­
thorized 802.lla devices on the theory that the existing network is not capable of 
detecting them, and any network analysis tools used by network administrators may 
be 802.116-only as well. 

Detection capabilities may be built into wireless LAN infrastructure, or it may 
require standalone devices. There is usually a trade-off between the guality of service 
provided to users, the quality of detection information, and cost. Dedicated sensors 
provide the best detection, but also cost the most. Using radios that provide service 
to users to detect unauthorized devices is much cheaper, but may interrupt or dimin­
ish service provided to users. 

When a radio searches for unauthorized deployment, it will look for indicators of 
rogue devices. At the minimum, sensors must search for Beacon frames. All access 
points and ad hoc networks send Beacons. Some complete 802.11 systems may also 
observe client traffic and compare the list of clients seen in the radio domain with the 
clients associated to the infrastructure. Any clients that are present in the former list 
but not the latter are associated with unauthorized deployments. 
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Physical Location 
Once a rogue AP is detected, network administrators usually want to locate it, usu­
ally as a prelude to some sort of response. In many cases, it may be appropriate to 
simply note the existence of a rogue AP so that an administrator can visit the user 
and deactivate the device. If active countermeasures are required, it is often best to 
limit them to rogue devices within a specific area. There are several major types of 
location technologies in use: 

1. Closest AP radius calculations 

2. Triangulation 

3. RF fingerprinting 

4. Differential timing 

The easiest method of locating a rogue AP is to use the radius to the closest AP, as 
shown in Figure 22-2 (a). After searching the network for a MAC address, the net­
work system can determine a very rough location based on the location of the AP 
that detected the device. Radio signal propagation through free space follows a well­
known mathematical model. Based on the received signal strength at the detecting 
AP, the maximum radius can be calculated by finding out how far away a device 
operating at maximum transmission power would need to be so that the calculated 
received signal strength would match the measured value. In Figure 22-2 (a), the 
received signal strength at the AP can be used to detemine the free-space distance to 

the closest AP, but it does not offer any guidance as to which position on the circle 
the AP is at. 

a) 

} ----

' 19r-----i 

Figure 22-2. Radius to the closest AP 
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AP radius calculations suffer from a number of flaws. First of all, the free-space 
radius of a signal transmitted at maximum power is likely to be much larger than the 
actual radius. While a free-space propagation model may allow for a 100-foot 
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coverage radius, the resulting 30,000 square foot space is too large to be useful. To 
pinpoint the offending device better, some location tools will build a mathematical 
model of the radio environment, and take into account any building features along a 
particular path. In most office buildings, the effective coverage radius is often half the 
free-space value or less. By reducing the radius from a theoretical 100 feet in free 
space to an environment-specific value 50 feet or less, the target is reduced to a much 
smaller 8,000 square feet. 8,000 square feet, however, is still an area of 70-100 cubi­
cles, depending on their size and the office layout. In Figure 22-2 (b), there is a wall 
on the right-hand side of the diagram, which has the effect of reducing the coverage 
radius because the radio signals must penetrate the wall. The thickness of the arrow 
corresponds to signal strength at a given point. When the radio signal encounters the 
wall, the signal strength drops, which has the effect of reducing the coverage area. 
Correction of coverage radius for building features works best when there are a large 
number of them; it is not much of an improvement in typical cubicle-filled offices 
where the propagation distance is much farther. 

AP radius-based approaches can be further refined by using triangulation, as shown 
in Figure 22-3. Triangulation, when used with its original definition, measures the 
distance from three known points to determine a location. Many of the "triangula­
tion" techniques used in wireless LAN systems can work with more than three mea­
surement points. 

Overlapping coverage areas, overlapping radii, and in some cases, probabalistic sim­
ulations, are used to come up with likely locations for devices. In Figure 22-3 (a), the 
overlapping coverage areas of three APs are used to derive a guess at the location. As 
with the AP radius approach, some triangulation algorithms can be used in conjunc­
tion with knowledge of the building construction to further refine the location. In 
Figure 22-3 (6), the signal deadening effects of two walls are taken into account, 
which results in a much better prediction. 

a) b) 

L Figure 22-3. Triangulation 
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Location can be further refined by taking RF fingerprint measurements. After gen­
erating a set of predictions about how radio waves will interact with the building, 
the mathematical model is refined with data about how radio waves actually 
behave. To build a fingerprint database, devices are placed at known locations and 
then measured. Data on received signal strength and other signal characteristics is 
then stored as a "fingerprint" for that location. Fingerprints include all the signal 
propagation characteristics that are hard to calculate, such as reflection off of walls 
and multi-path interference. When unknown devices are being located, their sig­
nal characteristics can be compared to rhe fingerprint database to refine the loca­
tion prediction. Improving the quality of location predictions depends on the 
number of fingerprint locations collected as part of the extended site survey. 
Although fingerprinting can improve location information, it may require the col­
lection of a great deal of additional data to build a large enough fingerprint data­
base for the desired accuracy. 

A final method of location is based on the relative time of received signals. Signal 
strength depends on a variety of factors, including building construction. Radio 
waves, however, always travel at the speed of light. Triangulation can be performed 
based on the relative arrival. time of transmissions at measurement locations. 
Although this technique has the potential to be quite accurate, radio waves are 
extremely fast, and incredibly precise timing synchronization is required. In 
Figure 22-4, two APs are measuring the arrival of a transmission from a source. After 
some amount of time, the signal reaches the first AP. The location system must mea­
sure the difference in time between the arrival of the signal at the first measurement 
device and the second measurement device with extremely high precision. Radio 
waves travel at approximately one foot per nanosecond, which requires that the loca­
tion devices be able to discern very small time differences between distributed 
devices. Although theoretically feasible, the differential time arrival approach typi­
cally requires the use of highly specialized devices with timing equipment that is far 
more accurate than is found in typical access points. 

Source 
' 

~~ ----- _________ /0 0 
Figure 22-4. Differential timing analysis 
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Disabling Rogue APs 
Many products offer the ability to automatically shut off unauthorized networks, a fea­
ture that is often referred to as containment or suppression. The technical details vary, 
but some combination of protocol tricks is used to prevent or disrupt connections to 

rogue APs. Generally speaking, the tricks either prevent associations to rogue APs or 
disrupt established connections. Many of the tricks depend on the lack of authentica­
tion on control frames, which allows infrastructure devices to impersonate rogue APs. 
It remains to be seen how effective countermeasures will be when the 802.11 protocols 
authenticate important network control information. Figure 22-5 illustrates the two 
major techniques for launching denial-of-service attacks on rogue netwmks. 

a) 

Bearnns 
-----

Probe res110nses 

b) 

cJ 

Spoofed beacons/ 
probe responses 

'CJJ-1 
~ 

r-································.1 I I ma::~ent I: ( AP 

I Network I -. Block •xP from ne.tworf< i ....... ' -Sr 
MAC: X 

·································· 

Figure 22-5. Rogue suppression techniques 

To disrupt the association process, some devices send spoofed Beacon or Probe 
Response frames, as shown in Figure 22-5 (a). Without authentication of Beacon or 
Probe Response frames, an access point can easily impersonate the rogue. The 
spoofed frames may contain information that contradicts the corresponding frames 
transmitted by the rogue to confuse client devices. Some clients will be unable to 
associate to a network that appears to be announcing it is both encrypted (in Beacon 
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frames with the Protected Frame bit set) and not encrypted (with the Protected 
Frame bit clear). Spoofed Probe Response frames may have the same effect. Some 
wireless LAN systems may also attempt to capture client association requests by 
trapping devices associating with rogue clients on to a captive network to prevent 
damage. To handle stations that are already associated with a rogue AP, Dissasocia­
tion and Deauthentication messages can be used, as shown in Figure 22-5 (b). These 
messages are not signed, which will allow the network infrastructure to kick clients 
off of rogue networks. 

Using messages that are transmitted in response to client communications is not 
foolproof. Due to multipath coverage, and the placement of infrastructure devices in 
relation to the clients, it is not always be possible to see all communications initiated 
on behalf of rogue-attached clients. Some devices will simultaneously send spoofed 
Deauthentication messages from the client addresses to access points to force access 
points to drop the connections of rogue associated clients. Some wireless LAN man­
agement systems may offer capabilities that can further limit the damage from rogue 
APs. If clients associated to rogue APs can be identified, a wireless LAN manage­
ment system could, in theory, take action on the network backbone to lock out the 
clients from network services on the backbone, as in Figure 22-5 (c). 

One of the interesting paradoxes of rogue suppression is that 802.11 networks often 
spring up in response to the self-determined need of users to have mobile network 
connectivity. To ensure that supression devices have appropriate coverage scope to 
disable rogue networks, there must be a fair number of them. In fact, the number of 
802.11 access points required for decent rogue suppression is often quite similar, if 
not identical, to the number of APs required to provide decent coverage. Providing 
the desired level of supression capabilities often requires deploying enough access 
points co run a reasonable network for the users. 

One of the reasons that some access points are becoming 802.lX supplicants is so 
that they must authenticate to the network themselves before providing service. 
Rather than wait for rogue APs to pop up, an 802.lX-enabled wired network simply 
rejects them before they become a problem. 

And now, a word from your lawyers 

Interfering with a wireless network through rogue containment may be treated as 
network tampering or "hacking" under computer crime statutes. (Please consult an 
attorney who is familiar with all the laws that may apply in your location, especially 
since I am not a lawyer.) Equipment that is acting to stop rogue devices by spoofing 
their identity is designed to interfere with the operation of that wireless network. If 
the network belongs to a neighbor, or coffee shop across the street, your action may 
be illegal or subject to a civil action. 
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To avoid creating more work for lawyers, it is an excellent idea to ensure that a rogue 
AP is in fact connected to the network that you are attempting to protect before 
launching your counterattack. If the rogue AP is the property of the coffee shop 
across the street, for example, the owners will almost certainly have a very strong 
opinion about having their network shut down. A wireless network set up in a large 
building with many offices may also have several neighboring networks which 
should be protected from countermeasures. (Enabling unrestricted countermeasures 
if you rent an office next to a law firm is probably particularly dumb, especially if the 
law firm is computer savvy.) 

Recent FCC regulatory actions prevent property owners from asserting any owner­
ship over the electromagnetic spectrum. Therefore, it is unwise to apply rogue coun­
termeasures to your tenants or neighbors. 
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CHAPTER23 

Site Planning and Project 
Management 

Wireless LAN deployment is a significant undertaking partly because there is not a 
great deal of structure to the process, especially when contrasted with a wired LAN 
deployment. Building an Ethernet network is straightforward these days. Everybody 
gets a switched Fast Ethernet (or faster) port, and there is a core switching location 
that is built on even faster, and possibly aggregated, links. For wiring, there are a 
number of cabling firms that spend a great deal of time pulling the wire for net­
works, and enough time has passed so that there is general agreement on the princi­
ples by which wiring should be structured. 

In comparison, radio networks are the Wild West. Service quality from the network 
to the end user depends on where the user is in relation to the closest network ele­
ment, and degrades with distance. Network capacity may be based on the sizes of 
coverage areas, and the physical layout of the building. Every building has its own 
personality with respect to radio transmissions, and unexpected interference can pop 
up nearly everyvvhere because of microwave ovens, electrical conduits, or severe mul­
tipath interference. To make matters worse, the quality of the network medium 
depends not only on what you do for your wireless LAN, but also what your users 
do, and even what your neighbors do. 

When wireless LAN deployment is considered, you start with the obvious questions: 
"How many access points do I need, and where do I put them?" To answer those 
questions, you need to conduct a site survey. Site surveys often are done at the begin­
ning of a wireless LAN project, and are usually a significant part of the project plan 
for the network. This chapter discusses the intertwined nature of the site survey and 
the project itself, again from a technical perspective. What do you need to do at the 
planning stage to make a deployment successful? Planning where to put access 
points is a part of the wireless LAN roll-out itself, so this chapter helps develop your 
deployment plan, including developing the physical layout plans. 

The process of planning a wireless LAN breaks up into several natural stages. Gath­
ering requirements need not be a long drawn-out process involving the production of 
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many lengthy documents; at the end of the planning process, you should be familiar 
with the coverage and capacity requirements of the network. Refining requirements 
and translating them into a physical design consistent with the requirements may 
take a great deal of time and effort at the site. 

Project Planning and Requirements 
Start planning the wireless LAN as soon as it is clear that you want one. Wireless 
LANs are still an evolving technology, and the sooner the networking staff is 
involved, the better it will be. If the wireless LAN is intended for a new building, it 
would help to involve the network staff as soon as there is a sketch of the basic archi­
tecture of the building, especially if there are significant restrictions on the place­
ment of access points. One institution I worked with had a series of tight aesthetic 
requirements for APs, which forced them to be next to heavy steel structural compo­
nents, and kept behind paneling. If the network team had been involved earlier, 
more suitable provision might have been made for AP placement, with a consequent 
reduction in the amount of money required for the network. 

Planning a wired LAN is relatively straightforward at this point. Depending on the 
size, it may require a fair degree of skill, but fundamentally, the process is well 
understood. Cable-based network media behave in predictable ways, and the capac­
ity of fixed networks can be upgraded in a straightforward fashion. Wireless LAN 
technology lacks this level of maturity, which makes the planning process much 
more important. 

Wireless LAN project plans are often referred to as site surveys. Site visits are only 
one component of installing a wireless LAN, and successful wireless LAN installa­
tions often require several visits, each for different purposes. Wireless LANs being 
designed into a building from the beginning will probably require several visits 
throughout the construction project. As always, begin planning before "breaking 
cable" on the network expansion. 

Site survey work is the heart of installing a wireless LAN. To successfully run a site 
survey, though, preparation is very important. Before "breaking cable" on a network 
expansion, gather technical requirements and information to find out which expecta­
tions are important. Use the following checklist to flesh out the network require­
ments; each point is detailed further in a subsequent section: 

Throughput considerations 
How much throughput is required? This is partly dependent on the type of device 
that will be used on the wireless LAN, although if it is a PC-like device with the 
ability to display large and complex graphics, you will want your wireless LAN to 
be as fast as possible. In most cases, this will lead to choosing 802.1 la- or 802.1 lg­
based networks to use the 54-Mbps physical layer. 
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Coverage area 
Where should coverage be provided? Everywhere? Some areas are much harder 
to cover than others. Elevator shafts are usually part of a central building core, 
and very difficult to cover. Providing coverage within elevator cars themselves is 
not out of the question, but probably not feasible for most users. 

User density 
ln addition to where the users are located, you will need to pay attention co the 
number of them. Users may gather more closely in public spots, such as confer­
ence rooms, lobbies, and the cafeteria. 

Mobility 
The days in which wireless LANs were a cool new technology populated by 
power users is long gone. A few years ago, it may have been acceptable during a 
transition phase to have the network merely facilitate automatic reconfigura­
tion. As wireless LANs become more mature, however, architects must design 
networks that reflect the ideal of continuous connectivity throughout the cover­
age area. 

User population 
How many people will use the wireless network, and what quality of service do 
they expect? As always, be sure to allow for growth! 

Physical considerations 
Will new network cabling be needed to supply the wireless LAN backbone, or 
can you make do with existing cabling? How will the new access points be pow­
ered? Can the access points and antennas be installed in the open or must they 
be hidden? 

Aesthetic considerations 
To what extent must the wireless LAN hide from public view? Is it acceptable to 

see the access points, or do they need to be hidden? 

Logical network architecture 
In most cases, the logical architecture needs to support an IP address block 
across the entire area of contiguous coverage. Different users may be presented 
different IP addresses in some of the logical network architectures from 
Chapter 21. With the recent development of the technology, it is no longer nec­
essary to tailor mobility areas based on IP addressing architecture. 

Application characteristics 
Are any applications sensitive to high or variable delays? Do any applications 
provide time-critical data? 

Security requirements 
Before deployment, you will want to design a network that can address many of 
the security concerns discussed throughout this book, as well as provide a robust 
environment that supplies some defense against the possibility of future attacks. 
Security issues and architecture were discussed in the previous two chapters. 
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Site environmental considerations 
A number of factors can affect radio propagation and signal quality. Building 
materials, construction, and floor plan all affect how well radio waves can move 
throughout the building. Interference is a fact of life, but it is more pronounced 
in some buildings than in others. Temperature and humidity have minor effects. 
Early site visits can assist in anticipating several factors, and a detailed site sur­
vey can spot any real problems before installation begins in earnest. 

Project management 
As with many other projects, drawing up a schedule and budget is a necessary 
component. This chapter does not provide any guidance on nontechnical fac­
tors because they are often organization-specific. 

Network Requirements 
Like any other network technology, before deploying a wireless LAN, you must answer 
three questions: "where?", "how fast?", and "what can I spend?" Typically, the cost is 
specified independently through a budget process, and what the architect is trying to 
do is achieve the best possible LAN service within that constraint. The where in build­
ing an 802.11 network is the set of locations where radio service will be provided. It is 
usually desirable to have coverage everywhere, but many projects start as scaled-down 
deployments for conference rooms and public spaces only to hold down cost. The how 
fast refers to the capacity of the radio network. Wireless LAN client speeds depend on 
distance from the access point and the number and type of obstacles between the 
access point and the client. Building a high-throughput requires attention to detail to 

minimize the average distance of a client from its nearest AP. In some physical 
spaces, the environment can obstruct radio waves to such a degree that a large num­
ber of APs are required simply to achieve coverage. 

Network architects need to optimize between the trio of variables to get the right net­
work. In some environments, the physical design of the building prevents radio prop­
agation, so the network will need co have a smaller footprint and less capacity. Or 
perhaps the cost is limited and the objective will be to design as large a network that 
meets some minimum capacity specification. In rare cases, the network may even be 
designed around total coverage at high capacity, and cost is allowed to be very high. 
Optimizing between the three design factors is a continuous process that must occur 
on a regular basis. As a wireless network grows in popularity, the network will have 
to grow with it. Initial limited-area deployments will probably need to give way to 
wall-to-wall coverage. Networks designed for coverage only and based purely on a 
sparse AP layout to keep costs low may need to move to a higher-capacity deploy­
ment to accommodate additional demands for capacity to serve users, or an 
increased number of users. Finding the balance between the troika of demands is the 
art of building a wireless network. Fortunately, there are a number of tools available 
to help make decisions between trade-offs. 
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Coverage Requirements 
All networks cover some area. Wired networks get coverage through network ports 
placed throughout the facility. To get network coverage, you pull wire and drop in 
ports. Wireless networks approach coverage planning in a different way because the 
physical network medium spreads out through space and can penetrate walls. Get­
ting a handle on how radio waves propagate through your space is key to under­
standing how to cover a network. 

The first question to answer is where coverage will be provided. Are you blanketing 
the whole building or campus, or just putting wireless in select areas? It is often com­
mon to start with a pilot deployment that covers a small area while getting familiar 
with the technology. In many cases, the pilot deployment will cover the IT work­
space, though it is also quite common to provide coverage for public areas such as 
lobbies or conference rooms. 

"Ubiquitous" is a popular word for those who are specifying wireless LAN coverage 
requirements; although it can be a horrific word for those who have to fulfill them. 
Does that mean that every square inch of the building must be covered? ls it really 
necessary to have high-quality coverage in, say, the restroom? For public buildings, 
should escape routes be covered? 

The number of access points required to cover an indoor area may depend on sev­
eral factors. First, there is the matter of building construction. More walls mean 
more material blocking radio waves, and hence more access points will be required. 
Different types of material also affect RF in different ways. For a given material, 
thicker walls cause greater signal loss. Signal power is diminished, or attenuated, 
most by metal, so elevator shafts and air ducts cause significant disruption of com­
munications. Tinted or coated windows frequently cause severe disruption of radio 
signals. Some buildings may have metal-coated ceilings or significant amounts of 
metal in the floor. Wood and most glass panes have only small effects, although 
bulletproof glass can be quite bad.' Brick and concrete have effects somewhere 
between metal and untreated plain glass. 

The second major factor is the desired speed. Simply providing some wireless LAN 
access throughout an area is different from requiring a certain data rate. 802.lla has 
speeds that go from 6 Mbps to 54 Mbps, and the coverage provided at the slower 
speed will be much larger. Building a network that supports the 54 Mbps data rate 
everywhere will require many, many more access points than a network that simply 
provides some 802.11 access everywhere. Figure 23-1 is an attempt to show how the 
distance/data rate trade-off compares for the three major 802.11 physical layers. 
Higher data rates do not travel as far. 

• Bulletproof glass is far more common than one might otherwise assume. 
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Figure 23-1 is based on theoretical calculations of free-space loss. It shows the relative 
distance at which different speeds are available for 802.lla, 802.116, and 802.llg. For 
the calculation, I have assumed a typical transmission power (20 dBm or 100 mW 
for 802.llb/g, and 11 dBm for 802.lla) and then calculated the distance at which 
the power would drop to the radio sensitivity for each speed. For typical sensitivity, I 
used the detailed specifications that Cisco makes available for their a/big card. Range 
is shown relative to the minimum range, which is the top operational rate of 54 
Mbps for 802. lla. 
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Figure 23-1. Relative range comparison of free space loss 

To meet a performance target, it may be necessary to have a lot of of overlap between 
adjacent APs. If the goal is to have high-speed coverage throughout an area at, say, 
36 Mbps, the range of transmissions at lower speeds will significantly overlap. Plan­
ning for some overlap to ensure handoff while minimizing the amount necessary to 
preserve optimum performance is a delicate trade-off in the design of a wireless LAN. 

A final factor to consider when designing coverage is the objective of your network. 
A radio will have a certain coverage area, but the area covered by its transmissions 
and the area covered by its reception may be different. In general, the latter is a much 
larger area, especially if you are not using the maximum transmission power the AP 
is capable of. One of the advantages of deploying a dense network with relatively low 
power is that there is a great deal of overlap in the reception areas. Any unautho­
rized APs that are deployed by the user community will be detected by several of the 
APs in your network, which will enable more precise location. 
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Outdoor coverage is subject to a different set of trade-offs and engineering require­
ments than indoor coverage, and is generally only a concern in mild climates where 
users are likely to be working outside on a regular basis.• Certain types of applications 
are also suited to combined indoor/outdoor coverage; for example, airports may wish 
to provide outdoor access to the airlines at the curb for skycap equipment. Placing 
equipment outdoors is often a challenge, in large part because it must be weather­
proofed, and there are a number of environmental and safety rules to comply with. 
Any outdoor equipment should be sturdy enough to work there, which is largely a 
matter of waterproofing and weather resistance. One solution is to install access 
points inside and run antennas to outdoor locations, but external antenna cables that 
are long enough are not always available, and in any case, the cable loss is often 
severe. Many vendors will have weatherproof enclosures on their price list, especially 
if they have sold equipment to a large combined indoor/outdoor installation. 

Weatherproof enclosures may be subject to some additional safety requirements. 
International Electrotechnical Commission (IEC) Standard 60529 has test proce­
dures to rate enclosures on protection against water and debris. In the United States, 
enclosures may also be subject to the National Electric Manufacturer's Association 
(NE.MA) Standard 250. 

Coverage and physical installation restrictions 

Part of the end-user requirement is a desired coverage area, and possibly some physi­
cal restrictions to go along with it. Physical restrictions, such as a lack of available 
electrical power and network C(?nnections, can be mundane. Some institutions may 
also require that access points and antennas are hidden; this may be done to main­
tain the physical security of the network infrastructure, or it may be simply to pre­
serve the aesthetic appeal of the building. 

It is often desirable to mount access points as high as possible. Just like scouts who 
try to seize the high ground for a battlefield, APs work best when they are above the 
typical obstructions that live on the floor. By mounting them above cubicles and 
other objects, it is often possible to make their signals go farther more reliably. Some 
access points have mounting kits that enable them to attach to walls, or even the sus­
pension bars for the dropped ceiling tile. Other vendors will recommend installing 
the AP above the ceiling tiles and using an unobtrusive external antenna through the 
ceiling tile. Ceiling tile vendors are even getting into the market by producing ceiling 
tile panels with integrated antennas. t 

Many commercial buildings use "dropped" ceilings, where the ceiling tile is sus­
pended from the actual ceiling. Network wiring and electrical cables are placed above 

• This chapter does not discuss the use of point-to-point 802.1 l links; obviously, they are outdoor links that 
may be used year-round in any climate. 

t See, for example, the Armstrong i-ceilings tile at http://www.annstrong.comlcommceilingsna/article7399.html. 
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the ceiling tile, along with air ducts. In some buildings, the area between the ceiling 
and the ceiling tiles may be used as part of the building's air-handling system. Safety 
standards dictate that if objects are placed in the air-handling spaces (plenums), they 
must not endanger the building's occupants. In case of fire, one of the biggest dan­
gers to people inside the building is that thick black smoke may obscure vision and 
otherwise obstruct attempts ro escape. If an object in the air system were to start giv­
ing off smoke, the smoke would be circulated throughout the building. To protect 
people inside buildings, therefore, there are specific safety standards on how fire-retar­
dant equipment placed in plenums must be. If you wish to mount wireless LAN 
equipment above the ceiling, ensure that the components placed above the ceiling are 
plenum-rated. ln addition to the APs, this would include any support equipment 
mounted up above the ceiling as well. Power injectors are often not plenum-rated 
because they can usually be located safely in wiring closets. Any cables used above the 
ceiling tile almost certainly need to be plenum-rated. Plenum safety standards are 
developed by Underwriters Laboratories and published as UL standard 2043. UL also 
tests products for conformance to the standard and certifies those that pass. 

Performance Requirements 
Coverage is not the end of the story in wireless LAN design. When operating under 
network load, access points act like hubs. For a given coverage area, there is a fixed 
amount of radio capacity. An 802.llb access point can move about 6 Mbps of user 
data to the edge of its coverage range. The physical medium in 802.11 networks is 
inherently shared. A lone user connected co an access point will be able to obtain 
speeds of about 6 Mbps because there will be no congestion window backoff. As 
more users are added to the network, the same 6 Mbps must be divided among the 
users, and the protocol must work to fairly (or unfairly, as users are sure to contend) 
allocate transmission capacity between stations. 

For a network built to serve users, coverage and quality are an inherent trade-off. It is 
possible to use fewer access points by attaching high-gain external antennas, but the 
capacity is shared over larger areas. There is nothing inherently wrong with large cover­
age areas, especially if the user density is not high. Some deployments may use a single 
access point with an external antenna to create a huge coverage area because the 
demand for network capacity is not very high at all. Many K-12 schools with only a 
few users fall into this category, which is represented by the left-hand side "coverage" 
picture in Figure 23-2. On the other hand, a network with lots of users may wish to use 
many small coverage areas. Network engineers will sometimes borrow a term from cel­
lular telephony and refer to such a network as having "microcells." With smaller areas, 
any given access point is likely (although not guaranteed) to have fewer users than the 
large-coverage-area case. In Figure 23-2, the right-hand side picture has divided the 
same area into three separate subareas. As a result, each AP handles a smaller number 
of stations and the per-station throughput is likely co be better. 
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Figure 23-2. Coverage/quality trade-off 

One metric that might be useful in evaluating your needs is total area throughput (or, 
its close relative, throughput per unit of area). Both networks in Figure 23-2 cover 
the same area. However, with three access points, the network on the right provides 
three times as much throughput. Not all networks need high total area throughput, 
at least initially. When the wireless LAN proves popular, and the 5 users shown in 
Figure 23-2 become 10, 15, or even 50 users, the total area throughput may need to 
be further increased. 

How much capacity should be reserved for each user? One answer is to undertake a 
detailed study of network applications and performance requirements, and to design 
the network appropriately. In the real world, however, most networks seem to oper­
ate on a Schrodinger's Cat sort of principle: as long as packers are moving, the net­
work is working; if we were to inquire too deeply about its operation, it might cease 
to function. Generally speaking, most wireless network projects are started with only 
the vaguest idea of required application support, other than perhaps that "it should 
feel something like a wired connection." In the absence of any countervailing data, I 
advise to plan for at least 1 Mbps for each user. 802.1 la and 802.1 lg networks allow 
planning for higher rates per user, especially if you make aggressive assumptions 
about the burstiness of traffic. 

Exploring the coverage/quality trade-off and total area throughput 

Under load, an access point will act like a hub, sharing capacity between users 
throughout its coverage area. Networks built using large AP coverage areas are gener­
ally cheaper to build because they use fewer access points, but they may have poor 
service quality due to lower aggregate capacity. When each AP is responsible for pro­
viding connectivity in a large area, there is also a higher likelihood that stations far 
the edge of the network will communicate using slower speeds. 
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One way of measuring the quality of coverage is to consider the total aggregate 
throughput available to the service area, which is in many ways a reflection of the 
density of the access points. All other things equal, more access points mean that 
there is more radio capacity. Figure 23-3 shows three networks. On the left, there is a 
network with one access point. It is capable of offering up to, say, 30 Mbps of user 
payload data to clients in the service area. In the middle, there is a network built with 
three access points, operating on lower power. By separating the coverage area into 
independent radio cells, more throughput is available. Roughly speaking, there will 
be 90 Mbps available to serve clients. Finally, in the network on the right, there is a 
single access point with a sectorized antenna, which acts like three combined direc­
tional antennas. In some implementations, each sector is assigned its own channel, 
which also reduces the number of collisions between stations attempting to trans­
mit. Done in the most sophisticated manner, each channel on the sectorized antenna 
will act like an independent access point, and the aggregate throughput available to 
clients will be 90 Mbps. Throughput quality may also be measured in terms of mega­
bits available per square foot of service area, which is consistent with the total 
throughput available to the service area. 

Single AP Multiple AP Sectorized AP 

Sector 1 Sector 2 

t~ 

Figure 23-3. Total aggregate service area throughput illustration 

In the Ethernet world, Ethernet switches increase network throughput by reducing 
the contention for the medium. Any approach to increasing the capacity of a wire­
less network takes the same qualitative approach. By shrinking the coverage area 
associated with any given access point, more access points can be deployed in a sin­
gle service area. Although there is a great deal of hype about so-called "Wi-Fi 
switches," they all share a relatively simple design principle. Network management is 
harder when there are more elements in the network, so use aggregation devices to 
concentrate the complexity in a few spots where it can be dealt with, rather than 
scattered across the network. 
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[fil Coverage area and coverage quality are an inherent trade-off in wire­
less LANs. Increasing the quality requires decreasing the coverage of .. 

~,' each access point . 

Client limitations 

One of the major challenges for the industry is that a great deal of 802.11 operations 
are in control of the client machine and its software, and this may lead co path 
dependencies and hysteresis in the behavior of clients. 

Nearly all of the "interesting" protocol operations that support mobility are in the 
hands of clients. Client software decides when to roam, how to scan for a new access 
point, and where to attach. Different machines on the same nenvork may behave dif­
ferently because 802.11 does not specify an algorithm for deciding when to roam or 
how to select access points. With so much of the protocol usage up to client imple­
mentation, yet unspecified by any standard, the behavior of clients is often a mystery. 
AI; a demonstration, get three laptop computers, add 802.11 interfaces, and roll them 
around your network on a cart. The three computers 'Will move between access points 
at different times, and generally exhibit different behavior. Future standards, especially 
the forthcoming 802.1 lk, should help improve the quality of roaming decisions. 

Take, for example, the case of a client deciding where to associate with the network. 
In most cases, clients will do a relatively intelligent scan when they are first acti­
vated, and choose the access point with the strongest signal. For many cards, intelli­
gence ends there. They will continue to hang on to that first access point for dear life, 
even to the exclusion of much better access points that are nearby. Losing the signal 
is the only thing that forces many cards to roam. This behavior is often called the bug 
light problem because the client resembles a moth entranced by a flame, unable to 
move away. Bug light clients are particularly bad for throughput. AB they stray far 
from their point of initial connection, they drop to slower speeds to stay connected. 

Not only does this sap the far-ranging client of speed, but it also dramatically reduces 
the throughput available to other clients on the same access point. A maximum-size 
network payload of 1,500 bytes encapsulated in an OFDM PHY (802.lla or 802.llg) 
requires a much greater transmission time at slower speeds. To illustrate the extremes, 
the maximum size frame at 54 Mbps requires 57 data symbols and 248 microseconds 
to transmit. At 6 Mbps, however, it requires 512 data symbols for a total time of 2,068 
microseconds, or slightly more than 8 times longer. The slower transmission rate robs 
other clients of the ability to transmit for 1,800 microseconds. 

Leaving so much of the overall protocol operation in the hands of the client limits 
the ability of the network infrastructure to do the "best" thing under some circum­
stances. Cellular networks, for example, have the ability to direct a mobile telephone 
to a tower with more capacity. Wireless LAN protocols do not yet have that ability. 

528 I Chapter 23; Site Planning and Project Management 

AXW-2015-551



-
~ 

~ 

-
-
--
..... 

-
I-. 

l-

i..J 

..._ 

,.,_ 

Many vendors of wireless LAN systems have implemented "AP load balancing" capa­
bilities that claim to give network administrators the ability to co-locate two access 
points in close proximity to increase overall network capacity in that location. A 

common approach is to monitor either the number of associations on each access 
point, or the amount of transit traffic through each access point, and carefully disas­
sociate active clients on a loaded access point to encourage them to move to an 
unloaded AP. Without any client cooperation, it is difficult to achieve the optimal 
balancing because most clients will tend co go right back to the AP they were ini­
tially associated with. 

.... 
[fil Roaming is always and everywhere a client-driven phenomenon. With 

the decision in the hands of client software, there is only so much that 
~• network equipment can do to improve the user experience. 

Realistic throughput expectations 

As more users are added ta a wireless LAN, the network's capacity is divided 
between more users and throughput suffers. For networks using the distributed coor­
dination function (DCF), a practical rule of thumb is to expect 50-60% of the nomi­
nal bit rate in order to take into account the overhead from elements such as 
interframe spacing, the preamble and framing headers. Network protocols add addi­
tional overhead for network-layer framing and retransmission. An additional prob­
lem that most network protocols will impose is that reliable delivery assumes that 
there will be a transport-layer acknowledgment of transmissions. Every TCP seg­
ment must be acknowledged (though not necessarily individually), and the TCP 
acknowledgments may collide with additional segments in transmission: Table 23-1 
shows a rough rule of thumb for the network capacity of an access point. 

Table 23-1. Rule of thumb capacity for different 802.1 J technologies 

Technology 

802.11 direct sequence 

802.llb 

802.1 lg, with protection 

802.llg, no protection 

802.1 la 

Approximate capacity __ _ 

1.3-1.5 Mbps 

6Mbps 

15 Mbps 

30 Mbps, although this will be rare 

30 Mbps 

Quality of service technologies are presently being designed to squeeze more net­
work capacity, bur they are not widely deployed. If the history of QoS is any guide, 
there will be a great deal of talk, followed by standards that very few people use. 

• One estimate I have heard is that you ,hould expect about 10% of frames to be retransmitted if TCP/IP is 
used as the network and transport protocol combinatioa . 
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Faster to the Future: 802.11 n and beyond 
Where do you go past 54 Mbps? Once the standards for 802.lla and 802.llg were fin­
ished, and products started appearing on the market, the question of the next leap 
started to arise. 

In 2003, the IEEE 802.11 working group formed a high-throughput study group to 
study ways to increase the speeds of wireless LANs still farther. Task Group N (TGn) 
is working on a specification that will offer a net throughput, after subtracting protocol 
overhead, in excess of 100 Mbps. The task group's goal is to beat 100 Mbps, and it 
looks likely that the goal will get blown out of the water. There are two competing pro­
posals in the task group right now; both are described in Chapter 15. Both use multi­
ple-input/multiple-output (MIMO) to achieve higher rates. Roughly speaking, one 
proposal works to dramatically increase the peak data rate as much as possible, while 
the other keeps the peak rate relatively low and focuses on increasing the efficiency of 
the radio link. 

Number of users per access point 

When you are planning a network, you must also ask how many users can be 
attached to an access point. 802.11 limits the number of associated stations to 2,016, 
which is for all practical purposes an infinite limit. Practical considerations dictate 
that you limit the number of users per AP to something much, much smaller. 

6 Mbps is a reasonable assumption for the user payload throughput of 802.llb. To 
engineer a network speed of 1 Mbps for each user, it would at first appear that only 
six users could be supported on an 802.llb access point. However, network traffic is 
bursty, so there is a natural oversubscription that can be built into any assumptions 
about traffic patterns. Engineering 1 Mbps for each user can be done by assuming 
that there are some times when users will be idle. I have generally found that a ratio 
in the neighborhood of 3:1 to 5:1 will be reasonable. Given that ratio, an 802.llb 
access point can support approximately 20 to 30 users. 

However, the number of users per access point does not get much better if you go to 
802.lla or 802.llg. Speed depends on distance in 802.11. As stations get farther 
from an AP, they will fall back to more robust but slower encoding methods for 
transmission. The higher speeds of 802.lla and 802.llg are available only relatively 
close to the AP, so the 20-30 user per AP number remains reasonable. 

If you are using applications that are highly sensitive to network characteristics-for 
example, voice traffic (VoIP)-the number of stations per access point may be even 
lower. Wireless networks do not yet have sophisticated quality of service prioritiza­
tion, and must rely on the medium itself to arbitrate access between stations. Voice 
traffic and data traffic are at odds with each other. Data throughput is highest when 
the medium is saturated and the AP transmit queue is pumping out data as fast as 
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possible. Voice frames need to be delivered on time, and queues need to remain rela­
tively free to accept high-priority frames for immediate delivery. Voice traffic, 
whether run directly on the 802.11 link layer or over IP, is highly sensitive to delay 
and jitter. To avoid unnecessary delay in frame delivery, you may need to restrict the 
number of voice handsets even further, down to 8-10 handsets per AP, until the 
arrival of better QoS technology . 

Mobility Requirements 
The days in which wireless LANs were a cool new technology populated by power 
users is long gone. A few years ago, it may have been acceptable to have the network 
merely facilitate automatic reconfiguration as users moved from one location to 
another. As wireless LANs have become more mature, however, users have come to 
expect networks that reflect the ideal of continuous connectivity, regardless of physi­
cal location or the convenience of local attachment points. 

Continuous coverage and seamless roaming should be the norm throughout a cam­
pus environment. Users may move throughout a campus in unpredictable ways, 
while expecting that the network will just run and support their connection. Gener­
ally speaking, users expect that any journey not involving motorized transport 
should be supported by the wireless LAN. In designing coverage for an entire cam­
pus, you may need to engineer the network so that users can cross router boundaries 
while retaining their addresses, typically through some form of tunneling. Different 
wireless LAN architectures will accomplish the tunneling in different ways. For a 
detailed discussion, see Chapter 21. 

Network Integration Requirements 
There are two components to network planning. The first, physical integration is 
largely legwork. In addition to the building map, it helps to obtain a physical net­
work map, if one exists. It is much easier to install wireless LAN hardware when no 
expensive and time-consuming wiring needs to be done. Knowing the location and 
contents of all the wiring closets is an important first step. The second step, logical 
integration, consists of hooking your wireless LAN up to the existing network. 

Physical integration 

Physical integration consists of getting the atoms in the right places. APs need to be 
mounted according to your plan, and cabled appropriately. Connecting new devices 
to the network probably requires new cabling if you are concerned with aesthetic 
appearance. If not, you can run patch cords from existing jacks to the AP locations. 
Depending on the product and architecture you choose, the cable may be attached to 
an AP controller, a special wireless VLAN, or the network that exists in the closet. 
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In addition to supplying connectivity, you must power up the APs. It is possible, 
though unlikely, that you will power APs directly at service locations. Many enterprise­
grade APs are designed to draw power from the Ethernet cable primarily, and may not 
even offer the option of an external power supply. (Some APs that offer the option of 
an external power supply draw 48 volt power from their power cords, which indicates 
that the power circuitry was designed to operate at PoE voltages.) Your switch vendor 
may offer power over Ethernet, but you need to check and be sure it is compatible. The 
surest guarantee of power compatibility is compliance with 802.3af, but you may have 
prestandard products that are vendor-proprietary. If you need to add power to the wir­
ing closet, you can purchase third-party power injectors. 

Logical integration 

Before attempting the logical integration of your wireless LAN, you must first select 
its architecture (see Chapter 21). Different architectures will have different integra­
tion requirements. Generally speaking, though, you will need to connect at least one 
network to the wireless LAN. Dynamic network assignment based on AAA may 
require connecting more than one network. For the most part, these networks will be 
IP networks. However, in some cases, there may be legacy networking protocols that 
also need support over the wireless LAN. 

The second component of network planning is thinking about changes to the logical 
network. How will mobile stations be addressed? If all wireless stations will use a sin­
gle IP subnet, you need to allocate IP address space and ensure it is correctly routed to 
the wireless subnet. As you allocate new address space, ensure that you leave sufficient 
extra space for all the access points as well as any support devices. Do not succumb to 
the temptation to use address translation. Although many applications work through 
NAT, it is a potential disruption to future applications that are not NAT-aware. It may 
also break applications that were written before NAT was commonplace. 

As part of the network expansion, you will need to add access points. They will 
probably need IP addresses. If these addresses are being assigned through DHCP, 
you will probably want to configure your DHCP server to give each access point an 
assigned address rather than randomly fishing from an address pool. If the access 
points connect through an IP tunnel back to a centralized controller, you may need 
to configure filtering rules to allow the communication through, as well as configur­
ing the tunnel on both the AP and centralized device. 

Physical Layer Selection and Design 
Selection of the 802.11 physical layer is typically driven by user requirements rather 
than the physical design. In most cases, it is also driven by the need to build the fast­
est network possible, at least when next to an access point. Choosing a physical layer 
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is a matter of engineering. None of them are inherently superior to the others. In 
choosing a physical layer, you are trading off many different factors. In a nutshell, 
the 2.4 GHz ISM band is less affected by obstacles, so 802.llb/g signals will travel 
farther. However, backwards compatibility can limit throughput, and it difficult to 

lay out a network with only three channels. Furthermore, many devices use the 2.4 
GHz ISM band, and it is likely that there will be some sort of interference from a 
Bluetooth device, 2.4 GHz cordless phone, XlO video camera, or some similar wid­
get. If not, the use of only three channels will he hmit throughput as the channels 
overlap with each other. 802.lla is ideally suited for high-density, high-capacity net­
works because it does not have backwards compatibility limitations and the radio 
spectrum is much larger. Table 23-2 shows a comparison between 2.4 GHz and 5 
GHz 802.ll networks. 

Table 23-2. Quick reference comparison between 2.4 GHz and 5 GHz 802.11 networks 

802. 1 lb/g (2.4 GHz) 802.11a (5 GHz) 
Performance (throughput) per AP Low for 802.11b;802. l 1 g may vary from Highest throughput per channel 

medium to high 

Potential performance per unit area Low-with only 3 or 4 channels, chan- High-greater number of channels 
nel overlap and interference is practi- means less self-interference berween 
cally guaranteed network elements 

Range Lower frequency has longer range Worse-free-space I oss of h ig her fre-
quencies is higher 

Interference Many other uses of frequency band Frequency used by many fewer devices 
Very limited channel selection leads to More channels make layout easier, espe-
lots of co-channel interference cially in three dimensions 

Backwards compatibility with older Compatible with 802.11 direct sequence None 
hardware and 802.11 b hardware 

One of the ways to ease the pain of large-scale wireless LAN deployments is to auto­
mate as much as possible. Several products offer the ability to automatically lay out 
channels. One major channel layout approach is based on physical measurements. 
Network administrators place access points based on expected user density, mount­
ing convenience, and environmental constraints. When the network is powered on, 
the APs communicate with each other through a wired network to select the opti­
mum channel assignment. Some products continuously monitar the radio space to 

adjust the channel settings dynamically in response to environmental changes. The 
major alternative to physical measurements is based on virtual modeling of a build­
ing. When creating a virtual model of the building, channels can be assigned based 
on calculations with the mathematical model to minimize interference. As with may 
other aspects of wireless LAN design, many products combine both techniques. 
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2.4 GHz (802.11 b/g) Channel Layout 
802.llb and 802.llg share the same frequency band. They are subject to the same 
regulatory requirements, and use an identical channel map (Table 23-3). Although 
there are 14 channels, each channel is only 5 MHz wide. A direct sequence transmis­
sion is spread across a much wider band than its assigned channel. (See Figure 12-5.) 
For best effect, you will want to keep both the first and second lobes free of interfer­
ence. Ideally, that leads to a 33 MHz separation between channel assignments. 

There is not quite enough radio spectrum assigned to have three fully nonoverlap­
ping channels in most jurisdictions. Rather than have two interference-free channels, 
most users allow a slight degree of overlap in the second lobe and run on three chan­
nels with at least 25 MHz separation; the resulting channel set is 1, 6, and 11. This 
causes a small amount of interference to each channel, but it is worthwhile to accept 
a small reduction in throughput per channel to get the third channel. 

In some situations, it may make sense to perform a four-channel assignment (1, 4, 8, 
and 11): The trade-off is that the signal overlap will be more crowded, further reducing 
peak throughput. Trading peak speed for a higher total area speed may be worthwhile 
in some circumstances, but I have generally found this to be a poor trade-off. 

Table 23-3. Radio channel usage in different regulatory domains 
~ 

Channel number Channel frequency{GHz} US/Canada• ETSlb 
--• 

2.412 ✓ ✓ 

1 2,417 ✓ ✓ 

3 2.422 ✓ ✓ 

4 2.427 ✓ ✓ 

5 2.432 ✓ ✓ 

6 2.437 ✓ ✓ 

7 2.442 ✓ ✓ 

8 2.447 ✓ ✓ 

9 2.452 ✓ ✓ 

10' 2.457 ✓ ✓ 

11 2.462 ✓ ✓ 

12 2.467 ✓ 

13 2.472 ✓ 

•802.11 allows different rules regarding the use of radio spectrum in the U.S. and Canada, but the U.S. Federal Communications Commission 
and Industry Canada have adopted identical rules. 

b Not all ofEurope has adopted the recommendations of the European Telecommunications Standards Institute (ETSI). Spain, which does not 
appear in the table, allows the use ofonly channel110and 11. 

< Channel 10 is allowed by all regulatory authorities and is the default channel for mo,t access points when they are initially powered on. 

• European regulations allow the use of widn-spacing, such as 1, 5, 9, and 13 in a four-channel layout. 
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Part of the site survey is to lay out coverage areas in a way that minimizes channel 
overlap. Antennas can be a valuable tool in doing this because they can tailor the 
coverage area to fit the shape of the building or room. No matter what type of anten­
nas you select, there is a general pattern that can be used. The cellular-telephone 
industry uses a hex pattern as the background for a channel layout. Figure 23-4 
shows the problems in planning out a large coverage area. The center channel, in 
bold, is set for one of the three nonoverlapping channels. In this case, I chose chan­
nel 1 arbitrarily. To avoid overlap, the next set of channels around the center needs 
to alternate between the two remaining nonoverlapping channels in a circle around 
the channel. After assigning channels to the ring, successive center channels can be 
laid out. Two such focal points are shown in Figure 23-4 with circles. 

Naturally, Figure 23-4 presents a channel layout under ideal circumstances. Within a 
building, radio propagation is subject to obstacles, and it is usually impossible to 
avoid overlapping channels. For example, the first "ring" of channels 6 and 11 
around the outside of the center channel 1 may very well interfere with each other, 
especially if the hexagons represent target operational rates that are much larger than 
the minimum . 

Figure 23-4. Frequency planning 

Limitations of the 2.4 GHz channel layout 

The inability to perform a channel layout with three channels is not surprising. In 
mathematics, the general result is knmvn as the Four-Color Map Theorem. Map mak­
ers discovered in the mid-19th century that an arbitrary two-dimensional map can be 
filled in with four colors: Unfortunately, 802.llb/g networks have only three non-

• The Four-Color Theorem was finally proved in 1976 with the aid of 1,200 hours of time on a Cray, and was 
one of the first theorems to be proved with extensive computer assistance. 
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overlapping channels. Maps where adjacent regions share a color are unsightly. Adja­
cent AP coverage areas sharing the same channel are not unsightly, unless you can 
see into the microwave spectrum, but they do suffer from throughput-sapping co­
channel interference. 

It is often possible to minimize channel overlap by careful AP placement or the use of 
external antennas, but you will have to devote time and energy to minimizing chan­
nel overlap. In three dimensions, it gets even harder. Radio signals may bleed through 
the floor or the ceiling, requiring you to lay out channels in three dimensions. 

Even in large, open, two-dimensional spaces where you would not expect an interfer­
ence problem, there can be one. In 2002, the Associated Press ran a story about the 
problems of intereference, and cited a neighborhood in Florida that had formed its 
own ad-hoc frequency allocation committee to ensure that neighbors were using 
nonadjacent channels for their home networks! 

5 GHz (802.11 a) Channel Layout 
802.lla has two major advantages when laying out your network. First, there are at 
least 12 channels, so channel layout is a snap. Table 23-4 shows the channel frequen­
cies. Be aware that some of the first 802.11 a cards to hit the marker did not support the 
highest frequency band, so channels 149 and up may not be usable with all cards. 
Either replace the old cards, or restrict the network to the eight remaining channels. In 
either case, with 8 or l2 channels, there are more than enough channels for 2-dimen­
sional layours, and 3-dimensional layouts can be taken care of in most cases. 

Table 23-4. a channels (with United States regulatory notes) 

Channel number Frequency (GHz) Notes 

36 5.180 Lowest maximum power 

40 5.200 Lowest maximum power 

44 5.220 Lowest maximum power 

48 5.240 Lowest m~ximum power 

52 5.260 Slightly higher maximum power 

56 5.280 Slightly higher maximum power 

60 5.300 Slightly higher maximum power 

64 5.320 Slightly higher maximum power 

149 5.745 Not supported by all cards 

153 5.765 Not supported by all cards 

157 5.785 Not supported by all cards 

161 5.805 Not supported by all cards 
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Mixed Channel Layouts (802.11 a+b/g Networks) 
Most networks are being built with a combination of 802.11 big radios for compati­
bility with past hardware, while building in 802.lla for future capacity. Dual-radio 
APs from many vendors are only marginally more expensive than single-radio mod­
els. In many cases, the cost of a tri-mode/dual-band network is only a few hundred 
or thousand dollars more than the cost of an 802. l lg-only network. Unless your 
budget is extremely tight, it is worth paying for more than double the capacity. 

For the foreseeable future, most 802_ 11 devices are likely to operate in the 2-4 GHz 
band. Most chipset vendors have concentrated on building 802.llg devices. There 
are several tri-mode chipsets capable of supporting 802.lla and 802.llb/g simulta­
neously, but they are not yet widely purchased as a built-in laptop option. When I 
worked on the Supercomputing wireless network, we had 1,300 users at the peak, 
and only about 100 were using 802.lla. As the price of chipsets and cards continues 
to drop, and 802.1 la becomes more widely appreciated, I expect the balance to shift 
drastically towards 802.lla for indoor usage. In outdoor environments, transmis­
sion range remains the prime concern. Lower frequencies travel much farther, which 
will enable 802.116/g to retain its current dominant position. 

Planning Access-Point Placement 
At this point, most users perceive that wired networks just work. In terms of prod­
uct maturity and predictability, wireless networks are a step backwards. Protocols 
still behave somewhat unpredictably, and the relatively young protocols will require 
you to roll up your sleeves. When planning a network, you need to put in a great 
deal of work up front. Because wireless networks make user-location transparent to 
resources, the network itself must be aware of user location. 

Once you have an understanding of the requirements and which 802.11 physical lay­
ers to use, it is time to figure out where to put the access points themselves. Depend­
ing on requirements and budget, figuring out placement may be a quick and dirty 
project that takes a few hours, or it may involve several visits and a great deal of time 
and money. This process is often called a site survey because some of the work takes 
place at the location where the network is being installed, but a new wave of tools is 
making it possible to do much of tbe access point placement work with computa­
tional models. 

Several options exist for determining where to pur APs. Vendors may provide site 
surveys to early adopters who agree to be reference accounts, although the time to be 
an early adopter of wireless faded long before this book hit the press. Value-added 
resellers may also have the skills to perform detailed site surveys; resellers may sell 
site survey consulting services or use site surveys as a way of coming up with a wire­
less LAN deployment bid. Some companies that specialize in technical education 
also offer classes on performing site surveys. 

- -------
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The Building 
One of the major constraints on where access points are placed is how the building is 
constructed. Walls, doors, and windows get in tlie way of radio signals. It is a great 
help to get blueprints or floor plans and take a tour of the installation sire as early as 
possible. Occasionally, you may get the opportunity to work on a building as it is 
being constructed. Seize any opportunity for a walkthrough because you will get a 
much better view of the interior structure before the walls are up. The main draw­
back to working with a building under construction is that experiments are not pos­
sible until the building is finished. 

Once you obtain the floor plans, note where coverage must be provided. If the archi­
tectural plans are complete and include wiring information, they should also note the 
location of nearby power and electrical drops. You may also be able to make a pre­
liminary identification of structures that may be problematic, such as ventilation 
ducts or reinforced concrete walls. 

Whether or not you are using an electronic tool to automate the planning process, 
you should take a walk through the facility. Look for any changes that are not 
reflected on the blueprints. Verify the type of construction. Unless the building is old 
and historic, the walls are likely to be made of sheetrock hung from studs, although 
you can verify this by tapping on the walls. Ask whether there are any firewalls (of the 
physical sort, not the network sort), since a firewall is likely to be a significant barrier 
to RF. Structural, or load-bearing, walls are also likely to have reinforcements that 
pose a significant obstacle to radio waves. If you must conceal APs in certain areas, 
investigate these areas thoroughly to determine how to hide them, as well as any 
potential impact to network operations. High ceilings or other difficult mounting 
should also be investigated. During the walk-through, you are likely to receive a num­
ber of strange looks; just keep moving. Thorough walk-throughs will result in a large 
number of strange looks. Consider it a measure of the quality of the walk-through. 

Based on the first walk-through, note any relevant environmental factors. Most impor­
tantly, you can correct the blueprints based on any changes made to the structure since 
the blueprints were drawn. Many minor changes will not be reflected on the blue­
prints, especially if the building is old. Also note any potential sources of interference. 
The 2.4-GHz ISM band is unlicensed, so many types of devices using the band can be 
deployed without central coordination. Newer cordless phones operate in the 2.4 GHz 
band, as well as Bluetooth-based devices and a number of other unlicensed radio 
devices. If you anticipate a large amount of interference, testing tools called spectrum 
analyzers can identify the amount of radiation in the wireless LAN frequency band. In 
practice, spectrum analyzers will not be necessary much of the time unless there is a 
particularly stubborn source of interference. One handheld analyzer, the Berkeley 
Varitronics YellowJacket, has a built-in spectrum analyzer for the 2.4 GHz ISM band, 
and can be useful in tracking down non-802.11 interference. 
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If your organization does RF testing, it may be necessary to shield any labs where 
testing is done to avoid interference with the wireless LAN. As a rule of thumb, keep 
access points at least 25 feet away from any strong interference sources . 

Constraints on AP placement 

Practically speaking, keeping the APs as high as possible means mounting them 
around the ceiling level. In many office buildings, the ceiling is a "dropped" or sus­
pended ceiling. APs may be attached to the ceiling mounting bars, or possibly placed 
above the ceiling tiles. In a pinch, it is possible to mount APs at the top of cubicles. 
Check with your manufacturer to see what the radiation pattern looks like. If an AP 
is designed to send radio waves down from the ceiling, it may not work as well when 
mounted on top of cubicle partitions. 

It is relatively common tO make adjustments ro the AP locations based on physical 
constraints. One of the primary restrictions is that APs typically connect to the net­
work through an Ethernet cable.' Each AP must be within a 100-meter cable length 
from the nearest wiring closet. With some flexibility in the specifications, it is occa­
sionally possible to run cables slightly longer than the official limit, although it is 
never a good idea to rely on it. Depending on the exact configuration of patch pan­
els, risers, and the cabling in the ceiling, the cable run to an AP location may be 
much larger than it appears. 

Electrical power is often a constraint on the AP locations as well. Early APs required 
standard electrical outlets, but very few organizations had electrical outlets in the 
ceiling. Installing electrical power is generally quite expensive. With the develop­
ment of 802.Jaf, most organizations are powering up their access points over the net­
work cable. Power over Ethernet (PoE) has many advantages; however, the 
engineering difficulty of pushing 48 volts through 100 meters diminishes your ability 
to cheat on the cable length. 

It is a worth considering installing new wire to support a wireless network, espe­
cially if the existing network jacks will not easily support the new APs. When exist­
ing wiring is used, it is often run near the baseboards or otherwise less than ideal for 
use with high-mounted network devices. Running new cable has several advantages. 
It can be run directly to the area above the ceiling where the APs will be mounted, 
which removes the need for ugly cable runs up network poles. Older cable systems 
may have been installed before Category 5 wiring was standard, or modifications 
may have degraded its capabilites. New cable installations also add a degree of flexi­
bility. In recognition of the need to move APs, some new cable installations will ter­
minate the cable nm above the ceiling with a network jack, allowing the use of patch 
cables to move an AP within short distances. 

• A few products can use a secondary radio as a "mesh" back haul, and I expect this option to he more common 
as time passes. 
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Depending on the layout of the components above the ceiling, it may be hard to run 
cabling near ventilation ducts, or hard to mount an AP near a duct. Usually, a reloca­
tion of the AP to the next tile over is sufficient and does not radically disturb the cov­
erage of the AP. Likewise, keeping APs away from light fixtures, as well as the 
electrical conduits to those fixtures, is also important. 

A final consideration relates to physical security. Some organizations may feel the 
need to secure APs against theft. Sometimes, mounting APs above the ceiling may be 
a sufficient theft-prevention measure because the AP is hidden from view. Many APs 
now include security slots for physical attachment to an less movable object.' 

Buildings in progress 

With the increasing use of wireless LANs, many are being designed during building 
construction. Working with a building under construction is both a great deal of fun 
and a sanity-defying challenge. 

One of the first problems is a dependence on the other schedules for the building. 
Fortunately, it is possible to get an idea of the number of APs necessary by using an 
modeling tool. Architectural drawings are complete, and generally readily available 
to the network team even before ground is broken. Start by estimating the various 
types of material and developing a model. 

Walk through each area of the building as it cakes shape. Depending on the sched­
ule, it may take shape in several stages or all at once. Gaining access for a walk­
through during construction often requires the permission of the contractor, a hard 
hat, and a liability waiver. In each area of the building, try to determine if the guesses 
made during the modeling stage were correct. Was the radio loss factor assigned to 

the walls accurate, or does the model need refining? As areas are finished, it makes 
sense to spot-check predictions from the modeling tool with a physical test using an 
AP in its final location. 

One of the biggest challenges in working on a building under construction is that the 
environment is constantly changing. In rare circumstances, the building materials 
may change due to supply shortages or even last-minute changes driven by aesthetic 
considerations. Keep the design flexible, and build in a margin for error. 

The Preliminary Plan 
Determining the number of APs and developing a set of preliminary locations is the 
first planning milestone. A few years ago, the best way to come up with preliminary 
locations was to estimate the number of very expensive APs, and place them in open 

• See http://www.kensington.com/html/1356.html for more information on the Kensington Security Slot, which 
is c:ommonly used for this purpose. 

540 I Chapter 23: Site Planning and Project Management 

i-1-

AXW-2015-563



f 
I 
1,._ 

l 

L. 

I 
l, 

i.~ 

l-

.__ 

'-

l-

... _, 

' . -
I 

l. 

L 

areas that were centrally located. Now that APs are much cheaper, there is no longer 
major pressure to reduce the AP count as far as possible. 

To get a very rough ballpark estimate of the number of APs needed, I use nvo rules of 
thumb. The first is area-based. At maximum power in a typical open office environ­
ment, an AP can provide service to an area of 3,000 to 5,000 square feet (275 to 450 
square meters). Simply take the area to be covered, and divide by the AP footprint. 
Use the higher number if there are lots of open areas and relatively few obstructions; 
use the lower number if there is a preponderance of closed-wall offices with doors, or 
significant interior structure to the building. In addition to the area-based number, 
calculate a user density-based number. Divide the number of users in the organiza­
tion by 20 to 50. Use a number at the low end if wireless networks are prevalent and 
widely used, and a number at the high end if wireless networks are new and experi­
mental. By taking the larger of the two numbers, I have a very rough estimate for the 
number of APs required for an installation. 

Knowing roughly how many APs are needed does not provide any information on 
where they should go. Turning the extremely rough estimate into a preliminary plan 
requires a bit more work. With enough experience, the AP locations are fairly 
straightforward. Structural walls or fire-containment walls tend to block a signal, 
often completely. The central core of a multifloor building is usually the main load­
bearing structure, and is often made of reinforced concrete. With attenuation of 10 
dB to 20 dB per foot, it is best to consider it an RF shield. Most APs are still usable at 
greater than the minimum speed after the signal has passed through two to three 
average-sized offices, depending on the amount of straight-line propagation. Gener­
ally speaking, locate APs in open areas with as few obstructions as possible. It always 
helps to keep them accessible for any needed service, which generally means that 
areas above cubicles and hallways are preferred. 

Developing the preliminary plan has, up to this point, been largely a manual process 
that requires high skill and extensive experience. In the past few years, modeling 
tools have emerged that can automate the preliminary planning stage. These tools 
take an architectural drawing of the building and create a mathematical model of 
radio propagation. When the network designer changes the location of an AP in the 
model, the tool recalulates its coverage immediately. Electronic tools can be a valu­
able asset to reduce the physical validation by deriving a reasonable starting set of AP 
locations. They are especially valuable when the building does not yet exist because 
it is still under construction. Depending on the tool, you may be able to use the 
architectural drawing itself, which will typically be a Computer-Aided Design (CAD) 
file; some tools will only accept simple graphics files like GIFs or JPEGs. Obtain the 
physical layout. In most organizations, the facilities department has architectural 
drawings, or can work with the landlord or building owner to obtain them. In new 
construction projects, an architect can usually supply them. 
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As helpful as modeling tools are, it is important not to use them in a vacuum. Radio 
propagation is very complicated, especially indoors at microwave frequencies. Radio 
waves may reflect in strange ways off different types of materials, and a few inches 
here or there can make all the difference in the world to the resulting coverage. Mod­
eling tools also depend on accurate knowledge of the construction of a building, 
which is not always available to the network staff. Modeling tools are no substitute 
for actual experimentation. 

No matter what technique you employ, use the physical plans to derive a prelimi­
nary plan. Detailed radio channel use planning is not yet necessary. If you are using a 
modeling tool, have it suggest a radio plan, but expect to make some changes after 
installation. The preliminary plan is, well, preliminary. Expect it to change. The pur­
pose of this stage is not to get everything right, but to get a starting point to work 
from. Table 23-5 is based on the best-case coverage radius from a typical omnidirec­
tional antenna. If you want to incorporate higher than the minimum data rate, you 
will probably need smaller radii; the best approach is to use one of the electronic 
tools discussed briefly in this section. 

Tahle 23-5. "Rule-of-thumb" coverage radius for different types of space 

Type of space 

Closed office 

Open office (cubicles) 

Hallways and other large rooms 

Outdoors (without antenna engineering) 

Outdoors (with custom antennas) 

The preliminary report 

Maximum coverage radius (2.4GHz) 

Up to 50-60 feet 

Upto 90 feet 

Upto 750feet 

Up to 300 feet 

Many miles 

Maximum coverage radius (S GHz) 

35-40 feet 

60 feet 

75 feet 

Don't even bother! 

Don't even bother! 

The preliminary plan can be used as the basis for further activity. It may be used to 
provide an estimate for the cost of deploying the wireless LAN in the given area. It 
may also be used to hire a cabling contractor to perform the physical wiring. The 
plan itself may include: 

1. A brief summary of requirements. 

2. Estimated coverage areas based on the site survey measurements. This may be 
divided into areas with good coverage, marginal coverage, and weak coverage. 
Reports based on mathematical models may note projected contours for differ­
ent operational rates. 

3. A description of the locations of all access points, along with their configura­
tion. Software tools for automated layout may be able to provide detailed loca­
tion and configuration information based on the floor maps, such as: 

a. The AP's operating channel. 

b. Approximate coverage area, possibly shown as coverage contours at differ­
ent speeds. 
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c. IP configuration, if required. "Lightweight" APs may not have an IP address. 

d. Antenna type and configuration, including direction for directional antennas. 

e. Any other vendor-specific information that may be useful. Some organiza­
tions track devices based on MAC address, so it would be useful to include 
that in the report . 

Radio Resource Management and Channel Layout 
Figure 23-4 makes the channel layout appear deceptively simple. When building a 
network indoors, signal propagation is much more complex. Channel overlap is far 
more likely indoors because of the need to have higher power directed towards 
obstacles, which may result in higher than desired power in other directions. 

Preliminary plans should include a basic channel map. It is almost certain that 
adjustments will need to be made co the channel layout. Tuning may be done manu­
ally by searching out overlapping channels with handheld tools, or automatically by 
access points that attempt to find the least busy channel. With only three channels in 
the 2.4 GHz band, changes may "ripple" through a network and take some time to 
converge on a final solution. 

Refining and Testing the Plan 
Depending on the need for accuracy, as well as budgetary constraints, the process of 
refining the plan may vary a great deal. In small or budget-conscious installations, it 
may suffice to start with the preliminary plan, turn it on, and see what develops. 
More methodical deployments may install all or part of the preliminary plan and per­
form extensive tests to verify it meets requirements. If the preliminary plan is accu­
rate, there may not be much modification required. The major goal of the testing is 
to discover any unforeseen interference or bad spots and redesign the network 
accordingly. ]n most cases, interference problems can usually be repaired by relocat­
ing an access poim. Adjustments to AP locations are typically not large. Failing that, 
a different antenna or another AP is usually the answer. In rare cases, multiple design 
and test phases may be used, although it is quite unusual. 

When checking the plan, duplicate the user experience as much as possible. Obsta­
cles between wireless LAN users and access points decrease radio strength, so make 
an effort to replicate exactly the installation during the site survey. Antennas should 
be installed for the test exactly as they would be installed on a completed network. If 
office dwellers are part of the user base, make sure that adequate coverage is 
obtained in offices when the door is closed. Even more important, close any metal 
blinds, because metal is the most effective radio screen. 

Signal measurements should be identical to the expected use of the network users, 
with one exception. Most site survey tools attempt to determine the signal quality at 
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a single spatial point throughout a sequence of several points in time, and thus it is 
important to keep the laptop in one location as the measurement is carried out. Tak­
ing large numbers of measurements is important because users will move with 
untethered laptops, and also because the multipath fading effects may lead to pro­
nounced signal quality differences even between nearby locations. 

Extremely thorough organizations may want co test with multiple client devices. 
Wireless LAN behavior can vary a great deal depending on implementation, and cli­
ent behavior often varies even with the exact same software. If you need detailed 
knowledge of how the system will behave, it may be worthwhile to gather several 
systems with identical software configurations and run them through the same tests 
at the same time. 

The final test report should result in detailed knowledge of the actual coverage of the 
APs in their final locations. Coverage may be reported as an area, although it is often 
more useful to report on the area over which a certain transmission rate is reliably 
obtained. In some cases, it may also be useful to report on performance characteris­
tics, especially if application mix is well-enough known to be characterized. 

If the building is under construction, validation may proceed in stages as the building is 
completed. If the entire building is constructed at the same time, you may want to take 
basic measurements early in the process to determine if major changes to the radio 
model are required, with more time-consuming and accurate validation tests at the end. 

Validation and test tools 
In the past, getting an idea of the coverage of an AP and coming up with an AP lay­
out was time-consuming because it required repeated measurements of signal qual­
ity as an AP was placed in a trial location. With the development of automatic layout 
tools, whether based on modeling or self-tuning capabilities, the validation phase 
may not require the same extensive set of tools. In-depth analysis of the radio link 
performance is generally only required when trouble with a test system is discovered. 

The most common signal quality measurements are the packet (or, more properly, 
frame) error rate (PER) and received signal strength (RSSI). Frame error rates need to 
be kept as low as possible. In the past, an 8% target generally guaranteed acceptable 
performance. More densely deployed networks should easily be able to achieve 5% 
or lower. Sophisticated infrastructure devices can often measure the per-client frame 
error rate directly, as well as the RSSI and signal-to-noise ratio. The RSSI and signal­
to-noise ratio are important for achieving higher data rates. To transmit an intelligi­
ble frame at a given data rate, there is a given signal-to-noise threshold. 

A few tools report multipath time dispersion, which measures the degree to which a 
signal is spread out in time by path differences. Higher delay spreads make the corre­
lation of the signals more difficult. With a high delay spread, devices need to accept 
either a higher error rate or fall back to a more conservative coding method. Either 
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way, throughput goes down. The higher the delay spread, the more throughput suf­
fers. Measuring multipath dispersion is generally not important, although it is valu­
able to have a tool that gathers the data for persistent multipath problems. 

When 802. 11 b was the wireless network of choice, a large number of hand held tools 
were developed for portable computing platforms such as the Compaq iPAQ. With 
the increasing adoption of 802.lla and 802.llg, though, handheld devices are fall­
ing out of favor and being replaced by Tablet PCs. Most handheld devices have rela­
tively slow external interfaces that are unable to cope with the higher data rates from 
newer standards. The iPAQ, for example, has an interface for 16-bit PC Cards that 
run at 8 MHz. While such slow speeds are sufficient for an 11 Mbps 802. llb inter­
face, the higher speed of 802.lla and 802.llg imposes a practical requirement for 
CardBus. Tablet PCs have a second advantage in the validation phase as well. Many 
of the planning tools that you might use to develop a preliminary plan include the 
ability to run a validation client that collects physical measurements and can tie the 
validation measurements back to the predictions calculated earlier. 

Particularly stubborn interference may require the use of a spectrum analyzer to 
locate the source of interference from a non-802.11 network. Devices that can scan a 
wide frequency band to locate transmissions are not cheap. Expect to pay several 
thousand dollars, or you can hire a consultant and rent one. As an alternative, it may 
be possible to use an ISM band-only spectrum analyzer to track interference to its 
source. In any case, a spectrum analyzer is the tool of last resort, necessary for only 
the most stubborn problems. 

RF fingerprint collection 

Some wireless LAN systems require the collection of RF "fingerprints," as discussed 
in the previous chapter. Fingerprint collection can only proceed once the APs are in 
their final locations. At that point, test devices can be positioned in common loca­
tions so the system can collect the result fingerprints. 

Preparing the Final Report 
During the planning and testing cycle, you should have prepared preliminary docu­
ments that show AP installation locations. When the final test has completed, the net­
work should be documented. If the preliminary plans are in electronic form, modify 
them co reflect the results of testing, and incorporate the changes into a final report. 

In addition to access-point placement, many customers appreciate an estimate of the 
work necessary to install drivers onto any affected laptops. The scope of this item 
depends a great deal on the sophistication of the customer's management tools. For 
many, it will be sufficient to include a copy of the driver installation instructions as 
an appendix to the report. Some clientS may require low-level details on the driver 
installation so that the driver installation can be completely automated down to any 
necessary registry changes on Windows systems. 
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Using Antennas to Tailor Coverage 
It may be necessary to provide coverage for a unique area that doesn't "play by the 
rules" you expect it to follow. Most access points use omnidirectional antennas, 
which radiate equally in every direction. However, it may be desirable co change the 
basic radio coverage pattern from a circle to something else for some applications. 
This is work that is often done in the field to adjust coverage from an AP to match a 
particular area, or to boost the signal to fill in a hole. With the cost of APs declining 
rapidly, custom tailoring coverage with antennas is not as necessary as it previously 
was, although it is still important. 

In the past, radio equipment vendors needed to supply antennas and ensure that the 
capabilities of the combined system would meet the unlicensed spectrum transmis­
sion rules. In July 2004, the FCC relaxed the rules to allow a radio device manufac­
turer to specify a maximum gain and allow the user to select any antenna with the 
same gain characteristics: Before the ruling, radios and antennas had to be certified 
as a single unit, and it was technically illegal to attach an antenna from a source 
other than the radio vendor. With the new rules, manufacturers can certify a system 
at the limits of the radio rules, and end users can choose any antenna within that 
outer boundary. If, for example, the radio manufacturer underwent certification test­
ing with a 10 dBi antenna, a buyer is allowed to find a lower gain version of the same 
type of antenna (say, only 8 dBi), and use it legally. 

Antenna Types 
Wireless cards all have built-in antennas, but these antennas are, at best, minimally 
adequate. If you were planning to cover an office-or an even larger area, such as a 
campus-you will almost certainly want to use external antennas for your access 
points. When considering specialized antennas, there are only a few specifications 
that you need co pay attention to: 

Antenna type 
The antenna type determines its radiation pattern-is it omnidirectional, 
bidirectional, or unidirectional? Omnidirectional antennas are good for covering 
large areas; bidirectional antennas are particularly good at covering corridors; 
unidirectional antennas are best at setting up point-to-point links between build­
ings, or even different sites. 

Gain 
The gain of the antenna is the extent to which it enhances the signal in its pre­
ferred direction. Antenna gain is measured in dBi, which stands for decibels 

' See document 04-165 at http:llhrau11foss.fcc.gCJVledocs_publiclattachmatch!FCC-04-165Al.pdf, which modi­
fies the relevant telecommunications rules. 
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relative to an isotropic radiator. An isotropic radiator is a theoretical beast that 
radiates equally in all directions. To put some stakes in the ground: I've never 
seen a specification for the gain of the built-in antenna on a wireless card, but I 
would guess that it's negative (i.e., worse than an isotropic radiator). Simple 
external antennas typically have gains of 3 to 7 dBi. Directional antennas can 
have gains as high as 24 dBi.' 

Half-power beam width 
This is the width of the antenna's radiation pattern, measured in terms of the 
points at which the antenna's radiation drops to half of its peak value. Under­
standing the half-power beam width is important to understanding your 
antenna's effective coverage area. For a very high-gain antenna, the half-power 
beam width may be a narrow angle. Once you get outside the half-power beam 
width, the signal typically drops off fairly quickly, although that depends on the 
antenna's design. Don't be fooled into thinking that the half-power beam width 
is irrelevant for an omnidirectional antenna. A typical omnidirectional (vertical) 
antenna is only omnidirectional in the horizontal plane. As you go above or 
below the plane on which the antenna is mounted, the signal decreases. 

We've discussed antennas entirely in terms of their properties for transmitting, 
largely because most people find that easier to understand. Fortunately, an antenna's 
receiving properties are identical to its transmitting properties-an antenna enhances 
a received signal to the same extent that it enhances the transmitted signal. This 
result is probably what you would expect, but proving it is beyond the scope of this 
book. Now, let's talk about some of the antenna types that are available (Figure 23-5 
shows a number of different antenna types): 

Vertical 
This is a garden-variety omnidirectional antenna. Most vendors sell several dif­
ferent types of vertical antenna, differing primarily in their gain; you might see a 
vertical antenna with a published gain as high as 10 dBi or as low as 3 dBi. How 
does an omnidirectional antenna generate gain? Remember that a vertical 
antenna is omnidirectional only in the horizontal plane. In three dimensions, its 
radiation pattern looks something like a donut. A higher gain means that the 
donut is squashed. It also means that the antenna is larger and more expensive, 
although no antennas for 802.11 service are particularly large. 

If you want to cover a confined outdoor area-for example, a courtyard between 
several buildings of a corporate campus-note that the half-power beam width 
means that a roof-mounted vertical antenna might be less than ideal, particu­
larly if the building is tall. Vertical antennas are good at radiating out horizon­
tally; they're not good at radiating down. In a situation like this, you would be 
better off mounting the antenna outside a first- or second-story window. 

• If you want one more stake, the radio telescope at Arecibu has a gain in excess of 80 dBi . 
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Dipole 
A dipole antenna has a figure-eight radiation pattern, which means it's ideal for 
covering a hallway or some other long, thin area. Physically, it won't look much 
different from a vertical-in fact, some vertical antennas are simply vertically 
mounted dipoles. 

Yagi 
A Yagi antenna is a moderately high-gain unidirectional antenna. It looks some­
what like a classic TV antenna. There are a number of parallel metal elements at 
right angles to a boom. However, you are not likely to see the elements on a Yagi 
for 802.11 service; the commercially made Yagis that I have seen are all enclosed 
in a radome, which is a plastic shell chat protects the antenna from the elements 
in outdoor deployments. Yagi antennas for 802 .11 service have gains between 12 
and 18 dBi; aiming them is not as difficult as aiming a parabolic antenna, 
although it can be tricky. 

Parabolic 
This is a very high-gain antenna. Because parabolic antennas have very high 
gains (up co 24 dBi for commercially made 802.11 antennas), they also have very 
narrow beam widths. You would probably use a parabolic antenna only for a 
link between buildings; because of the narrow beam width, they are not very 
useful for providing services to end users. Vendors publish ranges of up to 20 
miles for their parabolic antennas. Presumably, both ends of the link are using a 
similar antenna. Do not underestimate the difficulty of aiming a parabolic 
antenna properly-one commercial product has a published beam width of only 
6.5 degrees. If you decide to install a parabolic antenna, make sure that you have 
it mounted firmly. You do not want a bad storm to nudge it a bit and rake down 
your connection. 

Some vendors make an issue of the distinction between "mesh" or "grid" parab­
olas (in which the antenna's reflector looks like a bent barbecue grill) and solid 
parabolas. Don't sweat it-if the antenna is well-designed, the difference in per­
formance between a mesh and a solid reflector is not worth worrying about. A 
mesh does have an advantage, though, in areas subject to high winds. 

Parabolic and Yagi antennas are useful primarily for links between buildings. The 
biggest problem is aiming them properly. If the two sites are visible to each other, 
you can play some tricks with gunsight~although if you can see one site from the 
other, you probably don't need such a sophisticated antenna system. Otherwise, buy 
a good compass and a topographical map from the U.S. Geological Survey, and com­
pute the heading from one site to the other. Remember to correct for magnetic­
N orth. If you can spend some extra money, you might be able to simplify the setup 
by installing a high-gain vertical antenna at one site; then you need to aim only one 
antenna. If the signal is marginal, replace the vertical with a parabolic antenna once 
you have the first antenna aimed correctly. 
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High-gain antennas can become a regulatory problem, particularly in Europe, 
because transmission power limits are lower than in the U.S. The high-gain para­
bolic antenna sold under the Orinoco brand cannot legally be used at the edges of 
the ISM band in the U.S. (1, 2, 10, and 11 are excluded) because of signal leakages 
outside the band. 

Antenna cabling 

Having put so much effort into thinking about antennas, we have to spend some 
time thinking about how to connect the antennas to the access points or wireless 
cards. Most vendors sell two kinds of cable: relatively inexpensive thin cable (typi­
cally 0.1 inch in diameter) and "low-loss cable" that's substantially thicker (typically 
0.4 inch) and much more expensive. The thin cable is usually available only in 
lengths of a couple of feet, and that is as it should be: it is very lossy, and more than a 
few feet can easily eat up your entire signal. One site I worked at concealed APs by 
mounting them above the ceiling and using an unobtrusive external antenna poking 
through the ceiling tile. However, the mounting scheme turned out co be a wash. 
The external antennas had a 2 dB gain, and the cable connecting the antennas to the 
APs had a 2 dB loss. 

Thin cable is intended for connecting a wireless card in a laprop tO a portable 
antenna on your desktop, and that is about all it is good for. To put numbers behind 
this: one vendor specifies a loss of 2.5 dB for a 2-meter cable. That means that close 
to half of your signal strength is disappearing in just two meters of cable. One cable 
vendor, for a cable that would rypically be used in this application, specifies a loss of 
75 dB per 100 feet at 2.4 GHz. That means that your signal strength will drop by a 
factor of 225 (roughly 33 million), clearly not something you want to contemplate. I 
know of one vendor that recommends using RG58 cable with medium-gain anten­
nas. RG58 is better than the really thin cable intended for portable use, but not much 
better (35 dB per 100 feet); if you use RG58 cable, keep the cable run as short as pos­
sible. Better yet, ditch the RG58 and see if you can replace it with LMR-200 (a high­
quality equivalent with half the loss). 

What does the picture look like when you're using a real low-loss cable? Significantly 
better, but maybe not as much better as you would like. A typical cable for this 
application-used by at least one 802.11 vendor-is Times Microwave LMR-400. 
LMR-400 is a very high-quality cable, but it still has a loss of 6.8 dB per 100 feet at 2.4 
GHz. This means that, in a 100-foot length of cable, over three quarters of your sig­
nal is lost. The moral of the story is clear: keep your access points as close as possi­
ble to your antennas. Minimize the length of the transmission line. If you want a 
roof-mounted antenna, perhaps to cover a courtyard where people frequently have 
lunch, don't stick your access point in a wiring closet in the basement and run a 
cable to the roof. If possible, put your access point in a weatherproof enclosure on 
the roof. If that's not possible, at least ·put the access point in an attic or crawlspace. 
There is no substitute for keeping the transmission line as short as possible. Also, 
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keep in mind that transmission lines have a strange ability to shrink when they are 
routed through walls or conduits. I've never understood why, but no matter how 
carefully you measure, you are certain to find that your cable is two feet short. More 
to the point: the straight-line distance from your access point to the antenna may be 
only 20 feet, but don't be surprised if it takes a 50-foot cable to make the trip. The 
cable will probably have to go around corners and through conduits and all sorts of 
other misdirections before it arrives at its destination. 

Finally, there's the matter of antenna connectors. All wireless vendors sell cables in 
various length with the proper connectors and adapters. I strongly recommend tak­
ing the easy way out and buying cables with the connectors preinstalled. Connector 
failure is one of the most common causes for outages in radio systems, particularly if 
you don't have a lot of experience installing RF connectors. 

Antenna diversity 

One common method of minimizing multipath fading is to have antenna diversity. 
Rather than making the antenna larger, radio systems can use mulciple antennas and 
choose the signal from the antenna with better reception. Using multiple antennas 
does not require sophisticated mathematical theory or signal-processing techniques. 

Several wireless LAN vendors have built multiple antennas into wireless network cards. 
Some vendors even offer the ability to connect multiple external antennas to network 
cards intended for access points. Antenna diversity is recommended by the 802.11 
standard, but it is not required. For environments with large amounts of interference, 
antenna diversity is a worthwhile option to consider when selecting vendors. 

Amplifiers: bring on the heat 

Amplifiers increase the power of a signal. On the transmission side of a radio net­
work, amplifiers help fling the signal farther to cover more area. Many transmission 
amplifiers also incorporate preamplifiers for the reception side of the circuit as well, 
which helps increase the receiver's sensitivity to weak signals. 

Indoor deployments of 802 .11 typically do not not need amplifiers to increase trans­
mission power. As an AP's transmit power increases, its coverage area can encom­
pass more area, and more stations can join the network. To preserve quality 
coverage, it is best to design a network consisting of many small APs with relatively 
low transmit power. Even a wireless LAN deployment focused on providing cover­
age only, regardless of quality, although a large area is probably able to get by with a 
high-gain vertical antenna. 

Generally speaking, high transmit power sounds like a much better idea than it is in 
practice, with a few obvious exceptions, Community networks may want to provide 
coverage for a large area before increasing the density of coverage, and APs may be 
more expensive than the amplification parts. Point-to-point links built on 802.11 are 
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also a good application for amplification. If the distance is sufficiently large, all the 
antenna gain in the world won't pull the signal off the noise floor. One of the better­
documented outdoor point-to-point shots is the uplink for the Ruby Ranch Internet 
Cooperative (http://www.rric.net) .' Remote ISPs building their WANs on 802.11 may 
also make extensive use of amplification. 

SSB Electronics (www. ssbusa.comlwireless.html) and HyperLlnk Technologies (http:!/ 
www.hyperlinktech.com/ weblamplifiers_2400.html) are two vendors of 802. 11 ampli­
fiers. However, if you use amplifiers with 802.11, remember: 

• Stay within the legal power limit, both for absolute power and ERP. 

• 802.11 is an unlicensed service. If you interfere with another service, it is your 
problem, by definition. And if a licensed service interferes with you, it is your 
problem, by definition. Interference is more likely to be a problem if your net­
work covers a large service area and if you are using high power. 

• Use equipment that is approved for 802.11 service. Other amplifiers are avail­
able that cover the frequency range, but using them is illegal. 

~ 
The FCC does enforce their rules, and their fines are large. If you are 
in violation of the regulations, they will not be amused, particularly if 
you're in excess of the power limit or using unapproved equipment. 

• The RRIC is a fascinating site in its own right, and I highly recommend it. The incumbent telephone carrier 
refused to deliver DSL in the neighborhood, so a group of committed volunteers made it happen. 
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CHAPTER24 

802.11 Network Analysis 

There is no coming to consciousness without pain. 

-Attributed to C.G. Jung 

In the 1990s, computer professionals joined doctors as People With Answers. Just as 
doctors are asked medical questions by complete strangers, computer professionals 
are asked a bewildering variety of technical questions by complete strangers. When 
these strangers learn that I work with networks, I am often asked, "Why does the 
Internet break so often?" The more I contemplate the question, the more I believe 
that the question should be, "Why doesn't the Internet break more often?" 

While I could never hope to answer either question in a single chapter of a book, it is 
obvious that network problems are a fact of life. Networks break, and wireless net­
works are no exception. Wireless LANs can improve productivity, bur they also carry 
a larger risk of complete outage, and the limited bandwidth is almost sure to be over­
loaded. After building a wireless LAN, network engineers must be ready to investi­
gate any problems that may arise. 

As in many other network types, the trusty network analyzer is a key component in 
the engineer's toolbox. Network analyzers already exist for the wired backbone side 
of the wireless network and can be used productively in many troubleshooting sce­
narios. Wireless network troubleshooting depends on having a network analyzer for 
exactly the same reason. Sometimes, you just need to have a way of seeing what is on 
the airwaves. This chapter is devoted to tools that allow network engineers to do just 
that. Several commercial analyzers are available, and there are free tools that run on 
Linux. Before diving into the tools, though, it may help to consider why wireless net­
work analyzers are a practical requirement for the network administrator. 

Network Analyzers 
In spite of the shared heritage, 802.11 is not Ethernet. It has a number of additional pro­
tocol features, each of which can cause problems. Fixing problems on 802.11 networks 
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sometimes requires that a network administrator get down to the low-level protocol 
details and see what is happening over the airwaves. Network analyzers have long 
been viewed as a useful component of the network administrator's toolkit on wired 
networks for their ability to report on the low-level details. Analyzers on wireless net­
works will be just as useful, and possibly even more important. More things can go 
wrong on an 802.11 network, so a good analyzer is a vital tool for quickly focusing 
troubleshooting on the likely culprit. 

Avoiding problems begins at the planning stages. Some analyzers can report detailed 
statistics on RF signal strength, which can help place access points. Analyzers can 
help network administrators avoid creating dead zones by ensuring that there is 
enough overlap at the edges of BSSs to allow for timely transitions. As wireless net­
works grow in popularity, they may need to support more users. To avoid perfor­
mance problems, administrators may consider shrinking the size of access point 
coverage areas to get more aggregate throughput in a given area. In the process of 
shrinking the coverage areas, network administrators may go through large parts of 
the deployment plan all over again and depend once again on their analyzer. 

With the limited bir rates of wireless networks, performance is likely to be a prob­
lem sooner or later. Performance problems can be caused by cramming too many 
users into too few access poi.nts, or they can be related to problems happening at the 
radio layer. The designers of 802 .11 were aware of the problems that could be caused 
by the radio transmission medium. Frame transmissions succeed reliably. Most 
implementations will also retransmit frames with simpler (and slower) encoding 
methods and fragment frames in the presence of persistent interference. 

Interference can be a problem for 802.11 network performance. In addition to the 
direct effect of trashing transmitted frames that then require retransmission, interfer­
ence has two indirect effects. Poor transmission quality may cause a station co step 
down to a lower bit rate in search of more reliable radio link quality. Even if slower 
transmissions usually succeed, some measure of throughput is lost at the lower bit 
rates. 802.11 stations may also attempt to fragment pending frames to work around 
interference, which reduces the percentage of transmissions that carry end-user data. 
802.11 headers are quite large compared to other LAN protocols, and fragmentation 
increases the amount of header information transmitted for a fixed amount of data. 

On many networks, however, only a few applications are used. Do performance 
complaints indicate a general network problem, or a problem with a specific applica­
tion? Network analyzers can help you find the cause of the problem by examining 
the distribution of packet sizes. More small packets may indicate excessive use of 
fragmentation in the face of interference. Some analyzers can also report on the dis­
tribution of frames' transmission rates on a wireless network. 802.1 lb networks are 
capable of transmitting at 11 Mbps, but frames may be transmitted at slower rates 
(5. 5 Mbps, 2 Mbps, or even 1 Mbps) if interference is a problem. Stations capable of 
high-rate operation but nonetheless transmitting at lower rates may be subject to a 
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large amount of interference. Performance depends on radio capacity. Stations that 
have stepped down to lower rates may not require a great deal of throughput for data 
service, but the slower rates require a great deal of time on the radio medium. Some 
analyzers can report the radio utilization as distinct from throughput, which is valu­
able in tracking down certain types of performance problems. 

To solve interference problems, you can attempt to reorient the access point or its 
antenna, or place a new access point in a zone with poor coverage. Rather than wait­
ing for users to report on their experience with the changes in place, you can use an 
analyzer to get a quick idea of whether the changes will help alleviate the problem. 
Some analyzers can provide extensive reports on the RF signal quality of received 
frames, which can help you place hardware better the first time around. Avoiding 
repeated experimentation directly with end users makes you look better and makes 
users happier. Shortening troubleshooting cycles has always been a strength of net­
work analyzers. 

Analyzers also help network administrators check on the operation of unique fea­
tures of the 802.11 MAC. While it is possible to capture traffic once it has been 
bridged on to a wireless backbone network and analyze it there, the problem could 
always be on the wireless link. Are frames being acknowledged? If they are not, there 
will be retransmissions. Are rhe distribution system bits set correctly? If they are not, 
rhen address fields will be misinterpreted. If a malformed packet is seen on the wired 
side' of an access point, it could be mangled at several points. A wireless analyzer can 
look at frames as they travel through the air to help you pin down the source of the 
mangled packet. Malformed frames may be transmitted by the client or mangled by 
the access point, and it is helpful to pin down the problem before requesting assis­
tance from the vendor. 

802.11 Network Analyzers 
802.11 network analyzers are now quire common and should be a part of any wireless 
LAN administrator's toolbox. Most 802.11 network analyzers are software packages 
that use an 802.11 network card. No special hardwars: is required because 802.11 net­
work cards supply all the RF hardware needed to grab packets. 

A network analyzer should be part of the deployment budget for any wireless net­
work. The choice to buy or build is up to you, although I anticipate that most 
institutions will rely primarily on commercial products and leave development and 
bug fixes to the network analyzer vendors, especially because commercial analyzers 
can be purchased, installed, and made useful much more quickly. 

AirMagnet (http://www.airmagnet.com) and AiroPeek from WildPackets (http://www. 
wildpackets.com) are the two best-known commercial wireless analyzers. 1 have used 
both extensively in the Interop Labs when troubleshooting various wireless problems. 
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Ethereal 
Ethereal is the standard open source network analyzer. Like the commercial analyz­
ers, it supports a long list of protocols and can capture live data from a variety of net­
work interfaces. Unlike the proprietary analyzers, Ethereal comes complete with a 
slogan ("Sniffing the glue that holds the Internet together"). 

Ethereal runs on most Unix platforms as well as Windows. Source code is freely 
available for both, but modifications are easier to make on Unix because of the avail­
ability of compilers in the Unix programming environment. Like many open source 
projects, Ethereal is distributed under the terms of the GNU Public License. Proto­
col decodes are included for many common networking protocols. For the purpose 
of this section, the important protocols are IEEE 802.11 and LLC, both of which are 
used on every 802.11 frame. Of course, the TCP/IP suite is included as well. 

As 802.11 has become more popular and better supported on Linux, the choice of anal­
ysis hardware has opened up. Initially, only Prism-based cards were supported. How­
ever, most common interface cards are now supported out of the box. This section was 
written about Ethereal version 0.10.9, which was released in late January 2005. 

Packet Capture on Windows 
Ethereal depends on pcap, the packet capture library. WinPcap, a port of pcap to Win­
dows, can be used with Ethereal on Windows. Although nearly every Ethernet interface 
is supported on Windows, wireless cards present different programming interfaces. Many 
cards cannot capture any frames when using promiscuous mode. By disabling promiscu­
ous mode, many cards are able to capture frames to and from the station only, Wireless 
packet capture is much more card-dependent on Windows than Linux, so I tend to use 
Linux instead of Windows. 

Compilation and Installation 
Building Ethereal for wireless network analysis is much easier than it used to be. 
Many of the patches formerly required for wireless analysis have been integrated into 
the main source tree, so wireless analysis works "out of the box." 

Ethereal depends on both libpcap, the packet capture library, and the GTK+ display 
library. Packet capture also requires kernel support to grab packets, in the form of 
Packet Socket (CONFIG_PACKET) support. 

Ethereal itself is compiled using the standard open-source routine of downloading the 
source code from http://www.ethereal.com, running ./configure, make, and make install. 

SS6 I Chapter 24: 802.11 Netwo,Unalysis 

17 

AXW-2015-579



I-. 

,_ 

--

Ethereal on Windows 
Binary packages are more important in the Windows world because of the lack of a high­
quality, free development environment. Although Ethereal does not provide the same 
level of 802.11 support under Windows, it can still be a valuable program to have, espe­
cially in a day job that requires use of Windows systems. Binary versions of Ethereal for 
Windows are available from http://www.ethereal.com. They require the WinPcap library 
to provide the libpcap-rype support on Windows. WinPcap can be downloaded from 
http://netgroup-serv.polito.iUwinpcapl. WinPcap is supported only on 32-bit Windows 
systems (95, 98, ME, NT, and 2000) and is licensed under a BSD-style license. Interest­
ingly enough, WinPcap was supported in part by Microsoft Research. 

Setting the Wireless Interface for Monitor Mode 
To capture packets, the wireless interface must be put into monitoring mode, which 
is the equivalent of running an Ethernet interface in promiscuous mode. Each wire­
less driver has its own method of activating monitor mode. 

Cisco Aironet cards 

Cisco Aironet cards have two flavors of monitoring mode. In the first mode, called 
rfmon, the driver will pass up any frames in the station's current network. In the sec­
ond mode, denoted with a simple y, the driver will capture any frames on the cur­
rent channel. Both modes are selected by modifying the driver's running 
configuration through the proc file system: 

bloodhound:~# echo "Mode: rfmon" >/proc/driver/aironet/ethX/Config 
bloodhound:~JI echo "Mode: y" >/proc/driver/aironet/ethX/Config 

To return to a normal station setting, change the mode back to ess: 

bloodhound:~lf echo "Mode: ess" >lproc/driver/aironet/ethX/Config 

Ethereal requires a network interface name to capture packets. In kernel versions up 
to 2.4.19, use the Ethernet name of the interface (ethX). In 2.4.20 and later, use 
wifiX. 

Prism cards 

Prism-based cards can use one of two drivers: the linux-wlan-ng from Absolute Value 
Systems (http://www.linux-wlan.org), and the HostAP driver (http://hostap.epitest.fi). 
Monitoring has been a driver feature of the linux-wlan-ng driver since version 0.1.15. 
It is activated by using the wlanctl-ng command, rather than a wireless extensions 
command: 

bloodhound:~# wlanctl-ng wlano lnxreq_wlansniffer enable=true channel=6 
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To turn off monitor mode, send a request to disable it: 

bloodhound:~# wlanctl-ng wlano enable=false 

Monitoring with Prism-based cards can also be done with the HostAP driver. It uses 
a private system call for monitoring mode, similar to wireless extensions. Monitor­
ing is activated by sending a monitor mode command to the card of either 2 or 3, 
depending on whether you want full monitoring headers (2) or just 802.11 headers 
(3), Monitoring is deactivated by sending a mode of zero: 

bloodhound:~# iwpriv eth1 monitor mode 
bloodhound:~# iwpriv eth1 monitor o 

Orinoco cards 

Version 0.15 and later of the orinoco_cs driver supports moinitoring mode without 
requiring patches. Patches against earlier versions may be found at http://airsnort. 
shmoo.com/orinocoinfo.html. To check that a driver has been patched, run iwpriv to 
look for the monitor control call: 

bloodhound:~# iwpriv ethl 

If the driver supports monitoring, it can be activated with iwpriv as well. The monitor­
ing driver has two modes. Mode 1 prepends Prism-style monitoring headers that report 
signal strength and other physical parameters, while Mode 2 has only the 802.11 
header. Select one of the two modes, and a channel to monitor. To monitor channel 
6 with full Prism-header monitoring information, run this command: 

bloodhound:~# iwpriv eth1 monitor 1 6 

To stop monitoring, use a mode of zero: 

bloodhound:~# iwpriv etht monitor O 

Atheros-based cards 

Atheros-based cards use the MADwifi driver discussed in Chapter 19. With current 
versions of Jv!ADwifi, the card can be placed into monitoring mode with iwconfig. If 
necessary, a channel can also be selected with iwconfig, as in the following examples 
for interface athO: 

bloodhound:~# iwconfig atho mode monitor 
bloodhound:~# iwconfig atho channel 6 

With some driver versions, I have found it necessary co assign an IP address co the 
interface before the interface appears in the capture list. The IP address does not 
need to be used on the network. 

bloodhound:~# ifconfig atho 1.2.3.4 
bloodhound:~# ifconfig atho up 
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Running Ethereal 
Starting Ethereal pops up the main window, which is shown in Figure 24-1. Any user 
may start Ethereal, but administrator privileges are required co capture packets. (Any 
user may load files for analysis, however.) The main window has three panes. The 
top pane, called the packet list pane, gives a high-level view of each packet. It dis­
plays each packet's capture rime, source and destination address, the protocol, and a 
basic decode of the packet. The Protocol field is filled in with the final decode, or dis­
sector, used to analyze the frame. On 802.11 networks, the final decode may be IEEE 
802.11 for management frames, or it may go all the way to the final TCP protocol for 
analysis, as in the case of an 802.11 frame holding an LLC-encapsulatcd IP packet 
with a TCP segment carrying HTTP. With the increasing use of link-layer encryp­
tion, the end decode is often 802.11 because Ethereal\; raw capture cannot decrypt 
frames and "see" the protected higher-layer protocols. 
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The middle pane, called the tree view pane, is a detailed view of the packet selected in 
the packet list. All the major headers in a packet are shown and can be expanded for 
more detail. All packers have the basic "Frame" tree, which contains details on arrival 
time and capture length. 802.11 networks may add the Prism Monitoring header, 
which contains radio-link data. The Prism header was originally developed for use with 
Prism devices, but has been adopted by most drivers. The capture in Figure 24-1 was 
taken with an Atheros card, but the MADwifi driver appends the Prism monitoring 
header. Some drivers have the option of enabling or disabling the Prism header. 

The bottom pane is called the data view pane. It shows the raw binary data in the 
selected packet. It also highlights the field selected in the tree view pane. If further dis­
sectors can be called to decode the frame, they will be. For unencrypted traffic, Ethereal 
can see the Logical Link Control (LLC) header. From there, the LLC may contain ARP 
packets, IP packets, TCP segments, and so on. Ethereal includes dissectors for all the 
commonly used protocols, so 802.11 frames are fully decoded when available. How­
ever, encrypted frames, such as the one in the figure, are presented as opaque data. 

By selecting a field in the tree view pane, the corresponding bits are highlighted in 
the data view pane. In Figure 24-1, the Data field of the frame is selected, and high­
lighted at the bottom. I prefer to use a monospace font so that the data view pane at 
the bottom is presented in columns. 

At the top of the Ethereal window is a bar with four important elements. The left­
most button, "Filter:", is used to create filters that reduce the captured packet list to 

the packets of interest. The text box just to the right allows you to enter filters with­
out going through the construction process. Ethereal maintains a filter history list 
that enables easy switching between filters. At the right is a text field that displays 
several kinds of information, depending on what Ethereal is doing. It may indicate 
that Ethereal is currently capturing data, display the name of the capture file loaded, 
or display the field name currently highlighted in the tree view. 

Capturing data 
Capturing data is straightforward. Go to the "Capture" menu and choose "Start". 
The Capture Preferences window opens. Ethereal can use any detected interface, 
even wireless LAN interfaces. 

The first thing to do is select the interface you want to monitor. For wireless inter­
faces, the name may begin with eth, ath, or even wlan. Before starting the capture, 
however, you must place the interface into monitor mode. Ethereal accepts the -i 
command-line option to specify an interface. If you plan to do all of your analysis on 
one interface, you can define a shell mapping of ethereal to ethereal -i athO. 

I typically turn on "Update list of packets in real time" and "Automatic scrolling in live 
capture". If the former is left unselected, the trace appears only when the capture stops. 
If the latter is left unselected, the trace does not scroll to the bottom. Speed is impor­
tant to real-time analysis. Disabling name resolution eliminates overhead for every 
packet captured and may allow a station to avoid missing frames in the air. 
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Data Reduction 
L Raw captures can be quite large, and extraneous packets can make finding wheat 

among the chaff a challenge. One of the keys to successful use of a network analyzer 
is to winnow the torrent of packets down to the few packets at the heart of the mat-

L ter. Ethereal provides three ways to reduce the amount of data captured to a manage­
able amount: capture filters, display filters, and marking packets. 
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Capture filters 

Capture filters are the most efficient way to cut down on the amount of data pro­
cessed by Ethereal because they are pushed down into the packet sniffing interface. If 
the packet capture interface discards the packet, that packet does not make it to 
Ethereal for further processing. Unfortunately, capture filters are not tremendously 
useful with 802.11. If the Prism monitoring header is appended, capture filters can­
not be applied. 

Ethereal uses libpcap, so the capture filter language is exactly the same as the language 
used by tcpdump. A number of primitives are available, which can be grouped into arbi­
trarily long expressions. These primitives allow filtering on Ethernet and IP addresses, 
TCP and UDP ports, and IP or Ethernet protocol numbers. Many can be applied tD 
source or destination numbers. Unfortunately, most of the protocol numbers they apply 
to are encrypted on many 802.11 networks, and are therefore not useful. 

~ 
Display filters 

802. J l frames carry the Ethernet protocol number in the LLC header, 
so it cannot be £ii tered 011 easily if the network is encrypted. 

Display filters can be used on any field that Ethereal identifies, which makes them far 
more powerful than capture filters. Display filters inherit the knowledge of all the 
dissectors compiled into Ethereal, so it is possible to filter on any of the fields in any 
of the protocols that Ethereal is programmed to recognize. Wireless LAN administra­
tors can filter frames based on anything in the 802.11 or LLC headers. Examples spe­
cific to 802.11 are presented later in this chapter. 

Using Ethereal for 802.11 Analysis 
Several Ethereal features are handy when applied to 802.11 networks. This section lists 
several tips and tricks for using Ethereal on wireless networks, in no particular order. 

Display filters 

Ethereal allows filtering on all fields in the 802.11 header. Frame fields are struc­
tured hierarchically. All 802.11 fields begin with wlan. Two subcategories hold infor­
mation on the Frame Control field (wlan.fc) and the WEP Information (wlan.wep) 
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field. Figure 24-2 shows the variable names for 802.11 header components; in the 
figure, each field is labeled with a data type. Boolean fields are labeled with a B, 
MAC addresses with MA, and unsigned integers with U plus the number of bits. 
Table 24-1 shows the same information, omitting the Ethereal display fields that are 
unlikely to be useful for filtering. 
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Figure 24-2. Header component variables 
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Table 24-1. Ethereal fields for 802.11 header components 

802.11 headerfield Ethereal field 

Header fields 

Either source or destination address wlan.addr 

Transmitter address wlan.ta 

Source address wlon.sa 

Receiver address wlon.ra 

Destination address wlan.da 

BSSID wlon.bssid 

Frame control subfields 
Frame type wlon.fc.type 

Frame subtype wlon.fc.subtype 

ToDSflag wlan.fc.tods 

FromDSflag wlan.f,.fromds 

Retry flag wlan.fc.retry 

Protected frame (WEP) flag wlan.fc. wep 

Protection fields 

WEP (n itial ization vector wlan. wep.iv 

TKIP IV wlan.tkip.extiv 

CCMPIV wlan.ccmp.extiv 

Key identifier wlan.wep.key 

Fields can be combined using operators. Ethereal supports a standard set of compari­
son operators: == for equality, ! = for inequality, > for greater than, >= for greater than 
or equal to,< for less than, and<= for less than or equal to. An example of a display 
filter would be wlan. fc. type==l to match Control frames. 

Logical operators and and or_ are supported; as in many programming languages, the 
exclamation point is used for logical negation. Boolean fields can be tested for exist­
ence, so Control frames with WEP enabled would be matched by the display filter 
(wlan.fc.type==1 and wlan.fc.wep). 

Figure 24-3 shows a complete 802.11 header in the tree view. Selecting the 802.11 
header in the tree view highlights the bits that comprise the 802.11 header in the 
ASCII view at the bottom. Expanding the 802.11 header tree decodes all the fields in 
the 802.11 header. 

Understanding the LLC header to isolate a protocol 

To multiplex higher-level protocol data over the wireless link, 802.11 uses the LLC 
'- SNAP encapsulation. SNAP encapsulation is described at the end of Chapter 3. 802.11 
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does not include a protocol field, so receivers cannot discriminate between different 
types of network protocols directly from the header. To allow multiple protocols, an 
8-byte SNAP header is added. The SNAP header is decoded in Ethereal's tree view, 
as shown in Figure 24-4, for an EAPOL key frame. 

Highlighting the LLC header in the tree view shows the corresponding 8-byte header 
in the packet dump. The eight bytes in the SNAP header are clearly visible in the data 
view pane. Five fields make ~p the header: 

The destination seroice access point (DSAP)-llc.dsap 
This is always set to OxAA for SNAP encapsulation. 

The source service access point (SSAP)-llc.ssap 
This is always set to OxAA for SNAP encapsulation. 
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This is derived from HDLC. Like all data transfer using HDLC, it labels the data 
following the LLC header as unnumbered information (0x03). Unnumbered 
information indicates the use of a connectionless data transport and that the 
data need not be sequenced or acknowledged. 

An organizationally unique identifier (OUI)-llc.oui 
This is used to determine how to interpret the following bytes. IP is encapsu­
lated in LLC using the standard in RFC 1042, which specifies the use of the OUI 
0x00-00-00. (Some vendors may use an assigned OUI for proprietary 
communications.) 

Protocol Type-lie.type 
This is copied from the corresponding Ethernet frame. The Type field matches 
the Ethernet type codes. On IP networks, it will be either 0x08-00 for IP or 
0x08006 for ARP. In the figure, it is Ox88-8e because the frame in question is an 
EAPOL (802.lX) frame. 

LLC encapsulation is required by the 802.11 specification because it saves the 802.11 
frame from having to carry protocol information directly. In many cases, however, 
the LLC header is encrypted and is not visible to the sniffer without first decrypting 
the trace. 
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802.11 Network Analysis Checklist 
To illustrate how a network analyzer can aid network engineers in looking at wire­
less LAN traffic, this section presents checklists to assist in common authentication 
troubleshooting scenarios. The examples are described specifically for Ethereal but 
can be carried out with any of the commercial alternatives described earlier by apply­
ing similar operations. 

Display Filter Primitives 
Display filters are exceedingly useful on 802.11 because they are capable of operat­
ing on the minute details of decoded frames. Before diving into common trouble­
shooting scenarios, there are a few display filter building blocks that it is helpful to 

know. 

Excluding Beacon frames 

Beacon frames can get in the way when working ·with a raw 802. 11 trace. Most prod­
ucts will send Beacon frames approximately 10 times per second, and the resulting 
traffic clutters the capture up. To remove Beacon frames, write a display filter that 
matches Beacon frames, and negate it. 

• Filter on the type code for management with wla n. fc. type==O. 

• Filter on the subtype code for Beacon with wlan. fc. subtype==8. 

• Combine the two and negate the operation by using the exclamation point for 
not with an expression of ! (wlan. fc. type==O and wlan. fc. subtype==8). 

Isolating traffic from one station 

Often, a packet capture will be targeted at one particular station under test. There 
are many types of frames that fly between stations, so the method used to isolate just 
one station depends on what you are looking for. 

The first method is to use the wlan.addr variable in a display filter, which is short­
hand for traffic using that as either a source or destination address. 

• Keep only data from one station by using a display filter of wlan. addr==OO: 02: 2d: 
6e:ab:da, where the appropriate MAC address is filled in to the trace. This trace 
is equivalent to the much longer filter of wlan. sa==OO: 02: 2d: 6e: ab: da or wlan. 
da==00:02:2d:6e:ab:da. 

Source and destination addresses only appear in 802.11 Data frames. Troubleshoot­
ing some problems may require peeking deeper into 802.11 management opera­
tions, such as frame acknowledgment. Frame acknowledgments are sent to receiver 
addresses, not destination addresses. To see anything to or from a station including 
acknowledgments, use a display filter that includes the receiver address. 
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• See acknowledgments by adding in the MAC address of the test station as a 
receiver with wlan.ra==00:02:2d:6e:ab:da, which will show any acknowledg­
ments sent to the station. To see acknowledgments from the station, it will he 
necessary to add a second receiver clause, for something of the form (wlan. 
ra==OO :02: 2d :6e :ab: da or wlan. ra==OO: Ob :oe :84 :32: 91), where the second 
address is the serving access point. 

Isolating a protocol 

If the body of a data frame is available, the LLC header can be a target for a display 
filter. Use the lie.type variable to look for a specified protocol. Protocol numbers 
must be entered as hexadecimal digits without a dash. 

• Look at a particular Ethernet protocol type with a filter of the fonn llc. 
type==Ox888e. 

The other useful task that can be done with the LLC header is to search for frames 
sent using 802.lH encapsulation, which uses an QUI of 00-00-FS. The llc.oui 
matches on a hexadecimal number of six digits. On encrypted networks, the only 
LLC headers that are available are likely to be found on 802. lX frames, so do not be 
surprised if this filter does not display higher-layer protocols. 

• RFC 1042-encapsulated frames can be displayed by llc. oui==OXOOOOOO. 

• 802.lH-encapsulated frames can be displayed by llc.oui==OxooooF8. 

Common Troubleshooting Tasks 
With a basic understanding of how to build display filters to isolate frames of inter­
est, we can proceed to discussing common troubleshooting tasks. Rather than 
present detailed examples with a great number of screenshots, this section will dis­
cuss how to isolate frames of interest and give a description of what you should see. 

Authentication troubleshooting 

• Display filter: isolate EAPOL frames to and from a station, while looking for 
acknowledgments. 

llc. type= =Ox888e and wlan. addr==S uppl icant-MAC an cl ( wlan. ra==suppl i cant-MAC 
or wlan. ra==AP-MAC) 

All EAPOL frames have an identifier that serves as a sequence counter. Each EAP 
packet acknowledges the previously received one. Look through the 802.lX session 
to ensure that each EAPOL frame has a corresponding 802.11 acknowledgment, and 
that the EAP identifier is incrementing. Some supplicants do not handle retransmis­
sions well, and will crash. (For chat reason, many access points must deauthenticate 
a hung 802, lX session and start over.) 

- --
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By looking at the contents of the EAP packets, you may be able to learn where the 
authentication is failing. If it fails after the TLS tunnel establishment, it may be that 
the supplicant is failing to verify the server certificate. If data is pushed through the 
TLS tunnel, the authentication is likely failing for another reason. Check your 
RADJUS server logs for details. 

Key distribution troubleshooting 

• Display filter: isolate EAPOL key frames to and from a station. 

llc. type==0x888e and ea pol. type==3 and wlan. addr==supplicant-MAC 

There are six steps to correctly distributing keys. A portion of the handshake is 
shown in Figure 24-5. First, the four-way handshake must complete. As an initial 
sanity check, make sure that each frame is acknowledged. The quick way to do so is 
to look at the frame number in Ethereal. If the frame number increases by two, it is 
likely that the skipped frame is an 802.11 acknowledgment. 

One of the most common reasons for key distribution to fail is a mismatch between 
the supplicant and authenticator security parameters. Ethereal has dissectors built to 
decode the information elements included in key frames. Figure 24-5 shows the start 
of an information element decode at the bottom of the tree view pane. In it, the 
group key is decoded as dynamic WEP. Later on in the decode, there is only one uni­
cast cipher suite. \VP A specifies that only one unicast cipher suite should be used, 
but this stricture is regularly broken by most products. Some supplicants, however, 
are unable to cope with common practice and will fail partway through the authenti­
cation. If the decodes of the information elements in the Association Request do not 
match those in the key handshake, the authenticator should fail the exchange. 

Performance troubleshooting 

Resolving performance issues is frequently much easier than identifying them. Gen­
erally speaking, performance issues fall into one of the following categories. 

• Display filter 1: isolate frames to and from a station, while looking for 
acknowledgments. 

wlan. ad dr==client-MAC and ( wlan. ra==suppli can t-NAC or wlan . ra==AP-MAC) 

This filter displays all traffic to and from a particular station, along with any 
acknowledgments. Search through the trace and look for frames that are transmitted 
repeatedly. If no acknowledgment is received, the frame must be retransmitted in 
full. When it is not received after multiple attempts, the card will step down its trans­
fer rate to improve reliability. Lower signal to noise ratios are required for slower 
speeds. One option for resolving this type of performance problem may require 
increasing the density of access points in the area to improve signal quality. Improv­
ing the antenna system on the AP or the client may also help. 
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Figure 24-5. Key handshake 

• Display filter 2: traffic below a certain speed. 

prism.rate.data< (speed tag) 

In conjunction with the previous filter, it may help to look only for frames above or 
below a certain speed. The prism monitoring header adds a single integer for the 
speed of the frame. It is reported in units of 500 kbps, so double the value of mega­
bits per second for use in this expression. To see all frames transmitted slower than 2 
Mbps, for example, use prism.rate.data < 4. 

At the very bottom of the Ethereal screen below the data view pane is a window 
which reports the number of packets along with the number of displayed packets. In 
Figure 24-1, the capture has 261 frames (noted with the P), and all 261 are displayed 
(noted with the D). Applications of display filter 2 with a calculator will give you an 
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idea of what fraction of frames are transmitted at which data rates. Many commer­
cial tools report this analysis in real-time through a wizard. 

• Display filter 3: data traffic from overlapping n~tworks. 

wlan.bssid != AP-MAC 

Users may complain about performance because a different network is overlapping. 
802.llb/g networks are especially prone to performance hits from overlapping net­
works because there are only three channels. To assess the degree of overlap, run a 
capture, and then use display filter 3 to keep only frames that are from other net­
works. If a substantial number of frames remain, try to locate the APs from those 
networks and tum the power dov.rn. 

Decrypting WEP traffic 

Many analyzers have the ability to decrypt WEP-encrypted frames by entering the 
keys. In Ethereal, for example, go to the Preferences option on the Edit menu, and 
select the IEEE 802.11 protocol to see the WEP options displayed in Figure 24-6. 
Upon entering keys, Ethereal will attempt to decrypt all frames with the specified 
keys. Manual WEP keys are easy to find; dynamic WEP keys need to be recovered 
from either the supplicant or the AP. Linux supplicants will display the encryption 
key in the output of iwconfig. Many access points have ways of dumping the con­
tents of the key table, which network administrators may use to find the key derived 
from that station. 

RADIUS analysis 

Although not strictly related to wireless LANs, Ethereal also has the ability to 
decrypt RADIUS frames. In the preferences configuration for the RADIUS protocol, 
it is possible to enter the RADIUS shared secret. Once entered, any protected fields 
will be recovered automatically. By using RADlUS traffic, it would be possible to 
automatically recover dynamic keys, although I am not aware of any Ethereal add­
ons to do so. 

Other Tools 
Other tools are often used for network analysis. Although not strictly used as trou­
bleshooting tools, they are often used in assessing coverage. 

Finding, Measuring, and Mapping Networks 
Searching for 802.11 networks is the first step in connecting to them. Several analy­
sis tools exist to discover networks or assess the coverage area of existing networks. 
Taken to its extreme, the result of network discovery is "wardriving," in which a user 
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with network discovery software logs the locations of access points. NetStumbler 
(http://www.netstumbler.com) and Kismet (http://www.kismetwireless.net) are two of 
the best-known tools . 

Network detection is a passive process. Beacon frames can be collected with an 802.11 
receiver, and there is nothing that can be done about it. Assuming your network will 
be discovered is the best policy. Instead of relying on obscurity, either by location, 
network name, or low transmission power, defend your network with appropriate 
security tools, such as the authentication and encryption methods discussed in 
Chapters 6 and 7. Although your network may be discovered, its data need not be. 

WEP Key Recovery 
Several open source tools are readily available to attack weak WEP keys. The best 
known is AirSnort, which was released in August 2001. Current code is available 
from http://airsnort.shmoo.com/. AirSnort was the first public implementation of the 
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Fluhrer-Mantin-Shamir attack against WEP discussed in Chapter 5 and is the best 
known, but others exist.' 

WEP key recovery tools depend on certain classes of "weak" initialization vectors. 
Ethereal has borrowed the AirSnort classification code, and now reports weak IVs. 
Commercial tools have reported on weak IV usage for many years as well. 

To defend against WEP key recovery attacks, network administrators shorten the key 
lifetime to anywhere between 5 and 15 minutes. Many vendors have patched code to 
avoid using weak IVs as well. In early 2002, the Interop Labs discovered that several 
vendors had reacted with surprising speed and prevented the use of weak IVs. By 

2004, however, the list of vendors with fixes was almost the same, even with two 
years to apply the fix. 

Key recovery time estimates 
There are two components to recovering a key. First, enough frames with weak IVs 
must be gathered to mount an attack, which I refer to as the gathering time. Second, 
a successful attack must be run against the stored frames, which I refer to as the 
analysis time.t 

In my experience, the time required to gather enough data to mount the attack is so 
much larger than the CPU time required to run the attack that the estimate of key 
recovery time is essentially equal to the gathering time. With enough samples to suc­
cessfully attack, the analysis time is only a few seconds. The analysis time scales lin­
early, so the protection afforded by longer keys is only a few seconds. By doubling 
the key length, the CPU time required for the attack will double, but doubling a few 
seconds is still only a few seconds. 

Authentication 
Most 802. lX authentication protocols on wireless networks use TLS tunnels for 
security. The ssldump tool (http://www.rtfm.wmlssldump!) can be used to decode a 
TLS handshake as well as anything passed through the tunnel. Decryption requires a 
copy of the private keys used with any certificates. 

' See, for example, WEPcrack (http://wepcrack.sourceforge.net/) and Aircrack (http://iuww.crO.net:8040/codel 
ne!work!aircrack/). 

t For a discussion of analysis time, see http://securityfocus.comlinfoc1dl814. 
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CHAPTER 25 

802.11 Performance Tuning 

In the past, wireless network administrators have probably received a bit of a free 
ride. Wireless is new and cool, and people do not know what sort of service they 
should expect. Users are happy that it works at all, and it is both easy and correct to 
tell them that they should not expect the same performance they would see on a 
lO0BaseT Ethernet. Many wireless installations do not have large user communities 
and therefore do not have dozens or hundreds of stations trying to associate with a 
small number of access points . Furthermore, most wireless networks are logically 
subordinate to existing wired networks. 802.11 was designed to complement exist­
ing LANs, not replace them. When the wired LAN is the primary network, people 
can still get the job done without the wireless network, and it is seen as less critical. 
Most likely, your biggest problems are positioning your access points so you have 
coverage everywhere you want it, installing drivers , and keeping your security config­
uration up to date. 

However, networks have a way of growing, and users have a way of becoming more 
demanding. Your network's performance "out of the box" is probably fairly poor, 
even if no one but you notices. Changing the physical environment (by experiment­
ing with access point placement, external antennas, etc.) may alleviate some prob­
lems, but others may best be resolved by tuning administrative parameters. This 
chapter discusses some of the administrative parameters that can tuned to improve 
the behavior of your wireless network. 

802.11 Performance Calculations 
Like other network technologies, 802.11 has both a "headline" rate and the actual 
number of user bits that can be moved through the network. In many cases, the pay­
load throughput is less than the headline rate. In the 802.11 world, the payload 
throughput is much lower than the headline rate due to the protocol overhead. Pay­
load throughput of half the headline rate is a good rule of thumb. 
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It is often helpful to calculate a theoretical maximum throughput to compare real­
world results to. 802.11 breaks up data transmission into a series of atomic opera­
tions. Each atomic operation has several components which must be accounted for; 
a basic atomic operation is shown in Figure 25-1. The exchange shown is the sim­
plest, consisting of an 802.11 Data frame and its corresponding acknowledgment. 
Naturally, exchanges can be much more complicated if they involve fragmentation, 
or are required to use the 802. l lg protection mechanism discussed in Chapter 14. 

) 
Pl(Pheader MAC header 

DIFS 

SNAP header I= HI:J 
.. ---································ 

Station 1 Data frame Contention window 

Stationl Q)nme 
SIFS 

Figure 25-1. Atomic operation 

Each atomic operation is composed of multiple frames separated by interframe spac­
ing. To gain access to the medium, the frame sequence generally starts with a Dis­
tributed Inter-frame Space (DIFS), and the frames in the sequence are separated by 
Short Inter-frame Spaces (SIFS). Values for the DIFS and SIFS are dependent on the 
particular PHY in use, and can be found in the relevant chapters. 

Each frame in the air must be transmitted by the physical layer, and therefore has a 
physical layer header consisting of a preamble plus additional fields to help decode 
the frame. Generally speaking, the preamble is the dominant component of the phys­
ical header transmission time. The physical layer frame's body carries the MAC 
frame, which is adds 28 bytes. Within the MAC frame, an 8-byte SNAP header 
brings the total encapsulation overhead of a data frame to 36 bytes. Encryption head­
ers may add additional length to the MAC header. 

The higher-layer protocol packet itself is transmitted according to the rules of the par­
ticular PHY in use. Each PHY has a minimum block, or symbol, size, in bits. 802.llb 
networks running at 11 Mbps use 8-bit symbols. 802.1 la and 802.1 lg use symbols 
that carry much more data, and the symbol size depends on the data rate. At 54 
Mbps, the symbol size is 216 bits. (The eventual 802.lln will have even larger block 
sizes.) Each block of data requires a fixed amount of time to transmit. Different data 
rates work by packing more or fewer data bits into a block, not by transmitting 
blocks faster or slower. For example, a 1,536 byte payload for the physical frame 
consists of 12,288 bits. In the 802. l la PHY, the frame requires the transmission of 
57 symbols. 
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To find the time required for an atomic exchange, break it apart into its constituent 
pieces, and add up the time required for each. Start by adding up any inter-frame 
spacing. For many atomic exchanges, there will only be one DIFS and one SIFS in 
between frames, though the trend is towards more complex frame structures. With 
the inter-frame spacing accounted for, divide each frame up into its basic compo­
nents, based on the physical layer that will be used. Frequently, each frame will be 
divided in the same way, although protection mechanisms are a notable exception 
because an older transmission type must be used. Each frame has a physical header, 
followed by the physical payload. The physical payload is the MAC frame, which 
consists of the MAC header, a SNAP header on any data frame, followed by the 
higher-layer protocol packet, and concluding with a trailer. 

Example Calculation 
As an example, consider the transmission of a single 1,500 byte data frame on an 
802.1 la network. This analysis is intended to be an example of how to dissect the 
components of the frame, rather than a detailed model, so the discussion neglects 
any higher-layer protocol effects. 

In 802. l la, the SIFS is 16 microseconds, and the DIFS is 34 microseconds. Exchang­
ing a single data frame requires that the station wait for one DIFS, transmit its data 
frame, and wait for the acknowledgment. The 802.11 acknowledgment is transmit­
ted after one SIFS. There is a total of 50 microseconds of interframe spacing. 

Next, break apart the data frame. The preamble and signal field in 802.lla requires 
20 microseconds. The 1,500 byte data packet is encapsulated in a MAC frame with 
SNAP header, pushing the size up to 1,536 bytes. If the frame is protected by CCMP, 
an additional 16 bytes of encapsulation is added for the header and integrity check, 
bringing the total payload in the physical frame to 1,552 bytes, or 12,416 bits. At 54 
Mbps, the physical frame payload is broken up into 216-bit symbols, so 58 will be 
required to transmit the data. Each symbol requires 4 microseconds, for a total of 
232 microseconds for the data frame. 

The 802.11 acknowledgment is only 14 bytes (112 bits) of payload, and can easily fit 
into a single 54 Mbps symbol. Some chipsets may use lower data rates. At data rates 
of 36 Mbps and up, only one symbol is required. Extra symbols are required at lower 
data rates: two for the 18 and 24 Mbps rates, three at 12 Mbps, four at 9 Mbps, and 
five at 6 Mbps. Say that the acknowledgment is transmitted at 24 Mbps, which is a 
reasonable balance between minimizing transmission time and retaining reliable 
transmission. Three symbols require 12 microseconds, for a total of 32 microsec­
onds including the header. 

Adding it all together, the 1,500 byte payload requires 50 microseconds of spacing, 
232 microseconds to transmit, and 32 microseconds to acknowledge, for a total of 
314 microseconds. If no contention ever occurs, 3,184 of these atomic exchanges can 
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occur per second. Each exchange moves 1,500 bytes of payload, for a total payload 
rate of 38 Mbps. Under nearly ideal conditions, protocol overhead takes 30% of the 
headline bit rate . 

Other components to a performance model 

The previous discussion made several assumptions that are exceedingly generous. 
Most real-world 802.11 networks are lucky to get user payloads of 55-60% of the 
headline rate. Any serious network would run a higher-layer protocol, adding fur­
ther encapsulation overhead. TCP/ IP, for example, steals 40 payload bytes for its 
own headers, and requires protocol acknowledgments in the reverse direction. 
Depending on exactly how TCP/IP is incorporated into the model, it will further 
diminish throughput. 

The previous example also made the implicit assumption that there was never con­
tention for the medium, which is unrealistic. Even though the 802.11 MAC attempts 
to avoid collisions, they are a fact of life. Some engineers believe that TCP /IP may 
even exacerbate collisions because it tries to send session-layer acknowledgments 
back to the sender while the sender may continue to stream data. 

Real-world networks also have many other sources of protocol overhead. The previ­
ous calculation did not attempt to estimate the overhead of sending Beacon frames, 
or how typical frame loss rates would diminish throughput. 

Block acknowledgments 

It is relatively straightforward to build on the previous example co show why block 
acknowledgments are such a powerful concept. Over 10% of the transmission time 
for the atomic exchange is required for inter-frame spacing and 802.11 acknowledg­
ment. By changing the 1: 1 ratio of data frames to acknowledgments, the proportion 
of airtime used for overhead operations can be shrunk much farther. 

Improving Performance 
With limited capacity, wireless networks are often accused of having poor perfor­
mance. After receiving such a complaint, the first task is to find some way of assess­
ing the performance in some objective manner before developing a strategy to 
improve performance. 

Many commercial network analyzers will report channel utilization. It may be 
reported either as a percentage of time spent transmitting and receiving frames, or in 
megabits per second. The former measurement is much more useful because it takes 
into account the potential variance in speed due to distance from an access point. If 
all the associated stations are far away, they may only be able to operate at 1 Mbps. 
A channel fully occupied transmitting at 1 Mbps under the totally ideal conditions 
described in the previous example will be able to squeak out 0.94 Mbps at 100% 
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channel utilization. An analyzer that reported only bit transmission rate would not 
report the high utilization. 

If there is contention for radio resources, changes should work to reduce that conten­
tion. One of the best ways to increase performance is to reduce the power on access 
points. By shrinking the coverage areas, stations will be closer to the APs and will 
(hopefully) operate at higher data rates. 

Smaller coverage areas may also help avoid co-channel interference. Capacity for an 
AP is shared over its entire coverage area. If two APs are on the same channel at high 
transmission power, it is likely that they will interfere with each other. Although the 
protocol is designed to gracefully handle two devices transmitting at the same time, it 
often severely diminishes throughput. Reassigning channel numbers may help avoid 
interference as well, but capabilities are limited by the number of channels allowed by 
the technology in use. With 802.11 b and 802.1 lg, there are only three channels, and it 
is likely that there will be a fair amount of interference from adjacent APs. 802.lla has 
many more channels, and is therefore much more useful in high-density networks 
where the AP coverage areas may overlap. 

Using better physical layers may also help. 802.116 networks must divide a scant 6 
Mbps of radio capacity between all associated stations. 802.1 la and 802.1 lg can offer 
much higher throughput, often approaching 30 Mbps. If it is possible, it may help to 
upgrade all stations to better technology. In doing so, beware of 802.1 lg protection. 
Protection drastically cuts throughput. Although no precise figure can be offered, a 
good rule of thumb is that protection may cut throughput by more than 50%. 

If protection causes such a throughput hit, the first reaction is to disable it, though 
preventing protection is harder than it might first appear. Any 802.116 transmission 
triggers the activation of protection, whether it is associated with the network or not. 
With the extensive installed base of 802.116 equipment, most 802. llg networks are 
stuck operating in protected mode, with a consequent reduction in performance.· 

,A _-..1 

[fil For high-capacity, high-density networks, use 802.lla. It has many 
more channels, and does nor need to serve a backwards-compatibility 

~• legacy. 

In some cases, the network architecture limits performance. Networks that wall off the 
wireless LAN from the rest of the network force all traffic through a single choke point. 
If that choke point is not capable of handling the traffic load, performance will suffer. 
Security protocols may also have a negative effect on perceived performance. IPsec, for 
example, accepts maximum-size packets for transmission, but the additional IPsec 

• As a user, this also makes your choice clear. When I helped to build the wireless LAN at Supercomputing 
2004, there were 1300 802.llb/g users crammed on to 80 APs, but only 100 802.lla users. With my 802.lla 
card, I did not face contention for the radio medium, and I was able to use the full speed. 
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headers may require breaking it into a maximum size packet plus a tiny follow-on 
packet. Both require an 802.11 data frame sequence after contention for the 
medium, which increases the latency of transmission. 

Performance may be perceived as poor due to the application in use. Data transmis­
sion is generally quite forgiving. Late arrival of a data frame is not a problem because 
it means that a web page may load slightly slower. Data transmissions are bursty and 
lumpy, and it is acceptable for packets to arrive in bursts. If a network needs to sup­
port real-time delivery, the engineering becomes much more difficult . Voice is a data 
stream that must arrive quickly, in order, and with minimal burstiness. Even though 
a network may support multi-megabit service, it is not acceptable to provide a voice 
session with what it requires on average. Quality of service on 802.11 networks is 
based on emerging specifications. While a few voice calls on an AP will work, the 
quality will suffer as the network load increases and voice traffic cannot be transmit­
ted immediately upon arriving at the radio. Poor voice performance can occur even if 
the network is not saturated. 

As a last resort, it may be possible to squeeze the last drop of performance out of a 
network by altering various parameters in the 802.11 specification, which is taken up 
in the next section of this chapter. In my experience, though, 802.11 parameters do 
not provide large enough performance gains to spend a great deal of time on tuning. 
Access points are now cheap enough that adding additional network capacity is 
extremely cost-effective. 

Tunable 802.11 Parameters 
802.11 provides a number of knobs that can be used to wring extra performance out 
of a network in dire situations, although a great deal of experimentation is probably 
required to find the values that work best. 

Radio Management 
As with other types of wireless networks, radio bandwidth is a precious resource on 
an 802.11 network. Radio spectrum is constrained by regulatory authority and can­
not be easily enlarged. Several parameters allow you to optimize your network's use 
of the radio resource. 

Beacon interval 

Beacon frames serve several fundamental purposes in an infrastructure network. At 
the most basic level, Beacon frames define the coverage area of a basic service set 
(BSS). All communication in infrastructure networks is through an access point, even 
if the frame is sent between two stations in the same BSS. Access points are station­
ary, which means that the distance a Beacon frame can travel reliably won't vary over 
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time: Stations monitor Beacon frames to determine which Extended Service Sets 
(ESSs) offer coverage at their physical location and use the received signal strength to 
monitor the signal quality. 

Transmitting Beacon frames, however, eats up radio capacity. Decreasing the Bea­
con interval makes passive scanning more reliable and faster because Beacon frames 
announce the network to the radio link more frequently. Smaller Beacon intervals 
may also make mobility more effective by increasing the coverage information avail­
able to mobile nodes. Rapidly moving nodes benefit from more frequent Beacon 
frames because they can update signal strength information more often. t Increasing 
the Beacon interval indirectly increases the power-saving capability of attached nodes 
by altering the listen interval and the DTIM interval, both of which are discussed in 
the section "Tuning Power Management" later in this chapter. Increasing the Bea­
con interval may add an incremental amount of throughput by decreasing conten­
tion for the medium. Time occupied by Beacon frames is time that can' t be used for 
transmitting data. If you use a network built on virtual APs, each network requires its 
own set of Beacons, and the overhead can multiply rapidly. 

RTS threshold 

802.11 includes the RTS/ CTS clearing procedure to help with large frames . Any 
frame larger than the RTS threshold must be cleared for departure from the antenna 
by transmission of an RTS and reception of a CTS from the target. RTS/CTS exists to 
combat interference from so-called hidden nodes. The RTS/CTS exchange mini­
mizes interference from hidden nodes by informing all stations in the immediate area 
that a frame exchange is about to take place. The standard specifies that the RTS 
threshold should be set to 2,347 bytes. If network throughput is slow or there are 
high numbers of frame retransmissions, enable RTS clearing by decreasing the RTS 
threshold. 

In Chapter 3, I said that a hidden node was a node that wasn't visible to all the sta­
tions on the network. Under what sorts of situations can you expect hidden nodes? 
Just about any, really. In almost any network, there are bound to be places where 
two nodes can reach the access point but not each other. Let's consider the simplest 
network imaginable: one access point in the middle of a large field with nothing to 
cause reflections or otherwise obstruct the signal. Take one mobile station, start at 
the access point, and move east until the signal degrades so that communication is 

• Multipath interference may cause odd time-dependent interference patterns. A particular spot may be within 
range of an access poin t at one instant in time and subject to multipath fading seconds later. However, such 
a spot has marginal coverage and should not be considered a part of a basic service area. 802.16 (WiMax) is 
also promising for mobile data connectivity. 

t 802.11 is not designed to support high-speed mobility, though. Cellular-based, wide-area technologies are 
more effective. 
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just barely possible. Now take another station and move west. Both stations can 
communicate with the access point, but they are invisible to each other. 

The previous thought experiment should convince you that invisible nodes are a fact 
of life, but not very common. Hidden nodes tend to occur in harsh radio environ­
ments where stations are very far from the nearest AP. Now that wireless networks 
have become popular, the AP density is high enough to place a practical limit on the 
number of hidden nodes. 

Fragmentation threshold 

MAC-layer fragmentation is controlled by the fragmentation threshold variable. Any 
frames longer than the fragmentation threshold are sliced into smaller units for trans­
mission. The default fragmentation threshold is the smaller of 2,346 or the maxi­
mum MAC frame length permitted by the physical layer. However, the RF-based 
physical layers usually have a maximum MAC frame length of 4,096 bytes, so this 
parameter generally defaults to 2,346. The common value immediately implies that 
fragmentation and RTS/ CTS clearing are often used in tandem. 

In environments with severe interference, encouraging fragmentation by decreasing 
this threshold may improve the effective throughput. When single fragments are lost, 
only the lost fragment must be retransmitted. By definition, the lost fragment is 
shorter than the entire frame and thus takes a shorter amount of time to transmit. 
Setting this threshold is a delicate balancing act. If it is decreased too much, the effec­
tive throughput falls because of the additional time required to acknowledge each 
fragment . Likewise, setting this parameter too high may decrease effective through­
put by allowing large frames to be corrupted, thus increasing the retransmission load 
on the radio channel. 

Retry limits 

Every station in a network has two retry limits associated with it. A retry limit is the 
number of times a station will attempt to retransmit a frame before discarding it. The 
long retry limit, which applies to frames longer than the RTS threshold, is set to four 
by default. A frame requiring RTS/CTS clearing is retransmitted four times before it 
is discarded and reported to higher-level protocols. The short retry limit, which 
applies to frames shorter than the RTS threshold, is set to seven by default. 

Decreasing the retry limit reduces the necessary buffer space on the local system. If 
frames expire quicker, expired frames can be discarded, and the memory can be 
reclaimed quicker. Increasing the retry limits may decrease throughput due to inter­
actions with higher-layer protocols. When TCP segments are lost, well-behaved TCP 
implementations perform a slow start. Longer retry limits may increase the amount 
of time it takes to declare a segment lost. 
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Tuning Power Management 
From the outset, 802.11 was designed for mobile devices. To be useful, though, 
mobile devices cannot be constrained by a power cord, so they usually rely on an 
internal battery. 802. 11 includes a number of parameters that allow stations to save 
power, although powersaving is accomplished at the expense of the throughput or 
latency to the station. 

Listen interval 

When stations associate with an access point, one of the parameters specified is the 
listen interval, which is the number of Beacon intervals between instances when the 
station wakes up to received buffered traffic. Longer listen intervals enable a station 
to power down the transceiver for long periods. Long power-downs save a great deal 
of power and can dramatically extend battery life. Each station may have its own lis­
ten interval. 

Lengthening the listen interval has two drawbacks. Access points must buffer frames 
for sleeping stations, so a long listen interval may require more packet buffer space 
on the access point. Large numbers of clients with long listen intervals may over­
whelm the limited buffer space in access point hardware. Second, increasing the lis­
ten interval delays frame delivery. If a station is sleeping when its access point 
receives a frame, the frame must be buffered until the sleeping station is awake. After 
powering up, the station must receive a Beacon frame advertising the buffered frame 
and send a PS-Poll to retrieve the frame. This buffering and retrieval process can 
delay the time the frame spends in transit. Whether this is acceptable depends on the 
traffic requirements. For asynchronous communications such as email, lengthening 
the listen interval isn't likely to be a problem. But in other applications that require 
synchronous, time-sensitive communications (such as securities market data feeds 
today or an IP phone with an 802.11 interface in the future), a longer interval might 
not be acceptable. Certain applications may also have trouble with the increased 
latency. Database applications, in particular, are significantly affected by increased 
latency. A task group is working on MAC enhancements to provide quality of ser­
vice for transmissions on 802. 11 networks, but no standard has emerged yet. 

DTIM Period 

The DTIM period is a parameter associated with an infrastructure network, shared 
by all nodes associated with an access point. It is configured by the access point 
administrator and advertised in Beacon frames. All Beacon frames include a traffic 
indication map (TIM) to describe any buffered frames. Unicast frames buffered for 
individual stations are delivered in response to a query from the station. This polled 
approach is not suitable for multicast and broadcast frames , though, because it takes 
too much capacity to transmit multicast and broadcast frames multiple times. 
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Instead of the polled approach, broadcast and multicast frames are delivered after 
every Delivery TIM (DTIM). 

Changing the DTIM has the same effect as changing the listen interval. (That should 
not be a surprise, given that the DTIM acts like the listen interval for broadcast and 
multicast frames.) Increasing the DTIM allows mobile stations to conserve power 
more effectively at the cost of buffer space in the access point and delays in the recep­
tion. Before increasing the DTIM, be sure that all applications can handle the 
increased delay and that broadcasts and multicasts are not used to distribute data to 
all stations synchronously. If the application uses broadcast or multicast frames to 

ensure that all mobile stations receive the same blob of data simultaneously, as 
would be the case with a real-time data feed, increasing the DTIM will likely have 
adverse effects . 

ATIMwindow 

In an infrastructure network, access points provide most of the powersaving support 
functions. In an independent or ad hoc 802.11 network, many of those functions 
move into the network interface driver. In ad hoc networks, stations are required to 

power up for every Beacon transmission and remain powered up for the duration of 
the Announcement TIM (ATIM) window, which is measured in time units (TUs). 

Decreasing the ATIM window increases the power savings because the required 
power-on time for the mobile stations is reduced. Stations can power down quickly 
and are not required to be active during a large fraction of the time between Bea­
cons. Increasing the A TIM window increases the probability a powersaving station 
will be awake when a second station has a frame. Service quality is increased, and the 
required buffer space is potentially smaller. 

Decreasing or disabling the A TIM window would probably have the same effect on 
synchronous or real-time applications as increasing the DTIM timer on an infrastruc­
ture network-that is , it is likely to cause problems with less reliable communica­
tions or applications that depend on real-time data. One of the most obvious 
examples of a real-time application of ad hoc networking is gaming, but it is far more 
likely that ad hoc gaming networks would be tuned for low-delay and high-through­
put than for low-power operation. 

Timing Operations 
Timing is a key component of 802.11 network operations. Several management oper­
ations require multistep processes, and each has its own timer. 

Scan timing 

To determine which network to join, a station must first scan for available networks. 
Some products expose timers to allow customization of the scanning process. In 
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products that expose timers, both an active scan timer and a passive scan timer may 
be exposed. The active timer is the amount of time, in TUs, that a station waits after 
sending a Probe Request frame to solicit an active response from access points in the 
area. Passive scanning is simply listening for Beacon frames and can take place on 
several radio channels; the passive scan timer specifies the amount of time the 
receiver spends listening on each channel before switching to the next. 

Timers related to joining the network 

Once a station has located an infrastructure network to join, it authenticates to an 
access point and associates with it. Each of these operations has a timeout associ­
ated with it. The authentication timeout is reset at each stage of the authentication 
process; if any step of the process exceeds the timeout, authentication fails. On busy 
networks, the timeout may need to be increased. The association timeout serves a 
similar function in the association process. 

Dwell time (frequency-hopping networks only) 

The amount of time that an FH PHY spends on a single hop channel is called the 
dwell time. It is set by local regulatory authorities and is generally not tunable, 
except by changing the network card driver to a different regulatory domain. 

Summary of Tunable Parameters 
For quick reference, Table 25-1 summarizes the contents of this chapter, including 
the effect of changing each of the tuning parameters. 

Table 25-1. Summary of common tunable parameters 

Parameter 

Beacon 

RTS Threshold 

Fragmentation 
Threshold 

Long Retry Limit 

Meaning and units 

Number ofTUs between 
transmission of Beacon 
frames. 

Frames larger than the 
threshold are preceded 
by RTS/CTS exchange. 

Frames larger than the 
threshold are transmitted 
using the fragmentation 
procedure. 

Number of retransmis-
sion attempts for frames 
longer than the RTS 
threshold. 

Effect when deaeased 

Passive scans complete more 
quickly, and mobile stations may 
be able to move more rapidly while 
maintaining network connectivity. 

Greater effective throughput if 
there are a large number of hidden 
node situations . 

Interference corrupts only frag-
ments, not whole frames, so effec-
tive throughput may increase. 

Frames are discarded more quickly, 
so buffer space requirement is 
lower. 

Effect when increased 

Small increase in available radio 
capacity and throughput and 
increased battery life. 

Maximum theoretical throughput 
is increased, but an improvement 
will be realized only if there is no 
interference. 

Increases throughput in noise-free 
areas by reducing fragmentation 
acknowledgment overhead. 

Retransmitting up to the limit 
takes longer and may cause TCP to 
throttle back on the data rate. 
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Table 25-1 . Summary of common tunable parameters (continued) 

Parameter Meaning and units Effect when deaeased Effect when inaeased 

Short Retry Limit Number of retransmis- Same as long retry limit. Same as long retry limit. 
sion attempts for frames 
shorter than the RTS 
threshold. 

Listen Interval Number of Beacon inter- Latency of unicast frames to station Power savings are increased by 
vals between awaken- is reduced. Also reduces buffer load keeping transceiver powered off for 
ings of powersaving on access points. a larger fraction of the time. 
stations. 

DTIMWindow Number of Beacon inter- Latency of multicast and broadcast Power savings are increased by 
vals between DTIM trans- data to powersaving stations is keeping transceiver powered off for 
missions (applies only to reduced. Also reduces buffer load a larger fraction of the time. 
infrastructure networks). on access points. 

ATIMWindow Amount of time each sta- Increases power savings by allow- Latency to powersaving stations is 
tion remains awake after ing mobile stations to power down reduced, and the buffer load may 
a Beacon transmission in more quickly after Beacon trans- be decreased for other stations in 
an independent network. mission. the network. 

Active Scan Timer Amount of time a station Station moves quickly in its scan. Scan takes longer but is more likely 
waits after sending a to succeed. 
Probe Response frame to 
receive a response. 

Passive Scan Amount of time a station Station may not find the intended Scan takes longer but is more likely 
Timer monitors a channel look- network if the scan is too short. to succeed. 

ing for a signal. 

Authentication Maximum amount of Authentications must proceed No significant effect. 
time between successive faster; if the timeout is too low, 
frames in authentication there may be more retries. 
sequence. 

Association Maximum amount of Associations must proceed faster; if No significant effect. 
Timeout time between successive the timeout is too low, there may 

frames in association be more retries. 
sequence. 
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CHAPTER 26 

Conclusions and Predictions 

It's hard to make predictions, 
especially about the future. 

-Yogi Berra 

This completes our picture of the current state of 802.11 networks. In this chapter, 
we'll get out a crystal ball and look at where things are heading. First, we'll look at 
standards that are currently in the works and close to completion. Then we'll take a 
somewhat longer-term look and try to draw conclusions about where wireless net­
works are heading. 

Standards Work 
Publication of the 802.11 standard was only the beginning of wireless LAN standard­
ization efforts. Several compromises were made to get the standard out the door, and 
a great deal of work was deferred for later. The 802.11 working group conducts its 
business publicly, and anybody can view their web site at http://grouper.ieee.org/ 
groups/8021111 to get an update on the progress of any of these revisions to 802.11. 
As standards development progresses, many task groups post detailed reports, 
including the results of votes on different proposals. 

Revisions to the standard are handled by Task Groups. Task Groups are lettered, 
and any revisions inherit the letter corresponding to the Task Group. For example, 
the OFDM PHY was standardized by Task Group A (TGa), and their revision was 
called 802.1 la. 

In the time since the publication of the first edition of this book, several standards 
revisions have been approved. 802. l lg put the number 54 on boxes throughout the 
world. 802. llh made the underlying technology of 802. lla suitable for use in 
Europe, and convinced the U.S. government to open up additional spectrum in a 
worldwide harmonized band. For now, 802.lli has put security concerns largely to 
rest, and replaced them with demands for AES-based encryption. 
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New Standards 
Several new standards are worthy of note. 802.11 continues to be a fertile ground for 
the development of new technology. As a sign of its maturity, it is getting close to 
rolling over to double letters for its task groups! 

Task group E: quality of service extensions 

Compared to their wired cousins, wireless networks have limited capacity. Task group 
E is developing standards to provide quality of service (QoS) by operating multiple 
queues and reserving the medium. To further provide service quality, 802.lle will 
define a new coordination function, the hybrid coordination function (HCF), with new 
means of accessing the network. It will also define the block acknowledgment proto­
col to reduce the fraction of network operations devoted to overhead. 

802. 1 le is taking a great deal of time to produce. (Originally, it was dedicated to 
both QoS and security, before security was split off into Task Group I, which has 
now completed its work. ) Rather than hold implementations for the final standard, 
the industry has selected a subset of the current drafts for interim standardization as 
Wi-Fi Multi-Media (WMM; see http://www.wi-fi.org!OpenSectionlwmm.asp). WMM 
is to 802.1 le as WPA was to 802. lli. Both are snapshots of a standard in process. 

Task group K: radio resources 

Mobile telephone networks make extensive measurements of the radio network to 
optimize its use of radio capacity. Many 802.11 products make some efforts to moni­
tor radio quality, but there is no standard way of doing so. Task group K is develop­
ing a standard for use with 802. 11 that will enable access points to collect radio 
statistics and make intelligent operating decisions based on them. New measure­
ment types are defined to allow 802.11 stations to collect information on noise distri­
bution, the number of hidden stations, and the load on any particular operating 
channel. 

Task group N: high-throughput (100+ Mbps) MIMO PHY 

Four complete proposals were initially received by TGn. However, two of the pro­
posals have been withdrawn, leaving only the two described in Chapter 15. In 
standards-committee votes , TGnSync has been drawing slightly more support than 
WWiSE. The two standards are quite dissimilar, so expect a fair amount of horse­
trading to create the final standard. 

Products based on a TGn proposal cannot yet be called "draft 802. lln" since there is 
no official working draft standard at this time, and it is doubtful that a single pro­
posal will have been selected by the time this book is in print. Products cannot label 
themselves "pre-N" without risking revocation of Wi-Fi certification. As a result, 
many products based on one proposal or the other are self-labeled as MIMO. 
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More distant standards 
Task group Pis developing extensions to 802.11 for use in automobiles, called Wire­
less Access in Vehicular Environments (WA VE). Cars move at much higher speed, 
necessitating handoff improvements. It also includes peer-to-peer networking capa­
bilities to build a mesh between cars. Unlike many other forms of 802.11, it would 
use licensed spectrum. It is designed initially as a standard method of toll collection 
and download of safety information, although some observers think that it may 
eventually replace cellular communications. 

Task group R is developing roaming protocols. 802.lli preauthentication is limited 
in that it does not reduce the computational workload of roaming. TGr is defining 
protocols that will enhance roaming by moving key material around the network. In 
the January 2005 meeting, several proposals were eliminated from further consider­
ation, which is an important step in moving towards the final standard . 

Task group Sis developing mesh networking standards for use in multi-hop environ­
ments. Standards development is in a very early stage. 

Task group U will modify 802.11 so that it will work with other network technologies. 
Its goal is similar in scope to the 802.21 working group. TGu modifies 802.11 as neces­
sary to work with other network technologies such as third-generation cellular net­
works, while 802.21 works on a framework independent of any network technology. 

Related standards 
802.lX was originally designed for use on wired networks. Its use on wireless net­
works has been subject to a number of ad hoc standards that are essentially imple­
mentation agreements, and the integration of wired access control on wireless 
networks was messy. 802.lX-2004 specified a new version of EAPOL, and clarified 
the operation of the two state machines. It has not yet been widely implemented , but 
it will almost assuredly come to the market soon. 

As more users adopt many types of wireless technology, each with its own niche of 
range and distance, inter-network handoff between complementary networks has 
moved to the fore. For example, many mobile professionals use 802. 11 networks while 
sitting in hot spots and high-speed cellular data while in the car. Transferring a session 
between two disparate network types is the focus of the IEEE 802.21 working group. 

Current Trends in Wireless Networking 
What does the picture look like over the longer term? 802.11 has already killed off 
other wireless efforts aimed at the home market (such as HomeRF), and has consoli­
dated its lock on short-range data access. As always, the larger issues for the long 
term are in areas such as mobility and security, both of which present problems that 
are not easily solved. Security, however, is moving away from a closed model of pure 
defense to a model that embraces the flexibility of wireless networks and uses them 
to provide services quickly. 
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Security 
Security has always been the major issue associated with wireless LANs, although 
recent protocol work has eliminated many of the complaints specific to wireless net­
works. Mutual cryptographic authentication of the network and the user can now be 
performed using 802.lX and EAP. 802.lli has given wireless LANs the strong, 
trusted encryption that network managers were waiting for. WPA has made net­
works secure enough for practical use, and the industry has made substantial com­
mitments to designing protocols capable of meeting stringent security standards. 

Rather than isolate wireless networks, making them less functional, the new 
approach to network design is to integrate them into the overall network. Wireless 
networks improve productivity by decoupling user access from location. Early wire­
less networks gave away a great deal of the increased productivity by imposing access 
control between the wireless and wired networks, forcing users to learn new proce­
dures for accessing data. Stronger security protocols enable the users to view the net­
work as a single entity. Rather than attaching through cumbersome remote access 
procedures, users get the same network view as LAN attachment. 

Changing the wireless LAN security model has depended a great deal on providing 
user authentication. With a strong link between the user account and any network 
activity comes accountability, and accountability may discourage many forms of net­
work misuse. Authentication also shifts the emphasis of wireless LAN security from 
a general wall to be more like other forms of LAN security. 

Authentication protocols 
Today, authentication means RADIUS. Wireless LANs have given RADIUS a new 
lease on life, but the fact is that it was designed for the vacuum tube era of the Inter­
net. Most users no longer use modems for access, bur the protocol designed to pro­
vide service to modem users underpins the latest LAN medium. RADIUS is unsuited 
for the complexity being pushed upon it for LAN access. Anybody who has tried to 
use most RADIUS servers on the market can attest to the increased complexity 
foisted upon layers of obscure configuration files. 

Authentication protocols will need to evolve to cope with the commoditization of IP 
transport. Wireless networks have driven most organizations to offer some form of 
network access to guests. As IP transport becomes cheaper and easier to provide, 
users will expect more access in more places. Authentication protocols need to adapt 
to more open networks by enabling access in any location. Specialized service pro­
viders such as iPass already perform this task; the research universities that have 
build Internet2 are working on a similar project.· 

Building so-called "federated networks" requires authentication systems with 
extensive proxy capability, so that networks can authenticate guests from arbitrary 

• See the Intemet2 web page at http://security. internet2.edu!fwna/. 
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organizations. I would not be surprised if an Internet authentication system evolved 
along parallel lines to DNS to enable an organization to find a server to authenticate 
visitors without having to preconfigure trust relationships. 

Admission control 

As networks become more open to visitors and other guests, network security takes 
on a whole new meaning. Ensuring that machines owned by an organization are 
secure is a difficult task, but one with known solutions. By standardizing on a plat­
form and carefully monitoring for security patches, employing firewalls throughout a 
network, and keeping antivirus and intrusion detection signatures up to date, it is 
possible to ensure a reasonable level of security. However, the "keep everything up to 
date" model breaks down if the infection vector is an external machine. While a cor­
poration can provide access to security software for all the machines it owns, guest 
machines are on their own. Several new software solutions are extending the con­
cept of network authorization to include the state of a client machine. Machines are 
only allowed access to the network if they can be verified "clean." Admission con­
trol is a way of extending authorization from just the rights of a user to include the 
state of the user's computing platform as well. 

Rogue device control 

Controlling the radio spectrum by protecting against unauthorized wireless LAN 
deployment has been a major thread in the security story of wireless LANs. While 
there has been a great deal of engineering work, the theory is essentially the same as 
it always has been. Detect APs that are not part of your network by monitoring the 
radio spectrum, and take appropriate steps to shut them down if necessary. In recent 
years, this work has been extended to use radios that are part of your network, or in 
some cases, data gathered from client devices. 

Once unknown devices have been identified, they must be analyzed to determine a 
threat level. Wireless networks that are attached to some other backbone are not a 
threat at all, and should not be the target of aggressive attacks. If office space is shared 
with other organizations, it is certainly possible that signals will bleed through the 
walls of adjacent offices. In addition to being poor neighbor relations, launching 
attacks on somebody else's network may qualify as an offense under computer crime 
laws. To provide network security, some level of threat assessment is required. Unli­
censed wireless devices not attached to your network are orthogonal to your adminis­
tration and security management, and must be left alone. Ad-hoc networks built by 
visitors or others passing by should also remain undisturbed. Arguably, properly 
secured access points attached to your network should be left alone as well. 

As in other areas of networking, consolidation is the order of the day. Rogue detection 
and assessment capabilities are increasingly built into wireless infrastructure. Although 
many companies offer additional equipment that can perform monitoring and security 
services, the baseline set of functionality required is integrated into most deployments. 
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Deployment and Management 
Wireless LANs have followed the pattern of two previous innovations. Both the per­
sonal computer and the local area network started as under-the-radar affairs out of 
sight of the central IT staff. Eventually, however, they became centrally managed ser­
vices providing a great deal of information. Wireless LANs have moved out of the 
under-the-radar phase and are quickly becoming standard connectivity. 

The major deployment challenges now come from the effort to move beyond a simple 
coverage model. Early wireless networks were designed only to cover an area. With 
increasing usage, however, simple coverage is no longer enough. Ensuring higher 
capacity, especially in environments where users are accustomed to high-bandwidth 
wired networks, is at the forefront of protocol development and deployment. 

Planning a network 
Traditional 802.11 network planning is an arduous process consisting of walking 
around and taking a vast number of manual measurements . As with many other 
technological innovations, as the underlying mechanisms are better understood, 
tools are developed to improve the planning process . These tools are a way of "out­
sourcing" radio expertise to product developers, since most network administrators 
will never be radio experts. 

One class of tools uses floor plans and architectural knowledge to calculate the num­
ber and location for access points, while another approach uses extensive dynamic 
radio calibration to adapt a network to its environment. Many products use both 
approaches. In any case, the time in which an expensive, time-consuming site survey 
was required is fast closing. Site surveys are too labor-intensive and too expensive. 

Just as architects needed to learn how to plan for buildings with extensive network 
wiring, they will learn to incorporate 802.11 into the design process. As always, it 
helps to set requirements as early in the process as possible. With a basic idea of 
requirements and walls, preliminary AP locations can be calculated with the help of a 
modeling tool. By feeding back this information to architects and interior designers, 
the building's layout can help increase network performance while reducing hassle 
down the line. If AP locations are decided based purely on aesthetic criteria, or ease 
of installation, it is likely that network coverage will suffer. 

Planning is not the end of the process, either. Computerized models are not perfect, 
and some changes to the preliminary design should be expected. It is not uncom­
mon to go through multiple test and optimization cycles in building a wireless LAN. 
Thankfully, however, the dropping cost of access points has lessened the need to use 
the absolute minimum number of APs possible. 

In tandem with planning physical architecture, the logical network architecture must 
be thought through. As wireless networks have become more common, seamless 
mobility is expected throughout a facility. The desire for seamless mobility is often 
independent of the size of the facility, which can lead to interesting challenges in 
extremely large buildings. 
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Backhaul 

One of the long-standing jokes at the Interop Labs is that the wireless LAN initia­
tives require a great deal of Ethernet cable to connect all the access points and electri­
cal cords to power them up. As a result, the wireless networking group uses as much 
wire as other technology initiatives. At this point, wireless networks depend on back­
end wiring to supply both network connection and power. 

Generally speaking, network connections are easier to supply than electrical power, 
for a variety of reasons. For simplicity, access points use one wire, and it provides 
both power and network. However, in some situations, the converse may be true. In 
large auditoriums, for example, there may be electrical wiring in the ceiling for light­
ing, but no network connection. Rather than force the installation of network cable 
for the wireless LAN, several companies are exploring using the wireless network as 
a backhaul. Dual-radio access points can use one radio to provide service, one radio 
for uplink, and depend solely on power cable for energy. Mesh backhaul technology 
is likely to be valuable in a variety of challenging network wiring circumstances. In 
situtations where meeting the 100-meter Ethernet cable length is a pipe dream, it 
may be the only solution. 

Mini-"regulators" and arbitrators 

Disagreements over spectrum can easily erupt in 802.11, especially with the lack of 
capacity in the 2.4 GHz band used by 802.llb and 802.llg. Unlicensed spectrum 
means that anybody can use it, and there are no senior rights to the radio waves. In 
late 2002, an access point was installed by T-Mobile in the same area as an existing 
AP operated by the Portland-based Personal Telco project as part of a community 
network effort. There was no technical solution to the interference caused by both 
devices operating on the same channel, although both sides attempted to assert non­
existent claims. 

Although the dispute in Portland was the best-publicized early dispute over spec­
trum, further problems are almost sure to arise. Many organizations attempt to con­
trol radio spectrum in some fashion. Buildings with many small offices may try to 
manage a single wireless LAN with multiple virtual wireless networks. Several air­
ports have long tried to maintain a single physical wireless network while renting 
capacity out to the traveling public, airlines, and shops. So many agreements were 
written in such a way that ceded rights over the electromagnetic spectrum that the 
FCC declared all such agreements void, with a few minor exceptions.' 

• See the FCC document DA-04-1844 of June 2004, available for download at http://hraunfoss.fcc.gov/ 
edocs_publiclattachmatch!DA-04-1844Al.pdf. The order "reaffi rm [s] that .. . the FCC has exclusive authority 
to resolve matters involving radio frequency interference [RFI] when unlicensed devices are being used, 
regardless of venue ... [and that] ... the rights that consumers have under our rules to install and operate cus­
tomer antennas ... apply to the operation of unlicensed equipment, such as Wi-Fi access points ... " 
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Automatic radio tuning technologies are only part of the solution. With so few chan­
nels, resolving interference to the optimum degree may be impossible. (The enthusi­
asm for building long-haul 802.11 networks may make the problem worse, as more 
802.11 signals are sent through crowded areas.) There may be an opportunity here 
for technically competent individuals to assist with negotiating settlements between 
users. Some high-tech neighborhoods already have a small version of this problem, 
as adjacent houses use the same channel. Volunteers have formed neighborhood fre­
quency allocation committees to adjust the channels used by adjacent houses to 
improve neighborhood performance." With no legal authority, these arbitrators or 
"regulators" have no power to force changes, but rely instead on technical authority. 

Guest access 

Most importantly, though, different access controls are needed for the future. Many 
early wireless LANs were used just to extend corporate LANs throughout the office. 
Existing authentication concepts were designed for a known, static user group, such 
as a group of employees. Providing access to employees is a big task, but it just 
begins to scratch the surface of what wireless LANs can do. Just as in cellular tele­
phony, the promise of wireless networks is installation in hard-to-reach spots and 
places where users are on the move, as well as the ability to connect them at an arbi­
trary destination. 

Designing an 802.11 network for a public place such as an airport or train station 
requires dealing with the question of who is allowed to use the network, and what priv­
ileges they have. Network services must be authenticated, and users must be protected 
from each other. Providing robust services to several disjoint user groups while isolat­
ing them from each other requires some thought about network architecture. 

Higher education is pushing the envelope on guest access. Research groups often 
span multiple institutions, and scholars often travel between multiple locations. 
Rather than require an account at each institution, there is a project to build a "fed­
eration" that will allow accounts from any institution in the federation to use net­
works at other members of the federation. Challenges involved in building the 
federation range from the purely technical to the nuts-and-bolts intersection of tech­
nology and process, to purely policy-related matters. On a technical level, some form 
of trusted authentication link must be built among federation members.t Federa­
tions are stuck using RADIUS, with its limitations. 

Once a user account is authenticated against a home institution, however, there may 
be some need to isolate that user from interior of the visited network. To provide 
accountability, information that identifies the user needs to be passed from the home 

• See the Associated Press story at http://community.bouldernews.com/business/02bwire. html. 

t The EduRoam project (http://www.eduroam.org) is one such project. Others are underway in different 
locations. 
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institution to the visiting institution. Operations staff at the visited network may 
want more than just a name, too. If a visitor is hit by a worm or virus, it may be vital 
to isolate the visitor's computer, contact the visitor, and manually disinfect it. How­
ever, if the visitor has come several thousand miles, it may be impossible to contact 
the visitor's home institution for contact information. Automatic disclosure of, say, a 
mobile telephone number with the authentication process would assist operations 
staff. Automatically supplying selected pieces of information without violating pri­
vacy, however, is a major technical challenge with current authentication protocols.' 

Applications 
The first application for wireless networks was freedom-freedom from wires and free­
dom from worrying about how location affects network services. Users move, but net­
work jacks do not. First-generation applications adopted the Ethernet metaphor and 
left many applications unchanged. As application developers gained experience, appli­
cations began to buffer data and expect that network connections could come and go. 

Wireless networks may also have a large part to play in the push for utility comput­
ing. As applications reside "out there" on the network, more universal network 
access methods are required. With improved authentication methods and wireless 
LAN interfaces on most computing devices, the network becomes the interface to the 
application. Better authentication systems may also help drive towards single-sign-on 
capabilities for applications. 

Location 

Early applications on wireless networks were simply applications from wired net­
works. Newer applications are likely to make much more out of the location aware­
ness of wireless networks. Conferences often take over huge buildings, and 
considerable investment is made in signs and guides to keep attendees on the move 
to wherever they wish to go. Such events are already working on using the wireless 
network to provide location awareness to enable customized walking directions and 
"what's near me" navigation applications. IBM Research developed an office system 
that tracks people and provides location updates at cubicles. t (With luck, future 
location-based innovations will feel less like Big Brother.) 

Voice 

After many years of predictions, voice over IP has finally arrived. Several service pro­
viders are now able to offer voice quality that is better than cellular to the home over 

• The lnternet2 consortium is developing a software system called Shibboleth (http://shibboleth.internet2.edu) 
precisely because no commercial solution was sufficient. 

t The cubicle, codeveloped with office furniture maker Steelcase, is described at http://www.research.ibm.com! 
bluespace/. 
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DSL. After years of naysaying, consumers are rushing to adopt technology that pro­
vides a less-than-stellar call quality, but has additional flexibility. 

802.11 is a strong contender for the next-generation cordless phone protocol. Right 
now, consumers who wish to use both cordless telephones and 802.11 networks 
need to purchase carefully and ensure that telephones operate in a different fre­
quency band (sometimes by going to garage sales or eBay to hunt down older 900 
MHz cordless phones!), or hope that the cordless phone coexists with 802.11. By 
using VoIP, a cordless phone can share the same network, alleviating worries. Fur­
ther consumer electronics development using 802.11 will drive down the cost of 
chips and create a virtuous cycle. 

One major shortcoming of 802.11 VoIP devices I expect to see addressed very 
quickly is the lack of any real authentication capabilities on the handsets. Up until 
this point, most handsets have not been capable of anything other than MAC filter­
ing. 802.lX authentication with a cryptographic EAP method is a practical mini­
mum security level. If such a phone used the Session Initiation Protocol (SIP), it 
could be used in an 802. lX-enabled hot spot. Rather than add expensive licensed 
capacity, mobile telephone carriers could add capacity in dense areas by offloading 
telephone calls on to a cheaper 802.11 network. Handing calls between two dispar­
ate infrastructures is a decidedly nontrivial task, however. 

Datacasting 

Wireless networks are inherently a broadcast medium. Just as in Ethernet, all frames 
in an 802.11 network are distributed to all stations and frame filtering rules are 
applied. The difference between Ethernet and 802.11 is that there is no easy radio 
analog to switching. 802.11 frames still travel in many directions and cannot be 
beamed with laser-like focus to a particular receiver. By using multicast frames , it is 
possible to build applications that provide data broadcasting to multiple receivers. 
With appropriate reliability protocols, it may be possible to build small-scale broad­
casting capabilities into wireless LANs. In a twist on some television stations using 
spare digital TV bandwidth to send data, wireless LANs might become a short-range 
video distribution mechanism to many receivers. Several consumer electronics com­
panies have joined the 802.11 standards process, so video distribution over 802.11 is 
not totally farfetched. 

Protocol Architecture 
One common theme in 802.11 is that too much is under the control of the client. In 
802.11, all stations are created equal. If nineteen users are associated to an access 
point, the AP is responsible for 5% of the protocol. Arguably, the network infrastruc­
ture should be responsible for at least half of the protocol. Recent task groups are 
moving in that direction, with more centralized control to improve roaming, hand­
off, and service quality. 
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Federations and mobility 

Federations and mobility are tied in together in terms of protocol architecture 
because they are both related to network sharing, or the portability of devices 
between different administrative networks. To borrow a term from mobile tele­
phony, these concepts are driving the separation between the data plane (which 
moves user data) from the control plane (which provides authentication and authori­
zation, and sets up the network for the data plane). 

When European telephony experts wrote the standards on which modern second­
generation cellular networks are built, it was explicitly recognized that no single tele­
communications carrier had the financial resources to build a pan-European cellular 
network. Wireless telephony had previously been held back by a plethora of incom­
patible standards that offer patchwork coverage throughout parts of Europe. Experts 
realized that the value of carrying a mobile telephone was proportional to the area in 
which it could be used. As a result, the GSM standards that were eventually adopted 
emphasized roaming functions that would enable a subscriber to use several net­
works while being billed by one network company. 

As usage of 802. 11 has grown, authentication and cross-network roaming standards 
have become much more important. When the incredible cost of third-generation 
licenses pushed a number of cellular carriers to the brink of bankruptcy, they responded 
by sharing the data-carrying infrastructure to share the cost and risk of an expensive 
third-generation network build-out. Many 802. 11 hot spot providers did the same, 
grouping into loose federations that allow users to access other providers' networks. 

As such arrangements become more common, the utility of federations will extend 
beyond service providers to include companies with joint ventures and research orga­
nizations. Protocols to authenticate manage visiting users will need to be developed 
because RADIUS does not scale or provide the features necessary. 

As 802.11 becomes much more common, its advantages have become clear to organi­
zations that are familiar with other network technologies. Attracted to cheap, unli­
censed spectrum, many telephone companies have established their own service 
provider arms to offer 802.11 services. Incumbent telephone companies use 802. 11 
networks to sell WAN services. Mobile telephone operators are likely to start using 
802.11 as cheap network expansion. The latter is already here, with several 802. l 1/3G 
hybrid phones announced. Combining 802.11 with a wider-area technology is quite 
natural, since it offers cheap abundant capacity in concentrated spots, while leaving 
the long-range network to a better matched technology. 

Enabling quicker mobility while reducing overhead is the focus of several standards 
groups. Although 802.lli preauthentication can dramatically cut the time required to 
move from one AP to the next, it does not reduce the workload on the network to do so. 
A full 802. lX authentication is still required to establish the pairwise master key. As a 
result, there is still the same workload on the RADIUS server, and preauthentication 
across the WAN in a federated environment requires responsiveness across potentially 
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large geographic (and networkologic) distances. Finding a way to move keys around the 
network rather than rederive them on each AP handoff will be very important in Inter­
net-scale mobility. These protocols are being developed in Task Group R. 

Future protocols 
Wireless networks have a great deal of flexibility . With that flexibility comes a great 
deal of network administration overhead. Automatic discovery of network capabili­
ties must extend past the low-level wireless parameters so that networks are able to 
announce how authentication is performed. 

Early on, access points were defined by the capabilities of the underlying hardware. 
Newer radios have much more software functionality, and are embedded in access 
points that use even more software. As access points continue down the road of 
becoming almost completely defined by software, the market will further split 
between the high end and the low end. The low end will be little more than barely­
modified reference designs manufactured in large quantities, and the high end will be 
a reference design that runs highly customized software. 

In preparation for the AP becoming a platform for execution of 802.11 code, the 
IETF has chartered a working group to develop a protocol for the Control and Provi­
sioning of Wireless Access Points ( CAPW AP).' CAPW AP has produced a problem 
statement in RFC 3990, and is in the process of defining architectures and objectives 
for networks with lightweight access points. The protocol for AP control is expected 
in January 2006 as of this writing. As access points commoditize and tunneling pro­
tocols converge on a standard, it is likely that one of the Linux-based APs will receive 
a firmware update that enables the use of a standard tunneling protocol. In the 
meantime, I would not be surprised to see an effort made to develop new firmware 
for open-source APs that enables them to work with newer controllers. 

The End 
At this point, there is no way to prevent the spread of Wi-Fi. In the years since the 
first edition of this book, wireless networking has gone from an interesting toy to a 
must-have technology. Companies use it to improve productivity and attract employ­
ees, just as universities use it to attract students. With the dropping cost of chips and 
network cards, any laptop owner who wants connectivity can get it. 

Network wires will remain for the tasks they are best suited for. Fixed computing 
resources that do not move will stay wired up , and high capacity networks must be 
constrained to operate along cables. Wireless networking, however, seems poised to 
continue its march towards the standard method of network connection, replacing 
"Where's the network jack?" with "Do you have Wi-Fi?" as the question to ask 
about network access. 

* The working group's home page is http:/lwww.ietf.org!html.charters/capwap-charter.html. 
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AAA 
Authentication, Authorization, and 
Accounting. A protocol or system which 
enables users to prove identity, obtain 
access to resources, and collect usage sta­
tistics. RADIUS is the most common AAA 
protocol in use with 802.11 networks. 

access point 
See AP. 

ACK 
Abbreviation for "Acknowledgment. " 
ACKs are used extensively in 802.11 to 
provide reliable data transfers over an 
unreliable medium. For more details, see 
"Contention-Based Data Service" in 
Chapter 3. 

Acknowledgment 
See ACK. 

ad hoc 

AES 

A network characterized by temporary, 
short-lived relationships between nodes. 
See also IBSS. 

Advanced Encryption Standard. A cipher 
selected by NIST to replace the older Data 
Encryption Standard (DES) in 2001 after a 
five-year evaluation. AES is a 128-bit block 
cipher which uses either 128-, 192- or 
256-bit keys. It has been widely adopted by 
many protocols requiring the use of a block 
cipher, including 802.lli's CCMP, though 
CCMP uses only 128-bit keys. AES is speci­
fied in FIPS Publication 197. 

AID 

Glossary 

Association Identifier. A number that 
identifies data structures in an access 
point allocated for a specific mobile node. 

AKM 

AP 

AS 

ASN 

Authentication and Key Management. A 
set of protocols used to establish user 
identity and keys. The two currently 
defined on wireless networks are 802. lX 
and pre-shared keys. 

Access Point. Bridge-like device that 
attaches wireless 802.11 stations to a 
wired backbone network. For more infor­
mation on the general structure of an 
access point, see Chapter 20. 

Authentication Server. The network ser­
vice that validates user credentials. Usu­
ally RADIUS in 802.11 networks. 

Abstract Syntax Notation. The formal 
description of the grammar used to write 
MIB files. 

association identifier 
See AID. 

ATIM 
Announcement Traffic Indication Mes­
sage. ATIMs are used in ad hoc (indepen­
dent) 802.11 networks to announce the 
existence of buffered frames. For more 
details, see Chapter 8. 
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basic service set 

basic service set 
See BSS. 

BER 
Bit Error Rate. The number of bits 
received in error. Usually, the number is 
quite low and expressed as a ratio in sci­
entific notation. 10-2 means one bit in 100 
is received in error. 

BPSK 

BSS 

Binary Phase Shift Keying. A modulation 
method that encodes bits as phase shifts. 
One of two phase shifts can be selected to 
encode a single bit. 

Basic Service Set. The building block of 
802.11 networks. A BSS is a set of sta­
tions that are logically associated with 
each other. 

BSSID 
Basic Service Set Identifier. A 48-bit iden­
tifier used by all stations in a BSS in frame 
headers. 

CCITT 

CCK 

Cornice Consultatif International Tele­
graphique et Telephonique. A UN body 
responsible for telephone standardiza­
tion. Due to a reorganization, it is now 
called the International Telecommunica­
tion Union-Telecommunication Standard­
ization Sector (ITU-T). 

Complementary Code Keying. A modula­
tion scheme that transforms data blocks 
into complex codes and is capable of 
encoding several bits per block. 

CCM 
Counter Mode with CBC-MAC. An 
authenticated block cipher mode defined 
in RFC 3610. It can be used with any 
128-bit block cipher, but is commonly 
used with AES. 

CCMP 
Counter Mode with CBC-MAC Protocol. 
802. lli defines the use of AES with the 
CCM mode of operation as CCMP. It is 
the strongest encryption protocol avail­
able for use with wireless LANs. 
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CF 

CFP 

CRC 

Contention Free. Services that do not 
involve contention for the medium are 
contention-free services. Such services are 
implemented by a Point Coordinator (PC) 
through the use of the Point Coordina­
tion Function (PCF). Contention-free ser­
vices are not widely implemented. 

Contention-Free Period. Even when 
802.11 provides contention-free services, 
some contention-based access to the wire­
less medium is allowed. Periods con­
trolled by a central authority are called 
contention-free periods (CFP). 

Cyclic Redundancy Check. A mathemati­
cal checksum that can be used to detect 
data corruption in transmitted frames. The 
CRC is a linear hash function, and should 
not be used for data security assurance. 

CSMA 
Carrier Sense Multiple Access. A "listen 
before talk" scheme used to mediate the 
access to a transmission resource. All sta­
tions are allowed to access the resource 
(multiple access) but are required to make 
sure the resource is not in use before 
transmitting (carrier sense). 

CSMNCA 

CTS 

DA 

Carrier Sense Multiple Access with Colli­
sion Avoidance. A CSMA method that 
tries to avoid simultaneous access (coll­
sions) by deferring access to the medium. 
802.11 and AppleTalk's LocalTalk are 
two protocols that use CSMNCA. 

Clear to Send. The frame type used to 
acknowledge receipt of a Request to Send 
and the second component used in the 
RTS-CTS clearing exchange used to pre­
vent interference from hidden nodes. 

Destination Address. The MAC address of 
the station the frame should be processed 
by. Frequently, the destination address is 
the receiver address. In infrastructure net­
works, however, frames bridged from the 
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wireless side to the wired side will have a 
destination address on the wired network 
and a receiver address of the wireless 
interface in the access point. 

DBPSK 

DCF 

DFS 

Differential Binary Phase Shift Keying. A 
modulation method in which bits are 
encoded as phase shift differences 
between successive symbol periods. Two 
phase shifts are possible for an encoding 
rate of one data bit per symbol. 

Distributed Coordination Function. The 
rules for contention-based access to the 
wireless medium in 802.11. The DCF is 
based on exponentially increasing back­
offs in the presence of contention as well 
as rules for deferring access, frame 
acknowledgment, and when certain types 
of frame exchanges or fragmentation may 
be required. 

Dynamic Frequency Selection. A spec­
trum management service required by 
European radio regulations to avoid inter­
fering with 5 GHz radar systems, as well 
as spread power across all available chan­
nels. DFS was also key to the FCC deci­
sion to open up the harmonized frequency 
band in the U.S. 

DHCP 
Dynamic Host Configuration Protocol. An 
IETF standard used by network adminis­
trators to automatically configure hosts. 
Hosts needing configuration information 
may broadcast a request that is responded 
to by a DHCP server. DHCP was the 
Internet community's admission that the 
Internet was growing so fast that network 
administrators had lost control over what 
was plugged into networks. 

DIFS 
Distributed Inter-Frame Space. The inter­
frame space used to separate atomic 
exchanges in contention-based services. 
See also DCF. 

distributed coordination function 
See DCF. 

EIRP 

distributed inter-frame space 
See DIFS. 

DQPSK 

DS 

Differential Quadrature Phase Shift Key­
ing. A modulation method in which bits 
are encoded as phase shift differences 
between successive symbol periods. Four 
phase shifts are possible for an encoding 
rate of two data bits per symbol. 

Distribution System. The set of services 
that connects access points together. Logi­
cally composed of the wired backbone 
network plus the bridging functions in 
most commercial access points. See 
Figure 2-6. 

DSSS 
Direct-Sequence Spread Spectrum. A trans­
mission technique that spreads a signal 
over a wide frequency band for transmis­
sion. At the receiver, the widespread signal 
is correlated into a stronger signal; mean­
while, any narrowband noise is spread 
widely. Most of the 802.11-installed base at 
2 Mbps and 11 Mbps is composed of 
direct-sequence interfaces. 

DTIM 

EAP 

EIFS 

Delivery Traffic Indication Map. Beacon 
frames may contain the DTIM element, 
which is used to indicate that broadcast 
and multicast frames buffered by the 
access point will be delivered shortly. 

Extensible Authentication Protocol. A 
framework authentication protocol used 
by 802.lX to provide network authentica­
tion. Authentication itself is delegated to 
sub-protocols called methods. 

Extended Inter-Frame Space. The longest 
of the four inter-frame spaces, the EIFS is 
used when there has been an error in 
transmission. 

EIRP 
Effective Isotropic Radiated Power. An 
antenna system will have a footprint over 
which the radio waves are distributed. 
The power inside the footprint is called 
the effective isotropic radiated power. 
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ERP 

ERP 

ESS 

Effective Radiated Power. Used to 

describe the strength of radio waves trans­
mitted by an antenna. 

Extended Service Set. A logical collection 
of access points all tied together. 
Link-layer roaming is possible throughout 
an ESS, provided all the stations are con­
figured to recognize each other. 

ETSI 
European Telecommunications Standards 
Institute. ETSI is a multinational stan­
dardization body with regulatory and 
standardization authority over much of 
Europe. GSM standardization took place 
under the auspices of ETSI. ETSI has 
taken the lead role in standardizing a wire­
less LAN technology competing with 
802.11 called the High Performance Radio 
LAN (HIPERLAN). 

extended inter-frame space 
See EIFS. 

FCC 

FCS 

FH 

Federal Communications Commission. 
The regulatory agency for the United 
States. The FCC Rules in Title 47 of the 
Code of Federal Regulations govern tele­
communications in the United States. 
Wireless LANs must comply with Part 15 
of the FCC rules, which are written specif­
ically for RF devices. 

Frame Check Sequence. A checksum 
appended to frames on IEEE 802 net­
works to detect corruption. If the receiver 
calculates a different FCS than the FCS in 
the frame, it is assumed to have been cor­
rupted in transit and is discarded. 

Frequency Hopping. See FHSS. 

FHSS 
Frequency Hopping Spread Spectrum. A 
technique that uses a time-varying nar­
rowband signal to spread RF energy over a 
wide band. 
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FIPS 
Federal Information Processing Standard. 
Public standards used by nonmilitary 
agencies of the United States federal gov­
ernment and its contractors. 

four-way handshake 
The key exchange defined in 802.11 i that 
expands a pairwise master key into the full 
key hierarchy. The 4-Way Handshake 
allows a supplicant and an authenticator 
to agree on dynamically derived encryp­
tion keys. 

GFSK 
Gaussian Frequency Shift Keying. A mod­
ulation technique that encodes data based 
on the frequency of the carrier signal dur­
ing the symbol time. GFSK is relatively 
immune to analog noise because most 
analog noise is amplitude-modulated. 

GMK 

GTK 

Group Master Key. The key used by an 
authenticator to derive the group tran­
sient key. 

Group Transient Key. Derived from the 
group master key by combining with the 
group random number, the GTK is used 
to derive the group key hierarchy, which 
includes keys used to protect broadcast 
and multicast data. 

HR/D555 
High-Rate Direct-Sequence Spread Spec­
trum. The abbreviation for signals trans­
mitted by 802.llb equipment. Although 
similar to the earlier 2-Mbps transmis­
sions in many respects, advanced encod­
ing enables a higher data rate. 

IAPP 

1B55 

Inter-Access Point Protocol. The protocol 
used berween access points ro enable roam­
ing. 802.llF specifies a standard IAPP, 
though it is not widely implemented. 

Independent Basic Service Set. An 802.11 
network without an access point. Some 
vendors refer to IBSSs as ad hoc net­
works; see also ad hoc. 
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ICV 
Integrity Check Value. The checksum cal­
culated over a frame before encryption by 
WEP. The ICV is designed to protect a 
frame against tampering by allowing a 
receiver to detect alterations to the frame . 
Unfortunately, WEP uses a flawed algo­
rithm to generate the ICV, which robs 
WEP of a great deal of tamper-resistance. 

IEEE 

IR 

ISi 

ISM 

ITU 

Institute of Electrical and Electronics Engi­
neers. The professional body that has stan­
dardized the ubiquitous IEEE 802 
networks. 

Infrared. Light with a longer wavelength 
and lower frequency than visible red light. 
The wavelength of red light is approxi­
mately 700 nm. 

Inter-Symbol Interference. Because of 
delays over multiple paths, transmitted 
symbols may interfere with each other and 
cause corruption. Guarding against ISI is a 
major consideration for wireless LANs, 
especially those based on OFDM. 

Industrial, Scientific, and Medical. Part 15 
of the FCC Rules sets aside certain fre­
quency bands in the United States for use 
by unlicensed Industrial, Scientific, and 
Medical equipment. The 2.4-GHz ISM 
band was initially set aside for microwave 
ovens so that home users of microwave 
ovens would not be required to go 
through the burdensome FCC licensing 
process simply to reheat leftover food 
quickly. Because it is unlicensed, though, 
many devices operate in the band, includ­
ing 802.11 wireless LANs. 

International Telecommunications Union. 
The successor to the CCITT. Technically 
speaking, the ITU issues recommenda­
tions, not regulations or standards. How­
ever, many countries give ITU 
recommendations the force of law. 

IV 

LLC 

KCK 

KEK 

MIC 

Initialization Vector. Generally used as a 
term for exposed keying material in cryp­
tographic headers; most often used with 
block ciphers. WEP exposes 24 bits of the 
secret key to the world in the frame 
header, even though WEP is based on a 
stream cipher. 

Logical Link Control. An IEEE specifica­
tion that allows further protocol multi­
plexing over Ethernet. 802.11 frames carry 
LLC-encapsulated data units. 

The EAPOL Key Confirmation Key. This 
key, derived as part of the pairwise hierar­
chy, is used to create message integrity 
check values in the four-way handshake. It 
may also be referred to as the "key MIC 
key." 

The EAPOL Key Encryption Key. This 
key, derived as part of the pairwise hierar­
chy, is used to encrypt keys sent through 
the 4-Way Handshake. It may also be 
used as the pairwise key itself. 

MAC 

MIB 

MIC 

Medium Access Control. The function in 
IEEE networks that arbitrates use of the 
network capacity and determines which 
stations are allowed to use the medium for 
transmission. 

Management Information Base. An ASN 
specification of the operational and con­
figuration parameters of a device; fre­
quently used with SNMP or other 
network management systems. 

Message Integrity Code. A hash value cal­
culated over a set of protected data to 

guard against tampering. In most crypto­
graphic systems, such a hash is called a 
Message Authentication Code (MAC). 
802.11 uses the algorithm MIC to avoid 
confusion with the Medium Access Con­
trol layer. 
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Michael 

Michael 
The message integrity check algorithm 
specified as part of TKIP. 

MIMO 
Multiple-Input/Multiple-Output. An 
antenna configuration that uses more than 
one transmission antenna and more than 
one receiver antenna to transmit multiple 
data streams. MIMO antenna configura­
tions are often described with the short­
hand "YxZ," where Y and Z are integers, 
used to refer to the number of transmitter 
antennas and the number of receiver 
antennas, respectively. 

MPDU 
MAC Protocol Data Unit. A fancy name 
for frame. The MPDU does not, however, 
include PLCP headers. 

MSDU 
MAC Service Data Unit. The data 
accepted by the MAC for delivery to 
another MAC on the network . MSDUs are 
composed of higher-level data only. For 
example, an 802.11 management frame 
does not contain an MSDU. 

NAV 
Network Allocation Vector. The NAY is 
used to implement the virtual carrier sens­
ing function. Stations will defer access to 
the medium if it is busy. For robustness, 
802.11 includes two carrier-sensing func­
tions. One is a physical function, which is 
based on energy thresholds, whether a sta­
tion is decoding a legal 802.11 signal, and 
similar things that require a physical mea­
surement. The second function is a vir­
tual carrier sense, which is based on the 
NA V. Most frames include a nonzero 
number in the NA V field, which is used to 
ask all stations to politely defer from 
accessing the medium for a certain num­
ber of microseconds after the current 
frame is transmitted. Any receiving sta­
tions will process the NA V and defer 
access, which prevents collisions. For 
more detail on how the NA V is used, see 
"Contention-Based Data Service" in 
Chapter 3. 
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NIST 
National Institute of Standards and Tech­
nology. The United States government 
agency responsible for setting technology 
standards for the federal government. 
NIST standards are used by most 
non-classified agencies and have been 
adopted by many other organizations 
throughout all types of government. 

OFDM 

051 

Orthogonal Frequency Division Multi­
plexing. A technique that splits a wide fre­
quency band into a number of narrow 
frequency bands and inverse multiplexes 
data across the subchannels. 802.lla and 
802.llg are based on OFDM. 802. lln 
uses MIMO to transmit multiple OFDM 
data streams. 

Open Systems Interconnection. A baroque 
compendium of networking standards 
that was never implemented because IP 
networks actually existed. 

PBCC 

PC 

PCF 

Packet Binary Convolution Coding. An 
alternative method of encoding data in 
802.11 b networks that has not been 
widely implemented. PBCC was also pro­
posed for consideration for 20+ Mbps net­
works, but was rejected . 

Point Coordinator. A function in the 
access point responsible for central coor­
dination of access to the radio medium 
during contention-free service. 

Point Coordination Function. The set of 
rules that provides for centrally coordi­
nated access to the medium by the access 
point. 

PCMCIA 
Personal Computer Memory Card Inter­
national Association. An industry group 
that standardized the ubiquitous "PCM­
CIA card" form factor and made it possi­
ble to connect a wide variety of 
peripherals to notebook computers. 
802.11 interfaces are available almost 
exclusively in the PCMCIA form factor. 
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PDU 

PER 

Also expanded humorously as People 
Who Can't Manage Computer Industry 
Acronyms because of its unwieldy length 
and pronunciation. 

See protocol data unit. 

Packet Error Rate. Like the bit error rate, 
but measured as a fraction of packets with 
errors. 

PHY 
Common IEEE abbreviation for the physi­
cal layer. 

physical-layer convergence procedure 
The upper component of the PHY in 
802. 11 networks. Each PHY has its own 
PLCP, which provides auxiliary framing to 
the MAC. 

PIFS 
PCF Inter-Frame space. During conten­
tion-free service, any station is free to 
transmit if the medium is idle for the dura­
tion of one PCF inter-frame space. 

PLCP 
See physical-layer convergence procedure. 

PMD 
Physical Medium Dependent. The lower 
component of the PHY, responsible for 
transmitting RF signals to other 802.11 
stations. 

PMK 
Pairwise Master Key. The root of all key­
ing data between a supplicant and an 
authenticator. It may be derived from an 
EAP method during authentication, or 
supplied directly as a pre-shared key. 

PPDU 

PRF 

PLCP Protocol Data Unit. The complete 
PLCP frame, including PLCP headers, 
MAC headers, the MAC data field, and 
the MAC and PLCP trailers. 

Pseudo-Random Function. An 802.1 li 
function that expands a small amount of 
data into a larger amount of data. The 
PRF is used most notably to expand mas­
ter keys into key hierarchies. 

RADIUS 

protocol data unit 

PS 

Layers communicate with each other 
using protocol data units. For example, 
the IP protocol data unit is the familiar IP 
packet. IP implementations communicate 
with each other using IP packets . See also 
service data unit. 

Power Save. Used as a generic prefix for 
power-saving operations in 802.11. 

PSDU 
PLCP Service Data Unit. The data the 
PLCP is responsible for delivering, 1.e., 
one MAC frame with headers. 

PSK - Phase Shift Keying 
A method of transmitting data based on 
phase shifts in the transmitted carrier 
wave. 

PSK - Pre-shared Key 

PTK 

In 802. l li, refers to the authentication 
method that depends on a statically con­
figured authentication key that must be 
distributed manually. Also called 
WPA-PSK. 

Pairwise Transient Key. Key derived from 
pairwise master key that includes keys 
used by encryption and integrity proto­
cols, but also includes keys to distribute 
dynamic keys. 

QPSK 

RA 

Quadrature Phase Shift Keying. A modu­
lation method that encodes bits as phase 
shifts. One of four phase shifts can be 
selected to encode two bits. 

Receiver Address. MAC address of the sta­
tion that will receive the frame . The RA 
may also be the destination address of a 
frame, but not always. In infrastructure 
networks, for example, a frame destined 
for the distribution system is received by 
an access point. 

RADIUS 
Remote Authenticated Dial-In User Ser­
vice. A protocol used to authenticate 
dial-in users that has become more widely 
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RC4 

RC4 

used because of 802. lX authentication. 
The most common type of authentication 
server used in 802. lX systems. 

A proprietary cipher algorithm developed 
by RSA Data Security and licensed for a 
great deal of money. Also used as the basis 
for WEP and prevents open source WEP 
implementations from existing because of 
the fear of lawsuits by RSA. 

RLAN 

RF 

RSN 

RTS 

SA 

SDU 

Radio LAN. A term used by European 
radio regulations to refer to any wireless 
network built on radio technology. 
Although 802.11 is the most popular, oth­
ers do exist. One of the better known 
alternative radio network technologies is 
ETSI'S HIPERLAN. 

Radio Frequency. Used as an adjective to 
indicate that something pertains to the 
radio interface ("RF modulator," "RF 
energy," and so on) . 

Robust Security Network. A network that 
uses the security methods of 802. lli and 
does not provide any support for WEP. 

Request to Send. The frame type used to 
begin the RTS-CTS clearing exchange. 
RTS frames are used when the frame that 
will be transmitted is larger than the RTS 
threshold. 

Source Address; as disinct from TA. Sta­
tion that generated the frame. Different 
when frame originates on the distrbution 
system and goes to the wireless segment. 

See service data unit. 

Service Data Unit 
When a protocol layer receives data from 
the next highest layer, it is sending a ser­
vice data unit. For example, an IP service 
data unit can be composed of the data in 
the TCP segment plus the TCP header. 
Protocol layers access service data units, 
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SFD 

add the appropriate header, and push 
them down to the next layer. See also pro­
tocol data unit. 

Start of Frame Delimiter. The component 
of the frame header that indicates when 
synchronization has concluded and the 
actual frame is about to start. 

SIFS 
Short Interframe Space. The shortest of 
the four interframe spaces. The SIFS is 
used between frames in an atomic frame 
exchange. 

SSID 
Service Set Identity. A string used to iden­
tify an extended service set. Typically, the 
SSID is a recognizable character string for 
the benefit of users. 

SYNC 

TA 

TIM 

TK 

Short for Synchronize. Bits transmitted by 
the PLCP to allow senders and receivers to 
synchronize bit timers. 

Transmitter Address. Station that actually 
put the frame in the air. Often the access 
point in infrastructure networks. 

Traffic Indication Map. A field transmit­
ted in Beacon frames used to inform asso­
ciated stations that the access point has 
buffered. Bits are used to indicate both 
buffered unicast frames for each associ­
ated station as well as the presence of 
buffered multicast frames. 

Temporal Key. 802.1 li key hierarchies 
derive a temporal key to be used for 
authentication protocols. The temporal 
key is the main input to link-layer encryp­
tion protocols such as TKIP or CCMP. 

TKIP 
Temporal Key Integrity Protocol. One of 
the improved encryption protocols in 
802.1 li, TKIP uses the fundamental oper­
ations of WEP with new keying and integ­
rity check mechanisms to offer additional 
security. 
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TPC 
Transmit Power Control. A spectrum man­
agement service required by European reg­
ulations to ensure that 5 GHz radios avoid 
interfering with satellite services. 

WEP 
Wired Equivalent Privacy. Derided as 
Wiretap Equivalence Protocol by its crit­
ics. A standard for ciphering individual 
data frames. It was intended to provide 
minimal privacy and has succeeded in this 
respect. In August 2001, WEP was 
soundly defeated, and public code was 
released. 

WPAandWPA2 

Wi-Fi 
The Wi-Fi Alliance (formerly the Wireless 
Ethernet Compatibility Alliance) started 
the Wi-Fi ("wireless fidelity") certification 
program to test interoperability of 802.11 
implementation. Originally, the term was 
applied to devices that complied with 
802.llb (11-Mbps HR/DSSS). It now may 
include 802.llg and 802.lla interopera­
bility, as well as WPA security. 

WPAand WPA2 
Wi-Fi Protected Access. A security stan­
dard based on 802.1 li draft 3. The Wi-Fi 
Alliance took 802.lli draft 3 and began 
certifying compliance with early TKIP 
implementations to accelerate adoption of 
802.11 security protocols. WPA2 is based 
on the full ratified version of 802.1 li. 
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Numbers 
2.4 GHz channel layout, 534 
2.5G (post-second-generation) mobile 

telehony, 8 
2GFSK (2-level GFSK), 246 
3G (third-generation) mobile telephony, 8 
4GFSK, 247 
4-way handshake, 600 

updating pairwise keys, 166 
5 GHz channel layout, 536 
802.11 history, 4 
802.11 network analyzers, 555 
802.11 performance calculations 573-576 
802.1 la OFDM parameters, 283 
802.llg 

802.116 and 
interference, 300 
protection, 300-303 

compatibility, 299 
single-carrier framing, 304 

802.lX 
AirPort, 380 
Linux, xsupplicant and, 407--414 

802. lX-based dynamic keying, 493 
802.lX-based dynamic WEP, 492 
802. lX-based EAP authentication, 486 
802. lX-based protocols, 483 
802.3af, 420, 423 

(see also PoE) 

A 
AAA (Authentication, Authorization, and 

Accounting), 597 

Index 

access, contention-based DCF and 41 
access control, 482 ' ' 

association, 482 
link layers, 482 
network-layer, 482 
station authentication, 482 
transport-layer, 482 

access deferral, 41 
access modes, 37 
access points, 2, 415 

association and, 184 
Cisco 1200, 427 

radio interfaces, 429 
security, 431 
setup, 428 
troubleshooting, 433 

communication, distribution system 
and, 21 

deferred response, 60 
definition, 597 
device management, 426 
DSAP, 55 
enterprise gateways, 419 
environmental considerations 425 
frames, 74 ' 
infrastructure BSS, 17 
necessity, 427 
overview, 15 , 416 
placement planning, 537-545 

building, 538 
channel layout, 543 
constraints, 539 
preliminary plan, 540 
radio resource management, 543 

We'd like to hear your SUggestions for improving our indexes. Send email to index@oreilly.com. 

607 

AXW-2015-630



access points (continued) 
PoE (power over Ethernet), 422, 423 
power saving, 426 
residential gateways, 418 
roaming and, 426 
rogue, 479,510 

detection, 511 
disabling, 515 
physical location, 512 

security, 425 
selection, 424 
SSAP, 55 
SSID, 18 
transmissions, PCF and, 216 
Unix-based, 428 
virtual APs, 19, 468-473 
wireless switches, 422 

ACK (acknowledgment) frames, 80, 597 
addresses, 81 
duration, 80 
Frame Control field, 80 
in WWiSE proposal, 316 

action frames, 206-213 
Channel Switch Announcement 

frame, 212 
Measurement Report frame, 209 
Measurement Request frame, 207 
TPC Report frame, 212 
TPC Request frame, 212 

Action management frames, 111 
active scanning, 173 
ad hoc, definition, 597 
address field, 51 

BSSID (Basic Service Set ID), 52 
destination address, 51 
receiver address, 51 
source address, 51 
transmitter address, 52 
WDS and, 72 

address filtering, 178 
addresses, 51 

ACK frames, 81 
CTS frame, 79 
data frames, 70 
destination address, 51 
EAPOL, 145 
MAC (see MAC, addresses), 12 
management frames, 83 
multicasts, 51 
PS-Poll frames, 82 
receiver address, 51 
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RTS frames, 79 
source addresses, 51 
transmitter address, 52 

admission control, security, 589 
AES (Advanced Encryption Standard), 597 
aesthetic considerations, project planning 

and, 520 
Agere Orinoco, 402 
aggregation 

MAC, TGnSync, 326 
WWiSE, 316 

AID (association ID), 597 
PS-Poll frames, 82 

AirMagnet network analyzer, 555 
Aironet, monitoring mode, 557 
AiroPeek network analyzer, 555 
AirPort, 373 

802.lX, 380 
EAP method configuration, 382 
Extreme card, 373 

software installation, 374 
interface configuration, 375-379 
management interface, 435 
setup, first-time, 434 

AKM (Authentication and Key 
Management), 27, 597 

RSN information element, 105 
amplifiers, 240 
antenna diversity, 343 
antennas, 238 

cabling, 550 
coverage planning, 546-552 
dipole, 549 
diversity, 551 
gain, 546 
half-power beam width, 547 
parabolic, 549 
sectorized, 527 
transceivers, 344 
transmission power, 551 
types, 546 
vertical, 547 
Yagi, 549 

Apple 
AirPort, 373 

Extreme card, 373 
Extreme card, software 

installation, 3 7 4 
interface configuration, 375 
management interface, 435 
setup, first-time, 434 

keychain, 383 
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applications 
characteristics, project planning and, 520 
future of, 593 

applied data framing, 74 
APs (see access points) 
architecture, 142 

authentication architecture, 507 
backbone engineering, 448 
client integration, 451 
logical architecture, 438 
mobility, 438---442 
network services, 450 

DHCP, 450 
operating system login, 451 

performance, 444---448 
PHY, 225 
protocol, future, 594 
security architecture (see security 

architecture) 
selecting, 4 7 4 
single-subnet networks, 452---458 
topology, 452 

dynamic VLAN assignment, 463---468 
islands, 458---463 
virtual access points, 468---473 

AS (Authentication Server), 597 
ASN (Abstract Syntax Notation), 597 
association, 24, 184, 482 

access points, 184 
disassociation, 25 
procedure, 184 

reassociation, 185 
reassociation, 25 
spectrum management and, 201 
station authentication and, 483 

Association ID, management frames , 88 
Association Request management 

frames, 109 
Association Response management 

frames, 110 
association states, frame transmission, 111 
Atheros "Super G" enhancements, 308 
Atheros-based cards, 404 

network analysis and, 558 
ATIM (Announcement Traffic Indication 

Message), 108, 193-197 
definition, 597 
window, power management and, 582 

atomic operations, 34 
performance calculations, 574 

attenuated signal, 522 
authentication, 8, 25, 177, 482 

architecture, 507 
association, 482 
cryptography, 117 
EAP, 133 

choices, 504 
key derivation, 136 
mutual, 136 
PEAP (Protected EAP) , 138 
Success and Failure frames, 134 
TLS, 137 
TTLS (Tunneled TLS) , 138 

LEAP, 136 
link layer, 129,485 

802.lX-based EAP, 486 
WP A Personal, 485 

MAC, 178 
method choice, 504 
network analysis and, 572 
network-layer authentication, 483, 488 
open-system, 177 
ports, 141 
preauthentication, 180 
problems, 478 
protocols , future of, 588 
shared-key, 178 

defeating, 179 
station authentication, 482 

association and, 483 
troubleshooting, 567 
user authentication, RADIUS, 489 
users versus machines, 130 
WEP shared key authentication, 483 
Windows, 369-372 

Authentication Algorithm Number field, 
management frames, 85 

Authentication management frames , 110 
authentication states, frame 

transmission, 111 
Authentication Transaction Sequence 

Number, management frames , 85 
authorization, 509 
autocorrelation properties, Barker words, 255 
automatic WEP, 121, 127 
availability, security and, 477 

B 
backbone engineering, 448 
backoff window, 43 
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bands 
frequency hopping systems, 242 
ISM, 5 

bandwidth, 3 
frequency bands and, 3 

Barker words, 255 
baseband processors, 344 
basic rate set, 62 
Beacon frames 

contention-free period, 215 
frequency-hopping networks, 244 
intervals, performance tuning and, 578 
preauthentication, 181 
timing synchronization and, 197 

Beacon interval 
scan report, 174 

Beacon management frames, 85, 106 
BER (Bit Error Rate), 598 
block ACKs, 313 
block codes, 286 
block coding, space-time block coding 

(WWiSE MIMO PHY), 318 
Bluetooth, 8 
BPSK (Binary Phase Shift Keying), 598 
bridges, wireless (WDS), 22 
broadcast frames, 56 

DTIM and, 192 
broadcast keys, WEP, 120 
BSS (basic service set), 16 

BSS transitions, 29 
definition, 598 
IBSS, 16 
infrastructure BSS, 17 
multi-BSS environments, 19 
passive scanning, 172 
scan report, 17 4 

BSSBasicRateSet, scan reports, 175 
BSSID (Basic Service Set ID) 

addresses, 52 
definition, 598 
management frames , 83 
overview, 71 
scanning and, 171 

BSSType parameter, scanning, 171 
buffered frames 

PS-Poll frames, 59 
TIM and, 189-191 

bursting 
MAC, TGnSync, 326 
WWiSE, 316 
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cabling, antennas, 550 
caching 

pairwise master key (PMK) caching, 168 
preauthentication and, 182 

Capability Information field, management 
frames, 86 

capture filters, Ethereal, 5 61 
Card Services, PCMCIA, 388 

installation, 390 
carrier multiplexing, OFDM and, 277 
carrier sensing functions, 37 

physical, 38 
catastrophic interference, 245 
CCA (clear channel assessment), 309 
CCK (complementary code keying) , 267,598 
CCM (Counter Mode with CBC-MAC), 598 
CCMP (Counter Mode CBC-MAC 

Protocol), 159, 492, 496 
data processing, 161 
data transmission, 162 
input, 161 
reception, 163 

certification programs, IOL test, 425 
CF (Contention Free), definition, 598 
CF Parameter set, 223 

management frames, 97 
CF parameters, scan reports, 175 
CF-End (Contention-Free End) frame, 221 
CF-End+CF-Ack frame, 222 
CFP (contention-free period), 215 

definition, 598 
Challenge Text information element 98 
channel agility, 275 ' 
Channel Agility field, management 

frames, 87 
channel layout, access points and, 543 
channel pairs, WWiSE, 315 
Channel Switch Announcement frame, 212 
Channel Switch Announcement information 

element, 100 
ChannelList parameter, scanning, 172 
channels 

adjacent, rejecting, 257 
clear channel assessment 

ERP PMD, 309 
OFDM PMD, 295 

DS PHY clear channel assessment 274 
energy spread, 257 ' 
MAC 

TGnSync and, 326 
WWiSE and, 315 
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operating channels, 288 
OFDM, 283 
WWiSE MIMO PHY, 317 

rejections, 294 
separation, 257 
structure, TGnSync PHY, 333 
subchannel interleaving, 287 
width, 313 

CHAP (Challenge Handshake Authentication 
Protocol), 140 

chipping streams, 254 
chips, spreading, 254 
ciphers 

key-stream, 115 
one-time pad, 116 

problems, 125 
CIS (card information structure), 

PCMCIA, 388 
Cisco 1200 access point, 427 

radio interfaces, 429 
security, 431 
setup, 428 
troubleshooting, 433 

Cisco client software, Windows XP and, 355 
Class 1 frames , 112 
Class 2 frames , 112 
Class 3 frames , 113 
classes, frames, 111 
clear channel assessment 

ERP PMD, 309 
OFDM PMD, 295 

client integration, logical architecture, 451 
Code field, EAP packets, 131 

requests and responses, 132 
coding rate, 286 
coexistence, MAC/TGnSync, 326 
coffee shops, 2 
collisions 

hidden nodes and, 35 
signals, 35 

community networks, 3 
confidentiality, 25 

cryptography, 117 
confidentiality and access control 

services, 27 
connectivity 

hot spot market, 2 
mobile, voice telephony and, 1 
wireless, voice telephony and, 1 

conrol frames, power management bit, 77 
conserving power, 188 

constellations, 284 

contention window, 43 
see also backoff 

contention-based access, DCF and, 41 
contention-based data service, 55 
contention-free period 

duration, 217 
frame transmission, 50 

contention-free polling bits, management 
frames , 87 

contention-free service, PCF and, 214 
operation, 215 

control frames , 62, 76 
Frame Control field, 76 
FromDS bits, 77 
More Data bit, 77 
more fragments bit, 77 
order bit, 77 
Protected Frame bit, 77 
protocol version, 77 
retry bit, 77 
subtype, 77 
T oDS bits, 77 
type, 77 

convolutional codes, 286 
cost, xiv 
counters 

retry counters, 42 
TKIP, 159 

Country information element, 97 
coverage area, planning and, 520 
coverage, project planning and 

(antennas), 546-552 
coverage requirements, project planning 

and, 522-525 
CRC (Cyclic Redundancy Check), 53, 119 

definition, 598 · 
cryptographic algorithms, 27 
cryptography 

authentication, 117 
ciphers 

key-stream, 115 
security, 116 

confidentiality, 117 
decryption dictionaries, 125 
EAP methods, 136 
government regulations, 117 
integrity, 117 
operations, 117 
politics, 116 
RC4 and, 115 

properties, 123 
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cryptography (continued) 
security, 124 
WEP and, 114 

CS/CCA (carrier sense/clear channel 
assessment) function, 265 

CSMA (Carrier Sense Multiple Access) 
definition, 598 

CSMA/CA (Carrier Sense Multiple Access 
with Collision Avoidance) 

definition, 598 
CSMNCD (Carrier Sense Multiple Access 

with Collision Detection), 13 
CTS (Clear to Send) frame, 79 

addresses, 79 
definition, 598 
duration, 79 
signal, 35 

CTS-to-self protection, 300 
Current AP Address field, management 

fields, 87 
cyclic extensions, OFDM, 281 

D 
DA (Destination Address), 598 
Data field , 53 

EAP packets, 131 
requests and responses, 132 

see also frame body 
data frames, 67 

access point, 74 
addressing and, 70 
applied data framing, 74 
categories, 68 
Data subrype, 73 
DS bits, 70 
Duration field , 68 
Frame control field, 68 
IBSS frames, 74 
Null frames, 73 
types, 68 

data processing 
CCMP, 161 
TKIP, 152 

data service, contention-based, 55 
data transmission 

CCMP, 162 
TKIP, 154 
WEP, 119 

databases (Windows), RADIUS and, 490 

612 J Index 

DBPSK (Differential Binary Phase Shift 
Keying), 599 

DCF (distributed coordination function), 37, 
529 

contention-based access, 41 
definition, 599 
error recovery, 42 

deauthentication, 25 
Deauthentication management frames, 109 
decibels, 234 
decryption 

dictionaries, 125 
WEP, 119 

default keys, WEP, 120 
deferred response, 60 
delay spread, 351 
demodulation, 344 
denial of service, 480 
deployment, 518 

ease, xiv 
future of, 590 
speed, xiv 

design, 14 
for mobility, 30 

design flaws in WEP, 124 
device drivers, 32 
devices, rogue device control, 589 
DFS (dynamic frequency selection), 26, 202 

definition, 599 
IBSS and, 205 
measurements, 204 
quiet periods, 203 
radar scan, 205 

DFT (Discrete Fourier Transform), 280 
DHCP (Dynamic Host Configuration 

Protocol) 
definition, 599 
logical architecture and, 450 

DIFS (Distributed Inter-Frame Space), 40, 
574 

definition, 599 
dipole antennas, 549 
direct sequence networks 

encoding in, 255 
radio spectrum usage, 256 

direct sequence transmission, 253 
directed data, 56 
direct-sequence modulation, 254 
direct-sequencing spreading ratio, 254 
disassociation, 25 
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Disassociation management frames, 109 
display filters, network analysis and, 566 
distribution, 24 
distribution system, 20 

APs, communication between, 21 
overview, 15 

distribution system medium, 20 
distribution system services, 27 
DPSK (differential phase shift keying), 260 

DBPSK (differential binary phase shift 
keying), 261 

DQPSK (differential quadrature phase 
shift keying), 262 

DQPSK (differential quadrature phase shift 
keying), 599 

DS bits, data frames, 70 
DS (Distribution System), 599 
DS Parameter Set, management frames, 95 
DSPHY 

characteristics, 266 
clear channel assessment, 274 
CS/CCA, 265 
interference response, 259 
scrambler, 264 
throughput, 259 

DSAP (destination service access point), 55 
DSP (digital signal processor), 346 
DSS (direct-sequence systems), 232 
DSSS (direct sequence spread spectrum), 253 

definition, 599 
link layer, 13 

DSSS-OFDM framing, 307 
DTIM (Delivery Traffic Indication Map) 

broadcast frames and, 192 
definition, 599 
multicast frames and, 192 

DTIM period 
power management, 581 
scan report, 174 

Duration field, data frames, 68 
Duration/ID field, 50 
DVD video, TGnSync and, 325 
dwell time, 242 
Dwell Time, FH Parameter Set, 95 
dynamic keys, preauthentication, 182 
dynamic VLAN assignment, 463--468 
dynamic WEP, 121, 127 

Windows 2000 configuration, 368 

E 
EAP (Extensible Authentication 

Protocol), 130 
802. lX-based EAP authentication , 486 
authentication, 133 

key derivation, 136 
mutual, 136 
PEAP (Protected EAP), 138 
Success and Failure frames, 134 
TLS, 137 
TTLS (Tunneled TLS), 138 

CHAP (Challenge Handshake 
Authentication Protocol), 140 

definition, 599 
Generic Token Card, 139 
MD-5 Challenge, 139 
method configuration, Windows 

XP, 361-367 
method selection, 504 
methods, 135 

AirPort configuration, 382 
cryptographic, 136 
filtering, 141 
noncryptographic, 138 

MS-CHAP version 1, 140 
MSCHAP-V2, 139 
packets 

Code field , 131 
Data field, 131 
format, 131 
Identifier field, 131 
Length field, 131 

PAP (Password Authentication 
Protocol), 140 

requests, 131 
Identity type, 132 
Notification type, 133 

responses, 131 
Identity field, 132 
Notification type, 133 

sample exchange, 134 
EAPOL 

addresses, 145 
encapsulation, 144 
exchanges, 146 

EAPOL-key frame , dynamic keying, 148 
ease of deployment, xiv 
EIFS (Extended Inter-Frame Space), 40, 599 
EIRF (Effective Isotropic Radiated 

Power), 599 
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emission rules, ISM, 245 
encapsulation 

EAPOL, 144 
IETF, 54 
protocols, higher-layer, 54 
tunnel, 54 
WEP, 123 

encoding 
direct sequence networks, 255 
OFDM PMD, 293 
WWiSE MIMO PHY, 318 

encrypted frames, 76 
encryption, 492 

802. lX-based dynamic keying, 493 
802. lX-based dynamic WEP, 492 
CCMP, 492,496 
choices, 508 
decryption 

dictionaries, 125 
WEP, 119 

frames 
key, 119 
RC4 and, 117 

mixing types, 168 
multiple SSID support, 510 
network-layer, 492 
security and, 478 
static WEP, 492 
TKIP, 149,492,495 

enterprise gateways, 419 
environmental considerations, project 

planning and, 521 
ERO (European Radiocommunications 

Office), 4 
ERP (Effective Radiated Power) , 600 
ERP (Extended Rate PHY), 298 
ERP (Extended Rate PHY), PBCC 

coding, 306 
ERP information element, 103 
ERP PHY characteristics, 310 
ERP Physical Layer Convergence 

(PLCP), 304-307, 307-310 
ERP PMD, 309 

reception, 310 
ERP-OFDM, 299 

framing, 304 
error correction, OFDM, 285 
error recovery, 41 

DCF and, 42 
ESS (Extended Service Set), 18 

definition, 600 
transitions, 30 
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ESS/IBSS fields, 86 
Ethereal network analyzer, 556 

802.11 analysis, 561 
data reduction, 561 
running, 559 
Windows and, 557 

Ethernet, wireless, 23 
ETSI (European Telecommunications 

Standards Institute) , 227 
definition, 600 
spread-spectrum devices, 245 

extended rate PHY (ERP) 
PBCC, 602 
PLCP, 14 
PMD, 307 

Extended Supported Rates information 
element, 106 

extensions, quality of service, 66 
external protocols and systems, 28 

F 
fall back, rate fall back, 63 
family tree of technology, 13 
FCC (Federal Communications Commission) 

definition, 600 
radio spectrum regulation, 4 
RF spectrum regulation, 227 

FCS (Frame Check Sequence), 53, 600 
FEC (forward error correction) , OFDM, 286 
FFT integration time, 280 
FH (frequency-hopping) PHY, 241 
FH Parameter Set information element, 

management frames, 95 
FHPHY 

characteristics, 252 
GFSK (Gaussian Frequency Shift 

Keying), 246 
FHSS (frequency-hopping spread 

spectrum), 13, 600 
fields 

Duration field, 68 
fixed fields, 84 
sequence control field, 52 

filters 
address filtering, 178 
frames, 143 
MAC address filtering, 483 

FIPS (Federal Information Processing 
Standard), 600 

fixed fields, 84 
fixed-length fields, management frames, 84 
flexibility, xiv, 2 
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formats of frames, 46 
Frame Control subfield, 47 

Fourier transform, 280 
FFT integration time, 280 

four-way handshake, 600 
FPGAs (Field Programmable Gate 

Arrays), 346 
fragmentation, 44 

fragmentation burst, 45 
RTS/CTS and, 58 
threshold parameter, 58 
unicast frames and, 57 

fragmentation threshold, performance 
tuning, 580 

frame aggregation, 314 
frame body, 53 

management frames, 84 
(see also Data field) 

frame bursting, 313 
Frame Control field 

ACK frames, 80 
control frames, 76 
CTS frame, 79 
data frames, 68 
PS-Poll frame, 82 
RTS header, 78 

Frame Control subfield, 47 
FromDS bits, 49 
more data bit, 49 
more fragments bit, 49 
order bit, 50 
power management bit, 49 
protected frame bit, 49 
protocol version, 4 7 
retry bit, 49 
subtype field, 4 7 
ToDS bits, 49 
type field, 47 

frames 
ACK frames, 80 

duration, 80 
Frame Control field, 80 

action frames, 206-213 
bridging and, 64 
buffering 

TIM and, 189-191 
Channel Switch Announcement 

frame, 212 
Class 1, 112 
Class 2, 112 
Class 3, 113 
classes, 111 

contention-free periods, 50 
control frames, 62, 76 

Frame Control field, 76 
More Data bit, 77 
more fragments bit, 77 
order bit, 77 
power management bit, 77 
protocol versions, 77 
retry bit, 77 
subtype, 77 
type, 77 

CTS, 79 
data frames, 67 

access point, 74 
addressing and, 70 
applied data framing, 74 
categories, 68 
Data subtype, 73 
DS bits, 70 
Duration field, 68 
Frame control field, 68 
IBSS frames, 74 
Null frames, 73 
types, 68 

encrypted, 76 
encryption 

key, 119 
RC4 and, 117 

filtering, 14 3 
format, 46 
management frames, 82 

Action frames, 111 
address fields, 83 
Association ID, 88 
Association Reponse frames, 110 
Association Request frames, 109 
Authentication frames, 110 
Authentication Transaction Sequence 

Number, 85 
Beacon frames, 106 
Beacon interval, 85 
Capability Information, 86 
Channel Agility field, 87 
contention-free polling bits, 87 
Current AP Address field , 87 
Deauthentication frames, 109 
Disassociation frames, 109 
duration, 84 
fixed-length fields, 84 
framebody, 84 
IBSS A TIM (announcement traffic 

indication map), 108 
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frames, management frames (continued) 
information elements, 91 
Listen Interval, 88 
PBCC, 87 
Preamble, 86 
Privacy bit, 86 
Probe Request frames, 107, 108 
Reason Code field, 89 
Reassociation Request frames, 110 
Reassociation Response frames, 110 
Status Code field, 90 
structure, 83 
Timestamp field, 88 

Measurement Report frame, 209 
Measurement Request frames, 207 
MRA (multiple receiver aggregate), 

TGnSync, 328 
PCF, 218-221 

CF Parameter Set, 223 
CF-End (Contention-Free End) 

frame, 221 
CF-End+CF-Ack, 222 

processing, 64 
PS-Poll frame, 59, 81 

addresses, 82 
AID (association ID), 82 
Frame Control field, 82 

RTS, 77 
TCP Report, 212 
transmission 

association states, 111 
authentication states, 111 

Unicast, 56 
WDS and, 75 

framing 
DSSS-OFDM, 307 
ERP-OFDM framing, 304 
OFDM PLCP, 291 
PLCP, 249 
single-carrier, 802. llg and, 304 

frequencies, dwell time, 242 
frequency allocation, radio link, 227 
frequency bands, 3 

ISM, 5 
frequency hopping 

FDMA (frequency division multiple 
access) and, 242 

ISM, emission rules, 245 
PMD sublayer, 250 
transmission, 241 

frequency-hopping networks, joining, 244 
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frequency-hopping systems, 232 
FromDS bits, control frames, 77 
functions, carrier-sensing, 37 

G 
gain, antennas, 546 
Generic Token Card, EAP, 139 
GFSK (Gaussian Frequency Shift 

Keying), 246, 600 
2GFSK, 246 
4GFSK, 247 

GMK (Group Master Key), 600 
government regulations on 

cryptography, 117 
group cipher suite, RSN information 

element, 104 
group frames, 56 

see also broadcast frames 
see also multicast frames 

group key hierarchy, 165 
group keys, updating, 167 
GTK (Group Transient Key), 600 
guard time, OFDM, 278 

H 
HAL (Hardware Access Layer), Atheros 

driver and, 405 
half-duplex transceivers, 35 
half-power beam width, antennas, 547 
handshake, 4-way, 600 
hardware 

AirPort card, 373 
delay spread, 351 
implementations, 34 7 
implementation-specific behavior, 348 
interface cards 

rebooting, 349 
roaming, 349 
scanning, 349 

interface structure, 343 
sensitivity, 351 
specification sheet, 350 

HCF (hybrid coordination function), 37 
HDTV, TGnSync and, 325 
headers 

OFDM PLCP, 292 
PLCP framing, 249 

healthcare industry, adoption of wireless 
and, 4 

HEC (Header Error Check) 
PLCP framing and, 250 
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hidden nodes, 35 
collisions and, 35 

higher-layer protocols 
encapsulation, 54 
security, 497 

Hop Index, FH Parameter Set, 95 
Hop Pattern, FH Parameter Set, 95 
hop sequences, 244 
Hop Set, FH Parameter Set, 95 
hot spot market connectivity, 2 
HotPlug System, PCMCIA and Linux, 390 
HP As (High-Power amplifiers) , 240 
HR/DSSS (High Rate Direct-Sequence Spread 

Spectrum), 268, 600 
PHY characteristics, 275 
PLCP framing, 268 
PMD, 271 
scrambling, 268 

IAC (Initiator Aggregation Control), 
TGnSync proposal, 327 

IAPP (Inter-Access Point Protocol), 186, 600 
IBSS ATIM (announcement traffic indication 

map) , 108 
IBSS DFS information element, 102 
IBSS (Independent Basic Service Set), 16, 600 

DFS and, 205 
frames, 74 
Parameter Set, management frames, 97 
parameters, scan reports, 175 
power management, 193 
timing synchronization, 198 

ICI (inter-carrier interference), 279 
ICV (Integrity Check Value), 118, 601 
Identifier field, EAP packets, 131 
Identity type, EAP requests and 

responses, 132 
IEEE (Institute of Electrical and Electronics 

Engineers), 9, 601 
802 specifications, 13 

IETF (Internet Engineering Task Force), 10 
encapsulation, 54 

information elements, management 
frames, 83, 91 

CF Parameter set, 97 
Challenge Text, 98 
Channel Switch Announcement, 100 
Country, 97 
DS Parameter Set, 95 
ERP information, 103 
Extended Supported Rates, 106 

FH Parameter Set, 95 
hopping specifications, 98 
IBSS DFS, 102 
IBSS Parameter Set, 97 
measurements, 101 
Power Capability, 99 
Power Constraint, 99 
Quiet, 101 
Request, 98 
RSN (Robust Security Network), 104 
SSID (Service Set Identity), 92 
Supported Channels, 100 
Supported Rates, 93 
TIM (traffic indication map) , 96 
TPC Report, 100 
TPC (Transmit Power Control), 99 
WPA (Wi-Fi Protected Access), 106 

infrared light, 3 
infrastructure BSS, 17 

access points, 17 
infrastructure networks, power 

management, 188 
infrastructure timing synchronization, 197 
input 

CCMP, 161 
TKIP, 152 

integration, 24 
integrity 

cryptography, 117 
security and, 477 

rogue access points, 479 
rogue clients, 480 
traffic injection, 480 
traffic separation, 481 

interface cards 
rebooting, 349 
roaming, 349 
scanning, 349 
Windows XP installation, 354 

interfaces 
AirPort, configuration, 375-379 
Linux wireless extensions, 396 
names, Linux, 390 
structure, 343 

interference 
802.llg and 802.llb, 300 
catastrophic, 245 
response, DS PHY, 259 

interframe spacing, 39 
DIFS (DCF interframe space), 40 
EIFS (extended interframe space), 40 
PIFS (PCF interframe space) , 40 
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interframe spacing (continued) 
priorities and, 40 
SIFS (short interframe space), 40 
WWiSE, 315 

interleaver, WWiSE MIMO PHY, 318 
interleaving, subchannels, 287 
inverse Fourier transform, 280 
I/0 ports, PCMCIA resource conflicts, 394 
IOL test program (UNH Inter-Operability 

Lab), 425 
IPsec protocol, 497 
IR (Infrared), 601 
IR PHY, 226 
IRQs, PCMCIA resource conflicts, 393 
ISAAC (Internet Security, Applications, 

Authentication and 
Cryptography), 124 

ISI (Inter-Symbol Interference), 237, 601 
island topology, 458-463 
ISM (Industrial, Scientific, and Medical) 

bands, 5, 243 
definition, 601 
emission rules, 245 
interference 

effects, 245 
throughput 

maximum, 245 
ITU (International Telecommunications 

Union), 4, 227, 601 
IV (initialization vector) 

definition, 601 
TKIP, 150 
WEP, 119 

iwconfig, Linux interface 
configuration, 396-402 

J 
joins, scan reports and, 176 

K 
KCK (Key Confirmation Key), 165, 601 
KEK (Key Encryption Key), 165, 601 
Kerberos realms, RADIUS and, 490 
key caches, 345 
key construction, TKIP, 153 
key derivation, 166 
key distribution, 166 
key entropy, 493 
key hierarchy 

group key hierarchy, 165 
PMK, 164 
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RSNs, 164 
TKIP, 150 

key mixing, TKIP, 150, 153 
keychain (Macintosh), 383 
keys 

caching, 168 
preauthentication and, 182 

dynamic 
EAPOL-key frame, 148 
preauthentication, 182 

group keys, updating, 167 
pairwise, updating, 166 
TKIP, 150 
WEP 

broadcast keys, 120 
cache, 122 
default keys, 120 
infrequent rekeying, 125 
length, 120 
manual management, 124 
mapped keys, 120 
numbering, 122 
station keys, 120 
unicast keys, 120 

key-stream, 115 

L 
LANs, wireless, 145 
layered security protocols, 128 
LDAP directories, RADIUS and, 490 
LEAP (Lightweight EAP), authentication 

and, 136 
legacy mode, TGnSync, 326 
legal issues, security and, 516 
Length field, EAP packets, 131 
licensing processes, radio spectrum, 4 
licensing, radio link, 227 
link margin, spectrum management and, 202 
link-layer authentication, 129, 485 

802.lX-based EAP, 486 
WP A Personal, 485 

links, RF, 34 
Linux 

802.lX, xsupplicant and, 407-414 
interfaces, names, 390 
PCMCIA 

card monitoring, 391 
Card Services, 388 
Card Services installation, 390 
Hotplug System, 390 
resource conflicts, 393 
support, 387 
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tools, 396 
wireless extensions, 396 

compiling, 396 
installation, 396 
interface configuration, 396--402 

Listen Interval, 88 
power management, 581 

LLC (Logical Link Control), 13, 601 
encapsulation, 54 

logical architecture, 438 
backbone engineering, 448 
client integration , 451 
mobility, 438-442 
network services, 450 

DHCP, 450 
operating system login, 451 

performance, 444--448 
security, 442 
selecting, 4 7 4 
single-subnet networks, 452 
topology, 452--458 

dynamic VLAN assignment, 463-468 
islands, 458-463 
virtual access points, 468--473 

logical integration, networks, 532 
logical network architecture, project planning 

and, 520 
long retry count, 42 
Lucent (Agere Orinoco), 402 

M 
MAC (Media Access Controller), 344 

access 
DCF, 37 
HCF, 37 
PCF, 37 

access modes, 37 
address filtering, 483 
addresses, 12 
authentication, 178 
challenges, 34 
definition, 601 
header, encapsulation, 144 
RF link quality, 34 
TGnSync, 313 

aggregation, 326 
bursting, 326 
channels, 326 
coexistence, 326 
enhancements, 325 
power saving, 332 

protection, 329 
radio modes, 326 

timing, 37 
white lie, 12 
WWiSE, 313,314 

protection, 315 
radio modes, 315 

Macintosh 
AirPort, 373 

extreme card software 
installation, 374 

management interface, 435 
setup, first-time, 434 

keychain, 383 
MADwifi, 404 

drivers, 407 
requirements, 406 

management architecture 
MLME (MAC layer management 

entity), 170 
PLME (physical-layer management 

entity), 170 
SME (system management entity), 170 

management frames, 82 
Action frames, 111 
address fields, 83 
Association ID, 88 
Association Request frames, 109 
Association Response frames, 110 
Authentication Algorithm Number 

field, 85 
Authentication frames, 110 
Authentication Transaction Sequence 

Number, 85 
Beacon frames, 106 
Beacon interval, 85 
Capability Information field, 86 
Channel Agility field, 87 
contention-free polling bits, 87 
Current AP Address field, 87 
Deauthentication frames, 109 
Disassociation frames, 109 
duration, 84 
fixed fields, 84 
fixed-length fields, 84 
framebody, 84 
IBSS A TIM (announcement traffic 

indication map), 108 
information elements, 91 

CF Parameter Set, 97 
Challenge Text, 98 
Channel Switch Announcement, 100 
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management frames, information elements 
(continued) 

Country, 97 
DS Parameter Set, 95 
ERP information, 103 
Extended Supported Rates, 106 
FH Parameter Set, 95 
hopping specifications, 98 
IBSS DFS, 102 
IBSS Parameter Set, 97 
measurements, 101 
Power Capability, 99 
Power Constraint, 99 
Quiet, 101 
Request, 98 
RSN (Robust Security Network), 104 
SSID (Service Set Identity), 92 
Supported Channels, 100 
Supported Rates, 93 
TIM (traffic indication map), 96 
TPC Report, 100 
TPC (Transmit Power Control), 99 
WPA (Wi-Fi Protected Access), 106 

Listen Interval, 88 
PBCC, 87 
Privacy bit, 86 
Probe Request frames, 107, 108 
Reason Code field, 89 
Reassociation Request frames, 110 
Reassociation Response frames, 110 
Short Preamble, 86 
Status Code field, 90 
structure, 83 
Timestamp field, 88 

management, future of, 590 
manual WEP, 121 
mapped keys, WEP, 120 
mapping networks, 570 
masks, transmit masks, 290 
master keys, TKIP, 150 
MaxChannelTime parameter, scanning, 172 
MD-5 Challenge, EAP, 139 
Measurement Report frame, 209 
Measurement Request frames, 207 
measuring networks, 570 
MIB (Management Information Base), 170, 

601 
MIC (Message Integrity Check) 

definition, 601 
Michael, 157-159 
TKIP, 154 
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MIC (Ministry of Internal 
Communications), 227 

Michael, 602 
microwave range, excitation of water 

myth, 228 
MIMO (multiple-input/ 

multiple-output), 311, 602 
interleavers, 318 
rates, TGnSync PHY, 333 
TGnSync and, 312 
TGnSync PHY, transmit modes, 334 
transmission modes, 320 
WWiSE and, 312 
WWiSEMIMOPHY, 317-320 

MinChanne!Time parameter, scanning, 172 
mixed channel layouts, 537 
mixed mode, TGnSync, 326 
mixing encryption types, 168 
MLME (MAC layer management entity), 170 
mobile connectivity, voice telephony and, 1 
mobile telephony, 1 
mobility, 1 

logical architecture, 438-442 
project planning and, 520,531 
support, 28 

modulation, 344 
direct-sequence, 254 
OFDM PMD, 293 
subchannel modulation techniques, 284 
WWiSE MIMO PHY, 318 

rates, 319 
monitoring mode, 557 
More Data bit, control frames, 77 
more fragments bit, control frames, 77 
MPDU (MAC Protocol Data Unit), 602 
MRA (Multiple Receiver Aggregate) 

frames, 328 
MS-CHAP version 1, 140 
MS-CHAP-V2, 505 

EAP, 139 
MSDU (MAC Service Data Unit), 602 

delivery, 26 
multi-BSS environments, 19 
multicast frames, 56 

DTIM and, 192 
multicasts, 51 
multipath interference, RF, 236 

N 
NAKs (Null acknowledgments) 

EAP responses and requests, 133 
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NAY (Network Allocation Vector), 37 
definition, 602 
multiframe sequences, 41 

network analysis 
authentication and, 572 
checklist, 566 
finding networks, 570 
mapping networks, 570 
measuring networks, 570 
WEP key recovery, 571 

network analyzers, 553-555 
802.11 network analyzers, 555 
AirMagnet, 555 
AiroPeek, 555 
display filters and, 566 
Ethereal, 556 

802.11 analysis, 561 
data reduction, 561 
running, 559 

interface setup, 557 
monitor mode, 557 
troubleshooting, 567 

network integration, project planning 
and, 531 

logical integration, 532 
physical integration, 531 

network layer, 482 
authentication, 483 , 488 
encryption, 492 

network requirements, planning, 521 
coverage, 522-525 

network services, 24, 450 
association, 24 
authentication, 25 
confidentiality, 25 
deauthentication, 25 
DFS, 26 
DHCP, 450 
disassociation, 25 
distribution, 24 
integration, 24 
MSDU delivery, 26 
operating system login, 451 
reassociation, 24 
station services, 27 
TPC, 26 

networks 
architecture (see architecture) 
boundaries, 22 
community networks, 3 
port authentication, 141 

trends, 587 
types, 16 
Windows XP and, 356 
wireless (see wireless networks) 

NIST (National Institute of Standards and 
Technology), 602 

nodes, hidden, 35 
collisions and, 35 

noise, 232 
nomenclature, 14, 142 
non-cryptographic EAP methods, 138 
Null frames , 73 
numbering keys, WEP, 122 

0 
OFDM (Orthogonal Frequency Division 

Multiplexing), 13, 232,277, 602 
carrier multiplexing and, 277 
cyclic extensions, 281 
DSSS-OFDM framing, 307 
ERP-OFDM, 299 
ERP-OFDM framing, 304 
error correction, 285 
FEC (forward error correction), 286 
guard time, 278 
ICI (inter-carrier interference), 279 
operating channels, 283 
parameters 

802.1 la, 283 
windowing, 282 

OFDM PHY characteristics 297 
OFDM PLCP, 290 , 

framing, 291 
header, 292 
preamble, 291 

OFDMPMD 
clear channel assessment 295 
encoding, 293 ' 
modulation, 293 
reception, 295 
transmission, 295 

open-system authentication, 177 
operating channels, 288 

OFDM, 283 
TGnSync, 333 
WWiSE MIMO PHY, 317 

operating system login, 451 
operation rates, 62 
operations, TKIP, 152 
order bit, control frames 77 
origin authenticity, 27 ' 
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Orinoco, 402 
cards, network analysis, 558 

orthogonal sequences, 242 
orthogonality, 278 
OSI (Open Sysems Interconnection), 602 

p 

packet sniffers, 32 
packets, EAP 

Code field, 131 
Data field, 131 
format, 131 
Indentifier field, 131 
Length field, 131 

PAEs (Port Authentication Entities), 142 
pairwise cipher suites, RSN information 

element, 105 
pairwise keys, updating, 166 
PAM (Pluggable Authentication 

Modules), 490 
PAP (Password Authentication 

Protocol), 140,504 
parabolic antennas, 549 
parameters 

OFDM, 802.lla, 283 
performance tuning, radio 

management, 578 
passive scanning, 172 
path loss, RF, 235 . 
PBCC (Packet Binary Convolunon 

Coding), 602 
coding, ERP, 306 
field , management frames, 87 

PC (Point Coordinator), 602 
PCF (point coordination function), 37,214 

access point, transmission from, 216 
contention-free access, 214 
definition, 602 
frames, 218-221 

CF Parameter Set, 223 
CF-End+ CF-Ack, 222 
CF-End (Contention-Free End) 

frame, 221 
operation, 215 
polling list, 216 
power management and , 223 

PCMCIA (Personal Computer Memory Card 
International Association) 

Card Services, 388 
card monitoring, 391 
installation, 390 

definition, 602 
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Linux and, 387 
card monitoring, 391 
Hotplug System, 390 

resource conflicts, 393 
PEAP (Protected EAP), 355,487,504 
PER (Packet Error Rate), 603 
performance 

channel rejections, 294 
logical architecture, 444-448 
project planning, 525 

client limitations, 528 
sensitivity, 294 
signal reception and, 232 
troubleshooting, 568 

performance tuning 
802.11 calculations, 573-576 
Beacon frames, 578 
fragmentation threshold, 580 
improving performance, 576-578 
parameters, radio management, 578 
power management, 581 
retry limits, 580 
R TS threshold and, 579 
timing operations, 582 
tunable parameters, summary, 583 

PHY (physical layer), 225, 603 
architecture, 225 
FH (see FH PHY) 
high rate direct sequence (DR/DSSS), 268 
IR PHY, 226 
optional features, 274 
parameters, scan reports, 17 5 
radio link, 226 

licensing and regulation, 227 
TGnSync PHY enhancements, 333 
WWiSE MIMO PHY, 317-320 
WWiSE PHY characteristics, 325 

physical boundaries, 6 
physical carrier-sensing functions, 38 
physical considerations, project 

planning, 520 
physical installment restrictions, coverage 

and, 524 
physical integration, networks, 531 
physical layer, 7 

2.4GHz channel layout, 534 
5 GHz channel layout, 536 
convergence procedure, 603 
mixed channel layouts, 537 
planning, 532-537 

Physical Medium Dependent (PMD), PHY 
sublayer, 225 
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physical medium, dynamics, 6 
PIFS (PCF Inter-Frame space), 40, 603 
planning (see project planning) 
PLCP (Physical Layer Convergence 

Procedure) , 14 
framing, 249 

HR/DSSS, 268 
OFDM PLCP, 290 
processing and, 263 
sublayer, 225 
whitening, 249 
WWiSE PLCP, 321 

PLME (physical-layer management 
entity), 170 

PLW (PSDU Length Word), PLCP framing 
and, 250 

PMD (Physical Medium Dependent) , 14,249 
definition, 603 
ERP PMD, 307 
HR/DSSS, 271 
WWiSE PMD, 324 

PMD (Physical Medium Dependent) 
sublayer, 225, 265 

frequency hopping and, 250 
PMK (Pairwise Master Key), 164, 603 

caching, 168 
PN codes (pseudorandom noise code) , 254 
PoE (power over Ethernet), 422 

types, 423 
points coordinators, 37 
polling list, PCF, 216 
port authentication, 141 
Power Capability information element, 99 
power conservation, 188 
Power Constraint information element, 99 
power management 

IBSS, 193 
infrastructure networks, 188 
PCF and, 223 
performance tuning, 581 
TGnSync, 332 

power management bit, control frames, 77 
power savers, 59 
PPDU (PLCP Protocol Data Unit), 603 
preamble, OFDM PLCP, 291 
Preamble, PLCP framing and, 249 
preauthentication, 180 

Beacon frames, 181 
dynamic keys, 182 
key caching and, 182 

PRF (Pseudo-Random Function), 603 
Prism-based cards, network analysis, 557 

Privacy bit, management frames, 86 
PRNG (pseudorandom number 

generator) , 115 
Probe Request management frames, 107, 108 
ProbeDelay parameter, scanning, 172 
processing, PLCP framing and, 263 
project planning, 519 

access point placement, 537-545 
channel layout, 543 
final report, 545 
preliminary plan, 540 
radio resource management, 543 

coverage, antennas, 546-552 
network requirements, 521 

coverage, 522-525 
physical layer, 532-537 
requirements 

aesthetic considerations, 520 
application characteristics, 520 
coverage area, 520 
logical network architecture and, 520 
mobility, 520,531 
network integration, 531 
performance, 525 
physical considerations, 520 
project management, 521 
security, 520 
site environmental considerations, 521 
throughput, 519 
user density, 520 
user population, 520 

site surveys, 519 
Protected Frame bit, control frames, 77 
protocol architecture, future, 594 
protocol data unit, 603 
protocol stack, security and, 500-503 
protocols, 497 

802. IX-based, 483 
Frame Control subfield, 47 
higher-layer, encapsulation, 54 
MAC address filtering, 483 
network-layer authentication, 483 
security 

layered, 128 
protocol stack, 500--503 
selecting, 500 

SNAP (sub-network access protocol), 55 
version, control frames, 77 
WEP shared key authentication, 483 

PS (Power Save), 603 
PSDU (PLCP Service Data Unit), 263, 603 
PSF (PLCP Signaling), 250 
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PSK (Phase Shift Keying), 603 
PSK (Pre-shared Key), 603 
PS-Poll (Power-Save Poll) frames, 59, 81 

addresses, 82 
AID (Association ID), 82 
Frame Control field, 82 
immediate response, 60 

PTK (Pairwise Transient Key), 603 
pure mode, TGnSync, 326 

Q 
QAM (quadrature amplitude 

modulation), 284 
QPSK (Quadrature Phase Shift Keying), 603 
quality of service extensions, 66 
quantization, 284 
Quiet information element, 101 

R 
RA (Receiver Address), 603 
RAC (Responder Aggregation Control) 

frames, 327 
radar scan, DFS and, 205 
radio interfaces, Cisco 1200, 429 
radio link 

frequency allocation, 227 
PHY, 226 

licensing, 227 
regulation, 227 

spread spectrum, 229 
unlicensed bands, 229 
unlicensed frequency bands , 227 

radio management, performance tuning 
and, 578 

radio modes 
MAC, TGnSync and, 326 
WWiSE, MAC, 315 

radio spectrum, 3 
frequency allocation, 4 
licensing processes, 4 
OFDM, 288 
usage, direct sequence networks, 256 

radio waves, 3 
radios 

software-defined , 345, 346 
universal , 346 

RADIUS (Remote Authenticated Dial-In User 
Service), 603 

authentication and , 489 
network analysis and, 570 
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proxy, 490 
Windows databases and, 490 

range, RF, 235 
race 

data rate, 62 
selection, 63 

rate fallback, 63 
RC4 cipher 

cryptographic properties, 123 
definition, 604 
frame encryption, 11 7 
WEP and, 115 

Reason Code field, management field , 89 
reassembly, fragmentation and, 44 
reassociation, 24 
reassociation procedure, 185 
Reassociation Request management 

frames, 110 
Reassociation Response management 

frames, 110 
receiver addresses, 51 
reception 

CCMP, 163 
ERP PMD, 310 
OFMD PMD, 295 
TKIP, 155 

regulation, radio link, 227 
replay detection, 27 
replay protection, TKIP, 151 
reporting 

project planning, 545 
scan report, 174 

Request information element, 98 
requests, EAP, 131 

Code field , 132 
Notification type, 133 

requirements for project planning 
aesthetic considerations, 520 
application characteristics, 520 
coverage area, 520 
logical network architecture and, 520 
mobility, 520,531 
network integration, 531 
performance, 525 
performance, client limitations , 528 
physical considerations, 520 
project management, 521 
security, 520 
site environmental considerations, 521 
throughput, 519 
user density, 520 
user population, 520 
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residential gateways, 418 
responses 

EAP, 131 
Code field, 132 
Notification type, 133 

interference 
DS PHY, 259 

retry bit, control frames, 77 
retry counters, 42 
retry limits, performance tuning, 580 
RF (Radio Frequency) 

components 
amplifiers, 240 
antennas, 238 

definition, 604 
engineering, 238-240 
ISI (Inter-Symbol Interference), 237 
links, quality, 34 
multipath interference, 236 
path loss, 235 
propagation, 232 
range, 235 
signal reception, 232 

Shannon limit, 233 
spreaders, 254 
throughput, 235 

RIFS (Reduced Interframe Space), 316 
RLAN (Radio LAN), 604 
roaming, interface cards, 349 
rogue access points, 479,510 

detection, 511 
disabling, 515 
physical location , 512 

rogue clients, integrity and, 480 
RSN (Robust Security Network) 

definition, 604 
information element, 104 
key hierarchy, 164 
operations, 163 

RSNAs (Robust Security Network 
Associations), 20 

RTS (Request to Send) 
definition, 604 
frames, 77 

addresses, 79 
Frame Control field 78 

header, duration, 78 ' 
signal, 35 
threshold, performance tuning and, 579 

RTS/CTS exchange, fragmentation and, 58 

s 
SA (Source Address), 604 
scan reports 

Beacon interval, 174 
BSSBasicRateSet, 175 
CF parameters, 175 
DTIM period, 174 
IBSS parameters, 175 
joins and, 176 
PHY parameters, 175 
timing parameters, 175 

scanning, 171 
active scanning, 173 
BSSID, 171 
BSSType parameter, 171 
ChannelList, 172 
MaxChannelTime, 172 
MinChannelTime parameter, 172 
passive scanning, 172 
ProbeDelay, 172 
scan report, 174 
Scan Type parameter, 171 
SSID, 171 

ScanType parameter, scanning, 171 
scrambling, HR/DSSS, 268 
SDU (Service Data Unit), 604 
secrecy, security and, 477 

encryption, 492-500 
Rogue access points, 479 

secret key, WEP, 119 
sectorized antennas, 527 
security, 7 

802. lX, Windows XP, 357 
access control and, 482 
access points, 4 25 

rogue, 479 
analysis, 4 77 
authentication, 482 

association, 482 
link layer, 485 
network layer, 488 
problems, 478 
station authentication 482 

authorization, 509 ' 
availability and, 477 
Cisco 1200 access point, 431 
cryptography, 124 
definition, 477 
denial of service, 480 
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security (continued) 
encryption, 478, 492 

802. lX-based dynamic keying, 493 
802.lX-based dynamic WEP, 492 
CCMP, 492,496 
network-layer, 492 
static WEP, 492 
TKIP, 492, 495 

future of, 588 
integrity and, 477 

rogue clients, 480 
traffic injection, 480 
traffic separation, 481 

keychain (Macintosh), 383 
legal issues, 516 
logical architecture, 442 
problems, 478 

authentication, 478 
project planning and, 520 
protocol stack, 500-503 
protocols 

802. lX-based, 483 
higher layer, 497 
layered, 128 
MAC address filtering, 483 
network-layer authentication, 483 
selecting, 500 
WEP shared key authentication, 483 
WPA pre-shared key, 483 

rogue device control, 589 
secrecy and, 4 77 

encryption, 492-500 
(see also WEP) 

security architecture, 476 
sequence control field, 52 
sequence counter, TKIP, 151 
services, 24 

association, 24 
authentication, 25 
confidentiality, 25 

and access control, 27 
contention-based data service, 55 
deauthentication, 25 
DFS, 26 
disassociation, 25 
distribution, 24 
distribution system services, 27 
integration, 24 
MSDU delivery, 26 
reassociation, 24 
spectrum management, 28 
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station services, 27 
TPC, 26 

SFD (Start of Frame Delimiter) 
definition, 604 
PLCP framing and, 249 

shared-key authentication, 178 
defeating, 1 79 

short keys, WEP, 117 
Short Preamble, management frames, 86 
short retry count, 42 
SIFS (Short lnterframe Space), 40,574 

definition, 604 
signal, attenuated, 522 
signal reception, Shannon limit, 233 
signal strength, 234 
signals 

CTS (Clear to Send), 35 
RTS (Request to Send), 35 

single-carrier framing, 802.1 lg and, 304 
single-subnet networks, 452-458 
site environmental considerations, project 

planning and, 521 
site surveys, 519 
SME (system management entity), 170 
SNAP (sub-network access protocol), 55 

headers 
DSAP, 55 
SSAP, 55 

SNR (signal-to-noise ratio), 232 
social venues, 2 
software-defined radios, 345, 346 
source addresses, 51 
space-time block coding, WWiSE MIMO 

PHY, 318 
spatial streams, 312 

WWiSEMIMOPHY, 319 
specification sheet, hardware, 350 
spectrum analyzers, access point placement 

and, 538 
spectrum management 

action frames, 206 
association process and, 201 
DFS and, 202-206 
TPC (Transmit Power Control), 199 
transmission power and, 202 

spectrum management services, 28 
spread spectrum (see DSSS) 
spreaders, radio signals, 254 
spreading ratio, direct-sequencing and, 254 
spread-spectrum technology, 229 

types of spread spectrum, 232 

AXW-2015-649



SSAP (source service access point), 55 
SSH protocol, 497 
SSID (Service Set Identifier), 18, 175 

definition, 604 
management frames, 92 
scanning, 1 71 

SSL protocol, 497 
standards, 9 

future of, 585 
high-throughput MIMO PHY, 586 
IEEE, 9 
quality of service extensions, 586 
radio resources, 586 

static WEP, 121,492 
problems with, 124 

station authentication, 482 
association and, 483 

station keys, WEP, 120 
station services, 27 
stations overview, 15 
Status Code field, management frames, 90 
STBC (space-time block coding), 318 
stream ciphers 

key-stream, 115 
problems, 125 
security, 116 

streaming, spatial streams, 312 
subchannel interleaving, 287 
subchannel modulation techniques, 284 
Success and Failure frames, EAP, 134 
SuperG, 308 
supplicants , 142 
Supported Channels information 

element, 100 
Supported Rates information element, 

management frames, 93 
SVP (SpectralinkVoice Priority), 45 
symbol rate, 246 
sync field, PLCP framing, 249 
SYNC (Short for Synchronize), 604 
synchronization 

T 

timing 
IBSSs, 198 
infrastructure, 197 

TSF, 197 

TA (Transmitter Address) 
definition, 604 

T ACACS, RADIUS and, 490 
task groups, IEEE, 9 

TBTT (Target Beacon Transmission 
Time), 218 

TGn (task group N), 311 
TGnSync, 311 , 325 

block ACKs, 313 
channel width, 313 
DVD video and, 325 
frame aggregation , 314 
frame bursting, 313 
HDTV and, 325 
MAC 

aggregation, 326 
bursting, 326 
channels, 326 
coexistence, 326 
efficiency, 313 
enhancements, 325 
power saving, 332 
protection, 329 
radio modes, 326 

MIMO and, 312 
WWiSE 

common features, 312-314 
comparisons, 340 

TGnSyncPHY 
enhancements, 333 
optional coding, 335 
transmit modes, 334 

TGnSync PLCP, 336, 336-339 
TGnSync PMD, 339 
throughput 

DS PHY, 259 
high-throughput MIMO PHY, 586 
project planning 

expectations, 529 
requirements, 519 

RF, 235 
total area throughput, 526 

TIM (Traffic Indication Map), 96 
definition, 604 
DTIM, 192 
frame buffering and, 189-191 

Timestamp field, management frames, 88 
timing 

MAC, 37 
synchronization 

IBSSs and, 198 
infrastructure, 197 

TSF, 197 
timing operations, performance tuning 

and, 582 
timing parameters, scan reports, 175 
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TK (Temporal Key), 604 
TKIP (Temporal Key Integrity 

Protocol), 149, 492, 495 
data processing, 152 
data transmission, 154 
definition, 604 
input, 152 
IV (initialization vector), 150 
key construction, 153 
key mixing, 150, 153 
master keys, 150 
MIC (Message Integrity Check), 154 
Michael integrity check, 152, 157-159 
operations, 152 
reception, 155 
replay protection, 151 
sequence counter, 151 
WEP comparison, 150 

TLS (Transport Layer Security), 137 
ToDS bits, control frames, 77 
token cards, RADIUS and, 489 
topology, 452 

dynamic VLAN assignment, 463-468 
islands, 458-463 
virtual access points, 468-473 

TPC (Transmit Power Control), 26 
definition, 605 
information element, 99 
overview, 201 
Report frame , 212 
Report information element, 100 
Request frame, 212 
spectrum management and, 199 

traffic separation, 481 
transceivers, antennas and, 344 
transitions 

mobility support and, 29 
BSS transitions, 29 
ESS transitions, 30 

transmission 
access point, PCF and, 216 
antennas and, 551 
direct sequence transmission, 253 
frames 

association states, 111 
authentication states, 111 

frequency-hopping, 2 41 
modes, WWiSE MIMO PHY, 320 
OFMD PMD, 295 
power, spectrum management and, 202 

transmit masks, 290 
transmitter addresses, 52 
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transport-layer, 482 
Trapeze, 422 
trends in wireless networking, 587 
TRMS (Timed Receive Mode Switching), 

TGnSync powersaving 
protocol, 332 

troubleshooting, 32 
network analyzers, 567 

TSF (timing synchronization function), 197 
TTLS (Tunneled TLS), 138 
tune, 100 
tuning, 32 
runnel encapsulation, 54 

u 
unicast 

frames, 56 
keys, WEP, 120 

U-NII (Unlicensed National Information 
Infrastructure) bands, 276 

universal radios, 346 
University of New Hampshire's 

Inter-Operability Lab 
access points, 425 
IOL test, 425 

Unix password systems, RADIUS and, 490 
Unix-based access points, 428 
user authentication, RADIUS, 489 
user density, project planning and, 520 
user population, project planning and, 520 

V 
vertical antennas, 54 7 
virtual access points, 19, 468-473 
virtual APs, 19 
voice telephony, connectivity and, 1 

w 
W AP! (WLAN Authentication and Privacy 

Infrastructure) , 11 7 
water excitation mode, microwave range 

and, 228 
WaveLAN hardware, Lucent, 402 
WDS (wireless distribution system), 22 

address fields, 72 
frames in, 75 

WEP bit (renaming), 49 
WEP (Wired Equivalent Privacy), 114 

attacks, recovery, 125 
automatic, 121, 127 
cryptography and, 114 
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data processing, 118 
data transmission, 119 
definition, 605 
design flaws, 124 
dynamic, 121, 127 

Windows 2000 configuration, 368 
encapsulation, 123 
encryption, decryption, 119 
ICVand, 118 
input requirements, 118 
IV (initialization vector), 119 
key recovery, 571 
keys 

broadcast keys, 120 
cache, 122 
default keys, 120 
length, 120 
manual management, 124 
mapped keys, 120 
numbering, 122 
rekeying infrequently, 125 
station keys, 120 
unicast keys, 120 

Macand, 386 
manual, 121 
problems with, 123 
RC4 cipher and, 115 
secret key, 119 
seed, 119 
shared key authentication, 483 
short keys, 117 
static, 121 
TKIP comparison, 150 

white lie, MAC, 12 
whitening, PLCP and, 249 
Wi-Fi Alliance, 10 
Wi-Fi, definition, 605 
Wi-Fi switching, 473 
windowing, OFDM, 282 
Windows 

authentication, 369-372 
Ethereal network analyzer, 557 
RADIUS and, 489 

databases, 490 
Windows 2000, 368 

Wireless Configuration Service, 368 
Windows XP, 353 

card installation, 354 
Cisco client software, 355 
EAP method configuration, 361-367 
network selection, 356 
security, 802. lX, 357 

WP A configuration/installation, 367 
WZC (Windows Zero 

Configuration), 354 
Wireless Configuration Service, Windows 

2000, 368 
wireless Ethernet, 23 
wireless extensions, Linux 

compiling, 396 
interface configuration, 396-402 

wireless LANs, 145,570 
wireless medium, overview, 15 
wireless networks 

advantages, xiii 
flexibility, 2 
mobility, 1 
reasons for, 1 
trends, 587 
troubleshooting, 32 
types, 16 

wireless switches, 415 , 4 22 
WLSE (Wireless LAN Solutions Engine), 427 
working groups, IEEE, 9 
WPA (Wi-Fi Protected Access), 11 

definition, 605 
information element, 106 
Macand, 386 
overview, 160 
preshared key, 483 
Windows XP configuration/ 

installation, 367 
WWiSE MIMO PHY, 317-320 

encoding, 318 
interleaver, 318 
modulation, 318 

rates, 319 
operating channels, 317 
space-time block coding, 318 
spatial streams, 319 
transmission modes, 320 

WWiSE PHY characteristics, 325 
WWiSE PLCP, 321-323 
WWiSE PMD, 324 
WWiSE (World-Wide Spectrum 

Efficiency), 311 
acknowledgment, 316 
aggregation, 316 
blockACKs, 313 
bursting, 316 
channel pairs, 315 
channel width, 313 
channels, MAC, 315 
frame aggregation, 314 
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WWiSE (World-Wide Spectrum Efficiency) 
(continued) 

frame bursting, 313 
interleavers, 318 
MAC 

channels, 315 
efficiency, 313 
enhancements, 314 
protection, 315 
radio modes, 315 

MIMO and, 312 
RIFS (Reduced Interframe Space), 316 
TGnSync 

common features, 312-314 
comparisons, 340 

ZIFS (Zero lnterframe Space), 316 
WZC (Windows Zero Configuration), 354 
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Yagi antennas, 549 
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opportunities: 

jobs. oreilly. com 

6. Contact us 
O'Reilly Media 
1005 Gravenstein Hwy North 
Sebastopol, CA 95472 USA 

TEL: 707-827-7000 or 800-998-9938 
(6am to 5pm PST) 

FAX: 707-829-0104 

order@oreilly.com 
For answers to problems regarding your order or our 
producrs. To place a book order online, visit: 

www.oreilly.com/order _new 

catalog@oreilly.com 
To request a copy of our latest catalog. 

booktech@oreilly.com 
For book content technical questions or corrections. 

corporate@oreilly.com 
For educational, library, government, and 
corporate sales. 

proposals@oreilly.com 
To submit new book proposals to our editors and 
product managers. 

intemational@oreilly.com 
For information about our international distributors 
or translation queries. For a list of our distributors 
outside of North America check out: 

international. orei lly. com/ distributors. html 

adoption@oreilly.com 
For information about academic use of O'Reilly 
books, visit: 

academic.oreilly.com 

O'REILLY® 
Our books are available at most retail and online bookstores. 

To order direct: 1-800-998-9938 • order@oreilly.com • www.oreilly.com 
Online editions of most O'Reilly titles are available by subscription at safari.oreilly.com 
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802.11 Wireless Networks: The Definitive Guide 
Using a wireless network is a liberating exper_ience. B~t underneath the experienc_e lies 
a complex protocol, and even more complex issues anse when your data isn't limited 

, to traveling on physical wires. How do you structure your network so mobile users can 
move around effectively? How do you extend wireless coverage so it's available every­

where you need it? What kinds of security issues do wireless networks raise? How do you tune your 
network for optimal performance? How do you provide enough capacity to support the users you 
expect initially, and how do you deal with the problems that arise as more users join the network? 

802.11 Wireless Networks: The Definitive Guide, Second Edition discusses all these issues, and more. 
This hook is for the serious system or network administrator who is responsible for deploying or 
maintaining a wireless network. It contains an extensive discussion of wireless security issues, 
including the problems with the WEP standard and a look at the alternatives: dynamic WEP, plus 
the 802.lX and the 802.lli security standards. Since network monitoring is essential to any serious 
network administrator, a chapter is devoted to network analysis and troubleshooting, using Ethereal 
and other tools. 

802.11 Wireless Networks: The Definitive Guide brings you up-to-date on all the latest developments 
in wireless networking. In addition to 802.llb and lla, this edition covers 802.llg and looks ahead 
to the 802.lln protocol, which is currently being standardized. This new edition greatly expands 
the discussion of network planning and architecture, paying special attention to mobility between 
access points, spectrum management, and power control. It's the only book available that discusses 
how to calculate the performance of your wireless network and how to tune your network for 
optimal performance. 

Finally, 802.11 Wireless Networks: The Definitive Guide shows you how to configure wireless cards 
and Linux, Windows, and Mac OS X systems, and how to work with access points. Few books in 
any field combine the theory you need to know with the practical experience and advice you need 
to get things working. 802.11 Wireless Networks: The Definitive Guide is one of those books. If you 
are responsible for a wireless network, you need this book. 

Matthew S. Gast is the leading author on the planning and deployment of wireless networks. 
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