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12. (currently amended) A system for identifying a source of suspected pestware on a 

computer, the system comprising: 

a hardware processor; 

a file storage device coupled to the hardware processor; 

a timestamp module configured to be executed by the hardware processor.,_--aftEl. to 

generate a time of interest including a time interval in response to detected activity on the 

computer that is indicative of pestware, to issue a timestamp after generating the time of interest, 

and to initiate, in response to the issuance of the timestamp, identification of indicia of pestware; 

a research portion configured to be executed by the hardware processor and to access at 

least one log on a file storage device of the computer to relate the time of interest to at least one 

externally networked source of potential pestware activity on the computer;--aftEl. 

a kernel-mode driver configured to monitor activity on the computer and to generate an 

activity log that is included within the at least one log; and 

a reporting portion configured to be executed by the hardware processor and to generate a 

report that identifies the at least one externally networked source of potential pestware activity. 

19. (canceled) 
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identifying of pestware is initiated by the issuing of the timestamp. Further, the system 

identifies indicia of pestware and a reference to identity a source that is suspected of 

originating pestware from an externally networked source. 

None of the prior art of records, either taken by itself or in any combination, 

would have anticipated or made obvious at or before the time the application was filed 

where a timestamp is issued after receiving the time of interest and the identifying of 

pestware is initiated by the issuing of timestamp wherein monitoring and generating an 

activity log is performed from the kernel-mode driver. 

Claims 2-4, 6, 8, 10 -11 are also allowed by virtue of the dependency on the base 

claim 1. 

Independent Claims 12 recites similar features as in claim 1 and is allowed for 

the same reason stated above for claim 1. 

Claims 13-16, 20, and 22-23 are also allowed by virtue of their dependency on 

base claim 12. 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to MAHFUZUR RAHMAN whose telephone number is 

(571 )270-7638. The examiner can normally be reached on Monday thru Friday. 
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