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SNAPSHOT AND RESTORE TECHNIQUE
FOR COMPUTER SYSTEM RECOVERY

FIELD OF THE INVENTION

The present invention relates generally to addressing mali-
cious software in computer systems. More specifically, the
present invention relates to computer system recovery after
malicious software is found in a computer system.

BACKGROUND OF THE INVENTION

Currently, it is common for malicious software such as
computer viruses, worms, spyware, etc., to affect a computer
such that it will not behave as expected. Malicious software
can delete files, slow computer performance, clog e-mail
accounts, steal confidential information, cause computer
crashes, allow unauthorized access and generally perform
other actions that are undesirable or not expected by the user
of the computer.

Current technology allows computer users to create back-
ups of their computer systems and of their files and to restore
their computer systems and files in the event of a catastrophic
failure such as a loss of power, a hard drive crash or a system
operation failure. But, in these situations the computer user
generally knows when the failure has occurred. Assuming
that the user had performed a backup prior to the failure, it can
be straightforward to restore their computer system and files
10 a state prior to the computer failure. Of course, those users
who perform a backup more frequently will generally be able
to restore their computer system to a point closer to the time
of'the failure. Unfortunately, these prior art techniques are not
effective when dealing with infection of a computer by mali-
cious software.

FIG. 1 illustrates a prior art technique for taking scheduled
“snapshots” and manual “snapshots™ of a computer system.
Traditional backup/restore software applications allow an
operating system or a user to take a snapshot of the state of a
computer and its files at a particular point in time. A snapshot
typically records changes to the computer system and its files
from a previous point in time and allows a user to restore their
computer system to a time when the snapshot was taken.
Timeline 10 shows a series of hourly scheduled snapshots
taken automatically by the computer system and timeline 20
shows a number of manual snapshots initiated by the user.
Scheduled snapshots are only taken when scheduled (e.g.,
hourly, daily or weekly) and are not triggered by a particular
event. Manual snapshots are typically initiated by a computer
user at important milestones such as at an important software
installation, a project completion, a server upgrade or a sys-
tem integration. These snapshot methods might be suitable
for a hardware crash or a system error, but if the computer has
been infected by malicious software the backup/restore appli-
cation has no idea when the infection occurred and thus does
not know from which point to restore the computer.

For example, in timeline 10 if the computer user does not
become aware of the infection until after 1800 then the user
might waste a lot of time trying to restore the computer at
points 1800, 1700 and 1600, only to find that the computer is
still infected. It is only when the user uses the snapshot taken
at time 1400 to restore the computer is the computer finally
restored to a malicious software-free state. Even if the user
has taken manual snapshots as in timeline 20, the user still is
unaware of when the computer was first infected and does not
know from which snapshot point to restore the computer. If
the malicious software is detected days or weeks after the
initial infection it canbe nearly impossible to determine when
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the infection first occurred. A user might err on the side of
caution and decide to restore the computer from a point days
or weeks before the infection occurred, but then valuable
system and user data might be lost.

Another problem arises because the computer user is
unaware of when the malicious software first infected the
computer system. Certain backup/restore applications store
restore points and their data in protected system files. Because
these system files might not be scanned by virus scanning
software, itis possible that a given snapshot and its associated
restore point contains malicious software. Because the user
does not know at which point in time the computer became
infected, he or she may inadvertently restore the computer
using a snapshot that contains malicious software. Further,
certainmalicious software uses protected kernel mode drivers
that cannot be scanned by many types of virus scanning
software. In both of these situations, running virus scanning
software might be ineffective and provide a false sense of
security because the scanning software would be ineffective
in removing the malicious software.

For the above reasons, it is desirable to have a system and
technique that would address the above deficiencies in the
prior art and would allow a computer system to recover prop-
erly and with minimal effort after being infected by malicious
software.

SUMMARY OF THE INVENTION

To achieve the foregoing, and in accordance with the pur-
pose of the present invention, a technique is disclosed that
provides a prediction of the point in time when malicious
software begins to infecta computer system and recommends
the best point from which to restore the computer system.

In one embodiment the present invention monitors system
operations and registers an event when an operation poten-
tially characteristic of a malware infection occurs. Events are
scored and when the number and type of events reach a certain
level indicative of'a possible malware infection a restore point
is created. Any number of restore points may be created
during the course of computer system operation. Thus,
restore points are created that reflect points in time when it is
probable that malware has infected a computer system, rather
than restore points that are created at scheduled times or
manually by the user.

In a second embodiment the present invention provides a
restore point suggestion to the user when the user decides it is
necessary to restore the computer system to an earlier state.
The decision on which point is the best restore point is
achieved by comparing a malware report with the restore
point logs that have been created earlier. A restore point log
that shares many of the same system changes or other effects
also present in the malware report is likely to be an indication
of'the beginning of a malware infection. Because there might
be many restore points which appear to have the potential of
being the beginning of the malware infection, it is beneficial
to compare these restore points with a malware report to
determine which restore point is the beginning of the malware
infection. Any number of malware reports may also be com-
pared to the restore points in question to help determine which
restore point might be the beginning of a malware infection.

A third embodiment of the invention combines the first to
embodiments. Thus, the third embodiment contemplates not
only scoring system events and creating likely restore points,
but also comparing a malware report (or reports) to the pre-
viously stored restore points in order to provide an intelligent
recommendation to the user.
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The present invention has many advantages. It is suitable
for malware infection recovery by providing a point in time
for the beginning of a possible malware infection. Traditional
backup/restore software applications cannot decide which of
many potential restore points is malware free; such applica-
tions work best for system error or hardware crash types of
recovery because the user and application are generally aware
of when the system error or hardware crash occurred. Such
traditional applications have no knowledge of when malware
might first have been present on a computer system. The
invention is also suitable for use when malware has infected a
kernel mode driver. Traditional cleanup software is unable to
remove malware from such drivers.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention, together with further advantages thereof,
may best be understood by reference to the following descrip-
tion taken in conjunction with the accompanying drawings in
which:

FIG. 1 illustrates a prior art technique for taking scheduled
snapshots and manual snapshots of a computer system.

FIG. 2 illustrates a technique for taking a snapshot accord-
ing to one embodiment of the invention.

FIG. 3 is a block diagram showing one environment for
operation of the present invention.

FIG. 4 is a block diagram of the snapshot/restore system
according to one embodiment of the invention.

FIG. 5is a flow diagram describing operation o[ the behav-
ior monitor module.

FIG. 6 is a flow diagram illustrating operation of the snap-
shot adviser module.

FIG. 7 illustrates a scoring table that associates a score with
an event type.

FIG. 8 illustrates an example of a restore point log.

FIG. 9 is a flow diagram describing operation of the restore
adviser module.

FIGS. 10A-10G illustrate an example malware report.

FIGS. 11A and 11B illustrate a computer system 900 suit-
able for implementing embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention is applicable to all malicious soft-
ware, or malware, that generally causes harm to a computer
system, provides an effect that is not expected by the user, is
undesirable, illegal, or otherwise causes the user to want to
restore their computer system from a time prior to when it was
infected by the malware. Malware can be classified based
upon how is executed, how it spreads or what it does. The
below descriptions are provided as guidelines for the types of
malware currently existing; these classifications are not per-
fect in that many groups overlap. Of course, later developed
software not currently known may also fall within the defini-
tion of malware.

When computer viruses first originated common targets
were executable files and the boot sectors of floppy disks,
later targets were documents that contain macro scripts, and
more recently, many computer viruses have embedded them-
selves in e-mail as attachments. With executable files the
virus arranges that when the host code is executed the virus
code is executed as well. Normally, the host program contin-
ues to function after it is infected by the virus. Some viruses
overwrite other programs with copies of themselves, thus
destroying the program. Viruses often spread across comput-
ers when the software or document to which they are attached
is transferred from one computer to another. Computer
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worms are similar to viruses but are stand-alone software and
thus do not require host files or other types of host code to
spread themselves. They do modify the host operating sys-
tem, however, at lcast to the extent that they are started as part
of the boot process. In order to spread, worms either exploit
some vulnerability of the target host or some kind of social
engineering to trick users into executing them.

A Trojan horse program is a harmful piece of software that
is often disguised as legitimate software. Trojan horses can-
not replicate themselves, unlike viruses or worms. A 'lrojan
horse can be deliberately attached to otherwise useful soft-
ware by a programmer, or can be spread by tricking users into
believing that it is useful. Some Trojan horses can spread or
activate other malware, such as viruses (a dropper). A wabbit
is a third, uncommon type of self-replicating malware. Unlike
viruses, wabbits do not infect host programs or documents.
And unlike worms, rabbits do not use network functionality
to spread to other computers. A simple example of a wabbit is
a fork bomb.

Spyware is a piece of software that collects and sends
information (such as browsing patterns or credit card num-
bers) about users and the results of their computer activity
without explicit notification. Spyware usually works and
spreads like Trojan horses. The category of spyware may also
include adware that a user deems undesirable. A backdoor is
apiece of software that allows access to the computer system
by bypassing the normal authentication procedures. There are
two groups of backdoors depending upon how they work and
spread. The first group work much like a Trojan horse, i.e.,
they are manually inserted into another piece of software,
executed via their host software and spread by the host soft-
ware being installed. The second group work more like a
worm in that they get executed as part of the boot process and
are usually spread by worms carrying them as their payload.
The term ratware has arisen to describe backdoor malware
that turns computers into zombies for sending spam.

An exploit is a piece of software that attacks a particular
security vulnerability. Exploits are not necessarily malicious
in intent—they are often devised by security researchers as a
way of demonstrating that a vulnerability exists. They are,
however, a common component of malicious programs such
as network worms. A root kit is software inserted onto a
computer system after an attacker has gained control of the
system. Rootkits often include functions to hide the traces of
the attack, as by deleting logged entries or by cloaking the
attacker’s processes. Rootkits might include backdoors,
allowing the attacker to easily regain access later or to exploit
software to attack other systems. Because they often hook
into the operating system at the kernel level to hide their
presence, rootkits can be very hard to detect.

Key logger software is software that copies a computer
user’s keystrokes to a file which it may send to a hacker ata
later time. Often the key logger software will only awaken
when a computer user connects to a secure web site such as a
bank. It then logs the keystrokes, which may include account
numbers, PINs and passwords, before they are encrypted by
the secure web site. A dialer is a program that replaces the
telephone number in a modem’s dial-up connection with a
long-distance number (often out of the country) in order to
run up telephone charges on pay-per-dial numbers, or dials
out at night to send key logger or other information to a
hacker. Software known as URL injection software modifies
a browser’s behavior with respect to some or all domains. It
modifies the URL submitted to the server to profit from a
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given scheme by the content provider of the given domain.
This activity is often transparent to the user.

System Overview

FIG. 2 illustrates a technique for taking an intelligent snap-
shot according to one embodiment of the invention. Time-
lines 10 and 20 are present as in FIG. 1 and an additional
timeline 30 illustrates snapshots being taken at points 40 and
50. As shown, malware has infected the computer system at
times 1420 and 1520 and the present invention operates to
take a snapshot of the system at that point in time when the
malware starts to infect the system. Additionally, a snapshot is
taken at point 60 when benign software within the computer
system takes actions that might be interpreted as the begin-
ning of a malware infection. As will be discussed in greater
detail below, a threshold may be adjusted such that snapshots
are taken when malware begins to infect the computer and
also when benign software takes actions that appear to be
malware. Such a threshold would err on the side of caution.
Or, the threshold may be adjusted such that snapshots are only
taken when it is a near certainty that malware has begun to
infect the system; of course, such a threshold may miss cer-
tain types of malware. In one embodiment of the invention,
the threshold is adjusted based on experience and is designed
to capture all malware infections and to a lesser extent actions
taken by benign software.

Even though the present invention might initiate a snapshot
based upon the actions of benign software, it still initiates
snapshots and creates restore points at points in time that
include the beginnings of a malware infection. In other words,
even though the present invention might initiate snapshots
and create restore points that do not reflect a malware infec-
tion, it will also create restore points that do reflect that
particular point in time when a malware infection has begun.
As will be described in greater detail below, the restore
adviser module of the present invention then operates to rec-
ommend a restore point from which to restore the computer
system. Advantageously, the present invention can then rec-
ommend performing a restore from the point in time when the
malware first began to infect the computer system, unlike the
prior art techniques shown in timelines 10 and 20 which
cannot inform the user of when a malware infection began.

FIG. 3 is a block diagram showing one environment for
operation of the present invention. Shown is a user computer
100 connected to the Internet to which is also connected a
server computer 110. Computer 100 has the potential to be
infected by malware and also includes software modules
embodying the present invention. Computer 100 is any suit-
able computing platform such as a handheld computing
device, a laptop computer, a desktop computer, a server com-
puter, etc. In one embodiment of the invention, computer 100
is an IBM-compatible desktop computer running the
Microsoft operating system version XP Professional.

Server computer 110 is any suitable computer within an
organization that has the capability to analyze various types
of malware and to compile reports on the malware that
describe its characteristics. Analysis of malware such as
viruses and description of malware characteristics is known
in the art; by way of example, the organization Trend Micro,
Inc. has the capability to prepare such malware reports. The
web site for this organization currently lists malware reports
available for public inspection that describe computer viruses
and other types of malware. Malware report 120 may be
delivered to computer 100 via the Internet, via electronic
mail, via facsimile, or via any other suitable communication
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means. Malware report 120 is described in greater detail
below with reference to FIGS. 10A-10G.

Snapshot/Restore System

FIG. 4 is a block diagram of the snapshot/restore system
200 according to one embodiment of the invention. In order to
record a snapshot at the point in time when malware begins to
infect a computer system and to later recommend a restore
point the system includes the following software compo-
nents. Behavior monitor module 210 and snapshot adviser
module 220 work together using operating system events and
a scoring system to make a decision on when to take a system
snapshot. Snapshot/restore application 230 is any software
application that can take a system snapshot and create a
restore point. Restore adviser module 250 makes an informed
decision regarding which restore point is the best point from
which to restore the computer system.

Behavior monitor module 210 is real-time software includ-
ing two functional kernel mode drivers that monitors operat-
ing system operations. Preferably, this module operates in
kernel mode (also referred to as system mode) which is one of
two modes of operation of the CPU, the other being user
mode. Operating systems such as Linux, those available from
Microsoft Corporation, the FreeBSD and Sun Solaris operat-
ing systems also make use of these two modes of operation.
Kernel mode is a privileged mode of operation in which the
CPU is assumed to be executing trusted software and thus can
execute any instruction and relerence any memory address.
The kernel (the core of the operating system) and any appli-
cations executing in kernel mode are considered trusted soft-
ware.

Module 210 monitors and intercepts operating system
operations such as file and registry access, process creation
and process termination, and certain system APIs such as
CreateProcess( ) CreateRemoteThread( ) and Vitual Alloc().
Other operations that may be intercepted relate to network
packet traffic, the kernel module list, Winsock LSP (Layer
Service Provider) and COM Objects. Even e-mail events can
also be intercepted in order to detect malware; such intercep-
tion can be implemented by a network packet monitor.

Other system operations that might be indicative of execu-
tion of malware may also be monitored and intercepted.
These system operations are reported as an event to a user
mode component (snapshot adviser module 220) when the
monitored system operation occurs. Module 210 is imple-
mented as two functional drivers but may also be imple-
mented as a single driver. In one specific embodiment, mod-
ule 210 includes a TMCommon module that provides the
common functions for all the other kernel modules, a
TMEvent management module that manages all of the hook
implementation, and an activity monitor module that moni-
tors the file, registry and process activities and reports them to
user mode component.

FIG. 5 is a flow diagram describing operation of the behav-
ior monitor module. Step 310 is a looping construct in which
the module monitors all operating system operations. In par-
ticular, operations including file access, registry access, pro-
cess creation and process termination are monitored and
intercepted. Step 320 decides which of these events to report
to the snapshot adviser module 220. In one embodiment of the
invention, all of the above operations are reported to module
220 as they generally might be indicative of malware begin-
ning to infect the computer system. In other embodiments
certain criteria may be used to decide which events to report
and which events not to report. For example, certain registry
activities are not reported; if the activities are generated by a
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trusted process (an operating system component, processes
from a known software product) these kinds of events are not
reported.

If the operation is not to be reported then control returns to
step 310 were monitoring continues. Otherwise, in step 330
the intercepted operation is sent as an event to snapshot
adviser module 220 along with any relevant data. For
example, for any file event the following information is
included: process identifier; file name; and the file creation
flag. For any registry events the following information is
included: process identifier; process name; and registry data.
For any process event the following information is included:
process identifier, process name, process’s image path, and
the process creation flag. If it exists, the parent process iden-
tifier is also included. Once the event and its associated data
has been sent to snapshot adviser module 220 control returns
to step 310.

The snapshot adviser module 220, the snapshot/restore
application 230 and the restore adviser module 250 all pref-
erably operate in user mode. As mentioned above, user mode
(as opposed to kernel mode) is one of two operating modes for
a CPU. As is known in the art, user mode is a non-privileged
mode in that a process in user mode cannot access those
portions of memory that have been allocated to the kernel or
to other programs. In some situations, a user mode process
that wants to use a service provided by the kernel can switch
temporarily into kernel mode. Snapshot/restore application
230 is any suitable custom or off-the-shelf software applica-
tion that provides the ability to take a snapshot of the state of
the computer system, to create restore points from which the
system may be restored, and to restore the computer system
from a particular restore point. In some situations, application
230 may also include the capability to back up user and
system files. A suitable application 230 enables a user, system
administrator or other to restore a computer to a previous state
in the event of a problem without losing data files. Application
230 can create restore points at a scheduled time or times each
day, can automatically create restore points at the time of
significant system events such as application or driver instal-
lation, or can create restore points manually at the direction of
a user.

Suitable snapshot/restore applications are known in the art
and will typically restore such information as the registry,
profiles, caches, files with certain extensions, etc. Typically,
user created data is not restored (to avoid deleting user created
files). The snapshot/restore system 200 contemplates appli-
cation 230 as being a separate component, thus providing the
flexibility to integrate any snapshot/restore application from
another party into the system. Such a separate application
may be implemented as plug-in software or in other manners
known in the art. Alternatively, application 230 may be a
custom software application that is a separate component, or
it may be integrated with other components of the system. In
one embodiment of the invention, the software application
known as XP System Restore from Microsoft Corporation is
used. XP System Restore is a feature of the Microsoft XP
operating system. When XP System Restore is used the
present invention uses the APIs that Microsoft provides.
Information on how the Microsoft API may be used is avail-
able from Microsoft Corporation and is known to those of
skill in the art. Other software applications (such as snapshot
adviser module 220 and restore adviser module 250) can
provide commands to, and can receive data from, the XP
System and Restore application by utilizing the Microsoft
API. Of course, other snapshot/restore applications 230 may
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also be suitable for use with the present invention and these
include backup/restore software from FalconStor Software
and from Phoenix Software.

Returning now to a discussion of the components of system
200, consider snapshot adviser module 220. Module 220 uses
a scoring system that can identify possible malware behavior
and begin recording system changes at that time. For
example, a score is given to each monitored system event
received from the behavior monitor module and the scores are
totaled while changes are being monitored. Once the total
score of all monitored system events exceeds a certain thresh-
old then this series of monitored system events will be iden-
tified as possible malware behavior and a restore point will be
created.

FIG. 6 is a flow diagram illustrating operation of snapshot
adviser module 220. Before operation of system 200 a score
threshold is set that helps in determining whether a monitored
set of system events might be the beginning of a malware
infection. A score threshold may also be set during operation
if a user so desires. For example, a threshold may be set at a
total score of 10 indicating that if a total score of system
events exceeds 10 then it is a suspected that the monitored
system events are the beginning of a malware infection. Of
course, the threshold may be set at any suitable number. A
higher threshold would generate fewer suspected cases of
malware, while a lower threshold would generate more sus-
pected cases but might also include instances of benign soft-
ware that merely appear to be malware. In addition, it is
possible for the threshold to be adjusted during operation of
the system or that the threshold be adjusted depending upon
certain criteria. For example, the threshold setting may be part
of'product configuration, the user can determine the threshold
setting, or in the event of a malware outbreak the threshold
setting can be adjusted.

In step 406 the event along with its associated relevant data
is received from the behavior monitor module and a log is
kept of all events received. Also in this step a running score is
kept to determine the current total score. FIG. 7 illustrates a
scoring table 450 that associates a score 456 with an event
type 454. For example, should the event indicate that a new
file has been added, the running score is incremented by a
value of six; a new process being added would increment the
score by value of three. Of course, the score for a particular
event may vary and the importance of a particular event type
may be monitored or indicated by using techniques other than
by keeping score. Other techniques may be used for deter-
mining if malware is present such as using CreateRemoteTh-
read to other processes and using the SetWindowHookEx
application programming interface (API).

In one embodiment of the present invention, a running
score is kept only when a snapshot is turned on. For example,
if a snapshot has been turned on then the total score will be
incremented as events are received in step 406. Keeping a
running score while a snapshot is turned on is performed
because it is during that period of time during which it is
suspected that malware might be infecting the computer.

Next, steps 410, 422 and 442 check the type of event that
has occurred and will turn a snapshot on, turn a snapshot off
or commit a snapshot depending upon the circumstances. If
the event is a process start (step 410) and a snapshot has
already been turned on (414) then control returns to step 406.
On the other hand, if a snapshot is not already on, then in step
418 a snapshot is turned on by sending an appropriate com-
mand via an API to the snapshot/restore application 230. In
the embodiment where application 230 is XP System Restore
specific commands are given as shown below:

22



US 7,784,098 B1

9

Set pRestorePtSpec.dwEventType=BEGIN_SYSTEM _
CHANGE

SRSetRestorePoint(PRESTOREPOINTINFO,
storePtSpec, PSTATEMGRSTATUS pSmgrStatus)

A snapshot is turned on at this point in time because since
a new process has started it is apparent that there is activity
and the computer system might begin to change. Thus, a
command is given to application 230 to begin monitoring
system activity and recording changes as they occur so that a
restore point may be created if necessary. Application 230
thus begins to create a potential restore point. The total run-
ning score is also reset to zero when a snapshot is turned on.
Application 230 may store differential changes to the com-
puter system in a wide variety of matters. Changes may be
stored in a log format, in a table, in a database, etc. Data may
be recorded using plain text, a binary representation, sym-
bolic information, etc. In the embodiment where application
230is XP System Restore the change information is stored in
a restore point log using known techniques. An example
restore point log is shown in FIG. 8.

If the event is a process termination (step 422) and a snap-
shot is not currently on (step 426) then control returns to step
406. In this situation, because a snapshot was not turned on at
the start of the process no changes have been recorded and
presumably any relevant activity has already happened. This
situation would happen infrequently. This situation might
occur ifthe process starts (process parameters are initialized),
is blocked by a process monitor, and then the process is
terminated (cleanup of the resource occurs). In this situation
the process is not actually successfully running.

On the other hand, if a snapshot has been turned on, then in
step 430 the current running score is compared to the thresh-
old number (for example, 10). If the score is not greater than
the threshold then the current snapshot is canceled (by send-
ing an appropriate command via the API to application 230)
and control returns to step 406. In other words, if the process
has ended while a snapshot is on but the nature of the moni-
tored events is such that their total score is not greater than the
threshold, then this score implies that the events happening
during the process are likely not to constitute malware, or that
the process itself is not malware. In this situation the snapshot
is canceled and no restore point is created. Application 230
would then stop recording any differential changes to the
system. In the embodiment where application 230 is XP
System Restore specific commands are given to cancel a
snapshot as shown below:

Set
pRestorePtSpec.dwEventType=END_SYSTEM_CHANGE

Set pRestorePtSpec.dwRestorePtType=CANCELLED_
OPERATION

SRSetRestorePoint(PRESTOREPOINTINFO,
storePtSpec, PSTATEMGRSTATUS pSmgrStatus)

But, if the running score is greater than the threshold (step
430), then in step 438 a snapshot commit is executed. A
running score greater than the threshold indicates that during
the current snapshot there has been enough suspicious activ-
ity that the current snapshot should be stored as a restore point
by application 230. Accordingly, in step 438 a commit com-
mand is sent to application 230 which creates a restore point.
This command also includes a restore point name to later
identify this particular restore point. Application 230 auto-
matically appends the current date and time to the name
provided and confirms that a restore point has been created. In
the embodiment where application 230 is XP System Restore
specific commands are given to commit a snapshot as shown
below:

pRe-

pRe-
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Set
pRestorePtSpec.dwEventType=END_SYSTEM_CHANGE

SRSetRestorePoint(PRESTOREPOINTINFO,
storePtSpec, PSTATEMGRSTATUS pSmgrStatus)

The commit command indicates to application 230 that the
differential changes currently being recorded in the existing
snapshot are important enough that the snapshot should be
recorded as a restore point. Application 230 will continue to
record differential changes until either a commit snapshot or
cancel snapshot command is received. If a restore point is
created for the current snapshot (by issuing a snapshot com-
mit command at the process end) then any future restore
performed by the computer system will restore the computer
to a state existing at the beginning of the process. Thus, any
potential adverse effects caused by the malware during execu-
tion of process will be reversed. The snapshot commit com-
mand also functions to cancel the current snapshot in progress
such that a new snapshot may be turned on immediately
thereafter if necessary. Once a restore point is created, it can
be analyzed later (as well as other restore points) using the
restore adviser module to determine if this restore point is
indeed the beginning of a malware infection.

pRe-

FIG. 8 illustrates an example of a restore point log 500. The
restore point log includes the information saved from the
current snapshot and represents a particular restore point at a
particular point in time; using information from a restore
point log a user can restore a computer system to that point in
time represented by the restore point. In one embodiment, the
restore point log includes a snapshot of all relevant system
information at a particular point in time.

Restore point log 500 is an example of a simple log that
may be created after a computer system has undergone very
minor changes. Of course, a restore point log may become
much more complicated, may contain many more entries, and
may include different types of information. The log details
section 504 includes administrative details pertaining to the
restore point including a restore point name, a restore type
(automatic—intelligent or user—manual), a log time indicat-
ing the beginning of the snapshot and the end of the snapshot,
atotal score and a snapshot point. The snapshot point is linked
to the identifier created by snapshot/restore application (230),
for example, 0x00000001, 0x00000002, etc.

New file section 508 includes a listing of any new files that
have been created or “dropped” during this snapshot. This
section shows that there are two new files. Modified file
section 512 includes a listing of any files that have been
modified during this snapshot. Shown is a single file that has
been modified. New Registry section 516 includes a listing of
any new entries into the Registry. Shown is a single new
listing having a key, a value and data. Modified Registry
section 520 includes a listing of any modifications to the
Registry. In this example there have been no modifications.
Process creation section 524 includes a listing of all processes
created during the snapshot. Shown is a single new process
that has been created. Process termination section 528
includes a listing of any processes that have been terminated
during this snapshot. Shown is a single process. Other types
of information may also be included in the restore point log
such as e-mail activity, the patch system service table, APIs,
and process names such as “Process Name=malware.exe
API: ZwCreateKey.”

In step 442 it is determined if the event is a file access event
or a registry access event. If not, then control returns to step
406. If yes, then in step 444 it is determined if a snapshot is
currently on. If'yes, then in step 446 the score for that event is
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added to the running total and then control returns to step 406.
Ifa snapshot is not currently on, then control moves from step
444 to step 406.

The above steps in FIG. 6 illustrate one example of the
logic that may be used to analyze monitored system events in
real time to determine if enough suspicious activity has
occurred such that a restore point should be created corre-
sponding to the beginning of that suspicious activity. Of
course, other types of system events may be considered,
events may be scored differently, the threshold may be
adjusted, snapshots may be turned on or off at different times
and the snapshot commit command may be issued at different
times. Advantageously, the above logic presented and its
variations operate to create any number of restore points that
correspond to the beginning of suspicious system activity that
is likely to coincide with a malware infection.

FIG. 9 is a flow diagram describing operation of the restore
adviser module 250. The restore adviser receives a malware
report listing characteristics of a particular piece of malware
and compares it with the user’s saved restore point logs. With
this analysis, the restore adviser can make an informed deci-
sion and provide a recommendation to the user regarding
which restore point is the best from which to restore their
computer system to achieve a malware-free state. By advising
the user on which restore point to use, the present invention
saves the user invaluable time and can provide assurances that
the computer will be restored to a state free from malware.
The malware report is prepared by TrendLabs of Trend
Micro, Inc. or by any other party that has the capability to
analyze actions that malware takes and can prepare a report
listing those actions and the characteristics of the malware.

In step 604 a user or administrator of the computer system
in question makes a determination or realizes that malware
has infected the computer system or is present on the com-
puter system, and desires to take action to remove the mal-
ware. The user then takes action to initiate operation of the
restore adviser module of the present invention. Because the
present invention has previously been in operation on the
computer system monitoring system operations and creating
restore points, the restore adviser module can now analyze
those previously created restore points to determine which
one to recommend.

In step 608 the restore adviser module directs that any
previously created restore point logs be retrieved from appli-
cation 230. In various embodiments settings or options are
provided to allow the user to retrieve restore point logs from
any previous time period such as the past 24 hours, the past
week, any time previous to a certain date or time, etc. The user
may also specify that “the last 10 restore point logs be
retrieved for comparison,” for example.

In the embodiment in which application 230 is Microsoft
XP System Restore the restore point logs may be stored
external to application 230 for easier access. To retrieve the
logs from storage in one embodiment an interface is wrapped
to query the data. By default, the restore adviser module will
retrieve all the restore point logs previously created.

In step 612 a malware report is retrieved (or any number of
malware reports are retrieved) from the entity that has pre-
pared it by request from the restore adviser module. The
malware report can be received over the Internet, by elec-
tronic mail, over a local network, or by any other suitable
medium. In a preferred embodiment, malware reports are
received from Trend Micro Inc. An example malware report is
discussed below. In one specific embodiment, all malware
reports available are retrieved from the web site.

In step 616 the retrieved malware report is compared to the
restore point logs created earlier by application 230. In one
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embodiment of invention, the malware report is compared to
each restore point log in turn starting with the most recent
restore point log and moving backwards in time. Of course,
the comparison may also be done in other orders. As shown in
FIG. 8, the restore point log keeps a record of certain types of
events such as any new files created, any modified files, any
new entries in the registry, any modifications to the registry,
any processes created and any processes terminated. In a
similar fashion, a malware report also keeps track of these
same types of actions (and a great deal more) that the malware
performs.

An analysis is then performed to determine if any of the
entries in the restore point log are similar to the known actions
of malware as indicated in the malware report. For example,
new files from the restore point log are compared to new files
that the malware typically creates. Also, any modified file in
the restore point log is compared to the malware report to see
if that particular malware also modifies the particular file.
Further, new or modified registry entries from the restore
point log are compared to the malware report to see if that
particular malware also creates or modifies registry entries in
the same fashion. In one embodiment, all of the restore point
logs are compared to a single malware report first and then the
logs are compared to the next malware report, etc. In an
alternative embodiment, a single restore point log is com-
pared to all of the malware reports first and then the next log
is compared, etc.

A restore point log is compared to a malware report by
event category. For example, the event of a dropped file is
compared between the restore point log and the malware
report. If any transformations are required they are performed
before the comparison. For example, we transform “% win-
dows %\explorerexe” in a malware report to
“c:\windows\explorer.exe” to be compatible with the client
machine’s restore point log.

If it is determined that none of the restore point logs are
similar to the retrieved malware report then this is an indica-
tion that the particular malware characterized by the malware
report has not appeared in the computer system during the
time periods represented by the restore point logs. In such a
situation, control returns to step 612 where another malware
report is retrieved for comparison. In this fashion, the restore
adviser module can loop through all of the relevant restore
points logged and the applicable malware reports to deter-
mine which particular restore point is most likely the begin-
ning of a malware infection.

The restore adviser determines that a restore point log is
similar to a particular malware report using any of a wide
variety of criteria. For example, if a malware report lists three
occurrences of files being dropped in a particular folder, and
a restore point log lists a total of ten events that include the
same three files being dropped in the same folder as indicated
by the malware report, then it can be determined that the
malware has infected the computer during the time period
indicated by the restore point log. Other criteria may also be
used to determine that a restore point log is similar to a
malware report. For example, consider a restore point log that
includes the following information:

KEY:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CunentVersion\Run

VALUE: CallSpyware

DATA: C: \Windows\spyware.exe

Now consider a malware report that includes:

KEY:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\Current Version\Run
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VALUE: CallAdware

DATA: % Windows %\spyware.exe

Although the value is different in the restore point log it
points to the same file location, so we treat this entry as being
the same item.

Once the analysis has determined that malware has
infected the computer system at a particular restore point, the
restore adviser module recommends that the user perform a
restore from that restore point or from an earlier restore point.
In other words, should the events recorded in a restore point
log indicate that malware is present, restoring the computer
system using that restore point will restore the state of the
computer to a point in time just prior to when the malware
infection began. The restore adviser module will thus recom-
mend that this restore point be used; the computer will be
restored to a malware-free state that is as late in time as
possible.

Alternatively, the user may elect an earlier restore point
from which to restore, or the user may even choose a later
restore point if they do not wish to lose information created
after that point in time. In addition, in a situation where the
above analysis indicates that malware is present at multiple
restore points, the restore adviser module will recommend
restoring from the earliest restore point that evidences a mal-
ware infection. An analysis resulting in no restore point logs
matching any of the malware reports indicate that it is
unlikely that malware has infected the computer and no
restore is recommended.

Example Malware Report

A malware report may contain any of a variety of informa-
tion that describes the characteristics of malware, actions that
it takes, identifying features, solutions for its removal, statis-
tics regarding its spread, etc. In one embodiment of the inven-
tion, a malware report is a text document including sections
that provide an overview of the malware, technical details, its
solution and statistics. A malware report may also be embod-
ied in other forms and include other information such as the
antivirus software detection result log.

An overview section of the malware report lists the name of
the malware, its type, whether it is operating in the wild,
whether it is destructive, the language it uses, the platform on
which it operates and whether it is encrypted or not. A brief
description of the malware is given including where it drops
files and their names, how it might propagate itself via e-mail,
whether it has backdoor capabilities, etc. A much fuller
detailed description of the malware is provided in the techni-
cal details section of the malware report.

The technical details section of the malware report includes
information concerning the technical nature of the malware,
its installation, network propagation, its e-mailing routine,
any backdoor capabilities, any password guessing tech-
niques, any antivirus retaliation techniques, any file infection
routines and other information indicating hidden behavior
(such as a root kit) or API hooking.

The technical details section lists which type of files the
malware infects, how it propagates, the size of the malware in
bytes, when initial samples were received, to which other
malware it is related, the number of payloads and the actions
each take including their trigger conditions. Also listed is
whether the malware is compressed and using which tech-
nique, in which language it is written, which operating system
events it might register (such as Windows events), whether it
requires certain APIs, etc.

Regarding its installation, the technical details section
describes whether the malware drops files, and if so, the name
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of each file dropped and into which system folder they are
dropped, and whether the dropped files are copies of the
malware. This section also lists any entries the malware adds
to the registry, any registry keys that the malware modifies,
any registry keys that are added to help the malware install
itself as a service, and any entries into WIN.INI that are
added.

Regarding network propagation, the technical details sec-
tion lists any folders into which the malware drops a copy of
itself once it is active in memory, including any name it might
use. It also describes whether the malware creates random file
names for these copies and lists any possible extensions that
these file names might use. Regarding its mailing routine, the
malware report describes how the malware propagates itself
via e-mail, if relevant. Ifapplicable, this section describes any
e-mail header characteristics such as what will be listed in the
“from” line, what might be listed in the “subject” line, what a
message body might be, and any lists of the attachments that
the malware might attach. The report describes how the mal-
ware gathers target e-mail addresses (using registry keys, for
example), and how it sends off e-mail messages.

Any backdoor capabilities of the malware is also described
including which dropped files it uses, which ports it opens,
and whether or not it sends off an e-mail message to a remote
location. A full description of these capabilities is also pro-
vided. Any password guessing attack is also provided if appli-
cable, including a brute force guessing attack in which the
malware report lists how the attack progresses and the pass-
words that are used. This section also describes what actions
the malware takes if the attack is successful such as how the
malware searches for possible user names and passwords and
where this information is saved.

If the malware uses an antivirus retaliation technique the
malware report lists the types of processes or the names of
processes that the malware will target in order to terminate
them. For example, the malware report will list processes that
will be terminated because of the particular string in their
name. If applicable, the malware report will also describe the
file infection routines used by the malware including which
files are targeted and the structure of an infected file.

A malware report may also include a solution section
describing how to remove the malware from the computer and
a statistics section describing the distribution of the malware
overtime.

FIGS. 10A-10G illustrate an example malware report 700
for the worm “PE_LLOVGATE.L.” Report 700 is an example
of areportin that it is an abbreviated version of a full malware
report available from the Trend Micro web site. In addition,
those of skill in the art will appreciate that similar type reports
may be prepared for many other types of worms and for other
malware such as viruses, spyware, etc.

Section 705 of the malware report provides an overview of
the worm including details such as its size 706, related mal-
ware 707, its payloads and trigger conditions 708, and other
details such as its language and platform 709. Section 710
lists the files that are dropped into the Windows system folder
upon execution. The dropped executable files are copies of
the malware while the dynamic link library files are its back-
door components. Section 715 lists the registry entries added
by the malware; these entries insure automatic execution of
the malware at every computer start up. The last two entries in
the list are added registry keys and values that allow the
malware to install itself as a service. Section 720 lists any
modified registry keys. Section 725 lists any entries added to
the file “WIN.INI.”

Section 730 lists names of files that are dropped by the
malware that contain a copy of itself. These copies are
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dropped into any shared folder on the network that has read/
write access; thus, the malware can propagate itself over a
network. The malware also shares the folder
“%Windows%Temp” as “GAME” with full access. The mal-
ware will also drop into this folder several copies of the virus
having random file names with any of extensions found listed
in section 735.

The malware also propagates itself via e-mail by replying
to all my new messages received. Section 740 shows the
format of such an e-mail message. The attachment is ran-
domly selected from any of the files listed in the attachment
portion. Further, the malware also propagates itself by gath-
ering target e-mail addresses and sending an e-mail to all
those addresses with itself as an attachment. Section 745 lists
the target addresses that the malware will use. The malware
looks for “.ht*” files in the Windows folder and in the current
folder and retrieves the target e-mail addresses from every file
that it finds. Section 750 lists any of the many subjects that
might be used. Section 755 lists any of the various message
bodies that might be used, and section 760 lists any of the
many attachments that might be used.

Section 765 lists characteristics of the malware related to
its backdoor capabilities. Section 766 lists the ports opened
by the malware for backdoor purposes. Section 767 lists any
remote threads used by the malware to install itself in
memory. Section 768 lists any other ports open for local
communication. Section 769 lists any files to which gathered
information such as IP addresses, user names and passwords,
are recorded. Section 770 lists characteristics of the malware
related to its brute-force password guessing attack. Section
771 lists the number of simultaneous threads that the malware
will creates to connect to a remote machine for the guessing
attack. Section 772 lists all the passwords used by the mal-
ware for the brute force attack (the passwords have been
omitted because of their sheer number). Section 773 lists any
files are dropped; section 774 lists the names of any services
executed; and section 777 lists any files used to save infor-
mation temporarily. Section 778 lists characteristics of any
e-mail messages sent by the malware including the address, a
subject line, and the SMTP server used.

The malware may also initiate antivirus retaliation tech-
niques. The malware will terminate any process which has
any of the strings listed in section 780 in their names. Section
785 lists characteristics of the file infection routine used by
the malware to infect fixed drives as opposed to propagation
via network and e-mail. Section 790 lists any events regis-
tered by the malware. Section 795 lists any files having APIs
required by the malware.

Computer System Embodiment

FIGS. 11A and 11B illustrate a computer system 900 suit-
able for implementing embodiments of the present invention.
FIG. 11 A shows one possible physical form of the computer
system. Of course, the computer system may have many
physical forms including an integrated circuit, a printed cir-
cuit board, a small handheld device (such as a mobile tele-
phone or PDA), a personal computer or a super computer.
Computer system 900 includes a monitor 902, a display 904,
a housing 906, a disk drive 908, a keyboard 910 and a mouse
912. Disk 914 is a computer-readable medium used to trans-
fer data to and from computer system 900.

FIG. 11B is an example of a block diagram for computer
system 900. Attached to system bus 920 are a wide variety of
subsystems. Processor(s) 922 (also referred to as central pro-
cessing units, or CPUs) are coupled to storage devices includ-
ing memory 924. Memory 924 includes random access
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memory (RAM) and read-only memory (ROM). As is well
known in the art, ROM acts to transfer data and instructions
uni-directionally to the CPU and RAM is used typically to
transfer data and instructions in a bi-directional manner. Both
of these types of memories may include any suitable of the
computer-readable media described below. A fixed disk 926
is also coupled bi-directionally to CPU 922; it provides addi-
tional data storage capacity and may also include any of the
computer-readable media described below. Fixed disk 926
may be used to store programs, data and the like and is
typically a secondary storage medium (such as a hard disk)
that is slower than primary storage. It will be appreciated that
the information retained within fixed disk 926, may, in appro-
priate cases, be incorporated in standard fashion as virtual
memory in memory 924. Removable disk 914 may take the
form of any of the computer-readable media described below.

CPU 922 is also coupled to a variety of input/output
devices such as display 904, keyboard 910, mouse 912 and
speakers 930. In general, an input/output device may be any
of: video displays, track balls, mice, keyboards, microphones,
touch-sensitive displays, transducer card readers, magnetic or
paper tape readers, tablets, styluses, voice or handwriting
recognizers, biometrics readers, or other computers. CPU
922 optionally may be coupled to another computer or tele-
communications network using network interface 940. With
such a network interface, it is contemplated that the CPU
might receive information from the network, or might output
information to the network in the course of performing the
above-described method steps. Furthermore, method
embodiments of the present invention may execute solely
upon CPU 922 or may execute over a network such as the
Internet in conjunction with a remote CPU that shares a
portion of the processing.

In addition, embodiments of the present invention further
relate to computer storage products with a computer-readable
medium that have computer code thereon for performing
various computer-implemented operations. The media and
computer code may be those specially designed and con-
structed for the purposes of the present invention, or they may
be of the kind well known and available to those having skill
in the computer software arts. Examples of computer-read-
able media include, but are not limited to: magnetic media
such as hard disks, floppy disks, and magnetic tape; optical
media such as CD-ROMs and holographic devices; magneto-
optical media such as floptical disks; and hardware devices
that are specially configured to store and execute program
code, such as application-specific integrated circuits
(ASICs), programmable logic devices (PLDs) and ROM and
RAM devices. Examples of computer code include machine
code, such as produced by a compiler, and files containing
higher level code that are executed by a computer using an
interpreter.

Although the foregoing invention has been described in
some detail for purposes of clarity of understanding, it will be
apparent that certain changes and modifications may be prac-
ticed within the scope of the appended claims. Therefore, the
described embodiments should be taken as illustrative and not
restrictive, and the invention should not be limited to the
details given herein but should be defined by the following
claims and their full scope of equivalents.

We claim:
1. A method of creating a restore point for a computer
system, said method comprising:
monitoring operating system operations of said computer
system using a module of said computer system;
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opening a restore point log at the start of a computer pro-
cess and logging operating system changes in said log
after said restore point log is opened;

assigning a score to each of said operations being moni-

tored, said score reflecting the extent to which each of
said operations is suspected of being caused by mal-
ware;,

keeping a running total of said scores for said operations

being monitored;

making a determination that said running total is greater

than a threshold value; and

creating a restore point for said computer system using said

operating system changes that have been logged in said
restore point log, wherein said restore point represents a
point in time before the beginning of possible malware
activity in said computer system.

2. A method as recited in claim 1 wherein said creating a
restore point makes use of an application programming inter-
face (API) to communicate with a software application.

3. A method as recited in claim 1 wherein said monitoring
operating system operations occurs in a module of the kernel
of said computer system.

4. A method as recited in claim 1 further comprising:

recommending said restore point from which to restore

said computer system.

5. A method as recited in claim 1 wherein said malware is
a computer virus, a computer worm or a computer Trojan
horse.

6. A method as recited in claim 1 further comprising:

creating said restore point at a point in time before said

operating system changes occur.

7. A method as recited in claim 1 wherein said steps of
assigning, keeping and making occur while said operating
system operations are being monitored.

8. A method as recited in claim 1 further comprising:

making said determination at the end of said computer

process.

9. A method of creating a restore point for a computer
system, said method comprising:

monitoring operating system operations of said computer

system using a kernel mode module of said computer
system,

turning on a snapshot utility of said computer system at the

start of a computer process and beginning to log operat-
ing system changes in a restore point log after said
snapshot utility is turned on;

assigning a score to each of said operations being moni-

tored, said score reflecting the extent to which each of
said operations is suspected of being caused by mal-
ware;,

keeping a running total of said scores for said operations

being monitored;

making a determination that said running total is greater

than a threshold value; and

issuing a snapshot commit command and creating a restore

point for said computer system using said operating
system changes that have been logged in said restore
point log, wherein said restore point represents a point in
time before the beginning of possible malware activity
in said computer system.

10. A method as recited in claim 9 wherein said creating a
restore point makes use of an application programming inter-
face (API) to communicate with a software application.

11. A method as recited in claim 9 further comprising:

recommending said restore point from which to restore

said computer system.

10

15

20

25

30

35

40

45

50

55

60

18

12. A method as recited in claim 9 wherein said malware is
a computer virus, a computer worm or a computer Trojan
horse.

13. A method as recited in claim 9 further comprising:

creating said restore point at a point in time before said

operating system changes occur.

14. A method as recited in claim 9 wherein said steps of
assigning, keeping and making occur while said operating
system operations are being monitored.

15. A method as recited in claim 9 further comprising;:

making said determination at the end of said computer

process.

16. A method of recommending a restore point for a com-
puter system, said method comprising:

retrieving a plurality of restore point logs previously cre-

ated for said computer system using a module of said
computer system,;

retrieving a malware report that describes characteristics of

a particular piece of malware;

comparing said malware report to said restore point logs;

determining that said malware report is similar to one of

said restore point logs; and

making a recommendation that said computer system be

restored from a point in time represented by said one of
said restore point logs, said point in time being priorto a
malware infection.

17. A method as recited in claim 16 wherein said compar-
ing compares said malware report to one of said restore point
logs category-by-category.

18. A method as recited in claim 16 wherein said malware
is a computer virus, a computer worm or a computer Trojan
horse.

19. A method as recited in claim 16 wherein each of said
restore point logs includes information indicating malware
activities within said computer system.

20. A method of recommending a restore point for a com-
puter system, said method comprising:

determining that said computer system should be restored

to a previous point in time using a module of said com-
puter system,

retrieving a plurality of restore point logs previously cre-

ated for said computer system, said restore point logs
including changes to said computer system;

retrieving a malware report that describes changes made by

said malware to computer systems in which it is present;
comparing said changes in said malware report to said
changes in said restore point logs;

determining that said malware report is similar to one of

said restore point logs; and

making a recommendation that said computer system be

restored from a point in time represented by said one of
said restore point logs, said point in time being priortoa
malware infection.

21. A method as recited in claim 20 wherein said compar-
ing compares said malware report to one of said restore point
logs category-by-category.

22. A method as recited in claim 20 wherein said malware
is a computer virus, a compuler worm or a compulter Trojan
horse.

23. A method of recovering from malware present in a
computer system, said method comprising:

monitoring operating system operations of said computer

system using a module of said computer system;
logging operating system changes in a log from a particular
point in time;
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ranking each of said operating system operations from said
particular point in time, said rankings reflecting the
extent to which each of said operations is suspected of
being caused by malware;

making a determination that a value of said rankings has

crossed a threshold value and creating a restore point for
said computer system that includes said logged operat-
ing system changes;

comparing a malware report to said log, said malware

report describing characteristics of a particular piece of
malware;

determining that said malware report is similar to said log;

and

restoring said computer system using said restore point.

24. A method as recited in claim 23 wherein said creating
a restore point makes use of an application programming
interface (API) to communicate with a software application.

25. A method as recited in claim 23 wherein said monitor-
ing operating system operations occurs in a module of the
kernel of said computer system.

26. A method as recited in claim 23 further comprising:

recommending said restore point from which to restore

said computer system.

27. A method as recited in claim 23 wherein said malware
is a computer virus, a computer worm or a computer Trojan
horse.

28. A method as recited in claim 23 wherein said compar-
ing compares said malware report to said restore point log
category-by-category.

29. A method of recovering from malware present in a
computer system, said method comprising:
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monitoring operating system operations of said computer
system using a module of said computer system;

turning on a snapshot utility of said computer system and
beginning to log operating system changes at a particu-
lar point in time in a log;

ranking each of said operating system operations from said

particular point in time, said rankings reflecting the
extent to which each of said operations is suspected of
being caused by malware;

making a determination that a value of said rankings has

crossed a threshold value;
issuing a snapshot commit command and creating a restore
point for said computer system using said operating
system changes that have been logged in said log;

retrieving a malware report that describes characteristics of
said malware;

comparing said malware report with said log; and

making a recommendation that said computer system be

restored from a point in time represented by said log.

30. A method as recited in claim 29 wherein said creating
a restore point makes use of an application programming
interface (API) to communicate with a software application.

31. A method as recited in claim 29 wherein said monitor-
ing operating system operations occurs in a module of the
kernel of said computer system.

32. A method as recited in claim 29 wherein said malware
is a computer virus, a computer worm or a computer Trojan
horse.

33. A method as recited in claim 29 wherein said compar-
ing compares said malware report to said restore point log
category-by-category.

#* #* #* #* #*

28





