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VEHICLE TRACKING SYSTEM WITH THEFT NOTIFICATION

Field of the Invention

The present invention relates to the field of
vehicle devices, and, more particularly, to a tracking

and alerting system for a vehicle.

Description of the Invention

The invention includes a unit to be mounted
in the vehicle and a monitoring station. The unit in
the vehicle includes a GPS receiver, and a transmitter

10 which may transmit on the control band of the cellular
telephone network, or, via a voice or other data

channel of the cellular network, or other wireless

communications network. For example, the transmitter
could also be a satellite transmitter.

15 The GPS receiver determines the vehicle
location. 1In addition, the GPS receiver may be
connected to a controller which controls and/or
performs a number of vehicle tracking and/or security
functions. Wireless vehicle location determining

20 devices and approaches other than GPS may also be used
in some embodiments of the invention. For example,
vehicle location systems based upon multiple receptions
from adjacent cellular receivers can also be used.

The monitoring station is interfaced to the

25 cellular telephone network, or other communications

VERIZON EXHIBIT 1026



10

15

20

25

30

35

-2

network, to thereby communicate with the vehicle unit.
In addition, the monitoring station is also connected
to the Internet to provide a number of advantageous
features including updating the user or other authority
when away from the vehicle of the vehicle’s position.
These features and advantages are described in further
detail below. The monitoring station may also be
connected to the telephone network in order to provide
various preprogrammed communications, such as to the

user or other authority.

The system preferably implements one or more
of the following features:

1. Detects the vehicle being stolen and
transmits a signal to the monitoring station
to contact up to 3 people, for example,
predetermined by the user, of theft of the
vehicle and starts tracking the vehicle. The
contact may be by one or more of the
following: an e-mail message, a pager alert,
a cellular telephone call, or other telephone
call.

2. Detects an optional vehicle alarm system
activation and transmits a signal to the
monitoring station to contact up to 3
predetermined people to inform them the

vehicle's alarm is being activated.

3. Detects an optional vehicle alarm systems
remote PANIC activation and transmits a
signal to the monitoring station to contact
up to 3 predetermined people to inform them
of the vehicle's PANIC being activated.
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4. Detects a vehicle being programmed to operate
from an unauthorized remote transmitter, key
transponder, other transponder, or other
device that has a unique coding, and the

5 vehicle unit transmits a signal to the
monitoring station to contact up to 3
predetermined people to inform them of this
occurrence. The system can also make
available information relating to a number of

10 such coded devices, or a change therein, or
when a change occurred. A message can be
sent to the user or the information can be
available to the user on the WEB site. The
vehicle would be equipped with a security

15 system as disclosed in U.S. Patent No.
5,654,688, for example, which determines an
unauthorized transmitter and provides an
alert feature. This patent is incorporated
herein in its entirety by reference.

20

5. Detects the vehicle traveling over a

predetermined speed, such as for a
predetermined time, and transmits a signal to
the monitoring station to send a message,

25 such as an e-mail informing the user (and/or
others) of this occurrence. Of course, the
message could also be sent via a telephone
call or page, should additional urgency be
required. The vehicle's predetermined max

30 speed limit and duration thereof can be

selected by the user.

6. Detects a low battery voltage such as for a
predetermined time and transmits a signal to

35 the monitoring station to contact up to 3
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predetermined people to inform them of

vehicle's low battery voltage. This is

especially advantageous during winter so that

the vehicle could be started, for example, to
5 prevent a problem before it happens). The

time setting is selectable by the user.

7. Detects vehicle not moving for a

predetermined time and transmits a signal to

10 the monitoring station to send, for example,
a nightly e-mail informing the user of all
the vehicle's location and stationary time
occurrences. The stationary time length is
also selectable. This may be advantageous to

15 encourage patrolling personnel not to remain

for a long time in a same location.

8. The vehicle unit preferably includes a back-
up battery system making it more reliable.
20

The vehicle unit may be relatively

inexpensive. In addition, the monitoring fee that
includes sending up to 60 e-mails and making up to 6
phone calls per month, may also be relatively low. The
25 relatively low monitoring fee is based, at least in

part, on the current relatively low rates charged for
use of the control channel of the cellular telephone
network. It is also noted that access to the control
channel provides coverage for almost the entire U.S.,

30 for example.

The user also preferably has access to a WEB
or Internet site that will display a map and silently
contact the vehicle to acquire it's current location,

35 speed, direction of travel, and previous multiple
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locations with speeds, for example, the user’s personal
identification number (PIN) can be instantly activated
by just a phone call. No additional installation is
required.

5 Certain annual pre-pay package arrangement
may be available. For example, up to 10 access entries
per month can be provided on a low monthly billing of
$4.90. Up to 30 access entries could be provided for
$8.25 per month.

10 The present invention provides a number of
other significant advantages including optional access
from any phone or from any computer to access the WEB
site. The user may control various vehicle functions
remotely via the telephone or WEB site. The only

15 charge may be for additional equipment and
installation.

Additional features can also be included with
the system and subscribed to by the user in accordance
with the invention. For example, these include Hijack,

20 Car Finding, Unlock Doors and Unauthorized Transmitter

Alert Features. The equipment & installation is

relatively inexpensive, and is on the order of about
$190.00. For the hijack feature: from any phone or
computer, the user may activate vehicle starter

25 interrupt and sound the horn until the vehicle is
retrieved (Command 4). For the Car Finding feature:
from any phone or computer, the user may activate the
vehicle's horn, or siren and sound same for 30 seconds.
This allows the user to find his vehicle in a crowded

30 parking lot (Command 5). For the Lock/Unlock vehicle
doors feature: from any phone or computer user a
predetermined command (Command 7) activates unlocking
of vehicle doors to retrieve keys, for example, that
may have been accidentally locked inside the vehicle.

35 Of course, the system can also be used to lock vehicle
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doors 1f this was forgotten (Command 6). The
unauthorized transmitter alert feature is similarly
selected as described above.
In addition, a remote vehicle start feature
5 may also be provided, such as to start the vehicle's
engine to heat or cool the vehicle prior to entry. The
equipment and installation for remote starting may be

relatively low.

10 Some further details of an embodiment of the
vehicle unit are provided below as relating to use of
red and green LED indicators operated by the system
controller.

Red LED verification of GPS receiving signal,

15 using the LED built into the system controller:

With yellow wire having positive 12 volts:
Blinking = when searching GPS location.
Constant = found location.
Off = no GPS signal found.
20 With yellow wire not having positive 12

volts:

Off = LED not functioning.

Green LED verification of receiving the cell
25 tower signal, using the LED built into the system
controller:
With yellow wire having positive 12 volts:
Blinking = Cell control channel signal

is detected.

30 Constant sending micro burst signal.
Stays on 5-seconds after each time
system is transmitting.

Off = no cell tower signal received.

With yellow wire not having positive 12

35 volts:
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Off = LED not functioning.

An example of representative DIP switch
feature selection is as follows. Switch 1 may be used
for adding orange wire for controlling arm/disarming of
system. When On, the orange wire controls arm/disarm
as follows: to arm, Orange wire is grounded and Yellow
wire does not have 12 volts positive. To disarm, the
Orange wire is not grounded. When switch 1 is Off,
then only the Yellow wire controls arm /disarm as
follows: to arm, the Yellow wire is without 12 volts
positive, and 30 seconds after continued arm mode then
orange wire activates a constant 500 ma grounded output
to operate an external starter interrupt relay until
system is disarmed. To disarm the Yellow wire is

connected to 12 volts positive.

A main 5-pin plug may be provided on the
vehicle unit and connected as follows:

The Red Wire is connected to 12 vdc Power.
An alert warning "E" is given if the system is armed
and the battery voltage becomes lower than 1ll-volts for
longer than ## minutes. This alert feature "E" will
not operate again until the voltage is above 12 volts

to re-set this feature.

The Black Wire is connected to Ground.

The Yellow Wire is connected to the ignition
12 volts so that if the key is on, 12 volts is supplied
thereto and if the key is off, the yellow wire is
connected to ground. Further:
1. If the system is in an armed mode
and Lat/Long changes, then Alert

"A" is given.
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2. If the system is disarmed and
within 2.5 seconds after the yellow
wire receives 12 volts and the gray

5 wire detects 3 or more positive
pulses the system activates Alert

"D" .

3. If the DIP switch 1 is in the Off

10 position then:

a. if 12 volts is on yellow wire,
the system is disarmed and the
orange wire discontinues the 500 ma
ground.

15 b. if the yellow wire sees grounded
or neutral, then the system is
armed and 30 seconds after the
continued arm mode the orange wire
activates a constant 500 ma

20 grounded output to operate an

external starter interrupt relay

until system is disarmed

The Gray Wire is for Input and Output, and
25 can be connected to an alarm siren or horn positive
terminal. In addition:
1. With system armed and if the Gray
wire detects +12 v pulsing on/off
or on constant for more than 10
30 seconds from an alarm siren or horn
honking activation, then alert
warning "B" alarm activation is

given.
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2. With system disarmed and if the
Gray wire detects +12 v pulsing
on/off or on constant for more than
10 seconds from an alarm siren or
5 horn honking activation, then alert

warning "C" panic activation is

given.
3. With system disarmed and if the
10 Gray wire detects 3 or more 12 volt

positive pulses within 2.5 seconds
of yellow wire receiving 12 v+ and
the gray wire by-pass not being
activated, then alert warning "D"

15 is given.

4. The Gray wire bypass operates as

follows:
a. After Alert warning "B" bypass
20 all future Alert "B" until system

is disarmed.

b. After Alert warning "C" bypass
all future Alert "C" until system
is armed.

25 c. After Alert warning "D" bypass
all future Alert "D" until no 12
volt pulses are detected on the
gray wire within 3 seconds of
yellow wire having 12 volts.

30

5. With system armed or disarmed. The
Output: Internal + 12v, 1 amp
transistor with pulses 1 second on

& 1 sec off to activate siren or
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honk car horn or flashing light
relay.
a. Non-stop activation from
(Command "4")

5 b. 30-second activation from

(Command "5")

6. Turn off the above Alert "A" from
(Command "1")
10
The Orange Wire is for the starter interrupt
and arm/disarm system, and operates as follows:
1. If dip switch 1 is in the:
a. On position and:
15 i. the Orange wire has 12
volts or neutral, the system

switches to the disarmed mode

ii. the Orange wire is
grounded, then the system is
20 switched to the armed mode

iii. and the starter interrupt

e output will not automatically

operate. Can only be activated
from "Command #4"

25 b. Off position and:
i. the Orange wire does not
effect the arming or disarming
of the system.
ii. 30 seconds after system

30 arms the Orange wire will
automatically activate
constant 500 ma ground until
the system is disarmed. And

from "command #4". Connect to
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Starter interrupt relay

output.
2. Command 4 activates Orange wire to
5 have 500 ma. negative until Command

1 is received.

3. After Alert warning "B" is

activated the first time it is

10 thereafter bypassed while the
orange wire remains grounded. Alert
warning "B" is re-set to operate
again 3 seconds after orange wire
becomes ungrounded.

15

The vehicle unit may also include a Door Lock

Plug configured as follows, for example:

Green wire provides a 250 ma, negative 1
second pulse for Lock Doors. (Command "6").
20

Red Wire provides a constant 12v output from

the Red power wire.

Blue wire provides a 250 ma., negative 1

25 second pulse for Unlock Doors (Command "7")

Pink wire provides a 250ma., negative 1
second pulse for remote Car Starter (Command
2Ty .
30
An installation Test Button may also be
provided to work as follows. Pressing the button
activates Orange wire for 10-seconds (starter

interrupt), with these circuits in sequence:
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First: Activates Gray wire for l-second.
(siren/horn)
After first stops: Activates Green wire for 1
second to lock the doors.

5 After second stops: Activate Blue wire for 1
second to unlock the doors.
After third stops: Activate Pink wire for 1

second to activate optional item.

10 Representative warning alerts are as follows:
Alert Warning "A": Automatic activation of
"Command 8" and the vehicle unit contacts monitor
station to instantly call 3 phone numbers with the
message "Your Vehicle is stolen please confirm then
15 call 911 to advise police of web site and your pin # so

police can locate the vehicle". This is detected with

the system armed and the GPS indicating movement.
Bypasses all future alert warning "A" until the system
is re—armed.

20

Alert Warning "B": the vehicle unit contacts

the monitoring station to instantly call 3 phone
numbers with the following message "Vehicle alarm
activated please confirm". This is with the system

25 armed and detecting Gray wire having 12 volts pulsing
or on constant for longer than 10-seconds). After
Alert warning "B" is activated the first time, it is
thereafter bypassed while the orange wire remains
grounded. Alert warning "B" is re-set to operate again

30 3 seconds after orange wire becomes ungrounded.

Alert Warning "C": the vehicle unit contacts
the monitoring station to instantly call 3 phone
numbers with the message "Vehicle PANIC activated

35 please confirm”. This is with system disarmed and
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detecting the Gray wire having 12 volts pulsing or on
constant for longer than lO-seconds. After the first
activation then this is bypassed until the ignition

turns on again.

Alert Warning "D": the vehicle unit contacts
the monitoring station to instantly call 3 phone
numbers with the this message "Unauthorized remote
transmitter was just programmed to operate your
vehicle." This is with the system disarmed and the
Gray wire detecting three or more 12 volt pulses within
2.5 seconds of yellow wire having seen 12 volts
positive. All future alert "D" are bypassed until no
12 volt pulses are detected on the gray wire within 3

seconds of the yellow wire seeing 12 volts.

Alert Warning "E": the vehicle unit contacts
the monitoring station to instantly call 3 phone
numbers with the message "Vehicle has low battery
voltage and system has changed to low voltage mode".
This is with the system armed and detecting the Red
wire with lower than 11 volts for ## minutes. All
future alert "E" are bypassed until:

1. First: More than 13.5 volts are detected

on the red wire and

2. Second: After yellow wire stops having

positive voltage the red wire then must

detects more than 12 volts.

Alert Warning "F": the vehicle unit contacts
the monitoring station to instantly send e-mail message
"yehicle was traveling faster than your preset amount
of "###"and time limit of "##"seconds. Indicates the
vehicle speed and location that the speeding started

and how long speeding accrued" (Detected from GPS)
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The following are representative commands for
use in the system:
Command 1: Reset all circuits and system
remains asleep until the
5 ignition key is turned on.
Resets the triggered mode and
unit is asleep to prevent
power drain on vehicle
battery.
10
Command 2: (Accessory activation)
monitoring station Command to
the system to activate Pink
wire to pulse 250 ma negative

15 for 1 second.

Command 3: (Vehicle Location) Web site to
indicate present location and
past events in memory.

20

Command 4: (Hijack or Stolen) monitoring

station Command to wvehicle
system to activate:
a. Gray wire to pulse lsec on/l sec
25 off with 1 amp positive output and
which continues until receive
command # 1.
b. Orange wire to have 500 ma
ground and which continues until

30 receive command # 1.
Command 5: (Car Find) monitoring station

Command to system activating

Gray wire for 30 seconds
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pulsing 1 sec on/l sec off

with 1 amp positive output.

Command 6: (Lock Doors) monitoring
5 station Command to system
activating Green wire to pulse
1 second with 250 ma.

negative.

10 Command 7: (Unlock Doors) monitoring
station Command to system to
activate Blue wire to pulse 1

second with 250ma. negative.

15 Command 8: (Start Constant Vehicle
Tracking) sends previous 2
events in memory and then
every 120 seconds get update
of location information sent

20 to the Web site.

The system is also operable in a battery
saver mode which operates as follows:
a) With the ignition key off, if the battery
25 voltage drops below 11.5 volts for more than
5 seconds, the GPS verification wakes up to
look:
i) Once instantly.
ii) Once in 1 hour if at the same
30 location.
iii) Once in 6 hours if at the same
location.
iv) Once in 12 hours if at the same

location.
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v) Once every 24 hours if at the same

location.

b) Activate alert "E" when the battery saver
5 mode is activated, and bypass sending all

future Alert "E" until the battery voltage

goes above 13 volts for 10 minutes to reset

this feature.

10 Another aspect of the invention relates to
automatic vehicle alert e-mails sent containing some or
all of the previous system events. This sending can be
triggered as follows:

a) At a user selected predetermined time ##

15 (01-24) of each day, or

b) At a predetermined memory fill level, such

as full or near full.

In addition, each system event may contains
20 one or more of the following:

a) Vehicle Location

b) Vehicle total time at location
c) Time of day
d) Mph traveling
)
)

25 e) Total time traveling above MPH
f) Direction traveling
g) Delta
h) Special Alert messages, if any, including:
i) GPS signal not received for longer
30 than 5 minutes.

ii) Traveling above ###MPH for ##
minutes.
iii) Vehicle is stolen.

iv) Alarm activated.
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v) Unauthorized remote transmitter
alert.
vi) Battery saver mode activated
vii) Command 1: Reset all circuits and

5 system remains asleep until the ignition
key is turned on.

viii) Command 2: (Accessory activation)

ix) Command 3: (Vehicle Location was
retrieved)

10 x) Command 4: (Hijack or Stolen mode
activated)
xi) Command 5: (Car Find mode activated)
xii) Command 6: (Locked Doors)
xiii) Command 7: (Unlocked Doors)

15 xiv) Command 8: (Started 2-second

incremental Vehicle Tracking)

Another feature of the invention relates to
the selectable threshold conditions causing an event to
20 be recorded into the memory of the vehicle unit. For

example, this may include:

a) While the yellow wire has 12 volts, record
events every "2?" default 15 minutes time if
the GPS location has changed. If the GPS
25 location is same then only update stationary
total time.
b) If the GPS antenna is not receiving any
signal:
i) Then enter last known GPS location
30 and with indication this was the last
known GPS location before GPS signal
stopped and how long no GPS signal was
received. And enter GPS location in the

on-hold file.
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c) When vehicle is traveling above ###MPH for

##-minutes.

The monitoring station may also provide a
5 number of automated phone calls as described above.
These include
a) The user’s vehicle has issued a stolen
alert:
i) If vehicle is stolen, after receiving
10 the phone message the user then calls
911 to advise police of the theft, and
gives the police the Web site address
and an identification number, such as
the user’s PIN, to allows the police to
15 locate where your vehicle has been,
where it is now and keep tracking it

until the police can retrieve the

vehicle.
ii) If this is a false alert due to
20 vehicle being towed away for service,

for example, then the user may press "1"

to put the vehicle in an off mode. Once
the ignition key is turned on again the
system will reset back to its normal

25 operation mode.

b) The user’s vehicle has issued an alarm

activated for more than 10 seconds alert.

The system will not respond to this alert
30 again until ignition key is turned on again

to reset this feature.
c) The vehicle battery voltage is low or has

been disconnected. The tracking system is in

35 low voltage mode. The system will not respond
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to this alert again until the battery voltage
goes above 13 volts for 10 minutes to reset

this feature.

5 The backup battery may be sized according to
the GPS receiver and processing power draw. In
addition, the battery may also be sized based upon
estimated micro burst transmitting power draw. Such
transmission are typically at about 3 watts power to

10 the antenna.

The system according to the invention
including the vehicle unit and monitoring station
provides a number of significant advantages and

15 features. For example, the police may be directly
contacted by the user when the vehicle is stolen. The

user receives the telephone message from the monitoring

station, and this is done without requiring the
intervention of a manual security monitoring operator,
20 such as an ADT operator, for example. In addition,

once in the stolen mode, the vehicle unit will

el periodically continue to send out its location, so that

the police may track the vehicle via the WEB, for
example. This location sending feature begins

25 immediately, that is, without requiring the user to
contact the vehicle to begin tracking. Having the
vehicle contacting the monitoring station is
considerably less expensive than other schemes where
the vehicle is periodically polled via the cellular

30 network, for example.

The system may also be interfaced to a breath
alcohol sensor at the vehicle, for example, and this
information recorded in memory. The information could

35 be passed along to the monitoring station, which, in
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turn, could send out a notification message (e-mail or
telephone) that the vehicle is being operated by a
driver who may be impaired by alcohol. The vehicle’s
location could then be tracked to permit the police to

detain the driver.
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