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METHOD AND SYSTEM FOR ENTERPRISE DATA 
ACCESS, ANNOTATION AND SHARING 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001) This application claims the benefit of U.S. Provi 
sional Application No. 60/658,659, filed Mar. 1, 2005, which 
application is incorporated herein by reference. 

FIELD OF THE INVENTION 

0002 The present invention relates to a method and/or 
system and/or apparatus allowing easy access to data in 
enterprise settings, particularly data stored in different for 
mats using different data applications. In specific embodi 
ments, the invention involves one or more logic modules or 
methods, examples of which are described herein, for easily 
performing one or more of cross-platform and cross-appli 
cation data fetching, presentation, compilation, annotation, 
cross-referencing, reporting and/or updating. In further 
embodiments, the invention involves one or more methods 
that may be implemented on a data handling device or 
system, such as a computer or other information enabled 
device. In further embodiments, the invention involves one 
or more methods that facilitate data handling between large 
data applications and handheld or other portable devices. 

BACKGROUND OF THE INVENTION 

0003) Some prior software applications have been pro 
posed to address accessing data over a network from various 
software applications. U.S. Pat. No. 6.298,158, assigned to 
Babylon, for example, discusses translating phrases indi 
cated in a software application from one language to another. 
Other solutions are discussed by Guru Israel, Inc (www.gu 
runet.com) and in U.S. Pat. Nos. 6,519,631 and 6,341.306. 
While there has been substantial interest in providing easier 
access to data stored within enterprises, such as corpora 
tions, existing proposals generally fail to provide a combi 
nation of features that enable easy use and/or deployment of 
Such systems, particularly in enterprises with a substantial 
volume and/or variety of data. 
0004 The discussion of any work, publications, sales, or 
activity anywhere in this Submission, including in any 
documents submitted with this application, shall not be 
taken as an admission that any such work constitutes prior 
art. The discussion of any activity, work, or publication 
herein is not an admission that Such activity, work, or 
publication existed or was known in any particular jurisdic 
tion. 

SUMMARY OF THE INVENTION 

0005 The present invention, in specific embodiment, 
involves methods and/or systems allowing flexible, cross 
platform data access in enterprise environments and from a 
variety of different information sources using a convenient 
and easy interface. The invention, in specific embodiments, 
allows multiple and/or parallel examination of a substantial 
set of indicated data in a number of data applications and 
return of multiple results, optionally in a compiled or 
collected presentation. In specific embodiments, a system of 
the invention allows users in an enterprise to have easy, fast, 
and flexible access to some or up to all of the enterprise's 
internally stored data and in Some embodiments also to 
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external data. In further embodiments, the invention allows 
users to see relationships between data from different 
Sources and to use Such data for annotation or other pur 
poses. In some embodiments, access to the enterprise's 
internal or external data can be directly triggered from 
within any third-party applications without the need of 
modifying said third-party application in any way. 
0006. According to specific embodiments of the inven 
tion, multi-level security and/or access control is built in to 
the system so that users who are not authorized to see certain 
sensitive information are not allowed to view such informa 
tion and/or are not provided an indication that that Such 
information is stored within the enterprise's data storage. In 
Some embodiments, the multi-level security and/or access 
control can allow control at a database, table, row, record, 
column, cell, area or object level, even when Such control is 
not provided by a native data application. 
0007 According to specific embodiments, the invention 
operates as follows. A word, a phrase, or any amount of 
alphanumeric data or other data is indicated or selected at a 
users information processing appliance using a client pro 
cess (which can also be referred to as a thin client, client, or 
client application). In specific embodiments, this data is 
referred to as query data (or as a query). Query data, 
according to specific embodiments of the invention, can 
include a substantial amount of data that at times is not 
closely related and that may result in a number of distinct 
data look-ups or other data services or actions by a relay 
SeVe. 

0008 According to specific embodiments of the inven 
tion, the query data is transferred to a relay server (or 
server). A relay server according to specific embodiments of 
the invention comprises one or more logic modules and/or 
information devices operating within an enterprise that has 
the ability to receive query data from client processes and to 
determine which data stores and/or applications should be 
accessed and that further is able to submit or present the 
query data or a Subset to the different data stores or appli 
cations. In further embodiments, the relay server receives 
responses from different database applications and option 
ally formats and/or compiles and/or further examines those 
responses to transmit back to a client process. A client 
process presents an easy to access version of responses for 
the user and may optionally present further data service 
options related to the responses. 
0009. In various embodiments, responses can be pre 
sented by the client process in an auxiliary window, such as 
an HTML-browser window on a user's display. Presentation 
can also be in a pop-up or resizable window, on a handheld 
or other device display, or audibly. 
0010. In specific embodiments, responses from multiple 
different data applications or stores is integrated into a 
response presentation, allowing a user to easily perceive 
and/or interact with data from a number of different data 
Sources. For example, in some embodiments, one or more 
interface indications can include an HTML form and a rich 
client application. Examples of Suitable rich client applica 
tions include, for example, an embedded rich client appli 
cation, a stand-alone rich client, which is native to the data 
application, and a stand-alone third party rich client, which 
may or may not be created specifically for accessing the data 
stored by the data application. In further embodiments, some 
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or all of the presented data contains links, allowing access to 
more detailed information and/or to underlying data appli 
cations or data stores. In further embodiments, some or all 
of the presented data provides links or other means allowing 
a user to update or modify the data stored in the underlying 
data applications. 

0011. In further embodiments, a relay server can use 
stored data about particular users, groups, etc., to determine 
how to access particular data stores or applications and how 
to format responses. This stored relay server data can 
include information about the authenticity of a user, a user's 
role in the organization, permissions to access particular 
applications, characteristics of particular information 
devices, etc. 

0012. In further embodiments, a relay server and client 
process can enable users to make use of data retrieved 
separately from different data stores. Data from different 
data stores can be combined by a relay server and client 
process to automate Such tasks as completing order forms. 
The invention also enables users to make cross-references 
and annotations of data stored separately in different data 
SOUCS. 

0013 The invention in specific embodiments may be 
further understood by considering the following example. 
Assume an enterprise (e.g., a company, a medical institution, 
an educational institution, etc.) uses three different data 
storage applications that are relevant for purchase tracking, 
such as, for example (1) a commercial (e.g., OracleTM 
based) finance system with a Win32 client and without a 
built-in web interface; (2) a MicrosoftTM-SQL (optionally 
Web-based) inventory system; and (3) a proprietary web 
based procurement system. In many enterprise settings, a 
user wishing to track an item of data (for example, a 
purchase order (PO) number) through all three data appli 
cations would need to perform three separate searches, 
possibly using three different search formats. Furthermore, 
in Some situations the user may be required to login or 
authenticate themselves several times. Furthermore, it is 
likely that the user will have no easy way to combine the 
data related to the different searches into one view or report. 

0014. According to the present invention, a user with the 
appropriate authentications can easily access all three data 
stores. In specific embodiments, all the user needs to do is 
to indicate query data (for example, a PO number or text 
including a PO number) to a client process at the user's 
information appliance. The client process communicates 
with a relay server that is able to pass appropriate requests 
based on the query data to various data applications or data 
stores. The relay server receives responses from the various 
data applications or stores and transmits responses to the 
client process for presentation to a user. 

0015. An important advantage according to specific pre 
ferred embodiments of the present invention is that the 
invention in most instances does not require modification of 
underlying data stores, data applications or user interfaces. 
While some systems have been discussed that either require 
existing data to be copied into another location or format or 
that require particular types of database applications, a relay 
server in specific embodiments uses a plug-in architecture to 
allow easy deployment using a number of different database 
applications and/or data services. 
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Software Implementations 
0016 Various embodiments of the present invention pro 
vide methods and/or systems for molecular modeling that 
can be implemented on a general purpose or special purpose 
information handling appliance using a Suitable program 
ming language such as Java, C++, C#, Perl, Cobol, C. 
Pascal, Fortran, PL1, LISP assembly, etc., and any suitable 
data or formatting specifications, such as HTML, XML, 
dHTML, tab-delimited text, binary, etc. In the interest of 
clarity, not all features of an actual implementation are 
described in this specification. It will be understood that in 
the development of any such actual implementation (as in 
any Software development project), numerous implementa 
tion-specific decisions must be made to achieve the devel 
opers specific goals and Subgoals, such as compliance with 
system-related and/or business-related constraints, which 
will vary from one implementation to another. Moreover, it 
will be appreciated that such a development effort might be 
complex and time-consuming, but would nevertheless be a 
routine undertaking of Software engineering for those of 
ordinary skill having the benefit of this disclosure. 
Other Features & Benefits 

0017. The invention and various specific aspects and 
embodiments will be better understood with reference to the 
following drawings and detailed descriptions. For purposes 
of clarity, this discussion refers to devices, methods, and 
concepts in terms of specific examples. However, the inven 
tion and aspects thereof may have applications to a variety 
of types of devices and systems. It is therefore intended that 
the invention not be limited except as provided in the 
attached claims and equivalents. 
0018 Furthermore, it is well known in the art that logic 
systems and methods such as described herein can include a 
variety of different components and different functions in a 
modular fashion. Different embodiments of the invention 
can include different mixtures of elements and functions and 
may group various functions as parts of various elements. 
For purposes of clarity, the invention is described in terms 
of systems that include many different innovative compo 
nents and innovative combinations of innovative compo 
nents and known components. No inference should be taken 
to limit the invention to combinations containing all of the 
innovative components listed in any illustrative embodiment 
in this specification. 
0019 All references, publications, patents, and patent 
applications cited herein are hereby incorporated by refer 
ence in their entirety for all purposes. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0020 FIG. 1 is a block diagram of an example display 
showing information displayed in a logic application, e.g., 
an email application running under an operating system 
(OS), according to specific embodiments of the invention. 
0021 FIG. 2 is a block diagram of an example display 
showing using a client process to indicate data to be 
searched on a relay server according to specific embodi 
ments of the invention. 

0022 FIG. 3 is a block diagram of an example display 
showing relay server responses according to specific 
embodiments of the invention. 
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0023 FIG. 4 is a block diagram of an example display 
showing relay server responses after selection of a name 
according to specific embodiments of the invention. 
0024 FIG. 5 is a block diagram of an example display 
showing relay server responses after selection of a com 
pound identification according to specific embodiments of 
the invention. 

0.025 FIG. 6 is a block diagram of an example display 
showing a relay server response display after selection of a 
compound drawing display according to specific embodi 
ments of the invention. 

0026 FIG. 7 is a block diagram of another example 
display showing relay server search results according to 
specific embodiments of the invention. 
0027 FIG. 8 is a block diagram of an example display 
showing directory results and indicating user options and 
functions applicable to specific data stores according to 
specific embodiments of the invention. 
0028 FIG. 9 is a block diagram of an example display 
showing user options for customizing the search order of 
different data stores or applications according to specific 
embodiments of the invention. 

0029 FIG. 10A-D are block diagrams example displays 
showing user configuration options for customizing the 
operations of a client process and/or for interacting with a 
relay server according to specific embodiments of the inven 
tion. 

0030 FIG. 11 is a flowchart of an example method using 
a client process to indicate query data and using a relay 
server to obtain responses from multiple data sources 
according to specific embodiments of the invention. 
0031 FIG. 12 is a flowchart of an example method using 
a client process to indicate query data and using a relay 
server with plug-ins to obtain responses and provide active 
links to multiple data sources according to specific embodi 
ments of the invention. 

0032 FIG. 13 is a flowchart of an example method using 
a relay server and plug-ins to analyze query data and 
determine results according to specific embodiments of the 
invention. 

0033 FIG. 14 is a block diagram showing a representa 
tive example logic device in which various aspects of the 
present invention may be embodied. 

DESCRIPTION OF SPECIFIC EMBODIMENTS 

0034. Before describing the present invention in detail, it 
is to be understood that this invention is not limited to 
particular compositions or systems, which can, of course, 
vary. It is also to be understood that the terminology used 
herein is for the purpose of describing particular embodi 
ments only, and is not intended to be limiting. As used in this 
specification and the appended claims, the singular forms 
“a”, “an and “the include plural referents unless the 
content and context clearly dictates otherwise. Thus, for 
example, reference to “a device' includes a combination of 
two or more Such devices, and the like. 

0035. Unless defined otherwise, technical and scientific 
terms used herein have meanings as commonly understood 
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by one of ordinary skill in the art to which the invention 
pertains. Although any methods and materials similar or 
equivalent to those described herein can be used in practice 
or for testing of the present invention, the preferred materials 
and methods are described herein. 

1. OVERVIEW 

0036 Large enterprises that use information processing 
systems are increasingly confronted with enormous amounts 
of data. Determining whether particular data is already 
known and/or recorded within a particular information envi 
ronment; what data may be of any significance; how some 
data may be related to other data, etc., is becoming an 
increasingly daunting task. This problem is exacerbated 
further by the large number of different types of software 
applications that may contain relevant data. One individual, 
for example, may keep contacts in a email application, 
financial data related to one or more of those contacts in a 
spread-sheet application, records related to those contacts in 
a database application, and various documents, labels, etc. in 
one or more different word processing, file system, or image 
handling applications. In large enterprise environments, 
Such as a large company, education institution, etc., the 
amount of data and variety of different formats in which the 
data is kept can be even more formidable. 

0037 Some prior software applications have been dis 
cussed to address more flexible data accessing. Gurunet 
Israel (www.gurunet.com), for example, offers a service that 
provides a user with access to information that Gurunet has 
collected and/or information available over the World wide 
web. This information is in some embodiments available by 
clicking on a word or acronym in a WindowsTM application. 
Gurunet generally includes a large client application 
installed on each individual’s desktop. In an enterprise 
environment, the Gurunet technology generally utilizes a 
copy of different databases created specifically for use with 
Gurunet. Related technology is also described in U.S. Pat. 
Nos. 6,519,631 and 6,341.306. 

0038 More recently, a research services tool is included 
in some MicrosoftTM Office 2003 applications. Descriptions 
of this tool indicate that it allows users to reference infor 
mation online, on their computer, or one some intranet 
databases without leaving an Office application. Users are 
enabled to insert definitions, Stock quotes, and other research 
information into a document and to customize settings to 
Suit research needs. A research task pane allows users to 
search multiple sources or select a specific source. Example 
services indicated available from the research task pane 
include: (1) dictionary look up of words or phrases; (2) 
adding other dictionaries; (3) thesaurus look up; (4) ency 
clopedia search; (5) translations; (6) Stock quotes and com 
pany information look ups; (7) custom actions and Smart 
tags, where Smart tags include data recognized and labeled 
as a particular type—for example, a person's name or e-mail 
address labeled with a Smart tag; (8) adding third-party 
content in a list of research services; (9) presenting the most 
relevant information based on search scope and question; 
(10) searching the web using MSN Search; and (11) access 
ing intranet sites that support Microsoft Office SharePoint 
Portal Server 2003. 
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2. EXAMPLE USER EXPERIENCES 
ACCORDING TO THE INVENTION 

0.039 The present invention is designed primarily to 
provide enterprise-wide access to data stored in an enter 
prise’s information environment as well as to provide access 
to various data-relates services, like data analysis or graphi 
cal display. Unlike some earlier approaches, the user expe 
rience and technology is designed primarily to allow a user 
to interact with all in-company data for which the user is 
authorized, using the native data applications and primary 
database stores, but with an integrated and easy user inter 
face. The architectural and user interface features of the 
invention are designed to allow easy deployment in various 
enterprise environments and easy adaptations to connect 
with various data applications. As an optional feature, spe 
cific embodiments can also provide access to Some publicly 
available information. 

0040 Key aspects of embodiments of the present inven 
tion may be understood from example user interface expe 
riences according to specific embodiments of the invention. 
Specific embodiments of the present invention provide a 
user experience as illustrated in one or more of the following 
example graphical screen displays. It will be understood to 
those of skill in the art that many different implementations 
of a Software system can provide the functionality as 
described by these screen interfaces and thus these novel 
aspects according to specific embodiments of the invention 
are not limited to specific software and/or hardware archi 
tectures or implementations. Conversely, it will be apparent 
that many different specific interface implementations are 
possible in accordance with the teachings of the present 
invention, including screen interfaces that have a very 
different appearance to these examples (for example, using 
different graphical designs, languages, arrangements of 
parts, etc.) as well as user interfaces designed for different 
types of displays (for example, telephone displays, PDA 
displays, handheld and/or pen computers, etc.), as well as 
interfaces that have no visual display, but rely on audio 
interaction with a user. Thus, the invention should not be 
seen as limited by the example graphical displays shown. 

0041 FIG. 1 is a block diagram of an example display 
showing information displayed in a logic application, e.g., 
an email application running under an operating system 
(OS), according to specific embodiments of the invention. In 
this example, a simple email message is shown, which could 
be displayed in any number of email applications or could be 
presented in audio form to a user. Note that in this initial 
display, the data displayed is simple alphanumeric text data, 
separated by spaces and other punctuation, and does not in 
this case have underlying formatting or tagging associated 
with it. 

0042. According to specific embodiments of the inven 
tion, a user can indicate using a client process some and/or 
up to all of the displayed data for analysis by a relay server. 
In a particular example, FIG. 2 illustrates a user indicating 
all of the alphanumeric text in an email message. Indication 
may be enabled by a client process for example by using a 
mouse or other pointing device, by using one or more 
keystroke commands, by using a spoken command, etc. A 
user may indicate some or all of the presented data for 
passing by the client process to a relay server. Alternatively, 
a client process according to specific embodiments of the 
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invention can automatically upon presentation of particular 
data (such as every email message, or email messages 
flagged according to Subject, sender, key word, etc.) transmit 
some or all of the presented data to a relay server for 
analysis. 

0043. While FIG. 2 shows selection of displayed text 
using a graphical pointing device, alternatively, a user could 
use a spoken command, e.g. 'select all.'"search all.'"search 
numbers.'"search PO’s.’"search chemicals,”“display for 
mulas.'search names, etc. Recognition of various spoken 
commands and training of spoke commands can be provided 
by a client process in various implementations as will be 
understood in the art. 

0044 FIG. 3 is a block diagram of an example display 
showing relay server responses according to specific 
embodiments of the invention. In this example, two data 
stores (which can also be referred to as dictionaries or 
folatabases) and one data application provide results. 
0045. In the upper right portion, words in the email 
message are compared against a company name directory 
(e.g., the “GNF directory'). In this example, two words 
“John' and “Smith’ are found in the directory, with 4 record 
hits for “Smith' and 19 for “John.” In this example, these 
hits are displayed using a hyperlink, indicated by the blue 
text, that allows a user to select that link to retrieve more 
information about specific found records. 
0046) In the lower right portion, all of the words in the 
email message are compared against an enterprise laboratory 
database (e.g., a "Biological Accession Numbers’ database). 
In this example, one phrase “PFL2640c' is found in the 
database. In this example, this phrase is displayed using a 
hyperlink that allows a user to select that link to retrieve 
more information about the specific found record. The 
“Search SymAtlas’ button in this sub-window provides 
further functions related to the “Biological Accession Num 
bers’ data. 

0047. In the middle right portion, a different type of result 
is shown. In this case, the relay search engine is further 
enabled to recognize alphanumeric text that can be repre 
sented by Some type of processing that is not a search in a 
data store. In this example, the data service provides a 
graphical representation of certain chemical formulae. In the 
present example, the formula C1CCCCC1C(=O)CC1 is rec 
ognized as one that can be displayed graphically by a service 
available through the relay server (referred to in this 
example as SMILES), and that graphical display is pre 
sented. The graphical record is presented as a hyperlink 
allowing a user to select it to get further service-related 
analysis about the formula. The relay server further indicates 
that the formula was one that was recognized as being 
possibly relevant to a laboratory database (e.g., a database 
referred to as LDDB). This recognition can be based on rules 
Such as regular expressions that recognize query data as 
being of a format that is possibly relevant to a particular data 
store or application. In this example, the chemical formula 
was recognized as being possibly relevant to a laboratory 
database, but when a search was performed, no matching 
records were found. 

0048 FIG. 4 is a block diagram of an example display 
showing relay server responses after selection of a name 
according to specific embodiments of the invention. In this 
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drawing, example displays are shown for two different name 
selections. In the two cases, the presented data after selec 
tion of a name is essentially a record from a company 
directory type database. In this example, the name is high 
lighted indicating a hyperlink that can provide additional 
functions, such as sending an email, dialing a phone number, 
or opening a database entry allowing a user to update the 
data. In further embodiments, selection of a displayed field 
allows a user to modify that field if the user has permissions. 
The authorized and modified data is then returned, generally 
via the relay server, to the original data application. Further 
authentication checks may be made at the relay server or the 
data application and the data is modified if the user is 
authorized. 

0049 FIG. 5 is a block diagram of an example display 
showing relay server responses after selection of a com 
pound identification according to specific embodiments of 
the invention. In this example, a number of different options 
are provided for accessing and/or modifying information 
relating to the compound. The upper left tab (In Silico), 
allows a user to access assay results, other data, analysis, 
etc., related to computer-based examination, experimenta 
tion, charactizations, etc. of the compound. The next tab 
(Library Info), allows a user to access any reference or 
library data stored regarding the compound. The Biological 
Data tab, which is displayed in this case, shows a 2D 
representation of the compound to the left, provides a link 
allowing activation of a 3D display of the compound, and at 
the bottom allows linkages to other equivalent compounds. 
The Structure Alerts tab at the right, indicates results of 
analysis or other data related to the structure of the com 
pound. While these options are just examples, according to 
specific embodiments of the invention they all provide 
access to various enterprise data through a simple client 
interface. 

0050 FIG. 6 is a block diagram of an example display 
showing a relay server response display after selection of a 
compound drawing display according to specific embodi 
ments of the invention. In this example, the reply report 
returned includes an active drawing of a chemical formula 
and provides controls for varying display options, such as 
changing colors, displaying hydrogen atoms, etc. Other 
services can also be provided by a relay server that are not 
essentially a look up in a dictionary or data store. 

0051 FIG. 7 is a block diagram of another example 
display showing relay server search results according to 
specific embodiments of the invention. In this example, the 
client process displays query data responses from two data 
stores. The Directory sub-window shows responses from a 
data service that searches for names. The EWO sub-window 
(Engineering Work Order) displays responses from a relay 
server from a data store of work order numbers. FIG. 8 is a 
block diagram of an example display showing directory 
results and indicating user options and functions applicable 
to specific data stores according to specific embodiments of 
the invention. 

0.052 In these example figures, the display shows a query 
data field at the top, indicating the query data that the 
responses relay to. Each sub-window includes an “X” indi 
cation for closing that sub-window, and a “?” indication for 
getting help related to that Sub-window and/or the data store 
or application that provided the results. 
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0053 FIG. 9 is a block diagram of an example display 
showing user options for customizing the search order of 
different data stores or applications according to specific 
embodiments of the invention. In this example, ten total data 
store or data applications are available for display and a 
check box allows indication of whether or not to visibly 
access each particular data store or service. A search order 
field allows users to indicate an order in which query data is 
passed to different data services and/or in which responses 
are displayed. In this example embodiment, active data 
stores are displayed sequentially according to their ranks 
specified by the search order column, in this example 
allowing fractional values to be entered. For instance, an 
order number 2.5 will place a data store in between ranks 2 
and 3. 

0054. In other embodiments, the ordering of dictionary 
results may be dynamic and may be indicated by the Client 
or Relay Server based on a determination of a likely rel 
evance of particular results. 
0055 FIG. 10A-D are block diagrams example displays 
showing user configuration options for customizing the 
operations of a client process and/or for interacting with a 
relay server according to specific embodiments of the inven 
tion. Features provided for customization will vary accord 
ing to specific embodiments of the invention. In this 
example, in FIG. 10A, a field is provided that allows a user 
to specify the history of searches that should be stored and 
allows a user to clear the history. A further field is provided 
allowing a user to indicate a size of a log file. Display 
options allow a user to indicate that the response window is 
always on top, and to select options regarding window 
placement, etc. In FIG. 10B, a user enters registration 
information. In FIG. 10C, a user can specify update options. 
In FIG. 10D, keyboard and mouse hotkey settings allow a 
user to customize how their keyboard and mouse interacts 
with the client application. 

3. EXAMPLE METHODS 

0056. The invention can be further understood as involv 
ing one or more methods allowing users to interact with 
various data sources using a client process and relay server 
executing on computing devices according to specific 
embodiments of the invention. FIG. 11 is a flowchart of an 
example method using a client process to indicate query data 
and using a relay server to obtain responses from multiple 
data sources according to specific embodiments of the 
invention. 

0057 According to one example method, at a client 
information appliance, a user indicates query data using a 
thin client logic process (Step A1). The data is then trans 
mitted to a relay server system able to extract one or more 
requests for one or more data sources or data applications 
(Step A2). The relay server system Submit requests option 
ally including processed and/or raw query data to one or 
more enterprise data sources and receive data results (Step 
A3). The relay server can optionally format data responses 
from data sources (Step A4) and then transmit the responses 
back to the client process (Step A5). The client process 
presents the response data to the user (Step A6). 
0058 FIG. 12 is a flowchart of an example method using 
a client process to indicate query data and using a relay 
server with plug-ins to obtain responses and provide active 
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links to multiple data sources according to specific embodi 
ments of the invention. According to another example 
method, at a client information appliance, query data is 
indicated using a client process (Step B1). The query data is 
optionally preprocessed at a relay server (Step B2) and then 
examined by a plurality of plug-ins to determine portions of 
said query data that are relevant enterprise data sources 
(Step B3). The plug-ins are then used to submit query data 
and/or extracted requests to two or more enterprise data 
applications and to receive data results, where in some 
situations the requests may be essentially unrelated as far as 
the two data applications are concerned. Such as a name and 
a PO number (Step B4). At relay server system, the data 
results are formatted for unified display at client appliance 
(Step B5) and then the formatted data is transmitted to a 
client process (Step B6) which presents the data for viewing 
and/or modification to a user (Step B7). 

0059 FIG. 13 is a flowchart of an example method using 
a relay server and plug-ins to analyze query data and 
determine results according to specific embodiments of the 
invention. In this example, query data is received at a relay 
server (Step C1). The relay server determines a selection of 
plug-ins to invoke, optionally in a particular order, to Scan 
the query data based on user preferences and/or authoriza 
tions and/or data content (Step C2) and invokes one or more 
plug-ins using a standard interface for passing query data 
and/or user preferences and/or authorizations (Step C3). 
Once invoked, each plug-in determines one or more requests 
to submit to an associated data application where the 
requests are not necessarily related to one another and taken 
from different portions of said query data (Step C4). For 
example, a Name Directory Plug-in might identify six 
different words from several different parts of the query data 
as possible names and Submit essentially six separate 
requests to a Name Directory Data Application. These 
names may be only tangentially related, or not related at all. 
Likewise, a Chemical Formula Plug-in might identify four 
entirely different parts of the query data that may be Chemi 
cal identifiers and might Submit four requests to a Chemical 
Database Application and the same four requests also to a 
Chemical Graphical Application. Each plug-in receives 
responses from associated data applications where the 
responses not necessarily related (Step C5) and each plug-in 
uses a standard interface to forward the response data to the 
relay server (Step C6). The relay server compiles the 
response data into a reply report for forwarding to a client 
process (Step C7). 

4. EXAMPLE SYSTEMARCHITECTURE 

0060 According to specific embodiments, the invention 
can be understood as consisting of a number of instances of 
a client process or application (client processes) and a server 
process, application, or system (the relay server). As dis 
cussed above, in specific embodiments, the client process 
extracts a portion of text or other data from virtually any 
application in any compatible operating system (such as 
WindowsTM or LinuxTM) either automatically or in response 
to a user action. The client then transmits the extracted query 
data (optionally, along with user authentication information 
and other information) to the relay server and presents 
responses received from the relay server. The relay server 
validates a user's authentication and analyses the Submitted 
query data. 
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Relay Server 
0061. In a preferred embodiment, analysis of the query 
data is performed at the relay server. In specific embodi 
ments, a relay server uses a combination of recognition 
methods to identify words, phrases, and/or other data that 
may be meaningful to one or more available enterprise data 
Sources. Query data items may then be associated with one 
or more data results by Submitting one or more requests to 
one or more data source applications. These data applica 
tions may be executing on the same hardware as the relay 
server, but often may also be executing on separate hard 
ware, which is connected to the relay server by a commu 
nication network. The relay server may partially format 
results received from data applications (for example, using 
HTML format) and forwards them to a client for presenta 
tion to a user. 

0062) Thus, a relay server according to specific embodi 
ments of the invention functions to relay requests to various 
data sources. In specific embodiments, a relay server works 
with a number of relay server plug-ins to provide quick and 
easy way of looking up words, phrases, numerical fields, or 
other data from one or more different data sources. A relay 
server according to specific embodiments of the invention 
allows users to easily access and integrate many different 
data Sources in an enterprise environment, such as one or 
more of: (1) existing web-based intranet infrastructure; (2) 
various enterprise databases without web interface; and (3) 
other enterprise data. In a particular embodiment, a relay 
server can be implemented based on, for example, J2EE and 
deployed on, for example, a Tomcat Application Server. 

0063. In specific embodiments, a relay server further can 
be understood as comprising a Main Processing Unit (MPU) 
and a set of plug-ins. In particular embodiments, the MPU 
performs such tasks as receiving requests from client pro 
cesses, performing basic pre-processing (e.g., removing 
duplicates, ordering, etc), validating a user's identity, load 
ing user's preferences, etc. It may then determine an ordered 
list of plug-ins and invoke each plug-in and pass requests to 
the plug-ins. 
Plug-Ins 

0064 Plug-Ins in the context of the present invention 
indicate logic modules or portions of Software that have a 
similar general function, but are adapted or customized to 
perform specific instances of the general function. Accord 
ing to specific embodiments of the invention, one or more 
plug-ins are responsible for performing searches and/or for 
formatting a reply in communication with different data 
applications. According to specific embodiments of the 
invention, each plug-in implements a plug-in interface (e.g., 
an API) that allows the relay server to easily interact with it. 
This architecture, according to specific embodiments of the 
invention, greatly eases the integration of a relay server with 
various existing data applications in an enterprise. Plug-ins 
are more easily developed at the enterprise level to accom 
modate proprietary data stores or services or to accommo 
date changes in data stores, security models, or other func 
tions. 

0065 Plug-ins, according to specific embodiments of the 
invention, provide logic instructions that enable one or more 
of the following functions: (1) analyze a regular expression 
or other pattern to determine whether to use the plug-in for 
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a particular query; (2) return a name of the plug-in; (3) 
accept query data; (4) accept authentication information; (5) 
extract multiple relevant data application requests from a set 
of query data; (6) return a number of matches; (7) return a 
formatted or partially formatted reply (e.g., in HTML); (8) 
cache matching queries; and (9) other functions that will be 
understood from the teachings herein. 
0.066 As with other logic modules of the invention, 
plug-ins can be written in any programming language. In 
specific implementations, plug-ins can be either relay 
server-local classes, or remote applications accessible 
through Web Services or other interfaces. According to 
specific embodiments of the invention, plug-ins are regis 
tered with the server. In some embodiments, the server may 
have information about which users can access each plug-in, 
thus providing one level of security. The plug-in can further 
differentiate its results using internal logic and authentica 
tion information. In one example implementation, more than 
a dozen plug-ins have been developed for various data 
SOUCS. 

0067. In further specific embodiments, after analyzing 
the query, user's permissions, preferences, and other data, 
the relay server determines an ordered list of plug-ins. A 
pre-processed query and/or the original query is transferred 
or otherwise made available to each individual plug-in. Each 
plug-in performs its own specific analysis of the query, and, 
if any hits are found, returns them to the relay server using 
a standard interface. The relay server can organize the results 
into a single compiled report (e.g., an HTML page) and 
return the results to the client process. 
0068. In further specific embodiments, plug-ins can be 
understood as being of three basic types as discussed below. 
In specific implementations, some Plug-ins are a combina 
tion of two or three types. 
Definitive Plug-In 

0069. A Plug-in is referred to as definitive if it is able to 
always return guaranteed hits. For example, a Directory 
Plug-in might return a word as a hit if and only if that word 
is a first name, a last name, or a username of an employee 
of the company. The precision of a definitive plug-in can be 
achieved in a number of ways: by caching the whole list of 
possible hits, by looking up every hit in a database, by 
validating the query against a set of rules, etc. Definitive 
plug-ins are generally used when the total number of pos 
sible hits is relatively small and/or when the hits are not 
easily described using regular expressions. 
Guessing Plug-In 

0070 A guessing Plug-in according to specific embodi 
ments of the invention are those that do not always affir 
matively define whether a particular word or phrase is a hit, 
but decide to return a hit based on an “educated guess'. For 
example, any string that has a format PO+a letter+four 
numbers is likely to be a PO number in a company that uses 
that format for PO numbers. 

0071 Other guessing plug-ins may be those that do not 
return a database entry, but some other type of information, 
for example a Compound Structure Plug-in, which attempts 
to construct a chemical structure object by interpreting parts 
of query as SMILES strings whenever a likely SMILES 
string is detected. 
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0072 Thus, with a guessing Plug-in, a hit returned might 
be a false hit (e.g., there might be no actual PO with number 
POZ1234 or the SMILES result might be based on charac 
ters that are not actually intended to be a SMILES string.). 
The advantage is that it generally can return a result much 
faster and generally does not require memory for caching. In 
specific embodiments, guessing plug-ins can use regular 
expressions, pre-cached additional information (like the 
maximal PO number in the database), or other information 
that can be gained from the query. Guessing Plug-ins may be 
used when the total number of possible hits is huge to 
indefinite and/or when a likely hit can be extracted from the 
query itself. Guessing plug-ins are also useful when it is 
likely that a part of the query data is relevant to a particular 
data source, but may not be stored or known in that data 
application. For example, POZ1234 might be a valid or new 
PO number that is not already stored in one or more relevant 
data source. A guessing Plug-in, by returning a "hit' on that 
data though indicating the data is not yet stored in a relevant 
database, can alerta user that the data should be added to one 
or more relevant databases. In further embodiments, as 
discussed herein, the responses presented to a user by a 
client process can provide a link or other means for an 
authorized user to enter the guessed hit to be entered as a 
record in one or more relevant databases. 

Passing Plug-In 
0073 Passing plug-ins typically attempt to transfer a 
query or pre-processed query to a data source or application 
or third party without trying to understand it or extract 
individual hits from it. Examples are translators, dictionary 
lookups or other search engine connectors. Passing plug-ins 
according to specific embodiments of the invention can be 
used or understood as shortcuts to web-based services that 
typically do not provide sophisticated feedback to a relay 
server. Essentially any web-based application can be con 
nected to a relay server according to specific embodiments 
of the invention by using a passing Plug-in. 
Preprocessing of Query Data 

0074 According to specific embodiments of the inven 
tion, query data is generally pre-processed at the relay server 
prior to or as it is being made available to the plug-ins. In 
specific embodiments, Plug-ins generally have access to 
both pre-processed and raw query data. In specific embodi 
ments, the pre-processor on the relay server can be guided 
by the presence of multiple specific plug-ins that may 
require complicated pre-processing, the results of which can 
be shared. For example, if there are three plug-ins that rely 
on molecular objects, those objects are created in the pre 
processor and every plug-in has access to those objects. This 
type of pre-processing allows the relay server and plug-ins 
to return results often in under 15 milliseconds. 

5. ANNOTATION AND CROSS-REFERENCING 

0075 According to further specific embodiments, the 
invention can Support two types of annotation using plug 
ins. In one instance, when the plug-in is specifically written 
for the purpose of interacting with other plug-in results, and 
in another instance when the annotation is applied to any 
plug-in. 

0076. As a usage example, consider that many vendors 
receive orders from various customers by email. The sender 
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of the email is typically someone from the purchasing 
department of the client. The email typically contains such 
data as part numbers and quantities desired. 
0.077 Assume an example where a vendor V uses a 
web-based internal application (referred to herein as 
WEBAPP) for filling orders, and uses a separate database of 
client information (referred to herein as CLIENTDB, con 
taining names, account numbers, terms and other client data. 
In a typical situation and without using the present inven 
tion, an employee of V would lookup the account number of 
the client in CLIENTDB, launch WEBAPP, and copy/paste 
account number and part numbers into a form FORM of 
WEBAPP. The employee is likely to have to log into both 
CLIENTDB and WEBAPP to get access to the data. 
0078. According to specific embodiments of the inven 
tion, two plug-ins are made available to simplify the process: 
A lookup plug-in (P1) that returns client account number 
looked up by name or email address of the buyer, and an 
interactive plug-in (P2) that recognizes part numbers and 
provide a pre-filled copy of FORM. According to specific 
embodiments of the invention, the vendor employee high 
lights the entire email message, invokes the invention client 
process and the invention displays a result containing a 
pre-filled FORM and (separately) client account number. 
The employee then can drag-and-drop the account number 
into the FORM, fill in quantities and submit the FORM. 
0079 Thus, in this embodiment of the present invention, 
the relay server does not exclusively consist of independent 
data sources. Instead, one data source can take into account 
the results that other data sources have returned and further 
more, the relay server or one or more plug-ins can combine 
data from different sources to complete a task. Thus, in this 
example, one plug-in recognizes email addresses, another 
plug-in recognizes account numbers and the fact that both 
work together allows a system according to specific embodi 
ments of the invention to generate a pre-filled form. 
0080. In further embodiments, the Relay Server can be 
configured to record all transactions involving two or more 
plug-ins (e.g., P1 and P2) in a separate or a related data 
store, thus collecting statistics that are not necessarily avail 
able in WEBAPP or CLIENTDB. 

0081. As a further example, consider a scientific institu 
tion that has two plug-ins: P1, which recognizes Scientists 
and P2, which recognizes gene names. In this instance, an 
employee can highlight text of an entire Scientific publica 
tion and invoke the invention and two lists will be returned: 
(1) a list of all internal scientists mentioned in the article and 
(2) a list of all genes mentioned in the article. The employee 
then can link one or more scientists to one or more genes by 
a simple drag and drop operation. Optionally, the employee 
can also type in annotation, for example “Dr. Smith has 
Some expertise with this gene as it applies to heart disease'. 
In this case, the next time someone from the institution 
accesses the same gene(s), the names of the experts will also 
be returned by the invention. 
0082 In specific embodiments, these plug-ins are not 
written to be used together or to make the linkages auto 
matically, but instead allow the user to make the linkage and 
store the linkage optionally in a separate data store associ 
ated with the invention. Each user can store linkages for 
himself alone or make them available for larger groups or all 
users of the system. 
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0083. In specific embodiments, the client process allows 
a user to annotate the results the user receives. Annotations 
can include Such things as links between data items that are 
not otherwise indicated as related. Such as linking a pair of 
results, for example a particular person in a name directory 
and a chemical compound they are working on, or a gene 
and a compound. Creating such external links, which are 
preferably stored at the Relay Server, allows connections 
between data records that may be stored in entirely different 
data applications. Annotations can also include things Such 
as comments related to particular records that are not stored 
in the native data application. 

6. CLIENT 

0084. According to specific example embodiments, a 
client process is a Windows-based applicationable to extract 
selected text or other data from virtually any application 
compatible with Windows (e.g., Win32), send it over HTTP 
or HTTPS to a specified relay, and present a results report 
(e.g., in HTML format) received from the relay server in a 
browser window. In specific embodiments, a client process 
according to the invention is able to extract any amount of 
indicated text or other data from an application window and 
is able to work with virtually any Win32 application, includ 
ing but not limited to MS Office applications, any internet 
browser, Adobe Reader, Lotus Notes, etc. Extraction can be 
invoked by a mouse click, keyboard shortcut, a combination 
of both (e.g. Ctrl+Right Click), a spoken command, or any 
other device or method provided for a user to interact with 
an information system. In some embodiments, various inter 
action options are configurable by the end user. In specific 
embodiments, the Client operates in Such a way as to 
preserve the original contents of Windows Clipboard and 
does not interfere with the normal work of other applications 
(except when a conflicting keyboard shortcut is used). 
0085. In a further specific example embodiment, a client 
according to the invention sends a POST request to an URL 
(that generally can be configured and changed at any time). 
Communication can be through any Supported format. Such 
as HTTP or HTTPS, and can be done directly or through a 
proxy server. In specific embodiments, the client can transfer 
the text of a selection, along with information about the 
application it was invoked on, and any additional pre 
determined text information. 

0086 Presentation of results can be through any conve 
nient or available user presentation method, including visual 
or audio. An example embodiment uses an HTML-type 
browser to display the result report and that Supports gen 
erally all features supported by Microsoft Internet Explorer, 
including features such as applets, Flash plug-ins, CSS, 
JavaScript etc. Generally, when the browser window is 
closed (the “X” button clicked), the window disappears, but 
the process remains active, so that all session cookies remain 
active. 

0087. In specific embodiment, a client logic is specified 
using Borland Delphi and is designed to operate with a 
Microsoft WindowsTM operating system. Other operating 
systems, such as Linux or Apple Mac OS can also be 
Supported. 

0088. In further embodiments, a client process and/or 
relay server is enabled to provide interactive access to data 
stored in data applications. Interactive access allows autho 
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rized users to modify data and/or add data to data applica 
tions. In some embodiments, this is accomplished by pro 
viding a link that may access a data application more 
directly. In other embodiments, modified data is returned by 
the client to the Relay Server and the Relay Server handles 
making the modification at the data application. 

7. AUTHENTICATION SECURITY MODEL AND 
PERSONALIZATION 

0089. According to specific embodiments of the inven 
tion, a relay server further includes enterprise-wide authen 
tication and/or authorization mechanisms, that allow it to 
fully control access permissions so that users only see or are 
aware of data that they are authorized to view and/or are 
only allowed to modify data that they are authorized to 
modify. 

0090. In various specific implementations, a relay server 
according to the invention can have user authentication data 
store and/or it can be connected to a corporate repository 
such as Active DirectoryTM (AD). Similarly, authentication 
according to specific embodiments of the invention can be 
performed by built-in mechanisms within the relay server, or 
by using corporate services like KerberosTM, or by a com 
bination of the two when appropriate. For example, a relay 
server can determine the authorization level of the user using 
both external (AD groups) and internal structures. For an 
authorized user, the server builds a list of allowed plug-ins 
and engages them. Each plug-in, in turn, can have access to 
users information and can filter responses from the plug-in 
accordingly. 

0091. According to specific embodiments of the inven 
tion, together with permission information, user's prefer 
ences are retrieved from a data store. Preferences include the 
plug-ins user is most interested in, their order and priority, 
as well as some customization. 

0092. In specific embodiments, a client process supports 
all common authentication mechanisms that work over 
HTTP/HTTPS protocols. The relay server can provide 
authentication against Active Directory or any directory 
Supporting LDAP and can include its own optional authen 
tication database. As a result of the authentication process 
the relay server obtains verified unique user identified (use 
rID) that can be passed to the plug-ins. A user can be 
member of one or more groups. Groups can also be members 
of other groups. Again, either a directory or the internal 
database can be used to store and retrieve this information 

0093. As a further security measure, each plug-in has a 
list of groups that are allowed to access it. If the list of 
allowed groups for the plug-in and the list of all groups the 
user is a member of contain at least one common entry, the 
access is granted. The userID along with the group list is 
passed to the plug-in through the standard interface. Fur 
thermore, for each plug-in the user roles can be optionally 
defined. Each role can be granted or denied access to each 
uniquely identifiable piece of data, and the permissions 
information is stored in a database or directory external to 
the native application. Each group can have one or more 
roles in each plug-in. The framework passes the user/group/ 
roles data to a plug-in, and makes any saved permissions 
information available to the plug-in. It is up to the plug-in to 
interpret provided information. 
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8. EMBODIMENT IN A PROGRAMMED 
INFORMATION APPLIANCE 

0094 FIG. 14 is a block diagram showing a representa 
tive example logic device in which various aspects of the 
present invention may be embodied. As will be understood 
to practitioners in the art from the teachings provided herein, 
the invention can be implemented in hardware and/or soft 
ware. In some embodiments of the invention, different 
aspects of the invention can be implemented in either 
client-side logic or server-side logic. As will be understood 
in the art, the invention or components thereof may be 
embodied in a fixed media program component containing 
logic instructions and/or data that when loaded into an 
appropriately configured computing device cause that 
device to perform according to the invention. As will be 
understood in the art, a fixed media containing logic instruc 
tions may be delivered to a user on a fixed media for 
physically loading into a user's computer or a fixed media 
containing logic instructions may reside on a remote server 
that a user accesses through a communication medium in 
order to download a program component. 
0095 FIG. 14 shows an information appliance (or digital 
device) 700 that may be understood as a logical apparatus 
that can read instructions from media 717 and/or network 
port 719, which can optionally be connected to server 720 
having fixed media 722. Apparatus 700 can thereafter use 
those instructions to direct server or client logic, as under 
stood in the art, to embody aspects of the invention. One 
type of logical apparatus that may embody the invention is 
a computer system as illustrated in 700, containing CPU 
707, optional input devices 709 and 711, disk drives 715 and 
optional monitor 705. Fixed media 717, or fixed media 722 
over port 719, may be used to program such a system and 
may represent a disk-type optical or magnetic media, mag 
netic tape, Solid state dynamic or static memory, etc. In 
specific embodiments, the invention may be embodied in 
whole or in part as software recorded on this fixed media. 
Communication port 719 may also be used to initially 
receive instructions that are used to program Such a system 
and may represent any type of communication connection. 
0096. The illustrated information system 700, can also 
represent various types of special purpose, information 
enabled, systems. Such as Scientific or laboratory systems 
that include information handling capabilities. Such systems 
can include robotic sample handling systems or other capa 
bilities in addition to any information processing capabili 
ties. 

0097. The invention also may be embodied in whole or in 
part within the circuitry of an application specific integrated 
circuit (ASIC) or a programmable logic device (PLD). In 
Such a case, the invention may be embodied in a computer 
understandable descriptor language, which may be used to 
create an ASIC, or PLD that operates as herein described. 

9. OTHER EMBODIMENTS 

0098. The invention has now been described with refer 
ence to specific embodiments. Other embodiments will be 
apparent to those of skill in the art. In particular, a user 
digital information appliance has generally been illustrated 
as a personal computer. However, the digital computing 
device is meant to be any information appliance for per 
forming numerical analysis and can include Such devices as 
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a personal digital assistant, scientific workstation, laboratory 
or manufacturing equipment, etc. It is understood that the 
examples and embodiments described herein are for illus 
trative purposes and that various modifications or changes in 
light thereof will be suggested by the teachings herein to 
persons skilled in the art and are to be included within the 
spirit and purview of this application and Scope of the 
claims. 

0099 All publications, patents, and patent applications 
cited herein or filed with this application, including any 
references filed as part of an Information Disclosure State 
ment, are incorporated by reference in their entirety. 
What is claimed: 

1. A method allowing a user to interact with cross 
application data in an enterprise setting using an information 
appliance comprising: 

indicating query data from an application executing on a 
users information appliance using a client process on 
said information appliance; 

transmitting said query data over a communication 
medium to a relay server, 

analyzing query data to determine one or more data 
application requests to send to one or more data appli 
cations; 

transmitting one or more data application requests to 
selected one or more data applications to retrieve 
desired data using said relay server, 

receiving at said relay server data application responses to 
said data application requests; 

at said relay server, transmitting results using said data 
application responses to said information appliance; 
and 

presenting said results. 
2. The method of claim 1 further wherein: 

compiling at said relay server said data application 
responses into a results report; 

transmitting said results report to said information appli 
ance; and 

presenting said results report. 
3. The method of claim 1 further wherein: 

said information appliance is a hand-held information 
appliance. 

4. The method of claim 1 further wherein: 

said information appliance is an information appliance 
without a full-sized key board for entering alphanu 
meric text. 

5. The method of claim 1 further comprising: 
including in said results one or more links to access one 

or more data applications. 
6. The method of claim 1 further comprising: 
including in said results one or more interface indications 

allowing a user at said information appliance to modify 
data stored by said one or more data applications. 

7. The method of claim 6 further wherein said one or more 
interface indications are selected from the group consisting 
of an HTML form and a rich client application. 
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8. The method of claim 7, wherein the rich client appli 
cation is selected from the group consisting of 

an embedded rich client application; 
a stand-alone rich client, which is native to the data 

application; and 

a stand-alone third party rich client, which may or may 
not be created specifically for accessing the data stored 
by the data application. 

9. The method of claim 8, wherein the rich client appli 
cation is a JavaTM applet; 

10. The method of claim 1 further comprising: 
including in said results one or more interface indications 

allowing a user to annotate data application records 
accessed by said server by storing comments that will 
be associated with said records but stored external to 
said records associated data application. 

11. The method of claim 1 further comprising: 
including in said results one or more interface indications 

allowing a user to annotate data application records 
accessed by said server by storing linkage information 
between various data records, said linkage information 
stored external to said data applications. 

12. The method of claim 1 further wherein: 

said indicating allows indicating any portion of data as 
query data. 

13. The method of claim 1 further wherein: 

said indicating is performed by a user action. 
14. The method of claim 1 further wherein: 

said indicating may be configured to be performed auto 
matically without specific user input. 

15. The method of claim 1 further comprising: 
enforcing multi-level security and/or access control at 

said relay server so that users only receive as results 
data for which said users are authorized. 

16. The method of claim 1 further comprising: 
executing a plurality of plug-ins at said relay server, each 

plug-in able to analyze said query data to determine if 
it is relevant to a particular data store and/or data 
application and to communicate with said particular 
data store and/or data application. 

17. The method of claim 16 further comprising: 
using said plurality of plug-ins to access a plurality of 

database applications using interfaces provided by said 
data applications, not requiring modification of said 
data applications. 

18. The method of claim 16 further comprising: 
using said plurality of plug-ins to access a plurality of data 

stores not requiring modification of said data stores. 
19. The method of claim 16 further comprising: 
using said plurality of plug-ins to access a plurality of data 

stores while not requiring said data to be imported to a 
different data application. 

20. The method of claim 14 further comprising: 
using said plurality of plug-ins and said relay server to 

enforce multi-level security and/or access control, 
thereby allowing control at a database, table, row, 
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record, column, cell, area or object level, even when 
Such control is not provided by a native data applica 
tion. 

21. A method of querying a number of data applications 
using an information appliance comprising: 

receiving query data at a relay server; 
making said query data available to a plurality of plug-in 

logic processes, each of said plug-in logic processes 
communicating with a main server process using a 
standard interface; 

each of said plurality of plug-in logic processes analyzing 
said query data to determine if said data is possibly 
relevant to one or more data applications; 

each of said plurality of plug-in logic processes format 
ting one or more requests to particular data applica 
tions; 

wherein said requests in response to said query data; 
wherein said requests are not necessarily related to one 

another, 
wherein said requests are each formatted by said plug-in 

logic processes to correctly interact with specific data 
applications; 

each of said plurality of plug-in logic processes transmit 
ting requests to said data applications; 

each of Said plurality of plug-in logic processes receiving 
responses from said data applications; 

each of said plurality of plug-in logic processes transmit 
ting said responses to said main server process; and 

compiling responses at said main server process into a 
compiled results report, said report potentially includ 
ing unrelated responses. 

22. The method of claim 21 further comprising: 
presenting said results report to a user. 
23. The method of claim 22 further comprising: 
presenting at least one indication to a user allowing a user 

to request that one or more data items be modified. 
24. The method of claim 22 further comprising: 
presenting at least one indication to a user allowing a user 

to annotate said results report or a data item therein. 
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25. The method of claim 22 further comprising: 
presenting at least one indication to a user allowing a user 

to create a linkage between two or more items in said 
results report. 

26. The method of claim 21 further comprising: 

using a definitive plug-in process to locate an item of data 
present in a data applications; 

27. The method of claim 21 further comprising: 
using a guessing plug-in process to return an indication of 

a data item that may not be known to any data appli 
cation. 

28. The method of claim 21 further comprising: 
using a passing plug-in process to transfer a query or 

pre-processed query to a third party without trying to 
understand it or extract individual requests from it. 

29. A computer readable medium containing computer 
interpretable instructions that when loaded into an appro 
priately configuration information processing device will 
cause the device to operate in accordance with the method 
of claim 21. 

30. An information processing system able to provide 
flexible data handling throughout an enterprise comprising: 

a plurality of clients executing on a plurality of informa 
tion appliances; 

a relay server able to communicate with two or more 
different data handling applications; 

wherein said client allow indication of data presented 
from a variety of different logic applications at a client 
information appliance; 

a communication medium interface allowing a client 
application to transmit query data to said relay server 
and receive results back from said server; 

wherein said client and said server operate together to 
present a compilation report of results from a variety of 
different data applications, said results not necessarily 
related or derived from identical database application 
requests. 
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