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(57) ABSTRACT 

A System and method grants Security privilege in a commu 
nication System by providing privilege test criteria data for 
a Subscriber unit so that the Subscriber unit or Some other 
entity can Select among Subscriber privilege data based on 
the privilege test criteria data, So that only the necessary 
privilege information is communicated between the relying 
party and the Subscriber unit of interest. A privilege data 
Selector Selects, for example, among a plurality of attribute 
certificates associated with a Selected Subscriber unit or 
among Sets of privilege data within an attribute certificate, 
the certificate (or certificates) that matches the privileged 
test criteria data. This pre-Selected certificate is then com 
municated for use by the relying unit and Verified that it 
meets the test Selected by the relying party unit. 

30 Claims, 7 Drawing Sheets 
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SYSTEMAND METHOD FOR GRANTING 
SECURITY PRIVILEGE IN A 
COMMUNICATION SYSTEM 

FIELD OF THE INVENTION 

The invention relates generally to Systems and methods 
for granting Security privilege in a communication Systems 
and more particularly to Systems and methods for granting 
Security privilege in communication Systems employing 
cryptography based Security, Such as public key cryptogra 
phy Security Systems. 

BACKGROUND OF THE INVENTION 

Information Security is becoming increasingly important 
as more and more information is communicated over elec 
tronic communication linkS. Public key cryptography Sys 
tems are well known as a mechanism for Securely protecting 
digital information. Typically, public key certificates are 
used by a Subscriber unit Sending a message to a relying 
party unit, Such as another Subscriber or commercial insti 
tution or other entity. Generally, a subscriber unit may be for 
example a network computer node, a Software application(s) 
or other entity communicating within a communication 
System or Systems. A relying party unit may be a Software 
application, computer node or other entity that relies on 
information associated with the Subscriber unit. 

Public key certificates, as known in the art, are data 
Structures that Serve as a vehicle by which public keys may 
be stored, distributed or forwarded over unsecured media 
without danger of undetectable manipulation. A certification 
authority is a trusted third party whose digital Signature 
appears on the certificate and Vouches for the authenticity of 
the public key bound to the subject subscriber sending the 
certificate. 

Other data Structures, Such as attribute certificates, are 
intended to allow Specification of information other than 
public keys So that the information may be conveyed in a 
trusted manner. Attributes certificates, as known in the art, 
may be associated with a specific public key by binding the 
attribute information (specific information), to the public 
key by the Serial number of a corresponding public key 
certificate, or to a hash-value of the public key or certificate, 
or in any other Suitable manner. Data appearing in the 
attribute certificate may include, for example, data repre 
Senting limited liability resulting from a digital Signature or 
a financial transaction, data representing a constraint of the 
use of a public key, such as whether the public key will be 
used during certain hours, or other Suitable information. In 
Some instances, attributes certificates may include data rep 
resenting privileges for Specific Services of a relying party, 
Such as a banking institution, Software application 
parameters, or other Suitable information. Privilege infor 
mation may include, for example, the membership role of a 
Subscriber where the Subscriber is allowed Specific access to 
certain information controlled by a relying party unit. Such 
privilege data may be useful, for example, in global com 
munication networks, Such as where a Subscriber unit may 
only gain access to a Specific Site or Section within a Site 
reserved for employees only. 

Several types of public key infrastructure Systems exists. 
One type is Sometimes referred to as an open public key 
infrastructure. In an open public key infrastructure System, 
a certificate is issued for a Subscriber for a general purpose 
use, and not for a particular System or relying party. 
Typically, Such Systems do not include privilege data and do 
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2 
not authenticate a user based on privilege information, but 
typically only authenticate based on user identification data. 
Some open public infrastructure Systems use acceSS control 
lists that list users that are allowed to access Services 
provided by a relying party or other Subscribers. Generally, 
there is no implied privilege associated with a Subscriber 
certificate until the Subscriber is listed on the access control 
list. The certificates are Such that any perSon or entity is 
entitled to receive a certificate, and the issuer of the certifi 
cate does not have any information about any Subsequent 
relying parties to Suitably restrict usage through certificate 
information. 
A closed public key infrastructure System typically 

includes certification authorities that only grant certificates 
to Subscribers within a defined group. Hence certificates are 
only issued to qualified Subscribers, thereby eliminating the 
need for an access control list as used in typical open public 
key infrastructure Systems. In closed public key infrastruc 
ture Systems, the attribute certificates may be issued by a 
certificate issuing authority. Many attribute certificates may 
be issued for a given Subscriber or one attribute certificate 
may include data representing many privileges for a given 
Subscriber. 
When a relying party unit, Such as a Software application, 

communicates with a Subscriber, typical closed public key 
infrastructure Systems require the Subscriber to present all 
attribute certificates to the relying party. When Sending the 
group of certificates to a relying party, Some certificates may 
contain privilege data that is not needed by relying party and 
may include Sending privilege information to a non 
privileged party. In the case where many privileges are 
represented by privilege data within one certificate, Sending 
the one certificate to a relying party may include Sending 
privilege information to a non-privileged party. For 
example, a banking institution may receive an attribute 
certificate containing other privilege information Such as a 
non-listed telephone number in the attribute certificate when 
the relying banking institution does not have privilege to 
obtain this information. Hence, Security can be compro 
mised. 

In the instances where many attribute certificates have 
been issued to a Subscriber unit, a relying party unit receiv 
ing multiple attributes certificates needs to process the 
information to determine which information within any one 
or more of the received attribute certificates is necessary to 
complete the transaction. This requires the use of unneces 
Sary overhead in the transfer and evaluation of unnecessary 
information between a Subscriber unit and a relying party 
unit. Moreover, if a Subscriber wishes to operate in a 
different community, Such as an employee of one company 
wishing to Send information to an employee in a different 
company when the two companies use different attribute 
certificate Structures, a Subscribing party may have to Send 
all attribute certificates to allow the other Subscriber in the 
different community to obtain the necessary information to 
determine whether or not privilege should be granted to the 
Subscriber. 

Consequently, there exists a need for a System and method 
that facilitates granting of privilege in a Selective manner to 
help reduce processing loads and to avoid communication of 
privileged data to non privileged parties. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram illustrating a communication 
System employing cryptography based Security, and having 
a privilege granting System in accordance with one embodi 
ment of the invention. 
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FIG. 2 is a block diagram illustrating a privilege granting 
System arranged in a Subscriber unit and relying party unit 
in accordance with one embodiment of the invention. 

FIG. 3 is a block diagram of another embodiment of a 
communication System employing cryptography based Secu 
rity having a privilege granting System in accordance with 
the invention. 

FIG. 4 is a block diagram of a communication System 
employing cryptography based Security having a privilege 
granting System in accordance with one embodiment of the 
invention. 

FIG. 5 is a block diagram illustrating a cryptography 
based Security System employing a centralized privilege data 
Selector in accordance with another embodiment of the 
invention. 

FIG. 6 is a block diagram illustrating another embodiment 
of a cryptography based Security System employing a cen 
tralized privilege data Selector in accordance with one 
embodiment of the invention. 

FIG. 7 is a block diagram illustrating one example of an 
attribute certificate Selector in accordance with one embodi 
ment of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

A System and method grants Security privilege in a 
communication System by providing privilege test criteria 
data for a Subscriber unit so that the Subscriber unit or other 
entity can Select necessary Subscriber privilege data based 
on the privilege test criteria data. The necessary privilege 
information is communicated between the relying party and 
the Subscriber unit of interest based on the privilege test to 
be carried out by or on behalf of a relying party unit. 
Subscriber privilege data may be any Suitable data required 
by a relying party to facilitate, for example, acceptance, 
granting or access decision related to a Subscriber unit or 
user of a Subscriber unit. For example, the privilege data 
may be data representing a user position in a company (e.g., 
an employee or independent contractor), transaction signing 
limits or other Suitable data. The relevant privilege data is 
Selected So that privileged information is not inadvertently 
Sent to a relying party that is not privileged to receive the 
information. A privilege data Selector Selects, for example, 
among a plurality of attribute certificates associated with a 
Selected Subscriber unit or among Sets of privilege data 
within an attribute certificate that matches the privileged test 
criteria data. The privileged test criteria data may be gen 
erated for example by the relying party to indicate the 
Specific privilege information necessary for the relying party 
to grant privilege to a Subscriber unit. The Selected Sub 
Scriber privilege data, Such as the Selected attribute certifi 
cate from the group of Subscriber attribute certificates, 
Serves as pre-qualification privilege data that is used by a 
Verifying mechanism to Verify that the pre-qualification 
privilege data is consistent with the privilege test criteria 
data. This facilitates Selective privilege data transfer for the 
Subscriber unit and the relying party based on the informa 
tion needed by the relying party unit. 

The privilege data Selector, privilege test criteria data 
provider and pre-qualification privilege data verifier may be 
embodied in any Suitable unit. For example, the privilege 
test criteria data provider may be located in the relying party 
unit and the privilege data Selector may located in the 
Subscriber unit, or a third party may have a privilege data 
Selector that facilitates the Selection for a group of Subscrib 
erS and Sends the necessary Selected pre-qualification data 

15 

25 

35 

40 

45 

50 

55 

60 

65 

4 
back to the relying party unit based on a request by a 
Subscriber unit. In addition, if desired, privilege confirma 
tion data may be generated indicating that the pre 
qualification privilege data matches the privilege test criteria 
data to inform, for an example, a Subscriber unit that 
privilege has been granted. The Subscriber unit may then 
access the relying party or transact in accordance with the 
privilege data. 

FIG. 1 shows an example of a System for granting Security 
privilege 100 that may be applied to a communication 
System employing cryptography based Security. The System 
100 includes a privilege test criteria data provider 102, a 
privilege data Selector 104, pre-qualification privilege data 
Verifier 106 and a privileged based application, Such as a 
relying party software application 108. The privilege test 
criteria data provider 102, may be a Suitably programmed 
computer as part of a relying party unit or any other Suitable 
unit. The privilege test criteria data provider 102, provides 
privilege test criteria data 110 representing a test that will be 
performed by a relying party to determine whether to grant 
a Subscriber unit privilege to carry out a transaction, com 
munication or other operation. The system 100 may be a 
public key based Security System, a Symmetric key Security 
System, or any other Suitable information Security System. 
The privilege data selector 104 receives the privilege test 

criteria data 110 and Selects among Subscriber privilege data, 
Such as a group of attribute certificates or privilege data 
within one attribute certificate, based on the privilege test 
criteria data 100 to Select the appropriate privilege data that 
meets the test criteria data 110. The privilege data consistent 
with the privilege test criteria data 110 is sent as pre 
qualification privilege data 112, Since the privilege data 
selector 104 has initially selected privilege data that it 
believes meets the privilege test criteria data 110. The 
privilege data Selector 104 may be a Suitably programmed 
computing unit. 
The pre-qualification privilege data verifier 106 receives 

the pre-qualification privilege data 112 and the privilege test 
criteria data 110. The pre-qualification privilege data verifier 
106 verifies that the pre-qualification privilege data 112 is 
consistent with the received privilege test criteria data 110. 
Hence a Second verification of the privilege test criteria data 
is performed by the pre-qualification privilege data verifier 
106. The pre-qualification privilege data verifier 106 may, if 
desired, generate confirmation message data 114 represent 
ing data indicating that the pre-qualification privilege data 
112 is consistent with privilege test criteria data 110. The 
confirmation message data 114 is received by a relying party 
application 108 that needs the verification of privilege data 
prior to granting privilege to the Subscriber associated with 
the pre-qualification privilege data 112. The privileged 
based relying party application 108, may be for example a 
financial transaction Software application that grants access 
to a Subscriber unit to transact for example, wire transferS. 
It will be recognized that any Suitable privilege based 
operation may also be used. 

FIG. 2 shows a specific implementation of the system of 
FIG.1. A subscriber unit 200, such as a software application, 
network node, or other Suitable mechanism for communi 
cating with another Subscriber or relying party, has a privi 
lege data selector 104 in the form of an attribute certificate 
Selector 202. The Subscriber unit 200 is in communication 
with a relying party unit 204, Such as a financial institution 
computer or Software application. The relying party unit 204 
includes the privilege test criteria data provider 102 and the 
pre-qualification privilege data verifier 106. In this 
embodiment, the privilege test criteria data provider 102 
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provides a public key certificate containing the privilege test 
criteria data 110. The public key certificate, may be for 
example, in the form of a public key certificate in accor 
dance with International Telecommunication Union (ITU) 
standard ITU-T, X.509 v3. The public key certificate con 
taining the privilege test criteria data 110 may be Stored in 
a local Storage device or a centralized repository accessible 
by the Subscriber unit 200 in the same way that other public 
key certificates are available in known public key infrastruc 
ture systems. The privilege test criteria data 110 may be 
transmitted to the subscriber unit 200 in response to a 
request by the Subscriber unit 200 to the relying party 204 
requesting access to a particular privilege based operation or 
application. For example, the Subscriber unit 200 may 
communicate a request over a global network link to a 
Website of the relying party requesting access to another 
application controlled by the relying party to facilitate a 
financial transfer. 

The attribute certificate selector 202 retrieves Subscriber 
certificates, Such as attribute certificates, or other certificates 
containing data representing a Subscriber unit's privilege 
status, for the Subscriber unit 200 from the attribute certifi 
cate repository. The attribute certificate selector 202 ana 
lyzes all of the subscriber's attribute certificates to determine 
whether any of the attribute certificates contain privilege 
data that is consistent with the privilege test criteria data 110. 
The (one or more) matching privilege data is sent as the 
pre-qualification privilege data 112 which in this embodi 
ment may be the matching attribute certificate(s). Also, the 
pre-qualification privilege data 112 may be a plurality of 
attribute certificates that contain privilege data matching the 
requirement of the privilege test criteria data 110. 

The privilege test criteria data 110 is preferably, but not 
limited to be, embedded in an attribute certificate of the 
relying party unit 204 such as in an X.500 directory. It may 
also be in any other Suitable location Such as a location 
indexed in a public key certificate. For example, the attribute 
certificate of the relying party may contain test criteria data 
indicating data representing a required membership privi 
lege to gain access to a particular Software application 
controlled by the relying party unit. The relying party 
attribute certificate containing the privilege test criteria data 
110 may be certified by any suitable certification authority or 
attribute authority, as known in the art. If desired, the 
privilege test criteria data 110 may be located outside of an 
attribute certificate in any Suitable data Structure. 
The pre-qualification privilege data verifier 106 retrieves 

the relying party attribute certificate containing the privilege 
test criteria data 110 from the privilege test criteria data 
provider 102 (or directly from a storage medium containing 
the privilege test criteria data based on indeX information 
from the privilege test criteria data provider) and compares 
this information to the received pre-qualification privilege 
data (attribute certificate) 112 to see if they are consistent. 
Verification data 206 indicating a “yes/no" result to accept 
the Subscriber's privilege may be generated when a match is 
confirmed. 

The Subscriber unit 200 includes a transceiver 208, Such 
as a modem or other Suitable transceiving mechanism that 
receives the privilege test criteria data 110 from the relying 
party unit 204. This information is then passed to the 
attribute certificate selector 202 to be used as the basis for 
comparison with privilege data Stored in Subscriber attribute 
certificates. The attribute certificate selector 202 evaluates a 
plurality of attribute certificates to Select the certificate 
containing the proper attribute certificate consistent with the 
privilege test criteria data 110. 
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6 
FIG. 3 is another embodiment of the system of FIG. 2 

showing access by the relying party 204 and the Subscriber 
unit 200 to a common directory 300, such as an X.500 type 
directory, as known in the art. The common directory 300 in 
this embodiment includes the Subscriber attribute certificate 
information as well as the relying party attribute certificate 
data containing the privilege test criteria data. In this way, a 
common directory may store all of the Subscriber units 
attribute certificates as well as the attribute certificate data of 
the relying party containing the privilege test criteria data. 

FIG. 4 is yet another embodiment that facilitates online 
communication and privilege granting between one or more 
Subscribers and one or more relying party units. The Sub 
scriber unit 400 in addition to including the attribute cer 
tificate Selector 202, also uses the attribute certificate Selec 
tor 202 to Send a request 401 to a specific relying party unit 
204 requesting the privilege test criteria data 110. The 
relying party unit 204 receiving the request data 401 then 
sends back the test criteria data to the Subscriber unit 400. It 
should be recognized that the subscriber unit 400 need not 
be authenticated by the relying party unit. AS previously 
described with respect to FIG. 2, the subscriber unit 400 uses 
the attribute certificate Selector 202 to generate the pre 
qualification privilege data for the relying party unit of 
interest. AS previously described, the relying party unit 204 
Verifies the pre-qualification privilege data using the pre 
qualification privilege data verifier. Additionally, the relying 
party unit then generates and Sends a confirmation message 
back to the Subscriber unit 400 indicating whether the 
relying party has granted privilege to the Subscriber unit. 

FIG. 5 shows another alternative embodiment of a privi 
lege granting System wherein the privilege data Selector is a 
centralized privilege data Selector 500 that Selects among 
privilege data for a plurality of subscribers. This may be for 
example a third party that provides attribute certificate 
Selection for multiple communities. The privilege data Selec 
tor 500 receives the attribute certificates from an attribute 
certificate repository such as an X.500 directory. The privi 
lege data selector 500 includes a transceiver 502 to facilitate 
communication with the plurality of relying parties 
504a–504n, and a plurality of subscriber units 506a–506n. 
In contrast with other embodiments, the relying party unit 
504a communicates the privilege test criteria data 110 to the 
centralized privilege data selector 500. The subscriber units 
506a-506n include a subscriber identification data and rely 
ing party identification provider, Such as a Software program 
that provides a Subscriber identifier and relying party iden 
tifier from a list of acceptable relying parties. 
The subscriber 506 sends privilege verification request 

data 508 containing the subscriber identification data and 
Selected relying party identification data to the centralized 
10 privilege data selector 500. The centralized privilege data 
Selector 500 uses the Subscriber identification data to obtain 
the appropriate attribute certificates from the attribute cer 
tificate repository 501 and uses the relying party identifica 
tion data to obtain the requisite privilege test data for the 
identified relying party unit. The centralized privilege data 
selector 500 determines whether there are any matching 
attribute certificates or privilege data within attribute cer 
tificates that satisfy the privilege test criteria data 110 
communicated by the relying party unit 504a. Accordingly, 
the centralized privilege data Selector Selects among privi 
lege data for the plurality of Subscribers and generates 
pre-qualification privilege data based on the Subscriber 
identification data. Any matching attribute certificates are 
Sent as pre-qualification privilege data 112 back to the 
Subscriber unit 506a. The Subscriber unit 506a then trans 
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mits the pre-qualification attributes or privilege data 112 to 
the relying party unit through a Suitable communication link. 
The relying party unit 504a then performs the pre 
qualification privilege verification and Sends a confirmation 
message 510 back the subscriber unit 506a. As with other 
embodiments, the pre-qualification privilege data verifier 
compares the privilege test criteria data with the pre 
qualification privilege data prior to granting privilege to the 
Subscriber unit. 

FIG. 6 illustrates another embodiment of a privilege 
granting System Similar to that shown in FIG. 5 except that 
Subscriber identification data and request data is Sent by the 
relying party units 600a-600m. The subscriber units 
602a-602n first send request data 604 to the relying party 
unit 600a. In response to the request data 604, the relying 
party unit 600a sends the privilege test criteria data 110 
along with the subscriber identification data 604 to the 
centralized privilege data selector 500. However in contrast 
with the system shown in FIG. 5, the centralized privilege 
data selector 500 sends the pre-qualification privilege data 
112 to the relying party unit 600 instead of the subscriber 
unit 602a. In this way, the processing load is transferred to 
the relying party unit 600 instead of the subscriber unit 602a 
through 602n. 

FIG. 7 shows one example of a privilege data selector 104 
configured as an attribute certificate Selector. The privilege 
data selector 104 includes a Subscriber attribute certificate 
retriever 700 that retrieves the stored attribute certificates 
containing privilege data from a local store 702. The privi 
lege data Selector 104 also includes test criteria data retriever 
704 that retrieves the test criteria data 110 received by the 
transceiver or as received by retrieving data directly from a 
common directory, Such as an X.500 directory that contains 
the relying party attribute certificates with the test criteria 
data embedded in the certificate. A comparator 708 com 
pares the test criteria data to the privilege data contained in 
the retrieved Subscriber attribute certificates and outputs any 
matched privilege data that matches the test criteria data. 
This may done for example by Selecting the Subscriber 
attribute certificate and outputting the Subscriber attribute 
certificate as the pre-qualification privilege data if an 
attribute certificate contains privilege data consistent with 
the test criteria data embedded in the relying party attribute 
certificate. 

It should be understood that the implementation of other 
variations and modifications of the invention in its various 
aspects will be apparent to those of ordinary skill in the art, 
and that the invention is not limited by the specific embodi 
ments described. For example, any Suitable data structure 
may be used as a certificate, Such as a public key certificate, 
a KerberosTM ticket, or a DCE (distributed computing 
environment) PAC (privilege attribute certificate) or other 
Suitable data. Moreover, a relying party may publish, for 
example, in its own public key certificate, the public key 
certificates that it would consider for authentication pur 
poses. For example, the relying party unit may generate 
privilege test criteria data representing that it will consider 
certificates only issued by a particular Set of certification 
authority units, or only those certificates containing a public 
key for a particular algorithm type, or only those certificates 
containing a public key with a particular modulus size. It is 
therefore contemplated to cover by the present invention, 
any and all modifications, variations, or equivalents that fall 
within the Spirit and Scope of the basic underlying principles 
disclosed and claimed herein. 
What is claimed is: 
1. A communication System employing cryptography 

based Security comprising: 
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8 
means for providing privilege test criteria data associated 

with a relying unit to a Subscriber; 
privilege data Selector means, operatively coupled to the 
means for providing, for Selecting among Subscriber 
privilege data that matches the privilege test criteria 
data to generate pre-qualification privilege data that 
includes the same data as the privilege test criteria data; 
and 
means, operatively coupled to the privilege data Selec 

tor means and associated with the relying unit, for 
Verifying that the pre-qualification privilege data 
matches the privilege test criteria data to facilitate 
Selective privilege data transfer for at least one 
Subscriber. 

2. The communication System of claim 1 comprising 
means, operatively coupled to the Verifying means, for 
providing privilege confirmation data representing data indi 
cating that the pre-qualification privilege data matches the 
privilege test criteria data associated with the relying unit. 

3. The communication system of claim 1 wherein the 
means for providing privilege test criteria data provides a 
certificate containing the privilege test criteria data. 

4. The communication system of claim 1 wherein the 
privilege data Selector means retrieves Subscriber certificates 
containing Subscriber privilege data and compares the Sub 
Scriber privilege data with the privilege test criteria data to 
determine whether the Subscriber privilege data in a Selected 
Subscriber certificate matches the privilege test criteria data. 

5. The communication system of claim 1 wherein the 
means for providing privilege test criteria data is a relying 
unit. 

6. The communication system of claim 1 wherein the 
means for providing privilege test criteria data includes a 
data Storage unit containing certificates containing privilege 
test criteria data. 

7. The communication System of claim 1 including a 
Subscriber unit and wherein the privilege data Selector 
means is a centralized means for Selecting among privilege 
data for a plurality of subscribers and wherein the subscriber 
unit includes means for providing Subscriber identification 
data and relying party unit identification data to the privilege 
data Selector means and wherein the privilege data Selector 
means includes means for Sending the pre-qualification 
privilege data to the subscriber based on the subscriber 
identification data and relying party unit identification data 
and further wherein the Subscriber unit includes means for 
Sending the pre-qualification privilege data to the relying 
party unit. 

8. The communication system of claim 1 wherein the 
means for Verifying includes means for comparing the 
privilege test criteria data with the pre-qualification privilege 
data prior to granting privilege to the Subscriber unit. 

9. The communication system of claim 1 wherein the 
privilege data Selector means is a centralized means for 
Selecting among privilege data for a plurality of Subscriber 
units and wherein the System further includes a Subscriber 
unit having means for providing privilege request data and 
Subscriber identification data, and wherein the centralized 
means for Selecting among privilege data for a plurality of 
Subscribers generates the pre-qualification privilege data 
based on the Subscriber identification data and includes 
means for Sending the pre-qualification privilege data to the 
relying party unit based on the Subscriber identification data. 

10. The communication system of claim 1 further includ 
ing: 

means, operatively coupled to the means for providing 
privilege test criteria data, for requesting the privilege 
test criteria data; and 
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means, operatively coupled to the means for verifying, for 
providing confirmation data representing whether the 
means for verifying accepts the pre-qualification privi 
lege data to grant privilege to a Subscriber unit. 

11. A communication System employing cryptography 
based Security comprising: 

at least one relying unit having means for providing 
privilege test criteria data associated with the relying 
unit as part of relying party certificate data; 

at least one Subscriber unit, operatively coupled to the at 
least one relying unit, having privilege data Selector 
means for Selecting among Subscriber certificate data 
containing privilege data, that matches the privilege 
test criteria data, to generate pre-qualification privilege 
data Such that the pre-qualification privilege data is a 
Subscriber certificate; and 

the relying unit further including means for Verifying that 
the pre-qualification privilege data matches the privi 
lege test criteria data to facilitate Selective privilege 
data transfer for the at least one Subscriber. 

12. The communication System of claim 11 comprising 
means, operatively coupled to the Verifying means, for 
providing privilege confirmation data representing data indi 
cating that the pre-qualification privilege data matches the 
privilege test criteria data associated with the relying unit. 

13. A Subscriber in a communication System employing 
cryptography based Security comprising: 
means for receiving privilege test criteria data; and 
privilege data Selector means, operatively coupled to the 

receiving means, for Selecting among Subscriber cer 
tificate data containing privilege data, that matches 
received privilege test criteria data, to generate pre 
qualification privilege data and wherein the pre 
qualification privilege data is a Subscriber certificate. 

14. A relying party unit in a communication System 
employing cryptography based Security comprising: 
means for providing privilege test criteria data for at least 

one Subscriber unit; 
means for receiving pre-qualification privilege data asso 

ciated with at least one Subscriber unit; and 
means, operatively coupled to the means for providing 

privilege data and to the receiving means, for verifying 
that the pre-qualification privilege data matches the 
privilege test criteria data to facilitate Selective privi 
lege data for at least one Subscriber. 

15. The communication system of claim 14 wherein the 
means for providing privilege test criteria data provides at 
least one certificate containing the privilege test criteria data. 

16. The communication system of claim 14 wherein the 
pre-qualification privilege data is included as part of a 
Subscriber certificate containing Subscriber privilege data. 

17. A method of granting privilege in communication 
System employing cryptography based Security comprising: 

providing privilege test criteria data associated with a 
relying unit to a Subscriber; 

Selecting among Subscriber privilege data that matches the 
privilege test criteria data to generate pre-qualification 
privilege data that includes the Same data as the privi 
lege test criteria data; and 

Verifying, by the relying unit that the pre-qualification 
privilege data matches the privilege test criteria data to 
facilitate Selective privilege data transfer for at least 
one Subscriber. 

18. The method of claim 17 comprising: providing privi 
lege confirmation data representing data indicating that the 
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pre-qualification privilege data matches the privilege test 
criteria data associated with the relying unit. 

19. The method of claim 17 wherein the step of providing 
privilege test criteria data includes providing a certificate 
containing the privilege test criteria data. 

20. The method of claim 17 wherein selecting among 
Subscriber privilege data includes retrieving Subscriber cer 
tificates containing Subscriber privilege data and comparing 
the Subscriber privilege data with the privilege test criteria 
data to determine whether the Subscriber privilege data on a 
Selected Subscriber certificate matches the privilege test 
criteria data. 

21. The method of claim 17 wherein selecting among 
Subscriber privilege data includes Selecting among Sub 
Scriber privilege data from a centralized Storage medium 
containing Subscriber privilege data for a plurality of Sub 
Scribers and including providing Subscriber identification 
data and relying party unit identification data to a privilege 
data Selector and Sending the pre-qualification privilege data 
to a Subscriber based on the Subscriber identification data 
and relying party unit identification data and further includ 
ing Sending the pre-qualification privilege data to a relying 
party unit. 

22. The method of claim 17 wherein the step of verifying 
includes comparing the privilege test criteria data with the 
pre-qualification privilege data prior to granting privilege to 
the Subscriber unit. 

23. The method of claim 17 wherein selecting among 
Subscriber privilege data includes Selecting among privilege 
data for a plurality of Subscriber units from a centralized 
Storage medium and further including providing privilege 
Verification request data and Subscriber identification data, 
and generating the pre-qualification privilege data based on 
the Subscriber identification data. 

24. The method of claim 17 further including: 
requesting the privilege test criteria data; and 
providing confirmation data representing whether the 

pre-qualification privilege data was accepted to grant 
privilege to a Subscriber unit. 

25. A method for granting privilege in a communication 
System employing cryptography based Security comprising: 

providing privilege test criteria data associated with the 
relying unit as part of relying party certificate data; 

Selecting among Subscriber certificate data containing 
privilege data, that matches the privilege test criteria 
data, to generate pre-qualification privilege data Such 
that the pre-qualification privilege data is a Subscriber 
certificate; and 

Verifying that the pre-qualification privilege data matches 
the privilege test criteria data to facilitate Selective 
privilege data transfer for at least one Subscriber. 

26. The method of claim 25 including providing privilege 
confirmation data representing data indicating that the pre 
qualification privilege data matches the privilege test criteria 
data associated with a relying unit. 

27. A method for granting privilege in a communication 
System employing cryptography based Security comprising: 

receiving privilege test criteria data; and 
Selecting among Subscriber certificate data containing 

privilege data, that matches received privilege test 
criteria data, to generate pre-qualification privilege data 
and wherein the pre-qualification privilege data is a 
Subscriber certificate. 

28. A method for granting privilege in a communication 
System employing cryptography based Security comprising: 

providing privilege test criteria data for at least one 
Subscriber unit to a Subscriber; 
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receiving pre-qualification privilege data associated with 29. The method of claim 28 wherein providing privilege 
at least one Subscriber unit wherein the pre- test criteria data includes providing at least one certificate 
qualification privilege data includes the same data as containing the privilege test criteria data. 
the privilege test criteria data; and 30. The method of claim 28 wherein the pre-qualification 

verifying, by the relying unit that the pre-qualification 5 privilege data is included as part of a Subscriber certificate 
privilege data matches the privilege test criteria data to containing Subscriber privilege data. 
facilitate Selective privilege data transfer for at least 
one Subscriber. k . . . . 
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