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FIG. 8

(START DOWNLOAD )

:

SELECT BD-J TITLE (BY USER) ~ 5121

EXECUTE BD-J APP 1 ~ 5122
(ON BD-J VM)

READ AND UPLOAD ID FROM | 5123
DISC (BY BD-J APP 1)

A
DOWNLOAD AND DISPLAY o
ALLOWED PROCESSING LIST [~S1
(BY BD-J APP 2)

SELECT DOWNLOAD CONTENT
FROM ALLOWED PROCESSING[~ 5125
LIST (BY USER)

5126

NO

FREE CONTENT?
5127
¥ -~
EXECUTE BILLING
5128 PROCESSING (BY BD-J APP 2)
_
DOWNLOAD CONTENT L
(BY BD-J AP 3)
(END DOWNLOA[D
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FIG. 9

(" START PLAYBACK )

y
EMPLOY BIND FILE (Binding File)  |~_5141
TO BUILD VIRTUAL FILE SYSTEM (VFS)

SELECT TITLE CORRESPONDING TO  {~_5142
PLAYBACK CONTENT (BY USER)

READ MANAGEMENT DATA (AACS data 3143
ON DISC AND LOCAL STORAGE UNIT TO [~
EXECUTE CORRESPONDING PROCESSING

S144
IS OBTAINED NO

CONTENT PLAIN TEXT? S5
_
VES
ENCRYPT OBTAINED CONTENT
S146
/_/
PLAY OBTAINED CONTENT <
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FIG. 15

@TART CM DOWNLOAD PROCESSIN@

(IN THE CASE OF
DOWNLOADING
LATEST CM, SELECT BD-J TITLE (BY USER) [~ S281
THIS BD-J TITLE
MAY BE SET AS ;
A First Playback TITLE. OBTAIN IDENTIFIER IDg 5982
FROM DISC (BY BD-J APP)

UPLOAD DISC IDENTIFIER (ID 5783
AND CM LIST RECORDED IN LOCAL[ ™
STORAGE UNIT BY CONTENT
PROVIDING DEVICE TO SERVER

5284

|S THERE LATEST CM
WHICH HAS NOT BEEN RECORDED
BY CONTENT PROVIDING DEVICE
IN SERVER?

OUTPUT (DOWNLOAD) LATEST | oogs
CM TO CONTENT PROVIDING
DEVICE

SAVE LATEST CMINLOCAL | _gogg
STORAGE UNIT (BY BD-J APP)

—{END CM DOWNLOAD PROCESSING)
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FIG. 16
( START PLAYBACK )
(THIS IS AN EXAMPLE OF A CASE )
WHEREIN A PlayList HAS BEEN Y
CREATED SO AS TO INEVITABLY READ IN BIND FILE (Binding File) ~—S291
PLAY A CM TITLE BEFORE A MAIN I
PART TITLE. AS FOR ANOTHER
METHOD, A CM MAY BE FILE MAPPING PROCESSING |~ 5292
INEVITABLY PLAYED AS A FIRST T
| PLAYBACK TITLE. )

SPECIFY TITLE TOACTIVATE | _g993
PLAYBACK (BY USER)

S294

IS THERE CONTENT LSCM IN
LOCAL STORAGE UNIT?
$295
L 4
PLAY CM TITLE ON DISC PLAY CM TITLE ON L 5296
LOCAL STORAGE UNIT
v
NORMAL TITLE PLAYBACK ~ (~ 5297

(" ENDPLAYBACK )
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FIG. 25
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CONTENT PROVIDING DEVICE, DATA
PROCESSING METHOD, AND COMPUTER
PROGRAM

CROSS REFERENCES TO RELATED
APPLICATIONS

[0001] The present invention contains subject matter
related to Japanese Patent Application JP 2007-261403 filed
in the Japanese Patent Office on Oct. 4, 2007, the entire
contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to a content providing
device, data processing method, and computer program.
More particularly, the present invention relates to a content
providing device, data processing method, and computer pro-
gram whereby content information and so forth employed by
a client is obtained to manage client information, and a con-
tent is provided based on management information.

[0004] 2. Description of the Related Art

[0005] Various data, such as audio data such as music or the
like, image data such as a movie or the like, game programs,
various types of application programs, or the like (hereafter,
referred to as content) is recorded in a recording medium, e.g.,
an information recording medium (disc), such as a Blu-ray
Disc (registered trademark), DVD (Digital Versatile Disc), or
the like, and this medium can be provided to a user. For
example, a Blu-ray Disc (registered trademark) employing
blue laser is a disc capable of recording with high density, and
can record a mass picture content or the like as high-definition
data, and is employed widely.

[0006] A content stored disc is provided to a user, and the
user can employ various types of playback device such as a
PC (Personal Computer), disc player, or the like to play and
use a content.

[0007] A content is recorded in a disc in a format stipulated
beforehand. In the case of playing the content recorded in a
predetermined format, processing employing a playlist
recorded in a disc as playback order information along with
the content can be performed. The playlist is a list stipulating
the playback order of contents. For example, in a case
wherein

[0008] multiple movie contents 1, 2, 3, and so on, and
[0009] multiple commercial contents a, b, ¢, and so on are
recorded in a disc, a playlist stipulates the playback order of
contents such as

[0010] movie content 1—=commercial a —movie content 2
—commercial b—+movie content 3 —commercial ¢ and so
on, and the content playback order is determined, and play-
back processing is performed. Note that the number of play-
lists is not restricted to one, and a user can select and use a
playlist from multiple playlists.

[0011] For example, in the case of a ROM disc wherein no
new data recording can be performed, a disc stored content is
basically fixed. Even immediately after the disc is provided to
a user, the content of a playback content is not changed even
after a certain period of time elapses. However, there is a case
wherein a content such as a commercial or the like is prefer-
ably changed to the latest commercial or latest preview infor-
mation, for example, after a certain period of time has elapsed
since the disc was provided to the user. Also, even with amain
content such as a movie content or the like, in a case wherein
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an update version such as corrected version, revised version,
or the like has been created after the release of a disc, or the
like, there is a case wherein the update version thereof is
preferably provided to a user. Further, there is a case wherein
data not stored in a disc when the disc was provided, is
preferably provided to the disc possessing user as new addi-
tional data.

[0012] With regard to disc stored data, an arrangement has
been disclosed in Japanese Patent No. 3772023 as the related
art wherein data to be modified in a post-release manner and
additional data and the like are provided to a user from a
server through a network. Japanese Patent No. 3772023 has
disclosed a content using system wherein a link image corre-
sponding to a disc stored content is downloaded from a server
to be stored in a storage unit such as a hard disk of a playback
device, and the downloaded link image is played along with a
disc recorded content. Such a system is employed, whereby a
commercial of the latest version can be obtained from the
server as the above-mentioned link image to subject this to
playback processing.

[0013] However, the arrangement disclosed in Japanese
Patent No. 3772023 is an arrangement wherein link informa-
tion is recorded in a disc beforehand, and a downloaded
content recorded in a hard disk is extracted and played in
accordance with the link information, and is an arrangement
wherein elapsed time since start of playback of a disc
recorded content is measured at the time of playback to con-
trol playback timing, and playback of a disc content is
stopped at predetermined set time to switch to playback of a
downloaded content of the hard disk.

[0014] The arrangement disclosed in Japanese Patent No.
3772023 is an arrangement wherein with a certain content
being provided from the server since release of a disc as a
premise, link information is recorded in the disc under the
premise thereof beforehand. Accordingly, it is not assumed
that post-release data not scheduled at the time of release of a
disc is provided to a user, and it is difficult to provide such data
to the server in a post-release manner to play this instead of a
disc stored content. Also, link information is recorded in the
disc beforehand, which leads to a problem wherein post-
release data is unavailable with a disc where link information
is not recorded. Also, the playback device measures elapsed
time since start of playback of a content, which leads to a
problem wherein burden of the playback device becomes
great.

[0015] Also, the server for executing content providing
processing provides a content by receiving a content request
from a user, but providing content in which the user is unin-
terested, for example, is meaningless.

SUMMARY OF THE INVENTION

[0016] There has been recognized a desire to provide a
content providing device, data processing method, and com-
puter program whereby content information and so forth
employed by a client is obtained to manage client informa-
tion, and a content is provided based on management infor-
mation.

[0017] According to an embodiment of the present inven-
tion, a content providing device serving as a server for execut-
ing content providing processing as to a client, includes: a
data processing unit for executing content providing process-
ing in response to a content request from the client; with the
data processing unit receiving a disc recorded identifier for
identifying a disc or content recorded in the mounted disc of
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the client, and the identification information of at least either
the device identifier of a device on the client side, or the user
identifier of a user on the client side, from the client, accu-
mulating the history information of the disc recorded identi-
fier received from the client in a management database in
increments of devices or users, and analyzing the user’s pref-
erence on the client side to provide a content adapted to the
user’s preference.

[0018] The data processing unit may provide the client with
a bind file (Binding file) including mapping information
between a disc recorded content recorded in the mounted disc
of'the client, and a local storage unit stored content provided
to the client by the content providing device and stored in a
local storage unit of the client; with the mapping information
including information for obtaining a local storage unit stored
content as a playback content to play this based on disc
recorded content information recorded in a playlist at the time
of content playback at the client.

[0019] The data processing unit may receive personal infor-
mation from the client, accumulate the received personal
information in the management database, and employ the
personal information to select a provided content.

[0020] The data processing unit may provide a commercial
content adapted to the user’s preference to the client.

[0021] The data processing unit may provide the client with
a commercial content adapted to the user’s preference, and
mapping information for playing the commercial content
instead of a disc recorded commercial content recorded in the
mounted disc of the client.

[0022] According to an embodiment of the present inven-
tion, a content providing system includes: a client for playing
a disc stored content; and a server for executing content
providing processing as to the client; with, at the time of
playback of a content recorded in a disc, the client executing
a program recorded in the disc, and transmitting to the server
adisc recorded identifier for identifying a disc or content, and
the identification information of at least either the device
identifier of a device on the client side or the user identifier of
auser on the client side, in accordance with the program; and
with the server accumulating the history information of the
disc recorded identifier received from the client in a manage-
ment database in increments of devices or users, and analyz-
ing the user’s preference on the client side to provide a content
adapted to the user’s preference based on the accumulated
information of the management database.

[0023] According to an embodiment of the present inven-
tion, a data processing method executed at a content provid-
ing device serving as a server for executing content providing
processing as to a client, includes: a data processing step
wherein a data processing unit executes content providing
processing in response to a content request from the client;
with the data processing step including the steps of receiving
a disc recorded identifier for identifying a disc or content
recorded in the mounted disc of the client, and the identifica-
tion information of at least either the device identifier of a
device on the client side or the user identifier of a user on the
client side, and accumulating the history information of the
disc recorded identifier received from the client in a manage-
ment database in increments of devices or users, and analyz-
ing the user’s preference on the client side to provide a content
adapted to the user’s preference based on the accumulated
information of the management database.

[0024] The data processing step may further include the
step of: providing the client with a bind file (Binding file)
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including mapping information between a disc recorded con-
tent recorded in the mounted disc of the client, and a local
storage unit stored content provided to the client by the con-
tent providing device and stored in a local storage unit of the
client; with the mapping information including information
for obtaining a local storage unit stored content as a playback
content to play this based on disc recorded content informa-
tion recorded in a playlist at the time of content playback at
the client.

[0025] The data processing step may further include the
step of: receiving personal information from the client, accu-
mulating the received personal information in the manage-
ment database, and employing the personal information to
select a provided content.

[0026] The data processing step may further include the
step of: providing a commercial content adapted to the user’s
preference to the client.

[0027] The data processing step may further include the
step of: providing the client with a commercial content
adapted to the user’s preference, and mapping information for
playing the commercial content instead of a disc recorded
commercial content recorded in the mounted disc of the cli-
ent.

[0028] According to an embodiment of the present inven-
tion, a computer program causing a content providing device
serving as a server for executing content providing processing
as to a client to execute data processing, includes: a data
processing step wherein a data processing unit executes con-
tent providing processing in response to a content request
from the client; with the data processing step including the
steps of receiving a disc recorded identifier for identifying a
disc or content recorded in the mounted disc of the client, and
the identification information of at least either the device
identifier of a device on the client side or the user identifier of
a user on the client side, and accumulating the history infor-
mation of the disc recorded identifier received from the client
in a management database in increments of devices or users,
and analyzing the user’s preference on the client side to pro-
vide a content adapted to the user’s preference based on the
accumulated information of the management database.
[0029] Note that a computer program according to an
embodiment of the present invention is a computer program
which can be provided with a storage medium or communi-
cation medium to be provided to a general-purpose computer
system which can execute various program code in a com-
puter-readable format. Such a program is provided in a com-
puter-readable format, thereby realizing processing corre-
sponding to the program on the computer system.

[0030] Further objects, features, and advantages of the
present invention will become apparent from more detailed
description based on the later-described embodiments of the
present invention and the attached drawings. Note that “sys-
tem” employed in the present specification is a logical group
configuration of multiple devices, and is not restricted to each
component device being within the same housing.

[0031] According to the arrangement of an embodiment of
the present invention, with a content providing device serving
as a server which executes content providing processing as to
a client, a disc recorded identifier for identifying a disc or
content recorded in the mounted disc of the client, and the
identification information of at least of either the device iden-
tifier of a device on the client side or the user identifier of a
user on the client side are received from the client, the history
information of the received disc recorded identifier is accu-
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mulated in a management database in increments of devices
or users, and the preference of the user on the client side is
analyzed based on the accumulated information to provide a
content adapted to the user’s preference. According to the
present arrangement, for example, content which interests a
user, or a commercial, can be selectively provided to the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[0032] FIG. 1 is a diagram for describing the stored data
structure of an information recording medium, and the con-
figuration and processing of a content providing device for
executing playback processing;

[0033] FIG.2 is adiagram for describing a setting example
of'a content management unit for setting to a stored content of
an information recording medium;

[0034] FIG. 3 is a diagram for describing the configuration
of'a CPS unit key file;

[0035] FIG. 4 is a syntax diagram for describing the con-
figuration of a CPS unit key file;

[0036] FIG. 5 is a diagram for describing a content play-
back processing sequence of the content providing device;
[0037] FIG. 6 is a diagram for describing content download
processing of the content providing device;

[0038] FIG. 7 is a diagram for describing a content obtain-
ing processing sequence wherein the content providing
device obtains a content from a server;

[0039] FIG. 8 is a diagram illustrating a flowchart for
describing a content download processing sequence from the
server;

[0040] FIG. 9 is a diagram illustrating a flowchart for
describing a content playback sequence employing a disc
stored content and local storage unit stored content with the
content providing device;

[0041] FIG. 10 is a diagram for describing a specific
example of a bind file (Binding file);

[0042] FIG. 11 is a diagram for describing a content play-
back processing example employing no bind file (Binding
file);

[0043] FIG. 12 is a diagram for describing a content play-

back processing example employing a bind file (Binding file);

[0044] FIG. 13 is a diagram illustrating a flowchart for
describing the building sequence of a virtual file system
(VFS);

[0045] FIG. 14 is a diagram for describing processing for

automatically playing a commercial content;

[0046] FIG. 15 is a diagram illustrating a flowchart for
describing a processing sequence for automatically down-
loading the latest content from the server;

[0047] FIG. 16 is a diagram illustrating a flowchart for
describing a content automatic playback processing
sequence;

[0048] FIG. 17 is a diagram for describing a download
processing example of a commercial content;

[0049] FIG. 18 is a diagram for describing a download
processing example of a program content;

[0050] FIG. 19 is a diagram for describing a download
processing example of a main content, for example, such as
an AV stream which is a movie content, or the like;

[0051] FIG. 20 is a diagram for describing an example of a
playlist file transmitted by the server;

[0052] FIG. 21 is a diagram for describing a download
processing example of usage control information (Usage
Rule);
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[0053] FIG. 22 is a diagram for describing usage control
information (Usage Rule) corresponding to a main content
(Movie Title) such as a movie or the like;

[0054] FIG. 23 is a diagram for describing an example of
usage control information (Usage Rule) corresponding to a
commercial content;

[0055] FIG. 24 is a diagram for describing a processing
example wherein the content providing device obtains a play-
list #1 (PlayList file #1) employed for playback of a main
content (Movie Title #1) from the server.

[0056] FIG. 25 is a diagram illustrating a flowchart for
describing a download processing sequence of a playlist;
[0057] FIG. 26 is a diagram for describing processing for
accessing the server to download a content;

[0058] FIG. 27 is a diagram for describing a specific
example of user management by the server;

[0059] FIG. 28 is a diagram for describing a specific
example of user management by the server;

[0060] FIG. 29 is a diagram for describing a processing
example wherein the server is notified of a user playing a disc
stored content, and the server analyzes the notification infor-
mation to select a provided content;

[0061] FIG. 30 is a diagram for describing a processing
example wherein the server is notified of a user playing a disc
stored content, and the server analyzes the notification infor-
mation to select a provided content;

[0062] FIG. 31 is a diagram for describing the details of the
generation, management, and providing processing as to a
user of a disc stored content and a content for download, in a
case wherein a download content is an encrypted content;
[0063] FIG. 32 is a diagram for describing the details of the
generation, management, and providing processing as to a
user of a disc stored content and a content for download, in a
case wherein a download content is an unencrypted content;
and

[0064] FIG. 33 is a diagram for describing the details of the
generation, management, and providing processing as to a
user of a disc stored content and a content for download, in a
case wherein a download content is a program content.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0065] Description will be made below regarding the

details of a content providing device, content providing sys-

tem, data processing method, and computer program accord-

ing an embodiment of the present invention with reference to

the diagrams. Description will be made in accordance with

the following items.

[0066] 1. Stored Data of Information Recording Medium,
and Overview of Content Providing Device

[0067] 2. Content Download Processing by Content Pro-
viding Device

[0068] 3. Content Playback Processing

[0069] 4. Automatic Download and Automatic Playback
Processing of Content

[0070] 5. Details of Download Processing According to
Content Type

[0071] 6. Download Providing Processing Configuration of
Playlist as to Playlist Unrecorded Disc

[0072] 7. User Management Processing by Server

[0073] 8. Creation and Management Processing of Disc
Stored Content and Download Content

[0074] 1. Stored Data of Information Recording Medium,

and Overview of Content Providing Device
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[0075] First, description will be made regarding a stored
data example of an information recording medium employed
for content playback with a content providing device accord-
ing to the present invention, and an embodiment of the con-
tent providing device. FIG. 1 illustrates a configuration
example of an information recording medium 100 storing a
content, and a content providing device (playback device)
150. Here, an information storing example of a ROM disc
serving as a content stored disc will be shown. The content
providing device 150 is various types of content providing
device, for example, such as a PC, playback dedicated device,
orthe like, and includes a drive 120 for executing data reading
processing from the information recording medium 100.

[0076] Examples ofa ROM disc serving as the information
recording medium (disc) 100 include an information record-
ing medium such as a Blu-ray Disc (registered trademark),
DVD, or the like, and an information recording medium stor-
ing a legal content manufactured in a disc manufacturing
factory under permission of a legal content right holder.

[0077] As shown in FIG. 1, the information recording
medium (disc) stores contents 111, an MKB (Media Key
Block) 112 serving as an encrypted key block generated
based on a tree-structure key distribution method available as
one mode of a broadcast encryption method, a processing
control file 113 including a content ID serving as the identifier
of'a stored content of the information recording medium 100,
a volume ID set as identification information for recording-
medium individual or for each information recording
medium in increments of a predetermined number of discs, a
processing control file 113 including PMSN (Pre-recorded
Media Serial Number) and the like equivalent to a media ID
serving as disc-specific identification information, usage con-
trol information (Usage Rule) 114 including CCI (Copy Con-
trol Information) and the like serving as copying/playback
control information of a content, and a CPS unit key file 115
storing a CPS unit key which is an encryption key set for each
content management unit (CPS unit) serving as a content
usage management increment.

[0078] Note that the present example shows an example
wherein a content management application (BD-Japp 1) 116
is included as program information to be applied to later-
described content download processing. A processing
example employing the content management application
(BD-J app 1) 116 will be described later. Now, overview of
information to be stored in the information recording medium
100 will be described below.

[0079] (1) Contents 111

[0080] Various contents are stored in the information
recording medium (disc) 100. Examples of these contents
include an AV (Audio Visual) stream of a moving image
content such as an HD (High Definition) movie content or the
like which is a high-definition moving image data, game
program, image file, audio data, text data, and Java (registered
trademark) application program.

[0081] Of these contents, for example, a movie content,
which is a main content, is particular AV format standard data,
and is recorded as encrypted data in accordance with the
AACS (Advanced Access Content System) standard which is
content copyright protection technology standard. That is to
say, contents are classified into units (CPS units), and each of
the units is recorded in a disc as an encrypted content to which
aunit key (CPS unit key) corresponding to each unit has been
applied. A CPS unit key file 115 storing a unit key used for
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content decryption, and an MKB (Media Key Block) 112
which is an encrypted key block are recorded in the disc.
[0082] Further, for example, a Java (registered trademark)
application program, game program, image file, audio data,
text data, and so forth are stored in the contents 111 as sub
contents. Some sub contents are data not following a particu-
lar AV data format in some cases.

[0083] The types of contents include various contents such
as music data, image data such as amoving image, still image,
or the like, game program, web content, and so forth along
with a main content and sub content, and these contents
include various modes of information such as content infor-
mation which can be used only with data from the information
recording medium 100, content information which can be
used with a combination between data from the information
recording medium 100 and data provided from the server
connected to a network, and so forth.

[0084] (2) MKB

[0085] The MKB (Media Key Block) 112 is an encrypted
key block generated based on a tree-structured key distribu-
tion method available as one mode of a broadcast encryption
method. The MKB 112 is a key information block whereby a
media key (Km) which is a key used for content decryption
can be obtained only by processing (decryption) based on a
device key (Kd) stored in the content providing device of a
user possessing a valid license. This is a method to which an
information distribution method following a so-called hierar-
chical tree structure has been applied, and only a user device
(content providing device) possessing a valid license enables
obtaining of a media key (Km), and an invalidated (revoked)
user device disables obtaining of a media key (Km).

[0086] A control center for controlling an MKB changes a
device key employed for encryption of key information to be
stored in an MKB, whereby an MKB having a structure can be
generated wherein it is difficult to perform decryption using a
device key stored in a particular user device, i.e., it is difficult
to obtain a media key used for content decryption. Accord-
ingly, an encrypted content which can be decrypted can be
provided to only a device having a valid license while revok-
ing an unauthorized device at arbitrary timing. The details of
content decryption processing will be described later.

[0087] (3) Processing Control File

[0088] The processing control file 113 includes a content
1D serving as the identifier of a stored content of the infor-
mation recording medium 100, a volume ID set as identifica-
tion information for recording-medium individual or for each
information recording medium in increments of a predeter-
mined number of discs, PMSN (Pre-recorded Media Serial
Number) equivalent to a media ID serving as disc-specific
identification information, and so forth. The volume ID is
employed as key generation information to be applied to
content decryption. Such processing will be described later.
[0089] (4) Usage Control Information (Usage Rule)
[0090] The usage control information (Usage Rule) 114
includes, for example, copying/playback control information
(CCI). That is to say, this is copying restriction information
forusage control corresponding to the encrypted contents 111
stored in the information recording medium 100, and play-
back restriction information. This copying/playback control
information (CCI) can be set variously, such as a case wherein
this information is set as CPS unit individual information to
be set as a content management unit, a case wherein this
information is set so as to correspond to multiple CPS units,
or the like.
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[0091] (5) CPS Unit Key File

[0092] The encrypted contents stored in the information
recording medium 100 are, as described above, classified into
CPS units set as content management units, and are encrypted
by an encryption key in increments of units. The content
providing device which executes playback processing distin-
guishes the CPS unit to which a content to be played belongs,
and the content providing device performs decryption pro-
cessing by employing a CPS unit key as an encryption key
corresponding to the distinguished CPS unit. A file storing
data for obtaining this CPS unit key is a CPS unit key file.
Note that content playback employs not only a CPS unit key
but also other various key information, key generation infor-
mation, and so forth. Specific processing regarding these will
be described later.

[0093] FIG. 1 illustrates a simple overview of the configu-
ration of the content providing device 150 which executes
playback processing of a content stored in the information
recording medium 100. The content providing device 150
includes a drive 120 which executes reading processing of
stored data of an information recording medium. The data
read by the drive 120 is input to a data processing unit 151
which executes decryption processing and decoding (e.g.,
MPEG decoding) processing of an encrypted content.
[0094] The data processing unit 151 includes a decryption
processing unit 152 which executes decryption processing of
an encrypted content, and a decoding processing unit 153
which executes decoding (e.g., MPEG decoding) processing.
The decryption processing unit 152 employs various types of
information stored in memory 154, and the data read from the
information recording medium 100 to generate a key
employed for content decryption, thereby executing decryp-
tion processing of the encrypted contents 111.

[0095] The memory 154 is memory made up of ROM and
RAM employed as a program execution area, data storing
area, and so forth, and stores a device key [Kd] employed for
content decryption processing, a program which executes
various processing, and so forth. When decrypting an
encrypted content of the information recording medium 100,
the content providing device 150 generates a key employed
for content decryption based on the data stored in the memory
154, and the data read from the information recording
medium 100, and executes decryption processing of the
encrypted content included in the contents 111. The details of
the decryption processing will be described later.

[0096] Next, description will be made with reference to
FIG. 2 regarding a format example of an encrypted content
included in the contents 111 stored in the information record-
ing medium. As described above, encrypted contents to be
stored in the information recording medium are assigned with
a different key for each unit to realize different usage control
for each unit, and are subjected to decryption processing, and
are stored in the information recording medium. That is to
say, the contents are classified into content management units
(CPS units), subjected to individual encryption processing,
and subjected to individual usage management.

[0097] When using a content, first, the CPS unit key
assigned to each unit is obtained, and further data processing
is executed based on a predetermined decryption processing
sequence by employing other indispensable keys, key gen-
eration information, and so forth to perform playback of the
content. Description will be made regarding the setting mode
of content management units (CPS units) with reference to
FIG. 2.
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[0098] As shown in FIG. 2, contents include a hierarchical
structure of (A) index 210, (B) movie object 220, (C) playlist
230, and (D) clip 240. Upon specifying an index such as a title
or the like to be accessed by a playback application, for
example, a playback program correlated with the fitle is
specified, and a playlist stipulating the playback sequence and
so forth of contents is selected in accordance with the pro-
gram information of the specified playback program.

[0099] A playlist includes play items serving as playback
target data information. According to clip information serv-
ing as a playback section specified with a play item included
in a playlist, an AV stream or command serving as content
actual data is selectively read out, thereby performing play-
back of the AV stream or execution processing of the com-
mand. Note that there are a great number of playlists and play
items, each of which is correlated with a playlist ID and play
item ID serving as identification information, respectively.
[0100] Note that the format shown in FIG. 2 is an encrypted
content format in accordance with the AACS standard, but it
not all of the contents 111 stored in the disc have to be data in
accordance with this format. Various contents other than
encoded data recorded in accordance with this format may be
recorded in a disc, such as a commercial (i.e., advertisement)
content, service content, Java (registered trademark) program
content, and so forth. There is a case wherein such data is
recorded in a disc as an unencrypted content, and a playlist
may be employed for playback of such a content.

[0101] That is to say, all of the settings of the playlists
shown in FIG. 2 illustrate examples of playlists specifying
playback of only an AV stream serving as encrypted data, but
other than these, a playlist stipulating the playback sequence
for alternately playing AV streams in accordance with the
AACS standard and commercial contents which are unen-
crypted data, a playlist for playing one commercial which is
unencrypted data, or the like may be set. Note that, in the case
of a user playing a content, playback is performed by speci-
fying a title, but specifically, one playlist is selected by the
user specifying a title, and one or multiple playback contents
are selected with the selected playlist sequentially, thereby
performing playback.

[0102] FIG. 2 illustrates two CPS units of encrypted con-
tents included in the contents 111 recorded in the disc 100.
These make up a part of contents stored in the information
recording medium. A CPS unit 1 (271) and CPS unit 2 (272)
are each CPS units set as a unit including a title serving as an
index, a movie object serving as a playback program file, a
playlist, and a clip including an AV stream file serving as
content actual data.

[0103] The content management unit (CPS unit) 1 (271)
includes a title 1 (211), atitle 2 (212), playback programs 221
and 222, playlists 231 and 232, and clips 241 and 242, AV
stream data files 261 and 262 which are content actual data
included in the two clips 241 and 242 are at least data to be
encrypted, and essentially are set as data encrypted by
employing a CPS unit key (Kul) which is an encryption key
set in a correlated manner with the content management unit
(CPS unit) 1 (271).

[0104] The content management unit (CPS unit) 2 (272)
includes an application 1 (213), a playback program 224, a
playlist 233, and a clip 243, and an AV stream data file 263
which is content actual data included in the clip 243 is
encrypted by employing a CPS unit key (Ku2) which is an
encryption key set in a correlated manner with the content
management unit (CPS unit) 2 (272).
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[0105] For example, in order for the user to execute an
application file or content playback processing correspond-
ing to the content management unit 1 (271), the user should
obtain the unit key (Kul) serving as an encryption key set in
a correlated manner with the content management unit (CPS
unit) 1 (271). In order to execute an application file or content
playback processing corresponding to the content manage-
ment unit 2 (272), the user should obtain the unit key (Ku2)
serving as an encryption key set in a correlated manner with
the content management unit (CPS unit) 2 (272).

[0106] The specific structure of a CPS unit key file will be
described with reference to FIGS. 3 and 4. FIG. 3 shows the
structure of a CPS unit key file as a table, and FIG. 4 is a
syntax diagram showing an actual file data structure. As
shown in FIG. 3, CPS unit key files are classified for each
piece of index information such as titles, thereby providing a
data structure with which the content management unit num-
ber (CPS unit number) and encrypted CPS unit key [Kun]
corresponding to each index are correlated.

[0107] The content providing device 150 which executes
content playback obtains the corresponding CPS unit key
based on the unit number (CPS unit number) set to each CPS
unit to execute decryption processing of the CPS unit which is
an encrypted content. FIG. 4 is a syntax diagram showing the
data structure corresponding to the CPS unit key file shown in
FIG. 3.

[0108] Next, description will be made regarding the play-
back processing sequence of an encrypted content with the
content providing device 150 with reference to FIG. 5. The
encrypted content is an encrypted content obtained by being
subjected to encryption in increments of CPS units as
described above.

[0109] The content providing device 150 reads various
types of information from the disc 100, and executes decod-
ing processing of the encrypted content based on the unit key
(Ku) generated by key generation processing employing the
read data and a device key 281 possessed by the content
providing device 150.

[0110] First, the content providing device 150 reads out the
device key (Kd) 281 stored in the memory. The device key
281 is a secret key stored in a content providing device which
received a license relating to content usage.

[0111] Next, in step S11, the content providing device 150
executes decryption processing of the MKB 112 stored in the
disc 100 by employing the device key 281 to obtain the media
key Km. The media key Km is encrypted and stored in the
MKB 112.

[0112] Next, in step S12, the content providing device 150
generates a title key generation key Ke (embedded Key) using
encryption processing based on the media key Km obtained
by the MKB processing in step S11, and a volume 1D (e.g.,
recorded in the processing control file 113) read from the disc
100. This key generation processing is executed as process-
ing, for example, in accordance with the AES encryption
algorithm.

[0113] Next, in step S13, the content providing device 150
executes unit key data processing such as encryption process-
ing (AES_H) or the like based on encrypted CPS unit key
[Kun] obtained from the title key generation key Ke (embed-
ded Key) and the CPS unit key file 115 (see FIGS. 3 and 4)
read from the disc 100 to obtain a title key Kt.

[0114] Next, in step S14, the content providing device 150
generates a unit key Ku using encryption processing (AES_
H)based on the title key Kt, and the usage control information
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114 read from the disc 100, and in step S15, subjects the
encrypted content read from the disc 100 to decryption pro-
cessing (e.g., AES_D) employing the unit key.

[0115] Next, in step S16, the content providing device 150
executes indispensable decoding processing, for example,
such as MPEG decoding, decompression, descrambling, or
the like, to obtain a content 282. The decryption and playback
processing sequence of the encrypted content has thus ended.

[0116] 2. Content Download Processing by Content Pro-
viding Device
[0117] The content providing device can perform not only

playback of a content recorded in a disc but also playback
processing by obtaining a content (download content), for
example, from a server connected thereto through a network,
and employing both of this download content and an infor-
mation recording medium stored content.

[0118] Description will be made regarding an external con-
tent obtaining processing configuration with reference to
FIG. 6. The content providing device 150 shown in FIG. 6 is
the same device as the content providing device 150 shown in
FIG. 1. In FIG. 1, the data processing unit 151, memory 154,
and drive 120 are illustrated as the configuration employed
for playback of a content from the information recording
medium, but the content providing device 150 further
includes, for example, a local storage unit 155 made up of a
hard disk or flash memory or the like, a communication
interface 156 for executing communication through a net-
work, and a display unit 157 for displaying a content and
content information, and further providing a U1 function serv-
ing as a user input unit.

[0119] The content providing device 150 obtains a sub con-
tent which is available along with playback of a content stored
inthe disc 100, for example, such as caption data or dubbed-in
data, commercial content, service content, program such as
Java (registered trademark) or the like, and additionally, ser-
vice data corresponding to the content stored in the disc 100,
and so forth through servers 191 and 192 ina case wherein the
content stored in the disc 100 is a movie content, and stores
the obtained data, for example, in the local storage unit 155
made up of a hard disk, memory, or the like. When recording
post-release data, the data processing unit 151 generates or
updates the management table in which management infor-
mation relating to the post-release data has been stored to
record this in the local storage unit 155.

[0120] The post-release data to be stored in the local stor-
age unit 155 is data obtained or generated corresponding to
any of the stored content of the disc 100, and is stored in the
local storage unit 155 at the time of playback processing of
the stored content of the disc 100, and playback of the post-
release data selected by the user can be executed along there-
with. With this playback processing, under the control of the
data processing unit 151, a VFS (Virtual File System) in
which a disc stored content and a local storage unit stored
content such as a hard disk are integrated is built, thereby
performing playback processing. According to this playback
processing based on this VFS, the same playback can be
performed as playback processing as it were from one
medium.

[0121] Itisindispensable to obtain a content from the server
before the content playback processing employing a disc
stored content and a local storage unit stored content is per-
formed. An example of'this content obtaining processing will
be described with reference to FIG. 7. The content obtaining
processing may be performed with various processing modes.
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The example shown in FIG. 7 is a processing example thereof,
and is a processing example wherein three content manage-
ment applications are combined and employed, thereby
obtaining a content.
[0122] With the processing example shown in FIG. 7, the
following three content management applications are
employed.
[0123] (1) Firstcontent management application (BD-J app
1) 301 recorded in the disc 100
[0124] (2) Second content management application (BD-J
app 2) 331 (=322) provided to the content providing device
150 from the server 191
[0125] (3) Third content management application (BD-J
app 3) 332 (=323) provided to the content providing device
150 from the server 191
[0126] Note that [BD-J app n] represents a Java (registered
trademark) application to be applied to a Blu-ray Disc (reg-
istered trademark) which is a recording/playback disc
employing blue laser. With the following embodiment, an
example employing a Java (registered trademark) application
to be applied to a Blu-ray Disc (registered trademark) as a
content management application will be described, but the
present invention may be employed with an information
recording medium other than a Blu-ray Disc (registered
trademark), and also a program employed as a content man-
agement application may be a program other than a Java
(registered trademark) program.
[0127] First, description will be made regarding processing
executed by these three content management applications.

[0128] (1) First Content Management Application (BD-J
app 1)
[0129] This first content management application (BD-J

app 1) is an application to be executed before connection with
the server, and executes the following processing.

[0130] (a) Processing for confirming whether to execute
download with a user

[0131] (b) Processing for confirming whether the playback
device (content providing device) can handle network con-
nection and AACS online functions

[0132] (c) Processing for providing a URL to be accessed
[0133] (d) Update processing of management data (org_id,
disc_id) of the local storage unit, and data relating to AACS

[0134] (e) Accounting processing (optional)

[0135] (2) Second Content Management Application
(BD-I app 2)

[0136] This second content management application (BD-J

app 2) is an application obtained from the server and
executed, and executes the following processing.

[0137] (a)Processing for allowing a user to select a product
(download data)

[0138] (b) Processing for informing the server of the prod-
uct selected by a user

[0139] (c) Accounting processing (optional)

[0140] (3) Third Content Management Application (BD-J
app 3)

[0141] This third content management application (BD-J

app 3) is an application obtained from the server and
executed, and is executed at the time of recording download
data in the local storage unit, and executes the following
processing.

[0142] (a) Processing for recording an AV-related file (con-
tent to be played) in the local storage unit in a state usable with
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avirtual file system (VFS) for setting a disc stored content and
local storage unit stored content as one virtual media stored
content

[0143] (b) Processing for recording an AACS-related file
(management file) in the local storage unit in a state usable
with a VFS

[0144] Thus, the processing of each application is special-
ized, and an arrangement is employed wherein each applica-
tion is obtained from a disc or the server as appropriate,
whereby flexibility such as application update processing or
the like increases, a more ease-to-use environment and
advanced service can be provided.

[0145] Note that these respective content management
applications (BD-J app n) are executed with the data process-
ing unit 151 of the content providing device 150, i.e., a data
processing unit including a CPU or the like having a program
executing function, and perform the above-mentioned pro-
cessing. For example, these applications are executed with a
VM (Virtual Machine) which the data processing unit 151 of
the content providing device 150 sets as a program execution
area.

[0146] The processing sequence of the present processing
example will be described with reference to FIG. 7. First, the
content management application (BD-J app 1) 321 (=301)
recorded in the disc (ROM disc) 100 is activated. Note that the
activation processing of the content management application
(BD-J app 1) 321(=301) is performed with title selection in
the same way as with the content playback processing. As for
the user side processing, title specification processing similar
to the case of playing a movie content activates the content
management application (BD-J app 1) 321 (=301).

[0147] According to the content management application
(BD-J app 1) 321 activated with title selection by the user, in
step S101 the content providing device 150 obtains, for
example, a processing control file 302 of the disc 100, reads a
content ID, volume ID, and PMSN which is a serial number
equivalent to a media ID, and transmits the disc recording IDs
thereof, and identification information of at least one of a user
ID and content providing device ID to the server 191 for
performing content (download content) providing process-
ing. Note that what kind of identification information is trans-
mitted to the server 191 can be set by the server 191 side
arbitrarily. For example, the content management application
(BD-Japp 1) 321 (=301) is set as an application wherein the
transmission sequence of the identification information used
for the server 191 side is set as a program.

[0148] In step S102, the server 191 generates an allowed
processing list, which is a list of processing which the user
(content providing device 150) is allowed to perform, based
on the identification information included in the received
data, e.g., a content ID or user 1D, selects the content man-
agement application (BD-J app 2) 331 to provide this to the
content providing device 150. The server 191 holds, for
example, content usage condition information corresponding
to a content ID or user ID, and selects the content manage-
ment application (BD-J app 2) 331 which executes processing
corresponding to the content ID or user ID based on that
information to provide this to the content providing device
150.

[0149] The content providing device 150 executes process-
ing to which the content management application (BD-J app
2) 322 (=331) received from the server 191 has been applied.
The content providing device 150 displays the allowed pro-
cessing included in the content management application
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(BD-J app 2) 322 on the display unit of the content providing
device, and in step S103, the user performs, for example,
selection of a download content.

[0150] Based on this selection the content providing device
150 executes settlement processing by transferring settlement
data 330 to the server 191. The content providing device 150
displays a settlement screen on the display unit of the content
providing device, and the user inputs data used for settlement,
such as a credit card and so forth, on the settlement screen,
and the content providing device 150 transmits this to the
server 191. Next, in step S104, the server 191 allows process-
ing to transmit permission information to the content provid-
ing device 150.

[0151] Instep S104, the server 191 transmits data including
a content 334, management data 333, and bind file (Binding
file) 335 to be provided to the content providing device 150,
and content management application (BD-J app 3) 332 for
executing recording processing to the content providing
device 150. Note that it is desirable to provide an arrangement
for appending the signature of the server 191 to those data to
enable tampering verification.

[0152] The content providing device 150 performs signa-
ture verification at the time of execution of the content man-
agement application (BD-J app 3) 323 (=332) received from
the server 191, and performs processing for confirming that
the received data is valid data without tampering. As a con-
dition that validity has been confirmed, in step S105, the
content providing device 150 records the content 334, man-
agement data 333, and bind file (Binding file) 335 in the local
storage unit 155. As a result of this, the management data 341,
content 342, and bind file (Binding file) 343 are recorded in
the local storage unit 155.

[0153] Note that the management data (AACS data) 341
(=333) is management data which the AACS (Advanced
Access Content System) stipulates which is a specification
management system relating to content copyright protection
art, and in a case wherein the content 334 provided by the
server 191 is an encrypted content, the management data 341
(=333) includes a CPS unit key storing a key (CPS unit key)
to be applied to decryption thereof, and is further made up of
data including usage control information corresponding to a
provided content, an MKB (Media Key Block) which is an
encryption key block storing a media key for obtaining a CPS
unit key, and so forth.

[0154] The bind file (Binding file) 343(=335), which is a
file provided to the content providing device 150 by the server
191, is a file storing mapping information used for building of
a virtual file system (VFS) which the content providing
device 150 builds at the time of playing the content 342
(=334) stored in the local storage unit 155 of the content
providing device 150 along with the stored content of the
information recording medium (disc) 100. The mapping
information is information which allows a user to obtain a
local storage unit stored content using disc recorded content
information recorded in a playlist as a playback content.
[0155] Employingthe mapping information recorded in the
bind file (Binding file) 343 (=335) enables a part of a disc
stored content to be replaced with a download content
recorded in the local storage unit 155 to play the download
content, for example, at the time of employing a playlist
recorded in the disc 100 to perform playback of a content.
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[0156] Specifically, for example, in a case wherein the fol-
lowing contents are recorded in a disc

[0157] multiple movie contents 1, 2, 3, and so on,

[0158] multiple commercial contents a, b, ¢, and so on, and
a playlist stipulates the following playback order of

[0159] movie content 1 —commercial a—movie content 2
—commercial b—+movie content 3 —commercial ¢, and so
on, processing for replacing the commercials a, b, and ¢ with
download contents downloaded from the server 191 and
recorded in the local storage unit 155 to play the download
contents, and processing for playing a new additional content
downloaded from the server 191, can be performed.

[0160] That is to say, in a case wherein the following con-
tents are recorded in the local storage unit 155 as download
contents downloaded from the server 191 and recorded in the
local storage unit 155

[0161] commercial x,
[0162] commercial y, and
[0163] commercial z,

avirtual file system (VES) is built by employing the mapping
information recorded in the bind file (Binding file) 343
(=335), and playback is performed by employing the same
playlist, playback processing can be performed by replacing
as follows:

[0164] movie content 1 —commercial x—movie content 2
—commercial y—=movie content 3 —next provided content
preview information—commercial z, and so on.

[0165] Note that a specific example and usage example of a
bind file (Binding file) will be described later in detail.
[0166] Description will be made with reference to the flow-
chart shown in FIG. 8 regarding the content download pro-
cessing sequence from the server described with reference to
FIG. 7.

[0167] First, in step S121, a title is selected, which is for
specifying an application program (BD-J) for downloading a
content. This processing is executed by the a user employing
the content providing device 150.

[0168] Next, in step S122, an application program (BD-J
app 1) read from the disc 100 is executed by a user’s specifi-
cation. As described above, as for processing on the user side,
the content management application (BD-J app 1) is activated
by the same title specification processing as in the case of
playing a movie content. The application (BD-J app 1) is
executed at a VM (Virtual Machine) set as a program execu-
tion area in the content providing device 150.

[0169] Next, in step S123, the application (BD-J app 1)
obtains, for example, a processing control file of the disc 100,
and obtains a content ID, volume ID, and PMSN which is a
serial number equivalent to a media 1D, and uploads (trans-
mits) these to the server 191 for performing providing pro-
cessing such as a sub content or the like. Note that, as
described above, a transmission identifier may be set vari-
ously, such as one of these disc recorded identifiers, user
identifier, content providing device identifier, or a combina-
tion of these, or the like. This processing is executed in accor-
dance with the application program (BD-J app 1).

[0170] Next, in step S124, the allowed processing list
included in the content management application (BD-J app 2)
is displayed on the display unit of the content providing
device as processing to which the content management appli-
cation (BD-J app 2) received from the server 191, and in step
S125, the user selects a download content.

[0171] Next, in step S126, the content management appli-
cation (BD-J app 2) determines whether the content selected
by the user is a pay content or free content, and in the case of
apay content, the processing proceeds to step 127, where the
content management application (BD-J app 2) executes
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settlement processing by transferring of settlement data 331
to/from the server 191. The content management application
(BD-I app 2) displays a settlement screen on the display unit
of the content providing device, the user inputs data used for
settlement of a credit card or the like in the settlement screen,
and the content management application (BD-J app 2) trans-
mits this to the server 191.

[0172] In a case wherein such settlement processing has
ended, or a case wherein the content selected by the user is a
free content, the processing proceeds to step S128, where the
content providing device 150 executes the content manage-
ment application (BD-J app 3) received from the server 191,
and records a content, management data, and bind file (Bind-
ing file) in the local storage unit 155. Downloading of the
content has been completed by the above processing.

[0173] 3. Content Playback Processing

[0174] Next, description will be made with reference to the
flowchart shown in FIG. 9 regarding content playback pro-
cessing executed by the content providing device 150, i.e.,
processing sequence for playing a stored content of the disc
100 and a download content stored in the local storage unit
155.

[0175] The flow shown in FIG. 9 is executed under the
control of the data processing unit 151 of the content provid-
ing device 150.

[0176] First, in step S141, the data processing unit 151
builds a virtual file system by employing a bind file (Binding
file) obtained from the server and stored in the local storage
unit 155. A virtual file system (VFES) is a virtual file system
which is set such that multiple storage contents of different
storage portions are integrated, thereby enabling the same
playback as that of playback processing as if from one
medium.

[0177] With the present example, a VES is built wherein a
stored content of the disc 100 and a stored content of the local
storage unit 155 are integrated. A bind file (Binding file)
obtained from the server and stored in the local storage unit
155 is employed at the time of building this VFS.

[0178] A specific example of a bind file (Binding file) will
be described with reference to FIG. 10. As shown in FIG. 10,
abind file (Binding file) is set as the corresponding data of the
following data.

[0179] (a) The file name of a content entity (download
content), and

[0180] (b) A playback specified content file name on a
playlist

[0181] (a) The file name of a content entity (download
content) is the file name of a download content which the
content providing device 150 obtains by download process-
ing from the server 191 and stored in the local storage unit
155.

[0182] (b) A playback specified content file name on a
playlist is the file name of a playback content recorded in a
playlist employed in the case of performing playback of a
content. This file name corresponds to the file name of a
content recorded in the disc 100.

[0183] Content playback processing is performed by
sequentially selecting contents described in the playlist
selected with the title specified by the user.

[0184] In a case wherein a playback specified content file
name recorded in a playlist is recorded as “(b) a playback
specified content file name on a playlist” of a bind file (Bind-
ing file), the virtual file system (VFS) is set so as to select “(a)
the file name of a content entity (download content)” recorded
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in a manner corresponding to “(b) the playback specified
content file name on a playlist” thereof as a playback content.
That is to say, the virtual file system (VFS) is built as a file
system holding mapping information.

[0185] In a case wherein the VFS is searched with a disc
stored file name recorded in a playlist as a search key, the
content providing device 150 employs a virtual file system
(VFS) including mapping information, thereby obtaining a
file name (download content) of the local storage unit based
on the mapping information as search result, and accordingly,
the file of the local storage unit can be obtained and played.

[0186] In a case wherein a playback specified content file
name recorded in a playlist is not recorded as “(b) a playback
specified content file name on a playlist” of a bind file (Bind-
ing file), the virtual file system (VFS) is set such that the
playback specified content file name recorded in the playlist
is set as is as a playback content. This content is a content
recorded in the disc 100.

[0187] Thus, the mapping information of a bind file (Bind-
ing file) is mapping information for performing playback of a
download content instead of playback of a content recorded in
the disc. The data processing unit 151 of the content providing
device 150 performs VFS building processing employing a
bind file (Binding file) at the time of building a virtual file
system (VFS) in step S141 in the flow shown in FIG. 9,
thereby building a virtual file system (VFS) including map-
ping information.

[0188] Next, in step S142, the user performs input of speci-
fication information of a playback content, i.e., selection of a
title. A title is employed as information for selecting a certain
playlist. Next, in step S143, the data processing unit 151 of the
content providing device 150 executes selection of the play-
back content based on the content name described in the
playlist selected in accordance with the specified title. This
selection of the playback content is performed based on the
virtual file system (VFS) built in step S141. That is to say, this
VFSisaVFS builtby employing a bind file (Binding file), and
the content of which the mapping information is recorded in
the bind file is obtained not from the disc but from the local
storage unit.

[0189] In step S144, the data processing unit 151 of the
content providing device 150 determines whether or not the
obtained content is an encrypted content, and in the case of the
encrypted content, in step S145, executes content decryption
processing. This processing is processing previously
described with reference to FIG. 5. After completion of
decryption of the content, or in a case wherein the obtained
content is an unencrypted content, the processing proceeds to
step S146 without decrypting the content, where the content
is played.

[0190] Thus, the data processing unit 151 of the content
providing device 150 executes content obtaining processing
employing the mapping information for obtaining a local
storage stored content as a playback content employing disc
recorded content information recorded in the playlist, thereby
playing the local storage unit stored content instead of the disc
recorded content specified with the playlist.

[0191] With the content providing device according to an
embodiment of the present invention, in a case wherein a
content name which is recorded in a playlist as a content to be
played is recorded as “(b) a playback specified content file
name on a playlist” of a bind file (Binding file), an arrange-
ment is made wherein “(a) the file name of a content entity
(download content)” recorded in a manner corresponding to
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“(b) the playback specified content file name on a playlist”
thereof is selected as a playback content to play this. Accord-
ingly, for example, as described above, in a case wherein the
following contents are recorded in a disc

[0192] multiple movie contents 1, 2, 3, and so on,

[0193] multiple commercial contents a, b, ¢, and so on, and
a playlist stipulates the following playback order of

[0194] movie content 1 —commercial a—movie content 2
—commercial b—movie content 3 —commercial ¢, and so
on, playback wherein the commercials a, b, and ¢ are replaced
with download contents downloaded from the server 191 and
recorded in the local storage unit 155, i.e.,

[0195] commercial x,
[0196] commercial y, and
[0197] commercial z,

playback processing can be performed by replacing the con-
tents as follows:

[0198] movie content 1 —commercial x—movie content 2
—commercial y—>movie content 3 —commercial z, and so
on.

[0199] Thus, the mapping information recorded in the bind
file (Binding file) is employed to build a virtual file system
(VES), thereby executing playback of a new download con-
tent without changing the data of the playlist.

[0200] Description will be made regarding specific
examples of a content playback processing example in the
case of employing no bind file (Binding file), and a content
playback processing example in the case of employing a bind
file (Binding file) with reference to FIGS. 11 and 12.

[0201] FIG. 11 illustrates a content playback example in the
case of employing no bind file (Binding file). In step S201, the
content providing device 150 on which the disc 100 is
mounted presents a title list employed for specifying a play-
back content to the user. For example, a title list is displayed
on the display unit of the content providing device 150.
[0202] Instep S202,theuserselects atitleto beplayed from
the title list. In accordance with the selected title the content
providing device 150 selects the playlist correlated with the
title. Note that the title information and playlist are informa-
tion recorded beforehand in the disc 100. A case is shown here
wherein the user desires playback of a commercial content
[CM#1] recorded in the disc 100, and a playlist in which only
the commercial content [CM#1] is recorded as a playback
content is selected and played.

[0203] A content name serving as content specification
information is recorded in a playlist. In this case, the filename
of the commercial content [CM#1] recorded in the disc 100 is
recorded in the playlist, and in step S203 the content provid-
ing device 150 obtains the commercial content [CM#1] from
the disc 100 based on the recorded information of the playlist
to perform playback processing.

[0204] FIG. 12 illustrates a content playback example in the
case of employing a bind file (Binding file). The content
providing device 150 stores a commercial content [CM#3]
352 downloaded from the server, and a bind file (Binding file)
351 in the local storage unit 155.

[0205] The content providing device 150 on which the disc
100 is mounted builds a virtual file system (VFS) in step
S221. Processing employing the mapping information (see
FIG. 10) of a bind file (Binding file) is performed at the time
of’building this VFS. That is to say, in a case wherein a content
name which is recorded in a playlist as a content to be played
is recorded as “(b) a playback specified content file name on
a playlist” of a bind file (Binding file), a VFS is built so as to
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set “(a) the file name of a content entity (download content)”
recorded in a manner corresponding to “(b) the playback
specified content file name on a playlist” thereof as an access
content.

[0206] Next, instep S222, the content providing device 150
presents a title list employed for specifying a playback con-
tent to the user. For example, a title list is displayed on the
display unit ofthe content providing device 150. In step S223,
the user selects a title to be played from the title list. In
accordance with the selected title, the content providing
device 150 selects the playlist correlated with the title. Note
that the title information and playlist are information
recorded beforehand in the disc 100. A case is shown here
wherein the user desires playback of a commercial content
[CM#3], and a playlist in which only the commercial content
[CM#3] is recorded as a playback content is selected and
played.

[0207] A content name serving as content specification
information is recorded in a playlist. In this case, the file name
of the commercial content [CM#3] 350 recorded in the disc
100 is recorded in the playlist. The content providing device
150 obtains the set content of the virtual file system (VFS) in
accordance with the file name recorded in the playlist.
[0208] The virtual file system (VFS) records the file name
of the local storage unit 155 by mapping processing as the
access destination of the content name [CM3] recorded in the
playlist. That is to say, the VFS specifies the download con-
tent [CM3] 352 as a content access destination. In step S224,
in accordance with the virtual file system (VES) set in accor-
dance with such mapping information, the data processing
unit 151 of the content providing device 150 obtains the
commercial content [CM#3] 352 downloaded from the local
storage unit 155 to perform playback processing.

[0209] Note that building of a virtual file system (VFS) is
performed prior to title specification processing by the user.
For example, virtual file system (VFS) building processing is
performed at the time of the disc 100 being mounted on the
content providing device. Description will be made regarding
virtual file system (VFS) building sequence with reference to
FIG. 13.

[0210] Upon detecting that the disc being mounted on the
content providing device, in step S251 the content providing
device determines whether or not there is a bind file (Binding
file) corresponding to a disc in the local storage unit. Various
discs are mounted on the content providing device, and the
identifier of each disc is recorded in a bind file (Binding file)
recorded in the local storage unit in a correlated manner.
[0211] Specifically, in a case wherein the directory corre-
sponding to each disc is set in the local storage unit, and there
is a bind file (Binding file) corresponding to each disc thereof,
the bind file (Binding file) is recorded in the directory thereof.
The content providing device verifies whether or not a bind
file (Binding file) is recorded in the directory corresponding
to the mounted disc.

[0212] In a case wherein no bind file (Binding file) is
recorded in the directory corresponding to the mounted disc,
the processing proceeds to step S252, where a file system
employing no bind file (Binding file) is built, and content
playback employing the file system built in step S254 is
performed.

[0213] On the other hand, in a case wherein determination
is made in step S252 that a bind file (Binding file) is recorded
in the directory corresponding to the mounted disc, the pro-
cessing proceeds to step S253, where a file system employing
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a bind file (Binding file) is built, and content playback
employing the virtual file system built (VFS) in step S254 is
performed.

[0214] Processing employing the mapping information of
bind file (Binding file) (see FIG. 10) is performed at the time
of building a VFS in step S253. That is to say, in a case
wherein a content name which is recorded in a playlist as a
content to be played is recorded as “(b) a playback specified
content file name on a playlist” of a bind file (Binding file), a
VFS isbuiltso as to select “(a) the file name of a content entity
(download content)” recorded in a manner corresponding to
“(b) the playback specified content file name on a playlist”
thereof as a playback content.

[0215] Thatisto say, the virtual file system (VFS) is built as
a file system holding mapping information. In the case of
having searched with a disc stored file name recorded in a
playlist as a search key, the virtual file system (VFS) holding
mapping information is configured to present the search
result with the file name (download content) of the local
storage unit mapped form the file name thereof as an access
destination, and the content providing device employs the
VFS holding this mapping information to enable the file of the
local storage unit determined with the local storage unit
stored file name mapped from a recorded file name of the
playlist to be obtained and played.

[0216] In step S255, determination is made whether or not
switching of a title by the user has occurred, and in a case
wherein switching of a title has occurred, the processing
returns to step S251, where the processing is repeated. This is
because there is a case wherein a newer bind file (Binding file)
than the bind file (Binding file) read the last time has down-
loaded during playback processing, and in such a case, a
virtual file system (VFS) is rebuilt employing the new bind
file (Binding file). Note that an arrangement may be made
wherein multiple bind files (Binding files) as to one disc are
stored by appending version numbers to local storage units, or
an arrangement may be made wherein a new bind file (Bind-
ing file) is overwritten on an old bind file (Binding file).
[0217] 4. Automatic Download and Automatic Playback
Processing of Content

[0218] As described above, with the content playback pro-
cessing employing mapping information, a playback content
is selected with a content name described in a playlist. In a
case wherein a content name recorded in the playlist at this
time is recorded in a bind file (Binding file) as “(b) a playback
specified content file name on the playlist”, “(a) the file name
of a content entity (download content)” stipulated with the
mapping information by the bind file (Binding file) is selected
as a playback content.

[0219] For example, in a case wherein the download con-
tent from the server is a commercial content, and this com-
mercial content is recorded in the local storage unit, whereby
the commercial content recorded in the local storage unit can
be played in a sure manner by employing a particular playlist.
[0220] Description will be made regarding processing for
automatically playing a commercial content obtained from
the server and stored in the local storage unit 155 with refer-
ence to FIG. 14. The content providing device 150 stores the
commercial content [CM#3] 352 downloaded from the
server, and the bind file (Binding file) 351 in the local storage
unit 155.

[0221] The content providing device 150 on which the disc
100 is mounted builds a virtual file system (VFS) in step
S271. Processing employing the mapping information (see
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FIG. 10) of a bind file (Binding file) is performed at the time
of'building a VFS. That is to say, in a case wherein a content
name which is recorded in a playlist as a content to be played
is recorded as “(b) a playback specified content file name on
a playlist” of a bind file (Binding file), a VFS including
mapping information is built so as to select “(a) the file name
of'a content entity (download content)” recorded in a manner
corresponding to “(b) the playback specified content file
name on a playlist” thereof as a playback content.

[0222] Next, the user specifies automatic playback in step
S272. In accordance with this specification, the content pro-
viding device 150 selects a playlist for automatic playback
processing set as a default beforehand. Note that the playlist
is information recorded beforehand in the disc 100. With this
playlist for automatic playback, the commercial content
[CM#3] is recorded as the first playback content.

[0223] The file name of the commercial content [CM#3] is
recorded in the playlist as content specification information.
The content providing device 150 obtains the content set by
the virtual file system (VFS) in accordance with the file name
recorded in the playlist.

[0224] An arrangement is made wherein the virtual file
system (VFS) specifies not a file of the disc but a file of the
local storage unit as the access destination of the content
name [CM3] recorded in the playlist. That is to say, an
arrangement is made wherein a file name of the local storage
unit 155 is specified as an access destination by mapping
processing. That is to say, the virtual file system (VFS) speci-
fies the download content [CM3] 352 stored in the local
storage unit 155 as an access destination. In step S273, in
accordance with such a virtual file system (VFS) including
mapping information, the data processing unit 151 of the
content providing device 150 obtains the commercial content
[CM#3] 352 downloaded from the local storage unit 155 to
perform playback processing.

[0225] Note that the basic sequence of content download
processing has been described with reference to the flowchart
shown in FIG. 8, but with the processing described with
reference to FIG. 8, first, the basic sequence has been
described as a processing example wherein a list of contents
which can be presented from the server to the user side is
presented, and the user selects a content to be downloaded
from the list. However, for example, in the case of estimating
a situation wherein commercial contents are updated periodi-
cally, or the like, the server which provides commercial con-
tents desires to present the latest commercial content to the
user constantly to play this with the content providing device
on the user side in a sure manner. Description will be made
below regarding content automatic download processing and
playback sequence example corresponding to such a request.

[0226] First, description will be made with reference to the
flowchart shown in FIG. 15 regarding processing sequence
for downloading the latest content from the server automati-
cally. Note that FIG. 15 is an example with a commercial
content as a download content.

[0227] First, in step S281, the user selects an application
program (BD-J app) for performing downloading ofa content
using a title. This processing is executed by the user employ-
ing the content providing device 150. Next, in step S282, the
content providing device 150 executes the application pro-
gram (BD-J app) read from the disc 100 by the specification
of the user to obtain the identifier of an ID corresponding to
the disc, e.g., at lead one identifier of a content ID, volume ID,
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and PMSN which is a serial number equivalent to a media ID,
which are recorded in a processing control file.

[0228] Next, in step S283, the application program (BD-J
app) uploads the identifier (ID) corresponding to the disc
recorded in the disc obtained in step S282, and a list of the
commercial contents which the content providing device 150
stores in the local storage unit 155. The application program
(BD-J app) includes a program for executing processing for
generating a list of the commercial contents stored in the local
storage unit 155 to transmit this to the server, and the data
processing unit of the content providing device executes pro-
cessing in accordance with this application program.

[0229] Step S284 and step S285 are processing on the
server side, and in step S284, the server confirms whether or
not the server side holds a commercial content stored in the
disc, and a commercial content to be provided to the user
other than the commercial contents stored in the local storage
unit based on the disc recording identifier (ID) and commer-
cial content list received from the content providing device.
[0230] In acase wherein the server holds no new commer-
cial content to be provided to the user, the processing is ended.
In a case wherein the server holds a new commercial content
to be provided to the user, in step S285 the server transmits the
latest commercial content to the content providing device on
the user side. At this time, the server also transmits a bind file
(Binding file) recording mapping information and a playlist
file as appropriate.

[0231] Step S286 is processing of the content providing
device on the user side, and the content providing device
stores the commercial content received from the server in the
local storage unit of the content providing device on the user
side. Note that at this time the content providing device also
receives the bind file (Binding file) recording mapping infor-
mation and the playlist file as appropriate, and stores these in
the local storage unit.

[0232] Next, content automatic playback processing
sequence will be described with reference to the flowchart
shown in FIG. 16. This sequence corresponds to the process-
ing described with reference to FIG. 14. The content provid-
ing device 150 the commercial contents and bind file (Bind-
ing file) downloaded from the server in the local storage unit
155.

[0233] Instep S291, the content providing device on which
the disc is mounted reads the bind file (Binding file) from the
local storage unit 155, and in step S292 builds a virtual file
system (VFS) employing the mapping information (see FIG.
10) recorded in the bind file (Binding file).

[0234] According to the virtual file system (VFS) building
processing, in a case wherein a content name which is
recorded in a playlist as a content to be played is recorded as
“(b) a playback specified content file name on a playlist” of a
bind file (Binding file), “(a) the file name of a content entity
(download content)” recorded in a manner corresponding to
“(b) the playback specified content file name on a playlist”
thereof is selected as a playback content.

[0235] Next, the user requests playback of a content by
specifying a title in step S293. This title is a playlist for
performing playback of a commercial content. An example of
this is the playlist for automatic playback processing selected
with automatic playback described with reference to FIG. 14.
The content providing device plays the contents recorded in
the playlist sequentially.

[0236] In step S294, the content providing device deter-
mines whether or not the content accessed with an index
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(content file name) serving as content specification informa-
tion recorded in the playlist is in the local storage unit, and in
a case wherein the content is on the disc, the processing
proceeds to step S295, where the content providing device
reads out a commercial content from the disc, and in step
S297 executes playback of the commercial content, and in a
case wherein the content accessed with the index (content file
name) recorded in the playlist is in the local storage unit, the
processing proceeds to step S296, where the content provid-
ing device reads out the commercial content from the local
storage unit, and in step S297 executes playback of the com-
mercial content.

[0237] Note that the determination of content access desti-
nation in step S294 is processing executed by employing the
virtual file system (VFS) built by employing the mapping
information (see FIG. 10) recorded in a bind file (Binding
file). That is to say, in a case wherein a content name which is
recorded in a playlist as a content to be played is recorded as
“(b) a playback specified content file name on a playlist” of a
bind file (Binding file), “(a) the file name of a content entity
(download content)” recorded in a manner corresponding to
“(b) the playback specified content file name on a playlist”
thereof is extracted as a playback content.

[0238] 5. Details of Download Processing According to
Content Type
[0239] With the above-mentioned processing examples, a

commercial content has been described as an example of a
content to be downloaded from the server, but the content to
be downloaded from the server is not restricted to a commer-
cial, and for example, a main content such as an AV stream
content, Java (registered trademark) application program
(BD-1I app), playlist, and further in addition to these ordinary
contents, usage control information (Usage Rule) is down-
loaded in some cases. Description will be made below regard-
ing specific download processing sequence regarding each
piece of the above-mentioned data.

[0240] 5.1 Download Processing Example of Commercial
Content
[0241] First, description will be made regarding a down-

load processing example of a commercial content with refer-
enceto FIG. 17. The example shown in FIG. 17 is not replace-
ment of a commercial content recorded in the disc 100 but an
example for adding a new commercial content (CM#4) 401.
In this case, a playlist 411 recorded in the disc 100 does not
include the playback specification information of the com-
mercial content (CM#4) 401 to be downloaded and obtained
from the server 191, and accordingly, a new playlist 402 in
which the commercial content (CM#4) 401 serving as a
download content is recorded as playback content informa-
tion is also downloaded from the server and stored in the local
storage unit 155 of the content providing device 150.

[0242] First, in step S301, the user activates a content man-
agement application (BD-J app) recorded in the disc 100
through the input unit (UI) of the content providing device
150 on which the disc 100 is mounted. This processing is
equivalent to the activation processing of the content man-
agement application (BD-J app 1) 321 described with refer-
ence to FIG. 7. As described above, as the processing on the
user side the content management application (BD-J app 1) is
activated by the same title specification processing as that in
the case of playing a movie content.

[0243] According to the execution of the content manage-
ment application (BD-J app) by the content providing device
150, in step S302 the content providing device 150 obtains
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identification information recorded in the disc 100, e.g., at
least one of a content ID, volume ID, and PMSN which is a
serial number equivalent to a media ID from the disc 100, and
transmits this to the server 191 which performs providing
processing of a content or the like. Note that transmission
information as to the server 191 may be any data of a content
1D, volume 1D, and PMSN which is a serial number equiva-
lent to a media ID, or may be data which can identify the other
playback disc as long as the data can inform the server of
which content is played. Further, an arrangement may be
made wherein a user ID, content providing device ID, and so
forth are transmitted by the settings of the content manage-
ment application (BD-J app 1).

[0244] Uponreceiving adownload request from the content
providing device 150, the server 191 obtains a download
content from a database based on the received disc recorded
identification information and so forth to transmit this to the
content providing device 150. In this case, transmission data
is the following data.

[0245] (a) commercial content (CM#4) 401,

[0246] (b) playlist file (PlayList file #2) 402, and

[0247] (c) bind file (Binding file) 403

[0248] Note that the playlist file (PlayList file #2) 402 is a

playlist in which the commercial content (CM#4) 401 is
included as a playback content. The content providing device
150 receives the above-mentioned data from the server 191,
and in step S303 stores this in the local storage unit 155.
[0249] According to this processing, the following data is
recorded in the local storage unit 155.

[0250] (a) commercial content (CM#4) 401,

[0251] (b) playlist file (PlayList file #2) 402, and

[0252] (c) bind file (Binding file) 403

[0253] Inastate after recording of such data, upon playback

with the playlist file (PlayList file #2) 402 selected as a play-
back playlist being performed, content playback including
the commercial content (CM#4) 401 is performed. For
example, in a case wherein the playlist file (PlayList file #2)
402 has the following playback specification information,
[0254] Movie Title #2—=CM #3—CM #4

Subsequently to Movie Title #2, and CM #3 from the disc
100, playback of CM #4 of the local storage unit 155 is
performed.

[0255] 5.2 Download Processing Example of Program
Content

[0256] Next, a download processing example of a program
content will be described with reference to FIG. 18. The
example shown in FIG. 18 is an example wherein the update
version of the BD-J app #2 441 which is a program content
recorded in the disc 100 is obtained from the server 191.
[0257] First, in step S321, the content management appli-
cation (BD-J app) recorded in the disc 100 is activated
through the input unit (UI) of the content providing device
150 on which the user mounted the disc 100. This processing
is equivalent to the activation processing of the content man-
agement application (BD-J app 1) 321 described with refer-
ence to FI1G. 7.

[0258] According to the execution of the content manage-
ment application (BD-J app) by the content providing device
150, in step S322 the content providing device 150 obtains
identification information recorded in the disc 100, e.g., at
least one of a content ID, volume ID, and PMSN which is a
serial number equivalent to a media ID from the disc 100, and
transmits this to the server 191 which performs providing
processing of a content or the like. Further, with the present
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processing example, the content providing device 150 trans-
mits a program component list corresponding to the BD-J app
#2 441, which is a program content of which the update
version is to be obtained, to the server 191. With the content
manage application (BD-I app 1), the sequence is stipulated
s0 as to perform processing for generating a program com-
ponent list corresponding to the BD-J app #2 441 to transmit
this. Further, a user ID, content providing device ID, and so
forth are transmitted in some cases depending on the settings
of the content management application (BD-J app 1).

[0259] Uponreceiving adownload request from the content
providing device 150, the server 191 obtains a download
content from a database based on the received disc recorded
identification information and so forth, further calculates the
difference as to the BD-J app #2 421 serving as an update
version with reference to a program component list corre-
sponding to the BD-J app #2 441, and selects only a compo-
nent included in the received component list to transmit this to
the content providing device 150.

[0260] The server 191 holds a data group which can be
transmitted in increments of components as the BD-J app #2
421, and transmits not the component held by the content
providing device 150 but the difference alone thereof. In this
case, the transmission data is as follows.

[0261] (a) difference of BD-J app #2, and

[0262] (b) bind file (Binding file) 422

[0263] As a result thereof, the following data, i.e.,
[0264] (a) BD-J app #2 difference data 431, and
[0265] (b) bind file (Binding file) 422

are recorded in the local storage unit 155.

[0266] After download of these data, playback of the BD-J
app #2 is performed, thereby performing playback processing
of a combination of the BD-J app #2 441 of the previous
version recorded in the disc 100, and an additional component
included in the BD-J app #2 difference data 431 recorded in
the local storage unit 155.

[0267] Thus, the data processing unit of the content provid-
ing device 150 transmits the component information of a
program content stored in the disc 100 to the server 191,
receives a program component equivalent to the difference
with the disc stored program content from the server 191 to
store this in the local storage unit 155, thereby performing
program execution processing employing both of the disc
stored program and local storage unit stored program.
[0268] Note that, with the above-mentioned processing
example, an arrangement is made wherein the difference
calculation processing of the BD-J app #2 is executed at the
server 191, but an arrangement may be made wherein all data
of'the BD-J app #2 421 is transmitted, difference calculation
is executed on the content providing device 150 side, and only
the difference is stored in the local storage unit 155, or an
arrangement may be made wherein all data ofthe BD-J app #2
421 is recorded in the local storage unit 155 as is, and the
BD-J app #2 441 of the disc 100 is not employed.

[0269] Note that the setting of the bind file (Binding file)
422 is also setting corresponding to the above-mentioned
setting mode. That is to say, the readout portion of the BD-J
app #2 441 of the previous version recorded in the disc 100 is
not subjected to mapping setting, and with regard to the
readout data of the component included in the BD-I app #2
difference data 431 recorded in the local storage unit 155
instead of the BD-J app #2 of the previous version, the map-
ping information is recorded in the bind file (Binding file)
422.
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[0270] 5.3 Download Processing Example of Main Content
[0271] Next, description will be made regarding a down-
load processing example of a main content, for example, such
as an AV stream which is a movie content with reference to
FIG. 19. The example shown in FIG. 19 is an example
wherein a new main content (Movie Title #3) 451 is provided
to the content providing device 150 on the user side, which
differs from a main content (Movie Titles #1, #2) including an
AV stream, for example, such as a movie or the like recorded
in the disc 100.

[0272] In the case of this example, playlists #1 through #n
461 recorded in the disc 100 does not include the playback
specification information of the main content (Movie Title
#3) 451, and accordingly, a new playlist 452 in which the
main content (Movie Title #3) 451 which is a download
content is recorded as a content to be played is also down-
loaded from the server 191 to store this in the local storage
unit 155 of the content providing device 150.

[0273] The playlist 452 is a playlist in which the main
content (Movie Title #3) 451 which is a download content is
recorded as a content to be played. Note that the playlist 452
may be a playlist in which only the main content (Movie Title
#3) 451 is a playback target, or may be a playlist including
another disc stored content as a playback specified content.
Also, with the present example, the playlist to be downloaded
from the server 191 shows an example of a playlist #n+1 452,
but an arrangement may be made wherein playlists #n+1
through #n+m are downloaded as multiple playlists wherein a
plurality of different playback order information is set.
[0274] Description will be made regarding the processing
of'each step of the flow in FIG. 19. First, in step S341, the user
activates the content management application (BD-J app)
recorded in the disc 100 through the input unit (UI) of the
content providing device 150 on which the disc 100 is
mounted. This processing is equivalent to the activation pro-
cessing of the content management application (BD-J app 1)
321 described with reference to FIG. 7.

[0275] According to the execution of the content manage-
ment application (BD-J app) by the content providing device
150, in step S342 the content providing device 150 obtains the
disc recorded identifier of at least one of a content ID, volume
1D, and PMSN which is a serial number equivalent to a media
ID from the disc 100, and transmits this to the server 191
which performs providing processing of a content or the like.
Note that transmission information as to the server 191 may
be any data of a content ID, volume 1D, and PMSN which is
a serial number equivalent to a media ID, or may be data
which can identify the other playback disc as long as the data
can inform the server of which content is played. In addition,
a user ID, device ID, and so forth may be included in the
transmission information.

[0276] Uponreceiving adownload request from the content
providing device 150, the server 191 obtains a download
content corresponding to identification information from a
database based on the received disc identification information
and so forth to transmit this to the content providing device
150. In this case, transmission data is the following data.

[0277] (a) main content (Movie Title #3) 451,

[0278] (b) playlist file (PlayList file #n+1) 452, and
[0279] (c) bind file (Binding file) 453

[0280] Note that the playlist file (PlayList file #n+1) 452 is

a playlist in which the main content (Movie Title #3) 451 is
included as a playback content.
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[0281] Description will be made regarding an example of a
playlist file which the server 191 transmits to the content
providing device 150 with reference to FIG. 20. As described
above, a playlist is a file stipulating the playback order of
contents. With the example shown in FIG. 20, the following
data is recorded.

[0282] Number of streams equivalent to number of play-
back contents [Number of Streams]: k, and

[0283] Stream file index (Stream fileindex): file name of
each stream (content) of k streams (contents).

[0284] The file name of a file created by a content editor
(Authoring facility) and included in the server 191 is recorded
in the stream file index (Stream fileindex). At least the index
of'a content file to be downloaded is added to this loop.
[0285] Thus, the server 191 also provides to the user the
playlist file (PlayList file #n+1) 452 made up of an updated
playlist (Updated PlayList) to which an index (Index) corre-
sponding to the main content (Movie Title #3) 451 to be
provided to the user is added along with a content.

[0286] As described above, the playlist 452 may be a play-
list wherein only the main content (Movie Title #3) 451 is a
playback target, or may be a playlist including another disc
stored content as a playback specified content. For example,
in a case wherein the server 191 creates and provides a playlist
including a content stored in a disc possessed by the user, and
all of the contents to be provided newly as playback contents,
the number of streams equivalent to the number of playback
contents [Number of Streams]: k becomes the sum of the
number of contents (streams) stored in the disc possessed by
the user, and the number of contents (number of streams) to be
provided newly, and all of the file names are recorded in the
index. Note that processing for dividing a single content into
multiple streams can be performed, and accordingly, the
number of contents is not necessarily matched with the num-
ber of streams.

[0287] The content providing device 150 receives the
above-mentioned data from the server 191, and in step S343
stores this in the local storage unit 155. According to this
processing, the following data, i.e.,

[0288] (a) main content (Movie Title #3) 451,
[0289] (b) playlist file (PlayList file #n+1) 452, and
[0290] (c) bind file (Binding file) 453

are recorded in the local storage unit 155.

[0291] Inastate after recording of such data, upon playback
with the playlist file (PlayList file #n+1) 452 selected as a
playback playlist being performed, content playback includ-
ing the main content (Movie Title #3) 451 is performed.

[0292] 5.4 Download Processing Example of Usage Con-
trol Information (Usage Rule)

[0293] Next, description will be made regarding a down-
load processing example of usage control information (Usage
Rule) with reference to FIG. 21. As described above, usage
control information (Usage Rule) is data including permis-
sive/non-permissive information of a content usage mode, for
example, such as copying/playback control information
(CCI) or the like, corresponding to a content, and in the case
of performing content use at the content providing device
150, control is performed so as to perform content use in
accordance with usage control information (Usage Rule).

[0294] The example shown in FIG. 21 is a processing
example wherein usage control information (Usage Rule)
481 recorded beforehand in the disc 100 is invalidated, and
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new updated usage control information (Usage Rule) 471 is
provided to the content providing device 150 from the server
191.

[0295] In the case of this example, usage control informa-
tion corresponding to main contents (Movie Titles #1 and #2)
and commercial contents #1 and #2 recorded in the disc 100
is recorded in the usage control information (Usage Rule)
recorded in the disc 100. Usage control information corre-
sponding to main contents (Movie Titles #1 and #2) and
commercial contents #1 and #2 recorded in the disc 100 is
also recorded in the updated usage control information (Us-
age Rule) 471 newly provided from the server 191.

[0296] Specifically, for example, there is a processing
example wherein, in a case wherein with regard to the main
content (Movie Title #1), copying has been inhibited for two
years since release of the disc, but after elapse of two years
copying is permitted, the new updated usage control informa-
tion (Usage Rule) 471 subjected to copy permissive setting is
provided from the server 191 to the content providing device
150.

[0297] Description will be made regarding the processing
of'each step in FIG. 21. First, in step S351, the user activates
the content management application (BD-J app) recorded in
the disc 100 through the input unit (UI) of the content pro-
viding device 150 on which the disc 100 is mounted. This
processing is equivalent to the activation processing of the
content management application (BD-J app 1) 321 described
with reference to FIG. 7.

[0298] According to the execution of the content manage-
ment application (BD-J app) by the content providing device
150, in step S352 the content providing device 150 obtains,
for example, a content ID, volume ID, and PMSN which is a
serial number equivalent to a media ID from the disc 100, and
transmits these to the server 191 which performs providing
processing of a content or the like. Note that transmission
information as to the server 191 may be any data of a content
1D, volume 1D, and PMSN which is a serial number equiva-
lent to a media ID, or may be data which can identify the other
playback disc as long as the data can inform the server of
which content is played.

[0299] Uponreceiving adownload request from the content
providing device 150, the server 191 obtains usage control
information (Usage Rule) serving as download data corre-
sponding to identification information from a database based
on the received disc identification information and so forth to
transmit this to the content providing device 150. In this case,
transmission data is the following data.

[0300] (a)usagecontrolinformation (Usage Rule) 471, and
[0301] (b) bind file (Binding file) 472
[0302] Note that, in the case of the present example, the

usage control information (Usage Rule) 471 is data employed
as the replacement data of the usage control information
(Usage Rule) recorded in the disc 100, wherein usage control
information corresponding to the main content (Movie Titles
#1 and #2), and commercial contents #1 and #2 recorded in
the disc 100 is recorded.

[0303] The content providing device 150 receives such data
from the server 191, and in step S353 stores the received data
in the local storage unit 155. According to this processing, the
following data, i.e.,

[0304] (a)usagecontrolinformation (Usage Rule) 471, and
[0305] (b) bind file (Binding file) 472

are recorded in the local storage unit 155.
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[0306] Inastate after recording of such data, usage control
is executed in accordance with the usage control information
(Usage Rule) 471 newly recorded in the local storage unit 155
at the time of content use such as playback of the main
contents (Movie Titles #1 and #2) and commercial contents
#1 and #2 recorded in the disc 100.

[0307] Note that the file name of the usage control infor-
mation (Usage Rule) 481 recorded in the disc is mapped to the
file name of the usage control information (Usage Rule) 471
recorded in the local storage unit 155 by employing the map-
ping information recorded in the bind file (Binding file) 472,
thereby building a virtual file system (VFS). With playback
processing employing the file system (VFS) having such
mapping information, readout of the usage control informa-
tion (Usage Rule) 471 recorded in the local storage unit 155 is
performed.

[0308] Note that usage control information (Usage Rule) is
frequently set according to the type of content. In general,
usage of a content such as a movie or the like is restricted
strictly, and restrictions regarding usage of a content such as
a commercial or the like are alleviated. Description will be
made regarding a data structure example of specific usage
control information (Usage Rule) with reference to FIGS. 22
and 23. FIG. 22 shows usage control information (Usage
Rule) corresponding to a main content (Movie Title) such as
amovieorthelike, and FIG. 23 is an example of usage control
information (Usage Rule) corresponding to a commercial
content.

[0309] Usage control information (Usage Rule) corre-
sponding to a main content (Movie Title) such as a movie or
the like has, for example, the following content usage control
information, as shown in FIG. 22.

[0310] (1) EPN (flag regarding Internet retransmission)
[0311] EPN-unasserted: CCl is referenced only at the time
of Copy Control Not Asserted

[0312] (2) CCI (Copy control information)
[0313] Never Copy: Copy inhibit
[0314] (3) Image_Constraint_Token (information relating

to resolution restriction)
[0315] High Definition Analog Output in High Definition
Analog Form: without resolution restriction

[0316] (4) Digital_Only_Token (information relating to
analog output)
[0317] Output of decrypted content is allowed for Analog/

Digital Outputs: both of digital and analog are output enabled
[0318] (5) APS (information relating to protection of an
analog-output content

[0319] APS1 on: type 1 (AGC): type 1 of Macro-vision
[0320] (6) Type_of_Title (information whether or not Inter-
net connection is indispensable at the time of playback)
[0321] Basic Title: Internet connection is not indispensable
[0322] Also, usage control information (Usage Rule) cor-
responding to a commercial content has, for example, the
following content usage control information, as shown in
FIG. 23.

[0323] (1) EPN (flag regarding Internet retransmission)
[0324] EPN-unasserted: encryption is not indispensable
[0325] (2) CCI (Copy control information)

[0326] Copy Control Not Asserted: without copy restric-

tion, recorded as plaintext

[0327] (3) Image_Constraint_Token (information relating
to resolution restriction)

[0328] High Definition Analog Output in High Definition
Analog Form: without resolution restriction
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[0329] (4) Digital_Only_Token (information relating to
analog output)
[0330] Output of decrypted content is allowed for Analog/

Digital Outputs: both of digital and analog are output enabled
[0331] (5) APS (information relating to protection of an
analog-output content

[0332] APS1 off: without analog protection

[0333] (6) Type_of_Title (information whether or not Inter-
net connection is indispensable at the time of playback)
[0334] Basic Title: Internet connection is not indispensable
[0335] Note that usage control information (Usage Rule)
shown in FIGS. 22 and 23 is an example of usage control
information corresponding to each content type, and various
settings are performed according to each content type.
[0336] 6. Download Providing Processing Configuration of
Playlist as to Playlist Unrecorded Disc

[0337] The above-mentioned content download processing
example has been described as an arrangement wherein play-
back of a disc stored content can be executed by applying a
playlist stored beforehand in the disc, and a content to be
added and content to be corrected are provided from the
server, but for example, an arrangement may be made
wherein a main content (Movie Title #n) such as a movie or
the like is stored in the disc, a playlist employed for playing
this content is not recorded in the disc, playback of the content
is disabled only with data recorded in the disc, and playback
of the main content (Movie Title #n) recorded in the disc is
permitted by downloading a playlist from the server. Such an
arrangement example will be described with reference to
FIGS. 24 and 25.

[0338] As described above, a playlist is used for playing a
content, and a playback content is selected with the index
described in the playlist, thereby executing playback of the
content. Accordingly, even when a content such as a movie or
the like is recorded in the disc, in a case wherein there is no
playlist which sets the content thereof as a playback content,
playback of the content thereof is not executed.

[0339] An example which will be described below has an
arrangement wherein, for example, a disc storing a movie
content is distributed to an unspecified user, following which
procedures set beforehand between the content providing
device on which the disc is mounted and the server are
executed, thereby providing a playlist having the playback
specification information of the content stored in the disc
from the server to allow the user to store this playlist in the
local storage unit of the content providing device on the user
side, and accordingly, playback of the disc stored content can
be performed by employing the playlist thereof.

[0340] The procedures executed between the content pro-
viding device and server are various procedures, for example,
such as user registration processing, accounting processing,
authentication processing, or the like, which are realized with
providing of user information, and can be set arbitrarily on the
server side for providing a content.

[0341] Description will be made with reference to FIG. 24
regarding a processing example wherein the content provid-
ing device 150 on which the disc 100 wherein a main content
(Movie Title #1) 501 such as a movie or the like is recorded,
and a playlist employed for playback of the main content
(Movie Title #1) 501 is not recorded is mounted obtains a
playlist#1 (PlayList file #1) 511 employed for playback of the
main content (Movie Title #1) 501 from the server 191.
[0342] First, in step S401, the user activates a content man-
agement application (BD-J app #1) recorded in the disc 100
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through the input unit (UI) of the content providing device
150 on which the disc 100 is mounted. This processing is
equivalent to the activation processing of the content man-
agement application (BD-J app 1) 321 described with refer-
ence to FIG. 7. That is to say, the content management appli-
cation (BD-J app #1) recorded in the disc 100 is activated by
the same processing as the title specification executed at the
time of playback of a movie.

[0343] According to the execution of the content manage-
ment application (BD-J app #1) by the content providing
device 150, in step S402 the content providing device 150
obtains disc recorded identifiers, e.g., a content 1D, volume
1D, and PMSN which is a serial number equivalent to a media
ID from the disc 100, and transmits these to the server 191
which performs providing processing of a playlist. Note that
transmission information as to the server 191 may be any data
of a content ID, volume 1D, and PMSN which is a serial
number equivalent to a media ID, or may be data which can
identify the other playback disc as long as the data can inform
the server of which content is played. Also, an arrangement
may be made wherein a user ID, content providing device 1D,
and so forth are transmitted. Such an arrangement is stipu-
lated by the content management application (BD-J app #1).
[0344] Uponreceiving adownload request from the content
providing device 150, in step S403 the server 191 executes
authentication processing with the content providing device
150. This authentication processing is performed in accor-
dance with authentication conditions set arbitrarily by the
server 191, for example, whether or not the disc 100 mounted
on the content providing device 150 is an authentic disc, or
whether or not the content providing device 150 is a device
wherein playback of'a AACS stipulated content is permitted,
or the like.

[0345] The content providing device 150 transmits identi-
fication data indicating the validity of the disc or the validity
of the content providing device to the server 191, the server
191 performs authentication processing to which the identi-
fication data is applied, and as a condition that the validity of
the disc or the validity of the content providing device has
been confirmed, the content providing device 150 can receive
the playlist employed for playback processing of a disc
recorded content.

[0346] The server 191 performs authentication employing
the ID corresponding to the disc, for example, such as PMSN
which is a serial number equivalent to a media ID, and as a
condition that this authentication has succeeded, based on the
disc identification information received from the content pro-
viding device 150, obtains the playlist corresponding to the
identification information from a database, and transmits this
to the content providing device 150. In this case, transmission
data is as follows.

[0347] (a) playlist file (PlayList file #1) 511, and
[0348] (b) bind file (Binding file) 512
[0349] Note that the playlist file (PlayLIst file #1) 511 is a

playlist in which the main content (Movie Title #1) 501 stored
in the disc 100 is included as a playback content.

[0350] The content providing device 150 receives such data
from the server 191, and in step S404 stores this in the local
storage unit 155. According to this processing, the following
data, i.e.,

[0351] (a) playlist file (PlayList file #1) 511, and

[0352] (b) bind file (Binding file) 512

are recorded in the local storage unit 155.
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[0353] Inastate after recording of such data, upon playback
with the playlist file (PlayList file #1) 511 selected as a play-
back playlist being performed, playback of the main content
(Movie Title #1) 501 is performed.

[0354] Thus, with the present example, the main content
(Movie Title #1) 501 stored in the disc 100 is prevented from
playback until authentication succeeds, and the playlist is
received from the server 191. Thus, an arrangement is made
wherein the playlist is provided to a particular user who is
allowed to perform playback, whereby a content stored disc
can be freely distributed to the general public.

[0355] Also, a user having an interest in playback of a disc
stored content accesses the server, whereby the server can
collect user information effectively, for example, by collect-
ing information of a user who accessed the server. As a result
thereof, the server 191 can collect the information of a user
having an interest in a particular content, and accordingly,
processing can be performed such that the preference infor-
mation of a user is analyzed to provide a new service to a user.
Note that obtaining and management processing of the pref-
erence information or the like of a user will be described later
in detail.

[0356] Note that, with the above-mentioned example, an
example has been described wherein a playlist corresponding
to a stored content of a disc wherein no playlist is recorded at
all is provided from the server, but an arrangement may be
made wherein of contents stored in a disc, a playlist for
playing a particular content alone is stored in a disc to provide
the disc, or a playlist for playing all of the contents stored in
a disc is provided from the server. Also, an arrangement may
be made wherein a playlist having playback order different
from a playlist stored in a disc is provided from the server.
[0357] Thus, an arrangement is made wherein a playlist
corresponding to a disc stored content is distributed from the
server, and accordingly, for example, a disc is distributed to
users of the general public, and a playlist can be distributed to
a client alone who executed predetermined procedures from
the server, and an arrangement is made wherein playlists
including a different playback content are set, and a playlistto
be employed is selected according to the user, whereby vari-
ous playable contents can be set according to the user.
[0358] Also, an arrangement is made wherein a playlist file
to be provided by downloading is protected, for example,
with an electronic signature employing a secret key of the
server, or the like, whereby circulation of an unauthorized
playlist can be prevented. That is to say, an arrangement is
made wherein an electronic signature employing a secret key
of the server is applied to a playlist file to be provided by
downloading to provide this to the content providing device
onthe user side, electronic signature verification is performed
with a public key of the server provided on the user side, only
in a case wherein confirmation is made that the playlist to be
employed is an authorized playlist with no tampering, the
playlist thereof is employed, whereby circulation of an unau-
thorized playlist can be prevented.

[0359] Also, the server 191 may restrict the number of
times of download by counting the number of times of down-
load as to each disc employing the content 1D, volume ID,
PMSN which is a serial number equivalent to a media ID, and
so forth. Also, an authorized disc may be found by pirated disc
check processing.

[0360] Also, an arrangement may be made wherein, with
the authentication processing, the server 191 registers the ID
corresponding to the content providing device 150, e.g., the
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hardware ID peculiar to the content providing device 150, or
a random number generated by the content providing device
on the user side and received as the ID corresponding to the
content providing device 150 as the management data of the
server, performs the management of the number of times of
download in increments of content providing devices,
thereby restricting the number of times of download. If an
arrangement is made wherein a user ID is transmitted to the
server 191, management by a user ID can be performed.
[0361] Description will be made with reference to the flow-
chart shown in FIG. 25 regarding the playlist download pro-
cessing sequence described with reference to FIG. 24. In step
S421, the user activates the content management application
(BD-I app) recorded in the disc 100 through the input unit
(UD) of the content providing device 150 on which the disc
100 is mounted.

[0362] Next, instep S422, the content providing device 150
obtains an identifier corresponding to the disc, e.g., at least
one of a content ID, volume ID, and PMSN which is a serial
number equivalent to a media ID from the disc 100 through
the content management application (BD-J app), and in step
S423 transmits the obtained identifier corresponding to the
disc to the server for performing playlist providing process-
ing.

[0363] Note that, as described above, the transmission
information as to the server may be any data of a content ID,
volume ID, and PMSN which is a serial number equivalent to
a media ID, or may be data which can identify the other
playback disc as long as the data can inform the server of
which content is played.

[0364] The subsequent processing in steps S424 and S425
is processing on the server side. In step S424, the server
employs the identifier corresponding to the disc received
from the content providing device to execute authentication
processing, for example, thereby determining whether or not
the disc mounted on the content providing device is an
authenticated disc. As described above, this authentication
processing is performed in accordance with authentication
conditions set by the server arbitrarily, e.g., whether or not the
disc 100 mounted on the content providing device 150 is an
authentic disc, or whether or not the content providing device
150 is a device wherein playback of a AACS stipulated con-
tent is permitted, or the like.

[0365] In a case wherein this authentication has failed, the
processing ends without transmitting a playlist. In a case
wherein the authentication has succeeded, the processing
proceeds to step S425, where based on the disc identification
information and so forth received from the content providing
device, the server obtains the playlist corresponding to the
identification information from the database to transmit this
to the content providing device. In this case, the transmission
data is the following data, i.e.,

[0366] (a) playlist file (PlayList file), and
[0367] (b) bind file (Binding file),
and the playlist file (PlayList file) is a playlist in which a main

content (Movie Title) stored in the disc is included as a play-
back content.

[0368] In step S426, the content providing device receives
such data from the server to store this in the local storage unit.
According to this processing, the playlist file (PlayList file)
and bind file (Binding file) are recorded in the local storage
unit. In a state after recording of such data, upon playback
with the playlist file (PlayList file) selected as a playback
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playlist being performed, playback of the main content
(Movie Title) recorded in the disc is performed.

[0369] 7. User Management Processing by Server

[0370] The server serving as a content providing device for
providing a content or the like to a client (content providing
device 150) receives a content download request from the
client (content providing device 150), and provides a content,
e.g., main content such as a movie or the like, commercial
content, application program, playlist, usage control informa-
tion, or the like to the client. The server receives identification
information or the like recorded in the disc from the client
(content providing device 150) at the time of this processing.
Description will be made below regarding an arrangement
example wherein user management is performed based on the
data received from the client (content providing device 150)
at the time of content providing processing by the server.
[0371] FIG. 26 is a diagram for describing processing
wherein the content providing device 150 on which the disc
100 is mounted accesses the server 191 to perform content
download processing. In step S501, the user activates an
application (BD-J app #1) serving as a download processing
execution program to execute content download processing.
[0372] Instep S502, according to the execution ofthe appli-
cation (BD-J app #1), the content providing device 150
obtains at least one disc recorded ID of a content ID, volume
1D, PMSN which is a serial number equivalent to a media ID,
recorded in the disc 100, and transmits such information to
the server 191. With the present example, let us say that data
to be transmitted to the server 191 when performing a content
download request is any of the following information (a)
through (d), or a combination thereof.

[0373] (a) disc recorded ID of at least any of a content ID,
volume ID, PMSN which is a serial number equivalent to a
media ID,

[0374] (b) identifier of content providing device 150 (con-
tent providing device ID)

[0375] (c) user identifier (user ID), and

[0376] (d) user information

The administrator of the server 191 may set arbitrarily what
kind of data is requested, and in this case, it is desirable to
record the application (BD-J app #1) for executing processing
in accordance with the setting thereof in the disc 100.
[0377] The server 191 receives at least one of the above-
mentioned information (a) through (d) from the content pro-
viding device 150, executes authentication processing as
appropriate, and then transmits a content to the content pro-
viding device 150. In step S503, the content providing device
150 stores the content received from the server 191 in the
local storage unit 155.

[0378] The server 191 performs user management based on
data received from the content providing device at the content
download processing process, e.g., the above-mentioned
information (a) through (d), i.e.,

[0379] (a) disc recorded ID of at least one of a content 1D,
volume ID, PMSN which is a serial number equivalent to a
media ID,

[0380] (b) identifier of content providing device 150 (con-
tent providing device ID),

[0381] (c) user identifier (user ID), and
[0382] (d) user information.
[0383] Description will be made regarding a specific

example of user management with reference to FIG. 27. FIG.
27 illustrates a directory example of a management database
held by the server 191. With the management database of the

Apr. 9, 2009

server 191, for example, as shown in FIG. 27, directories in
increments of services (service IDs) provided by the server
191 are set. However, this example is an example, various
settings such as in increments of contents, in increments of
users, and so forth may be performed.

[0384] With the example shown in FIG. 27, under the direc-
tory of service ID #1 directories in increments of users (Use-
rID #m through #n) which receive this service are set, which
is setting wherein information in increments of users is
recorded.

[0385] For example, the purchased disc information of a
user m such as shown in the drawing is recorded as the user
management information of the user m (UserID #m). As
shown in the table on the right side of FIG. 27, disc 1Ds are
recorded corresponding to indexes. The disc IDs are data
received from the content providing device 150 at the time of
a content download request as to the server 191. That is to say,
it has been confirmed that the user m (UserID #m) has these
discs.

[0386] An arrangement is made wherein the content pro-
viding device 150 transmits the ID obtained form the disc
mounted on the content providing device 150 to the server
191 at the time of a content download request. At this time, an
arrangement is made wherein the server 191 transmits a user
1D along with the disc ID, whereby user management infor-
mation such as shown in FIG. 27 can be generated and
updated.

[0387] Thus, for example, if an arrangement is made
wherein the identifier of a disc is held for each user ID, the
server can count the number of purchased discs of a user, and
can change a content to be distributed to the user depending
on the count. For example, processing can be performed such
that a service content is provided to a user who purchased a
certain number of discs. Further, if an arrangement is made
wherein the personal information of a user is transmitted to
the server 191 at the time of executing download, and the
server 191 manages user personal information, processing
can be performed such that a distributed content is changed
according to user personal information.

[0388] Inan arrangement is made wherein a user inputs the
personal information of the user such as an address, name,
sex, age, hobby, and so forth at the time of'a content download
request to transmit the information to the server, or an
arrangement is made wherein the identification information
of'the content providing device is transmitted to the server, the
server 191 can receive and manage further detailed informa-
tion, e.g., can generate and update user management infor-
mation including user personal information and device infor-
mation such as shown in FIG. 28. The data shown in FIG. 28
is management data wherein the information of users who
purchased a disc storing a particular content is summarized.
Note that an arrangement may be made wherein user infor-
mation, device ID, and so forth are transmitted only once at
the time of first content download processing.

[0389] Thus, if an arrangement is made wherein the server
holds the identifier of a disc for each user ID or content
providing device ID, the server can count the number of
purchased discs of a user, or the number of employed discs in
increments of content providing devices, and can change a
content to be distributed to the user depending on the count.
For example, processing can be performed such that a service
content is provided to a user who purchased a certain number
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of discs. Further, processing can be performed such that a
distributed content is changed according to user personal
information.

[0390] The server 191 thus obtains information relating to
a user and device along with employed disc information,
whereby a field or the like which a user has interest in can be
analyzed, e.g., the analysis results can be employed for trans-
mission of a message, selective providing of commercial
data, or the like as to the user.

[0391] Next, description will be made with reference to
FIGS. 29 and 30 regarding a processing example wherein the
server is informed of a user actually playing a disc stored
content, analyzes such notice information to select a content
to be provided to the user.

[0392] With the disc 100 shown in FIG. 29, the following
content set

[0393] (al) commercial content (CM #1),

[0394] (a2) main content #1 (Movie Title #1), and

[0395] (a3) application program (BD-J #1),

and the following data set

[0396] (bl) commercial content (CM #2),
[0397] (b2) main content #2 (Movie Title #2), and
[0398] (b3) application program (BD-J #2),

are recorded therein. Note that, though not shown in the
drawing, playlists employed for playback of these contents
are stored in the disc 100.

[0399] For example, a playlist #1 has a setting for playing
the following contents in order of (al), (a2), and (a3),

[0400] (al) commercial content (CM #1),
[0401] (a2) main content #1 (Movie Title #1), and
[0402] (a3) application program (BD-J #1),

and a playlist #2 has a setting for playing the following
contents in order of (b1), (b2), and (b3),

[0403] (bl) commercial content (CM #2),

[0404] (b2) main content #2 (Movie Title #2), and

[0405] (b3) application program (BD-J #2).

[0406] Now, (a3) application program (BD-J #1) is

executed by the data processing unit of the content providing
device 150, and is a program for executing processing for
informing the server 191 of playback of the following con-
tents being executed.

[0407] (al) commercial content (CM #1), and

[0408] (a2) main content #1 (Movie Title #1)

Note that, with this notice processing, the server 191 is
informed ofan ID set corresponding to a disc, e.g., at least one
disc recorded ID of a content ID, volume ID, and PMSN
which is a serial number equivalent to a media ID.

[0409] Similarly, (b3) application program (BD-J #2) is
executed by the data processing unit of the content providing
device 150, and is a program for executing processing for
informing the server 191 of playback of the following con-
tents being executed.

[0410] (b1) commercial content (CM #2), and
[0411] (b2) main content #2 (Movie Title #2)
[0412] According to such a playback information notice

arrangement, the server 191 can confirm contents actually
played at the content providing device 150. Description will
be made regarding a processing example employing such
playback information with reference to FIG. 30.

[0413] FIG. 30 is a diagram illustrating a processing
example wherein the server 191 confirms contents played at
the content providing device 150 employed by a user, deter-
mines the user’s preference based on playback content infor-

Apr. 9, 2009

mation, and determines and provides a commercial content to
be provided to the user from the server 191.

[0414] With the disc 100 shown in FIG. 30, the following
content set

[0415] (al) main content #1 (Movie Title #1), and

[0416] (a2) application program (BD-J #1),

and the following content set

[0417] (bl) main content #2 (Movie Title #2), and

[0418] (b2) application program (BD-J #2),

and unshown playlists are stored therein.

[0419] A playlist #1 has a setting for playing the following
contents in order of (al), and (a2),

[0420] (al) main content #1 (Movie Title #1), and

[0421] (a2) application program (BD-J #1),

and a playlist #2 has a setting for playing the following
contents in order of (bl), and (b2),

[0422] (b1) main content #2 (Movie Title #2), and
[0423] (b2) application program (BD-J #2).
[0424] Now, (a2)application program (BD-J #1) includes a

program for executing processing for informing the server
191 of playback of (al) main content #1 (Movie Title #1)
being executed, and (b2) application program (BD-J #2)
includes a program for executing processing for informing
the server 191 of playback of (b1) main content #2 (Movie
Title #2) being executed.

[0425] First, in step S541, when the user employing the
content providing device 150 plays the following contents by
employing the corresponding playlist,

[0426] (al) main content #1 (Movie Title #1),
[0427] (a2) application program (BD-J #1),
[0428] (b1) main content #2 (Movie Title #2), and
[0429] (b2) application program (BD-J #2),

in step S542 the server 191 is informed of playback fact by
execution of each application program. With this notice pro-
cessing, an ID set corresponding to the disc, e.g., information
such as a content ID, volume ID, PMSN which is a serial
number equivalent to a media ID, information requested by
the server 191, e.g., identification information of the content
providing device 150, user ID, user information, or the like is
informed. Note that such settings can be changed arbitrarily
by the following program settings:

[0430] (a2) application program (BD-J #1), and
[0431] (b2) application program (BD-J #2).
[0432] The server receives such information to record this

in a user preference information management database 631.
This database is a database wherein the user management
information described with reference to FIGS. 27 and 28 is
recorded.

[0433] Next, in step S543, the user employing the content
providing device 150 activates the application (BD-J app #1)
serving as a program for executing download processing to
execute download processing. In step S544, according to the
execution of the application (BD-J app #1), transmission
request data set beforehand in the program, e.g., one of the
following information (a) through (d):

[0434] (a) disc recorded ID of at least one of a content ID,
volume ID, PMSN which is a serial number equivalent to a
media ID,

[0435] (b) identifier of content providing device 150 (con-
tent providing device ID)

[0436] (c) user identifier (user ID), and

[0437] (d) user information,

or a combination thereof is transmitted to the server 191.
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[0438] Uponreceiving a content download request from the
content providing device 150, the server 191 searches the
recorded information of the user preference information man-
agement database 631 based on various types of identification
information included in the received data, and determines the
preference of the user by confirming the data previously
received from the user who performed a download request.
The server 191 selects a commercial content (CM #1) 641
which is a commercial content adapted to the determined
user’s preference as a download content, and provides this to
the content providing device 150. Note that the server 191
transmits a bind file (Binding file) 642, and further a playlist
as appropriate. In step S545, the content providing device 150
stores these received contents in the local storage unit 155.
[0439] According to such processing, the server can ana-
lyze the preference of the user to provide a commercial con-
tent according to the user’s preference, or the like. For
example, specifically, in a case wherein the viewing and lis-
tening content of the user is a movie content relating to cars,
a car-related commercial is provided, and in a case wherein
the viewing and listening content of the user is a South Korean
movie content, acommercial of South Korean travel or South
Korean products is provided.

[0440] Note that, with the above-mentioned processing
example, an arrangement example has been described
wherein the preference of the user is determined to provide a
commercial content adapted to the user’s preference, but a
providing content is not restricted to a commercial. For
example, an arrangement may be made wherein a main con-
tent such as a movie content according to the user’s prefer-
ence is selected to make recommendation of this to the user,
or an arrangement may be made wherein a game program
content adapted to the user’s interest is selected.

[0441] Thus, the server serving as a content providing
device for providing a content to a client includes a data
processing unit for executing content providing processing in
response to a content request from the client (content provid-
ing device 150), the data processing unit receives a disc
recorded identifier for identifying a disc or content recorded
in the mounted disc of the client, and the identification infor-
mation of at least either the device identifier of the client side
device or the user identifier of the client side user from the
client, accumulates the history information of the disc
recorded identifier received from the client in the manage-
ment database in increments of devices or in increments of
users, and analyzes the preference of the user on the client
side to provide a content adapted to the user’s preference
based on the accumulation information of the management
database. Also, an arrangement may be made wherein the
server receives personal information from the client, accumu-
lates the personal information in the management database,
and selects a providing content employing the personal infor-
mation.

[0442] Note that the data processing unit of the server 191
provides the above-mentioned bind file (Binding file) to the
client along with a content. That is to say, the data processing
unit of the server 191 provides to the client a disc recorded
content recorded in the mounted disc of the client (content
providing device 150), and a bind file (Binding file) including
the mapping information of a local storage unit stored content
provided to the client by the content providing device and
stored in the local storage unit of the client. As described
above, the mapping information includes information for
obtaining and playing a local storage unit stored content as a
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playback content based on disc recorded content information
recorded in a playlist at the time of playback of a content at the
client.

[0443] Forexample, the server 191 performs processing for
providing a commercial content adapted to the user’s prefer-
ence, and mapping information for playing the commercial
content instead of a disc recorded commercial content
recorded in the disc on the client (content providing device
150) side to the client.

[0444] 8. Creation and Management Processing of Disc
Stored Content and Download Content

[0445] Next, description will be made regarding the details
of generation and management of a disc stored content and
download content, and content providing processing as to the
client (content providing device 150) with reference to FIGS.
31 through 33. These processing arrangements differ depend-
ing on a content type. Description will be made below regard-
ing a processing example corresponding to each content type
with reference to FIGS. 31 through 33.

[0446] (1) Case wherein a download content is an
encrypted content (FIG. 31)

[0447] (2) Case wherein a download content is an unen-
crypted content (FIG. 32)

[0448] (3) Case wherein a download content is a program
content (FIG. 33)

[0449] (1) Case Wherein a Download Content is an
Encrypted Content

[0450] First, description will be made regarding a process-
ing example in a case wherein a download content is an
encrypted content with reference to FIG. 31.

[0451] FIG. 31 illustrates the following arrangements and
processing thereof.

[0452] (a)content editing facility 710 for executing content
editing processing,

[0453] (b) disc manufacturing facility 720 serving as a disc
manufacturing unit for manufacturing a disc, and

[0454] (c) server 730 for executing content providing pro-
cessing as to the client (content providing device 150) Note
that the server 730 is equivalent to the server 191 for execut-
ing providing processing of a content or bind file with the
above description.

[0455] First, the content editing facility 710 performs con-
tent editing processing to generate a main content 711 for
storing a disc, and a sub content 712 for download. Note that
these contents include a playlist and bind file to be applied to
the above-mentioned content playback. The generated con-
tent is provided to the disc manufacturing facility 720. Note
that content attribute information 713 such as a content ID
and so forth is also provided at the time of this providing
processing along with the generated content.

[0456] Upon receiving the main content 711 for storing a
disc, and sub content 712 for download, generated by the
content editing facility 710, in step S801 the disc manufac-
turing facility 720 executes encryption processing of these
contents. A key applied to the encryption processing is the
CPS unit key 721 described above. Note that a playlist, bind
file, and other data become an encryption target in some
cases.

[0457] An encrypted content 722 to be recorded in a disc,
and an encrypted sub content 723 for download are generated
by encryption processing to which the CPS unit key 721 is
applied. Note that in a case wherein a single content is clas-
sified into multiple units, encryption processing is performed
by applying a different CPS unit key in increments of units.
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An arrangement may be made wherein a main content and sub
content are also subjected to encryption to which a different
CPS unit key is applied.

[0458] The encrypted main content 722 is recorded in a
stamper. The stamper is a master disc for manufacturing a
disc. With the example shown in the drawing, an example is
illustrated wherein two master discs: stamper 1 (725) and
stamper 2 (726) are generated. An identifier, i.e., volume ID is
set in increments of stampers.

[0459] volume ID #1 for stamper 1 (725), and
[0460] volume ID #2 for stamper 2 (726)
[0461] A disc to be provided to a user is manufactured by

employing these stampers. A disc set #1 727 is generated
based on the stamper 1 (725), a disc set #2 728 is generated
based on the stamper 2 (726), and these discs are provided to
a user. Note that the same main content is recorded in both of
these discs. However, both have a different volume ID.
[0462] Note that though not shown in the drawing, as
described above with reference to FIG. 1, in addition to the
contents, various data such as a CPS unit key file, MKB,
usage control information (Usage Rule), and so forth is
recorded in the discs.

[0463] Further, in step S802, the disc manufacturing facil-
ity 720 executes encryption processing of the CPS unit key
721 applied to content encryption processing to generate a
CPS unit key file. The CPS unit key is encrypted by employ-
ing a value derived from a volume ID serving as identification
information corresponding to each stamper, or volume ID.
[0464] The disc manufacturing facility 720 provides the
following data to the server 730 for executing providing pro-
cessing of a download content as to a user.

[0465] (a) encrypted sub content 723 encrypted by apply-
ing a CPS unit key

[0466] (b) volume ID #1 and volume ID #2 serving as a
stamper 1 (725) and stamper 2 (726)

[0467] (c) CPS unit key file #1 and CPS unit key file #2
generated by encrypting the CPS unitkeys employing volume
1D #1 and volume ID #2

[0468] The server 730 holds the following data received
from the disc manufacturing facility 720

[0469] volume ID #1 (733),

[0470] volume ID #2 (734),

[0471] CPS unit key file #1 (735),

[0472] CPS unit key file #2 (736), and

[0473] encrypted sub content 737,

[0474] and further includes the following programs serving
as application programs employed for content download pro-
cessing

[0475] BD-J app #2 (731), and

[0476] BD-J app #3 (732).

[0477] Notethat, as described above, the BD-J app #2 (731)

and BD-J app #3 (732) are, for example, application programs
for executing the following processing, respectively.

[0478] The BD-J app #2 executes the following processing:
[0479] (a) processing for allowing a user to select a product
(download data),

[0480] (b) processing for informing the server of the prod-
uct selected by a user, and

[0481] (c) accounting processing (optional).

[0482] The BD-J app #3, which is executed at the time of
recording download data in the local storage unit, executes
the following processing:

[0483] (a) processing for setting an AV-related file (play-
back target content) in a state available by a virtual file system
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(VFS) for setting a disc stored content and local storage unit
stored content as a virtual media stored content, and recording
this in the local storage unit, and

[0484] (b) processing for setting an AACS-related file
(management information) in a state available by a VFS to
record this to the local storage unit.

[0485] Uponreceiving a content download request from an
unshown user’s content providing device, the server 730
executes download content providing processing. This pro-
cessing is equivalent to processing described with reference
to FIG. 7 and others. Specifically, in step S821, the server 730
generates an allowed processing list which is a list of process-
ing which the user (content providing device) is allowed to
perform, based on a content ID and user ID included in
download request data from the content providing device, and
selects the content management application (BD-J app 2) 731
to provide this to the content providing device. The content
providing device displays the allowed processing list on the
display unit of the content providing device by processing to
which the content management application (BD-J app 2) 731
received from the server 730 is applied, the user selects a
download content, the content providing device transmits the
selected information to the server, and further executes settle-
ment processing as appropriate. In this case, the content pro-
viding device displays a settlement screen on the display unit
of the content providing device, the user inputs data suitable
for settlement, for example, such as a credit card number and
so forth, on the settlement screen, and the content providing
device transmits this data. Following completion of a series of
processing, in step S822, the server 730 allows download
processing, selects data such as a download content and so
forth, and transmits the selected information to the content
providing device.

[0486] Note that the content providing device, which trans-
mitted a download request to the server 730, transmits a
volume ID obtained from the mounted disc to the server 730,
so the server 730 selects a CPS unit key file based on the
received volume ID to provide this to the content providing
device. That is to say, even when discs store a content having
the same title, if the discs have a different volume ID, applied
CPS unit key files differ, so when distributing a CPS unit key
file, the server 730 selects a CPS unit key file in accordance
with a volume ID.

[0487] Note that the server 730 receives an identifier for
identifying a disc or a disc recorded content form the client
(content providing device 150) on which the disc manufac-
tured by the disc manufacturing facility 720 which is a disc
manufacturing unit is mounted, and transmits the following
data to the client (content providing device 150):

[0488] (a) server distributing content, and

[0489] (b)bind file (Binding file) having mapping informa-
tion between a disc recorded content and server distributing
content, whereby at the time of playback of a content employ-
ing a playlist in which disc recorded content information is
recorded as playback content information, the client can per-
form processing wherein a server distributing content is
played in addition to or instead of a disc recorded content
specified with a playlist by the content providing processing
employing the mapping information described above.
[0490] Also, with the example shown in FIG. 31, an
arrangement is made wherein the disc manufacturing facility
720 which is a disc manufacturing unit performs processing
wherein a disc stored content is encrypted by employing the
encryption key (CPS unit key 721), and is recorded in the disc
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along with a volume ID which is an identifier corresponding
to a disc set made up of multiple discs, and further, a key file
(CPS unit key file) including data obtained by encrypting the
encryption key (CPS unit key 721) with the volume ID or a
value derived from the volume ID is provided to the server
730. The server 730 performs processing wherein the volume
ID corresponding to the disc mounted on the client (content
providing device 150) is distinguished based on the disc
recorded identifier received from the client, and a key file
(CPS unit key file) including data encrypted with the same
volume ID as the distinguished volume ID, or a value derived
from the volume ID is selected to provide this to the client.
[0491] (2) Case Wherein a Download Content is an Unen-
crypted Content

[0492] Next, description will be made regarding a process-
ing example in a case wherein a download content is an
unencrypted content with reference to FIG. 32. For example,
a commercial content or the like is downloaded as an unen-
crypted content in many cases, and the example shown in
FIG. 32 is an example wherein the content editing facility 710
employs a disc stored content and sub content as encrypted
contents such as a commercial content or the like.

[0493] FIG. 31 illustrates the following arrangements and
processing thereof, similar to FIG. 32:

[0494] (a) content editing facility 710 for executing content
editing processing,

[0495] (b) disc manufacturing facility 720 for manufactur-
ing a disc, and

[0496] (c) server 730 for executing content providing pro-
cessing.

[0497] First, the content editing facility 710 performs con-
tent editing processing to generate a content 714 for storing a
disc, and a sub content 715 for download. Note that these
contents include a playlist and bind file to be applied to the
above-mentioned content playback. The generated contents
are provided to the disc manufacturing facility 720. Note that
content attribute information 716 such as a content ID and so
forth is also provided at the time of this providing processing
along with the generated contents.

[0498] The disc manufacturing facility 720 records an
unencrypted content 741 which is the content for storing a
disc generated by the content editing facility 710 in the stamp-
ers as follows:

[0499] volume ID #1 for stamper 1 (725), and
[0500] volume ID #2 for stamper 2 (726).
[0501] The disc manufacturing processing is similar to the

processing described with reference to FIG. 31, so descrip-
tion thereof will be omitted.

[0502] The disc manufacturing facility 720 provides the
following content to the server 730 for executing providing
processing of a download content as to a user:

[0503] (a) unencrypted sub content 742.

[0504] The server 730 holds the following data received
from the disc manufacturing facility 720

[0505] encrypted sub content 751,

[0506] and further includes the following programs serving
as application programs employed for content download pro-
cessing

[0507] BD-J app #2 (731), and
[0508] BD-J app #3 (732).
[0509] Upon receiving a content download request from an

unshown user’s content providing device, the server 730
executes download content providing processing. This pro-
cessing is basically the same processing as the processing
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described with reference to FIG. 31. However, the download
content is the unencrypted content 751, so providing process-
ing of a CPS unit key file is not demanded.

[0510] The example shown in FIG. 32 is a processing
example wherein the disc manufacturing facility 720 serving
as a disc manufacturing unit records an encrypted content in
the disc as a disc stored content, and the server 730 executes
processing for providing a server distributing content serving
as a substituted unencrypted content to be played instead of an
encrypted content included as a disc stored content to the
client (content providing device 150). For example, the unen-
crypted content to be recorded in the disc is a commercial
content, and the unencrypted content which the server 730
provides the client is a second commercial content to be
played instead of the commercial content recorded in the disc.

[0511] (3) Case Wherein a Download Content is a Program
Content
[0512] Next, description will be made regarding a process-

ing example in a case wherein the download content is a
program content with reference to FIG. 33. For example, an
application program (BD-J app) for executing content play-
back processing, or the like can be provided to the user’s
content providing device through the server. For example, in
a case wherein a disc stored content is a content to be played
with special playback sequence, or the like, a dedicated pro-
gram for playing the disc stored content thereof is used in
some cases. The application program (BD-I app) applied to
such playback is also generated by the content editing facility
710 as a content.

[0513] FIG. 33 illustrates the following arrangements and
processing thereof, similar to FIGS. 31 and 32:

[0514] (a)content editing facility 710 for executing content
editing processing,

[0515] (b) disc manufacturing facility 720 for manufactur-
ing a disc, and

[0516] (c) server 730 for executing content providing pro-
cessing.

[0517] First, the content editing facility 710 performs con-
tent editing processing to generate a main content 717 for
storing a disc, and a sub content 718 for download. The sub
content 718 for download is a program content to be applied
to the playback processing of the main content 717 for storing
adisc. The generated contents are provided to the disc manu-
facturing facility 720. Note that content attribute information
719 such as a content ID and so forth is also provided at the
time of this providing processing along with the generated
contents.

[0518] The disc manufacturing facility 720 records an
unencrypted content 743 which is the content for storing a
disc generated by the content editing facility 710 in the stamp-
ers as follows:

[0519] volume ID #1 for stamper 1 (725), and
[0520] volume ID #2 for stamper 2 (726).
[0521] The disc manufacturing processing is similar to the

processing described with reference to FIG. 31, so descrip-
tion thereof will be omitted.

[0522] The content editing facility 710 directly provides
the sub content 718 for download which is a program content
to be applied to the playback processing of the main content
717 for storing a disc to the server 730 for executing providing
processing of a download content to a user.

[0523] The disc manufacturing facility 720 executes no
processing particularly as to a sub content, so the content
editing facility 710 provides the sub content 718 to the server
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730 without through the disc manufacturing facility 720.
However, an arrangement may be made wherein the sub
content 18 is provided to the server 730 through the disc
manufacturing facility 720.

[0524] The server 730 holds the following data received
from the content editing facility 710

[0525] sub content 711,

[0526] and further includes the following programs serving
as application programs employed for content download pro-
cessing

[0527] BD-J app #2 (731), and
[0528] BD-J app #3 (732).
[0529] Upon receiving a content download request from an

unshown client (content providing device 150), the server 730
executes download content providing processing. This pro-
cessing is basically the same processing as the processing
described with reference to FIG. 31. However, the download
content is an unencrypted content, so providing processing of
a CPS unit key file is not demanded. The server 730 provides
a program content to be applied to the playback processing of
a disc stored content to the client (content providing device
150) as a server distributing content.

[0530] As described above, description has been made in
detail regarding the present invention with reference to the
specific embodiments. Note however, it is clearly evident that
one skilled in the art can perform various modifications and
alternations of the embodiments without departing from the
essence of the present invention. That is to say, the present
invention has been disclosed in an exemplification mode, and
is not to be interpreted in a limited manner. The Claims should
be referred to in order to determine the scope (essence) of the
present invention.

[0531] The series of processing described in the present
Specification may be executed by hardware, or software, or a
compound arrangement of both. In a case of executing the
processing by software, a program in which the processing
sequence is recorded may be installed for execution in
memory within a computer embedded in dedicated hardware,
or the program may be installed for execution in a general-
purpose computer which can execute various types of pro-
cessing. For example, the program may be recorded in a
recording medium beforehand. The program may be installed
in a computer from the recording medium, and also may be
received through a network such as a LAN (Local Area Net-
work) or the Internet, and installed in a recording medium
such as a built-in hard disk or the like.

[0532] Note that the various types of processing described
in the present Specification may be executed not only in
time-sequence following the order laid forth but also in par-
allel or individually according to the processing capabilities
of a device for executing the processing or as appropriate.
Also, with the present Specification, the term “system” rep-
resents a logical group arrangement of multiple devices,
which is not restricted to an arrangement wherein the devices
each having an individual configuration are housed in the
same casing.

[0533] It should be understood by those skilled in the art
that various modifications, combinations, sub-combinations
and alterations may occur depending on design requirements
and other factors insofar as they are within the scope of the
appended claims or the equivalents thereof.
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What is claimed is:

1. A content providing device serving as a server for
executing content providing processing as to a client, com-
prising:

a data processing unit configured to execute content pro-

viding processing in response to a content request from
said client;

wherein said data processing unit receives a disc recorded
identifier for identifying a disc or content recorded in the
mounted disc of said client, and the identification infor-
mation of at least either the device identifier of a device
on the client side, or the user identifier of a user on the
client side, from said client, accumulates the history
information of the disc recorded identifier received from
said client in a management database in increments of
devices or users, and analyzes the user’s preference on
the client side to provide a content adapted to the user’s
preference.

2. The content providing device according to claim 1,
wherein said data processing unit provides said client with a
bind file (Binding file) including mapping information
between a disc recorded content recorded in the mounted disc
of'said client, and a local storage unit stored content provided
to said client by said content providing device and stored in a
local storage unit of said client;

and wherein said mapping information includes informa-
tion for obtaining a local storage unit stored content as a
playback content to play this based on disc recorded
content information recorded in a playlist at the time of
content playback at said client.

3. The content providing device according to claim 1,
wherein said data processing unit receives personal informa-
tion from said client, accumulates the received personal infor-
mation in said management database, and employs the per-
sonal information to select a provided content.

4. The content providing device according to claim 1,
wherein said data processing unit provides a commercial
content adapted to the user’s preference to said client.

5. The content providing device according to claim 2,
wherein said data processing unit provides said client with a
commercial content adapted to the user’s preference, and
mapping information for playing the commercial content
instead of a disc recorded commercial content recorded in the
mounted disc of said client.

6. A content providing system comprising:
a client for playing a disc stored content; and

a server for executing content providing processing as to
said client;

wherein, with playback of a content recorded in a disc, said
client executes a program recorded in the disc, and trans-
mits to said server a disc recorded identifier for identi-
fying a disc or content, and the identification informa-
tion of at least either the device identifier of a device on
the client side or the user identifier of a user on the client
side, in accordance with the program;

and wherein said server accumulates the history informa-
tion of the disc recorded identifier received from said
client in a management database in increments of
devices or users, and analyzes the user’s preference on
the client side to provide a content adapted to the user’s
preference based on the accumulated information of the
management database.
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7. A data processing method executed at a content provid-
ing device serving as a server for executing content providing
processing as to a client, comprising:
a data processing step wherein a data processing unit
executes content providing processing in response to a
content request from said client;
wherein said data processing step includes the steps of
receiving a disc recorded identifier for identifying a disc
or content recorded in the mounted disc of said client,
and the identification information of at least either the
device identifier of a device on the client side or the
user identifier of a user on the client side, and

accumulating the history information of the disc
recorded identifier received from said client in a man-
agement database in increments of devices or users,
and analyzing the user’s preference on the client side
to provide a content adapted to the user’s preference
based on the accumulated information of the manage-
ment database.

8. The data processing method according to claim 7, said
data processing step further comprising the step of:

providing said client with a bind file (Binding file) includ-
ing mapping information between a disc recorded con-
tent recorded in the mounted disc of said client, and a
local storage unit stored content provided to said client
by said content providing device and stored in a local
storage unit of said client;

wherein said mapping information includes information
for obtaining a local storage unit stored content as a
playback content to play this based on disc recorded
content information recorded in a playlist at the time of
content playback at said client.

9. The data processing method according to claim 7, said

data processing step further comprising the step of:
receiving personal information from said client, accumu-
lating the received personal information in said manage-
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ment database, and employing the personal information
to select a provided content.
10. The data processing method according to claim 7, said
data processing step further comprising the step of:
providing a commercial content adapted to the user’s pref-
erence to said client.
11. The data processing method according to claim 8, said
data processing step further comprising the step of:
providing said client with a commercial content adapted to
theuser’s preference, and mapping information for play-
ing the commercial content instead of a disc recorded
commercial content recorded in the mounted disc of said
client.
12. A computer program causing a content providing
device serving as a server for executing content providing
processing as to a client to execute data processing, compris-
ing:
a data processing step wherein a data processing unit
executes content providing processing in response to a
content request from said client;
wherein said data processing step includes the steps of
receiving a disc recorded identifier for identifying a disc
or content recorded in the mounted disc of said client,
and the identification information of at least either the
device identifier of a device on the client side or the
user identifier of a user on the client side, and

accumulating the history information of the disc
recorded identifier received from said client in a man-
agement database in increments of devices or users,
and analyzing the user’s preference on the client side
to provide a content adapted to the user’s preference
based on the accumulated information of the manage-
ment database.
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