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DATA TRANSMISSION SCHEDULER

[0001] The present invention relates to a method of sched-
uling a data transmission over a wireless network connection
in a communications network and related aspects.

[0002] Many mobile communications devices have com-
munications capabilities enabling applications to be runusing
the mobile operating system which exchange data with
remote servers over communications links. Examples which
are currently well known in the art include mobile telephony
devices which run applications such as calendars and meeting
planners as well music and video applications, for example,
the Apple iPhone™ which not only provides telephony func-
tionality but also provides access to the world-wide-web, as
well as allowing direct music and video downloads and replay
onto the device. Other examples of mobile communications
devices include mobile computers and personal digital assis-
tants (PDAs) which can also require data communications
connectivity for some of the applications they support. An
application on a mobile communication device may require
intermittent synchronisation of cached data with a remote
server.

[0003] United States Patent Application US2003/0135643
entitled “Data Transmission Scheduling System and
Method” describes a data transmission scheduling system
and method which utilizes the transmission character of a
wireless network to schedule data updating and downloading
and to design a customized transmission mechanism. In
US2003/0135643, a user defines a scheduling plan and the
system triggers a transmission mechanism to complete a data
transmission when a certain schedule condition is detected to
be valid. The system establishes and executes tasks according
to the schedule unless a self-adjusting transmission module is
invoked. The self-adjusting process involves, at the scheduled
time for performance of the transmission, sending out a chan-
nel status detection command to determine if the network is
congested and if so, deleting the schedule task from the queue
and generating a new scheduled time for execution of the task
according to a predetermined delay time and adding the new
task to the schedule queue. If the network is not congested at
the new scheduled time, then the task is executed.

[0004] The system proposed in US2005/00186 requires a
user to manually configure the schedule of tasks. This may
result in the user configuring the schedule according to their
anticipated usage of the device. So, for example, a user may
configure all the applications on their device which require
intermittent synchronisation with a remote server to perform
such synchronisation at midnight. However, if the user speci-
fies two or more applications are to synchronise at midnight,
the synchronisation mechanism must determine a priority
order for execution each task. Even if a user were to attempt
to guess how long each task might take, and schedule task A
for midnight and task B for half past midnight, some tasks
may have different requirements from day to day and take
long one some occasions to perform than on others. More-
over, if at midnight the mobile communications device is in a
location which has a very weak or no wireless network cov-
erage the network conditions may be totally inappropriate for
up or downloading large amounts of data with a remote
server. The result might be that the self-adjusting transmis-
sion module of US2005/00186 would repeatedly self-adjust
the transmission times until the network condition improved
when the user goes to work in the morning and moves out of
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the area of poor signal quality. As each attempt to establish a
transmission uses up the resources of the mobile communi-
cations device the result may be a drain on the battery power
of the device.

[0005] The scheduling system taught by US2005/00186 is
thus limited as the first scheduled performance and any
rescheduled performances determined by a predetermined
time delay may not coincide with appropriate network con-
ditions to support the type of data transmission required to
complete the scheduled task. Each attempt at transmission in
accordance with such a scheduling system needlessly wastes
the resources of the device and if a data transmission is
aborted as the network conditions alter in the course of the
transmission, network resources have also been wasted. In
addition, under certain conditions, e.g., if located in a roam-
ing data network, the user may be on a tariff which would
mean that each aborted data transmission still incurred a cost
for the user.

[0006] Accordingly, it is useful if the task execution can be
timed to coincide with appropriate network conditions to
prevent having any necessity to perform such a delay opera-
tion. This requires a suitable prediction mechanism to deter-
mine when appropriate network conditions may occur. How-
ever, as mobile devices may change location, the mobile
device may be in a location where it has never been before and
prediction is not possible using just data collated by the
mobile device itself on network conditions at various times.
Many devices can support multiple access technologies and
for such devices it is not just a case of the signal strength
varying in a particular network but that in different locations
different types of network e.g. Bluetooth PAN, Wi-Fi,
WiMax, 2G, 3G with vastly differing capabilities and costs
are available.

[0007] Many wireless communications enabled devices,
such as computers and telephone-type devices are capable of
supporting multiple network connection types. Devices
which handover between different types of network (e.g. they
perform a heterogeneous network handover) but essentially
only maintain one network connection at a time are well
known in the art as are devices which can support multiple
network connections simultaneously.

[0008] Wireless network characteristics vary according to
the communications protocol they support and can also vary
from time-to-time and/or according to the location of a com-
munications device in that network’s environment. For
example, download speeds differ for different types of net-
work and services supported by that network: the General
Packet Radio Service (GPRS) is a dedicated data service
based on a separate packet data network which allows up to 8
GSM channels to be concatenated together giving a possible
bit rate of over 70 kbits/s. GPRS typically limits downlink
speeds to 20kb/s. The Universal Mobile Telecommunications
System (UMTS) (also known as IMT-2000) typically limits
downlink speeds to be higher at 64-128 kb/s. Wireless Local
Area Network (WLAN) performance varies hugely depend-
ing on the particular access point e.g. a home network may
provide up to 8 Mb/s however a public WLAN hotspot in a
busy city centre may only provide 100 kb/s. Connection qual-
ity can also be hugely variable based on time of day. Cellular
networks often reach capacity and block data sessions at the
end of the working day. Public WLAN hotspots are often
congested during commuter time. The availability of different
network connection types also varies geographically a
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WLAN hotspot may only have a range of 1-200 meters
whereas cellular coverage maybe virtually ubiquitous.

[0009] Users are typically unaware of which network con-
nections are available to them at any particular time or of the
characteristics of an available network connection such as
whether a network is congested or not. A user may not be
aware of the optimum network connection characteristics a
particular application hosted on a wireless communications
device associated with a user might require to perform a
particular task. In some cases, it is not practical for some tasks
which are resource intensive to be performed when the user is
also trying to use the device. Accordingly, even if an applica-
tion enables a user to schedule when a particular task is
performed, the user is likely to simply select a scheduled time
providing optimum transmission conditions, as they are
likely to select a time when they won’t be using the device,
such as when the user is at home asleep. If the user lives in an
area or building which has poor network connections then the
tasks the user has opted to perform may not be successfully
completed. There may also be issues with conflicts between
different applications if one unsuccessfully attempts to per-
form a task and then reattempts to perform the task when
another task has been scheduled by the user to be performed.
Some applications running on a mobile communications
device may need to synchronise repeatedly during a 24 hour
period with a remote server and where an application requires
several data transmissions to be performed within a 24 hour
period, manually configuration of when the synchronisation
tasks are to be scheduled may not be practical.

[0010] Thus where a plurality of applications are supported
on the same mobile communications device, it is useful if not
just each application is automatically configured to perform
tasks when the data transmission conditions are favourable
for completion of the task but also if the execution of the
plurality of applications is somehow co-ordinated. By co-
ordinating a plurality of applications in their execution each
task can be performed by one of the plurality of applications
under suitable network conditions in a way which reduces or
removes the likelihood of any conflict with other applications
trying to also establish a connection over the same wireless
communications link. Even when a wireless communications
device can support more than, one network connection it is
useful if conflicts can be resolved to ensure applications (and
the performance of tasks which require a network connec-
tion) are co-ordinated as otherwise conflicts could still occur
between applications.

[0011] Itis knownin the art to configure a communications-
enabled device to continually scan for available networks and
trigger applications when a particular network is available,
particularly in the context of applications registering call-
backs for various network interfaces. Such known solutions
are, however, limited in that the continual scan process is
highly draining on resources such as electrical power. This is
an adverse effect where electrical power is supplied by a
battery-type device. In addition, there may be long periods of
time (many hours or even days) between the user being in
range of a suitable network, and even when in range, the
network characteristics at that time may not be suitable (for
example, it may be congested). In addition, even if a user is in
range of a suitable network, the user must remain in range
sufficiently long enough for the application to complete its
utilisation of the network resources. Ifthe user passes through
too quickly and the opportunity for use is limited, then an
application has used up device resources such as electrical
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battery power attempting to use a network connection to
complete a task which must then be aborted if the connection
prematurely fails.

[0012] Other limitations are that an application may not
need to run every time a particular network is available, but
instead may need to run at a regular interval (e.g. daily or
weekly) but at a time which coincides with the right network
being available. Another limitation is that many devices (e.g.
Java2 Micro Edition (J2ME) devices) do not have explicit
network awareness capabilities to implement such a call-back
mechanism and some devices have only a mechanism to
launch an application at a predetermined time and date, i.e.,
the application cannot “self-start”.

[0013] The invention seeks to mitigate and/or obviate the
limitations known in the art with the timing of data transmis-
sions from mobile communications devices. Various aspects
of'the invention are as set out below and by the accompanying
independent claims and various preferred embodiments are
as set out below and by the accompanying dependent claims.
The aspects and preferred embodiments of the invention may
be suitably combined in any manner apparent to those of
ordinary skill in the art.

[0014] One aspect of the invention seeks to provide a
method of scheduling a data transmission over a wireless
network connection in a communications network, said data
transmission being required for completion of one or more
predetermined tasks by an application hosted on a communi-
cations device in said communications network, the method
comprising for each task:

[0015] determining one or more conditions required for
said data transmission to enable said application to com-
plete said task;

[0016] determining one or more network conditions
required for said wireless network connection to support
said data transmission and enable said application to
complete said task;

[0017] predicting when said one or more network con-
ditions in said communications network will meet the
requirements imposed by the one or more conditions for
said data transmission to complete said task; and

[0018] scheduling said data transmission in accordance
with the predicted one or more network conditions.

[0019] This enables the prediction of said one or more
network conditions to be automatically performed when an
application is configured to perform a task requiring repeated
data transmission.

[0020] The prediction of when said one or more network
conditions in said communications network will match the
one or more conditions required for said data transmission to
complete said task may comprise:

[0021] retrieving stored data indicating timing informa-
tion for said one or more network characteristics for an
available network connection;

[0022] processing said timing information to predict
when said one or more network conditions for said net-
work connection required to complete said task match
said task completion conditions.

[0023] Thetiming information may comprises a duration of
said network conditions above one or more threshold criteria,
for example, a predetermined period of time referred such as
is known in the art as a time-window.

[0024] The stored data may comprise data aggregated from
a plurality of network connections established by a plurality
of said communications devices.
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[0025] The aggregated data may be derived from data in a
shared memory store, said data being contributed to said
shared memory store by a plurality of said communications
devices in said communications network.

[0026] The network characteristics of each connection
available to said mobile communications device may be
stored in the shared memory. The shared memory may be
populated using data derived from network connections
established by a plurality of said communications devices in
said communications network.

[0027] The method aspect may further comprise passing
data from said shared memory to the communications device
hosting the application performing the predetermined task,
whereby said prediction of said one or more network condi-
tions is performed by the mobile communications device.
[0028] The method may further comprise a network server
aggregating the data stored in said shared memory in accor-
dance with one or more predetermined conditions for aggre-
gation;

[0029] passing said aggregated data to the communica-
tions device hosting the application performing the pre-
determined task;

[0030] processing said aggregated data on the mobile
communications device to automatically predict when
network conditions are available for completion of said
task.

[0031] The network server may aggregate data by process-
ing the data provided by a plurality of mobile communication
devices in a selective manner. This allows the server to be
configured in a variety of ways as to what processing is
performed on the data it receives to determine the aggregate
data. For example, it is possible to exclude network measure-
ments where they are not statistically significant in the aggre-
gate data.

[0032] The method may further comprise:

[0033] a network server aggregating the data stored in
said shared memory in accordance with one or more
predetermined conditions for aggregation;

[0034] said server processing said aggregated data to
predict said timing information for said one or more
network conditions; and

[0035] said server passing said predicted timing infor-
mation to the communications device 10a hosting the
application performing the predetermined task;

[0036] wherein the mobile communications device
determines from said passed predicted timing informa-
tion when to schedule said task on an available network
connection.

[0037] A plurality of tasks may be performed by an appli-
cation and said data transmission may be scheduled so that all
of'said tasks are completed during the same data transmission
or alternatively a sequence of data transmissions, each
enabling the completion of one or more tasks, may be sched-
uled to enable all of said tasks to be completed.

[0038] A plurality of applications hosted on the same
mobile communications device may each require the method
to be performed for the completion of one or more tasks, and
the method may automatically sequence the data transmis-
sion in dependence on said one or more predicted network
conditions of said communications network.

[0039] Another aspect of the invention seeks to provide a
method of synchronising data stored on a mobile communi-
cations device intermittently with data stored remotely, at a
server using a wireless transmission, the method comprising:
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[0040] determining one or more conditions on which
said wireless transmission is dependent if the wireless
transmission is to enable said data synchronisation to be
performed;

[0041] automatically predicting when one or more con-
ditions for transmission in a communications network
will match the one or more conditions required for said
data synchronisation.

[0042] A plurality of applications may be provided on said
mobile communications device which require data synchro-
nisation with data stored remotely at a server using wireless
transmission, and the method may further comprise automati-
cally sequencing the wireless transmission for each data syn-
chronisation in dependence on one or more predicted trans-
mission conditions in said communications network.

[0043] The method may further comprise determining said
one or more predicted transmission conditions from aggre-
gated data derived from a plurality of mobile devices in said
communications network.

[0044] The aggregated data may be derived by said plural-
ity of mobile devices dynamically populating a shared data
store in said communications network.

[0045] Another aspect of the invention seeks to provide an
application scheduler which performs a method of co-ordi-
nating the time of execution of a plurality of applications all
hosted by the same communications device, each application
requiring a wireless network connection for completion of a
predetermined task, the scheduler comprising for each task:

[0046] means to determine one or more task completion
conditions including one or more network conditions for
said network connection required to complete said task;

[0047] means to retrieve stored data indicating for a pre-
determined period of time, one or more network char-
acteristics for an available network connection;

[0048] means to process said task completion conditions
to determine if said one or more network characteristics
retrieved for said predetermined period of time match
said one or more network conditions for said network
connection required to complete said task; and

[0049] in the event of a match in between the network
characteristics of a connection available for a predeter-
mined period of time and the network conditions
required for said network connection to complete said
task,

[0050] means to schedule said task for execution in said
predetermined period of time; and

[0051] meansto reduce the predetermined period of time
by the duration of the network connection required to
complete a scheduled task.

[0052] The predetermined period of time is preferably pre-
dicted in advance for each application.

[0053] The above means may be implemented in software
by one or more appropriate processor operations and/or by
one or more hardware components arranged to implement
said one or more processor operations.

[0054] The application scheduler preferably comprises a
device resident client application library which is linked in to
each application that requires a network aware scheduling
capability. Preferably, the application scheduler is arranged to
automatically align application execution time with network
availability and according to the type of network characteris-
tics available. An application scheduler according to this
aspect of the invention thus seeks to allow applications to
dynamically match their connection requirements against
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future network availability and automatically execute at the
right time without the need for user involvement.

[0055] An application scheduler according to this aspect of
the invention system secks to provide the advantage of only
attempting to use a network when the network is expected to
be available with sufficient quality and duration to satisfy the
application requirements.

[0056] An application scheduler according to this aspect of
the invention also seeks to reduce wastage of device
resources, for example, processing power and/or battery
power, by eliminating unnecessary scanning operations and
network connections. An application scheduler according to
the invention also seeks to be capable of operating on a range
of communications-enabled devices capable of communicat-
ing over a variety of network types, including devices with
limited power and minimal processing capabilities such as
java enabled feature phones.

[0057] Another aspect of the invention seeks to provide a
method of co-ordinating the time of execution of a plurality of
applications all hosted by the same communications device,
each application requiring a network connection for comple-
tion of a predetermined task, the method comprising for each
task:

[0058] determining one or more task completion condi-
tions including one or more network conditions for said
network connection required to complete said task;

[0059] retrieving stored data indicating for a predicted
predetermined period of time, one or more network
characteristics for an available network connection;

[0060] processing said task completion conditions to
determine if said one or more network characteristics
retrieved for said predetermined period of time are pre-
dicted to match said one or more network conditions for
said network connection required to complete said task;
and

[0061] in the event of a match in between the network
characteristics of a connection available for a predeter-
mined period of time and the network conditions
required for said network connection to complete said
task,

[0062] scheduling said task for execution in said pre-
dicted predetermined period of time.

[0063] The method may further comprise reducing the pre-
determined period of time predicated for said one or more
network characteristics by the duration of the network con-
nection required to complete a scheduled task.

[0064] In one embodiment, a said task completion condi-
tion comprises a condition of a resource of said communica-
tions device.

[0065] In one embodiment, a said task completion condi-
tion comprises a condition associated with an electrical power
resource of said communications device.

[0066] In one embodiment, a said task completion condi-
tion comprises a condition associated with a processing
power resource of said communications device.

[0067] In one embodiment, a said task completion condi-
tion comprises a condition associated with a memory
resource of said communications device 10a.

[0068] Inoneembodiment, saidtask completion conditions
vary depending on the type of usage of said client application.
[0069] In one embodiment, for each task, said network
connection requirements vary depending on the type of usage
of said client application.
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[0070] In one embodiment, a task comprises transmission
of' an amount of data over said network connection and said
client application is capable of generating a variable amount
of data.

[0071] In one embodiment, said communications device is
capable of sustaining a single network connection at a time
and said method coordinates execution of each of said plu-
rality of client applications to arrange their execution in a
single series.

[0072] Inone embodiment, said communications device is
capable of sustaining a plurality of network connections at a
time, and said method co-ordinates the execution of each of
said plurality of client applications to arrange their execution
in a plurality of series equal to the number of concurrent
connections that the communications device can sustain.

[0073] In one embodiment, the network characteristics of
each available connection is stored in shared memory which
is populated using data derived passively from previous net-
work connections established by said communications
device.

[0074] In one embodiment, the network characteristics of
each available connection is stored in shared memory which
is populated using data derived dynamically from previous
network connections established by said communications
device.

[0075] In one embodiment, the network characteristics of
each available connection is stored in shared memory which
is populated using data derived from a network server
arranged to aggregate network characteristic data dynami-
cally derived from previous network connections established
by a plurality of said communications devices.

[0076] In one embodiment, the network characteristics of
each available connection is stored in shared memory which
is populated using data derived dynamically from previous
network connections established by a plurality of communi-
cations devices.

[0077] In one embodiment, each communications device
populating said shared memory is also arranged to implement
steps in the above method aspect and any preferred embodi-
ments.

[0078] Another aspect of the invention is a communications
device arranged to implement one or more steps in any
method aspect or preferred embodiments of the method
aspect.

[0079] Another aspect comprises a network server
arranged to aggregate network characteristics of connections
established with a plurality of communication devices 10a,b
and to populate a shared memory of each communications
device with said aggregated network characteristics for said
connection associated with predetermined periods of time,
whereby at said predetermined times the network character-
istics of available connections are retrievable for the purpose
of implementing steps in a method aspect or preferred
embodiment of a method aspect for each said communica-
tions device.

[0080] Another aspect comprises a communications sys-
tem comprising a plurality of communications devices, each
communications device being arranged to co-ordinate the
time of execution of a plurality of applications supported by
said respective communications device, each application
requiring a network connection for completion of a predeter-
mined task, wherein each communications device comprises:
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[0081] means to determine one or more task completion
conditions including one or more network conditions for
said network connection required to complete said task;

[0082] persistent memory means arranged to enable a
scheduling component of each client application to
retrieve from said persistent memory means data indi-
cating for a predetermined period of time, one or more
network characteristics for an available network connec-
tion;

[0083] aprocessorarranged to process said task comple-
tion conditions to determine if said one or more network
characteristics retrieved for said predetermined period
of time match said one or more network conditions for
said network connection required to complete said task;

[0084] wherein, in the event of a match in between the
network characteristics of a connection available for a
predetermined period of time and the network condi-
tions required for said network connection to complete
said task,

[0085] said scheduling component schedules said task
for execution in said predetermined period of time, and
reduces the predetermined period of time by the duration
of'the network connection required to complete a sched-
uled task.

[0086] The above aspects and embodiments of the inven-
tion thus seek to provide a system that is capable of, predict-
ing future network availability and scheduling applications to
execute accordingly.

[0087] Thus various aspects of the invention relate sched-
uling a data transmission which enables a mobile communi-
cations device to schedule tasks according to when network
conditions are predicted to support any data transmission
necessary to enable completion of the task by performing a
forecast derived from a set of data to which other mobile
communications devices are able to contribute instead of or in
addition to the mobile communications device.

[0088] Some aspects of the invention relate to an applica-
tion scheduler for applications supported by the mobile com-
munications device where each application requires one or
more data transmissions to perform one or more tasks. The
application scheduler may comprises a co-ordinating sched-
uler for a communications device which co-ordinates the
scheduling of a plurality of applications which each need to
transmit and/or receive data and so require wireless network
connections to be established using said communications
device to implement particular tasks run in background.
[0089] In some embodiments, the scheduler comprises an
application co-ordinating scheduler which schedules the
execution of applications to perform tasks requiring connec-
tion requirements which differ from time-to-time. For
example, the specific task performed, the network connection
characteristics required, the repetition rate of performing a
task and/or the trigger criteria for performing the task can all
vary from time-to-time for an application and/or depend on
other criteria such as usage of the client application. As an
example, the amount of data generated by an application
which needs to be backed up at any given time with a remote
server can vary from time-to-time depending on usage of the
application by a user of the communications device. For
example, when an application has generated large amounts of
data for back up the data may need to be backed up more
frequently than if less data has been generated. Different
applications may need to repeat the tasks they perform at
different rates of repetition and some applications may per-
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form tasks which are otherwise triggered, for example, execu-
tion of a particular task by one application can be dependent
on the performance of another task by the same and/or
another application.

[0090] The various aspects and embodiments of the inven-
tion thus seek to obviate and/or mitigate the above limitations
of'the prior art by seeking to automatically control a plurality
of applications so that each application is activated in a co-
ordinated manner. For example, applications may be
executed in a predetermined sequence and repeated at time(s)
associated with the probability of an available network hav-
ing one or more network characteristics exceeding one or
more predetermined limits. The various aspects and embodi-
ments may measure one or more network characteristics to
determine which are associated with the successful execution
of'apredetermined task by an application and/or store these so
that other applications can refer to these measurements when
seeking to perform tasks which require similar network con-
nection characteristic(s).

[0091] Accordingly, the various aspects and embodiments
of'the invention seek to preserve device resources so that they
are used only when there is a likelihood of a connection
having characteristics which will allow an application to suc-
cessfully complete one or more scheduled tasks in a particular
connection window.

[0092] The term wireless communications device here
include mobile devices such as mobile telephony handsets,
personal digital assistants, laptop computers, as well as wire-
less games consoles which require internet connectivity, and
any other devices which perform tasks requiring a network
connection over a wireless communications link where the
network connection characteristics are not static. For
example an application backing up some mobile telephony
handset contents over a wireless communications network
may require a different bandwidth for different durations of
time depending on how much the data has changed on the
handset since the last backup. Without prior knowledge of
which networks are available, their congestion and the appli-
cations actual connection requirements, a user will notbe able
to assess the likelihood of certain tasks such as backing up
data being successfully completed by an application the user
launches, or have any knowledge of when the best time is to
ensure an application will launch successfully.

[0093] As previously mentioned, the above aspects and
statements of the features of the invention as described herein
above and by the accompanying independent and dependent
claims respectively, may be combined in any appropriate
manner apparent to those skilled in the art.

[0094] Preferred embodiments of the invention will now be
described with reference to the accompanying drawings
which are by way of example only, and in which:

[0095] FIG. 1A shows a communications system according
to one embodiment of the invention;

[0096] FIG. 1B shows a client application comprising a
client library according to one embodiment of the invention;
[0097] FIG. 2A shows examples of tasks and dependent
task relationships for which an application scheduler may
schedule action according to a one-to-one task client appli-
cation mapping embodiment of the invention;

[0098] FIG. 2B shows how the exemplary tasks of FIG. 2A
are scheduled for execution in a series of connection windows
according to an embodiment of the invention;

[0099] FIG. 2C shows examples of tasks and dependent
task relationships for which an application scheduler may
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schedule action according to a many to one task client appli-
cation mapping embodiment of the invention;

[0100] FIG. 2D shows how the exemplary tasks of FIG. 2C
are scheduled for execution in a series of connection windows
according to an embodiment of the invention;

[0101] FIG. 3 shows some steps implemented in a method
of network aware application scheduling by an embodiment
of the invention;

[0102] FIG. 4 shows schematically a system provided on a
communications device for implementing an application
scheduler according to an embodiment of the invention;
[0103] FIG. 5 shows the steps performed by the application
scheduler of FIG. 4;

[0104] FIG. 6A shows schematically steps implemented by
an application scheduler when initialising according to an
embodiment of the invention;

[0105] FIG. 6B shows schematically steps implemented by
an application scheduler when initialising according to
another embodiment of the invention;

[0106] FIG. 7 shows schematically steps implemented by
an application scheduler in an embodiment of the invention in
which battery level impacts the scheduling decision process
performed by the application scheduler;

[0107] FIGS. 8 and 9 show schematically flow charts indi-
cating how an application scheduler is implemented accord-
ing to an embodiment of the invention;

[0108] FIG. 10 shows a communications system including
an application scheduler which obtains data using active con-
nection quality measurements according to another embodi-
ment of the invention;

[0109] FIG. 11 shows schematically an implementation of
the application scheduler shown in FIG. 10; and

[0110] FIG. 12 shows schematically a message flow to
measure connection quality characteristics according to the
embodiment of the invention shown in FIG. 10.

[0111] In the following description, for purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. It
will be evident, however, to one of ordinary skill in the art,
that the present invention may be practiced without these
specific details. In other instances, well-known structures and
devices are shown in simplified diagrammatic form to facili-
tate explanation and additional detail known to one of ordi-
nary skill in the art has been omitted for clarity. The descrip-
tion of preferred embodiments is not intended to limit the
scope of the claims appended hereto.

[0112] FIG. 1A of the accompanying drawings shows a
communications system according to an embodiment of the
invention. The communications system comprises a wireless
communications network within which a number of wireless
communications devices operate although only one is shown
for simplicity in FIG. 1A. The wireless communications
device 10a shown in FIG. 1A comprises a number of software
and hardware components which enable an application
scheduler to be implemented on the device. The application
scheduler performs scheduling based on historical informa-
tion derived from passive and/or active measurements of con-
nection conditions, for example, connection quality measure-
ments.

[0113] The wireless communications enabled device 10a
shown in FIG. 1A can be any of a variety of devices which are
capable of wireless data transmission (for example, a mobile
telephone handset, PDA (personal digital assistant) or laptop
computer).
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[0114] As shown in FIG. 10a, communications device 10a
comprises hardware and software communications technol-
ogy arranged to enable the device 10a to establish one or more
connections over a plurality of different types of access net-
works via access points (22a, 225, 22¢, 22d). Communica-
tions device 10a further comprises a multi-tasking operating
system 13 (not shown in FIG. 1A, see FIG. 1B) arranged to
support a plurality of client applications 12a,124.
[0115] Communications device 10a further comprises
local memory accessibly specifically by each client applica-
tion 124,125 and also a shared memory, shown in FIG. 1A as
a persistent memory store 16, accessible by all client appli-
cations 124,125 comprising a client software library 144,145
according to the invention.
[0116] Each client application 124,125 comprises at least
one daemon which performs a task requiring a connection
with an access point 22¢ . . . d. In this context, a daemon is a
computer program which runs in the background of a multi-
tasking operating system rather than under the direct control
of'auser. Certain types of tasks which are run by background
programs such as daemons (for example, a task associated
with the synchronisation of an application running on the
client communications device 10a with another device) can
also be performed under the direct control of a user. A client
application 12a will execute at least one task in background,
and possibly more than one task. Unless directly stated oth-
erwise, the inventor’s preferred embodiment assumes that
there is a one-to-one mapping between a task and a client
application (which is equivalent to assuming one or more
tasks performed by the same application can be collectively
considered as a “task” if their connection requirements are
collectively “combined.”
[0117] Anexample of an client application 12a implement-
ing a task requiring a connection to an access point 22a . . .d
is a MIDlet application designed to run on a wireless Java
enabled device 104 such as a mobile phone or personal digital
assistant (PDA) type device. Each client software library
14a,b comprises a plurality of library components, some spe-
cific to the respective client application 124,126 and some
provided in a generic form to all client applications 124,125
resident on the device 104 held in persistent memory 16.
[0118] Communications device 10a in the communications
system 1 is capable of establishing a connection with an
internet 20 via one or more access points 22a,b,¢,d. It is
assumed that at various locations and times, the communica-
tions device seeks to establish a connection via one or more of
the access networks with communications network 20. Each
access network may have

[0119] a) a differing range to another network available

via another access point; and/or

[0120] D) differing areas of coverage; and/or
[0121] c¢) different connection quality; and/or
[0122] d) different network characteristics (which in turn

may affect a), b) or ¢)).
[0123] As an example, in one exemplary embodiment
access point 22a allows a 2G/3G(UMTS) connection to be
established between communication device 104 and Internet
20 and access points 225, 22¢ and 22d each allow communi-
cations device 10a to establish different types of wireless
local area connection. In this exemplary embodiment, access
point 225 is configured to enable a WiMAX (802.16) connec-
tion to be established with the communications device 10a;
WIiMAX (Wireless Microwave Access) enables fixed and
mobile broadband access; access point 22¢ is configured to
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enables a WiFi (Wireless Fidelity) 802.11x type connection to
be established with the communications device; and access
point 22d provides yet another WLAN access point, for
example, an ad-hoc access point such as one enabling a Blue-
tooth™ type connection to another device which is in turn
arranged to access the internet 20 over a wired or wireless
communications link.

[0124] In the embodiment of the invention currently pre-
ferred by the inventor, the communications device 10a is
arranged to maintain one connection at a time and performs
homogeneous and/or heterogeneous network handovers to
maintain said connection. A network handover to the same
type of network comprises a homogeneous network handover
whereas a heterogeneous network handover is a handover to
a different type of network. Both types of network handover
enable connections to be established and maintained in a
variety of static and dynamic network conditions and are
implemented in any appropriate manner known to those of
ordinary skill in the art.

[0125] In FIG. 1B, a client application 12a comprises a
network aware scheduling software client library 14a. The
client library 14a is arranged to allow a connection requesting
component 11 of the application 12a to interface with an
application scheduler 24 library component of the client
library 14a. The client library 14a further comprises persis-
tent shared memory components (shown here to comprises
scheduled task database 28 and connection profile database
30) which are shared with other client applications 125 incor-
porating an equivalent network aware scheduling client
library 145 and which are hosted on the same communica-
tions device 10q as client library 14a according to the inven-
tion.

[0126] Insomeembodiments ofthe invention, a connection
quality measurement software component (CQMC) 26 of the
client library 14a may also be provided as an application
specific component (not shown in FIG. 1A, see FIG. 4). The
CQMC enables the communications device 10a to measure
one or more network connection conditions either passively
or actively during an on-going connection.

[0127] The connection requesting component 11 of the cli-
ent application 124 is effectively any part of the client appli-
cation 12a which generates a connection request to perform a
task. Unless otherwise stated, a one-to-one mapping is
assumed to exist between each task and each client applica-
tion, and each task is identified using a task identifier TID. In
order for each client application to successfully complete a
task, data transmission over the wireless communications
network is required. This means a connection must be estab-
lished which meets one or more network connection condi-
tions.

[0128] Each client application 124,126 which requires a
connection to complete a task has either fixed or varying
connection conditions. Examples of connection conditions
including: connection bandwidth exceeding a minimum
value in one more directions; connection lifetime exceeding a
minimum duration of time, and other connection conditions
such as, for example, latency or transmission errors falling
below a critical limit.

[0129] The connection requests generated by the connec-
tion requesting component 11 of the client application 12a
may require network connections which vary in time and/or
which vary depending on the amount of data and/or type of
task to be performed. For example, a client application 12a
performing a synchronisation task using a connection (to
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another device) may need to synchronise a large amount of
data one day (and so a high bandwidth connection would
reduce the synchronisation time) and to synchronise very
little data on the next occasion it performs the synchronisation
task (and so a low bandwidth connection may be used to
synchronise the data).

[0130] Each time the client application 12a completes a
task or fails to complete a task successfully, the connection
requesting component 11 generates a re-schedule request
which s passed to the client library 14a. The client library 14a
then finds the next launch time using the application sched-
uler component 24 (also referred to herein as application
scheduler 24) which checks for the next suitable connection
window by querying the connection characteristics required
to complete the task with the connection profile database 30
which indicates when a connection window having the
required characteristics is next likely to be available. A con-
nection window CDBJi] refers to a period of time of prede-
termined duration and retrieved by index i. The application
scheduler 24 then checks to see if there is a task identifier
TID#1 already associated with this connection window by
querying the scheduled task database 28 held in the persistent
memory store 16. The scheduled task database 28 returns the
task dependency if any is found to the scheduler component
by indicating the task identifier for the parent task TID#1.
[0131] If the task is not dependent on the completion of a
previous task, the application scheduler 24 will then generate
a record in the scheduled tasks database to indicate that in a
particular connection window CDBJi] the task identified by
TID#2 is to be performed by the client application 12a. If the
task is dependent on completion of a previous task then the
application scheduler 24 will then generate a record in the
scheduled tasks database to indicate the task dependency, in
this example, that task. TID#2 should be performed on
completion of task TID#1.

[0132] When either the appropriate time value “i” arrives or
a notification is received by the application scheduler com-
ponent 24 that the parent task TID#1 has been completed, the
client library 14a generates instructions to the operating sys-
tem O/S 13 of the communications device 104 to invoke the
client application 12a to perform the relevant task. Thus the
operating system 13 launches the client application 124 either
when the parent task TID#1 has been completed or at the
specific time indicated by the returned time value.

[0133] FIGS. 2A and 2B show how the scheduling appli-
cation ensures no conflicts exist between three exemplary
client applications 124, 126, and 12¢ where a one-to-one task
to client application relationship exists. FIGS. 2C and 2D
show how the scheduling application ensures no conflicts
exist between exemplary client applications 12¢ . . . 12¢
where a many-to-one how task to client application relation-
ship exists.

[0134] FIGS. 2A and 2C also show examples of task depen-
dencies. Here a dependent task is a task whose execution by a
client application 12a . . . ¢ is dependent on the successful
prior completion of another task by the same or a different
client application 12a . . . c. In the event that a task has a task
dependency, i.e., if there is another task whose execution is
dependent on the first task being successfully executed, the
relevant application scheduler 24b,¢ will reschedule the
execution time for dependent task whenever the first task is
rescheduled. If a series of tasks have dependencies, each task
is rescheduled when the parent task is rescheduled and the
respective application schedulers will update the scheduled
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tasks databases to ensure that all required sequencing is main-
tained and no timing conflicts are generated.

[0135] In FIG. 2A, client application 12a is scheduled to
perform a task having the task identifier (TID) #1 at time t2.
client application 124 is scheduled to perform a task having
TID #2 after the task TID #1 has been successfully completed.
client application 12¢ is scheduled to perform a task having
TID #3 attime t1. FIG. 2B shows how the tasks #1, #2, and #3
are scheduled for performance in various connection win-
dows CW by the respective application schedulers 24a,b,c of
each client application 124 . . . c. Each connection window
CW relates to a specific network connection, lasts for a cer-
tain period of time (its connection duration), and has one or
more network characteristics (e.g. bandwidth etc).

[0136] application scheduler 244 of, client application 12a
determines that the first connection window (CW) #1 is not
suitable for completion of both task #1 and task#2 in the same
connection and schedules task #1 for completion in connec-
tion window CW#2 at time t1.

[0137] application scheduler 24¢ of client application 12¢
determines from the connections profile database that CW#1
has suitable characteristics and a connection of sufficient
duration is likely and so schedules client application 12¢ to
perform task #3 during CW#1 at time t1. When task #3
successfully repeats, application scheduler 24¢ reschedules it
for performance in connection window #3 at time t1+A3t.
When tasks #1 and #2 both successfully complete, then appli-
cation scheduler 124 reschedules task #1 for performance in
connection window #4 at time t2+A1t. Task #2 is not resched-
uled to be performed at a specific time, instead, the scheduled
task database notes that when task #1 is successfully com-
pleted, dependent task #2 should be performed, and this will
trigger application scheduler 24b to request the operating
system 13 to launch client application 125 to perform task #2.
[0138] FIGS. 2C and 2D show client applications 12a,b,¢
which each have a plurality of tasks having different connec-
tion requirements. In this exemplary embodiment, client
applications 12a. . . ¢ require connections to the Internet 20 to
complete exemplary tasks A, A+, B, B+, C, C+ and C++. In
FIG. 2C, client application 124 (for example a calendar appli-
cation) must establish an appropriate internet connection to
complete task A (for example, to upload a diary list to a
central server) before completing task A+ (for example, syn-
chronising the diary list with over another user’s device over
internet 20 (for example, the user’s home computer).

[0139] Application 12a also must also complete execute
task B (for example, uploading an activities journal for vari-
ous files) before another task B+ (for example, downloading
all time-charged activities) can be performed by another
application, Application 126 (for example, a time-charging
application). In this example, the time-charging application
125 must also complete a task which performs a query action
with a server to see if a bill should be generated for one or
more clients (task C). Dependent on this task being com-
pleted, for example, the user might then be prompted to
dictate a bill using application 12¢ (say a voice dictation
application) which upload the voice data as an audio stream
(task C+). Dependent on task C+ being successfully executed,
Application 12¢ then downloads a copy of the written billing
record created by the dictation (task C++) for local storage on
the communications device 105. These applications & tasks
are purely for exemplary purposes and those of ordinary skill
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in the art will appreciate that many other applications and
tasks for a variety of scenarios can be scheduled using the
invention.

[0140] FIG. 2D shows how the exemplary tasks shown in
FIG. 2C canbe scheduled by the respective application sched-
ulers 24a,b,c of each client application 12a . . . ¢ to run in
connection windows CW#1, CW#2, CW#3, and CW#4 so
that at each point in time, only one application is operating. It
is assumed here that application 12a is invoked by the oper-
ating system 13 at a time predetermined by the application
scheduler 24a as optimal for the network connection it
requires to successfully complete tasks A and A+. Accord-
ingly, it is assumed that in this case, the connection profile
database 30 is already populated with sufficient information
for the application scheduler 24a to determine if the network
characteristics of each connection window are suitable (e.g.,
if the bandwidth of the connection window #1 will remain
sufficiently high for the data transmission for execution of
both tasks A and A+ to be completed). Here, application
scheduler 244 has determined that task A+ is dependent on
task A being successfully completed and both task A and A+
are to be completed in the same connection window. client
application 12q also performs task B whose performance is
independent of A or A+. Task B+ is dependent on the comple-
tion of Task B but is performed by client application 125. Task
B+ requires a different type of network connection than B
requires. Task C+ is scheduled for completion after comple-
tion of task C. Task C++. is dependent on task C+ being
successfully executed.

[0141] Asshown, in FIG. 2D, tasks A and A+ are scheduled
for execution in CW#1, Tasks C and B in CW#2, task C+ in
CWH#3, and tasks C++ and B+ in CW#4 by the respective
application schedulers 24a,b,¢. Also shown in FIGS. 2B and
2D are exemplary types of network supporting each connec-
tion window, e.g., connection window CW#4 comprises a
WiMax network connection.

[0142] FIG. 3 of the accompanying drawings shows sche-
matically an overview of the steps performed by the applica-
tion scheduler 24 library component according to one
embodiment of the invention.

[0143] Firstly, the application scheduler 24 determines
what are the task requirements 150, for example, how often
should the task preferably be performed, if the task has a
dependency on another task being successfully completed, is
another task dependent on the task being successtully com-
pleted, etc. The application scheduler 24 also learns the
device resource requirements (step 152), for example, such as
processing power required to complete the task, the electrical
power which might be required, the typical memory require-
ments to complete the task etc. The application scheduler 24
then determines the network connection requirements for
each task (step 154). For example, is a secure connection
required? What bandwidth is required? For how long must the
connection be maintained to complete the task? What is the
minimum latency the connection must support? What is the
maximum error rate that is allowed? The availability of the
connections with required network characteristics is either
learned by the application scheduler 24 (step 156) or retrieved
from the connections profile database 30. Where the applica-
tion scheduler learns the connection characteristics, this is
achieved using another library component such as a connec-
tion quality measuring component (CQMC) 26 operating in
passive and/or active mode (described in more detail later
hereinbelow). Accordingly, application scheduler 24 is
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arranged in one embodiment to implement task learning and
network awareness learning. In general, however, assuming
that the task requirements are known to the application sched-
uler 24 and that the connection profile database 30 is acces-
sible, the application scheduler 24 library component of each
client application 12a will schedule when that client applica-
tion’s task is to be performed (say at time t,) and if the task is
successfully completed at time t,, reschedule the task to
repeat its performance at a subsequent time t,+At or if the task
is not successfully completed at time t,, reschedule the task to
be attempted again at time t,+t, where dt=At. Here At is the
time interval between repeat performances of the same task
(e.g., a weekly backup of data by the client application 12a
with a remote backup server) and Ot is the time interval
between an unsuccessfully attempted task and the next time it
is attempted.

[0144] When scheduling a task (step 158), each Scheduling
Application 24 consults the scheduled task database 28 when
seeking to determine appropriate values for 8]t and At to
remove any potential conflicting scheduling when a plurality
of client applications hosted by the same communications
device 10a include the network aware scheduling client
library. The values for 8t and At are also checked by the client
application 124 to ensure that the connection profile database
28 indicates a network connection having one or more
required characteristics for that connection will be available.
[0145] At the scheduled time t,, the application scheduler
24 instructs the operating system 13 to activate client appli-
cation 12a to establish the required connection to perform the
relevant task. In one embodiment of the invention, immedi-
ately after launch of the client application 124 but prior to any
attempt to perform the task, the application scheduler 24
performs a check at the scheduled time t,, to see if all required
conditions (network, device, etc) for completion of the task
are met (step 160). If the network condition is determined to
exceed a predetermined requirements threshold for success-
ful completion of the task, the client application attempts to
perform the task at t0, if not, then the client application aborts
the task and reattempts at time t,+0t (step 166). If the client
application successfully completes the task at time t, (step
162) a check is performed to determine if any dependent tasks
are scheduled and if so, these are performed as scheduled (via
step 160). If the task (or any dependent task) is not success-
fully completed then the task (and any dependent task) is
rescheduled (steps 166, 158). If the task is successfully com-
pleted at time t,, (step 162) then the application scheduler 24
reschedules its execution at time t,+At (step 166), where At is
the minimum timing interval requested by the application
between performing the task.

[0146] There are a number of application specific require-
ment(s) which the application scheduler library component
14a,b of each client application 12a,b supported on commu-
nications device 10a must take into account when seeking to
schedule performance of a task requiring a connection via an
access point 22q . . . d with internet 20.

[0147] One or more task completion requirements will be
associated with the task that each client application 12a 125 s
invoked by the operating system 13 at times which the appli-
cation scheduler client library component 24 has determined
from the connection profile database 30 is appropriate and
which is consistent with the timing interval At requested by
the client application since the task was last performed. The
connection profile database 30 is populated with connection
information by a connection quality measurement client
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CQMC application 26 which is another component of the
client library 14a,b specific to each client application 124,
and is described in more detail later hereinbelow. The timing
interval At may vary for some client applications, for
example, where a large amount of data has been generated on
the client device 10q, this may require backing up at shorter
intervals of time than when little data is being generated on
the client device 10a. Other task timing requirements include
whether another task is dependent on the task being success-
fully completed and/or whether the task itself has a depen-
dency on another task being successfully completed.

[0148] Inone embodiment of the invention, a client library
component stores data which indicates the usage of one or
more device resources when the respective client application
performs a background task, and this information is also
made available to the application scheduler 24 to take into
account when scheduling that client application’s task perfor-
mance. In one embodiment, a user of the client device 10a
indicates one or more minimum device resource require-
ments for the task(s) to be performed by the client application
124,b such as, for example, a minimum of 30% of battery
charge before implementing a back-up operation and/or a
minimum 10% free processor capacity before downloading
synchronisation data.

[0149] The network connection requirements (such a band-
width etc can be determined actively from those of previous
connections which have resulted in successful task comple-
tion) and/or be provided by the client application 124,125
and/or be configured by a user of the communications device
10a.

[0150] These various requirements for a task to be com-
pleted can be collectively considered to comprise task
completion conditions. Each time a task is either requested to
be scheduled by a background running connection requesting
component 11 of a client application 124,125, the application
scheduler 24 client library component will consider what task
completion conditions current must be met and assigns a task
identifier TID. The application scheduler 24 then checks if
there is an initial interval requirement At (or an initial start
delay) for performing the requested task and/or any task
dependencies (in either direction).

[0151] According to the invention, a connection profile
database 30 stores data indicating what connections are likely
to be available at a given point in time and the characteristics
of the available connections. The population of the connec-
tion profile database 30 is performed passively by the client
device 10a determining performance metrics from each client
application or actively by the client device 10a measuring one
or more characteristics of an on-going connection with a
remote server.

[0152] FIG. 4 of the accompanying drawings shows sche-
matically a client application 12a which performs task TID #1
in background includes a client library 14a which comprises
an application scheduler library component 24 and a connec-
tion quality measurement client (CQMC) library component
26. Task TID #2 is dependent on the successful completion of
task TID #1 and is performed by application 125. To perform
task TID #1 client application 12a requires a connection
window CW to an access network for its successful comple-
tion for a duration D1, with a network profile NP. The first
time the client application 12a requests connection it is con-
figured to also provide an initial start delay AOt.

[0153] In this embodiment of the invention, the CQMC 26
passively determines the probable availability of connections
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with requirement network characteristics by collecting, pro-
cessing and storing data associated with each connection
established by client application 12a in a connection profile
database 30 client library component. The information that
the CQMC 26 generates for client application 12a which is
held in the connections profile database 30 is located in a
shared persistent memory so that other client applications 125
supported by the client device can access this information.
Passive network profiling is implemented by the CQMC 26
determining at pre-determined times (e.g. periodic intervals
or following one or more predetermined types of event) which
type of connection is currently connected (if any) using
purely local mechanisms provided by the client device oper-
ating system. For example, an event notification may be sent
to the CQMC application 26 when a client application 12a
begins and ends the transfer of data over a connection and/or
for performance of a particular task over a connection (e.g.,
when a particular process is initiated). The data generated by
the CQMC 26 is used to generate a connection profile which
is stored as a record in a connection profile database 30
located in persistent memory means 16 of the device 10a.
[0154] Application scheduler 24 processes task completion
conditions (for example, the network profile (which includes
connection characteristics), the duration (D) of the required
connection, and any start delay and any other conditions for
completion of each task) and compares these requirements
with the data held in the connection profile database 30. This
enables scheduling data for that task (and including any
dependent tasks) to be stored either as an absolute time value
in scheduled tasks database 28 or as a task dependency in the
scheduled task database 28. When task TID#1 is successfully
completed, the application scheduler 24 will know from the
scheduled tasks entry stored in database 28 that dependent
task TID#2 should be executed.

[0155] FIG. 5 shows some more of the steps involved in
network aware scheduling according to an embodiment of the
invention in which the successful execution of task TID#2
either by client application #2 or client application #1 (in the
case where a client application performs multiple tasks) is
dependent on the successful execution of task TID#1 by client
application #1.

[0156] Firstly, when task TID#1 is executed by the client
application 12a, it triggers the initialisation and execution of
the application scheduler 24 (step 34) with initial values for
the duration of the connection D, a network profile NP, and a
start_delay time A0 (if one is required). The application
scheduler 24 then determines when the client application 12a
should next perform the same task #1 (i.e., AS 24 determines
avalue for the time interval At (step 36)) once task TID#1 has
been successfully completed, and it may also determine a
time interval 8t after which to repeat the task TID#1 if the first
attempt at completion of the task is unsuccessful.

[0157] Assuming here that the task #1 completes, client
application 12a is configured to invoke an application sched-
uler finalise action (step 38) which checks the record for task
TID#1 held in the scheduled task database 28 for any depen-
dent task(s) and timing constraints (step 40). If no dependent
tasks need to be performed, then as the client application 12a
is already configured to re-execute the same task TID#1 after
a predetermined time interval At, it can safely exit (step 44).
The dotted step outline shown in FIG. 5 indicates the exem-
plary scenario where the data record held for task #1 indicates
a dependent task #2 is to be performed within the same
connection window. In one embodiment, where a “task”
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might comprise a series of sub tasks and/or where a plurality
of separate tasks are performed by the same client application
124, the dependent task is performed (step 42) before client
application 12a exits (step 44). If the data record indicates a
different client application 125 is to perform a dependent
task, then client application 12a exits first (step 44) before
client application 125 is started (step 45) to ensure that only
one application is running at any time. The dependent task is
then performed (step 47) by client application 125. If task
TID#2 does not complete successfully, there is no need to
repeat the performance of task TID#1, however, in alternative
embodiments of the invention this may not always be the case
and it may be necessary to repeat both tasks in the same
connection window.

[0158] The initialisation step 34 shown in FIG. 5 will now
be described in more detail with reference to FIGS. 6A and
6B, which retain the numbering scheme shown in FIG. 5 for
like elements. FIG. 6A shows in more detail how the appli-
cation scheduler (AS) library component 24 is initialised
when invoked by client application 12a.

[0159] Either the AS 24 performs a look-up operation on
scheduled task store 28 based on what tasks are scheduled for
the current connection window CW0. This enables the AS 24
to retrieve information indicating for old tasks scheduled for
that connection window CW0 (step 44) which have not yet
been performed by that client application 12a or by another
client application (e.g. client application 125). Alternatively,
the application scheduler 24 retrieves data records for tasks in
order of the oldest scheduled execution time. In this way,
those tasks which have not been performed for some time
since their last scheduled time for performance are prioritised
by default for rescheduling in the current connection window
CWO.

[0160] In the embodiment shown in FIG. 6A, application
scheduler 24 first retrieves records associated with old tasks
(step 44) and reschedules these (step 46) before retrieving the
record for the task which the client application 124 is cur-
rently configured to execute (step 48). Collectively, the task
records enable the application scheduler 24 to determine the
network connection characteristic(s) to complete all retrieved
tasks (old and current) (step 50). The application scheduler 24
then requests the CQMC 26 to determine the current network
profile (step 52). The CQMC 26 returns the current network
profile (based either on passive or active measurement) to the
application scheduler 24 (step 54). The application scheduler
24 then performs a comparison of the network characteristic
(s) of each available connection(s) with those required to
complete the scheduled task (step 56). If the network charac-
teristic(s) available on a network connection of exceed the
threshold value(s) required to complete the scheduled task(s),
the client application 12a is initialised to perform the task(s)
and once complete the task is removed from the list of current
task data records in the scheduled task database 28 (step 56).
If the network characteristic(s) for any one connection do not
exceed those required for completion of the current scheduled
task(s), the current task(s) are rescheduled (step 58).

[0161] FIG. 6B shows an alternative embodiment in which
like steps retain the numbering scheme shown in FIG. 6A. In
this embodiment, at step 62 any other conditions required for
execution of the application are determined by the application
scheduler 24. These conditions are then tested for prior to the
client application 12a performing the scheduled task (step
64). The application scheduler 24 then determines if all
required conditions (including required network characteris-
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tics of any available connection) are available on any one
connection (step 66). If so, then the scheduled task is per-
formed using that connection in that connection window and
the scheduled task database 28 is updated to remove the task
from the current task status (step 70). If none of the available
connections have the required conditions, then the task is
rescheduled (step 68).

[0162] An example of the steps required to determine the
availability of other resources which are taken into account in
the embodiment shown in FIG. 6B is shown in FIG. 7. In FIG.
7, the other resource comprises a device hosted battery
resource. In step 72, the expected duration of the task(s) is
determined by the application scheduler 24 from the sched-
uled task database 28. The application scheduler 24 then
retrieves battery performance data (which is gathered in any
appropriate way known to those of ordinary skill in the art) to
determine the % of battery power resource required to sustain
a connection of the type required for performance of the
scheduled task(s). The application scheduler 24 then deter-
mines if the current battery power level is sufficient (76) and
if the battery power will be maintained above a predetermined
threshold when the scheduled task(s) are completed (step 78).
If both conditions are not satisfied (sufficient current avail-
able power and sufficient post task completion available
power) then the current task(s) are rescheduled and the appli-
cation exits (step 80). If both conditions are satisfied, then
client application 124 is allowed to perform the task (step 82).
[0163] FIG. 8 shows in more detail a flow chart indicating
the steps implemented when performing a network aware
application scheduling process according to the invention.
client application 12a first provides a tuple of data indicating
the required network profile (NP), the required start delay
(SD) (i.e., the initial AOt) and the duration of the required
connection (D) (step 84) for task TID #1 which is to be
scheduled. The application scheduler 24 then converts the
start delay (SD) of the required connection into a connection
database 30 record entry in which the required task is asso-
ciated with a time window of'index I (step 86). When the time
window with index 1 is reached, the application scheduler 24
then determines if the NP matches any connection database
record with the same time index, e.g., if a matching connec-
tion profile entry with identifier CDBJ[I] exists (step 88). Ifno
match for a connection profile for the given network profile of
Task TID #1 is found in step 88, then the process of step 88 is
repeated for the next time window (step 90), i.e., index 1 is
incremented by 1, and a look-up is performed to see what
connections are likely to be available in that time window to
determine if any of them have the right network characteris-
tics (i.e., what connection windows CW are available in a
given time window).

[0164] Ifthe NP does match a network profile in the avail-
able CDBJI] of the current time window, then the application
scheduler determines if there is a scheduled task for that
window from the scheduled tasks database 28. If a task has
been scheduled for the time-window, the application sched-
uler 24 determines the scheduled task ID (TID) (step 92). Ifno
task has been scheduled to start in that time-window, then the
available duration parameter characterising the duration of
the currently available connection window for that task is set
to 0 and the start time index for that task is set to I (step 94).
The available duration for the current time window is then
incremented to a value equal to the previous time window
value plus the current time window length (step 96).
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[0165] The application scheduler 24 then determines if the
required duration D to complete the scheduled task(s) is less
the available duration (which equals the currently available
time window) (step 98). If yes then the required network
profile for the task(s) to be completed is considered to be
sufficient as the right type of connection will be available for
a long enough duration for the client application 12a to com-
plete the scheduled task(s) (step 100).

[0166] Ifthe required duration D is more than the available
duration (step 98) then the time window index I is incre-
mented by 1 (step 102) and the application scheduler 24
repeats the process of determining if the network profile (NP)
matches the connection database profile record for that time
window index (step 104). If there is a match for the connec-
tion characteristics (i.e., if the required network profile=the
connection database profile) then process repeats step 96 (i.e.,
the available duration is set to be increased by the length of the
time window for index I+1. If there is no match between NP
and any of the records in the connection database 28, then the
time window does not satisfy the network requirements for
the client application 12a, and the search process is repeated
with the next time window index I+1.

[0167] Referring now to FIG. 9 of the accompanying draw-
ings, if the NP for the current task TID#1 does match the
connection database record entry having index I for the cur-
rent time window CDBJ[I] and the application scheduler 24
determines if there is a scheduled task for the current time
window, then the process moves to point “X” in FIG. 9 at step
92 and the available connection duration is initialised by
setting the Available Duration=TimeWindowLength (step
108). The duration of the connection window (CW) required
to complete the current scheduled task with identifier TID #1
is subtracted from the available duration as this part of the
time window is already eftectively committed. This updates
the actual available duration to be equal to the available time
window duration determined in step 108 less the duration
required for completion of the task with the relevant TID#N
identifier (step 110 in FIG. 9). The application scheduler 24
then determines ifthere is a dependent task (step 112). If there
is then the task identifier TID#N of the dependent task is
retrieved from the scheduled task database 28 (step 114) and
the process repeats step 110 for the dependent task. The
process repeats through any dependent task hierarchy until no
dependent task exists at which point the application scheduler
24 determines if the available duration is sufficient for the new
task (i.e., is D<Available Duration determined in the final
iteration of step 110 where dependent tasks exist).

[0168] Assuming that in the case where there is a connec-
tion with a sufficiently long duration available, then the con-
nection window has a suitable NP matching that required by
client application 124 to complete task TID#1. It is assumed
in this case that it is necessary for the previously scheduled
task (and any dependent tasks) TID#N must be first success-
fully executed before the task TID#1 is executed. This means
that task TID#1 is treated as a dependent task of the final
TID#N task and the application scheduler 24 returns the
TID#N of the task on which TID#1 is dependent (step 126).
No absolute value for the execution time of task TID #1 is
determined in this case, instead the application scheduler only
requests the operating system 13 to launch application 12a
when the parent task(s) TID#N have all been successfully
completed.

[0169] If the available duration of the time window has a
duration less than the required duration for completion of task
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TID#1, the index for the next time window record held in the
connection database 30 is checked (i.e., the next network
connection having a connection profile within the next time-
window is index I++) is checked by the application scheduler
24 (step 118). If this connection database record entry CDB
[1] matches the required network profile (step 120), then the
available duration is reset to include the original time window
and the new timewindowlength (step 122). If the character-
istics of the connection record data based 30 at time I=1 are
less than those indicated as required by the network profile
NP for a particular task to be successfully performed, then the
connection window will not satisfy the task requirements and
the process of searching for an appropriate connection in an
appropriate time-window recommences (step 124), and the
process reverts back to step “Y” in FIG. 8, i.e., the time
window is incremented by I (I=I+1).

[0170] As mentioned above, in one embodiment of the
invention, the CQMC 26 shown in FIG. 4 uses local mecha-
nisms to detect the quality of the connection, e.g. the duration
of'the connection and the number of bytes transferred or local
connection application programming interfaces (APIs) etc
which indicate the type of connection. For example, in Unli-
censed Mobile Access (UMA) networks the cell identity (Cell
ID) can be used to determine when a client device is con-
nected via UMA. UMA is a standard which can be used for
access to Global. System for Mobile (previously known as
Group Speciale Mobile) mobile networks over broadband
connections. The GSM standard is well known for digital
cellular communications and has been widely adopted across
Europe and other territories. The GSM standard operates in
the 900 MHz and 1800 MHz bands and provides a host of
services thanks to a sophisticated signalling system.
Examples of UMA networks include Bluetooth networks,
Wireless LAN (WLAN) networks etc. The various types of
UMA communication networks can exhibit huge variability
in terms of both static and dynamic network characteristics.
[0171] The passive mode described hereinabove provides a
less accurate measurement of the connection quality since it
is dependent on applications 12,5 notitying the CQMC 26
accurately when data is transferred. It is also only able to
measure bandwidth and not able to measure packet loss or
return trip time (RTT). The passive mode does not incur any
additional network usage however which reduces the network
usage cost of implementing the connection quality measure-
ment and reduces battery use.

[0172] Any profile determined by the application scheduler
24 is used to determine when an application 12a,b should be
executed to maximise the probability that the application
execution will coincide with the required network connection
and that the available connection will match the applications
expected requirements in terms of for example up/downlink
bandwidth, latency, packet loss etc.

[0173] FIG. 10 shows an another embodiment of the inven-
tion in which a connection quality measurement client library
component 26 is included in the client library 1456 which
enables active connection quality measurements to be made.
In FIG. 10, like elements retain the numbering scheme of
FIG. 1B.InFIG. 10 an additional communications device 104
is shown which also comprises a number of client applica-
tions 124,125 (although in practice there is no need for these
to be of the same type as those run by communications device
10a) which also perform various tasks in background.
[0174] In this communications system, a network charac-
terisation server 18 comprising persistent memory means 20
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is also provided. The persistent memory means 20 of the
network characterisation server 18 allows network character-
istics to be aggregated for a plurality of network connections
from one or more of devices 10a,105 as the server 18 has
network presence. This means that the server 18 is able to
provide data to the network aware client library software
14a,b which indicates one or more characteristics of a plural-
ity of available network connections (regardless of whether
these were established by communications device 10a or by
device 105).

[0175] Aggregated data on network characteristics is used
to support network connection quality measurements. The
client applications 12a, 126 exchange TCP/IP and UDP/IP
packets with the server 18 in order to perform real-time
dynamic measurement of the connection quality over Internet
20, for example, latency, jitter, bandwidth, congestion etc
may be reported. Any measurements made are stored in the
server 18 to allow aggregation of information across multiple
client devices 10a,105 associated with different user identi-
ties as well as aggregation across multiple client devices
104,105 associated with the same user identity. Each client
device 104,105 is capable of supporting multiple network
bearers e.g. GPRS, UMTS, WLAN and be able to connect via
a range of access points 22a,225,22¢,22d.

[0176] As in the case for the embodiment shown in FIG. 4,
there is no separate scheduling service or process that runs in
the background or is provided by the operating system of each
communications device 10q,b. Instead scheduling is a distrib-
uted function managed by all the client applications 124,125
that use a network aware scheduling application implemented
using client library 14a,145.

[0177] Referring now to an embodiment of a network
aware application scheduling system shown schematically in
FIG. 11 (which retains the numbering scheme of FIG. 4 for
like elements), tasks #1 and #2 are assumed here to be imple-
mented by separate respective client applications 12a,125.
Each client applications 124,125 is arranged to use a client
library 14a,145b respectively comprising an intelligent appli-
cation scheduler (AS) and a Connection Quality Measure-
ment Client (CQMC) application 26. The persistent memory
means 16 shown FIG. 10 comprises a persistent data store for
a connection profile database 30 and a data store for a sched-
uled tasks database 28. Memory means 16 is common to all
applications and application components 124,125, 24, 26 on
the same client device, and the CQMC application 26 will
create the memory means 16 as a persistent data store if
persistent memory means is not already present on the client
device 104,105. In this embodiment applications 124,125 are
able to invoke the CQMC application 26 to work in active
mode but in alternative embodiments, the CQMC application
can be invoked to work actively and/or passively.

[0178] FIG. 11 shows various steps performed by each
component of the network aware scheduling system:

a) Performance of task #1 by client application 124 initialises
application scheduler 24;

b) application scheduler 24 then determines retrieves a list of
other applications 12a,6 which did not successfully finish
executing tasks the last time application scheduler 24 was
initialised from the scheduled task database 28.

¢) The application scheduler 24 reschedules tasks to be per-
formed by the previous non-executed applications 12a,b.

d) The application scheduler 24 generates a request which is
sent to the CQMC 26 running on the client device 10a which
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instructs the CQMC to return information on one or more
prevailing network conditions.

e) The application scheduler 24 determines what network
condition(s) is(are) required for the old tasks and for the task
currently scheduled for execution by retrieving this informa-
tion from the ST database 28.

) The application scheduler 24 then verifies that the network
condition(s) required are met by the current network condi-
tions returned by the CQMC 26 for the old task(s) and/or for
the current task.

g) The application scheduler 24 either retrieves one or more
network profiles for connection windows held in the CQMC
for the current time window and/or requests the CQMC to
measure one or more network conditions of the connection
established by the client device with the relevant access point.
h) If the CQMC is operating in active mode, then the CQMC
26 processes the received request and generates a measure
connection request which requests data for the one or more
network conditions indicated in the request generated by the
application scheduler 24 from a network aware connection
quality server 130, for example, a Connection Quality Mea-
surement Server (CQMS) 130 shown in FIG. 10. The network
aware server 130 will then perform the relevant network tests
and returns the results to the CQMC 26.

1) In one embodiment of the invention CQMS 130 also stores
the resulting connection statistics in an aggregate profile data-
base 132 which associates an average value for each recorded
network condition according to the type of connection.

j) When the CQMC 26 receives the connection measurement
from the CQMS 130 it updates the connection profile in the
CP database 30 by storing the parameters returned by the
CQMS 130 as appropriate.

k) The Application Server 24 assesses the probability that the
client application 12a will successtully execute and if this
exceeds a predetermined threshold, removes the current task
listing from the ST database 28.

1) The client application 12« informs the CQMC 26 of the
start of any data transfer when an appropriate connection has
been established.

m) The client application 12a informs the CQMC 26 of the
end of any data transfer and/or generates one or more items of
statistical data which are also provided to the CQMC 26.

n) The CQMC 26 then updates the connection profile store.
0) The client application 12a schedules its next execution.
p) The application scheduler 24 requests the CQMC to return
details of the connection.

q) The application scheduler 24 stores a details of the new task
in the ST database 28.

r) The application scheduler determines if a dependent appli-
cation 12a exists as the application 12a finalises from the
scheduled tasks database 28.

s) If a dependent application exists, the application scheduler
24 library component associated with client application 12a
updates the scheduled tasks database to ensure that the appli-
cation scheduler library component 24 associated with client
application 125 instructs the operating system 13 to executes
the client application 125 to launch so that dependent task #2
is performed.

[0179] Where a plurality of tasks require scheduling, the
application scheduler library component incorporated in each
client application 12a, 125 sequences the tasks stored in the
scheduled tasks database 28 to ensure that the client applica-
tions 124,126 required to perform the tasks are executed
sequentially. This is useful in application environments, e.g.,
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mobile Java, which only support execution of one application
at a time. Even in other mobile operating environments
sequential execution can be advantageous since it removes
the interaction between multiple applications competing for
the same bandwidth. Since these applications are also execut-
ing effectively autonomously and in the “background” ensur-
ing that one application only runs at one time has the advan-
tage of minimising computer processor unit (CPU) load
thereby reducing the impact on any foreground applications
that the user is interacting with.

[0180] The software client library 14a components will
now be described in more detail. As shown in the embodi-
ments of FIGS. 1B, 4 and FIG. 11, the client library 14a uses
a persistent storage area provided by the client devices’ soft-
ware environment, for example, such as the Record Manage-
ment Store (RMS) store which the J2ME operating environ-
ment provides, to store shared library components. The
persistent storage area 16 comprises connection profile data-
base 30 and scheduled task data base 28. The scheduled task
database 28 is indexed in terms of the applications required to
execute tasks, by a task identifier (TaskID) and by the sched-
uled task execution time and date. The scheduled tasks data-
base 28 is populated with records by the application scheduler
component 24 of the network aware scheduling client library
and the connection profile database 30 is populated by the
CQMC component 26 of the network aware scheduling client
library. The connection profile database 30 is holds data
which indicates when a connection can be expected to be
available and the scheduled tasks database 28 holds data on
which tasks are already scheduled.

[0181] The CP database 30 is updated by the CQMC 26
which is called directly by a client application 26 beginning
and ending a data transfer session. In one embodiment of the
invention, in order to ensure the CP database 30 is properly
populated, a special CQMC invocation application (not
shown in FIG. 2) is provided on the client device 10a4,105. The
special CQMC invocation application is scheduled to execute
when other applications 124,125 are not running and whose
purpose is simply to invoke the CQMC active mode to gen-
erate entries to populate the connection profile database. Over
time the CQMC invocation application is scheduled to run
less frequently (i.e., the intervals between when it is run will
increase) as real application connection use data is accumu-
lated.

[0182] The way in which the Connection Profile CP data-
base 30 is populated by data supplied by the CQMC will now
be described with reference to particular embodiment of the
invention.

[0183] The CQMC generates records which will differ in
their initial content according to whether the CQMC is oper-
ating in an active or passive mode. If the CQMC operates in
passive mode, then a partially populated data record is gen-
erated, whereas more information is captured when the
CQMC operates in an active mode. A CP database record
comprises a plurality of fields enabling one or more charac-
teristics of a network connection to be associated with timing
information. For example, in one embodiment of the inven-
tion, the data is supplied with record fields containing one or
more of the following parameters: Time of day, date, connec-
tion type [-optionalname], uplink bandwidth, downlink band-
width, RTT, Jitter, Packet Loss.

[0184] The connection type parameter may optionally
include information about the particular access network used,
for example, an Internet Access Point name or WLAN access
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point Service Set Identifier (SSID—which can function as an
identifier for the WL AN) (see also 22a,b,¢,d in FIG. 1). For
example, see a couple of CP database records could comprise
the following connection profile information which has been
generated by the CQMC operating in passive mode:
[0185] i) 19:40:00, 21/01/07, WLAN, -1,-1,-1,-1,-1
[0186] ii)21:00:00,27/01/07, WLAN-BTOpenzone, -1,
200000, -1,-1
whereas a more complete record such as that shown below is
supplied by the CQMC providing an active measurement:
[0187] iii)20:00:00,21/07/07, WLAN, 128000, 512000,
125,30, 1
[0188] The CP database 30 arranges its data records into
data aggregations, each data aggregation being associated
with a particular network connection type (e.g. GPRS, 3G,
WLAN etc). For example, in one embodiment, the data
aggregations are arranged as a number of tables, one table per
network connection type.
[0189] Each table comprises a number of entries represent-
ing the average connection quality within a specific time
window. Each entry represents the average value of records
supplied by the CQMC within a predefined time window. The
average value is determined using techniques known in the
art, for example, by averaging all records received to date or
alternatively by generating a running average calculated
across the last “N” records.
[0190] The time windows represent arbitrary segments
within a predefined repetition pattern of a week or month,
depending on the expected repetition pattern of the user
behaviour. For example, assuming that the table covers a

weekly repetition pattern at a granularity of 30 min windows
then there will be (7*24*60)/30=336 entries in the table. Each
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TABLE 1-continued
An example of a CP database 30 table.
Time
Window Uplink DownLink
Index Bandwidth ~ Bandwidth RTT  Packet Loss jitter
3 0 0 0 0 0
4 256000 8000000 120 0 20
[0191] The ST database 28 comprises data records, each

representing at least one scheduled task (and potentially a link
to trigger execution of another task), although those of ordi-
nary skill in the art will appreciate the database may be
specifically structured in variety of ways in various embodi-
ments of the invention. Each task record comprises:
[0192] a task identifier (“task ID”),
[0193] the path to the executable application (for
example, a class name for the MIDLet), and
[0194] timing information for the execution of the appli-
cation, for example, the actual scheduled date/time of
execution, and/or the expected duration of the connec-
tion.
[0195] Inone embodiment of the invention, the application
scheduler schedules execution of multiple applications in a
predetermined sequence, and each entry inthe ST database 28
contains a link to another dependent task ID. This enables
completion of one application to be used to trigger the execu-
tion of the next application in sequence. This is useful when it
is not possible to have 100% certainty when a particular
application is to terminate. Table 2 shown below provides an
exemplary data structure format for the ST database 28. In
Table 2, the scheduled execution window corresponds to the
time window index in which the application is expected to
run.

TABLE 2

An example of a ST database 28 data structure.

Scheduled
Execution Expected
Task Time (time  Scheduled Execution Dependent Network
ID  window index) real time Application path Duration (secs) Task ID profile
1 3 07:00:00 Com.bt.demo.MIDlet1 300 4 WLAN, -1,
25/01/2007 128000, -1,-1,-1,-1
2 7 Com.bt.demo.MIDlet3 400 GPRS, -1,
20000,-1,-1,-1,-1
3 10 Com.bt.demo.MIDlet4 200
4 Com.bt.demo.MIDlet2 100

entry contains the averaged connection quality for that net-
work type at that point in the week. Null entries (entries
containing zero values) indicate that the particular type of
network connection was not available during that particular
time window.

TABLE 1

An example of a CP database 30 table.

Time
Window Uplink DownLink
Index Bandwidth ~ Bandwidth RTT  Packet Loss jitter
1 128000 512000 300 1 20
2 0 0 0 0 0
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[0196] The operation of an embodiment of an application
scheduler client library component 24 according to one
embodiment of the invention will now be described in which
the application scheduler 24 is configured to determine one or
more requirements for one or more applications to establish-
ing a connection with a communications network to allow a
particular task associated with a respective application to be
successfully completed. Each application has one or more
tasks to perform requiring a network connection. In some
embodiments, an application has different tasks to be per-
formed with different requirements in terms ofthe duration of
the connection needed, timing requirements, intervals for
repetition, and network characteristics. For example, tasks
such as uploading a picture or downloading a video file, or
synchronising (in either or both directions) a diary result in
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very different network connection requirements. For
example, a download video data type task and an upload an
address book contact data type task may require not only
differing latency and jitter requirements but also differing
congestion levels in different directions along a communica-
tions link.
[0197] Once the application scheduler 24 has determined
one or more network requirements for a particular task to be
performed by each task requiring a network connection for
completion, the application scheduler must determine if the
current conditions of a suitable network connection will
enable the task to be successfully completed. This requires a
measurement to be made of the current characteristics of each
available network connection and an estimate to be generated
of the likelihood of the network connection remaining avail-
able for the duration required to complete the task. Where one
ormore tasks are dependent on the previous successful execu-
tion of another task, the application scheduler 24 must verify
that the previous task has been previously successfully com-
pleted within a predetermined time-limit or assess the total
time to complete all tasks having an inter-dependency. A
dependent task may be dependent on the successful comple-
tion of another task by the same application or on the suc-
cessful completion of a task by another application.
[0198] The application scheduler 24 maintains the sched-
uled task database, determines the next available execution
time and interacts with the device operating system to request
the execution of applications at a specific time. The applica-
tion scheduler 24 bases its scheduling decisions on network-
connection characteristic information including:

[0199] i) the current quality of an available network con-

nection; and
[0200] 1ii) the likely duration of each available network
connection above a minimum quality threshold.

[0201] This network-connection characteristic information
is provided by the CQMC 26 and is based on measurements
performed in the network either in the form of an individual
connection profile data set and/or in the form of an aggregate
connection profile data set (which is provided by a connection
quality measurement server 130 which is aware of a plurality
of connection profiles in one or more networks). In this
embodiment the CQMC is operation in active mode and the
data returned by the CQMS 130 to the CQMC 26 enables a
series of historical records of available connections at differ-
ent times to be stored over time in the CP database 30 by the
CQMC 26 (see step j shown in FIG. 11). The information
stored in the CP database 30 is used by the client library 14a
to build a profile of the expected availability of different
qualities of network connection over time. In particular it is
used to predict when a network connection will become avail-
able in the future. In this embodiment, step i shown in FIG. 11
is implemented and the connection measurements are stored
in persistent memory means 132 associated with the network
CQMS 130 (shown as an aggregate profile (AP) database 132
in FIG. 11) as well as in the mobile client persistent memory
means 16 (shown in FIG. 11 as CP database 30). The network
CQMS 130 aggregates connection information across mul-
tiple clients 104,105 (see FIG. 10) and this aggregated con-
nection information is shared with the mobile client 102,105
as part of the connection test measurement (step hin FIG. 11).
[0202] FIG. 6A showed certain steps performed when ini-
tialising a application scheduler 24. In this embodiment, more
specifically, application scheduler 24 retrieves stored tasks
from the persistent memory store scheduled tasks database 28
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(step 44). Then, the application scheduler 24 re-schedules any
out-of-date tasks that are still present in the scheduled tasks
database 28 (step 46). An out-of-date task will remain stored
in the scheduled tasks database 28 if the client application
124,125 required to implement the task did not execute when
it was scheduled to. This can be for a variety of reasons, such
as, for example:

[0203] on power-off as for mobile devices it is quite
possible that the device may have been powered off by
the user when a particular application was scheduled to
execute; and/or

[0204] if'the user manually blocked the application from
running if the user is asked for permission whenever an
application automatically attempts to run and/or or if the
user starts another application using a conflicting
resource; and/or

[0205] if the user was already running another applica-
tion.
[0206] The latter is often a result of the device resources

available, as some devices only allow a single running appli-
cation at any one time. If the user has manually launched an
application and the automatically scheduled application
attempts to launch another application then the automatic
launch may fail due to the existing running application util-
ising various resources.

[0207] The application scheduler component 24 then
ensures the required connection is available for the current
task to be performed by client application 12a. This requires
the applications scheduler 25 to perform the following steps:
i) Retrieve the current task and its associated required net-
work profile;

i1) Query the CQMC to verity that the current connection
matches the expected profile (this may involve a passive or
active measurement);

[0208] a) If not reschedule the current task for the next
best time;
[0209] D) Ifis does then remove the current task from the

task database
[0210] As well as testing that the current network connec-
tion is adequate for the task(s) to be performed by the client
application(s) 12a,125, the application scheduler 24 can also
test other factors that may influence the desire to run the
application such as were discussed hereinabove in the context
of FIGS. 6B and 7. For example where available, the appli-
cation scheduler can compare the application expected dura-
tion, the network connection type and the current battery level
to determine whether it is appropriate for the application to
run now or whether it should be delayed to a later date. For
example, as was previously shown in FIG. 7, the application
scheduler can be configured with a battery use per bit transfer
for each network type. Given the current task’s requested
network profile it can calculate the % of battery required to
sustain a connection of the required type for the expected
duration it can then compare this to the current available
battery level and if running the application would reduce
battery level below a predefined threshold then the applica-
tion would be rescheduled for a later date, the application
would then be notified that it should exit immediately.
[0211] Thus there are two main actions that the application
scheduler 24 performs when a client application 12a has
completed its scheduled task and exits.
1. Determine the next time for this application to run
2. Launch any dependent application associated with the cur-
rent task.
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[0212] When a client application 12a finishes, it generates
a request to the application scheduler 24 to schedule it again
in the future. This request contains a requested network pro-
file, a minimum delay to start, and maximum required dura-
tion of the connection (see the description of FIGS. 8 and 9 for
more details).

[0213] In one embodiment of the invention, the network
profile for a particular task comprises one or more of the
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client library application scheduling component 24. This pro-
cess (determining the next launch time) can be implemented
using any conventional programming technique apparent to
those of ordinary skill in the art as appropriate for the process.
[0217] For example, where the client application 12a com-
prises “thisMIDlet”, the call to the application scheduling
library component 24 can be performed using an algorithm
comprising the following pseudocode:

clientLibrary.schedule(thisMIDlet, networkprofile, startdelay, duration);
clientLibrary.schedule(networkProfile, startdelay, duration){

// this call will find the next launch time and add the task to the scheduled task list, it will
return null if the task

// is created as a dependent task of another task that is already scheduled.

launchTime = scheduler.getLaunchtime(networkprofile,startdelay,duration);

// if scheduler returns an absolute time then client library will call OS to set up the future

launch

If (launchtime!=null)
// launch at a particular time and data
PushRegistry.registerAlarm(thisMidlet.getClassName, launchTime);

Similarly, when the “thisMIDlet” client application 12a closes it calls the client library exit
function for example using an algorithm comprising the following pseudocode:

clientLibrary.exit( );
clientLibrary.exit( ){

if (clientlibrary.isDependent Task==true){
// get the dependent Midllet
dependentMIDlet = clientlibrary.getDependentMIDlet( );
//there is an application dependent on this one completing
launchDelay = 20; // set to fixed amount of time to allow current application to

shutdown

now = System.getCurrentTime( );

launchTime = now + launchDelay;

// use standard OS function e.g. J2ME class PushRegistry.registerAlarm( ) to perform
application launch at a particular time

PushRegistry.registerAlarm(dependentMIDlet, launch Time)

}

following fields: Network type, Min Uplink BW, Min Down-
link BW, Max RTT, Max PacketlLoss, and/or Max Jitter.

[0214] In this embodiment, each field may be optionally
specified by the client application (or the part of the client
application generating the connection request, e.g., client
application component 11 in FIG. 1B). Any non-specified
fields are given a default value, for example, in one embodi-
ment they are supplied with the value - 1. Thus in one embodi-
ment, an application requiring to transfer 1 Mb over amin 128
kb/s downlink over a WLAN network could specify a net-
work profile as follows: “WLAN, -1,18000,-1,-1,-1,-1"
with delay of 172800 secs and duration of 62 secs.

[0215] A match between the required network profile NP
and a connection profile record entry of the CP database 30
requires all fields in the database CP record to be better than
those of the requested NP in one embodiment of the inven-
tion. Alternatively, a weighting may be given to some fields
which may outweigh other fields not having the required
values.

[0216] Whena clientapplication 12a wants to know its next
launch time, the client library 14a of the client application
12a calls up, via an application programming interface, the
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[0218] Thus, when the client application 12a completes the
task, prior to its exit invokes a application scheduler library
component 24 finalize action as described above to check the
current task record for any dependent applications (i.e., if
there are one or more dependent tasks to be performed). If a
dependent application exists then it will be launched after a
short delay, (allowing enough time for the current client appli-
cation 124 to complete exiting). It is this action that provides
the guaranteed sequential invocation of applications on
devices that do not support concurrent applications.

[0219] FIG. 13 shows schematically the message flow
when a CQMC component 26 performs active measurement
of one or more connection characteristics. Here the connec-
tion measured will be the characteristics determined to exist
between the communications device 10a and the a connection
quality measurement server 130 over the communications
link established between the communications device 10a and
the network characterisation server CQMS 130 shown in
FIG. 11.

[0220] A client application 12a requests the CQMC 26 to
perform a measurement of the active connection in this
embodiment although in addition or alternatively the appli-
cation scheduler 24 can request the CQMC 26 to perform
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active connection measurements. This active measurement
involves connecting to the CQMS 130 and exchanging a
sequence of TCP and UDP messages as shown in FIG. 12. As
part of the message sequence the CQMS 130 will provide
additional historical data collected from other devices 105 by
retrieving this information from persistent memory store 132.
[0221] FIG. 12 shows schematically one embodiment of an
Active Mode Connection Quality Test process performed by
aCQMC26 according to the invention which comprises atwo
phase connection test. Firstly, a sequence of universal data-
gram protocol (UDP) packets is sent to measure RoundTrip-
Time, Packet Loss and Jitter. Secondly, a transmission control
protocol (TCP) connection is established to transfer data to
and from the server to determine uplink and downlink band-
width.

[0222] Asis known in the art, the RoundTripTime is calcu-
lated on the communications device 10a by measuring the
average elapsed time from sending a UDP packet to receiving
it back at the communications device 10aq, jitter is measured
as the average difference between inter-packet send time and
interpacket receive time, uplink bandwidth is calculated as
N/(T2-T1) and downlink bandwidth as M/(T3-T1), where N
is the number of bytes of the test message sent and M is the
number of bytes of the connection information message.
Packet loss is calculated at both the client and server using
sequence numbers within the UDP packets.

[0223] The TCP send message includes the following
fields:

[0224] Message size, i.e. N bytes;

[0225] a User Unique ID, for example, the Mobile Sta-

tion Integrated Services Digital Network. (MSISDN)
unique subscriber number for a mobile telephone hand-
set which is stored on a subscriber information module
(SIM) card used to enable the user of the communica-
tions device 104 to access certain communications net-
works;

[0226] a Device ID, for example, the International
Mobile station Equipment Identity (IMEI) of the com-
munications device;

[0227] and a ConnectionName, for example that of the
Internet Access Provider (IAP), the network operator
who provides the access end of end users’ connection to
an Internet Service Provider, or that provided by the
service set identifier (SSID) which comprises the code
attached to the packets sent over a wireless communica-
tions network which identifies each packet as part of that
network’s traffic.

[0228] The TCP send message is padded with zero value
bytes to size N, where N is set large enough to provide a
reliable bandwidth measure but not so large as to incur sig-
nificant user costs or delay. N can vary depending on the
network connection type, for example, N is lower for GPRS
networks compared to WL AN networks.

[0229] The connectionlnfo message returned to the clientis
a structured message containing the following fields:

[0230] Message Size M;
[0231] Receive packet loss;
[0232] Network Determined ConnectionType.
[0233] In one embodiment, the CQMS 130 includes addi-

tional information in the connectionlnfo message about a
connection that is not currently available to the client com-
munications device 10a. For example the public IP address of
the client communications device identifier which is depen-
dent on which ISP the client communications device 10a is
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connecting through can be used to identify whether the com-
munications device 10a has roamed onto the network sup-
ported by another operator.

[0234] In one embodiment, the connection Info message
includes average connection quality measures derived from
the measurements provided by other communication devices
105 which have been integrated by the CQMS 130 as records
held in persistent store 132. Each data record comprises
aggregated values but otherwise is provided in the same for-
mat as that described hereinabove for single connection val-
ues. In addition, optionally, the number of samples contrib-
uting to each data record is represented, for example, an
aggregated data record may indicate the following:
€20:00:00, 21/07/07, WLAN, 128000, 512000, 125, 30, 17
based on 20 aggregate samples.

[0235] Modifications to the above features of the invention
and features having equivalent effect to the features known to
those skilled in the art are implicitly included in the descrip-
tion, and the scope of the invention should be determined by
the accompanying claims.

[0236] For example, if one or more communications
devices 10qa, 105 are capable of establishing a plurality of
concurrent connections to two or more different access points
22a,b,c, and d, the sequencing of tasks can comprise not one
task series but instead two or more task series so that the
number of task series equals the number of available connec-
tions the communications device is capable of concurrently
sustaining.

[0237] Itwill also be apparent to those ordinary skill in the
art that a user of the client device can independently trigger
the application to execute the tasks and/or override operation
of'an application seeking to execute a task at a time scheduled
by the application scheduler.

[0238] The text of the abstract repeated herein below forms
part of the description:

[0239] A method of co-ordinating the time of execution of
a plurality of applications 12a,b,c all hosted by the same
communications device 10a, each application 12a,b,c¢ requir-
ing a network connection for completion of a predetermined
task, the method comprising for each task: determining one or
more task completion conditions including one or more net-
work conditions for said network connection required to
complete said task; retrieving stored data indicating for a
predetermined period of time, one or more network charac-
teristics for an available network connection; processing said
task completion conditions to determine if said one or more
network characteristics retrieved for said predetermined
period of time match said one or more network conditions for
said network connection required to complete said task; and
in the event of a match in between the network characteristics
of'a connection available for a predetermined period of time
and the network conditions required for said network connec-
tion to complete said task, scheduling said task for execution
in said predetermined period of time; and reducing the pre-
determined period of time by the duration of the network
connection required to complete a scheduled task.

1.-39. (canceled)

40. A method of scheduling a data transmission over a
wireless network connection in a communications network,
said data transmission being required for completion of one
or more predetermined tasks by an application hosted on a
communications device in said communications network, the
method comprising, for each task using at least one computer
to:
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(a) determine one or more conditions required for said data
transmission to enable said application to complete said
task;

(b) determine one or more network conditions required for
said wireless network connection to support said data
transmission and enable said application to complete
said task;

(c) predict when said one or more network conditions in
said communications network will meet the require-
ments imposed by the one or more conditions for said
data transmission to complete said task by:

retrieving stored data indicating timing information for
said one or more network characteristics for an available
network connection; and

processing said timing information to predict when said
one or more network conditions for said network con-
nection required to complete said task match said task
completion conditions; and

(d) scheduling said data transmission in accordance with
the predicted one or more network conditions.

41. A method as in claim 40, wherein said prediction of said
one or more network conditions is automatically performed
when an application is configured to perform a task requiring
repeated data transmission.

42. A method as in claim 40, wherein said timing informa-
tion comprises a duration of said network conditions above
one or more threshold criteria.

43. A method as in claim 40, wherein said timing informa-
tion comprises a duration of said network conditions above
one or more threshold criteria, and one said threshold crite-
rion comprises a predetermined period of time.

44. A method as in claim 40, wherein said stored data
comprises data aggregated from a plurality of network con-
nections established by a plurality of said communications
devices.

45. A method as in claim 40, wherein said stored data
comprises data aggregated from a plurality of network con-
nections established by a plurality of said communications
devices and wherein said aggregated data is derived from data
in a shared memory store, said data being contributed to said
shared memory store by a plurality of said communications
devices in said communications network.

46. A method in claim 40, wherein the shared memory is
accessible by a plurality of mobile communications devices
in said communications network.

47. A method as claimed in claim 40, wherein the network
characteristics of each connection available to said mobile
communications device is stored in a shared memory popu-
lated using data derived from network connections estab-
lished by a plurality of said communications devices in said
communications network, and wherein the method further
comprises:

passing data from said shared memory to the communica-
tions device hosting the application performing the pre-
determined task, whereby said prediction of said one or
more network conditions is performed by the mobile
communications device.

48. A method as in claim 40, wherein the shared memory is
accessible by a plurality of mobile communications devices
in said communications network, and the method further
comprises:

using a network server aggregate the data stored in said
shared memory in accordance with one or more prede-
termined conditions for aggregation;
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passing said aggregated data to the communications device
hosting the application performing the predetermined
task;
processing said aggregated data on the mobile communi-
cations device to automatically predict when network
conditions are available for completion of said task.
49. A method as in claim 40 wherein the shared memory is
accessible by a plurality of mobile communications devices
in said communications network and the method further com-
prises:
using a network to server aggregate the data stored in said
shared memory in accordance with one or more prede-
termined conditions for aggregation; said server pro-
cessing said aggregated data to predict said timing infor-
mation for said one or more network conditions; and
said server passing said predicted timing information to the
communications device hosting the application per-
forming the predetermined task;
wherein the mobile communications device determines
from said passed predicted timing information when to
schedule said task on an available network connection.
50. A communications device comprising components
arranged to implement the method of claim 40.
51. A network server comprising:
a data aggregator arranged to aggregate network character-
istics of connections established with a plurality of com-
munication devices in a communications network;
one or more data processors arranged to populate a shared
memory with said aggregated network characteristics
for said connection associated with predetermined peri-
ods of time, the data being arranged to be provided to a
forecasting component arranged to predicting when one
or more network conditions in said communications
network will meet one or more requirements imposed by
one or more conditions for data transmission by a mobile
communications device operating in said communica-
tions network to complete a task by:
retrieving stored data indicating timing information for
said one or more network characteristics for an avail-
able network connection; and

processing said timing information to predict when said
one or more network conditions for said network con-
nection required to complete said task match said task
completion conditions.

52. A communications system comprising a plurality of
communications devices each communications device being
arranged to co-ordinate the time of execution of a plurality of
applications supported by said respective communications
device each application requiring a network connection for
completion of a predetermined task, wherein each communi-
cations device comprises:

means to determine one or more task completion condi-
tions including one or more network conditions for said
network connection required to complete said task;

persistent memory means arranged to enable a scheduling
component of each client application to retrieve from
said persistent memory means data indicating for a pre-
determined period of time, one or more network char-
acteristics for an available network connection;

a processor arranged to process said task completion con-
ditions to determine if said one or more network char-
acteristics retrieved for said predetermined period of
time match said one or more network conditions for said
network connection required to complete said task;
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wherein, in the event of a match in between the network processing said timing information to predict when said
characteristics of a connection available for a predeter- one or more network conditions for said network con-
mined period of time and the network conditions nection required to complete said task match said task

. . . . completion conditions.
required for said network connection to complete said 53. An application scheduler for a wireless communica-

task, tions device, the application scheduler comprising:

said scheduling component schedules said task for execu- a client application software library residing on a wireless
tion in said predetermined period of time, and reduces communications device and linked in to a plurality of
the predetermined period of time by the duration of the applicatiops also residing on the wi.r cless comr.nun.ica-
network connection required to complete a scheduled tions device, each of said plurality of applications

requiring a network connection having one or more net-
work connection characteristics for performing a
respective task, and
one or more data processing components arranged to:
automatically align an execution time of each application

task, wherein said said scheduling component schedules
a data transmission over a wireless network connection
in a communications network, said data transmission
being required for completion of one or more predeter-

mined tasks by an application hosted on a communica- performing a task with a network connection available in
tions device in said communications network using one future;

or more predicted network conditions in said communi- determine for each said future available network connec-
cations network which meet the requirements imposed tion, one or more future available network connection
by the one or more conditions for said data transmission characteristics, and

coordinate each of said plurality of applications to dynami-
cally match their required one or more network connec-
tion characteristic with said one or more future available

to complete said task, wherein said one or more pre-
dicted network conditions are determined by:

retrieving stored data indicating timing 1.nf0rmat10n for network connection characteristics.
said one or more network characteristics for an avail-
able network connection; and ®ooE Ok ok ok
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