Express Mail Label No.

Docket Na.
UTILITY PATENT APPLICATION TRANSMITTAL ooggss-mfsl
.(‘._arge gm,:lty) Total Pages in this Submission
(Only for new nonprovisional applications under 37 CFR 1.53(b)) 4

COMMISSIONER FOR PATENTS
P.O, Box 1450
Alexandria, VA 22313-1450

Transmitied harewith for filing under 35 U.S.C. 111(a) and 37 C.F.R. 1.53(b) is a new utility patent application for an
invention entitled:

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO BE
SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD
FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED
BETWEEN A WIRELESS POINT AND ONE OR MORE CONTROL NODES

and invented by:
CHENG, Hong; TAN, Pek Yew; GOVINDAN, Saravanan

if a CONTINUATION APPLICATION, check appropriate box and supply the requisite information:
{1 Continuation & Divisional [ Continuation-in-part (CIP) of prior application No.: 10/591,184
Which is a:
(1 Continuation [ Divisional (] Continuation-in-part (CIP) of prior application No.:
Which is a:
(0 Continuation [ Divisional [1 Continuation-in-part (CIP) of prior application No.:

Enclosed are:
Application Elements

1. & Filing fee as calculated and transmitted as described below

2. Specification having 50 pages and including the following:

a. & Descriptive Titie of the Invention

b. Cross References to Related Applications (if applicable)

c. [I Statement Regarding Federally-sponsored Research/Development (if applicable)
d. O Reference to Sequence Listing, a Table, or a Computer Program Listing Appendix

e. X Background of the Invention

f. Brief Summary of the Invention

9. 2 Brief Description of the Drawings (if filed)

h. ® Detailed Description

i Claim(s) as Classified Below

I Abstract of the Disclosure
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UTILITY PATENT APPLICATION TRANSMITTAL

(Large Entity)
(Only for new nonprovisional applications under 37 CFR 1.53(b)}

Docket No.
008638-61151

Total Pages in this Submission
4

10.
11.
12.
13.
14.
15.
16.

Application Elements (Continued}

&4 Drawing(s) (when necessary as prescribed by 35 USC 113)
a. Formal Number of Sheets 10
b. OO informal Number of Sheets

Oath or Declaration

Newly executed (original or copy) [0  Unexecuted

T o
x O

c. X With Power of Attorney {0 without Power of Attorney
DELETION OF INVENTOR(S}

o
L]

Copy from a prior application (37 CFR 1.63(d)) (for continuation/divisional application only)

Signed statement attached deleting inventor(s) named in the prior application,

see 37 C.F.R. 1.863(d)(2) and 1.33(b).
Incorporation By Reference (usable if Box 4b is checked)

The entire disclosure of the prior application, from which a copy of the oath or declaration is supplied
under Box 4b, is considered as being part of the disclosure of the accompanying application and is hereby

incorporated by reference therein.

& L

Application Data Sheet {See 37 CFR 1.76)

0

CD ROM or CD-R in duplicate, large table or Computer Program {Appendix)

Nucleotide and/or Amino Acid Sequence Submissicn (if applicable, all must be included)

a. 1 Computer Readable Form {CRF)
b. 1 Specification Sequence Listing on:
i. 0 CD-ROM orCD-R (2 copies); or
i. L1 pPaper
c. {1 Statement(s) Verifying ldentical Paper and Computer Readable Copy
Accompanying Application Parts
[3 Assignment Papers (cover sheet & document(s)}
[] - 37 CFR 3.73(B) Statement (when there /s an assignee}
[ English Translation Document (if applicable)
[ information Disclosure Statement/PTO-1449 L] Copies of IDS Citations
[0 Preliminary Amendment
{3 Return Receipt Postcard (MPEP 503) (Should be specificaily iternized)
1 Certified Copy of Priority Document(s) (if foreign priority is claimed)
(1] Certificate of Mailing

] FirstClass [ Express Mail (Specify Label No.):
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Docket No.
UTILITY PATENT APPLICATION TRANSMITTAL 00863861151

('!'_arge E,n?ttY) Total Pages in this Submission
(Onfy for new nonprovisional applications under 37 CFR 1.53(b)) 4

Accompanying Application Parts {Continued)

17. Additional Enclosures (please identify below):
CONFIRMATION CLAIM FOR PRIORITY

Request That Application Not Be Published Pursuant To 35 U.S.C. 122(b){2)

18. L] Pursuant to 35 U.S.C. 122(b)}2), Applicant hereby requests that this patent application not be
published pursuant to 35 U.S.C. 122(b)(1). Applicant hersby certifies that the invention disclosed
in this application has not and will not be the subject of an application filed in ancther countiry, or
under a multilateral international agreement, that requires publication of applications 18 months
after filing of the application.

Warning

An applicant who makes a request not to publish, but who subsequently files in a foreign
country or under a multifateral international agreement specified in 35 U.S8.C. 122(b}{2}(B}{i},
must notify the Director of such filing not later than 45 days after the date of the filing of
such foreign or international application. A failure of the applicant to provide such notice
within the prescribed period shall result in the application being regarded as abandoned,
unless it is shown to the satisfaction of the Director that the delay in submitting the nofice
was uninfentional.

18. [} Other:
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Docket No.
UTILITY PATENT APPLICATION TRANSMITTAL 00563861151

(Large Ent_'ty) Total Pages in this Submission |
(Only for new nonprovisional applications under 37 CFR 1.53(b)) 4 :

Fee Calculation and Transmittal

CLAIMS AS FILED
For #Filed #AHowed #Extra Rate Fee
Total Claims 8 -20 = 0 x $52.00 $0.00
Indep. Claims 2 - 3 = ¢] X $220.00 $0.00
Muitiple Dependent Claims {check if applicable) [] $0.00
Total # of Pages in Specification 50 ‘ Total # of Drawing Sheets ‘ 10
Total # of Sheets ] 60 Application Size Fee $0.00
Basic Fee $330.00
Search Fee $540.00
Examination Fee $220.00
OTHER FEE (specify purpose) $0.00
TOTAL FILING FEE $1,080.00
1 A check in the amount of to cover the flling fee is enclesed.
X The Director is hereby authorized to charge and credit Deposit Account No. 04-1061
as describad below.
I Charge the amount of as filing fee.

& Credit any overpayment.
X Charge any additional filing fees required under 37 C.F.R. 1.16 and 1.17.
L1 Charge the issue fee set in 37 C.F.R. 1.18 at the mailing of the Natice of Allowance,
pursuant to 37 C.F.R. 1.311(b).
[} Payment by credit card. Form PTO-2038 is attached.
WARNING: Information on this form may become public. Credit card information should not be
included on this form. Provide credit card information and authorization on PTO-2038.

Dated: September 19, 2011 /James Edward Eedbetter/
Signature

JFames E. Ledbetter, Registration No. 28,732
DICKINSON WRIGHT PLLC
International Square

Customer Number: 52989 1875 Eye Street, N.W., Suite 1200
Washington, D.C,, 20006
Telephone: 202.457.0160

s Facsimile: 202.659.1559
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PTO/SB/t4 (C7-07)
Approved for use through 06/30/2010. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are required te respond to a collection of information unfess it contains a vafid OMB control number.

Attorney Docket Number | 008638-61151

Application Data Sheet 37 CFR 1.76 —
Application Number

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO BE
Title of Invention SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NCDES, AND METHOD
FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED
The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a farmat specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[T Portions or ali of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:

licant 1
ﬁsz"::‘: Authority {(®)inventor | (Olegal Representative under 35 U.8.C. 117 lOParty of Interest under 35 U.S.C. 118
Prefix| Given Name Middle Name Family Name Suffix
Hong CHENG
Residence Information (Sefect One) () US Residency (& Non US Residency () Active US Military Service
City Country Of Residencei l

Citizenship under 37 CFR 1.41{b} CN
Mailing Address of Applicant:

Address 1 c/o Panasonic Singapore Laboratories Pte. Ltd.

Address 2 BLK 1022 Tai Seng Avenue #06-3530

City Singapore l State/Province

Postal Code i 534415 ] Countrﬂf l SG

Applicant 2

Applicant Authority (®Inventor | (OlLegal Representative under 35 U.S.C. 117 EOParty of Interest under 35 U.8.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Pek Yew TAN

Residence Information (Select One) () US Residency (8 NonUSResidency () Active US Military Service

City Country Of Residencei |

Citizenship under 37 CFR 1.41(b) MY
Mailing Address of Applicant:

Address 1 c/o Panasonic Singapore Laboratories Pte. Ltd.
Address 2 BLK 1022 Tai Seng Avenue #06-3530
City Singapore i State/Province
Postai Code ] 534415 l Country | SG
Applicant 3
Applicant Authority (@ Inventor | (O Legal Representative under 35 U.S.C. 117 lOParty of Interest under 35 U.S.C. 118
Prefix; Given Name Middle Name Family Name Suffix
Saravanan GOVINDAN
Residence Information (Select One) () US Residency Non US Residency () Active US Military Service
City ] Country Of Residencei i
EFS Web 2.2.2
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010, OMB 0651-0032

U.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond fo a coilection of information uniess it contains a valid OMB conirol number.

. . Attorney Docket Number | 008638-61151
Application Data Sheet 37 CFR 1.76 —-—
Application Number

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO BE
Title of Invention SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NCDES, AND METHOD
FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED

Citizenship under 37 CFR 1.41(b§ I IN

Mailing Address of Applicant:

Address 1 c/o Panasonic Singapore Laboratories Pte. Ltd,

Address 2 BLK 1022 Tai Seng Avenue #06-3530

City Singapore i State/Province
Postal Code | 534415 i Count{y i SG

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[1 An Address is being provided for the correspondence information of this application.

Customer Number 52989

Email Address jledbetter@dickinsonwright.com l l2 Add Emaii ] |Remove Email

Application Information:

Titie of the Invention WIRELESS PCINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK
TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES,
AND METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING
FUNCTIONS SEPARATED BETWEEN A WIRELESS POINT AND ONE OR MORE CONTROL
NODES

Atftorney Docketf Number| 008638-61151 ‘ Small Entity Status Claimed [ |

Application Type Nonprovisional

Subject Matter Utility

Suggested Class (if any) ; Sub Class (if any){

Suggested Technology Center (if any}

Total Number of Drawing Sheets {if any) l Suggested Figure for Publication (if any)

Publication Information:
{1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under 35 U.S.

] C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in another country, or under a multilateral international agreement, that requires publication at
eighteen months after filing. '

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

EFSWetr2:2:2
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PTO/SB/14 (07-07)

Approved for use through 06/30/2010, OMB 0651-0032

U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 19985, no persons are required to respond to a collection of information uniess it contains a valid OMB control number.

Attorney Docket Number | 008638-61151

Application Data Sheet 37 CFR 1.76 —
Application Number

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR AWIRELESS LOCAL AREA NETWORK TO BE
Title of Invention SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD
FOR PROVIDING SERVICE IN A WIRELESS L OCAL AREA NETWORK HAVING FUNCTIONS SEPARATED

Please Select Cne: (® Customer Number i {O US Patent Practitioner [ (D Limited Recognition (37 CFR 11.9)
Customer Number 52089

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate Naticnal Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 U.8.C. 119{e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a){4). and need not otherwise be made part of the specification.

Prior Application Status

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Division of ' 10591184 2006-08-30
Prior Application Status ‘Remove .
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
10591184 a 371 of international PCT/IP2005/003390 2005-03-01

Additional Domestic Benefit/Natiocnal Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priorily and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b}
and 37 CFR 1.55(a).

| Remove |
Application Number Country' Parent Filing Date (YYYY-MM-DD) Priority Claimed
2004-058245 Jp 2004-03-02 ® Yes (O No
[ Remove 1
Application Number Country' Parent Filing Date (YYYY-MM-DD) Priority Claimed
2004-209470 JP 2004-07-16 ® Yes (O No

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. :

Assignee Information:

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assignee 1
If the Assignee is an Organization check here. >

Organization Name PANASONIC CORPORATION

EFS Web 2.2.2
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PTO/SB/14 (07-07)
Approved for use through 06/30/2010. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information unless it contains a valid OMB controf number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

008638-61151

Application Number

Title of Invention

WIRELESS POINT THAT PROVIDES FUNCTICNS FOR A
SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD
FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED

[RELESSTOCAL AREA NETWORK TO BE

Mailing Address Information:

Address 1 1006, Oaza Kadoma, Kadoma-shi

Address 2

City Osaka State/Province

Country l JP Postal Code 571-8501
Phone Number Fax Number

Email Address

button.

Additional Assignee Data may be generated within this form by selecting the Add

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

Signature

{James Edward Ledbetier/

Date (YYYY-MM-DD)| 2011-09-19

First Name

James L.ast Name Ledbetter

Registration Number | 28732

This collection of information is required by 37 CFR 1.76. The information is required fo obtain or retain a benefit by the public which
is to file {and by the USPTO to process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS web 2.2.2
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in cennection with your submission of the attached form related fo
a patent application or patent. Accordingly, pursuant to the requiremenis of the Act, please be advised that: {1} the general authority for the collection
of this information is 35 U.S.C. 2(b}(2); (2} furnishing of the information solicited is voluniary; and {3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examing your submission related to a patent application or patent. if you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedem of Informaticn Act (5 U.5.C. 552)
and the Privacy Act {5 U.S.C. 552a). Records from this system of records may be disclosed to the Depariment of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of recerds may be disclosed, as a roufine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, {o a contractor of the Agency having need for the infarmation in
order te perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1874, as
amended, pursuant to 5 U.S.C. 552a{m}.

A record related te an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may ke disclosed, as a routine use, tc another federal agency for purposes of Naticnal Security
review (35 U.8.C. 181) and for review pursuant to the Atomic Energy Act (42 U.8.C. 218{c})).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, ot his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recammend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant ({i.e., GSA or Cemmerce) directive. Such
disclosure shall not be used to make determinations about individuals,

A record fram this system of records may be disclosed, as a routine use, to the public after gither publication of the appiication pursuant]
to 35 U.8.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject te the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published appfication, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federai, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Exhibit 1002

Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000009



«
»

MEI Foan -2.0, (July, 2006}

Matsushita Ref*: P037562-02 Application Serial No.

¢* must be filledy

Japan Firm Name: _NIHEI AND ASSOCIATES Japan Firm Ref: UB2-0486PCT
US Firm Name: SDM US Firm Ref: L8638.06115

DECLARATION AND POWER OF ATTORNEY FOR U.S. PATENT APPLICATION
(a) & Original (b) O Supplemental (c) I Substitute * (d) 13 PCT (e) O Design

As a below named inventor, | hereby declare that my residence, post office address and citizenship are as stated
below next to my name; and | betieve that | am the original, first and sole inventor (if only one name is listed below) of an original,
first and joint inventor (if plural inventors are named below) of the subject matter which is claimed and for which a patent is
sought on the invention entitled:

Title of Invention:

SYSTEM AND METHOD FOR NEGOTIATION OF WLAN ENTITY

which is described and claimed in (if the following box is not checked, the specification of which is attached hereto):

R P sEor, use Wheh submitting this iDeclaratio 101U S iapplication filing date Fapy £ SRR T

{H [ the attached specification, or

S SRR 2 Eo Hel R

(g) {1 the specification in the U.S.
Application:

and with amendments (if applicable): or
L R

March 1, 2005

R P e P IS FOr PG T LS riational entry ihde:.
{h) the specification in the
international Application:

hen fHing ks Declaratiohibefors and after |

PCT/JP2005/003390 |

5
s
(R

(Check here only for US narianat envy undzer 35 U.S.C. 371) and with amendments (if applicable):

i hereby state that | have reviewed and understand the contents of the above-identified specification, including the
ctaims, as amended by any amendment(s) referred to above.

‘ | acknowledge my duty to disclose to the U.S. Patent and Trademark Office all information known to me to be material
to patentability as defined in Title 37, Code of Federal Regulations, §1.56.

} hereby ciaim foreign priority benefits under Title 35, United States Code, §118 (a-d), §172, or §365(b) of any foreign
application(s) for patent or inventor's cenlificate, or §385(a) of any PCT international application which designated at least one
country other than the United States of America, listed below, and have also identified below any foreign application for patent or
inventor's certificate, or of any PCT international application having a filing date before that of the application on which priority is
claimed:

{? i Pricly informalion)
COUNTRY APPLICATION NO. DATE OF FILING PRIORITY
CLAIMED
Japan 2004-058245 March 2, 2004 Yes
Japan 2004-209470 Juty 16, 2004 Yes

o Additional foreign or international application numbers are listed on a supplemental priority sheet attached hereto.

I
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o

- ) ME| Form -2.0, (July, 2008)

| hereby claim the benefit under Title 35, United States Code §119(e) of any United States Provisional application(s}
listed below. :
(US Frovisionst Irfarmretion)

APPLICATION NQO. ’ U.S. PROVISIONAL APPLICATION FILING DATE

0 Additional U.S. provisional application numbers are listed on a supplemental priority sheet attached hereto.

| hereby claim the benefit under Title 35, United States Code §120 of any United States application(s), or §385(C) of
any PCT international application designating the United States of America, listed below and, insofar as the subject matter of
each of the claims of this application is not disclosed in the prior United States or PCT international application in the manner
provided by the first paragraph of Title 35, United States Code §112, | acknowledge the duty to disclose information material to
patentability as defined in Title 37, Code of Federal Regulations, §1.56 which occurred between the filing date of the prior

application and the national or PCT international filing date of this application.
Comeatic !

APPLICATION NO. U.S. FILING DATE STATUS: PATENTED, PENDING, ABANDONED

o Additienal U.S. or international application numbers are listed on a supplemental priority sheet attached hereto.

POWER OF ATTORNEY: As a named inventor, | hereby appoint the attorneys and agents associated with U.S. Patent and
Trademark Office Custormer Number identified bellow to prosecute this application and to transact all business in the U.S. Patent
and Trademark Office connected therewith, and direct that all correspondence be addressed to that customer number.

i hereby authorize the U.S. attorneys and agents associated with the customer number to accept and follow instructions
from Matsushita Electric industrial Co., Lid., and any affiliated or subsidiary company thereof, received via their corporate
representatives and/or their foreign patent attorneys or agents, if any, as to any action to be taken in the U.S. Patent and
Trademark Office regarding this appiication without direct communication between the U.S. attorneys or agents and myself.

Direct Correspondence to:

CUSTOMER NUMBER 52989

{ further deciare that all statements made herein of my own knowiedge are true, and that all statements made on
information and befief are believed to be true; and further that these statemenis were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Titte 18 of the United
States Code, and that such willful false statements may jeopardize the validity of the application or any patent issuing thereon.

INVENTOR (s)

Fuit Name of Sole or First FIRST NAME LAST NAME SIGNATURE DATE OF SIGNATURE
inventor >
Hong CHENG M"ﬁ/ oL ot/ i ]
Residence & Citizenship CITY, STATE or COUNTRY = 4 hd CITIZENSHIP 4
Singapore, SINGAPORE CHINA
Post office address ADDRESS CcITY STATE OR COUNTRY ZIP CODE

clo Panascnic Singapore Laboratories Pte. Ltd.
BLK 1022, Tai Seng Avenue, #06-3530 Tai Seng Industrial Estate
Singapore 534415, THE REPUBLIC OF SINGAPORE

Full Name of FIRST NAME LLAST NAME SIGNATURE DATE OF SIGNATURE
Second inventor Pek Yew TAN WMZ 3/5‘/0;{
Tu ]
Residence & Citizenship CITY, STATE or COUNTRY s TCITIZENSHIP
1 Singapore, SINGAPORE MALAYSIA
Post office address ADDRESS CITY STATE OR COUNTRY ZIP CODE

c/o Panasonic Singapore Laboratories Pte. Lid.
BLK 1022, Tai Seng Avenue, #06-3530 Tai Seng Industrial Estate
Singapore 534415, THE REPUBLIC OF SINGAPORE

-
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- " _ MEF Form -2.0, (July, 2006)
RIRDIPRN
INVENTOR (s) &
Full Name of EIRST NAME LAST NAME SIGNATURE OATE OF SIGNATURE
Third Inventor Saravanan GOVINDARN

e T

Z) rf\n,a,, '.2-3:97

Residence & Citizenship

CiTY, STATE of COUNTRY
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DESCRIPTION
WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA
NETWORK TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR
MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A
WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED

BETWEEN A WIRELESS POINT AND ONE OR MORE CONTROL NODES

This is a divisional application of application number 10/591,184 filed August 30, 2006,
which is a national stage of PCT/JP2005/003390 filed March 1, 2005, which is based on
Japanese Application No. 2004-058245 filed March 2, 2004 and Japanese Application No.
2004-209470 filed July 16, 2004, the entire contents of each which are incorporated by

reference herein.

TECHNICAL FIELD
[0001]
The present invention relates to the field of wireless local area networks and in

particular to the operation of such networks in heterogeneous environments.

BACKGROUND ART

{0002]

Wireless local area networks {WLANSs) have invoked great interests from both
consumers and the industry. The current most popular WLANSs are based on the [Non
Patenf Document 1] standards. While these standards have helped the initial uptake of
WLANS, in their current form, they are not suited for large-scale wireless network
deployments. This is because the cost and control of WLAN entities become complex in

large environments.
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[0003]

Currently, many WLAN equipment manufacturers have addressed large-scale
deployments by introducing new split architecture. Here, control aspects of the [Non
Patent Document 1] WLAN specifications are centralized at controller nodes (CNs) while
other aspects are distributed to numerous wireless access points (WAPs). With the
diversity of manufacturers and their implementations of the split architecture, there are
incmﬁpatibilities between WLAN entities from different manufacturers.

[0004]

There are currently some efforts to provide standardized means for managing
large-scale WILANs in the Internet Engineering Task Forces (IETF) Control and
Provisioning of Wireless Access Point (CAPWAP) working group. [Non Patent Document
2] describes the efforts of the CAPWAP working group. However these efforts do not
consider the problems of accommodating WAPs with dissimilar functional capabilities
within a single WILAN. As such these problems limit the development of the WLAN
market.

{0005]

Furthermore, it is expected that future deployments of WLANs will feature
dynamic wireless networks. In such types of deployments, network topologies will change
during the operational lifecycle of the WLAN to enable enhanced applications and services.
WLAN elements in such networks will be provisioned with both wired and wireless
connectivity to enable dynamic topologies. However current assumptions of WLANSs (and
also CAPWAP) only refer to static network topologies. So while current WILANs are
capable of adjusting to the dynamic conditions of the wireless medium, they are unable to
accommodate the effects of dynamic topology changes.

[0006]

For example, current WLAN systems adjust to declines in the signai-to-
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interference ratio (SIR) of the wireless medium by increasing the signal transmissibn power.
However such minor corrections are inadequate to accommodate the variances in latency
and overhead introduced by changes in WLAN topology. Furthermore, these variances in
latency and overhead impede the operation of the CAPWAP split architecture. This is
because the split architecture is sensitive to delays due to the very nature of the distributéd
operations.  The redundancies of WLAN and CAPWAP processing performed at
intermediate wireless access points (WAP) of a dynamic CAPWAP topology together with
the corresponding physical overheads are detrimental to the CAPWAP split operations.

[0007]

Given such scenarios, WLAN entities currently available from various vendors are
incapable of interoperation in a single WLAN and are also incapable of operation in a
dynamic topology WLAN,

[0608]

These problems refer to static differences between WLAN entities as they are
results of differences in basic design. In addition to these, there are also problems related
to dynamic differences between WLAN entities.

[0009]

In particular, during the functioning of a WLAN, the processing load at a WAP can
become substantially high even exceeding the processing capacity of the WAP. This could
be due to increases in the number of associated mobile terminals (MTs) or due to increases
in the volume of traffic from the associated MTs. These differences in processing load
over time constitute a dynamic factor as they are dependent on the dynamics of the MTs.

[0010}

These dynamic differences in processing load across the WAPs consisting of a
WLAN have traditionally been addressed by affecting handovers of MTs from their

associated WAPs where processing load is high, to re-associate the MTs with other WAPs
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where processing load is relatively low.

[0011]

[Patent Document 1] discloses means for addressing dynamic differences in the
levels of processing load at WAPs by means of proactive handovers of associated MTs.
While [Patent Document 1] addresses the problem of dynamic differences in processing
foads across WAPs, it does so by mandating that MTs associated with one WAP also be
within the coverage areas of other WAPs so as to be able to perform handovers and re-
associations. 1f'a MT is not within the coverage area of one or more other assisting WAPs,
it is then expected to physically displace to such a coverage area in order to relieve the first
WAP of some processing load. These constraints are rigid and limit the efficacy of [Patent
Document 1]. Such limitations are common to all handover-based methods.

[0012]

[Patent Document 2] presents a method for WAPs to modify, based on prevailing
processing load levels, the intervals between the beacon signals that they transmit in order
to attract or dissuade MT associations., This method also involves the constraints of
requiring a MT to be within the coverage areas of alternate WAPs where processing load is
fow or being agreeable to displace towards such areas.

[0013]

[Patent Document 3] focuses on proactive MTs that make association decisions,
However the method is also limited by the factors described earlier.

[0014]

While such methods attempt to solve the problem of dynamic differences in
processing load, they do so by introducing stringent prerequisites and thereby introduce
more problems. Another shortcoming of [Patent Document 1], [Patent Document 2],
[Patent Document 3] and other handover-based methods for dealing with dynamic

differences in WAPs is related to the bulk shifting of conumunication sessions. In practice
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MTs maintain a number of communication sessions with the WAPs with which they are
associated. As a result, it is very likely that the communication sessions of only one MT
or a few MTs constitute a considerable amount of processing load at the WAP.  If the WAP
were to affect the said MTs to handover and re-associate with another WAP, the processing
load at the first WAP would be reduced, however by adversely affecting the other WAP.
The other WAP then becomes overloaded and reverses the handover to the first WAP. This
may continue without delivering any net gains for the WLAN. This points out that the
processing load is not finely distributed by methods of handovers. In other words,
dynamic differences are not finely managed.

[Non Patent Document 1] Institute of Electrical and Electronics Engineers Standard
802.11 - 1999 (R2003)

[Non Patent Document 2] “CAPWAP Problem Statement”, draft-ietf-capwap-
problem-statement-02.txt

[Patent Document 1] “Method and apparatus for facilitating handoff in a wireless
local area network”, US 2003/0035464 Al

[Patent Document 2] “Dynamically configurable beacon intervals for wireless
L.AN access points™, US 2003/0163579 Al

[Patent Document 3] “Method and apparatus for selecting an access point in a

wireless network”, US 6,522,881 B1

DISCLOSURE OF THE INVENTION

[0015]

In view of the above discussed problems, it is the objective of the present invention
to provide an apparatus and method for negotiations between controlling nodes (CNs} and
wireless access points (WADPs) of a WLAN based on policies that allow for accommodating

static and dynamic differences among the WLAN entities including dynamic changes in
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WLAN topologies within a single WLAN.

[0016]

It is another objective of the present invention to provide a method and policy for
negotiations between WLAN entities for the purpose of determining selected subsets of
functional, load or other components to be processed by each of said WLAN entities so as
to accommodate variations in system design, processing load or network topology.

[0017]

It is another objective of the present invention to provide an apparatus and method
for negotiations between WLAN entities based on polices that allow for accommodating the
dynamic differences between them such as differences in processing load levels at various
WELAN entities within a single WLAN.

[0018]

It is yet another objective of the present invention to provide means for
accommodating the operations of split architecture WLANSs in the presence of dynamically
changing network topologies.

[0019]

The disclosed invention relates to wireless local area networks (WLANs) and
particularly to means of addressing the issues of static and dynamic differences among
WLAN entities. It introduces policies for negotiations beiween WLAN entities for the
purpose of accommodating these differences.

[0020]

One aspect of the present invention deals with negotiations between controlling
nodes (CNs) and wireless access points (WAPs) of a WLAN based on policies that allow for
accommodating static differences among them. Specifically, it presents means for
determining a flexible division in WLAN functionality between the negotiating entities.

The present invention first involves classifying the functional capabilities of WLAN entities.
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The entities then determine the capabilities of other entities followed by negotiations
between them on how best to divide the functionality among them. Further operations of
the WLAN entities are then based on the determined division of functionality. This aspect
of the present invention enhances interoperability for WLAN entities.

[0021]

Another aspect of the present invention deals with negotiations between WLAN
entities based on polices that allow for accommodating the dynamic differences between
them. Particularly, it addresses the issue of distributing processing load among WAPs
without requiring physical displacement of associated mobile terminals (MTs). It involves
first determining the need to distribute parts of processing load at a WAP. This is followed
by the determination of which parts of processing load may be distributed while at the same
time maintaining existing association relationships between MT and WAP. Next, an
overloaded WAP enters into negotiations with other WAPs in order to determine how the
determined parts of processing load may be distributed among them. This aspect of the
present invention overcomes the limitations of handover-based methods for managiﬁg
dynamic differences between WLAN entities.

[0022]

In its broadest agpect, the present invention provides a system for providing service
in a WLLAN whereby a control node negotiates with WAPs and provides similar or different
complimentary functionality for each of the WAPs to form a complete functionality defined
for the WILLANSs.

[0023]

In its preferred form, the present invention allows for a controller module for
control nodes to comprise a single or plurality of processing schedules composed of
sequential lists of descriptors for subsets of functional components used for cach wireless

access point.
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[0024]

In another preferred form, the present invention provides a method for providing
services in a WLAN wherein a control node dynamically discovers the capability of a WAP
by sending a single or plurality of messages to a WAP containing a section that emulates the
data unit sent by a mobile terminal, a WAP receiving said message processes said section
using the same procedure for processing data units received from a mobile terminal and
sends it back to said control node in a reply message and said control node obtaining
capabilities information of said WAP by examining the processed data units in the reply
message.

[0025]

In another preferred form, the present invention allows a method for providing
service in a WILAN that allows defined WILAN function split between WAPs and one or
more control nodes wherein a subset of WAPs processes the total of their subset of
functionality defined for the WLAN, a control node provides distinct subsets of
complementary functionality defined for the WLAN to each of the subset of WAPs.

[0026]

In yet another preferred form, the present invention allows for means for
determining a flexible division in WLAN functionality between the negotiating entities.
The present invention first involves classifying the functional capabilities of WILLAN entities.
The entities then determine the capabilities of other entities followed by negotiations
between them on how best to divide the functionality among them. Further operations of
the WLAN entities are then based on the determined division of functionality.

[0027]

In another aspect, the present invention provides a system for load-balancing in'a
WLAN without requiring association handover at a mobile terminal whereby a data unit for

a mobile terminal is processed with the complete WLAN functions by a single of plurality
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of WAPs where each WAP processes the data unit with only a subset of complete WLAN
functions.

[0028]

In its preferred form, the present invention allows for a method of carrying out load
balancing in a WLAN without requiring a mobile terminal to change association
relationship with a WAP wherein the WAP separates the processing functions provided to
the mobile terminal into an association specific part and a non-association specific part, the
WAP negotiates with another WAP to process the non-association specific part and
establishes a secure tunnel with the another WAP, the WAP tunnels a data unit from a
mobile terminal to the another WAP through the tunnel after processing the data unit with
the association specific part of functions and the another WAP receiving the processed data
unit through the tunnel and processing it with non-association part of the functions.

[0029]

In another preferred form, the present invention provides a method for determining
the distribution of non-association specific functions based on information comprising the
size of the data unit to be processed, the expected average time for processing a data unit,
the overhead time for processing a data unit or a weighted sum of said information.

{0030]

In another aspect, the present invention provides a method for accommodating
variances in a wireless network topology wherein the method comprises the step of
dynamically adapting the operations logic of at least one network entity of the wireless
network topology to alter processing of one or more functional sub-components.

[0031]

1n its preferred form, the present invention allows for a method of accommodating
variances in a WLLAN by altering the processing of selected functional sub-components at at

least one network entity by means of bypassing processing of said selected functional sub-
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components.

[0032]

In its preferred form, the present invention allows for a method of accommodating
variances in a WLAN by altering the processing of selected functional sub-components at at
least one network entity by means of selectively processing said selected functional sub-
components.

{0033]

In another preferred form, the present invention provides a method for altering
local-level functional semantics while maintaining system-wide functional semantics of a
wireless network by selectivity activating functional sub-components of selected network
entities such that the sum of activated functional sub-components across said wireless
network corresponds to complete functional sub-components of said wireless network.

[0034]

In yet another preferred form, the present invention provides a method for altering
local-level functional semantics while maintaining system-wide functional semantics of a
wireless network by means of shifting the processing of said activated functional sub-
components from a first network entity to a second networl entity.

[0635]

Based on the aspects and preferred forms of the present invention, the problem of
incompatibility of WAPs of different functional capabilities is solved. The present
invention also solves the problem of WLAN operations in dynamic topology environments.
in vet another aspect, the present invention solves the problem of accommodating dissimilar

volumes of processing loads over time.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0036]

FiG. 1 is a diagram illustrating an operational representation of a wireless local
area network (WLAN) system used to illustrate a first aspect of the disclosed invention
dealing with policies for negotiations between WLAN entities, particularly between a
controlling node (CN) and wireless access points (WAPs);

FIG. 2 is a diagram depicting the general operational steps involved in a first aspect
of the present invention dealing with policies for negotiations between a CN and WAP;

FIG. 3 is a diagram showing an integrated WLAN entity exemplifying one
embodiment of a first aspect of the present invention in which the capabilities of a CN and
WAP are integrated into one entity;

FIG. 4 is a diagram illustrating a simplified framework for a second aspect of the
present invention dealing with policies for negotiations for the purpose of accommodating
dynamic differences among WLAN entities, particularly between WAPs;

FIG. 5 is a diagram depicting the general operational steps involved in a second
aspect of the present invention dealing with policies for negotiations for accommodating
dynamic differences among WLAN entities. Specifically, it deals with processing loads at
various entities;

FIG. 6 is a diagram serving to explain the reasoning for one embodiment of a
second aspect of the present invention, wherein the definition of processing load is taken to
be the size of the protocol data unit (PDU) that is received by the WAP from associated
MTs;

FIG. 7 is a diagram illustrating one embodiment of a second aspect of the present
invention in which a central controller performs a supervisory role in the negotiations for
accommodating dynamic differences among WLAN entities;

FIG. 8 is a diagram illustrating one embodiment of a first aspect of the present

11
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invention in which negotiations strategies are applied to enable CAPWAP split operations in
dynamic WLAN topologies;

FIG. 9 is a diagram exemplifying a particular embodiment of a first aspect of the
present invention relating to IEEE802.11 WLAN specifications; and

FIG. 10 is a diagram depicting a sequence of steps of a first aspect of the present

invention in which dynamic WLAN topologies are enabled.

BEST MODE OF CARRYING OUT THE INVENTION

[0037]

The disclosed invention of policies for negotiations between entities of a wireless
local area network (WLAN) is described in two major aspects, the first focusing on
negotiations for accommeodating static differences among WLAN entities also comprising
accommodating changes in WLAN topologies. While the second aspect illustrates means
of dealing with dynamic differences, particularly in levels of processing load.

[0038]

In the following description, for purpose of explanation, specific numbers, times,
structures, and other parameters are set forth in order to provide a thorough understanding
of the present invention. However, it will be apparent to anyone skilled in the art that the
present invention may be practiced Without these specific details.

[0039]

Negotiations for Accommodating Static Differences:

[0040]

A WLAN system embodying a first aspect of the present invention dealing with
accommodating static differences among WLAN entities is exemplified in FIG 1. The
diagram illustrates a WLAN system 100 comprising a controller node (CN) 101, a mumber

of wireless access points (WAPs) 105 and 107, a plurality of mobile terminals (MTs) 113
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and a network backbone 117. For the sake of simplicity, the WLAN system 100 is shown
with a single CN whereas the system embodying the present invention may comprise any
number of CNs. Also, the diagram indicates a direct connection between CN 101 and the
WAPs 105 and 107.  Alternatively there may be a number of intermediate nodes between
them. Similarly, the connection between CN 101 and the network backbone 117 may also
include a number of intermediate nodes. In all such cases, the disclosed invention holds
scope.

[0041]

The CN 101 provides support and control to the WAPs 105 and 107 that associate
with it. A new WAP in the WLAN system must first choose and establish association
relationships with one or more CNs before it receives support and control from the one or
more CNs. As such, WAPs may simultaneously hold more than one association
relationship with one or more CNs. Similarly, the MTs 113 choose and maintain
associations with the WAPs, which in turn provide them with services. These services
include radio transmission and reception, secure transport and mobility. An MT may
maintain a number of associations with one or more WAPs, however FIG. 1 simplifies this
with each MT maintaining only one association with one WAP.

[0042]

It can be inferred about the WLAN system 100 that the WAPs connect to the
network backbone via the CN.  Alternatives to this include the WAPs connecting to the
network backbone by other means possibly through other intermediate nodes. In such
cases, the CN will only be responsible for the control and management of the WAPs
associated with it, while connectivity to an external network may be handled by other
entities.

{0043]

FIG. 1 shows the CN 101 capable of performing the complete set of WLAN

13
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functional operations, as specified by some established WLAN standard. It is also capable
of other control and management functional operations. Each functional operation is
logically represented by one of the functional components 115. The operations
represented by each of the functional components may include encryption, decryption,
medium access confrol protocol data unit (MAC PDU) processing, authentication,
association, quality of service (QoS) processing, Internet Protocol (IP) processing etc.

[0044]

Fach functional component is represented by a functional component code. For
the purpose of illustration, some of the functional components in FIG. 1 are represented by
functional component codes ‘a’, ‘b’ and ‘¢’. For example functional component ‘a’ may
denote the processing required for a certain type of encryption, for example Wi-Fi Protected
Access (WPA) or Advanced Encryption Standard (AES), functional component ‘b” for QoS
processing, for example priority handling, while functional component ‘¢’ may be that for
power control during radio transmission and reception. The functional components are
logical units and may be implemented with a single processor using different sets of
instructions and context for different functional components.  Alternatively, each
functional component may be implemented by individual processing entities possibly in
disparate entities. While it is envisaged that the actual implementations of the functional
components may vary among manufacturers and their implementations, the interfaces
linking different components will be common or compatible so as to allow seamless
processing of a control or data unit from one WLAN entity to another.

[0045]

Since the WAPs may be from different manufacturers or of different
implementations, they may incorporate among them varying degrees of WLAN fanctional
components. These correspond to the different divisions in functionality between CNs and

WAPs. For example, WAP 105 is shown to be capable of processing functional
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components ‘a’, ‘b’ and ‘c’ whercas WAP 107 is only capable of processing functional
components ‘b’ and ‘c’. The remaining functional components necessary for their WLAN
operations and their control are left to be processed by CN 101. These differences
between the WAP and CN entities represent the static differences that arc to be
accommodated by each other WLAN entity by means of the disclosed method for
negotiations.

[0046]

For the proper operation of the present invention, it is necessary for the CNs and
WAPs from different manufacturers to follow pre-defined naming conventions for the
functional components that they incorporate and recognize. This ensures that negotiating
entities can precisely distinguish which functional components a peer entity implements.
To this end, the functional component codes need to be consistent in representing various
functional components. This convention however need not be followed strictly to the
letter. For example, the convention may present standard descriptors for various
functional components from which the negotiating entities may discern their properties.
As an illustration, “IEEE 802.11i” describes an IEEE WLAN standard pertaining to security
functionality. So based on such descriptors, negotiating CNs and WAPs may match parts
or all of the names with other descriptors to infer the nature of the functionality components
which the descriptors represent.

[0047]

As mentioned earlier, the interfaces between functional components also need to be
consistent across WLAN entities. This is to ensure that the processing of a control or data
unit may be performed seamlessly from one WLAN entity to another. For example, a
WAP may perform decoding with an appropriate functional component and then send the
decoded data unit to a CN in a form suitable for further processing, say, a form that may be

readily decrypted by a decryption functional component at the CN.  So although there are
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different functional components in different WLAN entities, the interfaces between them
are mutually recognizable so as to provide seamless processing.

{00481

Each WLAN entity is controlled in general by a controller entity. Thus, CN
controller 103, WAP controllers 109 and 111 are responsible for the overall operations of
CN 101, WAPs 105 and 107, respectively. While the WLAN system 100 shows the
controllers to be integral to the WLAN entities, the controllers may also be separate entitics.
As such, they may remain disparate for each WLAN entity or combined together for a
number of WLAN entities. It may be envisaged that specialized controllers exist for each
type of entity.

[0049]

The controllers are particularly responsible for establishing processing schedules
for each of the entities that associate with the entities managed by the controllers.
Consistent with this, the CN controller 103 maintains processing schedules for WAPs 105
and 107 whereas the WAP controllers 109 and 111 in turn maintain processing schedules for
their respectively associated MTs 113.

[0050]

A processing schedule refers to a sequence of functional components that are to be
processed for control and data units received from associated devices by the entity that the
said controller manages. For example, WAP controlier 109 for WAP 105 maintains a
processing schedule comprising a sequence of its functional components ‘a’, ‘b’ and ‘c’.
When a control or data unit arrives from an associated MT 113, WAP 105 performs the
processing of functional components ‘a’, ‘b’ and ‘¢’ based on the established processing
schedule. The processing schedule at 2 WAP may be the same for all associated MT’s if all
the MTs incorporate consistent functionality. However if MTs implement different

degrees of functionality, WAPs may also maintain separate processing schedules for
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processing the control and data units from different MTs.

[0051]

In one embodiment of this first aspect of the present invention, WAP controllers
109 and 111 for WAPs 105 and 107, respectively, first perform a step 201 in the figure of
discovering CNs. The CNs to be discovered may be within the same administrative
domain as the WAPs or the CNs may belong to different administrative domains. This
step of discovery may be accomplished based on any node discovery protocol or by the
broadcast/multicast/anycast of a specific, mutually recognizable message invoking
responses from available CNs.

10052]

Next the WAP controllers choose which among the discovered CNs to- associate
with in a step 203. One possible metric for this choice may be the round-trip latency
between the WAPs and CNs. This metric has the advantage of allowing for prompt
exchanges of control messages between the WLAN entities. Other metrics that may be
used for CN selection include network status, congestion, subset of WLAN functions
offered by CN, cost of using the CN, the vendor of the CN, the characteristics of the
connection to the CN, link status, random selection, cost of using the link, manufacturer
identification and a weighted sum of these metrics. Having chosen a CN 101 with which
to associate, WAP controllers 109 and 111 then enter an association phase with the CN.
This phase may include mutual authentication, exchanges of security information and the
establishment of communication protocols for further exchanges.

[0053]

Then, in a step 205, WAP controllers 109 and [11 enter a negotiation phase with
CN controller 103 for the purpose of establishing means to accommeodate the possible
differences in their respective functional capabilities. In particular, the negotiations are to

establish a division of WLAN functionality that is consistent with the capabilities of the
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negotiating entities and are optimal for the operation and management of the whole WLAN,

[0054]

The negotiations may be initiated by cither a WAP controller or a CN controller as
in a step 207. WAP controllers initiate by sending information regarding the functional
capabilities of the associated WAPs to the chosen CN. This information includes the
appropriate codes corresponding to the functional components that the WAPs are capable of
processing and their processing schedules. A CN controller initiates negotiations by
requesting for functional capabilities information from the associated WAPs.

[0055]

Upon receiving capabilities information from the associated WAPs and based on
established policies, CN controller 103 determines an initial division of WLAN
functionality. This division is then enforced between CN 101 and the associated WAPs
105 and 107 as in step 209. The functionality division specifies which of the functional
components that can be processed by the WAPs needs to be active and processed by the
WAPs themselves and which of them needs to be inactive so that they may be processed by
the CN.

[0056]

in one embodiment, the initial division of functionality is based on a policy that
allows each associated WAP to process all the functional components that they are capable
of. With such a division, only those functional components that an associated WAP cannot
inherently process are left to the CN. Such functional components are then included in the
processing schedule of the CN controller. Since WAPs may have dissimilar degrees of
functional capabilities, the CN controller may be required to establish separate processing
schedules for each associated WAP. As such this embodiment presents a policy which
allows for the full capabilities of each WAP to be leveraged on. However this is achieved

at the expense of running different processing schedules at the CN controller for different
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WAPs.

[0057]

In another embodiment, the initial division of functionality is based on a policy in
which the CN controller first determines a subset of functional components that are
common across all associated WAPs. The associated WAPs must then process only the
determined subset of functional components even if they are capable of processing other
functional components. Therefore, the remaining set of functional components required to
be processed for each associated WAP will be common to all of them. This common set
can then be processed by the CN. This embodiment presents a policy in which the CN
controller may maintain a single processing schedule for all associated WAPs. If a new
WAP, incorporating functionality components fewer than or incompatible with those
specified in the existing processing schedule, associates with the CN, the CN controller
repeats the step of determining the subset of functional components that are common across
all currently associated WAPs. It is noted that this step need not be performed if a new
WAP involves more functionality components than that specified in the single, previously
established processing schedule.

[0058]

Alternatively, the association of 2 new WAP with a CN may invoke a grace period,
in which two processing schedules are maintained simultaneously. The first corresponds
to the existing processing schedule which was established before the association of the new
WAP, while the second corresponds to the processing schedule which takes into account the
functionality of the newly associated WAP. Then data units processed during the grace
period are done so based on the processing schedule that is most appropriate. This
embodiment provides uninterrupted services to existing MTs in the event of new WAPs
associating with the CN.

[0059]
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In another embodiment, the initial division of functionality is based on a
combination of policies, where a subset of associated WAPs is allowed to process all the
functional components that they are capable of. Another subset of associated WAPs
process only a common subset of functional components that they are capable of processing
even if they have greater capabilitics. The CN controller determines the subset of
functional components that are common across all of the subset of associated WAPs. The
remaining set of functional components required to be processed for each associated WAP
will be performed by the CN. Therefore the remaining set of functional components will
be distinet for each of the associated WAPs of one subset of associated WAPs and be similar
for each of the associated WAPs of the other subset of associated WAPs.

[0060]

Next, having determined an initial division of WLAN functionality, the division is
then sent to the associated WAPs for confirmation as in a step 209. The WAP controllers
in turn verify that the division is feasible and upon verification return a positive
acknowledgement to the CN as in steps 211 and 213.

[0061]

Given that some WAPs may implement functional components in a non-partitioned
manuer, for example in a hardwire system, such WAPs may not be able to adhere to the
specified initial functionality division. In these cases, the WAPs send a negative
acknowledgement to the CN with an updated processing schedule that indicates operational
dependencies between their functional components as in a step 215. The CN controller
then takes this new processing schedule into account and formulates another functionality
division that may be compatible with the WAPs.  If the new division is feasible, the WAPs
return a positive acknowledgement and if not, the negotiations continue in a similar fashion.
As a last resort, upon a fixed number of unsuccessful negotiation exchanges, the CN allows

the WAPs to process all their functional components.
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{0062]

During the initial negotiation phase, either CN or associated WAP may choose to
forcibly terminate further negotiations based on pre-defined policies and rules even before
the negotiation phase is complete. These policies are enforced by either CN or WAP when
it is inferred that further negotiations will be moot as in steps 219 and 221. For example,
if the difference at the initial division of WLAN functionality is significantly dissimilar
from the capabilities of a WAP, the WAP may choose to terminate negotiations as it may be
futile to proceed further. Alternatively, if either entity determines that the other is
illegitimate, the negotiations may be terminated. Many other policies may also be used to
enforce termination of negotiations.

[0063]

Once a functionality division is acceptable to all participating WELAN entities, CN
controller 103 establishes appropriate processing schedules for associated WAPs 105 and
107 as in a step 217. These schedules define the sequence of functional components that
are to be processed by CN 101 for control and data units received from associated WAPs
105 and 107. Then, CN controller 103 manages each associated WAP in a manner
consistent with the processing schedules.

[0064]

In one embodiment, WLAN functionality may be divided into four functional
components that may be denoted by functional component codes 1, 2, 3 and 4. The
functional component corresponding to code 1 relates to that parts of WLAN functionality
concerning the radio aspects. This may include radio transmission and reception, coding,
modulation, power control and beacon signal control. Such a division combining aspects
concerning the radio interface will allow for simpler design. The code 2 functional
component relates to security aspects, which may include authentication, association,

encryption and decryption. The basis for this division is that processing for security
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involves mathematical computation for which reason they may be consolidated and
optimized. Then, the functional component of code 3 deals with the processing required
for control and data protocol data units (PDUs). This includes bridging, routing,
retransmissions and Internet Protocol (IP) layer processing for which specialized network
processors have been developed. Next, the code 4 functional component relates to the
general control and management of the WLAN. Quality of Service (QoS) contrel,
configurations and policy management are some of the aspects of this functional component.
This embodiment presents simple and practical classification for WLAN functionality.
Negotiations between various WLAN entities may then be based on these classifications.
The classifications may also be used to describe different entities. For example, a WAP
implementing only radio aspects of WLAN may be referred to as a type 1 entity which will
then require a CN capable of the remaining functional components 2, 3 and 4.

F0065]

In another embodiment of the first aspect, a WAP controller need not explicitly
send its functional capabilities information to a CN controller, however rather the CN
controller infers the capabilities of an associated WAP. Such means for automated
capabilities discovery allows for easier determination of functional capabilities without
requiring the explicit exchange of functional component codes between a CN and
associated WAPs. In this embodiment, 2 CN controller sends a special command to an
associated WAP to which the WAP responds by generating a data unit and processing it
based on its functional components. The emulated data unit is then sent to the CN after
being processed by the WAP.  The CN controller then infers the functional capabilities of
the associated WAP based on the received emulated data unit. Subsequent operations then
follow from a step 209 in FIG 2. This embodiment requires associated WAPs to be
capable of recognizing and responding to the special command issued by the CN controller,

[0066]
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An alternate form of the embodiment involves a CN controller simulating a data
unit as if it was a mobile terminal and sending the simulated data unit to an associated WAP.
The destination address of the simulated data unit is set to be the CN itself. Upon
receiving the data unit, the WAP performs its processing based on its capabilities and
forwards the processed data unit back to the CN. The CN controller then infers the
functional capabilities of the associated WAP from the processed data unit.  After this, the
CN controller devises an initial division of WLAN functionality and sends this to the
associated WAP.  Subsequent operations then follow from a step 209 in FIG. 2.

[0067]

In another embodiment of the present invention, a single entity that integrates both
WLAN operational functionality and control and management functionality is presented.
FIG. 3 exemplifies this embodiment in that it illustrates such an integrated WLAN entity
301. The integrated WLAN entity 301 is capable of both WAP operations and CN control
and management operations for which there are a WAP controller 303 and a CN controller
305, respectively. Each of the WAP and CN functional operations is logically represented
by one of the functional components 307 cach denoted by a functional component code.
These functional components encompass WAP operations like radio transmission and
reception, in addition to CN operations like WLAN monitoring and configuration
management.

f0068]

The set of functional components 307 are common to both WAP and CN
controllers so that the processing schedule at each controller may include any of the
functional components. Each controller operates in an independent manner with the
understanding that the complete set of functional components is available for it to schedule.
As such; during the negotiations phase between WAP controller 363 and CN controller 305,

the WAP controller sends ifs capabilities information so as to include the complete set of
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codes corresponding to all of functional components 307.

[0069]

Associated with the integrated WLAN entity 301 is a number of MTs 309.
WLAN system 300 shows the associated MTs 309 connecting to a network backbone 311
via the integrated WLAN entity 301. It is also possible for this connection to be made
through alternate means like that through other intermediate nodes. To the associated MTs
however, there is ne difference between an ordinary WAP and the integrated WLAN entity.

{0070]

Operationally, in this embodiment, the WAP controller of an integrated WLAN
entity first performs a discovery of CNs. In essence, the discovery results in finding itself
as a CN. Upon discovery, an association phase follows after which the CN controller and
WAP controller enter a negotiations phase. Discovery and association are token operations
as both the WAP and CN reside within a single entity.

[0071]

Next, the WAP controller and CN controller begin negotiations in order to
determine a suitable division of functionality between them. The WAP controller first
sends information regarding its capabilities to the CN controller. This information will
include the functional component codes corresponding to all the functional components
available within the integrated WLAN entity and a processing schedule that involves all the
codes. In response to the capabilities information and based on established policies for
functionality divisions, the CN controller devises an initial division of functionality and
sends this to the WAP controller. The initial division of functionality will be feasible and
acceptable to the WAP controller since its feasibility is based on that of the CN controller
which in turn determines the division. As a result, the WAP controller sends a positive
acknowledgement to the CN controller. Then both controllers establish processing

schedules according to the accepted division in functionality and operate on that basis.
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This embodiment illustrates how the process of negotiations may take place within an
integrated WLAN entity., As such, the disclosed invention will be consistent will various
designs for these entities.

[0072]

In another embodiment of the first aspect of the present invention, different CNs
may incorporate varying degrees of functionality. As such, a WAP associating with a CN
may require the processing of functionality which is unavailable both with itself and with
the CN that it associates. This embodiment serves to address such situations by allowing
the various CNs in a WLAN to negotiate among them for the purpose of accommodating
differences in their functional capabilities. The CNs may follow the steps put forth in FIG.
2 to determine how the static differences in their functionality may be managed. For
example, a first CN may only incorporate 2 types of functional components and it may
necessitate in a third component that it is not capable of, but yet it is required for providing
services to the WAPs associated with it. In such a case, the first CN discovers and
associates with a second CN in the WLAN with which it then negotiates. The negotiations
are for the purpose of dividing functionality among the CNs.  As a result, the first CN may
allow processing of the third functional component to be performed by the second CN.

{0073]

In yet another embodiment of a first aspect of the present invention, dynamics
changes in WLAN topologies is addressed. Fig. 8 illustrates the general aspects of a
CAPWAP based dynamic WLAN system 800. Here, WLAN functions (represented by
functional components 1 through 5) are divided between the central controlling node 801
and the set of distributed wireless access points, WAP1 803 and WAP2 805. It is
emphasized that the central controlling node 801 is capable of managing WAPs, WAP1 803
and WAP2 805, of dissimilar capabilities.

[0074]
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The first instance of the topology 807 represents a static case of operation. Here,
WAP1 803 and WAP2 805 have fixed connections in the WLAN system 800. Then a
transition 813 occurs in which the WLAN system 800 transforms into the second instance
of the topology 809. In this instance, WAP1 803 displaces to an alternate location in
which it establishes a new connection 815 to the controlling node 801 via WAP2 805. The
trangition 813 represents a dynamic change and the second instance 809 represents a new
WLAN topology in which WAP1 803 still provides services to its mobile clients 811. At
the same time, WAP1T 803 behaves as another mobile client to WAP2 805.

[0075]

In the second instance of the topology 809, the communication wunit 823
exemplifies the communication traffic from the mobile clients 811. The communication
unit 823 is first handled by WAP1 803 (as seen by a step 817) where all three WLAN
functional components and the CAPWAP control component are processed. It is noted
that this step 817 also adds physical overhead in the form of a CAPWAP protocol header in
addition to the header required for transmission to WAP2 805. This is illustrated by the
‘C1° sub-field of a step 817. Next, at WAP2 805, a step 819 is performed where again
another set of WLAN functional and CAPWAP control components are processed. Next,
in a step 821, the central controller 801 performs complementary functions for each of the
steps 817 and 819. Based the sub-fields of step 821, it is clear that central controller 801
duplicates some of the complementary functions. It is the aim of the present invention to
avoid this processing duplication and transmission overhead.

[0076]

The operations of the present invention are herein described with respect to the
steps in Fig. 10. In the steps 1001 and 1003, the topology of the wireless network is
monitored so as to determine any changes in the network configuration. Means of

realizing these steps is to analyze the header fields of received communication units and
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compare them to pre-established representations of network topology. For instance, in the
case of IEEE802.11 specifications based WLANS, if the controlling node 801 receives an
Association Request from WAP2 805 for a mobile client with credentials corresponding to
WAP]I 803, it is inferred that the topology between the controlling node 801 and WAP1 803
now includes the WAP2 805. Another means of establishing topology change is by
periodically exchanging information on neighbouring network entities. A variance in
these exchanges implies an alternate topology.

[0077]

Once a network topology change has been determined, the network entity that will
accommodate the change, WAP2 805, is triggered with an ‘Operational Associations’ sign.al
as in a step 1005. This signal comprises preliminary state information regarding the
network entity affecting the topology change, WAP1 803, and the mobile clients 811
managed by said WAP1 803. In one embodiment based on the IEEE802.11 specifications,
the preliminary state information comprises the number of mobile clients 8§11 managed by
WAP! 803, association identifications for mobile clients 811 and Source MAC addresses of
the mobile clients 811. The preliminary state information may also comprise additional
state information exemplified by the MAC address of network entity effecting topology
change, WAP1 803. Next, in a step 1007, the network entity accommodating the topology
change, WAP2 805, is triggered with an ‘Operations Update’ signal to adapt its functioning
so as to handle the topology change. In ené embodiment based on the IEEER02.11
specifications, the ‘Operations Update’ signal comprises a code value corresponding to an
action ‘Forward Frames to Transmission Block’ and a code value corresponding to those
‘Data Frame’ type for which said action is to be taken for. The ‘Operations Update’ signal
may also comprise additional parameters exemplified by ‘Basis Service Set Identification
(BSSIDY, ‘Source MAC address’ or ‘Destination MAC address’. In another embodiment

based on the IEEE802.11 specifications, the ‘Operations Update’ signal affects the Medium
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Access Control (MAC) management and control logic of WAP2 805. Specifically, the
logic is altered such that communication frames from the mobile clients 811 managed by
the network entity effecting the topology change (WAP1 803) may now be managed by
WAP2 805 without going through the normal association and authentication phases. In yet
another embodiment this logic alteration is realized by modifying the ‘Filter MPDU’
process of the ‘Reception’ block of WAP2 805 so as to direct all communication frames
received from the mobile clients 811 to the normal sequence of processing. Alternatively,
the associations and authentications may be pre-established by the controlling node 801.

[0078]

After the network entity accommodating the topology change, WAP2 805, is
updated, an ‘Operational Associations Request’ signal is (riggered af the network entity
effecting the topology change, WAP1 803, as in a step 1009. In one embodiment based on
the IEEE802.11 specifications, the ‘Operational Associations Request’ signal comprises
code values corresponding to ‘Security Algorithm Type’, ‘Security Key’, ‘Session
Identification’ or ‘Association Identification” parameters for which corresponding
information values are requested. The request signal is to obtain specific state information
regarding WAP1 803 and the mobile clients 811 which it manages. This state information
is then made aware to WAP2 805 by an ‘Operational Associations Update’ signal, as in a
step 1011, in preparation for futufc functioning. In one embodiment based on the
IEEES02.11 specifications, the ‘Operational Associations Update’ signal comprises
information values corresponding to ‘Security Algorithm Type’®, ‘Security Key’, ‘Session
Identification’ or ‘Association Identification’ parameters.

[0079]

Next, in a step 1013, an ‘Operations Update’ signal is triggered to the network
entity effecting the topology change, WAP1 803, so as to alter its functioning logic. In

particular the signal directs WAP1 803 to bypass certain processing that may be duplicated
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at WAP2 805(so that WAP2 805 neglects the processing at WAP1 803, and performs the
processing at only WAP2 805). The intent of the step 1013 is to prevent duplication of
WLAN and CAPWAP processing at both WAP1 803 and WAP2 805. Furthermore,
bypassing of processing at WAP1 803 reduces the physical overhead for transmissions over
the newly established wireless connection 815 and thereby reduces transmission delays.
These two aspects combined ensure that the timing constraints between WAP1 803 and
controlling node 801 are maintained according to the initial topology instance.

{0080]

In one embodiment based on the IEEE802.11 specifications and CAPWAP
framework, Operational Association state information is exchanged between the network
entities accommodating topology changes and network entities effecting topology changes
via the central controlling node.

(0081}

In an alternative to the above described embodiment for exchanging Operational
Association state information, said exchange is accomplished between the network entities
accommodating topology changes and network entities effecting topology changes without
establishing explicit operational associations between them. The network entity effecting
the topology change, WAP1 803, is instructed to use a specific ‘Frame Type® code for
communication frames containing state information. Next, an ‘Operations Update’ signal
is triggered to the network entity accommodating the topology change, WAP2 805, so as to
enable it to handle communication frames with the specific ‘Frame Type’ code in alternate
means. Alternatively, specific ‘Subtype’, ‘Duration/ID’ codes are used. Specifically, the
alternate means comprises de-capsulation of payload of said communication frames and
using the payload as state information. In one case of the embodiment, the controlling

node 801 governs the various trigger signals.

[0082]
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In the dynamic CAPWAP framework, the network entity effecting topology change,
WAP1 803, communicates with the controlling node 801 via the network entity
accommodating topology change, WAP2 805.

[0083]

In steps 1007 and 1013, the local-level of WLAN and CAPWAP functional
semantics (wherein functional semantics corresponds to the set and sequence of processing
required for WLAN operation) are broken such that selected sub-~components of said
processing are bypassed at selected network entities, the network entities accommodating
topology changes and the network entities effecting topology changes. However, with the
combined steps of 1000 the present invention achieves system-wide semantics of WLAN
and CAPWAP functional processing by dividing selected processing sub-components
among the controlling node 801, WAP1 803 and WAP2 805. So the steps of 1000
selectively activate various processing sub-components and by doing so, achieve system-
wide functional semantics. It will be clear to those skilled in the art that the steps put forth
in 1000 may be combined, separated or generally altered for the purposes of optimization,
implementation or any other aim without deviating from the essence of the present
invention. As such the scope of the present invention is not limited to the specific steps of
1000.

[0084]

Fig. 9 illustrates an embodiment of the present invention operating on steps 1000
for the WAP1 901. The logical operations of WAP1 901 are based on the IEEE802.11
WLAN specifications but may readily exemplify other wireless specifications also. WAP1
901 manages mobile clients 903 by processing various data (D), management (M) and
control (C) frames in addition to general operations. The processing logically comprises
‘Reception’ 905, “WAP Processes’ 909 and “Transmission” 911 blocks. The ‘Reception’

block 905 further comprises a ‘Filter MPDU” process whose logic is based on a filter 907.
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The filter 907 is used to compare arriving frames based on various metrics and
appropriately handle them.

[0085]

In response to the ‘Operations Update’ signal of step 1013, the filter logic is
updated to include the changes of filter logic update 913.  In the embodiment, data frames
are directly sent to the ‘Transmission’ block 911 completely bypassing the *WAP Processes’
905. As a result, processing time for the majority data frames is drastically reduced at
WAP1 901. These data frames are then handled by WAP2 915 whose operations were
updated according to a step 1007, Since management and control frames directly relate to
the connection between WAP1 901 and the mobile clients 903, they are processed locally at
WAP1 901. So the present invention selectively activates processing by affecting the
reception logic of WAP1L 901.

[0086]

In one embodiment, the network entities accommodating topology changes and the
network entities effecting topology changes operate according to dissimilar wireless
specifications. With respect to Fig. 8, WAPI1 803 operates according to IEEESOZ.II
specifications and WAP2 8035 operates according to IEEE802.16. The principles of
adapting lIocal-level functional semantics while maintaining system-wide functional
semantics are then applied to the network entities operating according to dissimilar wireless
specifications. It is noted that the dissimilarity in operations may comprise Bluetcoih
connectivity, IEEE802.20, cellular telephony or any other wireless specifications.

[0087]

There are a number of scenarios and applications in which the present invention for
dynamic WLAN topologies will be incorporated. For example, future home networks will
be capable of extending coverage areas in impromptu manners. Transportation systems

will incorporate transmission and reception components so that the network topology
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changes with each passing stop, station or seaport. Manufacturing facilities will be
provisioned with communication networks providing connectivity to diverse locations ét
various time instances. The present invention described insofar .may be embodied in these
scenarios to address the problems of latency and overhead in dynamic topology
enviromments.

© [0088]

The embodiments of this first aspect of the present invention described insofar
iHustrate policies with which WLAN entities may negotiate with each other in order to
accommodate the varying degrees of static differences that each such entity incorporates.
Additionally, the embodiments illustrate the application of the first aspect of the present
invention wherein local-level of functional semantics are broken so as to enable dynamic
changes in WLAN topologies in which system-wide functional semantics are maintained.
They describe how WAPs incorperating varying degrees of WLAN functionality may be
integrally managed by a controlling node. The disclosed method for negotiations provides
for flexibility in deploying WLANs with entities from different manufacturers or of
different implementations. While prior arts focus on mandating proprietary means of
dividing functionality among WLAN entities, the present invention serves to accommodate
entities of different degrees of functionality. As a result, the division of WLAN
functionality between controlling nodes and wireless access points may be achieved in a
flexible manner.

[0089]

Negotiations for Accommodating Dynamic Differences:

f0090]

This aspect of the present invention describes policies with which WLAN entities
embodying the disclosed invention may negotiate with each other for the purpose of

accommodating dynamic differences among them. It is exemplified by using the varying
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levels of processing load at different WLAN entities particularly WAPs.

[0091]

A simplified representation of a WLAN system 400 embodying this aspect of the
present invention is depicted in FIG 4. It shows WAPs 401 and 403 that are capable of
providing services and performing related processing for a number of associated MTs.
The WAPs and MTs may maintain a number of associations with each other. However for
reasons of simplicity, the WLAN systemn 400 only shows one association with WAP 401 for
the single MT 405. This MT 405 is associated with and receives services from WAP 401
over a wireless connection 427.  Also the WAPs 401 and 403 are shown to be connected to
a network backbone 407, through which they can communicate with other networks and
with each other, either directly or via intermediate switching or routing devices. The
WAPs may also connect to the network backbone or with each other through a number of
intermediate nodes.

[0092]

During the operation of WLAN system 400, the processing loads at the WAPs may
vary due to the dynamic nature of communication. For example, a number of new MTs
may choose to associate with a WAP thereby necessitating in additional processing at the
WAP. Another example is of a MT choosing to be involved in additional numbers of
commuunication sessions again resulting in extra processing for the WAP with which it is
associated. Consequently, the processing load at various WAPs in the WLAN system will
vary over time. It is this dynamism that the disclosed invention addresses by requiring
WAPs to negotiate with each other for the purpose of distributing processing load from a
heavily loaded WAP to a relatively lightly loaded WAP while maintaining existing
association relationships with their MTs.

[0693]

From FIG. 4, WAPs 401 and 403 provide services to associated MTs by performing
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some type of processing on their behalf. The processing may be logically divided by lines
419 and 421 in WAPs 401 and 403, respectively, as being association-specific (ASP) and
non-association-specific (nASP) processing. ASP processing 411 and 413 involve those
that are directly dependent on the association between MTs and WAPs. Such processing
requires interaction with the wireless interface between a WAP and an associated MT.
Examples of ASP processing include transmission and reception of data units, power
control, coding and modulation.

{00947

nASP processing 415 and 417 refer to processing that are not directly dependent on
the wireless aspects of a connection between WAPs 401 and 403 and associated MT 405.
Examples of nASP processing include bridging, filtering, protocol data umit (PDU)
processing and PDU delivery.

[0095]

WAP controllers 423 and 425 manage and control the overall processing at WAPs
401 and 403, respectively.

[0096]

The operations involved with this aspect of the present invention are described
with reference to FIG. 5. The WAP controller in each of the WAPs in a WLAN system
embodying the present invention performs a step 501 of monitoring the nASP processing
load at the WAP. This includes monitoring the nASP processing load for each of the
communication sessions for all the associated MTs. Examples of how processing load
may be monitored include means for monitoring the processor usage or duration of
processor activity for a communication session and then aggregating this for all
communication sessions. Another example is means for monitoring the amount of
memory usage for communication sessions. Similarly, a number of other factors may be

monitored, either independently or in any combination, to monitor the overall nASP
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processing load at a WAP., Furthermore, other means of monitoring may also be used.

[0097]

In one embodiment of the present invention, a WAP controller 423 for a WAP 401
derives a resource characteristic for the WAP based on the various factors of nASP
processing load that are monitored for each communication session of the associated MTs,
The resource characteristic is a representation of the resources or processing load required
for providing services to a communication session.

[0098]

Next, the resource characteristics of all communication sessiong for all associated
MTs are combined to obtain an aggregate nASP load factor for WAP 401. The aggregate
nASP load factor is then compared to a nASP load threshold, in a step 503, to determine
impending nASP processing overload conditions that may not be manageable by WAP 401.
If the aggregate nASP load factor is determined to be manageable at WAP 401, the
monitoring of a step 501 is repeated.

[0099]

If, however, impending nASP processing overload conditions are determined, the
WAP controller 423 then determines in a step 505, which parts of the nASP processing load
at WAP 401 may be distributed to other WAPs of the WLAN system with the aim of
reducing overall processing load at WAP 401 while at the same time maintaining existing
association relationships with associated MTs, such as that with MT 405. Such a
mechanism is unique from ftraditional methods of distributing processing load which
mandate handovers that may necessitate in a MT physically displacing to a coverage area of
another WAP. The step 505 is based on the resource characteristics of the communication
sessions of MTs associated with WAP 401. For example, a WAP controller may choose to
distribute those parts of processing load with the greatest resource characteristics or those

with the least resource characteristics. This choice may also be based on other factors
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such as the expectation of future changes in resource characteristics.

[0100}]

Next, the negotiations phase begins between a first WAP controller and other WAP
controllers. This phase involves determining which of the other WAPs are agreeable to
accommodate the dynamic differences in processing loads by taking over some parts of the
nASP processing load of the overloaded first WAP. In a first stage of negotiations, the
WAP controller 423 executes a step 507 of sending solicitation messages to other WAPs of
the WLAN system. The solicitation messages include the resource characteristics of those
parts of nASP processing load of WAP 401 that have been detenmined by the WAP
controller to be distributed to other WAPs.

[0101]

WAP controllers receiving the solicitation message determine if they are capable of
accommodating the additional processing load as specified in the message. These
controllers then respond to the WAP controller initiating the solicitation by either accepting
to take over the complete specified load or accepting to handle partial amounts of the load.
The initiating WAP controller then uses the responses to determine which of the other
WAPs are agreeable and to which extent agreeable, to receiving parts of the nASP
processing load that it initially specified. The negotiations may also extend beyond the
initial solicitation message if such a need is inferred to exist by the initiating WAP controller.
As such, a step 507 is used to determine which of the other WAPs in the WLAN system are
agreeable to receiving and perform processing of parts of nASP processing Joad of WAP
401 1in order to reduce the processing load at WAP 401.

[0102]

Next, in a step 509, WAP controller 423, of the overloaded or soon to be
overloaded WAP, establishes a tunnel connection 409, between WAP 401 and the WAPs

determined in a step 507 to be agreeable to receiving and processing the determined parts of
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nASP processing load of WAP 401. FIG. 4 illustrates one of the agrecable WAPs to be
WAP 403. Relevant context information required for processing of the determined parts of
nASP processing load is then transmitted over the established tunnel connection to the
agreeable WAPs. Then, in a step 511, WAP controlier 423 distributes the determined parts
of the ASP processing load of WAP 401 to the agrecable WAPs over the tunnel connection.
In doing so, WAP controller 423 reduces the overall processing load at WAP 401. Al this
is achieved while maintaining existing associations with associated MTs and in a fine
grained manner so as not to overwhelm the agreeable WAPs.

10103]

This embodiment illustrates the efficacy of this aspect of the present invention in
distributing processing load without the limitations of existing handover-based methods.
As such, there are no constraints as to the geographic position or willingness to displace for
the associated MTs.

[01047

In another embodiment of this aspect of the present invention, an overloaded WAP
simply relays the processing load required for communication sessions of associated MTs to
other agreeable WAPs. This relay may be over wireless, wired or a combination of both
types of links. Relevant context information may also be relayed so as to facilitate the
processing of the relayed processing load.

[0105]

In one embodiment, the tunnel connection between two WAPs is established over a
direct link between WAPs. This direct link may be wireless and similar to the link
between WAPs and MTs in which case the WAPs determine a radio channel alternate from
the channel used for communication with associated MTs and use this to exchange relevant
context information and determined parts of nASP processing load. Alternatively, the link

between two WAPs can be wired and directly connected. With this embodiment, the
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tunnel connection need not traverse the network backbone but rather can be established
directly.

[0106]

In another embodiment of the present invention, nASP processing load is defined
as the processing required for security algorithms used for the encryption and decryption of
MAC PDUs that are transmitted to and received from associated MTs. Processing of
security algorithms is a type of non-association-specific processing which is
computationally intensive due to the complex characteristic. As such, a significant
increase in the number of associated MTs or in the volume of traffic to and from associated
MTs will in turn lead to a corresponding increase in the processing of the security
algorithms. In this embodiment, WAPs and associated MTs encrypt their respective
transmissions over the wireless connection based on an established security algorithm.
Upon receipt of transmissions, the WAPs and MTs perform decryption processing based on
the same established security algorithm.

[0107]

When the nASP processing load for encryption and decryption becomes significant,
as measured by its resource characteristic exceeding a nASP load threshold, a WAP
controller 423 of WAP 401 sends a solicitation message to determine which of other WAPs
in the WLAN system are agreeable to receiving and processing parts of nASP processing
foad corresponding to the security algorithms used for transmissions between WAP 401 and
MT 405. If WAP 403 is agreeable to processing the nASP processing load, its WAP
coniroller 425 responds to the solicitation message. Upon receipt of the response to the
solicitation message, WAP controller 423 establishes a tunnel connection 409 to WAP 403
and then sends relevant security keys and context information to WAP 403 via the
established tunnel connection.

[0108]

38

Exhibit 1002
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000050



io

i5

20

25

008638-61151

Next, upon establishment of the tunnel connection 409 and exchange of the
security keys and context information, WAP controller 423 sends to WAP 403 encrypted
MAC PDUs received from associated MT 405. WAP controller 423 also sends to WAP
403, MAC PDUs that are to be encrypted before transmission to the associated MT 405,
WAP 403 then processes the nASP processing load for encryption of MAC PDUs and sends
the encrypted MAC PDUs to WAP 401 via the tunnel connection. Having received the
encrypted MAC PDUs, WAP 401 then transmits them to the associated MTs. In this
embodiment, the computationally intensive processing of security algorithms is distributed
across WAPs so as to lower the processing load at a WAP. This is performed without
affecting re-associations of MTs and as such this method is not limited by the shortcomings
of handover-based methods.

[0109]

In another embodiment, a WAP controller distributes the nASP processing load
corresponding to those security algorithms that cannot be processed by the WAP due to
reasons of unfamiliarity of the said security algorithms while at the same time maintaining
association relationships with associated MTs. Given the growing numbers of MTs and
other devices in which WLAN capabifities are incorporated, there may be many security
features implemented in such MTs and devices, all of which not being recognizable by all
WAPs with which associations are sought. As such this embodiment allows a WAP to
maintain associations with M'Ts and other devices even if some of the required processing
are not possible at the said WAP.  The embodiment is described using an uncommon
security algorithi as example; however it is valid for any other type of processing that is
uncommon between WAP and MT.

f0110]

During an association of a MT with a WAP, a secority algorithm that is

knowledgeable to both entities is negotiated upon for securing transmissions over the
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wireless connection between the two entities.  Traditionally, if the WAP is not
knowledgeable of any of the security algorithms used by the MT, the MT cannot be
associated with the said WAP. The here forth described embodiment of the present
invention franscends this limitation and permits MTs to associate with a WAP even if the
WAP is not knowledgeable of any of the security algorithms used by the MTs.

i0111]

In this embodiment, a WAP controller 423 permits a MT 405 to associate with
WAP 401 even though there are no common security algorithms that both WAP 401 and MT
405 are knowledgeable of During the association phase, WAP controller 423 sends a
solicitation message to other WAPs in the WLAN system 400 to determine which WAPs are
knowledgeable of and agreeable to processing any of the security algorithms familiar to MT
405. 1If WAP 403 is knowledgeable of and agreeable to processing any of the security
algorithms familiar to MT 405, WAP controller 425 responds to the solicitation message
from WAP controller 423 with a chosen security algorithm. Upon receipt of the response
to solicitation message, WAP controller 423 then establishes a tunnel connection 409 with
WAP 403. WAP controller 423 next sends relevant security keys and context information
to WAP 403 via the established tunnel connection 409. The chosen security algorithm is
then intimated to MT 405 and it is associated with WAP 401.

10112}

Upon establishment of the tunnel connection 409 and exchange of security keys
and context information, WAP controller 423 sends to WAP 403, MAC PDUs received from
MT 405 associated with WAP 401, that have been encrypted based on the chosen security
algorithm. WAP 403 receives the encrypted MAC PDUs via the tunnel connection and
decrypts them based on chosen security algorithm and established security keys and context
information. WAP controller 423 also sends to WAP 403, MAC PDUs that are to be

encrypted before transmission to the associated MT 405. In this case, WAP 403 receives
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MAC PDUs via the tunnel connection 409, encrypts them based on chosen security
algorithm and sends the encrypted MAC PDUs back to WAP 401. WAP 401 then
transmits the encrypted MAC PDUs to the associated MT 405.  In this embodiment, the
lack of knowledge about a security algorithm does not limit a WAP from allowing a MT to
associate with it. As such it provides greater flexibility in providing services to a great
number of MTs with different processing requirements.

[0113]

Another embodiment of the present invention relates to the size of PDUs processed
by WAPs. Studies in processor scheduling have shown that processing large PDUs before
small PDUs leads to greater average processing time as compared to cases where small
PDUs are processed before large PDUs.  FIG. 6 illustrates this through example. In a first
case, it shows two processing schedules 601 and 603 for processors 613 and 615,
respectively. The scheduling order 605 and 607 denote the relative order in which PDUs
A, B, C and D are processed. 609 and 611 denote the processing time, in arbitrary time
units (tu), required for processing each of the PDUs.

[0114]

In schedule 601, large PDUs A and B are processed before small PDUs C and D.
The average processing time for the PDUs is 21.25 tu, while it is only 16.25 tu for the
PDUs in schedule 603 where small PDUs C and D are processed before large PDUs A and
B. Clearly schedule 603, in which small PDUs are processed before large PDUs, leads to
significant reductions in average processing time.

[0115]

In a second case, the aspect of processing overhead for processor scheduling is
considered. The processing of each PDU requires some processing overhead which
includes memory access time and context transfer time. The overhead is generally

independent of the size of the PDU as it is required before the actual processing. FIG. 6
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depicts a schedule 617 for small PDUs alone in which processing overhead time and actual
processing time is shown by 621 and 625, respectively. Processing overhead time 623 and
processing time 627 is for large PDUs in schedule 619. From this, it is seen that the
processing overhead takes up 50% of total time in a schedule 617 whereas overhead
constitutes only 33'/:% in a schedule 619. This illustrates how processing only small
PDUs can lead to a processor handling more overhead than when a processor handles large
PDUs.

[0116]

In an embodiment of the present invention related to the size of PDUs, the nASP
processing load is defined as the size of PDUs handled by a WAP. A WAP controller 423
of WAP 401 monitors the size of PDUs received over a wireless connection 427 from an
associated MT 405, When WAP controller 423 determines that WAP 401 is processing
any of the previous described cases, the controller determines a processing schedule for a
subset of the monitored received PDUs. The aim of the processing schedule is to optimize
average processing time and processing overhead time at WAP 401.

[0117]

Next, WAP controller 423 derives a resource characteristic for the PDUs that may
be distributed to other agreeable WAPs for processing. As such, the resource
characteristic represents the processing load required for processing PDUSs other than those
that are processed by the WAP 401 itself. The resource characteristic is then sent to other
WAPs of the WLAN system 400 as part of a solicitation message to determine WAPs
agreeable to processing the PDUs described in the message.

fO118]

If WAP 403 is agreeable to the nASP processing of PDUs described in the
solicitation message, WAP controller 425 responds accordingly. A WAP in the WLAN

system will be agreeable to processing PDUs from another WAP when processing such
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PDUs would allow it to optimize its own average processing time and processing overhead
time. Upon receipt of the response, WAP controller 423 then establishes a tunnel
connection 409 with WAP 403 and sends relevant context information to WAP 403 via the
established tunnel connection.

[0119]

Having established the tunnel connection and exchanged relevant context
information, WAP controller 423 sends to WAP 403, PDUs described by the previously sent
resource characteristic with the aim of optimizing average processing time and processing
overhead time at WAP 401. So with this embodiment, the nASP processing of PDUs of
different sizes may be distributed in a manner so as to optimize processing while at the
same time maintaining association relationships between WAPs and MTs.

{0120}

In another embodiment, a WAP controller distributes the nASP processing load
based on information comprising the size of the data unit to be processed, the expected
average time for processing a data unit, the overhead time for processing a data unit and a
weighted sum of said information.

[0121]

Another embodiment of the disclosed method concerns the distribution of
processing of ISO-OSI layer 3 and layers above layer 3 from a first WAP to other WAPs
while maintaining association relations between the first WAP and MTs associated with it.
Many WAPs are currently capable of processing up to ISO-OSI layer 2, however there are
vendors manufacturing WAPs capable of ISO-OSI layer 3 processing. " This embodiment
refers to such devices and other similar WAPs. Processing for ISO-OS1 layer 3 and layers
above layer 3 includes quality of service (QoS) provisioning, routing and scheduling. In
this embodiment, nASP processing load is defined as the processing concerning ISO-OSI

layer 3 and layers above layer 3.
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[0122]

In this embodiment, a WAP controller 423 for WAP 401 derives a resource
characteristic for the processing of ISO-OSI layer 3 and layers above 3 based on the factors
of nASP processing load monitored for each of the communication sessions between WAP
401 and associated MT 405. The resource characteristics of all communication sessions
are then combined to derive an aggregate nASP load factor for WAP 401 which is then
compated to a nASP load threshold to determine impending nASP processing overload
conditions.

[0123]

If impending nASP processing overload conditions are determined, WAP controller
423 then determines parts of nASP processing load of ISO-OSI layer 3 and layers above 3
that may be distributed to other WAPs in the WLAN system with the aim of reducing
overall processing load at WAP 401. Next, WAP controller 423 sends a solicitation
message, comprising resource characteristics of the determined parts of nASP processing
load of ISO-OSI layer 3 and layers above 3, to determine which other WAPs are agreeable
to receiving and performing processing of the parts of nASP processing load on behalf of
WAP 401.

[0124]

If WAP 403 is agreeable to processing the parts of nASP processing load based on
the solicitation message, WAP controller 423 sends a positive response to WAP 401.  Upeon
receiving the response, WAP controller 423 establishes a tunnel connection 409 between
WAP 401 and WAP 403 after which relevant context information required for processing of
parts of nASP processing load of ISO-OSI layer 3 and layers above 3 is transmitted over
tunnel connection to WAP 403. Then WAP controller 423 sends the determined parts of
nASP processing load to WAP 403 with the aim of reducing nASP processing load at WAP

401 by distributing parts of processing load to other WAPs while maintaining existing
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association relations between WAPs and MTs.

[0125]

In yet another embodiment of the aspect of the present invention dealing with
negotiations for‘accommodating dynamic differences among WLAN entities, a central
controller entity takes part in the negotiations. Broadly, the central controlier entity
coordinates how the dynamic differences are to be managed among participating WLAN
entities. One particular embodiment involves the central controller coordinating the
distribution of nASP processing load across the WAPs under its purview.

[0126]

This is described with reference to FIG. 7 which illustrates a central controller 729
that is capable of monitoring the nASP processing loads at WAPs 701 and 703,  When the
nASP processing load at WAP 701 exceeds a nASP processing load threshold, the central
controller sends a solicitation message to other WAPs in the WLAN system requesting
assistance for the processing of parts of processing load of WAP 701. This begins the
negotiations phase between the central controller 729 and other WAPs in the WLAN system
700. The solicitation message includes descriptors of the parts of processing load at WAP
701 to be distributed to other WAPs with the aim of reducing overall processing load at
WAP 701.

[0127]

If WAP 703 is agreeable to assist with the processing for WAP 701, a WAP
controller 725 responds to the solicitation message. The central controller 729 then
intimates WAP 701 about the acceptance, after which WAP 701 establishes a tunnel
connection 709 with WAP 703. It then sends WAP 703 relevant context information
followed by the parts of processing load as specified in the solicitation message.
Alternatively, WAP 701 may send the context information and parts of processing load to

the central controller 729 which then forwards this to the agreeable WAPs like WAP 703.
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So with this embodiment, processing load is distributed across WAPs of a WLAN with a
central controller coordinating the distribution.

[6128]

In another embodiment, the central controller receives regular information from
WAP controllers of the WAPs under its purview regarding their nASP processing loads.
As such, the WAP controliers themselves delermine overload conditions and the necessity
to distribute parts or all of nASP processing load to other WAPs or other WLAN entities.
The negotiations phase in this embodiment is thus initiated by the WAP controllers and then
further pursued between the central controlier and other WAPs.

[0129]

The embodiments presented so far exhibit how negotiations between various
WLAN entities based on the disclosed policies which may be used to accommodate the
dynamic differences among them. In particular, they describe how processing load may be
classified as being association-specific and non-association-specific. They also illustrate
how parts of nASP processing load may be distributed to other WAPs of the WLAN system
for the purpose of reducing overall processing load at a first WAP. The disclosed
invention is unique in that it permits the distribution of processing load while maintaining
existing association relationships between WAPs and MTs.  As such, the disclosed method
for accommodating dynamic differences does not necessitate in the physical displacement
of any WLAN entity which is unlike existing methods. This innovation is therefore more
flexible than handover-based methods for distributing processing load. It also transcends
the limitations of such schemes.

[0130]

The various aspects of the disclosure presented insofar illustrate the novelty of the
method for negotiations in accommodating static and dynamic differences among WLAN

entities. Whereas, extant methods focus on hard divisions in functionality among WLAN
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entities, the present invention presents alternate means where functionality divisions may be
made in flexible manners. Also, while existing methods require re-associations and the
consequent geographical and physical limitations of handovers, this innovation puts forth
ways of dealing with imbalances in processing load without the constraints of handover-
based methods.

[0131]

It will be clear to anyone skilled in the related art that the disclosed invention may
take the form of numerous other embodiments with numerous other policies for the
negotiations and handling of differences among WLAN entities without deviating from the
essence and scope of this disclosure. As such the present invention will be applicable in

all such embodiments and practices.

INDUSTRIAL APPLICABILITY

[0132]

The present invention has the advantage of accommodating differences among
WLAN entities. The present invention, thus, can be applied to the technical field of
wireless local area networks and in particular to the technical field of a wireless local area

network in heterogeneous environments.
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CLAIMS

1. A wireless point that provides for functions for a wireless local area network to
be separated between said wireless point and one or more control nodes, said wireless point
comprising:

a discovery unif configured to send a discovery request message to said one or
more control nodes;

a selecting unit configured to select one control node of said one or more control
nodes based on one or more discovery response messages sent to said wireless point from
said one or more control nodes in response to said discovery request message, each of said
one or more discovery response messages including information of functions offered by the
associated control node of said one or more control nodes; and

a session establishing unit configured to establish a secure session with said

selected one control node.

2. The wireless point according to claim 1, further comprising:
a negotiation unit configured to exchange information about the functions to be

separated between said selected one control node and said wireless point.

3. The wireless point according to claim 2, wherein said information exchange is
performed by transmitting, to the selected one control node, information about functions
that said wireless point has, and receiving, from said selected one control node, information

about functions that said selected one control node has.

4, The wireless point according to claim 1, wherein said functions for a wireless
local area network comprise at least one of Beacon Signal Control, Power Management,

Quality of Service (QoS8), Scheduling, Authentication, and Encryption/Decryption.
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5. A method for providing service in a wireless local area network that provides for
functions for said wireless local area network to be separated between a wireless point and
one or more control nodes, said method comprising steps of:

sending a discovery request message to said one or more control nodes;

selecting a control node of said one or more control nodes based on one or more
discovery response messages sent to said wireless point from said one or more control
nodes in response to said discovery request message, cach of said one or more discovery
response messages including information of functions offered by the associated control
node of said one or more control nodes; and

establishing a secure session with said selected one control node.

6. The method according to claim 5, further comprising:
exchanging information about the functions to be separated between said selected

one control node and said wireless point.

7. The method according to claim 6, wherein said information exchange is
performed by transmitting, to the selected one control node, information about functions
that said wireless point has, and receiving, from said selected one control node, information

about functions that said selected one control node has.
8. The method according to claim 5, wherein said functions for a wireless local

area network comprise at least one of Beacon Signal Control, Power Management, Quality

of Service (Qo8), Scheduling, Authentication, and Encryption/Decryption.
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ABSTRACT OF THE DISCLOSURE

A method for negotiations between various entities of a wireless local area network
(WLAN) including negotiations between controlling nodes (CNs) and wireless access
points (WAPs) and negotiations between WAPs is disclosed. These negotiations arc used
for the purpose of establishing the capabilities of the various entities, determining how such
capabilities may be optimally divided among the negotiating entities and then dividing the
capabilities among the entities based on this determination. The capabilities include those
required for the operation, control and management of the WLAN entities and the
encompassing WLAN. The disclosed method introduces means for flexibly
accommodating the varying degrees of differences in capabilities among the WLAN entities

between the WLAN entities including dynamic changes in WLAN topologies.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of

Inventors: Hong CHENG, et al.

Appln. No.:  Divisional Application of 10/591,184

Filed: September 19, 2011

For: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS
LOCAL AREA NETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA

NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A
WIRELESS POINT AND ONE OR MORE CONTROL NODES

CONFIRMATION CLAIM FOR PRIORITY

Assistant Commissioner of Patents
Washington, D.C. 20231

Dear Sir:

The benefit of the filing date of the following prior foreign application(s) fﬂed in the
following foreign country and the priority provided in 35 USC §119 have been claimed for the
above-identified application; this claim for priority is confirmed for the present continuing

application:

Japanese Patent Application Number 2004-058245 filed March 2, 2004,

Japanese Patent Application Number 2004-209470 filed July 16, 2004.

The priority document was submitted in the parent application no. 10/591,184 filed

August 30, 2006.
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It is requested that the file of this application be marked to indicate that the

requirements of 35 USC §119 have been fulfilled and that the Patent and Trademark Office

kindly acknowledge receipt of this document.

Date: September 19, 2011
JEL/jmb

ATTORNEY DOCKET NO. 008638-61151
DICKINSON WRIGHT PLLC
International Square

1875 Eye Street, N.W., Suite 1200
Washington, D.C., 20006

Telephone: 202.457.0160

Facsimile: 202.659.1559

Respectfully submitted,

/James Edward Ledbetter/

James E. Ledbetter
Registration No. 28,732
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
13/235,912 09/19/2011 2473 1090 008638-61151 8 2
CONFIRMATION NO. 3998
52989 FILING RECEIPT

James Edward Ledbetter

1875 Eye Street N LA A
Suite 1200 00000005011423
Washington, DC 20006

Date Mailed: 09/30/2011

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Hong CHENG, Singapore, SINGAPORE;
Pek Yew Tan, Singapore, SINGAPORE;
Saravanan Govindan, Singapore, SINGAPORE;
Assignment For Published Patent Application
PANASONIC CORPORATION, Osaka, JAPAN
Power of Attorney: The patent practitioners associated with Customer Number 52989

Domestic Priority data as claimed by applicant
This application is a DIV of 10/591,184 05/14/2007 *
which is a 371 of PCT/JP2005/003390 03/01/2005
(*)Data provided by applicant is not consistent with PTO records.

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

JAPAN 2004-058245 03/02/2004

JAPAN 2004-209470 07/16/2004

Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.

If Required, Foreign Filing License Granted: 09/29/2011
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/235,912

Projected Publication Date: 01/05/2012
Non-Publication Request: No

Early Publication Request: No

Title
WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK
TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL
NODES, AND METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK
HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS POINT AND ONE OR MORE
CONTROL NODES

Preliminary Class
370

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 13/235,912
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If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
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(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 1250
APPLICATION AS AMENDED - PART I
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CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
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> 37 CF(:H 16(i)) Minus X OR X
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<§: Application Size Fee (37 CFR 1.16(s))
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TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
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*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
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() AR o
1. A system for providing service in a wireless local area network co
mprising
i, a single or plurality of wireless access points (WAP) capab
le of processing a subset of complete functionality defined for the wireless loc
al area network;
ii, a single or plurality of control nodes (CN) capable of prov
iding a subset or complete functionalities defined for the wireless local area n
etwork; and
iii, means for the wireless access point to dynamically negotiat
e with the control node for a secure connections and function split arrangement;
whereby the control node would provide the complementary functionality fo
r the wireless access point to form a complete functionality defined for the wir
eless local area network,

2, The system according to claim | wherein the said wireless access p
oint and control nodes further comprise logically independent functional compone
nts of the functionalities defined for the wireless local area network with pred
efined interface used between each functional components,

3, The system according to claim 2 wherein interfaces between said fu
nctional components could be used over remote connections between the said wirel
ess access point and control node,

4, The system according to claim ! wherein each said control node fur
ther comprises a control node controller module and each said wireless access po
int further comprises a wireless access point controller module,

5, The system according to claim 4 wherein the controller module of ¢
ontrol node further comprises a single or plurality of processing schedule compo
sed of sequential lists of descriptors for subsets of functional components used

for each wireless access point.

6, The system according to claim 4 wherein the controller module of w
ireless access point further comprises a single or plurality of processing sched
ule composed of sequential lists of descriptors for subsets of functional compon
ents used for each associated mobile terminal,

7, The system according to claim I, wherein the wireless access point
further comprises:
i, means for discovering the available control node within a s
pecified domain; and
ii, means for negotiating secure connection with control node t
hat could offer the desired functions;
whereby the wireless access point is able to locate the control node that
provides necessary complementary functionalities to it with regard to the defin
ed complete wireless local area network functions.

8, The system according to claim I, wherein the controller module of
said control node is capable of generating data unit to resemble that from a mob
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ile terminal,

9, A system for load balancing in a wireless local area network (WLAN
) without requiring association handover at the mobile terminal comprising:
i, a single or plurality of mobile terminals, each said mobile

terminal associated with and receiving services from a single or plurality of w
ireless access point (WAP);

ii, a single or plurality of said wireless access point that ar
¢ capable of processing data units received from the mobile terminal or other wi
reless access point using a subset of its defined WLAN functions; and

iii, a means for the wireless access points to exchange data uni
ts processed with a subset or complete defined WLAN functions;

whereby a data unit for a mobile terminal is processed with complete WLAN
functions by a plurality of WAP where each WAP processing it with only a subset
of the complete WLAN functions,

10, The system according to claim 9 wherein the wireless access point
further comprises a control module that is capable of negotiating with other wir
eless access points of the subset of the complete WLAN functions to be carried o
ut at each wireless access point,

11, The system according to claim 9 wherein the wireless access point
further comprising a local database that stores all the association of the mobil
e terminals attached to it and corresponding subset of the complete WLAN functio
ns to be provided to the mobile terminal,

12, The system according to claim I, wherein the functionalities of th
e said WAP and CN collocate in a single network element,

13, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps of:

i, containing information about its own subset of the WLAN fun
ctions to all the CN by a WAP discover the CN that could provide complementary W
LAN functions by sending message;

ii, replying with a message containing information about the su
bset of the WLAN functions it could offer to the WAP by the CN after received th
e said discover message; and

iii, choosing from all the replied CNs a proper CN based on loca
] policy and establishing association with it by the said WAP

14, The method for the WAP to decide which CN to use according to clail
m 13 using information, the information comprising:
i, the subset of the WLAN functions offered by the CN;
ii, a cost of using the CN;
iii, a vender of the CN;
iv, a characteristics of the connection to the CN; and
V. a weighted sum of the above factors.
15, A method for providing service in a wireless local area network (W
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LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps of:
i dynamically discovering by the CN the capability of a WAP b
y sending a message to a WAP containing a section that emulates the data unit se
nds by a mobile terminal;
ii, processing the said section using the same procedure for pr
ocessing data units from a mobile terminal and sending it back to the said CN in
a reply message by the mobile terminal received the said message; and
iii, obtaining the capability information of the said WAP by exa
mining the processed data units in the said reply message by the said CN,

16, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps of:
i, obtaining capability of the WAP by the CN; and
ii. negotiating with another or a plurality of CNs for the supp
lementary WLAN functions to be provided to the WAP by the said CN,

17, A method for carrying out load balancing in a wireless local area
network (WLAN) without requiring a mobile terminal to change association relatio
nship with wireless access point (WAP) comprising the steps of:

i, separating the processing function provided to the mobile t
erminal into association specific and non—association specific by the WAP;

ii, negotiating with another WAP of the non—association specifi
¢ processing functions and establishing a secure tunnel with it by the said WAP;

iii, tunneling by the said WAP the data unit from a mobile termi
nal to the said other WAP through the tunnel after processing it with the associ
ation specific function; and

iv, receiving the processed data unit through the said tunnel a
nd processing it with non—association specific functions by the said other WAP,

18, The method according to claim 17 further comprising the steps of:
using the wireless channel to establish direct connection with ano
ther WAP and setting up secure tunnel over the direct connection by the said WAP

19, The method according claim 17 further comprising the step of decid
ing by the WAP on whether to tunnel data unit from the mobile terminal to anothe
r WAP for non association specific processing by monitoring the load at WAP and
comparing it with a preset threshold value,

20 The method according to claim 17 further comprising the step of de
ciding by the said WAP on which other WAPs should be used for non association sp
ecific processing by monitoring the load at different WAPs it has connection wit
h and comparing it with a preset threshold value,

21, The method according to claim 17 further comprising the step of mo
nitoring by a central control entity the load status on all the WAPs within a ce
rtain domain and mandating the distribution of non—association processing functi
on between different WAPs,
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22, The method according to claim 17 for the WAP to determine the dist
ribution of non—association specific function based on information, the informat
ion comprising:

i, a size of the data unit to be processed;
ii, an expected average time for the processing of the data uni
ts
iii, an overhead time for processing the data unit; and
iv, a weighted sum of above factors
23, A method for providing service in a wireless local area network (W

LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps of:

i, processing the total of its subset of functionality defined
for the WLAN by a subset of WAPs; and
ii. providing distinct subsets of complementary functionality d

efined for the WLAN to each of the subset of WAPs by the CN,

24, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps of:
i, determining a common subset of functionality required for t
he WLAN available at a subset of the WAPs by the CN;
ii, processing the said determined common subset of functionali
ty by each WAP of the subset; and
iii, providing similar subsets of complementary functionality to
gach of the subset of WAPs by the CN,
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(FH2) S EEEHME
Title of the Invention
System and method for negotiations for WLAN entities

BACKGROUND OF THE INVENTION

Wireless local area networks (WLANs) have invoked great interests from both cons
umers and the industry, These networks offer increased flexibility and higher pr
oductivity gains that appeal to numerous users, Such wide—spread interest has tr
anslated into rapidly growing demand for large—scale deployments of WLAN infrast
ructure,

As WLANs grow in size, they incorporate increasing numbers of wireless access po
ints (WAPs), each providing services to increasing numbers of associated mobile
terminals (MTs), Given the number of WAPs required for large—scale WLAN deployme
nts, the task of managing them becomes complex and tedious,

In response to this concern, many equipment manufacturers have introduced wirele
ss switches or other similar devices that aim to simplify the processes of deplo
ying and managing large WLANs, This is achieved by aggregating control of a numb
er of WAPs at a single controller entity, which is the wireless switch, also ref
erred to as the controlling node (CN). CNs are additionally designed to consolid
ate some WLAN functionality which were previously implemented in legacy WAPs and

leave only the remaining functionality to those new WAPs that are compliant wit
h a particular CN and therefore compliant with a particular type of functionalit
y division,

This concept of division of WLAN functionality between WAPs and CNs has been end
orsed by various equipment manufacturers., However since WLAN standards, like the

popular IEEE 802,11, do not mandate how functionality is to be partitioned amon
g various entities, these divisions vary among different firms, So, different ma
nufacturers incorporate different types of functionality divisions in their prod
ucts, Consequently, incompatibilities arise between WAPs and CNs from diverse ma
nufacturers, These differences have intensified the challenge of managing large
WLANs comprising entities from different manufacturers, each incorporating diffe
rent degrees of functional capabilities, As such, this ultimately affects the en
d customer market,

Given such a scenario, it is pertinent that WLAN entities be capable of interope
ration with other WLAN entities in spite of the differences in the functionality
that they incorporate, Furthermore, entities adhering to different types of fun
ctionality divisions should be able to jointly operate within a single WLAN envi
ronment, This would provide greater flexibility in deploying and managing WAPs f
rom different manufacturers with different degrees of functionality, Another adv
antage 1s the possibility of integrating entities that conform to some type of f
unctional division with the majority of existing entities that do not conform to
any specific division, thereby increasing the operability of these WAPs.

The differences between WLAN entities based on their functionality capabilities
refer to static differences as these are design aspects and are present througho
ut their operations. So the means of accommodating static differences between va

Exhibit 1002
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000090



rious WLAN entities has many advantages as mentioned,

A further benefit involves recognizing and accommodating dynamic differences bet
ween WLAN entities, This allows various entities to provide active assistance, |
ike that of load-balancing, to other entities. For instance, during the function
ing of a WLAN, the processing load at a WAP can become substantially high even e
xceeding the processing capacity of the WAP, This could be due to increases in ¢
he number of associated MTs or due to increases in the volume of traffic from th
¢ associated MTs, These differences in processing load over time constitute a dy
namic factor as they are dependent on the dynamics of the MTs,

The dynamism of such situations need not prevail at other WAPs of the WLAN at th
e same time, Therefore, the processing load at other WAPs may not be as consider
able., These differences in processing load across the WAPs comprising a WLAN hav
e traditionally been addressed by affecting handovers of MTs from their associat
ed WAPs where processing load is high, to re—associate the MTs with other WAPs w
here processing load is relatively low,

"Method and apparatus for facilitating handoff in a wireless local area network
", US 2003/0035464 Al, discloses a means for addressing dynamic differences in ¢
he levels of processing load at WAPs, In this method, WAPs proactively interact
with each other in order to determine those WAPs which are agreeable to take ove
r some MT associations and the consequent processing load from heavily loaded WA
Ps, The method is essentially one of proactive handovers,

While this method addresses the dynamic differences in processing loads across W
APs, it does to by mandating that MTs associated with one WAP also be within the
coverage areas of other WAPs so as to be able to perform handovers and re—assoc
iations, If a MT is not within the coverage area of an assisting WAP, it is then
expected to physically displace to such a coverage area in order to relieve the
first WAP of some processing load, These constraints are rigid and limit the ef
ficacy of the disclosed method, Such limitations are common to all handover—-base
d methods,

"Dynamically configurable beacon intervals for wireless LAN access points”, US
2003/0163579 Al, presents a method that requires WAPs to modify, based on prevai
ling processing load levels, the intervals between the beacon signals that they
transmit in order to attract or dissuade MT associations, While the disclosure p
resents a means for accommodating dynamic differences, it still involves the con
straints of requiring a MT to be within the coverage areas of WAPs where process
ing load is low or being agreeable to displace towards such areas,

"Method and apparatus for selecting an access point in a wireless network”, US
6, 522, 881 B1, describes an invention for MTs to make association decisions based
on the level of processing load at WAPs as indicated in the beacon signals that
the WAPs transmit, This disclosure focuses on proactive MTs that make associati
on decisions., However the method is also limited by the factors described earlie
r,

Another shortcoming of these methods and other handover—based methods for dealin
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¢ with dynamic differences in WAPs is related to the bulk shifting of communicat
ions sessions, In practice MTs maintain a number of communications sessions with
the WAPs with which they are associated, As a result, it is very likely that th
e communications sessions of only one MT or a few MTs constitute a considerable
amount of processing load at the WAP, If the WAP were to affect the said MTs to
handover and re—associate with another WAP, the processing load at the first WAP
would be reduced, however by adversely affecting the other WAP, The other WAP t
hen becomes overloaded and reverses the handover to the first WAP, This may cont
inue without delivering any net gains for the WLAN, This points out that process
ing load is not finely distributed by methods of handovers, In other words, dyna
mic differences are not finely managed,

Given these issues, it is necessary to introduce means to deal with the static a
nd dynamic differences in WLAN entities for the purpose of easier large-scale de
ployment, efficient management and optimal operation,

SUMMARY OF THE INVENTION

The disclosed invention relates to wireless local area networks (WLANs) and part
icularly to means of addressing the issues of static and dynamic differences amo
ng WLAN entities, It introduces policies for negotiations between WLAN entities

for the purpose of accommodating these differences

One aspect of the invention deals with negotiations between controlling nodes (C
Ns) and wireless access points (WAPs) of a WLAN based on policies that allow for

accommodating static differences among them Specifically, it presents means fo
r determining a flexible division in WLAN functionality between the negotiating
entities, The invention first involves classifying the functional capabilities o
f WLAN entities, The entities then determine the capabilities of other entities
followed by negotiations between them on how best to divide the functionality am
ong them Further operations of the WLAN entities are then based on the determin
ed division of functionality, This aspect of the invention enhances interoperabi
lity for WLAN entities,

Another aspect of the invention deals with negotiations between WLAN entities ba
sed on policies that allow for accommodating the dynamic differences between the
m, Particularly, it addresses the issue of distributing processing load among WA
Ps without requiring physical displacement of associated mobile terminals (MTs),
It involves first determining the need to distribute parts of processing load a
t a WAP, This is followed by the determination of which parts of processing load
may be distributed while at the same time maintaining existing association rela
tionships between MT and WAP, Next, an overloaded WAP enters into negotiations w
ith other WAPs in order to determine how the determined parts of processing load
may be distributed among them, This aspect of the invention overcomes the limit
ations of handover—based methods for managing dynamic differences between WLAN ¢
ntities.,

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The disclosed invention of policies for negotiations between entities of a wirel
ess local area network (WLAN) is described in two major aspects, the first focus
ing on negotiations for accommodating static differences among WLAN entities whi
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le the second illustrates the aspect dealing with dynamic differences, particula
rly in levels of processing load,

In the following description, for purpose of explanation, specific numbers, time
s, structures, and other parameters are set forth in order to provide a thorough
understanding of the present invention., However, it will be apparent to anyone
skilled in the art that the present invention may be practiced without these sp
ecific details.

Negotiations for Accommodating Static Differences:

A WLAN system embodying a first aspect of the invention dealing with accommodati
ng static differences among WLAN entities is exemplified in FIG 1, The diagram

illustrates a WLAN system 100 comprising a controller node (CN) 101, a number of

wireless access points (WAPs) 105 and 107, a plurality of mobile terminals (MTs
) 113 and a network backbone 117, For the sake of simplicity, WLAN system 100 is

shown with a single CN whereas the system embodying the invention may comprise
any number of CNs, Also, the diagram indicates a direct connection between CN 10
1 and the WAPs 105 and 107, Alternatively there may be a number of intermediate
nodes between them Similarly, the connection between CN 101 and the network bac
kbone 117 may also include a number of intermediate nodes., In all such cases, th
e disclosed invention holds scope.

The CN 101 provides support and control to the WAPs 105 and 107 that associate w
ith it, A new WAP in the WLAN system must first choose and establish association
relationships with one or more CNs before it receives support and control from
the CN or CNs, As such, WAPs may simultaneously hold more than one association r
elationship with one or more CNs, Similarly, the MTs 113 choose and maintain ass
ociations with the WAPs, which in turn provide them with services, These service
s include radio transmission and reception, secure transport and mobility, An MT
may maintain a number of associations with one or more WAPs, however FIG, 1| sim

plifies this with each MT maintaining only one association with one WAP,

It can be inferred about the WLAN system 100 that the WAPs connect to the networ

k backbone via the CN, Alternatives to this include the WAPs connecting to the n

etwork backbone by other means possibly through other intermediate nodes, In suec

h cases, the CN will only be responsible for the control and management of the W

APs associated with it, while connectivity to an external network may be handled
by other entities

FIG, 1 shows the CN 10! capable of performing the complete set of WLAN functiona
| operations, as specified by some established WLAN standard, It is also capable
of other control and management functional operations, Each functional operatio
n is logically represented by one of the functional components 115 The operatio
ns represented by each of the functional components may include encryption, decr
yption, medium access control protocol data unit (MAC PDU) processing, authentic
ation, association, quality of service (QoS) processing, Internet Protocol (IP)
processing etec,

Each functional component is represented by a functional component code, For the
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purpose of illustration some of the functional components in FIG 1 are represe
nted by functional component codes "a', 'b and "¢ . For example functional comp
onent 'a may denote the processing required for a certain type of encryption, f
or example Wi—-Fi Protected Access (WPA) or Advanced Encryption Standard (AES), f
unctional component b for QoS processing, for example priority handling, while

functional component '¢ may be that for power control during radio transmissio
n and reception, The functional components are logical units and may be implemen
ted with a single processor using different sets of instructions and context for

different functional components, Alternatively, each functional component may b
e implemented by individual processing entities possibly in disparate entities,
While it is envisaged that the actual implementations of the functional componen
ts may vary among manufacturers and their implementations, the interfaces linkin
g different components will be common so as to allow seamless processing of a co
ntrol or data unit from one WLAN entity to another

Since the WAPs may be from different manufacturers or of different implementatio
ns, they may incorporate among them varying degrees of WLAN functional component
s, These correspond to the different divisions in functionality between CNs and

WAPs, For example, WAP 105 is shown to be capable of processing functional compo
nents ~a’, 'b and "¢ whereas WAP 107 is only capable of processing functional

components b and "¢ . The remaining functional components necessary for their

WLAN operations and their control are left to be processed by CN 101, These diff
erences between the WAP and CN entities represent the static differences that ar
e to be accommodated by each other WLAN entity by means of the disclosed method

for negotiations,

For the proper operation of the invention, it is necessary for the CNs and WAPs

from different manufacturers to follow pre—defined naming conventions for the fu
nctional components that they incorporate and recognize., This ensures that negot
iating entities can precisely distinguish which functional components a peer ent
ity implements. To this end, the functional component codes need to be consisten
t in representing various functional components, This convention however need no
t be followed strictly to the letter. For example, the convention may present st
andard descriptors for various functional components from which the negotiating
entities may discern their properties, As an illustration, "IEEE 802, 11i" descri
bes an IEEE WLAN standard pertaining to security functionality, So based on such
descriptors, negotiating CNs and WAPs may match parts or all of the names with
other descriptors to infer the nature of the functionality components which the

descriptors represent,

As mentioned earlier, the interfaces between functional components also need to
be consistent across WLAN entities, This is to ensure that the processing of a ¢
ontrol or data unit can be performed seamlessly from one WLAN entity to another,
For example, a WAP may perform decoding with an appropriate functional componen
t and then send the decoded data unit to a CN in a form suitable for further pro
cessing, say, a form that may be readily decrypted by a decryption functional co
mponent at the CN, So although there are different functional components in diff
erent WLAN entities, the interfaces between them are mutually recognizable so as
to provide seamless processing,
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Each WLAN entity is controlled in general by a controller entity, Thus, CN contr
oller 103, WAP controllers 109 and 111 are responsible for the overall operation
s of CN 101, WAPs 105 and 107, respectively, While the WLAN system 100 shows the
controllers to be integral to the WLAN entities, the controllers may also be se
parate entities, As such, they may remain disparate for each WLAN entity or comb
ined together for a number of WLAN entities, It may be envisaged that specialize
d controllers exist for each type of entity

The controllers are particularly responsible for establishing processing schedul
es for each of the entities that associate with the entities managed by the cont
rollers, Consistent with this, the CN controller maintains processing schedules
for WAPs 105 and 107 whereas the WAP controllers in turn maintain processing sch
edules for their respectively associated MTs 113,

A processing schedule refers to a sequence of functional components that are to
be processed for control and data units received from associated devices by the
entity that the said controller manages, For example, WAP controller 109 for WAP
105 maintains a processing schedule comprising a sequence of its functional com
ponents "a’, 'b and "¢, When a control or data unit arrives from an associated
MT 113, WAP 105 performs the processing of functional components 'a', ' b and '’
¢ based on the established processing schedule., The processing schedule at a WA
P may be the same for all associated MTs if all the MTs incorporate consistent f
unctionality, However if MTs implement different degrees of functionality, WAPs
may also maintain separate processing schedules for processing the control and d
ata units from different MTs,

In one embodiment of this first aspect of the invention, WAP controllers 109 and

111 for WAPs 105 and 107, respectively, first perform a step 201 in FIG 2 of d
iscovering CNs, The CNs to be discovered may be within the same administrative d
omain as the WAPs or the CNs may belong to different administrative domains., Thi
s step of discovery may be accomplished based on any node discovery protocol or
by the broadcast/multicast/anycast of a specific, mutually recognizable message
invoking responses from available CNs,

Next the WAP controllers choose which among the discovered CNs to associate with
in a step 203, One possible metric for this choice may be the round—trip latenc

y between the WAPs and CNs, This metric has the advantage of allowing for prompt
exchanges of control messages between the WLAN entities, Other metrics that may
be used for CN selection include network status, congestion, link status, rando

m selection, cost of using the link, and manufacturer identification, Having cho

sen a CN 101 with which to associate, WAP controllers 109 and 11l then enter an

association phase with the CN, This phase may include mutual authentication, exec

hanges of security information and the establishment of communications protocols
for further exchanges,

Then, in a step 205 WAP controllers 109 and 111 enter a negotiation phase with
CN controller 103 for the purpose of establishing means to accommodate the possi
ble differences in their respective functional capabilities, In particular, the
negotiations are to establish a division of WLAN functionality that is consisten
t with the capabilities of the negotiating entities and are optimal for the oper
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ation and management of the whole WLAN,

The negotiations may be initiated by either a WAP controller or a CN controller

as in a step 207, WAP controllers initiate by sending information regarding the

functional capabilities of the associated WAPs to the chosen CN, This informatio

n includes the appropriate codes corresponding to the functional components that
the WAPs are capable of processing and their processing schedules. A CN control
ler initiates negotiations by requesting for functional capabilities information
from the associated WAPs,

Upon receiving capabilities information from the associated WAPs and based on es
tablished policies, CN controller 103 determines an initial division of WLAN fun
ctionality, This division is then enforced between CN 10l and the associated WAP
s 105 and 107 as in step 209, The functionality division specifies which of the
functional components that can be processed by the WAPs needs to be active and p
rocessed by the WAPs themselves and which need to be inactive so that they may b
¢ processed by the CN,

In one embodiment, the initial division of functionality is based on a policy th
at allows each associated WAP to process all the functional components that they
are capable of, With such a division, only those functional components that an
associated WAP cannot inherently process are left to the CN, Such functional com
ponents are then included in the processing schedule of the CN controller. Since
WAPs may have dissimilar degrees of functional capabilities, the CN controller
may be required to establish separate processing schedules for each associated W
AP, As such this embodiment presents a policy which allows for the full capabili
ties of each WAP to be leveraged on, However this is achieved at the expense of

running different processing schedules at the CN controller for different WAPs

In another embodiment, the initial division of functionality is based on a poliec
y in which the CN controller first determines a subset of functional components
that are common across all associated WAPs, The associated WAPs must then proces
s only the determined subset of functional components even if they are capable o
f processing other functional components, Therefore, the remaining set of functi
onal components required to be processed for each associated WAP will be common
to all of them This common set can then be processed by the CN, This embodiment

presents a policy in which the CN controller may maintain a single processing s
chedule for all associated WAPs, If a new WAP, incorporating functionality compo
nents fewer than or incompatible with those specified in the existing processing

schedule, associates with the CN, the CN controller repeats the step of determi
ning the subset of functional components that are common across all currently as
sociated WAPs, It is noted that this step need not be performed if a new WAP inv
olves more functionality components than that specified in the single, previousl
y established processing schedule,

Alternatively, the association of a new WAP with a CN may invoke a grace period,
in which two processing schedules are maintained simultaneously, The first corr
esponds to the existing processing schedule which was established before the ass
ociation of the new WAP, while the second corresponds to the processing schedule
which takes into account the functionality of the newly associated WAP, Then da
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ta units processed during the grace period are done so based on the processing s
chedule that is most appropriate, This embodiment provides uninterrupted service
s to existing MTs in the event of new WAPs associating with the CN,

In another embodiment, the initial division of functionality is based on a combi
nation of policies, where a subset of associated WAPs is allowed to process all
the functional components that they are capable of, Another subset of associated
WAPs process only a common subset of functional components that they are capabl
e of processing even if they have greater capabilities, The CN controller determ
ines the subset of functional components that are common across all of the subse
t of associated WAPs, The remaining set of functional components required to be
processed for each associated WAP will be performed by the CN, Therefore the rem
aining set of functional components will be distinct for each of the associated
WAPs of one subset of associated WAPs and be similar for each of the associated
WAPs of the other subset of associated WAPs

Next, having determined an initial division of WLAN functionality, the division
is then sent to the associated WAPs for confirmation as in a step 209, The WAP ¢
ontrollers in turn verify that the division is feasible and upon verification re
turn a positive acknowledgement to the CN as in steps 211 and 213,

Given that some WAPs may implement functional components in a non-partitioned ma
nner, for example in a hardwire system such WAPs may not be able to adhere to t
he specified initial functionality division, In these cases, the WAPs send a neg
ative acknowledgement to the CN with an updated processing schedule that indicat
es operational dependencies between their functional components as in a step 215

The CN controller then takes this new processing schedule into account and for
mulates another functionality division that may be compatible with the WAPs, If
the new division is feasible, the WAPs return a positive acknowledgement and if
not, the negotiations continue in a similar fashion, As a last resort, upon a fi
xed number of unsuccessful negotiation exchanges, the CN allows the WAPs to proc
ess all their functional components,

During the initial negotiation phase, either CN or associated WAP may choose to
forcibly terminate further negotiations based on pre—defined policies and rules
even before the negotiation phase is complete, These policies are enforced by el
ther CN or WAP when it is inferred that further negotiations will be moot as in
steps 219 and 221, For example, if the difference between the initial divisions
of WLAN functionality is significantly dissimilar from the capabilities of a WAP
, the WAP may choose to terminate negotiations as it may be futile to proceed fu
rther, Alternatively, if either entity determines that the other is illegitimate
, the negotiations may be terminated, Many other policies may also be used to en
force termination of negotiations,

Once a functionality division is acceptable to all participating WLAN entities,
CN controller 103 establishes appropriate processing schedules for associated WA
Ps 105 and 107 as in a step 217, These schedules define the sequence of function
al components that are to be processed by CN 10l for control and data units rece
ived from associated WAPs 105 and 107, Then, CN controller 10l manages each asso
ciated WAP in a manner consistent with the processing schedules,
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In one embodiment, WLAN functionality may be divided into four functional compon
ents that may be denoted by functional component codes I, 2, 3 and 4, The functi
onal component corresponding to code 1 relates to that parts of WLAN functionali
ty concerning the radio aspects, This may include radio transmission and recepti
on, coding, modulation, power control and beacon signal control, Such a division
combining aspects concerning the radio interface will allow for simpler design.
The code 2 functional component relates to security aspects, which may include

authentication, association, encryption and decryption, The basis for this divis
ion is that processing for security involves mathematical computation for which

reason they may be consolidated and optimized, Then, the functional component of
code 3 deals with the processing required for control and data protocol data un
its (PDUs)., This includes bridging, routing, retransmissions and Internet Protoc
ol (IP) layer processing for which specialized network processors have been deve
loped, Next, the code 4 functional component relates to the general control and
management of the WLAN, Quality of Service (QoS) control, configurations and pol
icy management are some of the aspects of this functional component, This embodi
ment presents a simple and practical classification for WLAN functionality, Nego
tiations between various WLAN entities may then be based on these classification
s, The classifications may also be used to describe different entities. For exam
ple, a WAP implementing only radio aspects of WLAN may be referred to as a type

] entity which will then require a CN capable of the remaining functional compon
ents 2, 3 and 4,

In another embodiment of the first aspect, a WAP controller need not explicitly
send its functional capabilities information to a CN controller, rather the CN ¢
ontroller infers the capabilities of an associated WAP, Such a means for automat
ed capabilities discovery allows for easier determination of functional capabili
ties without requiring the explicit exchange of functional component codes betwe
en a CN and associated WAPs, In this embodiment, a CN controller sends a special
command to an associated WAP to which the WAP responds by generating a data uni
t and processing it based on its functional components, The emulated data unit i
s then sent to the CN after being processed by the WAP, The CN controller then i
nfers the functional capabilities of the associated WAP based on the received em
ulated data unit, Subsequent operations then follow from step 209 in FIG 2. Thi
s embodiment requires associated WAPs to be capable of recognizing and respondin
g to the special command issued by the CN controller

An alternate form of the embodiment involves a CN controller simulating a data u
nit as if it was a mobile terminal and sending the simulated data unit to an ass
ociated WAP, The destination address of the simulated data unit is set to be the
CN itself, Upon receiving the data unit, the WAP performs its processing based
on its capabilities and forwards the processed data unit back to the CN, The CN
controller then infers the functional capabilities of the associated WAP from th
e processed data unit, After this, the CN controller devises an initial division

of WLAN functionality and sends this to the associated WAP, Subsequent operatio
ns then follow from step 209 in FIG 2

In another embodiment of the invention, a single entity that integrates both WLA
N operational functionality and control and management functionality is presente
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d, FIG, 3 exemplifies this embodiment in that it illustrates such an integrated

WLAN entity 301, The integrated WLAN entity is capable of both WAP operations an
d CN control and management operations for which there are a WAP controller 303

and a CN controller 305, respectively, Each of the WAP and CN functional operati
ons is logically represented by one of the functional components 307 each denote
d by a functional component code, These functional components encompass WAP oper
ations like radio transmission and reception, in addition to CN operations like

WLAN monitoring and configuration management

The set of functional components 307 are common to both WAP and CN controllers s

o that the processing schedule at each controller may include any of the functio

nal components, Each controller operates in an independent manner with the under

standing that the complete set of functional components is available for it to s

chedule, As such, during the negotiations phase between WAP controller and CN co

ntroller, the WAP controller sends its capabilities information so as to include
the complete set of codes corresponding to all of functional components 307,

Associated with the integrated WLAN entity is a number of MTs 309, WLAN system 3
00 shows the associated MTs connecting to a network backbone 311 via the integra
ted WLAN entity, It is also possible for this connection to be made through alte
rnate means like that through other intermediate nodes. To the associated MTs ho
wever, there is no difference between an ordinary WAP and the integrated WLAN en
tity.

Operationally, in this embodiment, the WAP controller of an integrated WLAN enti
ty first performs a discovery of CNs, In essence, the discovery results in findi
ng itself as a CN, Upon discovery, an association phase follows after which the

CN controller and WAP controller enter a negotiations phase, Discovery and assoc
iation are token operations as both the WAP and CN reside within a single entity

Next, the WAP controller and CN controller begin negotiations in order to determ
ine a suitable division of functionality between them The WAP controller first
sends information regarding its capabilities to the CN controller, This informat
ion will include the functional component codes corresponding to all the functio
nal components available within the integrated WLAN entity and a processing sche
dule that involves all the codes, In response to the capabilities information an
d based on established policies for functionality divisions, the CN controller d
evises an initial division of functionality and sends this to the WAP controller

The initial division of functionality will be feasible and acceptable to the W
AP controller since its feasibility is based on that of the CN controller which
in turn determines the division. As a result, the WAP controller sends a positiv
¢ acknowledgement to the CN controller, Then both controllers establish processi
ng schedules according to the accepted division in functionality and operate on
that basis, This embodiment illustrates how the process of negotiations may take
place within an integrated WLAN entity, As such, the disclosed invention will b
e consistent will various designs for these entities,

In another embodiment of the first aspect of the invention, different CNs may in
corporate varying degrees of functionality, As such, a WAP associating with a CN
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may require the processing of functionality which is unavailable both with itse
If and with the CN that it associates. This embodiment serves to address such si
tuations by allowing the various CNs in a WLAN to negotiate among them for the p
urpose of accommodating differences in their functional capabilities. The CNs ma
y follow the steps put forth in FIG 2 to determine how the static differences i
n their functionality may be managed, For example, a first CN may only incorpora
te 2 types of functional components and it may necessitate in a third component
that it is not capable of, but yet it is required for providing services to the
WAPs associated with it., In such a case, the first CN discovers and associates w
ith a second CN in the WLAN with which it then negotiates, The negotiations are
for the purpose of dividing functionality among the CNs. As a result, the first
CN may allow processing of the third functional component to be performed by the

second CN,

The embodiments of this first aspect of the invention described insofar illustra
te policies with which WLAN entities may negotiate with each other in order to a
ccommodate the varying degrees of static differences that each such entity incor
porates, They describe how WAPs incorporating varying degrees of WLAN functional
ity may be integrally managed by a controlling node, The disclosed method for ne
gotiations provides for flexibility in deploying WLANs with entities from differ
ent manufacturers or of different implementations., While prior arts focus on man
dating proprietary means of dividing functionality among WLAN entities, this inv
ention serves to accommodate entities of different degrees of functionality, As
a result, the division of WLAN functionality between controlling nodes and wirel
ess access points may be achieved in a flexible manner.

Negotiations for Accommodating Dynamic Differences:

This aspect of the invention describes policies with which WLAN entities embodyi

ng the disclosed invention may negotiate with each other for the purpose of acco

mmodating dynamic differences among them [t is exemplified by using the varying
levels of processing load at different WLAN entities particularly WAPs,

A simplified representation of a WLAN system 400 embodying this aspect of the in
vention is depicted in FIG 4, It shows WAPs 401 and 403 that are capable of pro
viding services and performing related processing for a number of associated MTs

The WAPs and MTs may maintain a number of associations with each other, howeve
r for reasons of simplicity, the WLAN system of 400 only shows one association w
ith WAP 401 for the single MT 405 This MT 405 is associated with and receives s
ervices from WAP 401 over a wireless connection 427, Also the WAPs 401 and 403 a
re shown to be connected to a network backbone 407, through which they can commu
nicate with other networks and with each other, either directly or via intermedi
ate switching or routing devices., The WAPs may also connect to the network backb
one or with each other through a number of intermediate nodes,

During the operation of WLAN system 400, the processing loads at the WAPs may va
ry due to the dynamic nature of communications, For example, a number of new MTs
may choose to associate with a WAP thereby necessitating in additional processi
ng at the WAP, Another example is of a MT choosing to be involved in additional

numbers of communications sessions again resulting in extra processing for the W
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AP with which it is associated, Consequently, the processing load at various WAP

s in the WLAN system will vary over time, It is this dynamism that the disclosed
invention addresses by requiring WAPs to negotiate with each other for the purp

ose of distributing processing load from a heavily loaded WAP to a relatively li

ghtly loaded WAP while maintaining existing association relationships with their
MTs.

From FIG, 4, WAPs 401 and 403 provide services to associated MTs by performing s
ome type of processing on their behalf, The processing can be logically divided
by lines 419 and 421 in WAPs 401 and 403, respectively, as being association—spe
c¢cific (ASP) and non—association—-specific (nASP) processing. ASP processing 411 a
nd 413 involves those that are directly dependent on the association between MTs

and WAPs, Such processing requires interaction with the wireless interface betw
een a2 WAP and an associated MT., Examples of ASP processing include transmission
and reception of data units, power control, coding and modulation.

nASP processing 415 and 417 refer to processing that are not directly dependent
on the wireless aspects of a connection between WAP and associated MT, Examples
of nASP processing include bridging, filtering, protocol data unit (PDU) process
ing and PDU delivery,

WAP controllers 423 and 425 manage and control the overall processing at WAPs 40
1 and 403, respectively.

The operations involved with this aspect of the invention are described with ref
erence to FIG, 5 The WAP controller in each of the WAPs in a WLAN system embody
ing the invention performs a step 501 of monitoring the nASP processing load at
the WAP, This includes monitoring the nASP processing load for each of the commu
nications sessions for all the associated MTs., Examples of how processing load m
ay be monitored include means for monitoring the processor usage or duration of
processor activity for a communications session and then aggregating this for al
| communications sessions, Another example is a means for monitoring the amount
of memory usage for communications sessions, Similarly, a number of other factor
s may be monitored, either independently or in any combination, to monitor the o
verall nASP processing load at a WAP, Furthermore, other means of monitoring may
also be used,

In one embodiment of the invention, a WAP controller 423 for a WAP 401 derives a

resource characteristic for the WAP based on the various factors of nASP proces
sing load that are monitored for each communications session of the associated M
Ts. The resource characteristic is a representation of the resources or processi
ng load required for providing services to a communications session,

Next, the resource characteristics of all communications sessions for all associ
ated MTs are combined to obtain an aggregate nASP load factor for WAP 401, The a
ggregate nASP load factor is then compared to a nASP load threshold, in a step 5
03, to determine impending nASP processing overload conditions that may not be m
anageable by WAP 401, If the aggregate nASP load factor is determined to be mana
geable at WAP 401, the monitoring of step 501 is repeated
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If, however, impending nASP processing overload conditions are determined, WAP ¢
ontroller 423 then determines in a step 505 which parts of the nASP processing

load at WAP 401 may be distributed to other WAPs of the WLAN system with the aim
of reducing overall processing load at WAP 401 while at the same time maintaini
ng existing association relationships with associated MTs, such as that with MT
405, Such a mechanism is unique from traditional methods of distributing process
ing load which mandate handovers that may necessitate in a MT physically displac
ing to a coverage area of another WAP, The step 505 is based on the resource cha
racteristics of the communications sessions of MTs associated with WAP 401, For
example, a WAP controller may choose to distribute those parts of processing loa
d with the greatest resource characteristics or those with the least resource ch
aracteristics, This choice may also be based on other factors such as the expect
ation of future changes in resource characteristics,

Next, the negotiations phase begins between a first WAP controller and other WAP

controllers, This phase involves determining which of the other WAPs are agreea
ble to accommodate the dynamic differences in processing loads by taking over so
me parts of the nASP processing load of the overloaded first WAP, In a first sta
ge of negotiations, the WAP controller 423 executes a step 507 of sending solici
tation messages to other WAPs of the WLAN system, The solicitation messages incl
ude the resource characteristics of those parts of nASP processing load of WAP 4
01 that have been determined by the WAP controller to be distributed to other WA
Ps,

WAP controllers receiving the solicitation message determine if they are capable

of accommodating the additional processing load as specified in the message, Th
gse controllers then respond to the WAP controller initiating the solicitation b
y either accepting to take over the complete specified load or accepting to hand
le partial amounts of the load, The initiating WAP controller then uses the resp
onses to determine which of the other WAPs are agreeable and to which extent agr
eeable, to receiving parts of the nASP processing load that it initially specifi
ed, The negotiations may also extend beyond the initial solicitation message if

such a need is inferred to exist by the initiating WAP controller., As such, step

507 is used to determine which of the other WAPs in the WLAN system are agreeab
le to receiving and perform processing of parts of nASP processing load of WAP 4
01 in order to reduce the processing load at WAP 401,

Next, in a step 509, WAP controller 423, of the overloaded or soon to be overloa
ded WAP, establishes a tunnel connection 409, between WAP 401 and the WAPs deter
mined in a step 507 to be agreeable to receiving and processing the determined p
arts of nASP processing load of WAP 401, FIG 4 illustrates one of the agreeable
WAPs to be WAP 403, Relevant context information required for processing of the
determined parts of nASP processing load is then transmitted over the establish
ed tunnel connection to the agreeable WAPs, Then, in a step 511, WAP controller
423 distributes the determined parts of the ASP processing load of WAP 401 to th
e agreecable WAPs over the tunnel connection, In doing so WAP controller 423 redu
ces the overall processing load at WAP 401, All this is achieved while maintaini
ng existing associations with associated MTs and in a fine grained manner so as
not to overwhelm the agreeable WAPs
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This embodiment illustrates the efficacy of this aspect of the invention in dist
ributing processing load without the limitations of existing handover—-based meth
ods, As such, there are no constraints as to the geographic position or willingn
ess to displace for the associated MTs

In another embodiment of this aspect of the invention, an overloaded WAP simply

relays the processing load required for communications sessions of associated MT
s to other agreeable WAPs, This relay may be over wireless, wired or a combinati
on of both types of links, Relevant context information will also need to be rel
ayed so as to facilitate the processing of the relayed processing load,

In one embodiment, the tunnel connection between two WAPs is established over a
direct link between WAPs, This direct link may be wireless and similar to the Ii
nk between WAPs and MTs in which case the WAPs determine a radio channel alterna
te from the channel used for communications with associated MTs and use this to
exchange relevant context information and determined parts of nASP processing lo
ad, Alternatively, the link between two WAPs can be wired and directly connected

With this embodiment, the tunnel connection need not traverse the network back
bone but rather can be established directly

In another embodiment of the invention, nASP processing load is defined as the p
rocessing required for security algorithms used for the encryption and decryptio
n of MAC PDUs that are transmitted to and received from associated MTs, Processi
ng of security algorithms is a type of non-association—specific processing which
is computationally intensive due to the complex characteristic., As such, a sign
ificant increase in the number of associated MTs or in the volume of traffic to
and from associated MTs will in turn lead to a corresponding increase in the pro
cessing of the security algorithms, In this embodiment, WAPs and associated MTs
encrypt their respective transmissions over the wireless connection based on an
established security algorithm, Upon receipt of transmissions, the WAPs and MTs
perform decryption processing based on the same established security algorithm

When the nASP processing load for encryption and decryption becomes significant,
as measured by its resource characteristic exceeding a nASP load threshold, a W

AP controller 423 of WAP 401 sends a solicitation message to determine which of

other WAPs in the WLAN system are agreeable to receiving and processing parts of
nASP processing load corresponding to the security algorithms used for transmis
sions between WAP 401 and MT 405, If WAP 403 is agreeable to processing the nASP
processing load, its WAP controller 425 responds to the solicitation message., U
pon receipt of the response to the solicitation message, WAP controller 423 esta
blishes a tunnel connection to WAP 403 and then sends relevant security keys and
context information to WAP 403 via the established tunnel connection,

Next, upon establishment of the tunnel connection and exchange of the security k
eys and context information, WAP controller 423 sends to WAP 403 encrypted MAC P
DUs received from associated MT 405 WAP controller 423 also sends to WAP 403, M
AC PDUs that are to be encrypted before transmission to the associated MT 405 W
AP 403 then processes the nASP processing load for encryption of MAC PDUs and se
nds the encrypted MAC PDUs to WAP 401 via the tunnel connection, Having received

the encrypted MAC PDUs, WAP 401 then transmits them to the associated MTs. In t
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his embodiment, the computationally intensive processing of security algorithms
is distributed across WAPs so as to lower the processing load at a WAP, This 1is
performed without affecting re—associations of MTs and as such this method is no
t limited by the shortcomings of handover—-based methods.

In another embodiment, a WAP controller distributes the nASP processing load cor
responding to those security algorithms that cannot be processed by the WAP due

to reasons of unfamiliarity of the said security algorithms while at the same ti
me maintaining association relationships with associated MTs, Given the growing

numbers of MTs and other devices in which WLAN capabilities are incorporated, th
ere may be many security features implemented in such MTs and devices, all of wh
ich not being recognizable by all WAPs with which associations are sought, As su
¢h this embodiment allows a WAP to maintain associations with MTs and other devi
ces even if some of the required processing is not possible at the said WAP, Th
e embodiment is described using an uncommon security algorithm as example; howev
er it is valid for any other type of processing that is uncommon between WAP and
MT.,

During an association of a MT with a WAP, a security algorithm that is knowledge
able to both entities is negotiated upon for securing transmissions over the wir
eless connection between the two entities, Traditionally, if the WAP is not know
ledgeable of any of the security algorithms used by the MT, the MT cannot be ass
ociated with the said WAP, The here forth described embodiment of the invention

transcends this limitation and permits MTs to associate with a WAP even if the
WAP is not knowledgeable of any of the security algorithms used by the MTs

In this embodiment, a WAP controller 423 permits a MT 405 to associate with WAP
401 even though there are no common security algorithms that both WAP 401 and MT
405 are knowledgeable of, During the association phase, WAP controller 423 send
s a solicitation message to other WAPs in the WLAN system to determine which WAP
s are knowledgeable of and agreeable to processing any of the security algorithm
s familiar to MT 405, If WAP 403 is knowledgeable of and agreeable to processing
any of the security algorithms familiar to MT 405, WAP controller 425 responds
to the solicitation message from WAP controller 423 with a chosen security algor
ithm, Upon receipt of the response to solicitation message, WAP controller 423 t
hen establishes a tunnel connection 409 with WAP 403, WAP controller 423 next se
nds relevant security keys and context information to WAP 403 via the establishe
d tunnel connection. The chosen security algorithm is then intimated to MT 405 a
nd it is associated with WAP 401,

Upon establishment of tunnel connection and exchange of security keys and contex
t information, WAP controller 423 sends to WAP 403, MAC PDUs received from MT 40
5 associated with WAP 401, that have been encrypted based on the chosen security

algorithm WAP 403 receives the encrypted MAC PDUs via the tunnel connection an
d decrypts them based on chosen security algorithm and established security keys

and context information, WAP controller 423 also sends to WAP 403, MAC PDUs tha
t are to be encrypted before transmission to the associated MT 405, In this case
, WAP 403 receives MAC PDUs via the tunnel connection, encrypts them based on ch
osen security algorithm and sends the encrypted MAC PDUs back to WAP 401, WAP 40
1 then transmits the encrypted MAC PDUs to the associated MT 405, In this embodi
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ment, the lack of knowledge about a security algorithm does not limit a WAP from

allowing a MT to associate with it, As such it provides greater flexibility in
providing services to a great number of MTs with different processing requiremen
ts.

Another embodiment of the invention relates to the size of PDUs processed by WAP
s, Studies in processor scheduling have shown that processing large PDUs before
small PDUs leads to greater average processing time as compared to cases where s
mall PDUs are processed before large PDUs, FIG, 6 illustrates this through examp
le, In a first case, it shows two processing schedules 601 and 603 for processor
s 613 and 615, respectively, The scheduling order 605 and 607 denote the relativ
e order in which PDUs A, B, C and D are processed, 609 and 611 denote the proces
sing time, in arbitrary time units (tu), required for processing each of the PDU
S,

In schedule 601, large PDUs A and B are processed before small PDUs C and D. The
average processing time for the PDUs is 21,25 tu, while it is only 16,25 tu for
the PDUs in schedule 603 where small PDUs C and D are processed before large PD

Us A and B, Clearly schedule 603, in which small PDUs are processed before large
PDUs, leads to significant reductions in average processing time,

In a second case, the aspect of processing overhead for processor scheduling is
considered, The processing of each PDU requires some processing overhead which i
ncludes memory access time and context transfer time, The overhead is generally
independent of the size of the PDU as it is required before the actual processin
¢, FIG, 6 depicts a schedule 617 for small PDUs alone in which processing overhe
ad time and actual processing time is shown by 621 and 625, respectively, Proces
sing overhead time 623 and processing time 627 is for large PDUs in schedule 619

From this, it is seen that the processing overhead takes up 50% of total time
in schedule 617 whereas overhead constitutes only 331/3% in schedule 619, This i
llustrates how processing only small PDUs can lead to a processor handling more
overhead than when a processor handles large PDUs,

In an embodiment of the invention related to the size of PDUs, the nASP processi
ng load is defined as the size of PDUs handled by a WAP, A WAP controller 423 of
WAP 401 monitors the size of PDUs received over a wireless connection 427 from
an associated MT 405 When WAP controller 423 determines that WAP 401 is process
ing any of the previous described cases, the controller determines a processing
schedule for a subset of the monitored received PDUs, The aim of the processing
schedule is to optimize average processing time and processing overhead time at

WAP 401,

Next, WAP controller 423 derives a resource characteristic for the PDUs that may

be distributed to other agreeable WAPs for processing, As such, the resource ch
aracteristic represents the processing load required for processing PDUs other t
han those that are processed by the WAP 401 itself, The resource characteristic
is then sent to other WAPs of the WLAN system as part of a solicitation message
to determine WAPs agreeable to processing the PDUs described in the message

If WAP 403 is agreeable to the nASP processing of PDUs described in the solicita
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tion message, WAP controller 425 responds accordingly, A WAP in the WLAN system

will be agreeable to processing PDUs from another WAP when processing such PDUs

would allow it to optimize its own average processing time and processing overhe
ad time, Upon receipt of the response, WAP controller 423 then establishes a tun
nel connection 409 with WAP 403 and sends relevant context information to WAP 40
3 via the established tunnel connection,

Having established the tunnel connection and exchanged relevant context informat
ion, WAP controller 423 sends to WAP 403, PDUs described by the previously sent
resource characteristic with the aim of optimizing average processing time and p
rocessing overhead time at WAP 401, So with this embodiment, the nASP processing
of PDUs of different sizes may be distributed in a manner so as to optimize pro
cessing while at the same time maintaining association relationships between WAP
s and MTs,

Another embodiment of the disclosed method concerns the distribution of processi
ng of 1S0-0SI layer 3 and layers above layer 3 from a first WAP to other WAPs wh
ile maintaining association relations between the first WAP and MTs associated w
ith it, Many WAPs are currently capable of processing up to ISO-0SI layer 2, how
ever there are vendors manufacturing WAPs capable of ISO-0SI layer 3 processing.
This embodiment refers to such devices and other similar WAPs. Processing for I
S0-0SI layer 3 and layers above layer 3 includes quality of service (QoS) provis
ioning, routing and scheduling, In this embodiment, nASP processing load is defi
ned as the processing concerning ISO-0SI layer 3 and layers above layer 3,

In this embodiment, a WAP controller 423 for WAP 401 derives a resource characte
ristic for the processing of 1S0-0SI layer 3 and layers above 3 based on the fac
tors of nASP processing load monitored for each of the communications sessions b
etween WAP 401 and associated MT 405, The resource characteristics of all commun
ications sessions are then combined to derive an aggregate nASP load factor for
WAP 401 which is then compared to a nASP load threshold to determine impending n
ASP processing overload conditions

If impending nASP processing overload conditions are determined, WAP controller
423 then determines parts of nASP processing load of I1S0-0SI layer 3 and layers
above 3 that may be distributed to other WAPs in the WLAN system with the aim of

reducing overall processing load at WAP 401, Next, WAP controller 423 sends a s
olicitation message, comprising resource characteristics of the determined parts
of nASP processing load of ISO-O0SI layer 3 and layers above 3, to determine whi
ch other WAPs are agreeable to receiving and performing processing of the parts
of nASP processing load on behalf of WAP 401,

If WAP 403 is agreeable to processing the parts of nASP processing load based on

the solicitation message, WAP controller 425 sends a positive response to WAP 4
01, Upon receiving the response, WAP controller 423 establishes a tunnel connect
ion 409 between WAP 401 and WAP 403 after which relevant context information regq
uired for processing of parts of nASP processing load of ISO-0SI layer 3 and lay
ers above 3 is transmitted over tunnel connection to WAP 403, Then WAP controlle
r 423 sends the determined parts of nASP processing load to WAP 403 with the aim
of reducing nASP processing load at WAP 401 by distributing parts of processing
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load to other WAPs while maintaining existing association relations between WAP
s and MTs,

In yet another embodiment of the aspect of the invention dealing with negotiatio
ns for accommodating dynamic differences among WLAN entities, a central controll
er entity takes part in the negotiations, Broadly, the central controller entity
coordinates how the dynamic differences are to be managed among participating W
LAN entities, One particular embodiment involves the central controller coordina
ting the distribution of nASP processing load across the WAPs under its purview,

This is described with reference to FIG. 7 which illustrates a central controlle
r 729 that is capable of monitoring the nASP processing loads at WAPs 701 and 70
3, When the nASP processing load at WAP 701 exceeds a nASP processing load thres
hold, the central controller sends a solicitation message to other WAPs in the W
LAN system requesting assistance for the processing of parts of processing load
of WAP 701, This begins the negotiations phase between the central controller an
d other WAPs in the WLAN system The solicitation message includes descriptors o
f the parts of processing load at WAP 701 to be distributed to other WAPs with t
he aim of reducing overall processing load at WAP 701,

If WAP 703 is agreeable to assist with the processing for WAP 701, a WAP control
ler 725 responds to the solicitation message, The central controller then intima
tes WAP 701 about the acceptance, after which WAP 701 establishes a tunnel conne
ction 709 with WAP 703, It then sends WAP 703 relevant context information follo
wed by the parts of processing load as specified in the solicitation message. Al
ternatively, WAP 701 may send the context information and parts of processing lo
ad to the central controller which then forwards this to the agreeable WAPs like
WAP 703, So with this embodiment, processing load is distributed across WAPs of
a WLAN with a central controller coordinating the distribution,

In another embodiment, the central controller receives regular information from
WAP controllers of the WAPs under its purview regarding their nASP processing lo
ads, As such, the WAP controllers themselves determine overload conditions and t
he need to distribute parts or all of nASP processing load to other WAPs or othe
r WLAN entities, The negotiations phase in this embodiment is thus initiated by
the WAP controllers and then further pursued between the central controller and
other WAPs,

The embodiments presented so far exhibit how negotiations between various WLAN e
ntities based on the disclosed policies may be used to accommodate the dynamic d
ifferences among them In particular, they describe how processing load may be ¢
lassified as being association—specific and non—association—specific, They also
illustrate how parts of nASP processing load may be distributed to other WAPs of
the WLAN system for the purpose of reducing overall processing load at a first
WAP, The disclosed invention is unique in that it permits the distribution of pr
ocessing load while maintaining existing association relationships between WAPs
and MTs., As such, the disclosed method for accommodating dynamic differences doe
s not necessitate in the physical displacement of any WLAN entity which is unlik
e existing methods, This innovation is therefore more flexible than handover—bas
ed methods for distributing processing load, It also transcends the limitations
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of such schemes,

The various aspects of the disclosure presented insofar illustrate the novelty o
f the method for negotiations in accommodating static and dynamic differences am
ong WLAN entities, Whereas, extant methods focus on hard divisions in functional
ity among WLAN entities, this invention presents alternate means where functiona
lity divisions may be made in flexible manners. Also, while existing methods regq
uire re—associations and the consequent geographical and physical limitations of
handovers, this innovation puts forth ways of dealing with imbalances in proces
sing load without the constraints of handover—based methods,

It will be clear to anyone skilled in the related art that the disclosed inventi

on may take the form of numerous other embodiments with numerous other policies

for the negotiation and handling of differences among WLAN entities without devi

ating from the essence and scope of this disclosure, As such this invention will
be applicable in all such embodiments and practices

BRIEF DESCRIPTION OF THE DRAWINGS
FIG, 1 illustrates an operational representation of a wireless local area
network (WLAN) system used to illustrate a first aspect of the disclosed invent
ion dealing with policies for negotiations between WLAN entities, particularly b
etween a controlling node (CN) and wireless access points (WAPs):

FIG. 2 depicts the general operational steps involved in a first aspect o
f the invention dealing with policies for negotiations between a CN and WAP

FIG, 3 shows an integrated WLAN entity exemplifying one embodiment of a f
irst aspect of the invention in which the capabilities of a CN and WAP are integ
rated into one entity;

FIG, 4 illustrates a simplified framework for a second aspect of the inve
ntion dealing with policies for negotiations for the purpose of accommodating dy
namic differences among WLAN entities, particularly between WAPs;

FIG, 5 depicts the general operational steps involved in a second aspect
of the invention dealing with policies for negotiations for accommodating dynami
¢ differences among WLAN entities, Specifically, it deals with processing loads
at various entities;

FIG, 6 serves to explain the reasoning for one embodiment of a second asp
ect of the invention, wherein the definition of processing load is taken to be ¢
he size of the protocol data unit (PDU) that is received by the WAP from associa
ted MTs;

FIG, 7 illustrates one embodiment of a second aspect of the invention in
which a central controller performs a supervisory role in the negotiations for a
ccommodating dynamic differences among WLAN entities,

Description of the Symbols
100, 300, 400, 700 Wireless Local Area Network (WLAN) systenm
101 controller node (CN)
103, 305 CN controller
105, 107, 401, 403, 701, 703 wireless access point (WAP)
109, 111, 303, 423, 425 723, 725 WAP controller
113, 309, 405 705 mobile terminal (MT)
115 307 functional component
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117,
301

409,
411,
415,
421,
613,
605,
729

311,
WLAN
709
413,
411,
127
615,
607

407, 707 network backbone

entity
tunnel connection
711, 713 ASP

715 717 nASP
wireless connection
629, 631 oprocessor
scheduling order

central controller
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1 Abstract

A method for negotiations between various entities of a wireless local ar

ea network (WLAN) including negotiations between controlling nodes (CNs) and wir
eless access points (WAPs) and negotiations between WAPs is disclosed, These neg
otiations are used for the purpose of establishing the capabilities of the vario
us entities, determining how such capabilities may be optimally divided among th
¢ negotiating entities and then dividing the capabilities among the entities bas
ed on this determination, The capabilities include those required for the operat
ion, control and management of the WLAN entities and the encompassing WLAN, The
disclosed method introduces means for flexibly accommodating the varying degrees
of differences in capabilities among the WLAN entities between the WLAN entitie
S,

2 Representative Drawing Figure 1
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1. A system for providing service in a wireless local area network co
mprising
i, a single or plurality of wireless access points (WAP) capab
le of processing a subset of complete functionality defined for the wireless loc
al area network;
ii, a single or plurality of control nodes (CN) capable of prov
iding a subset or complete functionalities defined for the wireless local area n
etwork; and
iii, negotiation means for the wireless access points to dynamic
ally negotiate with the control node for a secure connections and function split
arrangement;
whereby, in use, the control node would negotiate with the WAPs using the
negotiation means and provide same or different complementary functionality for
each of the WAPs to form a complete functionality defined for the wireless loca
| area network according to decision of the negotiation means.

2, The system according to claim | wherein said wireless access point
and control nodes further comprise logically independent functional components
of the functionalities defined for the wireless local area network with predefin

ed interface used between each functional components,

3, The system according to claim 2 wherein interfaces between said fu
nctional components could be used over remote connections between said wireless
access point and control node,

4, The system according to claim | wherein each said control node fur
ther comprises a control node controller module and each said wireless access po
int further comprises a wireless access point controller module,

5, The system according to claim 4 wherein the controller module of ¢
ontrol node further comprises a single or plurality of processing schedules comp
osed of sequential lists of descriptors for subsets of functional components use
d for each wireless access point,

6, The system according to claim 4 wherein the controller module of w
ireless access point further comprises a single or plurality of processing sched
ules composed of sequential lists of descriptors for subsets of functional compo
nents used for each associated mobile terminal.

1, The system according to claim I, wherein the wireless access point
further comprises:
i means for discovering the available control node within a s
pecified domain; and
ii, means for negotiating secure connection with control node ¢
hat could offer the desired functions;
whereby, in use, the wireless access point is able to locate the control
node that provides necessary complementary functionalities with regard to a set
of defined complete wireless local area network functions with the means for dis
covering and establishing secure connection with the control node with the means
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for negotiating,

8, The system according to claim I, wherein the controller module of
said control node is capable of generating data unit to resemble that from a mob
ile terminal,

9, A system for load balancing in a wireless local area network (WLAN

) without requiring association handover at a mobile terminal comprising:
i, a single or plurality of mobile terminals, each said mobile
terminal associated with and receiving services from a single or plurality of w

ireless access point (WAP);

ii, a single or plurality of wireless access point that are cap
able of processing data units received from the mobile terminal or other wireles
s access point using a subset of defined WLAN functions; and

iii. a means for the wireless access points to exchange data uni
ts processed with a subset or complete defined WLAN functions;

whereby a data unit for a mobile terminal is processed with complete WLAN
functions by a single or plurality of WAPs where each WAP processes the data un
it with only a subset of complete WLAN functions,

10, The system according to claim 9 wherein the wireless access point
further comprises a control module that is capable of negotiating with other wir
eless access points for a subset of the complete WLAN functions to be carried ou
t at each wireless access point,

11, The system according to claim 9 wherein the wireless access point
further comprising a local database that stores all the associations of the mobi
le terminals attached to said wireless access point and corresponding subset of
the complete WLAN functions to be provided to the mobile terminal.

12, The system according to claim I, wherein the functionalities of sa
id WAP and CN collocate in a single network element.

13, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps in which:

i a WAP discovers the CN that may provide complementary WLAN
functions by sending a single or plurality of messages containing information ab
out its own subset of WLAN functions to all the CN;

ii, a CN after receiving said discover message replies with a s
ingle or plurality of messages containing information about a subset of WLAN fun
ctions said CN could offer to the WAP; and

iii, said WAP chooses from all the replied CNs a proper CN based

on local policy and establishes association with said chosen CN,

14, The method for the WAP to decide which CN to use according to clai
m 13 using information, the information comprising:
i, the subset of the WLAN functions offered by the CN;
ii, a cost of using the CN;
iii, a vendor of the CN;
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iv, a characteristics of the connection to the CN; and
v, a weighted sum of the above factors,

15, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps in which:

i, a CN dynamically discovers the capability of a WAP by
sending a single or plurality of messages to a WAP containing a section that emu
lates a data unit sent by a mobile terminal;

ii. a WAP receives said message, processes said section using t
he same procedure for processing data units received from a mobile terminal and
sends data unit back to said CN in a reply message; and

iii, said CN obtains the capability information of said WAP by e
xamining the processed data units in said reply message,

16, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between a wireless access point (WA
P) and a single or plurality of Control Node (CN) comprising the steps in which:
i a CN obtaining capability of the WAP; and
ii, said CN negotiating with another one or a plurality of CNs
for the supplementary WLAN functions to be provided to the WAP

17, A method for carrying out load balancing in a wireless local area
network (WLAN) without requiring a mobile terminal to change association relatio
nship with a wireless access point (WAP) comprising the steps in which:

i, the WAP separates the processing function provided to the m
obile terminal into an association specific part and a non—association specific
part;

ii, said WAP negotiates with another WAP of the non—association
specific part and establishes a secure tunnel with said another WAP;
iii, said WAP tunnels the data unit from a mobile terminal to th

e said another WAP through the tunnel after processing data unit with the associ
ation specific part of functions; and

iv, said another WAP receiving the processed data unit through
said tunnel and processing it with non—association specific part of functions,

18, The method according to claim 17 further comprising the step in wh
ich said WAP uses a wireless channel to establish direct connection with another
WAP and sets up secure tunnel over the direct connection

19, The method according claim 17 further comprising the step in which

the WAP decides on whether to tunnel data unit from the mobile terminal to anot

her WAP for non association specific processing by monitoring the load at WAP an
d comparing it with a preset threshold value,

20, The method according to claim 17 further comprising the step in wh
ich said WAP decides on which other WAPs should be used for non association spec
ific processing by monitoring the loads at different WAPs it has connections wit
h and compares them with a preset threshold value,
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21, The method according to claim 17 further comprising the step in wh
ich a central control entity monitors the load status on all WAPs within a certa
in domain and mandates distribution of non—association processing function betwe
en different WAPs,

22, The method according to claim 17 for the WAP to determine the dist
ribution of non—association specific function based on information, the informat
ion comprising:

i, a size of the data unit to be processed;
ii, an expected average time for the processing of the data uni
ts
iii, an overhead time for processing the data unit; and
iv, a weighted sum of above factors.
23, A method for providing service in a wireless local area network (W

LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps in which:

i, a subset of WAPs processes the total of its subset of funct
ionality defined for the WLAN; and
ii, a CN provides distinct subsets of complementary functionali

ty defined for the WLAN to each of the subset of WAPs,

24, A method for providing service in a wireless local area network (W
LAN) that allows defined WLAN function split between wireless access point (WAP)
and a single or plurality of Control Node (CN) comprising the steps in which:

i, a CN determines a common subset of functionality required f
or the WLAN available at a subset of the WAPs;
ii, gach WAP of the subset processes the said determined common
subset of functionality; and
iii, a CN provides similar subsets of complementary functionalit

y to each of the subset of WAPs,

25, A method for accommodating variances in a wireless network topolog
y comprising the step of dynamically adapting the operations logic of at least o
ne network entity of said wireless network topology to alter processing of one o
r more functional sub—components,

26, The method acording to claim 25 further comprising the step of alt
ering the processing of selected functional sub—components at the at least one n
etwork entity by means of bypassing processing of said selected functional sub-c¢
omponents,

21, The method according to claim 25 further comprising the step of al
tering the processing of a selected functional sub—components at the at one or m
ore network entity by means of selectively processing said selected functional s
ub—components,

28, A method for compensating variances in latency in a wireless netwo
rk comprising the steps of;
i, bypassing processing of selected functional sub—components
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at a first network entity and;
ii, performing processing of said bypassed functional sub—compo
nents at a second network entity,

29, A method for altering local-level functional semantics while maint
aining system—-wide functional semantics of a wireless network comprising the ste
p of selectively activating functional sub-components of selected network entiti
es such that the sum of activated functional sub—components across said wireless

network corresponds to complete functional sub—components of said wireless netw
ork,

30, The method according to claim 29 further comprising the step of sh
ifting the processing of said activated functional sub—components from a first n
etwork entity to a second network entity,

31, A method for determining topology of a wireless network, wherein a

first network entity alters connectivity association with a second network enti

ty by including one or more third network entities in the communications path of
the alternate connectivity association, comprising the steps of;

i exchanging information on neighbouring network entities amo
ng said network entities of said wireless network;
ii, analyzing communications frames received by said network en

tities based on pre—established representations of topology of said wireless net
work;

iii. analyzing association request frames received by said netwo
rk entities based on pre—established representations of topology of said network
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(FH2) S EEEHME
Title of the Invention
System and method for negotiations for WLAN entities

FIELD OF THE INVENTION
This invention relates to the field of wireless local area networks and in parti
cular to the operation of such networks in heterogeneous environments,

BACKGROUND OF THE INVENTION

Wireless local area networks (WLANs) have invoked great interests from both cons
umers and the industry, The current most popular WLANs are based on the [Non Pat
ent Prior—-Art 1] standards. While these standards have helped the initial uptake
of WLANs, in their current form they are not suited for large-scale wireless n

etwork deployments, This is because the cost and control of WLAN entities become
s complex in large environments,

Currently, many WLAN equipment manufacturers have addressed large—scale deployme
nts by introducing a new split architecture., Here, control aspects of the [Non P
atent Prior—Art 1] WLAN specifications are centralized at controller nodes (CNs)

while other aspects are distributed to numerous wireless access points (WAPs)
With the diversity of manufacturers and their implementations of the split archi
tecture, there are incompatibilities between WLAN entities from different manufa
cturers,

There are currently some efforts to provide standardized means for managing larg
e—scale WLANs in the Internet Engineering Task Forces (IETF) Control and Provisi
oning of Wireless Access Point (CAPWAP) working group, [Non Patent Prior—Art 2]
describes the efforts of the CAPWAP working group. However these efforts do not
consider the problems of accommodating WAPs with dissimilar functional capabilit
ies within a single WLAN, As such these problems limit the development of the WL
AN market,

Furthermore, it is expected that future deployments of WLANs will feature dynami
¢ wireless networks, In such types of deployments, network topologies will chang
¢ during the operational lifecycle of the WLAN to enable enhanced applications a
nd services, WLAN elements in such networks will be provisioned with both wired

and wireless connectivity to enable dynamic topologies, However current assumpti
ons of WLANs — and also CAPWAP — only refer to static network topologies. So whi
le current WLANs are capable of adjusting to the dynamic conditions of the wirel
ess medium, they are unable to accommodate the effects of dynamic topology chang
es,

For example, current WLAN systems adjust to declines in the signal-to—interferen
ce ratio (SIR) of the wireless medium by increasing the signal transmission powe
r. However such minor corrections are inadequate to accommodate the variances in

latency and overhead introduced by changes in WLAN topology. Furthermore, these
variances in latency and overhead impede the operation of the CAPWAP split arch
itecture, This is because the split architecture is sensitive to delays due to t
he very nature of the distributed operations., The redundancies of WLAN and CAPWA
P processing performed at intermediate wireless access points (WAP) of a dynamiec
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CAPWAP topology together with the corresponding physical overheads are detrimen
tal to the CAPWAP split operations

Given such scenarios, WLAN entities currently available from various vendors are
incapable of interoperation in a single WLAN and are also incapable of operatio
n in a dynamic topology WLAN,

These problems refer to static differences between WLAN entities as they are res
ults of differences in basic design, In addition to these, there are also proble
ms related to dynamic differences between WLAN entities,

In particular, during the functioning of a WLAN, the processing load at a WAP ca
n become substantially high even exceeding the processing capacity of the WAP, T
his could be due to increases in the number of associated mobile terminals (MTs)
or due to increases in the volume of traffic from the associated MTs, These dif
ferences in processing load over time constitute a dynamic factor as they are de
pendent on the dynamics of the MTs

These dynamic differences in processing load across the WAPs comprising a WLAN h
ave traditionally been addressed by affecting handovers of MTs from their associ
ated WAPs where processing load is high, to re—associate the MTs with other WAPs
where processing load is relatively low,

[Patent Application Prior—Art 3] discloses a means for addressing dynamic differ
ences in the levels of processing load at WAPs by means of proactive handovers o
f associated MTs, While [Patent Application Prior—Art 3] addresses the problem o
f dynamic differences in processing loads across WAPs, it does so by mandating t
hat MTs associated with one WAP also be within the coverage areas of other WAPs
so as to be able to perform handovers and re—associations, If a MT is not within
the coverage area of one or more other assisting WAPs, it is then expected to p
hysically displace to such a coverage area in order to relieve the first WAP of
some processing load, These constraints are rigid and limit the efficacy of [Pat
ent Application Prior—Art 3], Such limitations are common to all handover—based
methods,

[Patent Application Prior—-Art 4] presents a method for WAPs to modify, based on
prevailing processing load levels, the intervals between the beacon signals that
they transmit in order to attract or dissuade MT associations, This method also
involves the constraints of requiring a MT to be within the coverage areas of a
lternate WAPs where processing load is low or being agreeable to displace toward
s such areas,

[Patent Prior—Art 5] focuses on proactive MTs that make association decisions, H
owever the method is also limited by the factors described earlier

While such methods attempt to solve the problem of dynamic differences in proces
sing load, they do so by introducing stringent prerequisites and thereby introdu
ce more problems, Another shortcoming of [Patent Application Prior—Art 3], [Pate
nt Application Prior—Art 4], [Patent Prior—Art 5] and other handover—based metho
ds for dealing with dynamic differences in WAPs is related to the bulk shifting
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of communications sessions, In practice MTs maintain a number of communications
sessions with the WAPs with which they are associated, As a result, it is very |
ikely that the communications sessions of only one MT or a few MTs constitute a
considerable amount of processing load at the WAP, If the WAP were to affect the

said MTs to handover and re—associate with another WAP, the processing load at
the first WAP would be reduced, however by adversely affecting the other WAP, Th
¢ other WAP then becomes overloaded and reverses the handover to the first WAP,
This may continue without delivering any net gains for the WLAN, This points out

that processing load is not finely distributed by methods of handovers, In othe
r words, dynamic differences are not finely managed,

[Non Patent Prior—-Art 1] Institute of Electrical and Electronics Engineers Stand
ard 802,11 — 1999 (R2003)

[Non Patent Prior—Art 2] "CAPWAP Problem Statement”, draft—ietf-capwap-problem—s
tatement—02, txt

[Patent Application Prior—Art 3] "Method and apparatus for facilitating handoff
in a wireless local area network”, US 2003/0035464 Al

[Patent Application Prior—Art 4] "Dynamically configurable beacon intervals for
wireless LAN access points”, US 2003/0163579 Al

[Patent Prior—Art 5] "Method and apparatus for selecting an access point in a wi
reless network’, US 6, 522, 881 Bl

OBJECTIVE OF THE INVENTION

In view of the above discussed problems, it is the objective of the invention to
provide an apparatus and methods for negotiation between controlling nodes (CNs

) and wireless access points (WAPs) of a WLAN based on policies that allow for a

ccommodating static and dynamic differences among the WLAN entities including dy

namic changes in WLAN topologies within a single WLAN,

It is another objective of the invention to provide methods and policies for neg
otiations between WLAN entities for the purpose of determining selected subsets
of functional, load or other components to be processed by each of said WLAN ent
ities so as to accommodate variations in system design, processing load or netwo
rk topology,

It is another objective of the invention to provide an apparatus and methods for

negotiations between WLAN entities based on polices that allow for accommodatin
g the dynamic differences between them such as differences in processing load le
vels at various WLAN entities within a single WLAN,

It is yet another objective of the invention to provide means for accommodating
the operations of split architecture WLANs in the presence of dynamically changi
ng network topologies,

SUMMARY OF THE INVENTION

The disclosed invention relates to wireless local area networks (WLANs) and part
icularly to means of addressing the issues of static and dynamic differences amo
ng WLAN entities, It introduces policies for negotiations between WLAN entities

for the purpose of accommodating these differences
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One aspect of the invention deals with negotiations between controlling nodes (C
Ns) and wireless access points (WAPs) of a WLAN based on policies that allow for

accommodating static differences among them Specifically, it presents means fo
r determining a flexible division in WLAN functionality between the negotiating
entities, The invention first involves classifying the functional capabilities o
f WLAN entities, The entities then determine the capabilities of other entities
followed by negotiations between them on how best to divide the functionality am
ong them, Further operations of the WLAN entities are then based on the determin
ed division of functionality, This aspect of the invention enhances interoperabi
lity for WLAN entities,

Another aspect of the invention deals with negotiations between WLAN entities ba
sed on polices that allow for accommodating the dynamic differences between them

Particularly, it addresses the issue of distributing processing load among WAP
s without requiring physical displacement of associated mobile terminals (MTs).
It involves first determining the need to distribute parts of processing load at

a WAP, This is followed by the determination of which parts of processing load
may be distributed while at the same time maintaining existing association relat
ionships between MT and WAP, Next, an overloaded WAP enters into negotiations wi
th other WAPs in order to determine how the determined parts of processing load
may be distributed among them, This aspect of the invention overcomes the limita
tions of handover—based methods for managing dynamic differences between WLAN en
tities,

In its broadest aspect, the invention provides a system for providing service in

a WLAN whereby a control node negotiates with WAPs and provides similar or diff
erent complimentary functionality for each of the WAPs to form a complete functi
onality defined for the WLANs,

In its preferred form, the invention allows for a controller module for control
nodes to comprise a single or plurality of processing schedules composed of sequ
ential lists of descriptors for subsets of functional components used for each w
ireless access point,

In another preferred form, the invention provides a method for providing service
s in a WLAN wherein a control node dynamically discovers the capability of a WAP
by sending a single or plurality of messages to a WAP containing a section that
emulates the data unit sent by a mobile terminal, a WAP receiving said message
processes said section using the same procedure for processing data units receiv
ed from a mobile terminal and sends it back to said control node in a reply mess
age and said control node obtaining capabilities information of said WAP by exam

ining the processed data units in the reply message.

In another preferred form, the invention allows a method for providing service i
n a WLAN that allows defined WLAN function split between WAPs and one or more co
ntrol nodes wherein a subset of WAPs process the total of their subset of functi
onality defined for the WLAN, a control node provides distinct subsets of comple
mentary functionality defined for the WLAN to each of the subset of WAPs,

In yet another preferred form, the invention allows for means for determining a
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flexible division in WLAN functionality between the negotiating entities, The in
vention first involves classifying the functional capabilities of WLAN entities,
The entities then determine the capabilities of other entities followed by nego
tiations between them on how best to divide the functionality among them Furthe
r operations of the WLAN entities are then based on the determined division of f
unctionality,

In another aspect, the invention provides a system for load-balancing in a WLAN

without requiring association handover at a mobile terminal whereby a data unit

for a mobile terminal is processed with the complete WLAN functions by a single

of plurality of WAPs where each WAP processes the data unit with only a subset o
f complete WLAN functions,

In its preferred form, the invention allows for a method of carrying out load ba
lancing in a WLAN without requiring a mobile terminal to change association rela
tionship with a WAP wherein the WAP separates the processing functions provided
to the mobile terminal into an association specific part and a non—association s
pecific part, the WAP negotiates with another WAP to process the non—association
specific part and establishes a secure tunnel with the another WAP, the WAP tun
nels a data unit from a mobile terminal to the another WAP through the tunnel af
ter processing the data unit with the association specific part of functions and
the another WAP receiving the processed data unit through the tunnel and proces
sing it with non—association part of the functions

In another preferred form, the invention provides a method for determining the d
istribution of non—association specific functions based on information comprisin
¢ the size of the data unit to be processed, the expected average time for proce
ssing a data unit, the overhead time for processing a data unit or a weighted su
m of said information,

In another aspect, the invention provides a method for accommodating variances i
n a wireless network topology wherein the method comprises the step of dynamical
ly adapting the operations logic of at least one network entity of the wireless
network topology to alter processing of one or more functional sub—components,

In its preferred form, the invention allows for a method of accommodating varian
ces in a WLAN by altering the processing of selected functional sub—components a
t at least one network entity by means of bypassing processing of said selected
functional sub—components,

In its preferred form, the invention allows for a method of accommodating varian
ces in a WLAN by altering the processing of selected functional sub—components a
t at least one network entity by means of selectively processing said selected f
unctional sub—components,

In another preferred form, the invention provides a method for altering local-le
vel functional semantics while maintaining system—wide functional semantics of a
wireless network by selectivity activating functional sub—components of selecte
d network entities such that the sum of activated functional sub—components acro
ss said wireless network corresponds to complete functional sub—components of sa
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id wireless network,

In yet another preferred form, the invention provides a method for altering loca
l-level functional semantics while maintaining system-wide functional semantics
of a wireless network by means of shifting the processing of said activated funec
tional sub-components from a first network entity to a second network entity.

Based on the aspects and preferred forms of the invention, the problem of incomp
atibility of WAPs of different functional capabilities is solved, The invention
also solves the problem of WLAN operations in dynamic topology environments, In
yet another aspect, the invention solves the problem of accommodating dissimilar
volumes of processing loads over time,

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The disclosed invention of policies for negotiations between entities of a wirel

ess local area network (WLAN) is described in two major aspects, the first focus
ing on negotiations for accommodating static differences among WLAN entities als

o comprising accommodating changes in WLAN topologies, While the second aspect
illustrates means of dealing with dynamic differences, particularly in levels of
processing load,

In the following description, for purpose of explanation, specific numbers, time
s, structures, and other parameters are set forth in order to provide a thorough
understanding of the present invention, However, it will be apparent to anyone
skilled in the art that the present invention may be practiced without these sp
ecific details.

Negotiations for Accommodating Static Differences:

A WLAN system embodying a first aspect of the invention dealing with accommodati
ng static differences among WLAN entities is exemplified in FIG 1, The diagram

illustrates a WLAN system 100 comprising a controller node (CN) 101, a number of

wireless access points (WAPs) 105 and 107, a plurality of mobile terminals (MTs
) 113 and a network backbone 117, For the sake of simplicity, WLAN system 100 is

shown with a single CN whereas the system embodying the invention may comprise
any number of CNs, Also, the diagram indicates a direct connection between CN 10
1 and the WAPs 105 and 107, Alternatively there may be a number of intermediate
nodes between them Similarly, the connection between CN 101 and the network bac
kbone 117 may also include a number of intermediate nodes, In all such cases, th
e disclosed invention holds scope.

The CN 101 provides support and control to the WAPs 105 and 107 that associate w
ith it, A new WAP in the WLAN system must first choose and establish association
relationships with one or more CNs before it receives support and control from
the one or more CNs, As such, WAPs may simultaneously hold more than one associa
tion relationship with one or more CNs, Similarly, the MTs 113 choose and mainta
in associations with the WAPs, which in turn provide them with services., These s
ervices include radio transmission and reception, secure transport and mobility.
An MT may maintain a number of associations with one or more WAPs, however FIG,

| simplifies this with each MT maintaining only one association with one WAP
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It can be inferred about the WLAN system 100 that the WAPs connect to the networ

k backbone via the CN, Alternatives to this include the WAPs connecting to the n

etwork backbone by other means possibly through other intermediate nodes, In suec

h cases, the CN will only be responsible for the control and management of the W

APs associated with it, while connectivity to an external network may be handled
by other entities

FIG, 1 shows the CN 101 capable of performing the complete set of WLAN functiona
| operations, as specified by some established WLAN standard, It is also capable
of other control and management functional operations, Each functional operatio
n is logically represented by one of the functional components 115 The operatio
ns represented by each of the functional components may include encryption, decr
yption, medium access control protocol data unit (MAC PDU) processing, authentic
ation, association, quality of service (QoS) processing, Internet Protocol (IP)
processing etec,

Each functional component is represented by a functional component code, For the

purpose of illustration some of the functional components in FIG 1 are represe
nted by functional component codes "a', b and "¢ . For example functional comp
onent 'a may denote the processing required for a certain type of encryption, f
or example Wi—-Fi Protected Access (WPA) or Advanced Encryption Standard (AES), f
unctional component ' b for QoS processing, for example priority handling, while

functional component ‘¢ may be that for power control during radio transmissio
n and reception, The functional components are logical units and may be implemen
ted with a single processor using different sets of instructions and context for

different functional components, Alternatively, each functional component may b
¢ implemented by individual processing entities possibly in disparate entities,
While it is envisaged that the actual implementations of the functional componen
ts may vary among manufacturers and their implementations, the interfaces linkin
¢ different components will be common or compatible so as to allow seamless proc
essing of a control or data unit from one WLAN entity to another,

Since the WAPs may be from different manufacturers or of different implementatio
ns, they may incorporate among them varying degrees of WLAN functional component
s, These correspond to the different divisions in functionality between CNs and

WAPs, For example, WAP 105 is shown to be capable of processing functional compo
nents ~a’, 'b and "¢ whereas WAP 107 is only capable of processing functional

components b and "¢ . The remaining functional components necessary for their

WLAN operations and their control are left to be processed by CN 101, These diff
erences between the WAP and CN entities represent the static differences that ar
e to be accommodated by each other WLAN entity by means of the disclosed method

for negotiations,

For the proper operation of the invention, it is necessary for the CNs and WAPs

from different manufacturers to follow pre—defined naming conventions for the fu
nctional components that they incorporate and recognize., This ensures that negot
ifating entities can precisely distinguish which functional components a peer ent
ity implements. To this end, the functional component codes need to be consisten
t in representing various functional components, This convention however need no
t be followed strictly to the letter. For example, the convention may present st
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andard descriptors for various functional components from which the negotiating
entities may discern their properties, As an illustration, "IEEE 802, 11i" descri
bes an IEEE WLAN standard pertaining to security functionality, So based on such

descriptors, negotiating CNs and WAPs may match parts or all of the names with
other descriptors to infer the nature of the functionality components which the

descriptors represent,

As mentioned earlier, the interfaces between functional components also need to
be consistent across WLAN entities, This is to ensure that the processing of a ¢
ontrol or data unit may be performed seamlessly from one WLAN entity to another,
For example, a WAP may perform decoding with an appropriate functional componen
t and then send the decoded data unit to a CN in a form suitable for further pro
cessing, say, a form that may be readily decrypted by a decryption functional co
mponent at the CN, So although there are different functional components in diff
erent WLAN entities, the interfaces between them are mutually recognizable so as
to provide seamless processing,

Each WLAN entity is controlled in general by a controller entity, Thus, CN contr
oller 103, WAP controllers 109 and 111 are responsible for the overall operation
s of CN 101, WAPs 105 and 107, respectively, While the WLAN system 100 shows the
controllers to be integral to the WLAN entities, the controllers may also be se
parate entities, As such, they may remain disparate for each WLAN entity or comb
ined together for a number of WLAN entities, It may be envisaged that specialize
d controllers exist for each type of entity

The controllers are particularly responsible for establishing processing schedul
es for each of the entities that associate with the entities managed by the cont
rollers, Consistent with this, the CN controller maintains processing schedules
for WAPs 105 and 107 whereas the WAP controllers in turn maintain processing sch
edules for their respectively associated MTs 113,

A processing schedule refers to a sequence of functional components that are to
be processed for control and data units received from associated devices by the
entity that the said controller manages, For example, WAP controller 109 for WAP
105 maintains a processing schedule comprising a sequence of its functional com
ponents "a’, 'b and "¢, When a control or data unit arrives from an associated
MT 113, WAP 105 performs the processing of functional components 'a’, 'b and '’
¢ based on the established processing schedule. The processing schedule at a WA
P may be the same for all associated MTs if all the MTs incorporate consistent f
unctionality, However if MTs implement different degrees of functionality, WAPs
may also maintain separate processing schedules for processing the control and d
ata units from different MTs,

In one embodiment of this first aspect of the invention, WAP controllers 109 and

111 for WAPs 105 and 107, respectively, first perform a step 201 in FIG 2 of d
iscovering CNs, The CNs to be discovered may be within the same administrative d
omain as the WAPs or the CNs may belong to different administrative domains., Thi
s step of discovery may be accomplished based on any node discovery protocol or
by the broadcast/multicast/anycast of a specific, mutually recognizable message
invoking responses from available CNs,
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Next the WAP controllers choose which among the discovered CNs to associate with

in a step 203, One possible metric for this choice may be the round—trip latenc
y between the WAPs and CNs, This metric has the advantage of allowing for prompt

exchanges of control messages between the WLAN entities, Other metrics that may

be used for CN selection include network status, congestion, subset of WLAN fun
ctions offered by CN, cost of using the CN, the vendor of the CN, the characteri
stics of the connection to the CN, link status, random selection, cost of using
the link, manufacturer identification and a weighted sum of these metrics, Havin
g chosen a CN 101 with which to associate, WAP controllers 109 and 111 then ente
r an association phase with the CN. This phase may include mutual authentication
, exchanges of security information and the establishment of communications prot
ocols for further exchanges

Then, in a step 205 WAP controllers 109 and 11l enter a negotiation phase with
CN controller 103 for the purpose of establishing means to accommodate the possi
ble differences in their respective functional capabilities, In particular, the
negotiations are to establish a division of WLAN functionality that is consisten
t with the capabilities of the negotiating entities and are optimal for the oper
ation and management of the whole WLAN,

The negotiations may be initiated by either a WAP controller or a CN controller

as in a step 207, WAP controllers initiate by sending information regarding the

functional capabilities of the associated WAPs to the chosen CN, This informatio

n includes the appropriate codes corresponding to the functional components that
the WAPs are capable of processing and their processing schedules, A CN control
ler initiates negotiations by requesting for functional capabilities information
from the associated WAPs.

Upon receiving capabilities information from the associated WAPs and based on es
tablished policies, CN controller 103 determines an initial division of WLAN fun
ctionality, This division is then enforced between CN 10! and the associated WAP
s 105 and 107 as in step 209, The functionality division specifies which of the
functional components that can be processed by the WAPs needs to be active and p
rocessed by the WAPs themselves and which need to be inactive so that they may b
e processed by the CN,

In one embodiment, the initial division of functionality is based on a policy th
at allows each associated WAP to process all the functional components that they
are capable of, With such a division, only those functional components that an
associated WAP cannot inherently process are left to the CN, Such functional com
ponents are then included in the processing schedule of the CN controller. Since
WAPs may have dissimilar degrees of functional capabilities, the CN controller
may be required to establish separate processing schedules for each associated W
AP, As such this embodiment presents a policy which allows for the full capabili
ties of each WAP to be leveraged on, However this is achieved at the expense of

running different processing schedules at the CN controller for different WAPs

In another embodiment, the initial division of functionality is based on a poliec
y in which the CN controller first determines a subset of functional components

Exhibit 1002
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000165



that are common across all associated WAPs, The associated WAPs must then proces
s only the determined subset of functional components even if they are capable o
f processing other functional components, Therefore, the remaining set of functi
onal components required to be processed for each associated WAP will be common
to all of them This common set can then be processed by the CN, This embodiment

presents a policy in which the CN controller may maintain a single processing s
chedule for all associated WAPs, If a new WAP, incorporating functionality compo
nents fewer than or incompatible with those specified in the existing processing

schedule, associates with the CN, the CN controller repeats the step of determi
ning the subset of functional components that are common across all currently as
sociated WAPs, It is noted that this step need not be performed if a new WAP inv
olves more functionality components than that specified in the single, previousl
y established processing schedule,

Alternatively, the association of a new WAP with a CN may invoke a grace period,
in which two processing schedules are maintained simultaneously. The first corr
esponds to the existing processing schedule which was established before the ass
ociation of the new WAP, while the second corresponds to the processing schedule
which takes into account the functionality of the newly associated WAP, Then da
ta units processed during the grace period are done so based on the processing s
chedule that is most appropriate, This embodiment provides uninterrupted service
s to existing MTs in the event of new WAPs associating with the CN,

In another embodiment, the initial division of functionality is based on a combi
nation of policies, where a subset of associated WAPs is allowed to process all
the functional components that they are capable of, Another subset of associated
WAPs process only a common subset of functional components that they are capabl
e of processing even if they have greater capabilities, The CN controller determ
ines the subset of functional components that are common across all of the subse
t of associated WAPs, The remaining set of functional components required to be
processed for each associated WAP will be performed by the CN, Therefore the rem
aining set of functional components will be distinct for each of the associated
WAPs of one subset of associated WAPs and be similar for each of the associated
WAPs of the other subset of associated WAPs

Next, having determined an initial division of WLAN functionality, the division
is then sent to the associated WAPs for confirmation as in a step 209, The WAP ¢
ontrollers in turn verify that the division is feasible and upon verification re
turn a positive acknowledgement to the CN as in steps 211 and 213,

Given that some WAPs may implement functional components in a non—-partitioned ma
nner, for example in a hardwire system such WAPs may not be able to adhere to t
he specified initial functionality division, In these cases, the WAPs send a neg
ative acknowledgement to the CN with an updated processing schedule that indicat
es operational dependencies between their functional components as in a step 215
The CN controller then takes this new processing schedule into account and for
mulates another functionality division that may be compatible with the WAPs, If
the new division is feasible, the WAPs return a positive acknowledgement and if
not, the negotiations continue in a similar fashion, As a last resort, upon a fi
xed number of unsuccessful negotiation exchanges, the CN allows the WAPs to proc
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ess all their functional components,

During the initial negotiation phase, either CN or associated WAP may choose to
forcibly terminate further negotiations based on pre—defined policies and rules
even before the negotiation phase is complete. These policies are enforced by el
ther CN or WAP when it is inferred that further negotiations will be moot as in
steps 219 and 221, For example, if the difference between the initial division o
f WLAN functionality is significantly dissimilar from the capabilities of a WAP

the WAP may choose to terminate negotiations as it may be futile to proceed fur
ther, Alternatively, if either entity determines that the other is illegitimate,

the negotiations may be terminated, Many other policies may also be used to enf
orce termination of negotiations,

Once a functionality division is acceptable to all participating WLAN entities,
CN controller 103 establishes appropriate processing schedules for associated WA
Ps 105 and 107 as in a step 217, These schedules define the sequence of function
al components that are to be processed by CN 101 for control and data units rece
ived from associated WAPs 105 and 107, Then, CN controller 101 manages each asso
ciated WAP in a manner consistent with the processing schedules,

In one embodiment, WLAN functionality may be divided into four functional compon
ents that may be denoted by functional component codes I, 2, 3 and 4, The functi
onal component corresponding to code 1 relates to that parts of WLAN functionali
ty concerning the radio aspects, This may include radio transmission and recepti
on, coding, modulation, power control and beacon signal control. Such a division
combining aspects concerning the radio interface will allow for simpler design,
The code 2 functional component relates to security aspects, which may include

authentication, association, encryption and decryption, The basis for this divis
ion is that processing for security involves mathematical computation for which

reason they may be consolidated and optimized, Then, the functional component of
code 3 deals with the processing required for control and data protocol data un
its (PDUs), This includes bridging, routing, retransmissions and Internet Protoc
ol (IP) layer processing for which specialized network processors have been deve
loped, Next, the code 4 functional component relates to the general control and
management of the WLAN, Quality of Service (QoS) control, configurations and pol
icy management are some of the aspects of this functional component, This embodi
ment presents a simple and practical classification for WLAN functionality, Nego
tiations between various WLAN entities may then be based on these classification
s, The classifications may also be used to describe different entities. For exam
ple, a WAP implementing only radio aspects of WLAN may be referred to as a type

l entity which will then require a CN capable of the remaining functional compon
ents 2, 3 and 4,

In another embodiment of the first aspect, a WAP controller need not explicitly
send its functional capabilities information to a CN controller, rather the CN ¢
ontroller infers the capabilities of an associated WAP, Such a means for automat
ed capabilities discovery allows for easier determination of functional capabili
ties without requiring the explicit exchange of functional component codes betwe
en a CN and associated WAPs, In this embodiment, a CN controller sends a special
command to an associated WAP to which the WAP responds by generating a data uni
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t and processing it based on its functional components, The emulated data unit i
s then sent to the CN after being processed by the WAP, The CN controller then i
nfers the functional capabilities of the associated WAP based on the received em
ulated data unit, Subsequent operations then follow from step 209 in FIG 2. Thi
s embodiment requires associated WAPs to be capable of recognizing and respondin
g to the special command issued by the CN controller

An alternate form of the embodiment involves a CN controller simulating a data u
nit as if it was a mobile terminal and sending the simulated data unit to an ass
ociated WAP, The destination address of the simulated data unit is set to be the
CN itself, Upon receiving the data unit, the WAP performs its processing based
on its capabilities and forwards the processed data unit back to the CN, The CN
controller then infers the functional capabilities of the associated WAP from th
e processed data unit, After this, the CN controller devises an initial division

of WLAN functionality and sends this to the associated WAP, Subsequent operatio
ns then follow from step 209 in FIG 2

In another embodiment of the invention, a single entity that integrates both WLA
N operational functionality and control and management functionality is presente
d. FIG. 3 exemplifies this embodiment in that it illustrates such an integrated
WLAN entity 301, The integrated WLAN entity is capable of both WAP operations an
d CN control and management operations for which there are a WAP controller 303
and a CN controller 305, respectively, Each of the WAP and CN functional operati
ons is logically represented by one of the functional components 307 each denote
d by a functional component code., These functional components encompass WAP oper
ations like radio transmission and reception, in addition to CN operations like
WLAN monitoring and configuration management,

The set of functional components 307 are common to both WAP and CN controllers s

o that the processing schedule at each controller may include any of the functio

nal components, Each controller operates in an independent manner with the under

standing that the complete set of functional components is available for it to s

chedule, As such, during the negotiations phase between WAP controller and CN co

ntroller, the WAP controller sends its capabilities information so as to include
the complete set of codes corresponding to all of functional components 307,

Associated with the integrated WLAN entity is a number of MTs 309, WLAN system 3
00 shows the associated MTs connecting to a network backbone 311 via the integra
ted WLAN entity, It is also possible for this connection to be made through alte
rnate means like that through other intermediate nodes., To the associated MTs ho
wever, there is no difference between an ordinary WAP and the integrated WLAN en
tity,

Operationally, in this embodiment, the WAP controller of an integrated WLAN enti
ty first performs a discovery of CNs, In essence, the discovery results in findi
ng itself as a CN, Upon discovery, an association phase follows after which the

CN controller and WAP controller enter a negotiations phase., Discovery and assoc
iation are token operations as both the WAP and CN reside within a single entity
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Next, the WAP controller and CN controller begin negotiations in order to determ
ine a suitable division of functionality between them The WAP controller first
sends information regarding its capabilities to the CN controller. This informat
ion will include the functional component codes corresponding to all the functio
nal components available within the integrated WLAN entity and a processing sche
dule that involves all the codes, In response to the capabilities information an
d based on established policies for functionality divisions, the CN controller d
evises an initial division of functionality and sends this to the WAP controller

The initial division of functionality will be feasible and acceptable to the W
AP controller since its feasibility is based on that of the CN controller which
in turn determines the division, As a result, the WAP controller sends a positiv
e acknowledgement to the CN controller, Then both controllers establish processi
ng schedules according to the accepted division in functionality and operate on
that basis, This embodiment illustrates how the process of negotiations may take

place within an integrated WLAN entity, As such, the disclosed invention will b
e consistent will various designs for these entities,

In another embodiment of the first aspect of the invention, different CNs may in
corporate varying degrees of functionality, As such, a WAP associating with a CN
may require the processing of functionality which is unavailable both with itse
If and with the CN that it associates. This embodiment serves to address such si
tuations by allowing the various CNs in a WLAN to negotiate among them for the p
urpose of accommodating differences in their functional capabilities. The CNs ma
y follow the steps put forth in FIG, 2 to determine how the static differences i
n their functionality may be managed, For example, a first CN may only incorpora
te 2 types of functional components and it may necessitate in a third component
that it is not capable of, but yet it is required for providing services to the
WAPs associated with it, In such a case, the first CN discovers and associates w
ith a second CN in the WLAN with which it then negotiates, The negotiations are
for the purpose of dividing functionality among the CNs. As a result, the first
CN may allow processing of the third functional component to be performed by the
second CN,

In yet another embodiment of a first aspect of the invention, dynamics changes i
n WLAN topologies is addressed, Fig, 8 illustrates the general aspects of a CAPW
AP based dynamic WLAN system 800, Here, WLAN functions — represented by function
al components 1 through 5 — are divided between the central controlling node 801
and the set of distributed wireless access points, WAP1 803 and WAP2 805, It is
emphasized that the central controlling node 801 is capable of managing WAPs, W
AP1 803 and WAP2 805, of dissimilar capabilities,

The first instance of the topology 807 represents a static case of operation, He
re, WAPI 803 and WAP2 805 have fixed connections in the WLAN system 800, Then a
transition 813 occurs in which the WLAN system 800 transforms into the second in
stance of the topology 809, In this instance, WAPI 803 displaces to an alternate

location in which it establishes a new connection 815 to the controlling node 8
01 via WAP2 805, The transition 813 represents a dynamic change and the second i
nstance 809 represents a new WLAN topology in which WAPL 803 still provides serv
ices to its mobile clients 811, At the same time, WAP1 803 behaves as another mo
bile client to WAP2 805,
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In the second instance of the topology 809, communications unit 823 exemplifies
the communications traffic from the mobile clients 811. The communications unit
823 1s first handled by WAP1 803 — as seen by step 817 — where all three WLAN fu
nctional components and the CAPWAP control component are processed, It is noted
that this step 817 also adds physical overhead in the form of a CAPWAP protocol
header in addition to the header required for transmission to WAP2 805, This is
illustrated by the "Cl' sub—field of step 817, Next, at WAP2 805, a step 819 is
performed where again another set of WLAN functional and CAPWAP control componen
ts are processed, Next, in a step 821, the central controller 801 performs compl
ementary functions for each of the steps 817 and 819, Based the sub—fields of st
ep 821, it is clear that central controller 801 duplicates some of the complemen
tary functions, It is the aim of the invention to avoid this processing duplicat
ion and transmission overhead,

The operations of the invention are herein described with respect to the steps i
n Figure 10, In the steps 1001 and 1003, the topology of the wireless network is
monitored so as to determine any changes in the network configuration, A means
of realizing these steps is to analyze the header fields of received communicati
ons units and compare them to pre—established representations of network topolog
y. For instance, in the case of IEEE802, 11 specifications based WLANs, if the co
ntrolling node 801 receives an Association Request from WAP2 805 for a mobile ¢l
ient with credentials corresponding to WAPI 803, it is inferred that the topolog
y between the controlling node 801 and WAPI 803 now includes the WAP2 805 Anoth
er means of establishing topology change is by periodically exchanging informati
on on neighbouring network entities, A variance in these exchanges implies an al

ternate topology.

Once a network topology change has been determined, the network entity that will
accommodate the change, WAP2 805, is triggered with an " Operational Association
s’ signal as in a step 1005 This signal comprises preliminary state information
regarding the network entity affecting the topology change, WAPL 803, and the m
obile c¢clients 811 managed by said WAP1 803, In one embodiment based on the IEEESR
02,11 specifications, the preliminary state information comprises the number of
mobile clients 811 managed by WAPI 803, association identifications for mobile ¢
lients 811 and Source MAC addresses of mobile clients 811, The preliminary state
information may also comprise additional state information exemplified by the M
AC address of network entity effecting topology change, WAPL 803, Next, in a ste
p 1007, the network entity accommodating the topology change, WAP2 805 is trigg
ered with an " Operations Update signal to adapt its functioning so as to handle
the topology change., In one embodiment based on the IEEE802, 11 specifications,
the " Operations Update signal comprises a code value corresponding to an action
"Forward Frames to Transmission Block’ and a code value corresponding to those
"Data Frame’ type for which said action is to be taken for., The 'Operations Upda
te' signal may also comprise additional parameters exemplified by ' Basis Service
Set Identification (BSSID)', 'Source MAC address’ or 'Destination MAC address’
In another embodiment based on the IEEE802, 11 specifications, the "Operations U
pdate’ signal affects the Medium Access Control (MAC) management and control log
ic of WAP2 805, Specifically, the logic is altered such that communications franm
es from the mobile clients 811 managed by the network entity effecting the topol
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ogy change — WAP! 803 — may now be managed by WAP2 805 without going through the
normal association and authentication phases, In yet another embodiment this lo
gic alteration is realized by modifying the 'Filter MPDU" process of the 'Recept
ion" block of WAP2 805 so as to direct all communications frames received from t
he mobile clients 811 to the normal sequence of processing, Alternatively, the a
ssociations and authentications may be pre—established by the controlling node 8
01,

After the network entity accommodating the topology change, WAP2 805 is updated
, an 'Operational Associations Request signal is triggered at the network entit
y effecting the topology change, WAPI1 803, as in step 1009, In one embodiment ba
sed on the IEEES802, 11 specifications, the 'Operational Associations Request sig
nal comprises code values corresponding to ' Security Algorithm Type , ' Security
Key', 'Session Identification’ or " Association I[dentification’ parameters for wh
ich corresponding information values are requested, The request signal is to obt
ain specific state information regarding WAPL 803 and the mobile clients 811 whi
ch it manages, This state information is then made aware to WAP2 805 by an ' Oper
ational Associations Update signal, as in a step 1011, in preparation for futur
¢ functioning, In one embodiment based on the IEEE802, 1l specifications, the 'Op
erational Associations Update signal comprises information values corresponding

to ' Security Algorithm Type' , ' Security Key', ’Session Identification’ or ' Asso
ciation Identification’ parameters

Next, in a step 1013, an 'Operations Update signal is triggered to the network
entity effecting the topology change, WAP1 803, so as to alter its functioning !
ogic, In particular the signal directs WAPI 803 to bypass certain processing tha
t may be duplicated at WAP2 805, The intent of the step 1013 is to prevent dupli
cation of WLAN and CAPWAP processing at both WAPI 803 and WAP2 805, Furthermore,
bypassing of processing at WAPI 803 reduces the physical overhead for transmiss
ions over the newly established wireless connection 815 and thereby reduces tran
smission delays, These two aspects combined ensure that the timing constraints b
etween WAP! 803 and controlling node 801 are maintained according to the initial
topology instance,

In one embodiment based on the IEEE802 11 specifications and CAPWAP framework, O
perational Association state information is exchanged between the network entiti
es accommodating topology changes and network entities effecting topology change
s via the central controlling node,

In an alternative to the above described embodiment for exchanging Operational A
ssociation state information, said exchange is accomplished between the network
entities accommodating topology changes and network entities effecting topology
changes without establishing explicit operational associations between them The
network entity effecting the topology change, WAPI 803, is instructed to use a
specific 'Frame Type code for communications frames containing state informatio
n. Next, an 'Operations Update signal is triggered to the network entity accomm
odating the topology change, WAP2 805, so as to enable it to handle communicatio
ns frames with the specific 'Frame Type’ code in alternate means. Alternatively,
specific ' Subtype , 'Duration/ID’ codes are used, Specifically, the alternate m
gans comprises de—capsulation of payload of said communications frames and using
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the payload as state information, In one case of the embodiment, the controllin
g node 801 governs the various trigger signals,

In the dynamic CAPWAP framework, the network entity effecting topology change, W
AP1 803, communicates with the controlling node 801 via the network entity acconm
modating topology change, WAP2 805,

In the steps 1007 and 1013, the local-level of WLAN and CAPWAP functional semant
ics — wherein functional semantics corresponds to the set and sequence of proces
sing required for WLAN operation — are broken such that selected sub—components

of said processing are bypassed at selected network entities, the network entiti
es accommodating topology changes and the network entities effecting topology ch
anges., However, with the combined steps of 1000 the invention achieves system—wi
de semantics of WLAN and CAPWAP functional processing by dividing selected proce
ssing sub—components among the controlling node 801, WAPL 803 and WAP2 805, So t
he steps of 1000 selectively activate various processing sub—components and by d
oing so, achieve system—wide functional semantics, It will be clear to those ski
lled in the art that the steps put forth in 1000 may be combined, separated or g
enerally altered for the purposes of optimization, implementation or any other a
im without deviating from the essence of the invention. As such the scope of the

invention is not limited to the specific steps of 1000,

Figure 9 illustrates an embodiment of the invention operating on steps 1000 for
the WAPI 901, The logical operations of WAPI 90! are based on the IEEE802, 11 WLA
N specifications but may readily exemplify other wireless specifications also, W
APl 901 manages mobile clients 903 by processing various data (D), management (M
) and control (C) frames in addition to general operations, The processing logic
ally comprises 'Reception’ 905 ' WAP Processes 909 and ' Transmission 911 block
s. The 'Reception’ block 905 further comprises a ' Filter MPDU' process whose log
ic is based on a filter 907, The filter 907 is used to compare arriving frames b
ased on various metrics and appropriately handle them.

In response to the ' Operations Update' signal of step 1013, the filter logic is
updated to include the changes of filter logic update 913, In the embodiment, da
ta frames are directly sent to the " Transmission’ block 911 completely bypassing

the 'WAP Processes’ 909, As a result, processing time for the majority data fra
mes is drastically reduced at WAPI 901, These data frames are then handled by WA
P2 915 whose operations were updated according to step 1007, Since management an
d control frames directly relate to the connection between WAPI 901 and the mobi
le ¢clients 903, they are processed locally at WAPI 901, So the invention selecti
vely activates processing by affecting the reception logic of WAPL 901,

In one embodiment, the network entities accommodating topology changes and the n
etwork entities effecting topology changes operate according to dissimilar wirel
ess specifications, With respect to Figure 8, WAPI 803 operates according to I[EE
E802. 11 specifications and WAP2 805 operates according to IEEE802, 16, The princi
ples of adapting local—level functional semantics while maintaining system—wide

functional semantics are then applied to the network entities operating accordin
g to dissimilar wireless specifications, It is noted that the dissimilarity in o
perations may comprise Bluetooth connectivity, IEEE802. 20, cellular telephony or
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any other wireless specifications

There are a number of scenarios and applications in which the invention for dyna

mic WLAN topologies will be incorporated, For example, future home networks will
be capable of extending coverage areas in impromptu manners, Transportation Sys
tems will incorporate transmission and reception components so that the network
topology changes with each passing stop, station or seaport, Manufacturing facil
ities will be provisioned with communications networks providing connectivity to
diverse locations at various time instances, The invention described insofar ma

y be embodied in these scenarios to address the problems of latency and overhead
in dynamic topology environments,

The embodiments of this first aspect of the invention described insofar illustra
te policies with which WLAN entities may negotiate with each other in order to a
ccommodate the varying degrees of static differences that each such entity incor
porates, Additionally, the embodiments illustrate the application of the first a
spect of the invention wherein local-level of functional semantics are broken so

as to enable dynamic changes in WLAN topologies in which system—wide functional

semantics are maintained, They describe how WAPs incorporating varying degrees
of WLAN functionality may be integrally managed by a controlling node, The discl
osed method for negotiations provides for flexibility in deploying WLANs with en
tities from different manufacturers or of different implementations. While prior

arts focus on mandating proprietary means of dividing functionality among WLAN
entities, this invention serves to accommodate entities of different degrees of
functionality, As a result, the division of WLAN functionality between controlli
ng nodes and wireless access points may be achieved in a flexible manner

Negotiations for Accommodating Dynamic Differences:

This aspect of the invention describes policies with which WLAN entities embodyi

ng the disclosed invention may negotiate with each other for the purpose of acco

mmodating dynamic differences among them [t is exemplified by using the varying
levels of processing load at different WLAN entities particularly WAPs,

A simplified representation of a WLAN system 400 embodying this aspect of the in
vention is depicted in FIG 4, It shows WAPs 401 and 403 that are capable of pro
viding services and performing related processing for a number of associated MTs

The WAPs and MTs may maintain a number of associations with each other, howeve
r for reasons of simplicity, the WLAN system of 400 only shows one association w
ith WAP 401 for the single MT 405 This MT 405 is associated with and receives s
ervices from WAP 401 over a wireless connection 427, Also the WAPs 401 and 403 a
re shown to be connected to a network backbone 407, through which they can commu
nicate with other networks and with each other, either directly or via intermedi
ate switching or routing devices., The WAPs may also connect to the network backb
one or with each other through a number of intermediate nodes,

During the operation of WLAN system 400, the processing loads at the WAPs may va
ry due to the dynamic nature of communications, For example, a number of new MTs
may choose to associate with a WAP thereby necessitating in additional processi
ng at the WAP, Another example is of a MT choosing to be involved in additional
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numbers of communications sessions again resulting in extra processing for the W

AP with which it is associated, Consequently, the processing load at various WAP

s in the WLAN system will vary over time, It is this dynamism that the disclosed
invention addresses by requiring WAPs to negotiate with each other for the purp

ose of distributing processing load from a heavily loaded WAP to a relatively li

ghtly loaded WAP while maintaining existing association relationships with their
MTs.,

From FIG, 4, WAPs 401 and 403 provide services to associated MTs by performing s
ome type of processing on their behalf, The processing may be logically divided
by lines 419 and 421 in WAPs 401 and 403, respectively, as being association—spe
c¢cific (ASP) and non—association—-specific (nASP) processing. ASP processing 411 a
nd 413 involves those that are directly dependent on the association between MTs

and WAPs, Such processing requires interaction with the wireless interface betw
een a2 WAP and an associated MT., Examples of ASP processing include transmission
and reception of data units, power control, coding and modulation,

nASP processing 415 and 417 refer to processing that are not directly dependent
on the wireless aspects of a connection between WAP and associated MT, Examples
of nASP processing include bridging, filtering, protocol data unit (PDU) process
ing and PDU delivery,

WAP controllers 423 and 425 manage and control the overall processing at WAPs 40
1 and 403, respectively.

The operations involved with this aspect of the invention are described with ref
erence to FIG, 5 The WAP controller in each of the WAPs in a WLAN system embody
ing the invention performs a step 501 of monitoring the nASP processing load at
the WAP, This includes monitoring the nASP processing load for each of the commu
nications sessions for all the associated MTs., Examples of how processing load m
ay be monitored include means for monitoring the processor usage or duration of
processor activity for a communications session and then aggregating this for al
| communications sessions, Another example is a means for monitoring the amount
of memory usage for communications sessions, Similarly, a number of other factor
s may be monitored, either independently or in any combination, to monitor the o
verall nASP processing load at a WAP, Furthermore, other means of monitoring may
also be used,

In one embodiment of the invention, a WAP controller 423 for a WAP 401 derives a

resource characteristic for the WAP based on the various factors of nASP proces
sing load that are monitored for each communications session of the associated M
Ts. The resource characteristic is a representation of the resources or processi
ng load required for providing services to a communications session,

Next, the resource characteristics of all communications sessions for all associ
ated MTs are combined to obtain an aggregate nASP load factor for WAP 401, The a
ggregate nASP load factor is then compared to a nASP load threshold, in a step 5
03, to determine impending nASP processing overload conditions that may not be m
anageable by WAP 401, If the aggregate nASP load factor is determined to be mana
geable at WAP 401, the monitoring of step 501 is repeated
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If, however, impending nASP processing overload conditions are determined, WAP ¢
ontroller 423 then determines in a step 505, which parts of the nASP processing

load at WAP 401 may be distributed to other WAPs of the WLAN system with the aim
of reducing overall processing load at WAP 40! while at the same time maintaini
ng existing association relationships with associated MTs, such as that with MT
405, Such a mechanism is unique from traditional methods of distributing process
ing load which mandate handovers that may necessitate in a MT physically displac
ing to a coverage area of another WAP, The step 505 is based on the resource cha
racteristics of the communications sessions of MTs associated with WAP 401, For
example, a WAP controller may choose to distribute those parts of processing loa
d with the greatest resource characteristics or those with the least resource ch
aracteristics, This choice may also be based on other factors such as the expect
ation of future changes in resource characteristics,

Next, the negotiations phase begins between a first WAP controller and other WAP

controllers, This phase involves determining which of the other WAPs are agreea
ble to accommodate the dynamic differences in processing loads by taking over so
me parts of the nASP processing load of the overloaded first WAP, In a first sta
ge of negotiations, the WAP controller 423 executes a step 507 of sending solici
tation messages to other WAPs of the WLAN system, The solicitation messages incl
ude the resource characteristics of those parts of nASP processing load of WAP 4
01 that have been determined by the WAP controller to be distributed to other WA
Ps,

WAP controllers receiving the solicitation message determine if they are capable

of accommodating the additional processing load as specified in the message, Th
ese controllers then respond to the WAP controller initiating the solicitation b
y either accepting to take over the complete specified load or accepting to hand
le partial amounts of the load, The initiating WAP controller then uses the resp
onses to determine which of the other WAPs are agreeable and to which extent agr
eeable, to receiving parts of the nASP processing load that it initially specifi
ed, The negotiations may also extend beyond the initial solicitation message if

such a need is inferred to exist by the initiating WAP controller, As such, step

507 is used to determine which of the other WAPs in the WLAN system are agreeab
le to receiving and perform processing of parts of nASP processing load of WAP 4
01 in order to reduce the processing load at WAP 401,

Next, in a step 509, WAP controller 423, of the overloaded or soon to be overloa
ded WAP, establishes a tunnel connection 409, between WAP 401 and the WAPs deter
mined in a step 507 to be agreeable to receiving and processing the determined p
arts of nASP processing load of WAP 401, FIG 4 illustrates one of the agreeable
WAPs to be WAP 403, Relevant context information required for processing of the
determined parts of nASP processing load is then transmitted over the establish
ed tunnel connection to the agreeable WAPs, Then, in a step 511, WAP controller
423 distributes the determined parts of the ASP processing load of WAP 401 to th
e agreecable WAPs over the tunnel connection, In doing so WAP controller 423 redu
ces the overall processing load at WAP 401, All this is achieved while maintaini
ng existing associations with associated MTs and in a fine grained manner so as
not to overwhelm the agreeable WAPs
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This embodiment illustrates the efficacy of this aspect of the invention in dist
ributing processing load without the limitations of existing handover-based meth
ods, As such, there are no constraints as to the geographic position or willingn
ess to displace for the associated MTs

In another embodiment of this aspect of the invention, an overloaded WAP simply

relays the processing load required for communications sessions of associated MT
s to other agreeable WAPs, This relay may be over wireless, wired or a combinati
on of both types of links. Relevant context information may also be relayed so a
s to facilitate the processing of the relayed processing load,

In one embodiment, the tunnel connection between two WAPs is established over a
direct link between WAPs, This direct link may be wireless and similar to the 1i
nk between WAPs and MTs in which case the WAPs determine a radio channel alterna
te from the channel used for communications with associated MTs and use this to
exchange relevant context information and determined parts of nASP processing lo
ad, Alternatively, the link between two WAPs can be wired and directly connected

With this embodiment, the tunnel connection need not traverse the network back
bone but rather can be established directly

In another embodiment of the invention, nASP processing load is defined as the p
rocessing required for security algorithms used for the encryption and decryptio
n of MAC PDUs that are transmitted to and received from associated MTs, Processi
ng of security algorithms is a type of non—association—-specific processing which
is computationally intensive due to the complex characteristic, As such, a sign
ificant increase in the number of associated MTs or in the volume of traffic to
and from associated MTs will in turn lead to a corresponding increase in the pro
cessing of the security algorithms, In this embodiment, WAPs and associated MTs
encrypt their respective transmissions over the wireless connection based on an
established security algorithm, Upon receipt of transmissions, the WAPs and MTs
perform decryption processing based on the same established security algorithm
When the nASP processing load for encryption and decryption becomes significant,
as measured by its resource characteristic exceeding a nASP load threshold, a W
AP controller 423 of WAP 401 sends a solicitation message to determine which of
other WAPs in the WLAN system are agreeable to receiving and processing parts of
nASP processing load corresponding to the security algorithms used for transmis
sions between WAP 401 and MT 405, If WAP 403 is agreeable to processing the nASP
processing load, its WAP controller 425 responds to the solicitation message., U
pon receipt of the response to the solicitation message, WAP controller 423 esta
blishes a tunnel connection to WAP 403 and then sends relevant security keys and
context information to WAP 403 via the established tunnel connection,

Next, upon establishment of the tunnel connection and exchange of the security k
eys and context information, WAP controller 423 sends to WAP 403 encrypted MAC P
DUs received from associated MT 405 WAP controller 423 also sends to WAP 403, M
AC PDUs that are to be encrypted before transmission to the associated MT 405 W
AP 403 then processes the nASP processing load for encryption of MAC PDUs and se
nds the encrypted MAC PDUs to WAP 401 via the tunnel connection, Having received

the encrypted MAC PDUs, WAP 401 then transmits them to the associated MTs. In t
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his embodiment, the computationally intensive processing of security algorithms
is distributed across WAPs so as to lower the processing load at a WAP, This 1is
performed without affecting re—associations of MTs and as such this method is no
t limited by the shortcomings of handover—-based methods.

In another embodiment, a WAP controller distributes the nASP processing load cor
responding to those security algorithms that cannot be processed by the WAP due

to reasons of unfamiliarity of the said security algorithms while at the same ti
me maintaining association relationships with associated MTs, Given the growing

numbers of MTs and other devices in which WLAN capabilities are incorporated, th
ere may be many security features implemented in such MTs and devices, all of wh
ich not being recognizable by all WAPs with which associations are sought, As su
¢h this embodiment allows a WAP to maintain associations with MTs and other devi
ces even if some of the required processing is not possible at the said WAP, Th
e embodiment is described using an uncommon security algorithm as example; howev
er it is valid for any other type of processing that is uncommon between WAP and
MT.,

During an association of a MT with a WAP, a security algorithm that is knowledge
able to both entities is negotiated upon for securing transmissions over the wir
eless connection between the two entities, Traditionally, if the WAP is not know
ledgeable of any of the security algorithms used by the MT, the MT cannot be ass
ociated with the said WAP, The here forth described embodiment of the invention

transcends this limitation and permits MTs to associate with a WAP even if the
WAP is not knowledgeable of any of the security algorithms used by the MTs

In this embodiment, a WAP controller 423 permits a MT 405 to associate with WAP
401 even though there are no common security algorithms that both WAP 401 and MT
405 are knowledgeable of, During the association phase, WAP controller 423 send
s a solicitation message to other WAPs in the WLAN system to determine which WAP
s are knowledgeable of and agreeable to processing any of the security algorithm
s familiar to MT 405, If WAP 403 is knowledgeable of and agreeable to processing
any of the security algorithms familiar to MT 405, WAP controller 425 responds
to the solicitation message from WAP controller 423 with a chosen security algor
ithm, Upon receipt of the response to solicitation message, WAP controller 423 t
hen establishes a tunnel connection 409 with WAP 403, WAP controller 423 next se
nds relevant security keys and context information to WAP 403 via the establishe
d tunnel connection. The chosen security algorithm is then intimated to MT 405 a
nd it is associated with WAP 401,

Upon establishment of tunnel connection and exchange of security keys and contex
t information, WAP controller 423 sends to WAP 403, MAC PDUs received from MT 40
5 associated with WAP 401, that have been encrypted based on the chosen security

algorithm WAP 403 receives the encrypted MAC PDUs via the tunnel connection an
d decrypts them based on chosen security algorithm and established security keys

and context information, WAP controller 423 also sends to WAP 403, MAC PDUs tha
t are to be encrypted before transmission to the associated MT 405, In this case
, WAP 403 receives MAC PDUs via the tunnel connection, encrypts them based on ch
osen security algorithm and sends the encrypted MAC PDUs back to WAP 401, WAP 40
1 then transmits the encrypted MAC PDUs to the associated MT 405, In this embodi
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ment, the lack of knowledge about a security algorithm does not limit a WAP from

allowing a MT to associate with it, As such it provides greater flexibility in
providing services to a great number of MTs with different processing requiremen
ts.

Another embodiment of the invention relates to the size of PDUs processed by WAP
s, Studies in processor scheduling have shown that processing large PDUs before
small PDUs leads to greater average processing time as compared to cases where s
mall PDUs are processed before large PDUs, FIG, 6 illustrates this through examp
le, In a first case, it shows two processing schedules 601 and 603 for processor
s 613 and 615, respectively, The scheduling order 605 and 607 denote the relativ
e order in which PDUs A, B, C and D are processed, 609 and 611 denote the proces
sing time, in arbitrary time units (tu), required for processing each of the PDU
S,

In schedule 601, large PDUs A and B are processed before small PDUs C and D. The
average processing time for the PDUs is 21,25 tu, while it is only 16,25 tu for
the PDUs in schedule 603 where small PDUs C and D are processed before large PD

Us A and B, Clearly schedule 603, in which small PDUs are processed before large
PDUs, leads to significant reductions in average processing time,

In a second case, the aspect of processing overhead for processor scheduling is
considered, The processing of each PDU requires some processing overhead which i
ncludes memory access time and context transfer time, The overhead is generally
independent of the size of the PDU as it is required before the actual processin
¢, FIG, 6 depicts a schedule 617 for small PDUs alone in which processing overhe
ad time and actual processing time is shown by 621 and 625, respectively, Proces
sing overhead time 623 and processing time 627 is for large PDUs in schedule 619

From this, it is seen that the processing overhead takes up 50% of total time
in schedule 617 whereas overhead constitutes only 331/3% in schedule 619. This i
llustrates how processing only small PDUs can lead to a processor handling more
overhead than when a processor handles large PDUs,

In an embodiment of the invention related to the size of PDUs, the nASP processi
ng load is defined as the size of PDUs handled by a WAP, A WAP controller 423 of
WAP 401 monitors the size of PDUs received over a wireless connection 427 from
an associated MT 405 When WAP controller 423 determines that WAP 401 is process
ing any of the previous described cases, the controller determines a processing
schedule for a subset of the monitored received PDUs, The aim of the processing
schedule is to optimize average processing time and processing overhead time at

WAP 401,

Next, WAP controller 423 derives a resource characteristic for the PDUs that may

be distributed to other agreeable WAPs for processing, As such, the resource ch
aracteristic represents the processing load required for processing PDUs other t
han those that are processed by the WAP 401 itself, The resource characteristic
is then sent to other WAPs of the WLAN system as part of a solicitation message
to determine WAPs agreeable to processing the PDUs described in the message

If WAP 403 is agreeable to the nASP processing of PDUs described in the solicita
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tion message, WAP controller 425 responds accordingly, A WAP in the WLAN system

will be agreeable to processing PDUs from another WAP when processing such PDUs

would allow it to optimize its own average processing time and processing overhe
ad time, Upon receipt of the response, WAP controller 423 then establishes a tun
nel connection 409 with WAP 403 and sends relevant context information to WAP 40
3 via the established tunnel connection,

Having established the tunnel connection and exchanged relevant context informat
ion, WAP controller 423 sends to WAP 403, PDUs described by the previously sent
resource characteristic with the aim of optimizing average processing time and p
rocessing overhead time at WAP 401, So with this embodiment, the nASP processing
of PDUs of different sizes may be distributed in a manner so as to optimize pro
cessing while at the same time maintaining association relationships between WAP
s and MTs,

In another embodiment, a WAP controller distributes the nASP processing load bas
ed on information comprising the size of the data unit to be processed, the expe
cted average time for processing a data unit, the overhead time for processing a
data unit and a weighted sum of said information,

Another embodiment of the disclosed method concerns the distribution of processi
ng of IS0-0SI layer 3 and layers above layer 3 from a first WAP to other WAPs wh
ile maintaining association relations between the first WAP and MTs associated w
ith it, Many WAPs are currently capable of processing up to ISO-0SI layer 2, how
ever there are vendors manufacturing WAPs capable of ISO-0SI layer 3 processing.
This embodiment refers to such devices and other similar WAPs, Processing for I
SO-0SI layer 3 and layers above layer 3 includes quality of service (QoS) provis
ioning, routing and scheduling, In this embodiment, nASP processing load is defi
ned as the processing concerning ISO-0SI layer 3 and layers above layer 3

In this embodiment, a WAP controller 423 for WAP 401 derives a resource characte
ristic for the processing of ISO-0SI layer 3 and layers above 3 based on the fac
tors of nASP processing load monitored for each of the communications sessions b
etween WAP 401 and associated MT 405 The resource characteristics of all commun
ications sessions are then combined to derive an aggregate nASP load factor for
WAP 401 which is then compared to a nASP load threshold to determine impending n
ASP processing overload conditions

If impending nASP processing overload conditions are determined, WAP controller
423 then determines parts of nASP processing load of ISO-0SI layer 3 and layers
above 3 that may be distributed to other WAPs in the WLAN system with the aim of

reducing overall processing load at WAP 401, Next, WAP controller 423 sends a s
olicitation message, comprising resource characteristics of the determined parts
of nASP processing load of ISO-0SI layer 3 and layers above 3, to determine whi
ch other WAPs are agreeable to receiving and performing processing of the parts
of nASP processing load on behalf of WAP 401,

If WAP 403 is agreeable to processing the parts of nASP processing load based on
the solicitation message, WAP controller 425 sends a positive response to WAP 4
01, Upon receiving the response, WAP controller 423 establishes a tunnel connect
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ion 409 between WAP 401 and WAP 403 after which relevant context information regq
uired for processing of parts of nASP processing load of ISO-0SI layer 3 and lay
ers above 3 is transmitted over tunnel connection to WAP 403. Then WAP controlle
r 423 sends the determined parts of nASP processing load to WAP 403 with the aim
of reducing nASP processing load at WAP 401 by distributing parts of processing
load to other WAPs while maintaining existing association relations between WAP
s and MTs,

In yet another embodiment of the aspect of the invention dealing with negotiatio
ns for accommodating dynamic differences among WLAN entities, a central controll
er entity takes part in the negotiations, Broadly, the central controller entity
coordinates how the dynamic differences are to be managed among participating W
LAN entities, One particular embodiment involves the central controller coordina
ting the distribution of nASP processing load across the WAPs under its purview
This is described with reference to FIG, 7 which illustrates a central controlle
r 729 that is capable of monitoring the nASP processing loads at WAPs 701 and 70
3, When the nASP processing load at WAP 701 exceeds a nASP processing load thres
hold, the central controller sends a solicitation message to other WAPs in the W
LAN system requesting assistance for the processing of parts of processing load
of WAP 701, This begins the negotiations phase between the central controller an
d other WAPs in the WLAN system The solicitation message includes descriptors o
f the parts of processing load at WAP 701 to be distributed to other WAPs with t
he aim of reducing overall processing load at WAP 701,

If WAP 703 is agreeable to assist with the processing for WAP 701, a WAP control
ler 725 responds to the solicitation message, The central controller then intima
tes WAP 701 about the acceptance, after which WAP 701 establishes a tunnel conne
ction 709 with WAP 703, It then sends WAP 703 relevant context information follo
wed by the parts of processing load as specified in the solicitation message, Al
ternatively, WAP 701 may send the context information and parts of processing lo
ad to the central controller which then forwards this to the agreeable WAPs like
WAP 703, So with this embodiment, processing load is distributed across WAPs of
a WLAN with a central controller coordinating the distribution,

In another embodiment, the central controller receives regular information from
WAP controllers of the WAPs under its purview regarding their nASP processing lo
ads, As such, the WAP controllers themselves determine overload conditions and t
he need to distribute parts or all of nASP processing load to other WAPs or othe
r WLAN entities, The negotiations phase in this embodiment is thus initiated by
the WAP controllers and then further pursued between the central controller and
other WAPs,

The embodiments presented so far exhibit how negotiations between various WLAN e
ntities based on the disclosed policies may be used to accommodate the dynamic d
ifferences among them, In particular, they describe how processing load may be ¢
lassified as being association—specific and non—association—specific, They also
illustrate how parts of nASP processing load may be distributed to other WAPs of
the WLAN system for the purpose of reducing overall processing load at a first
WAP, The disclosed invention is unique in that it permits the distribution of pr
ocessing load while maintaining existing association relationships between WAPs
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and MTs, As such, the disclosed method for accommodating dynamic differences doe
s not necessitate in the physical displacement of any WLAN entity which is unlik
¢ existing methods, This innovation is therefore more flexible than handover—bas
ed methods for distributing processing load, It also transcends the limitations
of such schemes,

The various aspects of the disclosure presented insofar illustrate the novelty o
f the method for negotiations in accommodating static and dynamic differences am
ong WLAN entities, Whereas, extant methods focus on hard divisions in functional
ity among WLAN entities, this invention presents alternate means where functiona
lity divisions may be made in flexible manners, Also, while existing methods regq
uire re—associations and the consequent geographical and physical limitations of
handovers, this innovation puts forth ways of dealing with imbalances in proces
sing load without the constraints of handover—based methods,

It will be clear to anyone skilled in the related art that the disclosed inventi

on may take the form of numerous other embodiments with numerous other policies

for the negotiation and handling of differences among WLAN entities without devi

ating from the essence and scope of this disclosure, As such this invention will
be applicable in all such embodiments and practices,

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 illustrates an operational representation of a wireless local area
network (WLAN) system used to illustrate a first aspect of the disclosed invent
ion dealing with policies for negotiations between WLAN entities, particularly b
etween a controlling node (CN) and wireless access points (WAPs):

FIG, 2 depicts the general operational steps involved in a first aspect o
f the invention dealing with policies for negotiations between a CN and WAP

FIG. 3 shows an integrated WLAN entity exemplifying one embodiment of a f
irst aspect of the invention in which the capabilities of a CN and WAP are integ
rated into one entity;

FIG. 4 illustrates a simplified framework for a second aspect of the inve
ntion dealing with policies for negotiations for the purpose of accommodating dy
namic differences among WLAN entities, particularly between WAPs;

FIG, 5 depicts the general operational steps involved in a second aspect
of the invention dealing with policies for negotiations for accommodating dynami
¢ differences among WLAN entities, Specifically, it deals with processing loads
at various entities;

FIG, 6 serves to explain the reasoning for one embodiment of a second asp
ect of the invention, wherein the definition of processing load is taken to be ¢
he size of the protocol data unit (PDU) that is received by the WAP from associa
ted MTs;

FIG, 7 illustrates one embodiment of a second aspect of the invention in
which a central controller performs a supervisory role in the negotiations for a
ccommodating dynamic differences among WLAN entities,

FIG, 8 illustrates one embodiment of a first aspect of the invention in w
hich negotiations strategies are applied to enable CAPWAP split operations in dy
namic WLAN topologies,

FIG. 9 exemplifies a particular embodiment of a first aspect of the inven
tion relating to IEEE802, 11 WLAN specifications.
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FIG, 10 depicts a sequence of steps of a first aspect of the invention in
which dynamic WLAN topologies are enabled,

Description of the Symbols

100, 300, 400, 700, 800 Wireless Local Area Network (WLAN) system

01 <controller node (CN)
03, 305 CN controller

05 107, 401, 403, 701, 703

wireless access point (WAP)

WAP controller

13, 309, 405 705 mobile terminal (MT)

1
1
1
109, 111, 303, 423, 425 1723,
1
1

15, 307 functional component

117, 311, 407, 707 network backbone

301  WLAN entity

409, 709 tunnel connection

411, 413, 711, 713 ASP
415, 417, 715, 717 nASP

4217, 727 wireless connection
613, 615 629, 631 processor

605 607 scheduling order

729, 801 central controller

807, 809 topology

803, 901 WAPI

811, 903 mobile clients
813 transition

(central controlling node)

815 new connection (newly established wireless connection)

817, 819, 821 step

823 communications unit
905 ' Reception’ block

907 filter

909 ' WAP Processes block
911 " Transmission’ block
913 filter logic update
805, 915 WAP2

917 network
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1 Abstract

A method for negotiations between various entities of a wireless local ar

ea network (WLAN) including negotiations between controlling nodes (CNs) and wir
eless access points (WAPs) and negotiations between WAPs is disclosed, These neg
otiations are used for the purpose of establishing the capabilities of the vario
us entities, determining how such capabilities may be optimally divided among th
¢ negotiating entities and then dividing the capabilities among the entities bas
ed on this determination, The capabilities include those required for the operat
ion, control and management of the WLAN entities and the encompassing WLAN, The
disclosed method introduces means for flexibly accommodating the varying degrees
of differences in capabilities among the WLAN entities between the WLAN entitie
s including dynamic changes in WLAN topologies.

2 Representative Drawing Figure 1
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of

Inventors: Hong CHENG, et al. Art Unit : 2617

Appln. No.:  13/235,912 Exr.; O. AKONAI

Filed: September 19, 2011 Conf. No.: 3998

For: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS

LOCAL AREANETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROIL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA
NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A
WIRELESS POINT AND ONE OR MORE CONTROL NODES

INFORMATION DISCLOSURE STATEMENT

Assistant Commissioner of Patents
Alexandria, VA 22131
Dear Sir:

Pursuant to Rules 56 and 99, Applicants hereby call the attention of the Patent Office
to the art listed on the attached Form PTO 1449, |

The cited art is listed in the attached PTO-1449 for an indication of consideration by
the examiner. Copies of any references listed on the PTO-1449, besides U.S. patent
documents, are submitted herewith,

Applicants present this art so that the Patent Office may, in the first instance, determine
any relevancy thereof to the presently claimed invention; see Beckman Instruments, Inc. v.
Chemtronies, Inc., 439 F.2d 1369, 1380, 165 USPQ 355, 364 (5th Cir, 1970).

Applicants respectfully request that this art be expressly considered during the
prosecution of this application and made of record herein and appear among the "References

Cited" on any patent to issue herefrom.
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If any additional fee is due please charge it to Deposit Account 04-1061.

Respectfully submitted,
/James Edward Ledbetter/

Date: December 20, 2011 James E. Ledbetter

Registration No. 28,732
JEL/Isw

ATTORNEY DOCKET NO. 008638-61151
DICKINSON WRIGHT PLLC
International Square

1875 Eye Street, N.W., Suite 1200
Washington, D.C., 20006

Telephone: 202.457.0160

Facsimile: 202.659.1559
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SHEET 1. OF 1

SUBSTITUTE FOR FORM PTQ-1449 ATTY. DOCKET NO. SERIAL NO.
U.8. Department of Commerce Patent and Trademark Office 008638-061151 13/235,912

INFORMATION DISCLOSURE

APPLICANT
STATEMENT BY APPLICANT Hong CHENG, et al.
(Use several sheets if necessary) FILING DATE GROUP
September 19, 2011 2617
U.S. PATENT DOCUMENTS

EXAMIN DISCUSSED AND CITED iN SPEC?
ER AL POCUMENT HumBEs baTe NAME CORRESPONDENT {insert page and line number where cited)

2003/0035464 02/2003 Dehner

2003/0163579 08/2003 Knauerhase

6,522,881 02/2003 Feder

6,965,605 11/2005 Amos
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2005/0053005 | 03/2005 Cain

2005/0058396 03/2005 Chuah
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2000-069050 03/2000 JP Abstract

10-041969 02/1998 JP Abstract

OTHER DOCUMENTS (inciuding Author, Title, Date, Pertinent Pages, Etc.)

DISCUSSED AND CITED 1N SPEC?

European Search Report dated May 24, 2011.

1-35.

B. O’hara, et al., “Architecture for Control and Provisioning of Wireless Access
Points (CAPWAP),” CAPWAP Working Group Internet-Draft, February 2004, pp.

Communication Proceedings, September 2003, pp. 931-935

H. Tang, et al., “Issues of the Radio Access Network with Distributed Radio
Network Control Functions for Universal Mobile Telecommunication System,” The
14th IEEE 2003 International Symposium on Personal, Indoor and Mobile Radio

internet-Draft, February 2004, pp. 1-9.

P. Calhoun, et al., “CAPWAP Problem Statement,” CAPWAP Working Group

Wireless Access Points,” CAPWAP Internet-Draft, February 2004 pp 1-9.

H. Cheng, et al.,, “Functionality Classifications for Control and Provisioning of

B. O’hara, et al., “CAPWAP Problem Statement,”

August 20 2004, pp. 1-8.

draft-ietf-capwap-problem-statement-02, CAPWAP Working Group, internet-Draft,

Committee of the IEEE Company Society, 528 pages total, June 12, 2003.

“Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY}
Specifications,” Information Technology, Telecommunications and Information
Exchange between Systems, Local and Metropolitan Area Networks, Specific

Requirements, ANSI/IEEE Std 802.11, 1999 Edition (R2003), LAN MAN Standards

PCT International Search Report dated May 17, 2005.

EXAMINER: Initial if citation is considered, draw line through citation if not in conformance and not considered. Include

copy of this form with next communication to applicant.

(Form PTO-1449 [6-4])
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Application No. Applicant(s)

13/235,912 CHENG ET AL.

Office Action Summary Examiner Art Unit
OLUMIDE T. AJIBADE AKONAI | 2617

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX Responsive to communication(s) filed on 19 September 2011.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.
4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
5)X Claim(s) 1-8is/are pending in the application.
ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)XI Claim(s) 1-8is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 19 September 2011 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
aX Al b)[J Some * ¢)] None of:
1.X] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) x Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 12/20/2011. 6) D Other: _____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 02102012
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Application/Control Number: 13/235,912 Page 2
Art Unit: 2617

DETAILED ACTION
Claim Rejections - 35 USC § 102
1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.

2. Claims 1-8 are rejected under 35 U.S.C. 102(e) as being anticipated by O’Hara
et al, “Architecture for Control and Provisioning of Wireless Access Points (CAPWAP),
“draft-ietf-capwap-arch-00.txt”, IETF standard-working-draft, IETF, CH, vol. capwap, 8
February 2004 (hereinafter O’Hara) (see full reference in the parent application

10/591184).

Regarding claim 1, O’Hara discloses a wireless point (AP, see page 10) that
provides for functions for a wireless local area network (see page 10, fig. 1, page 17, fig.
4) to be separated between said wireless point and one or more control nodes (access
router AR, see page 10), said wireless point comprising: a discovery unit configured to
send a discovery request message to said one or more control nodes (AP performing
AR discovery by sending discovery messages to the ARs, indicating a discovery unit in
the AP, see fig. 1, page 10, page 17); a selecting unit configured to select one control
node of said one or more control nodes based on one or more discovery response

messages sent to said wireless point from said one or more control nodes in response
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to said discovery request message (AP deciding the AR/ARSs that it wants to register
with based on responses from the AR discovery, indicating presence of a selection in
the AP to select the appropriate AR/ARs, see fig. 1, page 17), each of said one or more
discovery response messages including information of functions offered by the
associated control node of said one or more control nodes (during the AR discovery, the
discovered ARs send information about their capabilities to the AP, see fig. 1, pages 17-
18, sections 3.3-3.3.3.2); and a session establishing unit configured to establish a
secure session with said selected one control node (secure communication between AP
and AR after authentication, see fig. 1, page 10, pages 17-18, sections 3.3-3.3.3.2,

page 20, 3.3.5).

Regarding claim 5, O’Hara discloses a method for providing service in a wireless
local area network (see page 10, fig. 1, page 17, fig. 4) that provides for functions for
said wireless local area network to be separated between a wireless point and one or
more control nodes (CAPWAP network topology, see pages 14-15, section 3.2), said
method comprising steps of: sending a discovery request message to said one or more
control nodes (AP performing AR discovery by sending discovery messages to the ARs,
see fig. 1, page 10, page 17); selecting a control node of said one or more control
nodes based on one or more discovery response messages sent to said wireless point
from said one or more control nodes in response to said discovery request message
(AP deciding the AR/ARs that it wants to register with based on responses from the AR
discovery, see fig. 1, page 17), each of said one or more discovery response messages

including information of functions offered by the associated control node of said one or
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more control nodes (during the AR discovery, the discovered ARs send information
about their capabilities to the AP, see fig. 1, pages 17-18, sections 3.3-3.3.3.2); and
establishing a secure session with said selected one control node (secure
communication between AP and AR after authentication, see fig. 1, page 10, pages 17-

18, sections 3.3-3.3.3.2, page 20, 3.3.5).

Regarding claims 2 and 6 as applied to claims 1 and 5, O’'Hara further discloses
a negotiation unit configured to exchange information about the functions to be
separated between said selected one control node and said wireless point (capabilities
negotiation for capwap network topology, indicating a negotiation unit, see pages 12-14,

page 18, 3.3.2).

Regarding claims 3 and 7 as applied to claims 2 and 6, O’Hara further discloses
wherein said information exchange is performed by transmitting, to the selected one
control node, information about functions that said wireless point has, and receiving,
from said selected one control node, information about functions that said selected one
control node has (capabilities negotiation for capwap network topology, indicating a

negotiation unit, see pages 12-14, page 18, 3.3.2).

Regarding claims 4 and 8 as applied to claims 1 and 5, O'Hara further discloses
wherein said functions for a wireless local area network comprise at least one of
Beacon Signal Control, Power Management, Quality of Service (QoS), Scheduling,

Authentication, and Encryption/Decryption (see pages 10-11, section 3.1).
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Conclusion
3. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

Olkkonen et al 6,842,460.

Shim et al 20040166857.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to OLUMIDE T. AJIBADE AKONAI whose telephone
number is (571)272-6496. The examiner can normally be reached on M-F, 8.30p-5p.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Charles Appiah can be reached on 571-272-7904. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/OLUMIDE T AJIBADE AKONALI/
Primary Examiner, Art Unit 2617
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IN THE UNITED STATES PATENT AND TRADEMARK OIFICE

In re the Application of

Inventors: Hong CHENG, et al. Art Uit @ 2617

Appin. No.o 13/235912 Exr.: O. AKONAI

Filed: September 19, 2011 Conf. No.: 3998

For: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS

LOCAL AREA NETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA
NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A
WIRELESS POINT AND ONE OR MORE CONTROL NODES

INFORMATION DISCLOSURE STATEMENT

Assistant Commissioner of Patents
Alexandria, VA 22131
Dear Sir:

Pursuant to Rules 56 and 99, Applicants hereby call the attention of the Patent Office
to the art listed on the attached Form PTO 1449. |

The cited art is listed in the attached PTO-1449 for an indication of consideration by
the examiner. Copies of any references listed on the PTO-1449, besides U.S. patent
documents, are submitted herewith,

Applicants present this art so that the Patent Office may, in the first instance, determine
any relevancy thereof to the presently claimeq invention; see Beckman Instruments, Inc. v.
Chemtronics, Inc., 439 F.2d 1369, 1380, 165 USPQ 355, 364 (5th Cir. 1970).

Applicants respectfully request that this art be expressly considered during the
prosecution of this application and made of record herein and appear among the "References

Cited" on any patent to issue herefrom.
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If any additional fee is due please charge it to Deposit Account 04-1061.

Respectfully submitted,
/James Edward Ledbetter/

Date: December 20, 2011 James E. Ledbetter

Registration No. 28,732
JEL/lsw

ATTORNEY DOCKET NO. 008638-61151
DICKINSON WRIGHT PLLC
International Squarc

1873 Eve Street, NW., Suite 1200
Washington, D.C., 20006

Telephone: 202.457.0160

Facsimile; 202.659.1559
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of

Inventor: Hong CHENG, et al. Art Unit: 2617

Appln. No.:  13/235,912 Exr: O. Ajibade Akonai
Filed: September 19, 2011 Conf. No: 3998

For: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS

LOCAL AREA NETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA
NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS
POINT AND ONE OR MORE CONTROL NODES

AMENDMENT UNDER 37 CFR. § 1.111

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
In response to the Office Action dated February 14, 2012, the following amendments and

remarks are respectfully submitted:
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IN THE CLAIMS

Please amend the claims to read as follows:

Listing of Claims

1. (Original) A wireless point that provides for functions for a wireless local area network
to be separated between said wireless point and one or more conirol nodes, said wireless point
comprising;

a discovery unit configured to send a discovery request message to said one or more
control nodes;

a selecting unit configured to select one control node of said one or more control nodes
based on one or more discovery response messages sent to said wireless point from said one or
more control nodes in response to said discovery request message, each of said one or more
discovery response messages including information of functions offered by the associated
control node of said one or more control nodes; and

a session establishing unit configured to establish a secure session with said selected one

control node.

2. (Original) The wireless point according to claim 1, further comprising:
a negotiation unit configured to exchange information about the functions to be separated

between said selected one control node and said wireless point,

3. (Original) The wireless point according to claim 2, wherein said information exchange

is performed by transmitting, to the selected one control node, information about functions that
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said wireless point has, and receiving, from said selected one control node, information about

functions that said selected one control node has,

4. (Currently Amended) The wireless point according to claim 1, wherein said functions
for [[a]] the wireless local area network comprise at least one of Beacon Signal Control, Power

Management, Quality of Service (QoS), Scheduling, Authentication, and Encryption/Decryption.

5. (Currently Amended) A method for providing service in a wireless local area network
that provides for functions for said wireless local area network to be separated between a
wireless point and one or more control nodes, said method comprising steps-ef:

sending a discovery request message to said one or more control nodes;

selecting a control node of said one or more control nodes based on one or more
discovery response messages sent to said wireless point from said one or more control nodes in
response to said discovery request message, each of said one or more discovery response
messages including information of functions otfered by the associated control node of said one
or more control nodes; and

establishing a secure session with said selected one control node.

6. (Original) The method according to claim 5, further comprising:
exchanging information about the functions to be separated between said selected one

control node and said wireless point.

Exhibit 1002
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000262



7. (Original) The method according to claim 6, wherein said information exchange is
performed by transmitting, to the selected one control node, information about functions that said
wireless point has, and receiving, from said selected one control node, information about

functions that said selected one control node has.

8. (Currently Amended) The method according to claim 5, wherein said functions for
[[a]] the wireless local area network comprise at least one of Beacon Signal Control, Power

Management, Quality of Service (QoS), Scheduling, Authentication, and Encryption/Decryption.
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REMARKS

Reconsideration and allowance of this application are respectfully requested in light of
the above amendments and the following remarks.

Claims 4-5 and 8§ have been amended to ensure proper antecedent support for each recited
feature and to correct grammatical mistakes.

In the Office Action, claims 1-8 were rejected under 35 U.S.C. §102(¢) as being
anticipated by O'Hara et al, “Architecture for Control and Provisioning of Wireless Access
Points (CAPWAP),” ‘draft-ietf-capwap-arch-00.txt’, IETF standard-working-draft, IETF, CH,
vol. capwap, 8 February 2004 (hereinafter, “O’Hara’). The Applicants respectfully traverse
based on the points set forth below.

Claim 1 1s directed towards a wireless point and recites the features of:

“1. A wireless point that provides for functions for a wireless local area network
to be separated between said wireless point and one or more control nodes, said
wireless point comprising:

a discovery unit configured to send a discovery request message to said one or
more control nodes;

a selecting unit configured to select one control node of said one or more contro}
nodes based on one or more discovery response messages sent to said wireless
point from said one or more controi nodes in response to said discovery request
message, each of said one or more_discovery response messages including
information_of functions offered by the associated control node of said one or
more control nodes; and

a session establishing unit configured to establish a secure session with said

selected one control node.” {(emphasis added)
As explained in the specification, the wireless point of claim 1 enables negotiations
between controiling nodes (CNs) and wireless access points (WAPs) of a WLAN based on

policies that allow for accommaodating static and dynamic differences among the WLAN entities
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including dynamic changes in WLAN topologies within a single WLAN. (see, e.g., par. [0021]
of the published U.S. application).

First of all, the rejections of claims 1-8 should not be characterized as a 35 U.S.C.
§102(e) rejection, because 35 U.S.C. §102(e) rejections only apply to prior art references which
are (1) applications for patents, or (2) patents granted on applications for patents, and the O’Hara

reference is neither an application for patent nor a patent. See 35 U.S.C. §102(e). Accordingly,

the statutory ground of rejection shouid be listed as 35 U,S.C, §102(a).

Secondly, despite the allegations in the Office Action, O’Hara fails to disclose, either
expressly or inherently, at least the above-noted features of: “...a selecting unit configured to
select one control node of said one or more control nodes based on one or more discovery

response messages sent to said wireless point from said one or more conirol nodes in response to

said discovery request message, each of said one or more discovery response messages including

informaition_of functions offered by the associated control node of said one or more control

nodes,” as recited by claim 1.

In contrast, O'Hara merely discloses the basic concepts of Control and Provisioning of
Wireless Access Points (CAPWAP). Specifically, O’Hara illustrates and describes a basic
communications framework of CAPWAP including the step of discovery, (See Page 10, Fig, 1).
The discovery disclosed by O’Hara is described in section 3.3 of O’Hara, which discloses:

“3.3 Access Router Discovery

When a AP comes alive on a network it may authenticate and register with one or
more ARs if detects on the network it is connected to0. In some architectures today
the ARs are the bridges they directly connect to. It performs a AR discovery
procedure in ifs network neighborhood. Based on the Network Topology and
Layering it MAY attempt a 1.2 or IP discovery of ACs. This will also depend
partly on the architectural capabilities of the AP and of available ARs. The type
of discovery protocol is also dependent on prior one-time Provisioning of AP
(configuration). The identification of ARs is only dependent on the L.2 or IP
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protocol used but is expected to be architecture-agnostic. It is the Capability
Negotiation Phase (Section 3.3.2.) that follows which resolves the mutual
capabilities of AP and AC which lets them decide to AP register with one or more
AC.” (emphasis added)

As described above, O’Hara discloses that an AP performs an AP discovery procedure,
and afterwards, the Capability Negotiation Phase is performed for resolving the mutual
capabilities of the AP and the AC. The Capability Negotiation Phase is specifically described in
section 3.3.2 of O'Hara, which discloses:

3.3.2 Capabilities Negotiation

An AP performs AR discovery in its network neighborhood. Upon having
discovered available ARs the AP enters into a capabilities exchange phase with
the candidate ACs. If the architectural types match during the exchange — the AP
registers with the AC and configures itself based on the policies it derives from
the AC after mutually authenticating with the AC. The capabilities negotiated by
architectural type match will decide the applicable API's between AP and AC.”
{emphasis added)

As described above, O’Hara discloses that upon having discovered available ARs (i.e.,
after successful completion of the discovery phase), the AP enters into a capabilities exchange
phase with the candidate ACs, and then if the architectural types match during the exchange, the
AP registers with the AC and configures itself based on the policies it derives from the AC after
mutually authenticating with the AC.

The Office Action (pg. 3) alleges that O’Hara discloses the feature of: .. .eqach of said

one_or_more discovery response messages including information of functions offered by the

associated control node of said one or more control nodes” by disclosing that “during the AR

discovery, the discovered ARs send information about their capabilities to the AP, see fig. I,
pages 17-18, sections 3.3 - 3.3.2).”

However, the Applicants disagree with this allegation.

Exhibit 1002
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000266



O’Hara merely discloses that upen having discovered available ARs (i.e. after successful
completion of the discovery phase), “the AP enters into a capabilities exchange phase with the

candidate ACs.” However, O'Hara does not disclose that the discovered ARs send information

about their functions to the AP during the AR discovery. Therefore, assuming arguendo that the

ARs disclosed by O’Hara correspond to the “one or more control nodes™ recited by claim 1,

O’Hara nevertheless fails to disclose that the ARs send “...discovery response messages

including information of functions offered by the associated control node of said one or more

control nodes,” as recited by claim 1.

Accordingly, the Applicants respectfully submit that O’Hara fails to disclose at least the
above-noted features of claim 1, and allowance of claim 1 and all claims dependent therefrom is
warranted. Claim 5 recites substantially the same features distinguishing claim 1 from O’Hara,
though does so with respect to a method. Accordingly, allowance of claims 1 and 5 and all
claims dependent therefrom is warranted.

In view of the above, it is submitted that this appiication is in condition for allowance and
a notice to that effect is respectfully solicited.

Respectfully submitted,
/James E. Ledbetter/

Date: May 14, 2012 James E. Ledbetter
JEL/DEA/att Registration No. 28,732
Attorney Docket No., 8638.61151

DICKINSON WRIGHT, PLLC

International Square

1875 Eye Street, NW

Suite 1200

Washington, D.C, 20006

Telephone: (202)-457-0160

Facsimile: (202)-659-1559

jledbetter@dickinsonwright.com

DC 8638-61151 205287v1
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TOTAL TOTAL
ADD’L OR ADDL
FEE FEE

/MARSHA RICHARDS/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of

Inventor: Hong CHENG, et al. Art Unit: 2617

Appin. No.:  13/235,912 Exr: O. Ajibade Akonai
Filed: September 19, 2011 Conf. No: 3998

For: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS

LOCAL AREA NETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA
NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS
POINT AND ONE OR MORE CONTROL NODES

SUPPLEMENTAL AMENDMENT UNDER 37 CFR. § 1.111 AND
SUMMARY OF SUBSTANCE OF TELEPHONE INTERVIEW

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

Supplemental to the Amendment filed on May 14, 2012, the following amendments and

remarks are respectfully submitted:
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IN THE CLAIMS

Please amend the claims to read as follows:

Listing of Claims

1. (Currently Amended) A wireless point that provides for functions for a wireless local
area network to be separated between said wireless point and one or more control nodes, said
wireless point comprising:

a discovery unit configured to send a discovery request message to said one or more
control nodes;

a selecting unit configured to select one control node of said one or more control nodes
based on one or more discovery response messages sent to said wireless point from said one or
more control nodes in response to said discovery request message, each of said one or more
discovery response messages including information of functions offered by the associated
control node of said one or more control nodes; [[and]]

a session establishing unit configured to establish a secure session with said selected one
control node; and

a negotiation unit configured to exchange information about the functions to be separated

between said selected one control node and said wireless point.

2. (Canceled).

3. (Currently Amended) The wireless point according to claim [[2]] 1, wherein said

information exchange is performed by transmitting, to the selected one control node, information
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about functions that said wireless point has, and receiving, from said selected one control node,

information about functions that said selected one control node has.

4. (Previously Presented) The wireless point according to claim 1, wherein said functions
for the wireless local area network comprise at least one of Beacon Signal Control, Power

Management, Quality of Service (QoS), Scheduling, Authentication, and Encryption/Decryption.

5. (Currently Amended) A method for providing service in a wireless local area network
that provides for functions for said wireless local area network to be separated between a
wireless point and one or more control nodes, said method comprising:

sending a discovery request message to said one or more control nodes;

selecting a control node of said one or more control nodes based on one or more
discovery response messages sent to said wireless point from said one or more control nodes in
response to said discovery request message, each of said one or more discovery response
messages mcluding information of functions offered by the associated control node of said one
or more control nodes; [[and]]

establishing a secure session with said selected one control node; and

exchanging information about the functions to be separated between said selected one

control node and said wireless point.

6. (Canceled).
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7. (Currently Amended) The method according to claim [[6]] 3, wherein said information
exchange is performed by transmitting, to the selected one control node, information about
functions that said wireless point has, and receiving, from said selected one control node,

information about functions that said selected one control node has.

8. (Previously Presented) The method according to claim 5, wherein said functions for
the wireless local area network comprise at least one of Beacon Signal Control, Power

Management, Quality of Service (QoS), Scheduling, Authentication, and Encryption/Decryption.
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REMARKS

Reconsideration and allowance of this application are respectfully requested in light of
the above amendments and the following remarks.

During a telephone interview on June 8, 2012, between Examiner O, Akonai and the
undersigned, the examiner indicated that this application would be placed in condition for
allowance with the above claim amendments.

Accordingly, claim 1 has been amended to include the features of claim 2, and claim 5 1s
amended to include the features of claim 6. Claims 3 and 7 are amended to depend from claims
1 and 5, respectively.

In view of the above, it is submitted that this application is in condition for allowance and
a notice to that effect is respectfully solicited.

Respectfully submitted,

/James E. Ledbetter/

Date: June 12, 2012 James E. Ledbetter
JEL /att Registration No. 28,732

Attorney Docket No. 008638-61151
DICKINSON WRIGHT, PLLC
International Square

1875 Eye Street, NW

Suite 1200

Washington, D.C. 20006
Telephone: (202)-457-0160
Facsimile: (202)-659-1559
jledbetter@dickinsonwright.com
DC 8638-61151 206966v1
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Title of Invention: MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A
WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN
A WIRELESS POINT AND ONE OR MORE CONTROL NODES
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Customer Number: 52989
Filer: James Edward Ledbetter
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Applicant(s}):

Hong CHENG, et al.

AMENDMENT TRANSMITTAL LETTER (Large Entity)

Docket No. ‘
008638-61151 |

Application No. Filing Date Examiner Customer No.j Group Art Unit { Confirmation No.
13/235,912 September 19, 2011 Q. Ajibade Akonai 52989 2617 3998
invention: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO

BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA NETWORK HAVING
FUNCTIONS SEPARATED BETWEEN A WIRELESS POINT AND ONE OR MORE CONTROL NODES

COMMISSIONER FOR PATENTS:

Transmitted herewith is an amendment in the above-identified application.

The fee has been calculated and is transmitted as shown below.

CLAIMS AS AMENDED

CLAIMS REMAINING HIGHEST # NUMBER EXTRA ADDITIONAL
AFTER AMENDMENT PREV. PAID FOR CLAIMS PRESENT RATE FEE
TOTAL CLAIMS 6 20 = 0 X $60.00 $0.00
INDEP. CLAIMS | 2 3 = 0 x  $250.00 $0.00
Muitiple Dependent Claims (check if applicable) " $0.00
TOTAL ADDIT!IONAL FEE FOR THIS AMENDMENT $0.00

No additional fee is required for amendment.
Piease charge Deposit Account No.
[ A check in the amount of

/James Edward Ledbetter/

Signature

Suite 1200

James E, Ledbetter, Registration No. 28,732
DICKINSON WRIGHT, PLLC
International Square
1875 Eye Street, NW

Washington, D.C. 20006
Telephone: (202)-457-0160
Facsimile: (202)-659-1559

CC!

in the amount of
to cover the filing fee is enclosed.
The Director is hereby authorized to charge payment of the following fees asscciaied with this
communication or credit any overpayment to Deposit Account
2 Any additional filing fees required under 37 C.F.R. 1.16.
X Any patent appiication processing fees under 37 CFR 1.17.
Payment by credit card. Form PTO-2038.

WARNING: Information on this form may become public. Credit card information should not be
included on this form. Provide credit card information and authorization on PTO-2038.

04-1061

Dated: June 12,2012

I hereby certify that this correspondence is being deposited with
the United States Postal Service with sufficient postage as first
class mail in an envelope addressed to "Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450" [37 CFR 1.8{a)] on

(Date)

Signature of Person Mailing Correspondence

Typed or Printed Name of Person Mailing Corvespondence

P11LARGE/REVID
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*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.
The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

Legal Instrument Examiner:
/JOSEPH BROOKS/

PATENT APPLICATION FEE DETERMINATION RECORD | Application or Dodket Number | Filing Date
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(37 CFR 1.16(a), (b), or ()
[] searcH Fee
(37 CFR1.16(k) () or () /A N/A N/A N/A
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l:l FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TTOTAL TOTAL
ADD’L OR ADDL 0
FEE FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY EXTRA RATE (9) | Feg (g RATE ($) FEE (9)
— AMENDMENT PAID FOR
& | [oa ererm . Minus | * - X$ = or | xs =
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E I:l Application Size Fee (37 CFR 1.16(s))
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TOTAL TOTAL
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This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Application No. Applicant(s)
] . ) 13/235,912 CHENG ET AL.
Applicant-Initiated Interview Summary Examiner AFLUnit
OLUMIDE T. AJIBADE 2617
AKONAI

All participants (applicant, applicant’s representative, PTO personnel):

(1) OLUMIDE T. AJIBADE AKONAI. 3) .

(2) James Ledbetter (28732). (4) .

Date of Interview: 08 June 2012.

Type: X Telephonic [ Video Conference
[ Personal [copy given to: []applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:

Issues Discussed []101 [J112 [J102 [J103 [XOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1,2 and 6.
Identification of prior art discussed: none.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

The applicants’ representative agreed review the examiner's proposed claim amendments, incorporating claim 2 into
claim 1 and claim 6 into claim 5, in order to place the application in condition for allowance, and subsequently notify
the examiner if the proposed amendments are approved.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

] Attachment

/OLUMIDE T AJIBADE AKONAI/
Primary Examiner, Art Unit 2617

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 06132012
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

— An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
52989 7590 06/22/2012
James Edward Ledbetter AJIBADE AKONAI, OLUMIDE
1875 Eye Street
Suite 1200 I ART UNIT PAPERNUMBER |
Washington, DC 20006 2617
DATE MAILED: 06/22/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
13/235912 09/19/2011 Hong CHENG 008638-61151 3998

TITLE OF INVENTION: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO BE SEPARATED
BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A WIRELESS
LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS POINT

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1740 $300 $0 $2040 09/24/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

52989 7590 06/22/2012
James Edward Ledbetter Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
1875 Ey e Street States Postal Service with sufficient postage for first class mail in an envelope
Suite 1200 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

Washington, DC 20006 transmitted to the USPTO (571) 273-2885, on the date indicated below.

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/235,912 09/19/2011 Hong CHENG 008638-61151 3998
TITLE OF INVENTION: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA NETWORK TO BE SEPARATED
BETWEEN THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A WIRELESS
LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS POINT
I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1740 $300 $0 $2040 09/24/2012
I EXAMINER | ART UNIT | CLASS-SUBCLASS |
AJIBADE AKONAI, OLUMIDE 2617 370-338000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). ol - 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. ; . . 2
(2) the name of a single firm (having as a member a

[ "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

had

ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. e Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submutting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toage Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, AIexand%'ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
13/235912 09/19/2011 Hong CHENG 008638-61151 3998
I EXAMINER |
52989 7590 06/22/2012
James Edward Ledbetter AJIBADE AKONAI, OLUMIDE
1875 Eye Street
Suite 1200 I ART UNIT PAPERNUMBER |
Washington, DC 20006 2617

DATE MAILED: 06/22/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

13/235,912 CHENG ET AL.

Notice of Allowability Examiner Art Unit

OLUMIDE T. AJIBADE AKONAI | 2617

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to Supplemental amendment submitted 06/12/2012.

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ;
the restriction requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1,3-5,7 and 8.

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)X Al b)[J Some* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [] Cetrtified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.
6. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date _____.
(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheei(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [X] Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [J Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance
of Biological Material
9. [ Other .
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 06132012
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Application/Control Number: 13/235,912 Page 2
Art Unit: 2617

DETAILED ACTION
Allowable Subject Matter
1. Claims 1, 3-5, 7 and 8 are allowed.
The following is an examiner’s statement of reasons for allowance:

Regarding claims 1 and 5, the instant invention discloses “a negotiation unit

configured to exchange information about functions to be separated between

said selected one control node and said wireless point”. The above novel

features, in combination with other recited limitations of claims 1 and 5 are
neither taught, suggested, nor made obvious by any prior art of record, alone, or
in combination. Claims 3 and 4 are allowable by virtue of their dependency on
claim 1. Claims 7 and 8 are allowable by virtue of their dependency on claim 5.

Any comments considered necessary by applicant must be submitted no
later than the payment of the issue fee and, to avoid processing delays, should
preferably accompany the issue fee. Such submissions should be clearly labeled
“Comments on Statement of Reasons for Allowance.”

Conclusion

2. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

Perrot et al 7,764,639.

Any inquiry concerning this communication or earlier communications from
the examiner should be directed to OLUMIDE T. AJIBADE AKONAI whose
telephone number is (§71)272-6496. The examiner can normally be reached on

M-F, 8.30p-5p.
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Application/Control Number: 13/235,912 Page 3
Art Unit: 2617

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Charles Appiah can be reached on 571-272-7904. The
fax phone number for the organization where this application or proceeding is
assigned is 571-273-8300.

Information regarding the status of an application may be obtained from
the Patent Application Information Retrieval (PAIR) system. Status information
for published applications may be obtained from either Private PAIR or Public
PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-
free). If you would like assistance from a USPTO Customer Service
Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

/OLUMIDE T AJIBADE AKONAI/
Primary Examiner, Art Unit 2617
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Application/Control No. Applicant(s)/Patent Under
Reexamination

13/235,912 CHENG ET AL.
Notice of References Cited . .
Examiner Art Unit
OLUMIDE T. AJIBADE AKONAI | 2617 Page 1 of 1
U.S. PATENT DOCUMENTS
* Document Number Date Name Classification
Country Code-Number-Kind Code MM-YYYY
* | A | US-7,764,639 07-2010 Perrot et al. 370/328
B | US-
c | US-
D | US-
E | US-
F | US-
G | US-
H | US-
| | US-
J | US-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Docum_ent Nurrlt?er ?ate Country Name Classification
Country Code-Number-Kind Code MM-YYYY
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
Y
w
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 06132012
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 13235912 CHENG ET AL.
Examiner Art Unit
OLUMIDE T AJIBADE AKONAI 2617
SEARCHED
Class Subclass Date Examiner
455 434,435.1,435.2,435.3,41.2,507,515 2/10/2012 OA
370 252,254,310.2,328,329,330,338 2/10/2012 OA
709 all 2/10/2012 OA
455 434,435.1,435.2,435.3,41.2,507,515 6/14/2012 OA
370 252,254,310.2,328,329,330,338 6/14/2012 OA
709 227-229 6/14/2012 OA
SEARCH NOTES
Search Notes Date Examiner
EAST search 2/10/2012 OA
Inventors search 2/10/2012 OA
EAST search 6/14/2012 OA
NPL and IEEE search 6/14/2012 OA
INTERFERENCE SEARCH
Class Subclass Date Examiner
455 434,435.1,435.2,435.3,41.2,507,515 6/14/2012 OA
370 252,254,310.2,328,329,330,338 6/14/2012 OA
709 227-229 6/14/2012 OA

/OLUMIDE T AJIBADE AKONAI/
Primary Examiner.Art Unit 2617

U.S. Patent and Trademark Office

Part of Paper No. : 06132012
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 13235912 CHENG ET AL.
Examiner Art Unit
OLUMIDE T AJIBADE AKONAI 2617
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | | Interference 0] Objected
[J Claims renumbered in the same order as presented by applicant O cpA O T.D. O R.1.47
CLAIM DATE
Final Original  [02/10/2012 [06/14/2012
1 1 v =
2 v
2 3 v =
3 4 v =
5 v -
- 6 v
5 7 v =
6 8 v =

U.S. Patent and Trademark Office

Part of Paper No. : 06132012
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {iHits {{Search Query DBs Default Plurals {Time
# Operator \IStamp
L1 §12 (wireless and discovery and select$3 and US-PGPUB; {OR OFF 2012/06/14
session and session and function$1).clm. and {USPAT; 10:11
(455/434,435.1,435.2,435.3,41.2,507,515.ccls.{jUSOCR,;
or 370/252,254,310.2,328,329,330,338.ccls.  {FPRS;
or "709"/$.ccls.) EPC; JPO;
DERWENT;
IBVI_TDB
2 #20 (discovery and select$3 and session and US-PGPUB; §OR OFF 2012/06/14
function$1).cim. and USPAT; 10:14
(455/434,435.1,435.2,435.3,41.2,507,515.ccls. {jUSOCR,;
or 370/252,254,310.2,328,329,330,338.ccls.  {FPRS;
or "709"/227,228,229.ccls.) EPO; JPO;
DERWENT;
|IBM_TDB
L3 ii61 (GAPWAP "Control and provisioning of US-PGPUB;{OR OFF 2012/06/14
wireless access points") and USPAT; 10:16
(455/434,435.1,435.2,435.3,41.2,507,515.ccls.;{USOCR;
or 370/252,254,310.2,328,329,330,338.ccls.  i{FPRS;
or "709"/227,228,229.ccls.) EPO; JPO;
DERWENT;
IBM_TDB
L4 {60 i3 not 2 US-PGPUB;{OR OFF 2012/06/14
USPAT; 10:16
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L5 b3 (wlan "wireless local area network" "802.11") {US-PGPUB;{OR OFF 2012/06/14
same (access near point) same ((capabilit$3 {USPAT; 10:19
function$1 functionalit$3) near3 (negotiat$4 {{USOCR;
assign$4 designat$3)) FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L6 9 ("20040110530" | "20050070279" | US-PGPUB;{OR OFF 2012/06/14
"5745699").PN. OR ("7313111").URPN. USPAT; 10:22
USOCR
L7 11679 {((capabilit$3 function$1 functionalit$3d) near3 {US-PGPUB;{OR OFF 2012/06/14
(negotiat$4 assign$4 designat$3)) and USPAT; 10:29
(370/338.ccls. or 709/227,228,229.ccls.) USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L8 838 i(capabilit$3 function$1 functionalit$3) near3 {{US-PGPUB;OR OFF 2012/06/14
(negotiat$4 designat$3) and (370/338.ccls. or {{USPAT; 10:30
709/227,228,229.ccls.) USOCR;
FPRS;
EPO; JPO;

file:///Cl/Users/oajibadeakonai/Documents/e-Red%20Folder/13235912/EASTSearchHistory.13235912_Accessible Version.htm[6/14/2012 10:36:29 AM]
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EAST Search History

DERWENT:
IBM_TDB

L9 3536

8 and (@ad<"20040302" or
@rlad<"20040302")

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2012/06/14
10:31

L10 i3

(capabilit$3 function$1 functionalit$3) near3
(negotiat$4 designat$3) with (complementary
seperate opposite) and (370/338.ccls. or
709/227,228,229.ccls.)

US-PGPUB;
USPAT;
USCCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2012/06/14
10:31

L11 82

(capabilit$3 function$1 functionalit$3) near3
(negotiat$4 exchang$3 designat$3) with
(controller (control near (unit$1 point$1
node$1))) and (370/338.ccls. or
709/227,228,229.ccls.)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2012/06/14
10:33

L12 {78

1not (1234586)

US-PGPUB;
USPAT;
USQOCR;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2012/06/14
10:33

6/14/2012 10:36:22 AM

C:\ Users\ oajibadeakonai\ Documents\ EAST\ Workspaces\ 13235912.wsp

file:///Cl/Users/oajibadeakonai/Documents/e-Red%20Folder/13235912/EASTSearchHistory.13235912_Accessible Version.htm[6/14/2012 10:36:29 AM]
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

13235912 CHENG ET AL.
OLUMIDE T AJIBADE AKONAI 2617
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
370 338 Hflof 4w 4/00 (2009.0)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
370 252 254 3102 328
455 412 434 435.1 507 515
709 227 228 229
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O R147
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1
2
2 3
3 4
4 5
6
5 7
6 8
NONE
Total Claims Allowed:
6
(Assistant Examiner) (Date)
/OLUMIDE T AJIBADE AKONAI/
Primary Examiner.Art Unit 2617 06/14/2012 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 06132012
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable feets), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the 185U and PUBLICATION (if requise
dpEJiLHildl(" All further correspondence including the Patent, advance orders and notification of maintenance fees w
indicated unless cortected below or directed otherwise in Block 1, by (a) specifying a new comrespondence address; andfor (b) indicating a separate
+ {ee notifications.

CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address) Noter A certificate of mailing can ‘;n]y be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be used for any olher accompanying
papers. Fach additional paper, such as an assigament or Tormal drawing, must
lmw its own certificate of m,ulmw oF (ARSI ioN

). Blocks 1 through 5 should be completed where
I be mailed to the current correspondence address as
ADDRESS" tor

520849 I5G0 Gﬁf’l’lfl(} 1z
James Edward Ledbetter Certiticate of Mailing or Transniission
1875 Tye Siree L S e e A e U
Saite 1200 addressed to the . or being frosimile

transmitted to the USPTO (371) 273-2885, on the date indicated below

Washington, DC 20006

iPeposiers name)

{Signalnre}

REITES)

APPLICATION NG PILING DAYE FIRET NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
13/235,912 09719/2011 Hong CHENG QOBGIS-61154 3008
TITLE OF INVENTION: WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRBELESS LOCAL AREA NETWORK TO BE SEPARATED
BETW THE WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A WIRELESS
LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEREN A WIRELESS POINT
‘ APPLN. TYPI SMALL ENTITY l [SSUE II’T IBLICATION FEL 1S ! PREV. PALD ISSTLE FEE TOTAL FERS DB DATE DU
sonprovisional NO 51740 $300 $0 S0 O 242012
{ EXAMINER [ ART UNIT I CLASS-SUBCLASS ]
AHBADE AKONAL OLUMIDH 2617 370-338000
1€ i(.mm of corcespondence address or indication of "Fee Address™ (37 2. Vor printing on the pateat {ront page, list ™ . o
CFR [3G3). {1y the names of up 1o 3 registered patent atiorneys IDICKIZ\SOI\WR]GHT PLLC
lod Chas )}FL of correspondence addiess (or Change of Correspondence or agents OR, alternatively,
Address Form F'POISB/122 ) attached, 5
name of a single frm (having as a member o <.

L ¥ Address” indication {or "Fee Address” Indication form ved attormey or agent) and the names of up 1o

PTOSBAT Rev 93-02 or more recent) attached. Use of a Customer 2 registered patent altorneys Or agents. I no name iy 3
Number iy requived. listed. no name will be printed.

3. ASSTGNER NAME AND RESTDENCE DATA TO BE PRINTED ON THE PATENT (print or tvpe)
0 signee Is identified below, no assignee data wil appear on the patent. If an assignee i iden(ified below, the document has been filed for
s set forth in 37 CPR 201, Completion of thi form 15 NOT 3 substitute for filing an assignment.

(A1 NAME OF ASS1G? (B) RESIDENCE: (CITY and STATE OR COUNTRY)
PANASONIC CORPORATEON OSAKA, JAPAN

fnless an a

Please check the appropriate assignee category or categories (will not be printed on the patent) : i ogividuas & Cox poration or other private group eatity i Goverament
da. The fallowing fee(s) are submitted: 4b. Payment of Feels): (Please {ivst reapply any previonsly paid issue fee shown above)

; —

BY tssue tee L A cheek is enclosed.

&d publication 1 fee {No small entily discount permitted) " | Payment by credis card, Form PTO-2038 is attached.

u Advance Order - # of Coples . . o m Ihe Director is hereby authorized to charge the reguired fe v{\) any deficiency, o credit any

overpayment, to Deposit Account Number 04-1061. . (enclose an extra copy of this [orm).

5. Change in Eatity Stains (Fom states indicated above)
lda Applicant claims SMALL ENTITY status, See 37 CFR 1,27, L. Applicant is no longer claiming SMALL ENTITY status. See 37 CPR 1.27(e)2)

s The Tssue Pee and Publication Fee (il required) will not be sceepted from anyone other than the applicant; a segislersd attoraey or agent: or the assignee or other paty in
interest as shown by the records of the United States Patent and Trademiuk Office.

Autborized Signatwre /James Edward Ledbetter/ ... baie August. 14,2012,
Typed oc printed same James. E. Ledhetter S Registeation No. 28 732

This collection of information is required by 37 CFR 1.311. The information is i(‘]LUELd Lo obtain or relain a benefit by the public which is o file (and by the USPTO ro process)
an application. Confidentiality is governed by 35 US.C. 122 and 37 CFR 114, This collection is estimated (o take 12 minutes 1o complele. inciuding gathe preparing, and
submxtlmg the completed (.ppiudllon form (o the USPTO. Time will vary depending upon the individual case. Apy comments on the Lunuum of time vou require fo compiete
this form and/or suggestions lor aeduung this burden, should be sent to the (] Lm Information Officer, 1 Patent and Trademark Office, 118 I)Lpnhimt Al of Commerce, PO
Box 1430, Alexandtia, Virginia 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRISS. SEND TO: Commissionst for Patenis. P.O. Box 1450,
Alexandria, Virgini 13- 1450,

Under the Paperwork Reduction Act of 1995, no persons are required to respond (o a collection of information unless it displays a valid OMB control number,

PTOL-8S (Rev. 241 1) Approved for use through 08/31/2013. OMB 065 1-0033 U5 Patent and Trademark Office; U8, DEPARTMENT OF COMMERCE

Exhibit 1002

Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000296



Electronic Patent Application Fee Transmittal

Application Number:

13235912

Filing Date:

19-Sep-2011

Title of Invention:

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA
NETWORK TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR
MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A
WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN
AWIRELESS POINT

First Named Inventor/Applicant Name:

Hong CHENG

Filer:

James Edward Ledbetter/Kathleen Peacock

Attorney Docket Number:

008638-61151

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suz—;'g(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1740 1740
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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.. . Sub-Total in
Description Fee Code Quantity Amount UsD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2040
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Electronic Acknowledgement Receipt

EFS ID: 13490987

Application Number: 13235912

International Application Number:

Confirmation Number: 3998

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA
NETWORK TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR
Title of Invention: MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A
WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN
A WIRELESS POINT

First Named Inventor/Applicant Name: Hong CHENG
Customer Number: 52989
Filer: James Edward Ledbetter

Filer Authorized By:

Attorney Docket Number: 008638-61151
Receipt Date: 14-AUG-2012
Filing Date: 19-SEP-2011
Time Stamp: 18:38:17
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $2040

RAM confirmation Number 5775

Deposit Account

Authorized User

File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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101252
1 Issue Fee Payment (PTO-85B) FEE.pdf no 1
0403ch9a93b8ed 13da72f8da6be25¢237afex
999a
Warnings:
Information:
32606
2 Fee Worksheet (SB06) fee-info.pdf no 2
6d6f0103b20d9447ed15f5a0ae332d5a4d5)
cca3b
Warnings:

Information:

Total Files Size (in bytes):i 133858

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35

U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/235912 09/18/2012 8270384 008638-61151 3998
52989 7590 08/29/2012
James Edward Ledbetter
1875 Eye Street
Suite 1200

Washington, DC 20006

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Hong CHENG, Singapore, SINGAPORE;
Pek Yew Tan, Singapore, SINGAPORE;
Saravanan Govindan, Singapore, SINGAPORE;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the Application of

Inventor: Hong CHENG, et al. Art Unit: 2617
Appln. No.:  13/235,912 Exr: O. Ajibade Akonai
Filed: September 19, 2011 Conf. No: 3998

For:

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS
LOCAL AREA NETWORK TO BE SEPARATED BETWEEN THE
WIRELESS POINT AND ONE OR MORE CONTROL NODES, AND
METHOD FOR PROVIDING SERVICE IN A WIRELESS LOCAL AREA
NETWORK HAVING FUNCTIONS SEPARATED BETWEEN A WIRELESS
POINT AND ONE OR MORE CONTROL NODES

REQUEST FOR CERTIFICATE OF CORRECTION
PURSUANT TO 35 USC 254 (OFFICE MISTAKE)

Honorable Commissioner of
Patents and Trademarks
Washington, DC 20231

Sir;

A Certificate of Correction of the above-captioned patent is respectfully requested.

Grant of this Request is respectfully requested in accordance with the provisions of 35

USC 254 which states:

35 U.8.C. 254 Certificate of correction of Patent and Trademark Office mistake.
Whenever a mistake in a patent, incurred through the fault of the Patent and Trademark
Office, is clearly disclosed by the records of the Office, the Director may issue a
certificate of correction stating the fact and nature of such mistake, under seal, without
charge, to be recorded in the records of patents. A printed copy thereof shall be attached
to each printed copy of the patent, and such certificate shall be considered as part of the
original patent. Every such patent, together with such certificate, shall have the same
effect and operation in law on the trial of actions for causes thereafter arising as if the
same had been originally issued in such corrected form. The Director may issue a
corrected patent without charge in lieu of and with like effect as a certificate of
correction.
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In the Letters Patent issued on September 18, 2012, Item {56) References Cited, Other
Publications, incorrectly omits reference “PCT International Search Report dated May 17,
2005.”.

However, in the present patent, Item {56) References Cited, Other Publications, should
include a reference to “PCT International Search Report dated May 17, 2005.” as shown in the
Information Disclosure Statement filed on December 20, 2011.

It is submitted that issuance of a Certificate of Correction is warranted under 37 CFR
1.322 and MPEP 1480 in that the above-noted error is consequential, is not of a minor
typographical nature, and is not readily apparent to one skilled in the art.

Grant of the attached Request for Certificate of Correction is respectfully solicited.

Respectfully submitted,
/James Edward Ledbetter/

Date: May 30, 2013 _ James E. Ledbetter
JEL/mnb Registration No. 28,732

Attorney Docket No. 008638-61151
Dickinson Wright PLLC
International Square

1875 Eye Street, N.W., Suite 1200
Washington, D.C. 20006
Telephone: 202.457.0160
Facsimile: 202.659.1559

DC 8638-61151 226393v1
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PTO/SB/44 (08-07)

Approved for use through G8/31/2010. OMB 0661-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT GF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a collection of infarmation unless it dispiays a valid OMB controf number.
{Also Farm PTQ-1050)

UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 18,270,384 Page 1 of 1

APPLICATION NO. :13/235912
ISSUE DATE : September 18, 2012
INVENTOR(S) - Hong CHENG, et al.

It is certified that an error appears or errors appear in the above-identified patent and that said
Letters Patent is hereby corrected as shown below:

The Letters Patent issued September 18, 2012, incorrectly omits a reference from Hem (56) References Cited, Qther
Publications, and should include:

"PCT International Search Report dated May 17, 2005."

MAILING ADDRESS OF SENDER (Please do not use customer number beiow):

James E. Ledbetter, Registration No. 28,732

Dickinson Wright PLLC

1875 Eye Street NW, Suite 1260 Telephone: (202) 457-0160
Washington, DC 20006 Faesimile: (202) 659-1559

This collection of information is required by 37 CFR 1.322, 1.323, and 1.324, The information is required fo obtain or retain a benefit by the public
which is 10 file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 1.0 hour to compiete, including gathering, preparing, and submitting the completed application form {o the USPTC. Time will
vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing
the burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450,
Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Attention Certificate of
Corraections Branch, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-8189 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 15899646
Application Number: 13235912
International Application Number:
Confirmation Number: 3998

Title of Invention:

WIRELESS POINT THAT PROVIDES FUNCTIONS FOR A WIRELESS LOCAL AREA
NETWORK TO BE SEPARATED BETWEEN THE WIRELESS POINT AND ONE OR
MORE CONTROL NODES, AND METHOD FOR PROVIDING SERVICE IN A
WIRELESS LOCAL AREA NETWORK HAVING FUNCTIONS SEPARATED BETWEEN

A WIRELESS POINT

First Named Inventor/Applicant Name:

Hong CHENG

Customer Number:

52989

Filer:

James Edward Ledbetter

Filer Authorized By:

Attorney Docket Number: 008638-61151
Receipt Date: 30-MAY-2013
Filing Date: 19-SEP-2011
Time Stamp: 14:08:22

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document .. . File Size(Bytes)/ Multi Pages

D t D t File N . . .
Number ocument Description rie Name Message Digest | Part/.zip| (if appl.)
91132
1 Request for Certificate of Correction REQ-COC.pdf no 3
3¢97a25dc5773e47bdb6179f947a6466daf
Warnings:
Information:
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Total Files Size (in bytes):‘ 91132

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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SPE RESPONSE FOR CERTIFICATE OF CORRECTION

DATE :06/04/13
TOSPEOF  :ART UNIT: _2641 Examiner: __ AJIBADE AKONAI OLUMIDE
SUBJECT : Request for Certificate of Correction for Appl. No.: 13235912 Patent No.:_8270384

CofC mailroom date:__ 05/30/13

Please respond to this request for a certificate of correction within 7 days. .
FOR IFW FILES:
Please review the requested changes/corrections as shown in the COCIN document(s) in the

IFW application image. No new matter should be introduced, nor should the scope or
meaning of the claims be changed.

Please complete the response (see below) and forward the completed response to scanning
using document code COCX.

FOR PAPER FILES:

Please review the requested changes/corrections as shown in the attached certificate of
correction. Please complete this form (see below) and forward it with the file to:

Certificates of Correction Branch (CofC)
Randolph Square — 9D10-A
Palm Location 7580

note: Should References Cited in Other Publications be added?

%wnle %Jcmw

Certificates of Correction Branch

571-272-3421

Thank You For Your Assistance

The request for issuing the above-identified correction(s) is hereby:
Note your decision on the appropriate box.

PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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SPE RESPONSE FOR CERTIFICATE OF CORRECTION

O Approved in Part

Q Approved All changes apply.

Specify below which changes do not apply.

O Denied State the reasons for denial below.
Comments:
SPE Art Unit
PTOL-306 (REV. 7/03) U.S. DEPARTMENT OF COMMERCE Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO.: 8270384 Page 1 of 1
DATED: September 18, 2012
INVENTOR(S): Cheng, Hong; Tan, Pek Yew; Govindan Saravanan

It is certified that error appears in the above-identified patent and that said
Letters Patent is hereby corrected as shown below:

Item (56), References Cited, Other Publications, Should include a reference ot "PCT
International Search Report dated May 17, 2005."

/CHARLES APPIAH/
Supervisory Patent Examiner.Art Unit 2641

U.S. Patent and Trademark Office
PTO-1050
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. : 8,270,384 B2 Page 1 of 1
APPLICATION NO. 1 13/235912

DATED : September 18, 2012

INVENTORC(S) : Hong Cheng, Pek Yew Tan and Saravanan Govindan

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

Title Page:

Item (56), References Cited, Other Publications, Should include a reference of “PCT International
Search Report dated May 17, 2005.”

Signed and Sealed this
Sixteenth Day of July, 2013

//////427/ /fi// s ,Z,;g/

Teresa Stanek Rea
Acting Director of the United States Patent and Trademark Office
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