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1
LIGHT-WEIGHT ACCESS POINT PROTOCOL

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application makes reference to the following com-
monly owned U.S. patent applications and/or patents, which
are incorporated herein by reference in their entirety for all
purposes:

U.S. patent application Ser. No. 10/155,938 in the name of
Patrice R. Calhoun, Robert B. O’Hara, Jr. and Robert J. Fri-
day, entitled “Method and System for Hierarchical Process-
ing of Protocol Information in a Wireless LAN.”

2

U.S. application Ser. No. 10/155,938, identified above,
discloses a hierarchical wireless network architecture that
optimizes network management and performance of a rela-
tively autonomously-managed WLAN. According to the sys-
tem architecture, a central control element manages and con-
trols one more access elements. These access elements
perform real-time communication functions, such as data
transfer and acknowledgements, while the central control
element manages the connection between the access element
and one or more wireless client devices.

Configuration of wireless network systems (whether they
comprise substantially autonomous access points or hierar-
chically controlled access points) incorporating many man-
aged access points can be complicated and time consuming.

FIELD OF THE INVENTION 15 For example, configuration of the access elements in the
hierarchical wireless network architecture disclosed above
The present invention relates to wireless networks and, can be complicated and/or time consuming, especially where
more particularly, to methods, apparatuses and systems facili- large number of access elements are deployed. Accordingly, a
tating the deployment and configuration of managed access need in the art exists for methods, apparatuses and systems
points in a wireless network system. 20 that facilitate the deployment and configuration of managed
access elements in a wireless network system. Embodiments
BACKGROUND OF THE INVENTION of the present invention substantially fulfill this need.
Market adoption of wireless LAN (WLAN) technology SUMMARY OF THE INVENTION
has exploded, as users from a wide range of backgrounds and s

vertical industries have brought this technology into their
homes, offices, and increasingly into the public air space. This
inflection point has highlighted not only the limitations of
earlier-generation systems, but the changing role WLAN
technology now plays in people’s work and lifestyles, across
the globe. Indeed, WL ANSs are rapidly changing from conve-
nience networks to business-critical networks. Increasingly
users are depending on WL AN to improve the timeliness and
productivity of their communications and applications, and in
doing so, require greater visibility, security, management, and
performance from their network.

As enterprises and other entities increasingly rely on wire-
less networks, monitoring and management of the compo-
nents implementing the wireless network environments
become critical to performance and security. Heretofore, it
has not been recognized how important visibility into all
layers of the network protocol is to optimization of network
manageability and user performance in wireless LANs
(WLAN:S). Unlike centrally-managed cellular wireless sys-
tems, known WL AN solutions use distributed access points to
act as bridges between the wired infrastructure and the wire-
less clients, removing all physical and wireless media access
protocol information from the protocol frames that are passed
onto the infrastructure network. This results in uncoordinated

40

The present invention provides methods, apparatuses and
systems facilitating deployment and configuration of man-
aged access points in wireless network systems. Certain
embodiments of the present invention are light-weight man-
agement protocols that reduce the management footprint of a
plurality of managed access points in a wireless network
system. Other embodiments of the invention facilitate
deployment and configuration of conventional, substantially
autonomous access points operating in connection with a
central management node, such as a server or appliance.
Certain embodiments of the present invention facilitate
deployment and configuration of access points in a wireless
network system including hierarchical processing of protocol
information.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is a functional block diagram illustrating a wireless
network system according to an embodiment of the present
invention.

FIG. 2 is a functional block diagram illustrating a wireless
network system architecture according to a second embodi-
ment of the present invention.

FIG. 3A is a flow chart diagram providing a method

handoffs of wireless clients moving between access points. 50 directed to the initialization and configuration of an access
Anuncoordinated system of access points makes it difficultto element.
manage a large number of access points, because there is no FIG. 3B is a flow chart diagram setting forth a method
point of coordination. For example, known prior art wireless  girected to the validation of a join response transmitted by a
nc'a(‘;wolfk.sys'teirﬁs s&lo}? Ejs conventlonail802"1 1, syste(rins pro- central control element.
videthe imtial handshaking, access authentication andaccess 55 p1; 4 s a flow chart diagram illustrating a method sup-
association at a remote node without attention to overall . PR -
. . . porting the initialization and configuration of access ele-
network loading and signal quality.
. L . ments.

This type of distributed architecture creates many prob-
lems affeptmg network management, mobll.lty,' and perfor- DESCRIPTION OF PREFERRED
mance. Since each wireless LAN access point is a separate 60 EMBODIMENT(S)
managed device, distributed architecture in general intro-
duces many new managed elements in the network without
sufficient attention to their global effects. Since the access A. Exemplary Operating Environments and System Architec-
points act in their own self-interest and are not aware of the tures
actions taken by surrounding access points, they handle 65  Fordidactic purposes, an embodiment of the present inven-

mobility (e.g., handoff actions) as a local event, which sig-
nificantly increases latency.

tion is described as operating in a WLAN environment as
disclosed in U.S. application Ser. No. 10/155,938 incorpo-
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rated by reference herein. However, the present invention can
be implemented in a variety of WLAN system architectures.
For example, the light-weight access point protocol described
herein can be implemented in connection with a central man-
agement node to automatically configure traditional, substan-
tially autonomous access points (e.g., such as channel assign-
ment, transmit power, security parameters, etc.).

FIG. 1 illustrates a wireless computer network environ-
ment according to an embodiment of the present invention.
Referring to FIG. 1, there is shown block diagram of a wire-
less Local Area Network (LAN) 10 according to an embodi-
ment of the invention. A specific embodiment of the invention
includes the following elements: access elements 12-15 for
wireless communication with remote client elements 16, 18,
20, 22 and central control elements 24, 26 for controlling and
managing the wireless connections between the access ele-
ments 12-15 and the remote client elements. In one embodi-
ment, access elements 12, 14 are directly connected to LAN
10 oravirtual local area network (VL AN) for communication
with central control element 24, while access elements 13,15
are connected to a second LAN segment for communication
with central control element 26. In one embodiment, central
control elements 24, 26 and access elements 12-15 are all
connected to the same VLAN to allow for layer 2 and layer 3
discovery mechanisms as described more fully below.

The access elements 12-15 are coupled via communication
means using a wireless local area network (WIAN) protocol
(e.g., IEEE 802.11a or 802.11b, etc.) to the client remote
elements 16, 18, 20, 22. The LAN segment 10 connecting the
access elements 12, 14 and the central control element 24 is
typically an Ethernet network, but it could be anything else
which is appropriate to the environment. In one embodiment,
the access elements 12, 14 and the central control element 24
tunnel network traffic associated with corresponding remote
client elements 16, 18; 20, 22 over the computer network.
Central control element 24 is also operative to bridge the
network traffic between the remote client elements 16, 18; 20,
22 transmitted through the tunnel with corresponding access
elements 12, 14. Accordingly, remote client elements 16, 18;
20, 22 may, for example, access resources available on WAN
50 or on global network 54 via router 52.

As described in the above-identified patent application,
central control element 24 operates to perform link layer
management functions, such as authentication and associa-
tion on behalf of access elements 12, 14. For example, the
central control element 24 provides processing to dynami-
cally configure a wireless Local Area Network of a system
according to the invention while the access elements 12, 14
provide the acknowledgment of communications with the
client remote elements 16, 18, 20, 22. The central control
element 24 may for example process the wireless LAN man-
agement messages passed on from the client remote elements
16, 18; 20, 22 via the access elements 12, 14, such as authen-
tication requests and authorization requests, whereas the
access elements 12, 14 provide immediate acknowledgment
of the communication of those messages without conven-
tional processing thereof. Similarly, the central control ele-
ment 24 may for example process physical layer information.
Still further, the central control element 24 may for example
process information collected at the access elements 12, 14 on
channel characteristic, propagation, and interference or
noise. Central control element 24 may also transmit control
messages to the access elements 12, 14 to change various
operational parameters, such as frequency channel and trans-
mit power. Central control element 26 and associated access
elements 13, 15 operate in a similar or identical manner.

20

25

40

45

60

65

4

As FIG. 1 illustrates, according to another embodiment,
central control element 24 can communicate with access ele-
ments 12, 14 over local area network segment 10. In addition,
using a virtual local area network (VLAN) technology and
protocols, central control element 24 may also communicate
with access element 15 over WAN 50. Suitable VLAN pro-
tocols include the IEEE 802.1Q (VL AN tagging) protocol or
any other protocol allowing for a logical or virtual link layer
connection between the central control element and the
access elements. According to this deployment architecture,
wireless traffic associated with remote client elements 16, 18;
20, 22, according to one embodiment, can be tunneled
between the central control element 24 and the access ele-
ments 12, 14. In another embodiment, access elements 12, 14
can operate to directly bridge network traffic between remote
client elements 16, 18; 20, 22 and WAN 50, while tunneling
network management messages, such as authentication and
association requests from remote client elements to central
control element 24 as discussed above. In addition, according
to either embodiment, access elements 12, 14, central control
element 24, or both access elements 12, 14 and central control
element 24 can include layer 2 or layer 3 discovery mecha-
nisms allowing for automatic discovery and configuration
across WAN 50 of the components (central control elements
and access elements) effecting the wireless network environ-
ment. Furthermore, FIG. 2 illustrates an alternative deploy-
ment architecture where the access elements 12-15 are con-
nected to their respective central control elements 24, 26 via
direct access lines 28, 30.

B. Light-Weight Access Point Protocol (LWAPP)

The light-weight access point protocol includes function-
ality directed to initialization and configuration of managed
access elements, as well as failover support. At start-up, the
light-weight access point protocol, according to an embodi-
ment of the present invention, includes three main phases:
discovery, joinder, and configuration. During the discovery
phase, the access element discovers the central control ele-
ments to which it can associate. During the joinder phase, the
access element and a selected central control element authen-
ticate one another and establish cryptographic keys for use in
encrypting subsequent communications. Lastly, the configu-
ration phase involves the configuration of the access element
with, for example, operational parameters and, potentially,
new software images. The access elements and the central
control elements can communicate using a variety of proto-
cols, such as IEEE 802.3, IEEE 802.2, IP, UDP, TCP, etc.

In one embodiment, beyond the functionality discussed
above, the central control elements include an image of the
access element software accessible to the access elements as
discussed more fully below. In addition, the access elements
each include a configuration module operative to perform the
initialization and configuration functionality described
herein. The central control elements and the access elements
further include symmetric and asymmetric encryption func-
tionality to perform tasks such as validating digital signa-
tures, and encrypting messages. In addition, the central con-
trol elements, in one embodiment, includes a cryptographic
key generator for generating cryptographic keys.

In one embodiment, authentications between central con-
trol elements and access elements are provided by x.509
digital certificates and RSA digital signatures. Privacy is pro-
vided to the key exchange via RSA encryption. The symmet-
ric cryptographic keys, discussed herein, are generated (in
one embodiment) using a random number generator which
comprises both hardware and software components. Sym-
metric encryption is provided by using the AES encryption
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algorithm in counter mode (AES-CTR). Integrity protection
(also known as data authentication) is provided using AES-
CBC-MAC. A composition of these two algorithms is known
as AES CCM (Counter with CBC MAC). However, a variety
of encryption algorithms can be used. For example, DSA
signatures can be used as an alternative to RSA digital signa-
tures. El-Gamal encryption can be used as an alternative to
RSA encryption. Alternatives to AES-CCM encryption
include the combination of AES-CBC and HMAC-SHAI, as

6

After selection of a central control element, access element
15 transmits a join request to the selected central control
element (here, master central control element 24 for purposes
ofillustration). The join request, in one embodiment, includes
an access element identifier, a digital certificate and a session
identifier. In one embodiment, the join request includes other
fields, such as the WLAN MAC address, software image
version, etc. In one embodiment, access element 15 is con-
figured with a default access element identifier, which a net-

well as 3DES-CBC and HMAC-SHAL. 10 work administrator can change as appropriate (e.g., “SW

For didactic purposes, assume that a network administrator Conference Room AP,” etc.). In one embodiment, a network
physically connects access element 15 to WAN 50, which administrator, knowing the LAN MAC address of access
implements a VLAN to which all access elements 12-15 and element 15 can access a configuration interface to configure a
central control elements 24, 26 are connected. FIG. 3A sets name or other identifier for access element 15 and then invoke
forth a method, according to an embodiment of the present 15 the initialization and configuration processes described
invention, implementing the discovery, joinder and configu- herein. The digital certificate includes a name or other iden-
ration phases of LWAPP. FIG. 4 provides a method, imple- tifier, a serial number, the LAN and/or WLAN MAC address
mented by central control elements, supporting the LWAPP associated with access element 15, a copy of the public key of
functionality described herein. the access element (used for encrypting messages and digital

At startup, access element 15 broadcasts or multicasts dis- 20 signatures), and the digital signature of the certificate-issuing
covery requests throughout the virtual subnet implemented authority (in one embodiment, the manufacturer of the access
by the VLAN in an attempt to identify central control ele- element) so that central control elements can verify that the
ments (102). The discovery request may be a single IP packet digital certificate is authentic. As FIG. 3A illustrates, access
or native link layer frame, such as an Ethernet frame. As FIG. element 15 waits for a predetermined period of time for a join
3 A illustrates, access element 15 waits a threshold period of 25 response (110). If no join response is received within this
time for the receipt of discovery responses (104, 105) before period of time, access element 15 retransmits the join request
broadcasting or multicasting additional discovery requests. (112, 113). After a threshold number of failed attempts,

As FIG. 4 illustrates, central control elements 24, 26 access element 15, in one embodiment, restarts the discovery
receive the discovery requests (202) and transmit discovery process to locate other central control elements. In another
responses to access element 15 (204). Each discovery 30 embodiment, access element 15 attempts to join with another

response comprises a central control element identifier and a
load parameter. The central control element identifier, in one
embodiment, is an arbitrary identifier assigned by a network
administrator. The load parameter indicates the performance

central control element identified during the previous discov-
ery process.

Central control element 24 (in this example) receives the
join request (206) and authenticates the digital certificate in

load associated with the central control element. For example, 35 the join request (208). In one embodiment, central control
the load parameter, in one embodiment, is the number of element 24, using the public key of the certificate-issuing
access elements under the management and control of a given authority, validates the digital certificate. If the digital certifi-
central control element. In one embodiment, the discovery cate is invalid, central control element 24 ignores the join
response also indicates whether the responding central con- request (209). Optionally, central control element 24 can
trol element is the “master” central control element. A master 40 issue a notification to a network administrator. Otherwise,
central control element is a central control element exclu- central control element 24 generates a secret, shared crypto-
sively tasked with the configuration of access elements. In a graphic keys (in one embodiment, an authentication key and
large network deployment, centralization of the configuration an encryption key) that will be used to encrypt and authenti-
functionality at a master central control element eases man- cate messages between it and access element 15 (210). Cen-
agement tasks associated with deploying the wireless net- 45 tral control element 24 then composes a join response and
work system. For didactic purposes, assume that a network transmits it to access element 15 (212).
administrator has configured central control element 24 as the The join response, in one embodiment, includes the cryp-
master central control element. The master control element tographic keys (see below), the digital certificate of the cen-
indication may be embedded in the central control element tral control element, and, optionally, the software image ver-
identifier or may be contained in a separate, reserved field or 50 sion supported and implemented by central control element
bit of the discovery response. 24. Similar to the access element, the digital certificate asso-
AsFIG. 3A illustrates, access element 15 waits a threshold ciated with the central control element includes a name or
period of time (104, 105) for discovery responses from one or other identifier, a serial number, a MAC address, a copy ofthe
more central control elements and selects one of the respond- public key of the central control element, and the digital
ing central control elements identified in the discovery 55 signature of the certificate-issuing authority (in one embodi-
responses (106). The selection of a given central control ment, the manufacturer of the access element) so that access
element can be driven by a number of different consider- elements can verify that the digital certificate is authentic. To
ations. In embodiments involving a master central control securely transmit and allow for verification of the symmetric
element, for example, access element 15 selects the master cryptographic keys, central control element 24 encrypts the
central control element. In other embodiments, access ele- 60 cryptographic keys with the public key of access element 15
ment 15 selects the responding central control element that using an asymmetric encryption algorithm, adds the session
reports the smallest load (e.g., the smallest number of access identifier to the enciphered cryptographic keys, and digitally
elements under management). In one embodiment, selection signs the resulting string with its private key.
of responding central control elements follows the following When access element 15 receives the join response, it
priority: 1) the primary central control element (if config- 65 validates the join response (114) and, assuming the join

ured), 2) the master central control element, and 3) the central
control element reporting the smallest load.

response is valid, decrypts and installs the symmetric cryp-
tographic keys (115). FIG. 3B shows a method, according to
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one embodiment of the present invention, for validating a join
response. Access element 15 validates the digital certificate
associated with central control element 24 (152). Ifthe digital
certificate is valid, access element 15 then verifies the signa-
ture of the signed key/sessionlD payload using the public key
of the central control element 24 (154) and validates the
session identifier (156). Access element 15 then decrypts the
cipher including the cryptographic keys using its private key
(115). Transmission of data (e.g., configuration data, control
messages, management messages, etc.) between the access
element 15 and central control element 24 can now be
encrypted and authenticated using the shared secret crypto-
graphic keys. In one embodiment, the central control ele-
ments can generate new cryptographic keys and provide them
to the access elements at periodic intervals (e.g., every hour).

In one embodiment, the join request transmitted during the
joinder phase can also be configured to determine the Maxi-
mum Transmit Unit (MTU) for the link between access ele-
ment 15 and central control element 24. For example, in one
embodiment employing Ethernet protocols, access element
15 transmits a join request spanning 1596 bytes to determine
whether the link layer supports that frame size. This frame
size is chosen to determine whether a wireless packet (typi-
cally the size of a standard Ethernet frame) can be encapsu-
lated with additional headers and transmitted without requir-
ing fragmentation of the native frame. Of course, the size of
the initial join request is determined by the format and size of
the encapsulating headers. If access element 15 does not
receive a response to the join request, it reduces the size of the
joinrequest to 1500 bytes (standard Ethernet) and transmits it
again. If no response is received after a threshold period of
time, access element 15 returns to the discovery phase.

As FIG. 3A illustrates, access element 15 begins the con-
figuration phase, in one embodiment, by comparing the
image version identifier in the join response to the image
version installed on access element 15 (116). If the image
version in the join response is later than the image version
associated with access element 15, access element requests
the new image version from central control element 24 (120).
Access element 15 receives the new image version, installs it
and reboots (122), thereby restarting the initialization process
described herein. In one embodiment, the image request and
response are encrypted using the shared symmetric key
exchanged during the joinder phase.

Access element 15, assuming it has a current image version
(at least relative to central control element 24), composes and
transmits a configuration request to central control element
24 (124). As FIG. 3A provides, access element 15, in one
embodiment, retries the configuration request a threshold
number of times, after which it returns to the discovery phase
(126, 127). The configuration request, in one embodiment,
includes a set of overriding configuration parameters that
cannot be changed. As discussed above, in one embodiment,
the access elements include a configuration interface (e.g., a
command line interface, browser interface, etc.) thatallows a
network administrator to directly configure an access ele-
ment. In one embodiment, the configuration interface allows
a network administrator to configure one or more operational
parameters (such as channel, transmit power, internal v. exter-
nal antenna, etc.) and flag certain operational parameters as
overriding parameters which a central control element can not
change, except with a new “overriding” parameter value. In
another embodiment, access element 15 can be configured
only through an interface presented by a central control ele-
ment.

As FIG. 4 illustrates, central control element 24 receives
the configuration request (214), and generates the operational

—_

0

20

w

0

w
&

65

8

parameters for access element 15 (216), taking into account
the overriding parameters identified in the configuration
request. Central control element 24 then transmits a configu-
ration response including the operational parameters (218),
and registers the access element 15 in a database (e.g., a single
table, or a relational database), including identitying infor-
mation (e.g., LAN MAC address, WLAN MAC address,
access element identifier, etc.) and the operational parameters
associated with the access element (220). Access element 15
receives the configuration response (126), optionally stores
the operational parameters in non-volatile memory, imple-
ments the operational parameters (128), and switches to an
access point mode. In one embodiment, access element 15
switches to access point mode, using the configuration infor-
mation provided by the central control element, and transmits
a message indicating the start up event to the central control
element.

During subsequent start-ups (such as after power cycling,
or a forced reboot), access element 15, now configured with
the central control element identifier (or link and/or network
layer addresses) corresponding to its primary central control
element, associates with that central control element as the
primary central control element. After the initial configura-
tion, a network administrator may then access a configuration
interface associated with central control element 24 and fur-
ther configure access element 15. For example, the network
administrator may specify overriding parameters, or assign a
new access element identifier. In addition, the network
administrator may configure the access element to associate
with an alternative, primary central control element, such as
central control element 26. In one embodiment, the physical
deployment of the access elements 12-15 may be such that
access elements 12, 14 are deployed on a first floor of a
building, while access elements 13, 15 are deployed on a
second floor or in a separate physical location. The network
administrator may then configure access element 15 to asso-
ciate with central control element 26 to facilitate management
and operation of the wireless network, such as handoffs of
remote client elements between access element 13 and access
element 15.

The access elements, in one embodiment, during normal
access point mode operation transmit “keep-alive” messages
to their respective primary central control elements to detect
failure events associated with the central control elements.
Specifically, an access element that does not receive a
response to a keep-alive message after a threshold period of
time and/or after a threshold number of attempts, assumes
that its primary central control element has failed. During a
failover mode, the affected access elements repeat the discov-
ery, joinder and configuration phases discussed above. Dur-
ing this failover period, the access element periodically
broadcasts or multicasts discovery requests to its primary
central control element and re-associates with it when it
receives a discovery response. In one embodiment, assuming
anew central control element has been installed, the network
administrator configures the central control element identifier
to match that of the failed central control element, thereby
allowing the access element to identify the new central con-
trol element as its primary controller.

The invention has been explained with reference to specific
embodiments. Other embodiments will be evident to those of
ordinary skill in the art. As discussed above, FIG. 2 illustrates
an alternative deployment architecture where direct access
lines connect the central control element 24 to the access
elements 12, 14. Despite the difference in architecture, how-
ever, the initialization and configuration functionality and
processes discussed above are essentially the same. In addi-
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tion, although embodiments of the present invention have
been described as operating in 802.11 wireless networks, the
present invention can be applied other wireless network envi-
ronments implementing alternative networking protocols.
Furthermore, the present invention has application to other
wireless network environments and implementations; for
example, the division of functionality between the access
elements and the central control elements can be shifted. For
example, the access elements can bridge network traffic asso-
ciated with the remote client elements directly, while trans-
mitting management packets to the central control element.
Still further, the managed access point protocol can be imple-
mented, as discussed above, in connection with substantially
autonomous access elements managed and configured by a

5

10

receiving a join response from the selected central control
element, the join response including a second digital
certificate, the second digital certificate comprising a
second public key; and

validating the join response.

7. The method of claim 6 wherein the join request further
comprises a session identifier.

8. The method of claim 7 wherein the join response further
comprises a cipher including at least one cryptographic key,
and the session identifier, and wherein the cipher is generated
by asymmetric encryption with the first public key, and
wherein the cipher and the session identifier are digitally
signed a private key of the central control element, and
wherein the validating step comprises

central management server or appliance. It is, therefore, 15  validating the second digital certificate;
intended that the claims set forth below not be limited to the validating the cipher and session identifier with the second
embodiments described above. public key;
What is claimed is: comparing the session identifier in the join response to the
1. In a wireless network system comprising at least one session identifier in the join request;
access element for communication with at least one remote 20  decrypting the cipher with a private key; and
client element, and at least one central control element for installing the symmetric encryption key if the second digi-
controlling and managing wireless connections between tal certificate and the session identifier in the join
access elements and remote client elements, a method facili- response are valid.
tating the initialization and configuration of an access ele- 9. The method of claim 8 wherein the exchanging configu-
ment, comprising 25 ration step comprises

transmitting from an access element one or more discovery
messages to discover one or more central control ele-
ments, wherein the one or more central control elements

transmitting a configuration request to the validated central
control element, wherein the configuration request com-
prises at least one overriding configuration parameter;

each provide a central control element identifier and a and
load parameter identifying the number of access ele- 30  receiving a configuration response from the central control
ments associated with the corresponding central control element,

element;

selecting, at the access element, a central control element
from the discovered central control elements, wherein
the selected central control element reporting the lowest
load parameter;

exchanging validating information between the access ele-
ment and the selected central control element, wherein

wherein the configuration request and the configuration
response are encrypted with the symmetric encryption key.
10. The method of claim 1 wherein the exchanging con-
figuration step comprises
transmitting a configuration request to the validated central
control element, wherein the configuration request com-
prises at least one overriding configuration parameter;

exchanging validating information comprises and
transmitting a first joint request having a first byte sizeto 40  receiving a configuration response from the central control
the selected central control element; element.

if a join response to the first join request is not received,
transmitting a second join request having a second
byte size, wherein the second byte size is less than the
first byte size; and
exchanging configuration information between the access
element and the validated central control element.
2. The method of claim 1 wherein the transmitting step

45

11. The method of claim 1 wherein the central control
element is a central management appliance.

12. The method of claim 1 wherein the first byte size equals
a maximum transmit unit size for a link layer protocol plus a
number of bytes corresponding to an encapsulation header,
and wherein the second number of bytes is the maximum
transmit unit size for the link layer protocol.

comprises 13. A wireless network system, comprising
broadcasting discovery requests over a computer network; 50  a plurality of access elements for wireless communication
and with at least one remote client element and for commu-
receiving at least one discovery response from a central nication with a central control element;
control element. a plurality of central control elements for supervising the
3. The method of claim 2 wherein the discovery response access elements, wherein the central control elements
comprises a central control element identifier and a load 55 are each operative to
parameter. manage wireless connections between the access ele-
4. The method of claim 3 wherein the discovery response ments and corresponding remote client elements,
further indicates whether the responding central control ele- exchange validating information with access elements,
ment is a master central control element. and
5. The method of claim 4 wherein the selecting step com- 60 exchange configuration information with validated
prises access elements;
selecting the master central control element from the dis- wherein the access elements are each operative to
covered central control elements; else, selecting the cen- discover one or more central control elements, wherein
tral control element reporting the lowest load parameter. the one or more central control elements each provide
6. The method of claim 1 wherein the join request includes 65 a central control element identifier and a load param-

a first digital certificate, the first digital certificate comprising
a first public key; and wherein the method further comprises

eter identifying the number of access elements asso-
ciated with the corresponding central control element,

Exhibit 1005
Hewlett Packard Enterprise Company v. Sovereign Peak Ventures, LLC
Page 000010



US 7,508,801 B1

11

select a central control element from the discovered
central control elements wherein the selected central
control element reporting the lowest load parameter,
exchange validating information with the selected cen-
tral control element by transmitting a first joint
request having a first byte size to the selected central
control element; if a join response to the first join
request is not received, transmitting a second join
request having a second byte size, wherein the second

byte size is less than the first byte size; and validating 10

a join response received from the selected control
element,

exchange configuration information with the validated
central control element, and

12

generate cryptographic keys,
provide at least one cryptographic key to validated access
elements, and
wherein communication of management data between the
plurality of access elements and the plurality of central con-
trol elements is encrypted using the at least one cryptographic
key.
16. A method comprising
transmitting from an access element one or more discovery
messages to discover one or more central control ele-
ments;
selecting, at the access element, a central control element
from the discovered central control elements;
transmitting a first joint request having a first byte size to

establish and maintain, in connection with the validated 15
central control element, wireless connections with the selected central control element;
remote client elements. if a join response to the first join request is not received,
14. The wireless network system of claim 13 wherein at transmitting a second join request having a second byte
least one central control element of the plurality of central size, wherein the second byte size is less than the first
control elements is a master central control element; and 20 byte size; and
wherein the access elements are operative to select the master validating a join response transmitted from the selected
control element from the discovered central control elements, central control element; and
else, select the central control element reporting the lowest exchanging configuration information between the access
load parameter. element and the validated central control element.
15. The wireless network system of claim 13 wherein the 25

plurality of central control elements are each operative to
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