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Foreword

This version of the specification contains only editorial changes and editorial
clarifications from EMV Contactless Communication Protocol Specification,
Version 2.0.1, July 2009. No technical changes apply. No wording changes have
been made to Requirements.

Revision Log — Version 2.1

The following editorial changes have been made to this specification since the
publication of version 2.0.1.
All sections
e The word ‘document’ has been replaced with the word ‘specification’.
e The word ‘personalization’ has been replaced with the word ‘personalisation’.
e Issues with fonts and subscripts were corrected.
e Some words were hyphenated.

e ‘s’ was added wherever needed.

Revision Log — Version 2.0.1
e Some bullets were included in a table for readability.
e The heading ‘Section 3.2.6 and 3.2.7’ was changed to
‘Sections 3.2.6, 3.2.7, A.2, and A.3".
Table of Contents

o Added a Requirements list.

Chapter 1

¢ Combined Scope and Audience in section 1.1, and added section 1.2,
Volumes of the Contactless Specifications.

e Section 1.6: Added missing definitions.
e Added ‘straight’ in section 1.7.2.

e Merged Conventions from section 1.7.4 into section 1.7.3, Terminology,
so that section 1.7.4 includes only the RFU requirements.
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Chapter 2

o 1st paragraph: Replaced ‘EMV Contactless Specifications for Payment
Systems, EMV Contactless Communication Protocol Specification’ with ‘EMV
Contactless Communication Protocol Specification of the EMV Contactless
Specifications for Payment Systems’.

Section 2.1

e 2nd paragraph — 7th line: Added ‘and uses the DC voltage’ between
‘...diode rectifier’ and ‘to power the ...".

Section 2.2

e 1% paragraph: Replaced ‘EMV reference equipment’ with ‘EMV Contactless
Level 1 Test Equipment’.

Section 2.5

e 3"paragraph: Modified the wording to ‘This volume is organised into the
following chapters and annexes:’ and therefore deleted the later paragraph
‘The document also includes the following annexes’.

o Paragraph starting with ‘Chapter 3’: Modified the last two sentences to ‘This
chapter describes the two ISO/IEC 14443 communication signal interfaces:
Type A and Type B. Both communication signal interfaces use different
modulation methods for the PCD to PICC and the PICC to PCD
communication.’

e Paragraph starting with ‘Chapter 4’: Changed ‘bitlevel’ to ‘bit level'.

e Paragraph starting with ‘Chapter 9’: Modified the last sentence to ‘This
chapter includes a detailed description of the specific requirement that the
PCD must not initiate the transaction if more than one PICC is detected in the
Operating Field.’

e Paragraph starting with ‘Annex C’: Modified the paragraph to ‘Annex C
contains the convention used to define the position of a PICC within the
Operating Volume and the specifications for reproduction of the contactless
symbol.’
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Section 3.1.2
e In both paragraphs starting with “Whether”: Deleted “or not”.

¢ In three instances, divided a paragraph into a paragraph followed by two
bullets, to make the correlation between tests and the appropriate EMV
Contactless Level 1 Test Equipment more obvious. In each case, changed
‘E.g.” to ‘That is:’.

e 2" paragraph starting with ‘Whether’: Changed ‘having the transmitter of the
appropriate EMV Contactless Level 1 Test Equipment create a range of
values’ to ‘having the appropriate EMV Contactless Level 1 Test Equipment
transmit a range of values’'.

e Bullets 3 and 4: Replaced ‘send out’ with ‘transmit’.

Section 3.1.3

e Added single quotation mark (‘) before and after ‘Function Properly’ in the title
and the 2" and 3™ paragraphs.

o Bullet 1: Replaced ‘being’ with ‘making it’.
Section 3.2.2

In Table 3.3, changed ‘meanvoltage’ to ‘mean voltage’.

Section 3.2.5

Corrected the section title and the two table captions to read ‘fs ¢’ rather than ..

Section 3.2.6

e 1% paragraph: Replaced ‘measure if the Operating Field’ with ‘measure
whether the Operating Field'.

Section 4.3.1
In the second paragraph, changed ‘determined counting’ to ‘determined by
counting’.

Section 4.4.1
Following Figure 4.6, changed ‘After a time of half the bit duration’ to ‘After half
the bit duration’.

Section 5.1

Adjusted requirements caption to indicate that requirements applied to Type A.

Section 5.7.2

In Table 5.16 and in the paragraph after Table 5.20, changed bit values from ‘1’
to ‘(1)b’.

March 2011 Page v

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 7




Revision Log — Version 2.1 EMV Contactless Book D
Contactless Comm Protocol 2.1

Section 5.7.2 — Interface Byte TA(1)

Changed several instances of ‘the bits bn to bn’ to ‘bits bn to bn’.

Section 5.7.2 — Interface Byte TC(1)
o First paragraph: Replaced ‘Node Addressing’ with ‘Node ADdress’.

e Paragraph following Table 5.20: Replaced ‘The bits b2 and b1 is used’ with
‘Bits b2 and b1 are used’. Replaced ‘indicates NAD supported’ to ‘indicates
that NAD is supported’ and ‘indicates CID supported’ to ‘indicates that CID is
supported’.

Sections 5.7.2,6.4.1, 10.2.2, 10.3.5

In the following instances of explanatory text, eliminated ‘shall’:

e Paragraph preceding requirement 5.7.2.11: Replaced ‘shall be’ with ‘is’.

e Paragraph preceding requirement 5.7.2.14: Replaced ‘shall be’ with ‘are’.

e Paragraph preceding Table 6.13 and paragraph preceding Table 6.14:
Replaced ‘shall code’ with ‘codes’.

e Paragraph preceding Table 6.15: Replaced ‘shall be used’ with ‘is used’.

e Second paragraph of section 10.2.2: Replaced ‘shall acknowledge’ with
‘acknowledges’.

o First paragraph of section 10.3.5: Replaced ‘When errors are detected the
following error handling shall be attempted’ with ‘This section describes the
error handling to be attempted when errors are detected’.

Section 6.1

Adjusted requirements caption to indicate that requirements applied to Type B.

Section 6.3.2

¢ In paragraph following Table 6.5, changed two instances of ‘The bits bn to bn’
to ‘Bits bn to bn’.

e Table 6.11: Replaced ‘Node Addressing’ with ‘Node ADdress’.

Section 6.4.1

e Paragraph related to PUPI: Replaced ‘Byte 2 up to byte 5’ with ‘Byte 2
through byte 5'.

¢ Inserted underscores in several instances of ‘Max_Frame_Size’.
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Section 6.4.2

¢ Clarified that ‘least significant nibble’ and ‘most significant nibble’ mentioned
in bullets are in Byte 1 (of the ATTRIB Response).

o Bullet before ‘Requirements 6.27’ table: Added single quotation mark (‘)
before and after ‘Higher layer — Response’.
Section 6.5.1
o Below Table 6.21: Replaced ‘Byte 2 up to byte 5’ with ‘Byte 2 through byte 5’.

Section 7.1

e In description of symbol ‘SELECT CLn’ before Figure 7.1, changed
‘matches with’ to ‘matches’.

¢ In description of the gray ‘STATE’ oval before Figure 7.1, changed
‘regardless the length’ to ‘regardless of the length’.
Section 9.5

In the caption of Figure 9.5, removed two unnecessary instances of ‘a’.

Section 10.2.2
In second paragraph, deleted redundant ‘long’ (from 1 byte long INF field’).

Annex A

In sections A.2, A.4, and A.5, changed ‘have to’ and ‘has to’ to ‘must’.

Annex A2

e Below Table A.3: Replaced ‘e.g.” with ‘For example:’.

Annex A.3
Changed title from ‘Set-up Values for EMV Contactless Level 1 Test Equipment’
to ‘Set-up Values for Test Equipment’.

Annex B

Changed ‘Setup’ to ‘Set-up’ in two headings and two captions.

Annex B.4

Changed ‘needs to’ to ‘must’.

Annex C

Expanded introductory paragraph, adding ‘and the requirements for reproduction
of the contactless symbol'.
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Revision Log — Version 2.0.1

The following changes have been made to this specification since the publication of
Version 2.0.

Chapter 2 and 3

The following terms have been changed.

Prior Term Current Term
EMV Reference Equipment EMV Contactless Level 1 Test Equipment
EMV Reference PICC EMV - TEST PICC
EMV Reference PCD EMV - TEST PCD
EMV Reference CMR EMV - TEST CMR

Sections 3.2.6, 3.2.7, A.2, and A.3
o  Vovreser has been defined rms and its value has been adapted to 3.5 mV.

e Vsovreser has been defined rms and its value has been adapted to 5.3 mV.

Section 4.6.2

An informative statement has been added to clarify the case when tgsorr = 0.

Section 4.8.1, Chapters 5,6, 7 and 8
The full state machine of the Type A and Type B PICC has become normative.

For Type A:
e The READY*, READY"*, READY"'*, and HALT states have become
normative.

e REQA and S(DESELECT) have become normative.

For Type B:
e REQB and S(DESELECT) have become normative.

Section 5.3

A new requirement has been added stating that the length of a dynamic UID must
be 4 bytes.
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Section 5.5.2

Requirements 5.5.2.2 and 5.5.2.3 related to the SAK have been adapted as
follows:

e When b3 = (1)b, the PICC must set all other bits to (0)b.
e When b3 = (1)b, the PCD must disregard all other bits.
e When b3 = (0)b, the PCD must only interpret b6.

Section 6.3.1
e The PCD must not indicate support for Extended ATQB.
e The PICC must accept REQB/WUPB commands that indicate support for
Extended ATQB.
Section 6.3.2
e Bit b4 of the ADC has become RFU.
¢ Removed PCD requirement related to SFGI in Extended ATQB.

Section 9.3.2
PCD error handling for a transmission error in the response to the SELECT
command has been added.

Section 10.3.2

Figure 10.2 has been adapted to be compliant with requirement 10.3.2.2.

Section 10.3.5

e Requirement 10.3.5.3 and 10.3.5.6: ‘No correct response’ has been replaced
with ‘a block with a transmission error’.

e Requirement 10.3.5.5 and 10.3.5.8: ‘No valid block’ has been replaced with
‘a time-out error’.

e Reworded requirement 10.3.5.5.
o Requirement 10.3.5.8: deleted ‘or if the PCD has detected a time-out
following ... or R-block from the PICC)'.
Requirement 10.3.5.9
Added an informative bullet regarding Power-off PCD.
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Annex A.2
Modulation PCD — PICC (Type A) parameters changed as follows:
e 206<t;<2.99
o 052<t,<ty
e 0<t,<044

Annex A.2

Vpp has been defined as a function of zand r.

Annex A.3
Modulation PCD — PICC (Type A) set-up values changed as follows:
e 2.03<tg;<3.02
o 0.44<ts,<ts;
e 0<ts4<0.52

Annex A.3

Two new set-up points for the PICC Type B modulation reception requirements
have been added for the lower limit.

The PICC requirement for the lower limit is now as follows:
e 0<z<2: 8%
o 2<7z<3: 85%
o 3<z<4: 9%

Annex A.3

The minimum value for Vs; ,, has been changed from 7.5 mV to 5.5 mV.

Annex A.4
The PCD value of FSClyn (FSCyin) has been changed from 2 (32) to 0 (16).

Annex D

‘Any other error’ has been replaced with ‘Any other transmission error’.
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1 General

This chapter contains information that helps the reader understand and use this
specification.

1.1 Scope and Audience

This specification, the EMV Contactless Specifications for Payment Systems, EMV
Contactless Communication Protocol Specification, describes the minimum
functionality required of Proximity Integrated Circuit Cards (PICCs) and Proximity
Coupling Devices (PCDs) to ensure correct operation and interoperability
independent of the application to be used. Additional proprietary functionality and
features may be provided, but these are beyond the scope of this specification and
interoperability cannot be guaranteed.

This specification is intended for use by manufacturers of PICCs and PCDs, system
designers in payment systems, and financial institution staff responsible for
implementing financial applications in PICCs and PCDs.

1.2 Volumes of the Contactless Specifications

This specification is part of a seven-volume set:
Book A: Architecture and General Requirements
Book B: Entry Point Specification (supersedes Entry Point v1.0)
Book C-1: Kernel 1 Specification
Book C-2: Kernel 2 Specification
Book C-3: Kernel 3 Specification
Book C-4: Kernel 4 Specification

Book D: Contactless Communication Protocol (replaces CCP v2.0.1)

March 2011 Page 1

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 31




1 General EMV Contactless Book D
1.3 Related Information Contactless Comm Protocol 2.1

1.3 Related Information

The following EMV documents provide information related to the subjects discussed
in this specification. The latest version shall apply unless a publication date is
explicitly stated.

¢ EMV Contactless Specifications for Payment Systems — Level 1 — Test
Equipment Specifications — PCD Manual

o EMV Contactless Specifications for Payment Systems — Level 1 — Test
Equipment Specifications — PICC Manual

¢ EMV Contactless Specifications for Payment Systems — Level 1 — Test
Equipment Specifications — CMR Manual

1.4 Normative References

The following standards contain provisions that are referenced in this specification.
The latest version including all published amendments shall apply unless a
publication date is explicitly stated.

ISO/IEC 7810 Identification cards — Physical characteristics.

ISO/IEC 14443-1 Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 1: Physical characteristics.

ISO/IEC 14443-2 Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 2: Radio frequency power and signal
interface.

ISO/IEC 14443-3 Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 3: Initialization and anticollision.

ISO/IEC 14443-4 Identification cards — Contactless integrated circuit(s) cards —
Proximity cards — Part 4: Transmission protocol.

ISO/IEC 13239 Information technology — Telecommunications and information
exchange between systems — High-level data link control
(HDLC) procedures.
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1.5 Acknowledgment

Extracts from standards are reproduced on behalf of ISO with the permission of the
British Standards Institution under license number 2003SK/099. BSI & ISO
publications can be obtained from:

BSI Customer Services

Phone: +44 (0) 20 8996 9001

E-mail: cservices@pbsi-global.com

Address: 389 Chiswick High Road
London W4 4AL

United Kingdom
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1.6 Definitions

The following terms are used in this specification:

Collision Transmission by two or more PICCs in the same
PCD energizing field and during the same time
period, such that the PCD is unable to distinguish
from which PICC the data originated.

EMV Contactless Level 1 Test Equipment for EMV testing, including:
Equipment
e EMV-TEST CMR

e EMV-TEST PCD
e EMV-TESTPICC

Formerly referred to as ‘EMV Reference
Equipment’.

EMV - TEST CMR A signal switching and conditioning unit for the
EMYV test bench; formerly referred to as ‘EMV
Reference CMR'.

EMV - TEST PCD A PCD simulator used for EMV testing; formerly
referred to as ‘EMV Reference PCD'.

EMV - TEST PICC A PICC simulator used for EMV testing; formerly
referred to as ‘EMV Reference PICC’.

Modulation index The modulation index of an amplitude modulated
signal is defined as:

m; = ([A(t)Imax — [A®)Imin) 7 ([AE)Ivax + [A()Ivin)

where A(t) is the envelope of the modulated carrier.

Operating Field The magnetic field (Hoy) created by the PCD within
the Operating Volume.

Operating Volume The 3-dimensional space in which the PCD can
communicate with a PICC by means of a magnetic
field.

Protocol error A syntax or semantic error.
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Proximity IC Card (PICC) A card of the ID-1 form factor (as defined in
ISO/IEC 7810) into which integrated circuit(s) and
coupling means have been placed and in which
communication to such integrated circuit(s) is done
by inductive coupling in proximity of a coupling
device.

Proximity Coupling Device The peripheral device of the terminal that uses

(PCD) inductive coupling to provide power to the PICC
and also to control the data exchange with the
PICC.

Semantic error A valid frame with no syntax error is received when
it is not expected (Chapters 7, 8, 9 and 10).

Syntax error A valid frame is received with an invalid content: In
this case the coding of the command or the block
within the frame is not consistent with this
specification (Chapters 5, 6 and 10).

Terminal The device used in conjunction with the PICC at
the point of transaction to perform a financial
transaction. It incorporates the PCD and may also
include other components and interfaces (e.g. host
communication).

Time-out error No response has been sent by the PICC within the
Frame Waiting Time (FWT).

Transmission error An invalid frame is received: In this case the signal
modulation, the bit coding, the frame format, or the
timing is not consistent with this specification
(Chapters 3 and 4).
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1.7 Notational Conventions

1.7.1 Abbreviations

The abbreviations listed in Table 1.1 are used in this specification.

Table 1.1: Abbreviations

Abbreviation Description
AC AntiCollision
ACK Positive ACKnowledgement
ADC Application Data Coding, Type B
AFI Application Family Identifier, Type B
ASK Amplitude Shift Keying
ATQA Answer To reQuest, Type A
ATQB Answer To reQuest, Type B
ATS Answer To Select, Type A
ATTRIB PICC selection command, Type B
BCC UID CLn check byte, Type A
BPSK Binary Phase Shift Keying
BSI British Standards Institution
CID Card IDentifier
CLn Cascade Level n, Type A
CMR Common Mode Rejection
CT Cascade Tag, Type A
CRC_A Cyclic Redundancy Check error detection code for Type A
CRC B Cyclic Redundancy Check error detection code for Type B
D Divisor
DC Direct Current
EDC Error Detection Code
EGT Extra Guard Time, Type B
EoF End of Frame
EoS End of Sequence
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Abbreviation

Description

etu
FDT
fe

FO

fs
FSC
FSCI
FSD
FSDI
FWI
FWT
HLTA
HLTB
IEC
INF
ISO
LSB
MBL
MBLI
MSB
NAD
NAK
n.a.
NRZ-L
OOK
PCB
PCD
PICC
PUPI
RATS
REQA
REQB
RF

March 2011

Elementary time unit

Frame Delay Time

Carrier frequency

Frame Option, Type B

Subcarrier frequency

Frame Size for proximity Card

Frame Size for proximity Card Integer
Frame Size for proximity coupling Device
Frame Size for proximity coupling Device Integer
Frame Waiting time Integer

Frame Waiting Time

HaLT command, Type A

HaLT command, Type B

International Electrotechnical Commission
INFormation field

International Organization for Standardization
Least Significant Bit

Maximum Buffer Length

Maximum Buffer Length Index

Most Significant Bit

Node ADdress

Negative AcKnowledgement

Not Applicable

Non-Return to Zero, (L for Level)

On-Off Keying

Protocol Control Byte

Proximity Coupling Device (reader)
Proximity IC Card

Pseudo-Unique PICC Identifier, Type B
REQuest for Answer To Select, Type A
REQuest command, Type A

REQuest command, Type B

Radio Frequency
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Abbreviation Description
RFU Reserved for Future Use
rms Root Mean Square
SAK Select AcKnowledge, Type A
SFGI Start-up Frame Guard time Integer
SFGT Start-up Frame Guard Time
SEL SELect code, Type A
SoF Start of Frame
SoS Start of Sequence
uiD Unique IDentifier, Type A
uidn Byte number n of UID, Type A
WTX Waiting Time eXtension
WTXM Waiting Time eXtension Multiplier
WUPA Wake UP command, Type A
WUPB Wake UP command, Type B
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1.7.2 Notations

The notations listed in Table 1.2 apply.

Table 1.2: Notations

Notation Description

'0'to'9"and 'A'to'F' | Hexadecimal notation. Values expressed in hexadecimal
form are enclosed in straight single quotes (i.e.' ").

For example, 27509 decimal is expressed in hexadecimal
as '6B75'.

(1001)b Binary notation. Values expressed in binary form are
enclosed in brackets (i.e. (_)) and followed by a lower case
“b”. For example, '08' hexadecimal is expressed in binary
as (00001000)b.

[...] Optional part.
XX Any value.
STATE States are written in COURIER FONT to distinguish them

from the text.
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1.7.3 Terminology and Conventions

The following words are used often in this specification and have a specific meaning:

shall Defines a product or system capability which is mandatory.

may Defines a product or system capability which is optional or a
statement which is informative only and is out of scope for this
specification.

should Defines a product or system capability which is recommended.

The following conventions apply:

Value of Parameters

Throughout the specification, symbols are used to identify the values of
parameters. The actual values of the parameters are listed in Annex A. Symbols
referenced in Annex A are written in Arial bold to distinguish them from the text.

Requirement Numbering

Requirements in this specification are uniquely numbered with the number
appearing next to each requirement: For example:

5.4.2.1 The PCD shall verify the BCC included in the UID CLn. The PCD
shall consider an incorrect BCC as a transmission error.

A requirement may have different numbers in different versions of the
specifications. Hence, all references to a requirement must include the version of
the specification as well as the requirement’s number.

Requirements may include informative statements. In this case the statement is
written in the italic font and the verb ‘may’ instead of ‘shall’ is used.
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1.7.4 Reserved for Future Use (RFU)

Requirements 1.1: RFU

PCD and PICC

1.7.4.1 Bytes or bits, specified as Reserved for Future Use (RFU), shall
be set to the value indicated, or to zero if no value is given. An
entity receiving bytes or bits specified as RFU, shall not
examine or depend upon the coding of these bytes or bits.

1.7.4.2 Values, specified as RFU, shall not be used by the entity
sending the data. An entity receiving data with a value
specified as RFU, shall treat the value as specified by the
related requirement.
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2 Introduction

This chapter includes an introduction to the EMV Contactless Communication
Protocol Specification of the EMV Contactless Specifications for Payment Systems.

2.1 Contactless System

The basic components of a contactless system are the contactless reader or
Proximity Coupling Device (PCD) and a transponder or Proximity IC Card (PICC).

The PCD is an antenna connected to an electronic circuit. The PICC consists of an
inductive antenna and an integrated circuit connected to the ends of the antenna.
The combination PCD — PICC behaves like a transformer. An alternating current
passes through a primary coil (PCD antenna) and creates an electromagnetic field,
which induces a current in the secondary coil (PICC antenna). The PICC converts
the electromagnetic field (or RF field) transmitted by the PCD into a DC voltage by
means of a diode rectifier, and uses the DC voltage to power the PICC’s internal
circuits. The configuration and tuning of both antennas determines the coupling
efficiency from one device to the other.

The PCD and PICC are shown in Figure 2.1.

Figure 2.1: PCD and PICC Configuration

PCD POWER PICC
.
ELECTRONIC ELECTROMAGNETIC IC
CIRCUIT FIELD
DATA
- P
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The addition of information to an electronic (or optical) signal carrier is called
modulation. A signal carrier is characterized by means of its amplitude, phase, and
frequency. Therefore, information can be added to the carrier by means of changing
one or more of these characteristics. Modulation methods used in this specification
are:

o Amplitude modulation: The level of the signal carrier is varied over time.

o Phase modulation: The flow of the signal carrier is either advanced or
delayed temporarily, giving a change in phase.

The RF energy transmitted by the PCD and received by the PICC not only powers up
the PICC but is also used to transport the data through modulation of the carrier.

The PICC decodes and processes the data and responds to the PCD by means of
load modulation.

Load modulation is based on the electromagnetic coupling (i.e. mutual inductance)
between PICC and PCD similar to the power transfer and communication from PCD
to PICC. The PICC changes the current in its antenna. The current variation in the
PICC antenna is sensed by the PCD as a small change in the current in its antenna,
typically sensed as a small increase in voltage across a resistor in series with the
PCD antenna.

2.2 EMV Contactless Level 1 Test Equipment

The RF power and signal interface part of the specification is specified in terms of the
EMV Contactless Level 1 Test Equipment. EMV Contactless Level 1 Test Equipment
consists of an EMV — TEST PCD, an EMV — TEST PICC, and an EMV — TEST CMR
(Common Mode Rejection). The purpose of the EMV Contactless Level 1 Test
Equipment is to provide a PCD and PICC that cover the variations in contactless
technology. A PCD can therefore be checked against the EMV — TEST PICC and a
PICC can be checked against the EMV — TEST PCD.

There is no requirement to create contactless devices using the architecture, antenna
layout, and resonance frequencies used for the EMV — TEST PCD or EMV — TEST
PICC. The EMV Contactless Level 1 Test Equipment is put in place to specify an
externally observable behaviour. A PCD or PICC with a completely different design,
that creates a similar observable behaviour, can meet the requirements as described
in Chapter 3.
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221 EMV - TEST PCD

The EMV — TEST PCD (Figure 2.2) has a circular antenna of about 7 cm, which is in
the small range of antenna sizes encountered in EMV terminals. The circular
antenna creates a symmetric field distribution from the z-axis, which simplifies
measurements. When fed with 600 mW into its 50 Q input impedance at resonance,
the EMV — TEST PCD provides a magnetic field which is representative of most
PCDs.

The EMV — TEST PCD allows commands to be sent to PICCs when connected to a
signal generator. The response from a PICC can be analyzed by means of the EMV
— TEST CMR.

The EMV — TEST PCD circuit is mounted in a covered assembly as shown in
Figure 2.2.

Figure 2.2: EMV — TEST PCD
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2.2.2 EMV - TEST CMR

The aim of the EMV — TEST CMR is to form a signal switching and conditioning unit
for the test bench. It is expected that it would be connected to J2 of the EMV — TEST
PCD, J9 of the EMV — TEST PICC and the analogue to digital converter of the test
bench.

The EMV — TEST CMR circuit is shown in Figure 2.3.

Figure 2.3: EMV — TEST CMR
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2.2.3 EMV - TEST PICC

The EMV — TEST PICC (see Figure 2.4) has an antenna similar to those found in
ID-1 cards. As payment products based on this specification are designed to work
with one PICC in the field, it is tuned to 16.1 MHz. This is a compromise between
power consumption, detuning, and communication capability.

The EMV — TEST PICC allows the analysis of the signal as sent out by a PCD. For
analyzing the frequency content of these signals, it is equipped with a pickup coil,
which is an integral part of the EMV — TEST PICC.

The EMV — TEST PICC can also send information back to a PCD, using various
levels of load modulation.

The EMV — TEST PICC can be configured with a linear and a non-linear load. The
non-linear load is self-adapting to the magnetic field strength. The (variable) load
parameters are set based on the maximum power consumption in current contactless
cards. The maximum power consumption represents a worst case scenario for a
PCD. ltis expected that a PICC will require less power than the EMV — TEST PICC
and that this will be even more so in future versions of PICCs, as technology evolves.
If a PCD works with the EMV — TEST PICC, it will work with current PICCs as well as
future PICCs.

Figure 2.4: EMV — TEST PICC

EMV-TEST PICC ANTENNA

VERSION 21-PATENT PENDING
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2.3 Landing Plane

A PCD must identify where a customer should tap the PICC to achieve a successful
read. This identified area is referred to as the landing plane. The landing plane must
be a clearly distinguishable area on the PCD. To ensure a consistent approach of
identifying the landing plane, the contactless symbol must be placed in the centre of
the landing plane.

The rules for the use of the contactless symbol are detailed in Annex C.2.

2.4 Operating Volume

The Operating Volume of a PCD is the 3-dimensional space for which this
specification imposes requirements on the magnetic field Hoy (Operating Field). The
geometry of the Operating Volume is shown in Figure 2.5. The Operating Volume is
measured from the centre of the landing plane, along an axis perpendicular to the
landing plane. Requirements on this geometry suppose that the PCD is stationary
and that the PICC moves slowly (less than 1 m/s) through the Operating Volume.
The position of a PICC within the Operating Volume is represented by the quadruplet
(r, ¢, z, 0) as described in Annex C.1. The values of the symbols used in Figure 2.5
are defined in Annex A.1.

Page 18 March 2011

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.
Mastercard, Ex1029, p. 48




EMV Contactless Book D 2 Introduction
Contactless Comm Protocol 2.1 2.4 Operating Volume

Figure 2.5: Operating Volume

D2
l / o
SZ .
Operating Volume
Sl

Landing
D, Plane

Any PCD approval testing carried out against this specification will use the centre of
the contactless symbol as the reference point to indicate the centre of the Operating
Volume (r,9,z) = (0,0,0).

In order to provide the required power to the PICC, the PCD creates a magnetic field
strength of at least the specified minimum level. The maximum field strength that a
PCD can create is limited to prevent excess dissipation in the PICC. Refer to
section 3.2.1 for requirements regarding minimum and maximum field strength."

' The maximum field strength must also comply with all international and national legal and

regulatory requirements.
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2.5 Overview

This specification lists the EMV specific communication protocol requirements for
PICCs and PCDs based on the protocol as described in ISO/IEC 14443 1-4. The
specification uses a layered approach as shown in Figure 2.6.

Figure 2.6: Communication Protocol Layers

Application Layer

Type A - Commands | Half-Duplex Transmission | Type B - Commands
(Chapter 5) Protocol (Chapter 10) (Chapter 6)

Type A - Frames (Chapter 4) Type B - Frames (Chapter 4)

Type A - Sequences (Chapter 4) Type B - Sequences (Chapter 4)

Type A - Modulation (Chapter 3) Type B - Modulation (Chapter 3)

Radio Frequency Power (Chapter 3)

Besides the various protocol layers, this document also deals with the specification of
the state machine of the PICC and the specification of the PCD processing (polling,
collision detection, activation, removal, and exception processing).

This volume is organised into the following chapters and annexes:

Chapter 1 contains general information that helps the reader understand and use
this specification.

Chapter 2 contains an introduction to the concepts used in this specification.

Chapter 3 describes the electrical characteristics of the contactless interface
between a PICC and PCD. The interface includes the power requirements for the
electromagnetic field established by the PCD and the modulation methods for the
bi-directional data transfer between the PICC and the PCD. This chapter describes
the two ISO/IEC 14443 communication signal interfaces: Type A and Type B. Both
communication signal interfaces use different modulation methods for the PCD to
PICC and the PICC to PCD communication.

Chapter 4 describes the protocol layers sequence and frame. It specifies the coding
techniques used for establishing the symbol alphabets and bit level coding. The
ISO/IEC 14443 protocol uses different bit coding techniques for Type A and Type B.
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Chapter 4 also specifies the frames used for Type A and Type B. When transmitted
between PCD and PICC, data bits are grouped within frames. This chapter lists the
specific requirements for Type A and Type B with regard to the frame format, frame
size, and timing.

Chapters 5 and 6 specify the commands that are available to the PCD for the
polling, collision detection, activation, and removal procedures. Chapter 5 lists the
requirements related to Type A commands and responses. Chapter 6 does the
same for the Type B commands and responses.

Chapter 7 specifies the state machine of a Type A PICC with regard to polling,
collision detection, and PICC activation. Chapter 8 does the same for a Type B
PICC. Note that the state machines as defined in this specification do not include the
state machine(s) of the application(s) residing on the EMV card.

Chapter 9 specifies the PCD processing during polling, collision detection, PICC
activation, and PICC removal. This chapter includes a detailed description of the
specific requirement that the PCD must not initiate the transaction if more than one
PICC is detected in the Operating Field.

Chapter 10 defines the data transmission protocol. The half-duplex block
transmission protocol defined in this chapter is common for Type A and Type B and
uses the frame format as defined in Chapter 4. The transmission protocol is used to
convey information for use by the application layer. The application layer itself is
outside the scope of this specification.

Annex A contains the values of the various parameters for both PICC and PCD as
defined throughout the specification. Note that the same parameter may have a
different value and tolerance when used by the PICC or the PCD.

Annex B contains the measurement conventions used to verify the requirements
listed in Chapter 3.

Annex C contains the convention used to define the position of a PICC within the
Operating Volume and the specifications for reproduction of the contactless symbol.

Annex D contains a flowchart clarifying the PCD exception processing specified in
Chapter 9 and Chapter 10.
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3 Radio Frequency Power and Signal
Interface

This chapter specifies the electrical characteristics of the two signalling schemes
(Type A and Type B) of the contactless interface supported by EMV. The interface
includes both power and bi-directional communication between a PCD and a PICC.

3.1 Introduction

This chapter specifies the RF power and signal interface requirements for the PCD
and PICC. All the requirements included in this chapter are specified with respect to
the EMV Contactless Level 1 Test Equipment. Requirements are preceded by a
measurement procedure describing how to use the EMV Contactless Level 1 Test
Equipment to validate the specific requirement. The remainder of this section
explains the approach used for writing the requirements.

3.1.1 Transmission and Reception Requirements

A device, which can be a PCD or a PICC, is either transmitting or receiving. A PCD
transmits power and data to a PICC and receives data from this PICC. A PICC
receives power as well as data from a PCD and can transmit data to the PCD. The
configurations for transmitting and receiving for PCD and PICC are illustrated in
Table 3.1.

Table 3.1: Configurations Transmit and Receive

PCD PICC

Transmit Receive Transmit Receive
Power N n.a. n.a. N
Data N N, N \

For each device, the requirements related to transmission are such that the value of
a transmission parameter must fall within a well defined range Ry for the parameter.
The requirements on reception are such that the receiver must properly work with the
value of different parameters varying over a range R relevant for each parameter.
For interoperability, the ranges for corresponding transmission and reception
parameters are defined so that the range Ry is contained within Ry.
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3.1.2 EMV Contactless Level 1 Test Equipment

Whether a device meets the transmission requirements is measured by means of the
receiver of the appropriate EMV Contactless Level 1 Test Equipment. That is:

o Whether the transmitter of a PCD meets the requirements is measured by
means of the EMV — TEST PICC.

e The quality of the transmitter of a PICC is measured on the EMV — TEST
PCD.

Example:

A PCD must provide a certain level of power to a PICC. The power delivered by
the PCD is measured on the EMV — TEST PICC. The value of the power level
measured on the EMV — TEST PICC must fall within range R power-

Whether a device meets the reception requirements is measured by having the
appropriate EMV Contactless Level 1 Test Equipment transmit a range of values for
a number of parameters. That is:

o Whether the receiver of a PCD meets the requirements is measured by
having the EMV — TEST PICC transmit different levels of load modulation.

e The quality of the receiver of a PICC is verified by having the EMV — TEST
PCD transmit different levels of modulation.

In order to set up the transmitter of the EMV Contactless Level 1 Test Equipment, the
receiver of the matching EMV Contactless Level 1 Test Equipment is used. That is:

e The load modulation level of the EMV — TEST PICC is characterized with
respect to the EMV — TEST PCD.

e The modulation level of the EMV — TEST PCD is characterized with respect
to the EMV — TEST PICC.

Example:

A PICC must work with a certain power level provided by a PCD. The EMV —
TEST PCD generates different power levels, varying over a range Ry power- The
power level of the EMV — TEST PCD is set up with respect to the EMV — TEST
PICC. This means that Ry gower iS @ value measured on the EMV — TEST PICC and
that the power level of the signal generator feeding the EMV — TEST PCD is
increased/decreased until the correct (voltage) level is reached on the EMV —
TEST PICC.
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The power and data transmission characteristics of a PCD can be tested in isolation
as it is a master device. Testing the characteristics of a PICC cannot be done in
isolation, as it is a slave device, requiring stimulation from a PCD. For testing the
transmission characteristics, the PICC will receive commands from the EMV — TEST
PCD. Signal parameters on the EMV — TEST PCD will have an ‘average’ value
within the allowed R, range, thus maximizing the probability of a response from the
PICC.

3.1.3 ‘Function Properly’

For both a PCD and a PICC, checking the data reception characteristics depends on
some kind of acknowledgement by the device that the data was received. For a
PCD, sending the next command (=data transmission) in the overall flow implies that
the response from the EMV — TEST PICC was understood. For a PICC, a change in
internal state implies that the command from the PCD was understood.

For the remainder of the specification, the wording ‘function properly’ will be used for
a PCD sending the next command, following a response created by the EMV — TEST
PICC.

‘Function properly’ is also used for a PICC receiving a command generated by the
EMV — TEST PCD. For the purpose of this specification, the receiver of a PICC is
considered to function properly if the processing of a command sent by the EMV —
TEST PCD results in the required change in the internal state of the PICC
corresponding the command. Examples of a change in internal state are:

¢ Changing the state of the state machine of the PICC (making it capable of
processing the next command)

e Changing the internal memory of the PICC (volatile or non-volatile memory)
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3.14 Summary

The approach explained above leads to the following with regard to power and data
transfer:

o Power provided by a PCD is measured on the EMV — TEST PICC.

o Data transmission by a PCD (e.g. modulation depth) is measured on the EMV
— TEST PICC.

o Data reception by a PCD (load modulation sensitivity) is measured by
creating different signals through the EMV — TEST PICC. To determine the
levels and characteristics of the signal generated by the EMV — TEST PICC,
the signal is first characterized with respect to the EMV — TEST PCD.

o Data transmission by a PICC is measured on the EMV — TEST PCD, with the
EMV — TEST PCD providing an ‘average’ power level and with the EMV —
TEST PCD sending ‘average’ value commands to the PICC. Both the power
level and the command characteristics produced by the EMV — TEST PCD
are characterized with respect to the EMV — TEST PICC.

o Power and data reception sensitivity of a PICC are measured by means of the
EMV — TEST PCD, with the EMV — TEST PCD sending commands with
power levels and modulation characteristics at the border of the tolerance
interval Rix. Again, for setting these extreme values, the power and command
characteristics produced by the EMV — TEST PCD are characterized with
respect to the EMV — TEST PICC.
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3.2 RF Power

This section specifies the requirements for the power transfer from PCD to PICC
through the electromagnetic field created by the PCD.

All measurements described in this section must be performed with the EMV — TEST
PCD and the EMV — TEST PICC calibrated as specified in EMV Contactless
Specifications for Payment Systems — Level 1 — Test Equipment Specifications —
PCD Manual and EMV Contactless Specifications for Payment Systems — Level 1 —
Test Equipment Specifications — PICC Manual. The position of a PICC within the
Operating Volume is indicated according to the convention specified in Annex C.1.
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3.2.1 PCD Requirements for Power Transfer PCD to PICC

This section specifies the PCD requirement for power transfer from PCD to PICC.
The PCD creates an energizing RF field (the Operating Field) that enables the PICC
to power up. Table 3.2 describes the measurement procedure for the power transfer
from PCD to PICC.

Table 3.2: Measurement of Power Transfer PCD to PICC (PCD Transmission)

Step # Action

Step 1 Activate the PCD to emit the carrier without any modulation by using the
PCD Test Environment as described in Annex B.4.

Step 2 Place the EMV — TEST PICC in the Operating Volume of the PCD.
Apply no modulation to J2 of the EMV — TEST PICC. Configure the EMV
— TEST PICC with non-linear load.

Step 3 Measure the mean value of the voltage at J1 of the EMV — TEST PICC.

Requirements 3.1: Power Transfer PCD to PICC (PCD Transmission)

PCD

3.2.1.1 Within the Operating Volume, the PCD shall generate a voltage
Vov at J1 of the EMV — TEST PICC.?

The voltage Voy shall be measured as described in Table 3.2.

Refer to Annex A.2 for the value of Voy.

% This requirement remains valid also when the PCD polls for other technologies as

described in section 9.2.
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3.2.2

PICC Requirements for Power Transfer PCD to PICC

This section specifies the PICC requirement for power transfer from PCD to PICC.
Table 3.3 describes the measurement procedure that verifies whether the PICC
functions properly in the Operating Field of the EMV — TEST PCD with field strength

Table 3.3: Measurement of Power Transfer PCD to PICC (PICC Reception)

Step # Action

Step 1 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to
J2 of the EMV — TEST PICC. Configure the EMV — TEST PICC with
non-linear load.

Step 2 Connect input J1 of the EMV — TEST PCD with a signal generator V
generating a carrier signal with frequency fs. (nominal value). Regulate
the signal generator V in such a way that it generates a mean voltage
Vsov at J1 of the EMV — TEST PICC.

Refer to Annex A.3 for the values of Vs oy and fs..

Step 3 Set up the EMV — TEST PCD to obtain nominal modulation
characteristics as specified in Annex B.3.

Step 4 Place the PICC in the Operating Volume of the EMV — TEST PCD and

verify whether the PICC functions properly.

Requirements 3.2: Power Transfer PCD to PICC (PICC Reception)

PICC

3.2.2.1 A PICC shall function properly within the Operating Volume of the

EMV — TEST PCD provided the EMV — TEST PCD has been set up as
described in Table 3.3.
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3.2.3 Influence of the PICC on the Operating Field

Due to the electromagnetic coupling (i.e. mutual inductance) between the PICC and
PCD antennas, the PICC changes the Operating Field created by the PCD when
brought into the Operating Volume. The magnetic field strength within the Operating
Volume will decrease due to the extra load caused by the PICC. This section lists
the PICC requirement limiting the maximum load a PICC is allowed to present to a
PCD.

The load of a PICC is measured by the voltage drop AVov (= Vov rree ar — Vov picc) at
J2 of the EMV — TEST PCD caused by the presence of the PICC in the Operating
Volume as described in Table 3.4.

Table 3.4: Measurement of the Influence of the PICC on the Operating Field

Step # Action

Step 1 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to
J2 of the EMV — TEST PICC. Configure the EMV — TEST PICC with
non-linear load.

Step 2 Connect input J1 of the EMV — TEST PCD with a signal generator V
generating a carrier signal with frequency fs. (nominal value). Regulate
the signal generator V in such a way that it generates a mean voltage
defined by the minimum value of Vs oy at J1 of the EMV — TEST PICC.

Refer to Annex A.3 for the values of Vs oy and fs .

Step 3 Remove the EMV — TEST PICC from the Operating Volume of the EMV —
TEST PCD.

Step 4 Measure Vov rree ar (peak to peak) at J2 of the EMV — TEST PCD.

Step 5 Place the PICC in the Operating Volume of the EMV — TEST PCD and
measure Vov picc (peak to peak) at J2 of the EMV — TEST PCD.
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Requirements 3.3: Influence of the PICC on the Operating Field

PICC

3.2.3.1 When placed in the Operating Volume of the EMV —TEST PCD,
a PICC shall cause a VOItage drop (VOV,FREE AR — Vo\/'p|cc) of AVOV at
J2 of the EMV — TEST PCD.

Vov eree air aNd Voy picc shall be measured as described in Table 3.4.

Refer to Annex A.2 for the value of AVgy.
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3.2.4 PCD Requirement for the Carrier Frequency f.

This section specifies the PCD requirement for the frequency of the Operating Field
(i.e. the carrier frequency f;) created by the PCD. Table 3.5 describes how to
measure f.

Table 3.5: Measurement of Carrier Frequency f. (PCD Transmission)

Step # Action

Step 1  Activate the PCD to emit the carrier without any modulation by using the
PCD Test Environment as described in Annex B.4.

Step 2 Place the EMV — TEST PICC in the Operating Volume of the PCD.
Apply no modulation to J2 of the EMV — TEST PICC. Configure the EMV
— TEST PICC with non-linear load.

Step 3  Capture the signal at the output of the pickup coil of the EMV — TEST
PICC and measure the frequency of the carrier.

Requirements 3.4: Carrier Frequency f. (PCD Transmission)

PCD

3.2.4.1 The frequency of the Operating Field (carrier frequency) provided
by the PCD shall be f..

The frequency shall be measured as described in Table 3.5.

Refer to Annex A.2 for the value of f..
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3.25 PICC Requirement for the Carrier Frequency fs.

This section specifies the PICC requirement for the frequency of the Operating Field
(i.e. the carrier frequency f.). Table 3.6 describes the measurement procedure that
verifies whether a PICC functions properly in the Operating Field of the EMV — TEST
PCD with a carrier frequency fs.

Table 3.6: Measurement of Carrier Frequency fs. (PICC Reception)

Step # Action

Step 1 Setup the EMV — TEST PCD for nominal power as specified in
Annex B.2 but adjust the carrier frequency of the EMV — TEST PCD to a
frequency fs.

Refer to Annex A.3 for the value of fg.

Step 2 Set up the EMV — TEST PCD to obtain nominal modulation
characteristics as specified in Annex B.3.

Step 3  Place the PICC in the Operating Volume of the EMV — TEST PCD and
verify whether the PICC functions properly.

Requirements 3.5: Carrier Frequency fs. (PICC Reception)

PICC

3.2.5.1 When placed in the Operating Volume of the EMV — TEST PCD,
a PICC shall function properly at a carrier frequency fs . provided
the EMV — TEST PCD has been set up as described in Table 3.6.
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3.2.6 PCD Requirements for Resetting the Operating Field

This section specifies how the PCD must reset the Operating Field. Table 3.7
describes how to measure whether the Operating Field is correctly reset by the PCD.

Table 3.7: Measurement of Resetting the Operating Field

Step # Action

Step 1 Activate the PCD to emit the carrier without any modulation by using the
PCD Test Environment as described in Annex B.4.

Step 2 Place the EMV — TEST PICC in the Operating Volume of the PCD.
Apply no modulation to J2 of the EMV — TEST PICC. Configure the EMV
— TEST PICC with non-linear load.

Step 3 Request the PCD to reset the Operating Field by using the PCD Test
Environment as described in Annex B.4.

Step 4 Capture the signal at the output of the pickup coil of the EMV — TEST
PICC from the start until the end of the reset.

Requirements 3.6: Reset Operating Field (PCD Transmission)

PCD

3.2.6.1 When the PCD resets the Operating Field, then within the
Operating Volume, the PCD shall generate for a time treseT a
voltage less than or equal to Voy reset (rms) at the output of the
pickup coil of the EMV — TEST PICC.

Vov reset shall be measured as described in Table 3.7.

Refer to Annex A.2 for the value of Vyy reser. Refer to Annex A.5
for the value of tresgrT.
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3.2.7

PICC Requirements for Power-off

This section specifies the power-off requirements for the PICC. Table 3.8 describes
the measurement procedure.

Table 3.8: Measurement of PICC Power-off

Step #

Action

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply ho modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with
non-linear load.

Connect input J1 of the EMV — TEST PCD with a signal generator V
generating a carrier signal with frequency fs. (nominal value). Regulate
the signal generator V in such a way that it generates a voltage

Vs ovreser (rms) at the output of the pickup coil of the EMV — TEST
PICC.

The current settings of the signal generator are further on referenced as
VGEN,RESET-

Refer to Annex A.3 for the values of Vs oy reser and fsg.

Set up the EMV — TEST PCD for nominal power as specified in
Annex B.2.

Set up the EMV — TEST PCD to obtain nominal modulation
characteristics as specified in Annex B.3.

Place the PICC in the Operating Volume of the EMV — TEST PCD and
send the appropriate commands to put a PICC of Type A in the
PROTOCOL state (refer to Chapter 7) and a PICC of Type B in the
ACT I VE state (refer to Chapter 8).

Regulate the signal generator back to Vgen reser for a time treser before
re-applying nominal power. Wait for a time tp and verify if the PICC is in
IDLE state.

Refer to Annex A.5 for the values of tgeser (PICC value) and tp (PCD
value).
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Requirements 3.7: PICC Power-off

PICC

3.2.7.1 A PICC shall be in POWER-OFF state within a time tgeser When the
Operating Field is switched off as specified in Table 3.8.

Refer to Annex A.5 for the value of tgreseT.

Page 36 March 2011

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.
Mastercard, Ex1029, p. 66



EMV Contactless Book D 3 Radio Frequency Power and Signal Interface
Contactless Comm Protocol 2.1 3.2 RF Power

3.2.8 PICC Requirements for Power-on

This section specifies the power-on requirements for the PICC. Table 3.9 describes
the measurement procedure.

Table 3.9: Measurement of PICC Power-on

Step # Action

Step 1 Setup the EMV — TEST PCD for nominal power as specified in
Annex B.2.

Step 2  Place the PICC in the Operating Volume of the EMV — TEST PCD and
verify that the PICC goes from POWER-OFF state to IDLE state (refer to
Chapter 7 and Chapter 8) within a time tp.

Requirements 3.8: PICC Power-off

PICC

3.2.8.1 IfaPICCin POWER-OFF state is placed in the Operating Volume of
the EMV — TEST PCD, it shall enter the 1DLE state within a time tp,
provided the EMV — TEST PCD has been set up as described in
Table 3.9.

Refer to Annex A.5 for the value of tp.
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3.3 Signal Interface PCD to PICC

This section specifies the modulation methods used by Type A and Type B for the
communication PCD to PICC. It deals with:

e The data transmission characteristics of the PCD

e The reception capabilities of the PICC to interpret the data transmission of
the PCD

3.31 Introduction

The ISO/IEC 14443 standard defines two possible modulation types, called Type A
and Type B. For communication from PCD to PICC, both Type A and Type B use
Amplitude Shift Keying (ASK). The amplitude of the carrier is switched between V,
and V,, creating a lower level when the field is at value V,. The requirements of the
lower level as well as of the envelope of the carrier for the two modulation types of
ISO/IEC 14443 are defined in this section.

All measurements described in this section must be performed with the EMV — TEST
PCD and the EMV — TEST PICC calibrated as specified in EMV Contactless
Specifications for Payment Systems — Level 1 — Test Equipment Specifications —
PCD Manual and EMV Contactless Specifications for Payment Systems — Level 1 —
Test Equipment Specifications — PICC Manual. The position of a PICC within the
Operating Volume is indicated according to the convention specified in Annex C.1.

Page 38 March 2011

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.
Mastercard, Ex1029, p. 68




EMV Contactless Book D 3 Radio Frequency Power and Signal Interface
Contactless Comm Protocol 2.1 3.3 Signal Interface PCD to PICC

3.3.2 PCD Requirements for Modulation PCD to PICC —
Type A

Type A communication from PCD to PICC uses the modulation principle of ASK
100%. The carrier is turned on and off, creating a lower level when turned off. In
practice, it will result in a modulation depth of 95% or higher. The lower level for
Type A modulation is referred to as “pause” by ISO/IEC 14443-2. Table 3.10
describes how to measure the Type A modulation characteristics of a PCD.

Table 3.10: Measurement of Modulation PCD to PICC — Type A (PCD
Transmission)

Step # Action

Step 1 Place the EMV — TEST PICC in the Operating Volume of the PCD.
Apply no modulation to J2 of the EMV — TEST PICC. Configure the EMV
— TEST PICC with linear load.

Step 2 Send a WUPA command by means of the PCD Test Environment as
described in Annex B.4.

Step 3  Capture the WUPA signal sent by the PCD at the output of the pickup
coil of the EMV — TEST PICC and analyze the modulation
characteristics.

For this section, V represents the envelope of the signal measured at the output of
the pickup coil of the EMV — TEST PICC, placed in the Operating Volume of the
PCD. Vi, is the initial value measured immediately before any modulation is applied
by the PCD. V,, V3 and V, are defined as follows:

V2 = 005V1
V3 = 0.6V,
V4 = 09V1

The falling edge is that part of the envelope V, where V decreases from V, to V..
The rising edge is that part of the envelope V, where V increases from V, to V,.

March 2011 Page 39
© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 69




3 Radio Frequency Power and Signal Interface EMV Contactless Book D
3.3 Signal Interface PCD to PICC Contactless Comm Protocol 2.1

Requirements 3.9: Modulation PCD to PICC — Type A (PCD Transmission)

PCD

3.3.2.1 The PCD shall modulate the Operating Field in the Operating
Volume in such a way that the signal measured at the output of
the pickup coil of the EMV — TEST PICC has the following
characteristics (see also Figure 3.1):

e The time between V, of the falling edge and V, of the rising
edge shall be t;.

e |f V does not decrease monotonically from V, to V,,
the time between a local maximum and the time of passing the
same value before the local maximum shall be ts. This shall
only apply if the local maximum is greater than V,.

¢ Ringing following the falling edge shall remain below Voy aV;i.
e Vshall remain less than V, for a time t,.

e Vshall increase monotonically to Vs in a time t4.

e Vshall increase monotonically to V, in a time ts.

e Qvershoots immediately following the rising edge shall remain
within (1iVOU’A)V1.

The modulation characteristics shall be measured as described in
Table 3.10.

Refer to Annex A.2 for the values of ty, tp, t3, t4, ts and Vou a.
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Figure 3.1: Lower Level — Type A
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3.3.3 PICC Requirements for Modulation PCD to PICC —
Type A

This section lists the requirements for the reception capabilities of a PICC of Type A.
Table 3.11 describes the measurement procedure that verifies whether a PICC
functions properly with the EMV — TEST PCD that applies Type A modulation
characteristics at the border of the tolerance interval.

Table 3.11: Measurement of Modulation PCD to PICC — Type A (PICC
Reception)

Step # Action

Step 1l Setupthe EMV — TEST PCD for nominal power as specified in
Annex B.2.

Step 2 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to
J2 of the EMV — TEST PICC. Configure the EMV — TEST PICC with
linear load.

Step 3 Modulate the carrier to obtain modulation characteristics ts 1, ts, ts3 and
ts4. The modulation characteristics are measured at the pickup coil
output of the EMV — TEST PICC.

Refer to Annex A.3 for the values of ts, ts2, tsz and ts 4.

Step 4 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.

Step 5 Place the PICC in the Operating Volume of the EMV — TEST PCD and
verify whether the PICC functions properly.

Requirements 3.10: Modulation PCD to PICC — Type A (PICC Reception)

PICC

3.3.3.1 When placed in the Operating Volume of the EMV — TEST PCD,
a PICC of Type A shall function properly provided the EMV — TEST
PCD has been set up as described in Table 3.11.
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3.34 PCD Requirements for Modulation PCD to PICC —
Type B

Type B communication from PCD to PICC uses the modulation principle of ASK
10%. The amplitude of the carrier is reduced to create a lower level with a
modulation index m;. The requirements on the lower level as well as on the envelope
of the carrier are defined below. Table 3.12 describes how to measure the Type B
modulation characteristics of a PCD.

Table 3.12: Measurement of Modulation PCD to PICC — Type B (PCD
Transmission)

Step # Action

Step 1 Place the EMV — TEST PICC in the Operating Volume of the PCD.
Apply no modulation to J2 of the EMV — TEST PICC. Configure the
EMV — TEST PICC with linear load.

Step 2 Send a WUPB command by means of the PCD Test Environment (Refer
to Annex B.4).

Step 3  Capture the WUPB signal sent by the PCD at the output of the pickup
coil of the EMV — TEST PICC and analyze the modulation
characteristics.

For this section, V represents the envelope of the signal measured at the output of
the pickup coil of the EMV — TEST PICC, placed in the Operating Volume of the
PCD. Vi, is the initial value measured immediately before any modulation is applied
by the PCD. V, is the lower level. The modulation index (m;), V5 and V, are defined
as follows:

ViV
I Vi+Vs,

V3 = V1 - 01(V1-V2)

V4 = V2 + 01(V1-V2)
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Requirements 3.11: Modulation PCD to PICC — Type B (PCD Transmission)

PCD

3.3.4.1 The PCD shall modulate the Operating Field in the Operating
Volume in such a way that the signal measured at the output of
the pickup coil of the EMV — TEST PICC has the following
characteristics (see also Figure 3.2):

e The modulation index (m;) of the signal shall be mod,;.

e Vshall decrease monotonically from V3 to V, (i.e. the falling
edge) in a time t;.

e Vshall increase monotonically from V, to V; (i.e. the rising
edge) in a time t,.

e The rising and falling edges of the modulation shall be
monotonic.

e Overshoots and undershoots following the falling and rising
edge shall be less than Vgy g(V1-V,).

The modulation characteristics shall be measured as described in
Table 3.12.

Refer to Annex A.2 for the values of mod;, t;, t; and Voy g.

Figure 3.2: Modulation PCD to PICC — Type B
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3.35 PICC Requirements for Modulation PCD to PICC —
Type B

This section lists the requirements for the reception capabilities of a PICC of Type B.
Table 3.13 describes the measurement procedure that verifies whether a PICC
functions properly with the EMV — TEST PCD that applies Type B modulation
characteristics at the border of the tolerance interval.

Table 3.13: Measurement of PCD to PICC Modulation — Type B (PICC
Reception)

Step # Action

Step 1l Setupthe EMV — TEST PCD for nominal power as specified in
Annex B.2.

Step 2 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with linear
load.

Step 3 Modulate the carrier to obtain modulation characteristics msy, tss and
tsy. The modulation characteristics are measured at the pickup coil
output of the EMV — TEST PICC.

Refer to Annex A.3 for the values of mgy;, tsf and ts,.

Step 4 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.

Step 5 Place the PICC in the Operating Volume of the EMV — TEST PCD in a
position with 0 <z < 2 cm and verify whether the PICC functions properly.

Step 6 Remove the PICC from the Operating Volume of the EMV — TEST PCD.
Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with linear
load.

Step 7 Modulate the carrier to obtain modulation characteristics ms;;, tss and
tsy. The modulation characteristics are measured at the pickup coil
output of the EMV — TEST PICC.

Refer to Annex A.3 for the value of ms;;.
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Step # Action

Step 8 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.

Step 9 Place the PICC in the Operating Volume of the EMV — TEST PCD in a
position with 2 <z < 3 cm and verify whether the PICC functions properly.

Step 10 Remove the PICC from the Operating Volume of the EMV — TEST PCD.
Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply no modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with linear
load.

Step 11 Modulate the carrier to obtain modulation characteristics mss;, tss and
ts,. The modulation characteristics are measured at the pickup coil
output of the EMV — TEST PICC.

Refer to Annex A.3 for the value of msgg3;.

Step 12 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.

Step 13 Place the PICC in the Operating Volume of the EMV — TEST PCD in a
position with 3 <z <4 cm and verify whether the PICC functions properly.

Requirements 3.12: Modulation PCD to PICC — Type B (PICC Reception)

PICC

3.3.5.1 When placed in the Operating Volume of the EMV —TEST PCD,
a PICC of Type B shall function properly, provided the EMV — TEST
PCD has been set up as described in Table 3.13.
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3.4 Signal Interface PICC to PCD

This section specifies the modulation methods used by Type A and Type B for the
communication PICC to PCD. It deals with:

e The data transmission characteristics of the PICC

e The reception capabilities of the PCD to interpret the data transmission of the
PICC

341 Introduction

For the communication from PICC to PCD, both Type A and Type B use load
modulation as shown in Figure 3.3. The carrier frequency f; is used to derive a
subcarrier with frequency fs equal to f./16 (~847 kHz). Switching a load on and off at
this frequency creates the subcarrier. When the PICC is in the loaded state, a higher
current will flow through the antenna of the PICC than in the case where the load is
not switched on. This difference in current in the PICC antenna is sensed by the
PCD.

Figure 3.3: Load Modulation
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Type A modulates the subcarrier using On-Off Keying (OOK).

Type B modulates the subcarrier using Binary Phase Shift Keying (BPSK) as shown
in Figure 3.4. BPSK uses two signal phases: 0 degrees and 180 degrees. If the
phase of the wave does not change with regard to a reference phase, then the signal
state stays the same (low or high). If the phase of the wave changes by 180 degrees
(i.e. the phase reverses) then the signal state changes. The reference phase is
referred to as @0.

Figure 3.4: BPSK

" Phase Shift
A :

All measurements described in this section must be performed with the EMV — TEST
PCD and the EMV — TEST PICC calibrated as specified in EMV Contactless
Specifications for Payment Systems — Level 1 — Test Equipment Specifications —
PCD Manual and EMV Contactless Specifications for Payment Systems — Level 1 —
Test Equipment Specifications — PICC Manual. The position of a PICC within the
Operating Volume is indicated according to the convention specified in Annex C.1.
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3.4.2

PICC Requirements for Load Modulation

This section lists the load modulation requirements for the PICC. Table 3.14
describes how to measure the load modulation characteristics of a PICC.

Table 3.14: Measurement of Load Modulation Characteristics (PICC

Transmission)

Step #

Action

Step 1

Step 2

Step 3

Step 4

Step 5

Set up the EMV — TEST PCD for nominal power as specified in
Annex B.2.

Set up the EMV — TEST PCD for nominal modulation characteristics as
specified in Annex B.3.

Place the PICC in the Operating Volume of the EMV — TEST PCD.

Send a WUPA command to a PICC of Type A or a WUPB command to a
PICC of Type B.

Capture the response from the PICC at J2 of the EMV — TEST PCD and
measure the load modulation (V,,) with the EMV — TEST CMR.

Requirements 3.13: Load Modulation Characteristics (PICC Transmission)

PICC

3.4.2.1 When put in the Operating Volume of the EMV — TEST PCD, the
PICC shall modulate the Operating Field in such a way that the
signal measured as described in Table 3.14 has the following
characteristics:
e The frequency f of the signal shall be f./16.
e The amplitude (V) of the signal shall be V, (peak to peak).
Refer to Annex A.2 for the value of V.

March 2011 Page 49

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 79



3 Radio Frequency Power and Signal Interface EMV Contactless Book D
3.4 Signal Interface PICC to PCD Contactless Comm Protocol 2.1

3.4.3 PICC Requirements for Subcarrier Modulation —
Type A

This section lists the PICC requirements for the modulation of the subcarrier for the
communication from PICC to PCD for Type A.

Requirements 3.14: Subcarrier Modulation — Type A (PICC Transmission)

PICC

3.4.3.1 APICC of Type A shall modulate the subcarrier using On-Off Keying
(OOK).

3.4.3.2 When modulating the subcarrier, a PICC of Type A shall only start
the modulation with a defined phase relation to the subcarrier:
that is, on the rising or falling edge of the subcarrier (see
Figure 3.5).

Figure 3.5: Start of Subcarrier Modulation — Type A
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3.4.4 PICC Requirements for Subcarrier Modulation —
Type B

A PICC of Type B modulates the subcarrier using BPSK. Before the PICC sends
information to the PCD by means of phase shifts, PICC and PCD first establish a
reference phase @0. Then the PICC can start modulating the subcarrier: a change
of logic level is denoted by a phase shift of 180° of the subcarrier.

Requirements 3.15: Subcarrier Modulation — Type B (PICC Transmission)

PICC

3.4.4.1 APICCof Type B shall modulate the subcarrier using BPSK.

3.4.4.2 APICC of Type B shall generate a subcarrier only when data is to
be transmitted.

3.4.4.3 Phase shifts shall only occur at nominal positions of rising or falling
edges of the subcarrier (refer to Figure 3.6).

Figure 3.6: Allowed Phase Shifts — Type B

Phase change at nominal
position of the subcarrier
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3.45 PCD Requirements for Modulation PICC to PCD

This section lists the requirements for the reception capabilities of a PCD to interpret
the modulation applied by the PICC. Table 3.15 describes the measurement
procedure that verifies whether a PCD functions properly with the EMV — TEST PICC
that applies modulation characteristics at the border of the tolerance interval.

Table 3.15: Measurement of Modulation PICC to PCD (PCD Reception)

Step # Action

Step 1 Setup the EMV — TEST PCD for nominal power as specified in
Annex B.2.

Step 2 Place the EMV — TEST PICC in position (r=0, ¢=0, z=0, 6=0) of the
Operating Volume of the EMV — TEST PCD. Configure the EMV — TEST
PICC with non-linear load.

Step 3 Connect a square wave generator to J2 of the EMV — TEST PICC with a
frequency of 847 kHz (f,/16). Regulate in such a way that the square
wave modulates the carrier with amplitude Vs, pp (peak to peak)
measured at J2 of the EMV — TEST PCD with the EMV — TEST CMR.

Refer to Annex A.3 for the value of Vg pp.

Step 4 Place the EMV — TEST PICC in the Operating Volume of the PCD in a
position with 0 <z <2 cm.

Step 5 Request the PCD to send a valid command to the EMV — TEST PICC by
means of the PCD Test Environment as described in Annex B.4. Return
a correct response by means of the EMV — TEST PICC and verify if the
PCD functions properly. Perform the measurement for Type A and
Type B.

Step 6 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Configure the EMV — TEST
PICC with non-linear load.

Step 7 Connect a square wave generator to J2 of the EMV — TEST PICC with a
frequency of 847 kHz (f,/16). Regulate in such a way that the square
wave modulates the carrier with amplitude Vs; 5, (peak to peak)
measured at J2 of the EMV — TEST PCD with the EMV — TEST CMR.

Refer to Annex A.3 for the value of Vg pp.

Page 52 March 2011

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo

found at http://www.emvco.com/specifications.aspx.
Mastercard, Ex1029, p. 82



EMV Contactless Book D 3 Radio Frequency Power and Signal Interface
Contactless Comm Protocol 2.1 3.4 Signal Interface PICC to PCD

Step # Action

Step 8 Place the EMV — TEST PICC in the Operating Volume of the PCD in a
position with 2 <z <4 cm.

Step 9 Request the PCD to send a valid command to the EMV — TEST PICC by
means of the PCD Test Environment as described in Annex B.4. Return
a correct response by means of the EMV — TEST PICC and verify if the
PCD functions properly. Perform the measurement for Type A and
Type B.

Requirements 3.16: Modulation PICC to PCD (PCD Reception)

PCD

3.4.5.1 The PCD shall function properly with the EMV — TEST PICC
provided the EMV — TEST PICC has been set up as described in
Table 3.15.
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4  Sequences and Frames

This chapter describes the protocol layers sequence and frame. It specifies the
coding techniques used for establishing the symbol alphabets and bit level coding.

4.1 Introduction

4.1.1 Sequence

An incoming signal, being valid according to this specification, is named a sequence.
A receiving device needs information how to recognize a sequence to be
demodulated and when to begin and stop demodulation. Furthermore, if a phase
modulation method is applied, then it is necessary to establish a common phase
reference between sender and receiver, i.e. sender and receiver must be
synchronized.

As a result, depending on the technology (Type A or Type B) a sequence optionally
starts with a specific wave pattern, named Start of Sequence (SoS), and optionally
ends with a specific wave pattern, named End of Sequence (EoS).

SoS and EoS help the receiving device to synchronize with the sender and to identify
a valid sequence, and therefore, allow to extract information included in the
sequence. The information transported in a sequence is a collection of bits included
in a frame, as specified in section 4.7.

4.1.2 Frames

Data transmitted between PCD and PICC is grouped within frames. The format of a
frame is different for Type A and Type B.

Type A groups data bits together in a frame by adding a Start of Frame (SoF), an
End of Frame (EoF) and a parity bit (P) to the end of each data byte (= 8 data bits)
(except for the short frames). EoF is only used for PCD to PICC communication.
Type A does not use EoF for PICC to PCD communication.

Type B is a character based protocol and groups data bytes (= 8 data bits) first
together in characters. A character consists of a start bit, 8 data bits, and a stop bit.
The characters are then transmitted as frames. Type-B does not use SoF or EoF.
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Both protocols assume data is encoded in bytes (i.e. the number of data bits is a
multiple of 8) and transmit data bits LSB (or b1) first. The commands and data
further on in this specification are however defined in the conventional manner, with
MSB (or b8) on the left and LSB (or b1) on the right. Bytes are numbered in the
opposite order: Byte 1 is the leftmost or most significant byte. Bytes are transferred
most significant byte first.

Figure 4.1 illustrates the Type A and the Type B frame format.

Figure 4.1: Frame Format for Type A and Type B

Data Bits | b1 | b2 | b3 | b | b5 | b6 | b7 | b8 | b9 |b10|b11|b12|b13|b14|b15|b16|b17|b18|

Frame |SoF|b1 |b2|b3|b4|b5|b6|b7|b8| P |b9|b10| |b16| P |b17| |bn| P |EOF|
Type A

Data Bits b1 | b2 | b3 | b4 | b5 | b6 | b7 | b8 | b9 |b10|b11|b12|b13|b14|b15|b16|b17|b18|

start
bit

stop
bit

| b1 [b2 [ b3 [ b4 [b5 | b6 | b7 | b8 |3

b9 |b10| |b16

Characters

Frame | ct | 2 | | ck |
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4.1.3 Coding Schemes

In digital communication systems, digital data is converted into transmittable
symbols. Typically, these symbols are made out of trains of pulses (or lower levels).
The most obvious way to transmit data is to turn the sender’s switch on to send a 1
and off to send a 0. This coding scheme is called On-Off-Keying (OOK).

Figure 4.2: On-Off-Keying

vwwik1 0 1 1 1 0 o0 0 1 o0

100% —- T T T

_1OOQ/D_| LT

Because of the difficulty in determining the difference between a zero bit and the
transmitter actually switching off, the data signal needs some additional rules, i.e. it
must be coded. The coding methods used in this specification are:

e NRZ-L code
e Manchester code
e Modified Miller code
Examples of NRZ-L, Manchester and Modified Miller are shown in Figure 4.3.
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Figure 4.3: Coding Schemes

NRZ-L | =

Manchester j__EjJ o

Modified | | |

Miller |

Type A and Type B use different coding schemes. Table 4.1 gives an overview of
the different coding schemes.

Table 4.1: Overview of Coding Schemes

Communication Type A Type B
PCD—PICC Modified Miller NRZ-L
PICC—PCD Manchester NRZ-L
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4.2 Bit Rate

The timing of a digital signal is indicated by means of elementary time units (etu).
For this specification, 1 etu equals one bit period, i.e. the time to transmit one unit of
information.

For communication PCD — PICC, the etu is defined as follows:
1etu = 128/ (f. x Dpcpospicc)
For communication PICC — PCD, the etu is defined as follows:
1etu = 8/ (fs X Dpiccospep)

where f; is the frequency of the carrier generated by the PCD and f; is the frequency
of the subcarrier generated by the PICC (see Chapter 3). The initial value of the
divisors Dpcp_,picc and Dpiccpep is 1, giving an initial bit rate of 106 kbits/s. The
initial etu is defined as follows:

letu = 128 /f, = 8/f

Requirements 4.1: Bit Rate

PCD and PICC

4.2.1.1 For this version of the specification, the bit rate for the
communication shall be f./128 (~106 kbit/s) in both directions

(i.e. Dpcp—spice = Dpiccpep = 1)
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4.3 Synchronization

4.3.1 Type A — Synchronization

Type A does not have a synchronization sequence. For PCD to PICC
communication Type A uses 100% ASK. The lower level is a sufficient trigger to start
the demodulation and to indicate the start of the first symbol.

For PICC to PCD communication, the communication is synchronous and grid
aligned. The start of a sequence is determined by counting the number of carrier
cycles elapsed since the last lower level of the command.

4.3.2 Type B — Synchronization

Figure 4.4 shows the start of the PICC response sequence after the end of a PCD
command sequence.

Figure 4.4: PICC Start of Sequence

PCD ! tPcn,E i
Amplitude - »
Vi Last 5
char-
vV, acter |
) EoS i
PICC : teicc,s2
Phase i _TRO TR1 | tricc,s 1 | i 1% character
¢ = (° frmmmm I T H ; : .................
No subcarrier | ulated Pt
¢ 1 L i subcarrier | | P
- SoS k
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Figure 4.5 shows the start of a new PCD command sequence after the end of a PICC
response sequence.

Figure 4.5: PCD Start of Sequence

PICC ¢ trsorr
Phaseo PICC.E i
$=0 Last _‘ -----------------------------------------------------------------------------
char- i No subcarrier
¢, = 180° acter _____________________________________________________________________________
T Eos
PCD ¢ trcps,2
Amplitude ; PCD.S,1 R character
e ad
v, | ooy,
b SoS i
Requirements 4.2: Synchronization PCD —» PICC — Type B
PCD PICC
4.3.2.1 The PCD shall code SoS as 4.3.2.2 The PICC shall decode SoS
follows: as follows:

e tpcp s with carrier low e [f the carrier is low
(modulation applied), (modulation applied)
followed by tpcp s 2 for tpcp s 1, followed by
with carrier high (no tpcp,s 2 With carrier
modulation applied) high (no modulation

applied),

Relfer tofA;nnex A.4 ?r the then the PICC shall

values ot tpeps1 an decode that as SoS.

tpcp,s,2-
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Requirements 4.3: Synchronization PICC - PCD — Type B

PCD PICC
4.3.2.3 For establishing a phase 4.3.2.4 For establishing a phase
reference @0, the PCD reference @0, the PICC shall
shall proceed as follows: proceed as follows:
e After any command e After any command
from the PCD, the PCD from the PCD a
shall ignore any minimum guard time
subcarrier generated TROwN shall apply in
by the PICC during a which the PICC shall not
time TROyn. generate a subcarrier.
e The subcarrier as Refer to Annex A.4 for
detected during TR1 the value of TROwy\.

shall be taken as phase

reference @0. e Following the guard time

TRO, the PICC shall then

If after TR1yax no phase transition generate a subcarrier

is detected, then the PCD may resort with no phase transition
to exception processing for a synchronization
(transmission error). time TR1. This

If a phase transition is detected establishes a subcarrier

before TR1yn, then the PCD may phase reference (0.
resort to exception processing Refer to Annex A.4 for
(transmission error). the minimum and
maximum value of TR1
(TR1yin and TR1yax).
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PCD PICC
4.3.2.5 If after the 4.3.2.6 After the synchronization

synchronization time TR1, time TR1, the PICC shall

the PCD detects: code the SoS as follows:

e asubcarrier phase e subcarrier phase
transition transition @0 to P0+180°
@0 to P0+180° )

o followed by a subcarrier

e followed by a with phase @#0+180° for
subcarrier with tPICC,S,l
phase P0+180" for o followed by a subcarrier
trice,s,1 .

phase transition

e followed by a @0+180° to @0
subcarrier phase _
transition ° fo-IIowed by subcarrier
B0+180° to B0 with phase @0 for

tricc,s 2

* foIIoweFi by Fhe Refer to Annex A.4 for the
subcarrier with
phase B0 for teicc s » values of tpicc s 1 and

s tricc,s,2-
then the PCD shall decode
this as SoS.
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4.4 Bit Coding

This section specifies how logical values are assigned for Type A.

4.4.1 Bit Coding PCD — PICC — Type A
The bit coding used by the PCD is Modified Miller coding with ASK 100% modulation
Figure 4.6: Modified Miller Coding with ASK 100%
0 0
m%

i

IIII]II[IIIIIII[IIIIIIIII]IIIIIIHTlr ....llll]lIIIIIIIIIIIIIIll]IIIIIIIIIIIII[I]II[IIIIl]IIIIIIIIIIIIIIIIII[IIIIIIJI'n'u_I]III[IIIIIHII[IIIII]IIIIIIIII[IIIIIII[I]IIIIIIIIIIIII[I]II[IIIIIJIIIIIIM_IIIiIIIJIIIIIIIIIIIIIIIIIJIIIIIIlIIlIIIlIIIIH_JIIIIIIlI
IIIIIIlIIIIIIIlIIIIIIIIIIIIIIIIIIlI"_lIIIIIIIIIIIlIIIIIIIIIIIIIIIIIJIIIIIIIIIIIIIIIIIIIrIIIII1II[IIIIIIIIIIIIIIIII_ilIIIrIII1III1IIIIIIIIIIrIIIIIlIIrIIIIIIIIIIIIIIIII]IIIIIIIIIIIIIIII]ILII!III—IIIIIJ|IIIIIIII|||IIII|]III1||||]I|I1||IL|J|I

w | l

1 etu

VIV: t ‘
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The following symbols are defined:

Symbol X:
Symbol Y:
Symbol Z:

After half the bit duration a lower level occurs.
For the full bit duration no modulation occurs.

At the beginning of the bit duration a lower level occurs.

Requirements 4.4: Bit Coding PCD — PICC — Type A

PCD

PICC

4.41.1 The PCD shall code
Logic “0” and Logic “1” as
follows:

Logic “1”: symbol X

Logic “0”: symbol Y

with the following
exceptions:

Symbol Z shall be used
to code the first
Logic “0” (SoF).

If there are two or more
contiguous Logic “0”s,
symbol Z shall be used
from the second

Logic “0” on.

44.1.2

The PICC shall decode
Logic “0” and Logic “1” as
follows:

The first symbol Z shall
be decoded as
Logic “0”.

If the PICC detects
symbol X,

then it shall decode this
as Logic “1”.

If the PICC detects
symbol Y after

symbol X,

then it shall decode this
as Logic “0”.

If the PICC detects
symbol Z after

symbol Y,

then it shall decode this
as Logic “0”.

If the PICC detects
symbol Z after

symbol Z,

then it shall decode this
as Logic “0”.
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4.4.2 Bit Coding PICC —» PCD — Type A

The bit coding used by the PICC is Manchester coding with OOK subcarrier
modulation (see Figure 4.7).

Figure 4.7: Manchester Coding with OOK

Loaded State

"H[“ H "
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The following symbols are defined:

Symbol D: The carrier is modulated with the subcarrier for the first half of the
bit duration and is not modulated for the remaining part of the bit
duration.

Symbol E: The carrier is not modulated with the subcarrier for the first half of
the bit duration and is modulated for the second half of the bit
duration.

Symbol F: The carrier is not modulated with the subcarrier for one bit
duration.

Requirements 4.5: Loaded State

PCD PICC

If the PCD senses the carrier 4.4.2.1 |If the carrier is modulated
modulated for the first half of the with the subcarrier for the
bit duration and the bit period does first half of the bit duration
not start with the loaded state of the (symbol D),

subcarrier, then the bit period shall
then the PCD may resort to exception start with the loaded state
processing (transmission error). of the subcarrier (see

Figure 4.7).

Requirements 4.6: Bit Coding PICC —» PCD - Type A

PCD PICC
4.4.2.2 The PCD shall decode 4.4.2.3 The PICC shall code
Logic “0” and Logic “1” as Logic “0” and Logic “1” as
follows: follows:
e |[f the PCD detects e Logic “1”: symbol D
symbol D,

then it shall decode this * Logic “0": symbol E

as Logic “1”.

e |[f the PCD detects
symbol E,
then it shall decode this
as Logic “0”.
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4.4.3 Bit Coding PCD —» PICC — Type B

The bit coding used by the PCD is NRZ-L coding with ASK 10% modulation (see
Figure 4.8).

Figure 4.8: NRZ-L Coding with ASK 10%

V/Vul
I [ N I B T

100% —

-100% — ’| |
1 etu
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The following symbols are defined:
Symbol L: The carrier is low (modulation applied) for the full bit duration.

Symbol H: The carrier is high (no modulation applied) for the full bit duration.

Requirements 4.7: Bit Coding PCD — PICC — Type B

PCD PICC
4.43.1 The PCD shall code 4.4.3.2 The PICC shall decode
Logic “0” and Logic “1” as Logic “0” and Logic “1” as
follows: follows:
e Logic “0”: symbol L e If PICC detects
v, bol symbol L,
e Logic"1" symbol H it shall decode this as
Logic “0”.
e If PICC detects
symbol H,
it shall decode that as
Logic “1”.
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4.4.4 Bit Coding PICC —» PCD — Type B

Bit coding by the PICC is NRZ-L with BPSK modulation where a change of logic level
is denoted by a phase shift (180°) of the subcarrier (see Figure 4.9).

Figure 4.9: NRZ-L Coding with BPSK

1 etu
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Requirements 4.8: Bit Coding PICC —» PCD - Type B

PCD PICC
4.4.4.1 If the PCD detects: 4.4.4.2 The PICC shall code the
] following as Logic “1”:
e one of the following
subcarrier phase e one of the following
transitions: subcarrier phase
transitions:
@0 to @0
0 to @0
@0+180° to @0 ? ?
@0+180° to @0
o followed by the
subcarrier with e asubcarrier with
phase @0 for the full bit phase @0 for the full bit
duration duration
then the PCD shall decode
this as Logic “1”.
4.4.4.3 If the PCD detects: 4.4.4.4 The PICC shall code the
_ following as Logic “0”:
e one of the following
subcarrier phase e one of the following
transitions: subcarrier phase
transitions:
@0 to P0+180°
0 to @0+180°
@0+180° to P0+180° ? ?
@0+180° to P0+180°
o followed by the
subcarrier with e asubcarrier with
phase @0+180° for the phase @0+180° for the
full bit duration full bit duration
then the PCD shall decode
this as Logic “0”.
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4.5 Symbol Synchronization

Type A does not require synchronization before symbols. For Type B the separation
between one character and the next is defined as the Extra Guard Time (EGT).

Requirements 4.9: Type B Character Separation

PCD and PICC

4.5.1.1 The time between 2 consecutive characters sent by the PCD to the
PICC shall be EGTpcp.

Refer to Annex A.4 for the value of EGTpcp.

4.5.1.2 The time between 2 consecutive characters sent by the PICC to the
PCD shall be EGTpcc.

Refer to Annex A.4 for the value of EGTpcc.

The separation between two bits within a character must occur according to the
following requirements:

Requirements 4.10: Type B Bit Boundaries

PCD PICC

45.1.3 From PCD to PICC, 4.5.1.4 From PICCto PCD, bit
bit boundaries within a boundaries within a
character shall occur character shall only occur
between n etu * 8/f. where at nominal positions of
n is the number of bit rising or falling edges of
boundaries after the start the subcarrier: netu + 1/fs

bit falling edge (1 <n<9).
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4.6 De-synchronization

De-synchronization is based on a violation of the regular encoding/decoding rules for
a Logic “0” and a Logic “1”.

4.6.1 Type A — De-synchronization

Requirements 4.11: End of Sequence PCD —» PICC — Type A

PCD PICC

4.6.1.1 The PCD shall code EoS 4.6.1.2 The PICC shall decode EoS
as follows: as follows:
e E0S: symbol Y e |[f the PICC detects

symbol Y after symbol Y,
then it shall decode the
last symbol Y as EoS.

e |[f the PICC detects
symbol Y after symbol Z,
then it shall decode
symbol Y as EoS.

Requirements 4.12: End of Sequence PICC —» PCD — Type A

PCD PICC
4.6.1.3 The PCD shall decode EoS 4.6.1.4 The PICC shall code EoS as
as follows: follows:
e |[f the PCD detects e E0S: symbol F
symbol F,
then it shall decode
this as EoS.
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4.6.2 Type B — De-synchronization

Requirements 4.13: End of Sequence PCD — PICC — Type B

PCD PICC
4.6.2.1 The PCDshall code EoSas  4.6.2.2 The PICC shall decode EoS
follows: as follows:
e EoS: atime tpcp e with e [f the carrieris low
carrier low (modulation (modulation applied)
applied), followed by a for a time tpcp g,
transition to carrier followed by a transition
high to carrier high (no

modulation applied),
then the PICC shall
decode that as EoS.
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Requirements 4.14: End of Sequence PICC —» PCD - Type B

PCD PICC
4.6.2.3 If the PCD detects: 4.6.2.4 The PICC shall code the
] following as EoS:
e asubcarrier phase
transition e asubcarrier phase
@0 to P0+180° transition
@0 to P0+180°
o followed by the
subcarrier with e followed by a subcarrier
phase @0+180° for a with phase @0+180° for
time tPICC,E atime tPICC,E
e followed by a subcarrier e followed by a subcarrier
phase transition phase transition
@0+180° to @ @0+180° to B0
then the PCD shall decode Refer to Annex A.4 for the
this as EoS. value of tpicce.
4.6.2.5 After EoS, the PCD shallbe 4.6.2.6 After EoS, the PICC shall

capable of supporting a
PICC that maintains the
subcarrier on for a time

trsoFr-

After the EoS, if the PICC maintains
the subcarrier on for a time greater
than trsorr,

then the PCD may resort to exception
processing (transmission error).

maintain the subcarrier on
for a time tgsorr and shall
then turn the subcarrier
off.

Refer to Annex A.4 for the
value Oft|:30|:|:.

If the subcarrier is turned off at the same time as the phase transition
¢0+180° to ﬁO (/e tFSOFF = 0),
then the stopping of the subcarrier represents the end of the EoS.
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4.7 Frames

This section specifies the frames used for Type A and Type B. It lists the specific
requirements for Type A and Type B with regard to the frame format and frame size.

4.7.1 Type A — Frame Format

This section defines the frame format used for Type A. Type A uses two types of
frames: short frame and standard frame. The short frame is used to initiate
communication. The standard frame is used for data exchange.

Short Frame

A short frame is used to initiate communication and consists of the following (see
also Figure 4.10):

o Start of Frame (SoF)

e 7 data bits transmitted LSB first
o End of Frame (EoF)

No parity is added.

Figure 4.10: Short Frame

LSB MSB
SoF | b1 | b2 | b3 | b4 | bS | b6 | b7 | EoF

Standard Frame

Standard frames are used for data exchange and consists of the following
(see also Figure 4.11):

e SoF
e n x (8 data bits + odd parity bit), with n > 1.
¢ EoF (PCD to PICC communication only)

Figure 4.11: Standard Frame

- n x (8 data bits + odd parity bit) >
SoF|b1[b2|b3|b4[b5|b6|b7[b8| P [b1[b2|b3 ... b6|b7[b8| P [b1 ... b7|b8[ P [EoF|
1% byte 2" byte ¢ n" byte
parity parity parity
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Requirements 4.15: Type A — Frame Format

PCD and PICC

4.7.1.1 A frame shall start with SoF.
For PCD to PICC communication the SoF shall be a Logic “0”.

For PICC to PCD communication the SoF shall be a Logic “1”.

4.7.1.2 For PCD to PICC communication, a frame shall end with EoF.
The EoF shall be a Logic “0”.

4.7.1.3 Each 8 data bits in a frame shall be followed by an odd parity bit.
The parity bit P shall be set such that the number of 1sis odd in
(b1 to b8, P).
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4.7.2 Type B — Frame Format

This section defines the character and frame format used for Type B.

Character Format

Data communication between the PICC and PCD is performed using an LSB first
data format. Each 8 data bits are transmitted with a Logic “0” start bit and a
Logic “1” stop bit as shown in Figure 4.12.

Figure 4.12: Type B Character Format

Start | b1 | b2 | b3 | b4 | b5 | b6 | b7 | b8 | Stop
Bit Bit
10 etu

A

v

Requirements 4.16: Type B — Character Format

PCD and PICC

4.7.2.1 A character shall consist of a start bit (Logic “0”), 8 data bits,
and a stop bit (Logic “1”). The stop bit, start bit, and each data
bit shall be one elementary time unit (etu).

Frame Format

The characters sent between a PCD and a PICC are sent as frames (see
Figure 4.13). Type B does not use SoF and EoF.

Figure 4.13. Type B — Frame Format

- n x (start bit + 8 data bits + stop bit) -
Start Stop |Start Stop Start Stop
Bit b1|b2|b3|b4|b5|b6|b7|b8 Bit | Bit b1|b2|...|b7|b8 Bit | Bit b1|b2|...|b7|b8 Bit
1% byte 2" byte n" byte
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4.7.3 FSD (Frame Size for proximity coupling Device)

The FSD defines the maximum size of a frame the PCD is able to receive. FSD is
expressed in number of data bytes included in the frame. For Type A, the PCD
indicates FSD to the PICC by FSDI with the RATS command (see section 5.7.1).
A Type B PCD indicates FSD to the PICC by Param 2 in the ATTRIB command
(see section 6.4.1).

Requirements 4.17: FSD

PCD PICC
4.7.3.1 The PCD shall be capable of 4.7.3.2 The PICC shall only send
accepting frames with FSD frames with a number of
data bytes. data bytes less than or
equal to FSD.

The PCD shall resort to
exception processing
(protocol error) if it
receives a frame with more
than FSD data bytes.

4.7.3.3 The FSD supported by the  4.7.3.4 The PICC shall be capable
PCD shall be FSDy. of supporting a PCD with
FSD equal to FSDyn.

The PICC may support a PCD with
FSD less than FSDy.
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4.7.4 FSC (Frame Size for proximity Card)

The FSC defines the maximum size of a frame accepted by the PICC. FSC is
expressed in number of data bytes included in the frame. For Type A the PICC
indicates FSC to the PCD by FSCI in TO of the ATS (see section 5.7.2). A Type B
PICC indicates FSC to the PCD by Max_Frame_Size in the ATQB (see

section 6.3.2).

Requirements 4.18: FSC

PCD PICC

4.7.4.1 The PCD shall only send 4.7.4.2 The PICC shall be capable
frames with a number of of accepting frames with
data bytes less than or FSC data bytes.
equal to FSC.

The PICC shall resort to
exception processing
(protocol error) if it
receives a frame with more
than FSC data bytes.

4.7.4.3 The PCD shall be capable of 4.7.4.4 The FSC supported by the

sending frames in PICC shall be at least
accordance with an FSC FSCun.
greater than or equal to
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4.8 Timing Requirements

This section specifies the requirements for the different Frame Delay Times for
Type A and Type B. The Frame Delay Time (FDT) is defined as the time between
two sequences transmitted in opposite directions.

This section uses the term ‘command’ to indicate a command sequence sent by the
PCD and the term ‘response’ to indicate a response sequence sent by the PICC.

4.8.1 Frame Delay Time PCD — PICC

The Frame Delay Time PCD — PICC (FDTpicc) defines the time between the end of
a PCD command and the start of the PICC response.

FDTapicc

For Type A, FDTapicc is measured from the rising edge of the last lower level of

the PCD command to the start of the SoF of the PICC response. The FDTapicc

depends on the logic value of the last bit before the EoF transmitted by the PCD.
The FDTapicc is shown in Figure 4.14.
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Flgu re 4.14: FDTA,PICC

) FDTapicc _

i 1 etu T 1 etu ) 1 etu i
Logic "1" EoF SoF
transmitted | transmitted fransmitted
by PCD by PCD by PICC

(a) Last bit before EoF is Logic "1"

FDTapicc

/
V4

F Y

F
A 4
-
A 4
F Y
k 4

1 etu 1 etu 1 etu
Logic "0" EoF SoF
transmitted | transmitted fransmitted
by PCD by PCD by PICC

(b) Last bit before EoF is Logic "0"

The FDTapicc depends on the logic value of the last bit before the EoF
transmitted by the PCD as defined in Table 4.2.

Table 4.2: FDTapicc and Logic Value of Last Bit before EoF

Logic Value FDTapicc
“0” (nx 128 + 20) / f,
“1” (nx 128 + 84) /f,

The value of n is an integer and depends on the command type as defined in
Table 4.3. The different commands are detailed in Chapter 5.
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Table 4.3: FDTapicc and Command Type

Command Type n
WUPA 9

REQA
ANTICOLLISION
SELECT

All other commands >9

The FDT tolerance is in the range of -0 to +t4. t, is the time period in which the
PICC must detect the end of the last lower level transmitted by the PCD (see
section 3.3.2).

Requirements 4.19: FDTapicc

PCD PICC

4.8.1.1 Following the end of a 4.8.1.2 The PICC shall align the
PCD command, the PCD first modulation edge
shall be able to receive within the start bit of a
the start of a PICC PICC response to the grid
response at a time as defined in Figure 4.14,
aligned to the grid as Table 4.2, and Table 4.3.
defined in Figure 4.14,
Table 4.2, and Table 4.3.

Requirements 4.20: FDTapiccmin
PCD
4.8.1.3 Following the end of a PCD command, the PCD shall ignore any

response from the PICC during a time FDTa picc min — 128/f..

For the commands WUPA, REQA, SELECT, and ANTICOLLISION, the PICC
always responds exactly at FDTapicocmin (= FDTapicc as defined in Table 4.2
with n = 9).
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Requirements 4.21: FDTapicc for WUPA, REQA, SELECT, and ANTICOLLISION

PCD PICC

4.8.1.4 For the initialization 4.8.1.5 For the initialization
commands WUPA, REQA, commands WUPA, REQA,
SELECT, and SELECT, and
ANTICOLLISION, the PCD ANTICOLLISION, the PICC
shall consider the receipt shall respond at
of a response after FDTa picc,min-
FDTapicc,min @S a time-out
error.

FDTg picc

For Type B, FDTgpicc is measured from the end of the EoS of the PCD command
to the start of the SoS of the PICC response as shown in Figure 4.15.

FDTB,PICC =TRO + TR1

Flg ure 4.15: FDTB‘p|CC

PCD
Amplitude __, treoe -
Vi Tast] -
char-
v, acter : _
5 EoS
i FDTspicc |
PICC P i tricc,s,2
Phase _ TRO i TR1 _i_ teice,s.1 | 11" character
L T unmod- Smf _________________
No subcarrier ulated bit
¢ =180° subcarrier i

SoS

The minimum time a PICC must wait before sending the SoS of its response after
the end of a PCD command (FDTg piccmn) is defined by TROyn + TRLyn.
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Requirements 4.22: FDTg piccmin

PCD PICC

4.8.1.6 Following the EoSof aPCD 4.8.1.7 Following the EoS of a
command, the PCD shall be PCD command, the PICC
able to receive the SoS of shall wait at least a time
the PICC response with a FDTg picc min before
minimum interval between sending the SoS of its
the EoS of the PCD response.

command and the SoS of
the PICC response of

I:DTB,PICC,MIN-

FDTpicc,max

The maximum time within which a PICC must start its response after the end of a
PCD command (FDTpicc max) is defined by the Frame Waiting Time (FWT). The
definition of the FWT is common for Type A and Type B and defines the
maximum value for FDTa picc and FDTg picc (except for WUPA, REQA, SELECT,
ANTICOLLISION, RATS, WUPB, and REQB).

The FWT is calculated by the following formula:
FWT = (256 x 16 / f;) x 27!

where the value of FWI has the range from 0 to 14. The FWI for Type B is
located in the ATQB as defined in section 6.3.2. The FWI for Type A is located in
the interface byte TB(1) of the ATS as defined in section 5.7.2.

Examples:
o FWI=0, then FWT = 302 us
e FWI=7,then FWT = 39 ms
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Requirements 4.23: Frame Waiting Time

PCD

PICC

4.8.1.8 The PCD shall wait at

least FWT + AFWT for a
response from the PICC
(except for WUPA, REQA,
SELECT, ANTICOLLISION,
RATS, WUPB, and REQB).

If the PCD does not
receive a response from
the PICC within

FWT + AFWT,

then the PCD shall
consider this is as a
time-out error.

Refer to Annex A.4 for
the value of AFWT.

4.8.1.9 The PICC shall start its

response after the end of
a PCD command within
the FWT (except for
WUPA, REQA, SELECT,
ANTICOLLISION, RATS,
WUPB, and REQB).

4.8.1.10

The PCD shall support a
PICC having an FWT less
than or equal to
FWTuax.

4.8.1.11

The maximum FWT of the
PICC shall be FWTMA)(.

Refer to Annex A.4 for
the value of FWTyax.
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FDTA,p|CC,MAx for RATS Command

For the Type A — RATS command (see section 5.7.1), the PICC must start
sending its response within FWTacrivation (activation frame waiting time).

Requirements 4.24: Activation Frame Waiting Time

PCD PICC

4.8.1.12 For the Type A —RATS 4.8.1.13 For the Type A —RATS
command, the PCD shall command, the PICC shall
wait FWT activation for a start its response within
response from the PICC. FWTACTIVATION-
If the PCD does not Refer to Annex A.4 for
receive a response from the value of
the PICC within FWTACTIVATION-
FWT activaTion,

then the PCD shall
consider thisis as a
time-out error.
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FDTg piccmax for WUPB and REQB Commands

For the Type B — WUPB and REQB commands (see section 6.3.1), the PICC
must start sending its response within FWT args.

Requirements 4.25: FWTaros

PCD PICC

4.8.1.14 For the Type B—WUPB 4.8.1.15 For the Type B—WUPB
and REQB commands, the and REQB commands, the
PCD shall wait FWTatos PICC shall start its
for a response from the response within
PICC. FWTatos.
If the PCD does not Refer to Annex A.4 for
receive a response from the value of FWT argg.
the PICC within
FWTatoe,

then the PCD shall
consider this is as a
time-out error.
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tnn,min

The time thn min is the minimum period during which the PICC is not allowed to
produce any detectable disturbance before sending its response.

For Type A, tonmin is defined as the minimum of FDTapicc — (FDTapicomin — 128/f;)
and tnn. thnmin iIs measured before the start of the SoF of the PICC response as
shown in Figure 4.16.

Figure 4.16: t,,min for Type A

) FDTapicc .

| FDTapccmn — 128/ | ) tanmin (= ton) R
Last lower level SoF
(PCD) (PICC)

(@) FDTapicc = (FDTapiccmn — 128/f;) + ton

FDTapice

FDTapicemn — 128/f; ton.min (= FDTapice — (FDTapicemin — 128/%:))

L df

Last lower level
(PCD) SoF
(PICC)

(b) FDTapicc < (FDTapiccmn — 128/f;) + ton
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For Type B, tynmin is defined as the minimum of TRO — TROyy and t.

For TROwn the PCD value must be used. t,,min is measured before the start of
TR1 as shown in Figure 4.17.

Figure 4.17: t,nmin for Type B

PCD
Amplitude
Vi
Vs
) EoS i FDTgpice
TRO
PICC
Phase TROwn t tonmin (= tan) TR1
o) ISR e SNSRI MR —
No subcarrier ulated
¢ =180° subcarrier |
) SoS ]
(a) TRO= TROmmn + tan
PCD
Amplitude
Vi
Vs
EoS - FDTgpicc N
TRO
. t .
PICC . tonmin
Phase TROmn  {(STRO-TROmw); TR1
(b = Oc ------------------------------------------------ unmod-
No subcarrier sulgg;'ger
¢ = 180° |
SoS

(b) TRO < TROmin + ton

Refer to Annex A.4 for the value of t,.

Requirements 4.26: tnnmin

PICC

4.8.1.16 The PICC shall not produce any detectable disturbance during a
period of at least t,, min before sending its response.

The exact quantity of what constitutes ‘any detectable disturbance’ is not
defined by this version of the specification.
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4.8.2 Frame Delay Time PICC —» PCD

The Frame Delay Time PICC — PCD (FDTpcp) defines the time between the end of a
PICC response and the start of a new PCD command.

FDTa,pcD

For Type A, FDTapcp is measured from the last modulation transmitted by the
PICC to the start of the lower level within the SoF of the next command
transmitted by the PCD as shown in Figure 4.18.

Figure 4.18: FDTapco

) FDTarco _
it =t = -
1etu 1etu 1 etu
Last logic "1" | EoS SoF
transmitted transmitted transmitted
by PICC by PICC by PCD
(a) Last transmitted data bit is logic "1"
FDTapco
X 1 etu T 1 etu ] ) 1 etu i
Last logic "0" | EoS SoF
transmitted transmitted transmitted
by PICC by PICC by PCD
(b) Last transmitted data bit is logic "0"
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FDTg pcD

For Type B, FDTg pcp is measured from the start of the EoS transmitted by the
PICC to the SoS transmitted by the PCD as shown in Figure 4.19. FDTgpcp is
also referred to as TR2.

Figure 4.19: FDTg pcp

PICC trsorr
Phase ! triccE !
¢ = 0 Last E T
char- ; No subcarrier
b = 180° acterJ _ !
) EoS |
PCD
fmplitude FDTgpcp (TR2) ; trep.s 1 _tECD’_S_’.z 1* character
L I
bit
V, ———
5 SoS 5
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FDTpco,min

FDTpcpmin is the minimum time the PCD must wait before sending the start of a
new PCD command after the end of the PICC response (except after the RATS
and ATTRIB response when a guard time (SFGT) is requested by the PICC).
FDTpcomn is common for Type A and Type B and defines the minimum value for
FDTA_PCD and FDTB'pCD.

Requirements 4.27: FDTpcp min

PCD PICC

4.8.2.1 Following the end of a 4.8.2.2 Following the end of a
PICC response, the PCD PICC response, the PICC
shall wait at least a time shall be able to receive
FDTpcp,min before the start of a new PCD
transmitting the start of command with a
a new PCD command. minimum interval

between the end of the
PICC response and the
start of the new PCD
command of FDTPCD,MIN'

Refer to Annex A.4 for
the value of FDTPCD,MIN-

If the start of a new PCD command
is received before FDTpcp min,
then the PICC may consider this as
a transmission error.
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SFGT

For Type A, the SFGT is the guard time needed by the PICC before it is ready to
receive the next command after it has sent the ATS (see section 5.7.2). For
Type B, the SFGT is the guard time needed by the PICC before it is ready to
receive the next command after it has sent the ATTRIB response (see

section 6.4.2).

The SFGT is calculated by the following formula:
SFGT = (256 x 16 / f;) x 25F¢

where SFGI has the range from 1 to 14. If the PICC returns SFGI equal to zero
or SFGl is not returned, then no SFGT is needed and FDTpcpmin applies.

For Type A, the SFGl is returned by the PICC in the interface byte TB(1) of the
ATS (see section 5.7.2). For Type B, the SFGI is returned by the PICC in the
ATQB (see section 6.3.2).

Requirements 4.28: SFGT

PCD PICC

4.8.2.3 If the PICC returns an 4.8.2.4 If the PICC returns an SFGI
SFGI different from different from zero,
zero, the PCD shall wait then following the ATS (for
at least SFGT + ASFGT Type A) or ATTRIB
before sending the next response (for Type B), the
command after the PICC PICC shall be able to
has sent the ATS (for receive the start of a new
Type A) or ATTRIB PCD command with a
response (for Type B). minimum interval between

the end of the response
and the start of the new
the value of ASFGT. PCD command of SFGT.

Refer to Annex A.4 for

If the start of a new PCD command is
received before SFGT,

then the PICC may consider this as a
transmission error.
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PCD

PICC

4.8.2.5 Ifthe PICC returns an
SFGI equal to zero or
SFGI is not returned,
the PCD shall wait at
least FDTpcp min before
sending the next
command after the PICC
has sent the ATS (for
Type A) or ATTRIB
response (for Type B).

4.8.2.6 If the PICC returns an SFGI
equal to zero or does not
return an SFGI,
then following the ATS (for
Type A) or ATTRIB
response (for Type B), the
PICC shall be able to
receive the start of a new
PCD command with a
minimum interval between
the end of the response
and the start of the new
PCD command of
FDTpcomin-

If the start of a new PCD command is
received before FDTpcp min,

then the PICC may consider this as a
transmission error.
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4.8.3 Summary

Table 4.4 gives an overview of the minimum and maximum values for the Type A —
Frame Delay Times.

Table 4.4: Type A —Timings

FDTa Minimum Maximum
FDTA,PCD FDTPCD,MIN n.a.
FDTA,PICC FDTA,PICC withn=9 ] FDTA,p|CC with n = 9 for WUPA,
(see Table 4.2) REQA, ANTICOLLISION, and
SELECT

o  FWTacrivation for RATS

e FWT for all other commands

Table 4.5 gives an overview of the minimum and maximum values for the Type B —
Frame Delay Times.

Table 4.5: Type B — Timings

FDTg Minimum Maximum
FDTs pcp FDTpcomin n.a.
FDTg picc TROwin + TRIuin e FWTargs for ATQB
e FWT for all other commands
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5 Type A—-Commands and Responses

This chapter specifies the Type A commands that are available to the PCD for the
polling, collision detection, activation and removal procedures. Commands and
responses are transmitted within frames as specified in section 4.7.

5.1 Type A - Command Set

Table 5.1 lists the commands that are available to the PCD for communication with a
PICC of Type A. For every command, the corresponding response from the PICC is
indicated.

Table 5.1: Type A — Command Set

PCD Command PICC Response
WUPA ATQA
REQA ATQA
ANTICOLLISION CL1 uID CL1
ANTICOLLISION CL2 UID CL2
ANTICOLLISION CL3 UID CL3
SELECT CL1 SAK
SELECT CL2 SAK
SELECT CL3 SAK
HLTA -

RATS ATS

This chapter details the format of these commands and their responses from the
PICC.
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Requirements 5.1: Protocol Error — Type A

PCD PICC

5.1.1.1 The PCD shall consider 5.1.1.2 The PICC shall consider any
any PICC response PCD command transmitted
transmitted in a valid in a valid frame (no
frame (no transmission transmission error) but
error) but having a coding having a coding not
not compliant with this compliant with this
specification, as a specification, as a protocol
protocol error. error.
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5.2 Type A-CRC_A

Some of the commands defined in Table 5.1 use a CRC for error checking. The
CRC_A is defined as a function of k data bits, which consist of all the bits in the
command. Since all commands using a CRC_A are encoded in bytes, the number of
bits k is a multiple of 8.

Figure 5.1 shows how a command and the CRC_A are included within a standard
frame. CRC_A1 is the least significant byte and CRC_A2 is the most significant byte.

Figure 5.1: Position of CRC_A within a Standard Frame

Command + CRC_A

| Bytet | Byte2 | .. | Byten [ CRC_A1 | CRC_A2 |

soF| Byte1 |P| Byte2 [P P| Byten |P| CRC_A1 [P | CRC_A2 |P |eoF

Requirements 5.2: CRC_A

PCD and PICC

5.2.1.1 IfaCRC_Aisincluded in a standard frame, then it shall be inserted
in the frame after the last parity bit of the data bits.

Each CRC_A byte shall be followed by a parity bit.

A short frame shall not have a CRC_A.

5.2.1.2 The CRC_A s as defined in ISO/IEC 13239, but the initial register
content shall be '6363' and the register content shall not be
inverted after calculation.

March 2011 Page 99

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 129




5 Type A — Commands and Responses EMV Contactless Book D
5.3 WUPA and REQA Contactless Comm Protocol 2.1

5.3 WUPA and REQA

The WUPA and REQA commands are sent by the PCD to probe the field for PICCs
of Type A.

5.3.1 WUPA and REQA Command

The WUPA and REQA commands are transmitted within a short frame. The coding
is specified in Table 5.2.

Table 5.2: Coding of WUPA and REQA within a Short Frame

b7 | b6 | b5 | b4 | b3|b2]|bl Meaning
110 |1 |0 |0 |1 [0 |WUPA

O |1 ]0 (0O |1 (1 |0 |REQA

5.3.2 WUPA and REQA Response (ATQA)

In response to the WUPA and REQA commands, a PICC of Type A, depending on its
state (see Chapter 7) will return an ATQA with a length of two bytes. The ATQA is
transmitted within a standard frame without CRC_A and coded as specified in

Table 5.3 and Table 5.4.

Table 5.3: Byte 1 of ATQA

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 UID size: single (4 bytes)
0 1 UID size: double (7 bytes)
1 0 UID size: triple (10 bytes)
1 1 Not allowed
0 RFU

1 0 0 0 0 Bit frame anticollision

0 1 0 0 0 Bit frame anticollision

0 0 1 0 0 Bit frame anticollision

0 0 0 1 0 Bit frame anticollision

0 0 0 0 1 Bit frame anticollision

All other values Not allowed
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5 Type A — Commands and Responses
5.3 WUPA and REQA

Table 5.4: Byte 2 of ATQA

b8 | b7 | b6 | b5 [ b4 | b3 | b2 | bl Meaning
0 0 0 0 RFU
X X X X Any value
Requirements 5.3: PCD Handling of ATQA
PCD
5.3.2.1 The PCD shall disregard any value returned by the PICC in the least
significant nibble b4 to b1 of byte 2 of the ATQA.
Requirements 5.4: UID Length
PCD PICC
5.3.2.2 The PCD shall be capable  5.3.2.3 The PICC shall have a UID of
of successfully recovering 4,7, or 10 bytes. The value
a UID of 4, 7, or 10 bytes. of the UID shall be a fixed
number or a random
number which is
dynamically generated by
the PICC.
Requirements 5.5: Dynamic UID
PICC

5.3.2.4 A dynamically generated UID shall change value only on state
transition from POWER-OFF to IDLE state (see Chapter 7).

5.3.2.5 The length of a dynamically generated UID shall be 4 bytes.
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5.4 ANTICOLLISION

The ANTICOLLISION command is used to obtain the complete UID of a Type A
PICC and to detect whether more than one Type A PICC is in the Operating Field of
the PCD (see section 9.3.2 for more details).

541 ANTICOLLISION Command

The ANTICOLLISION command is transmitted within a standard frame without
CRC_A. lIts coding is specified in Table 5.5.

Table 5.5: Coding of ANTICOLLISION Command

Byte 1 Byte 2
SEL '20'

The SEL byte is coded as shown in Table 5.6.

Table 5.6: Coding of SEL

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 0 0 1 0 0 1 1 '93": ANTICOLLISION CLA1

1 0 0 1 0 1 0 1 '95" ANTICOLLISION CL2
1 0 0 1 0 1 1 1 '97": ANTICOLLISION CL3

other values except Not allowed
those here above

With the SEL byte the Cascade Level (CL) of the UID requested by the
ANTICOLLISION command is defined.
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5.4.2 ANTICOLLISION Response (UID CLn)

In response to the ANTICOLLISION command all PICCs in the Operating Field
transmit the requested cascade level of their UID (UID CLn, withn =1, 2 or 3). The
UID of a Type A PICC consists of 4, 7 or 10 bytes. The length of the response is
always 5 bytes. The coding of the response is depending on the value of the SEL
byte and the length of the UID. The ANTICOLLISION response is transmitted within
a standard frame without CRC_A. lIts coding is specified in Table 5.7.

Table 5.7: UID CLn

SEL UID Size Response (UID CLn)
'93' 4 UID CL1: uid uid¢ uid; uids BCC
'93' >4 UID CL1: CT uido uid4 uid, BCC
'95' 7 UID CL2: uid; uid4 uids uide BCC
'95' >7 UID CL2: CT uids; uid4 uids BCC
o7 10 UID CL3: uids uid7 uidg uidg BCC
Where:

e CT is the cascade tag with a value of '88'. The purpose of the cascade tag is
to force a collision with PICCs that have a smaller UID size. Therefore, uidg
of a single size UID and uid; of a double size UID must not have the value
'88'.

e BCCis the UID CLn check byte. BCC is calculated as exclusive-or over the
4 previous bytes.

e uid, is the n™ byte of the complete UID with uid, the most significant byte.

Requirements 5.6: PCD Handling of BCC

PCD

5.4.2.1 The PCD shall verify the BCC included in the UID CLn. The PCD
shall consider an incorrect BCC as a transmission error.
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5.5 SELECT

The SELECT command is used to select the Type A PICC using its UID.

551 SELECT Command

The SELECT command is transmitted with CRC_A within a standard frame. Its
coding is specified in Table 5.8.

Table 5.8: Coding of SELECT Command

Byte 1 Byte 2 Bytes 3—-7
SEL 70’ UiD CLn

The SEL byte is coded as is shown in Table 5.9.

Table 5.9: Coding of SEL

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 0 0 1 0 0 1 1 '93": SELECT CLA1
1 0 0 1 0 1 0 1 '95". SELECT CL2
1 0 0 1 0 1 1 1 '97". SELECT CL3
1 0 0 1 Other values except Not allowed
those here above

The coding of UID CLn is depending on the value of the SEL byte and the size of the
UID. The coding is the same as for the ANTICOLLISION response and specified in
Table 5.7.
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5.5.2 Response — Select Acknowledge — SAK

The SAK is transmitted by the PICC in response to a SELECT command when all the
data bits match with the UID CLn of the PICC. The length of the SAK is one byte and
transmitted with CRC_A within a standard frame. The SAK is coded as specified in
Table 5.10.

Table 5.10: Coding of SAK

b8 | b7 [ b6 | b5 | b4 | b3 | b2 | bl Meaning
X |[x Any value
X PICC compliant with ISO/IEC 14443-4
if bit is set to (1)b
X |x Any value
X Cascade bit: UID not complete if bit is
setto (1)b
X | x | Anyvalue

Requirements 5.7: Type A PICC Compliance with ISO/IEC 14443-4

PCD PICC

5.5.2.1 The PCD shall support a 5.5.2.2  When the UID is complete
PICC indicating conformity (i.e. b3 =(0)b),
to ISO/IEC 14443-4. the PICC shall indicate

conformity to
ISO/IEC 14443-4 by setting
b6 of the SAK to (1)b.

The PCD may support a PICC not
indicating conformity to ISO 14443-4.

5.5.2.3 For b3 =1(b), the PCD shall
disregard any other bit of
the SAK.

For b3 = (0)b, the PCD shall
interpret b6 and shall
ignore any of the remaining
bits of the SAK.

March 2011 Page 105

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 135



5 Type A — Commands and Responses EMV Contactless Book D
5.6 HLTA Contactless Comm Protocol 2.1

5.6 HLTA

The HLTA command is used to put the PICC back in the IDLE state during the
polling and removal procedures.

56.1 HLTA Command

The HLTA command consists of two bytes and is transmitted with CRC_A within a
standard frame. Table 5.11 specifies the coding of the HLTA command.

Table 5.11: Coding of HLTA Command

Byte 1 | Byte 2
l50l IOOI

5.6.2 HLTA Response

The PICC does not respond to a HLTA command. The PCD always assumes that
the HLTA command has been ‘acknowledged’ by the PICC.

Requirements 5.8: HLTA Response

PCD PICC

5.6.2.1 The PCD shall always 5.6.2.2 The PICC shall not respond
consider the HLTA to a HLTA command.
command as
acknowledged.
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5.7 Request for Answer to Select (RATS)

The RATS command is used by the PCD during the protocol activation to negotiate
with the PICC maximum frame sizes (FSD and FSC), Frame Waiting Time (FWT)
and Start-up Frame Guard Time (SFGT).

571 RATS Command

The RATS command is transmitted with CRC_A within a standard frame. lts coding
is specified in Table 5.12.

Table 5.12: Coding of RATS Command

Byte 1 Byte 2
'EQ’ PARAM

PARAM, the parameter byte, consists of two parts (see Table 5.13).

Table 5.13: Format of RATS Parameter Byte (PARAM)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X FSDI

X X X X CID

The most significant nibble b8 to b5 is called FSDI (Frame Size for proximity coupling
Device Integer) and codes FSD (Frame Size for proximity coupling Device). Refer to
section 4.7.3 for the definition of FSD. The coding of FSD in terms of FSDI is given
in Table 5.14.

Table 5.14: FSDI to FSD Conversion

FSDI Iol l1l l2l I3l l4l l5l l6l I7I l8I I9I_IFI
FSD (bytes) 16 |24 |32 |40 [48 |64 |96 128 | 256 | RFU
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Requirements 5.9: FSDlyn

PCD

5.7.1.1 The PCD shall set FSDI equal to FSDIyn.

Refer to Annex A.4 for the value of FSDIy.

Requirements 5.10: PICC Handling of RFU values of FSDI

PICC

5.7.1.2 Areceived value of FSDI = '9'-'F' shall be treated by the PICC as
FSDI ="'8'".

The least significant nibble b4 to b1 is named Card Identifier (CID) and it defines the
logical number of the addressed PICC in the range from 0 to 14 (CID = 15 is not
allowed). The CID is set to zero as the PCD only addresses a single PICC at a time.

Requirements 5.11: Support of CID

PCD PICC

5.7.1.3 The PCD shall notuse CID, 5.7.1.4 The PICC shall accept a
indicated by setting b1-b4 RATS command with CID in
to (0000)b. the range from 0 to 14.

The PICC may ignore the value of the
CID included in the RATS command
and indicate in TC(1) that it does not
support CID.
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5.7.2 RATS Response (Answer To Select)

The Answer To Select (ATS) is transmitted by the PICC in response to the RATS
command. The ATS is transmitted with CRC_A within a standard frame. This
section defines the ATS with all its available fields (see Table 5.15).

Table 5.15: Structure of the ATS

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 — 6+k-1
TL T0 TA(1) TB(1) TC(1) T1...Tk

The length byte TL is followed by a variable number of bytes in the following order:
e Format byte TO
o Interface bytes TA(1), TB(1), TC(1)
e Historical bytes T1 to Tk

Length byte

The length byte TL is mandatory and specifies the length of the transmitted ATS
including itself. The two CRC_A bytes are not included in TL.

Requirements 5.12: Length Byte TL of the ATS

PCD PICC

5.7.2.1 The first byte of the ATS
(TL) shall specify the length
of the ATS including TL
itself.

5.7.2.2 The PCD shall be capable of 5.7.2.3 TL shall not indicate a

supporting a PICC returning length greater than
an ATS with TL specifying a 20 bytes.

length less than or equal to

20 bytes.

The PCD may support a PICC
returning an ATS with TL indicating a
length greater than 20 bytes.
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Format Byte TO
The format byte TO is coded as specified in Table 5.16.

Table 5.16: Coding of Format Byte TO

b8 | b7 | b6 | b5 | b4 [ b3 |b2|bl Meaning
0 RFU
X TC(1) is transmitted, if bit is set to (1)b
X TB(1) is transmitted, if bit is set to (1)b
X TA(1) is transmitted, if bit is set to (1)b
X |x |x [|x FSCI

The least significant nibble b4 to b1 is called FSCI (Frame Size for proximity Card
Integer) and codes FSC (Frame Size for proximity Card). Refer to section 4.7.4
for the definition of FSC. The coding of FSC in terms of FSCI is specified in
Table 5.17. The default value of FSCl is 2 and leads to an FSC of 32 bytes.

Table 5.17: FSCIl to FSC Conversion

FSCI lol l1 ' l2l l3l l4l l5l l6l I7I l8l lgl_lFl
FSC (bytes) |16 |24 |32 |40 (48 |64 |96 [128 |256 | RFU

Requirements 5.13: FSClyn

PICC

5.7.2.4 The PICC shall set FSCI greater than or equal to FSClyn with a
maximum value of 8.

Refer to Annex A.4 for the value of FSCly.

Requirements 5.14: PCD Handling of RFU values of FSCI

PCD
5.7.2.5 Areceived value of FSCI ='9'-'F' shall be treated by the PCD as
FSCI ='8'".
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Requirements 5.15: Format Byte TO of the ATS

PCD

PICC

5.7.2.6 The PCD shall be capable

of supporting a PICC
returning an ATS including
TO, TA(1), TB(1), and
TC(1).

If one or more of the
fields TO, TA(1), TB(1), and
TC(1) are missing,

then the PCD shall use the
default values as specified
in this section.

5.7.2.7

TA(1), TB(1), and TC(1)
shall be present in the
ATS and the presence
shall be indicated in TO.
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Interface Byte TA(1)

The interface byte TA(1) conveys information to define the bit rate capabilities of
the PICC. The interface byte TA(1) is coded as specified in Table 5.18. Bits

b7 to b5 code the bit rate capability of the PICC for the direction from PICC to
PCD (Dpicc_spcp)- The default value for bits b7 to b5 is (000)b (Dpiccspcp = 1).
Bits b3 to b1 code the bit rate capability of the PICC for the direction from PCD to
PICC (Dpcp_spicc)- The default value for bits b3 to b1 is (000)b (Decp_picc = 1).

Table 5.18: Coding of Interface Byte TA(1)

b8 | b7 | b6 | b5 | b4 | b3 |b2]|bl Meaning

X If b8 = (1)b, then only the same bit rate
divisor for both directions is supported
(Dpicc—pcp = Dpepspice)-

If b8 = (0)b, then a different bit rate
divisor for each direction is supported.

X Dpiccspcp = 8 supported, if bit is
set to (1)b.

X Dpiccspep = 4 supported, if bit is
set to (1)b.

X Driccopcp = 2 supported, if bit is
set to (1)b.

0 RFU

X Drcoospicc = 8 supported, if bit is
set to (1)b.

X Drcoospice = 4 supported, if bit is
set to (1)b.

X Drcoospice = 2 supported, if bit is
set to (1)b.
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Requirements 5.16: Format Byte TA(1) of the ATS

PCD PICC

5.7.2.8 The PCD shall support a 5.7.2.9 The PICC shall set the
bit rate of 106 kbits/s in bits b7 to b5 and
both directions. b3 to bl of TA(1) equal

to (0)b, indicating that it
supports only a bit rate
of 106 kbits/s in both
directions.

The PCD may support higher bit
rates.

Interface Byte TB(1)

The interface byte TB(1) conveys information to define the Frame Waiting Time
(FWT) and the Start-up Frame Guard Time (SFGT). The interface byte TB(1) is
coded as specified in Table 5.19.

Table 5.19: Coding of Interface Byte TB(1)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X X X FWI

X X X X SFGI

e The most significant nibble b8 to b5 is called FWI (Frame Waiting time
Integer) and codes FWT. Refer to section 4.8.1 for the definition of FWT.
The default value of FWI is 4 and leads to an FWT of 4.8 ms.

Requirements 5.17: Interface Byte TB(1) of the ATS

PICC

5.7.2.10 The PICC shall set FWI less than or equal to FWlyax.

Refer to Annex A.4 for the value of FWIyax.
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e The least significant nibble b4 to b1 codes SFGI (Start-up Frame Guard time
Integer) and is used by the PICC to code a multiplier value used to define the
SFGT. Refer to section 4.8.2 for the definition of SFGT. The default value of

SFGlis 0.

Requirements 5.18: Interface Byte TB(1) of the ATS

PCD

PICC

5.7.2.11 The PCD shall be
capable of supporting a
PICC returning an ATS
with TB(1) indicating an
SFGI less than or equal
to SFG'MAx.

The PCD may support a PICC with
an SFGI greater than SFGlyax.

5.7.2.12 The PICC shall set SFGI
less than or equal to
SFG'MAx.

Refer to Annex A.4 for
the value of SFGlyax.

Interface Byte TC(1)

The interface byte TC(1) indicates whether Node ADdress (NAD) and Card
Identifier (CID) are supported by the PICC. The interface byte TC(1) is coded as

specified in Table 5.20.

Table 5.20: Coding of Interface Byte TC(1)

b8 | b7 [ b6 [ b5 | b4 | b3 | b2 | bl

Meaning

0O (0O (O |O |O |O

RFU
CID supported, if bit is set to (1)b
NAD supported, if bit is set to (1)b

Bits b2 and b1 are used by the PICC to define which optional fields in the
prologue field it supports. Bit b1 set to (1)b indicates that NAD is supported;
b2 set to (1)b indicates that CID is supported. Refer to section 10.1 for the

specification of the prologue field.
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Requirements 5.19: Interface Byte TC(1) of the ATS

PCD PICC

5.7.2.13 The PCD shall not use CID  The PICC may support CID and
or NAD and shall NAD.
disregard any value
returned by the PICC in
b1-b2 of TC(1).

Historical Bytes

The historical bytes T1 to Tk are optional and are used by the PICC to designate
general information.

Requirements 5.20: Historical Bytes of the ATS

PCD PICC

5.7.2.14 The PCD shall allow the 5.7.2.15 The PICC shall send
PICC to send up to 15 no more than 15
historical bytes. historical bytes.

A PCD may support an ATS with
more than 15 historical bytes.
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Contactless Comm Protocol 2.1

6 Type B-Commands and Responses

This chapter specifies the Type B commands that are available to the PCD for the
polling, collision detection, activation and removal procedures. Commands and
responses are transmitted within the frames as specified in section 4.7.

6.1 Type B — Command Set

Table 6.1 lists the commands that are available to the PCD for communication with a
Type B PICC. All commands and responses use the frame format defined in
section 4.7.2 including CRC_B.

Table 6.1: Type B — Command Set

PCD Command PICC Response

WUPB ATQB

REQB ATQB

ATTRIB Answer to ATTRIB

HLTB '00'

Requirements 6.1: Protocol Error — Type B

PCD PICC

6.1.1.1 The PCD shall considerany 6.1.1.2 The PICC shall consider any
PICC response transmitted PCD command transmitted
in a valid frame (no in a valid frame (no
transmission error) but transmission error) but
having a coding not having a coding not
compliant with this compliant with this
specification, as a protocol specification, as a protocol
error. error.

March 2011 Page 117

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 147



6 Type B — Commands and Responses EMV Contactless Book D
6.2 Type B-CRC_B Contactless Comm Protocol 2.1

6.2 Type B-CRC_B

All of the commands defined in Table 6.1 use a CRC for error checking. The CRC_B
is a function of k data bits which consist of all the data bits in the command. Since
the commands are encoded in bytes, the number of bits k is a multiple of 8.

Figure 6.1 shows how a command and its CRC_B are included within a frame.
CRC_B1 is the least significant byte and CRC_B2 is the most significant byte.

Figure 6.1: Position of a CRC_B within a Frame

Command + CRC_B

| Byte1 | Byte2 | .. | Byten [ CRC_B1 | CRC_B2 |
Start = é{c;pStan = gtop Start/ ,StopStar;‘ \Stop Sta‘r\t = Stop| Sle;r\ — Stop|
gt| BYtel [Ggilmi| BY®2 gt git | Bit| BY®N [gi|ei| CRCBT [ |mi| CRC_B2Z [g
Requirements 6.2: CRC_B
PCD and PICC

6.2.1.1 The two CRC_B bytes shall be included in the frame after the data
bytes.

6.2.1.2 The CRC_B shall be as defined in ISO/IEC 13239. The initial register
content shall be all ones ('FFFF').
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6.3 WUPB and REQB

The WUPB and REQB commands are used by the PCD to probe the Operating Field
for Type B PICCs.

6.3.1 WUPB and REQB Command

The format of the WUPB and REQB command is defined in Table 6.2.

Table 6.2: WUPB and REQB Command Format

Byte 1 Byte 2 Byte 3
'05' AFI PARAM

The components of these commands are defined as follows:

AFI coding

The AFI indicates the application family being selected.

Requirements 6.3: Application Family Indicator (AFI)

PCD PICC
6.3.1.1 The AFl shall be set to The PICC may support a WUPB
'00". This selects all command with AFI different from
application families. '00'.
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PARAM Coding
Table 6.3 specifies the coding of PARAM.

Table 6.3: Coding of PARAM Byte Included in WUPB and REQB Command

b8 | b7 | b6 [ b5 | b4 | b3 |b2]| bl Meaning
0 (0 |O RFU
X (0)b: Extended ATQB not supported
by PCD
(1)b: Extended ATQB supported by
PCD
X (0)b: REQB
(1)b: WUPB
X | x | x | Number of slots (N)

The Number of slots (N) is used by the anticollision scheme defined in
ISO/IEC 14443-3. The anticollision scheme is based on the definition of time
slots in which PICCs are invited to respond with minimum identification data.

Requirements 6.4: Number of Slots (N)

PCD PICC

6.3.1.2 The Number of slots (N)  The PICC may support a WUPB and
shall always be set to REQB command with Number of
(000)b to force all PICCs  slots different from (000)b.
to respond with ATQB in
the first time slot.

Bit b5 indicates if the PCD supports the Extended ATQB byte. The Extended
ATQB byte is an optional byte included in the ATQB response coding the SFGT
used by the PICC.
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Requirements 6.5: Support for Extended ATQB

PCD PICC

6.3.1.3 The PCD shall set 6.3.1.4 When answering a WUPB
b5 equal to (0)b or REQB command with
(Extended ATQB not b5 set to (0)b (Extended
supported). ATQB not supported), the

PICC shall not include the
Extended ATQB byte in its
ATQB response.

The PICC shall accept a
WUPB or REQB command
with b5 set to (1)b
(Extended ATQB
supported).

When answering a WUPB command
with bit b5 set to (1)b (Extended
ATQB supported), the PICC may
include an Extended ATQB byte in its
ATQB response.
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6.3.2 WUPB and REQB Response (ATQB)

The ATQB format is defined in Table 6.4.

Table 6.4: ATQB Format

Byte 1 Byte 2 -5 Byte 6 — 9 Byte 10— 12 or 13
'50' PUPI Application Data Protocol Info

Byte 13 of the ATQB is optional. If it is not used, then the ATQB consists of 12 bytes
only.

PUPI (Pseudo-Unique PICC Identifier)

A Pseudo-Unique PICC Identifier (PUPI) is used to differentiate between PICCs
during collision detection.

Requirements 6.6: PUPIin ATQB

PICC

6.3.2.1 The PUPI shall have a length of 4 bytes. The value of the PUPI
shall be a fixed number or a random number which is
dynamically generated by the PICC.

6.3.2.2 The random PUPI shall only be generated by a state transition
from the POWER-OFF to the IDLE state (see Chapter 8).

Application Data

The Application Data field is used to inform the PCD which applications are
installed on the PICC.

Requirements 6.7: Application Data Field

PCD

6.3.2.3 The PCD shall disregard any value returned by the PICC in the
Application Data field.
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Protocol Info

The Protocol Info indicates the parameters supported by the PICC as detailed in
Table 6.5.

Table 6.5: Protocol Info Format

Byte 1 Byte 2 Byte 3 Byte 4
(optional)
Bit Rate_ | Max_Frame_ | Protocol_ | FWI ADC FO SFGI RFU
Capability | Size Type (4 bits) | (2 bits) | (2 bits) | (4 bits) | (4 bits)
(8 bits) (4 bits) (4 bits)
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o Bit_Rate_Capability

Bit rates supported by the PICC are specified in Table 6.6. Bits b7 to b5 code
the bit rate capability of the PICC for the direction from PICC to PCD
(Dpiccspcp). The value (000)b corresponds with Dpicc_pcp = 1. Bits b3 to b1
code the bit rate capability of the PICC for the direction from PCD to PICC
(Dpcp_spicc). The value (000)b corresponds with Dpcp_,picc = 1.

Table 6.6: Bit Rates Supported by the PICC

b8 | b7 | b6 [ b5 | b4 | b3 | b2]| bl Meaning
X If b8 = (1)b, then only the same bit
rate divisor for both directions is
supported (Dpicc-,pco = Drepospice)-
If b8 = (0)b, then a different bit rate
divisor for each direction is
supported.
X Deiccspcp = 8 Supported, if bit is
set to (1)b.
X Deiccospep =4 supported, if bit is
set to (1)b.
X Dpiccopep =2 supported, if bit is
set to (1)b.
0 RFU
X Drcoopicc =8 Supported, if bit is
set to (1)b.
X Drcoopicc =4 supported, if bit is
set to (1)b.
X Decoospicc =2 supported, if bit is
set to (1)b.
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Requirements 6.8: Bit Rates Supported by the PICC

PCD PICC

6.3.2.4 The PCD shall supporta  6.3.2.5 The PICC shall set the
bit rate of 106 kbits/s in bits b7 to b5 and
both directions. b3 to bl of the

Bit_Rate_Capability
equal to (0)b, indicating
that it supports only a
bit rate of 106 kbits/s in
both directions.

The PCD may support higher bit
rates.

e Max_Frame_Size

Max_Frame_Size codes the maximum frame size (FSC) as specified in
section 4.7.4. The maximum frame size in terms of Max_Frame_Size is
indicated in Table 6.7.

Table 6.7: FSC in Terms of Max_Frame_Size

Max—Frame_ IOI l1l I2l I3l I4l l5l l6l I7l I8l I9I_IFI
Size

FSC (bytes) |16 (24 |32 |40 (48 |64 |96 |128 | 256 | RFU

Requirements 6.9: FSClyn

PICC

6.3.2.6 The PICC shall set Max_Frame_Size greater than or equal to
FSClyin with a maximum value of 8.

Refer to Annex A.4 for the value of FSCly.

Requirements 6.10: PCD Handling of RFU Values of Max_Frame_Size

PCD

6.3.2.7 Areceived value of Max_Frame_Size = '9'-'F' shall be treated
by the PCD as Max_Frame_Size = '8".
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e Protocol_Type

The Protocol_Type indicates the protocol type and the minimum TR2 (see
Figure 4.19) supported by the PICC as indicated in Table 6.8.

Table 6.8: Protocol_Type

b4 | b3 | b2 | bl Meaning
0 RFU
X |[x Minimum TR2
x | PICC compliance with ISO/IEC 14443-4 (see Table 6.9)

Table 6.9: Protocol Types Supported by the PICC

bl Meaning
1 PICC compliant with ISO/IEC 14443-4

0 PICC not compliant with ISO/IEC 14443-4

Requirements 6.11: Type B Protocol Type supported by the PICC

PCD PICC

6.3.2.8 The PCD shall be 6.3.2.9 The PICC shall announce
capable of supporting a that it supports
PICC indicating ISO/IEC 14443-4. This
conformity to means that the PICC
ISO/IEC 14443-4. shall set b1 to (1)b.

The PCD may support a PICC
not indicating conformity to
ISO/IEC 14443-4.
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Requirements 6.12: Minimum TR2

PCD

PICC

6.3.2.10 The PCD shall disregard  6.3.2.11 The PICC shall set bits

any value returned by b3, b2 equal to (00)b.

the PICC in b3 and b2.

The minimum TR2 supported by

The PCD uses FDTpcp min 0 the PICC is defined by FDTpcp miN
minimum TR2 as defined in as defined in section 4.8.2 and is
section 4.8.2. independent of the value of

b3 and b2.

o FWI - Frame Waiting time Integer (4 bits)

The FWI codes an integer value used to define the Frame Waiting Time
(FWT). Refer to section 4.8.1 for the definition of FWT.

Requirements 6.13: Maximum Value of FWI for Type B

PICC

6.3.2.12 The PICC shall set FWI less than or equal to FWIyax.

Refer to Annex A.4 for the value of FWIyax.

e ADC

The ADC represents the Application Data Coding supported by the PICC as
indicated in Table 6.10.

Table 6.10: Application Data Coding Supported by the PICC

b4 | b3 Meaning
0 RFU
x | (O)b: proprietary
(1)b: as defined in ISO/IEC 14443-3
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Requirements 6.14: Application Data Coding (ADC)

PCD

6.3.2.13 The PCD shall disregard the value of b3 returned by the PICC
in the ADC field.

e FO
The Frame Options supported by the PICC are indicated in Table 6.11.

Table 6.11: Frame Options Supported by the PICC

b2 bl Meaning
X Node ADdress (NAD) supported, if bit is set to (1)b.

X Card Identifier (CID) supported, if bit is set to (1)b.

Requirements 6.15: Frame Options (FO)

PCD PICC

6.3.2.14 The PCD shall not use The PICC may support CID and
CID or NAD and shall NAD.
disregard any value
returned by the PICC in
the FO field.

e SFGI - Start-up Frame Guard Time Integer (4 bits)

The most significant nibble b8 to b5 of the optional Extended ATQB byte
codes SFGI and is used by the PICC to define the SFGT. Refer to
section 4.8.2 for the definition of SFGT. The default value of SFGI is 0.

Requirements 6.16: SFGI

PICC

6.3.2.15 The PICC shall set SFGI less than or equal to SFGlyax.

Refer to Annex A.4 for the value of SFGlyax.
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6.4 ATTRIB

The ATTRIB command sent by the PCD includes information required to select the
PICC. After receiving a valid ATTRIB command and sending the ATTRIB response,
the PICC only responds to commands defined in Chapter 10.

6.4.1 ATTRIB Command

The format of the ATTRIB command is defined in Table 6.12.

Table 6.12: ATTRIB Command Format

Byte 1 Byte Byte 6 Byte 7 Byte 8 Byte 9 Byte 10 — 10+k-1
2-5

"1D' PUPI Param 1 | Param 2 | Param 3 | Param 4 | Higher layer — INF

PUPI
Byte 2 through byte 5 include the PUPI sent by the PICC in the ATQB.

Requirements 6.17: PUPIlin ATTRIB Command

PCD PICC

6.4.1.1 The PCD shall send the 6.4.1.2 The PICC shall recognize
ATTRIB command using its own PUPI and respond
the PUPI received in the only to a valid ATTRIB
valid ATQB from the PICC. command in which its

PUPI is included.
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Coding of Param 1

The PCD codes Param 1 with the values of minimum TRO and TR1, and whether
SoS and EoS are to be used. The coding of Param 1 is specified in Table 6.13.

Table 6.13: Coding of Param 1 of the ATTRIB command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X Minimum TRO
X X Minimum TR1
X X Suppression of SoS/EoS
0 0 RFU

Requirements 6.18: Coding of Param 1 of the ATTRIB command

PCD PICC

6.4.1.3 The PCD shall set The PICC may support values
b8 and b7 equal to (00)b  different from (00)b for b8 and b7.
indicating that the default
minimum value of TRO
(TROwn) has to be used
(see Annex A.4).

6.4.1.4 The PCD shall set The PICC may support values
b6 and b5 equal to (00)b  different from (00)b for b6 and b5.
indicating that the default
minimum value of TR1
(TR1yn) has to be used
(see Annex A.4).

6.4.1.5 The PCD shall set The PICC may support suppression
b4 and b3 equal to (00)b  of SoS/EoS.
indicating that it does not

support suppression of
SoS/EosS.
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Coding of Param 2
The PCD codes Param 2 as specified in Table 6.14.

Table 6.14: Coding of Param 2 of the ATTRIB Command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
X X Bit rate PICC — PCD
X X Bit rate PCD — PICC

X X X X Max_Frame_Size |

The least significant nibble (b4 to b1) of Param 2 is used by the PCD to code the
maximum frame size (FSD) that it can receive. Refer to section 4.7.3 for the
definition of FSD. The FSD in terms of Max_Frame_Size is indicated in |
Table 6.15.

Table 6.15: FSD in Terms of Max_Frame_Size

Max_Frame_Size |'0" |"1"' ['2' |'3" |'4" ' |'6'" |'T '8’ '9-'F'
FSD (bytes) 16 |24 |32 |40 |48 |64 |96 | 128 | 256 | RFU

Requirements 6.19: FSDlyn

PCD

6.4.1.6 The PCD shall set Max_Frame_Size equal to FSDIy.

Refer to Annex A.4 for the value of FSDIy.

Requirements 6.20: PICC Handling of RFU values of Max_Frame_Size

PICC

6.4.1.7 A received value of Max_Frame_Size ='9'-'F' shall be treated
by the PICC as Max_Frame_Size ='8".

The most significant nibble (b8 to b5) is used by the PCD for bit rate selection, as
shown in Table 6.16 and Table 6.17.
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Table 6.16: Coding of b8 and b7 of Param 2

b8 b7 Meaning
0 0 Dricc>pep = 1
0 1 Driccpcp = 2
1 0 Dricc>pco = 4
1 1 Driccpcp = 8

Table 6.17: Coding of b6 and b5 of Param 2

b6 b5 Meaning
0 0 Decpospice = 1
0 1 Drcpospice = 2
1 0 Drcpopice = 4
1 1 Dpcp-spicc = 8

Requirements 6.21: Setting the Bit Rate for Type B

PCD PICC

The PCD may establish bit rates 6.4.1.8 The PICC shall implement
they comply with those proposed the PCD in the ATTRIB

by the PICC in its ATQB response. command provided they

comply with those
proposed by the PICC in
its ATQB response.
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Coding of Param 3

Param 3 is used for confirmation of the protocol type and is coded as specified in
Table 6.18.

Table 6.18: Coding of Param 3 of the ATTRIB Command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 RFU

PICC compliant with
0 10 1O 1T 1\so/EC 144434

PICC not compliant with
0 0 0 0 ISO/IEC 14443-4

All other values RFU

Requirements 6.22: Coding of Param 3 of the ATTRIB Command

PCD

6.4.1.9 The PCD shall set the least significant nibble (b4 to b1) to
(0001)b in response to an ISO/IEC 14443-4 compliant PICC.

Coding of Param 4

The Param 4 byte is coded as shown in Table 6.19.

Table 6.19: Coding of Param 4 of the ATTRIB Command

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 0 0 RFU

X X X X CID
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Requirements 6.23: Coding of Param 4 of the ATTRIB Command

PCD PICC

6.4.1.10 The PCD shall not use 6.4.1.11 The PICC shall accept a
CID. The least significant PCD not using CID.

nibble (b4 to b1l) of The PICC © card
Param 4 shall be set to € may support Car

(0000)b Identifier (CID).

Higher layer — INF

The ‘Higher layer — INF’ field may include any higher layer command transferable
as INF field in the Half-Duplex Block Transmission protocol defined in
Chapter 10.

Requirements 6.24: Higher layer — INF

PCD PICC

6.4.1.12 The PCD shall notinclude 6.4.1.13 The PICC shall accept an
a higher layer command ATTRIB command with or
in the Higher layer — INF without Higher layer —
field. INF field.

This requirement is not applicable
during the personalisation. A PCD
used during personalisation may
include a higher layer command in
the Higher layer — INF field.
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6.4.2 ATTRIB Response

A PICC must answer to any valid ATTRIB command with the format described in
Table 6.20. A valid answer to an ATTRIB command is the means for a PCD to verify
that PICC selection has been successful.

Table 6.20: ATTRIB Response Format

Byte 1 Byte 2 — 2+n-1
MBLI CID Higher layer — Response

e The least significant nibble (b4 to b1) of Byte 1 contains the returned CID.

Requirements 6.25: CID in ATTRIB Response

PICC

6.4.2.1 The returned CID in the ATTRIB response shall always have the
value (0000)b in response to an ATTRIB command with CID set
to (0000)b.

¢ The most significant nibble (b8 to b5) of Byte 1 codes the Maximum Buffer
Length Index (MBLI). It is used by the PICC to inform the PCD about its
Maximum Buffer Length (MBL) to receive chained frames. MBL is calculated
with the following formula:

MBL = FSC x 2Bt

where MBLI is an integer greater than zero. If the PICC returns MBLI = 0,
then the PICC provides no information on its internal input buffer size.

Requirements 6.26: MBLIin ATTRIB Response

PCD PICC
6.4.2.2 The PCD shall disregard 6.4.2.3 The returned MBLI in the
any value returned in the ATTRIB response shall
MBLI field. always have the value
(0000)b.
March 2011 Page 135

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 165



6 Type B — Commands and Responses
6.4 ATTRIB

EMV Contactless Book D
Contactless Comm Protocol 2.1

o The ‘Higher layer — Response’ field includes the answer to the higher layer
command included in the ‘Higher layer — INF’ field of the ATTRIB command.

Requirements 6.27: Higher layer — Response

PCD

PICC

6.4.2.4 The PCD shall accept an
ATTRIB response with an
empty Higher — layer INF
field.

6.4.2.5 The PICC shall respond
with an empty Higher
layer — Response to an
ATTRIB command
without Higher layer —
INF field.

The PICC may respond with a
Higher layer — Response to an
ATTRIB command with Higher
layer — INF field.

The PICC may also respond with an
empty Higher layer — Response to
an ATTRIB command with Higher
layer — INF field, indicating that the
higher layer command is not
supported by the PICC.
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6.5 HLTB

The HLTB command is used to put a PICC of Type B in the HALT state. (Refer to
Chapter 8 for the definition of the HALT state.)

6.5.1 HLTB Command

The format of the HLTB command is defined in Table 6.21.

Table 6.21: HLTB Command Format

Byte 1 Byte 2 -5
'50' PUPI

Byte 2 through byte 5 include the PUPI sent by the PICC in the ATQB.

6.5.2 HLTB Response

The format of the answer to the HLTB command is defined in Table 6.22.

Table 6.22: HLTB Response Format

Byte 1
IOOI
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7 Type A-PICC State Machine

This chapter specifies the behaviour of a PICC of Type A as a state machine.

7.1 State Diagram

Figure 7.1 shows the state diagram for a PICC of Type A. The state diagram takes
all possible state transitions caused by commands specified in Chapter 5 into
account.

The following general requirements apply for the Type A state machine.

Requirements 7.1: PICC Type A — State Machine

PICC

7.1.1.1 For any state different from the PROTOCOL state, the default
communication parameters shall be used.

7.1.1.2 The PICC shall send no response when a transmission error is
detected.’

7.1.1.3 The PICC shall only respond to commands consistent with this
specification. The PICC shall send no response when a protocol
error is detected.

7.1.1.4 The PICC shall not respond to any Type B command.

® Except for the ACTIVE state, in which the PICC may return (0001)b or (0101)b when a
transmission error is detected. (Refer to requirement 7.2.6.2.)
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The following symbols apply for the state diagram:

AC Any ANTICOLLISION command as specified in
section 5.4.

AC CLn ANTICOLLISION command for cascade level n of the
uID.

SELECT Any SELECT command as specified in section 5.5.

SELECT CLn  SELECT command selecting cascade level n of the UID.
The UID CLn passed in the SELECT command matches
the UID CLn of the PICC.

ERROR A transmission or protocol error detected.
DESELECT S(DESELECT) request block as defined in Chapter 10.

Box representing a state of the PICC that is always
present, regardless of the length of the UID.

Box representing a state of the PICC that may not be
present depending on the length of the UID.
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7 Type A — PICC State Machine
7.1 State Diagram

Figure 7.1: PICC Type A State Diagram
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7.2 Type A PICC States

This section specifies the different states and their transit conditions.

7.2.1 POWER-OFF State

In the POWER-OFF state, the PICC is not powered because of a lack of carrier
energy.

If the PICC is exposed to an unmodulated carrier, it enters its 1DLE state within a
time tp as defined by requirement 3.2.8.1.

The PICC moves back to the POWER-OFF state within a time tgeser When the
Operating Field is switched off as defined by requirement 3.2.7.1. This transition is
not shown in Figure 7.1 for clarity.

7.2.2 IDLE State

In the IDLE state, the PICC is powered and ready to receive a WUPA or REQA
command.

Requirements 7.2: Type A — IDLE State

PICC

7.2.2.1 The PICC shall enter the READY state after it has received a valid
WUPA or REQA command and transmitted its ATQA.

7.2.2.2 The PICC shall remain in the IDLE state and be able to respond to
a WUPA or REQA command within a time tp of unmodulated
carrier after it has received any Type B command.

7.2.2.3 The PICC shall ignore all other commands and errors and remain in
the IDLE state.
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7.2.3 READY and READY* States

In the READY and READY* states, the ANTICOLLISION command can be applied to
retrieve the complete UID of the PICC.

Requirements 7.3: Type A — READY and READY* States

PICC

7.2.3.1 When inthe READY (READY¥*) state, a PICC shall remain in the
READY (READY?*) state after it has received a valid
ANTICOLLISION CL1 command and transmitted its UID CL1.

7.2.3.2 When in the READY (READY™*) state, a PICC with a single size
UID shall enter the ACTIVE (ACTIVE™) state after it has
received a valid SELECT CL1 command with a matching UID CL1
and transmitted its SAK. The PICC shall indicate in its SAK
response that the UID is complete.

7.2.3.3  When in the READY (READY¥) state, a PICC with a double or
triple size UID shall enter the READY * (READY **) state after it
has received a valid SELECT CL1 command with a matching
UID CL1 and transmitted its SAK.

7.2.3.4 In all other cases, when in the READY (READY™*) state, a PICC
shall return to the I1DLE (HALT) state and no response shall be
sent to the PCD.
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71.2.4 READY' and READY'* States

The READY " and READY "* states are intermediate states that only exist for PICCs
with double and triple size UID. In these states, the cascade level 1 of the UID has
been selected.

Requirements 7.4: Type A — READY' and READY'* States

PICC

7.2.4.1 Whenin the READY" (READY " *) state, a PICC shall remain in
the READY " (READY " *) state after it has received a valid
ANTICOLLISION CL2 command and transmitted its UID CL2.

7.2.4.2 When in the READY" (READY " *) state, a PICC with a double
size UID shall enter the ACTIVE (ACT IVE™) state after it has
received a valid SELECT CL2 command with a matching UID CL2
and transmitted its SAK. The PICC shall indicate in its SAK
response that the UID is complete.

7.2.4.3 Wheninthe READY" (READY " *) state, a PICC with a triple size
UID shall enter the READY"" (READY"'*) state after it has received
a valid SELECT CL2 command with a matching UID CL2 and
transmitted its SAK.

7.2.4.4 In all other cases, when in the READY " (READY " *) state, a PICC
shall return to the I1DLE (HALT) state and no response shall be
sent to the PCD.
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7.2.5 READY" and READY"* States

The READY' and READY"'* states are intermediate states that only exist for PICCs
with triple size UID. In these states, the cascade level 1 and 2 of the UID have been
selected.

Requirements 7.5: Type A — READY" and READY"* States

PICC

7.2.5.1 Wheninthe READY" (READY"'*) state, a PICC shall stay in the
READY"" (READY"'*) state after it has received a valid
ANTICOLLISION CL3 command and transmitted its UID CL3.

7.2.5.2 When in the READY"" (READY""*) state, a PICC with a triple size
UID shall enter the ACTIVE (ACT IVE™) state after it has received
a valid SELECT CL3 command with a matching UID CL3 and
transmitted its SAK.

The PICC shall indicate in its SAK response that the UID is
complete.

7.2.5.3 In all other cases, when in the READY"* (READY"'*) state, a PICC
shall return to the IDLE (HALT) state and no response shall be
sent to the PCD.
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7.2.6 ACTIVE and ACTIVE* States

In the ACTIVE and ACTIVE™ states, the PICC listens to the RATS command for the
protocol activation.

Requirements 7.6: Type A — ACTIVE and ACTIVE* States

PICC

7.2.6.1 The PICC shall enter the PROTOCOL state after it has received a
valid RATS command and transmitted its ATS.

7.2.6.2 The PICC shall enter the IDLE state when a transmission error is
detected and either:

e send no response to the PCD, or

e send four bits with value (0001)b or (0101)b to the PCD
(preceded by a SoF).

7.2.6.3 The PICC shall enter the HALT state after it has received a valid
HLTA command.

7.2.6.4 In all other cases, when in the ACTIVE (ACT I VE®) state, the PICC
shall return to the I1DLE (HALT) state and no response shall be
sent to the PCD.
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1.2.7 PROTOCOL State

In the PROTOCOL state, the PICC listens to any higher layer message.

Requirements 7.7. Type A —PROTOCOL State

PICC

7.2.7.1 The PICC shall only reply to valid blocks as defined in Chapter 10.
All other Type A commands (i.e. WUPA, REQA, HLTA, AC, SELECT,
and RATS) and errors shall be ignored.

7.2.7.2 The PICC shall enter the HALT state when a valid S(DESELECT)
request block (as defined in section 10.1) is received.
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7.2.8 HALT State

In the HALT state, the PICC only reacts to a WUPA command.

Requirements 7.8: Type A — HALT State

PICC

7.2.8.1 When in the HALT state, the PICC shall only reply to a valid WUPA
command. All other commands and errors shall be ignored.

7.2.8.2 The PICC shall enter the READY™* state after it has received a valid
WUPA command and transmitted its ATQA.
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8 Type B — PICC State Machine

This chapter specifies the behaviour of a PICC of Type B as a state machine.

8.1 State Diagram

Figure 8.1 shows the state diagram for a PICC of Type B. The state diagram takes
all possible state transitions caused by commands specified in Chapter 6 into

account.

The following general requirements apply for the state machine:

Requirements 8.1: PICC Type B — State Machine

PICC

8.1.1.1 For any state different from the ACT I'VE state, the default
communication parameters shall be used.

8.1.1.2 The PICC shall send no response when a transmission error is
detected.

8.1.1.3 The PICC shall only respond to commands consistent with this
specification. The PICC shall send no response when a protocol
error is detected.

8.1.1.4 The PICC shall not respond to any Type A command.
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The following symbols apply for the state diagram:
ERROR Transmission error detected.

DESELECT S(DESELECT) request block as defined in Chapter 10.

Figure 8.1: PICC Type B State Diagram
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POWER-ON
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8.2 Type B PICC States

This section specifies the different states and their transit conditions.

8.2.1 POWER-OFF State

In the POWER-OFF state, the PICC is not powered because of a lack of carrier
energy.

If the PICC is exposed to an unmodulated carrier, it enters its 1DLE state within a
time tp as defined by requirement 3.2.8.1.

The PICC moves back to the POWER-OFF state within a time tgeser When the
Operating Field is switched off as defined by requirement 3.2.7.1. This transition is
not shown in Figure 8.1 for clarity.

8.2.2 IDLE State

In the IDLE state, the PICC is powered and ready to receive a WUPB or REQB
command.

Requirements 8.2: Type B — IDLE State

PICC

8.2.2.1 The PICC shall enter the READY state after it has received a valid
WUPB or REQB command and transmitted its ATQB.

8.2.2.2 The PICC shall remain in the IDLE state and be able to respond to
a WUPB or REQB command within a time tp of unmodulated
carrier after it has received any Type A command.

8.2.2.3 The PICC shall ignore all other commands and errors and remain in
the IDLE state.
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8.2.3 READY State

In the READY state, the PICC recognizes the ATTRIB command. On receipt of the
ATTRIB command the PICC goes to the ACTIVE state.

Requirements 8.3: Type B — READY State

PICC

8.2.3.1 The PICC shall enter the ACT I VE state after it has received a valid
ATTRIB command with a PUPI that matches the PUPI of the PICC
and transmitted it ATTRIB response.

8.2.3.2 The PICC shall remain in the READY state and transmit no
response after it has received an ATTRIB command with a PUPI
that does not match the PUPI of the PICC.

8.2.3.3 The PICC shall remain in the READY state after it has received a
valid WUPB or REQB command and transmitted its ATQB.

8.2.3.4 The PICC shall enter the HALT state after it has received a valid
HLTB command and transmitted its HLTB response.

8.2.3.5 The PICC shall remain in the READY state or return to the IDLE
state after it has received any Type A command. The PICC shall be
able to respond to a WUPB or REQB command within a time tp of
unmodulated carrier after receiving the Type A command.

8.2.3.6 The PICC shall ignore all other commands and errors and remain in
the READY state.
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8.2.4 ACTIVE State

In the ACTIVE state, the PICC has entered a higher layer mode.

Requirements 8.4: Type B — ACTIVE State

PICC

8.2.4.1 The PICC shall enter the HALT state when a valid S(DESELECT)
request block (as defined in section 10.1) is received.

8.2.4.2 The PICC shall only reply to valid blocks as defined in Chapter 10.
All Type B commands (i.e. WUPB, REQB, HLTB and ATTRIB) and
errors shall be ignored.

8.2.5 HALT State

In the HALT state, the PICC only responds to a WUPB command.

Requirements 8.5: Type B — HALT State

PICC

8.2.5.1 The PICC shall enter the READY state after it has received a valid
WUPB command and transmitted its ATQB.

8.2.5.2 The PICC shall ignore all other Type B commands and errors and
remain in the HALT state.

8.2.5.3 A PICC with fixed PUPI shall remain in the HALT state or return to
the IDLE state after it has received a WUPA command. The PICC
shall be able to respond to a WUPB or REQB command within a
time tp of unmodulated carrier after receiving the WUPA
command.

8.2.5.4 A PICC with random PUPI shall remain in the HALT state after it
has received a WUPA command.
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9 PCD Processing

This chapter specifies the functionality implemented in the PCD. This includes the
polling, collision detection, activation and removal procedures. The transmission
protocol used to process the transaction is specified in Chapter 10. The actual
transaction processing is at the application layer and outside the scope of this
specification.

This chapter considers the PCD to be a peripheral device of the terminal. The
terminal contains the main loop and the different applications.

9.1 Main Loop

This section describes the overall main loop of the terminal. The main loop is
implemented by the terminal and makes use of the functionality located in the PCD.
This section has two sub-sections. Section 9.1.1 is informative and is used as
illustration for the use of the different procedures implemented in the PCD.

Section 9.1.2 is normative and contains the requirements on the main loop.

9.1.1 Main Loop — Informative

The terminal and PCD proceed as follows (see also Figure 9.1):

1. To detect PICCs that are in the Operating Field, the PCD polls for the
different communication signal interfaces (further on referenced as
technologies) supported by the PCD (Type A and Type B are mandatory,
other technologies are optional). The polling procedure is specified in
section 9.2.

2. During the collision detection procedure, the PCD ensures that there is only a
single PICC in the Operating Field. If the PCD receives a response from
more than one PICC, then the PCD reports a collision to the terminal, resets
the Operating Field (as defined in section 3.2.6) and resumes with the polling.

The collision detection procedure is specified in section 9.3.

3. If there is only one PICC in the Operating Field, then the PCD activates the
PICC. The activation procedure is specified in section 9.4.
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4. After the PICC has been activated, the PCD installs the half-duplex
transmission protocol as specified in Chapter 10 and the terminal application
performs the transaction. The transaction processing is situated at the
application layer and outside the scope of this specification.

5. When the transaction is finished the PCD waits until the PICC is removed
from the Operating Field. The removal procedure is specified in section 9.5.
When the PICC is removed from the Operating Field, the PCD resets the
Operating Field (as defined in section 3.2.6), waits during a time tpayse with
unmodulated carrier (optional) and resumes with the polling and collision
detection (optional). The value of tpayse is implementation specific.

Figure 9.1: Terminal Main Loop
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9.1.2 Main Loop — Normative

The following are PCD requirements related to the main loop:

Requirements 9.1: PCD Requirements Related to the Main Loop

PCD

9.1.2.1 The PCD shall only have one technology active during a
communication session, i.e. the PCD can communicate either
Type A or Type B (or optionally other technologies). The PCD shall
not mingle different technologies except under the conditions as
described in requirement 9.1.2.2.

9.1.2.2 The PCD shall only change from one technology to another during
the polling, as described in section 9.2.

9.1.2.3 The PCD shall alternate between technologies as specified in
section 9.2.

Only if a single PICC is detected during the collision detection
procedure (see section 9.3), the PCD shall activate the PICC (see
section 9.4) to initiate the transaction process (i.e. half-duplex
block protocol as described in Chapter 10).

During the transaction process, the PCD shall not initiate any
communication with another PICC. When the transaction is

finished, the PCD shall continue with the removal procedure
(except in the case of unrecoverable error (see 10.3.5.9)).
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9.2 Polling

This section specifies how the PCD polls for PICCs of different technologies. During
the polling, the PCD sends poll commands until a response is received. In one
polling cycle, all supported technology poll commands are sent. The PCD completes
at least one polling cycle after a technology is detected.

The PCD always polls for Type A and Type B, but may also poll for other
technologies. The PCD polls for Type A and Type B by sending WUPA and WUPB
commands. The poll commands for other technologies are not defined by this
specification. The PCD terminates the polling procedure if at least one technology is
detected.

The polling procedure is shown in Figure 9.2.

Figure 9.2: Polling
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Requirements 9.2: Polling

PCD

9.2.1.1 The PCD shall poll for Type A and Type B.
The PCD may poll for other technologies.

9.2.1.2 The PCD shall allocate for each supported technology a polling flag
and initialize it to zero: TYPE_A=0, TYPE_B=0, TYPE_01 =0, ...,
TYPE_ON =0 (symbol 1).

The PCD shall make the polling flags available to the collision
detection procedure.

9.2.1.3 The PCD shall check the value of TYPE_A (symbol 2).

If TYPE_A is different from zero,
then the PCD shall conclude the polling procedure and continue
with the collision detection procedure.

If TYPE_Ais equal to zero, then:

e The PCD shall wait a time tp with unmodulated carrier
(symbol 3) before sending a WUPA command (symbol 4).

e |f the PCD receives any response (correct or not) to the WUPA
command, then:

0 The PCD shall set TYPE_A equal to 1 (symbol 6) and shall
send a HLTA command (symbol 7) to put the PICC(s) back in
the IDLE state.

O The PCD shall continue with 9.2.1.4.
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PCD

9.2.1.4 The PCD shall check the value of TYPE_B (symbol 8).

If TYPE_B is different from zero,
then the PCD shall conclude the polling procedure and continue
with the collision detection procedure.

If TYPE_B is equal to zero, then:

e The PCD shall wait a time tp with unmodulated carrier
(symbol 9) before sending a WUPB command (symbol 10).

e |f the PCD receives any response (correct or not) to the WUPB
command, then:

O The PCD shall set TYPE_B equal to 1 (symbol 12).
O The PCD shall continue with 9.2.1.5.

9.2.1.5 Ifthe PCD supports only Type A and Type B,
then the PCD shall continue with 9.2.1.3.

Otherwise, the PCD shall continue with 9.2.1.6.

Page 160 March 2011

© 2009-2011 EMVCo, LLC (“EMVCo”). All rights reserved. Any and all uses of the EMV Specifications (“Materials”)
shall be permitted only pursuant to the terms and conditions of the license agreement between the user and EMVCo
found at http://www.emvco.com/specifications.aspx.

Mastercard, Ex1029, p. 190




EMV Contactless Book D 9 PCD Processing
Contactless Comm Protocol 2.1 9.2 Polling

PCD

9.2.1.6 If the PCD supports other technologies,
then the PCD shall for each other technology X proceed as follows:

e The PCD shall check the value of TYPE_OX (symbol 13 and
symbol 18).

e I[f TYPE_OX is different from zero,
then the PCD shall conclude the polling procedure and
continue with the collision detection procedure.

e [fTYPE OXis equal to zero, then:

O The PCD may send a proprietary polling command for
technology X (symbol 15 and symbol 20).

0 If required by the technology, the PCD may wait tpox before
sending the proprietary polling command for technology X
(symbol 14 and symbol 19). The value of tpoy is proprietary
for technology X and not defined by this specification.

0 If required by the technology, the PCD may reset the
Operating Field before and after the proprietary polling
command.

e Proprietary polling commands shall be different from WUPA
and WUPB as defined by this specification and from REQA and
REQB as defined by ISO/IEC 14443-3.

e |[f the PCD detects other technology X,
then the PCD shall set TYPE_OX equal to 1 (symbol 17 and
symbol 22).

The PCD shall continue with 9.2.1.7.

9.2.1.7 If the PCD supports other technologies,
then the PCD shall reset the Operating Field (as defined in
section 3.2.6) before continuing with 9.2.1.3 (symbol 23).
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9.3 Collision Detection

This section specifies how the PCD ensures that there is only one PICC in the
Operating Field. The terminal will not initiate a transaction when there is more than
one PICC.

The PCD first checks if different technologies were detected during the polling
procedure. If this is the case, then a collision is reported to the terminal. If only one
technology was detected during the polling procedure, the PCD performs collision
detection specific to that technology. This specification includes only the collision
detection procedures for Type A and Type B.

9.3.1 General Collision Detection

Requirements 9.3: Collision Detection

PCD

9.3.1.1 The PCD shall check the polling flags.

If more than one polling flag is set to 1,

then the PCD shall report a collision to the terminal, reset the
Operating Field (as defined in section 3.2.6), and return to the
polling procedure. The PCD shall start the reset of the PICC within
a time tresetpELAY Measured from the start of the response of the
last polling command.

If only one polling flag is set to 1,
then the PCD shall continue with 9.3.1.2.

9.3.1.2 IfTYPE_Aissettol,
then the PCD shall continue with the Type A collision detection
procedure (see section 9.3.2).

If TYPE_Bissetto1,
then the PCD shall continue with the Type B collision detection
procedure (see section 9.3.3).

If TYPE_OX s set to 1,
then the PCD may continue with the collision detection procedure for other
technology X.
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9.3.2 Type A Collision Detection

This section specifies how the PCD verifies that there is only one Type A PICC in the
Operating Field.

The use of Manchester coding and the fact that the Type A PICC answers
synchronously to a WUPA command, allows the PCD to detect a collision at bit level
for Type A PICCs (i.e. at least two Type A PICCs simultaneously transmit bit patterns
with complementary values for one or more bit positions). In this case the bit
patterns merge and the carrier is modulated with the subcarrier for the whole (100%)
bit duration.

To verify if there is only on Type A PICC in the Operating Field and to retrieve the
UID from the PICC, the PCD must proceed as follows (see also Figure 9.3).
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Requirements 9.4: Type A Collision Detection

PCD

9.3.2.1 The PCD shall wait a time tp with unmodulated carrier (symbol 0)
before sending a WUPA command (symbol 1).

If the PCD detects a transmission error in the response to the
WUPA command,

then the PCD shall report a collision to the terminal, reset the
Operating Field (as defined in section 3.2.6), and return to the
polling procedure within a time tresetpeLay Measured from the
start of the response.

Otherwise, the PCD shall continue with 9.3.2.2.

9.3.2.2 The PCD shall send an ANTICOLLISION command with SEL = '93'
(symbol 3).

If the PCD detects a transmission error in the response to the
ANTICOLLISION command,

then the PCD shall report a collision to the terminal, reset the
Operating Field (as defined in section 3.2.6), and return to the
polling procedure within a time tresetpeLay Measured from the
start of the response.

Otherwise the PCD shall continue with 9.3.2.3.
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PCD
9.3.2.3 Ifthe ATQA indicates a single size UID, then:

The complete UID (= UID CL1: uidg uid; uid, uid; BCC) has been
retrieved from the PICC. The PCD shall put the PICC in the
ACT I VE state by sending a SELECT command with SEL = '93'
and UID CL1 (symbol 8).

If the PCD detects a transmission error in the response to the
SELECT command,

then the PCD shall report a transmission error to the terminal,
reset the Operating Field (as defined in section 3.2.6), and
return to the polling procedure within a time tresetpeLay
measured from the start of the response.

Otherwise the PCD shall conclude the Type A collision
detection procedure with one Type A PICC in the Operating
Field and proceed with the Type A activation procedure.
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PCD

9.3.2.4 Ifthe ATQA indicates a double or triple size UID, then:

e The PCD shall first select cascade level 1 by sending a SELECT
command with SEL ='93' and UID CL1 (symbol 6) before
continuing with cascade level 2.

e |f the PCD detects a transmission error in the response to the
SELECT command,
then the PCD shall report a transmission error to the terminal,
reset the Operating Field (as defined in section 3.2.6), and
return to the polling procedure within a time treseTpeLAY
measured from the start of the response.

Otherwise:

0 The PCD shall continue with cascade level 2 by sending an
ANTICOLLISION command with SEL = '95' (symbol 7).

0 |If the PCD detects a transmission error in the response to
the ANTICOLLISION command,
then the PCD shall report a collision to the terminal, reset
the Operating Field (as defined in section 3.2.6), and return
to the polling procedure within a time tresetpELAY
measured from the start of the response.

Otherwise the PCD shall continue with 9.3.2.5.
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PCD
9.3.2.5 Ifthe ATQA indicates a double size UID, then:

The complete UID (= UID CL1: CT uid, uid; uid, BCC; UID CL2:
uid; uid, uids uidg BCC) has been retrieved from the PICC. The
PCD shall put the PICC in the ACT IVE state by sending a
SELECT command with SEL ='95' and UID CL2 (symbol 13).

If the PCD detects a transmission error in the response to the
SELECT command,

then the PCD shall report a transmission error to the terminal,
reset the Operating Field (as defined in section 3.2.6), and
return to the polling procedure within a time tresetpeLay
measured from the start of the response.

Otherwise the PCD shall conclude the Type A collision
detection procedure with one Type A PICC in the Operating
Field and proceed with the Type A activation procedure.
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PCD

9.3.2.6 Ifthe ATQA indicates a triple size UID, then:

e The PCD shall first select cascade level 2 by sending a SELECT
command with SEL ='95' and UID CL2 (symbol 11) before
continuing with cascade level 3.

e |f the PCD detects a transmission error in the response to the
SELECT command,
then the PCD shall report a transmission error to the terminal,
reset the Operating Field (as defined in section 3.2.6), and
return to the polling procedure within a time treseTpeLAY
measured from the start of the response.

Otherwise:

0 The PCD shall continue with cascade level 3 by sending an
ANTICOLLISION command with SEL = '97' (symbol 12).

0 |If the PCD detects a transmission error in the response to
this ANTICOLLISION command,
then the PCD shall report a collision to the terminal, reset
the Operating Field (as defined in section 3.2.6), and return
to the polling procedure within a time tresetpELAY
measured from the start of the response.

Otherwise the PCD shall continue with 9.3.2.7.
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PCD
9.3.2.7 The complete UID (= UID CL1: CT uidg uid4 uid, BCC; UID CL2: CT

uid; uid, uids BCC; UID CL3: uidg uid; uidg uidg BCC) has been
retrieved from the PICC. The PCD shall put the PICC in the
ACT I VE state by sending a SELECT command with SEL ='97' and
UID CL3 (symbol 15).

If the PCD detects a transmission error in the response to the
SELECT command,

then the PCD shall report a transmission error to the terminal,
reset the Operating Field (as defined in section 3.2.6), and return
to the polling procedure within a time tresetpeLay Mmeasured from
the start of the response.

Otherwise the PCD shall conclude the Type A collision detection
procedure with one Type A PICC in the Operating Field and
proceed with the Type A activation procedure.
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Figure 9.3: Type A Collision Detection
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9.3.3 Type B Collision Detection

This section specifies how the PCD verifies that there is only one Type B PICC in the
Operating Field.

Type B PICCs do not respond synchronously to a WUPB command. To detect
whether more than one Type B PICC is in the Operating Field, the PCD will perform
a WUPB command with N = 1. This forces all Type B PICCs to respond in the first
time slot. If there is more than one Type B PICC in the Operating Field, then the
asynchronous responses will cause a transmission error.

To verify if there is only on Type B PICC in the Operating Field, the PCD must
proceed as follows (see also Figure 9.4).

Requirements 9.5: Type B Collision Detection

PCD

9.3.3.1 The PCD shall wait a time tp with unmodulated carrier (symbol 0)
before sending a WUPB command (symbol 1).

If the PCD detects a transmission error in the response to the
WUPB command,

then the PCD shall report a collision to the terminal, reset the
Operating Field (as defined in section 3.2.6), and return to the
polling procedure. It shall reset the Operating Field within a time
treseTDELAY Measured from the start of the response.

Otherwise, the PCD shall proceed with the Type B activation
procedure.
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Figure 9.4: Type B Collision Detection
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9.4 Activation

This section specifies how the PICC activates a PICC of Type A and Type B.

9.4.1 Type A Activation

This section specifies how the PCD activates a Type A PICC after the PCD
concluded that there is only one Type A PICC in the Operating Field.

Requirements 9.6: Type A Activation

PCD

9.4.1.1 The PCD shall send a RATS command to move the PICC from the
ACTIVE state into the PROTOCOL state.

9.4.1.2 After the PCD has sent the RATS and received a valid ATS, the PCD
shall continue with the transaction process (i.e. half-duplex block
protocol as specified in Chapter 10).

9.4.2 Type B Activation

This section specifies how the PCD activates a Type B PICC after the PCD has
concluded that there is only one Type B PICC in the Operating Field.

Requirements 9.7: Type B Activation

PCD

9.4.2.1 The PCD shall send an ATTRIB command to move the PICC from
the READY state into the ACT I VE state.

9.4.2.2 After the PCD has sent the ATTRIB command and received a valid
ATTRIB response, the PCD shall continue with the transaction
process (i.e. half-duplex block protocol as specified in Chapter 10).
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9.5 Removal

This section specifies how the PCD must proceed after the transaction is completed.
Figure 9.5 shows that the PCD continues polling until the PICC is removed.

Requirements 9.8: Removal Procedure for Type A

PCD

9.5.1.1 The PCD shall reset the Operating Field (as defined in
section 3.2.6) and wait for a time tp with unmodulated carrier.

9.5.1.2 The PCD shall poll for a PICC of Type A by sending a WUPA
command.

If the PCD receives any response (correct or not),
then the PCD shall continue with 9.5.1.3.

If the PCD receives no response to the WUPA command, then the
PCD shall continue with 9.5.1.4.

9.5.1.3 The PCD shall send a HTLA command to put the PICC back in the
IDLE state. After sending the HTLA command, the PCD shall wait
for a time tp with unmodulated carrier before continuing with
9.5.1.2.

9.5.1.4 The PCD shall send up to two more WUPA commands. The PCD
shall retransmit the WUPA commands within a time
treTrRANSMISSION after the maximum allowed response time (refer
to section 4.8).

If the PCD receives any response (correct or not),
then the PCD shall continue with 9.5.1.3.

If no response is received to the third WUPA command,
then the PCD shall report a time-out error to the terminal and
terminate the removal procedure.
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Requirements 9.9: Removal Procedure for Type B

PCD

9.5.1.5 The PCD shall reset the Operating Field (as defined in
section 3.2.6) and wait for a time tp with unmodulated carrier.

9.5.1.6 The PCD shall poll for a PICC of Type B by sending a WUPB
command.

If the PCD receives any response (correct or not),
then the PCD shall continue with 9.5.1.7.

If the PCD receives no response to the WUPB command, then the
PCD shall continue with 9.5.1.8.

9.5.1.7 The PCD shall wait for a time tp with unmodulated carrier before
continuing with 9.5.1.6.

9.5.1.8 The PCD shall send up to two more WUPB commands. The PCD
shall retransmit the WUPB commands within a time
trReTRANSMISSION after the maximum allowed response time (refer
to section 4.8).

If the PCD receives any response (correct or not),
then the PCD shall continue with 9.5.1.7.

If no response is received to the third WUPB command,
then the PCD shall report a time-out error to the terminal and
terminate the removal procedure.
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Contactless Comm Protocol 2.1

Figure 9.5: Removal of PICC of Type A and PICC of Type B
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9.6 Exception Processing

This section specifies how the PCD must proceed in case an exception occurs for a

PICC that is not in the PROTOCOL (for Type A) or ACTIVE (for Type B) state. Refer

to Chapter 10 for the PCD error handling in the case an exception occurs for a PICC
that is in the PROTOCOL (for Type A) or ACT I VE state (for Type B).

Requirements 9.10: Exception Processing

PCD

9.6.1.1 During the activation procedure, on detection of a response with a
transmission error, the PCD shall report the transmission error to
the terminal, reset the Operating Field (as defined in
section 3.2.6), and return to the polling procedure if all of the
following are true:

e The response is encapsulated in a frame of at least
4 characters.

e The response is encapsulated in a frame without residual bits
(i.e. number of data bits is a multiple of 8).

e The response contains a CRC and the CRC is incorrect
or the response is encapsulated in a frame with a parity error.

The PCD shall ignore all other transmission errors and shall be
ready to process a correct response within a time trecovery after
the end of the response with the transmission error.

The PCD shall start the reset of the PICC within a delay treseTpeLAY
measured from the start of the invalid response.

A flowchart illustrating the processing specified above is included in Annex D.
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PCD

9.6.1.2 On detection of a protocol error (except during the polling and
removal procedures):

e The PCD shall report the protocol error to the terminal, reset
the Operating Field (as defined in section 3.2.6), and return to
the polling procedure.

e The PCD shall start the reset of the PICC within a delay
treseTpELAY Measured from the start of the response frame
containing the protocol error.

9.6.1.3 On detection of a time-out error (except during the polling and
removal procedures):

e The PCD shall retransmit the command a maximum of two
times. The PCD shall retransmit the command within a time
treTrRANSMISSION after the maximum allowed response time
applicable for the command (refer to section 4.8).

e If on the third trial, no valid response has been received:

0 The PCD shall report a time-out error to the terminal, reset
the Operating Field (as defined in section 3.2.6) and return
to the polling procedure.

0 The PCD shall start the reset of the PICC within a time
treseTDELAY after the maximum allowed response time
applicable for the command.
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10 Half-Duplex Block Transmission Protocol

This chapter defines the high-level data transmission protocol. The half-duplex block
transmission protocol defined in this chapter is common for Type A and Type B.
Blocks defined in this chapter are transferred as data bytes in frames as defined in

section 4.7.

10.1 Block Format

The block format as shown in Figure 10.1 consists of a prologue field (mandatory),
an information field (optional) and an epilogue field (mandatory).

Figure 10.1: Block Format

Prologue field

Information Field

Epilogue field

PCB (1 byte)

[INF]

EDC (2 bytes)
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10.1.1 Block Length
This section lists the PCD and PICC requirements related to the total length of a
block.
Requirements 10.1: Total Length of Half-Duplex Block Format
PCD PICC
10.1.1.1 The total length of a block 10.1.1.2 The total length of a block
sent by the PCD shall be sent by the PICC shall be
less than or equal to FSC less than or equal to FSD
(FSC as specified by the (FSD as specified by the
PICC during the protocol PCD during the protocol
installation). installation).
10.1.1.3 The PCD shall be able to 10.1.1.4 The PICC shall be able to

accept blocks with a length
less than or equal to
FSD bytes.

The PCD shall consider as
protocol errors blocks
containing more than
FSD bytes.

accept blocks with a length
less than or equal to
FSC bytes.

The PICC shall consider as
protocol errors blocks
containing more than

FSC bytes.
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10.1.2 Prologue Field

The prologue field is mandatory and contains the Protocol Control Byte (the CID and
NAD defined in ISO/IEC 14443-4 are not used). The Protocol Control Byte (PCB) is
used to convey the information required to control the data transmission. The
protocol defines three fundamental types of blocks:

e I-block used to convey information for use by the application layer.

¢ R-block used to convey positive or negative acknowledgements. An R-block
never contains an INF field. The acknowledgement relates to the last
received block.

o S-block used to exchange control information between the PCD and the
PICC. Two different types of S-blocks are defined:

1) Waiting Time eXtension (WTX) containing a 1 byte long INF field
2) DESELECT containing no INF field

The coding of the PCB depends on its type. The coding of I-blocks, R-blocks and
S-blocks are shown in Table 10.1, Table 10.2 and Table 10.3.

Table 10.1: Coding of I-block PCB

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 |0 I-block
0 RFU
X Chaining, if bit is set to (1)b
0 CID following, if bit is set to (1)b
0 NAD following, if bit is set to (1)b
1 Must be setto (1)b
X Block number
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Table 10.2: Coding of R-block PCB

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
1 0 R-block

1 Must be setto (1)b

X ACK if bit is set to (0)b,
NAK if bit is set to (1)b

0 CID following, if bit is set to (1)b
0 Must be set to (0)b
1 RFU

X Block number

Table 10.3: Coding of S-block PCB

b8 | b7 | b6 [ b5 | b4 | b3 | b2 | bl Meaning
1 1 S-block
X | x (00)b: DESELECT
(11)b: WTX
0 CID following, if bit is set to (1)b
0 Must be set to (0)b
1 RFU
0 |RFU

10.1.3 Information Field

The INF field is optional. When present, the INF field conveys either application data
in I-blocks or non-application data and status information in S-blocks. The length of
the information field is calculated by counting the number of bytes of the whole block
minus the length of the prologue and epilogue fields.

10.1.4 Epilogue field

The epilogue field contains the Error Detection Code (EDC) of the transmitted block,
which is the CRC as defined in section 5.2 for a Type A PICC and in section 6.2 for a
Type B PICC.
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10.1.5 Protocol Error

Requirements 10.2: Protocol Error

PCD and PICC

10.1.5.1 A block received within a valid frame but with a coding not
compliant with this specification (e.g. PCB not compliant with this
specification), shall be considered as a protocol error.
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10.2 Frame Waiting Time Extension

10.2 Frame Waiting Time Extension

When the PICC needs more time than the defined FWT to process the received
block it uses an S(WTX) request for a waiting time extension. An S(WTX) request
contains a 1 byte long INF field as specified in Table 10.4.

Table 10.4: Coding of INF Field of an S(WTX) Request

b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
Power level indication

X X X X X X WTXM

10.2.1 Power Level Indicator

The two most significant bits b8 and b7 code the power level indication.

Requirements 10.3: Power Level Indication

PCD PICC

The PCD may support a Power level ~ 10.2.1.1 The Power level indication
indication different from (00)b. is not used and the bits
must be set to (00)b.
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10.2.2 WTXM

The least significant bits b6 to b1 code WTXM. WTXM is coded in the range from
1 to 59.

The PCD acknowledges by sending an S(WTX) response containing also a 1 byte
INF field that consists of two parts containing the same WTXM as received in the
request (see Table 10.5).

Table 10.5: Coding of INF Field of an S(WTX) Response

b8 [ b7 | b6 | b5 | b4 | b3 | b2 | bl Meaning
0 0 RFU

X X X X X X WTXM

The corresponding temporary value of FWT is calculated by the following formula:
FWTTEMP = FWT x WTXM.

The time FWTewp requested by the PICC starts after the PCD has sent the S(WTX)
response.
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Requirements 10.4: Frame Waiting Time Extension

PCD PICC
10.2.2.1 The PCD shall accept an 10.2.2.2 The PICC shall code WTXM

S(WTX) having a WTXM in the range from 1 to 59.

with a value in the range

from 1 to 59.

The PCD shall resort to

exception processing

(protocol error) on

reception of an S(WTX)

having a WTXM set to 0.

A received WTXM with a

value in the range from

60 to 63 shall be treated by

the PCD as value 59.

10.2.2.3 The PCD shall support a 10.2.2.4 The PICC shall code WTXM
frame waiting time such that FWTqgwp is less
extension less than or than or equal to FWTyax.
equal to FWTyax _ _ . )

(i.e. FWTree < FWTax). This requ./ren.qent is applicable after
personalisation of the PICC. The PICC
may code WTXM such that FWTgyp
is greater than FWTyax during the
initialization and personalisation
phase.

10.2.2.5 The PCD shall code WTXM  10.2.2.6 The PICC shall consider a
in the S(WTX) response WTXM in the S(WTX)

with the same value as the response with a value

value of WTXM in the different from the value of

S(WTX) request. WTXM in the S(WTX)

request as a protocol error.
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PCD

PICC

10.2.2.7 After sending the S(WTX)
response block in response
to an S(WTX) request block
from the PICC, the PCD
shall wait for

FWTrempe + (AFWT x
WTXM) for a block of the

PICC.

If the PCD does not receive
a block from the PICC
within FWTgvpe + (AFWT x
WTXM),

then the PCD shall resort to

exception processing
(time-out error).

10.2.2.8 After receiving the S(WTX)
response block of the PCD,
the PICC shall start sending
the next block within
FWTremp.

10.2.2.9 The PCD shall apply
FWTrempe + (AFWT x
WTXM) only until the next
block has been received
from the PICC or until the
PCD resorts to exception

processing.

10.2.2.10The PICC shall apply

FWTemp only until the next
block has been sent by the
PICC.
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10.3 Protocol Operation

10.3.1 General Rules

This section specifies the rules for the half-duplex transmission protocol.

Requirements 10.5: General Rules for Half-Duplex Transmission Protocol

PCD PICC

10.3.1.1 After sending a block, the 10.3.1.2 After the activation of the
PCD shall switch to receive PICC, the PICC shall wait
mode and wait for a block for a block as only the PCD
before switching back to has the right to send.

transmit mode.

10.3.1.3 The PCD shall not initiatea  10.3.1.4 The PICC shall send a block

new command/response only when it has received a
pair until the current valid block from the PCD.
command/response pair After responding, the PICC
has been completed or shall return to the receive
until the frame waiting mode.

time has been exceeded
with no response.

10.3.2 Chaining

The chaining feature allows the PCD or PICC to transmit information that does not fit
in a single block as defined by FSC or FSD respectively, by dividing the information
into several blocks.

Requirements 10.6: Chaining Rules

PCD and PICC

10.3.2.1 The chaining bit in the PCB of an I-block controls the chaining of
blocks. When an I-block indicating chaining is received, the block
shall be acknowledged by an R(ACK) block.
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Requirements 10.7: Block Sizes during Chaining

PCD

10.3.2.2 When the PCD sends a chain of I-blocks, each block indicating
chaining (i.e. all blocks of the chain except the last one) shall have

a length equal to FSC.

An example of the chaining feature is shown in Figure 10.2. The example shows a
33 byte long string transmitted in three blocks (FSC = 16). It uses the following

notation:
1(1)x I-block with chaining bit set and block number x
1(0)x I-block with chaining bit not set (last block of chain) and block
number x
R(ACK)x R-block that indicates a positive acknowledgement
Figure 10.2: Chaining
Send (...) Receive (...) -
,1%
..................................................................................................................................................................
‘ B1B2B3 ... B16 B17 ... B32 B33 ‘ ANSWER
_______________ g
o >’l A ‘_E
PCB INF EDC PCB INF EDC PCB INF EDC ;
12" |B1B2 ... B13 'XXTXX' 13" |B14 B15...B26 'XX«XX 02' |B27 ... B33 ['XXIXX' A 3
1(1)o I(1)1 1(0)o
................................................................................................................................................................ Physical layer
PCB | EDC PCB | EDC PCB INF EDC
‘A2 'XXTXX‘ '‘A3' 'XX"XX' '02' ANSWER 'XXTXX' E
©
_______ R(ACK)o R(ACK), 1(0)o : £
~~~~~~~~~~~~~~~~~~~~~~~ : =
______ \ e : 8
[B1 ... B13|B14... B26[B27... B33
5
§
Receive (...) Send (...) g%
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10.3.3

Block Numbering Rules

This section specifies the rules for the block numbering in the PCD block.

Requirements 10.8: Block Numbering Rules

PCD

PICC

10.3.3.1 The PCD block humber shall

be initialized to O for the
current activated PICC.

10.3.3.2 The PICC block number
shall be initialized to 1 at
activation.

10.3.3.3 When a correct I-block or a
correct R(ACK) block with a
block number equal to the
current block number is
received, the PCD shall
toggle the current block
number for the current
PICC before optionally

sending a block.

10.3.3.4 When an I-block is
received, the PICC shall
toggle its block number
immediately after
receiving the I-block.

The PICC may check if the received
block number is not in compliance
with the PCD rules to decide not to
toggle its internal block number nor
send a response block.

10.3.3.5 When an R(ACK) block
with a block number
not equal to the current
PICC's block number is
received, the PICC shall
toggle its block number
immediately after
receiving the R(ACK) block.

The PICC may check if the received
block number is not in compliance
with the PCD rules to decide not to
toggle its internal block number nor
send a response block.
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10.3.4 Block Handling Rules

This section specifies the block handling rules for the PCD and the PICC.

Requirements 10.9: Block Handling Rules for both PCD and PICC

PCD and PICC

10.3.4.1 The first block shall be sent by the PCD.

10.3.4.2 S(WTX) blocks are only used in pairs. An S(WTX) request block
shall always be followed by an S(WTX) response block.

Requirements 10.10: Block Handling Rules for the PCD

PCD

10.3.4.3 When an R(ACK) block is received with a block number not equal to
the PCD’s current block number, then the PCD shall re-transmit the
last I-block if this R(ACK) block is received in response to an R(NAK)
block sent by the PCD to notify a time-out.

In all other cases, when an R(ACK) block with a block number not equal to the
PCD’s current block number is received, then the PCD may directly report a
protocol error to the terminal or the PCD may re-transmit the last I-block.

10.3.4.4 When the PCD has re-transmitted an I-block two times (i.e. same
I-block sent 3 times),
if an R(ACK) block with a block number not equal to the PCD's
current block number is received,
it shall be considered as a protocol error.

10.3.4.5 When an R(ACK) block is received, if its block number is equal to
the PCD’s current block number and the last I-block sent by the
PCD indicated chaining, then chaining shall be continued.

If the last I-block sent by the PCD did not indicate chaining, then
the PCD shall consider the R(ACK) block as a protocol error.

10.3.4.6 When an R(NAK) block is received by the PCD, it shall be considered
as a protocol error.
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Requirements 10.11: Block Handling Rules for the PICC

PICC

10.3.4.7 The PICC is permitted to send an S(WTX) block instead of an I-block
or an R(ACK) block (except in the case of a retransmitted I-block or
a retransmitted R(ACK) block).

10.3.4.8 When an I-block not indicating chaining is received, the block shall
be acknowledged by an I-block.

10.3.4.9 When an R(ACK) or an R(NAK) block is received with a block
number equal to the PICC’s current block number, then:

e If the last block was sent by the PICC (i.e. the last block from the
PICC has not been acknowledged by the PCD),
then the last block shall be retransmitted.

e |If the last block was sent by the PCD (i.e. the last block from the
PICC has been acknowledged by the PCD),
then the next block shall be sent.

10.3.4.10 When an R(NAK) block is received, if its block number is not equal
to the PICC’s current block number, an R(ACK) block shall be sent.

10.3.4.11 When an R(ACK) block is received, if its block number is not equal
to the PICC’s current block number, and the last I-block sent by
the PICC indicated chaining, chaining shall be continued.

If the last I-block sent by the PICC did not indicate chaining, then the PICC
may consider the R(ACK) block as a protocol error.
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10.3.5 Exception Processing

This section describes the error handling to be attempted when errors are detected.

Requirements 10.12: Exception Processing — PICC

PICC

10.3.5.1 The PICC shall detect transmission errors (frame error or EDC
error) and protocol errors (infringement of the protocol rules).

10.3.5.2 The PICC shall attempt no error recovery. The PICC shall always
stay in receive mode when a transmission error or a protocol error
occurs.

Note that an R(NAK) block is never sent by the PICC.

PCD exception processing aims to distinguish between any detectable disturbance in
the Operating Field appearing before the response from the PICC and a real
response with transmission error from the PICC. A flowchart illustrating the
processing specified below is included in Annex D.
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Requirements 10.13: Exception Processing — PCD

PCD

10.3.5.3 If a block with a transmission error is received after receipt of a
block not indicating chaining, then the PCD shall send an R(NAK)
block if all of the following are true:

e The block is encapsulated in a frame of at least 4 characters
long.

e The block is encapsulated in a frame without residual bits
(i.e. the number of data bits is a multiple of 8).

e The CRCis incorrect or the frame has a parity error.

The PCD shall ignore all other transmission errors and shall be
ready to process a correct block within a time trecovery after the
end of the block with the transmission error.

The PCD shall send the R(NAK) block within a time tRETRANSMISSION
measured from the start of the block with the transmission error.

The PCD shall send up to two consecutive R(NAK) blocks to ask for
retransmission.

If a block with a transmission error in response to the second
R(NAK) block is received,

then the PCD shall report a transmission error to the terminal and
continue as specified in 10.3.5.9 within a time trReseTpELAY
measured from the start of the last invalid response.

10.3.5.4 If a block with a protocol error is received after receipt of a block
not indicating chaining,
then the PCD shall report a protocol error to the terminal and
continue as specified in 10.3.5.9 within a time treseTpELAY
measured from the start of the response block containing the
protocol error.
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PCD

10.3.5.5 If a time-out error occurs after receipt of a block not indicating
chaining, then:

e Up to two R(NAK) blocks shall be sent to ask for retransmission.

e The PCD shall send the R(NAK) block after tymeour and before
triveout + IRETRANSMISSION-

If a time-out error occurs after the second R(NAK) block,

or if the PCD has detected a time-out after having re-transmitted
an S(WTX) response block two times (i.e. the PCD twice
consecutively repeats the sequence of detecting a time-out error
following an S(WTX) response block, sending R(NAK) block(s),
receiving an S(WTX) request, and sending the S(WTX) response),
then the PCD shall report a time-out error to the terminal and
continue as specified in requirement 10.3.5.9 within tyveour and

trimeout + IRESETDELAY-

If no frame waiting time extension is requested by the PICC,
then tymeout is equal to FWT + AFWT.
Otherwise, trmeour is equal to (FWT + AFWT) x WTXM.
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PCD

10.3.5.6 If a block with a transmission error is received after receipt of a
block indicating chaining,
then the last R(ACK) block sent by the PCD shall be retransmitted
if all of the following are true:

e The block is encapsulated in a frame of at least 4 characters
long.

e The block is encapsulated in a frame without residual bits
(i.e. the number of data bits is a multiple of 8).

e The CRCis incorrect or the frame has a parity error.

The PCD shall ignore all other transmission errors and shall be
ready to process a correct frame within a time trecovery after the
end of the block with the transmission error.

The PCD shall send the R(ACK) block within a time tRETRANSMISSION
measured from the start of the block with the transmission error.

The PCD shall retransmit the R(ACK) block up to two consecutive
times to ask for retransmission.

If a block with a transmission error in response to the second
R(ACK) block is received,

then the PCD shall report a transmission error to the terminal and
continue as specified in 10.3.5.9 within a time tresetpELAY
measured from the start of the last invalid response.

10.3.5.7 If a block with a protocol error is received after receipt of a block
indicating chaining,
then the PCD shall report a protocol error to the terminal and
continue as specified in 10.3.5.9 within a time treseTpELAY
measured from the start of the response block containing the
protocol error.
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PCD

10.3.5.8 If a time-out error occurs after receipt of a block indicating
chaining:

e The last R(ACK) block sent by the PCD shall be retransmitted up
to two times to ask for retransmission.

e The PCD shall send the R(ACK) block after trymeour and before
triveout + IRETRANSMISSION-

If a time-out error occurs after the second R(ACK) block,
then the PCD shall report a time-out error to the terminal and
continue as specified in 10.3.5.9 within tyeour and

trimeout + LRESETDELAY-

If no frame waiting time extension is requested by the PICC,
then trmeour is equal to FWT + AFWT.
Otherwise, trymeour is equal to (FWT + AFWT) x WTXM.

10.3.5.9 If no error recovery is possible,
then the PCD shall reset the Operating Field (as defined in
section 3.2.6).

At this stage it is up to the implementation to define how terminal and PCD
continue processing. This may be (but is not limited to):

e Wait with unmodulated carrier for a time tp,yse and resume with the
polling procedure as specified in section 9.2.

e Continue with the removal procedure as specified in section 9.5.

e Power-off PCD. Note that in this case only the minimum value of treseT
applies.
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Annex A Values

Throughout the specification, symbols are used to identify the values of parameters.
The actual values of the parameters are listed in this annex.

A.1  Operating Volume

Table A.1 lists the values of the parameters to define the Operating Volume.

Table A.1: Operating Volume

Topic Parameter Value Units
Operating Volume | D; 3 cm
D, 5 cm
S 1 cm
S, 2 cm

March 2011
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A.2 RF Power and Signal Interface

Table A.2 lists the values of the parameters to define the RF power and signal
interface requirements. For each of the parameters a minimum and maximum value
is defined.

Table A.2: RF Power and Signal Interface

Topic Parameter Value Units
Min Max
Power Transfer Vov (0<z<2) 3.10-0.05z 8.2 \
PCD-PICC Voy (2<z<4)  |345-02257 |8.2 Y,
AVoy 0 0.7 \Y
Vov,reseT 0 3.5 mV
Carrier fe 13.553 13.567 MHz
Frequency
Modulation t; 2.06 2.99 V&
(PT(;B:/E)'CC t, 0.52 t, us
t3 1.5x1, 1.18 V&S
t4 0 0.44 V&
ts 0 0.50 us
Voua 0 0.1 -
Modulation mod,; 9.0+0.25z 15.0-025z | %
'(DTC;S:BP)'CC t 0 1.18 us
tr 0 1.18 V&
Vou,s 0 0.1 -
Load Modulation | V,, See Table A3 |80 mV
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A.2 RF Power and Signal Interface

Table A.3: Minimum Value of Vy,

r 0 15 2.5
z
0 8.8 4.9 -
1 7.2 41 2.5
2 5.6 3.3 2.1
3 4.0 2.5 1.7
4 2.4 1.7 -

Minimum values of V,, for (z,r) not included in the table must be derived through
linear interpolation. For example:

Vpp (2=2.5, r=1):
Vpp (z=2.5,r=0) = 5.6 — (5.6 —4.0)x0.5=4.8 mV
Vpp (z=2.5,r=1.5) = 3.3 -(3.3-2.5)x0.5=29mV

Vpp (z=2.5,r=1) = 4.8

March 2011
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A.3  Set-up Values for Test Equipment
Table A.4 lists the set-up parameters for the EMV Contactless Level 1 Test

Equipment. For each of the parameters a minimum and maximum value is defined.
When applicable, also a nominal value is defined.

Table A.4: Set-up Values for EMV Contactless Level 1 Test Equipment

Topic Parameter Min Nom Max Unit
PCD Power Vs ov 4.51 5.53 5.80 \Y
Vsovgreser | O 5.3 mV
Carrier Frequency fs.c 13.55 13.56 13.57 MHz
Modulation PCD—PICC | ts: 2.03 2.85 3.02 us
(Type A) tss 0.44 tsy us
ts3 1.5X1ts4 1.25 V&S
ts.4 0 0.52 V&
Modulation PCD—PICC | Msy; 8 11 19 %
(Type B) Mea, 8.5 11 19 %
Mss,| 9 11 19 %
tss 0 1.25 us
tsr 0 1.25 MS
Load Modulation Vs1,pp 5.5 34.0 mV
Vs2,0p 3.5 40.0 mV

A.4  Sequences and Frames

Table A.5 lists the values of the parameters to define the requirements regarding
sequences and frames. For some of the parameters a minimum and maximum value
is defined. Other parameters are defined by a single value.

Parameters listed in Table A.5 have a value for the PCD and for the PICC. Unless
otherwise specified, the value for the PCD must be used when the parameter is
referenced in a PCD requirement. The value for the PICC must be used when
referenced in a PICC requirement.
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A.4 Sequences and Frames

Table A.5: Sequences and Frames

Topic | Parameter PCD Value PICC Value Units
Min Max | Min Max

Type A | FWTacrvation 71680 65536 1/

Type B | tpepss 1280 1408 | 1264 1424 | 141,
tpcp s 2 256 384 240 400 | 1/f,
tpco.E 1280 1408 1264 1424 | 1/f,
tricc,s.1 1264 1424 1280 1408 | 1/f,
tricc,s,2 240 400 256 384 | 1/f,
tricce 1264 1424 1280 1408 | 1/f,
TROwN 1024 1152 11,
TR1wn 1152 1280 1/f,
TR1yvax 3328 3200 1/f,
trsorr 272 256 | 1/f,
EGTpcp 752 768 | 1/f,
EGTpicc 272 256 | 1/,
FWTaros 7680 7296 1/f,

Common | FWTyax 4096 x 2" Vax 4096 x 2" Vax 1/,
AFWT 384 x 27! 14,
FDTpcomin 6780 5376 1/f.
FSDuin 256 256 -
FSCuin 16 32 -
SFGlyax 8 8 -
ASFGT 384 x2°7° 15,
FWilyax 14 7 -
FSDlyn -
FSClun -
ton 1408 1/,
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A.5 PCD Processing

Table A.6 lists the values of the parameters to define the requirements regarding
PCD processing. Some parameters listed in Table A.6 have a value for the PCD and
for the PICC. Unless otherwise specified, the value for the PCD must be used when
the parameter is referenced in a PCD requirement. The value for the PICC must be
used when referenced in a PICC requirement.

Table A.6: PCD Processing

Parameter PCD Value PICC Value Units
Min Max Min Max
treseT 5.1 10 0 5 ms
tp 5.1 10 0 5 ms
tRETRANSMISSION 0 33 ms
tReSETDELAY 0 33 ms
tRECOVERY 0 1280 1/f,
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Annex B Measurement Conventions

This annex describes the measurement conventions used to define the requirements
listed in Chapter 3.

B.1 Temperature and Humidity

Unless specified otherwise, all measurements take place in an environment of
temperature at 23°C + 3°C and of relative humidity of 40% to 60%.

B.2 Set-up for Nominal Power

Table B.1 describes how to set up the EMV — TEST PCD to produce nominal power
conditions.

Table B.1: Set-up for Nominal Power

Step # Action

Step 1 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply ho modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with
non-linear load.

Step 2 Connectinput J1 of the EMV — TEST PCD with a signal generator V
generating a carrier signal with frequency fs. (nominal value). Regulate
the signal generator V in such a way that it generates a mean voltage
Vs ov (nominal value) at J1 of the EMV — TEST PICC.

Refer to Annex A.3 for the values of Vs oy and fs..

Step 3 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.
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B.3  Set-up for Nominal Modulation

Table B.2 describes how to set up the EMV — TEST PCD to produce nominal
modulation characteristics.

Table B.2: Set-up for Nominal Modulation Characteristics

Step # Action

Step 1 Place the EMV — TEST PICC in position (r=0, ¢=0, z=2, 6=0) of the
Operating Volume of the EMV — TEST PCD. Apply ho modulation to J2
of the EMV — TEST PICC. Configure the EMV — TEST PICC with linear
load.

Step 2  Modulate the carrier to obtain the following modulation characteristics:
e nominal value of ts; for Type A

e nominal value of mg; for Type B

The modulation characteristics are measured at the pickup coil output of
the EMV — TEST PICC.

Refer to Annex A.3 for the nominal values of ts; and ms;.

Step 3 Remove the EMV — TEST PICC from the Operating Volume of the EMV
— TEST PCD.
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B.4 PCD Test Environment

For testing the PCD requirements related to the RF Power and Signal Interface, the
PCD must support the functions as listed below. The PCD must allow each of the
functions to be executed once or to be executed multiple times, as part of a loop.
When executed as part of a loop, the time between the end of the n™ iteration and

the start of the n + 1" iteration is +5 ms.
CARRIER The PCD emits carrier.
POLLING The PCD polls between Type A and Type B, sending WUPA

and WUPB commands and performs collision detection as
described in section 9.2.

RESET The PCD generates a reset (i.e. no carrier during a time tgeser).
This function requires the carrier to be activated first.

WUPA The PCD sends a WUPA command and indicates both the
command and response. This function requires the carrier to be
activated first.

WUPB The PCD sends a WUPB command and indicates both the
command and the response. This function requires the carrier
to be activated first.

RATS The PCD sends the RATS command and indicates both the
command and the response. This function requires the polling
to be completed first.

ATTRIB The PCD sends the ATTRIB command and indicates both the
command and the response. This function requires the polling
to be completed first.
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Annex C Position Conventions

This annex describes the convention used to define the position of a PICC within the
Operating Volume and the requirements for reproduction of the contactless symbol.

C.1  Positions within the Operating Volume

This section specifies the convention used to define the position of a PICC within the
Operating Volume. The position of the PICC is represented by the quadruplet

(r, ¢, z, ©), where r and o represents the coordinates of the centre of the PICC
horizontal to the landing plane. The values (r,¢) = (0,0) locate the centre of the
landing plane. All observations involving a PICC are performed with the PICC
perpendicular to the Z-axis. The value of z represents the distance above the
landing plane and 6 represents the orientation of the PICC as shown in Figure C.1.
The values r and z are always expressed in cm. Figure C.1 and Figure C.2 illustrate
the convention used for indicating different positions in the Operating Volume.

Figure C.1: Position of r, @, and Z Axis within Operating Volume
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Figure C.2: Positions within the Operating Volume
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C.2 Contactless Symbol

This section includes the reproduction specifications for the contactless symbol at a
point of sale.

C.2.1 Elements of the Contactless Symbol

The contactless symbol must always be shown presenting the three standardized
visual elements of the symbol as they appear in Figure C.3.

Figure C.3: Standardized Visual Elements

These elements include the contactless indicator at the centre of the symbol, a drawn
hand holding a generic contactless form factor device and an oval key line that wraps
the indicator and hand. As demonstrated here, the symbol may appear as a white
reversed line drawing against any medium to dark, colour that provides suitable
contrast or a black line drawing against a white or light coloured background. The
background must always be a solid colour, never present the indicator against a
graphic pattern.

Never alter the drawing, arrangement or proportion of the individual elements. Some
of these incorrect treatments are shown in Figure C.4.
Figure C.4: Incorrect Treatments

Obscured Redrawn
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C.2.2 Minimum Clear Space

Always maintain the minimum clear space around the contactless symbol. No other
text or graphic elements may appear inside this clear space area. This minimum
clear space is equal to 74 the height of the symbol, applied on all four sides as shown
in Figure C.5.

Figure C.5: Minimum Clear Space
NR
ol 1]))%5'
L

C.2.3  Minimum Size / Maximum Size

To ensure legibility and visual presence, the contactless symbol should never appear
smaller than 13 mm height (refer to Figure C.6).

Figure C.6: Minimum Size

2.2 mm

O

C.2.4 Centre of Contactless Symbol

The centre of the contactless symbol is defined as the centre of the whole symbol
including the hand as shown in Figure C.7.

Figure C.7: Centre of Contactless Symbol
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C.2.5 Other General Requirements

o The contactless symbol is required to be shown on all terminals that meet this
specification. It is not authorized to be used on non-compliant terminals.

o The contactless symbol must always appear in the visual orientation as shown in
Figure C.8. It must never be rotated or flipped.

¢ No text message should be presented with the symbol.

e The contactless symbol is intended for use on point of sales terminals only and
should never appear on payment cards or other payment form factors.

Figure C.8: Visual Orientation

s
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Annex D PCD Exception Processing

This annex clarifies the exception processing specified in Chapter 9 and Chapter 10.
The flowchart in Figure D.1 describes how a PCD proceeds to distinguish between

any detectable disturbance and real transmission errors in the response from the
PICC.
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Figure D.1: Exception Processing
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