
(19) United States 
US 20100190437A1 

(12) Patent Application Publication (10) Pub. No.: US 2010/0190437 A1 
Buhot (43) Pub. Date: Jul. 29, 2010 

(54) WIRELESS COMMUNICATION DEVICE FOR 
PROVIDING AT LEAST ONE NEAR FIELD 
COMMUNICATION SERVICE 

(75) Inventor: Thomas Buhot, Toulouse (FR) 

Correspondence Address: 
MOTOROLANC 
600 NORTH US HIGHWAY 45, W4-39Q 
LIBERTYVILLE, IL 60048-5343 (US) 

(73) Assignee: MOTOROLA, INC. Schaumburg, 
IL (US) 

(21) Appl. No.: 12/646,251 

(22) Filed: Dec. 23, 2009 

(30) Foreign Application Priority Data 

Jan. 26, 2009 (EP) ................................. EPO9290.052 

Publication Classification 

(51) Int. Cl. 
H04B 5/00 (2006.01) 

108 

110 

102 106 

(52) U.S. Cl. ....................................................... 455/411 
(57) ABSTRACT 

A wireless communication device (102) is arranged to pro 
vide at least one Near Field Communication service to a user. 
The wireless communication device (102) comprises a Near 
Field Communication unit (218) for storing a plurality of 
application elements (302-312) for use in providing a plural 
ity of Near Field Communication services, and a plurality of 
Near Field Communication managing elements (318-328). 
Each of the plurality of Near Field Communication managing 
elements (318-328) is associated with at least one of the 
plurality of application elements (302-312) stored in the Near 
Field Communication unit (218) for managing the at least one 
associated application element of the plurality of application 
elements. A user interface element (224) interfaces with at 
least some of the Near Field Communication managing ele 
ments (318-328) and provides information to a user relating 
to the Near Field Communication services provided by the 
plurality of application elements (302-312) associated with 
the at least some of the Near Field Communication managing 
elements. In operation, the user interface element (224) in 
response to user selection of a Near Field Communication 
service based on the user provided information is further 
arranged to activate the Near Field Communication managing 
element of the selected Near Field Communication service to 
manage the at least one associated application element. 
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WRELESS COMMUNICATION DEVICE FOR 
PROVIDING AT LEAST ONE NEAR FIELD 

COMMUNICATION SERVICE 

FIELD OF THE DISCLOSURE 

0001. This disclosure relates to a wireless communication 
device for providing at least one Near Field Communication 
service to a user and a method of providing a Near Field 
Communication service by a wireless communication device. 

BACKGROUND OF THE DISCLOSURE 

0002 Near Field Communication (NFC) is a short-range 
wireless communication technology which enables the 
exchange of data between devices allowing users of NFC 
enabled devices to use NFC services such as performing 
contactless transactions, accessing digital content and con 
necting devices with a single touch. 
0003 NFC is based on contactless and Radio Frequency 
Identification (RFID) solutions, which typically consist of a 
tag or device storing a small amount of data and a reader. The 
reader, when activated, emits a short-range radio signal that 
when brought next to the tag, powers up a microchip on the 
tag, and allows for reading a small amount of data that is 
stored on the tag. However, NFC is different from other 
contactless or RFID technologies in that it has a very short 
operating distance and also allows two devices to intercon 
nect. The effective distance of an NFC solution depends on 
the tag design and the reader, but is typically only a few 
centimetres. The underlying layers of NFC technology are 
based on ISO/IEC 14443, ECMA340, ECMA352, ETSI 102 
613, and NFC forum standards. 
0004 Investigations are being performed into the use of 
NFC in mobile phones. The current main use cases for NFC 
in a mobile phone include: 
0005 Card emulation the NFC enabled device can 
behave like an existing contactless NFC card; 
0006 Reader mode: the NFC enabled device can read a 
passive NFC tag, for example for interactive advertising: 
0007 Peer-to-Peer (P2P) mode: two NFC enabled devices 
can communicate together and exchanging information e.g. 
to set up a Bluetooth connection. 
0008 Examples of the different types of NFC services that 
may be available to an user of a mobile phone having NFC 
capability include: 
0009 Ticketing services such as mobile ticketing in public 
transport which is an extension of the existing contactless 
infrastructure, and electronic ticketing Such as for airline 
tickets, concert/event tickets; 
0010 Payment services where for example the mobile 
phone acts as a debit/credit payment card or possibly elec 
tronic money; 
0011 Advertising services where for example the mobile 
phone is used to read NFC tags on advertising boards in order 
to access information easily whilst on the move; 
0012 Exchanging Small amounts of data quickly Such as 
electronic business cards, calendar synchronisation; 
0013 Bluetooth or Wi-Fi pairing where for example the 
process of activating Bluetooth or Wi-Fi between two devices 
can be achieved by a simple “touch' of the devices and 
thereafter communication takes place over a Bluetooth or 
Wi-Fi communication link; 
0014 Loyalty services, for example, the mobile phone 
acts as a loyalty card; and 
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0015 Identity services, for example, the mobile phone 
acts as an identity card or key. 
0016. A mobile phone that supports NFC, and for example 
the card emulation mode, contains a secure element for Stor 
ing different NFC application elements for use in providing 
the NFC services. The secure element may be a dedicated 
module or chipset that is part of the mobile phone or may be 
a removable component, such as the UMTS Integrated Circuit 
Card (UICC) also known as the SIM card or USIM card or a 
removable memory card. 
0017. When for example the mobile phone is in the card 
emulation mode and acts like a contactless card, a contactless 
reader can select the contactless NFC application elements 
stored in the secure element of the mobile phone and 
exchange Application Protocol Data Unit (APDU) com 
mands with the NFC application elements so as to proceed 
with contactless transactions (as defined by the ISO14443-4 
standard). This may involve retrieving cardholder banking 
information from the selected NFC application element(s). 
0018. As discussed above, different types of NFC services 
may be available and thus, different types of NFC application 
elements associated with the different types of NFC services, 
Such as payment, transport, ticketing, or loyalty NFC ele 
ments, may be stored in the secure element. There can also be 
different NFC application elements of the same type at the 
same time stored in the secure element. For example, there 
may be several payment type contactless NFC application 
elements stored in the secure element, such as PayPassTM 
NFC application element from MasterCard(R), Visa Smart 
Debit CreditTM (VSDC) NFC application element from 
Visa R or ExpressPayTM NFC application element from 
American Express R. Current payment application elements, 
such as the examples given above from Mastercard(R), Visa R. 
and American express.(R), are typically stand alone applica 
tions which usually run in their own secure environment 
(which is generally a global platform or JavaCard based) and 
are protected by a firewall of the runtime environment in the 
secure element (as defined, for example, by the JavaCard 
runtime environment or the global platform specification). 
This is because these payment application elements typically 
correspond to the reference contactless application elements 
developed and already deployed for contactless Smartcards, 
where only one single contactless application element runs on 
a contactless Smartcard and thus, they have not been designed 
to coexist or interface with other application elements. 
0019 Having a plurality of stand alone NFC application 
elements, particularly when there are several NFC applica 
tion elements of the same type, for use in a mobile phone can 
raise a number of issues due to the fact that each NFC appli 
cation element operates in isolation of the other elements. 
Such issues include, for example, difficulties for a user to 
manage Such stand alone NFC application elements. For 
example, with standalone application elements, when a user 
wishes to change dynamically the available NFC services 
which will involve changing the NFC application elements 
stored in the secure element, the user has to view and select 
each NFC application element separately. These issues are 
likely to increase as the number of available NFC services 
increase, and the number of application element providers 
increase. 

0020. In order to take account of specific issues that arise 
when providing NFC services in a mobile phone, an approach 
would be to modify the reference contactless application 
elements for NFC applications to allow, for example, interop 
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erability or interfacing with other elements or OTA provision 
ing. However, this would require for the application element 
providers to modify their reference application elements to 
support these services on NFC devices which will involve 
extra cost, new code baseline, new deployment and new cer 
tification processes. 
0021. Some mobile phones include NFC managing appli 
cations which may run on an application processor of the 
mobile device and which activate NFC application elements 
and handle the NFC services, for example, for mobile pay 
ment, ticketing, transport, access etc. These NFC managing 
applications can be native applications or Java applications. 
Each NFC managing application may manage several appli 
cation elements from the same application provider at the 
same time. For example, a payment NFC managing applica 
tion may support several payment card application elements 
and a ticketing NFC managing application may support dif 
ferent ticketing card application elements. These NFC man 
aging applications enable a user to select a card (i.e. a card 
application element) among a list associated with the NFC 
application to pay, get on the bus, access a building, etc. A 
NFC managing application can handle card application ele 
ments of different types such as payment, ticketing or trans 
port card applications from the same application provider. 
0022. As the number of NFC services and the number of 
application providers increases, in order to Support several 
NFC managing applications from different application pro 
viders at the same time, many NFC managing applications, 
Such as payment, ticketing, or access, are installed and may be 
running simultaneously on the NFC mobile phone. Since 
there is currently no interoperability between these different 
NFC managing applications and the different application pro 
viders, information cannot be shared even between two NFC 
managing applications Supporting the same use case (such as 
payment, ticketing, transport, etc). For example, if a user 
installs two different payment NFC managing applications 
provided by two different banks (A & B) on an NFC mobile 
phone, the NFC managing application of the bank B cannot 
address cards from the bank Aand vice versa. This means that 
from a user's point of view there may be several NFC man 
aging applications from different application providers to 
access the same set of NFC services which makes accessing 
the NFC services more complicated and less user friendly. 
For example, it may not be possible for the user to list, access, 
and manage all the card application elements on the user's 
NFC mobile phone at once. Furthermore, since a card appli 
cation element can only be managed by the associated NFC 
managing application, in order to use a given card application 
element for payment, transport, access, etc., the user has to 
remember with which NFC managing application the card 
application element is associated. In addition, the application 
element list information presented to the user on the mobile 
phone's user interface to select a card application element 
from the different NFC managing applications is not stan 
dardized and will differ from one NFC managing application 
to another depending on the application provider's specifica 
tion. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0023. A wireless communication device for providing at 
least one Near Field Communication service to a user and a 
method of providing a Near Field Communication service by 
a wireless communication device, in accordance with the 
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disclosure will now be described, by way of example only, 
with reference to the accompanying drawings in which: 
0024 FIG. 1 is a block schematic diagram of a communi 
cation system arrangement in accordance with an embodi 
ment of the disclosure; 
0025 FIG. 2 is a block schematic diagram of a wireless 
communication device in accordance with an embodiment of 
the disclosure; 
0026 FIG. 3 is a schematic representation of example 
NFC application elements held in the NFC unit of FIG. 2 and 
example user interface elements of FIG. 2 in accordance with 
an embodiment of the disclosure; 
0027 FIG. 4 is a block schematic diagram of an example 
UICC card implementation of the NFC unit of the wireless 
communication device of FIG. 2; 
0028 FIG. 5 is a simplified schematic diagram represent 
ing an example flow of interactions between the user interface 
element and a NFC managing element when registering the 
NFC managing element in accordance with an embodiment 
of the disclosure; 
0029 FIG. 6 is a simplified schematic diagram represent 
ing an example flow of interactions between the user interface 
element and two NFC managing elements when gathering 
NFC service information in accordance with an embodiment 
of the disclosure; 
0030 FIG. 7 is a simplified schematic diagram represent 
ing an example flow of interactions between the user interface 
element and a NFC managing element during user selection 
of a NFC service in accordance with an embodiment of the 
disclosure; and 
0031 FIG. 8 is a flow diagram of a method for providing a 
NFC service by a wireless communication device in accor 
dance with an embodiment of the disclosure. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0032. In the following description, examples of embodi 
ments of the disclosure will be described with respect to a 
mobile device operating within one or more wireless commu 
nication networks, such as a 2nd generation cellular commu 
nication system known as the Global System for Mobile 
communication (GSM) with General Packet Radio System 
(GPRS) capability, a 3rd generation cellular communication 
system such as an Universal Mobile Telecommunication sys 
tem (UMTS), or Long Term Evolution (LTE) communication 
system. It will however be appreciated the present disclosure 
can be used in other types of wireless communication devices 
and networks, such as a Subscriber unit, wireless user equip 
ment, a portable telephone, a wireless video or multimedia 
device, a communication terminal, a personal digital assistant 
(PDA), a laptop computer, or any electronic device having 
wireless capability, such as a digital camera which can trans 
fer pictures wirelessly. The term wireless communication 
device for providing at least one NFC service is thus intended 
to coverall electronic devices which have wireless capability 
to provide NFC services to a user. 
0033 Referring firstly to FIG. 1, a communication system 
arrangement 100 comprises a mobile device 102 having NFC 
capability (that is, having wireless capability to provide NFC 
services to a user) and being capable of operating with a 
communication system 104 Such as a GSM communication 
system. In the following, the communication system will be 
described as a GSM communication system but it will be 
appreciated that the disclosure may apply to any communi 
cation system and it is not intended to limit the disclosure to 
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a GSM communication system. As is well known, the GSM 
communication system 104 provides a plurality of coverage 
areas or cells (not shown) served by base stations (not shown) 
with which the mobile device 102 can operate or communi 
cate via radio communication links (such as link 108 shown in 
FIG. 1). Device 106 also has NFC capability and may be 
another mobile device capable of operating with the GSM 
communication system 104 or with another wireless commu 
nication system (not shown) or may be a fixed device Such as 
a NFC tag or may be a reader device Such as a contactless card 
reader (fixed or mobile). When the mobile device 102 and 
device 106 are close enough, for example within a couple of 
centimetres, a NFC communication link 110 can be estab 
lished and data can be exchanged between the devices 102, 
106. 

0034. In an example, the device 106 may be a contactless 
card reader which may be connected to a backend system (not 
shown) and the mobile device 102 can support a card emula 
tion mode. A NFC communication link 110 is established 
between the mobile device 102 and the card reader device 106 
to exchange data so that the mobile device 102 may enter a 
card emulation mode in which it acts as a contactless card and 
contactless transactions may then be performed. 
0035. In another example, the mobile device 102 and the 
device 106 may be devices having Bluetooth communication 
capability. A NFC communication link 110 is established 
between the mobile device 102 and the device 106 to 
exchange data so as to enable a Bluetooth communication 
link to be established between the devices for subsequent 
communications. 
0036. The mobile device 102 may act as a reader/writer or 
a tag. 
0037 FIG. 2 is a block diagram of a wireless communica 
tion device, such as the mobile device 102 shown in FIG.1, in 
accordance with an embodiment of the disclosure. As will be 
apparent to a skilled person, FIG. 2 shows only the main 
functional components of an exemplary mobile device 102 
that are necessary for an understanding of the invention. 
0038. The mobile device 102 comprises a processing unit 
200 for carrying out operational processing for the mobile 
device 102. The mobile device 102 also has a RF communi 
cation section 202 for providing wireless communication via 
a radio communication link 108 with the GSM communica 
tion system 104 and a NFC communication section 204 for 
providing NFC services via a NFC communication link 110. 
The mobile device may, for example, establish a NFC com 
munication link with a reader having NFC capability via the 
NFC communication section 204 when the mobile device 102 
is within a couple of centimetres of the reader. The RF com 
munication section 202 typically includes, for example, an 
antenna 206, transmit and receive paths 208 including a 
modulation/demodulation section (not shown), and a coding/ 
decoding section (not shown), as will be known to a skilled 
person and thus will not be described further herein. The NFC 
communication section 204 typically includes, for example, a 
NFC antenna 210 and a modulation/demodulation section 
212, as will be known to a skilled person and thus will not be 
described further herein. The communication sections 202, 
204 are coupled to the processing unit 200. 
0039. The mobile device 102 also has a Man Machine 
Interface MMI 214, including elements such as a key pad, 
microphone, speaker, display Screen, for providing an inter 
face between the mobile device 102 and a user of the device. 
The MMI 214 is also coupled to the processing unit 200. 
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0040. The processing unit 200 may be a single processor 
or may comprise two or more processors carrying out the 
processing required for the operation of the mobile device 
102. The number of processors and the allocation of process 
ing functions to the processing unit is a matter of design 
choice for a skilled person. The mobile device 102 also has a 
program memory 216 in which is stored programs containing 
processor instructions for operation of the mobile device 102. 
The programs may contain a number of different program 
elements or Sub-routines containing processor instructions 
for a variety of different tasks, for example, for: communi 
cating with the user via the MMI 214; and processing signal 
ling messages (e.g. paging signals) received from the com 
munication system 104. 
0041. The mobile device 102 further comprises a NFC unit 
218 which can act as a secure element to store at least one 
NFC application element for use in providing at least one 
NFC service. The NFC unit 218 may store only one NFC 
application element but typically, the NFC unit 218 will store 
a plurality of NFC application elements associated with a 
plurality of NFC services, with some of the services being of 
the same type. For example, the NFC unit 218 may store 
several contactless payment application elements from dif 
ferent service providers such as MasterCard R, Visa R, and 
American Express(R). The NFC unit 218 is coupled to the 
processing unit 200 and may comprise a removable module or 
a module incorporated into the mobile device 102. The NFC 
unit 218 may also be coupled to the NFC communication 
section 204. Whether the module is removable or incorpo 
rated into the mobile device 102, the module may be a dedi 
cated module whose sole function is for providing NFC ser 
vices or may be a module that has other functions additional 
to providing NFC services. 
0042. When the NFC unit 218 includes a removable mod 
ule (represented by the dotted box 220 in FIG. 2), an interface 
222 is coupled to the processing unit 200 for interfacing 
between the removable module 220 and the processing unit 
200. The removable module 220 may be a Subscriber Identity 
Module (SIM) card or a Universal Integrated Circuit Card 
(UICC) which, in addition to storing network specific infor 
mation used to authenticate and identify the subscriber on the 
GSM communication system 104 (and/or other systems) to 
control access, also stores the NFC application elements. In 
this case, the interface 222 is a SIM or UICC interface. The 
UICC card is the name of the standardised platform that can 
run several telecom applications such as the USIM applica 
tion for a 3G network, or the SIM application for a 2G net 
work, or others. The UICC card was introduced with the 
release 99 of the 3GPP standards, and replaces the SIM plat 
form (that has GSM capabilities only). The term UICC card 
will be used for the rest of the document to designate the 
Integrated Circuit Card (ICC) used in a mobile phone for the 
support of the telecom applications such as USIM, SIM, and 
ISIM. 

0043 Communication between the NFC unit 218 and the 
processing unit 200 may occur via a direct connection 
through a serial link, such as an ISO link between the UICC 
interface 222 and the processing unit 200, or via the NFC 
modulator/demodulator 212 that acts as a proxy. 
0044) When NFC unit 218 is a dedicated module that is 
incorporated into the mobile device 102, the module may be 
soldered on the main Printed Circuit Board (PCB) of the 
mobile device 102 or may be a removable module such as a 
memory card and will act as a dedicated secure memory 
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coupled to the processing unit 200, for example via a ISO link 
or any other suitable connection (such as USB, C). The 
dedicated module may comprise, for example, an Integrated 
Circuit (IC) which is substantially the same as the IC used for 
contactless Smartcard devices. 

0045. The NFC unit 218 may alternatively be a element in 
the mobile device 102 which emulates a UICC card or a 
memory card. For example, the NFC unit 218 may be an NFC 
unit element (not shown) which is part of the program 
memory 216. 
0046 FIG. 4 shows a simplified schematic diagram of an 
example of a UICC implementation of a NFC unit 218 in 
accordance with an embodiment of the disclosure. The UICC 
NFC unit 218 comprises the UICC interface 222 for coupling 
to the processing unit 200, the UICC card 220 when coupled 
to the mobile device 102 and an interface 404 for coupling to 
the NFC modulator/demodulator or modem 212. In an 
example, interface 404 is a Host Controller Interface (HCI) 
interface which controls the communication of data accord 
ing to a protocol standardised by ETSI (ETSI 102 622). The 
UICC card 220 typically comprises a processor 400 and 
memory 402. In the example shown in FIG. 2, the program 
memory 216 stores specific program elements for controlling 
the operation of the mobile device 102 by means of the 
processing unit 200 which include a user interface element 
224, and a plurality of NFC managing elements (represented 
as group by 226 in FIG. 2). Each of the plurality of NFC 
managing elements is associated with at least one of the 
plurality of application elements stored in the NFC unit 218 
for managing the at least one associated application element 
of the plurality of application elements. The user interface 
element 224 is for interfacing with at least some of the NFC 
managing elements, and for providing information to a user 
relating to the NFC services provided by the plurality of 
application elements associated with the at least some of the 
NFC managing elements. In operation, the user interface 
element 224 in response to user selection of a NFC service 
based on the user provided information is further arranged to 
activate the NFC managing element of the selected NFC 
service to manage the at least one associated application 
element. Each of the plurality of NFC managing elements is 
arranged to manage the at least one associated application 
element so as to control the at least one associated application 
element to provide a NFC service or to update a NFC service. 
A NFC service may be updated by adding a new application 
element to the NFC unit 218, by updating one or more param 
eters of the at least one associated application element and by 
removing the at least one associated application element 
Stored in the NFC unit 218. 

0047. It will be appreciated that in addition to the user 
interface element 224, each of the NFC managing elements 
may have its own dedicated user interface which is indepen 
dent from the user interface element 224 and dedicated user 
interfaces of other NFC managing elements. The dedicated 
user interface of a NFC managing element may be a regular 
application that is currently deployed on NFC devices and 
which provide logic to manage the NFC application elements 
in the NFC unit 218 as well as a user interface to trigger 
contactless transactions for the NFC application elements 
they manage. 
0048 Referring now to FIG. 3 which illustrates schemati 
cally and in more detail the arrangement of the NFC applica 
tion elements held in the NFC unit 218 and the elements 224, 
and 226 in accordance with an example of the disclosure. 
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0049 Block 300 represents the secure operating environ 
ment of the NFC unit 218 and block 301 represents the oper 
ating environment of the main processor 200 and program 
memory 216. Block 300 shows a plurality of NFC application 
elements 302-312, and an operating system 314 of the NFC 
unit 218. In a UICC implementation, the NFC application 
elements 302-312 are stored in the memory 402 (shown in 
FIG. 4) and called by the processor 400. The operating system 
314 may be stored in the memory 402 or memory that is part 
of the processor 400 or a separate memory. The dotted boxes 
around the NFC application elements 302-312 represent that 
the NFC application elements 302-312 are stand alone appli 
cations operating in isolation from other application ele 
ments. For instance, the operating system 314 may be based 
on the JavaCard specifications and may also implement the 
global platform standards that both define the process of 
isolation of the applications. It will however be appreciated 
that some or all of the NFC application elements stored in the 
NFC unit 218 may be designed to have some interoperability. 
For illustration purposes, the NFC application element 302 is 
associated with a first payment service (e.g. PayPassTM from 
MasterCard(R), the NFC application element 304 is associ 
ated with a first transport service (e.g. train ticket), the NFC 
application element 306 is associated with a second payment 
service (e.g. VSDCTM from VisaR), the NFC application ele 
ment 308 is associated with a first loyalty card (e.g. card to 
collect points for aparticular bookshop), the NFC application 
element 310 is associated with a second loyalty card (e.g. card 
to collect points for a particular airline), and the NFC appli 
cation element 312 is associated with a second transport 
service (e.g. airline ticket). It is noted that an NFC service 
may have more than one NFC application element associated 
with it. For example, the NFC payment service from Master 
card(R) comprises two application elements: one is a Proxim 
ity Payment System Environment (PPSE) and the second one 
is the PayPassTM application. The PPSE application is used to 
retrieve the reference of the PayPassTM applications if several 
have been installed. 

0050. In order to manage the NFC application elements 
stored in the NFC unit 218 to provide the NFC services 
associated with the application elements, the program 
memory 216 stores a plurality of NFC managing application 
elements 318-328, with each one of the managing application 
elements 318-328 managing at least one of the NFC applica 
tion elements 302-312 to provide the associated service or to 
update a NFC service. NFC managing application element 
318 manages the first payment NFC application element 302, 
NFC managing application element 320 manages the first 
transport NFC application element 304, NFC managing 
application element 322 manages the second payment NFC 
application element 306, NFC managing application element 
324 manages the first loyalty NFC application element 308, 
NFC managing application element 326 manages the second 
loyalty NFC application element 310, and NFC managing 
application element 328 manages the second transport NFC 
application element 312. In some cases, a NFC managing 
application element may manage more than one NFC appli 
cation element. For example, a NFC managing application 
element may manage two or more NFC application elements 
which are associated with the same service provider and/or 
the same NFC service. 

0051 Typically, each of the NFC managing application 
elements 318-328 are linked to the at least one associated 
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application element 302-312 via a proprietary link deter 
mined by the application element provider. 
0052. In an example, the program memory 216 further 
comprises a plurality of Application Program Interfaces 
(API)332-342, with each one of the plurality of APIs 332-342 
being associated with a respective one of the plurality of NFC 
managing elements 318-328. The APIs provide an interface 
between the respective NFC managing element 318-328 and 
the user interface element 224. The user interface element 224 
is arranged to activate a NFC managing element 318-328 to 
initiate the NFC service or to update a NFC service or to 
retrieve information relating to the at least one associated 
application element through the respective API 332-342. 
0053. The user interface element 224 includes a registra 
tion element 331 for registering and un-registering a NFC 
managing element 318-328 associated with at least one appli 
cation element. The registration element 331 acts as an API 
and may also send request to the NFC managing elements 
318-328. The user interface element is arranged to interface 
with registered NFC managing elements 318-328 such that 
once a NFC managing element is registered, the user interface 
element 224 can interface with the NFC managing element 
and invoke or trigger NFC services or updates of the applica 
tion elements or retrieval of information relating to the at least 
one associated application element. 
0054. In an embodiment, the registration element 331 may 
only register NFC managing elements having an API (such as 
one of the APIs 332-342) which provides an interface 
between the respective NFC managing element 318-328 and 
the user interface element 224. During registration, the NFC 
managing element provides an entry point to the associated 
API 332-342 for later invocation. 

0055. The user interface element 224 also includes a user 
interface engine 330 for providing information relating to the 
NFC services provided by the NFC application elements 
302-312 to a user via the MMI 214. The information pre 
sented to the user may include a list of the NFC services 
which may be provided by the NFC application elements 
302-312. Using the examples given above for the NFC appli 
cation elements 302-312, the list may include PayPassTM 
payment card, VSDCTM payment card, train ticket, airline 
ticket, book shop loyalty card, airline loyalty card. The user 
interface element 224 therefore enables the user to select one 
of the NFC services or NFC application elements 302-312 
from information provided to the user via the MMI 214 and 
once selected, the user interface element 224 manages the 
selected NFC application element via the respective manag 
ing application element to provide the selected service or to 
update a NFC service. Managing the selected NFC applica 
tion by the user interface element 224 includes selecting and 
executing the managing application element which corre 
sponds to the selected NFC application element and the 
selected managing application element then controls the 
respective NFC application element and its behaviour during 
the provision of the associated service. Updating a NFC ser 
Vice may include deleting, updating, installing an application 
element in the NFC unit 218, and/or deleting, updating, 
installing an NFC managing element in the program memory 
216. The user interface element 224 is updated accordingly. 
0056. The information provided to the user by the user 
interface element 224 which relates to the NFC services asso 
ciated with the NFC application elements 302-312 stored in 
the NFC unit 218 (e.g. information which describes the avail 
able NFC services) may be provided to the user interface 
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element 224 when the NFC application elements are stored in 
the NFC unit 218, for example when the NFC application 
elements are loaded and installed or personalised in the NFC 
unit 218. 
0057. In an example, the user interface element 224 may 
group the NFC services according to the type of available 
NFC service. For example, the user may be presented with a 
list of the available payment cards, a list of the available 
loyalty cards and/or a list of the available transport tickets. 
The information provided to the user may be in the form of 
graphical representations or other identifier for each of the 
NFC services e.g. a logo or brand image or jingle or animation 
etc. for each NFC service. The user interface element 224 
may in addition provide Some options to the user (e.g. via 
menus on the display of the mobile device 102) such as 
managing a lock code for a particular NFC application ele 
ment or selecting payment card options such as the default 
card to be used during a contactless transaction. The lock code 
is known as the Contactless Application Lock Code (CALC) 
and if used, may be provided to the NFC unit 218 when the 
NFC application element is stored in the NFC unit 218. Man 
aging the CALC may include Verifying, changing, or activat 
ing/deactivating the CALC. 
0058. The user interface element 224 can be a native appli 
cation Such as a proprietary application or a Java based appli 
cation. 
0059 By means of the registration element 331, the NFC 
managing elements may interface with the user interface 
element 224 as follows (in other words, the NFC managing 
elements may call the following interfaces): 
0060) getInstance: with this static interface, the user inter 
face element 224 returns the instance of the registration ele 
ment 331 to the caller NFC managing element. This instance 
is used by the NFC managing element for the invocation of 
the addManaging and removeManaging interfaces. 
0061 addManaging element: the user interface element 
224 registers the caller NFC managing element. The NFC 
managing element willing to register provides as a parameter 
the APIs 332-342 with which it is associated. 
0062 removeManaging element: the user interface ele 
ment 224 un-registers the caller NFC managing element. 
0063 notifyForChanges: the user interface element 224 is 
notified of changes occurring in the caller NFC managing 
element. The NFC managing element should have registered 
previously with the addManaging interface for this interface 
to be valid. Changes might be in the NFC managing element 
itself or in the NFC application elements in the NFC unit 218 
associated with the NFC managing element. For example, 
changes might include updates, deletions, or even modifica 
tions of properties and may include changes made Over-The 
Air (OTA). 
0064. It will be appreciated that the above list of interfaces 
is not exhaustive and other interfaces can be included if 
needed. 
0065. In the user interface element 224, the user interface 
engine 330 can retrieve the list of the NFC managing ele 
ments that have been registered by the registration element 
331. Once a NFC managing element is registered with the 
user interface element 224, the APIs 332-342 of the NFC 
managing elements 318-328, the user interface engine 330 
and the registration element 331, may offer a set of services as 
follows: 
0.066 getType: a NFC managing element returns to the 
user interface element 224 its type among, for example, PAY 
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MENT, TICKETING, TRANSPORT, ACCESS, 
UNKNOWN. It is possible for a NFC managing element to 
mix different types and thus, the type the API returns may be 
a combination of types described above. 
0067 listCardAID: a NFC managing element returns to 
the user interface element 224 a list of Application Identifiers 
(AIDS) of the application elements (which in an example and 
as will be described in the following may be referred to as card 
application elements) it manages. An AID is unique and 
assigned to one card application element. The list only con 
tains the AIDs of the card application elements which are 
activated and available for a contactless transaction. The NFC 
managing element keeps this list up to date according to the 
state of its card application element(s). If a new card applica 
tion element is loaded or installed and activated, its AID is 
added to that list. On the other hand, if some card application 
elements have been uninstalled or deactivated their AIDs are 
removed from that list. 
0068 selectCardAndProcess: the user interface element 
224 informs a NFC managing element to start a NFC service, 
Such as a contactless transaction, with a given card applica 
tion element. In an example, the card application element may 
be identified with its AID. The NFC managing element is 
responsible for the selection of that card application element 
among the different card application elements it handles and 
for the complete handling of the contactless transaction as 
follows: 

0069. Initialize the NFC hardware and software to pro 
ceed with a contactless transaction. 

0070 Activate the application element so that the con 
tactless transaction may proceed. 

0071 Ensure the successful progress of the contactless 
transaction. 

0072 Detect the end of the contactless transaction if 
any. 

0073 Inform the user of the progress and status of the 
contactless transaction. 

0074 Complete the end of the transaction by releasing 
the NFC hardware and software resources. 

0075 getCardName: a NFC managing element returns to 
the user interface element 224 the name of a card application 
element (identified with its AID for example). This name may 
be a string the user interface element 224 can use for display 
to the user. 
0.076 setCardName: the user interface element 224 calls 
this API to set or change the name of a card application 
element in a NFC managing element (identified with its AID 
for instance). This name may be a string the user can set/ 
change through a user interface engine 300 of the user inter 
face element 224. 
0077 getCardInfo: the user interface element 224 
instructs a NFC managing element to display information on 
a given card application element. The NFC managing element 
is responsible for the complete handling of that display. 
0078 getCard Icon: the NFC managing element returns an 
icon for a given card application element to the user interface 
element 224. The user interface element 224 may use the icon 
when displaying a list of card application elements and other 
intermediate popup when representing the card application 
element to the user. 
0079 deleteCard: the user interface element 224 informs a 
NFC managing element to proceed with the removal of a card 
application element from the NFC managing element. The 
NFC managing element is responsible for the deletion of the 

Jul. 29, 2010 

card application element in the secure element. After a Suc 
cessful card application element deletion, the user interface 
element 224 updates its card list accordingly. The card appli 
cation element cannot be further selected by the user interface 
element 224. 
0080 updateCard: the user interface element 224 informs 
a NFC managing element to update the content of a given card 
application element. During the card update process, the user 
interface element 224 may be put on standby and the NFC 
managing element is responsible for the complete process of 
the card update. The NFC managing element may offer the 
user an option for stopping the card update. After a successful 
card update, the NFC managing element and user interface 
element 224 are updated accordingly. 
0081 installCard: the user interface element 224 informs a 
NFC managing element to check for some new card applica 
tion elements available for installation. During the card 
installation process, the user interface element 224 may be 
put on standby and the NFC managing element is responsible 
for the complete processing of the card installation. The NFC 
managing element may offer the user an option for stopping 
the card installation. After a Successful card installation, the 
NFC managing element and the user interface element 224 
are updated accordingly. New card application elements 
installed are registered with the registration element 331 and 
can be selected by the user interface element 224 to proceed 
with a contactless transaction. 
I0082 deleteManaging element: the user interface element 
224 informs a NFC managing element to delete itself. The 
NFC managing element has to delete all the card application 
elements it handles prior to deleting itself. During the deletion 
process, the user interface element 224 may be put on standby 
and the NFC managing element is responsible for the com 
plete processing of the deletion. When the deletion of the 
NFC managing element ends, the user interface element 224 
is updated accordingly. 
I0083 updateManaging element: the user interface ele 
ment 224 informs a NFC managing element to update its 
content, such as the application element(s) associated with 
the NFC managing element. During the NFC managing ele 
ment update process, the user interface element 224 may be 
put on standby and the NFC managing element is responsible 
for the complete process of the update. The NFC managing 
element may offer the user an option for stopping the update. 
When the card update ends, successfully or not, the user 
interface element 224 is updated accordingly. 
0084. In the above, the user interface element 224 informs 
a NFC managing element in response, for example, to user 
selection via a display of the mobile device 102. 
I0085 A NFC managing element registers with the user 
interface element 224 through the registration element 331 
and its respective API. FIG. 5 illustrates an example of the 
process flow for when a NFC managing element 500 registers 
with the user interface element 224. After being loaded and 
installed in the program memory 216 of the mobile device 
102, the NFC managing element 500 invokes the registration 
element 331. The NFC managing element 500 connects to the 
registration element 331 to get the registration element’s 331 
singleton reference, step 502. 
0086 For Software programming languages that are object 
based. Such as Java, APIs are invoked on instances of objects. 
That means one instance of an object is needed before APIs 
can be invoked on it. Getting an instance of an object means 
getting a reference to an object the system created or allocated 
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in memory. Instances of an object do not communicate 
together, thus between different instances of an object there is 
no control on the resources the instances hold (data is man 
aged per instances). One workaround is to avoid allocating 
one instance of an object each time you need to invoke APIs 
on it. A common design pattern to do so is the singleton design 
pattern: having one static API (that means a global API that is 
common for all the instances of an object) that returns the 
reference to a single instance of this object. This should have 
been previously allocated, if not a new instance is created and 
stored and is returned each time this static API is called. This 
design pattern ensures only one single instance of an object is 
used by the overall system to control the resources the object 
holds. This saves memory space too. In an embodiment 
described herein, the registration element 331 implements 
this design pattern. There is therefore only one single instance 
of this object in memory. The instance is retrieved with the 
getInstance static API described previously. 
I0087. Then the NFC managing element 500 registers by 
invoking the addManaging element service of the registration 
element 331 (step 506), and providing a handler to the asso 
ciated API (for example, one of 332-342) it implements. The 
registration element 331 adds the new handler of the NFC 
managing element 500 to its registry, step 508, and sends back 
a no error status, step 510. To un-register a NFC managing 
element, substantially the same flow is followed but instead 
the removeManaging element service of the registration ele 
ment 331 is invoked instead of the addManaging element and 
the NFC managing element does not provide a handler to the 
API it implements. 
0088 FIG. 6 illustrates interactions that may occur 
between the user interface engine 330 and registration ele 
ment 331 of the user interface element 224 and two NFC 
managing elements, A and B, that have been registered with 
the registration element 331, in an example when the user 
interface element 224 gathers information on the different 
application elements (which in this example are card appli 
cation elements) which are managed by the NFC managing 
elements A and B. 

0089 First, the user selects the user interface element 224 
from the user interface of the mobile device 102, step 600. 
The user interface element 224 starts and invokes the get 
CardsInfo service of the user interface engine 330, step 602. 
The registration element 331 retrieves the list of the NFC 
managing elements that have been registered, which list will 
include NFC managing element A and NFC managing ele 
ment B, step 604. For both NFC managing elements A and B, 
the registration element 331 gets the NFC managing element 
type (using the getType service) and the card application 
element list (using the listCardAID service). As a response, 
each of the NFC managing elements A and B via their respec 
tive APIs (which may, for example, be two of the APIs 332 
342) returns the complete list of the AIDs of the card appli 
cation elements which are supported, steps 606. The user 
interface element 224 builds a list of the card application 
elements using all the AIDS of the card application elements 
received from the NFC managing elements A and B, step 608. 
0090. In order to gather uniform and standardised infor 
mation for display for all the card application elements, the 
registration element 331 invokes the getCardName and get 
Card Icon services on the APIs of NFC managing element A 
and NFC managing element B. As a response, each of the 
NFC managing elements A and B provides the name and icon 
of its card application elements, steps 610. The registration 
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element 331 updates its list of card application elements from 
the information provided accordingly, step 612, and provides 
the list of card application elements to the user interface 
engine 330 for display to the user, 614. The user interface 
element 224 is then able to display the NFC managing ele 
ment and card application element information per type of 
service. Such as payment, ticketing, transport, access, etc. 
0091. The procedure described in FIG.6 may also occur if 
a NFC managing element A or B invokes the notify 
ForChanges service of the registration element 331. In the 
case when the NFC managing element A invokes this service, 
the registration element 331 may only invoke the services for 
the NFC managing element A in the steps 606 and 610 to 
refresh the content of the card application element informa 
tion accordingly. 
0092 FIG. 7 illustrates interactions that may occur 
between the user interface element 224 and an NFC managing 
element A, that has been registered with the registration ele 
ment 331, in an example when the user selects a card appli 
cation element to proceed with a contactless transaction. 
0093. First, the user selects the user interface element 224 
from the user interface of the mobile device 102, step 700. As 
a response, the user interface element 224 displays on a dis 
play of the mobile device 102 the list of the type of NFC 
services available to the user: payment, ticketing, loyalty etc. 
After the user selects one of the types of service he wants to 
use, the card application elements available are displayed by 
the user interface element 224 on the display of the mobile 
device 102, steps 702. 
0094. The user selects a card application element to pro 
ceed with the contactless transaction, step 704. In response to 
user selection of a card application element, the user interface 
engine 330 forwards a start transaction event to the registra 
tion element 331, step 706. As the selected card application 
element belongs to the NFC managing element A, the regis 
tration element 331 notifies the NFC managing element by 
invoking the selectCardAndProcess service, step 708. The 
NFC managing element A initialises itself, and activates the 
card application element and the NFC hardware (such as the 
NFC communication section 204), step 710. When the NFC 
managing element A is ready to proceed with the contactless 
transaction, the user interface element 224 is put on standby, 
step 712 and a user interface of the NFC managing element A 
is activated (step 714). The activated user interface notifies 
the user that the selection of the card application element has 
been successful. For example, it may display a message on the 
display of the mobile device 102 inviting the user to wave his 
mobile device in front of a reader terminal, step 716. At the 
end of the transaction, the user interface of the NFC managing 
element A displays an end of transaction notification mes 
sage. Such as timeout expiration, Successful, step 718. At this 
time, the NFC managing element A exits and the user inter 
face element 224 restarts, 720. 
0.095 Thus, in response to the user's selection, the user 
interface element 224 activates the NFC managing element A 
and the NFC managing element A proceeds with the NFC 
service as described above or may alternatively proceed to 
update a NFC service. 
0096. The following is another example illustrating a 
method for providing a NFC service by a mobile device in 
accordance with the disclosure. In the following example, the 
NFC service is a contactless payment service and reference is 
also made to FIG. 8. 
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0097. The user first launches the user interface element 
224 on the mobile device 102 by selecting its menu item or 
pressing the corresponding soft/Smart key. The user interface 
element 224 provides information to the user, for example via 
the display of the mobile device 102, relating to the NFC 
services available (for example those NFC services provided 
by the plurality of application elements associated with the 
registered NFC managing elements), step 800. The provided 
information may include a list of the contactless payment 
services available on the mobile device 102. The user selects 
one of the listed contactless payment services. A list of the 
payment card application elements available for payment 
appears on the display of the mobile device 102. The user 
selects the payment card he wants to pay with from the list the 
user interface element 224 displays, step 802. Once the user 
has selected a payment card, the user interface element 224 
triggers or activates the corresponding NFC managing ele 
ment to manage the corresponding card application element, 
step 804. If the NFC managing element accepts the payment 
request, the user interface element 224 stops and may be put 
on standby. The NFC managing element proceeds with the 
contactless payment transaction and leads the user through 
the transaction by displaying information on the display of 
the mobile device 102. 

0098. The payment transaction sequence and information 
displayed on the display of the mobile device 102 will depend 
on the capabilities of the NFC managing element. For 
instance, the NFC managing element may ask the user to 
enter a pass-code for authentication or not. After the success 
ful verification of the pass-code, it may ask the user to wave 
the mobile device 102 in front of the payment terminal. Then, 
it can notify the user once the transaction is successfully 
completed. At this time, the NFC managing element ends and 
the user interface element 224 restarts displaying the list of 
the payment card application elements. 
0099. In an example shown in FIG. 3, a database element 
316 is stored in the NFC unit 218 for storing summary infor 
mation for the NFC application elements 302-312 stored in 
the NFC unit 218. In an example, the database element may 
be an NFC application element. The summary information 
may include at least one parameter of each of the NFC appli 
cation elements 302-312 such as a graphical representation 
(e.g. a logo, animation or other brand image) or other identi 
fier of the NFC service associated with the NFC application 
element (such as a jingle or the Application Identifier (AID)). 
The Summary information may also or instead include per 
sonalised information or parameters for one or more NFC 
application elements in accordance with details of the user. 
For example, in the case of a payment application element, 
the personalised information may include the personal 
account number, cryptographic keys, or CALC. The Sum 
mary information may also or instead include a list of the 
NFC services associated with the NFC application elements 
302-312 stored in the NFC unit 218, a list of the NFC appli 
cation elements 302-312 and/or a list of the available NFC 
services grouped according to the type of NFC service. For 
example, the Summary information may include a list of the 
different NFC services such as payment, transport, ticketing 
or others the NFC unit 218 offers, and/or a list of the available 
payment cards, a list of the available loyalty cards and/or a list 
of the available transport tickets. 
0100. The information provided to the user by the user 
interface element 224 may be obtained from the summary 
information stored in the database element 316. In an 
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example, the user interface element 224 interfaces with the 
database element 316 through APDU commands which are 
defined according to the format defined in ISO 14443-4 or 
ISO 781 6-4. 
0101 The database element 316 is a stand alone applica 
tion that does not interface or share data with other NFC 
application elements stored in the NFC unit 218. The sum 
mary information may be provided to the database element 
316 (as with the user interface element 224) when the NFC 
application elements are stored in the NFC unit 218, for 
example when the NFC application elements are loaded and 
installed or personalised in the NFC unit 218. 
0102 The database element 316 may interface with the 
user interface element 224 to provide at least some or all of the 
following services and APDU commands: 
0103 Commands to set/get the Application Identifier 
(AID) of the different NFC application elements 302-312 
stored in the NFC unit 218. AID is the standardised way to 
identify applications in a Smart card according to the ISO 
7816 and Global Platform standards. The AID may be listed 
per service, use case or activity, Such as payment, transport, 
ticketing, loyalty, etc. The set/get commands can, for 
example, retrieve the list of the different NFC application 
elements for payment; 
0104 Command to set/get the default AID of a NFC appli 
cation element when further NFC application elements are 
related to the same use case or activity Such as in the case 
where there are multi-card payment application elements; 
and 
0105 Commands to manage a pool of Contactless Appli 
cation Lock Codes (CALC) or similar security codes for the 
NFC application elements. These commands allow verifying/ 
changing/activating/deactivating/unblocking the security 
codes. 
0106 Some payment application elements do not support 
the CALC feature by default. For these elements, in order that 
the user interface element 224 running in the mobile device 
can offer the user a security code or CALC service, the data 
base element 316 can be used to offer the user interface 
element 224 the possibility to support the CALC/security 
code feature on behalf of the payment application elements 
without having to modify the payment application element. 
Thus, the user interface element 224 is responsible for the 
implementation of the CALC user interface and for the CALC 
APDU command exchange with the database element 316. 
0107 As mobile phones accumulate new applications and 
become more advanced, Over-The-Air configuration has 
been used increasingly for distribution of new software 
updates to mobile phones or provisioning mobile phones with 
the necessary settings with which to access new services Such 
as WAP or MMS. The updates may include software updates 
from phone manufacturers or network operators or other third 
parties to software held in the mobile phone. Typically, 
mobile phones are updated OTA via data packets sent to the 
RF sections of the mobile phones from OTA servers which 
messages can provide remote control of mobile phones for 
service and Subscription activation, personalisation and pro 
gramming of a new service for mobile network operators and 
telecom third parties. 
0108. In an example of an embodiment of the disclosure, 
the updates may also include update information for one or 
more of the NFC services associated with the NFC applica 
tion elements 302-312 stored in the NFC unit 218. The update 
information may include instructions to add a new NFC appli 
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cation element to the NFC unit 218, instructions to update one 
or more parameters of a NFC application element stored in 
the NFC unit 218 and/or instructions to remove one or more 
NFC application elements stored in the NFC unit 218. The 
instructions to update one or more parameters may include 
personalisation information to update one or more parameters 
of a NFC application element in accordance with details of 
the user. For example, in the case of a payment application 
element, the personalisation information may include infor 
mation to set the personal account number, cryptographic 
keys, CALC or branding information for the end user. In the 
case of a payment card application element, the instructions 
to update one or more parameters may include instructions 
sent by the issuing bank to update the payment card expiration 
date, to change a security code, to set the credit card number, 
to set the security checks to be performed by the backend 
system during a payment transaction, to set the maximum 
amount for a payment transaction etc. The update information 
may additionally or alternatively include data or transaction 
information for the NFC service, such as payment details. 
0109 The parameters, including the personalisation infor 
mation, may be stored in the memory 402 of the NFC unit 218 
or a separate memory (not shown) of the NFC unit 218 or for 
example in the case of branding information may be stored in 
the mobile device 102. By storing the parameters in the NFC 
unit 218, when the NFC unit 218 is a removable module, the 
different NFC services and NFC application elements, as well 
as certain parameters (such as branding information, CALC 
information, default NFC application element, etc), are stored 
on the removable NFC unit 218 and are available to the user 
even when the NFC unit 218 is removed from one mobile 
device and inserted into another mobile device having NFC 
capability. 
0110. In the arrangement 100 shown in FIG. 1, an OTA 
server 112 provides updates to the mobile device 102 via the 
GSM communication system 104. Although one OTA server 
112 is shown, there may be more than one OTA server with 
each OTA server providing different updates. In an example 
in accordance with an embodiment of the disclosure, the 
update information provided by the OTA server 112 include 
updates to NFC application elements held in the mobile 
device 102. The OTA server 112 may be part of the GSM 
network operator or may be separate. 
0111. In the case of updates to a NFC service, in the 
example shown in FIG. 1 update information for a NFC 
service are held by a NFC service provider server 114 and sent 
to the OTA server 112 for transmission to the mobile device 
102. Only one NFC service provider server 114 is shown in 
FIG.1. It will however be appreciated that there may be more 
than one NFC service provider server 114 associated with the 
same or different service provider. The NFC service provider 
servers may be controlled and managed directly by the Ser 
Vice provider e.g. a bank or airline, or by a third party man 
aging the NFC service updates for a service provider. 
Although not shown in the example shown in FIG. 1, the 
update information for the NFC application elements may be 
sent by the OTA server 112 under the control of a Certification 
Authority (not shown) in order to enhance the security of the 
update process. The Certification Authority (not shown) man 
ages the security of the data exchange through mutual authen 
tication or data ciphering and signing based on cryptographic 
keys the servers share with the NFC unit 218. The Certifica 
tion Authority may be part of the OTA server or separate. The 
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OTA server 114 is thus able to load, install, update and per 
sonalise NFC application elements in the NFC unit 218. 
0112 The update may be triggered by the user or the OTA 
SeVe. 

0113. The update information sent from the OTA server 
112 is received at the RF communication section 202 of the 
mobile device 102 and at the processing unit 200 and trans 
ferred to the NFC unit 218 to update the NFC unit 218 under 
the control of the processing unit 200. The OTA server 112 
can thus dynamically update and manage the content of the 
NFC unit 218 OTA. It can remove, add or update the NFC 
application elements 302-312 or their parameters in the NFC 
unit 218. 
0114. If the managing application elements 318-328 asso 
ciated with the new or updated NFC application elements are 
already stored on the mobile device 102, the managing appli 
cation elements may receive a notification telling them their 
parameters have been updated or new applications have been 
installed as is described in more detail below. After receiving 
the notification, the managing application element fetches the 
update from the NFC unit 218. If the managing application 
element is not stored on the mobile device 102, or is notable 
to handle the new loaded and installed NFC application ele 
ments in the secure element, an update of this managing 
application element can also be done OTA. 
0115 Since the user interface element 224 provides to the 
user information relating to the available NFC services, the 
user interface element 224 needs to be notified accordingly to 
take these changes into account So that it can update the 
information displayed to the user to provide the user an 
updated list of the available NFC services and NFC applica 
tion elements that are present in the NFC unit 218 after an 
OTA update. The default NFC application element, the brand 
ing information, the CALC information may have changed 
too. Thus, the processing unit is further arranged to update the 
information provided to the user by the user interface element 
224 according to the received update information transferred 
to the NFC unit 218. In a mobile device having a database 
element 316, the database element 316 is updated when the 
received update information is transferred to the NFC unit 
and the information presented to the user may be updated 
from the updated information in the database element 316. 
0116. The Applicant's application (CS35357) filed on the 
same date as this application and entitled Wireless Commu 
nication Device for providing at least one Near Field Com 
munication Service provides more details as to how a NFC 
enabled mobile device may be updated OTA. The disclosure 
of that application is incorporated herein by reference. 
0117. It will be appreciated that the user interface element 
in accordance with examples described above enables a plu 
rality of NFC managing elements installed on an NFC 
enabled mobile device to be registered dynamically. Each 
time a new NFC managing element and its associated appli 
cation element is installed on the mobile device, the user 
interface element provides the possibility to register the NFC 
managing element with the user interface element. On the 
other hand, when an application element is removed from the 
mobile device, the user interface element facilitates the un 
registering of the associated NFC managing element from the 
user interface element. 

0118. In addition, the user interface element in accordance 
with the examples described above provides the user the 
possibility to update (install, add, update and uninstall) the 
NFC managing elements and the associated application ele 
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ments. The user may also have the possibility to install new 
card application elements in a NFC managing element. The 
user may also uninstall/update NFC managing elements 
already installed as well as their content (for example, update 
or delete card application elements). When a NFC managing 
element has been registered with the user interface element 
224, the user can select to uninstall or update it or its content. 
The user interface element triggers the NFC managing ele 
ment but does not proceed with the update itself. The NFC 
managing element is responsible for the Successful execution 
of the required action. 
0119 The user interface element in accordance with the 
examples described above may also provide a service for 
installing new NFC managing elements and/or new applica 
tion elements by downloading them OTA. After a successful 
loading the NFC managing elements may be automatically 
registered to the user interface element. 
0120. The user interface element in accordance with the 
examples described above defines a unique user interface for 
accessing the NFC services. The interface is application pro 
vider independent. It offers the same level of services for all 
the NFC managing elements that are registered. Only one 
menu entry and one soft key may be needed to launch the user 
interface element whatever the number of NFC managing 
elements have been installed on the mobile device. The means 
of accessing the user interface element may be further cus 
tomized depending on the mobile device which allows better 
ergonomics. 
0121 The user interface element in accordance with the 
examples described above provides a standardised format for 
the list of card application elements for display to the user for 
card selection which is more user friendly than having lots of 
different formats from different providers. The NFC manag 
ing elements provide information on the card application 
elements they manage in a standardized manner. Thus, the 
user interface element displays uniform card list information 
to the user for selection, such as card name, card icon, etc. 
0122 The user interface element in accordance with the 
examples described above provide the user with a list of card 
application elements available for payment, ticketing, trans 
port, access, loyalty etc. Each NFC managing element that is 
registered to the user interface element provides its list of card 
application elements. A NFC managing element manages 
dynamically its card list. When a card application element is 
added or removed, the NFC managing element updates its list 
accordingly. The user interface element simply gathers the 
card lists of the different NFC managing elements that are 
registered. 
0123. The user interface element in accordance with the 
examples described above activates or triggers a NFC man 
aging element after the user selected a NFC service associ 
ated with the NFC managing element and lets the NFC man 
aging element proceed with the contactless transaction or 
update the selected NFC service. The NFC managing element 
is responsible for the initialization (hardware and software), 
execution and end of transaction detection, has the control of 
the contactless transaction and has to inform the user of the 
progress of the contactless transaction. The user interface 
element execution stops once the NFC managing element is 
ready to start the transaction and restarts executing when the 
NFC managing element flow ends e.g. when the NFC man 
aging element notifies the user of the end of the contactless 
transaction. On re-start, the user interface element may offer 
the user to proceed with another NFC service. 

Jul. 29, 2010 

0.124. By collecting information relating to the plurality of 
NFC services that can be provided by the phone and being 
arranged to initiate or activate a NFC service in response to 
user input, the user interface element in accordance with the 
disclosure may act as a single entry point for accessing and 
activating the different NFC services on a mobile device that 
is independent of the different application element providers. 
The user interface element in accordance with the disclosure 
thus provides an user friendly mechanism to support a plu 
rality of application elements including those of the same 
type from different providers (e.g. contactless card applica 
tion elements from different providers). The user interface 
element enables information for the different application ele 
ments to be collected and presented to the user in a simple 
user friendly manner, for example, by a central menu which 
lists the different types of available NFC services, and enables 
the user to select and initiate a NFC service out of a plurality 
of NFC services via the information presented to the user 
which selected NFC service is then provided by the NFC 
managing element of the selected NFC service managing the 
appropriate application element(s). Thus, for example, in the 
case when a user's mobile device has a plurality of NFC 
payment application elements from different providers stored 
in the NFC unit, a user via a single press of a button may select 
a NFC payment service (e.g. a default contactless payment 
card application element) without having to look through all 
the different application elements stored in the NFC unit to 
find and select a NFC payment application element. 
0125 The solution provided by user interface element in 
accordance with the disclosure provides a common platform 
across the different application elements stored in the mobile 
device which is independent of the application element pro 
viders. Thus, the issues with handling legacy (i.e. existing) 
application elements, such as PayPassTM NFC application 
element from MasterCard(R), Visa Smart Debit CreditTM 
(VSDC) NFC application element from Visa R or Express 
PayTM NFC application element from American Express(R) 
are avoided. 
0.126 The user interface element in accordance with the 
disclosure can dynamically manage NFC application ele 
ments so as to trigger a NFC service, or update the NFC 
services provided by the mobile device. The updating of the 
NFC services may include installing a new NFC service by 
adding a new application element, updating an existing NFC 
service by updating one or more parameters of an existing 
application element or removing a NFC service by removing 
an application element. 
I0127. In devices having the database element, the database 
element can Support the dynamic storage of Summary infor 
mation for the NFC application elements stored in the NFC 
unit, such as a list of the NFC services, a list of the application 
elements and their properties which Summary information 
can be dynamically updated when the NFC services are 
updated OTA. 
I0128. In the foregoing description, the invention has been 
described with reference to specific examples of embodi 
ments of the invention. It will, however, be evident that vari 
ous modifications and changes may be made therein without 
departing from the broaderscope of the invention as set forth 
in the appended claims. 

1. A wireless communication device for providing at least 
one Near Field Communication service to a user, the wireless 
communication device comprising: 
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a Near Field Communication unit for storing a plurality of 
application elements for use in providing a plurality of 
Near Field Communication services; 

a plurality of Near Field Communication managing ele 
ments, each of the plurality of Near Field Communica 
tion managing elements being associated with at least 
one of the plurality of application elements stored in the 
Near Field Communication unit for managing the at 
least one associated application element of the plurality 
of application elements; and 

a user interface element for interfacing with at least some 
of the Near Field Communication managing elements, 
and for providing information to a user relating to the 
Near Field Communication services provided by the 
plurality of application elements associated with the at 
least some of the Near Field Communication managing 
elements, wherein in operation the user interface ele 
ment in response to user selection of a Near Field Com 
munication service based on the user provided informa 
tion is further arranged to activate the Near Field 
Communication managing element of the selected Near 
Field Communication service to manage the at least one 
associated application element. 

2. The wireless device according to claim 1, wherein the 
user interface element includes a registration element for 
registering a Near Field Communication managing element 
associated with at least one of the plurality of application 
elements, the user interface element being arranged to inter 
face with registered Near Field Communication managing 
elements. 

3. The wireless communication device of claim 1, wherein 
each of the plurality of Near Field Communication managing 
elements is arranged to manage the at least one associated 
application element so as to control the at least one associated 
application element to provide a Near Field Communication 
service or to update a Near Field Communication service. 

4. The wireless communication device of claim3, wherein 
each of the plurality of Near Field Communication managing 
elements is arranged to update a Near Field Communication 
service by adding a new application element to the Near Field 
Communication unit, by updating one or more parameters of 
the at least one associated application element and by remov 
ing the at least one associated application element stored in 
the Near Field Communication unit. 

5. The wireless communication device of claim 1, wherein 
the user interface element is arranged to receive information 
relating to the at least some of the Near Field Communication 
managing elements and the plurality of application elements 
associated with the at least some of the Near Field Commu 
nication managing elements, to process the received informa 
tion so as to provide processed information relating to the 
plurality of available Near Field Communication services and 
to provide the processed information to the user. 

6. The wireless communication device of claim 5, wherein 
each of the plurality of Near Field Communication services 
associated with the stored plurality of application elements is 
related to a type of Near Field Communication service and 
wherein the user interface element is arranged to process the 
received information by sorting the plurality of Near Field 
Communication services according to the type such that the 
processed information provided to the user includes a list of 
the different types of the plurality of Near Field Communi 
cation services. 
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7. The wireless communication device of claim 6, wherein 
the processed information provided to the user further 
includes for each type of Near Field Communication service, 
a list of the Near Field Communication services of that type. 

8. The wireless communication device of claim 1, wherein 
the Near Field Communication unit is further arranged to 
store a database element for storing Summary information for 
the plurality of application elements. 

9. The wireless communication device according to claim 
8, wherein the summary information includes at least one of: 

a list of the plurality of Near Field Communication services 
associated with the stored plurality of application ele 
ments; 

a list of different types of Near Field Communication ser 
vices provided by the plurality of Near Field Communi 
cation services; and 

at least one parameter of each of the plurality of application 
elements, the at least one parameter of an application 
element including one of the following: a graphical rep 
resentation of the application element, an identifier of 
the application element, and a lock code for the applica 
tion element. 

10. The wireless communication device of claim 1, further 
comprising a plurality of Application Program Interfaces, 
each one of the plurality of Application Program Interfaces 
being associated with a respective one of the plurality of Near 
Field Communication managing elements and for providing 
an interface between the respective Near Field Communica 
tion managing element and the user interface element, 
wherein the user interface element is arranged to activate a 
Near Field Communication managing element to initiate a 
Near Field Communication service or to update the at least 
one associated application element or to retrieve information 
relating to the at least one associated application element 
through the respective Application Program Interface. 

11. A method of providing a Near Field Communication 
service by a wireless communication device, the wireless 
communication device having a Near Field Communication 
unit for storing a plurality of application elements for use in 
providing a plurality of Near Field Communication services, 
a plurality of Near Field Communication managing elements, 
each of the plurality of Near Field Communication managing 
elements being associated with at least one of the plurality of 
application elements stored in the Near Field Communication 
unit for managing the at least one associated application 
element of the plurality of application elements and a user 
interface element for interfacing with at least some of the 
Near Field Communication managing elements, the method 
comprising: 

providing by the user interface element information to a 
user relating to the Near Field Communication services 
provided by the plurality of application elements asso 
ciated with the at least some of the Near Field Commu 
nication managing elements: 

selecting by a user a Near Field Communication service 
based on the user provided information; and 

activating by the user interface element the Near Field 
Communication managing element of the selected Near 
Field Communication service to manage the at least one 
associated application element. 

12. The method according to claim 11, further comprising 
registering a Near Field Communication managing element 
associated with at least one of the plurality of application 
elements, the user interface element being arranged to inter 
face with registered Near Field Communication managing 
elements. 
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