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As with all forms of payment, using a credit card comes with an inherent level of risk. After all, hackers

and thieves make a career of figuring out ways to steal your credit card details so they can run up

fraudulent charges. This is true for in-person purchases, as well as those made online.

Fortunately, many  protection, meaning you won’t be on the

hook for fraudulent charges posted to your account. Further protection afforded by the Fair Credit Billing

Po
ik

e/
G

et
ty

 Im
ag

es

More info

editorial integrity

how we make money

Key takeaways

Businesses should be EMV compliant to avoid being held responsible for credit card fraud.•

EMV compliance requires businesses to use EMV card readers to process credit card transactions.•

Your business could still face liability for fraud in some situations, even if you are EMV compliant.•

credit cards come with zero fraud liability
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Act (FCBA) ensures you’ll never be liable for more than $50 in fraudulent charges posted to your

account.

Chip card protections
Another layer of protection you can expect to see with most credit cards comes in the form of a chip.

 are also called EMV-enabled credit cards, due to the EMV technology used to

create them (EMV stands for “Europay, Mastercard and Visa,” signifying the three major credit card

providers).

Before chip technology, all credit cards used a magnetic stripe to store cardholder data. But where

magnetic stripe credit cards can be “ ” by hackers and thieves, this type of theft is much less

common with chip credit cards.

Today, chip cards can be either:

With both types of chip cards, the embedded chip holds your payment data and provides a unique code

for every purchase you make. The code that is generated is only good for that single transaction, and the

codes are always changing. As a result, credit cards with chip technology are considerably more difficult

to hack than their magnetic stripe counterparts.

While EMV technology is intended to cut down on consumer credit card fraud, it also helps businesses

reduce  that result from fraudulent purchases.

How do I use an EMV card to make a purchase?
Compared to swiping magnetic stripe cards, completing an in-person transaction with an EMV-enabled

credit card requires a different process.

Specifically, both chip and PIN and chip and signature credit cards require shoppers to dip their credit

card into the terminal, at which point the card is read and a unique token is created for the transaction.

From there, cardholders either enter their PINs (if they have chip and PIN credit cards) or provide their

signatures (if they hold chip and signature cards).

What is the EMV compliance standard?
Major credit card issuers asked that most U.S. businesses that accept credit cards move toward an EMV-

compliant credit card point of sale (POS) system by Oct. 1, 2015 (for fuel retailers, the EMV liability

deadline was April 2021).

Chip-enabled credit cards

skimmed

Chip and PIN cards, which require customers to enter their personal identification number (PIN) to
complete a transaction, or

Chip and signature cards, which use a signature instead of a PIN to verify the cardholder’s identity.

chargebacks
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This deadline also instituted a shift in liability in terms of who would be responsible for fraudulent

charges. Prior to Oct. 1, 2015, either the merchant or card issuer could be held liable for losses due to

fraud. After this date, however, liability shifted to whichever party — the merchant or the card issuer —

was the least compliant with EMV requirements.

In theory, this deadline should have been enough to motivate businesses to change their payment

systems in order to reduce fraud and avoid financial losses. However, many businesses have not yet

upgraded their payment systems, though there is momentum in the right direction.

According to , the number of U.S. retailers who accept EMV-enabled cards increased 825 percent

from September of 2015 until June of 2019, growing from 392,000 to 3.7 million merchants.

How does EMV compliance affect you as a business
owner?
Businesses are not currently being fined for not upgrading their payment systems. If you’re a business

owner who hasn’t yet upgraded to EMV-compliant systems, you should do so — but you won’t be on the

hook for government penalties if you don’t make the change.

While EMV compliance is more of an industry standard that serves as a guideline, rather than a

government-mandated law, you could still face liability for fraud and chargeback situations if you aren’t

compliant.

When will you be liable?

If you haven’t upgraded to an EMV-compliant card terminal, but you process EMV credit card

transactions, you may be found liable if any fraud occurs. That’s because, although the card issuer was

compliant, you aren’t since you haven’t upgraded your card reader to be EMV compliant.

Even if you have upgraded to an EMV-compliant card terminal, you may be liable for fraudulent

transactions if you manually entered the customer’s card information, rather than processing the card in

the terminal.

When will you not be liable?

If you process a magnetic stripe card on your EMV-compliant card terminal, and the transaction turns out

to be fraudulent, you likely won’t be held liable since you used an upgraded card reader.

Further, if you process an EMV credit card on your EMV-compliant system, and the transaction turns out

to be fraudulent, you shouldn’t be held responsible since you’re compliant with the EMV standard.

How small businesses should adjust their practices
In order to minimize your risk of being held liable for credit card fraud, there are a few measures you’ll

want to take. To start, ensure you’re compliant with the EMV standard, and make the switch to an EMV-

Visa

O N  T H I S  PAG E

6/28/24, 10:31 AM What Is EMV Compliance Law And Should Your Business Worry About It? | Bankrate

https://www.bankrate.com/credit-cards/business/what-is-emv-compliance-law-should-your-business-worry/#best 3/6

OV Loop Inc. 
Ex. 2012 - Page 3

https://usa.visa.com/visa-everywhere/blog/bdp/2019/09/03/visa-emv-chip-1567530138363.html
https://usa.visa.com/visa-everywhere/blog/bdp/2019/09/03/visa-emv-chip-1567530138363.html


Related Articles

compliant card reader if you haven’t done so already. Vendors like Square offer EMV-compliant readers

for small businesses that you can easily use at your point of sale.

Also, make it a practice to keep copies of credit card receipts and relevant order documentation. If you

ever have to make a case to a card issuer refuting a customer chargeback, having all the information at

hand can help you make a good case. For instance, in a case of “card not present” fraud, you could

present the issuer with shipping information and delivery confirmation, as well as any records of your

communication with the customer.

Finally, make it a policy that, if a customer transaction doesn’t go through on your EMV-compliant card

reader, you won’t .

The bottom line
EMV-enabled credit cards are usable anywhere credit cards are accepted, but you should also know 

 when it comes to EMV technology. In Europe, for example, most countries

made the transition to EMV technology years ago, and chip and PIN cards are now the norm.

If you’re a business owner, be aware that, while you can’t be legally prosecuted for not upgrading to

EMV-compliant payment systems, making the switch should still be a priority. With the deadline for EMV

implementations now past, you risk facing liability in credit card fraud situations if your business remains

out of compliance with this industry standard.

manually enter their card information
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