
US010902399B2 

( 12 ) United States Patent ( 10 ) Patent No .: US 10,902,399 B2 
( 45 ) Date of Patent : Jan. 26 , 2021 Fisher 

( 54 ) USING A MOBILE DEVICE FOR POINT OF 
ENTRY NFC TRANSACTIONS 

( 58 ) Field of Classification Search 
USPC 455 / 552.1 
See application file for complete search history . 

( 75 ) Inventor : Michelle Fisher , Oakland , CA ( US ) 
( 56 ) References Cited 

( 73 ) Assignee : Michelle Fisher , Berkeley , CA ( US ) 
U.S. PATENT DOCUMENTS 

( * ) Notice : Subject to any disclaimer , the term of this 
patent is extended or adjusted under 35 
U.S.C. 154 ( b ) by 0 days . 

386/46 6,038,367 A 
6,101,483 A 

3/2000 Abecassis 
8/2000 Petrovich 

( Continued ) 
( 21 ) Appl . No .: 12 / 592,581 FOREIGN PATENT DOCUMENTS 
( 22 ) Filed : Nov. 25 , 2009 EP 

WO 
1503352 

WO 2006095212 A1 
2/2005 
9/2006 ( 65 ) Prior Publication Data 

US 2010/0161403 A1 Jun . 24 , 2010 OTHER PUBLICATIONS 

( 63 ) 
Related U.S. Application Data 

Continuation of application No. 11 / 467,441 , filed on 
Aug. 25 , 2006 , now abandoned . 

( Continued ) 

Office Action for U.S. Appl . No. 11 / 939,821 dated Aug. 17 , 2010 . 
( Continued ) 

Primary Examiner Steven S Kelley 

( 51 ) Int . Ci . 
G06Q 20/20 ( 2012.01 ) 
G06Q 20/32 ( 2012.01 ) 
G06Q 30/02 ( 2012.01 ) 
G06Q 20/10 ( 2012.01 ) 
G06Q 20/42 ( 2012.01 ) 
H04W 4/80 ( 2018.01 ) 

( Continued ) 
( 52 ) U.S. CI . 

CPC G06Q 20/202 ( 2013.01 ) ; G06Q 20/102 
( 2013.01 ) ; G06Q 20/20 ( 2013.01 ) ; G06Q 
20/204 ( 2013.01 ) ; G06Q 20/32 ( 2013.01 ) ; 

G06Q 20/325 ( 2013.01 ) ; G06Q 20/327 
( 2013.01 ) ; G06Q 20/3226 ( 2013.01 ) ; G06Q 

20/3227 ( 2013.01 ) ; G06Q 20/3278 ( 2013.01 ) ; 
G06Q 20/387 ( 2013.01 ) ; G06Q 20/401 

( 2013.01 ) ; G06Q 20/425 ( 2013.01 ) ; G06Q 
30/0238 ( 2013.01 ) ; H04W 4/80 ( 2018.02 ) 

( 57 ) ABSTRACT 

The present invention provides a method and apparatus for 
completing a transaction using a wireless mobile commu 
nication channel and another communication channel , par 
ticularly another communication channel that provides for 
near field radio channels ( NFC ) , as well as other commu 
nication channels , such as Bluetooth or WIFI . The present 
invention also provides a method of completing a transac 
tion in which a management server assists a transaction 
server and a point of sale terminal in forwarding transaction 
information to a hand - held mobile device , with the transac 
tion having originated from the hand - held mobile device . 
There is also provided a hand - held mobile device that 
wirelessly communicates between a secure element and a 
radio element that are associated with the hand - held mobile 
device . 
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USING A MOBILE DEVICE FOR POINT OF munication channel and another communication channel , 
ENTRY NFC TRANSACTIONS particularly another communication channel that provides 

for near field radio channels ( NFC ) , as well as other com CLAIM OF PRIORITY munication channels , such as Bluetooth or WIFI . 
This invention is a continuation of U.S. patent application In one aspect of the invention , the present invention 

provides a method of completing a transaction in which a Ser . No. 11 / 467,441 filed Aug. 25 , 2006 , entitled “ Method 
and Apparatus for Completing a Transaction Using a Wire management server assists a transaction server and a point of 
less Mobile Communication Channel and Another Commu sale terminal in forwarding transaction information to a 
nication Channel ” which claims the benefit of U.S. Provi- hand - held mobile device , with the transaction having origi 
sional Application Ser . No. 60 / 766,171 filed Dec. 31 , 2005 , nated from the hand - held mobile device . 
entitled “ Mobile Credit Card Account Installer ” and U.S. In another aspect of the invention , there is provided a 
Provisional Application Ser . No. 60 / 766,172 filed Dec. 31 , hand - held mobile device that wirelessly communicates 
2005 entitled “ Mobile Ticket ” and are expressly incorpo- between a secure element and a radio element that are 
rated by reference . associated with the hand - held mobile device . 

FIELD OF THE INVENTION In still another aspect of the invention there is provided a 
hand - held mobile device that has a secure element that is 

The present invention relates to a method and apparatus insertable into a body of the hand - held mobile device , to 
for completing a transaction using a wireless mobile com- thereby allow for wired communication between the secure 
munication channel and another communication channel , 20 element and a radio element of the hand - held mobile device . 
particularly another communication channel that provides A method according to the invention includes the steps of 
for near field radio channels ( NFC ) , as well as other com- sending a first transaction request signal from a first trans 
munication channels , such as Bluetooth or WIFI . ceiver to any one of a plurality of conventional point - of - sale 

terminals using a first communication channel , the transac BACKGROUND OF THE INVENTION 25 tion request signal including an identifier stored in the secure 
Online transactions , such as for purchasing goods or memory and that is associated with the user of the hand - held 

mobile device , thereby causing the one conventional point receiving downloads or tickets , which involve personal of - sale terminal to transmit the transaction request signal to computers and the Internet are well known . Further , mobile 
wireless communication devices , such as cell phones , black a transaction server that is remote from the point - of - sale 
berries or other personal digital assistants are also being 30 device ; 
used for making transactions . receiving from a management server a first transaction 

For example , U.S. Patent Application No. US / 2003 / response signal at the second transceiver over a second 
0172028 provides a description of a personal payment communication channel that is different than the first com 
system that utilizes a wireless enabled device such as a cell munication channel , wherein the management server obtains 
phone . As described , this system interacts using a Bluetooth 35 transaction data from a transaction server , associates the 
protocol with a terminal located nearby . transaction data with the user , and provides at least some of 

In another example , U.S. Pat . No. 7,031,945 describes a the transaction data as the first transaction response signal to 
system and method that provides an electronic ticket to a the second transceiver ; and 
smart card or standard wireless device that is identified with displaying at least some of the first transaction response 
a user's account . 40 signal on the visual display associated with the hand - held 

Further , wireless mobile devices that include a near field mobile device . 
communication ( NFC ) device , coupled with some type of In another embodiment is described a system for assisting 
transaction device having a code , such as a smart card that a user to complete a transaction . The system comprises a uses an RFID for identification purposes , allow for debit 
cards to securely make a simple transaction , such as pur- 45 ing : a processor ; a secure memory coupled to the processor ; hand - held mobile device , the hand - held mobile device hav 
chasing a bus ticket , by simply waving the wireless mobile a first transceiver coupled to the processor and adapted to device near a reader installed on the bus , so that the bus fare 
is deducted from a total amount that is available stored on send transaction request signals and receive transaction 
the smart card of the wireless mobile device , or by forward response signals over a first communication channel , the 
ing the fare to a server that can identify the identification transaction request signals and the transaction response 
code of the particular RFID and then subsequently charge 50 signals associated with the transaction ; a visual display coupled to the processor , and a second radio transceiver 

While the above exemplary references illustrate that cer- coupled to the processor and adapted to send outgoing voice 
tain simple transactions are possible and known using and data signals and receive incoming voice and data signals 
mobile wireless communication devices , one problem asso over a second communication channel that is different than 
ciated with them is that they are not typically useful in a 55 the first communication channel , the incoming and outgoing 
wide range of different areas , but are tied to a specific data signals including transaction signals associated with the 
platform . For example , NFC devices are only usable with transaction . Included in the system is also a point - of - sale 
NFC readers , which are not common at present . Another terminal that receives one of the transaction request signals 
problem is that other mobile wireless communication and transmits the one transaction request signal to the 
devices have very limited ability to be used in transactions . 60 transaction server ; a transaction server that receives the one 

The present invention attempts to overcome the above and transaction request signal from the point - of - sale terminal , 
other problems . verifies the transaction , and forwards a transaction verifica 

tion signal to the management server ; and a management 
SUMMARY OF THE INVENTION server that receives the transaction verification signal , iden 

65 tifies the user corresponding thereto , and provides as one of 
The present invention provides a method and apparatus the transaction signals a first transaction response signal to 

for completing a transaction using a wireless mobile com- the second radio transceiver . 

the user . 
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BRIEF DESCRIPTION OF THE DRAWINGS provides as one of the transaction signals , a first transaction 
response signal back to the mobile device 110 . 

These and other aspects and features of the present In one embodiment , the first transaction response signal is 
invention will become apparent to those of ordinary skill in communicated back to the mobile device 110 using a 
the art upon review of the following description of specific 5 communication channel that is different from the commu 
embodiments of the invention in conjunction with the nication channel used to initiate the transaction , which can 
accompanying figures , wherein : have advantages . In another embodiment , different transac 
FIG . 1 illustrates an overview block diagram of the tion response signals can be communicated back to the 

system according to the present invention ; mobile device 110 using communication channels from the 
FIGS . 2A , 2B1 , 2B2A , 2B2B and 2C illustrate mores 10 management server 180 to the radio element 120 associated 

with the device 110 , as well as from the management server details regarding certain of the components illustrated in 180 to the secure element 130 through the POS terminal 150 FIG . 1 ; or the POE terminal 190. Further detailed descriptions of FIGS . 3A - 3D provide a flowchart of a preferred embodi these embodiments will be provided hereinafter . ment for conducting a transaction according to the present FIG . 2A illustrates a preferred embodiment of the radio invention ; and element 120 associated with the mobile device 110 , and 
FIG . 4 illustrates another embodiment of a mobile device illustrates the radio element 120 connected to the display according to the present invention . 124 of the mobile device 110. As illustrated , the radio 

element 120 includes a radio transceiver 122 that is adapted DETAILED DESCRIPTION OF THE 20 to send outgoing voice and data signals and receive incom 
PREFERRED EMBODIMENTS ing voice and data signals over a radio communication 

channel . Such a radio communication channel is preferably 
The present invention provides a system and method for a digital radio communication channel , such as CDMA or 

assisting a user to complete a transaction . A preferred GSM . Such a radio communication channel has the capacity 
embodiment of the system is illustrated in FIG . 1 . 25 to communicate both voice and data messages using con 
One feature of the system 100 is the hand - held mobile ventional techniques that need not be described further 

device 110. The mobile device 110 includes a radio element herein . 
120 and a secure element 130. A display 124 is shown The radio transceiver 122 communicates with a radio 
associated with the radio element 120 , and antennas , not processor 123 , which processor has the capability to perform 
labeled , are shown as associated with each of the radio 30 not only the radio communication services necessary to 
element 120 and the secure element 130 , although it is noted allow for phone and data communications , but can also 
that the illustration of antenna can physically be imple- execute various programs that are stored in the memory 126 , 
mented in a manner that is different from the wireless which programs can receive inputs from the user via the 
antenna shown , such as by a stripe is passed along a reader , display 124 and / or a keypad 125 associated with the mobile 
or some other transmission mechanism . Although elements 35 device 110 . 
120 and 130 are shown as distinct and separate , and display Application programs running on the radio processor 123 
124 is shown as connected to the radio element 120 , it will are commonly BREW or J2ME applications and can encom 
be understood that other configurations are within the scope pass a broad array of application types . For example , current 
of the invention , in particular , a combination in which a applications include games , enterprise applications , and 
single processor is used to execute the functions that are 40 multimedia applications . While all such applications can be 
currently performed and described herein as being provided used with the present invention , or particular significance 
by both the radio element 120 and the secure element 130 , with the present invention are applications , as described 
as described further herein . Further as illustrated in FIG . 1 , further herein , that provide movie & event information 
both the radio element 120 and the secure element 130 are applications that provide for ticket , content , item and service 
internal to the mobile device 110 as illustrated , although in 45 purchases and payment management ( wallet ) applications . 
certain embodiments the secure element 130 can be external The radio processor 123 also has the capability of recog 
to the mobile device 110 , as described hereinafter . Also , nizing secure communications , and transmits data which 
various different functionalities can be included within the must be stored in a secure environment to the secure element 
radio element 120 and the secure element 130 , as also driver 128 , for transmission to the secure element 130 , 
described hereinafter . 50 where , in this preferred embodiment , with both the radio 
As an overview , the mobile device 110 has the function- element 120 and the secure element 130 being internal to the 

ality to communicate with one of many different a point of mobile device 110 , such communicating takes place using 
sale ( POS ) terminals 150-1 to 150 - n , preferably in a con- an internal wired communication channel . The radio pro 
tactless manner using some type of wireless protocol , as cessor 123 also has the capability of receiving data from the 
mentioned hereinafter . It can also similarly communicate 55 secure element 130 , in the same manner using the internal 
with one of many point of entry ( POE ) terminals 190-1 to wired communication channel in this preferred embodiment 
190 - n . as described . In a preferred embodiment the secure element 
The point - of - sale terminal 150 receives one of the trans- 130 and the radio element 120 communicate using signals 

action request signals from the mobile device 110 and described in the Java Card 2.1 Platform API Specification . 
transmits the one transaction request signal to the transaction 60 In a preferred embodiment , both the radio element 120 
server 170 , typically using a communication channel 160 and the secure element 130 are both disposed internally 
such as the internet . The transaction server 170 that receives within a body of the mobile device 110. In a variant 
the one transaction request signal from the point - of - sale implementation , illustrated in FIG . 4 , the mobile device 110 
terminal 150 verifies the transaction , and forwards a trans- contain a slot 400 , which allows for the insertion of a secure 
action verification signal to the management server 180. The 65 element 130 into the slot 400 and thus the physical insertion , 
management server 180 that receives the transaction verifi- mechanical and electrical connection as needed . In this 
cation signal , identifies the user corresponding thereto , and configuration , the secure element can be purchased inde 
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pendently of the mobile device 110. The secure element 130 radio element 120 , since there is not communications with 
can also be disposed into a slot 400 that only provides for the radio element 120 via the path of driver 128 . 
physical insertion and mechanical connection to the body of If either of the transceivers 129 or 136 are not associated 
the mobile device 110 , and can then preferably include a with the respective radio element 120 or secure element 130 , 
transceiver that allows for the communication with the radio 5 and there is no direct connection between the radio element 
element 130 using a wireless local communication channel . 120 an the secure element 130 , then a direct communication 

The radio element 120 also is illustrated as optionally link between the radio element 120 an the secure element 
including another transceiver 129 , such as a Bluetooth or 130 will not exist . As such , while ticketing and many 
WIFI transceiver , which can transmit and receive signals transactions can still exist , data from a real - time transaction 
with an external device and then communicate signals to and 10 performed using the secure element 130 cannot be made 
from the radio processor 123. This additional communica- directly available to the radio processor and the applications 
tion channel allows for communications between other stored thereon , which can prevent , for example , certain 
external devices , such as an external Bluetooth enabled redundancy checks to occur , such as a ticketing application 
smartcard , and provides an additional communication chan- in which , after the ticket order has been placed , the ticketing 
nel that is useful for certain transactions , as described further 15 application in the memory 126 associated with the radio 
herein . element 130 can be programmed to provide an alert if the 
FIG . 2B1 illustrates a preferred embodiment of the secure ticket receipt , via the management server 180 , has not been 

element 130 associated with the mobile device 110 , the received within a certain period of time . Such an alert would 
secure element 130 being commonly known as a smart card . not be possible to program directly ( although it could be 
As illustrated , the secure element 130 has a secure processor 20 programmed indirectly via the button panel on the phone , 
132 , a secure memory 133 and a POS transceiver 134 though such an implementation requires extra user interven 
adapted to send transaction request signals and receive tion , which , if possible , one attempts to avoid in transactions 
transaction response signals over a first communication such as this . 
channel . The secure processor 132 communicates via the FIG . 2B2B shows a modified secure element 130 " , in 
secure element driver 128 with the radio processor 123 , 25 which the secure element does not include a processor that 
using , as mentioned above , signals described in the Java is capable of bidirectional communications , but instead is a 
Card 2.1 Platform API Specification . The transaction request passive device 138 ' , such as an RFID sticker or some other 
signals and the transaction response signals associated with tag , that allows for a user identification , such that a trans 
the transaction preferably include identification code asso- action that is initiated with the passive device 138 ' will cause 
ciated with the user , as well as information relative to the 30 the management server 180 to perform the transaction 
transaction , such as item , quantity , vendor , as is known . The details . In this implementation , the code received from the 
POS transceiver 134 is preferably an NFC device of some POS terminal 150 or the POE terminal 190 is transmitted 
type , which uses an NFC m em , although it can also be a from the POS terminal 150 or the POE terminal 190 to the 
Bluetooth , WIFI or other transceiver . In the case of the management server 190 , which then takes over the transac 
implementation of the POS transceiver being an NFC 35 tion . This passive device 138 ' , with the identification code 
modem , such an NFC modem will typically have a set of stored thereon , can thus be associated with a mobile device 
registers that can be read / written by the secure processor 110 not otherwise equipped for such communications , and 
132. These registers are in turn available for reading and the management server 190 can provide transactional infor 
writing over the RFID communications channel and serve as mation to the mobile device 110 using available channels on 
a sort of shared memory between the secure processor 123 40 the mobile device ( such as audio , sms or other known data 
within the secure element 130 and the RFID reader that is transmission methods ) . While bidirectional communications 
associated with the POS terminal 150. This communication do not occur with other devices , transactions are possible , 
is specified , for example , in the ISO 14443A / B standard . because the management server 190 is involved . 

Illustrated in an alternative embodiment is the inclusion of The point of sale terminal 150 illustrated in FIG . 2C is 
a radio / Bluetooth / WIFI transceiver 136 , which can commu- 45 conventional , in that it has the capability of electronically 
nicate with other devices , such as a transceiver associated reading information from a device equipped to transmit 
with the radio processor 120 or for other external devices information in a format that it reads . Thus , the reader 152 
having those communication capabilities , thus allowing for within the point of sale terminal 150 can be of one or many 
more flexibility . types . If the point of sale terminal reader 152 includes the 
FIG . 2B2A shows a modified secure element 130 , in 50 provision for NFC communications , then simply bringing 

which the radio element 120 does not communicate with the the secure element 130 with the NFC transceiver will cause 
secure element through a secure element driver 128 of some initiation of a transaction and the transmission of the iden 
type . In this case , for example , the secure element 130 may tification code associated with the secure element 130 and 
be external to the mobile device 110 and as such is not thus the user . 
connected to the radio element through the secure element 55 For the embodiments described above , various software 
driver 128. In such an implementation , however , if the that is downloaded into the memory 126 of the radio element 
transceiver 136 as described above is included , and a similar 120 and the secure memory 132 of the secure element 130 , 
transceiver 129 associated with the radio element 130 as along with software resident on the management server 180 , 
described previously with respect to FIG . 2A is included , will cooperate at a layer that is above the physical layer of 
then this communication channel can be used to wirelessly 60 the communications , in order for the desired transaction to 
obtain direct communications between the radio element occur . This software is implemented using based upon 
120 and the secure element 130 . known knowledge of mobile device 110 internals and appli 

This implementation allows for certain bidirectional com- cation platforms , NFC , smartcard internals and application 
munications with other devices , as well as with the radio platforms , payment protocols ( e.g. PayPass ) , and the work 
element 120 , and as such more functionality and flexibility 65 ing / workflow associated with POS and POE terminals , and 
is achieved . This implementation is particularly useful since the transaction and management servers . In addition , the 
it establishes a direct local communication path with the present invention provides for piggybacking a tunneling 
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protocol on top of the payment protocol , so that the secure the invention . Debit card and cash card transactions are 
elements 130 can communicate with the transaction server similar to credit card transactions , with variations being 
170 and / or the management server 180 , without modifica- implemented to account for the differences that exist in those 
tion to the POS terminal 150 or the POE terminal 190. As types of transactions , which types of transactions are well 
such , this includes software within the secure element 130 5 understood . Coupons can be implemented with the inven 
that embeds the required information in fields which will not tion , in much the same manner as tickets , though coupons 
adversely affect the performance of the POS terminal 150 can be transmitted without there being payment . 
and / or the POE terminal 190 , and also software in transac Many of the transaction types noted herein will , as is tion server 170 that will extract the piggybacked payload , 
associate the payload with the management server 180 if 10 ment 130 and the radio element 120. As such , due to that 

apparent , require communication between the secure ele 
needed , and then authenticate , authorize , and execute trans 
fers of transaction information to the management server requirement , a significant part of the preceding discussion 

has been directed to how to implement that communication , 180 . 
In another embodiment , the piggybacked payload is sent , particularly for mobile devices 110 that are not manufac 

instead of to the transaction server 170 , tured to allow for such communications . management 15 
server 180 , which can then associate the transaction and An example of a typical transaction requiring such com 
notify the transaction server 170 , the POS terminal 150 munication between the secure element 130 and the radio 
and / or the POE terminal as needed . element 120 is one in which the POS terminal 150 allows for 

Another significant aspect of the present invention is that the transfer of detailed purchase information from the POS 
the management server 180 has the capability of storing 20 terminal 150 to the secure element 130 , as well as transac 
codes that are from a variety of different mobile devices . tional information from the POS terminal 150 and / or the 
Thus , codes that are associated with a smart card having an transaction server 170 to the management server 180. The 
RFID can be stored , as can be codes stored from an RFID management server 180 can then also communicate with the 
sticker , as well as codes that are associated with a smart card radio element 120 via the radio channel . This allows for the 
that communicates using a slide reader , Bluetooth , or an 25 matching and reconciliation of detailed purchase informa 
NFC channel , for example . As such , the management server tion and , if the transaction fails , failure details can be 
180 can store user personal and credit and transactional matched to the purchase information , and forwarded in 
information and history , including a code associated with the real - time to the user via the radio element 120 . 
user , for a variety of different mobile devices , thereby In another embodiment of the invention , there is included 
allowing a system which can scale . the provision for different phones to communicate the results 

FIGS . 3A - 3D illustrate a flowchart of the present inven- of a transaction , particularly using the POS transceiver or 
tion , and the various steps that are included in a particular one of the Bluetooth / Wifi transceivers . In this embodiment , 
transaction , with reference to which of the various devices after a transaction has been completed with one of the 
are implementing this step . As the flowchart is self - explana mobile devices 110a , another mobile device 110b can 
tory , a further discussion is not provided herein . receive information regarding the transaction completed . 

The present invention , as described previously , allows for Thus , for instance , if mobile device 110a purchases two 
various different programs to exist within the memory 126 tickets , one of the tickets can be transmitted to the mobile 
of the radio element 120 , as well as in the secure memory device 11b by each using a POS transceiver or one of the 
132 of the secure element 130 , as mentioned above . Bluetooth / Wifi transceivers . 
The present invention can also be interfaced with certain 40 Although the present invention has been particularly 

known and implanted payment protocols , such as Paypass . described with reference to embodiments thereof , it should 
For implementing these additional payment protocols , be readily apparent to those of ordinary skill in the art that 
implementation of streaming communication protocols ( in various changes , modifications and substitutes are intended 
the full NFC case ) , protocols for session setup , and con within the form and details thereof , without departing from 
figuration of communications modules and secure data areas 45 the spirit and scope of the invention . Accordingly , it will be 
as needed is necessary , taking into account the communi- appreciated that in numerous instances some features of the 
cation protocol used ( e.g. NFC , Bluetooth , WIFI , CDMA , invention will be employed without a corresponding use of 
3rd Generation CDMA for example ) as well as file transfer other features . Further , those skilled in the art will under 
protocols and facilities access protocols . In particular , in stand that variations can be made in the number and arrange 
implementing such protocols , it is preferable to provide for 50 ment of components illustrated in the above figures . It is 
the ability to extract transaction information from the POS intended that the scope of the appended claims include such 
terminal 150 to the secure element 130 during the course of changes and modifications . 
the local interaction between the POS terminal 150 and the 
secure element 130. For instance , the implementation of What is claimed : 
PayPass within the invention will take note , and alert the 55 1. A method for conducting a Near Field Communication 
application running on the radio processor 123 that a pur- ( NFC ) transaction using an NFC protocol , the method 
chase or purchase attempt has occurred , as noted above in comprising : 
the context of the alert discussion . It is also preferable to maintaining an identification code associated with a user 
provide the ability to augment the information passed via the and a secure element application configured to use the 
PayPass protocol to the POS terminal 150 and thence to the 60 NFC protocol in a secure element memory , the secure 
transaction server 170 with additional fields containing the element memory , a secure element processor and a 
elements of the tunneling protocol , for subsequent process- secure element transceiver supporting a first commu 
ing by the transaction server 170 , either directly , or through nication channel comprising the NFC protocol included 
the management server 180 , as described above . in a secure element embedded within the body of a 

The two transaction workflows that have been specifically 65 mobile device , the mobile device comprising of a 
discussed above are the credit card and ticketing workflows . mobile device memory , a mobile device processor , and 
Other transaction flows are also intended within the scope of a mobile device wireless transceiver ; 
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executing the secure element application in response to a 12. The method of claim 1 , further wherein the NFC 
near field communication inductive signal by an NFC application is executed without using the mobile device 
terminal ; processor . 

wirelessly transmitting , using the secure element appli- 13. The method of claim 1 , wherein the server verifies 
cation , a transaction request including the identification 5 information related to the transaction request . 
code associated with the user via the secure element 14. A mobile device using a Near Field Communication 
transceiver over a first communication channel to the ( NFC ) protocol to conduct an NFC transaction , the mobile 
NFC terminal in response to the near field communi- device comprising : 
cation inductive signal by the NFC terminal , wherein a mobile device memory ; 
the transaction request including the identification code a mobile device processor ; 
associated with the user is transmitted over a second a secure element permanently embedded within the body 
communication channel that is different than the first of the mobile device , the secure element including a 
communication channel to a server for processing the secure element memory that maintains an identification 
NFC transaction using a payment method stored at the code associated with a user and a secure element 
server that corresponds to the identification code asso application configured to use the NFC protocol , a 
ciated with the user , wherein the NFC terminal and the secure element processor , a secure element transceiver 
first communication channel is configured to use the supporting a first communication channel comprising 
NFC protocol ; and the NFC protocol , wherein the secure element appli 

after a payment has been processed by the server , receiv- 20 cation is executed in response to a near field commu 
ing a transaction response at the mobile application nication inductive signal by an NFC terminal and the 
from the server over the second communication chan- secure element application wirelessly transmits a trans 
nel . action request including the identification code associ 

2. The method of claim 1 , further wherein the secure ated with the user over a first communication channel 
element receives the transaction response from the server via 25 via the secure element transceiver to the NFC terminal 
the NFC terminal during an NFC inductive interaction in response to the near field communication inductive 
between the secure element and the NFC terminal . signal by the NFC terminal , further wherein the trans 

3. The method of claim 1 , wherein the transaction action request including the identification code associ 
ated with the user is transmitted over a second com response comprises at least one of a transaction number , munication channel that is different from the first receipt , ticket , coupon , or content . communication channel to a server for processing of 4. The method of claim 1 , further wherein the secure the NFC transaction using a payment method stored at element application operates above a physical level to the server that corresponds the identification code enable the NFC transaction . associated with the user , the NFC terminal and first 5. The method of claim 1 , wherein the payment method is communication channel configured to use the NFC a credit card , debit card , or cash card . protocol ; and 

6. The method of claim 1 , further wherein during the NFC a mobile device wireless transceiver , that after a payment transaction , a coupon is automatically applied during an has been processed by the server , receives a transaction 
NFC inductive interaction between the secure element and response from the server over the second communica 
the NFC terminal . tion channel . 

7. The method of claim 1 , further wherein based on 15. The mobile device of claim 14 , further wherein , the 
information related to the identification code , the NFC secure element receives the transaction response from the 
terminal transmits the identification code to a specific server server via the NFC terminal during an NFC inductive 
for processing the NFC transaction using the payment interaction between the secure element and the NFC termi 
method stored at the server that correspond to the identifi- 45 nal . 
cation code . 16. The mobile device of claim 14 , wherein the transac 

8. The method of claim 1 , further wherein , the transaction tion response comprises at least one of a transaction number , 
response is based on the server correlating the identification receipt , ticket , coupon , or content . 
code associated with the user , information related to the 17. The mobile device of claim 14 , further wherein the 
payment method , information related to a user , information 50 secure element application operates above a physical level to 
related to the NFC transaction , and information related to enable the NFC transaction . 
transaction history . 18. The mobile device of claim 14 , wherein the payment 

9. The method of claim 1 , further wherein the , mobile method is a credit card , debit card , or cash card . 
application sends an alert to the server if it has not received 19. The mobile device of claim 14 , further wherein during 
the transaction response from the server within a certain 55 the NFC transaction , a coupon is automatically applied 
period of time . during an NFC inductive interaction between the secure 

10. The method of claim 2 , further wherein , the mobile element and the NFC terminal . 
application receives the transaction response from the secure 20. The mobile device of claim 14 , further wherein based 
element using an internal wired communication channel on information related to the identification code , the NFC 
between the secure element and the mobile device and 60 terminal transmits the identification code to a specific server 
further wherein mobile application sends an alert to the for processing the NFC transaction using the payment 
server if the mobile device has not received the transaction method stored at the server that corresponds to the identi 
response from the secure element within a certain period of fication code . 
time . 21. The mobile device of claim 14 , further wherein , the 

11. The method of claim 1 , further wherein the server is 65 transaction response is based on the server correlating the 
configured to store a single identification code associated identification code associated with the user , information 
with the user for a variety of the user's mobile devices . related to the payment method , information related to the 
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user , information related to the NFC transaction , and infor 
mation related to transaction history . 

22. The mobile device of claim 14 , further wherein the , 
mobile application sends an alert to the server if it has not 
received the transaction response from the server within a 
certain period of time . 

23. The mobile device of claim 15 , further wherein , the 
mobile application receives the transaction response from 
the secure element using an internal wired communication 
channel between the secure element and the mobile device 10 
and further wherein the mobile application sends an alert to 
the server if the mobile device has not received the trans 
action response from the secure element within a certain 
period of time . 

24. The mobile device of claim 14 , further wherein the 15 
server is configured to store a single identification code 
associated with the user for a variety of the user's mobile 
devices . 

25. The mobile device of claim 14 , further wherein the 
NFC application is executed without using the mobile 20 
device processor . 

26. The mobile device of claim 14 , wherein the server 
verifies information related to the transaction request . 
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