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The ‘171 Patent-Priority Date
• The ‘171Patent’s Provisionals 

do not support its claims 
• Patent Owner’s stipulated 

priority date: Aug. 30, 2012

Paper 14

Paper 1 at 21-24
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Prior Art Cryptogram/MAC Generation
• Payment textbooks since the 1980s have recommended generation of a 

Message Authentication Code (MAC) using a cryptographic key with each funds 
transfer message

• This prevents fraud by preventing someone without the secret key to “introduce 
a spurious message” into the funds transfer system

– Only a device with the secret key is allowed to conduct a transaction

Ex[1034] 17-18

Paper 1 at 18-19, 47, 56
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The ‘171 Patent Uses Standardized, Existing 
Cryptograms/MACs

Ex[1001] Fig. 2, 25:40-63

‘171 Patent: 2008 EMV Standard (TC, ARQC, etc):

EX[1020] 99-100, 141, 149

Paper 26 at 12, 15, 22, 2-27; Paper 1 at 18-19, 56
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The ‘171 Patent Uses Standardized, Existing 
Cryptograms/MACs (Cont’d)

Ex[1001] Fig. 2, 25:40-63

‘171 Patent: Mastercard Paypass (CVC3):

EX[1016] [0053]

EX[1058], 109
Paper 1 at 56, Paper 26 at 12 & n.10, 21, 27
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The ‘171 Patent
• Patent Owner characterized the invention as the use of a non-permanent 

(single-use) key for cryptogram generation to conduct payment at an 
existing, standardized Point of Sale terminal:

• Notably, the non-permanent key was not in the provisionals

Ex[1002] 617-618

Paper 1 at 22-23, Paper 26 at 1
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The ‘171 Patent
• Non-permanent/changing keys for MAC/Cryptogram generation were 

already the standard in the art:

Paper 1 at 42

Ex[1001] 27:33-36

‘171 Patent: 2008 EMV Standard’s “temporary key” based 
on an incrementing transaction counter:

Ex[1020] §8.1.2, AnnexD3 p.101, 163
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The Prior Art – Collinge and Fiske
• The idea of sending a single-use/session key to a phone from a server was 

disclosed by both Collinge and Fiske as their inventions. 
– For Collinge, it is the KSUN

– For Fiske, it is EMV’s ICC Session Key 

Mobile device

Server

Collinge, Ex[1009] Fig. 6 Fiske Ex[1012] Fig. 5, 14:21-34

Paper 1 at 38, 40, 41, 67-68, 69, 73
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• Petitioner expressly relied upon the background knowledge of the 
person skilled in the art in its grounds:

• Standards are well-established background art to be considered in an 
IPR obviousness analysis (Paper 26, at 7, 25)

– “we do not see why, even if the CableLabs specification is not incorporated by 
reference in Gonder itself, it cannot be considered as showing the 
background knowledge that a [POSITA] would have had in reading Gonder.” 
Dish Network L.L.C. v. Broadband Itv, Inc., IPR2020-01267, Paper 25 at 15 
(P.T.A.B. Apr. 1, 2021)

• The card payment industry is highly standardized. (See Pet. at 16-18). 
Therefore, a POSITA would need to be familiar with standard practices to 
understand and implement these techniques—it is not relevant whether 
any part of the standard is “mandatory.” (Paper 26, at 1, 7, 8; Ex[1050], ¶¶ 
20-21.)

EMV and Associated Payment Standards Must 
Be Considered For Their Background Context

Paper 1 at 13
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EMV and Associated Payment Standards Must 
Be Considered For Their Background Context

“…the Supreme Court criticized a rigid
approach to determining obviousness based
on the disclosures of individual prior-art
references, with little recourse to the
knowledge, creativity, and common sense that
an ordinarily skilled artisan would have
brought to bear when considering
combinations or modifications.... Rejecting a
blinkered focus on individual documents,
the Court required an analysis that reads
the prior art in context, taking account of …
‘the background knowledge possessed by a
person having ordinary skill in the art,’…”

Paper 26 at 4-5, 7

Randall Mfg. v. Rea, 733 F.3d 1355 (Fed. Cir.
2013)

“...that the Board was declining to consider
Exhibit 1010, even as evidence of the
background understanding of skilled
artisans …simply because the brochure had
not been identified at the petition stage as one
of the pieces of prior art defining a
combination for obviousness. If that is what
the Board meant, the Board erred.
[Background] Art can legitimately serve to
document the knowledge that skilled
artisans would bring to bear in reading the
prior art identified as producing
obviousness”

Paper 26 at 4-5, 7

Ariosa Diagnostics v. Verinata Health, Inc., 805
F. 3d 1359 (Fed. Cir. 2015)
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EMV and Associated Payment Standards
• The ‘171 Patent (and the Collinge and Fiske references) presume reader’s background 

knowledge of the EMV standard and EMV-compliant payment standards such as 
PayPass:

Ex[1009] 14, 22

Ex[1001] 26:50-59, 34:55-60

Ex[1012], 2:54-59

‘171 Patent:
Collinge:

Fiske:

Paper 26 at 5, 8
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The ‘171 Patent
• The claimed invention in the ‘171 Patent relies on existing payment 

standards to operate, e.g. the patent references “PayPass,” an EMV-
compliant Mastercard payment specification, 47 times throughout the 
specifications, and in multiple figures, both as background and for 
implementation of the invention, e.g.:

Col. 7: Col. 14:

Col. 47:

Paper 26 at 5-7

Col. 25:

Col. 31:
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The ‘171 Patent
• The ‘171 Patent Outright Copies MasterCard’s PayPass-MagStripe

Specification, Because That is What It Was Trying to Implement

Paper 26 at 5-7; EX1050 Annex B
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The ‘171 Patent
• The ‘171 Patent Outright Copies MasterCard’s PayPass-MagStripe

Specification, Because That is What It Was Trying to Implement

Paper 26 at 5-7; EX1050 Annex B
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The ‘171 Patent
• The ‘171 Patent Outright Copies MasterCard’s PayPass-MagStripe

Specification, Because That is What It Was Trying to Implement

Paper 26 at 5-7; EX1050 Annex B
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The ‘171 Patent
• The ‘171 Patent Outright Copies MasterCard’s PayPass-MagStripe

Specification, Because That is What It Was Trying to Implement

Paper 26 at 5-7; EX1050 Annex B
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EMV and Associated Payment Standards
• Numerous contemporaneous sources confirm that a POSITA working with card or 

mobile device payment systems would be very familiar with EMV and PayPass 
specifications

“Mechanism to allow the use of disposable 
cards on a system designed to accept cards 
conforming to the standards of the global 
payments industry”, Ex[1052] 4:56-57 “Apparatus, method, and computer program 

product for recovering torn smart payment 
device transactions”, Ex[1053] 5:14-40, 
10:47-52

“EMV Transactions in Mobile Terminals”, 
Ex[1054] 3:33-44

“Multi-purpose transaction card system”, 
Ex[1055] 45:33-35

Paper 1 at 17-20, 38, 44-46, 50, 54, 67; Paper 26 at 6-7, 14
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EMV and Associated Payment Standards
• Numerous contemporaneous sources confirm and corroborate that a POSITA 

working with card or mobile device payment systems would be very familiar with 
EMV and PayPass specifications (cont’d)

“Multi-purpose transaction card system”, 
Ex[1057] [0287]

“Apparatus and method for integrated 
payment and electronic merchandise 
transfer” Ex[1056] [0045]

“Using a mobile device for point of entry 
NFC transactions”, Ex[1061] 6:60-66, 7:40-60

“Systems and methods for reducing the 
unauthorized resale of event tickets”, 
Ex[1062] [0134]
Paper 1 at 17-20, 38, 44-46, 50, 54, 67; Paper 26 at 6-7, 14
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EMV and Associated Payment Standards
• It was well known that Mastercard’s PayPass specification, recited in Collinge and 

the ‘171 Patent, is an EMV-compliant standard.

PayPass Spec., Ex[1058], at 9

PayPass Spec., Ex[1059], at 35

Paper 1 at 28, 49-50, 54; Paper 26 at 5-8

PayPass Specification:
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EMV and Associated Payment Standards
• In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass 

specifications themselves, it was well known to a POSITA that PayPass recited in 
Collinge is an EMV-compliant standard.

Fiske Suppl. Decl., Ex[1050], Annex A

Paper 26, at 6, 14
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EMV and Associated Payment Standards
• In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass 

specifications themselves, it was well known to a POSITA that PayPass recited in 
Collinge is an EMV-compliant standard.

Fiske Suppl. Decl., Ex[1050], Annex A

Paper 26, at 6, 14
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EMV and Associated Payment Standards
• In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass 

specifications themselves, it was well known to a POSITA that PayPass recited in 
Collinge is an EMV-compliant standard.

Fiske Suppl. Decl., Ex[1050], Annex A

Paper 26, at 6, 14
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EMV and Associated Payment Standards
• In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass 

specifications themselves, it was well known to a POSITA that PayPass recited in 
Collinge is an EMV-compliant standard.

Fiske Suppl. Decl., Ex[1050], Annex A

Paper 26, at 6, 14
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EMV and Associated Payment Standards
• In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass 

specifications themselves, it was well known to a POSITA that PayPass recited in 
Collinge is an EMV-compliant standard.

Fiske Suppl. Decl., Ex[1050], Annex A
Paper 26, at 6, 14
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EMV and Associated Payment Standards
• By 2012, there were a large number of EMV-compliant cards and terminals 

worldwide, with a well recognized trend toward migration in the U.S.

• Indeed, Patent Owner’s expert himself acknowledged that the U.S. had targeted 
transition to EMV by 2015. 

First Data White Paper, Ex[1041] at 2.

Easttom Decl., Ex[2009] 37.
Paper 26 at 5
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EMV and Associated Payment Standards
• Therefore, a POSITA in 2012 working with payment systems would be familiar with 

EMV as background knowledge.

Fiske Supp. Decl., Ex[1050] ¶ 13.

Paper 26 at 5
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DISCLOSURE 
INCORPORATED BY 

REFERENCE
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Prior Art Status of Disclosures in Provisional Applications

• Petitioner does not contend the Collinge 
Provisional is prior art. 

• The Collinge publication (Ex[1011]) is prior art, 
and its disclosure includes the disclosures from 
the provisional applications that are 
incorporated by reference. 

• Incorporated disclosures are properly 
considered

– Advanced Display Sys. Inc. v. Kent State University, 
212 F.3d 1272 (Fed. Cir. 2000) (“[m]aterial not 
explicitly contained in the single, prior art 
document may still be considered for purposes of 
anticipation if that material is incorporated by 
reference”)

– Comcast Cable Comms, LLC v. Rovi Guides, Inc., 
IPR2017-01065, Paper 35 (P.T.A.B. Oct. 15, 2018) 
(“we are persuaded that [the provisional 
application] can be relied upon for its disclosure, 
having been properly incorporated by 
reference…into [the published patent]”). Collinge Non-Provisional, Ex[1011]

Paper 1 at 36, n.5; Paper 26 at 1-4

Paper 1 at 36

Petition:
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Prior Art Status of Disclosures in Provisional Applications
• Collinge’s incorporation statement is proper and effective

• Harari v. Lee, 656 F.3d 1331, 1335 (Fed. Cir. 2011) (holding incorporation 
statement that read “The disclosures of the two applications are hereby 
incorporate[d] by reference” was “broad and unequivocal” and thereby 
sufficient to incorporate the entirety of the two patent applications into 
the document); Paice LLC v. Ford Motor Co., 881 F.3d 894, 907 (Fed. Cir. 
2018); Comcast Cable Commc’ns, LLC v. Rovi Guides, Inc., No. IPR2017-
01065, Paper 35 (P.T.A.B. Oct. 15, 2018); Ex Parte Gary K. Michelson, No. 
APPEAL 2012-004146, 2015 WL 5118373, at *3-4 (P.T.A.B. Aug. 27, 2015). 

• Incorporating allegedly “nonpublic” information is effective as long as 
such information is public on publication/issuance.

• In re Hawkins, 486 F.2d 569, 574 (C.C.P.A. 1973) (“the function of section 
112 …is only violated if the  disclosure is not complete at the time it is 
made public, i.e., at the issue date”)  (emphasis in original); In re Lundak, 
773 F.2d 1216, 1222 (Fed. Cir. 1985)  (disclosure requirements satisfied by 
“public access after grant” of the patent).

• By Office rule, the Collinge provisionals were public at least as of 
Collinge’s publication

• 37 C.F.R. § 1.14(a)(1)(iv)-(v)
• Ex 1009, Ex 1010

Paper 26 at 1-3
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GROUNDS 1/2 -
COLLINGE
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Claim 1
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[1.A-3] “request”
• Collinge discloses credential communications initiated by the transmission 

of a CAP token from the user’s phone/device:

Paper 1 at 40
Ex[1009] Fig. 7 (annotated)
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[1.A-3] “request”
• Collinge explicitly characterizes the provisioning of the payment credential 

as “a pull request”:  

• Provisioning of the credential is initiated by transmission of a CAP token 
for authentication:

Ex[1009], 41

Ex[1009], 42

Paper 1 at 40; Paper 26 at 9
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[1.A-3] “request”
• Collinge discloses a deterministic sequence initiated by the transmission of 

a CAP token:

Ex[1009], 21, 22
Paper 1 at 38
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[1.A-3] “request”
• Collinge discloses a deterministic sequence that was initiated by the 

transmission of a CAP token:

Ex[1011], [0082]-[0085]

Paper 1 at 38-41
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[1.A-3] “request”
• Petitioner also showed that a “request” was an obvious way to obtain the 

needed information among a finite number of predictable alternatives

Paper 1 at 40-41

Petition:
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[1.C] “associated with”

• PO’s argument is premised on the assumption that a key is only 
“associated with” an account if the account number can be recovered from 
a key

• PO offers no support for this narrow construction, and abandons it in Sur-
Reply

Paper 26 at 10
Paper 28 at 5

Paper 22 at 18
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[1.C] “associated with”

• Collinge’s Non-Permanent Key (KSUN) is “associated with the account” in three 
ways:

– 1) It is generated in response to an account-specific request, and only provided if 
validation succeeds

– 2) It is generated based on an account-specific counter

– 3) It is generated based on an account specific key (KDUN) that is computed based on the 
account number (PAN)

Ex1009 at 28

Ex1009 at 26-27 Paper 1 at 43
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[1.C] “associated with”
• Generation of KSUN requires generation of value “Y”
• Y uniquely identifies an account at a given issuer because it contains the 

entirety of the individual account number:

Ex[1011], [0069]

X = 5012 3456 7890 1234 01
Y

Issuer 
Identification 
Number

Ex[1065] §7.4.1

Individual 
Account 
Number

Paper 26 at 10-11
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[1.C] “associated with”

• Generation of KDUN using IMKUN and Y
• Because IMKUN (IMK = Issuer Master Key 

(see Ex[1009], 31]) is unique to an issuer, 
the resulting KDUN is uniquely associated 
with the account because a different 
issuer would have a different IMKUN and a 
different account at that issuer would 
have a different Y.

• Generation of KSUN using KDUN and 
ATC (transaction counter)

• Because KDUN is uniquely associated with 
the account, the resulting KSUN is also 
uniquely associated with the account 
because a different account would have a 
KDUN

Ex[1009], 27

Ex[1009], 28

Paper 1 at 43, Paper 26 at 10-11



43BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[1.C/1E-3] APDU Response

• Limitation 1.C expressly has to do with receiving a “first set of data”
• The claim limitations related to that data being used to formulate and 

“application protocol data unit” are separately claimed and analyzed in the 
petition with element 1.E-3.

• PO merely ignores the Petition’s explanation as to application protocol 
data units
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[1.C/1E-3] APDU Response

• The Petition explains how Collinge’s “first set of data” is used to generate a 
cryptogram and pass it to the POS via a “standardized EMV” APDU

Petition:

Paper 1 at 45-46

***
Paper 1 at 43-44
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[1.C/1E-3] APDU Response

• The Petition explains how Collinge’s “first set of data” is used to generate a 
cryptogram and pass it to the POS via a “standardized EMV” APDU

Petition:

Paper 1 at 48-49



46BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[1.C] APDU Response
• Because PayPass is EMV-compliant and a POSITA would be familiar with 

EMV, a POSITA would know that the response from a card is communicated 
with an APDU, which is simply the standard message format.

EMV Book 3, Ex[1021] §§ 6.1-6.2 at 57-58

Radu, Ex[1037], 46-47

Paper 1 at 38, 43-44, Paper 26 at 11
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[1.C] APDU Response
• Collinge states that its technique is applicable to Paypass, and a Skilled 

Artisan would know any command and response (including the 
cryptogram) will be sent in an APDU

PayPass Spec, Ex[1058], §III.3.1 at 23

PayPass Spec, Ex[1059], §2.4.1 at 25

Paper 1 at 38, 43-44, Paper 26 at 11
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[1.E-2] Cryptogram (CVC3) Calculation
• Collinge explicitly recites a formula for calculation of cryptogram (CVC3) 

using the single-use key, KSUN

• A POSITA understands that a cryptogram such as CVC3 or Application 
Cryptogram is a Message Authentication Code, generated with 3DES 
algorithm.

Ex[1009], 29-30

EMV Book 2, Ex[1020], §8.1.1 at 100 EMV Book 2, Ex[1020], §8.1.1 at 141, 149

Paper 1 at 47, Paper 26 at 12
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[1.E-2] Cryptogram (CVC3) Calculation
• Collinge improved upon PayPass-MagStripe by using a one-time 

cryptographic key KSUN, rather than static key (e.g. KDCVC3), for generation 
of the application cryptogram/MAC (CVC3), while maintaining 
compatibility with the existing PayPass-MagStripe terminal 
infrastructure/payment messaging. 

• Generation of KDCVC3 vs. KSUN: both are 16-byte keys (Ex[1050] ¶35)

PayPass Spec., Ex[1058] §III.3.8.1 at 108

Ex[1009], 28

Ex[1009], 27

Paper 1 at 47, Paper 26 at 12-13
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[1.E-2] Cryptogram (CVC3) Calculation
• KSUN can be used in place of a KDCVC3 to generate the CVC3 in exactly the 

same way, thereby maintaining compatibility (Ex[1050] ¶35)

PayPass Spec., Ex[1058] §III.3.8.2 at 109

Ex[1009] 29-30

Paper 26 at 12-13
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[1.E-2] Cryptogram (CVC3) Calculation
• It is also common knowledge that MACs including CVC3s are calculated 

using triple DES algorithm, and the DES algorithm would not include the 
encryption key in its encrypted text. (Ex[1050] ¶36)

Meyer, Ex[1034], 17

Radah, Ex[1039] 29-30Does not contain 
the key (K)

Paper 1 at 47, Paper 26 at 12-13, n.11
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[1.E-3] R-APDU w/ Cryptogram and Account ID
• CVC3 and Application Cryptogram (AC) are well known in the art to be names of 

response cryptograms generated by the payment application for authorization of a 
transaction in an EMV-compliant transaction.

• In particular, Kernel behavior supporting a Mastercard brand or cards are defined in 
EMV Contactless Book C-2

Radu, Ex[1037], 54, 57

“Mechanism to allow the use 
of disposable cards on a 
system designed to accept 
cards conforming to the 
standards of the global 
payments industry”, Ex[1052] 
14:63-65 

EMV Book C-2, Ex[1026], 23

Paper 26 at 14
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[1.E-3] R-APDU w/ Cryptogram and Account ID
• A POSITA reviewing Collinge would be familiar with the PayPass 

Specification, and know that PayPass is Mastercard’s implementation of 
contactless EMV-compliant transactions, and/or find it obvious to 
implement Collinge to be EMV-compliant

EMV Book C-2, Ex[1026], §§3.4.2, 3.8.2, 5.2
PayPass Spec, Ex[1058], §III.3.1 at 23

Paper 26 at 
14-15
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[1.E-3] R-APDU w/ Cryptogram and Account ID
• In a Mastercard transaction, the cryptogram and account number are 

returned in different R-APDUs, satisfying the construction where “at least 
one response [APDU]” i.e. more than one ADPU “contain[] the response 
cryptogram and an account identifier for the account.”

Paper 1 at 49-
50, Paper 26 
at 14-15

EMV Book C-2, Ex[1026], §§3.4.2, 3.8.2, 5.2
PayPass Spec, Ex[1058], §III.3.1 at 23
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[1.E-3] R-APDU w/ Cryptogram and Account ID
• Alternatively, in a VISA EMV transaction, the “card” may return an AC in the 

same APDU message with the Track 2 Equivalent Data with the PAN, in 
response to the GPO command. Ex[1027] §§2.4.1, 5.2.2.3, 5.4.3.2, Table E-6.

EMV Book C-3, Ex[1027] §2.4.1 at 24

EMV Book C-3, Ex[1027] §5.2.2.3 at 38, § 5.4.3.2 at 62 (instructing continued processing of the 
response to the GPO command at § 5.4.3, including examination of cryptogram at § 5.4.3.2, 
consistent with §2.4.1’s disclosure that a cryptogram is returned in the same response to GPO)

EMV Book C-3, Ex[1027] Table E-6 at 159 (Track 
2 data includes PAN)

Paper 1 at 49-
50, Paper 26 
at 14-15
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[1.E-3] R-APDU w/ Cryptogram and Account ID
• Collinge is compatible with EMV because its single-use key, KSUN, is a 16-byte 

value (Ex[1050] ¶35), and thus can be used directly as the 16-byte Application 
Cryptogram Session Key for EMV mode transactions.

Ex[1020] §A1.3.1, §8.1.2.
Paper 26 at 15, n.13
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[10/27] Remote Computer System
• Petitioner’s mapping of remote computer system includes functions of 

authorization, which includes the issuer system connected to the “cloud 
system”

Ex[1009] [0046], Fig. 7

Paper 1 at 38-41, 
58-59; 
Paper 26 at 17
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[10/27] Remote Computer System
• Dr. Fiske’s analysis is not limited to the cloud system— he merely acknowledged 

that the functionality expressly recited in claim 1 was performed in Collinge’s
remote SE system, which is only a part of the remote computer system in the blue-
boxed portion, and that system can encompass multiple computers. 

Ex[1009] Fig. 7

Ex[1049], 25:25-26:8, 73:3-
75:9

Paper 26 at 18
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[10.B]/[27.B] Remote Computer System
• See [1.C] above:

– Collinge Provisionals do not teach that retrieval of KSUN is done using only the 
ATC—it is generated also with KDUN, which is in turn generated from PAN 
(values X and Y)

– KSUN is generated uniquely with and for a PAN and is specific to a PAN. 

Ex[1009], 27 Ex[1009], 28

X = 5412 7512 3412 3456 01
Y

Issuer 
Identification 
Number

Individual 
Account 
Number

Paper 1 at 43, 59; Paper 26 at 10-11, 18
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[10.C]/[27.C] Validating CVC3
• Collinge teaches that the technique for validating a cryptogram/message 

authentication code, such as CVC3, was “apparent” to a POSITA, and this is 
corroborated by the cited payment-textbook as the well-established 
practice for transaction authorization.

Collinge, Ex[1011], [0087]

Radu, Ex[1037], 58Radu, Ex[1037], 57

Paper 1 at 59, Paper 26 at 18-19
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[8.A] Provisioning Data incl. Account ID
• This element is obvious because Collinge discloses receiving from a 

remote-SE all necessary “payment credentials” to create a transaction 
request message, which would include “account information (e.g. PAN)”

• Also, it would be obvious to send an account identifier along with the key, 
so that the mobile device knows which account’s key it is receiving, which 
a POSITA would understand would be useful when designing a card 
capable of being used with multiple accounts or a credential wallet usable 
with multiple accounts. Ex[1050] ¶48.

Ex[1011], [0009]

Paper 26 at 19-20
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[8.B] Post-Transaction Provisioning
• Contrary to PO’s assertions (POR, 40), KSUN in Collinge is not generated by 

the mobile device and is instead generated at the remote computer 
system. 

• Therefore, logically and obviously, when the mobile device uses up the 
one-time key KSUN after an interrogation (i.e. transaction), it should request 
a new KSUN for the next transaction, and in response, the remote computer 
system would generate and send a new set of credential data for that 
account.

Ex[1011], [0083]

Paper 26 at 20
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[4/15/20/32] Compliance w/ Card Specification
• The Collinge Provisionals state that the invention enables PayPass 

transactions, where interrogation is standardized, including by the PayPass 
Specification and as evidenced by the ’171 Patent itself.

PayPass Spec, Ex[1058], §III.3.1 at 23
‘171 Patent, Ex[1001] at 25:50-63, 31:55-60

Paper 26 at 21



64BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[6/22] Use of 3DES Algorithm
• The Collinge Provisionals explicitly state that the cryptogram is generated 

using 3DES algorithm

Ex[1009], [0071] at 29-30

Paper 1 at 56, Paper 26 at 21-22
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[16/33] Use of an Issuer Master Key (IMK)
• Use of Issuer Master Keys to derive keys used to generate MAC 

cryptograms is well known and standardized:

Collinge, Ex[1011] [0083]

Ex[1020] §§8.1.2, A1.3.1, A1.4

Radu, Ex[1037], 58

Paper 1 at 62; Paper 26 at 22
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[16/33] Use of an Issuer Master Key (IMK)
• Dr. Fiske did not say that Collinge departed from EMV’s key derivation 

approach of using issuer master keys in session key derivation. Cf. POR, 
48-49. He merely noted that Collinge uses an additional piece of data 
(UNCLOUD) in that process, which is not prohibited by the EMV standard. 

Ex[1049] 77:12-78:17

Paper 26 at 22
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[8/9] Provisioning Data incl. Account ID

• It is obvious to a POSITA to 
include PAN in the credential 
data provisioned to the mobile 
device, based on Fiske’s 
multiple references to how this 
PAN would be included with the 
cryptogram by the card when 
requesting payment 
authorization.

Ex[1012] at 11:34-44 (discussing 
provisioning the user device with data
sufficient to make a purchase); 

Ex[1012] at 3:44-46 (discussing PAN sent 
to terminal from the mobile application); 

Ex[1012] at 4:49-41 (discussing the mobile 
application sending the account number 
to the terminal during a transaction).

Paper 1 at 50, 66-67, 72-73; Paper 26 at 23
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[8/9] Provisioning Data incl. Account ID
• Like Collinge, the non-permanent cryptographic key in Fiske (ICC Session 

Key) is specific to an account and only usable for that account. 

• Therefore, as explained, it would be obvious to send an account identifier 
along with the key, so that the mobile device knows which account’s key it 
is receiving, which a POSITA would understand would be useful when 
designing a card capable of being used with multiple accounts or a 
credential wallet usable with multiple accounts. Ex[1050] ¶ ¶ 48, 60.

Ex[1012], 12:45-52, 12:50-57, 13:17-24.

Paper 1 at 50, 66-67, 72-73; Paper 26 at 23
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[10-13/27-30] Standardized Authorization
• These claims are directed to well-established, standardized authorization 

process, all of which were long known in the art, as Fiske disclosed and 
evidenced and corroborated by textbook materials

– “authorization data comprises the response cryptogram and the account 
identifier”

Radu, Ex[1037], 57

Paper 1 at 79, 80; Paper 26 at 24-25
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[10-13/27-30] Standardized Authorization
• These claims are directed to well-established, standardized authorization 

process, all of which were long known in the art, as Fiske disclosed and 
evidenced and corroborated by textbook materials

– “determining a…key associated with the account”

Ex[1012], 16:13-14;Fig. 7

Paper 1 at 79, 80; Paper 26 at 24-25
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[10-13/27-30] Standardized Authorization
• These claims are directed to well-established, standardized authorization 

process, all of which were long known in the art, as Fiske disclosed and 
evidenced and corroborated by textbook materials

– “a calculated cryptogram”

Radu, Ex[1037], 58
Paper 1 at 79, 80; Paper 26 at 24-25
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[11/28/12/29] Use of Unpredictable Data
• Again, use of unpredictable data for generation of cryptogram and authorization is 

well-established, standardized authorization process, long known in the art, as 
evidenced and corroborated by textbook materials

• A POSITA understands that the “response cryptogram” is the cryptogram generated 
by the mobile device (card) in response to a COMPUTE CRYPTOGRAPHIC 
CHECKSUM, a GENERATE AC, or a GPO command. See supra p. 54, supra p. 55

Radu, Ex[1037], 57-58
EMV Book 2, Ex[1020] §8.1.1 at 100

Paper 1 at 80; Paper 26 at 25
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[13/30] Inclusion of Transaction Data
• The entire point of the authorization in any “payment system” (the title of Fiske’s 

invention) is for the account issuer to authorize a transaction, which means the 
issuer must receive the transaction data, such as the amount user is attempting to 
spend, and in which currency, to determine whether to permit the payment.

Radu, Ex[1037], 57-58EMV Book 2, §8.1.1 at 100

EMV Book 2, §8.1.2 at 101

Paper 1 at 80-81; Paper 26 at 26
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[1.E-2] AC Generation
• A POSITA would know, even without knowing how the Application Cryptogram (AC) 

is generated, that the encryption key will not be included in the resulting 
cryptogram; otherwise anyone with the cryptogram could use the included key to 
create a fraudulent payment request. Ex[1050] ¶69.

• EMV uses 3DES as approved algorithm for AC generation. See also supra p.51.

EMV Book 2, Ex[1020] §§A1.2, B1.1.
Paper 1 at 72; Paper 26 at 26-27
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[1.E-3] Use of APDU
• As explained for grounds 1 & 2, use of APDU in the communications between the 

card and the terminal is standardized practice. See supra p.43, supra p.46

EMV Book 3, Ex[1021] §6.5

EMV Book C-2, Ex[1026] Table 2.2

Radu, Ex[1037], 46-47, 55-56

Paper 26 at 27
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[1.E-3] Use of APDU
• Petitioner erroneously claimed that the APDU format defined in ISO 7816-4 does 

not apply to contactless. (POR at 66.) That is wrong and contradicted by the ‘171 
Patent itself.

• EMV Contactless is built upon EMV Contact and generally share the C-ADPU and R-
ADPU pairs:

EMV Book C-2 (contactless), Ex[1026] §5
EMV Book 3, Ex[1021] §6.5

Paper 26 at 27-28
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[1.E-3] Use of APDU
• ISO/IEC 14443 adopts ISO/IEC 7816-4 for APDU message structure.

• This is confirmed by ‘171 Patent itself.

ISO/IEC 14443, Ex[1063],6

EMV (contactless) 
Book B, Ex[1024], 9

Ex[1001], col. 6

Paper 26 at 27-28
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[1.E-3] EMV Mode Visa Transactions
• See supra p.55.
• A POSITA would know to implement Fiske (a patent assigned to Visa) to 

conduct an EMV mode Visa transaction because Fiske explicitly teaches 
that it is for implementation of EMV transactions, which include Visa 
transactions—indeed, EMV standards devote an entire book (C-3) for 
contactless Visa EMV  transactions. 

Fiske, Ex[1012], 2:54-59

Paper 26 at 28-29
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[1.E-3] EMV Mode Visa Transactions
• Patent Owner points to EX1027 at 84 (Section 6.1) to argue that “there is 

no GENERATE AC command.” (POR 71.)
• But that section relates to a processing flow where the payment card is 

required to be presented twice to the terminal in order to perform “update 
processing,” not a standard basic transaction.

Ex[1027], 83-84

Paper 26 at 28-29
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[4/5/20/21/6/15/22/32] Specification Compliance
• As explained above, a POSITA reading Fiske would understand it was 

meant to be implemented using standard EMV practices—whether a 
portion of the standard is “mandatory” is irrelevant to the inquiry of 
obviousness.

Fiske, Ex[1012], 2:54-59

Paper 26 at 29-30
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