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Prior Art Cryptogram/MAC Generation

« Payment textbooks since the 1980s have recommended generation of a
Message Authentication Code (MAC) using a cryptographic key with each funds

transfer message

« This prevents fraud by preventing someone without the secret key to “introduce

a spurious message” into the funds transfer system

— Only a device with the secret key is allowed to conduct a transaction

Message authentication is a technique which produces cryptographic check

digits which are appended to the message. These digitsare analogous to a
parity check or cyclic redundancy check, except that in this case the check
digits are cryptographically generated, using DES and a secret key. These

digits, called the message authentication code or MAC, are generated by the

originator, appended to the transmitted message, and then checked by the
recipient, who also holds the same secret key used in the generation process.
Should anyone attempt to modify the messagebetween the time the MAC is
generated and the time it is checked, he would be detected. Not knowing the

secret key, he would be unable to generate the correct MAC for his modified
message. Siumilarly, no one can successfully introduce a spurious message

because he could not generate the proper MAC for this message.

EDP systems. Thus message authentication, by protecting the transaction
against fraudulent modifications both over communications lines and within

EDP systems, is the recommended approach.

10. APPLYING CRYPTOGRAPHY TO PIN-BASED ELECTRONIC

FUNDS TRANSFER SYSTEMS

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

CRYPTOGRAPHY: A NEW
DIMENSION IN
COMPUTER DATA SECURITY

A Guide for the Design and
Implementation of Secure Systems

CARL H. MEYER
STEPHEN M. MATYAS

Cryptography Competency Center
IBM Corporation, Kingsion, New York

Copyright ©1982 by John Wiley & Sons, Inc.

Ex[1034] 17-18

429
Paper 1 at 18-19, 47, 56

4



The ‘171 Patent Uses Standardized, Existing

Cryptograms/MACs

171 Patent:

called a “"hash.” A cryptogram 1s typically calculated from a
series of input data that comprises some data and a crypto-
graphic key, where the cryptographic key is used to encrypt
some data. As used herein the term “cryptographic key”
refers to a key used, at least in part, to calculate a crypto-
gram. A cryptogram is calculated based on an algorithm or
calculation formula. As use herein the term *“calculation
formula™ refers to an algorithm or formula that is specified
by a card specification as the method to calculate a crypto-
gram. A calculation formula typically may be known by any
entity. The output result of the calculation formula that uses
the input data and a cryptographic key is a cryptogram.
Examples of cryptograms at the time of this filing are

defined by the iollow-'mg card specifications 1n table 4.

TABLE 4

Card specification Cryptogram Designator or Name

MASTERCARD PAYPASS MSD CVC3
VISA Contactless MSD dCVV
DISCOVER ZIP MSD dCVV

EMV, VISA QVSDC. VISA VSDC,
MASTERCARD MCHIP

AC, TC, AAC, ARQC

@i

43

50

60

COMPUTE CRYPTOGRAPHIG CHECKSUM (UN}

[CVCitRack 1] CVC3TRacKk2 ATC

Ex[1001] Fig. 2, 25:40-63
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

2008 EMV Standard (TC, ARQC, etc):

8 Application Cryptogram and Issuer
Authentication

The aim of this section is to provide methods for the generation of the Application
Cryptograms (TC, ARQC. or AAC) generated by the ICC and the Authorisation
Response Cryptogram (ARPC) generated by the 1ssuer and verified by the ICC.

8.1 Application Cryptogram Generation

8.1.1 Data Selection

An Application Cryptogram consists of a Message Authentication Code (MAC)
generated over data:

A1.2 Message Authentication Code

The computation of an s-byte MAC (4 < s < 8) is according to ISO/IEC 9797-1
using a 64-bit block cipher ALG in CBC mode. More precisely, the computation of
a MAC S over a message MSG consisting of an arbitrary number of bytes with a
MAC Session Key Ks takes place in the following steps.

B1.1 Data Encryption Standard (DES)

The double-length key triple DES encipherment algorithm (see ISO/IEC 18033-3)
is the approved cryptographic algorithm to be used in the encipherment and
MAC mechanisms specified in Annex Al. The algorithm is based on the (single)
DES algorithm standardised in ISO 16609.

EX[1020] 99-100, 141, 149

Paper 26 at 12, 15, 22, 2-27; Paper 1 at 18-19, 56 5



The ‘171 Patent Uses Standardized, Existing
Cryptograms/MACs (Cont’'d)

171 Patent:

Mastercard Paypass (CVC3):

called a “"hash.” A cryptogram 1s typically calculated from a <V
series of input data that comprises some data and a crypto-
graphic key, where the cryptographic key is used to encrypt
some data. As used herein the term “cryptographic key”
refers to a key used, at least in part, to calculate a crypto-
gram. A cryptogram is calculated based on an algorithm or 43
calculation formula. As use herein the term *“calculation
formula™ refers to an algorithm or formula that is specified
by a card specification as the method to calculate a crypto-
gram. A calculation formula typically may be known by any
entity. The output result of the calculation formula that uses
the input data and a cryptographic key is a cryptogram.
Examples of cryptograms at the time of this filing are
defined by the iollow-'mg card specifications 1n table 4.

50

TABLE 4 55

Card specification Cryptogram Designator or Name

MASTERCARD PAYPASS MSD CVC3

VISA Contactless MSD qcvvy

DISCOVER ZIP MSD dCvv 60
EMV, VISA QVSDC, VISA VSDC, AC. TC. AAC, ARQC

MASTERCARD MCHIP

[0053] Inthe contextof an exemplary specification, such as
that for MasterCard PavPass® Mag Stripe products and ser-
vices. not only would the expanded cryptograms be available.
but the additional information needed to verify those crypto-
grams with full security would also be present (e.g.. unpre-
dictable number (UN) and application transaction counter
(ATC))—see “extra data” at message 451 in FIG. 4. Thus.
when at least an extra ten bytes are available, rather than
sending selected bits from the CVC3 cryptograms, it is pos-
sible to send two pairs of CVC3s, two bytes each along with
the full UN and ATC. Thereby the issuer 2010, if it wishes,
can verily two separate two-byte MACs (Message Authenti-
cation Codes) which provide, in effect, security approaching
that of a four-byte MAC (i.e., security comparable to an EMV
chip- and PIN-based transaction). The MasterCard PayPass®
M/Chip application uses eight-byte cryptograms for the
authorization request. Four-byte cryptograms are generally
considered acceptable in the context of EMV.

EX[1016] [0053]

COMPUTE CRYPTOGRAPHIG CHECKSUM (UN}

[OYCHRACK1) CVC3TRAGK: ATC

3.8.2 Dynamic CVC3 Generation

The CVC3rracki 1s generated using DES3 encipherment as follows:

Calculate O as follows:

O = DES3(KDcyc3)[D]

The two least significant bytes of O are the CVC31racki.

Ex[1001] Fig. 2, 25:40-63
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX[1058], 109

Paper 1 at 56, Paper 26 at 12 & n.10, 21, 27 6




The ‘171 Patent

« Patent Owner characterized the invention as the use of a non-permanent
(single-use) key for cryptogram generation to conduct payment at an

existing

* Notably, the non-permanent key was not in the provisionals

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

standardized Point of Sale terminal:

Claim 30 addresses the problem of allowing an application running in the operating

system of a mobile device to securely participate in interrogations with a POS terminal for digital

credential dala while retaining low latency. According to Claim 30, “the [interrogable] application
[executable in the operating system of the mobile device] does not access a permanent
cryptographic key associated with the account during interrogations.” Instead, as shown be the

emphasized portions of Claim 30 below, the application generates response cryptograms during

interrogations based on a non-permanent key that changes between at least two inferrogations.

Claim 30 thus claims a solution that helps address security issues that arise from using an
interrogable application executable in the operating system of the mobile device to respond to

interrogations at least because the key used to generate response cryptograms changes, limiting

the key's usefulness if stolen by ather code running in the operating system of the mobile device.

Moreover, Claim 30 provides this security while reducing latency and network delays
experienced by other solutions. In particular, crypfegram generation is done at the mobile device
reducing/eliminating the commands/requests that the mobile device sends between a POS and
remote secure element. For example, the Specification describes that:

Also, sharing a temporary cryptographic key with the mobile device
wherein the mobile device calculates an unpredictable cryptogram would
be an alternative using a predetermined cryptogram to achieve a similar
system performance result with the context of 100% transaction caching.

Application at § 152.

Ex[1002] 617-618

Paper 1 at 22-23, Paper 26 at 1 7



The ‘171 Patent

* Non-permanent/changing keys for MAC/Cryptogram generation were

already the standard in the art:

‘171 Patent:

As used herein the term “temporary cryptographic key”
refers to a cryptographic key that changes (or is dynamic)
from one interrogation to the next over the life of a digital 3s
credential (e.g., an SE representation). A temporary crypto-

Ex[1001] 27:33-36

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

2008 EMV Standard’s “temporary key” based
on an incrementing transaction counter:

8.1.2 Application Cryptogram Algorithm

The method for Application Cryptogram generation takes as input a unique
16-byte ICC Application Cryptogram Master Key MK ¢ and the data selected as

described in section 8.1.1, and computes the 8-byte Application Cryptogram in

the following two steps:

1. Use the session key derivation function specified in Annex Al.3 to derive a
16-byte Application Cryptogram Session Key SKac from the ICC Application
Cryptogram Master Key MRac and the 2-byte Application Transaction

Counter (ATC) of the ICC.

2. Generate the 8-byte Application Cryptogram by applying the MAC algorithm
specified in Annex Al.2 to the data selected and using the 16-byte Application

Cryptogram Session Key derived in the previous step.

D3 Application Transaction Counter Considerations

This specification describes a two byte (16 bit) counter (the ATC) that is
incremented during each transaction from a nominal starting value of '0000' to a

maximum of ' ". With one increment per card session it gives an expected
card life of 65,535 transactions.

Ex[1020] §88.1.2, AnnexD3 p.101, 163

Paper 1 at 42 8




The Prior Art - Collinge and Fiske

« The idea of sending a single-use/session key to a phone from a server was
disclosed by both Collinge and Fiske as their inventions.

Mobile device

For Collinge, it is the KSuN
For Fiske, it is EMV's ICC Session Key

v - DE3SIL
At Keys E ™ (cvc
Credentials AP . —202 .
+ Auth Method Token h UNgeaper i
- @ = s
M CNCAATC [6‘ Block | cves
K_Storage Additional 17 ; J |
:_ Encrypted (10)/ MobileDevice 04  info {Merchan} PEDKEYS | ] UNygaom
HON R pr-—n m;ggffi (frack-) 308 ATC
Additional Puyi'oad X ] g )
Info cap 181
(Track...) |f;"{ Token
['Mobile Payment Application @ 17
E
112 ~Lenpted
Payment System
{Cloud)
Server "
cap
ke
Encrypted o " 116
Payload [Kseese] > R 5
“fig™ |
) Authentication
( K _Storize 403 r\l t@//‘ Service {e.g. CTVS)
If I y
[focessiamtenuse | | ooreeS

Collinge, Ex[1009] Fig. 6
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i
502 ;

The provisioning of a new ICC Session Key may be
triggered by a number of different conditions. Firstly, the
user device may monitor the number of unused ICC Session
Keys stored on the user device, and request a new ICC
Session Key when all of the available ICC Session Keys
have been used. Secondly, the user device may anticipate the
depletion of the available ICC Session Keys, and request a
new [CC Session Key when the number of available ICC
Session Keys falls below a given threshold. This method
avoids the situation where the communication channel
between the user device and the issuing bank is interrupted
when the last ICC Session Key used, rendering the user
device without a valid ICC Session Key for subsequent
transaction processing.

Fiske Ex[1012] Fig. 5, 14:21-34

Paper 1 at 38, 40, 41, 67-68, 69, 73
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EMV and Associated Payment Standards Must
Be Considered For Their Background Context

Petitioner expressly relied upon the background knowledge of the
person skilled in the art in its grounds:

Ground | Patent Claims Basis for Challenge

Collinée renders the claims obvious under § 103

in view of the knowledge of a POSA

Fiske renders the claims obvious under § 103 in

view of the knowledge of a POSA Paper 1 at 13

2 1-33

4 1-33

Standards are well-established background art to be considered in an
IPR obviousness analysis (Paper 26, at 7, 25)
— "we do not see why, even if the CablelLabs specification is not incorporated by
reference in Gonder itself, it cannot be considered as showing the
background knowledge that a [POSITA] would have had in reading Gonder.”

Dish Network L.L.C. v. Broadband Itv, Inc., IPR2020-01267, Paper 25 at 15
(P.T.A.B. Apr. 1, 2021)

The card payment industry is highly standardized. (See Pet. at 16-18).
Therefore, a POSITA would need to be familiar with standard practices to
understand and implement these techniques—it is not relevant whether
any part of the standard is “mandatory.” (Paper 26, at 1, 7, 8; Ex[1050], 11
20-21.)

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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EMV and Associated Payment Standards Must
Be Considered For Their Background Context

Ariosa Diagnostics v. Verinata Health, Inc., 805
F. 3d 1359 (Fed. Cir. 2015)

“..that the Board was declining to consider
Exhibit 1010, even as evidence of the
background understanding of skilled
artisans ...simply because the brochure had
not been identified at the petition stage as one
of the pieces of prior art defining a
combination for obviousness. If that is what
the Board meant, the Board erred.
[Background] Art can legitimately serve to
document the knowledge that skilled
artisans would bring to bear in reading the
prior art identified as producing
obviousness"”

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26 at 4-5, 7

Randall Mfg. v. Rea, 733 F.3d 1355 (Fed. Cir.
2013)

"..the Supreme Court criticized a rigid
approach to determining obviousness based
on the disclosures of individual prior-art
references, with little recourse to the
knowledge, creativity, and common sense that
an ordinarily skilled artisan would have
brought to bear when considering
combinations or modifications.... Rejecting a
blinkered focus on individual documents,
the Court required an analysis that reads
the prior art in context, taking account of ...
‘the background knowledge possessed by a

1 n

person having ordinary skill in the art,’...

Paper 26 at 4-5, 7

12




EMV and Associated Payment Standards

The '171 Patent (and the Collinge and Fiske references) presume reader’s background
knowledge of the EMV standard and EMV-compliant payment standards such as

PayPass:

171 Patent;

50

55

The details of an interrogation between a point-of-sale
and a digital credential, card, SE representation, and mobile
device are defined in “card specifications” and implemented
in point-of-sale terminals. Examples of these card specifi-
cations at the time of this filing are MASTERCARD PAY-
PASS-Mag_Stripe_v3.3. Contactless EMV, DISCOVER
NETWORK RF Contactless Specification-Supplement
Guide For Functional Support, AMEX ALIS v1.7, and VISA

Contactless Payment Specification v2.0.2. As used herein

Depending on the interrogation sequence selected by the ss

point-of-sale, it may not always be possible to implement a
system set forth in FIG. 17. Many point-of-sale interrogation
sequences carried out at the time of this filing are based on

card specifications such as:

a. MASTERCARD, PAYPASS, MChip 60
b. AMERICAN EXPRESS, EXPRESS PAY

c. DISCOVER ZIP

d. Visa QVSDC, VSDC

e. Contactless EMV

Ex[1001] 26:50-59, 34:55-60

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Collinge:

As used herein, in an embodiment, a transaction is distinguished from an
authentication transaction, which is used to get access to payment credentials
managed in the cloud-based transaction data generation system) and the payment

transaction (i.e., a standard PayPass® Magstripe transaction). For example, it

10 (KSun, Cloud_CVC3rackiz, ATC) and the additional assets are
stored.
The Mobile Payment Application is ready to support a PayPass
Magstripe Payment using a Mobile Device

11 Standard shopping experience. .
12 Standard PayPass Magstripe payment experience using a Mobile
Device.

The Mobile Payment Application use a specific process to

generate the CVC3 using (KSyn, Cloud_CVC3trackin, ATC and
UNREADER)

Ex[1009] 14, 22
Fiske:

n

Hence, it is an objective of the present invention to

5 provide improved methods for providing payment card

functionality on a user device, while minimizing any incon-

venience to the user of the device and without requiring

modification of the EMV infrastructure, or existing PoS
hardware.

Ex[1012], 2:54-59

Paper 26 at 5, 8 13



The ‘171 Patent

« The claimed invention in the 171 Patent relies on existing payment
standards to operate, e.g. the patent references “PayPass,” an EMV-
compliant Mastercard payment specification, 47 times throughout the
specifications, and in multiple figures, both as background and for
implementation of the invention, e.g.:

Col. 14:

Col. 7;

CARD PAYPASS Mag Stripe application running on an SE,
according to “Mag Stripe.pdf” (Ver. 3.3) presently available
at  hitp://www.PayPass.com/approved-products.html. The
term “digital credential data™ as used herein refers to at least
a portion of all data, including any data that are required to

calculate the data, that are necessary to authonize approval of

a transaction at a POS terminal.

F1G. 2 describes the detailed commands and responses
expected when a reader interrogates a MASTERCARD
PAYPASS Mag Stripe Ver. 3.3 application running on a SE.
This sequence is provided in the MASTERCARD PAY-
PASS card specification. Shown in IIG. 2 are communica-
tions 5, 6, 7, 8 and 9 with details including abbreviations and
acronyms explained subsequently herein.

FIG. 3 describes example transactions at the ISO/IEC
7816-4 Application Protocol Data Unit (APDU) protocol
level between a reader and a card. The transaction process-
ing depicted in FIG. 3 is representative of the MASTER-
CARD PAYPASS Mag Stripe application card specification
v. 3.3, The notation “=CARD" denotes commands to the
card and the notation “CARD=>" denotes responses from the
card. Communication 9 defines some of the initial param-
eters used in the transaction which include an unpredictable
number issued by the reader, a transaction counter main-
tained on the SE. Communication 10 describes the com-
mand that the reader issues to the SE to find out what
applications exist on the SE. This example shows that the
MASTERCARD PAYPASS application responds as an
active one. Next, communication 11 shows how the reader
commands the SE to properly select the PAYPASS applica-
tion for further processing. Communication 12 shows how
the reader receives the type of processing options that the
PAYPASS application supports. Communication 13 shows
how the reader commands and then receives the PAYPASS
application specific credential information about its card
holder including card account number, holder name, expi-
ration date, and more. Communication 14 shows how the

0

5

20

25

[

0

[

5

It is important to note that at the ISO/IEC 7816-4 (APDLU)

35 level, an entire interrogation similar to those described in

FIG. 1, and FIG. 2 may be carried out from a RFID POS

reader 21 through an NFC enabled mobile device 626,

through a data connection over the internet 35 to a remote

system 631 that contains the actual SE 634. An example of’

40 reader commands is illustrated in element 638 as a PAY-

PASS reader. The PAYPASS reader 638 shows an exemplary

sequence of ISO/MEC 7816-4 APDU commands and

responses that may be pushed through the reader 21 and end

up at the remote SE 634. Element 637 shows an example of

45 APDU commands that are received by the remote SE 634

and the appropriate response that is issued as defined by the

7816-4 application for MASTERCARD PAYPASS. Ele-

ments 638 and 637 show how FIG. 2 may be broken up so

that the PAYPASS card may be hosted on a remote SE 634

50 on a remote system 631 and show that the PAYPASS reader
may be an RFID POS 621.

Col. 47:

Col. 25: ]

Examples of cryptograms at the time of this filing are
defined by the following card specifications in table 4.

TABLE 4 33
Card specification Cryptogram Designator or Name
MASTERCARD PAYPASS MSD CVC3
VISA Contactless MSD dCVV
DISCOVER ZIP MSD dCVV 60

EMV, VISA QVSDC, VISA VSDC,
MASTERCARD MCHIP

AC, TC, AAC, ARQC

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

In some embodiments disclosed herein, a specific pay-
ment standard issued from MASTERCARID International.
This standard is based on reference documentation pub-
lished by PAYPASS—Mag Stripe (V3.3).pdl and other
derivations. In this card specification, PAYPASS contactless
payment card reader and card interrogation is documented.
This document discusses specifically how an RFID reader
interrogator would interact with a card containing a SE to
extract and build Trackl/Track2 equivalent data that is
compatible for existing processing infrastructure, but con-
tains the more secure and dynamic aspects of SE driven
credential data.

Col. 31:

system set forth in FIG. 17. Many point-of-sale interrogation
sequences carried out at the time of this filing are based on
card specifications such as:

a. MASTERCARD, PAYPASS. MChip 60

b. AMERICAN EXPRESS, EXPRESS PAY

c. DISCOVER ZIP

d. Visa QVSDC, VSDC

e. Contactless EMV

Paper 26 at 5-7 14



The ‘171 Patent

« The 171 Patent Outright Copies MasterCard’s PayPass-MagStripe
Specification, Because That is What It Was Trying to Implement

171 Patent (Ex[1001])

PayPass-MagStripe (Ex[1058])

7:8-14 (“FIG. 2 describes the detailed commands and responses

expected when a reader interrogates a MASTERCARD PAYPASS

Mag Stripe Ver. 3.3 application running on a SE. ..."), Fig. 2:
PAYPASSE CARD PAYPASS READER

o smw
&

]
e GET FROCESSNG DFTIONS ;FW

A

1 READRECRD ]

ITRACK 1 DATA) TRACK 2DATA, [PUNTCrsaccr] PUNATSTRACK2,

POVCITRAGK ) POYCITRAGKS IATCTRAGHHL NATCTRADR 0L )

8 COMPUTECRIPTOGRAP=IC CREDISLMN)

________——-—_'-
_———'--
-y
[CVE3TRACK ) CVEITRACHZ ATC

H\*ﬁ-

FIG. 2

§11.3.1, Fig. 2

Figure 2—Command - Response APDU Flow

PayPass card PayPass reader

P

(POOL RELATED DATA)

a. GET PROCESENG OPTIONS
W.

5. ReAD RECORD
. [TRACK 1
: BATAL TRACK 2 baTA IPUNATC ). pUNATG
PCVC3, K TRACKs,
weel POV, INATC,

(UN)
7. ComPUTE CRYPTOORAPHIC CHECKSUM
8 [cv
[ Clraucy), CVC3mecg, ATC

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26 at 5-7; EX1050 Annex B
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The ‘171 Patent

The 171 Patent Outright Copies MasterCard'’s PayPass-MagStripe

Specification, Because That is What It Was Trying to Implement

"N 3
U 00 00 03 99
ATC 00 5B
CVC3TRACK!: 2 LEAST SIGHIFICANT BYTBS OF
¢ DES3(DCYCa) (77 60 00 00 08 99 00 5E)
CVC3TRACK!: PB C7

CVESTRACKY 2 LEAST SIGNIFICART BYTES OF
. DES3(DCYCal (99 DI 00 00 08 99 00 5B)
CVESTRACK2 28 92

* SELECT PPSS COMUAND
>CARD: 00 A4 04 00 02 32 50 41 59 2B 53 59 53 ZF &4 &4
] 46 30 31 00
CARD>: 6F 23 84 OE 32 50 41 59 22 53 59 53 22 44 44 46
30 31 A5 11 BP OC 0E 61 OC 4F 07 A0 00 00 00 04
10 10 87 QL 01 90 06

« SELECT AID COMMAND

11 { *CARD: 00 A4 04 00 07 A0 00 00 00 04 10 10 00
CARD>: 6F 17 84 07 AQ 00 00 00 04 10 10 AS OC 50 0aA 4D
6L 73 74 65 72 43 61 72 64 90 0D

* GETPROCESSING OPTIONS COMMAND
12 >CARD: 80 AB 0D €0 02 B3 00 00
CARD>: 77 OA 82 02 00 00 94 04 08 01 01 00 %0 0O

« READ RECORD COMMAND
((>CARD: 00 82 01 0C 00
CARD>: 70 7F 97 6C 02 00 01 56 3E 42 35 34 31 23 31 32
33 34 35 36 37 33 34 38 30 30 55 53 55 50 50 4C
49 45 44 2F 4B 4F 54 5B 30 39 30 36 31 30 3L 3
134 333030 30 3333333030 30 32321 R 123
30 30 31 3L 31 31 30 5F 64 01 03 SF 62 06 00 00
00 38 00 00 9P 63 06 00 00 00 00 20 EO $2 65 02
00 OE SF 66 02 OE 70 9F 6B 13 3¢ 13 12 34 56 7§
43 00 DO 90 61 01 90 0O $$ 00 00 00 OF ST £7 O}
\ 03 90 00

* COMPUTE CRYPTOGRAPHC CHECKSLA COMMAND
>CARD: 80 2A BE 80 04 00 00 0B 99 OC
144 CARD>: 77 OF 95 61 02 BA 92 9F 60 02 F8 C7 % 36 62 00
SE 90 00

FIG. 3

171 Patent (Ex[1001]) PayPass-MagStripe (Ex[1058])
7:15-46 (“FIG. 3 describes example transactions at the ISO/IEC 7816- | §A 4
4 Application Protocol Data Unit (APDU) protocol level between a A.4 Transaction Processing
reader and a card. The transaction processing depicted in FIG. 3 is
representative of the MASTERCARD PAYPASS Mag Stripe o 3
g ; . i UN: 00 00 08 99
application card specification v. 3.3. ...), Fig. 3: ATC: 00 SE

CVC3rparxy: 2 least significant bytes of

DES3 (KDey~;3) (77 B0 OO0 00 08 39 00 SE)
CVC3lmackr: £8 C7
CVC3trAck2: 2 least significant bytes of

DES3 {KDcywcy) [99 D3 00 00 08 39 00 S5E]
CYClmackz: B8 92

* SELECT PPSE Command
SCARD: 00 A4 04 00 OE 32 50 41 59 2E 53 59 53 2E 44 44
46 30 31 00
CARD>: 6F 23 B4 OE 32 50 41 59 2E 53 59 53 2E 44 44 46
30 31 AS 11 BF OC OE 61 OC 4F 07 AQ 00 00 DO 04
10 10 87 01 D01 %0 OO

*  SELECT AID Command

>CARD: 00 A4 04 00 07 AC 00 OD 0O 04 10 10 00
CARD>: 6F 17 84 07 AO 00 00 0D C4 10 10 AS OC S0 0A 4D
61 73 T4 65 T2 43 61 72 64 90 00

=  GET PROCESSING OPTIONS Command
>CARD: 80 Ag¢ 00 00 02 83 00 00
CARD>: 77 OA 82 02 00 00 94 04 08 01 01 00 90 €O

* READ RECORD Command
>CARD: 00 B2 01 0C 00
CARD>: 70 7F SF 6C 02 00 01 56 3E 42 35 34 31 33 31 32
33 34 35 36 37 38 34 3B 30 3D 5E S3 55 S0 50 4C
49 45 44 2F 4E 4F 54 5B 30 3% 30 36 31 30 31 33
33 30 30 30 33 33 33 30 30 30 32 32 32 32 32 30
30 30 31 31 31 31 30 9F 64 01 03 OF 62 06 00 DO
00 38 00 DO 9F 63 06 O0 OO0 OD OO0 EO EQO 9F 65 D2
00 OE SF 66 02 0OE 70 9F éB 13 54 13 12 34 56 78
48 Q0 DO 90 61 01 90 00 99 0D 00 00 OF 9F 67 01
03 %0 00

=  COMPUTE CRYPTOGRAPHIC CHECKSUM Command
>CARD: 60 2A B8E B0 04 00 00 08 99 00
CARD>: 77 OF 9F 61 02 BB 92 9F 60 02 FB C7 9F 36 02 00
SE 90 00

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26 at 5-7; EX1050 Annex B

16



The ‘171 Patent

« The 171 Patent Outright Copies MasterCard’s PayPass-MagStripe
Specification, Because That is What It Was Trying to Implement

171 Patent (Ex[1001]) PayPass-MagStripe (Ex|1058])
29:30-39 ] §111.3.8.1
with each interrogation by a mobile device. The CVC3 is 3.8.1 KDcyes

cryptogram that is expected to be calculated with this
algorithm from the MASTERCARD PAYPASS MSD v3.3
card specification:

First KDcve3 is created:
Z,=DES3(IMK _, _,)[Y]
Zx"DES3(IMK_, .Y

D FF'|'FF||'FF’||'FF*||'FF°||'FF*
and define:

KD, .=(Z, ||_ZR). ‘

‘FF*
F

‘FF"))

This section specifies the key derivation method used to generate the /CC Derived Key for
CVC3 Generation (KD¢yes).

KD¢yes 18 a 16-byte DES3 key derived from the Issuer Master Key for CVC3 Generation
(UMK yes) as follows:

1. Concatenate from lefl to right the PAN (without any *F" padding) with the PAN sequence
number’ (if the PAN sequence number is not available, then it is replaced by a ‘00" byte).
If the result X is less than 16 digits long, pad it to the left with hexadecimal zeros in order to
obtain an cight-byte number Y in numeric (n) format. I£X is at lcast 16 digits long. then Y
consists of the 16 rightmost digits of X in numeric (n) format,

2. Compute the two eight-byte numbers:
Z1 = DES3(IMKcrcs)[ Y]
Zp = DES3(IMKa3)Y @ (‘FF'|'FF°||'FF*||'FF°||'FF°||'FF*|*FF'||'FF*))
and define :
KDcves = (2| Zg).

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26 at 5-7; EX1050 Annex B 17




The ‘171 Patent

« The 171 Patent Outright Copies MasterCard’s PayPass-MagStripe
Specification, Because That is What It Was Trying to Implement

171 Patent (Ex[1001])

PayPass-MagStripe (Ex[1058])

7:49-63 (“FIG. 4 describes how the reader 21 in FIG. 5 formats the
response data received from the SE into accepted Trackl and

Track2 data strings that are used in existing processing systems. ... ”),
Fig. 4:

THE PAYPASSREADER GENERATES THE TRACK 2 CATA TO BE INCLUCED IN THE AUTHORIZATICN

§A.4

The PayPass reader generales the track 2 daita to be included in the authorization message as
follows:
CVC3pacxr inbase 10: 47250
ATC in basc 10: 94
=> track 2 data: 54 13 12 34 56 78 48 00 DO 90 el 01
2 094 99 899 250 3F

NESSAGE AS OLLOWS: 5
CVC3TRACK? INBASE 1047250 y, T et T
ATC IN BASE 10 94 ATC UN CVCpacx: M
= TRACK 2 DATA 5 13 12 34 5 78 48 00 DO 30 61 DI

9 094 99 399 250 i F The PayPass reader generates the track | data to be included in the authorization message as

m L | 141} 1 follows:
ATC UN C'fC31mqq nuN (.'l'('..iu,“, inbase 10: €4455
THE PAYPASSREADER GENERATES THE TRACK 1 DATA TO BE INCLUCED IN THE AUTHORIZATION ATC in base 10: 94 i , \
NESEAGE AS FOLLOWS: 5 => track 1 data: 42 35 34 31 33 31 32 33 34 35 36 37 38 34 38 30
30 SE 53 55 50 50 4C 49 45 44 2F 4E 4F 54 5E 30

Arcmggé'{?mwwss v 39 30 36 31 30 31 33 33 34 35 35 33 33 33 30 39
=> TRACK 1 DATA: 42 35 3 31 33 31 32 33 34 35 36 37 38 34 3B N S SR R AW AL WSS RS WS LN

30 S5E 53 55 S50 50 4C 40 45 &4 IF 4F 4(F 54 SBE W ASCII1 dump: B54131234567684800"SUPPLIED/NOT~0806101

33 030 3% 31 03 31 33 33 034 3% 35 33 33 0N 334553330942222289911113

W32 2 32 032 32 038 3¢ 39 3 3 O3 NN "t Mmt "t t

CVC3ymacx: ATC UN e

ASCHDUNP B5413123¢55784800"SUFPLIED/NOT" (906101

33455133094222228991111 3

“an 15 tya
CVCITRACKY AT" N N
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Paper 26 at 5-7; EX1050 Annex B 18




EMV and Associated Payment Standards

« Numerous contemporaneous sources confirm that a POSITA working with card or
mobile device payment systems would be very familiar with EMV and PayPass

specifications

It should be noted that the skilled artisan will be familiar
with the EMV specifications. Nevertheless. out of an abun-
dance of caution, the following documents are expressly
incorporated herein by reference in their entirety for all
purposes (the same are published by EMVCo and available
on EMVCo’s web site):

“Mechanism to allow the use of disposable
cards on a system designed to accept cards
conforming to the standards of the global
payments industry”, Ex[1052] 4:56-57

It should be noted that the skilled artisan will be familiar
with the EMV specifications. Nevertheless, out of an abun- 15
dance of caution, the following documents are expressly
incorporated herein by reference in their entirety for all pur-
poses (the same are published by EMVCo and available on
EMVCo’s web site):

need to read from you and what process shall we use?” The
various commands and arguments are familiar to the skilled
artisan from the EMV, PAYPASSE M/CHIPR & PAYPASS®R!
MAGSTRIPE standards (registered marks of MasterCard
International Incorporated, Purchase, N.Y.. USA). Step 306

The preferred embodiment includes an implementation of
the EMV system. It is appreciated that someone of ordinary
skill in the art would be familiar with the specifications of
the EMV system which were referenced earlier. The pre-
ferred embodiment implements the EMV system and incor-
porates several improvements, among others a dynamic
off-line authentication of the data sent by the card to the
terminal.

"Apparatus, method, and computer program
product for recovering torn smart payment
device transactions”, Ex[1053] 5:14-40,
10:47-52

"Multi-purpose transaction card system”,
Ex[1055] 45:33-35

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EMV issuer back office 104 over an EMV interface 106. The
EMV issuer back office 104, the EMV interface 106, and the
various support structures therefor are well-known to per-
sons having ordinary skill in the art and will not be described
here. The EMV card-reader terminal 102, on the other hand,

“EMV Transactions in Mobile Terminals”,
Ex[1054] 3:33-44

Paper 1 at 17-20, 38, 44-46, 50, 54, 67; Paper 26 at 6-7, 14
19




EMV and Associated Payment Standards

« Numerous contemporaneous sources confirm and corroborate that a POSITA
working with card or mobile device payment systems would be very familiar with

EMV and PayPass specifications (cont'd)

[0045] By way of an example to aid understanding of the
skilled artisan, one example of a payment infrastructure is
the EMV infrastructure, i.e. a payments system incorporat-
ing EMYV, such as that operated by MasterCard International
Inc. in conjunction with Issuers, Acquirers, and Merchants.
Further, one example of a payment infrastructure is an
Automatic Fare Collection (AFC) system, Optionally, pay-
ment module 212 can be further configured to interrogate the
electronic payment device 210 to obtain profile data per-
taining to a holder of the electronic payment device. In this

occur. This software 1s implemented using based upon
known knowledge of mobile device 110 internals and appli-
cation platforms, NFC, smarteard internals and application
platforms, payment protocols (e.g. PayPass), and the work-
ing/workflow associated with POS and POE terminals, and
the transaction and management servers. In addition, the

™

The present invention can also be interfaced with certain
known and implanted payment protocols, such as Paypass.

"Apparatus and method for integrated
payment and electronic merchandise
transfer” Ex[1056] [0045]

“Using a mobile device for point of entry
NFC transactions”, Ex[1061] 6:60-66, 7:40-60

[0287] The preferred embodiment includes an implemen-
tation of the EMV system. It is appreciated that someone of
ordinary skill in the art would be familiar with the specifi-
cations of the EMV system which were referenced earlier.

“Multi-purpose transaction card system”,
Ex[1057] [0287]

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

chants, and charge cards. Valued identification may be in the
form of a card or other media that contains valued identifica-
tion information, such as for example: magnetic strips; inte-
grated circuits; computer readable mediums: contactless
mediausing near field communications technologies, such as,
for example, radio frequency identification tags, PayPass™,
contactless payment stickers, mobile communication
devices; or other storage media known to one skilled in the
art. The wvalved identification information may include

"Systems and methods for reducing the
unauthorized resale of event tickets”,
Ex[1062] [0134]

Paper 1 at 17-20, 38, 44-46, 50, 54, 67; Paper 26 at 6-7, 14
20




EMV and Associated Payment Standards

It was well known that Mastercard'’s PayPass specification, recited in Collinge and
the 171 Patent, is an EMV-compliant standard.

PayPass Specification:

MasterCard provides this manual for members and their authorized agents. Specifically, the
following personnel will find this manual useful:

¢ Customers and vendors who want to implement the PayPass — Mag Stripe application on a

card or reader

Those involved in type approval services and in verifying actual implementations against
these specifications

/ Note It is assumed that readers already have an understanding of chip card technology in
general, and of ISO/IEC 14443, ISO/IEC 7816-4 and Emy_m_p_anmu]ﬂ,

PayPass Spec., Ex[1058], at 9

All data objects available for personalization are stored in persistent memory of the card and
are listed in /M/CHIP4]. This section specifies only the specific personalization
requirements for the PayPass — M/Chip 4 application.

/ Note When the PayPass — M/Chip 4 application is personalized according to the
EMV Card Personalization Specification as defined in [M/CHIP4 CPS], then

the data groupings for the PayPass specific data objects are as listed in
Annex B.

PayPass Spec., Ex[1059], at 35

Paper 1 at 28, 49-50, 54; Paper 26 at 5-8
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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EMV and Associated Payment Standards

* In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass
specifications themselves, it was well known to a POSITA that PayPass recited in

Collinge is an EMV-compliant standard.

Aspect / Notes

PayPass-MagStripe Ex[1058]

EMV (MagStripe Mode)

Transaction flow

Shows both specifications
perform a select AID and a
GPO to determine whether the
transaction will continue in
Mag stripe mode or in EMV
mode.

From § I1.3.1 at 23-24

1. The PayPass reader issues the SELECT AID
command to select the PayPass — Mag Stripe
application.

2. The card responds with the FCI. The FCI may contain
the PDOL. The PDOL is a list of tags and lengths of
reader-resident data objects needed by the PayPass card
in the GET PROCESSING OPTIONS command.

3. The PayPass reader issues the GET PROCESSING
OPTIONS command. If there is no PDOL in the FCI,
then the PayPass reader uses the command data field
*8300°. Otherwise the command data field contains a
Command Template (tag *83") comprising the
concatenated list of data objects resulting from
processing the PDOL.

4. The card returns the AIP and the AFL. The AFL hasa
fixed value indicating that all data to be read by the
PayPass reader are included in record 1 of the file with
SFI 1

From EMV Book B (Ex[1024]): §3.3.3.4

Entry Point shall send the SELECT (AID)
command with the ADF Name of the selected
Combination (with Extended Selection if
appended).

From EMV Book C-2 (Ex[1026]): §3.4

Upon receipt of an ACT Signal, the Kernel
initiates the transaction on the Card through a GET
PROCESSING OPTIONS command.

Based on the response from the Card, in particular
the Application Interchange Profile, the Kernel
continues with either a mag-stripe mode or an
EMV mode transaction.

Fiske Suppl. Decl., Ex[1050], Annex A

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26, at 6, 14
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EMV and Associated Payment Standards

* In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass
specifications themselves, it was well known to a POSITA that PayPass recited in

Collinge is an EMV-compliant standard.

Aspect [ Notes

PayPass-MagStripe Ex|[1058]

EMV (MagStripe Mode)

From §11.3.2:

3.2.1.1 The PayvPass reader must perform the following
logical functions in the order shown:

1. Get Processing Options Processing as specified in
Section 3.4.1 of PART 1L

2. Read Application Data as specified in Section 3.4.2 of
PART 1L

3. Application Version Number Checking as specified in
Section 3.4.3 of PART 1L

4. Compute Cryptographic Checksum Processing as
specified in Section 3.4.4 of PART IL

5. Completion as specified in Section 3.4.5 of PART IL.

From id §3.4.2:

For a mag-stripe mode transaction, after the GET
PROCESSING OPTIONS command, the Kernel
continues with the following steps:

1. It reads the data records from the Card,
containing Track | Data and Track 2 Data,
together with instruction on how to populate the
discretionary data.

2. It issues the COMPUTE CRYPTOGRAPHIC
CHECKSUM command, including Unpredictable
Number (Numeric) to the Card, requesting the
Card to return a CVC3 cryptogram, caleulated over
Unpredictable Number {Numeric).

3. It populates the Track 2 Data with the
Unpredictable Number (Numeric), the Application
Transaction Counter, and CVC3 (Track2).

4. If Track [ Data is present, it populates the Track
I Data with the Unpredictable Number (Numeric),
the Application Transaction Counter, and CVC3
{Trackl).

5. It sets nUN equal to the (meaningful) length of
the Unpredictable Number (Numeric) and
populates Track 2 Data and (if present) Track §
Data with this value.

6. It requests the transaction to be sent online,

Fiske Suppl. Decl., Ex[1050], Annex A

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26, at 6, 14
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EMV and Associated Payment Standards

* In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass
specifications themselves, it was well known to a POSITA that PayPass recited in

Collinge is an EMV-compliant standard.

Aspect / Notes

PayPass-MagStripe Ex|1058]

EMV (MagStripe Mode)

Card Key Derivation

From §I11.3.8.1:

This section specifies the key derivation method used 1o
generate the /CC Derived Key for CVC3 Generation
(KDCVC3).

KDCVC3 is a 16-byte DES3 key derived from the fssuer
Master Key for CVC3 Generation (IMKCVC3) as
follows:

1. Concatenate from lefi to right the PAN (without any
“F’ padding) with the PAN sequence number7 (if the
PAN sequence number is not available, then it is
replaced by a “00° byie).

If the result X is less than 16 digits long, pad it to the left
with hexadecimal zeros in order to obtain an eight-byte
number Y in numeric (n) format. If X is at least 16 digits
long, then Y consists of the 16 rightmost digits of X in
numeric {n) format.

2. Compute the two eight-byte numbers:

ZL = DES3(IMKCVC3)[Y]

ZR := DES3(IMKCVC3)[Y =
(FF|'FF°|'FF°|'FF°|'FF°||'FF°| 'FF°|'FF7)]

and define : KDCVC3 = (ZL || ZR).

From EMV Book 2 (Ex[1020]), §A1.4.1:

1. Concatenate from left to right the decimal digits
of the Application PAN with the PAN Sequence
Number (if the PAN Sequence Number is not
present, then it 1s replaced by a '00" byie).

If the result X is less than 16 digits long, pad it o
the left with hexadecimal zeros in order to obtain
an 8-byte number Y in numeric format. If X is at
least 16 digits long, then Y consists of the 16
rightmost digits of X in numeric format.

2. Compute the two 8-byte numbers

ZL = DES3(IMK)[Y] and

ZR = DES3(IMK)[Y @
('FF|'FF|'FF|'FF|'FF||FF'|'FF|FF")] and define
Z:=(ZL| ZR)

Fiske Suppl. Decl., Ex[1050], Annex A

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26, at 6, 14
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EMV and Associated Payment Standards

* In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass
specifications themselves, it was well known to a POSITA that PayPass recited in

Collinge is an EMV-compliant standard.

Aspect / Notes

PayPass-MagStripe Ex|1058]

EMV (MagStripe Mode)

Cryptogram generation

From §I111.3.8.2:

1. Concatenate the data listed in Table 44 in the order
specified to obtain an 8 byte data

block (D):

Table 44—Track 1 CVC3 Data Objects

Drata Object Length

IVCVOITRACK] 2 bytes

LIN 4 bytes

ATC 2 bytes

2. Calculate O as follows:

0 = DES3(KDCIC3)[D]

3. The two least significant bytes of O are the
CVC3TRACK].

From id. §8.1.2 at 170:

The 8-bvte Application Cryptogram shall be
generated using the MAC algorithm specified in
Annex Al.2 and ISOVIEC 9797-1 Algorithm 3
with DES, and s=8.

id. §A1.2:

Cryptogram Computation

Process the 8-byte blocks X1, X2, . .., Xk with
the block cipher in CBC mode using the lefimost
MAC Session Key block KSL: Hi ==
ALG(KSL)[Xi xor Hi-1], fori=1,2, ..., k

with initial value HO == ("00° || "00° || "00" || "00° || "O0°
|| 00" [ 00" || "00°).

Compute the 8 byte block Hk+1 in one of the
following two ways.

[ According to ISQVIEC 9797-1 Algorithm 3:

Hk+1 == ALG(KSL)[ALG-1{KSR)[HK]]

Fiske Suppl. Decl., Ex[1050], Annex A

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 26, at 6, 14
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EMV and Associated Payment Standards

* In addition, as demonstrated by Petitioner’s expert and corroborated by PayPass
specifications themselves, it was well known to a POSITA that PayPass recited in
Collinge is an EMV-compliant standard.

Aspect / Notes

PayPass-MChip Ex[1059]

EMY (EMY Mode)

Transaction Flow

The various PayPass M/Chip
transaction flows may be
determined by the application
states in Fipure 2.1 and the
initiation commands as
shown in §2.2.2

A typical flow may involve:
s Select{ AID) to move
to the SELECTED
state
s  Get Processing
Options to move to
the INITIATED state
s Muliiple READ
RECORD commands
within the
INITIATED state
« A GENERATE AC
command to move to
either the ONLINE
state if an ARQC is
returned, or to the
SCRIPT state
otherwise
If no SCRIPT command is
received, the card application

From §§2.2.1-2.2.2

Figare 2. 1—Siate Machine of e Fay®acx

P et

-

¥

~M'Chip 4 Application

& MTATED | e !
- i |
o _-:..-. —.'-".—\-..\_\

@i

- -

I ..\;Y _""'l

Tabde 2.2—Inttation Commands far the PayPass - MiChip Select 4

Application
Initiatias Cammands SW1-EWI
GET CEALLENGE 0T
GETDATA ROF
INTERMal ALUTEENTICATE N
Ve BIOTF, 'GAEY, Sy

BEAD BECORD 0y

From EMV Book C-2 (Ex[1026]) §3.4.3

For an EMV mode transaction, afier the GET
PROCESSING OPTIONS command, the Kernel
continues with the following steps:

1. It determines which form of Offline Data
Authentication to perform.

2. 1t reads the data records of the Card (using READ
RECORD commands). If the same transaction
involving the same Card is recognized in the
Kernel's internal log of torm transactions, then an
attempt 1s made to recover the transaction — see
section 3.7.

3. 1t performs Terminal Risk Management and
Terminal Action Analysis, and selects a cardholder
verification method for the transaction.

4. It requests an Application Crypiogram from the
Card by issuing a GENERATE AC command. If a
response 18 not received from the Card, the Kemel
considers the transaction as “torn”, and stores the
transaction details in its internal log of torn
transactions, before terminating — see section 3.7,
5. It performs Offline Data Authentication as

appropriate.

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Fiske Suppl. Decl., Ex[1050], Annex A
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EMV and Associated Payment Standards

« By 2012, there were a large number of EMV-compliant cards and terminals
worldwide, with a well recognized trend toward migration in the U.S.

globally have focused on chip + PIN enablement. Whatever the format, smart chips are the basis of the technical

standard behind more than 1.24 billion payment cards and 15.4 million POS terminals,? with almost all of those cards and
acceptance devices residing outside the United States. Europe, Canada, Latin America and Asia/Pacific are all in various
stages of EMV chip migration and usage, leaving the U.S. region—the largest user of payment cards in the world—as the
last major hold-out for implementing the otherwise global standard.

P

Payment industry experts generally agree that a chip-based standard will come to the U.S., but the predictions of when
and in what form vary dramatically. While pundits have been saying the U.S. is far from ready for it, there is a distinct
possibility that the change may come soconer rather than later.

First Data White Paper, Ex[1041] at 2.

» Indeed, Patent Owner's expert himself acknowledged that the U.S. had targeted
transition to EMV by 2015.

37. Bankrate.com states “Major credit card issuers asked that most U.S.

businesses that accept credit cards move toward an EMV-compliant credit card point
of sale (POS) system by Oct. 1, 2015 (for fuel retailers, the EMV liability deadline
was April 2021).”* This is moving towards EMV compliance by 2015 and a deadline
0f 2021. Even at that time, a company need not implement all of the EMV standard,

but rather a minimal subset’.

Easttom Decl., Ex[2009] 37.

Paper 26 at 5
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EMV and Associated Payment Standards

* Therefore, a POSITA in 2012 working with payment systems would be familiar with
EMV as background knowledge.

13.  PO’s expert argues that EMV had low adoption in the U.S. by 2012,
Ex[2009] 9937-43. This is irrelevant. U.S. adoption rate is irrelevant because a
POSITA would have been aware of EMV and motivated to build products that
comply with it, due to its wide adoption worldwide and a well-known trend to
migrate in the U.S, which PO’s expert admits. Ex[2009] 937. By 2012, U.S. issuers
have started making cards EMV compliant so that they would work worldwide with
EMV-compliant terminals—there were more than 1.2 billion EMV-compliant cards

in circulation worldwide as of 2011, and with a well-known target migration date of

2015 in the U.S. as well. Ex[1041], 2; Ex[2009] 937.

Fiske Supp. Decl., Ex[1050] T 13.

Paper 26 at 5
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Prior Art Status of Disclosures in Provisional Applications

Petition:

Petitioner does not contend the Collinge
Provisional is prior art.

* The provisional applications are incorporated by reference into Collinge, and forms

part of the disclosure thereof. Ex[1011], Cover.

The Collinge publication (Ex[1011]) is prior art,
and its disclosure includes the disclosures from
the provisional applications that are
incorporated by reference.

Incorporated disclosures are properly
considered

— Advanced Display Sys. Inc. v. Kent State University,
212 F.3d 1272 (Fed. Cir. 2000) (“[m]aterial not
explicitly contained in the single, prior art
document may still be considered for purposes of
anticipation if that material is incorporated by
reference”)

— Comcast Cable Comms, LLC v. Rovi Guides, Inc.,
IPR2017-01065, Paper 35 (P.T.A.B. Oct. 15, 2018)
("we are persuaded that [the provisional
application] can be relied upon for its disclosure,
having been properly incorporated by
reference...into [the published patent]”).

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 1 at 36

RELATED APPLICATIONS

[0001] This application claims the priority benefit of com-
monly assigned U.S. Provisional Application No. 61/619,
095, filed Apr. 2, 2012, entitled “Method and System for
Processing mobile Payments for Devices Without Secure Ele-
ments™: U.S. Provisional Application No. 61/639,248, filed
Apr. 18, 2012, entitled “Method and System for Processing
mobile Payments by Provisioning Credentials to Mobile
Devices Without Secure Elements™; U.S. Provisional Appli-
cation No. 61/735,383, filed Dec. 10, 2012, entitled “Systems
and Methods for Processing Mobile Payments by Provision-
ing Credentials to Mobile Devices Without Secure Ele-
ments,” by Mehdi Collinge et al.; and U.S. Provisional Appli-
cation No. 61/762,098, filed Feb. 7, 2013, entitled “Systems
and Methods for Processing Mobile Payments by Provision-
ing_Credentials_to_Mobile Devices Without Secure Ele-
ments,” by Mehdi Collinge et al., which are each herein
incorporated by reference in their entirety.

Collinge Non-Provisional, Ex[1011]

Paper 1 at 36, n.5; Paper 26 at 1-4 30




Prior Art Status of Disclosures in Provisional Applications

« Collinge's incorporation statement is proper and effective

« Harariv. Lee, 656 F.3d 1331, 1335 (Fed. Cir. 2011) (holding incorporation
statement that read “The disclosures of the two applications are hereby
incorporate[d] by reference” was “broad and unequivocal” and thereby
sufficient to incorporate the entirety of the two patent applications into
the document); Paice LLC v. Ford Motor Co., 881 F.3d 894, 907 (Fed. Cir.
2018); Comcast Cable Commc’'ns, LLC v. Rovi Guides, Inc., No. IPR2017-
01065, Paper 35 (P.T.A.B. Oct. 15, 2018); Ex Parte Gary K. Michelson, No.
APPEAL 2012-004146, 2015 WL 5118373, at *3-4 (P.T.A.B. Aug. 27, 2015).

* Incorporating allegedly “nonpublic” information is effective as long as
such information is public on publication/issuance.

« Inre Hawkins, 486 F.2d 569, 574 (C.C.P.A. 1973) (“the function of section
112 ...is only violated if the disclosure is not complete at the time it is
made public, i.e., at the issue date”) (emphasis in original); In re Lundak,
773 F.2d 1216, 1222 (Fed. Cir. 1985) (disclosure requirements satisfied by
“public access after grant” of the patent).

« By Office rule, the Collinge provisionals were public at least as of
Collinge’s publication
« 37 C.F.R. § 1.14(a)(1)(iv)-(v)
« Ex 1009, Ex 1010

Paper 26 at 1-3
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Claim 1

[1.PRE] A method for secure application-based participation in a for digital credential data to authorize a transaction against the
payment card transaction authorization process by a mobile account, the request for digital credential data including a
device, the method comprising: cryptogram request;

[1.A-1] at a mobile device, executing an application in an operating [1.E-2] generating a response cryptogram based on a set of inputs and
system of the mobile device, the local cryptographic key associated with the account, wherein

[1.A-2] the application interrogable by an electronic reader, over a first the response cryptogram does not include the local cryptographic
communications channel, for digital credential data key associated with the account used to generate the response
corresponding to an account having a corresponding digital cryptogram; and
credential and [1.E-3] responding to the at least one POS command communication,

[1.A-3] configured to request, from a remote computer system hosting wherein responding to the at least one POS command
the corresponding digital credential, over a wireless network that communication comprises sending at least one device response
is separate from the first communications channel, data communication from the mobile device to an electronic reader
associated with the account and through the communication channel, the at least one device

[1.A-4] generate cryptograms requested during interrogations over the response communication comprising at least one response
first communications channel using the data associated with the application data protocol unit containing the response
account received from the remote computer system, wherein the cryptogram and an account identifier for the account;
application does not access a permanent cryptographic key [1.F] subsequent to the interrogation, requesting by the application,
issued for the digital credential during the interrogations from the remote computer system, over the wireless network, a

[1.B] requesting by the application, from the remote computer system, second set of data associated with the account;
over the wireless network, a first set of data associated with the [1.G] receiving by the application, from the remote computer system,
account; over the wireless network, the second set of data associated with

[1.C] receiving by the application, from the remote computer system, the account, the second set of data comprising a second non-
over the wireless network, the first set of data associated with the permanent cryptographic key associated with the account; and
account, the first set of data associated with the account usable [1.H] storing the received second non-permanent cryptographic key as
by the application to formulate an application protocol data unit the local cryptographic key associated with the account to
response, the first set of data comprising a first non-permanent change the local cryptographic key associated with the account
cryptographic key associated with the account; between at least two interrogations.

[1.D] locally storing the first non-permanent cryptographic key at the

mobile device as a local cryptographic key associated with the
account;

[1.E]

participating by the application in an interrogation between a
point-of-sale (POS) terminal and the mobile device comprising:

[1.E-1]

receiving at least one POS command communication sent by the
POS terminal over the first communications channel, wherein the
at least one POS command communication comprises a request

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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[1.A-3] “request”

« Collinge discloses credential communications initiated by the transmission
of a CAP token from the user’s phone/device:
304 306 [1.A-3] configured to request, from a remote computer system hosting
) the corresponding digital credential, over a wireless network that
120 8~ Poyrece B ... .. é’ is separate from the first communications channel, data
120 U associated with the account and
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Ex[100§] Fig. 7 (annotated)
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[1.A-3] “request”

« Collinge explicitly characterizes the provisioning of the payment credential
as "a pull request”:

19. The method of claim 18, wherein the provisioning of the payment

credentials is a pull request from the mobile device.

Ex[1009], 42

* Provisioning of the credential is initiated by transmission of a CAP token
for authentication:

18. A method for generating and provisioning payment transaction data to a
mobile device from a Cloud-based transaction data generation system (Cloud), the
method comprising;:

authenticating the mobile device to the Cloud based upon authentication

credentials previously provisioned to the mobile device;

Ex[1009], 41

Paper 1 at 40; Paper 26 at 9
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[1.A-3] “request”

« Collinge discloses a deterministic sequence initiated by the transmission of
a CAP token:

3 Mobile Payment App1iczifi[)_ﬁmégﬁdédﬁ' CAP Token to the Cloud
4 The Payment System (in the Cloud) validates the CAP Token
using a CAP Token Validation Service (CTVS).

5 The CTVS validates the CAP Token.

6 The result of the CAP Token validation is sent to the Payment

Credentials Management System.

7 Upon successful authentication, a genuine KDcycs is used and
(KSyn, Cloud CVC3rrackisz, ATC) is returned.

8b (KSun;, Cloud_CVCSmAéKuz, ATC) is returned to the front-end of
the Cloud system for delivery to the Mobile Payment Application.
9 (KSun, Cloud CVC3trackin, ATC) is returned to the Mobile

Payment Application. This can encompass additional payment

assets,

12 Standard PayPass Magstripe payment experience using a Mobile
Device.
The Mobile Payment Application use a specific process to
generate the CVC3 using (KSyn, Cloud_CVC3rtrackin, ATC and Ex[1009], 21, 22

UNREADER) Paper 1 at 38
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[1.A-3] “request”

Collinge discloses a deterministic sequence that was initiated by the

transmission of a CAP token:

[0082] Instage 3, the mobile payment application 106 may
transmit the generated CAP token to the remote-SE system
100. At stage 4, the CAP token may be forward to a CAP
token validation service (CTVS) 702. At stage 5, the CTVS
702 may validate the CAP token using methods apparent to
persons having skill in the relevant art. At stage 6, the results
of the validation may be sent to the payment credentials
management system 704. In some embodiments. the payment
credentials management system 704 may be operated by or
on behalf of the issuer 108.

[0083] At stage 7. the payment credentials management
system 704 may generate an encrypted payload. As part ofthe
encrypted payload, the payment credentials management sys-
tem 704 may generate a session key unpredictable number
(KS, ), a cloud unpredictable number (UN; ;). and may
identify and/or store a plurality of dynamic card validation
code (CVC3) keys and the Ksyop 40 Methods and systems
for the generation of unpredictable numbers will be apparent
to persons having skilled in the relevant art. The encrypted
payload may include at least one CVC3 key, the KSUN, and
the application transaction counter and may be generated
using a derived CVC3 key (KD, ). In one embodiment, the
KDy used may be fake if the CAP token validation is
unsuccessful. The payload may be encrypted using the

K.S'.T CRAGE"

[0084] At stage 8a, the payment credentials management
system 704 may perform a synchronization process with the
issuer 108. The synchronization process may include defining
rules for the validity of the values generated by the mobile
payment application 106 for conducting a payment transac-
tion. In one embodiment, the process may include transmit-
ting at least the KS, . application transaction counter, and
UN_; orp to the issuer 108 for storage in the issuer database
310.

[0085] Atstage 85, the encrypted payload may be transmit-
ted to the cloud system 302 for transmitting to the mobile
payment application 106 in stage 9. At stage 10, the encrypted
payload may be decrypted using the K., . ;o and stored in
the storage 304. At stage 11, the user 102 may shop at the
merchant 306 and select goods or services for purchase. As

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Ex[1011], [0082]-[0085]

Paper 1 at 38-41
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[1.A-3] “request”

Petitioner also showed that a “request” was an obvious way to obtain the
needed information among a finite number of predictable alternatives

Petition:

To the extent Collinge does not explicitly disclose that the application would
“request” a first set of data from the remote computer system, in light of the fact that
such data is retrieved from a remote system, a POSA would have found it obvious
to configure the mobile application to request it as that was one of a finite number
of predictable ways to retrieve data. Ex[1011], [0082], [0083]; Ex[1006] ¥ 88.

Moreover, it would be a waste of bandwidth and resources for the issuer to push

information regardless of the status of the user device. Ex[1006] 9 88.

Paper 1 at 40-41
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[1.C] “"associated with”

response, the first set of data comprising a first non-permanent
cryptographic key associated with the account;

PO’s argument is premised on the assumption that a key is only
"associated with” an account if the account number can be recovered from
a key

in its generation. Pet. 43. This is incorrect for two reasons. First, as
Petitioner’s expert acknowledged, information sent as part of an account-

specific request that cannot be used to determine which account it relates

to would not be associated with the account. EX2035 at 84:19-86:11. And,

as Dr. Fiske also recognized, a POSITA would not be able to determine

any of the account information, including the PAN, using KSun. EX2035

at 81:6-13; EX2009 Y112-113. Second, Petitioner’s contention that KSun
Paper 22 at 18

PO offers no support for this narrow construction, and abandons it in Sur-

Rep ly The POR does not contend that KSun in Collinge is not associated

with the account merely because it cannot be used to recover the account

number. POR 18-19. Instead, the POR explains that KSun being

Paper 28 at 5

Paper 26 at 10
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[1.C] “"associated with”

response, the first set of data comprising a first non-permanent
cryptographic key associated with the account;

« Collinge’s Non-Permanent Key (KSun) is “associated with the account” in three

ways:

2) It is generated based on an account-specific counter

Generate KSyy using:
Uy, == DES3(KDyn)[(ATC || ‘F0’ || “00” || UNcLoun)]
Ug = DES3(KDy)[ ‘0F” || ©00” || UNcLoun)]
KSuyn = (UL || Ur)

[0069] Concatenate from left to right the PAN (without any ‘F’ padding) with the
PSN (if the PAN sequence number is not available, then it is replaced by a ‘00’
byte). .

[0070] If the result X is less than 16 digits long, pad it to the left with
hexadecimal zeros in order to obtain an eight-byte number Y in numeric (n) format. .

Reuse Value Y as defined above

Generate KDy using:
7y, = DES3(IMKyn)[Y]
Zg := DES3(IMKu)[Y ® (FE’|[FF'||*FF’||*FF||‘FF"|[‘FF’||'FF*||'FF")]

KDun = (Zt, || Zr)
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Ex1009 at 26-27

Ex1009 at 28

3) It is generated based on an account specific key (KDuN) that is computed based on the
account number (PAN)

1) It is generated in response to an account-specific request, and only provided if
validation succeeds

Paper 1 at 43 40



[1.C] “"associated with”

« Generation of KSun requires generation of value “Y"”

* Y uniquely identifies an account at a given issuer because it contains the
entirety of the individual account number:

[0071] If X is at least 16 digits long, then Y consists of the 16 rightmost digits of

X in numeric (n) format.

Y Ex[1011], [0069]
|

X = 5012 3456 7890 1234 01

\ )
Y

Issuer Individual
|dentification Account
Number Number

7.41 Primary Account Number

The Primary Account Number (PAN) comprises a six-digit Issuer Identification Number (1IN), a variable length
(maximum 12 digits) individual account number and a check digit, and is as defined in ISO/IEC 7812-1.
ISO/IEC 7812-2 describes the application and registration procedures for lINs.

Ex[1065] §7.4.1

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Paper 26 at 10-11 41



[1.C] “"associated with”

response, the first set of data comprising a first non-permanent
cryptographic key associated with the account;

Reuse Value Y as defined above

Generate KDy using:

Zy, = DES3(IME n)[Y]

Zr = DES3(IMK )Y @ (‘FE’||*FF’||*FF’||*FF’||*FF’||*FF’||*FF’||*'FF")]
KDuyy = (Z1. || Zr)

Ex[1009], 27

KSun

Generate KSyw using:

Uy, == DES3(KD)[(ATC || ‘F0’ || <00° || UNcroun)]
Uy := DES3(KDyn)[(ATC || ‘OF || “00” || UNcLoun)]
KSun = (UL || Ur)

Ex[1009], 28

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Generation of KDun using IMKun and Y

Because IMKuN (IMK = Issuer Master Key
(see Ex[1009], 31]) is unique to an issuer,
the resulting KDun is uniquely associated
with the account because a different
issuer would have a different IMKun and a
different account at that issuer would
have a different Y.

Generation of KSun using KDun and
ATC (transaction counter)

Because KDun is uniquely associated with
the account, the resulting KSunis also
uniquely associated with the account
because a different account would have a
KDunN

Paper 1 at 43, Paper 26 at 10-11 P




[1.C/1E-3] APDU Response

[1.C]

receiving by the application, from the remote computer system,

over the wireless network, the first set of data associated with the
account, the first set of data associated with the account usable
by the application to formulate an application protocol data unit

response, the first set of data comprising a first non-permanent
cryptographic key associated with the account;

Limitation 1.C expressly has to do with receiving a “first set of data”
The claim limitations related to that data being used to formulate and

“application protocol data unit” are separately claimed and analyzed in the

petition with element 1.E-3.

[1.E-3] responding to the at least one POS command communication,

wherein responding to the at least one POS command
communication comprises sending at least one device response
communication from the mobile device to an electronic reader
through the communication channel, the at least one device
response communication comprising at least one response

application data protocol unit containing the response

cryptogram and an account identifier for the account;

* PO merely ignores the Petition’s explanation as to application protocol

data units

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



[1.C/1E-3] APDU Response

« The Petition explains how Collinge's “first set of data” is used to generate a
cryptogram and pass it to the POS via a “standardized EMV” APDU

Petition:

It is well known in the art that, during the interrogation, commands issued by

the terminal and responses from the “Card” are communicated in command- and

response-application protocol data units (C-APDUs and R-APDUs), respectively

and it would be obvious to implement Collinge in this way to ensure interoperability

with EMV-standardized devices. Ex[1037] at 46-48; Ex[1021] § 6.5; Ex[1006] § 95.

Paper 1 at 43-44

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

(Stage 11-20), [0063]. This is also consistent with standardized EMV transactions

(with which a POSA reading Collinge will understand its disclosure as compatible,

Ex[1006] § 73) where the mobile device (“Card”) generates a cryptogram in
response to a COMPUTE CRYPTOGRAPHIC CHECKSUM, GENERATE AC, or

GPO command. Ex[1026] §§3.4.2, 3.4.3, 5.2, 5.3; Ex[1027] §2.4.1. The

**x%
A POSA would also have found it obvious to implement Collinge in the

manner described above because these are standardized operations in secure

payment transactions and are therefore applying a known technique (using EMV

standard POS-card messaging) to yield predictable results (permitting EMV terminal

to assemble an authorization request/payment message for transmission), and would

ensure the system is compatible with existing POS infrastructure. Ex[1006] 4 101.

Paper 1 at 45-46
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[1.C/1E-3] APDU Response

« The Petition explains how Collinge's “first set of data” is used to generate a
cryptogram and pass it to the POS via a “standardized EMV” APDU

Petition:

As explained in [1.E] and [1.E-1], the card (or device) being interrogated

would respond to a command APDU (C-APDU) from the POS terminal with a

response APDU. As explained in [1.A-2], the application on the mobile device
interacts with the POS terminal, over a first communications channel (e.g., NFC).
Ex[1011], [0002]-[0003], [0044].

As explained in [1.A-2], [1.E-1], and [1.E-2], Collinge discloses that the
mobile device sends payment credential data, which a POSA would understand to

include generated payment cryptogram and other “common payment credential

information™ such as account information (e.g., PAN)® to the POS terminal in
response to a POS communication. See supra §§ X.A.l.c, X.A.L.i(1), X.A.1.i(2);
see also Ex[1011], [0044], [0055], [0070], [0077]; Ex[1009], [0061] (Table 1, Step
15), [0064]. A POSA would understand that this can be implemented in the manner

directed by either Construction 1 or Construction 2. Supra § VIII; Ex[1006] § 107.

Alternatively, under Construction 1, where the Term could mean one or more
APDUs collectively containing the response cryptogram and an account identifier
for the account, this is satisfied by Collinge’s reference to the PayPass card
specification in the provisional application, incorporated by reference. Ex[1009],

[0003], [0029]-[0032], [0040]. It is understood in the art that, during interrogation

for a contactless transaction including a Mastercard Paypass transaction, the “Card”

(user device) would provide, in R-APDUs, account information such as a Primary

Account Number (PAN) in response to a READ RECORD command, and a

response cryptogram (CVC3 or Application Cryptogram) in response to a

COMPUTE CRYPTOGRAPHIC CHECKSUM or GENERATE AC command

APDU. Ex[1048], [0017]-[0018]; Ex[1026], §§ 3.4.2, 3.4.3, 3.8.1-3.8.3, 5.2, 5.3;

Ex[1006] 9 108.

Paper 1 at 48-49
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[1.C] APDU Response

» Because PayPass is EMV-compliant and a POSITA would be familiar with
EMV, a POSITA would know that the response from a card is communicated
with an APDU, which is simply the standard message format.

3.2.3 Command and response format

In accordance with the OSI 7-layer model, the information transaction
exchanged between the card and the terminal can be divided into three pro-
tocol sections:

3. Application protocols for command and response data (layer 7). A
step in an application protocol consists of sending a command appli-
cation protocol data unit (C-APDU) from the terminal application to
the card application. The latter processes it and sends back the
response application protocol data unit (R-APDU} to the terminal
application. A schematized picture of a C-APDU/R-APDU npair is
given in Figure 3.5.

6.1 Command APDU Format

The command Application Protocol Data Unit (APDU) consists of a mandatory
header of four bytes followed by a conditional body of variable length, as shown in
Figure 1:

cLA | INs | p1 | P2 Le Data Le

« Mandatory Header? — | « Conditional Body —

Figure 1: Command APDU Structure

Radu, Ex[1037], 46-47

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

6.2 Response APDU Format

The response APDU format consists of a conditional body of variable length
followed by a mandatory trailer of two bytes, as shown in Figure 2:

Data SW1 sSwa2

— Body — « Trailer —»

Figure 2: Response APDU Structure

The data field of a response APDU is an object structured as defined in Annex B.
The detailed coding of the objects is provided with the commands deseribed in
subsequent sub-clauses.

EMV Book 3, Ex[1021] 8§ 6.1-6.2 at 57-58

Paper 1 at 38, 43-44, Paper 26 at 11
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[1.C] APDU Response

« Collinge states that its technique is applicable to Paypass, and a Skilled
Artisan would know any command and response (including the

cryptogram) will be sent in an APDU

3.1

Overview of Command — Response APDU Flow

Figure 2 illustrates the Command — Response APDU flow of a PayPass — Mag Stripe
transaction including the SELECT AID command.

Figure 2—Command - Response APDU Flow

PayPass card PayPass reader

4. SELECT AID
&‘

(PDOL RELATED DATA)

3, GeT PROCESSING OPTIONS
4. AIP, AFL
W
6. [TRACK 1
DATAL TRACK 2 paTA PUNATG,
[PCVC3ragy) PCvVC3 macki], PUNATG e,
, o,
Ckz INATCHW:K?]. NATC"RACK;, oy
UN)
7. COMPUTE CRYPTOGRAPHIC GuecksuM (!

8

3 {CVC3W|:K1], CvcaTR&ckz, ATC

2.4

C-APDU Processing

2.41 Overview

Figure 2.2 illustrates the actions taken by the PayPass — M/Chip 4 application when a
C-APDU is processed.

Figure 2.2—Processing a C-APDU

ACCEPTED

SPECIFIC PROCESSING

RESPONSE

FINAL STATE

A C-APDU is processed if the C-APDU Recognition and Acceptance procedures have not
resulted in the rejection of the C-APDU (see Section 2.3.3).

The processing that is specific to the C-APDU is specified in Section 2.4.3 for the COMPUTE
CRYPTOGRAPHIC CHECKSUM command and in /M/CHIP4] for all other commands.

The R-APDU resulting from the processing of a C-APDU and the destination state of the
application when the C-APDU is processed are specified in the section dedicated to the
C-APDU.

PayPass Spec, Ex[1058], §l1.3.1 at 23
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PayPass Spec, Ex[1059], §2.4.1 at 25

Paper 1 at 38, 43-44, Paper 26 at 11
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[1.E-2] Cryptogram (CVC3) Calculation

« Collinge explicitly recites a formula for calculation of cryptogram (CVC3)

using the single-use key, KSun

2. Calculate T as follows:

T = UI:S?I(KS UN}[M]

The two least significant bytes of T are the CVC3trackiz

Ex[1009], 29-30

« A POSITA understands that a cryptogram such as CVC3 or Application
Cryptogram is a Message Authentication Code, generated with 3DES

algorithm.

8.1 Application Cryptogram Generation

8.1.1 Data Selection
An Application Cryptogram consists of a Message Authentication Code (MAC)
generated over data:

¢ referenced in the ICC’s DOLs and transmitted from the terminal to the ICC
in the GENERATE AC or other command, and

s accessed internally by the ICC.

A1.2 Message Authentication Code

The computation of an s-byte MAC (4 < s < 8) is according to ISO/IEC 9797-1
using a 64-bit block cipher ALG in CBC mode. More precisely, the computation of
a MAC S over a message MSG consisting of an arbitrary number of bytes with a
MAC Session Key Ks takes place in the following steps.

EMV Book 2, Ex[1020], §8.1.1 at 100

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

B1.1 Data Encryption Standard (DES)

The double-length key triple DES encipherment algorithm (see ISO/IEC 18033-3)
1s the approved cryptographic algorithm to be used in the encipherment and
MAC mechanisms specified in Annex Al. The algorithm is based on the (single)
DES algorithm standardised in ISO 16609.

EMV Book 2, Ex[1020], §8.1.1 at 141, 149

Paper 1 at 47, Paper 26 at 12
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[1 E-2] Cryptogram (CVC3) Calculation

Collinge improved upon PayPass-MagStripe by using a one-time
cryptographic key KSun, rather than static key (e.g. KDcvc3), for generation
of the application cryptogram/MAC (CVC3), while maintaining
compatibility with the existing PayPass-MagStripe terminal

infrastructure/payment messaging.

* Generation of KDcvc3 vs. KSun: both are 16-byte keys (Ex[1050] 135)

KDcyes is a 16-byte DES3 key derived from the Issuer Master Key for CVC3 Generation
(IMK¢yes) as follows:

Concatenate from left to right the PAN (without any ‘F” padding) with the PAN sequence
number” (if the PAN sequence number is not available, then it is replaced by a ‘00 byte).

If the result X is less than 16 digits long, pad it to the left with hexadecimal zeros in order to
obtain an eight-byte number Y in numeric (n) format. If X is at least 16 digits long, then Y
consists of the 16 rightmost digits of X in numeric (n) format.

Compute the two eight-byte numbers:

Z1 =DES3(IMKcves3)[Y]

Zy = DES3(IMKcyc3)[Y @ (‘FF'||'FF°||'FF’||°'FF’||'FF’||°FF’||'FF’||'FF )]
and define :

KDgcyes == (ZL || Zg).

Reuse Value Y as defined above

Generate KDy using:

Zy, = DES3(IMKyn)[Y]

7 = DES3(IMKy)[Y @ (‘FF’||*FF’||*FF’||'FF’||‘FF’||‘FF’||‘FF’||‘FF*)]
KDyy = (Z1. || Zr)

Ex[1009], 27

PayPass Spec., Ex[1058] §111.3.8.1 at 108
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KSun

Generate KSyw using:

Uy == DES3(KDu)[(ATC || ‘FO’ || 00 || UNcLoun)]
Ug = DES3(KDyn)[(ATC || <OF” || ‘00° || UNcLoun)]
KSun = (UL || Ur)

Ex[1009], 28

Paper 1 at 47, Paper 26 at 12-13
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[1 E-2] Cryptogram (CVC3) Calculation

KSun can be used in place of a KDcvcs to generate the CVC3 in exactly the
same way, thereby maintaining compatibility (Ex[1050] 135)

3.8.2 Dynamic CVC3 Generation

The CVC3rracks is generated using DES3 encipherment as follows:

1. Concatenate the data listed in Table 44 in the order specified to
block (D):

Table 44—Track 1 CVC3 Data Objects

obtain an 8 byte data

1. Concatenate the following data to obtain an § byte data block (M):
» Cloud CVC3irackin (2 bytes)
»  UNgpgaper (4 bytes)
* ATC (2 bytes)
2. Calculate T as follows:
T = DES3(KSun)[M]

The two least significant bytes of T are the CVC3yrackiz

Data Object Length
IVCres TRACK? 2 byter.
UN 4 bytes
ATC 2 bytes

2. Calculate O as follows:

O := DES3(KDcvc3)[D]

3. The two least significant bytes of O are the CVC3 g 0k;-

PayPass Spec., Ex[1058] 8111.3.8.2 at 109
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[1 E-2] Cryptogram (CVC3) Calculation

It is also common knowledge that MACs including CVC3s are calculated
using triple DES algorithm, and the DES algorithm would not include the
encryption key in its encrypted text. (Ex[1050] 136)

Message authentication is a technique which produces cryptographic check
digits which are appended to the message. These digits-are analogous to a
parity check or cyclic redundancy check, except that in this case the check
digits are cryptographically generated, using DES and a secret key. These
digits, called the message authentication code or MAC, are generated by the
originator, appended to the transmitted message, and then checked by the
recipient, who also holds the same secret key used in the generation process.
Should anyone attempt to modify the message-between the time the MAC is
generated and the time it is checked, he would be detected. Not knowing the
secret key, he would be unable to generate the correct MAC for his modified
message. Similarly, no one can successfully introduce a spurious message
because he could not generate the proper MAC for this message.

Example: Let M be the plain text message
M=0123456789ABCDEF, where, M 1s in hexadecimal (base
16) format. Rewriting M 1n binary format, we get the 64-bit
block of text:

Meyer, Ex[1034], 17

Example: ITet K be the hexadecimal key

K=133457799BBCDFF1.|This gives us as the binary key
(setting 1 = 0001, 3 = 0011, etc. and grouping together
every eight bits, of which the last one in each group will
be unused):

Which in hexadecimal format 1s: 85E813540F0AB40S5.

This 1s the encrypted form of M = 0123456789 ABCDEF:
namely| C = 85E813540F0AB405.

Does not contain
the key (K)
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Radah, Ex[1039] 29-30

Paper 1 at 47, Paper 26 at 12-13, n.11
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[1.E-3] R-APDU w/ Cryptogram and Account ID

« (CVC3 and Application Cryptogram (AC) are well known in the art to be names of
response cryptograms generated by the payment application for authorization of a
transaction in an EMV-compliant transaction.

The processing is similar to that performed in the case of magnetic stripe
cards, with the observation that the payment message sent to the acquirer
contains the supplementary information gathered by the terminal from the
card during the processing explained in Figure 6.1. After receiving this

information, the issuer can better assess whether the card is genuine or not, The skilled artisan will appreciate that the CVC3 (card
since the Application Cryptogram produced by the card is “fresh” for every verification code) is a cryptographic checksum also known
new transaction. The authorization response that is sent back by the IH as a MAC. Typically, with a normal magnetic siripe trans-

action, it 1s a static three digits. In EMV. dynamic crypto-

6.9.1 Authorization request and response with chip data . ,
graphic checksums are emploved due to their greater

The terminal generates an authorization request message 1100. The data
fields included in this message are those explained in Section 2.9 for

1 M
the processing of transactions using magnetic stripe cards. In addition, the MeChanlsm to a”OW the use
authorization request message includes the field ICC system-related data, Of disposab|e ca rdS on a
corresponding to bit 55 in the bitmap (see Section 2.8.1) of the data ele- .
ments present in the 1100 message, according to ISO 8583:1993. This field System deS|g ned to accept
con.tams all the data objects from the point of service, which allows the IH to ca rdS Confo rm | ng to the
verify the correctness of the ARQC produced by the card. Among these data
objects one can mention: standards of the g|0ba|
payments industry”, Ex[1052]

» Application Cryptogram (ARQC);

14:63-65

Radu, Ex[1037], 54, 57

* In particular, Kernel behavior supporting a Mastercard brand or cards are defined in

EMV Contactless Book C-2

This document defines the behaviour of the Kernel used in combination with cards EMV Book C-2, Ex[1026], 23
supporting a MasterCard brand or cards having a Kernel Identifier indicating
Kernel 2, as defined in [EMV Book B].

Paper 26 at 14
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[1.E-3] R-APDU w/ Cryptogram and Account ID

« A POSITA reviewing Collinge would be familiar with the PayPass
Specification, and know that PayPass is Mastercard’s implementation of
contactless EMV-compliant transactions, and/or find it obvious to
iImplement Collinge to be EMV-compliant

3.1 Overview of Command — Response APDU Flow 342  Mag-Stripe Mode
Figure 2 illustrates the Command — Response APDU flow of a PayPass — Mag Stripe For a mag-stripe mode trar.'lsactlor!, after the G,ET PROCESSING OPTIONS
transaction including the SELECT AID command. command, the Kernel continues with the following steps:

1. It reads the data records from the Card, containing Track 7 Data and Track 2
Figure 2—Command — Response APDU Flow Data, together with instruction on how to populate the discretionary data.

2. ltissues the COMPUTE CRYPTOGRAPHIC CHECKSUM command, including
Unpredictable Number (Numeric) to the Card, requesting the Card to return a
CVC3 cryptogram, calculated over Unpredictable Number (Numeric).

4. seLecT AID 3. It populates the Track 2 Data with the Unpredictable Number (Numeric), the
Application Transaction Counter, and CVC3 (Track2).
2. FC|
\ 3.8.2

Mobile Mag-Stripe Mode Transactions
DATA)
o (PDOL RELATED

W For the support of mobile mag-stripe mode transactions, the Kernel has two mobile
. specific data objects:

- AIP, AFL
\ 1. The Mobile Support Indicator, indicating that the Kernel supports mobile and that

a particular transaction requires CVM

CORD 2. A Reader Contactless Transaction Limit (On—device CVM) for phones (as
‘M opposed to a Reader Contactless Transaction Limit (No On—device CVM) for

— cards
5. [TRACK 1 DaTAj, )

PayPass card PayPass reader

Al TRACK 2 DAT, [PUNATC
[PC TRacki], pUNATCYRACN?:
% 52 COMPUTE CRYPTOGRAPHIC CHECKSUM
T e [UDOL,
(UN) 5.2.1 Definition and Scope

7. COMPUTE CRYPTOGRAPHIC CHECKSUM
. The COMPUTE CRYPTOGRAPHIC CHECKSUM command initiates the computation

8 of the dynamic CVC3 on the Card.

5.2.2 Command Message Paper 26 at

The COMPUTE CRYPTOGRAPHIC CHECKSUM command message is coded 1 4_ 1 5

PayPass Spec, Ex[1058], §I11.3.1 at 23~ [==feeress
EMV Book C-2, Ex[1026], §§3.4.2, 3.8.2, 5.2
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[1.E-3] R-APDU w/ Cryptogram and Account ID

In a Mastercard transaction, the cryptogram and account number are
returned in different R-APDUs, satisfying the construction where “at least
one response [APDU]" i.e. more than one ADPU “contain[] the response
cryptogram and an account identifier for the account.”

3.1

Overview of Command - Response APDU Flow

Figure 2 illustrates the Command — Response APDU flow of a PayPass — Mag Stripe
transaction including the SELECT AID command.

Figure 2—Command — Response APDU Flow

PayPass card PayPass reader

1. SELECT AID
&’

¢ (PDOL RELATED DATA)

3, GeT PROCESSING OPTION
4. AIP, AFL

5. ReAD RECORD
e =

6. [TRACK 1 paT,

Al. TRACK 2 p, ATA
. [PUNATC
IPCVCGWCKJ, PCVC3,y, TRACK1), PUNATC sy
Gz,
K2 {NATCTRMK?]. NATC reac, (oo,
HECksuM (UN)
7. COMPUTE CRYPTOGRAPHIC Ci

-

8

- IOVCmuckl. CVCarmacie, ATC

3.4.2 Mag-Stripe Mode

For a mag-stripe mode transaction, after the GET PROCESSING OPTIONS
command, the Kernel continues with the following steps:

1. It reads the data records from the Card, containing Track 7 Data and Track 2
Data, together with instruction on how to populate the discretionary data.

2. ltissues the COMPUTE CRYPTOGRAPHIC CHECKSUM command, including
Unpredictable Number (Numeric) to the Card, requesting the Card to return a
CVC3 cryptogram, calculated over Unpredictable Number (Numeric).

3. It populates the Track 2 Data with the Unpredictable Number (Numeric), the
Application Transaction Counter, and CVC3 (Track2).

3.8.2 Mobile Mag-Stripe Mode Transactions

For the support of mobile mag-stripe mode transactions, the Kernel has two mobile
specific data objects:

1. The Mobile Support Indicator, indicating that the Kernel supports mobile and that
a particular transaction requires CVM

2. A Reader Contactless Transaction Limit (On—device CVM) for phones (as
opposed to a Reader Contactless Transaction Limit (No On—device CVM) for
cards)

PayPass Spec, Ex[1058], 8111.3.1 at 23
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5.2 COMPUTE CRYPTOGRAPHIC CHECKSUM

5.21 Definition and Scope

The COMPUTE CRYPTOGRAPHIC CHECKSUM command initiates the computation
of the dynamic CVC3 on the Card.

5.2.2 Command Message

The COMPUTE CRYPTOGRAPHIC CHECKSUM command message is coded
according to Table 5.3.

Paper 1 at 49-
50, Paper 26
at 14-15

EMV Book C-2, Ex[1026], §83.4.2, 3.8.2, 5.2
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[1.E-3] R-APDU w/ Cryptogram and Account ID

« Alternatively, in a VISA EMV transaction, the “card” may return an AC in the
same APDU message with the Track 2 Equivalent Data with the PAN, in
response to the GPO command. Ex[1027] §§2.4.1, 5.2.2.3, 5.4.3.2, Table E-6.

In the GPO response, the kernel is expected to receive data elements from the card Table E-6: Data Content for Track 2 Equivalent Data
that are appropriate to the conditions indicated in the Terminal Transaction Qualifiers: Tag Value Format Length Presence
» For EMV mode — a cryptogram with supporting/additional data, Track 2 '57" | Track 2 Equivalent Data var. up to 19 M
Equivalent Data, and for offline approved transactions, a signature and Application Primary Account cn var.uptocn 19 | M
pointer to supporting/additional data (AFL). Signatures that would cause the Number (PAN)
response data to exceed its data size limit are not included, but are instead field separator = 'D' 1 M
provided in a record which is indicated as a record entry in the AFL. Expiry Date R 4 M
(= i L ar=v-| = 2 hA

EMV Book C-3, Ex[1027] §2.4.1 at 24 EMV Book C-3, Ex[1027] Table E-6 at 159 (Track

2 data includes PAN)

5.4.3 EMV Mode Path Processing — Determine Card
Transaction Disposition

If the reader is EMV mode-enabled

and the reader is not mag-stripe mode-enabled,

then the kernel shall continue processing and for all subsequent
kernel processing with different behaviour based on path, the Requirements — EMV Mode — Determine Card Transaction Disposition
kernel shall proceed with EMV Mode Path Processing, as described 5431
in section 5.4.3.

The kernel shall perform the procedure defined in this section for EMV mode
transactions.

(Cryptogram Information Data) [5.69]

If the card does not return the Cryptogram Information Data (CID),
then the kernel shall:

* Construct the CID and initialize it with a value of '00".
Else, if the card indicates mag-stripe mode is not supported

(AIP byte 2 bit 8 is Ob), the kernel shall continue processing and
for all subsequent kernel processing with different behaviour

based on path, the kernel shall proceed with EMV Mode Path

. . . . The kernel examines the Cryptogram Information Data (CID) to
Processing, described in section 5.4.3. determine the cryptogram type (TC, ARG, or AAC).

* Set CID bits 8-7 to the value of Issuer Application Data byte 5
bits 6-5° using identical bit settings.

5.4.3.2 (Cryptogram Type Transaction Disposition) [5.70]

EMV Book C-3, Ex[1027] §5.2.2.3 at 38, § 5.4.3.2 at 62 (instructing continued processing of the Paper T at 49-
response to the GPO command at § 5.4.3, including examination of cryptogram at § 5.4.3.2, 50, Paper 26
consistent with §2.4.1's disclosure that a cryptogram is returned in the same response to GPO) at 14-15
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[1.E-3] R-APDU w/ Cryptogram and Account ID

« Collinge is compatible with EMV because its single-use key, KSun, is a 16-byte
value (Ex[1050] 135), and thus can be used directly as the 16-byte Application
Cryptogram Session Key for EMV mode transactions.

8.1.2 Application Cryptogram Algorithm

The method for Application Cryptogram generation takes as input a unique
16-byte ICC Application Cryptogram Master Key MKac and the data selected as
described in section 8.1.1, and computes the 8-byte Application Cryptogram in
the following two steps:

1. Use the session key derivation function specified in Annex A1.3 to derive a
16-byte Application Cryptogram Session Key SKac from the ICC Application
Cryptogram Master Key MKac and the 2-byte Application Transaction
Counter (ATC) of the ICC.

2. Generate the 8-byte Application Cryptogram by applying the MAC algorithm
specified in Annex Al1.2 to the data selected and using the 16-byte Application
Cryptogram Session Key derived in the previous step.

A1.3.1 Common Session Key Derivation Option

The common session key derivation option generates a unique session key for
each transaction performed by the application. It does this by enciphering an 8-
byte diversification value with the 16-byte ICC Master Key (MK) to produce a
16-byte ICC Session Key (SK).

The 8-byte diversification value is represented as
R=Ro||Ri||R2||Rs||Ral|Rs|| Re|| Rr.

Ex[1020] §A1.3.1, §8.1.2.

Paper 26 at 15, n.13
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[10/27] Remote Computer System

Petitioner’'s mapping of remote computer system includes functions of
authorization, which includes the issuer system connected to the “cloud

system”

306

[0046] In one embodiment, system 100 may include a connection 178 between the

issuer 180 and a payment credentials management system 114
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4 _—-m (numréf ”"’;:i:& m:;;sm P é
Managesent 114 Cloud Sysiom 1?3
Ex[1009] [0046], Fig.

Paper 1 at 38-41,
58-59;
Paper 26 at 17
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[10/27] Remote Computer System

Dr. Fiske's analysis is not limited to the cloud system— he merely acknowledged
that the functionality expressly recited in claim 1 was performed in Collinge's
remote SE system, which is only a part of the remote computer system in the blue-
boxed portion, and that system can encompass multiple computers.

5 A. The word "system" is actually quite loose in
120 -3~ Prmast S 6 its definition. It could encompass multiple
; = 166
18 ) Authenteation | P
\'E\""—H'J Ry Enow e b4 7 computers, or at some level of detail you might refer
- . S
1[ ﬂ-gf ‘«f | . -1 8 to that collection of computers as a single system.
-:rm-m }wmn - ™ Sl L
—— . : { £ ‘\“l iy
fj‘) M‘;ﬂ Y iﬁ‘ in | DEﬂ_'l‘_n“Eﬁ‘ﬂ; \;“ . — 11 A. I think so. I can't see in either Figure 6
(B)) K starage ‘S‘:F: MMC | L &l ﬁ"i,;"" FED Koy . . . e .
:_." 204 i sl ,ll\mllm {m }@ T 12 or Figure 7 an item identified with a 100. But the
&) :mwmw X Systems
|

\

Encrymred ‘witheut SE
(Ecge) T 13 remote-5SE system is clearly labeled 110 in both
L ca e
Mobile Payment Application | o= 14 diagrams.
=) = 20

112__-;—,,,,,,, Ex[1049], 25:25-26:8, 73:3-
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Ex[1009] Fig. 7 Paper 26 at 18
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[10.B]/[27.B] Remote Computer System

» See [1.C] above:

— Collinge Provisionals do not teach that retrieval of KSUN is done using only the
ATC—it is generated also with KDUN, which is in turn generated from PAN

(values X and Y)

— KSuN is generated uniquely with and for a PAN and is specific to a PAN.

Y
1

X = 5412 7512 3412 3456 01

\ )
Y

Issuer Individual

Identification Account

Number Number
Reuse Value Y as defined above KS“N

Generate KDy using:

Zy, = DES3(IMKyn)[Y]

Zr = DES3(IMKy)[Y @ CFF||°FF°|*FF||'FF°||*FF*||*FF*||*FF*||*FF*)]
KDy = (Zy1, || Zg)

Generate KSyy using:

UL = DES3(KDun)[(ATC || ‘F0O’ || <00’ || UNcroun)]
Ug = DES3(KDyn)[(ATC || ‘OF” || “00’ || UNcLoun)]
KSun = (UL || Ur)

Ex[1009], 27
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Ex[1009], 28
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[10.C]/[27.C] Validating CVC3

« Collinge teaches that the technique for validating a cryptogram/message
authentication code, such as CVC3, was “apparent” to a POSITA, and this is
corroborated by the cited payment-textbook as the well-established

practice for transaction authorization.

database 310. At stage 195, the issuer processing server 308
may validate the payment CVC3 value using at least the
UNgraners UNeroon, and application transaction counter.
Methods for validating a CVC3 will be apparent to persons
having skill in the relevant art. At stage 20, the issuer 108 may
submit a response based on the validation, and the method
may proceed accordingly as in traditional payment transac-
tions.

Collinge, Ex[1011], [0087]

6.9.1 Authorization reqguest and response with chip data

The terminal generates an authorization request message 1100. The data
fields included in this message are those explained in Section 2.9 for
the processing of transactions using magnetic stripe cards. In addition, the
authorization request message includes the field ICC system-related data,
corresponding to bit 55 in the bitmap (see Section 2.8.1) of the data ele-
ments present in the 1100 message, according to ISO 8583:1993. This field
contains all the data objects from the point of service, which allows the IH to
verify the correciness of the ARQC produced by the card. Among these data
objects one can mention:

» Application Cryptogram (ARQC);

After receiving the authorization request message 1100, the IH first veri-
fies that the card at the point of service is genuine. To this end, the crypto-
graphic module of the IH must verify the correctness of the ARQC,
according to the following steps:

» Use the key indicator present in the IAD to retrieve the correct version
of the IMK,..

» Use the account identification data to derive the key MK, correspond-
ing to the card participating in the transaction.

» Derive the actual session key SSK,, from MK
sifier information in the keys-tree.

using the ATC as diver-

AL

» Usethe algorithm version number in the IAD to call the same algorithm
for the computation of the MAC as that used in the card.

» UseSSK,.toproducea MAC on the same data objects that were consid-
ered by the card in the transaction claim.

» Compare the computed MAC against the ARQC received in the
authorization request message 1100. If the two values are equal, the
ARQC is accepted as valid evidence that the card at the point of serv-
ice is authentic and genuine.

Radu, Ex[1037], 57
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[8.A] Provisioning Data incl. Account ID

« This element is obvious because Collinge discloses receiving from a
remote-SE all necessary “payment credentials” to create a transaction
request message, which would include “account information (e.g. PAN)”

[0009] Another method for generating and provisioning
payment credentials to a mobile device lacking a secure ele-
ment includes: storing, in a database, at least a storage key, a
plurality of dynamic card validation code keys, and an appli-
cation transaction counter associated with a mobile applica-
tion program; provisioning, to the mobile device, at least the
storage kev, an authentication component, and static payment
credentials, wherein the static payment credentials are asso-
ciated with a payment account; receiving, from a mobile

Ex[1011], [0009]

« Also, it would be obvious to send an account identifier along with the key,
so that the mobile device knows which account’s key it is receiving, which
a POSITA would understand would be useful when designing a card

capable of being used with multiple accounts or a credential wallet usable
with multiple accounts. Ex[1050] 148.

Paper 26 at 19-20
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[8.B] Post-Transaction Provisioning

« Contrary to PO's assertions (POR, 40), KSun in Collinge is not generated by
the mobile device and is instead generated at the remote computer
system.

[0083] At stage 7, the payment credentials management
system 704 may generate an encrypted payload. As part of the
encrypted payload, the payment credentials management sys-
tem 704 may generate a session key unpredictable number
(KS, ), a cloud unpredictable number (UN ~; 7). and may
identity and/or store a plurality of dynamic card validation
code (CVC3) keys and the K 75z 1 Methods and systems
for the generation of unpredictable numbers will be apparent
to persons having skilled in the relevant art. The encrypted
payload may include at least one CVC3 key, the KSUN, and
the application transaction counter and may be generated
using a derived CVC3 key (KD .y 3)- In one embodiment, the

Ex[1011], [0083]

« Therefore, logically and obviously, when the mobile device uses up the
one-time key KSun after an interrogation (i.e. transaction), it should request
a new KSun for the next transaction, and in response, the remote computer
system would generate and send a new set of credential data for that
account.

Paper 26 at 20
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[4/15/20/32] Compliance w/ Card Specification

« The Collinge Provisionals state that the invention enables PayPass
transactions, where interrogation is standardized, including by the PayPass
Specification and as evidenced by the ‘171 Patent itself.

3.1

Overview of Command — Response APDU Flow

Examples of cryptograms at the time of this filing are

transaction including the SELECT AID command.

Figure 2—Command - Response APDU Flow

PayPass card

Figure 2 illustrates the Command — Response APDU flow of a PayPass — Mag Stripe

PayPass reader

defined by the following card specifications in table 4.

TABLE 4 33

Card specification

Cryptogram Designator or Name

1. SELECT AID
x‘

TED DATA)
3. GeT PROCESSING QFTIONS (PDOL RELA

4. AP, AFL

8 [TRACK 1 paTay, T,

RACK 2 DATA, [p
- [PUNATC,,
P ckil, PUNATC,
[PCVC3rracy,), PCVC3raucy, INATC, TRACK2,
! RACK]

1 NATCTRACK;. {UDOL],

N
7. COMPUTE CRYPTOGRAF‘H1CCHECKSUM (UN)

8

- [CVC3rmagy), CVC3rrack,, ATC

MASTERCARD PAYPASS MSD CVC3

VISA Contactless MSD dCVV

DISCOVER ZIP MSD dCVV 60
EMV, VISA QVSDC, VISA VSDC, AC, TC, AAC, ARQC

MASTERCARD MCHIP

Depending on the interrogation sequence selected by the 55

point-of-sale, it may not always be possible to implement a
system set forth in FIG. 17. Many point-of-sale interrogation
sequences carried out at the time of this filing are based on
card specifications such as:

a. MASTERCARD, PAYPASS, MChip 60

b. AMERICAN EXPRESS, EXPRESS PAY
¢. DISCOVER ZIP

d. Visa QVSDC, VSDC

e. Contactless EMV

PayPass Spec, Ex[1058], 8l11.3.1 at 23
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171 Patent, Ex[1001] at 25:50-63, 31:55-60

Paper 26 at 21
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[6/22] Use of 3DES Algorithm

« The Collinge Provisionals explicitly state that the cryptogram is generated
using 3DES algorithm

2. Calculate T as follows:

T = DES3(KSun)[M]

The two least significant bytes of T are the CVC3rracki1z

Ex[1009], [0071] at 29-30

Paper 1 at 56, Paper 26 at 21-22
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[16/33] Use of an Issuer Master Key (IMK)

« Use of Issuer Master Keys to derive keys used to generate MAC
cryptograms is well known and standardized:

code (CVC3) keys and the K 75 4 Methods and systems
for the generation of unpredictable numbers will be apparent
to persons having skilled in the relevant art. The encrypted

Collinge, Ex[1011] [0083]

After receiving the authorization request message 1100, the IH first veri-
fies that the card at the point of service is genuine. To this end, the crypto-

graphic module of the IH must verify the correctness of the ARQC,
according to the following steps:

» Use the key indicator present in the IAD to retrieve the correct version
of the IMK, .

» Use the account identification data to derive the key MK,, correspond-
ing to the card participating in the transaction.

» Derive the actual session key SSK, . from MK, , using the ATC as diver-
sifier information in the keys-tree.

8.1.2 Application Cryptogram Algorithm
The method for Application Cryptogram generation takes as input a unique
16-byte ICC Application Cryptogram Master Key MKac and the data selected as

described in section 8.1.1, and computes the 8-byte Application Cryptogram in
the following two steps:

1. Use the session key derivation function specified in Annex A1.3 to derive a
16-byte Application Cryptogram Session Key SKac from the ICC Application
Cryptogram Master Key MKac and the 2-byte Application Transaction
Counter (ATC) of the ICC.

2. Generate the 8-byte Application Cryptogram by applying the MAC algorithm

specified in Annex Al.2 to the data selected and using the 16-byte Application
Cryptogram Session Key derived in the previous step.

A1.3.1 Common Session Key Derivation Option

The common session key derivation option generates a unique session key for
each transaction performed by the application. It does this by enciphering an 8-

byte diversification value with the 16-byte ICC Master Key (MK) to produce a
16-byte ICC Session Key (SK).

Radu, Ex[1037], 58

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

A1.4 Master Key Derivation

This annex specifies two optional methods for the derivation by the issuer of a
16-byte ICC Master Key used for Application Cryptogram generation, issuer
authentication, and secure messaging.

Note that neither method is mandatory. Issuers may decide to adopt an
alternative method for this function.

These methods take as input the PAN and PAN Sequence Number, plus a

16-byte Issuer Master Key IMK, and produce the 16-byte ICC Master Key MK in
the following way:

Ex[1020] §88.1.2, A1.3.1, A1.4

Paper 1 at 62; Paper 26 at 22
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[16/33] Use of an Issuer Master Key (IMK)

« Dr. Fiske did not say that Collinge departed from EMV's key derivation
approach of using issuer master keys in session key derivation. Cf. POR,
48-49. He merely noted that Collinge uses an additional piece of data
(UNcLoup) in that process, which is not prohibited by the EMV standard.

1 master key. You drive a card-specific key by using

2 the issuer master key and operating over the PAN and
12 0. So how would one be able to predict or

3 the PAN sequence number, and that's defined in EMV.
13 calculate the session key KSUN without the knowledge

4 What is then defined in EMV is a mechanism
14 of the issuer master key?

5 where you take the card key and you operate over the
15 A. You would not be able to predict the wvalue of

6 application transaction counter, and that generates
lé KSUN unless you knew the value of the issuer master

7 the session key. And that mechanism is in EMV, and
17 key.

g8 it's also in Fiske.
18 Q. Okay, that's what I thought maybe you were

9 What Collinge does is, instead of just
19 trying to say. I think your previous answer, maybe

10 iterating -- or encrypting the --
20 you left the word "not" out.

11 No, instead of deriving the session key
21 A. Ckay.

12 using just the application transaction counter, they
22 Q. That might --

) ) . 13 also use what they call UNCLOUD, which is the result

23 A. Let me just explain my understanding of the

14 of the random number generation. So that's why they
24 process of generating KSUN.

. . . 15 call it a session key unpredictable number, to

25 So as with EMV, you start with an issuer

16 differentiate it from a normal EMV session key.

17 That's how I would understand it.

Ex[1049] 77:12-78:17

Paper 26 at 22
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[8/9] Provisioning Data incl. Account ID

User device 502 is provisioned with a payment applica-

tion associated with issuing bank 500. The user of device . .

502 can interact with a terminal 504 at a PoS via user device ° It is obvious to a POSITA to

502 in order to make a purchase from a merchant. The PoS 40 : ; ;

terminal 504 can communicate with the acquiring bank 506, include PAN in the Credentla!

and the transaction is later settled between the issuing bank data pl’OVISIOﬂGd to the mobile

500 and the acquiring bank 506, once the proper transfer of ; ; '

funds has boen arranged. deV|§e, based on Fiske's |
Ex[1012] at 11:34-44 (discussing multiple references to how this
provisioning the user device with data PAN would be included with the
sufficient to make a purchase); cryptogram by the card when

In response to receiving the READ RECORD commands, .
or other commands (such as the aforementioned GPO), the requeStl ng payment
ICC sends all of the records that are identified in the AFL to 40 authorization.
the terminal. The records relevant to offline data authenti-
cation include a Certification Authority (CA) Public Kev
Index, an Issuer Public Key Certificate, the Primary Account
Number (PAN) and Signed Static Application Data or an
ICC Public Key Certificate depending on the offline data as
authentication method being employed.

Ex[1012] at 3:44-46 (discussing PAN sent
to terminal from the mobile application);

The terminal then checks the Issuer Identifier recovered
from the Issuer Public Key Certificate against first 3-8 digits
of the Primary Account Number read from the ICC.
Ex[1012] at 4:49-41 (discussing the mobile
application sending the account number
to the terminal during a transaction).

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Paper 1 at 50, 66-67, 72-73; Paper 26 at 23 68




[8/9] Provisioning Data incl. Account ID

« Like Collinge, the non-permanent cryptographic key in Fiske (ICC Session
Key) is specific to an account and only usable for that account.

45 According to embodiments of the invention, the payment
keys, which are necessary for the use of the payment
application, are provided subsequently to the installation of
the payment application, under the control of the issuing
bank. Equipping the user device with the payment keys in

5o this manner has the effect of activating the payment appli-
cation, thereby associating it with an account at the issuing
bank, and enabling it to conduct EMV payment transactions.
The payment keys may be stored in an encrypted state in a
memory portion associated with the standard application

55 environment such as in read only memory 604 or an alter-
native persistent memory, using, for example, the Advanced
Encryption Standard (AES). The key used to encrypt and

In addition, the payment application is configured such
that the ICC Master Key is not held locally on the user
device, and instead held by a remote entity such as the
issuing bank. The user device is provisioned with an ICC 20
Session Key, generated by the 1ssuing bank on the basis of
the ICC Master Key. The ICC Session Key can be generated
by the issuing bank in accordance with, for example. the
method described above in relation to FIG. 4.

Ex[1012], 12:45-52, 12:50-57, 13:17-24.

« Therefore, as explained, it would be obvious to send an account identifier
along with the key, so that the mobile device knows which account’s key it
is receiving, which a POSITA would understand would be useful when
designing a card capable of being used with multiple accounts or a
credential wallet usable with multiple accounts. Ex[1050] T 1 48, 60.

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 1 at 50, 66-67, 72-73; Paper 26 at 23
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[10 13/27-30] Standardized Authorization

These claims are directed to well-established, standardized authorization
process, all of which were long known in the art, as Fiske disclosed and
evidenced and corroborated by textbook materials

— "authorization data comprises the response cryptogram and the account
identifier”

6.9.1 Authorization request and response with chip data

The terminal generates an authorization request message 1100. The data
fields included in this message are those explained in Section 2.9 for
the processing of transactions using magnetic stripe cards. In addition, the
authorization request message includes the field ICC system-related data,
corresponding to bit 55 in the bitmap (see Section 2.8.1) of the data ele-
ments present in the 1100 message, according to ISO 8583:1993. This field
contains all the data objects from the point of service, which allows the IH to
verify the correctness of the ARQC produced by the card. Among these data
objects one can mention:

» Application Cryptogram (ARQC);

» Account identification data of the card (PAN and PAN Sequence
Number);

» ATC and the unpredictable number;

Radu, Ex[1037], 57

Paper 1 at 79, 80; Paper 26 at 24-25
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70



[10 13/27-30] Standardized Authorization

These claims are directed to well-established, standardized authorization
process, all of which were long known in the art, as Fiske disclosed and
evidenced and corroborated by textbook materials

— "determining a...key associated with the account”

502

504

500

User Device ‘

| PoS Terminal ‘

‘ Issuing Bank

The issuer then examines the ARQC in step 714 in order
to make a decision on whether to authorize the transaction.
Optionally, the issuer may identify which Session Key was
used to generate the ARQC, determine the amount of time
that has passed since that [CC Session Key was provisioned
to the user device, and make the decision on whether to
authorize the transaction on the basis of whether that amount
ol time exceeds the aforementioned threshold amount.

706

702

Terminal
Action
Analysis

Card
Action
Analysis

Ex[1012], 16:13-14;Fig. 7
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708

720

718

Identify Application
Cryptogram Type

76

AN

Examine
ARQC

Examine
Issuer
Response

Generate Second
Application
Cryptogram

Store
Application
Cryptogram

7

Figure 7

714

Paper 1 at 79, 80; Paper 26 at 24-25
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[10-13/27-30] Standardized Authorization

These claims are directed to well-established, standardized authorization
process, all of which were long known in the art, as Fiske disclosed and
evidenced and corroborated by textbook materials

— "a calculated cryptogram”

After receiving the authorization request message 1100, the IH first veri-
fies that the card at the point of service is genuine. To this end, the crypto-
graphic module of the IH must verify the correciness of the ARQC,
according to the following steps:

Use the key indicator present in the IAD to retrieve the correct version
of the IMK,..

Use the account identification data to derive the key MK, correspond-
ing to the card participating in the transaction.

Derive the actual session key SSK, . from MK
sifier information in the keys-tree.

using the ATC as diver-

AT

Use the algorithm version number in the IAD to call the same algorithm
for the computation of the MAC as that used in the card.

Use SSK, . to produce a MAC on the same data objects that were consid-
ered by the card in the transaction claim.

Compare the computed MAC against the ARQC received in the
authorization request message 1100. If the two values are equal, the
ARQC is accepted as valid evidence that the card at the point of serv-
ice is authentic and genuine.

Radu, Ex[1037], 58

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Paper 1 at 79, 80;

Paper 26 at 24-25
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[11/28/12/29] Use of Unpredictable Data

« Again, use of unpredictable data for generation of cryptogram and authorization is
well-established, standardized authorization process, long known in the art, as
evidenced and corroborated by textbook materials

8.1.1 Data Selection

An Application Cryptogram consists of a Message Authentication Code (MAC)
generated over data:

¢ referenced in the ICC's DOLs and transmitted from the terminal to the ICC
in the GENERATE AC or other command, and

e accessed internally by the ICC.

The recommended minimum set of data elements to be included in Application
Cryptogram generation is specified in Table 26.

6.9.1

Authorization request and response with chip data

Value Source

Amount, Authorised (Numeric) Terminal
Amount, Other (Numeric) Terminal
Terminal Country Code Terminal
Terminal Verification Results Terminal
Transaction Currency Code Terminal
Transaction Date Terminal
Transaction Type Terminal
Unpredictable Number Terminal
Application Interchange Profile ICC

Application Transaction Counter ICC

L

verify the correctness of the ARQC produced by the card. Among these data
objects one can mention:

Application Cryptogram (ARQC);

Account identification data of the card (PAN and PAN Sequence
Number);

ATC and the unpredictable number;

Use the algorithm version number in the IAD to call the same algorithm
for the computation of the MAC as that used in the card.

Use SSK, . to produce a MAC on the same data objects that were consid-
ered by the card in the transaction claim.

Compare the computed MAC against the ARQC received in the
authorization request message 1100. If the two values are equal, the
ARQC is accepted as valid evidence that the card at the point of serv-
ice is authentic and genuine.

EMV Book 2, Ex[1020] §8.1.1 at 100

Radu, Ex[1037], 57-58

« A POSITA understands that the “response cryptogram” is the cryptogram generated
by the mobile device (card) in response to a COMPUTE CRYPTOGRAPHIC
CHECKSUM, a GENERATE AC, or a GPO command. See supra p. 54, supra p. 55

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Paper 1 at 80; Paper 26 at 25
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[13/30] Inclusion of Transaction Data

* The entire point of the authorization in any “payment system” (the title of Fiske's
invention) is for the account issuer to authorize a transaction, which means the
iIssuer must receive the transaction data, such as the amount user is attempting to
spend, and in which currency, to determine whether to permit the payment.

8.1.2 Application Cryptogram Algorithm

The method for Application Cryptogram generation takes as input a unique

8.1.1 Data Selection 16-byte ICC Application Cryptogram Master Key MKa¢ and the data selected as

An Application Cryptogram consists of a Message Authentication Code (MAC) described in section 8.1.1, and computes the 8-byte Application Cryptogram in

generated over data: the following two steps:

o referenced in the ICC's DOLs and transmitted from the terminal to the ICC 1. Use the session key derivation function specified in Annex A1.3 to derive a
in the GENERATE AC or other command, and 16-byte Application Cryptogram Session Key SKac from the ICC Application

= accessed internally by the ICC. Cryptogram Master Key MEKac¢ and the 2-byte Application Transaction

Counter (ATC) of the ICC.

The recommended minimum set of data elements to be included in Application

Cryptogram generation is specified in Table 26. 2. Generate the 8-byte Application Cryptogram by applying the MAC algorithm
gpecified in Annex Al.2 to the data selected and using the 16-byte Application
Value Source Cryptogram Session Key derived in the previous step.
Amount, Authorised (Numeric) Terminal
Amount, Other (Numeric) Terminal
EMV Book 2, §8.1.2 at 101
Terminal Country Code Terminal
Terminal Verification Results Terminal . . . .
: - 6.9.1 Authorization request and response with chip data
Transaction Currency Code Terminal
Transaction Date Terminal verify the correctness of the ARQC produced by the card. Among these data
Transaction Type Terminal objects one can mention:
Unpredictable Number Terminal
Application Interchange Profile ICC
Application Transaction Counter cc » All the data objects necessary to reproduce the transaction claim.

EMV Book 2, §8.1.1 at 100 Radu, Ex[1037], 57-58

Paper 1 at 80-81; Paper 26 at 26
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[1 E-2] AC Generation

A POSITA would know, even without knowing how the Application Cryptogram (AC)
Is generated, that the encryption key will not be included in the resulting
cryptogram; otherwise anyone with the cryptogram could use the included key to
create a fraudulent payment request. Ex[1050] T69.

« EMV uses 3DES as approved algorithm for AC generation. See also supra p.51.

A1.2 Message Authentication Code

The computation of an s-byte MAC (4 < s < 8) is according to ISO/TEC 9797-1
using a 64-bit block cipher ALG in CBC mode. More precisely, the computation of
a MAC S over a message MSG consisting of an arbitrary number of bytes with a
MAC Session Key Kg takes place in the following steps.

B1.1 Data Encryption Standard (DES)

The double-length key triple DES encipherment algorithm (see ISO/TEC 18033-3)
is the approved cryptographic algorithm to be used in the encipherment and
MAC mechanisms specified in Annex Al. The algorithm is based on the (single)
DES algorithm standardised in ISO 16609.

Triple DES encipherment involves enciphering an 8-byte plaintext block in an
8-byte ciphertext block with a double-length (16-byte) secret key K = (K, | | Kg)
as follows:

Y = DES3(K)[X] = DES(KL)[DES {Kgr)[DES(K1)[X]]]
Decipherment takes place as follows:
X = DES-}(Kp)[DES(Kr)[DES-1(Kp)[Y]]]

Single DES is only approved for usage with the version of the MAC mechanism
gpecified in Annex Al using Algorithm 3 of ISO/TEC 9797-1 (triple DES applied
to the last block).

EMV Book 2, Ex[1020] §8A1.2, B1.1.

Paper 1 at 72; Paper 26 at 26-27
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[1 E-3] Use of APDU

As explained for grounds 1 & 2, use of APDU in the communications between the
card and the terminal is standardized practice. See supra p.43, supra p.46

6.5 Commands

This section describes the following APDU command-response pairs:

APPLICATION BLOCK (post-issuance command)
APPLICATION UNBLOCK (post-issuance command)
CARD BLOCK (post-issuance command)
EXTERNAL AUTHENTICATE

GENERATE APPLICATION CRYPTOGRAM

GET CHALLENGE

GET DATA

GET PROCESSING OPTIONS

INTERNAL AUTHENTICATE

PIN CHANGE/UNBLOCK (post-issuance command)
READ RECORD

VERIFY

The post-issuance commands shall only be sent using script processing (see
section 10.10) and secure messaging as specified in Book 2.

3.2.3 Command and response format

In accordance with the OSI 7-layer model, the information transaction
exchanged between the card and the terminal can be divided into three pro-
tocol sections:

EMV Book 3, Ex[1021] §6.5

3. Application protocols for command and response data {layer 7). A
step in an application protocol consists of sending a command appli-
cation protocol data unit (C-APDU) from the terminal application to
the card application. The latter processes it and sends back the
response application protocol data unit (R-APDU) to the terminal
application. A schematized picture of a C-APDU/R-APDU pair is
given in Figure 3.5.

Table 2.2—Reader Functionality

Functionality Explanation

Communication with the Card | This includes the protocol for the contactless

interface as defined by [EMV Book D] and the
exchange of APDUs as defined in
[ISO/IEC 7816-4].

If the ICC performs a combined DDA/AC generation, the terminal can
verify off-line that the card is genuine by wverifying the correctness of
the Signed Dynamic Application Data returned in the R-APDU of the
GENERATE AC command.

EMV Book C-2, Ex[1026] Table 2.2
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Radu, Ex[1037], 46-47, 55-56
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[1 E-3] Use of APDU

Petitioner erroneously claimed that the APDU format defined in ISO 7816-4 does
not apply to contactless. (POR at 66.) That is wrong and contradicted by the 171

Patent itself.

« EMV Contactless is built upon EMV Contact and generally share the C-ADPU and R-

ADPU pairs:

5 C-APDU Commands

This chapter defines the commands and responses supported by the Kernel:

5.1 Introduction

5.2 COMPUTE CRYPTOGRAPHIC CHECKSUM
5.3 GENERATE AC

5.4 GET DATA

55 GET PROCESSING OPTIONS

56 PUT DATA

5.7 READ RECORD

5.8 RECOVER AC

EMV Book C-2 (contactless), Ex[1026] §5

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

6.5 Commands

This section describes the following APDU command-response pairs:

APPLICATION BLOCK (post-issuance command)
APPLICATION UNBLOCK (post-issuance command)
CARD BLOCK (post-issuance command)
EXTERNAL AUTHENTICATE

GENERATE APPLICATION CRYPTOGRAM

GET CHALLENGE

GET DATA

GET PROCESSING OPTIONS

INTERNAL AUTHENTICATE

PIN CHANGE/UNBLOCK (post-issuance command)
READ RECORD

VERIFY

The post-issuance commands shall only be sent using script processing (see
section 10.10) and secure messaging as specified in Book 2.

EMV Book 3, Ex[1021] §6.5

Paper 26 at 27-28 77




[1.E-3] Use of APDU

« ISO/IEC 14443 adopts ISO/IEC 7816-4 for APDU message structure.

The protocol as defined in this part of ISO/IEC 14443 is capable of transferring the application protocol data
units as defined in ISO/IEC 7816-4. Thus, application protocol data units may be mapped as defined in
ISO/IEC 7816-4 and application selection may be used as defined ISO/IEC 7816-5.

ISO/IEC 14443 is intended to allow operation of proximity cards in the presence of other contactless cards
conforming to ISO/IEC 10536 and ISO/IEC 15693 and Near Field Communication (NFC) devices conforming
to ISO/IEC 18092 and ISO/IEC 21481.

ISO/IEC 14443, Ex[1063],6

1.1  Underlying Standards

This specification is based on the ISO/IEC 7816 and ISQ/IEC 14443 series of
standards and should be read in conjunction with those standards. However, if any
provision or definition in this specification differs from those standards, the provision EMV (contactless)

or definition herein shall take precedence. Book B, EX[1 024], 9
.. . f .
« Thisis confirmed by ‘171 Patent itself. TABLE 1
ISO/IEC 7816 ISO/TEC 14443 OSI-
(contact) (contact less) Layer
[ Application commands B— | f
(APDUs)
“Transport-
- i 144434 protocol G
ransport protocols, § 0} @00 —i00 PR T
Activation " > [ 14443-3 AI]ULIOHI-SIOH, 2
; o 7816-3 — - - ACTVANON
Bit Transmission,
Pow Iy Poersupply,
e o -] 1444322 Bit 1
Transmission
Contacts 7816-2 f . 144431 | Phy "
....... e o — e 3- 1ys. properties
Ex[1001], col. 6 | __ Prspoperies |rsiet«—§ |

Paper 26 at 27-28
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[1.E-3] EMV Mode Visa Transactions

* See supra p.55.

« A POSITA would know to implement Fiske (a patent assigned to Visa) to
conduct an EMV mode Visa transaction because Fiske explicitly teaches
that it is for implementation of EMV transactions, which include Visa
transactions—indeed, EMV standards devote an entire book (C-3) for
contactless Visa EMV transactions.

a2 United States Patent _ — —
Hence, it is an objective of the present invention to

Fiske 55 provide improved methods for providing payment card
functionality on a user device, while minigizing any incon-
vénience to the user of the device and without requiring
mibdification of the EMV infrastructure, or existing PoS

(71)  Applicant: Visa Europe Limited, London (GB) hardware.
Stuart Fiske, Guildford (GB) Fiske, Ex[1012], 2:54-59

(54) PAYMENT SYSTEM

(72) Inventor:

(73) Assignee: VISA EUROPE LIMITED, London
(GB)

Paper 26 at 28-29
BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE &



[1 E-3] EMV Mode Visa Transactions

Patent Owner points to EX1027 at 84 (Section 6.1) to argue that “there is
no GENERATE AC command.” (POR 71))

« But that section relates to a processing flow where the payment card is
required to be presented twice to the terminal in order to perform “update
processing,” not a standard basic transaction.

6 Issuer Update Processing Reader
Requirements

Whilst the standard new transaction processing only utilizes one card presentment, it
is possible to request a second presentment in support of issuer update processing.
This requires both card and reader to support a second presentment of a card after
an issuer response to an online request. If so, and Issuer Update Data has been

Ex[1027], 83-84

BAKER BOTTS DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

6.1 Issuer Update Processing Commands

To facilitate Issuer Update Processing, support for the EXTERNAL AUTHENTICATE
command and issuer script processing is required.

Requirements — Issuer Update Processing Commands

6.1.1.1 (EXTERNAL AUTHENTICATE Command) [5.88]
The kernel shall support the EXTERNAL AUTHENTICATE command,
as defined in section D.3.

6.1.1.2 (Issuer Scripts) [5.89]

The kernel shall support Issuer Scripts according to
[EMV 4.2 Book 3], section 10.10, and [EMV 4.2 Book 4],
section 6.3.9, except for the following:

e Unlike [EMV 4.2], Issuer Script Templates with Tag '71' or
Tag '72' are processed and issued by the kernel in the same
manner. There is no GENERATE AC command, and Issuer Script
Templates with Tag '71"' and '72" are both processed during
Issuer Update Processing.

e No processing is performed on the Transaction Status
Information (TSI) or Terminal Verification Results (TVR).

Paper 26 at 28-29 80




[4/5/20/21/6/15/22/32] Specification Compliance

* As explained above, a POSITA reading Fiske would understand it was
meant to be implemented using standard EMV practices—whether a

portion of the standard is “mandatory” is irrelevant to the inquiry of
obviousness.

Hence, it is an objective of the present invention to

55 provide improved methods for providing payment card

functionality on a user device, while minigizing any incon-

vénience to the user of the device and without requiring

mbdification of the EMV infrastructure, or existing PoS
hardware.

Fiske, Ex[1012], 2:54-59

Paper 26 at 29-30
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