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of large numbers of such cards could be truly disastrous. The use of lost and 
stolen cards is a potential problem but the use of any sort of PIN system 
could control this fraud threat. The remaining threat is the modification or 
insertion of data in real time. Though a serious threat, it would not have 
nearly as devastating an effect as the massive use of counterfeit cards. 

The two main types of fraud threats are passive, the detennination of 
PINs and corresponding account identities to enable the use of lost, stolen 
or counterfeit cards, and active, the fraudulent modification or insertion of 
data in real time. Of these two, the passive is 0f greater concern in an inter­
change environment, not only because the passive threats could lead to mass 
fraud in the fonn of counterfeit cards, but also because it would be virtually 
impossible to ascertain the negligent party and thus establish liability for 
such fraud. Active threats, though potentially s.erious, are not judged to be 
catastrophic, and quite often can be traced back to the offending institution. 

As a result, it is concluded that an EFT system should protect against 
passive threats in all aspects of interchange. If very high security is desired, 
it appears that an issuer's clear PINs should not be allowed, even momen­
tarily, in any general purpose EDP equipment of an acquirer or switch but 
rather than such clear PINs should be restricted to physically secure crypto­
grapltic hardware where they, and the cryptographic keys used to encrypt 
them, can be physically protected. By imposing stringent security require­
ments upon all acquirers and switches, it seems more reasonable to then 
place liability for any use of lost, stolen, or counterfeit cards on the issuer, 
any compromise of hjs cardholders' PINs being assumed to result from negli­
gence on the part of the issuer or its cardholders. 

A further conclusion is that protection against active fraud threats can be 
left up to an acquirer's discretion, provided he is willing to assume responsi­
bility for any such fraud against which he does not provide protection. How­
ever, it does appear desirable to protect transactions in interchange between 
institutions against these active threats. 

Perhaps the most important conclusion of all is that fraud in a nationwide 
interchange environment could eventually become a serious problem, if not a 
major catastrophe. Thus, in planning for interchange, and during the evolu­
tion toward it, careful provisions must be made to ensure that adequate 
security is indeed realized. Security must be an inherent characteristic of 
EFT from the start. lt cannot be added on after the fact. 

SECTION THREE: PR INCIPLES OF FRAUD PREVENTION 

Cryptography, T he Tool for Fraud Prevent ion 

Most of the techniques used to prevent fraud in an EFT system are based 
upon the use of cryptography. Cryptography involves encryption and de­
cryption. Encryption is the transformation of clear (comprehensible) data by 
means of an algorithm (i.e., a defined procedure) and a secret number called 
a key into a fmm called cipher, which bears no resemblance to the original, 
clear data. Only someone else possessing the identical secret key is able to 
decrypt the transformed data and recreate its original clear form. 

akoch7
copyright
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The Interbank recommended encryption algorithm for use in EFT is the 
Data Encryption Standard (DES), which is the cryptographic algorithm 
sponsored by the National Bureau of Standards for data security. It is the 
only publicly available algorithm which has been certified as highly secure by 
the United States Government. DES is a block encryption technique. That is, 
given an input data block of 64 binary bits, a 56 bit secret binary key, and 
the encrypt command, the algorithm produces 64 cipher bits. These bits bear 
no obvious relation to the input. In fact, a minor (i.e., one bit) change in the 
input produces a drastic change in the output. Given these 64 cipher bits, 
the same 56 bit key, and the decrypt command, the algorithm produces the 
original clear data. 

Though inherently a binary, block encryption technique, DES can be 
applied in various ways to implement virtually any desired type of encryption. 

Preventing Passive Fraud Threats 

As described in the preceding section, passive fraud threats are those which 
enable the PIN for known accounts to be ascertained. As a result, the use of 
Jost, stolen, or counterfeit cards is possible. Given today's technology, the 
fraud threat can be virtually prevented by: 

J. Insuring that the PIN is encrypted at all times except when within a 
physically secure environment. 

2. Insuring that the keys used to encrypt PINs are never available in 
"clear" form except withfo physically seculJ'environments. 

3. Insuring that physically secure environmehts, in which clear PINs and 
clear PIN encrypting keys are found, are in fact secure against physical 
compromise. 

PIN Encryption 

To be protected against compromise the PIN should be encrypted using DES 
and a secret key. Furthermore, the PIN should be encrypted as a function of 
some quantity which varies from transaction to transaction , or at least from 
account to account. Were this not done, identical clear PINs encrypted under 
the same key would produce identical ciphers. This fact could be exploited 
by a criminal. who would, for example, open ten accounts under fictitious 
names. He would then know ten PlNs and institute transactions from a spe­
cific EFT terminal against each of his ten accounts. He would also have 
tapped the line from his terminal, and would record the encrypted PIN from 
each of his ten transactions. Next he would use the tap to record transactions 
from other cardholders. Whenever the encrypted PIN from one of these trans­
actions exactly matched the encrypted PIN from one of his accounts, he 
would know that the clear PINs were identical. In an environment in which 
most or all PINs are four digits, he would be able to ascertain the PIN for 
approximately one account in a thousand which used th.is particular terminal. 
For each of these cases, from other information in the recorded transaction, 
he could determine the contents of the associated card's magnetic stripe, and 
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thus make a counterfeit copy of this card and use it to draw against the card­

holder's funds. 
One method or encrypting the PIN as a funclio11 of a varying quantity 

(and thus preclude the above indicated fraud threat) is to concatenate the 

clear PIN with a value six decimal digits or longer, which is: 

1. A random or pseudorandom number, 

2. A counter, which increments on each transaction, or 

3. The least significant digits of the account number. 

The result, which must be no more than 64 binary bits in length, is block 

encrypted using DES and a secret key . .The entire 64 bit resulting cipher thus 

serves as the encrypted PIN for this transaction. 
Other equally secure PIN encryption methods exist in which the encrypted 

PIN is a decimal value of the same number of digits as the clear PIN. 

Protection of Cryptographic Keys 

PINs should always be encrypted under secret 56 bit DES keys. Maintaining 

the secrecy of these keys is of the utmost importance, because if any such 

key becomes compromised the P!Ns encrypted under it can be similarly 

compromised. There are two problems associated with key secrecy. The first 

is the generation and distribution of keys in such a way as to preclude com­

promise. T his is called key management, and will be discussed subsequently. 

The other, protection of the key while it is within the cryptographic device, 

will be considered now. 

Physical Protection of PI Ns and Cryptographic Keys 

PINs and keys must be physically protected whenever they are in clear (unen­

crypted) form within cryptographic devices. (For high security , clear PINs 

and keys should exist nowhere else.) The most effective solution to this 

problem appears to be the interlocking of the device's enclosure. All of the 

cryptographic logic is placed within a physically secure enclosure and tamper 

detection circuitry, built into the enclosure, detects any attempt to gain 

access to the internal circuitry of the device. The secret keys are interlocked 

by means of these tamper circuits so that any act of tampering causes the 

keys to be erased. 
The immediate erasure of the keys obviously protects them from compro­

mise. Tapping of the device to ascertain future PINs is pr1;:vcnted also, because 

opening the device to install the tap erases the secret keys and this renders 

the device inoperative (i.e., unable to decrypt incoming PlNs). As a result, 

the tap will not successfully capture PINs. 
In order to protect the PIN at its point of entry into the system, the PIN 

keyboard must be a part of this protected enclosure. If it is, and if the enclo­

sure is properly protected via the above suggested interlocks, the terminal 

tapping threat discussed in the preceding section is precluded. 
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Preventing Active Fraud Threats 

Though passive fraud threats may be countered by simply protecting the PIN 
from disclosure, countering active threats is more difficult, with different 
countermeasures needed for different threats. 

Data Modification 

Many active fraud threats involve the modification of data in real time. These 
threats can be countered by either of two techniques, message encryption 
or message authentication. Message encryption, as the name implies, is simply 
the encryption of all, or at least most, of the message which conveys the 
transaction. This technique has the advantage of providing privacy as well as 
security. The disadvantage, however, is that the encrypted message cannot 
be comprehended or processed by the EDP systems (acquirer's, switch's, 
issuer's) through which the transaction passes. Thus, the message must be 
decrypted prior to being processed, but once decrypted, it loses its crypto­
graphic protection, and therefore is susceptible to fraudulent modification 
within the EDP system. 

Message authentication is a technique which produces cryptographic check 
digits which are appended to the message. These digits ·are analogous to a 
parity check or cyclic redundancy check, except that in this case the check 
digits are cryptographically generated, using DES and a secret key. These 
digits, called the message authentication code or MAC, are generated by the 
originator, appended to the transmitted message, and then checked by the 
recipient, who also holds the same secret key us~ in the generation process. 
Should anyone attempt to modify the messagp-netween the time the MAC is 
generated and the time it is checked, he would be detected. Not knowing the 
secret key, he would be unable to generate the correct MAC for his modified 
message. Similarly, no one can successfully introduce a spurious message 
because he could not generate the proper MAC for this message. 

The suggested technique for MAC generation is as follows: The first 64 
bits of that portion of the transaction to be protected are block encrypted 
using DES and the secret key. Then the next 64 transaction bits to be thus 
protected are Exclusive-ORed (modulo 2 added) with the just produced 
cipher. The result is then block encrypted using the same key, producing a 
new 64 bits of cipher. This procedure is continued until all critical trans­
action fields have been included. (The final data block will likely be less than 
64 bits, so it is padded w.ith zeros to make a full 64 bits prior to being 
Exclusive-ORed with the just produced cipher.) Some subset of the final 
cipher, at least six decimal digits or five hexadecimal digits, serves as the 
MAC. 

As a minimum, the following fields should be included in the MAC genera-
tion for a transaction request message: 

I. Transaction type (debit, credit, etc.). 

2. Cardholder's account number. 

3. Amount. 
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4. Transaction identification information (that iJ1fonnation which 
uniquely identifies a specific transaction from a particular terminal). 

ln the case of a transaction response message, the equivalent fields plus the 
response code (approved, disapproved) should be protected. Alternatively, 
the MAC can be generated only if the transaction is approved, because no 
known fraud threat could exploit an unprotected disapproved response 
message. 

Though the MAC approach does not provide privacy, its advantage over 
message encryption is that the protected message is also intelligible, and thus 
can be processed by EDP systems. With message encryption, the protection 
is lost when the message is decrypted, so the message is protected against 
fraudulent modifications only over communications lines but not within 
EDP systems. Thus message authentication, by protecting the transaction 
against fraudulent modifications both over communications lines and within 
EDP systems, is the recommended approach. 

As indicated in the preceding section, message authentication can be 
optional within an acquirer's own network, provided the acquirer is willing 
to assume any fraud loss which might result from the failure to protect 
against any "active" fraud threats. However, it is recommended that all trans­
actions in interchange be protected against active fraud by means of message 
authentication . If subsequent privacy legislation requires enc1yption, this can 
be accomplished, for the interchange network, by using Link encryption 
devices, or by encrypting the six or so least significant digits of the account 
number to conceal the cardholder's identity. 

Replay of Debit Authorization 

Perhaps the most likely active fraud threat is the isolation of a terminal 
(especially an ATM) from its host, giving it an "approved" response to every 
transaction request. Message authentication alone cannot necessarily solve 
this problem, because it might be possible to record the "approved" response 
to a valid transaction prior to isolating the unit, then institute identical 
fraudulent transactions, and replay the previously recorded "approved" 
response. This fraud threat can be countered only if there is something unique 
about each transaction (even two transactions for the same amount against 
the same account), and the transaction-approved response includes this 
uniqueness, which is checked by the terminal. Furthermore, this unique 
characteristic must not be something which the criminal can duplicate. For 
example, the terminal itself can insert a sequence number into the transac­
tion request message. This same number is included in the transaction autho­
rization message back to the terminal protected under the MAC. The terminal 
checks for agreement between the two values and authorizes the completion 
of the transaction (e.g., the dispensing of cash) only if the sent and received 
sequence numbers are identical. Thus, it is impossible to replay the 
"approved" response to a previous transaction because the sequence number 
is invalid for any other transaction. Furthermore, the replay version cannot 
be modified to include the current sequence number, because the MAC 
would not check. 
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For this approach to provide the required degree of protection, these­
quence number should not repeat within the life of the cryptographic key 
used in the MAC generation. Alternately, it could be a random , rather than a 
sequential value, provided it is truly unpredictable, and is at least six decimal 
digits in length. 

Other approaches can provide the same effect. For example, if the terminal 
key is changed after every transaction, a MAC on the transaction authoriza­
tiol) message is unique to a given transaction. 

Fraudulent Credits 

The four fraud threats associated with credit transactions are: 

I. Modified credits (amount field increased, or debit made into a credit). 

2. Misdirected credits (account number modified). 

3. Spurious credits (totally fictitious credit transaction). 

4 . Fraudulent replay of previously valid credit transaction. 

The first three fraud threats may be countered by the use of message authen­
tication. The use of MAC prevents undetected modifications in any critical 
transaction field, and also prevents the origination of totally spurious trans­
actions. The fourth fraud threat, however, is somewhat more difficult to 
counter. Though message sequence numbers are commonly used to detect 
duplicated messages, these numbers are not considered a part of the security 
system and thus cannot be relied upon for fraud/Prevention purposes. That 
is, they can only be checked in the presumably"non-secure main frame, and 
cannot be checked in special security equipment. 

It appears that the responsibility for detecting replayed credits must rest 
with the issuer. Under this approach, the issuer would be expected to check 
the previous real time EFT credit transaction for the account in question and 
verify that it had occurred earlier than the current credit transaction. (Tl'us 
assumes that real time EFT credit transactions are stored in chronological 
order and that the date/time field in every such credit transaction is pro­
tected by the transaction's MAC.) The issuer could then immediately detect 
a replayed transaction. 

It should be noted that real time credits in a retajl EFT system should be 
relatively infrequent. Normal bank deposits are not real time because they 
are subjel:l to verification and to check clearances. The only expected real 
time credits would result from the return of merchandise, a relatively uncom­
mon occurrence, so placing the responsibility for detecting the replay of such 
credits upon the issuer should not be an undue burden. 

Encrypted PIN Substitution 

Unless appropriately precluded, it would be possible for a criminal to record 
an encrypted PIN as it leaves a terminal jn a valid transaction, then, by active 
wiretapping at a later time, replay this recorded encrypted PIN as part of a 
fraudulent transaction. This fraud threat is prevented by techniques which 
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insure that the same PIN when encrypted by the same terminal on two or 
more different occasions always produces a unique cipher each time. This 
can be achieved by encrypting the PIN as a function of a variablt: quantity, 
such as a terminal generated transaction sequence number (in addition to the 
secret key). To be fully effective, this terminal should utilize message authen­
tication for the transaction authorization message. This message should 
include the same variable quantity (e.g., the transaction sequence number) 
which is used in the enc,yption of the PIN in the transaction request message. 
Only if the variable quantity in the authorization message matches the one 
the terminal used for PIN encryption in the request message, and only if the 
authorization message is successfully authenticated by the terminal, does the 
terminal complete the transaction. At the host end, PIN validation and 
authentication of the authorization message should be performed as a single 
operation in a physically secure environment, the message authentication 
code for the authorization message being generated only if the cardholder 
entered PIN is successfully validated. 

If the above indicated procedures are followed, the criminal is prevented 
from fraudulently replaying a previously recorded encrypted PIN. This PIN 
would have been encrypted as a function of a previously used variable quan­
tity wltich could not be successfully reused. 

Another technique which can be used to prevent the substitution of the 
encrypted card holder entered PJN is key transformation. With this technique, 
the terminal's key is changed after every transaction. This is accomplished 
by generating the new key from the old key via a cryptograpltic procedure. 
Since the key used to encrypt the PIN changes on each transaction, the 
criminal is unable to successful1y replay the encrypted PIN from a previous 
transaction. To insure this completely, however, the authorization message 
to the terminal must be authenticated using the current key. 

Other fraud threats are possible if the criminal is able to substitute the 
encrypted version of a PIN, which the criminal himself knows, for the card­
holder's encrypted PIN of reference. Two techniques are required to preclude 
thjs threat. First, the cardholcler's PIN must be encrypted as a function of 
his account number. This prevents the criminal from substituting his en­
crypted PIN of reference for that of the targeted cardholder. Second, the 
PINs of reference must be encrypted under a cryptographic key never used 
to encrypt cardholder entered PINs. This prevents the criminal from using 
an invented PIN with a counterfeit card for the targeted account, then 
replacing the PIN of reference for this account with the encrypted version of 
the invented PlN. 

lt should be noted that the prevention of this fraud threat requires that 
the PIN of reference and the entered PlN both be decrypted (or that the 
latter be decrypted, then reencrypted like the former) before a comparison 
is made since both are encrypted under different keys. This does not permit 
a commonly used PIN validation technique in which the encrypted card­
holder entered PJN is compared in a non-secure environment against a simi­
larly encrypted PIN of reference. 
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Fraud Prevention in Interchange 

The fruad threats associated with interchange are basically no different than 
those already considered, namely, passive threats to ascertain PINs (for use 

with lost, stolen or counterfeit cards), and active threats to modify or insert 

data in real time. Thus, the fraud prevention techniques considered above 

apply to interchange just as much as to local operations. However, inter­

change poses a practical problem concerning the implementation of these 

fraud prevention techniques, the necessity to translate from one crypto­

graphic key to another. 
A typical interchange transaction begins when the cardholder enters his 

PIN at some EFT terminal which also reads his card. At this point the PIN 

must be encrypted in a key unique to this particular terminal. 
Similarly, if message authentication is used, it must be based on a key, the 

same or different, but still unique to this particular terminal. In an EFT sys­

tem with thousands or tens of thousands of encrypting EFT terminals, it is 

not feasible, or even desirable, for every key of every acquirer's tenninal to 

be known at every issuer's facility. Thus, each acquirer must have the capa­

bility to translate from the terminal's key to an interchange key known 

either by the issuer, or by the switch which serves the acquirer (in which case 

the switch will make a second translation into a key known to the issuer). 

Furthermore, in the case of the PIN, this translation must take place under 

conditions of very high security, desirably using special, physically protected, 

cryptographic hardware. As indicated previously, it may eventually be con­

sidered unacceptable for one institution's clear PlNs, or the clear keys used 

to encrypt such P!Ns, to reside even momentaril)0n the general purpose EDP 

equipment of any other institution. Thus, for high security, the acquirer 

should not perform this translation function of the PIN using CPU software, 

but rather should use the above indicated physically secure hardware. 
In the case of message authentication, however, this does not necessarily 

apply. Since message authentication is optional on the acquirer's part, he 

may use CPU software for MAC translation. However, in this case a com­

pletely different key must be used for MAC generation than is used for PIN 

encryption or the clear PIN key would exist in the acquirer's CPU. Since the 

acquirer may utilize special cryptographic hardware for PIN translation, it 

is suggested that this same hardware be used for MAC translation as well. 

Should an acquirer or a switch find an invalid incoming MAC while per­

fonning MAC translation, it is considered acceptable for this institution 

simply to generate an invalid outgoing MAC. In this way, only the issuer, 

who performs the final MAC check, need implement the error paths which 

handle the invalid MAC situation. 
Another acceptable techniqu_e is to superimpose the MAC on the encryptec.l 

PIN and avoid an additional field to the message. This may be accomplished 

by Exclusive-ORing the MAC and the encrypted PIN. Should the MAC not 

check, the issuer finds a garbled PIN, and the PIN check fails. While this 

technique cannot distinguish between an invalid PIN and a modified message, 
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thjs is of little consequence since the net result in either case is to disallow 
the transaction. 

It is assumed that the EFT :;ystt:m as a whole provides an adequate degree 
of error control, so that the MAC is relied upon for fraud detection rather 
than error detection. Since fraud attempts are expected to be virtually non­
existent because of the use of message authentication, there is virtually no 
inefficiency in relaying a message with an invalid MAC all the way to the 
issuer. 

Returning again to a typical interchange transaction, the encrypted PIN is 
transmitted from the EFT terminal, encrypted in this terminal's secret key. 
Optionally a MAC, to protect the critical message fields, is also included. 
The transaction message, including the encrypted PIN, and optionally the 
MAC, reaches the acquirer's facility. Here the above indicated cryptographic 
transaction takes place. The PIN is decrypted ·using the terminal key, and 
reencrypted using an interchange key. lf there is an incoming MAC, this too 
is translated into the interchange key. If there is no incoming MAC, one is 
generated. 

The interchange key indicated above is either a bilateral key shared by the 
issuer and the acquirer, or a key shared by the acquirer and his EFT switch. 
In this latter case, the transaction goes to the switch where a second crypto­
graphic translation occurs, translating the PIN and MAC from the key used 
belwt:t:n switch aml a1;4uirer to that used between switch and issuer. The 
message with thjs new encrypted PIN and MAC is then transmitted from 
switch to issuer, where the MAC is checked and the PIN decrypted and vali­
dated. If the transaction is approved by the issuer, a transaction authorization 
message is sent from issuer to switch. This message is protected by means of 
a MAC using the key shared by switch and issuer. The switch, upon receiving 
the transaction authorization message, translates it into the key used between 
switch and acquirer. The MAC in this key reaches the acquirer. If the MAC 
is va]jd, the appropriate authorization response is transmitted to the terminal 
where the transaction originated. If this terminal expects a MAC with the 
authorization message, such a MAC is generated, in the terminal key. 

Co untering t he Fake Equipment Threat 

Perhaps the most difficult fraud threat to counter is the fake equipment 
threat, in which a dishonest merchant induces unsuspecting cardholders to 
use EFT terminals with PIN pads whjch are fake. Either the entire tenninal 
is fake, or a fake PIN pad is added to a non-PIN-using terminal. In either case 
the PIN pad output goes to a recorder, as doe5 the output of the magnetic 
stripe reader. Frum U1e information thus cullt!dt:d, lht: u iminal h abk to 
produce usable counterfeit cards. Fortunately, this fraud threat is considered 
too blatant to be especially probable, but must be considered nevertheless. 

This threat can be countered only with the help of the cardholders them­
selves, some of whom can be induced into cooperating by the offer of sub­
stantial rewaTds (but only after the fruad threat has actually materialized). 
To enable the cardholders to detect that something is suspicious, a code 
printed on the EFT receipt must indicate whether or not a PlN was used 
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with the transaction in question. For example, a Transaction Proof Code 

with a non-zero leading digit printed on the receipt, can indicate that a PIN 

was used. ff the leading digit is zero, a PIN was not used. Thus, an observant 

cardholder who uses such a terminal with a PIN pad and finds the leading 

digit of his Transaction Proof Code is zero, would know that he could receive 

a reward for informing the financial institution of this fact without alerting 

the merchant. 
In a similar manner, an account-related sequence number, maintained by 

the issuing institution and printed on the EFT receipt, would allow the alert 

cardholder to immediately detect a totally fake terminal (which did not 

communicate with his institution) because the sequence number printed on 

the receipt would not be the number he was expecting. 
It is possible that the dishonest merchant could have a non-PIN terminal 

(wi th a fake PIN pad) modified so as to change, in real time, the leading 

Transaction Proof Code digit from zero to some other value. However, the 

Transaction Proof Code as recorded by the fmancial institution also prints 

on the cardholder's monthly statement. Thus, the alert cardholder would 

also know that he could receive a reward for reporting discrepancies between 

his EfoT receipts and his statement (provided these discrepancies could be 

confirmed by the institution). The totally fake terminal (which resulted in 

no statement entry) and the terminal which actively modified the Trans­

action Proof Code, would be discovered through such cardholder reports. 

In an interchange environment with on-line EFT, it would be virtually 

impossible for the dishonest merchant to predict just how soon after using 

his fake equipment an alert card holder would receive a statement and report 

his suspicions. The dishonest merchant would be_,,exposed to an unacceptably 

high level of detection and therefore would not likely attempt this type o f 

fraud in the first place. 
While many cardholders would either not understand , or ignore the above 

suggested reward offers, a small number of intelljgent and alert cardholders 

should respond. Even these few should be sufficient to pinpoint such dis­

honest merchants relatively quickly. 
Since this fraud threat is considered rather improbable by Interbank, little 

attention need be paid at this time. Nevertheless, the possibility of the threat, 

and t he techniques for countering it, should be kept in mind.3 

Conclusions 

The two basic techniques used to provide security 111 an EFT environment 

ar e PIN encryption and message authentication. PIN encryption prevents 

passive fraud threats from ascertaining PINs, and thus precludes the use of 

lost, stolen , and counterfeit c,ards. For PIN encryption to be effective, the 

PIN must .be physically protected everywhere that it is not encrypted. Simi­

larly, the cryptographic keys used to encrypt PlNs must be protected. Inter-

3 A fake equipment attack, which cannot be defended against using the above mentioned 

technique is described in Chapter 11 in the section entitled Threats to the Secrecy of a 

Key Stored on a Magnetic Stripe Card. 
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locking these keys with the cryptographic device's enclosure is one obvious 
technique for providing the required physical protection. 

Message authentication insures message integrity, and prevents most active 
fraud threats. A few active fra ud threats, however, require specialized coun­
termeasures, as does the fake equipment. 

Int erchange does not pose any unique fraud threats, but .it does require a 
special cryptographic capability- translation from one cryptographic key to 
another under conditions of very high security. 

The above discussion has presented only the basic principles of fraud pre­
vention. The following section considers, in some detail, how these principles 
can be effectively implemented, both in EDP facilities and in EFT terminals. 
In addition, techniques for secure PIN management and key manageme11t 
wiJI be considered. 

SECTION FOUR: IMPLEMENTATION OF FRA UD PREVENTION TECHNIQUES 

Section Three considered the general principles which are recommended for 
preventing fraud in EFT networks. This section wi1l describe in furtJ1er detail 
how these principles can be app)jed, through the use of a "security module." 
In its preferred implementation, such a module is a physically secure hard­
ware device which serves as a peripheral to an EDP system. Potentially less 
secure implementations are,afso possible, in which security module functions 
are implemented in mainf:rame software. The implementation used by an 
issuer for its own PINs is clearly its decision. The implementation used by an 
acqufrer in Interbank interchange may be dictated by future standards, 
though it is presently premature to indicate what such standards will be.4 

Suggested Cha ract eristics of Hardware Security Module Implementation 

When very high security is desired, hardware implementation of the security 
mod ule is recommended. The previously mentioned Interbank security study 
considered in detail how such a hardware device could best be implemented. 
The hardware im plementation as suggested by this study is now considered. 

The suggested security module is a self-contafoed , physically secure, micro­
processor controlled cryptographic device programmed to perform the 
cryptographic functions which the EDP center of a frnanciaJ institution 
requires for its EFT operations. A security module interfaces with the institu­
tion's EDP system as a peripheral device. Information which requires crypto­
graphic processing is sent from tJ1e computer to the module, which almost 
immediately sends back the results. 

Each security module can be programmed to perform virtually any required 
cryptographic fu nction. These programs are written to insure that the secret 
ingredients in EFT operations, customer PlNs ai1d cryptographic keys, never 
exist in a clear form outside the physically secure internal circuHry of a 
secur ity module or of an EFT terminal's cryptographic hardware. In effect, 

4 See Cryptographic PIN Security- Proposed ANSL Method, Appendix E. 




