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Payment Card Processing 

The last three decades witnessed major advancements in pay­

ment technologies. On one hand, the payment infrastructure 

was created. This infrastructure consists of highly reliable com -

puter networks connecting automatic teller machines (ATMs) 

and POS terminals with powerful mainframe computers of 

financial institutions. On the other hand, new carriers of the 

customer's financial data emerged. The most common are the 

magnetic stripe cards and ICCs, also known as chip cards. These 

developments provided the framework for the electronic proc­

essing of payment transactions. 

This chapter considers only the electronic processing of 

credit and debit payment cards implemented with magnetic 

stripes. For those impatient to discover the overall picture, 

Section 2.1 gives a quick, broad view on payment card process­

ing. This landscape reveals roles of the acquirer, the payment 

system operator, and the issuer, and Section 2.2 highlights 

their attributions in the payment card processing. Many actors 

can play the role of a payment system operator. In many coun­

tries, national bank associations have created dedicated compa­

nies to run a national payment network. The most reputed 

actors, however, are the multinational card associations like 

Visa, MasterCard, American Express, Europay, Diners Club, 

Discover, and JBC, which provide global coverage of their pay­

ment card processing and have boosted the payment card to 

the status that it enjoys today. Section 2.3 explains the con­

cepts of card association and brand, which are at the core of the 

card business. Section 2.4 explains the main features of credit 

and debit cards, highlighting the differences between these two 

9 
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Payment Card Processing 

payment card products. Starting with the Section 2.5, we move quickly to 

more detailed functionality. First, we discuss the content of the financial 

data that is embossed or printed on a payment card and stored on its mag­

netic stripe. The possibilities of reading this information at the point of serv­

ice are also outlined. Section 2.6 describes potential attacks on payment 

cards, as well as the corresponding security protections available for this 

type of card. This security analysis highlights the limitations of the mag­

netic stripe cards, revealing the need for migrating to ICC implementations. 

Section 2.7 focuses on the processing performed by the terminal. The rest of 

the chapter deals with what is called the payment system backbone. Its 

functionality is described in terms of payment messages exchanged between 

the acquirer, the payment system operator, and the issuer to complete vari­

ous transactions. The concepts of authorization, clearing, and settlement are 

explained; these are basic processes carried out by the payment system. It is 

important to stress that the processing in the payment system backbone 

does not change drastically for the credit/debit payment transactions carried 

out with ICC. 

2 .1 Payment card processing at a glance 

We address this section to those impatient to have at a glance the overall 

picture of payment card processing. We have chosen for this purpose the 

cash withdrawal transaction at an ATM terminal. As with any quick, general 

view, the reader can benefit from a fast orientation to the topic of payment 

card processing, but not all the details will be visible. 

The overall picture is split into two parts: Figure 2.1 shows the things 

people usually see when using a debit card for withdrawing money at an 

ATM; Figure 2.2 reveals the unseen part of the payment card processing, 

which is sometimes referred to as the network and back-office processing. 

The financial institutions, including banks, payment system operators, and 

card associations, are involved in the completion of this part of the process­

ing for each transaction carried out with a payment card. 

On the backside bf the debit card used for performing the money with­

drawal, there is a magnetic stripe. It contains the financial data related to the 

cardholder in connection with an account kept with a bank. While passing 

this card through the magnetic stripe reader of the ATM, the financial data is 

read by the terminal and stored in its random access memory (RAM). 

The cardholder is prompted to type in his or her personal identification 

number (PIN), which establishes the link between the user at the point of 

service and the legitimate cardholder. The cardholder is also prompted to 

Mastercard, Ex1037, p. 14
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Figure Z.l 
Payment card 
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Transaction completion 

Payment message 

See Figure 2.2 

Approval or denial of 
the withdrawal 

type in the amount of cash to withdraw. After capturing this information 

from the cardholder, the terminal constructs the payment message. It con­

tains the amount of the cash withdrawal combined with other information 

about the business environment at the point of service. This informa­

tion includes but is not limited to the currency in which the amount is 

expressed, the identifier of the terminal, the date and time when the trans­

action took place, and the current serial number of the transaction per­

formed by the terminal. The payment message also includes a cryptogram of 

the cardholder's PIN, which is the result of an encryption algorithm applied 

to the PIN. 

At this point the processing performed by the ATM terminal ends, and 

the long journey of the payment message through the payment network 

begins. Figure 2.2 schematizes this journey to an oversimplified circuit com­

posed of the acquirer, the payment system operator, and the issuer. It 

is important to notice that not all transactions at the point of service are 

directed on-line to the issuer for authorization. It could be that, after cap­

turing the whole information from the card, the terminal has enough 

information for concluding the transaction off-line. In the case of an ATM 

money withdrawal, however, the issuer is usually involved on-line in the 
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Figure 2.2 
Network and 
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processing of 
payment card 
transactions. 
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transaction for a better risk management. We will assume this situation for 
the remainder of this section. 

The ATM terminal at the point of service forwards the payment message 
to the acquirer, which further submits the received message to an intricate 
electronic processing system. Several cooperating parties (the acquirer, the 
payment system operator, and the issuer of the payment card) participate in 
completing this processing. Payment messages are exchanged in real time or 
compiled in batch files following clearly established protocols. Each pay­
ment message conveys certain data elements depending on the scope of the 
processing. While the message is sent from one party to another, each party 
performs a predetermined set of transformations on the data elements con -
tained in the message according to their business role in the payment sys­
tem. The following steps roughly describe the processing. 

The acquirer creates the authorization request. To this end, the acquirer 
adds to the payment message received from the terminal some data ele­
ments kept in its terminals database. These data elements include the loca­
tion of the terminal involved in the withdrawal transaction, the type of 
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2.2 Roles involved in payment card processing 13 

terminal at the point of service and its capabilities, and the identification 

information of the acquirer node that creates the authorization request mes­

sage. In addition, the acquirer translates the initial PIN cryptogram received 

from the terminal into a second cryptogram that can be deciphered by the 

payment system operator's secure module. The acquirer attaches the trans­

lated cryptogram to the authorization message. 

The acquirer transmits the authorization message to the payment system 

operator's node in the payment network to which its acquirer host is con­

nected. If the ATM withdrawal occurs in a foreign country, after receiving 

the authorization message, the payment system operator adds to it the 

actual exchange rate between the currency of the amount requested at the 

point of service and the currency used in the home country by the card­

holder's issuer. Afterwards, the authorization message is directed to the 

destination node in the payment system operator's network, which is con­

nected to the issuer host. It could be that the payment system operator 

performs a third conversion of the cardholder's PIN cryptogram using cryp­

tographic parameters that are accessible to the secure module attached to 

the issuer host. 

The issuer host is the final destination point for the authorization mes­

sage. Based on the financial data in the authorization message, the account 

of the cardholder is identified. The cryptogram containing the PIN of the 

cardholder is deciphered in the secure module of the issuer host. This value 

is used to compute the PIN image control value, which is compared to a 

similar witness value stored in the cardholders' database since the personal­

ization of the card. If the two values are equal, the issuer accepts the link 

between the user of the card at the point of service and the legitimate card­

holder. Then, the issuer converts the cash amount in its own currency, 

using the currency exchange rate indicated by the payment system opera­

tor. If after deducting the amount requested in the transaction, the balance 

of the cardholder account is still higher than a floor limit (which could be 

either a negative value or zero), the issuer accepts the cash withdrawal 

transaction. Through an authorization response, the issuer host informs the 

acquirer about the approval or denial of the transaction. The acquirer 

instructs the ATM terminal at the point of service either to provide the 

required cash or to decline the transaction. 

2.2 Roles involved in payment card processing 

Several parties, also referred to as roles, are involved in the processing 

of a payment card transaction-namely, the issuer, the cardholder, the 

Mastercard, Ex1037, p. 17
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Figure 2.3 

Roles involved in 
payment card 
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merchant, the acquirer, the card association, and the settlement bank. An 

overview of the payment system, including all these roles, is presented in 

Figure 2.3. 

The issuer is a licensed financial institution or its agent that issues the 

payment card to the cardholder and! is responsible for the provision of 

responses to authorization requests. The issuer remains unchanged during a 

transaction. The financial institution can be a bank, also referred to as 

the issuing bank, that is member of a card association and adopts a pay­

ment card product promoted by the card association. The issuer keeps the 

accounts of cardholders to which they charge bills or directly debit the 

amounts involved in the financial transactions performed by the cardhold­

ers. The issuer guarantees payment for authorized transactions, processing 

the payment card in accordance with the payment card product regulations 

and local legislation. The issuer supports the clearing and settlement func­

tions between the cardholder and the acquirer. The issuer host is the com­

puting system that accesses the cardholder accounts database and represents 

the issuer during the authorization, clearing, and settlement. 

The cardholder is a customer of the issuer that uses a payment card in a 

B2C payment transaction. The cardholder is associated with the primary 

account number (PAN). The PAN gives enough information for identifying 

the account of the cardholder to which bills are charged or from which 

amounts are directly debited and the financial institution that keeps this 

account. 

The card acceptor is the party that accepts a payment card at the point of 

service, formats the data of the transaction in a payment message, and for­

wards the payment message to the acquirer. The card acceptor can be a 

Issuer ............ Settlement ·····
··•

bank 

Cardholder -------------

Acquirer 

Card 
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merchant selling goods or services or a branch bank disbursing cash for its 

customers. A supermarket selling groceries, a vending machine for bever­

ages, a travel agent, or a small cafe can play the role of the merchant. 

The acquirer is a licensed financial institution or its agent that acquires 

the payment message relating to a transaction from the card acceptor and 

feeds that data into an interchange system. The acquirer remains unchanged 

during a transaction. The financial institution can be a bank, also referred to 

as the acquiring bank, that is a member of a card association and adopts the 

payment card product designed and operated by that card association. From 

this perspective, the acquirer intermediates between the card acceptor and 

the card association, providing the card acceptor with operational support 

and needed infrastructure for card authorization, clearing, and settlement 

through the interchange system. The acquirer keeps the accounts of mer­

chants, to whom they credit the amounts involved in the financial transac­

tions performed at their point of service. The acquirer host is the computing 

system that accesses the merchant accounts database and represents the 

acquirer during the authorization, clearing, and settlement processes. 

The card association is the owner of the payment card product. The card 

association's members are issuers and acquirers, providing the direct retail 

financial service for cardholders and merchants. The card association is 

responsible for running the interchange system that exchanges transaction 

data between acquirers and issuers during authorization, clearing, and set­

tlement. The interchange system is implemented as a payment network 

with processor nodes connected to issuer hosts and acquirer hosts. 

The settlement institution is a financial institution that holds the 

accounts of issuers and acquirers that are members of the card association. 

The settlement institution can be a bank that is subcontracted by the card 

association. This settlement bank acts on the transaction information pro­

vided by the issuers, acquirers, and the card association by transferring the 

appropriate funds between their accounts. 

2.3 Payment card brands 

A payment card is a payment instrument that allows bills in payment trans­

actions to be charged to a designated account, which is linked to the card. 

A card association or a payment system operator plays the central role in 

the card business. They have founded payment card brands to promote their 

payment card products, to establish and enforce rules for their use and 

acceptance, and to provide networks to connect end-to-end issuing and 

acquiring financial institutions. The brand signifies acceptance ofa payment 
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2.8 Payment network and interchange messages 37 

the CCD (if using track 3) can be verified locally for assessing the card 

authenticity if the terminal at the point of service has the necessary crypto­

graphic material to perform the MAC verification algorithm. 

If the card encodes the amount remaining this cycle field on track 3, the 

risk management at the point of service is improved with a rudimentary 

card risk management component intended for protecting the issuer against 

cardholders that overspend. The transaction is authorized off-line if the 

transaction amount is smaller than both the upper floor limit (acquirer's 

requirement) and the amount remaining this cycle parameter, which speci­

fies the spending limitation as imposed by the issuer. 

The payment messages describing the transactions authorized off-line 

are gathered in the permanent memory of the terminal at the point of 

service. Periodically, or when the capacity of the permanent memory is 

exhausted, the payment messages are compiled in batch files, which are for­

warded to the acquirer. Periodically, the acquirer transmits these batch files 

in the interchange system for clearing. 

2. 8 Payment network and interchange messages

Terminals located at various points of service are connected to the acquirer 

host via the acquirer's network. The formats of ( 1) the payment messages 

generated by the terminal at the point of service and forwarded to the 

acquirer host and (2) the confirmation messages returned by the acquirer 

host to the terminal are proprietary to the acquirer's network. 

In the simplest scenario, the acquirer managing the terminal at the point 

of service and the issuer of the card involved in the payment transaction are 

subscribers to the services offered by the same payment system network. 

This network is the property of a card association or a payment system 

operator that is responsible for managing the network and for settling funds 

between the issuer and the acquirer following a payment transaction. Each 

acquirer host (AH) and issuer host (IH) is connected to separate nodes of the 

payment network, referred to as the acquirer node (AN) and issuer node 

(IN), respectively. In order to increase the availability of the issuer's service, 

an issuer can duplicate the functionality of an IH through a second com­

puter acting as an active reserve. The payment system operator can provide 

a stand-in processing facility to an issuer, through which the payment sys­

tem operator can answer to an authorization request on behalf of the issuer 

in case none of its hosts is available in the authorization process. 

In a more complex scenario, the acquirer managing the terminal at 

the point of service and the issuer of the card involved in th� payment 
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Figure 2.4 
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transaction are subscribers to the services offered by different payment sys­

tem networks, which have established mutual supporting agreements. In 

order to guarantee the compatibility between these two different networks, 

two gateway nodes, GNl and GN2 (one on each payment network), must 

provide the message translation between the two heterogeneous environ­

ments. Different rules concerning the definition of the transaction messages 

and their flow could govern the two interconnected payment networks. A 

possible topology of a payment network is schematized in Figure 2.4. 

In this topology a national payment system operator transacting in one 

single currency could manage the payment system network, while an inter­

national card association transacting in multiple currencies could manage 

the cooperating payment system network. 
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the issuer can play the role of a sender or receiver of a message. In order to 

facilitate the interconnection between payment system networks that coop­

erate, the ISO/IEC 8583: 1993 standard [ 17) defines the format of these mes­

sages, which have the following structure: 

, Message type identifier; 

, Bitmap representation, which consists of one or two bitmaps of 64 bits 

each, giving the index of the data elements that are incorporated in the 

message; 

, A series of data elements, in the order specified in the bitmap repre­

sentation, which represents the message's body. 

The standard defines the dictionary of data elements that can be used in 

interchange. When a bit is set in the message's bitmap representation, the 

corresponding data element is included in the message's body. Some data 

elements are of fixed length. Some other data elements are of variable 

length, which is specified in a fixed length prefix. The standard, however, 

does not preclude the use of additional data elements not specified in the 

dictionary, which could be required by the specific needs of payments sys­

tem operators for private use. 

The message type identifier is a numeric field consisting of four digits. 

The first digit identifies the message version number as follows: 

, 0: messages defined in the previous issue of the standard referred to as 

the ISO 8583:1987; 

, 1: messages defined in the current issue of the standard referred to as 

the ISO 8583:1993; 

, 2-7: reserved for ISO use; 

, 8: reserved for national use; 

, 9: reserved for private use. 

The second digit encodes the message class as follows: 

, 0-ISO reserved: Messages in this class are reserved for ISO use. 

, I-authorization: Messages in this class are used for an authorization 

transaction, which is an approval or guarantee of funds given by the 

card issuer to the acquirer. Following the authorization, the transaction 
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amount that is approved by the issuer is not immediately billed to the 

cardholder's account. This is postponed until a financial message, 

which is sent by the acquirer to the issuer, confirms the completion of 

that transaction at the point of service, following the authorization. 
I 

• 2-financial: Messages in th�s class perform a financial transaction that

directly bills the transaction amount to the cardholder's account.

• 3-file action messages: Messages in this class allow the initiation of a

remote control transaction over the file system hosted in a device, like

adding, changing, deleting, and replacing a record in a file or a<;ld­

ing/ deleting a file in the file system. These messages are used to perform

the management of blacklists, which contain those cards that were

compromised (stolen, abused through overspending, cards with com­

promised cryptographic material, etc.).

• 4-reversal/chargeback: Reversal transactions are used to undo the

effect of a previous authorization or financial tran�action. The acquirer

triggers a reversal transaction any time the result of an authorization or

financial transaction is not received from the issuer in due time, or

when the cardholder voluntarily cancels the authorization or financial

transaction at the point of service. Chargeback transactions also undo

the effect of a previous authorization or financial transaction, but at the

initiative of the issuer. The reasons that the issuer can invoke for per­

forming a chargeback transaction include a customer dispute, an

infringement of rules concerning the use of a certain type of card prod­

uct on a specific terminal, the use of an expired card, or an invalid

transaction.

The messages in the classes 5-reconciliation, 6-administrative,

7-fee collection, and 8-network management are not explained in

this book, but the interested reader can find their definition in the ISO

8583:1993 standard.

The third digit of the message identifier specifies the context in which 

the message is used. Three different situations are identified: 

• The sender addresses a request message (third digit= 0) to inform the

receiver that a transaction is in progress and its response is required to

complete it. The reteiver evaluates the request and approves or denies

it, transmitting back to the sender its decision in a request response

message (third digit = 1).
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• The sender informs the receiver with an advice message ( third digit= 2)

about a certain activity that has been completed at the point of service.

The receiver is not required to approve or deny the advice, but it has to

elaborate an advice response message (third digit = 3 ), which is sent

back to the sender.

• The sender informs the receiver with a notification message (third

digit= 4) about a certain activity that has been performed. The notifi­

cation message requires no response back from the receiver to the

sender.

The fourth digit identifies the originator of a transaction and whether the 

current transaction is a repeat of a previous transaction. 

• 0: The acquirer is the transaction originator.

• 1: The acquirer is the originator of the repeated transaction.

• 2: The issuer is the transaction originator.

• 3: The issuer is the originator of the repeated transaction.

• 4: The other role is the transaction originator.

• 5: The other role is the originator of the repeated transaction.

It is important to mention that there are some interdependencies 

between the last three digits of the message type identifier; for example, 

a reversal transaction shall use only advice messages (1420/1431 and 

1430/1431) or notification messages (1440/1441). 

2.8.2 Message flows 

The standard also specifies the possible message flows that describe the cir­

cumstances when a message shall ( or may) be sent, and the relationship 

between messages. In the remainder of this section we focus on several mes­

sage flow examples that correspond to typical situations that appear during 

transaction processing. The message flows depicted in the figures below do 

not represent the AN, the IN, and the payment system network, but just the 

acquirer and the issuer. 

When a terminal is connected on-line to the acquirer and the amount 

involved in the transaction is greater than a risk threshold limit, the termi­

nal triggers an authorization transaction. After receiving the appropriate 
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Figure Z.5 
On-line 
transaction in 
a dual message 
network with 
on-line 
clearing. 
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transaction data from the terminal (see Section 2.7), the acquirer performs 

an authorization phase. If the authorization does not impact the card­

holder's account, a subsequent clearing stage follows. 

In a dual message network, the authorization phase is performed with 

an authorization request message (1100). Following the evaluation of this 

request by IH, the guarantee of funds is approved or denied by the issuer 

according to the financial situation of the cardholder. The acquirer is 

informed about the appropriate action through an authorization request 

response message (1110). Following the authorization, the transaction 

amount that is approved by the issuer is not immediately billed to the card­

holder's account. This is postponed until a separate financial message, which 

is sent by the acquirer to the issuer, confirms the completion of that transac­

tion at the point of service, following the authorization. This financial mes­

sage performs the clearing stage. One can distinguish between two possible 

approaches: 

• On-line clearing: Following the reception of each authorization request

response message ( 1110), the acquirer forms a financial advice mes­

sage ( 1220), which bills the transaction amount to the cardholder's

account. The issuer informs the acquirer about the result of this

operation with a financial advice response message (1230). An over­

view of the on-line clearing in dual message networks is presented in

Figure 2.5.

• Off-line clearing: Following the reception of each authorization request

response message ( 1110), the acquirer forms a financial notification
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Figure 2.6 

On-line 
transaction in 

a dual message 

network with 

off-line 
clearing. 

message (1240), which is stored in a clearing batch file. Periodically, 

this file is forwarded to the issuer, which bills each and every transac­

tion amount of each financial notification message to the appropri­

ate cardholder account. An overview of the off-line clearing in dual 

message networks for transactions approved on-line is presented in 

Figure 2.6. 

In a single message network, the authorization phase and the clear­

ing phase are simultaneously performed with a financial request message 

(1200). Follo�ng the evaluation of this request by the IH, the guarantee of 

funds is approved or denied by the issuer according to the financial situation 

of the cardholder. The acquirer is informed about the appropriate action 

through a financial request response message (1210). Following the finan­

cial authorization, the transaction amount that is approved by the issuer is 

immediately billed to the cardholder's account. An overview of the financial 

authorization is given in Figure 2. 7. 

When a terminal has no on-line connection or the amount involved in 

the transaction is below a risk threshold limit-which is accepted by both 

the issuer and the acquirer-the authorization phase can be completed 

locally between the card and the terminal. In this case the terminal initi­

ates no authorization transaction, and consequently, the acquirer generates 
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Figure 2.7 
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neither an authorization request message (1100) nor a financial request 

message ( 1200) for the issuer. After the terminal reports all the transactions 

it performed off-line during a certain period, the acquirer informs the issuer 

about the local completion of these transactions at the point of service, dur­

ing a clearing stage. Two possibilities can be envisaged, depending on the 

features supported by the payment network: 

• A financial advice message ( 1220) is issued for each transaction that

is completed off-line, which allows an on-line clearing of the trans­

actions. Each financial advice response message (1230) informs the

acquirer whether the issuer accepted the transfer of liability cor­

responding to a transaction completed off-line. The corresponding

amount involved in the locally authorized transaction is billed to

the appropriate cardholder account. This is characteristic of a single

message network. The corresponding message flow is schematized in

Figure 2.8.

Acquirer 

Step 1: Authorization 
It is granted locally by 
the terminal 

Step 2: On-line clearing 

1220 

1230 

Issuer 

Clear transaction and 
bill the amount to the 
cardholder's account 
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, In a dual message network, the acquirer firstly informs the issuer 

with an authorization advice message ( 1120) about the authorization 

transaction that was completed off-line at the point of service. In the 

authorization advice response message ( 1130), the issuer informs the 

acquirer whether it accepts or rejects the proposed transfer of finan­

cial liability. The acquirer forms a batch file, where it generates a 

financial notification message (1240) for each transaction accepted by 

the issuer. During an off-line clearing stage the batch file is forwarded 

to the issuer, which bills the cardholders involved. The corresponding 

message flow is schematized in Figure 2.9. 

2. 9 On-line authorization 

Figure 2.9 

Off-line 

transaction in a 

dual message 

network with 

off-line clearing. 

On-line authorization is the process through which the IH performs the risk 

management associated with a transaction carried out at the point of serv­

ice. On-line authorization provides a better control of the risk for the issuer. 

The cardholder is better assured against fraudulent use of his or her card. 

Indeed, in an authorization request message the PIN of the cardholder is 

included in an encrypted form, which allows its verification by the issuer. 
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The benefit to the merchant is that the payment system guarantees its pay­

ment for each on-line authorized transaction. 

On-line authorization can be triggered for the types of transactions listed 

below: 

• Cash withdrawals at ATM terminals or branch banks, which are per­

formed with either debit or credit cards;

• Payments performed at POS terminals with debit cards;

• Payments performed at POS terminals with credit cards, in case the

transaction amount is greater than a floor limit established by the pay­

ment system.

In the explanation below we refer to a payment network topology like 

that described in Figure 2.4. After receiving the demand of on-line authori­

zation from the terminal, the AH checks the completeness and correctness 

of the transaction data received from the terminal. The AH verifies whether 

the brand of the card product involved in the transaction is accepted, and 

whether the service required is appropriate for that brand. If all the verifica­

tions are successfully passed, the AH forms an authorization request mes­

sage (llO0) according to the specifications of the payment system network 

to which is directly connected. This message also includes the identifier of 

the acquirer. The AH forwards the ll 00 message to the AN, which repre­

sents the entry point of the AH in the payment system network. The AN 

verifies whether the ll00 message comes from a member acquirer and 

whether the data it contains is complete and accurate. If these verifications 

are passed, the AN uses the issuer identification number (IIN, which is a 

component of the PAN) for further routing the ll00 message to the ade­

quate destination IN in the payment system network. If the AN knows the 

IIN, the message is forwarded to the appropriate IN to which the destination 

IH is connected. Otherwise, the AN forwards the message to the gateway 

node GNl, which tries to identify the IIN in the cooperating payment sys­

tem network to which is connected. After performing the appropriate adap­

tations, the message is forwarded from one payment network to the other, 

until the destination IH is reached. 

The correctness, completeness, and integrity of the 1100 message are 

verified once it arrives at the IH. If all the controls are passed, the authoriza­

tion request message is stored in the accounts database. The validity of the 

PAN and the expiration date of the transacting card are checked. If an 

encrypted PIN was sent for the cardholder's verification, then the secure 

module of the IH computes the PIN image control value, which is compared 

Mastercard, Ex1037, p. 29



2. 10 Clearing and settlement 47 

with the PIN image stored value kept in the accounts database for the corre­

sponding PAN. If a debit card is used, the balance of the account is checked 

for enough funds. If a credit card is used, the issuer checks that the card­

holder did not reach the spending limit associated with the card. The guar­

antee of funds is finally approved or rejected and a response code is included 

in the authorization request response ( 1110), giving further details in case 

the guarantee of funds has been denied. 

If the payment network fails to reach the appropriate IN or if the destina­

tion IH is not available, then the payment network can stand in for the 

issuer in elaborating an authorization request response (1110), which is 

returned to the originating AH. This service can be provided if there is a 

business agreement between the issuer and the payment system opera­

tor and if the issuer has delegated enough approval data to the payment 

network. 

The authorization request response message ( 1110) is identified with the 

same reference number as the corresponding authorization request message 

( 1100). The 1110 message is sent back to the terminal over the payment 

network(s) and the AH. When the card acceptor's terminal receives the 

approval, cash is disbursed in case of an ATM terminal or the purchase is 

handed to the cardholder. In case of an attended point of service and if a 

credit card product was used, a paper slip is printed and the cardholder is 

required to sign it. The signature on the paper slip is compared against the 

witness signature on the back of the card for the cardholder's verification. 

The terminal records the completion of the transaction in order to send it 

later to the acquirer for clearing. The acquirer records each approved trans­

action for submitting to the clearing process. 

2. 10 Clearing and settlement

Clearing is the process initiated by an acquirer through which issuers are 

informed about the payment transactions performed by their cardholders. 

These transactions were completed at points of service managed by card 

acceptors that are the clients of the acquirer. Following the clearing process, 

the issuer can bill the transaction amounts to the accounts of the appropri­

ate cardholders and can settle its debt with each of the acquirers that 

accepted its payment cards. Settlement is the process through which funds 

are exchanged between the members of the payment system(s) for the 

value of the transaction amounts cleared during a certain period [17]. 

The payment network topology in Figure 2.4 shows the clearing and set­

tlement process. We assume that a national operator, handling transactions 
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only in the national currency, manages the upper payment system network, 

while an international card association, able to handle multiple currencies, 

manages the cooperating payment system network. We also assume for 

simplicity that both networks support the off-line clearing with dual mes­

sages (see Section 2.8.2). 

The transaction records stored at the points of service by either POS or 

ATM terminals are transmitted electronically to the AH. After checking and 

validating the received transaction records from one terminal, the transac­

tion records database of the card acceptor kept with the AH is appropriately 

updated. The AH forms a financial notification message (1240) from each 

valid transaction record. Then it creates a separate clearing batch file with all 

the 1240 messages having the same IIN. 

• If a clearing batch file gathers transactions, the IIN of which corre­

sponds to an issuer located in the same country as the acquirer and

subscribing to the same national payment system network, then the

acquirer directly transmits the clearing batch file to the appropriate

issuer.

• If a clearing batch file gathers transactions performed with cards

issued by members from other countries than the acquirer but sub­

scribing to the same international payment system network with

which the national payment system network cooperates, this file is

transmitted over the gateway nodes (GNl, GN2) to the card asso­

ciation. The currencies in which these transactions will be settled

are different from the currency in which the transaction amount is

expressed at the point of service.

The card association continues the clearing process, collecting the clear­

ing batch files containing transactions in various currencies from the 

acquirer members. Clearing batch files received from different acquirers in 

different currencies are sorted according to the IIN of the card, and a sepa -

rate IIN batch file is compiled for each issuer. Each IIN batch file contains 

transactions performed with one type of card product, while the transaction 

amounts are expressed in various currencies. These currencies are different 

from the billing currency, which is the currency in which the billing of the 

cardholder account is performed. 

The issuer can receive IIN batch files compiled by both card asso­

ciations and local acquirers. Using the unique transaction reference 

number retrieved from each financial notification message (1240), the 

issuer matches each 1240 message received during clearing against the 
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authorization database, containing all the previously accepted or rejected 

authorization request messages ( ll 00). All the matching records are sepa­

rately compiled. For each record received from the card association a cur­

rency exchange operation is performed from the currency in which the 

amount at the point of service is expressed to the billing currency agreed by 

the issuer. The records are sorted according to the PAN corresponding to 

each cardholder, and a statement file is separately compiled for each card­

holder. The issuer knows all the information it needs to settle payment with 

its customers. The issuer recovers the disbursed amount during the clearing 

period by billing its cardholders. The total in each statement file, corre­

sponding to a cardholder, is computed. For debit cards, the resulting total 

amount is debited directly from the cardholder's account kept with the 

issuer. For credit cards, the total of the statement file is posted to a tempo­

rary account linked to the cardholder's account, updating its balance, which 

is held until the statement billing time. This completes the reimbursement of 

the issuer. 

After the clearing of the transactions carried out in a well-defined time 

period is performed, settlement can be accomplished. The three organizations 

involved in the processing of a point of service transaction (namely, the 

card acceptor, the acquirer, and the card association) are reimbursed for 

their services. The card association computes the financial compensations 

between issuers and acquirers. The transfer of funds is performed through 

an international settlement bank, which is designated by the card associa­

tion and which can handle various currencies. Both acquirers and issuers 

have an account with this bank. 

The settlement process can be schematized as follows. The clearing batch 

file compiled by the card association containing the transaction data that 

was submitted for clearing to the issuer with transaction amounts in various 

currencies is submitted to a currency exchange procedure with currency 

exchange rates provided by the settlement bank. The amount in each trans­

action record of the batch file is converted from the card acceptor's cur­

rency, which is the local currency at the point of service, to a settlement 

currency agreed by each issuer. After all the transaction amounts are con -

verted in the issuer's settlement currency, a total is computed that reflects 

the amount to be debited from the issuer's account kept with the settlement 

bank. The issuer is notified about the settlement of its debt. The card associa­

tion repeats this process for each issuer that participated in the clearing. 

The card association processes the transaction data file received from 

each acquirer and computes the total of the transaction amounts of all the 

records in the file. The resulting value is credited in the acquirer's account 

kept with the settlement bank. The acquirer is notified about the crediting of 
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its account. The card association repeats this process for each acquirer that 

participated in the clearing. Each acquirer credits the amount in each card 

acceptor master file to the corresponding account, which finishes the settle­

ment process. 
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Figure 3.1 
Hardware 
structure of 
the single-chip 
computer in 
the card. 

cards-Integrated circuit(s) card with contacts" [4-7). First, we look at the 

hardware and software structure of a chip card. Second, we review the 

basics about a card file system and the methods of referencing files. Third, 

the format of the command/response pairs sent to and returned from the 

card as well as the most common commands are briefly presented. Finally, 

the concepts of terminal application, card application, and their interaction 

in a client server model are presented. 

3.2.1 Hardware and software structure of chip cards 

The chip card is a plastic card that incorporates an integrated circuit, which 

is a single-chip computer. This computer contains a microprocessor that can 

access read-only memory (ROM), electrically erasable programmable mem­

ory (EEPROM), and RAM. The memory management unit (MMU) controls 

the access to these memories. The hardware structure of the single-chip 

computer is shown in Figure 3.1. 
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Therefore, similar to the Java card, the MULTOS architecture bases its func­

tionality on a MEL interpreter, which can be regarded as a virtual machine, 

and an application loader. Generally there is a distinction between off-card 

and on-card virtual machines. In contrast to the Java card, the MULTOS vir­

tual machine is completely realized on-card. This allows implementing fire­

walls between the applications, which provides a suitable security level for 

multiapplication environments. The application loader ensures the possibil­

ity of secure loading and deletion of card applications to and from the 

EEPROM, even during the utilization life stage of the card. 

It is important to note that the software configuration and the file system 

loaded in the card are dependent on the life stage of the chip card. Table 3.1 

presents each life stage of the card, along with the most important opera­

tions performed by a certain role in that stage. 

3.2.2 Card file system and file referencing 

The operating system of the chip card manages a file system that stores the 

data needed by each card application. ISO/IEC 7816-4 [5] supports two 

categories of files: dedicated files (DFs) and elementary files (EFs). They are 

organized in a hierarchical tree, with DF as branches and EF as leaves. A 

typical organization of the card's file system is schematized in Figure 3.3. 

3.2.2.1 Master file and dedicated files 

The highest DF in the hierarchy, which is the root of the tree, is also called 

the master file (MF), which is the only mandatory DF in the file organiza­

tion. In the example presented in Figure 3.3, the MF contains one leaf, the 

elementary file EFl, and two branches, the dedicated files DFl and DF2. 

Data that is used for all the applications in the card (e.g., administrative and 

general security information such as the ICC serial number, access control 

keys, card's general PIN, as well as data concerning the management of the 

card's life cycle) are stored in elementary files at the MF level. This informa­

tion can be used by the operating system for creating another DF at the MF 

level. 

The dedicated file DFl contains four leaves. The first three of them 

(EFll, EF12, and EF13) are working EFs, while EF14 is an internal EF. 

We will later see the difference between working and internal elementary 

files. The semantic of the information in DFl and its elementary files will 

be explained in Section 3.3. The dedicated file DF2 contains only two 

leaves, which are the working elementary files EF21 and EF22. Each dedi­

cated file can further contain other hierarchically inferior dedicated files. In 

Figure 3.3, DF2 contains one subdedicated file DF2 l. 

3.2 An oveJ 
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Table 3.1 

The Life Cycle of a Chip Card 

Life Stage Operation 

61 

Role Involved 

IC fabrication The integrated chip (IC) is produced, with 

the operating system in the ROM mask. For 

IC manufacturer 

a proprietary card, this mask can contain 

the card application. For a Java card, the 

ROM contains the Java virtual machine. A 

unique ICC serial number is assigned to 

each chip. 

ICC fabrication The integrated chip is embedded in the Card 

plastic card. manufacturer 

Prepersonalization The file system of the card is created. The Card 

data that is specific to the payment system manufacturer 

and is common to all chip cards 

participating in the same scheme is also 

written during this stage. 

For a proprietary card, if the card 

application is resident in the EEPROM, the 

application software is loaded. For the Java 

card all the card applications that are 

foreseen in the standard configuration of 

the card are loaded . 

Personalization The data specific to each cardholder is Card issuer 

filled in the appropriate files of the card. 

Utilization 

End life 

The card is operated according to the 

business goals of each application. 

For Java cards, card applications can be 

dynamically added in the EEPROM during 

the utilization stage. The only restriction is 

that the corresponding byte code originates 

from an application provider agreed upon 

by the card issuer and there is enough 

EEPROM space. Card applications can be 

also dynamically deleted from the 

EEPROM, according to the preferences of 

the cardholder. 

Cardholder 

When the validity of the card expires, the Card issuer 

card is disaffected by the card issuer, which 

can for example block the entire card. 

A dedicated file can be seen as a container of data belonging to one card 

application. Several data elements of the card application that are semanti­

cally related are stored in the same elementary file. Application control 

information and cardholder's financial data are stored in the elementary 
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Figure 3.3 
The organization 
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files encompassed in the same DF. Each DF may contain cryptographic keys 
for implementing various security services, and each may have its own 
application PIN, which can be used to refine the access control mechanism 
of a multiapplication card. 

The referencing of a DF in the card's file system, which corresponds to 
the possibility of selecting a card application from the terminal's side, can be 
performed in two distinct ways: 

I. Referencing with a fixed file identifier (FID), which consists of2 bytes (4 hexa­

decimal digits). For example, the MF always has the FID equal to 3F00,

while DFl has the FID equal to 7F01 and DF2 has the FID equal to

7F02, and so on. In order to be able to select a card application with

its FID, the terminal application must know beforehand the file
organization in that card. For example, in order to select DF2 l start­

ing from the MF level as the current directory, the terminal must first

select DF2 with its FID, and only after this selection is successful can

it select DF2 l with its corresponding FID.

2. Referencing with an application identifier (AID), which consists of up to 16

bytes. The encoding of the AID is detailed in the ISO/IEC 7816-5 [6].
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Figure 3.6 
Terminal 
application and 
card application 
in a client server 
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name, a description of its logical content, and a format. Data elements are 

mapped onto data objects, which are encoded according to a certain format 

(e.g., fixed length format, BER-TLV format, and others). 

The terminal application consists of the sequence of commands, which 

are launched by the terminal to trigger the transition of the card application 

from one state to another. This determines the processing in the card 

according to the functionality of the card application. The terminal applica­

tion also processes the data objects received in the responses from the card 

and the status words reported at the end of each command. 

Several issues are identified in relation to the design of a card and termi­

nal application, indifferent to whether it is a proprietary or interoperable 

solution: 
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Debit and Credit with EMV™

The goal of this chapter is to offer a tutorial presentation on the 

transaction profile of the EMV™ debit and credit payment 

application. This presentation should allow someone who has 

no time to read the entire specification to more easily under­

stand the EMV™ payment method. It should be regarded as 

accompanying material that helps the reader get accustomed 

with this payment technology as quickly as possible. The chap­

ter does not aim to replace the specifications, which should always 

be kept as the ultimate reference for any details. The presenta­

tion emphasizes the analysis of the protocol between the ICC 

and the terminal, rather than discussing the card and the ter­

minal separately. 

The remainder of the chapter is organized as follows. In 

Section 6.1 we give a high level description of the transaction 

flow for EMV™ debit/credit payment applications. Starting 

with Section 6.2, we describe in considerable detail the mes­

sages exchanged between the chip card and the terminal dur­

ing each stage, the processing performed by the card, and the 

processing performed by the terminal. Matching the EMvrM 

transaction stages to the chapter sections is as follows: initi­

ate application processing (Section 6.2), read application data 

(Section 6.3 ), card authentication (Section 6.4), processing 

restrictions (Section 6.5), cardholder verification (Section 6.6), 

and terminal risk management (Section 6.7). Section 6.8, 

corresponding to the terminal action analysis stage, consid­

ers the possible actions proposed by the terminal concerning 

the finalization of an EMV™ transaction at the point of ser­

vice. Section 6.9 analyzes the on-line processing and issuer 

147 
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authentication stage. Section 6.10 describes the prescriptions of the EMV™ 

standard concerning the possibility of updating financial data in the card 

application through the issuer script mechanism after the card enters its 

utilization life stage. 

6.1 Overview of the EMV™ debit/credit transaction 

In this section we give an overall picture of the interchange between 

the ICC and the terminal (Figure 6.1) and between the terminal and the 

IH (Figure 6.2) in order to complete the protocol of an EMV™ debit/credit 

payment application. The reader can compare the processing in these two 

diagrams with the processing performed for the magnetic stripe cards, as 

schematized in Figures 2.1 and 2.2 (see Section 2.1). It can be noticed that 

the complexity of the protocol between the card and the terminal increases 

in the case of an EMV™ transaction, while the processing performed by the 

payment network and back-office is comparable. 

We refer now to Figure 6.1. All the processing described below is per­

formed if the EMV™ debit/credit application is correctly selected during the 

application selection mechanism (see Section 4.4). 

First, the terminal performs the initiate application processing function. 

The terminal informs the ICC about the business environment at the point 

of service, which helps the card tuning its strategy according to the condi­

tions of the current transaction. The card provides a roadmap on its public 

AEF(s) in the AFL (see Section 3.4.2), and a profile of the transaction inter­

change in the AIP (see Section 3.4.3). 

Based on the information contained in the APL, the terminal is able to 

perform the read application data function. With this function all the public 

information contained in the AEF(s) attached to the EMV™ debit/credit 

card application is read by the terminal. After reading the content of the 

card, the terminal decides whether it has all the necessary data objects to 

continue the transaction. 

Then, depending on the information contained in the AIP, the terminal 

decides whether off-line data authentication must be performed to enforce 

the card authentication security service. If the answer is positive, the termi­

nal determines whether off-line SDA (see Appendix D, Section D.6.2) or 

off-line DDA (see Appendix D, Section D.7.2) is the cryptographic mecha­

nism to be used for implementing this security service. 

Furthermore, the terminal performs the processing restrictions function, 

which evaluates whether the ICC is entitled to ask for a certain financial 

service at the point of service (cash withdrawal, payment at a POS). If the 

6.1 Overvie 

Figure 6.1 
Interchange 
between the 
ICC and the 
terminal for 
anEMV™ 

debit/credit 
transaction. 
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160 Debit and Credit with EMV 

The terminal also performs the terminal risk management function. This 

function allows the terminal to establish (from the point of view of the 

acquirer) whether the amount involved in the transaction is between some 

acceptable lower and upper floors. The terminal may also decide whether 

the transaction should be forwarded on-line following a large number of 

transactions that were completed off-line by the card. 

At this stage of the processing, the terminal has a set of results from the 

completion of the previous functions. These results are accumulated in a 

5-byte register called the Terminal Verification Results (TVR). The terminal

compares this witness register against the Issuer Action Codes and the ter­

minal action codes, which indicate the action to be performed by the termi­

nal in case one stage in the transaction interchange did not complete as

expected. Following this analysis, which is called the terminal action analy­

sis, the terminal either denies or accepts the transaction. In the latter case,

the terminal has the choice of completing the transaction locally (off-line) if

no major risks are detected, or it can ask for the on-line assistance of the

issuer. In either case, the card application is required to produce an applica­

tion cryptogram, or even a digital signature, which will serve the dual

purpose of authenticating on-line the card to the issuer or acting as a non­

repudiation proof of the card's participation in a certain transaction.

The ICC performs its own risk management procedure, according to the 

security policy of the issuer, within the function called card action analysis. 

Following the card risk management, the ICC could agree with the type of 

transaction finalization proposed by the terminal or it could ask for another 

type of finalization. For example, instead of accepting the off-line comple­

tion of the transaction, the card may ask the terminal to perform an on -

line authorization request to the issuer. After performing the card action 

analysis, the decision about the off-line or on-line completion of the EMV™ 

debit/credit transaction is taken. 

In case the terminal must contact the issuer on-line, the payment net­

work has to perform its part of processing, as schematized in Figure 6.2. 

The processing is similar to that performed in the case of magnetic stripe 

cards, with the observation that the payment message sent to the acquirer 

contains the supplementary information gathered by the terminal from the 

card during the processing explained in Figure 6.1. After receiving this 

information, the issuer can better assess whether the card is genuine or not, 

since the Application Cryptogram produced by the card is "fresh" for every 

new transaction. The authorization response that is sent back by the IH 

allows the terminal and the ICC either to deny or to accept the transaction, 

according to the indication transmitted by the issuer. To this end, the issuer 

---
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• ATC and the Unpredictable Number;

217 

• All the data objects necessary to reproduce the transaction claim.

If the ICC performs a combined DDA/ AC generation, the terminal can 

verify off-line that the card is genuine by verifying the correctness of 

the Signed Dynamic Application Data returned in the R-APDU of the 

GENERATE AC command. 

To this end the terminal first obtains an authentic copy of the ICC public 

key (n
1c
, e

1c
), applying the procedure described in Section 6.4.3.2. Using this 

key, the terminal verifies the Signed Dynamic Application Data by applying 

a slightly modified version of the processing described in Section 6.4.3.4. 

The entire procedure can be found in Section 6.6.2 of Book 2 [2]. If the veri­

fication passes, the terminal accepts the fact that the card is genuine. If, 

however, the Signed Dynamic Application Data is stored (e.g., by the pay­

ment system operator), the issuer would have a supplementary possibility to 

prove in a court of law the participation of an EMV™ card in a certain trans­

action. This facility, however, has significant costs in terms of storage space, 

and should be utilized only for transactions involving important values of 

the parameter Amount, Authorized. 

6.9 On-line processing and issuer authentication 

During the EMV™ transaction processing, the terminal may send an 

authorization request message ( 1100) to the acquirer because of at least one 

of the following reasons: 

• The terminal is an "on-line-only" type, which requires always the

authorization of the issuer.

• The attendant explicitly triggers the authorization request message,

since there are some suspicions about the cardholder at the point of

service.

• The terminal risk management stage has chosen the current transaction

at random for on-line authorization. The terminal could reach the

same decision following the velocity checking, which revealed a high

numher of transactions that were performed off-line.

• The terminal requires on-line authorization following the termi­

nal action analysis stage, when the TVR was compared against the

terminal/Issuer Action Code-On-line. The terminal issues the first
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GENERATE AC command with the reference control parameter (Pl) set 

up to ARQC. The card analyzes the proposal of the terminal according 

to its own card risk management procedure, which reflects the security 

and availability policies of the issuer, and agrees with an on-line 

authorization by the issuer. 

• The terminal requires off-line completion following the terminal

action analysis. The terminal issues the first GENERATE AC command

with the reference control parameter (Pl) set up to TC. The card ana­

lyzes the proposal of the terminal according to its own card risk man­

agement procedure and decreases the decision level proposed by the

terminal from TC to ARQC.

Whenever the card answers with an ARQC in the Cryptogram Informa­

tion Data, the terminal starts up the on-line processing function. This means 

that the card and the terminal judged the current transaction outside the 

limits of risk for an off-line completion, as defined by the issuer, payment 

system, and acquirer. Therefore, the issuer is required to analyze the actual 

EMV™ transaction at the point of service, based on the information it 

receives from the terminal and the account information it stores in the IH in 

connection with the card. This guarantees that the issuer can review the 

conditions of the transaction and can approve or reject it. 

6.9.1 Authorization request and response with chip data 

The terminal generates an authorization request message 1100. The data 

fields included in this message are those explained in Section 2. 9 for 

the processing of transactions using magnetic stripe cards. In addition, the 

authorization request message includes the field ICC system-related data, 

corresponding to bit 55 in the bitmap (see Section 2.8.1) of the data ele­

ments present in the llOO message, according to ISO 8583: 1993. This field 

contains all the data objects from the point of service, which allows the IH to 

verify the correctness of the ARQC produced by the card. Among these data 

objects one can mention: 

• Application Cryptogram (ARQC);

• Account identification data of the card (PAN and PAN Sequence

Number);

• ATC and the unpredictable number;
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• Issuer Application Data (IAD ), which may include the key indicator and

the algorithm version number to uniquely specify a certain version of 

the IMK
Ac 

and of the MAC algorithm used to compute the ARQC in the 

card. The IAD may also include the witness values of the SDA or DDA

processing by the terminal (i.e., the Data Authentication Code or the

ICC Dynamic Number, respectively). In addition, the card risk manage­

ment verification results can also be included in the IAD.

• All the data objects necessary to reproduce the transaction claim.

After receiving the authorization request message 1100, the IH first veri­

fies that the card at the point of service is genuine. To this end, the crypto­

graphic module of the IH must verify the correctness of the ARQC, 

according to the following steps: 

• Use the key indicator present in the IAD to retrieve the correct version

of the IMKAc-

• Use the account identification data to derive the key MK
Ac 

correspond­

ing to the card participating in the transaction.

• Derive the actual session key SSK
Ac 

from MK
AC' using the ATC as diver­

sifier information in the keys-tree.

• Use the algorithm version number in the IAD to call the same algorithm

for the computation of the MAC as that used in the card.

• Use SSK
Ac 

to produce a MAC on the same data objects that were consid­

ered by the card in the transaction claim.

• Compare the computed MAC against the ARQC received in the

authorization request message 1100. If the two values are equal, the

ARQC is accepted as valid evidence that the card at the point of serv­

ice is authentic and genuine.

The IH identifies the cardholder's account using the account identifica­

tion data received in the authorization request message. The account infor­

mation kept in connection with the card, including the history of the most 

recent transactions, allows the issuer to run an improved risk management 

procedure. The IH can perform additional verifications that are not possible 

at the point of service. Thus, the issuer can identify transactions performed 

with cards that were reported stolen, or that have already spent the limit of 

the account balance. Correspondingly, the issuer may approve or reject the 

transaction, indicating also the reason of the rejection. 
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The issuer prepares the Issuer Authentication Data with tag 91, which 

consists of two items: the authorization response cryptogram (ARPC) on 

8 bytes, and the Authorization Response Code (ARC) on 2 bytes. 

The cryptographic module of the IH computes the ARPC as a triple DES 

cryptogram in ECB mode on the result of an XOR operation between the 

ARQC and the ARC padded at right with 6 bytes 00h. The ARQC is the value 

received in the 1100 message and serves as a challenge for countering replay 

attacks. This cryptogram is produced with the same session key SSK
Ac

' 

which was already produced by the cryptographic module of the IH, since 

the verification of the ARQC. The ARPC allows the card to authenticate the 

issuer and to check that the Authorization Response Code represents the 

decision of the issuer concerning the finalization of the current EMV™ 

transaction. 

The issuer may also consider the status of the EMV™ transaction, as the 

terminal reports it in the TVR and as the card reports it in the card risk man -

agement verification results, which was a data object included in the IAD. 

These two data objects are recommended for inclusion in the authorization 

request message. Interpreting this status information of the EMV™ transac­

tion or considering some other post-issuance management operations, the 

issuer may decide whether it is necessary to correct the operation of the 

card. Examples of such corrections include: 

• The extension of an expiration date, which would allow a cardholder

who forgot to renew his or her card to operate, for a limited period of

time, with an expired card;

• The unblocking of an application, following a PIN try limit exceeded;

• The modification of some parameters of the card risk management, like

amount spending limits per day, per week, or per month, depending on

the cardholder's availability of funds in the corresponding account;

• The updating of some cryptographic parameters, which are periodi­

cally changed for security reasons.

All of these corrections decided by the IH are translated in a sequence of 

post-issuance commands, which are encapsulated in the so-called Issuer 

Script Template 1 with tag 71 or in the Issuer Script Template 2 with tag 72. 

After all this processing, the IH creates the authorization response 

message 1110. This message includes the data fields already mentioned in 

Section 2. 9, in connection with the processing of transactions carried out 

with magnetic stripe cards. In addition, the authorization response message 
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optionally includes the ICC system-related data field, corresponding to bit 

5 5 in the bitmap of the data elements present in the ll 10 message [ 4]. 

When the issuer authentication is performed, this field contains the Issuer 

Authentication Data, which consists of the ARPC and the ARC. When post­

issuance management of the ICC is needed, the issuer includes in this field 

the Issuer Script Template 1 or the Issuer Script Template 2. 

If the terminal does not receive the authorization response message, or it 

receives it too late, or with an invalid syntax, then the terminal shall process 

the transaction as being unable to go on-line (see Section 6.8.5). 

If the authorization response message is received by the terminal but it 

does not contain the Issuer Authentication Data, the terminal shall not exe­

cute the EXTERNAL AUTHENTICATE command and shall set bit 5, "Issuer

authentication was performed," in the TSI to 0. Otherwise, the card per­

forms the issuer authentication as explained below. 

6.9.2 Issuer Authentication 

If the Issuer Authentication Data (tag 91) is received in the authorization 

response message 1110, the terminal checks the content of bit 3, "Issuer 

Authentication is supported," in the AIP. 

When this bit is set to 1, the card supports issuer authentication through 

the EXTERNAL AUTHENTICATE command. In this case, the terminal pre­

pares the C-APDU corresponding to this command according to Table 6.9. 

The terminal may send this command only once in a transaction. The 

ICC should return the SW1SW2 = 6985 in the R-APDU, if this restriction is 

not respected. Regardless of the status words in the R-APDU, the terminal 

Table 6.9 

C-APDU of the EXTERNAL AUTHENTICATE Command

Code 

CLA 

INS 

Pl 

P2 

Le 

Data 

Le 

Value 

00 (interindustry command) 

82 

00 

00 

8 to 16 bytes 

Issuer Authentication Data-mandatory first 8 bytes contains the ARPC, 

while the following I to 8 bytes, if any, have a proprietary structure.

Usually, when the ARC is considered in the computation of the ARPC, 

the bytes 9 and 10 include the ARC 

Not present 
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shall set to 1 bit 5, "Issuer authentication was performed," in the TSI. In case 

the SW1SW2 are different than 9000, the terminal shall set bit 7, "Issuer 

authentication was unsuccessful," in byte 5 of the TVR. 

When bit 3, "Issuer Authentication is supported," in the AIP is set to 0, 

the card may combine the issuer authentication with the second GENERATE 

AC command. In this case, the issuer should have listed the data object 

Issuer Authentication Data (tag 91) in the CDOL2. 

Regardless of whether EXTERNAL AUTHENTICATE or GENERATE AC is 

used to perform issuer authentication, the processing performed by the card 

is the same. The ICC decrypts the ARPC with the session key SSK
AC

' which 

was previously derived for the computation of the ARQC. After performing 

the XOR operation with the value of the ARQC, the ARC can be obtained 

from the leftmost 2 bytes of the result. This computed value of the ARC is 

compared against the value received in the Issuer Authentication Data. If 

the two values are identical, the issuer authentication has passed. 

6. IO Issuer scripts

It was mentioned in Section 6.9.1 that the authorization response message 

1110 received from the IH can include post-issuance commands to be deliv­

ered to the ICC via the terminal. These commands are not relevant for the 

current EMV™ transaction, but they are used for updating the application 

data in the card during its utilization lifetime, or for switching an application 

in the card or even the entire card between the "unblocked" and "blocked" 

states. EMV™ does not make any provisions for updating the application 

code in the card. The format of the post-issuance commands can be proprie­

tary to the issuer. They are not meaningful for the terminal, which should 

only dispatch them from the authorization response message and send them 

sequentially to the ICC that has to be updated. 

6. IO. I Processing of issuer script templates

The IH can group the post-issuance commands in two types of templates: 

1. Issuer Script Template 1 (tag 71) groups proprietary post-issuance

commands to be transmitted to the ICC before sending the 2nd

GENERATE AC to the ICC.

2. Issuer Script Template 2 (tag 72) groups proprietary post-issuance

commands to be transmitted to the ICC after sending the second

GENERATE AC to the ICC.
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Each issuer script template, regardless of whether it is of the type 1 or 

type 2, can include the following data objects: 

t Issuer Script Identifier (tag 9Fl8), which is represented on 4 bytes in 

binary format. This identifier is optional and is not interpreted by the 

terminal. The Issuer Script Identifier allows the issuer to distinguish 

among several issuer script templates that can be included in the same 

authorization response message. 

t Issuer Script Command APDU (tag 86) has a variable number of bytes 

depending on the type of the C-APDU to be sent to the card. Several 

Issuer Script Command APDU(s) can be included in an issuer script 

template. 

The issuer can send more than one issuer script template in the same 

authorization response message. The only restriction is that the total length 

of the issuer script templates is less than or equal to 128 bytes. 

After the reception of the authorization response message, the terminal 

processes each issuer script template in the sequence it appears in field 55 of 

the authorization response message. For each template the terminal per­

forms the following processing: 

t Create a new data structure issuer script results of 5 bytes (see Appen­

dix AS in Book 4 [3] ), which will store the results concerning the 

processing of the commands contained in the current issuer script 

template. Add this data structure at the end of a byte string contain­

ing the data structures corresponding to other templates that were 

already processed. 

t Reset the command counter that keeps the number of Issuer Script 

Command APDU(s) identified in the current issuer script template. 

t Parse the value field of the current template. 

t Check whether the Issuer Script Identifier (tag 9Fl8) is present. In 

the affirmative case, copy the value field of this data object into bytes 

2 to 5 in the issuer script results. The Issuer Script Identifier is 

meaningful to the issuer when interpreting the issuer script results 

reported by the terminal after sending of the post-issuance com­

mands to the ICC. 

t Create a first-in-first-out stack (FIFO), where each element contains 

the value field of one Issuer Script Command APDU data object (tag 
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86) separated from the value field of the template. Each new element
added in the stack increments the command counter.

• The processing sequence described below is performed before the sec­
ond GENERATE AC, if the current/template was identified with tag 71,
or after the second GENERATE AC, in case the current template was
identified with tag 72. Repeat the following steps a number of times
equal to the command counter:

• Pop the C-APDU kept in the current element of the FIFO stack indi­
cated by the stack pointer.

• Deliver this C-APDU to the ICC.

• Examine only the status word SWl in the R-APDU delivered by
the ICC.

• If SWI indicates normal processing (SWl = 90) or warning (SWl
= 62 or 63), the processing continues with the next Issuer Script
Command APDU stored in the stack. If the command counter indi­
cates that this is the first C-APDU that is processed, set to I bit 3,
"Script processing was performed," in byte I of the TSI.

• If SWI indicates an error condition, the processing does not continue
with other C-APDU(s) in the stack. The terminal shall set the first
nibble of the first byte in the issuer script results to 1, "Script process­
ing failed." The terminal shall write the sequence number of the
Issuer Script Command APDU that reported the error in the second
nibble of the first byte in the issuer script results. This sequence
number equals the value of the command counter, when less than E,
or otherwise the sequence number is set to F. The terminal sets to
I bit 6, "Script processing failed before final GENERATE AC," in the
byte 5 of the TVR, if the current template is encoded with tag 71.
The terminal sets to I bit 5, "Script processing failed after final
GENERATE ,AC," in byte 5 of the TVR, if the current template is
encoded with tag 72.

• When the processing of the entire sequence of Issuer Script Command
APDU(s) is successfully performed, the terminal sets up the first nib­
ble of the first byte in the issuer script results to 2, "Script processing
successful." The terminal shall write the value O in the second nibble
of the first byte in the issuer script results.

---
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6.10.2 Post-Issuance Commands 

The post-issuance commands can be divided into two groups: 

1. Commands that change the status of an application or of the entire

card, including APPLICATION BLOCK, APPLICATION UNBLOCK,

and CARD BLOCK (see Sections 2.5.1, 2.5.2, and2.5.3 in Book 3 [l]);

2. Commands that change the values of some internal parameters, like

the status of a PIN, of some cryptographic keys, or a PIN value, or the

values of the data elements associated with the EMV™ application

that participates in the card risk management processing. This cate­

gory includes the EMV™ post-issuance command PIN CHANGE/

UNBLOCK (see Section 2.5.10 in Book 3 [l]). Payment systems and

issuers may define supplementary commands tailored to their spe­

cific needs.

The post-issuance commands use secure messaging: 

• The integrity and authenticity of the issuer is achieved using a MAC.

• The confidentiality of cryptographic keys or of a PIN value to be

updated in the EMV™ application is achieved through symmetric key

encryption.
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the rightmost position of M. Then add the smallest number of bytes 

OOh, which makes the length of the padded message M' = M II '80' II

'00' 11---11 '00' a multiple of 8 bytes. The messageM'is then divided int

blocks P;, i = 1, ... , t.

2. The MAC session key K
s 

consists of only a leftmost key of 8 bytes

K
s
== K

sL' 
or of the concatenation of a leftmost key K

sL 
and a rightmost 

key K
sR

' such that K
s
= K

sL 
II K

sR
' which is 16 bytes in total.

3. Use the 64 bit-length block cipher DES with the key K
sL 

in the

CBC mode on the blocks P
v 

i = 1, ... , t to obtain H;, i = 1, ... , t

as H; =DES(K
5
J [P;XORH;_1], i= 1, ... , t. The initial vector IVis equal to

H0
= '00' 11 '00' 11 '00' 11 '00' 11 '00' 11 '00' 11 '00' 11 '00'.

4. Compute an 8-byte final block H,.
1 

either according to the main

process of ISO/IEC 9797 (i.e., H,+I = H,), or according to the Optional

Process 1 of ISO/IEC 9797 (i.e., H,. 
1 
= DES(K

5
J [DES-\K

sR
)· [H,]]).

5. The MAC is then computed as the most significants bytes of H,.
1
• 

E.5 Key derivation

This appendix deals with the process of key derivation, which is useful at 
least in the following two situations, which are typical for the design of elec­
tronic payment systems. 

I. Since tamper-resistant devices cannot be completely trusted, the
issuer stores in the EEPROM of the device cryptographic material
that is unique to the device but is derived from some master key of
the issuer. Thus, the secret key that is specific to the device is derived

as K
d 
= F

1 
(MK) [ Diversification_Info]. According to its key management

policies, the issuer establishes the content of the diversification
information Diversification_Info. It may contain items like the serial
number of the device, the identifier of the master key used for key
derivation, and/or other information specific either to the device or
to the issuer. The specific form of the derivation function F

1 
and the

features of the master key MK are also particular choices of the issuer.

2. Since the repeated use of one single key for performing CBC encryp­
tion can lead to the leakage of information about the plaintext (see
Section E.2), it is highly recommended that the confidentiality
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service for each communication session be implemented with a ses­

sion key. The value of the session key K
5 

is derived from the same 

permanent key K
pl which is known to both parties, using as diver­

sification information a time-variant byte sequence, like a ran­

dom number or the value of a counter, which is incremented for 

each new transaction performed. Thus, the session key is computed 

as K
5 
= F

2 
(K

r
) [ time_variant]. The communicating parties jointly con­

vene the algorithm describing the function F
2 
and the features of the 

permanent key K
r 

Specific details on these algorithms are provided in the descriptions of 

some business cases presented in the book. 
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