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8.10. Modern symmetric cryptosystems: DES and AES 485

It turns out that this transformation can be achieved in polynomial time.
Shor then applies the quantum Fourier transform to a certain superposition
of states and measures the resulting system. The key computation shows that
the probability of seeing state |¢) is relatively large if there exists a rational
number ’,—i € Q satisfying

c d

q

= 0.
2q

(Recall that 7 is the order of a.) Using the continued fraction expansion of the
known rational number (’—, it is not hard to determine the fraction '7' in lowest
terms, since g > n?.

There remains only the “minor” challenge of building a functioning quan-
tum computer. Research in this field has focused on the issue of decoherence,
which involves controlling the errors in quantum computation introduced by
the interaction of the computer with its environment. There is already a vast
literature on quantum computing and quantum computers, reflecting to some
extent the large amount of government funding that has been allocated to the
subject. One place to start gathering resources about quantumn computers is
the website for NIST’s Quantum Information Program at qubit.nist.gov.

Finally, we would be remiss if we did not mention the theory of quantum
cryptography. The idea is to use quantum-mechanical principles such as the
Heisenberg uncertainty principle or the entanglement of quantum states to
perform a completely secure key exchange. In particular, if Eve attempts to
read either Bob's or Alice’s transmission, then quantum theory says that she
must alter the data. so Bob and Alice will know that their communication
has been compromised.

8.10 Modern symmetric cryptosystems:
DES and AES

In Section 1.7.1 we gave an abstract formulation of symmetric ciphers, and in
Section 1.7.4 we described several elementary examples. Not surprisingly, none
of the examples in Section 1.7.4 is secure. Modern symmetric ciphers such as
the Data Encryption Standard (DES) and the Advanced Encryption Standard
(AES) are based on ad hoc mixing operations, rather than on intractable
mathematical problems used by asymmetric ciphers. The reason that DES
and AES and other symmetric ciphers are used in practice is that they are
much faster than asymmetric ciphers. Thus if Alice wants to send Bob a long
message, she first uses an asymmetric cipher such as RSA to send Bob a key
for a symmetric cipher, and then she uses a symmetric cipher such as DES or
AES to send the actual data.

DES was created by a team of cryptographers at IBM in the early 1970s,
and with some modifications suggested by the United States National Security
Agency (NSA), it was officially adopted in 1977 as a government standard

’ This material may be protected by Copyright law (Title 17 U.S. Code)
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486 8. Additional Topics in Cryptography

suitable for use in commercial applications. (See [83].) DES uses a 56-bit
private key and encrypts blocks of 64 bits at a time. Most of DES’s mixing
operations are linear, with the only nonlinear component being the use of
eight S-bozes (substitution boxes). Each S-box is a look-up table in which six
input bits are replaced by four output bits. Figure 8.1 illustrates one of the
S-boxes used by DES.

01234567 8 9101112131415
014 4131 21511 8 310 612 5 9 0 7
1/ 015 7414 213 110 61211 9 5 3 8
2
3

4 114813 6 2111512 9 7 310 5 O
1512 82 4 9 1 7 511 31410 0 613

Figure 8.1: The first of eight S-boxes used by DES

Here is how an S-box is used. The input is a list of six bits, say
Input = 31323348506

First use the 2-bit binary number 3; 8, which is a number between 0 and 3, to
choose the row of the S-box, and then use the 4-bit binary number 85333405,
which is a number between 0 and 15, to choose the column of the S-box. The
output is the entry of the S-box for the chosen row and column. This entry,
which is between 0 and 15, is converted into a 4-bit number.

For example, suppose that the input string is ‘110010°. Binary ‘10" is 2,
so we use row 2, and binary ‘1001’ is 9, so we use column 9. The entry of
the S-box in Figure 8.1 for row 2 and column 9 is 12, which we convert to
binary ‘1100’

The S-boxes were designed to prevent various sorts of attacks, including
especially an attack called differential cryptanalysis, which was known to IBM
and the NSA in the 1970s, but published only after its rediscovery by Biham
and Shamir in the 1980s. Differential cryptanalysis and other non-brute-force
attacks are somewhat impractical because they require knowledge of a large
number ( > 2%0) of plaintext/ciphertext pairs.

A more serious flaw of DES is its comparatively short 56-bit key. As
computer hardware became increasingly fast and inexpensive and comput-
ing power more distributed in the 1990s, it became feasible to break DES
by a brute-force search of all possible keys, either using many machines over
the Internet or building a dedicated DES cracking machine. Comparatively
inexpensive machines now exist that are capable of breaking a DES key in
less than a week.

One solution to this problem, which has been widely adopted, is to use
DES multiple times. There are a number of different versions of Triple DES,
the simplest of which is to simply encrypt the plaintext three times using
three different keys. Thus if we write DES(k, m) for the DES encryption of
the message m using the key k, then one version of triple DES is
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8.10. Modern symmetric cryptosystems: DES and AES 487

TDES(k,. k2, k3. m) = DES(ks, DES (k2. DES(k;,m))).

A variation replaces the middle DES eneryption by a DES decryption; this has
the effect that setting k1 = ky = ks = k yields ordinary DES encryption. An-
other variation, used by the electronics payment industry, takes k, = ks, which
reduces key size at the cost of some security reduction. Finally, since three
DES encryptions triple the encryption time, another version called DES-X
uses a single DES encryption combined with initial and final XOR operations
with two 64-bit keys. Thus DES-X looks like

DESX(}\‘] § 1\12. k;;. ‘Hl) = kg xor DES(kz‘ 1M, Xor k}l)

Although DES and its variants were widely deployed, it suffers from short
and inflexible key and block sizes. Further, although DES is fast when im-
plemented in specialized hardware, it is comparatively slow in software. So in
1997 the United States National Institute of Standards (NIST) organized an
open competition to choose a replacement for DES. There were many submis-
sions, and after several years of analysis and several international conferences
devoted to the selection process, NIST announced in 2000 that the Rijndael
cipher, invented by the Belgian cryptographers J. Daemen and V. Rijmen, had
been chosen as AES. Since that time AES has been widely adopted, although
variants of DES are still in use.'?

AES is a block cipher in which the plaintext ciphertext blocks are 128 bits
in length and the key size may be 128, 192, or 256 bits. AES is similar to DES
in that it encrypts and decrypts by repeating a basic operation several times.
In the case of AES, there are 10, 12, or 14 rounds depending on the size
of the key. AES is also similar to DES in that it uses an S-box to provide
the all-important nonlinearity to the encryption process. However, AES’s S-
box is constructed using the operation of taking multiplicative inverses in the
field Fos with 2% elements. (See Section 2.10.4 for a discussion of finite fields
with a prime power number of elements.) Many of AES’s basic operations
use 128 bit blocks, which are broken up into 16 bytes. Each byte consists
of 8 bits and is treated as an element of the field Fys. Then various opera-
tions, including inversion, are performed in Fas. The details of AES are too
complicated to give here, but they are designed to be very fast when imple-
mented in either software or hardware. The interested reader will find a full
description in the official NIST publication FIPS PUB 197 [82] and in many
other sources.

13 A1 of the AES finalists (MARS, RCG6, Rijndael, Serpent, Twofish) werc believed to be
secure, and none was clearly superior in all aspects. So the choice of Rijndael was based on
its balance of flexibility, ease of implementation, and speed in both hardware and software.
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