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LATEST German luggage brand leverages NFC for product authentication and

Google gets around the carriers with
Host Card Emulation for NFC payments

By Sarah Clark - 31 October 2013

Google has introduced support for Host Card Emulation in Android 4.4 KitKat, enabling any
Android NFC device to be used for mobile payments and other secure applications — without
needing access to a secure element.
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“Android 4.4 introduces a new, open architecture for NFC payments that works with any mobile
carrier, and lets apps manage your payment information in the cloud or on your device,” Google
says.

The world’s fastest
NFC test tool

cilab))

Test smart. Certify easy.

“Android 4.4 introduces new platform support for secure NFC-based transactions through Host
Card Emulation (HCE), for payments, loyalty programs, card access, transit passes, and other
custom services.

“With HCE, any app on an Android device can emulate an NFC smart card, letting users tap to
initiate transactions with an app of their choice — no provisioned secure element (SE) in the device
is needed. Apps can also use a new Reader Mode to act as readers for HCE cards and other NFC-
based transactions.

“Android HCE emulates ISO/IEC 7816 based smart cards that use the contactless ISO/IEC 14443-4
(ISO-DEP) protocol for transmission. These cards are used by many systems today, including the
existing EMVCo NFC payment infrastructure. Android uses Application Identifiers (AIDs) as
defined in ISO/IEC 7816-4 as the basis for routing transactions to the correct Android applications.

“Apps declare the AIDs they support in their manifest files, along with a category identifier that
indicates the type of support available (for example, “payments”). In cases where multiple apps
support the same AID in the same category, Android displays a dialog that lets the user choose
which app to use.

“When the user taps to pay at a point-of-sale terminal, the system extracts the preferred AID and
routes the transaction to the correct application. The app reads the transaction data and can use any
local or network-based services to verify and then complete the transaction.

“Android HCE requires an NFC controller to be present in the device. Support for HCE is already
widely available on most NFC controllers, which offer dynamic support for both HCE and SE
transactions. Android 4.4 devices that support NFC will include Tap & Pay for easy payments using
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HCE.”

» Google worked on the solution with SimplyTapp, a US startup that first proposed the approach
in September 2012, SimplyTapp’s Doug Yeager has told NFC World.

Google provides the HCE functionality, he explained, but “they don’t dictate where to store the data.
That is what we do, or other cloud SE providers.”

Detailed technical information on SimplyTapp’s platform is available at the SimplyTapp Wiki.

Next: Visit the NFCW Expo to find new suppliers and solutions

Explore: Android, EMVCo, Google, SimplyTapp

Learn more: Access control, Android, Application ID (AID) routing, Architecture, Card emulation, Cloud, Cloud-
based NFC, Controller, Doug Yeager, EMV, Host Card Emulation (HCE), ID, Infrastructure, ISO 14443, ISO
7816, ISO 7816-4, ISO-DEP, Kitkat, Loyalty, POS, Protocol, Reader Mode, Secure element, Secure NFC, Smart
card, Tap & Pay, Travel and ticketing

Comments Got something to add or correct? Let us know!
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Clle))) Test smart, certify easy with the Cilab ci230 high
speed NFC tester. Find out more.

FinnCode introduces NFC tracking for Google Nexus 5 to support NFC host card
musical instruments emulation
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Great work, Doug!

David Gray

6 NOVEMBER 2013 AT 07:19 GMT
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Looking forward to trying this out — when Google Wallet becomes available in Australia!

In the meantime, is there a list of HCE enabled apps we can keep an eye on?

eadsd

6 NOVEMBER 2013 AT 20:17 GMT

Congratulations Doug and everyone at SimplyTapp. We're looking forward to big things.

ID theft not me please

7 NOVEMBER 2013 AT 10:53 GMT

Does KitKat offer a secure memory for certificates? e.g. EMV

Comments are closed.
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