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(57) ABSTRACT 

The present invention is directed to a system and method for 
providing an interoperable communications system includ­
ing a plurality of otherwise disjunct communication systems 
each including at least one communications device. The 
system includes a plurality of system interface controllers 
each coupled to one of the communication systems and a 
common network for connecting the communication system 
and associated communications devices to the common 
network. A controller is coupled to each of the system 
interface controllers. The system interface controller being 
operable in response to commands from an authorized 
controller wherein the connection between each of the 
communication systems and the common network is con­
trolled by a controller associated with, and authorized to 
control each communication system. The system provides 
an interoperable communications system between the oth­
erwise disjunct systems wherein the communications 
devices for each system coupled to the common network are 
in communication therebetween. 
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INTEROPERABLE COMMUNICATIONS SYSTEM 
AND METHOD OF USE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims priority to U.S. Provisional 
Patent Application No. 60/595,578 filed Jul. 18, 2005 and 
entitled "Selective Interoperability In A Communications 
Network" which is incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to a com­
munications system for use by multiple agencies during an 
emergency or other incident, and more particularly, to an 
interoperable communications system for coupling separate 
radio networks to a common network wherein the connec­
tion for each radio network with the common network is 
separately controlled by a controller associated with each 
radio network. 

BACKGROUND OF THE INVENTION 

[0003] Private wireless communication networks, such as 
those used by public safety or commercial users, are typi­
cally isolated from one another and often utilize different 
and incompatible technologies. While interoperability prod­
ucts are available to interconnect such diverse systems, 
cooperation among the entities involved is often a barrier to 
full implementation. Thus, prior art first responder commu­
nication systems exist wherein control of the resources of 
each organization coupled to the system is controlled by a 
central commander or controller. Each organization provid­
ing resources to the system must relinquish control of its 
resources to the central commander. The organization 
responsible for the operation of its radio system(s) may be 
unable or unwilling to grant control of its resources either to 
peer organizations or to a higher-level organization. 

[0004] Additionally, primitive "party-line" interconnect 
systems have been implemented, but users have control of 
only resources physically at their location, and have no 
visibility to what resources other users may have intercon­
nected. 

[0005] Based on the foregoing, it is the general object of 
the present invention to provide an interoperable commu­
nications system that improves upon, or overcomes the 
problems and drawbacks associated with prior art commu­
nication systems. 

SUMMARY OF THE INVENTION 

[0006] The present invention provides an interoperable 
communications system including a plurality of separate 
communication systems each including at least one com­
munications device, a plurality of system interface control­
lers each coupled to one of the communication systems and 
a common network for connecting an associated communi­
cation system and associated communications devices asso­
ciated to the common network. The system further includes 
a plurality of controllers each coupled to one of the system 
interface controllers and the common network, each of the 
system interface controllers being operable in response to 
commands from the controller coupled thereto for connect­
ing the communication system and the associated commu­
nication devices to the common network for transmitting 
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and/or receiving messages transmitted over said common 
network. The connection between each of the communica­
tions systems and the common network being controlled by 
said controller associated with each of the communications 
systems. The plurality of communication systems being 
interconnected via the common network forming the 
interoperable communications system wherein the commu­
nications devices associated with each of the communication 
systems are operable by users of the other communication 
systems. 

[0007] The present invention facilitates real-time interop­
erability among communications systems while retaining 
within each organization control of its own resources ( e.g., 
radio channels or talkgroups). The present invention 
addresses communications during an "incident" which may 
be a minor event or a major disaster response. Resources 
may include, but are not limited to: dispatchers, radio 
channels, radio talkgroups, individual radio users, telephone 
resources, and data resources such as database access. A 
convenient means is provided for staff of each organization 
to connect and disconnect its resources to an "incident." 
These functions will commonly be performed by dispatch 
personnel. Each participant organization in an incident has a 
view of all resources that have been assigned. Control of 
each resource is assigned to specific organizations and/or 
individuals; only those organizations or individuals can 
assign that resource to an incident. 

[0008] Additionally, the present invention provides a 
method of interconnecting a plurality of discrete communi­
cation systems and associated communications devices via a 
common network. The method including enabling a plural­
ity of users associated with each of a plurality of commu­
nications system to control to the communications devices 
associated with each of the other communications systems. 

[0009] The method includes establishing control privi­
leges for connecting each of the communications systems to 
the common network and permitting only those users with 
the control privileges to control interconnection of each of 
the communications system to the common network. Addi­
tionally, the method includes coupling each of the commu­
nications systems to the common network in response to 
commands from one of the users having the control privi­
leges for the communications system thereby interconnect­
ing thereby communications devices associated with said 
coupled communications system to said common network. 

[0010] In a preferred embodiment, the present invention 
provides a system for connecting a plurality of discrete radio 
networks to a common network. The system includes a radio 
interface controller coupled to a radio interface for each of 
the communications systems and a controller coupled to the 
radio interface controller for control thereof. Each of the 
radio interface controller and the controller being coupled to 
the common network. The radio interface controller being 
operable in response to commands from the controller 
wherein control of the interconnection of each radio network 
is controlled by a controller associated therewith. 

[0011] The radio interface controller being connectable to 
various radio networks of different types and utilizing dif­
ferent frequencies wherein the present invention system 
provides for communication between otherwise non-com­
patible communications networks and devices. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a block diagram showing an overview of 
one embodiment of an interoperable communications net­
work in accordance the present invention. 

[0013] FIG. 2 is a block diagram showing another embodi­
ment of an interoperable communications network in accor­
dance with the present invention. 

[0014] FIG. 3 is a block diagram of one embodiment of an 
Interoperability Workstation (IWS) controller in accordance 
with the present invention. 

[0015] FIG. 4 is a block diagram of one embodiment of a 
Radio Network Interface Controller (RNIC) in accordance 
with the present invention. 

[0016] FIG. 5 is an event flow diagram showing the 
creation of an incident in accordance with the present 
invention interoperable communications network. 

[0017] FIG. 6 is a diagram showing one embodiment of a 
graphical user interface (GUI) for use with an IWS of the 
present invention. 

[0018] FIG. 7 is a diagram showing one embodiment of a 
GUI in accordance with the present invention for use with an 
IWS controller for contacting various other IWS controllers 
and networks within the system. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0019] As shown in FIG. 1, the present invention is 
directed to an interoperable communications system, here­
inafter referred to as "Interop System" generally referred to 
by the reference numeral 10, which provides for communi­
cation between a plurality of separate radio networks 12. In 
the FIG. 1 embodiment, the Interop System 10 includes the 
separate radio networks 12A, 12B and 12C each coupled to 
a common network 13 referred to as an Interoperability IP 
Network or hereinafter as the "Interop Network". Each radio 
network 12A-12C includes corresponding communication 
devices 14A-14C respectively, which include mobile com­
munication devices 14A-14C mounted in various vehicles. 
Although not shown, hand-held or other types of portable 
communications devices 14 are also often utilized in the 
radio networks 12. As described following, users of the 
communication devices 14A-14C of each radio network 
12A-12C respectively can communicate to all other users of 
each of the radio networks 12A-12C via the Interop Network 
13 in accordance with the present invention. 

[0020] Each of the radio networks 12A-12C also include 
typical antennas 16A-16C and base consoles 18A-18C. The 
radio networks 12A-12C represent typical radio networks 
utilizing one of various communications channels including 
Very High Frequency (VHF), and Ultra High Frequency 
(UHF), among others, which are coupled together forming 
the Interop System 10 in accordance with the present 
invention. For example, FIG. 1 includes diagrams of various 
typical radio networks 12 including a two-channel system 
12A, a single channel system 12B, and a trunked system 12C 
which are each coupled to the Interop Network 13 and 
together form the Interop System 10 in accordance with the 
present invention. 

[0021] Still referring to FIG. 1, the Interop System 10 
includes at least one radio network interface controller 
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20A-20C (herein referred to as "RNIC") coupled to each of 
the radio networks 12A-12C respectively. Each RNIC 20A-
20C is coupled to the corresponding radio network 12 as 
well as the common Interop Network 13 and a controller 22 
identified herein as an Interface Work Station (IWS). Each 
RNIC 20 is operable in response to commands from one or 
more IWS controllers 22 designated as having control over 
the particular RNIC 20 for coupling an associated radio 
network 12 to the Interop Network 13 for the purpose of 
transmitting and receiving messages to/from each of the 
other radio networks coupled to the Interop Network. The 
two-channel radio network 12A includes two interfaces 
RNIC 20A one for coupling each channel of the two-channel 
radio network to the Interop Network 13. Still referring to 
the radio network 12A, each of the two RNIC 20A interfaces 
are coupled to and controlled by a single IWS controller 22. 
However, in other embodiments of the present invention, 
other configurations may be utilized including wherein a 
single RNIC 20 is configured to connect both channels of a 
two-channel network to the Interop Network 13 or wherein 
each RNIC 20Ais coupled to controllable by individual IWS 
controllers 22. 

[0022] Still referring to FIG. 1, the Interop System 10 
includes a router 24 coupled between the Interop Network 
13 and the RNICS 20 and IWS controllers 22 for each radio 
network 12 for routing messages transmitted therebetween 
via the Interop Network 13. Alternatively, in other embodi­
ments of the Interop System 10, other types of data switches 
or hubs may also be utilized instead of the data router 24. 

[0023] In a preferred embodiment, the Interop System 10 
transmits messages between the multiple radio networks 12 
via IP protocol over the Interop Network 13, however, the 
scope of the present invention is not limited in this regard as 
any suitable transmission protocols and corresponding net­
work could be utilized. 

[0024] Preferably, the present invention Interop System 10 
is configured as overlay architecture connectable to pre­
existing radio networks 12A-12C as shown in FIG. 2. 
Typically, an RNIC 20 and IWS controller 22 is coupled to 
each existing radio network 12A-12C for connecting each 
radio network to the common Interop Network 13. In this 
embodiment, the existing radio networks 12A-12C are usu­
ally left in place for normal operation apart from the Interop 
System 10. Depending on the radio network 12 being 
coupled to the Interop Network 13, various types of line 
interfaces 28 are utilized for coupling the RNIC 20 to the 
particular radio network. 

[0025] As shown in FIG. 2, the radio network 12A 
includes conventional base stations 30 or repeaters con­
nected to base consoles 18A via conventional console elec­
tronics 32A. A line interface 28A is provided for coupling 
the RNIC 20A to the radio network 12A. Depending on the 
configuration of the radio network 12, the line interface 28 
may include various known interfaces such as, local control 
interfaces (audio, push-to-talk (PTT), receiving indication), 
DC remote, tone remote, and ear and mouth (E & M) 
interfaces. 

[0026] Alternatively, the RNIC 20C is connected to a 
trunked radio network 12C via an air interface 40C coupled 
to mobile radios 42C. In another embodiment, also illus­
trated in FIG. 2, the RNIC 20C can be coupled to the radio 
network 12C via typical console electronics 32C and trunk­
ing controller 44C. 
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[0027] Still referring to FIG. 2, the radio network 12B is 
coupled to the Interop Network 13 via the RNIC 20B 
coupled in-line in the existing radio network. Thus, the 
communications devices 14B are provided selective access 
to the Interop Network 13 via the RNIC 20B pursuant to 
commands from the IWS controller 22B associated with the 
radio network 12B or another authorized IWS controller 22. 

[0028] Referring again to FIG. 2, a network administrator 
or manager 34 including a network server 36 is coupled to 
the Interop Network 13 for carrying out administrative 
duties related to the Interop Network. Alternatively, in other 
embodiments of the Interop System 10, configuration of the 
network can be implemented from endpoints such as the 
IWS controllers 22 and RNIC 20 servers wherein a network 
administrative server is not required. 

[0029] Referring now to FIGS. 1 and 3, each IWS con­
troller 22 is coupled to the Interop Network 13 and the RNIC 
20 for controlling the connection between the associated 
radio network 12 and the Interop Network 13. Thus, the 
connection between each radio network 12 and the Interop 
Network 13 is controlled by the IWS controller 22 associ­
ated with each radio network via the RNIC 20. This is a key 
feature of the present invention as control over each radio 
network 12 and the communication devices 14 associated 
therewith is maintained by an IWS controller 22 coupled 
thereto. As set shown in FIG. 3, the IWS controller 22 
includes a computer processor identified as incident con­
troller 45 having a user interface 48 including one or more 
of an audio interface 50 including a speaker and microphone 
52 and an I/O interface 54 including a keyboard, mouse, 
monitor, joystick, etc., collectively, identified by the refer­
ence numeral 56. A graphical user interface (GUI) 58 is 
provided coupled to the I/O interface 54 for providing 
graphics based outputs to a user of the IWS controller 22 
such as the GUI included in FIG. 6. 

[0030] The IWS controller 22 includes an audio processor 
60 coupled to the incident controller 45 and the audio 
interface 50 for processing audio inputs/outputs transmitted 
to and from the IWS controller respectively. The audio 
processor 60 converts data packets received by the IWS 
controller 22 to audio signals and outputs the same to a user 
of the IWS controller via the audio interface 50. Similarly, 
audio signals input to the IWS controller are converted by 
the audio processor 60 and/or the incident controller 45 and 
transmitted to the appropriate recipient via a network inter­
face 62 and the Interop Network 13. In the preferred 
embodiment, audio signals are transmitted over the Interop 
Network 13 using standard RTP or SRTP as appropriate for 
real time transmission of audio messages, however other 
protocols may be utilized. 

[0031] The IWS controller 22 includes an endpoint regis­
try 64 coupled to the incident controller 45 and the network 
interface 62 for storing address information for all endpoints 
in the Interop System 10 including all RNIC 20 servers and 
all IWS controllers 22. Each endpoint in the Interop Net­
work 13 periodically announces its presence to all other 
endpoints in the Interop Network (the preferred embodiment 
uses IP multicast to perform this announcement). All other 
endpoints that receive this announcement add the originating 
endpoint to their endpoint registry 64. The endpoint registry 
64 allows each endpoint to communicate directly with any 
other endpoint in the Interop Network 13 without the need 
for an intervening server. 
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[0032] The IWS controller 22 also includes a configura­
tion database 66 and configuration interface 68 coupled to 
the incident server and the Interop Network 13. The con­
figuration database 66 is provided for storing configuration 
data for the IWS controller 22 as well as other IWS 
controllers 22 and RNIC 20 servers including public key 
information for each RNIC 20 and IWS controller 22 in the 
Interop System 10. A preferred embodiment of the Interop 
System 10 utilizes a public key cryptography method for 
encrypting messages transferred over the Interop Network 
13. 

[0033] Each RNIC 20 is configured with a list of IWS 
controllers 22 that have permission to control the operation 
of that RNIC which are stored in the configuration database 
66 coupled to the RNIC. For security purposes, each RNIC 
20 verifies that a received message is from one a trusted IWS 
controller 22. 

[0034] For message authentication, the preferred embodi­
ment of the Interop System 10 uses public-key cryptography 
as follows: Each endpoint in the system (RNIC 20 or IWS 
controller 22) is assigned a private key and a public key in 
accordance with standard key generation techniques. The 
private key is stored only on the endpoint associated there­
with. The public key is distributed to all other endpoints in 
the network via the configuration interface 68. Messages 
from an endpoint to other endpoints are encrypted using the 
originating endpoint's private key. Messages received by an 
endpoint are decoded using the originating endpoint's public 
key. If this decode process is successful, the message origi­
nator and contents are securely authenticated. 

[0035] The Interop System 10 provides for multiple autho­
rized IWS controllers 22 to control a particular RNIC 20 and 
thereby control connection between the associated commu­
nications devices 14 and the Interop Network 13. Typically, 
for use during incidences involving multiple municipalities 
or jurisdictions, or other events, resources including radio 
networks 12 and the associated communication devices 14 
may be shared by multiple organizations including wherein 
several or all of the organizations may be permitted to 
exercise control over the shared resources. The Interop 
System 10 provides for multiple organizations to control 
shared radio networks 12 by designating each of the IWS 
controller 22 for each of the multiple organizations as 
authorized to control the RNIC 20 associated with the shared 
network. Thus, the RNIC 20 is configured to include all 
authorized IWS controllers 22 as authorized to provide 
instructions to the RNIC. Although the commands are sent 
to the RNIC 20 as session invitations, the RNIC is config­
ured to accept all invitations from authorized IWS control­
lers 22. 

[0036] Referring to FIG. 4, the RNIC 20 coupled to each 
radio network 12 includes an incident controller 45, coupled 
to an audio processor 60, an endpoint registry 64, a con­
figuration database 66 and a configuration interface 68 as set 
forth above with respect to the IWS controller 22. The 
incident controller 45 is coupled to an associated radio 
network 12 via a radio interface 28 and the Interop Network 
13 via a network interface 62. 

[0037] In operation, the IWS controller 22 creates an 
incident as set forth in the event flow diagram 70 of FIG. 5 
and described following. An operator, User A, via an IWS 
controller 22 (IWS A) initiates a new incident 72 (FIG. 5, 
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step 73) using the create incident button 74 of the GUI 76. 
(GUI 76 is illustrated in FIG. 6). The incident controller 45 
assigns an IP address that will be used for voice connnuni­
cations for the incident 72 (the preferred embodiment uses 
an IP multicast address). If User A desires to talk to another 
IWS controller 22 (IWS B), he uses the GUI 76 via 
invitation button 77 associated with the incident 72 to select 
a particular IWS controller 22 to invite to participate in the 
incident 72 (FIG. 5, step 75). A GUI 100 (FIG. 7) is utilized 
by an IWS controller 22 for selection of another IWS 
controller to invite to an incident 72 or peer-to-peer talk 
group. In the FIG. 7 embodiment, each agency having IWS 
controllers 22 available on the Interop System 10 is identi­
fied on the GUI 100 (i.e., Lowell-102; Chelmsford-104; 
Billerica-106; Massachusetts State Police-108; FBI-
110; University of Massachusetts-112; Keyspan-114.) 
The user of an IWS controller can select one or more IWS 
controllers 22 using the icons 116 identifying each IWS 
controller available. In this example, selecting the IWS B 
causes the incident controller 45 to look up and retrieve the 
address of IWS B in the endpoint registry 64. The incident 
controller 45 then sends an invitation to the particular IWS 
controller 22 selected using the Interop Network 13 (FIG. 5, 
step 77). 

[0038] The incident controller on IWS B receives the 
invitation and provides a notification to the User Bas to the 
invitation (FIG. 5, step 79). The User B may then accept or 
decline the invitation. Per the FIG. 5 example, User B 
accepts the invitation at step 81. Upon User B acceptance of 
the invitation, the incident controller 45 ( ofIWS B) sends an 
acceptance message to IWS A (FIG. 5, step 83) and the user 
thereof (User A) is alerted of the acceptance of User Bat step 
85. 

[0039] Thereafter, the incident controllers 45 of both IWS 
A and IWS B direct their respective audio processors 60 to 
start a bidirectional audio stream as follows: Audio input 
from the IWS microphone 52 is converted to data packets 
(the preferred embodiment uses standard RTP or SRTP as 
appropriate) and is transmitted to the IP address assigned to 
the incident. This transmission may optionally be enabled by 
pressing a PTT (Push-To-Talk) button and disabled by the 
release of this button. Data packets received on the assigned 
IP address are converted to audio and sent to the IWS 
speakers 52. Thus, User A and User Bare now engaged in 
a full-duplex voice conversation via their respective IWS 
controllers 22 (FIG. 5, event 88). 

[0040] A preferred embodiment of the Interop System 10 
uses the standard SIP protocol with message encryption to 
transmit messages over the Interop Network 13. However, 
the routing of information/data over the Interop Network 13 
can be via any suitable protocol thus, the scope of the Interop 
System is not limited with respect to a particular data 
transmission protocol. 

[0041] Still Referring to FIG. 5, following acceptance of 
an invitation to allocate its radio network 12 and associated 
communications devices 14, each IWS controller 22 must 
issue appropriate connnands to the RNIC 20 coupled to the 
designated radio network to connect the same to the Interop 
Network 13. Thus, each IWS user (FIG. 5, User A and User 
B) intends to allocate an RNIC 20 under their control (e.g. 
RNIC A and RNIC B respectively) to participate in the 
incident. The operator of each IWS controller 22 then uses 
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a GUI such as the GUI 120, shown in FIG. 7, to select an 
RNIC 20 ( and associated radio network 12) allocated for the 
incident and for which the IWS controller 22 is authorized 
to control (FIG. 5, step 87). For example, the GUI 120 for 
Lowell (Lowell, Mass.) identifies an RNIC 20 for each of a 
Police Fl-122; Police F2-124; Police TAC-5-126; Fire 
Primary-128; and Fire TAC-6-130. As indicated in the 
FIG. 7 example, the Lowell GUI 120 indicates only RNICs 
20 for which the IWS controller 22 is authorized to control. 
Thus, the RNICs associated with other agencies do not 
appear on the GUI 120 of the IWS controllers 22 associated 
with the Lowell agencies. 

[0042] As set forth above, each incident 72 created 
includes a separate IP address designated for that incident. 
Thus, if multiple incidents occur simultaneously wherein the 
same organizations are invited to couple their resources to 
the Interop Network 13, the audio transmissions are com­
municated to the radio networks 12 via the separate IP 
addresses for each incident 72. Accordingly the endpoint 
group for one incident 72 may include some common 
resources such as the IWS controllers 22 as well as various 
different or connnon RNICs 20 and associated radio net­
works 12. 

[0043] As further shown in FIG. 5, the incident controller 
45 for each IWS controller 22 then looks up and retrieves the 
IP address of the RNIC 20 to be coupled to the Interop 
Network 13 in the endpoint registry 64. The IWS controller 
22 and/or incident controller 45 (FIG. 5, IWS A and IWS B) 
then sends an invitation to the retrieved address of the RNIC 
20 using the Interop Network 13. (FIG. 5, step 89). As set 
forth above, the preferred embodiment uses the standard SIP 
protocol with message encryption. The incident controller 
45 on the designated RNIC 20 receives the invitation and 
verifies (via the public keys stored in the configuration 
database 66) that the invitation is from an IWS controller 22 
that has permission to control that RNIC. If verified, the 
RNIC 20 accepts the invitation, which causes the incident 
controller to send an acceptance message to the inviting IWS 
controller. (FIG. 5, step 91). The user of the IWS controller 
is notified of the acceptance by the RNIC 20 at step 93. 

[0044] To complete the coupling of the allocated radio 
network 12 to the Interop Network 13, the incident control­
ler 45 on the RNIC 20 directs the audio processor 60 to start 
a bidirectional audio stream as follows: Audio input from the 
connected resource (i.e., radio network 12) is converted to 
data packets (the preferred embodiment uses standard RTP 
or SRTP as appropriate) and is transmitted to the IP address 
assigned to the incident 72. This transmission may option­
ally be gated by either an "audio present" control signal from 
the resource, or by the audio processor 60 detecting that a 
sufficient audio signal is present. Data packets received on 
the assigned IP address are converted to audio and sent to the 
connected resource i.e., radio network 12 and thereby the 
associated communication devices 14). While such audio is 
being sent, the RNIC 20 will output an "audio present" 
control signal for use by the radio network 12. Still referring 
to the FIG. 5 example, all four endpoints (IWS A, IWS B, 
RNIC A, RNIC B) are thereby engaged in a full-duplex 
voice conversation which is established by joining the same 
in an IP multicast group (FIG. 5, event 95). Thus, any audio 
sent by one of the endpoints is received by all of the other 
endpoints. 
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[0045] Referring again to FIG. 6, the GUI 70 displays an 
activity log 82 including displaying a chronological listing 
84 of the communications of each communications device 
14 coupled to the incident 72. Additionally, a message 
window 86 on GUI 70 displays text messages conveyed 
between IWS controllers 22 associated with an incident 72. 
The message window 86 implements a text-messaging (or 
instant messaging) capability between the IWS controllers 
22 participating in an incident 72. Operators of the IWS 
controllers 22 enter a message in the bottom window 135 
then click the send button 137; The message is then sent to 
all other IWS controllers 22 which are currently members of 
the incident 72 and appears in the message window 86 of 
each of these IWS controllers. As shown in FIG. 6, identi­
fication headings as to the source of the messages are 
appended to the displayed listing 84 and the transcriptions 
90 to identify the source of the transmission. This is one 
example of how the Interop System 10 provides more than 
just voice interoperability between discrete systems. 

[0046] Still referring to FIG. 6, the GUI 70 also includes 
a member listing 92 for each incident 72 that identifies each 
organization or radio network 12 which have authorized 
coupling its associated radio network to the Interop Network 
13 for the particular incident. Thus, the IWS controller 22 
has a visual display showing all organizations and associated 
radio networks 12 coupled to the Interop Network 13 for 
each incident. 

[0047] At any time during or following the completion of 
an incident 72, an IWS controller 22 via a user thereof may 
terminate the coupling between an associated radio network 
12 for which the IWS controller is authorized to control and 
the Interop Network 13. 

[0048] Accordingly, each IWS controller 22 communi­
cates with other IWS controllers and RNIC 20 servers as 
peer-to-peer nodes in the Interop Network 13. Additionally, 
each RNIC 20 operates in response to commands from an 
authorized IWS controller. Incident communications are 
transmitted to all IWS controllers 22 and RNIC 20 servers 
coupled to an incident 72 using peer-to-peer multicast trans­
missions. Accordingly, each RNIC 20 and associated radio 
network 12 is coupled to the Interop Network 13 pursuant to 
commands from an authorized IWS controller 22. Thus, 
control of each radio network 12 is maintained by an IWS 
controller 22 associated therewith. 

[0049] Although, the above-identified embodiment of the 
invention illustrates a system and method for coupling a 
plurality of radio networks 12 to the Interop Network 13, the 
present invention is not limited in this regard as other types 
of communications systems and networks can also be 
coupled to an Interop Network 13 in accordance with the 
present invention. For example, a public address system 
(e.g., the public address system in a high school or college 
campus) can be coupled to the Interop Network 13 via an 
RNIC 20 server and appropriate interface such that agencies 
such as police or fire organizations can directly operate and 
communicate over the public address system via the Interop 
Network 13. Thus, any type of discrete communications 
system can be coupled to the Interop System in accordance 
with the present invention via an RNIC 20 and appropriate 
interface. 

[0050] Further, it is not required that the RNIC 20 and 
IWS controller 22 reside on separate servers, thus the 
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Interop system 10 disclosed can be integrated directly into 
dispatch consoles present in an existing system. Alterna­
tively, the interop system disclosed can be integrated directly 
into a computer-aided dispatch (CAD) system. 

[0051] Additionally, the Interop system of the present 
invention can be used to permit discrete organizations, and 
the computer networks associated therewith, to be accessible 
to otherwise disjunct agencies or networks. For example, the 
present invention Interop System 10 can be utilized to 
provide police unit field units access to data facilities 
residing on a database coupled to an otherwise disjunct 
network, such as a crime database or floor plan of a building. 
Thus, the disclosed system can be used to selectively grant 
access to data sources, such as a database. 

[0052] Another example of resources which are connect­
able to an Interop System of the present invention are video 
systems including video cameras, such as surveillance or 
in-vehicle cameras wherein access to the video data captured 
thereby is selectively provided to other users of the Interop 
system. 

[0053] As set forth above, many other types of commu­
nications devices can be coupled to an Interop System in 
accordance with the present invention wherein selective 
access to certain resources is provided to other organizations 
and users thereof coupled to the system. Access is granted 
and controlled only by authorized controllers associated 
with the resources. 

[0054] Further, a pre-planned ("storm plan") can be devel­
oped to facilitate rapid setup of an incident configuration in 
accordance with the present invention system. Also, the 
disclosed system can provide communications among a 
defined subset of members (such as certain IWS controllers 
only, permitting dispatchers to "conference" off-the-air with 
respect to an incident group). 

[0055] The foregoing description of embodiments of the 
invention has been presented for the purpose of illustration 
and description, it is not intended to be exhaustive or to limit 
the invention to the form disclosed. Obvious modifications 
and variations are possible in light of the above disclosure. 
The embodiments described were chosen to best illustrate 
the principals of the invention and practical applications 
thereof to enable one of ordinary skill in the art to utilize the 
invention in various embodiments and with various modi­
fications as suited to the particular use contemplated. It is 
intended that the scope of the invention be defined by the 
claims appended hereto. 

1. A system for coupling a radio network to a common 
network for providing communications between said radio 
network and another otherwise disjunct radio network via 
said common network, the system comprising: 

a radio interface coupled to a radio network; 

a radio interface controller coupled to said radio interface 
and a common network for coupling said radio network 
to said common network; 

a controller coupled to the radio interface controller and 
said common network, said radio interface controller 
operable in response to commands from said controller 
for coupling said radio network to said common net­
work, and wherein 
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control of the coupling between said radio network and 
said common network is maintained by said controller. 

2. The system according to claim 1 wherein said control­
ler transmits messages to/from another of said controllers or 
said radio interface controllers using peer-to-peer commu­
nications via said common network. 

3. The system according to claim 1 wherein said control­
ler further comprises a user interface for user control thereof. 

4. The system according to claim 1 wherein said radio 
interface controller is configured to operate in response to 
commands one of said controllers authorized to control said 
radio interface controller for coupling said radio network to 
said common network. 

5. An interoperable communications system comprising: 

a plurality of separate radio networks each including at 
least one communications device; 

a plurality of network interface controllers each coupled 
to one of said radio networks and a common network 
for connecting said one of said radio networks to said 
common network; 

a plurality of controllers each coupled to one of said 
network interface controllers and said common net­
work, each said network interface controllers operable 
in response to commands from said controller coupled 
thereto for connecting said radio network to said com­
mon network for transmitting and/or receiving mes­
sages transmitted over said common network; 

said connection between each of said radio network and 
said common network being controlled by at least one 
of said controllers authorized to control said radio 
network; and wherein 

said plurality of radio networks interconnected via said 
common network form said interoperable communica­
tions system wherein said communications devices 
associated with each said radio network coupled to said 
common network are in communication therebetween. 

6. A method of interconnecting a plurality of discrete 
communication systems and associated communications 
devices via a common network enabling a plurality of users 
associated with each said communications system to control 
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to said communications devices associated with each of said 
communications systems, the method comprising the steps 
of: 

establishing control privileges for connecting each of said 
communications systems to said common network; 

permitting users with said control privileges to control 
interconnection of each said communications system to 
said common network; 

coupling each of said communications system to said 
common network in response to commands from one of 
said users having said control privileges thereby inter­
connecting said communications devices associated 
with said coupled communications system to said com­
mon network. 

7. The method of claim 6 wherein one or more resources 
is a conventional radio channel. 

8. The method of claim 6 wherein at least one resource is 
a single radio user. 

9. The method of claim 6 wherein at least one resource is 
a trunked radio talkgroup. 

10. The method of claim 6 wherein at least one resource 
is a conventional radio channel on which a particular tone or 
digital sequence is transmitted. 

11. The method of claim 6 wherein at least one resource 
is a digital radio channel on which specific group codes are 
transmitted. 

12. The method of claim 1 wherein at least one resource 
is a telephone circuit. 

13. The method of claim 6 wherein at least one resource 
is an Internet-Protocol based connection. 

14. The method of claim 6 wherein at least one resource 
is a data application or database interface. 

15. The method of claim 6 wherein at least one resource 
is a mobile data user. 

16. The method of claim 6 wherein at least one resource 
is a video interface. 

17. The method of claim 6 wherein separate communi­
cation means are provided for fixed users alone and for the 
entire interconnected group. 

* * * * * 




