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specification uses the permissive word “may.” Specifically, the
specification states that the “monitoring criteria may be based on one or
more .. .7 Ex. 1001, 4:3-8 (emphasis added). Thus, under the broadest
reasonable interpretation, the *571 patent specification identifies
representative “monitoring criteria” such as “light contrast on the image,
light brightness of the image, positioning of the image, dimensions,
tolerances, character spacing, skewing, warping, corner detection, and MICR

2% <Cc

(magnetic ink character recognition) line detection,” “proper lighting and/or
framing of the check 108,” “positioning of the check 108,” and “[e]dge
detection and/or corner detection.” Ex. 1001, 4:3-8, 3:58-60, 7:29-30,
7:48-52, 8:40—41 (“whether the MICR line can be detected and/or read”™).
We, however, disagree that Petitioner’s proposed “one or more standards™ is
informative to the construction of the claim term because, as Patent Owner
argues (Ex. 2052, 16), “‘one or more standards’ is simply a synonym for
‘one or more criteria’; it does not actually explain what ‘monitoring criteria’
means in the context of the patented inventions.”

Moreover, we decline to adopt Petitioner’s proposed “perceptible to
the human eye” as part of the construction of a “monitoring criteria.” As
discussed above with respect to the claim term “passes the monitoring
criteria,” the type of check image features that the specification contemplates
monitoring are those, when within acceptable thresholds, that will ensure
that check data can be electronically obtained from the check image without
error. The specification provides check rotation as an example of a check
image feature that can affect whether check data can be electronically
obtained from the check. Specifically, the specification states that “if the

check is rotated 45 degrees clockwise when captured, the check processing
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module 454 or a software object operated on the server 322 [at the financial
institution] may be unable to optically detect information on the check.”

Ex. 1001, 13:7-10, 13:38-44. Moreover, the specification contrasts a
human’s perception of a check image feature with how a machine or
computer can programmatically perceive the feature. For example, the
specification explains that “[w]hile ‘flat’ is a fairly well known term to
users, each user’s appreciation of flat with respect to the camera lens of the
camera 207 associated with the mobile device 106 may result in a problem
with needing to align the check image programmatically or risk rejecting a
large number of check images.” Id. at 14:11-16. In addition, the
specification expressly states that the monitoring is performed by a
computing device, and not a human—*[t]he monitoring may be performed
by the camera, the mobile device 106, and/or a financial institution that is in
communication with the mobile device 106.” Id. at 1:40-43, 4:12—14; see
id. at 15:37-40 (“[t]he monitoring may be performed by the camera, the
mobile device, and/or a computing device associated with the depository, for
example™), 15:40-43 (“[t]he monitoring may be performed pursuant to
instruction received at the camera or mobile device from the deposit system
operated by a depository, the server 322, or the server apparatus 570, for
example™). In short, the specification contemplates electronically
monitoring a criteria that can affect whether check data can be electronically
obtained from the check. Furthermore, as discussed above, we determine
that the preamble of claim 1 is limiting and it requires the “processor” to
perform the monitoring of the image and the claim itself requires “using an

image monitoring and capture module of the mobile device.” In view of the
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specification and claim language, we decline to adopt Petitioner’s proposed
“perceptible to a human eye.”

Thus, for purposes of this decision, we determine that “a monitoring
criterion” can include “one or more” features of an image of a check that can
affect whether check data can be electronically obtained from the check,
such as “light contrast on the image, light brightness of the image,
positioning of the image, dimensions, tolerances, character spacing,
skewing, warping, corner detection, and MICR (magnetic ink character

2% <¢

recognition) line detection,” “proper lighting and/or framing of the check,”
“positioning of the check,” and/or “[e]dge detection and/or corner
detection.”
B. Covered Business Method Patent

Section 18 of the AIA provides for the creation of a transitional
program for reviewing covered business method patents. A “covered
business method patent™ is a patent that “claims a method or corresponding
apparatus for performing data processing or other operations used in the
practice, administration, or management of a financial product or service,
except that the term does not include patents for technological inventions.”
AIA § 18(d)(1); see 37 C.F.R. § 42.301(a). A patent need have only one
claim directed to a covered business method to be eligible for review. See
Transitional Program for Covered Business Method Patents—Definitions of
Covered Business Method Patent and Technological Invention; Final Rule,
77 Fed. Reg. 48,734, 48,736 (Aug. 14, 2012) (“CBM Rules) (Comment 8).
Petitioner has the burden to “demonstrate that the patent for which review i1s
sought is a covered business method patent™ by a “preponderance of the
evidence.” Trial Practice Guide, 37 CF R. § 42.304,37 CF.R. § 42.1(d).
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Petitioner relies on claim 1 to argue that the *571 patent is eligible for a
covered business method patent review.” Pet. 13 (“[a]t least claim 1 of the
’571 patent 1s covered business method claim.”).

1. Technological Invention

The AIA excludes from covered business method patent review
patents for a “technological invention.” AIA § 18(d)(1). To determine
whether a patent is for a “technological invention,” we consider “whether
the claimed subject matter as a whole recites a technological feature that is
novel and unobvious over the prior art; and solves a technical problem using
a technical solution.” 37 C.F.R. § 42.301(b).

Petitioner argues that the 571 patent is not directed to a technical
problem. Petitioner contends that the problem addressed by the 571 patent
is “that using a phone to create an image of a check ‘requires the efficient
and accurate detection and extraction of information pertaining to a check in
the digital image.”” Pet. 14 (citing Ex. 1001, 1:26-33). Petitioner concludes
that “the problem addressed by claim 1 of the *571 patent is how to take a
good picture of a check using computer instructions ‘for depositing a check’
(thus complying with legal requirements—namely the Check 21 Act).” Id. at
15. Petitioner asserts that “[t]he problem of taking a well-composed picture
is not a technical one.” /d.

Petitioner further argues that the *571 patent claims do not solve a
technical problem with a technical solution. /d. at 15. Petitioner contends
that “[c]laim 1 helps users operate their mobile phones to take good pictures

of checks by ‘monitor[ing] an image of the check . . . with respect to a

" Patent Owner has statutorily disclaimed claims 14-20. Prelim. Resp. 27;
Ex. 2042.
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monitoring criterion’ and ‘captur[ing] the image of the check . . . when the
image of the check passes the monitoring criterion.”” /d. (citing Ex. 1001,
21:9-14, 1:38-46). Petitioner concludes “[t]he solution [provided by the
’571 patent] is to help users take pictures of checks that meet criteria for
processing the check (i.e., the monitoring criterion).” /d. Petitioner asserts
“[t]hat is not a technical solution to a technical problem.” /d.

Lastly, Petitioner argues that the 571 patent discloses generic and
conventional components and “does not purport to advance any computer
technology.” Id. at 15-17. Specifically, Petitioner asserts, “[t]hat the claims
recite ‘a processor,” ‘a camera,” ‘a mobile device,” an ‘image monitoring and
capture modules’ and a ‘communication pathway’ is of no consequence;
these components are described generically in the patent.” /d.

Patent Owner responds that “[u]sing a mobile device to capture a
check that will subsequently be deposited is a technological problem
requiring a technological solution” and “[o]ne reason is because human
perception cannot distinguish when an image is of sufficient quality for
‘automated recognition’ or ‘Reco’ systems.” Prelim. Resp. 11 (citing Ex.
2024, 4). Patent Owner points out that “[t]he combination of non-
standardized environments, devices and users introduce a host of
technological challenges even beyond those present in traditional [Remote
Deposit Capture].”® Id. at 13. Patent Owner further avers that “Petitioner
offers no evidence supporting its assertion that (a) accurately capturing
images of checks for deposit is not a technical problem and (b) using a

computer processor and camera to actively monitor the quality of an image

8 According to Patent Owner, “[d]eposit of checks using electronic images is
known in the industry as remote deposit capture or RDC.” Prelim. Resp. 7.
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and automatically capture the image at the optimal time is not a technical
solution.” Prelim. Resp. 51-52.

Patent Owner also argues that “[t]he *571 Patent claims employ a
technical solution to solve the technical problems facing mobile check
deposit.” Id. at 58. Specifically, Patent Owner argues that the 571 patent
“creates a system that allows the processor to monitor a set of technical
criteria that are relevant to check image acceptance and controlling capture
of the image when the selected criteria are satisfied.” /d. For example,
alleges Patent Owner, “[c]laim 1 recites that the software causes the

29 CCC

processor to:” ““monitor an image of the check in a field of view of a camera

of a mobile device with respect to a monitoring criterion using an image

139

monitoring and capture module of the mobile device;”” and ““capture the
image of the check with the camera when the image of the check passes the
monitoring criterion.”” Id. at 58—59. For the reasons discussed below,
Petitioner has not sufficiently established that the “technological invention”
exception to a covered business method patent review does not apply to the
’571 patent.

Petitioner misidentifies the disclosed problem by oversimplifying it.
Petitioner asserts that the *571 patent address the problem of “tak[ing] a
good picture of a check using computer instructions ‘for depositing a
check.”” Pet. 15. However, the *571 patent addresses the problem of taking
a sufficiently good image of a check such that a machine can read the data of
the original check. The 571 patent discloses that depositing a check
electronically “requires the efficient and accurate detection and extraction of
the information pertaining to a check in the digital image,” and that

“[c]apturing a digital image at a mobile device that allows for subsequent
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detection and extraction of the information from a digital image is difficult.”
Ex. 1001, 1:26-35. As Patent Owner asserts (Prelim. Resp. 16), “in order
for a check image to be [electronically] depositable, the image must conform
to the criteria required by machines.” Petitioner’s witness, Dr. Alexander,
testified in the DCT litigation that there are “technical challenges associated
with capturing sufficient quality images such that they could recognized by a
machine.” Ex. 2012, 9:23-10:3 (emphasis added). Dr. Alexander testified
that “the environment in which the image is taken can change dramatically
based on the user,” “for example, the user can try to take the image in a dark
room, the user can try to take the image in a light room, the user can try to
take the image on a white table, . . . [or] [t]he phone itself may have different
resolutions . . . .” Id. at 30:11-25. In his declaration, Dr. Alexander
explains that “[t]o satisfy [the] Check 21 [Act], the image had to accurately
represent all information on the check™ and that “if the image was skewed, it
would have been impossible to extract information from the check.” Ex.
1002 9§ 134 (citing Ex. 1036, 6; Ex. 1035, H9292; Ex. 1004, 28:50-52); id.

9 138 (Dr. Alexander states that a skilled artisan would have recognized that
“inadequate imaging of checks (such as described above with respect to
image quality and/or skewing) would result in errors in electronic checking
transactions”). Thus, using an image of a check to deposit the check
presents technical difficulties.

In addition, electronic deposit of a check, as required by claim 1, for
example, requires compliance of certain technical specifications, further
demonstrating that the *571 patent is directed to a technical problem.
Petitioner admits that “[a]currately imaging checks is a key legal

requirement of the Check 21 Act, since images of checks are used to create
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substitute checks, which in turn must include replicas of an original check.”
Pet. 15 (citing Ex. 1042, 33). The “standard” cited by Petitioner “provides
the financial industry with a specification for an Image Replacement
Document (IRD) that provides for a machine readable substitute document
created from the image that is made the front and back of the original
check.” Ex. 1042, 5. Furthermore, “[t]his standard establishes the
construction, layout, data elements, data content, and printing specifications
for [an IRD]” “that includes a machine readable MICR line.” /d. at 9. “An
IRD conforming to these specifications may be used as a Substitute Check in
conformance with the [Check 21 Act].” Id. Thus, these are technical
specifications for a substitute check (“IRD”) that is created from the image
of an original check. That an image of a check must satisfy the Check 21
Act’s technical specification for “depositing a check™ electronically (i.e., via
“computer-readable instructions™), prior to capturing the image of the check
with the camera, as recited in claim 1, further contradicts Petitioner’s
assertion that the 571 patent is not directed to a technical problem.
Accordingly, we determine the disclosed method addresses a “technical
problem.”

We further determine that the disclosed method’s solution to address
the technical problem is technical. Petitioner argues that “[t]he solution
[provided by the *571 patent] is to help users take pictures of checks that
meet criteria for processing the check (i.e., the monitoring criterion).” Pet.
15. Petitioner mischaracterizes the solution provided by the *571 patent by
oversimplifying it. Patent Owner’s characterization of the *571 patent’s
solution to the technical problem, however, is consistent with the claim

language and the disclosure in the specification. Patent Owner contends that
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the ’571 patent is directed to “an autonomous system [that puts] the image
evaluation process in the hands of the mobile device processor, not in the
hands of the user,” wherein the processor monitors the image with respect to
monitoring criteria, such as “skewing” or “warping,” and determines
whether those criteria are satisfied or not. Prelim. Resp. 17. Once the
monitoring criteria are satisfied, asserts Patent Owner, the processor will
allow the camera to capture the image of the check in view—removing user
judgment from the process. /d. at 17-18.

Patent Owner’s characterization of the *571 patent as providing a
technical solution is consistent with the scope of claim 1. As we discussed
above with respect to the claim construction of claim 1, the preamble
requires a “processor’ to perform the claimed limitations, including
“monitor[ing] an image of the check . . . with respect to a monitoring
criterion” and “captur[ing] the image . . . when the image of the check passes
the monitoring criterion,” for the purpose of “depositing a check,” the image
of which check 1s monitored with respect to a monitoring criterion and
captured when the 1image passes the monitoring criterion.

The parties dispute the meaning of “depositing a check.” In its DCT
claim construction briefing, Patent Owner argues that “depositing a check”
does not need to be construed, but alternatively means “provide a check
image to a depository for presentment and clearing in order for money to be
credited to an account.” Ex. 2052, 8; Ex. 2055, 9-10. Petitioner also argues
that “depositing a check™ does not need to be construed, but alternatively
means “provide a check image and/or check information to a depository
(such as a bank) for money to be credited to an account.” Ex. 1049, 8.

Petitioner disagrees that “deposit™ includes “check presentment and check
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clearing.” Id. at 9. For the purposes of this decision, all that matters is that
the parties agree that the check image must be provided to a depository, such
as a financial institution.

As noted above, claim 1 further requires that the processor “monitor
an image of the check . . . with respect a monitoring criteria.” As discussed
above with respect to the claim construction of claim 1, “a monitoring
criterion” can include “one or more” features of an image of a check that can
affect whether check data can be electronically obtained from the check,
such as “light contrast on the image, light brightness of the image,
positioning of the image, dimensions, tolerances, character spacing,
skewing, warping, corner detection, and MICR (magnetic ink character

2% ¢c¢

recognition) line detection,” “proper lighting and/or framing of the check,”
“positioning of the check,” and/or “[e]dge detection and/or corner
detection.” Furthermore, the processor determines “when the image of the
check passes the monitoring criteria.” As discussed above with respect to
the claim construction of claim 1, “passes the monitoring criterion” means
determining that the quality of the monitored image feature is within
acceptable thresholds so that check data can be electronically obtained from
the image without error during electronic processing and clearing. In sum,
the solution provided by the 571 patent is a processor, as opposed to a
human, monitoring one or more technical criterion of the image of the check
to determine whether the quality of the image 1s within acceptable
thresholds, prior to the image being captured, so that check data can be
electronically obtained from the image without error during electronic
processing and clearing. In other words, the *571 patent uses a machine to

ensure that the quality of the check image is sufficiently high, prior to
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capturing the image, so that subsequently a machine will be able to read data
from the check image. The 571 patent thus improves prior computer
systems and methods by solving the problem associated with those
automated processes. See Ex. 1001, 1:31-35 (“such a technique requires
the efficient and accurate detection and extraction of the information
pertaining to a check in the digital image. Capturing a digital image at a
mobile device that allows for subsequent detection and extraction of the
information from the digital image is difficult.”).

Therefore, even accepting Petitioner’s claim construction in District
Court that “deposit[ing]” does not require check presentment and check
clearing (Ex.1029, 9), claim 1 requires “depositing a check™ by providing an
image of the check to a depository, such as a financial institution.
Furthermore, the processor must monitor one or more technical criteria to
determine that the quality of the monitored image feature is within
acceptable thresholds prior to capturing the image, so that check data can be
electronically obtained from the image without error during electronic
processing and clearing. The 571 patent specification confirms that the
processor determining that the check image passes monitoring criteria is the
solution. Specifically, the *571 patent specification states that “[b]y
ensuring that the image of the check passes monitoring criteria during pre-
image capturing monitoring, the number of non-conforrming images of
checks is reduced during presentment of the images to a financial institution
for processing and clearing.” Ex. 1001, 4:18-22 (emphasis added).

Therefore, the *571 patent’s solution to the addressed problem is

rooted in technology, and thus, is a “technical solution.”
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Lastly, Petitioner has not sufficiently persuaded us that the *571
patent recites a technological solution that is not novel and
nonobvious for purposes of satisfying the “technological invention™
exception in § 42.301(b). The entirety of Petitioner’s argument that
claim 1 does not recite a novel and unobvious technical feature is the
following:

Claim 1 of the °571 patent does not recite a novel and
unobvious technical feature either. It instead recites known
combinations of prior art structures to achieve predictable
results.  [Recitation of claim 1] Any arguably technical
component in this claim—e.g. mobile device with a camera and
processor—are admittedly common. See § I1.D (page 5).° And,
using these features to take photos of checks and send them to a
bank was old hat by August 2009, as exemplified by the
teachings of Ramachandran. See § VILB.1 (page 41).
Additionally, monitoring an image of a document to be
photographed by a camera on a mobile device was similarly old
and obvious based on Yoon. See § VIL.B.1 (page 41).1°

Pet. 17-18. Petitioner does not demonstrate that claim 1 does not recite a
novel and unobvious technical feature for the following reasons.

As an initial matter, Petitioner’s contentions are conclusory. For
example, as Patent Owner argues (Prelim. Resp. 34, 45), Petitioner does not
provide sufficient analysis as to why there would have been a reason or
motivation to combine Ramachandran and Yoon to achieve the claimed

invention, much less with any reasonable expectation of success. Petitioner

? Page 5 of the Petition discusses alleged mobile technology advances, such
as 3G wireless technology, and includes the beginning of Petitioner’s
discussion of the Check 21 Act. Pet. 5.

10 Page 41 of the Petition summarily identifies Petitioner’s contentions under
Ground 2 and provides the beginning of a summary of the asserted prior art
reference Ramachandran. Pet. 41.
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does provide an analysis supporting its assertion that Ramachandran and
Yoon render the challenged claims obvious. Pet. 41-79. However,
Petitioner’s analysis with respect to its asserted obviousness ground cannot
take the place of a proper covered business method patent eligibility
analysis. See Emnos USA Corp. v. Dunnhumby Ltd., Case CBM2015-
00162, slip op. at 10 (PTAB Dec. 30, 2015) (Paper 7) (denying institution
based on technological invention exclusion); see also Motorola Mobility,
LLC v. Intellectual Ventures I, LLC, Case CBM2014-00084, slip op. at 4-5
(PTAB Sept. 23,2014) (Paper 21) (denying request for rehearing of decision
denying institution because “[t]he only portion of the Petition addressing
whether a claim as a whole recites a technological feature was addressed in
our Decision. The portion of the Petition that Petitioner contends the Board
overlooked or misapprehended addresses only whether the challenged
claims are novel and unobvious over the prior art, and does not address
whether the claimed subject matter as a whole recites a technological
feature.”) (internal citations omitted); see also Bloomberg L.P. v. Quest
Licensing Corp., Case CBM2014-00205, slip op. at 7, 9 (PTAB June 17,
2015) (Paper 18) (denying request for rehearing of decision denying
institution because petitioner did not carry burden on technological invention
inquiry, and finding unpersuasive petitioner’s arguments that focused on
portions of the petition other than the section addressing the technological
invention inquiry).

Moreover, Petitioner’s argument that claim 1 does not recite a novel
and unobvious technical feature refers to the individual elements of the
claims without considering the claims as a whole, as required by

§ 42.301(b). See Pet. 17-18. Petitioner refers to the following elements of
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claim 1—mobile device with a camera and processor—to argue that claim 1
does not recite a novel and unobvious technical feature. See H7C Corp. v.
Ancora Techs. Inc., Case CBM2017-00054, slip op. at 9-11 (PTAB Dec. 1,
2017) (Paper 7) (applying the exclusion for a “technological invention™ to a
patent claim even if the individual hardware components of the system were
known technology). Petitioner, however, does not address claim 1°s
requirement that a processor, and not a human, monitor one or more
technical criteria of the check image to determine that the quality of the
image is within acceptable thresholds, prior to capturing the image, so that
check data can be electronically obtained from the image without error
during electronic processing and clearing. Indeed, Patent Owner notes that
“[t]he Petition fails to point to any mobile device that has ever existed that
combines these features for the capture of checks.” Prelim. Resp. 33.
Petitioner’s argument is, thus, unavailing.

We are persuaded, therefore, that the exclusion for a “technological
invention” applies in this case. Accordingly, we conclude that, based on the
evidence of record, the 571 patent 1s not a covered business method patent
eligible for review.

C. CONCLUSION

In view of the foregoing, we conclude that the *571 patent is not a
covered business method patent under AIA § 18(d)(1), and thus, is not
eligible for review using the transitional covered business method patent
review program.

III. ORDER

For the reasons given, it is,

ORDERED that a covered business method patent review is denied.
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Case 2:18-cv-00245-JRG Document 283 Filed 10/28/19 Page 1 of 21 PagelD #: 29659

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF TEXAS

MARSHALL DIVISION

UNITED SERVICES AUTOMOBILE §
ASSOCIATION, §
§
Plaintiff, §
§

V. § CIVIL ACTION NO. 2:18-CV-00245-JRG
§
WELLS FARGO BANK, N.A., §
§
Defendant. §

MEMORANDUM OPINION AND ORDER

Before the Court is Defendant Wells Fargo Bank N.A.’s (“Wells Fargo”) Motion for
Summary Judgment Under 35 U.S.C. § 101 (the “Motion”). (Dkt. No. 131.) The Court heard
argument on this Motion at the pretrial conference held in the above-captioned case on October
17, 2019. (Dkt. No. 263.) As announced at that hearing and for the reasons set forth herein, the
Court is of the opinion that the Motion should be and hereby is DENIED.! (/d. at 228:3-229:5))

L Factual Background

A. Procedural History

United Services Automobile Association (“USAA”) brought suit against Wells Fargo
alleging infringement of U.S. Patent Nos. 8,977,571 (the “’571 Patent”) and 9,818,090 (the “’090

Patent”) (collectively, the “Asserted Patents” or “Patents-in-Suit”).? Shortly thereafter, Wells

! As to any claims narrowed from the list of claims prior to the Court’s ruling (see Dkt. No. 231),
the Motion is DENIED-AS-MOOT.

2 USAA also asserted U.S. Patent Nos. 8,699,779 (the “*779 Patent”) and 9,336,517 (the “’517
Patent”). Between the Court’s ruling from the bench on the Motion and the issuance of this
Memorandum Opinion and Order, the then-asserted claims of the 779 and *517 Patents have been
dropped from the list of claims to be asserted at trial. (Dkt. No. 268.) While the Court’s ruling is
effective as to those prior asserted claims, which were pending when the ruling was made from
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Fargo filed a Motion for Judgment on the Pleadings that the Asserted Patents are ineligible under
35U.S.C. § 101. (Dkt. No. 28.) The Court denied Well Fargo’s motion as moot in light of USAA’s
subsequently filed First Amended Complaint and granted leave to refile a similar motion directed
at the First Amended Complaint. (Dkt. No. 61.) Wells Fargo declined to refile under Federal Rule
of Civil Procedure 12.

However, Wells Fargo did file Petitions for Covered Business Method (“CBM”) Review
with the United States Patent Trial and Appeal Board (“PTAB”) challenging each of the Asserted
Patents, inter alia, as claiming patent-ineligible subject matter under § 101. Petition, Wells Fargo
Bank, N.A. v. United Servs. Auto. Ass’'n, CBM2019-00004, Paper No. 2 (P.T.A.B. Nov. 8, 2018)
(hereinafter, “’571 CBM Petition”); Petition, Wells Fargo Bank, N.A. v. United Servs. Auto. Ass’n,
CBM2019-00002, Paper No. 2 (P.T.A.B. Nov. 8, 2018). The PTAB declined to institute CBM
review as to the ’571 Patent because it found that the patent claimed a “technological invention”;
that is, it claimed a technological feature that is novel and nonobvious and “solves a technical
problem using a technical solution.” Decision, Wells Fargo Bank, N.A. v. United Servs. Auto.
Assoc’n, CBM2019-00004, Paper No. 22 at 22-32 (P.T.A.B. May 15, 2019) (hereinafter, “’571
CBM Decision™); see also 37 CF.R. § 42.301 (defining the scope of CBM review). Wells Fargo
sought, and the PTAB granted, dismissal of its CBM petition as to the ’090 Patent. Decision, Wells
Fargo Bank, N.A. v. United Services Automobile Association, CBM2019-00002, Paper No. 16
(P.T.A.B. Aug. 26, 2019). The PTAB also denied initiation as to Wells Fargo’s related Petition for
Inter Partes Review of the 090 Patent. Decision, Wells IF'argo Bank, N.A. v. United Services

Automobile Association, IPR2019-00815, Paper No. 17 (P.T.A B. Aug. 26, 2019).

the bench, the Court confines its analysis in this Memorandum Opinion and Order to the remaining
Asserted Patents.
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Wells Fargo now brings the instant Motion under Federal Rule of Civil Procedure 56 that
the claims of the Patents-in-Suit are directed at patent-ineligible subject matter.

B. The Asserted Patents and Claims
USAA asserts that Wells Fargo infringes Claims 1-10 and 12—13 of the 571 Patent and

Claims 1-10 of the 090 Patent (collectively, the “Asserted Claims”). (Dkt. No. 268.) By this
Motion, Wells Fargo seeks summary judgment that each of these Asserted Claims is directed at
patent-ineligible subject matter. The *571 Patent and the 090 Patent share the same priority date
and specification.

The Asserted Claims generally relate to the automated capture of a digital image of a check
for deposit using a mobile device. The 571 Patent and 090 Patent generally claim systems and
methods for capturing check images by monitoring images for conformance with certain
monitoring criteria. Claim 1 of the ’571 Patent is illustrative:

1. A non-transitory computer-readable medium comprising computer-readable

instructions for depositing a check that, when executed by a processor, cause
the processor to:
monitor an image of the check in a field of view of a camera of a mobile

device with respect to a monitoring criterion using an image monitoring and
capture module of the mobile device;

capture the image of the check with the camera when the image of the check
passes the monitoring criterion; and

provide the image of the check from the camera to a depository via a
communication pathway between the mobile device and the depository.

’571 Patent, Claim 1.

Wells Fargo asserts that Claim 1 of the 090 Patent is representative for purposes of the
Court’s analysis. The Court is not convinced that Wells Fargo has met its initial burden of showing
representativeness. See PPS Data, LLC v. Jack Henry & Assocs., Inc., __ F. Supp. 3d , No.

2:18-cv-00007-JRG, 2019 WL 4745122, at *3-6 (E.D. Tex. Sept. 6, 2019) (“[W ]hen a defendant
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seeks to invalidate multiple claims based only on allegations relating to a subset of those claims,
the defendant must justify treating that subset as representative of the other claims.”) (citing Aqua
Prod., Inc. v. Matal, 872 F 3d 1290, 1305 (Fed. Cir. 2017); 35 U.S.C. § 282(a)); id. at 5 (“Since
different patents must generally contain patentably distinct inventions, it follows that the claims in
one patent will not usually represent all of the inventive concepts embodied in the claims of another
patent.”) (citing Novartis Pharm. Corp. v. Breckenridge Pharm. Inc., 909 F.3d 1355, 1362 (Fed.
Cir. 2018)). Accordingly, the Court looks to each independent Asserted Claim in each Asserted
Patent. 571 Patent, Claims 1, 9; 090 Patent, Claim 1. The Court also looks to the individual
limitations of particular dependent Asserted Claims to the extent relevant to its analysis.
IL. Legal Standard

A, Summary Judgment

Summary judgment should be granted “if the movant shows that there is no genuine dispute
as to any material fact and the movant is entitled to judgment as a matter of law.” Fed. R. Civ. P.
56(a). Any evidence must be viewed in the light most favorable to the nonmovant. See Anderson
v. Liberty Lobby, Inc., 477 U.S. 242,255 (1986) (citing Adickes v. S.H. Kress & Co., 398 U.S. 144,
158-59 (1970)). Summary judgment is proper when there is no genuine dispute of material fact.
Celotex v. Catrett, 477 U.S. 317, 322 (1986). “By its very terms, this standard provides that the
mere existence of some alleged factual dispute between the parties will not defeat an otherwise
properly supported motion for summary judgment; the requirement is that there be no genuine
[dispute] of material fact.” Anderson, 477 U.S. at 247-48. The substantive law identifies the
material facts, and disputes over facts that are irrelevant or unnecessary will not defeat a motion
for summary judgment. /d. at 248. A dispute about a material fact is “genuine” when the evidence

is “such that a reasonable jury could return a verdict for the nonmoving party.” /d.
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The moving party must identify the basis for granting summary judgment and evidence
demonstrating the absence of a genuine dispute of material fact. Celotex, 477 U.S. at 323. If the
movant bears the burden of proof on an issue at trial, then the movant “must establish beyond
peradventure all of the essential elements of the claim or defense to warrant [summary] judgment
in [its] favor.” Fontenot v. Upjohn Co., 780 F.2d 1190, 1194 (5th Cir. 1986). “If the moving party
does not have the ultimate burden of persuasion at trial, the party ‘must either produce evidence
negating an essential element of the nonmoving party’s claim or defense or show that the
nonmoving party does not have enough evidence of an essential element to carry its ultimate
burden of persuasion at trial.”” Intellectual Ventures I LLC v. T Mobile US4, Inc., No. 2:17-CV-
00577-JRG, 2018 WL 5809267, at *1 (E.D. Tex. Nov. 6, 2018) (quoting Nissan Fire & Marine
Ins. Co., Ltd. v. Fritz Cos., Inc., 210 F.3d 1099, 1102 (Sth Cir. 2000)).

B. Patent-Eligible Subject Matter

“Whoever invents or discovers any new and useful process, machine, manufacture, or
composition of matter, or any new and useful improvement thereof, may obtain a patent therefor,
subject to the conditions and requirements of [the Patent Act].” 35 U.S.C. § 101. Since patent
protection does not extend to claims that monopolize the “building blocks of human ingenuity,”
claims directed to laws of nature, natural phenomena, and abstract ideas are not patent eligible.
Alice Corp. v. CLS Bank Int’l, 573 U.S. 208, 216 (2014). The Supreme Court instructs courts to
distinguish between claims that set forth patent-ineligible subject matter and those that “integrate
the building blocks into something more.” /d. at 217. In doing so, courts apply a two-step test.

First, the court “determine[s] whether the claims at issue are directed to a patent-ineligible
concept.” Id. at 218. This “step of the inquiry calls upon us to look at the ‘focus of the claimed
advance over the prior art’ to determine if the claim’s ‘character as a whole’ is directed to excluded

subject matter.” Affinity Labs of Texas, LLC v. DIRECTV, LLC, 838 F.3d 1253, 1257 (Fed. Cir.

5
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2016). The court must “tread carefully in construing this exclusionary principle” because “[a]t
some level, ‘all inventions . . . embody, use, reflect, rest upon, or apply laws of nature, natural

299

phenomena, or abstract ideas.”” Alice, 573 U.S. at 217 (omission in original) (quoting Mayo
Collaborative Servs. v. Prometheus Labs., Inc., 556 U.S. 66, 71 (2012)). The court must
distinguish “ineligible abstract-idea-based solutions implemented with generic technical
components in a conventional way from the eligible technology-based solution and software-based
invention that improves the performance of the computer system itself.” Amdocs (Israel) Ltd. v.
Openet Telecom, Inc., 841 F.3d 1288, 1299 (Fed. Cir. 2016) (internal quotations omitted) . In doing
so, the Court’s analysis must be “directly tethered to the claim language” and should avoid
recasting specific limitations “at a high level of abstraction.” Solutran, Inc. v. Elavon, Inc., 931
F3d 1161, 1168 (Fed. Cir. 2019).

Second, if the challenged claims are directed towards a patent-ineligible concept, the court
then “consider([s] the elements of each claim both individually and ‘as an ordered combination’ to
determine whether the additional elements ‘transform the nature of the claim’ into a patent eligible
application.” Alice, 573 U.S. at 217 (quoting Mayo, 566 U.S. 66, 78-79 (2012)). This step is
satisfied when the claim limitations contain an inventive concept that “involve[s] more than
performance of ‘well-understood, routine, [and] conventional activities previously known to the
industry.”” Content Extraction & Transmission LLC v. Wells Fargo Bank, Nat’l Ass’n, 776 F.3d
1343, 1347-48 (Fed. Cir. 2014) (quoting Alice, 573 U.S. at 225). The Federal Circuit has explained
that “[w]hile the ultimate determination of eligibility under § 101 is a question of law, like many
legal questions, there can be subsidiary fact questions which must be resolved en route to the

ultimate legal determination.” Aatrix Software, Inc. v. Green Shades Software, Inc., 882 F.3d 1121,

1128 (Fed. Cir. 2018). As such, “[t]he question of whether a claim element or combination of
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elements is well-understood, routine, and conventional to a skilled artisan in the relevant field is a
question of fact” that must be “proven by clear and convincing evidence.” Berkheimer v. HP Inc.,
881 F.3d 1360, 1368 (Fed. Cir. 2018).

Something is not necessarily well-understood, routine, and conventional simply because it
is disclosed in a prior art reference. Lxergen Corp. v. KAZ USA, Inc., 725 F. App’x 959, 965-66
(Fed. Cir. 2018). There are many obscure references that may qualify as prior art but are
insufficient to establish something is a “well-understood, routine, and conventional activity
previously engaged in by scientists who work in the field.” Mayo, 566 U.S. at 79. Accordingly,
determining “[w]hether a particular technology is well-understood, routine, and conventional goes
beyond” simply examining “what was simply known in the prior art.” Berkheimer, 881 F.3d at
1369.

Additionally, specific improvements described in a patent specification, “to the extent they
are captured in the claims, create a factual dispute regarding whether the invention describes well-
understood, routine, and conventional activities.” Berkheimer, 881 F.3d at 1369. However,
“[w]hen there is no genuine issue of material fact regarding whether the claim element or claimed
combination is well-understood, routine, conventional to a skilled artisan in the relevant field,
[patent eligibility] can be decided on summary judgment as a matter of law.” Berkheimer, 881 F.3d
at 1368.

III.  Discussion

The Court agrees with the PTAB that the Asserted Claims are directed at a “[technical]
solution to address [a] technical problem.” 571 CBM Decision at 26. The Asserted Claims “focus
on a specific means or method that improves the relevant technology” and not, as Wells Fargo

contends, on an abstract concept such as taking a picture. McRO, Inc. v. Bandai Namco Games
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Am. Inc., 837 F.3d 1299, 1314 (Fed. Cir. 2016). The Court, therefore, concludes that the Asserted
Claims are eligible for patent protection under step one of Alice.

Alternatively and independently, the Court finds that even if the Asserted Claims were
directed at an abstract concept, a genuine dispute of fact would exist as to whether the claim
elements individually or as an ordered combination were “well-understood, routine, and
conventional to a skilled artisan in the relevant field.” Berkheimer, 881 F.3d at 1368. Such a factual
dispute precludes summary judgment.

A. Alice Step One

Under step one of the Alice inquiry, the court “determine[s] whether the claims at issue are
directed to a patent-ineligible concept,” such as an abstract idea. Alice, 573 U.S. at 217-18. Here,
the Court determines that they are not.

Wells Fargo argues that the Asserted Claims are directed to an abstract idea—"[c]apturing
a photograph,” which “is a mental process.” (Dkt. No. 131 at 1.) The Asserted Claims, Wells Fargo
asserts, “do nothing more than apply this abstract concept using standard computer technology.”
(Id.) “| TThe Asserted Patents are all directed to the same mental process of monitoring an image
for a certain criterion, determining whether that criterion is met, and when it is, capturing the
image.” (Id. at 9.) These steps, “performed by the claimed computer elements described in” the
Asserted Claims, “are functional in nature and are performed by a human as part of evaluating an
image when taking a photo.” (/d.) Therefore, according to Wells Fargo, the Asserted Claims recite
simply “a mental process performed by a human any time an image is evaluated as part of taking
a photo, and thus” are directed to “an ineligible abstract idea.” (/d. at 9-10.)

USAA counters that the Asserted Claims “engage the unique challenges associate[d] with
imaging with a mobile device, imaging and image recognition using machine systems, and imaging
involving check deposit.” (Dkt. No. 158 at 15.) “The claimed inventions recite autonomous mobile

8
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camera systems with specific technical features allowing the systems to compete with specialized,
dedicated machines, that have to satisfy very particularized image quality requirements.” (/d.)
Therefore, USAA argues, the Asserted Claims recite “inventions with specific applications or
improvement to technologies in the marketplace,” and thus are not abstract. (/d. at 15-16 (quoting
Research Corp. Techs. Inc. v. Microsoft Corp., 627 F.3d 859, 869 (Fed. Cir. 2010).)

The Court disagrees with Wells Fargo that the Asserted Claims are directed at the abstract
idea of taking a picture rather than an improvement to technology. Wells Fargo made a similar
argument before the PTAB in arguing that the Asserted Claims were eligible for CBM review:
“The problem of taking a well-composed picture is not a technical one.” 571 CBM Petition at 15.
The PTAB disagreed, noting that Wells Fargo “misidentifies the disclosed problem by
oversimplifying it.” 571 CBM Decision at 24. Wells Fargo’s argument falls short in the § 101
context for similar reasons. “[D]escribing the claims at such a high level of abstraction . . . all but
ensures that the exceptions to § 101 swallow the rule.” Enfish, LLC v. Microsoft Corp., 822 F.3d
1327, 1337 (Fed. Cir. 2016).

1. The Asserted Claims recite systems and methods for improving the capture
of images in a quality sufficient to be processed.

“As the specification confirms, the claimed improvement here is” not simply taking a
picture but capturing a quality image of a check such that a machine can read the data of the
original check. McRO, 837 F.3d at 1313; see also, e.g., 571 CBM Decision at 24. The common
specification of the ’571 and 090 Patents discloses that to reduce the burdens of having to
physically present a check for deposit, existing “systems and methods have been developed to
enable the remote deposit of checks.” ’571 Patent at 1:24-26. However, depositing a check
electronically “requires the efficient and accurate detection and extraction of the information

pertaining to a check in the digital image.” Id. at 1:31-33. “Capturing a digital image at a mobile
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device that allows for subsequent detection and extraction of the information from the digital
image is difficult.” Id. at 1:33-35.

To overcome this problem identified in their common specification, the Asserted Claims
of the ’571 Patent and the *090 Patent each recite a processor configured to or caused to monitor
an image of a check or other document with respect to a “monitoring criterion” and capture an
image thereof when the monitoring criterion is satisfied. F.g., ’571 Patent, Claims 1, 9; 090 Patent,
Claim 1. As noted in the Claim Construction Order:

The “monitoring criteria” of the patents are features of an image that are used as

part of the quality-control process. “To increase the likelihood of capturing a digital

image of the check 108 that may be readable and processed such that the check 108

can be cleared, the image is monitored for compliance with one or more monitoring

criteria, prior to the image of the check 108 being captured.”

(Dkt. No. 100 at 25 (quoting *571 Patent at 3:54-58).) “The monitoring of the monitoring criteria
is repeatedly described and claimed as performed by a device rather than a human.” (/d. at 26
(citing ’571 Patent at 1:40-43, 8:40—45); see also id. at 27 (“There is nothing in the patents that
suggests that a human may perform the monitoring and the Court does not here hold that human
monitoring is encompassed by any claim.”).)

Indeed, it is the machine monitoring of these criteria, rather than human monitoring, that
“increase[s] the likelihood of capturing a digital image . . . that may be readable and processed”
by a machine to extract relevant, necessary information. 571 Patent at 3:54-55.

In other words, the 571 [P]atent [and the 090 Patent] use[] a machine to ensure

that the quality of the check image is sufficiently high, prior to capturing the image,

so that subsequently a machine will be able to read data from the check image.

[These patents] thus improve[] prior computer systems and methods by solving the
problem associated with those automated processes.

’571 CBM Decision at 28-29.

The types of monitoring criteria disclosed in the specification are not akin to human photo
evaluation because they do not involve the kind of information that could be readily assessed in

10

Page 778 of 1587



Case 2:18-cv-00245-JRG Document 283 Filed 10/28/19 Page 11 of 21 PagelD #: 29669

real-time by a human user looking at the image on a mobile device screen. For example, the
specification discloses such monitoring criteria as (1) monitoring skew by “measuring the distance
from the edge(s) of the check 208 in the image to an alignment guide or the edge of the field of
view” (’571 Patent at 8:10—13); (2) measuring the spacing of the MICR line to determine if “the
spacing is outside of a certain range corresponding to valid spacing between number[s] in a MICR
line” (Id. at 8:62-63); or (3) generating “one or more histograms” to be “used in the determination
of light contrast and/or light brightness monitoring criteria” (/d. at 9:25-28.)

Though they may seek to accomplish the same ends as the manual processes they replace,
these types of tasks cannot be readily done by a human user with the precision required to satisfy
the claims. For example, while the human mind can appreciate the level of brightness or contrast
in an image, it cannot readily generate a histogram charting “where all of the brightness levels
contained in the image are found, from the darkest to the brightest.” (/d. at 9:29-30.) The purpose
of the claimed invention is not to generate a digital image not that is aesthetically pleasing to the
human eye but rather to generate a digital image from which a machine can efficiently and
accurately detect and extract relevant information. *571 Patent at 1:31-33. This requires a high
degree of precision, not a human subjective determination.

Further, strict adherence to these monitoring criteria directly impacts to the ability of such
an image to be fit for its intended purpose: to serve as a substitute check. “The Check Clearing for
the 21st Century Act (or Check 21 Act) is a United States federal law that allows the recipient of
a paper check to create a digital version, thereby eliminating the need for further handling of the
physical document.” *571 Patent at 12:19-23. Specifically, the Check 21 Act allows a substitute
check to serve as “the legal equivalent of the original check™ if it “accurately represents all the

information on the front and back of the original check.” 12 U.S.C. § 5003(b). The requirements
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of a substitute check are precisely defined. /d. § 5002(16). As the specification discloses, “[b]y
ensuring that the image of the check passes monitoring criteria during preimage capturing
monitoring, the number of non-conforming images of checks is reduced during presentment of the
images to a financial institution for processing and clearing.” *571 Patent at 4:17-22.

The specification further discloses that the “Check 21 standard for electronic exchange is
defined in the standard DSTU X9.37-2003 (‘X9.37’). It is a binary interchange format.” /d. at
12:23-25; see also ’571 CBM Decision at 4 n.2 (noting that “DTSU X9.37-2003 has been replaced
by ANS X9.100-80-2006” though the “technical content . . . is identical”). “This standard
establishes the construction, layout, data elements, data content, and printing specifications for an
[Image Replacement Document] that includes a machine readable MICR line.” °571 CBM
Decision at 26 (emphasis added) (alterations and internal quotations omitted). Thus, to comply
with the Check 21 standard, such that “the number of non-conforming images of checks is
reduced,” the images of the checks must be of sufficient quality to be machine-readable.’ >571

Patent at 4:19-20.

3 At oral argument, Wells Fargo asserted, “It’s not the Court’s claim construction that the check
hasto meet . . . Check 21 standards or be of sufficient ability to be processed by a computer.” (Dkt.
No. 263 at 220:13-16.) Rather Wells Fargo asserted, “[I]f it is passing a monitoring criterion,
singular, . . . then it will be in a form sufficient” under the Court’s construction of “depositing a
check.” (/d. at 219:13-15.) Wells Fargo presented this same argument at the claim construction
hearing before Judge Payne, who expressed skepticism. (Dkt. No. 96 at 19:14-17 (“So you want
the Court to construe ‘depositing a check’ to mean that an image of the check is transmitted to the
bank? A Polaroid, a -- whatever, a cartoon, just -- it doesn’t matter, just an image?”).) To the
contrary, the Claim Construction Order makes clear “that depositing a check is more than just
providing it to the institution, it involves providing it in a form to enable actual crediting of funds
to the deposit account.” (Dkt. No. 100 at 16.) Under the Court’s construction, the check must meet
technical conformity with industry standards in order to be “in a form sufficient to allow money
to be credited to an account.” (/d. at 18.) In the United States, those standards are the Check 21
standard.

12
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While the Asserted Claims of the *571 Patent recite monitoring and capturing “the image
of a check,” the Asserted Claims of the 090 Patent instead recite monitoring and capturing “a
target document.” Compare ’571 Patent, Claim 1 with 090 Patent, Claim 1. Although the 090
Patent claims an invention that is not limited to the capturing and processing of checks, the
specification makes clear that the same objective—capturing an image sufficient for a machine to
detect and extract relevant information—remains the same:

It is noted that although examples and implementations described herein may refer

to a check image and check data, the term “check image” may refer to any

foreground image in a digital image (as opposed to the background image) and the

term “check data” may refer to any foreground data in a digital image (as opposed

to background data). Thus, the “check image” and the “check data” may refer to

the foreground image and foreground data in implementations involving any
negotiable instrument, form, or document.

’090 Patent at 7:4—13. While the 090 Patent claims are not limited to the “check image” context,
the goal of machine-readable quality images remains the same.

2. The Asserted Claims are not directed to an abstract idea.

The Asserted Claims, which each require a “processor” to “determine” when an image
meets certain requirements, are directed to a machine-implemented solution to a machine-specific
problem: the difficulty of machines detecting and extracting information from a digital image. “In
other words, we are not faced with a situation where general-purpose computer components are
added post-hoc to” the simple act of taking a picture. Lnfish, 822 F.3d at 1339. “Rather, the claims
are directed to a specific implementation of a solution to a problem in the software arts.” /d.
Accordingly, the Court finds “the claims at issue are not direct to an abstract idea.” /d.

As an initial matter, and despite Wells Fargo’s arguments to the contrary, the Court doubts
whether the act of taking a picture is itself an abstract idea. Taking a picture is not a fundamentally
abstract concept or uniquely human action, such as “a fundamental economic practice or

mathematical equation.” /d. Moreover, “the human mind is not equipped” to capture photographs
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on its own. See SRI Int’l, Inc. v. Cisco Sys., Inc., 930 F.3d 1295, 1304 (Fed. Cir. 2019). To the
contrary, the act of taking a picture requires the intervention of mechanical and technical devices
and processes both before, during, and after the human user’s selecting and capturing of the image.
Said another way, a claim directed to allowing a machine to select and capture an appropriate
picture is not adding a generic computer component to a fundamentally human process. Rather, it
is removing the once-necessary human intervention from a fundamentally mechanical process.
Such an “improvement in the functioning of a” mobile device is not directed to an abstract concept.
Enfish, 822 F.3d at 1338, see also Core Wireless Licensing S.A.R.L. v. LG Elecs., Inc., 880 F 3d
1356, 1362 (Fed. Cir. 2018) (“We previously have held claims focused on various improvements
of systems directed to patent eligible subject matter under § 101.”).

Finding that an invention is directed to an abstract idea simply because it removes the need
for human intervention in a process is precisely the type of “high level of abstraction” that “all but
ensures that the exceptions to § 101 swallow the rule.” Enfish, 822 F.3d at 1337. Taken to its
logical conclusion, inventions directed to everything from self-opening doors to self-driving cars
would become ineligible for patent protection. Accordingly, even granting Wells Fargo’s
description of the subject matter to which the claims are directed, Alice step one does not pose a
bar to patentability.

To be clear, the Court does not determine that the Asserted Claims are directed merely to
taking a picture. Instead, the Court finds that they are directed to a machine-implemented process
for detecting and capturing an image of sufficient quality to detect and extract relevant information
from the image by a machine. Such claims are not directed to an abstract idea, even if the claimed
invention replaces a prior human process. This is true because the claims improve that prior process

in a technologically inventive way. The Federal Circuit’s decision in McRO is instructive.
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The claimed improvement at issue in McRO allowed “computers to produce ‘accurate and
realistic lip synchronization and facial expressions in animated characters’ that previously could
only be produced by human animators.” 837 F.3d at 1313 (quoting U.S. Patent No. 6, 307,576 at
2:49-50). This improvement was realized through “the use of rules, rather than artists.” /d. The
Federal Circuit rejected the argument that “the claims simply use a computer as a tool to automate
conventional activity.” Id. at 1314. There was no indication that “the process previously used by
animators is the same as the process required by the claims.” /d. To the contrary, “an animator’s
process was driven by subjective determinations rather than specific, limited mathematical rules.”
Id. “It is the incorporation of the claimed rules, not the use of the computer, that ‘improved [the]
existing technological process’ by allowing the automation of further tasks. /d. (alteration in
original) (quoting A/ice, 573 U.S. at 223).

Like the claims at issue in McRO, the Asserted Claims employ a processor “to perform a
distinct process to automate a task previously performed by humans.” /d. at 1314. Also like the
claims in McRQO, there is no indication that the Asserted Claims’ reliance on one or more
“monitoring criterion” mirror the process previously used by human photographers. To the
contrary, the very improvement being claimed is the use of objective monitoring criteria to
improve the acceptability of the check image relative to an image captured in reliance on the
subjective determinations of a user. ’571 Patent at 4:17-20 (“By ensuring that the image of the
check passes monitoring criteria during preimage capturing monitoring, the number of non-
conforming images of checks is reduced . . . ). It is the use of these objective monitoring criteria,
not the use of a generic computer, that “improved [the] existing technological process.” Alice, 573

U.S. at 223.
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Wells Fargo points to several cases for the proposition that claims that recite phrases such
as “monitoring” and “determining” are directed to an abstract idea. (Dkt. No. 131 at 11-12.) These
cases neither espouse nor impose such a bright line rule. For example, in Llectric Power Group,
LLC v. Alstom S.A., the Federal Circuit affirmed the district court’s determination that the claims
at issue were directed to “the abstract idea of monitoring and analyzing data from disparate
sources.” 830 F.3d 1350, 1353 (Fed. Cir. 2016). However, the Federal Circuit did not take issue
with “monitoring” per se. Rather, the Federal Circuit distinguished those claims from the claims
in Enfish because it found “the focus of the claims is not on such an improvement in computers as
tools, but on certain independently abstract ideas that u#se computers as tools.” /d. at 1354
(emphasis added).

Here, as Wells Fargo itself has asserted, “[i]t is undisputed the Asserted Patents claim a
single, narrow feature of mobile remote deposit capture: a specific type of autocapture,” which is
a claimed improvement over the prior manual mobile remote deposit capture system. (Dkt. No.
172 at 1.) “The specification confirms” as much. Core Wireless, 880 F.3d at 1363; *571 Patent at
1:33-35 (“Capturing a digital image at a mobile device that allows for subsequent detection and
extraction of the information from the digital image is difficult.”); id. at 3:54-57 (“To increase the
likelihood of capturing a digital image of the check 108 that may be readable and processed such
that the check 108 can be cleared, the image is monitored for compliance with one or more
monitoring criteria . . . .”). Unlike the claims at issue in Electric Power, the Asserted Claims do
not use the mobile device as a tool, but rather they improve the mobile device as a tool.

Similarly, in Bancorp Services LLC v. Sun Life Assurance Co., the Federal Circuit found
ineligible claims that involved calculating the value of insurance policies in part by “determining

an investment value and a value of the underlying securities.” 687 F.3d 1266, 1271, 1277 (Fed.
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Cir. 2012). The patent owner argued that “because its claims are limited to being performed on a
computer, they cannot claim only an abstract idea.” /d. However, the Federal Circuit found that
the claims involved the abstract idea of using well-known calculations and noted “the fact that the
required calculations could be performed more efficiently via a computer” did not render the
claims eligible. Id. at 1278. Instead, “[t]o salvage an otherwise patent-ineligible process, a
computer must be integral to the claimed invention, facilitating the process in a way that a person
making calculations or computations could not.” /d. The Federal Circuit distinguished claims
where “the computer simply performs more efficiently what could otherwise be accomplished
manually,” from claims like those at issue in Research Corp. Technologies, Inc. v. Microsoft, 627
F.3d 859 (Fed. Cir. 2010), which “represented improvements to computer technologies in the
marketplace” and claim methods that “could not, as a practical matter, be performed entirely in a
human’s mind.” Bancorp, 687 F.3d at 1279. Similarly, here, the claimed invention, which involves
performing real-time calculations to ensure a digital image meets objective criteria, cannot
practically be performed in a human’s mind.

The claims in these cases were not found ineligible per se for reciting a step such as
“monitoring,” “determining,” “capturing,” or “instruction.” (See Dkt. No. 131 at 12.) Rather, the
relevant inquiry is whether the claims are directed to an improvement in computer technologies or
simply a use of computers as tools to enhance the efficiency of fundamental human tasks.

In SRI International, Inc. v. Cisco Systems, Inc., the defendant argued that claims that
involved “monitoring . . . an enterprise network” by “detecting . . . suspicious network activity”
were directed to an abstract concept because “the asserted claims are so general that they
encompass steps that people can go through in their minds.” 930 F.3d 1295, 1301, 1304 (Fed. Cir.

2019) (internal quotations omitted). The Federal Circuit was not convinced:
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We disagree. This is not the type of human activity that § 101 is meant to exclude.
Indeed, we tend to agree with [the patentee] that the human mind is not equipped
to detect suspicious activity by using network monitors and analyzing network
packets as recited by the claims.

Id. at 1304. Similarly, while the human mind may judge a digital image for subjective, aesthetic
criteria, it is not equipped, particularly in real-time while looking at the image on a mobile device
screen, to judge objective, technological criteria within the digital image that make the image
acceptable for subsequent machine recognition.

In sum, the Court finds that the Asserted Claims are directed to an “improvement in
computer capabilities” rather than “an ‘abstract idea’ for which computers are invoked merely as
atool.” Enfish, 822 F.3d at 1336. Accordingly, the Asserted Claims are eligible under step one of
the Alice inquiry.

While this ends the Alice inquiry, the Court, out of an abundance of caution, will proceed
to analyze the claims under step two of Alice.

B. Alice Step Two

At step two, the Court “consider[s] the elements of each claim both individually and ‘as an
ordered combination’ to determine whether the additional elements ‘transform the nature of the
claim’ into a patent eligible application.” Berkheimer, 881 F.3d at 1367 (quoting Alice, 573 U.S.
at 217). “The second step of the Alice test is satisfied when the claim limitations ‘involve more
than performance of well-understood, routine, and conventional activities previously known to the
industry.”” Id. (quoting Content Fxtraction, 776 F.3d at 1347-48) (internal quotations omitted).
“The question of whether a claim element or combination of elements is well-understood, routine
and conventional to a skilled artisan in the relevant field is a question of fact.” /d. Here the Court
finds that Wells Fargo has failed to meet its burden to show the absence of a genuine dispute as to

this material fact question such that summary judgment is inappropriate.
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Wells Fargo asserts that all of the limitations of the Asserted Claims recite either an abstract
concept, generic computer components, or other elements that were well known in the art. (Dkt.
No. 131 at 13-16.) For example, Wells Fargo argues that the examples of monitoring criteria
disclosed in the specification are described as well known. (/d. at 15-16.) Even assuming arguendo
Wells Fargo is correct that each claim limitation recites well-understood, routine, and conventional
activities, this is not sufficient under Alice to meet its burden.

Rather, the Court must look to whether “the elements of each claim both individually and
‘as an ordered combination’” were well-understood, routine, and conventional in the industry.
Berkheimer, 881 F.3d at 1367 (emphasis added). Wells Fargo has provided no evidence that the
claim elements as an ordered combination were well-understood, routine, and conventional. To
the contrary, the specification discloses that the need satisfied by this ordered combination was
long felt in the industry: “Capturing a digital image at a mobile device that allows for subsequent
detection and extraction of the information from the digital image is difficult.” 571 Patent at 1:33—
35. The Asserted Patents disclose an ordered combination to alleviate this need: “To increase the
likelihood of capturing a digital image of the check 108 that may be readable and processed such
that the check 108 can be cleared, the image is monitored for compliance with one or more
monitoring criteria, prior to the image of the check 108 being captured.” 571 Patent at 3:54-58,;
see also 571 Patent, Claims 1, 9; 090 Patent, Claim1. Regardless of whether the individual
elements of the claims were known in the art, Wells Fargo proffers no evidence that the elements
as an ordered combination were well-understood, routine, and conventional .

Moreover, USAA has proffered expert testimony that this type of autonomous decision
making recited by the Asserted Claims was not disclosed in the prior art. (Dkt. No. 158 at 20; Dkt.

No. 158-17 99 245-249, 262-268, 276279, 284-286, 287-290.) Since “the scope and content of
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the prior art” is a factual question, the factual dispute as to whether the limitations in such an
ordered combination were disclosed in the prior art is not amenable to resolution on summary
judgment. See Neptune Generics, LLC v. Eli Lilly & Co., 921 F.3d 1372, 1377 (Fed. Cir. 2019).

Bearing in mind that Wells Fargo has the burden to prove ineligibility by clear and
convincing evidence, the Court concludes that the intrinsic evidence in the specification and
USAA’s expert testimony suffice to show that summary judgment is improper. Specifically, the
Court concludes that such evidence makes clear that there is a genuine dispute of material fact as
to whether the ordered combination of elements were well-understood, routine, and conventional
at the time of patenting.

Finally, the Court finds that Wells Fargo has failed to proffer evidence that the individual
limitations of the dependent claims of the Asserted Patents were well-understood, routine, and
conventional. For example, Wells Fargo proffers no evidence that the limitations providing
corrective feedback to the user to assist in satisfying the monitoring criteria were well known in
the industry. See *571 Patent, claims 2-5, 10-11; *090 Patent, Claims 1-10.

As such, and in light of Wells Fargo’s failure to advance affirmative evidence as to the lack
of inventiveness of the ordered combination, the Court finds that Wells Fargo has failed to meet
its summary judgment burden under Alice step two.

IV.  Conclusion

For the reasons set forth herein, the Court determines that the Asserted Claims are eligible

for patent protection under 35 U.S.C. § 101. Accordingly, Wells Fargo’s Motion for Summary

Judgment under 35 U.S.C. § 101 (Dkt. No. 131) is DENIED.
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S0 ORDERED and SIGNED this 28th day of October, 2019.

AR

RODNEY G[L§3FRAP
UNITED STATES DISTRICT JUDGE
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REMARKS

Rejection under 35 U.S.C. § 101

The only outstanding rejection is for allegedly claiming patent ineligible subject matter
under 35 U.S.C. § 101. Such rejections are governed by the PTO’s 2019 Revised Patent
Subject Matter Eligibility Guidance' issued on January 7, 2019 (hereinafter “2019 Revised
Guidance”), the PTO’s Berkheimer Memo? and the law of 35 U.S.C. 101. Under those

standards, the rejection should be withdrawn.

Mayvo/Alice First Step

Mayo/Alice First Step (revised Step 2A, Prong One): Claims Do Not Recite Matter that
Falls Within the Enumerated Groupings of Subject Matter

The claims are eligible at Prong One of revised Step 2A because the claims do not recite
matter that falls within the enumerated groupings of abstract ideas in Section I of the 2079
Revised Guidance.

The Office action contends “the claim recites the limitation of facilitating mobile check
deposit, a concept performed in the human mind, which is one of the mental processes
identified in the 2019 Revised Guidance to process mobile checks, a fundamental economic
practice, which is one of certain method of organizing human activity.” Office action at 3-4.
Applicant respectfully disagrees.

First, Applicant disagrees “the claim recites the limitation of facilitating mobile check
deposit.” There is no recitation of “facilitating mobile check deposit” in any pending claim.

Second, Applicant disagrees that the claims recite “a concept performed in the human
mind” or a “mental process.” The Office action provides no support or reason to believe
mobile check deposit can be “performed in the human mind.” In any event, the claims recite
features that can only be performed by electronic systems, not in the human mind. The claims

are generally directed to systems and methods wherein a computer system, not a human mind,

1 2019 Revised Patent Subject Matter Eligibility Guidance”, 84 Fed. Reg. 4 (Jan. 7, 2019).
2 Memorandum - Revising 101 Eligibility Procedure in view of Berkheimer v. HP, Inc. (issued April 19, 2018).
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is configured to receive a copy of a captured image of a check transmitted from a computing
device configured to use a display screen of the user’s computing device to assist in having a
digital camera capture the image and either authenticate a user based on a biometric
measurement obtained corresponding to the user or assist as to an orientation for capturing the
image.

Third, Applicant disagrees that the claims recite “a fundamental economic practice,
which is one of certain method of organizing human activity.” The claimed invention
organizes electronic actions taken by computer systems, not humans. The claims are directed
to computer activity, not human activity. The Office action points to nothing recited in the
claims that organizes human activity.

Indeed, the PTAB confirmed Applicant’s check capture/deposit invention in another
application constituted a technical solution to a technical problem. Wells Fargo Bankv. USAA,
CBM2019-00004, Paper No. 22 at 25 (“using an image of a check to deposit the check presents
technical difficulties”); Id. at 29 (“the *571 patent’s solution to the addressed problem is rooted
in technology, and thus, is a ‘technical solution.””). A copy of the PTAB decision is attached
hereto as Exhibit E.

Similarly to Applicant’s patent in the Wells Fargo Bank v. USAA CBM decision, the
present invention provides technical solutions to technical problems associated with electronic
check capture and deposit. For example, paragraph [0056] of the instant application notes that
“[i]n order to automate check deposits, it is desirable to configure server 500 to recognize that
... the received check image can be used to further process the transaction.” The specification
mentions numerous components or subsystems that provide technical solutions to the technical
problems such as image quality determination 502, image usability determination 503, OCR
504, and error processing 506, just to name a few. See, e.g., Fig. 5 and corresponding
description at paragraphs [0051]-[0069]. The claims specifically recite systems and methods
configured to receive a copy of a captured image of a check transmitted from a computing
device configured to use a display screen of the user’s computing device to assist the user in
having a digital camera capture the image and either authenticate a user based on a biometric
measurement obtained corresponding to the user or assist the user as to an orientation for

capturing the image.
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Further, in related patent litigation, the U.S. District Court for the Eastern District of
Texas noted: “the Court doubts whether the act of taking a picture is itself an abstract idea.
Taking a picture is not a fundamentally abstract concept or uniquely human action, such as 'a
fundamental economic practice or mathematical equation.” Id. Moreover, “the human mind is
not equipped” to capture photographs on its own.” USAA v. Wells Fargo Bank, U.S. Dist. Ct.
E.D. Texas, Civ. Action No. 2:18-CV-00245-JRG, Memorandum Opinion and Order on Wells
Fargo Bank N.A.’s Motion for Summary Judgment Under 35 U.S.C. § 101, pp. 13-14. (“US44
v. Wells Fargo Bank Memorandum Opinion”).

The Court further found that “[t]he Asserted Claims, which each require a ‘processor’
to ‘determine’ when an image meets certain requirements, are directed to a machine-
implemented solution to a machine-specific problem: the difficulty of machines detecting
and extracting information from a digital image. ‘In other words, we are not faced with a
situation where general-purpose computer components are added post-hoc to’ the simple act
of taking a picture. Enfish, 822 F.3d at 1339. ‘Rather, the claims are directed to a specific
implementation of a solution to a problem in the software arts.” Id. Accordingly, the Court
finds ‘the claims at issue are not direct to an abstract idea.” 1d.” USA4 v. Wells Fargo Bank
Memorandum Opinion, p. 13 (emphasis added). A copy of the Court decision is attached
hereto as Exhibit F.

Similarly to the PTAB findings and Court findings discussed above, the claimed subject
matter of the instant application is directed to a machine-implemented solution to the machine-
specific problem of the difficulty of machines detecting and extracting information from a
digital image by assisting a user in capturing a digital image that can be processed by a
machine. The claimed solution includes a computer system using a display screen of the user’s
computing device to assist the user in having a digital camera capture the image and either
authenticate a user based on a biometric measurement or assist the user as to an orientation for
capturing the image. For at least the above reasons, Applicant submits that the present
invention as claimed provides a technical solution to a technical problem and is not an abstract

idea at all.
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Mayo/Alice First Step (revised Step 2A, Prong Two): Claims Recite Additional

Elements that Integrate the Asserted Abstract Idea into a Practical Application thereof

Assuming, arguendo, that the asserted abstract idea of “facilitating mobile check
deposit” could somehow be seen to fall within the 2019 Revised Guidance’s enumerated
groupings of abstract ideas, the claims recite additional elements that integrate any such idea
into a practical application thereof.

The 2019 Revised Guidance Explains: “A claim that integrates a judicial exception into
a practical application will apply, rely on, or use the judicial exception in a manner that imposes
a meaningful limit on the judicial exception, such that the claim is more than a drafting effort
designed to monopolize the judicial exception.” 2019 Revised Guidance at 54. Even if a claim
recites a judicial exception, it is patent eligible if the claim provides a practical application of
the judicial exception. Le Royv. Tatham, 55 U.S. 156, 175 (1852) (“a new property discovered
in matter, when practically applied in the construction of a useful article of commerce or
manufacture, is patentable”).

The pending claims all provide a practical application of, and meaningful limits on, the
alleged concept of “facilitating mobile check deposit,” such that each claim is more than a
drafting effort designed to monopolize the judicial exception.

Rejected Claim 53, for example, includes at least the following additional elements
beyond the alleged concept of “facilitating mobile check deposit”:

® “wherein the copy of the captured image is transmitted from a user’s
computing device configured to implement...":
o “instructing, through a user’s computing device, the user to capture an
image of a check”,
o “using a display screen of the user’s computing device to assist the user
in having a digital camera capture the image of the check”, and
o “assisting the user as to an orientation for capturing the image of the
check”; and
*® “updating a balance of an account based on an amount depicted in the

check”.
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The other independent claims also include additional elements beyond the
alleged concept of “facilitating mobile check deposit.” These additional elements
provide a practical application of, and meaningful limits on, the alleged concept of
“facilitating mobile check deposit,” such that the claim is more than a drafting effort
designed to monopolize the judicial exception.

Such “additional elements” of Claim 25 include at least:

e “auser’s computing device configured to execute instructions of a
downloadable program ..., the instructions configured to, when
executed, cause a processor of the user’s computing device to”:

o “instruct the user to capture the image of the check”,

o ‘“use a display screen of the user’s computing device to
assist the user in having a digital camera capture the image
of the check”, and

o “assist the user as to an orientation for capturing the image
of the check™; and

e “acomputer system configured to ... update a balance of an account

based on an amount depicted in the check™.

Such “additional elements” of Claim 49 include at least:

e “system configured to authenticate the user using data representing

a biometric measurement”;

e “auser’s computing device configured to execute instructions of a
downloadable program ..., the instructions configured to, when

executed, cause a processor of the user’s computing device to”:

o “authenticate a user based on the biometric measurement

obtained corresponding to the user”,

o “instruct the user to capture an image of a check”, and

12
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o “use a display screen of the user’s computing device to

assist the user in capturing the image of the check”; and

e “a computer system configured to ... update a balance of an

account based on an amount depicted in the check”.

Such “additional elements” of Claim 54 include at least:
e ‘“auser’s computing device configured to implement”:
o “authenticating a user based on a biometric measurement
obtained corresponding to the user”,
o “instructing the user to capture an image of a check”, and
o “using a display screen of the user’s computing device to

assist the user in capturing the image of the check™; and

e “updating a balance of an account based on an amount depicted in
the check”.

Those “additional elements” integrate the asserted abstract idea of “facilitating mobile
check deposit” into a practical application when combined as recited in the claims at least
because the claimed arrangements of the “additional elements” “reflect[] an improvement in
the functioning of a computer, or an improvement to other technology or technical field.” 2079
Revised Guidance § III(A)(2).

The claimed arrangement recited in Claim 53, wherein the copy of the captured image
is transmitted from a user’s computing device configured to use a display screen of a user’s
computing device to assist the user in capturing an image of a check for mobile check deposit
and assist the user as to an orientation for capturing the image of the check, provides a technical
approach to a technical concern. Independent claim 25 recites features and arrangements
comparable to those of claim 53. Independent claims 49 and 54 recite other features and
arrangements, such as “authenticate a user based on the biometric measurement obtained
corresponding to the user” and “using a display screen of the user’s computing device to assist

the user in capturing the image of the check.” Each claimed arrangement of claims 25, 49, 53,
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and 54 improves technology related to digital cameras with a display screen. Each also
improves the technology of imaging paper checks for deposit.

Indeed, as discussed above, the PTAB has confirmed that Applicant’s check
capture/deposit invention in another application constituted a technical solution to a technical
problem, and each claimed arrangement in the present application provides technological
improvements comparable to those previously recognized by the PTAB. Wells Fargo Bank v.
USAA, CBM2019-00004 (Paper No. 22 at 25) (“using an image of a check to deposit the check
presents technical difficulties”); Id. at 29 (“the *571 patent’s solution to the addressed problem
is rooted in technology, and thus, is a ‘technical solution.’”).

Various patent publications confirm that the invention of Claims 25, 49, 53, and 54
involves a technical improvement to a technical problem. For example, U.S. Patent No.
7,419,093 (Blackson) identified orientation (“skew”) as a technical issue in imaging checks:
“As represented in FIG. 27 document 158 may be skewed relative to the transport section
through which it passes.” Id. at col. 28, 1l. 50-52 (emphasis added). Blackson’s “solution”
included “deskew the data corresponding to the image.” Blackson at col. 29, 11. 27-39.

Thus, at least the above-identified “additional elements” provide a technical approach
to a technical problem and result in a practical application.

Furthermore, the Office action does not even allege the claims are merely a drafting
effort designed to monopolize the alleged abstract idea, as would be required to sustain a
rejection under the 2019 Revised Guidance.

The Office action does not discuss any particular claim. Even if the rejection were
proper as to some as-of-now unidentified claim, the dependent claims provide further
additional elements providing a practical application.

For example, Claim 26 recites the system of claim 25, wherein the system is configured
to confirm that the mobile check deposit can go forward after optical character recognition is
performed on the check depicted in the captured image. The Office action does not allege this
is part of an abstract idea, that it fails to provide a practical application, or that it fails to provide
ameaningful limitation on facilitating mobile check deposit. Without that, the rejection cannot

be sustained.
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Claim 35 recites the system of claim 25, wherein the system is configured to convert
the image of the check into a bi-tonal TIFF. The Office action does not allege this is part of
an abstract idea, that it fails to provide a practical application, or that it fails to provide a
meaningful limitation on facilitating mobile check deposit. Without that, the rejection cannot
be sustained.

Claim 37 claims the system of claim 25, wherein the user’s computing device further
includes camera software that controls the digital camera, the camera software being separate
from the downloadable program, the downloadable program at least partially controlling the
camera software. The Office action does not allege these addition limitations are part of an
abstract idea, that they fail to provide a practical application, or that they fail to provide a
meaningful limitation on facilitating mobile check deposit. Without that, the rejection cannot
be sustained.

Claim 38 recites the system of claim 25, wherein the downloadable program manages
capturing the image of the check. The Office action does not allege this is part of an abstract
idea, that it fails to provide a practical application, or that it fails to provide a meaningful
limitation on facilitating mobile check deposit. Without that, the rejection cannot be
sustained.

Claim 40 adds to claim 25 the limitation that the downloadable program causes the
user’s computing device to receive input from the user indicating an amount of the check.
The Office action does not allege this is part of an abstract idea, that it fails to provide a
practical application, or that it fails to provide a meaningful limitation on facilitating mobile
check deposit. Without that, the rejection cannot be sustained.

Claim 41 further limits claim 40, specifying the instructions are displayed after
receiving the input from the user. The Office action does not allege this is part of an abstract
idea, that it fails to provide a practical application, or that it fails to provide a meaningful
limitation on facilitating mobile check deposit. Without that, the rejection cannot be
sustained.

Dependent claim 42 recites the system of claim 25, wherein the copy of the captured
image is transmitted after the user is authenticated. The Office action does not allege this is

part of an abstract idea, that it fails to provide a practical application, or that it fails to
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provide a meaningful limitation on facilitating mobile check deposit. Without that, the
rejection cannot be sustained.

Claims 43 and 44 together further limit the system of claim 25, wherein the computer
system is configured to generate a log file for the mobile check deposit and the log file
includes an image of the check processed for mobile check deposit. The Office action does
not allege this is part of an abstract idea, that it fails to provide a practical application, or that
it fails to'provide a meaningful limitation on facilitating mobiie check deposit: “Without that,
the rejection cannot be sustained.

Claim 46 specifically recites the system of claim 25, wherein the copy of the captured
image is a modified version of the image of the check. Among other things, this refutes the
Office action’s assertion that “the claims do not affect the transformation of the check
image.” Office action at 4. That assertion is further refuted by claim 47, wherein the copy of
the captured image is in a different format than the image of the check.

The Office action does not satisfy revised Step 2A, Prong Two, under the Revised

2019 Guidance, and the rejection should not be maintained.

Mavo/Alice Second Step (Step 2B)

Assuming, arguendo, that the claims could somehow be seen to be directed to an
abstract idea, the Office action fails to comply with the PTO’s Berkheimer Memo® with respect
to the second step of the Mayo/Alice analysis (Step 2B). The claims recite elements, such as

the “additional elements” discussed above, that amount to significantly more.

Mayo/Alice Second Step: Additional Elements Not Well-Understood, Routine, and
Conventional as of the Priority Date: October 31, 2006

Evidence concerning what was not well-understood, routine, and conventional by the
time of the priority date in 2006 includes the articles attached hereto as Exhibits A, B, C, and
D. They are all from 2009, almost three years affer the present priority date.

3 Memorandum - Revising 101 Eligibility Procedure in view of Berkheimer v. HP, Inc. (issued April 19, 2018).
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First, Exhibit A is an article published by the New York Times on August 9, 2009,
entitled “Bank Will Allow Customers to Deposit Checks by iPhone.” The article describes how
Applicant (USAA), in 2009, was innovating in the mobile banking industry by making
available a downloadable app for a mobile device to permit mobile deposit of paper checks.
For example, it opined “[t]he deposit feature, which USAA previewed in an online video, puts
the bank in the vanguard of the effort to turn cellphones into portable branches.”

Second, Exhibit B is a piece from AdAge published Septembér 21, 2009. It observed
at the time of Applicant’s first-generation system that Applicant (USAA) “represents the
bleeding edge of mobile banking technology” and described its first-generation system as a
“technological development [ ] that allow[s] for deposits by iPhone and mobile payments.”
This is a real, technological invention pioneered by Applicant USAA.

Third, Exhibit C is a Celent publication dated June 26, 2009, stating “we think most
banks will pass on the idea. Why? Because mobile RDC is disruptive. It may delight millions
of consumers but it also would challenge the status quo. .. forcing rapid change. . ..”

Fourth, Exhibit D is an article published by Celent on October 22, 2009. It said “[o]nly
a small minority of US financial institutions currently plan to offer mobile RDC (remote
deposit capture)....” The article included a graph showing 72% had no such plans, and less
than 2% had mobile RDC in production. Indeed, the article reported that Applicant itself
(USAA) was then the source of “the industry’s first broad based mobile RDC deployment.”

In other words, even entering the second half of 2009, a computer system configured
to receive a copy of a captured image of a check and process the check by mobile check
deposit—especially where the copy of the captured image is transmitted from a user’s
computing device configured to use a display screen of the user’s computing device to assist
the user in having a digital camera capture the image and either authenticate a user based on a
biometric measurement or assist the user as to an orientation for capturing the image, together
with the other “additional elements”—was not well-understood, routine, and conventional. All
the more so in 2006, the priority date of the present invention.

As such, the result of the “additional elements” is that the claims as a whole provide a
practical application amounting to significantly more than the asserted abstract idea.

Withdrawal of the rejection under § 101 is respectfully requested for this additional reason.
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Mayo/Alice Second Step: Under Bascom, an Inventive Concept is found in the Non-

Conventional and Non-Generic Arrangement of “additional elements”

Even assuming, arguendo, that the “additional elements” do not amount to significantly
more than the Office action’s asserted abstract idea when considered individually, those
elements still amount to significantly more when combined because the combination provides
an inventive concept in the non-conventional and non-generic arrangement of those elements.
See BASCOM Global Internet Services v. AT&T Mobility LLC, 827 F .3d 1341 (Fed. Cir.
2016).

In Bascom, the Court found an inventive concept in the distribution of functionality
within a network. See BASCOM at 1350 (finding sufficient inventive concept in “the
installation of a filtering tool at a specific location, remote from the end users, with
customizable filtering features specific to each end user.”).

Claim 25

The “additional elements” of Claim 25 provide an inventive concept when combined
as claimed at least because the arrangement of “a computer system configured to receive a
copy of a captured image of a check and for processing the check by mobile check deposit”
and a “downloadable program” to cause a user’s computing device to “use a display screen of
the user’s computing device to assist the user in having a digital camera capture the image of
the check” and “assist the user as to an orientation for capturing the image of the check” was
not a conventional, generic arrangement as of 2006, the priority date of the present application.

Further, the recited downloadable program, with its role in causing a user’s computing
device to use a display screen of the user’s computing device to assist the user in having a
digital camera capture the image of the check and to assist the user as to an orientation for
capturing the image of the check, provides a technical approach to a technical concern. It
improves technology related to digital cameras with a downloadable program. It also improves
the technology of imaging paper checks for deposit.

Claim 49

The “additional elements” of Claim 49 provide an inventive concept when combined

as claimed at least because the arrangement of “a computer system configured to receive a
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copy of a captured image of a check and for processing the check by mobile check deposit”
and a “downloadable program” to cause a processor of a user’s computing device to
“aquthenticate a user based on the biometric measurement obtained corresponding to the user”
and to “use a display screen of the user’s computing device to assist the user in capturing the
image of the check” was not a conventional, generic arrangement as of 2006, the priority date
of the present application.

Further, the recited downloadable program, with its role in causing a user’s computing
device to “authenticate a user based on the biometric measurement obtained corresponding to
the user” and to “use a display screen of the user’s computing device to assist the user in
capturing the image of the check”, provides a technical approach to a technical concern. It
improves technology related to biometric authentication and imaging paper checks for deposit.

Claim 53

The “additional elements” of Claim 53 provide an inventive concept when combined
as claimed at least because the arrangement of a computer system receiving a copy of a
captured image of a check and processing the check by mobile check deposit, from a user’s
computing device configured for “using a display screen of the user’s computing device to
assist the user in having a digital camera capture the image of the check” and “assisting the
user as to an orientation for capturing the image of the check” was not a conventional, generic
arrangement as of 2006, the priority date of the present application.

Further, the recited use of a user’s computing device, configured for using a display
screen of the user’s computing device to assist the user in having a digital camera capture the
image of the check and assisting the user as to an orientation for capturing the image of the
check, provides a technical approach to a technical concern. It improves technology related to
digital cameras and imaging paper checks for deposit.

Claim 54

The “additional elements” of Claim 54 provide an inventive concept when combined
as claimed at least because the use of a user’s computing device configured to implement
“authenticating a user based on a biometric measurement obtained corresponding to the user”

and “using a display screen of the user’s computing device to assist the user in capturing the
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image of the check” was not a conventional, generic use as of 2006, the priority date of the
present application.

Further, the recited use of a user’s computing device, configured for authenticating a
user based on a biometric measurement obtained corresponding to the user and using a display
screen of the user’s computing device to assist the user in capturing the image of the check
provides a technical approach to a technical concern. It improves technology related to
biometric authentication and imaging paper checks for deposit.

Accordingly, even assuming, arguendo, that the “additional elements” do not amount
to significantly more than the Office’s asserted abstract idea when considered individually,
those elements still amount to significantly more when combined because the combinations
provide inventive concepts in the arrangement of those elements and improve Varioﬁs
technologies. '

Therefore, withdrawal of the rejection under § 101 is respectfully requested.

CONCLUSION

In view of the above, the pending claims are submitted to be in condition for
allowance. Applicant respectfully requests that the Examiner grant allowance of this
application. The Examiner is invited to contact the undersigned attorneys for the

Applicant via telephone if such communication would expedite this application.

Respectfully submitted,

January 6, 2020 : /[g/\] }

Date Kent E. Gerfin (Reg. No. 37,834)
Attorney fot Applicant

BRINKS GILSON & LIONE
PO BOX 10395

CHICAGO, IL 60610

(312) 321-4200
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AMENDMENTS TO THE CLAIMS

1.-24. (Cancelled)

25.  (Previously Presented) A system comprising:

a computer system configured to receive a copy of a captured image of a check,
process the check by mobile check deposit in a bank, and update a balance of an account
based on an amount depicted in the check;

wherein the copy of the captured image is transmitted from a user’s computing device
configured to execute instructions of a downloadable program stored on a machine-readable
medium, the instructions configured to, when executed, cause a processor of the user’s
computing device to:

instruct the user to capture the image of the check;

use a display screen of the user’s computing device to assist the user in having
a digital camera capture the image of the check;

assist the user as to an orientation for capturing the image of the check;

present the image of the check to the user after the image is captured; and

use a wireless network to transmit the copy of the captured image over a
wireless communication link from the user’s computing device and to the computer

system.

26.  (Previously Presented) The system of claim 25, wherein the system is configured to
confirm that the mobile check deposit can go forward after optical character recognition is

performed on the check depicted in the captured image.

27.  (Previously Presented) The system of claim 26, wherein the system is configured to

initiate the mobile deposit after confirming the mobile check deposit.

28.  (Previously Presented) The system of claim 26, wherein the optical character
recognition includes determining an amount of the check and comparing the determined
amount to an amount indicated by a user input.

2
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29.  (Previously Presented) The system of claim 26, wherein the optical character

recognition includes reading a MICR line included in the image of the check.

30.  (Previously Presented) The system of claim 26, wherein the system is configured to
confirm that the mobile check deposit can go forward after duplicate detection is performed

on the check.

31.  (Previously Presented) The system of claim 25, wherein displayed instructions
include assistance for the user to have the digital camera capture an image of a front side of

the check and capture an image of a back side of the check.

32, (Previously Presented) The system of claim 31, wherein the system is configured to
update the account after it is determined that some mark or signature is present in an

endorsement location in the image of the back side of the check.

33.  (Previously Presented) The system of claim 25, wherein the digital camera is separate

from the user’s computing device.

34.  (Previously Presented) The system of claim 25, wherein the user’s computing device
is a PDA.

35.  (Previously Presented) The system of claim 25, wherein the system is configured to

convert the image of the check into a bi-tonal TIFF.

36.  (Previously Presented) The system of claim 25, wherein the wireless network is a

cellular network.

37.  (Previously Presented) The system of claim 25, wherein the user’s computing device

further includes camera software that controls the digital camera, the camera software being

3
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separate from the downloadable program, the downloadable program at least partially

controlling the camera software.

38.  (Previously Presented) The system of claim 25, wherein the downloadable program

manages capturing the image of the check.

39.  (Previously Presented) The system of claim 25, wherein the downloadable program
instructs the user to place the check in front of the digital camera before capturing the image
of the check.

40.  (Previously Presented) The system of claim 25, wherein the downloadable program
further causes the user’s computing device to:

receive input from the user indicating an amount of the check.

41.  (Previously Presented) The system of claim 40, wherein the instructions are displayed

after receiving the input from the user.

42.  (Previously Presented) The system of claim 25, wherein the copy of the captured

image is transmitted after the user is authenticated.

43.  (Previously Presented) The system of claim 25, wherein the computer system is

configured to generate a log file for the mobile check deposit.

44.  (Previously Presented) The system of claim 43, wherein the log file includes an image

of the check processed for mobile check deposit.
45.  (Previously Presented) The system of claim 44, wherein the image is a bi-tonal TIFF.

46.  (Previously Presented) The system of claim 25, wherein the copy of the captured

image is a modified version of the image of the check.

4
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47.  (Previously Presented) The system of claim 46, wherein the copy of the captured

image is in a different format than the image of the check.

48.  (Previously Presented) The system of claim 25, further comprising a third-party

vendor computer.

49.  (Previously Presented) A system for allowing a user to deposit a check using the
user’s computing device, the system configured to authenticate the user using data
representing a biometric measurement, the system including:

a computer system configured to receive a copy of a captured image of a check,
process the check by mobile check deposit in a bank, and update a balance of an account
based on an amount depicted in the check;

wherein the copy of the captured image is transmitted from a user’s computing device
configured to execute instructions of a downloadable program stored on a machine-readable
medium, the instructions configured to, when executed, cause a processor of the user’s
computing device to:

authenticate a user based on the biometric measurement obtained
corresponding to the user;

instruct the user to capture an image of a check;

use a display screen of the user’s computing device to assist the user in
capturing the image of the check; and

use a wireless network to transmit a copy of the captured image from the

user’s computing device to the computer system.

50.  (Previously Presented) The system of claim 49, wherein a digital camera configured

to capture the image of the check is separate from the user’s computing device.

51.  (Previously Presented) The system of claim 49, wherein the user’s computing device
is a PDA.
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52.  (Previously Presented) The system of claim 49, wherein the biometric measurement is

representative of a fingerprint.

53.  (Previously Presented) A method comprising:
receiving, by a computer system, a copy of a captured image of a check; and
processing, by the computer system, the check by mobile check deposit in a bank and
updating a balance of an account based on an amount depicted in the check;
wherein the copy of the captured image is transmitted from a user’s computing device
configured to implement the following method:
instructing, through a user’s computing device, the user to capture an image of
a check;
using a display screen of the user’s computing device to assist the user in
having a digital camera capture the image of the check;
assisting the user as to an orientation for capturing the image of the check;
presenting the image of the check to the user after the image is captured; and
using a wireless network to transmit a copy of the captured image over a
wireless communication link from the user’s computing device and to the computer

system.

54.  (Previously Presented) A method for allowing a user to deposit a check using the
user’s computing device, the method comprising:

receiving, by a computer system, a copy of a captured image of a check; and

processing, by the computer system, the check for mobile check deposit in a bank and
updating a balance of an account based on an amount depicted in the check;

wherein the copy of the captured image is transmitted from a user’s computing device
configured to implement the following method:

authenticating a user based on a biometric measurement obtained
corresponding to the user;

instructing the user to capture an image of a check;
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using a display screen of the user’s computing device to assist the user in
capturing the image of the check; and
using a wireless network to transmit a copy of the captured image from the

user’s computing device to the computer system.
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[0  Per37 CFR §1.27, [[] Applicant is small entity [] Applicant is micro entity.
[0  Anextension fee inan amountof $_____ fora _____-month extension of time under 37 CFR § 1.136(a).
[0 A petition or processing fee in an amount of $ under 37 CFR§1.1_____( ).
O An additional filing fee has been calculated as shown below:
Fee Small Entity Fee Micro Entity Fee
Rem(a:i'r?ilrrlngsAfter F:;?Q\izvs\lho/ Present Rate P[\:cicil Rate '?:iil Rate '?:i(i'
Amendment Paid Extra :
Total Minus x$100=| § x$ 50=| § x $25=] $
Independent Minus x$460=| $ x$230=| § x$115=| §
First Presentation of Multiple Dep. Claim +$820=| $ +$410=| $ +$205=| §
Total] $ Total] § Total| $§

Fee payment:
| Please charge Deposit Account No. 50-4184 in the amount of $ for

[0  Payment by credit card in the amount of $ (Form PTO-2038 is attached).
WARNING: Information on this form may become public. Credit card information should not be included on this form.

[  The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 (including any extension fee required to ensure
that this paper is timely filed), or to credit any overpayment, to Deposit AccounfyNo. 50-4184.

Respectfully Aubmitte

December 23, 2019
Date Kent B Genin S}Qeg. (Nf 37,834)

BRINKS GILSON & LIONE
NBC Tower — Suite 3600, 455 N. Cityfront Plaza Drive, Chicago, IL 60611-5599
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Date: October 16, 2019

Name: Patricia Chiovari

CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark Office,
Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Signature: /Patricia Chiovari/

SUPPLEMENTAL

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99)

Application Number 16/025,701

Filing Date July 2, 2018

First Named Inventor | Charles Lee Oakes

Art Unit 3697

Confirmation Number | 8845

Examiner Name Ojo O. Oyebisi

Attorney Docket No. US-0152.09 | 14538-649

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

PATENT REFERENCES
EXAMINER DOCUMENT NUMBER
INITIAL Number-Kind Code (if known) DATE NAME
G1 4,896,363 01/23/1990 Taylor et al.
G2 6,064,753 05/16/2000 Bolle et al.
G3 7,240,336 07/03/2007 Baker
G4 8,000,514 08/16/2011 Nepomniachtchi et al.
G5 10,402,638 09/03/2019 Oaks, Il et al.
FOREIGN PATENT REFERENCES
EXAMINER DOCUMENT NUMBER TRANSLATION
INITIAL Number-Kind Code (if known) DATE COUNTRY YES OR NO
G6 CN 1897644 A 01/17/2007 China Abstract
G7 WO 2004/008350 A1 01/22/2004 WIPO
OTHER ART — NON PATENT LITERATURE DOCUMENTS
EXAMINER Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal,
serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country
INITIAL where published.
G8 Defendant Wells Fargo Bank, N.A.'s Second Amended Answer, Affirmative
Defenses, and Counterclaims To Plaintiff's Amended Complaint, United Services
Automobile Association v. Wells Fargo Bank, N.A., Civil Action No. 2:18-cv-245,
dated August 1, 2019, 72 pgs.
G9 Claim Construction Memorandum Opinion and Order, United Services Automobile
Association v. Wells Fargo Bank, N.A., Civil Action No. 2:18-cv-3686, dated July
29, 2019, 36 pgs.
G10 | Wells Fargo's Objections To Magistrate Judge Payne’s Claim Construction
Memorandum Opinion and Order, United Services Automobile Association v.
Wells Fargo Bank, N.A., Civil Action No. 2:18-cv-366, dated August 12, 2019, 7
pgs.
Examiner Date
Signature Considered
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Information Disclosure Statement

Application No. 16/025,701 Attorney Docket No. US-0152.09 |14538-649

EXAMINER Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal,

serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country
INITIAL where published.

G11 USAA’s Objections To Magistrate Judge Payne's Claim Construction
Memorandum Opinion and Order, United Services Automobile Association v.
Wells Fargo Bank, N.A., Civil Action No. 2:18-cv-366, dated August 12, 2019, 10

pgs.

G12 | IPR2019-00815 Patent No. 9,818,090, Petitioner's Reply Brief to Patent Owner
Preliminary Response Pursuant To Authorization Provided In Paper No. 13, dated
August 1, 2019, 9 pgs.

G13 | IPR2019-00815 Patent No. 9,818,090, Petitioner's Supplemental Exhibit List,
dated August 1, 2019, 5 pgs.

G14 IPR2019-00815 Patent No. 9,818,090, United Services Automobile Association
('USAA")'s Sur-Reply In Support of Patent Owner Preliminary Response, dated
August 8, 2019, 8 pgs.

G15 | IPR2019-00815 Patent No. 9,818,090, Decision Denying Institution of Inter
Parties Review, dated August 26, 2019, 28 pgs.

1. PRIORITY INFORMATION:

O

This application claims priority under 35 USC §120 to the following United States patent
application(s): . In accordance with 37 CFR §1.98(d), copies of the references cited
herein which were submitted to, or cited by, the office, in compliance with 37 CFR §1.98(a)-(c) in the earlier
application are not provided herewith. The Examiner is directed to those references cited in all Information
Disclosure Statements filed in the priority United States patent application(s) cited above in addition to the
references cited herein.

2. CERTIFICATIONS: (CHECK ALL THAT APPLY)

A.
O

w

Certifications For 37 CFR §1.97(c) or 37 CFR §1.97(d):

Applicant hereby certifies pursuant to 37 CFR §1.97(e)(1) that each item of information in this Information
Disclosure Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure Statement.

Applicant hereby certifies pursuant to 37 CFR §1.97(e)(2) that no item of information contained in this
Information Disclosure Statement was cited in a communication from a foreign patent office in a counterpart
foreign application, and, to the knowledge of the undersigned after making reasonable inquiry, no item of
information contained in this Statement was known to any individual designated in 37 CFR §1.56(c), more
than three months prior to the filing of this Information Disclosure Statement.

For Patent Term Adjustment Purposes:

For purposes of 37 CFR §1.704(d)(i) or 37 CFR §1.704(d)(ii), Applicant is hereby submitting concurrently
with this Information Disclosure Statement a completed Form PTO/SB/133 that certifies that each item of
information contained in this Information Disclosure Statement was first cited in any communication from
a patent office in a counterpart foreign or international application or from the Office or is a communication
that was issued by a patent office in a counterpart foreign or international application or by the Office, and
that this communication was not received by any individual designated in 37 CFR §1.56(c) more than thirty
days prior to the filing of this Information Disclosure Statement.

3. FEE INFORMATION: (CHECK IF FEE REQUIRED)
[J Applicant has calculated a processing fee in the amount of to be due under 37 CFR §1.17(p)

in connection with the filing of this Information Disclosure Statement. Applicant authorizes charging the
fee to Deposit Account 50-4184.

Examiner Date
Sighature Considered
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The Director is hereby authorized to charge any fee deficiency associated with the filing of this Information
Disclosure Statement to Deposit Account 50-4184.

Pursuant to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and (c), either
English language abstracts, partial translations, or full translations are included for patent documents which are
not in English for the express purpose of providing a concise explanation of the references to the Patent and
Trademark Office with the opportunity to evaluate the same. Applicant respectfully requests the Examiner's
consideration of the above reference(s) and entry thereof into the record of this application.

By submitting this Statement, Applicant is attempting to fully comply with the duty of candor and good faith
mandated by 37 CFR §1.56. As such, this Statement is not intended to constitute an admission that any of the
enclosed references, or other information referred to therein, constitutes “prior art’ or is otherwise “material to
patentability,” as that phrase is defined in 37 CFR §1.56(a).

Respectfull submitted,
o

October 16, 2019

Date Kent E.1Genin (Re;Ig'. ?7/ 37,834)
Examiner Date
Signhature Considered
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CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark Office,
Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:
Date: October 16,2019 Name: Patricia Chiovari Signature: __/Patricia Chiovari/

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appin. of: Charles Lee Oakes et al.

AppIn. No.: 16/025,701 Examiner:  Ojo O. Oyebisi et al.
Filed: July 2, 2018 Art Unit: 3697
For: DIGITAL CAMERA PROCESSING Conf. No.. 8845

SYSTEM

Attorney Docket No.: US-0152.09 | 14538-649

TRANSMITTAL

~ Commissioner for Patents
PO Box 1450
Alexandria, VA 22313-1450
Sir.

Attached is/are:
X Supplemental Information Disclosure Statement; and References G6-G15.
Fee calculation:

Xl No additional fee is required.
[l Per37CFR §1.27, [] Applicant is small entity  [_] Applicant is micro entity.
O An extension fee inan amountof$___ fora____ -month extension of time under 37 CFR § 1.136(a).
) A petition or processing fee in an amountof$______ under37 CFR§1.1___ ().
O An additional filing fee has been calculated as shown below:
Fee Small Entity Fee Micro Entity Fee
Remgilr?iquqgsAfter '3?232233 Present Rate 'Lf\:iil Rate /;‘:idell Rate ?:ii']
Amendment Paid Extra
Total Minus x$100=| $ x$ 50= § x$25=| $
Independent Minus x$460=| $ x$230=| $ x$115=| §
First Presentation of Multiple Dep. Claim +$820= §$ +$410=| § +$205=| $
Total| $ Totall $ Total] $

Fee payment:
O Please charge Deposit Account No. 50-4184 in the amount of $ for

[l  Payment by credit card in the amount of $ (Form PTO-2038 is attached).
WARNING: Information on this form may become public. Credit card information should not be included on this form.

XI  The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 (including any extension fee required to ensure
that this paper is timely filed), or to credit any overpayment, to Deposit Account Np. 50-4184.

Respectfully £ubmittgd, /(
A .I.‘ /
7L
October 16, 2019

Date Kent E.'Genin (Ref. Nf.'

/37,834)
/
U

BRINKS GILSON & LIONE
NBC Tower — Suite 3600, 455 N. Cityfront Plaza Drive, Chicago, IL 60611-5599
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application Number / Date
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Priority Number / Date / Country Code
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Abstract

DWPI Abstract

(CN1897644A )

Novelty

The method Is used to reduce the projection distortion in the image and comprises: the image sensor of camera receives the preview image that describes the
edge of straight line; the image describingthe edge of straight ling and having at least two reference lines s displayed in the preview window of the camera;
each reference line corresponds to an edge of straight line; the camera captures theimage, only in case of the edge of straight line being parallel with the

reference line,

Abstract

A kind of method system for catching the stuff front face image with at least two basic upside straight margins(205), it is helpful for the reducing projection
transformation in the image. This method comprises at the camera(200) image sensor recelve the preview image, wherein, the preview image described the
straight line margin(205). And then described the straight line margin(205) and the existing preview image of at least two benchmark ling(135) displayed at
the preview windows(125) relative with the camera system(100), wherein, each reference line (135) is corresponding to a straight fine margin(205). Only
when the straight line margin(205) displayed at the preview windows(125) is basically parallel with the relative benchmark line(135), it catch the image of the
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Expand DWPI Family (2); Countries/Regions (1) DWPI Family:@ Alive

Claims

Claims
All Claims (14)
Claims (English)

1, A kind of method system for catching the stuff front face image with at least two basic upside straight margins, this method comprises: At the camera
image sensor receive the preview image, wherein, the preview image described the straight line margin; And then described the straight line margin and
the existing preview image of at least two benchmark linedisplayed at the preview windows relative with the camera system, wherein, each reference line
is corresponding to a straight line margin; and Only when the straight line margin displayed at the preview windows is basically parallel with the relative
benchmark line, it catches the image of the stuff.

2. The method according to the claims1, wherein, there is at least three benchmark line displayed in the aforementioned preview windows.
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3. The method according to the claims, wherein, when the straight line margin displayed at the preview windows is basically parallel with the refative
benchmark ling, it catch the image of the stuff.

4, The method according to the claims?, wherein, Only when the straight line margin displayed at the preview windows is basically has same length, and
when each straight line margin is basically parallel with the relative benchmark line, it catch the image of the stuff.

5. The method according to the claims?, also comprises: before catching the stuff image, when the straight line margin displayed at the preview windows is
basically parallel with the relative benchmark line, provide the instruction for the clients.

6. The method according to the claims, also comprises: operate the optic bit identification to the caught stuff image.
7. The method according to the claims1, wherein, the aforementioned benchmark ling is permanently printed on the aforementioned preview windows.

8. A kind of camera system for catching the stuff front face image with at least two basic upside straight margin, the camera comprises: The image sensor,
for receiving the preview image described the straight line margin; and the preview windows is connected with the aforementioned image sensor, and
apply for the display the aforementioned preview image, the aforementioned preview image described the straight line margin and existing at least two
benchmark line wherein, each benchmark line is corresponding to a straight line margin. Wherein, only when the straight line margin displayed at the
preview windows is basically parallel with the relative benchmark line, it catches the image of the stuff.

9, The system according to the claims1, wherein, there is at least three benchmark line displayed in the aforementioned preview windows.

10. The system according to the claimsB, wherein, when the aforementioned straight line margin displayed at the preview windows is basically paralle! with
the relative benchmark ling, it catch the image of the stuff.

11. The system according to the claims8, wherein, when the aforementioned straight line margin displayed at the preview windows is basicaly parallel with
the relative benchmark ling, it catch the image of the stuff.

12. The system a according to the claims8, wherein, Only when the straight line margin displayed at the preview windows is basically has same length, and
when each straight line margin is basically parallel with the relative benchmark line, it catch the Image of the stuff.

13. The system a according to the claims1l, wherein, the aforementioned stuff is name card, and the aforementioned instruction comprises: sound
generator, ray or the instructor displayed on the aforementioned windows.

14, The system a according to the claims11, whereln, the aforementioned benchmark line is permanently printed on the aforementioned preview windows.

(Translation from Clarivate Analytics)
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FINANCIAL DOCUMENT PROCESSING METHOD AND SYSTEM

The present invention relates generally to the processing of financial
documents by financial institutions, and in particular to the electronic capture
and use of image and data files created from the financial documents by
customers of financial instifutions. The K;bres@nt invention has particular
application in the electronic processing of cheques by banks and like financial
mstitutions, and it will be convenient to describe the invention hereafter in
relation to that exemplary, application. It will be understood however that the
invention is not limited to that application only, and may be used in conjunction
with, the processing of deposit slips, withdrawal slips or other financial
documents.

Currently, information that is contained on cheques is processed three
times, twice by bank customers and the third time by the bank itself. The first
time that the information is used is when bank customers enter relevant cheque
information into their own accounis receivable system. The second time the
information is used is when bank customers menually record the cheque
amounts and balances to credit. This process is used to prepare a transaction
summary sheet for deposit, together with the physical cheques, at a bank branch
or with an authorised bank agent.

Afier the customer has taken the cheques to a bank branch, the cheques
are couriered to a bank operations centre. At this location, the cheques are
processed a third time by the bank's voucher image processing system. Bank
operations staff use this system to capture images of the cheques and enter the
information contained on the cheque, balance and encode the cheque transaction
data, and then store the physical cheque and credit document transactions. Once
the transactions are captured and balanced by the bank, other subsequent
processes are carried out including for example verification of credit, electronic
exchange of "clean itemns" and updating of the bank's demand deposit account

system.
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This procedure is cumbersome and inconvenient for both bank customers
and the banks themselves. Bank customers would prefer to avoid having to
enter cheque information more than once and being required to visit a bank
branch to make deposits. On the other hand, banks would prefer a procedure
where the data processing steps required to be performed at their bank
operations centre are minimised.

It would be desirable to provide a method and system for processing
financial documents that alleviates or overcomes one or more problems of
known financial document processing systems and methods.

It would also be desirable to provide a method and system for processing
financial documents that is simple and convenient for both banks and their
customers.

It would also be desirable to provide a method and system of processing
financial documents that is simple to install, use and/or maintain by banks and
their customers.

With this in mind, one aspect of the invention includes a method for
processing financial documents, including the steps of:

(a)  receiving a batch of one or more financial documenis at a

customer premises,

(b) processing the financial documents in a customer system to create
document images files and associated document data files,

(¢} transmitting the document image files and document data files
from the customer system to a bank operaiions system,

(d) forwarding the financial documents to a bank operations centre,
and

(¢}  matching the financial documents to the document image files and
document data files in the operations system to enable final processing of the
financial documents.

Advantageously, bank customers are thus able to create and send images

of cheques, deposit slips, withdrawal slips or other f{inancial documents, and
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associated document data, for submission to an appropriate bank operations
centre. Upon subsequent receipt of the physical financial documents at the bank
operations centre, the documents are matched with the document images and
data to enable final processing of the documents to occur, without the need for
bank branch and operations personnel to handle and/or without the need to enter
transaction details a third time.

Step (b) may include:

capturing document data from a header document,

capturing document data contained on financial documents in the batch,

entering transaction data indicative of a financial transaction associated
with the financial documents, and

capturing document images from financial documents in the batch.

The header document may contain machine-readable indicia, such as
magnetic ink characters.

The machine-readable characters on the header document may be
mdicative of the customer.

The financial documents may contain machine-readable ndicia.

The machine-readable characters on the financial document may be
indicative of a financial transaction.

Step (b) may also include:

validating and repairing document data.

Step (b) may also include:

validating an authenticating marking, such as a signature, on the financial
documents.

Step (e) includes:

selectively editing the transmitted document data and image files prior to
matching and final processing.

The financial documents may be cheques, deposit slips, withdrawal slips
or like documents.

The operations cenire and operations system may be associated with a
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fimancial institution, such as a bank.

The customer premises and customer system may be associated with a
customer of the financial institution.

Step (d) may include depositing the financial documents to a branch of

5 the financial institution for forwarding to the operations cenire.

The customer systera may include a document reading device operatively
connected to a computing apparatus.

The computing apparatus may include a processing unit and associated
memory device storing program instructions for causing the computing

10  apparatus to carry out steps (b) and (c).

The operations system may include a bank receiving server.

The bank receiving server be operatively connected to a voucher image
processing system for performing final processing of the financial documents.

The bank receiving server may include a processing unit and associated

frmad
N

memory device storing program instructions for receiving the document image
files and document data files from the customer system and for causing the bank
receiving server to carry out step (e).

Another aspect of the invention provides a method for processing
financial documents, wherein a batch of one or more financial documents are
20  received at a customer premises, the method including the steps of:

(a)  processing the financial documents in a customer system to create
document images files and associated document data files, and
(b)  transmitting the document image files and document data files
from the customer system to an operations system for matching with the
25  financial documents.

A further aspect of the invention provides a method for processing
financial documents, wherein a batch of one or more financial documents is
received at a customer premises, the financial documents are processed in a
customer system to create document images files and associated document data

30 files, the document image files and document data files are transmiited from the
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customer system: to an operations system, and the financial documents
forwarded to an operations centre, the method including the step oft

(a)  matching the financial documents to the document image files and
document data files in the operations system to enable final processing of the
financial documents.

Yet another aspect of the invention provides a system for processing
financial documents, the system including:

a customer system acting to process financial documenis to create
document images files and associated document data files, and to transmit the
document image files and document data files from the customer system to an
operations system, and

an operations system acting to match the financial décuments to the
document image files and document data files to enable final processing of the
financial documents.

A still further aspect of the invention provides a customer system
including a document reading device operatively connected to a computing
apparatus, wherein the computing apparatus includes a processing unit and
associated memory device storing program instructions for causing the
computing apparatus to carry out steps (b) and (c).

Another aspect of the invention provides a bask receiving server
including a processing unit and associated memory device storing program
instructions for receiving the document image files and document data files
from the customer system and for causing the bank receiving server to carry out
step (e).

A still further aspect of the invention provides a computer program
including program instructions for causing the computing apparatus to carry out
the above-described functionality.

A computer program including program instructions for causing the bank
receiving server to carry out the above-described functionality.

The following description refers in more detail to the various features of

Page 852 of 1587



WO 2004/008350 PCT/AU2003/600858

10

15

20

30

&

the processing of financial documents according to the present invention. To
facilitate an understanding of the invention, reference is made in the description
to the accompanying drawings where the financial document processing is
illustrated in a preferred embodiment. It is to be uaderstood, however, that the
present invention is not limited to the preferred embodiment itlustrated in the
drawings.

n the drawings:

Figure 1 is a schematic diagram illusirating the entities involved in the
processing of financial documents according to one embodiment of the present
mvention;

Figure 2 i8 a schematic diagram showing a financial document
processing system;

Figure 3 is a flow chart showing the operation of the financial document
processing system shown in Figure 2;

Figure 4 is a schematic diagram of an exemplary header document for
use in the financial document processing system of Figure 2;

Figures 5 to 8, 10, 11 and 15 to 23 are representative displays presented

- to a user of a computing device at a customer’s premises forming part of the

financial document processing system of Figure 2;

Figure 9 is a flow chart illustrating the operation of an editing process
carried out by the computing apparatus of the financial document processing
system shown in Figure 2; and

Figure 12 is a flow chart showing the functional steps involved in the
entry of itransaction data into the computing apparatus forming part of the
financial document processing system of Figure 2.

Referring now to Figure 1, there is shown generally a schematic diagram
of the entities involved in the processing of financial documents according to
one embodiment of the present invention. Initially, cheques 1 arrive by mail or
other forms of submission, such as personal presentation, at the premises 2 of a

bank customer. At these premises, the mail containing the cheques is opened,
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and the chegues moved to a cheque processing department. Within that
department, a customer system including cheque processing equipment 3 is used
to read information printed on a batch of cheques, and to capture images of the
front and back of each cheque. Bank customer staff then perform manual data
entry, error correction and other related actions to the captured images and data.
Document image files and associated document data files resulting from the
processing of the cheques 1 are then transmitted fo a bank operations centre 4
via a telecormmunications network 5, such as the Internet or a bank's own
ntranet.

Each batch 6 of cheques received at the bank customer premises 2 are
grouped, together with a client header docoment, and deposited in the night safe
of a bank branch 7. The next day, a courier collects the batches 6 of cheques
and client header documents, and forwards the cheque batches and header
documents to the bank operations centre 4. Alternatively, the baiches of
cheques and client header documents may be mailed to the bank operations
centre 4. The cheques received are then matched with the document data files
and document image files previously fransmitted from the bank customer
premises, in order for the processing of the cheques to be finalised.

The electronic capture of the document image files and associated
document data files, as well as the subsequent transmission and processing of
these files, is facilitated by the financial document processing system 10 shown
in Figure 2. This figure shows representative computing apparatus 11 to 13,
such as personal computers or servers, installed at the premises of one or more
separate bank customers. Document reading devices 14 fo 16 are respectively
connected to the computing apparatus 11 to 13. The document reading devices
14 to 16 act to drive mdividual cheques past Magnetic Ink Character
Recognition (MECR) devices to read magnetic ink characters printed on the
cheques. The document reading devices 14 to 16 additionally scan the front and
back surfaces of the cheque in order to generate an image of each surface of the

cheque. The captured MICR data and document image data are transmitted to

Page 854 of 1587



10

15

20

25

30

WO 2004/008350 PCT/AU2003/000858

the computing apparatus 11 to 13 via RS-232 communications links 17 to 19 or
other forms of connection, such as a USB connection. In other embodiments of
the jnvention, machine readable indicia other than magnetic ink characters may
be contained on the documents processed.

Data captured by the computing apparatus 11 to 13 is used to generate
document image files and associated document data files. These files are
transmitted to the bank operations centre 4, typically via the Internet, the bank's
own intranet or another communications network. The elements 11 to 19 of the

financial document pmcessiﬁg system 10 form the bank customer system.

The document image files and document data files are received at the
bank operations centre 4 by a bank receiving server 20. Lnage terminals 21 are
connected to the bank receiving server 20 to enable visualisation and
manipulation of the received files. The bank receiving server 20 is connected fo
the bank's conventional voucher image processing system 22 and a bank host
Demand Deposit Accounting (DDA) system 23 via a token ring network 24 or
other local area network. Image terminals 25 are connected to the voucher
image processing system 22 in order to enable visualisation and manipulation of
the files received by and stored in the voucher image processing system. It will
be appreciated that computing apparatus 11 to 13 and the bank receiving server
20 include daté, processing units and associated memory devices storing
program instructions to enable the computing apparatus and bank receiving
server to carry out functionality described below. The elements 20 to 25 of the
financial document processing system 10 form a bank operations system for
matching the cheques or other financial documents and the document image
files and document data files to enable final processing of the financial
documents.

Following initialisation of the financial document processing system 10,
a password logon screen is displayed to users of computing apparatus 11 to 13.

Once logon has been completed and the identity of each wser authenticated, the
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cheques 1 received at the bank customer premises 2 are processed to capture
images of the front and back of the cheque, and to read information contained
on the cheque. The logon process may optionally include “finger print
recognition” to authenticate a user. The recognition and authentication of a
user’s finger print adds an extra level of security to the logon process.

As seen in Figure 3, once the computing apparatus in question has been
initialised at step 30, the user is prompted to enter today's date at step 31. Once
the date has been entered at step 32, and verified by a system clock at step 33, a
header record is created to contain notably a location mumber, and user ID.
Blank fields are established by the computing apparatus notably to record the
number of chegnes processed in a baich, beginning and ending primary
transaction numbers, total nmumber of records and the total dollar value of
cheques processed. Once the header record and fields have been opened, and
the corresponding file name created, the computing apparatus enables the first
part of the process to capture document images and document data from the
cheques. This process includes the capture of a header document provided by a
bank to each bank customer, and of one or more cheques to be processed by
cach bank customer. The process continues until data from the header
document and all cheques are captured by the document reading device.

An exemplary header document 60 is shown in Figure 4. The header
document includes magnetic ink characters able to be recognised by the
document reading devices 14 to 16. The font structure of the magnetic ink
characters includes 4 characters used by the banking industry to generate field
separation. Each of these characters are alpha characters, and are used to
separate strings of numeric fields containing information desired o be captured.

The header document 60, which is supplied to a customer by a bank,
includes sufficient information in the Magnetic Ink Character Recognition
{(MICR) line 61 to ensure that the correct document is being used, and to create
a unique record that can be used by the bank operations centre fo access a

customer's data file when the cheques 1 arrive at the bank operations centre 4.

Page 856 of 1587



WO 2004/008350 PCT/AU2003/000858

10

15

20

25

30

i6

The header document 60 plays a role in linking the physical cheques 1 to
the document image files and associated decument data files derived from the
cheques 1. For Australian chegues, the MICR line 61 includes an "Extra Aux
Dom" field 62, and "Aux Dom" field 63, a "BSB" field 64, "Account Number"
field 65, and "Tran Code" field 66. The Extra Aux Dom field includes a string
of numbers representing a customer unit serial sumber together with a cheque
digit, separated by 2 alpha characters.

The Aux Dom field 63 mcludes 6 characters representing a header
document serial number supplied by the bank. These numbers are used by the
bank to keep track of header document usage, and to provide a header document
replenishment system similar to that provided for cheque books.

The BSB field 64 represents the bank branch where the customer will
place their deposit of physical cheques in the overnight safe.

The Account Number field 65 includes 9 characters representative of a
customer primary account number. The Tran Code field 66 includes 2
characters used by the bank operations centre 4 to confirm that this document is
a header document for an electronic image cheque deposif. The combination of
the numbers encoded in the fields 62 to 66 creates a unique record to enable the
document image files and document data files from the cheques scammed at the
bank customer premises to be matched with the physical cheques subsequently
received by the bank operation centre 4.

Data in one or more of the fields 62 to 66 may have been embedded in
software loaded on the customer computing apparatus during installation, and
used to validate the data read from the header document.

The Header document mirrors the MICR band structure when used with
non Australian cheques such as cheques drawn on US banks which have a
Federal Reserve Bank/American Bankers Association MICR band structure.

| Returning again to Figure 3, the user is prompted at step 34 to feed the
header document into the document reading device. The software resident in

the computing apparatus of the bank customer will not allow any other item to
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be captured until the header docoment 60 has been accepted. During capture of
the header document, the user is presented with a display 70, as shown in Figore
5. This display provides the user with a visual indication of the step being
performed in window 72. The display 70 also presents a captured tmage of the
header document in a window 73 for verification by the user. The computing
apparatus then acts to authenticate the captured header details against data
embedded in the software loaded in the computing device apparatus, before
enabling cheque capture by the document reading device.

The display 70 may also present specific business advertising content to
the user. The bank receiving server 20 may maintain or access business
advertising content for transmission and display to the user via any of the
graphic user interfaces presented during operation of the financial document
processing syster.

At step 35, cheques are individually fed into the credit document reading
device. During cheque capture, images of both the front and back of the cheque
are captured, as well as the data included in the MICR line on each cheque.
During this process, the user is presented with a display 74 shown in Figure 6.
This display provides the user with a visual prompt in a window 75 to feed in
the cheques to be processed, as well as displaying an image in a window 76 of
the front of each cheque as it is being processed. During the cheque capture
process, a file of the data included in the MICR line of the processed cheque, is
stored within the computing apparatus. As each new cheque is captured, the
data from the MICR line is compared to the data in that teraporary file. Any
matches indicate that a user has attempted to capture the same cheque twice. If
this happens, the computing apparatus will suspend the cheque capture process.
Supervisor intervention will subsequently be required to restart the process.

During the cheque capture process, a suspend button 77 provided on the
display 74 enables users to temporarily suspend cheqgue pr@cessing, Once this
button has been activated, the user is presented with an option to temporarily

shut down the computing apparatus or leave it in a suspended state. In order to
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restart, the user is required to re-enter a password via the window 78, shown on
the display 79 of Figure 7. Following re-entry of the password, the user is
required to activate a restart button 80 in order to resume cheque capture 80.
Once all cheques have been captured, the user terminates the capturing process
at step 36 by selecting a "stop transport” button 81 on the display 79.

Once the capture cheques process 37 has been concluded, image data
eniry is carried out by the user. The purpose of this step is to correct any
misreads of the MICR line data and to manually enter the amount of each
cheque. During the cheque capture process, the MICR line data and document
image files are stored on the hard drive of the computing device in question. A
series of simple edits are also performed on the MICR line data. For example, a
field size check is performed on the BSB field, a range check performed on the
Aux Dom field, calculation of characters between MICR line special characters
is performed, and areas where rejected characters have been identified are
edited. Using this information, which will have resulted in identifier flags being
wmserted mto a record created for each cheque, the user will be presented with
one or more "electronic scissored" areas of the MICR line.

Figure § shows an example of the "electronmically scissored" areas
presented to a user by the computing apparatus at the bank customer premises.
In this example, the MICR line 90 of a cheque 91 is dissected by the software
resident in the computing apparatus into three MICR line segments 92 to 94 for
display to the user. The manner in which these MICR line segments are used
for data validation, repair and editing is illustrated in the flow chart 100 shown
in Figure 9. Following cheque processing, the captured MICR line data will
either be complete, or will have reject characters embedded or failed some basic
editing tasks due to character substitution. In the last two cases, a flag is set by
the software resident in the computing apparatus o "electronically scissor” the
MICR line, as described in relation to Figure 8, from the front image of the
cheque. Selected image portions of the MICR line, together with the data

captured from the cheque processing, are then displayed to a user during a
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MICR line repair process.

At step 101, the MICR line of each cheque is vead. If no MICR band is
detected at step 102, the user is advised at step 103 to alert the bank to a
possible fraud. If the cheque in question has been read only once, the cheque is
re-fed in a different orientation. If it is detected at step 102 that the cheque has
been fed in two different orientations, a determination is made at step 104 as to
whether the MICR line data has been completely captured or not. If the data has
been completely captured, a bank logical test is performed at step 105 to venify
the format and range of data within each of the fields 62 to 66 of the MICR line
61.

However, if the MICR line data has not been completely read, the
"electronically scissored” MICR line segments refrieved at step 106 are
displayed fo the user together with the captured MICR line data. Figure 10
provides exemplary displays 120 and 121 of two mamners in which the
incomplete MICR line data may be edited. The first, as exemplified by display
120, is to re-key the entire field, whilst the second, as shown mn display 121, is
to key only missing characters. The software resident in the computing
apparatus in the bank customer premises makes this determination based upon
the mumber of errors detected in the field in question. Operational usage has
determined that where there are more than three errors, it is quicker and more
accurate to re-key the entire field.

Once the missing characters have been input at step 107, the bank logical
test is performed at step 105. If it is determined at step 108 that the bank logical
test was failed, steps 106 and 107 are repeated. If a second time failure is
detected at step 108, the cheque capture process is discontinued at step 109.
However, if as a result of editing the bank logical test was passed, a
determination is made as to whether the item is a master control file at step 110.
If so, the MICR line data validation, repair and editing process is discontinued
at step 109. If the item is not on a master control file, the MICR data record is

moved to a disc storage master conirol file, together with associated control
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data, at step 111. Figare 11 represents a display 130 presented to a user daring
the operation of the afore-mentioned MICR line data correction.

Following the capture of the MICR line data, and images of the front and
back of each cheque, the user is then prompted to manually enter transition data
indicative of the amount of each cheque. The process for amount data eniry is
represented in the flow chart 140 shown in Figure 12. At step 141, the amount
field 95 is electronically scissored from the image of the front of each cheque
and displayed to the user, as shown in Figure 13, of the computing device at the
bank customer premises. At step 142, and as shown in Figure 14, the amount
field 95 cut from the cheque image 91 is displayed to the user on a display 150
together with an amount entry window 151.

Once the amount has been keyed by the user, a determination is made at
step 143 as to whether the amount is below a threshold value. If so, the amount
field for that cheque is updated at step 144. Howeéver, if it determined at step
143 that the cheque amount exceeds a predetermined threshold, the user is
prompted at step 145 to re-key amount backwards. Accordingly, a display 152
is presented to the user, including the amount field from the cheque image and a
reverse amount data entry window 153. If it is determined at step 146 that the
correct amount has been keved, then the amount field is updated. If differing
amounts have been entered forwards and backwards, the user is once again
presented with the display 150 and the amount keyed in the forward direction
again.

At step 148, the software determines whether the amount keyed in step
147 corresponds to either of the two previously keyed amounts. If so, the
amount field is updated, otherwise the amount data eniry process is
discontinned at step 149. An exemplary amount data entry screen 160 is shown

in Figure 16.

In order io ensure that cheques being presented have been signed,

application software resident in the computing apparatus at the bank customer
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premises electronically scissors out an area of each cheque in the signature
panel to perform a "pixel or byte count” fest. A minimum pixel or byte level
will be set in the software so that a range check can be performed. In exemplary
cheque 91, shown in Figure 17, the signature panel 161 is determined to include
2,250 bytes, whereas the signature panel 162 is determined to have only 1,400
bytes. If the image byte counter is calculated to be below a set minimum value
of 2,000 bytes, then a display 163 is presented to the user inviting the user to
validate the signature. If a "no" button is selected, a flag is set to prevent the
item from being captured again in error. This flag will also be used to prevent
data for this cheque being included in the document data and image files
transmitted to the bank operations centre 4.

At the end of this process, the computing apparatus in the bank customer
premises is ready to generate document image files and associated transaction
data files for transmission to the bank receiving server 20. As part of the
completion of the cheque capture process, the resident software causes a
summary of capture screen 170 to be presented to the user. This display
presents to the user the total number of items that have been successfully
captured (electronic items) and the value of those electronic items, together with
the total number of items that have failed a critical edit during data capture (non
electronic items) and a total value of those non-electronic items. The user is
also able to select whether a single account or multiple accounts are to be
credited or not. The user is also able to select one or more cheques which will
be processed through an Automated Clearing House (ACH).

If a user choses fo credit one or more bank accounts with the values of
the captured cheques, the user is presented with a display 180, shown in Figure
19. This display shows to the user an account allocation table 181 summarising
the values of scanned cheques to be applied to a selected account, as well as
identifying un-allocated cheques. A location identifier indicating which account
the cheques are to be credited to is displayed to the user. If the location

identifier is "U", the user is alerted that the cheque has failed a critical edit

Page 862 of 1587



1931

10

15

20

WO 2004/008350 PCT/AU2003/000858

i6

during data capture.

Where a customer has only one account, the user is presented with a
display 190, as shown in Figure 20. The account allocation table 191 indicates
the value of all cheques scanned and sums the value of those cheques. In
addition, the location indicator identifies the account to which the cheques have
been credited.

Similarly, where a user has multiple accounts, a display 200, as shown in
Figure 21, is presented to the user. In this example, an account allocation table
201 displays the values of cheques allocated to various accounts, and sums the
value of the cheques allocated to each separate account. Location identifiers are
again provided to indicate which account each cheque was allocated to, as well
as which cheques failed critical edit during data capture.

Once all items have been allocated to an account, the user is presented
with a display 210 inviting them to transmit the document image files and
associated document data files to the bank operations centre 4 for subsequent

matching to the physical cheques at a later time.

Returning again to Figure 3, it will be appreciated from the foregoing that
during the cheque capture process 37 the MICR line is read at step 38, and the
MICR line data then augmented by manual entry of the amount of each cheque
or other transaction data at step 39. Images of both sides of each cheque are
captured at step 40. Moreover, a data control record, including the status of
various flags and other control information either entered by the user or
generated by the software resident in the computing apparatus in question, is
created at step 41.

The process described in relation to steps 30 to 41 results in the creation
of a header record for each batch of cheques processed, and an MICR data
record, trace line record, and image front and back files for each cheque within
the batch. In the example shown in Figure 3, the header record MICR data

record, trace line record and image front and back files for a first cheque are
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referenced 50 to 54 respectively, whereas the MICR data record, trace line
record and image front and back files for a second cheque are respectively
referenced 55 to 58.

Once the document image files and transaction data files for a cheque
batch have been transmitted to the bank operations centre 4, the final processes
required to be performed by the user is preparing a physical cheque baich
deposit to be dropped off at a branch night safe or mailed to the bank operations
centre. A fast deposit or similar envelope, designed for the express purpose of
depositing non-cash deposits, may be used. A user may place in the fast deposit
envelope the header document, following by all cheques that have been
processed by the computing apparatus and associated document reading device
at a bank customer premises. The cheques are placed in the envelope in the
sequence that they were processed, and oriented with the MICR data line facing
forward and in line with the header.

The bank receiving server 20 located at the bank operations centre 4 acts
as the primary interface between the bank customer system and the conventional
bank voucher image processing system 22. During daily cheque processing, the
bank operations centre 4 will receive the document image files and associated
document data files at the bank receiving server 20. Computing apparatus 11 to
13 imitially establish a connection via the telecommunications network 5 to the
bank receiving server 20. As part of a connection process, the inbound
document reading device and computing apparatus specific information is
checked at the bank receiving server to ensure that the transmitting computing
apparatus is registered as an authorised user. Upon validation, the information
captured by the document reading device and computing apparatus is accepted
by the bank receiving server and stored for editing.

Each batch of files is initially processed by an edit program forming part
of the software resident on the bank receiving server. Conveniently, this edit
program may replicate much of the functionality of the edit program forming

part of the voucher image processing system 22.
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During editing, the bank receiver system editing program reviews
specifically data indicators associated with each of the records transmitted by
the computing apparatus 11 to 13. Each data record is checked for validation in
accordance with the Australian Payments Clearing Association (or its
equivalent) rules and/or bank — bank by lateral agreements. Software to enable
the performance of this process specifically installed by the bank where the
bank receiving server 20 is installed. The processing review establishes the
authenticity of the cheques scamned, for example a “no MICR indicator set”
would identify a potential fraudulent cheque, and also establishes the accuracy
of the value of the cheque by performing both the review of the data indicators,
setting internal “high dollar” review levels and random checking. Data that fails
to pass any of the above prescribed edits are flagged for further processing by
the bank at which the cheque was initially received.

The edit program acts firstly to verify the data captured from the MICR

line on each cheque within the batch processed by the computing apparatus. A

cheque digit routine is implemented and an exception item file created. This file

is presented to proof operators via the image terminals 25. At these terminals,
bank operation staff review both the cheque image and associated data that are
flagged by the editing process, and take appropriate corrective action. This may
include the re-entering of the amount of the cheque, the rekeying of the MICR
information, checking and rcbalancing the credit, signature checking and
denying the transaction. Statistics related to both the data checked, typically
information of a critical nature such as potential fraud or continnous misreading
of MICR, are collected by the bank receiving server 20 for user feedback. As a
result of this first edit, a percentage of cheques will remain as "not for value"
items. The balance, known as "for value" or alternatively "dirty paper” items,
will have a flag set so that when the physical cheques arrive subsequently from
the bank branch 7, they will be out-sorted during subsequent processing for
inter-bank exchange. The exception item file is also used with the document

image files for MICR line data correction.

Page 865 of 1587



U

10

15

30

WO 2004/008350 PCT/AU2003/000858

i9 .

The edit program also enables bank operation staff to perform random
checking of the received document image/data files. For example, a flag may
be set in the received data where there has been duel keying of high value
cheques. Bank operations staff may decide to view these cheques, and if
appropriate verify these amounts.

The document image file may be used as a temporary tool on the bank
receiving server prior to image truncation. When the physical cheques arrive
for encoding and sorting, the rteceived document image files may be
permanently stored for archiving purposes.

The received document image files are stored in a temporary data storage
on the bank receiving server 20 until all files within a batch have been received.
Analysis of flags transmitted as part of the data files to the bank receiving server
20 create exception item processing, which is accomplished using the image .
terminals 25 of the voucher image processing system 22. Edits performed on
the MICR line data will also be performed on the bank receiving server, and any
required correction performed in conjunction with the appropriate document
image file.

Tt will be appreciated that a variety of edit programs may be used in
conjunction with the bank receiving server, and that the software resident in the
computing apparatus will be required to provide document image files, and
associated document data files including pointers to the document image files,
in a format suitable for use by the edit program in use on the bank receiving
Server.

When the batch of physical cheques arrives at the bank operation centre
4, the envelope or other package in which the cheques and header document are
transported will be opened, and the contents checked to ensure that the first
document is the header document and that all cheques are correctly oriented.
This batch of cheques is then forwarded to the bank operations centre transport
room for matching with the previously received document image files and

associated document data file to enable final processing of the cheques.
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Alternatively, instead of matching the cheque for encoding after the Bank
Receiving Server has performed its described editing functions, the cheque may
be reformatted for electronic transmission to facilitate the cheque clearing
Process.

5 It will be appreciated from the foregoing that the present invention
provides an image based electronic deposit system that automates the
compilation of customer created cheque image and associated data file without
requiring a customer’s presence at a bank branch. The automated compilation
may also result in files that are directly useable by a customer’s accounts

10 receivable system. The cheques are in effect deposited at a bank’s operation
centre by means of electronic file transfer. Upon receipt of the physical cheques
by the bank operation centre, minimal activity is required by bank operations
staff in order to finalise processing of the cheques.

Those skilled in the art will appreciate that there may be many variations

15  and modifications of the above described system and method which are within

the scope of the present invention.
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CLAIMS:
1. A method for processing financial documents, including the steps oft

{(a) receiving a baich of one or more financial documents at a customer
premises;

(by  processing the financial documents in a customer system to create
document images files and associated document data files;

{(c) transmitting the docurnent image files and document data files from the
customer system to a bank operations system;

(d)  forwarding the financial documnents to a bank operations centre, and

(&) matching the financial documents o the document image files and
document data files in the operations system to enable final processing of the financial

documents.

2. A method according to claim 1, wherein step (b) may include:
capturing document data from a header document;
capturing document data contained on financial documents in the batch;
entering iransaction data indicative of a financial transaction associated with
the financial documents; and
capturing document images from financial documents in the baich.
3. A method according to claim 2, wherein the header document contains

machine-readable indicia.

4. A method according to claim 3, wherein the machine-readable indicia are

magnetic ink characters.

5. A method according to either claim 3 or claim 4 wherein the machine-readable

indicia on the header document are indicative of the customer.

6. A method according to any one of the preceding claims, wherein the financial

documents contains machine-readable indicia.
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7. A method according to claim 6, wherein the machine-readable characters on the

financial document indicative of 3 financial transaction.

8. A method according to any one of the preceding claims, wherein step (b)
further includes:

validating and repairing document data.

5. A method according fo any one of the preceding claims, wherein step (b)
further includes:

validating an authenticating marking on the financial documents.

10. A method according to claim 9, wherein the anthenficating marking is a

signature.

11. A method according to any one of the preceding claims, whersin step (o}
includes:
selectively editing the transmitted document data and image files prior to

matching and final processing.

12. A method according to any one of the preceding claims, wherein the financial

documents include any one or more of cheques, deposit slips or withdrawal slips.

13. A method according to any one of the preceding claims, wherein the operations

centre and operations system are associated with a financial institution.
14, A method according to claim 13, wherein the financial institution is a bank.
15. A method according to any one of the preceding claims, wherein the customer

premises and customer system are associated with a customer of the financial

institution.
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16. A method according to any one of the preceding claims, wherein step (d)

“includes depositing the financial documents to a branch of the financial institution for

forwarding to the operations centre.

17. A method according to any one of the preceding claims, wherein the customer
systern includes a document reading device operatively conmected to a computing

apparatus,

18. A method according to claim 17, wherein the computing apparatus includes a
processing unit and associated memory device storing program instructions for causing

the computing apparatus to carry out steps (b) and (c).

19. A method according to any one of the preceding claims, wherein the operations

system includes a bank receiving server.

20. A method according to claim 19, wherein the bank receiving server is
operatively connected to a voucher image processing system for performing final

processing of the financial documents,

21, A method according to claim 20, wherein the bank receiving server includes a
processing onit and associated memory device storing program imstructions for
receiving the document image files and document data files from the customer system

and for causing the bank receiving server to carry out step (&),

22. A method for processing financial documents, wherein a batch of one or more
financial documents are received at a cusiomer premises, the method including the
steps of:

(&)  processing the financial documents in a customer system to create
document images files and associated document data files, and

(b)  transmitting the document image files and document data files from the

customer system to an operations system for maiching with the financial documents.
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23. A method for processing financial documents, wherein a batch of one or more
financial documents is received at a customer premises, the financial documents are
processed in 2 customer system to create document images files and associated
document data files, the document image files and document data files are fransmitied
from the customer system fo an operations system, and the financial documents
forwarded to an operations centre, the method including the step of!

{(a}) matching the financial documents to the document image files and
documment data files in the operations system io enable final processing of the financial

docwmnents.

24. A system for processing financial documents, the system including:

a customer system acting io process financial documents to create document
images files and associated document data files, and to trausmit the document image
files and document data files from the customer system to an operations system, and

an operations system acting to match the financial documents to the document
image files and document data files to enable final processing of the financial

documents.

25. A customer system including a document reading device operatively connected
to a computing apparatus, wherein the computing apparatus includes a processing unit
and associated memory device storing program instructions for causing the computing

apparatus to carry out steps (b) and (c) as defined in any one of claims 1 to 17.

26. A bank receiving server including a processing unit and associated memory
device storing program instructions for receiving the document irnage files and
document data files from a customer system and for causing the bank receiving server

to carry out step () as defined in any one of claims 1 to 17.

27. A compuier program including program instructions for causing the computing
apparatus of claim 22 to carry out steps (b} and (c) as defined in any one of claims 1 to
17.
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receiving server of claim 23 to carry out step (3) as defined in any one of claims 1 o

17.
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-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply
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DATE OF THIS COMMUNICATION.
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
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1} Responsive to communication(s) filed on 06/24/19.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .
2a)(] This action is FINAL. 2b) v This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5) Claim(s) 25-54 is/are pending in the application.

5a) Of the above claim(s) ______is/are withdrawn from consideration.

6) [J Claim(s) __is/are allowed.

7) Claim(s) 25-54 is/are rejected.

8) [ Claim(s) ____is/are objected to.

9) [ Claim(s) ____are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) fledon _____ is/are: a)(C] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some**  ¢)(3J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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1) [(] Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
. . Paper No(s)/Mail Date
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Notice of Pre-AIA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the

first inventor to file provisions of the AIA.

In view of the 2019 Revised Patent Subject Matter Eligibility Guidance (2019 PEG),
PROSECUTION IS HEREBY REOPENED. The new 101 analysis is set forth below.

To avoid abandonment of the application, appellant must exercise one of the following two
options:

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply under 37 CFR
1.113 (if this Office action is final); or,

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41.31 followed by an appeal
brief under 37 CFR 41.37. The previously paid notice of appeal fee and appeal brief fee can be
applied to the new appeal. If, however, the appeal fees set forth in 37 CFR 41.20 have been
increased since they were previously paid, then appellant must pay the difference between the
increased fees and the amount previously paid.

A Supervisory Patent Examiner (SPE) has approved of reopening prosecution by signing below:

/Jerry O'Connor/
Supervisory Patent Examiner,
Group Art Unit 3697

Claim Rejections - 35 USC § 101

1. 35 U.S.C. 101 reads as follows:
Whoever invents or discovers any new and useful process, machine, manufacture,

or composition of matter, or any new and useful improvement thereof, may obtain
a patent therefor, subject to the conditions and requirements of this title.
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2. Claims 25-54 are rejected under 35 U.S.C. 101 because the claimed invention is directed

to non-statutory subject matter.

Subject Matter Eligibility Standard

3. The examiner contends that, under the judicial exceptions enumerated in the 2019 PEG,
to determine the patent-eligibility of an application, a two- part analysis has to be
conducted.
Part 1: it must be determined whether the claim is directed to one of the four statutory categories
of invention, i.e., process, machine, manufacture, or composition of matter.
Part 2A: Prong 1: (1) Determine if the claims are directed to an abstract idea or one of the
judicial exceptions. Examples of abstract ideas referenced in Alice Corp. include:

1. Certain method of organizing human activity such as

fundamental economic concept or commercial and legal interactions.

2. A mental process.

3. Mathematical relationships/formulas.
Part 2A: Prong 2: determine if the claim as a whole integrates the judicial exception into a
practical application.
Part 2B: determine if the claim provides an inventive concept.

Analysis
4. In the first analysis, it is found that the claim indeed recites a series of steps and

therefore, is a process — one of the statutory categories.

In the second analysis, under step 2A (prong 1), it is determined that the claim recites the

limitation of facilitating mobile check deposit, a concept performed in the homan mind, which is
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one of the mental processes identified in the 2019 Revised Guidance to process mobile checks, a

fundamental cconomic practice, which is one of certain method of organizing hurnan activity.

Under step 2A (prong 2), it is determined that the recited user’s mobile computing device and
wireless network are recited to simply receive, transmit and process data — that is, the recited
mobile computing device and wireless network do not integrate the judicial exception into a
practical application. The examiner further contends that the claims do not affect the
transformation of the check image. As such, tiie clements of the claim do not integrate the
abstract idea into a practical application becanse the captured check image remain data and is not
sransformed into a different state. See Berkheimer v, HP Inc., 881 F.3d 1360, 1367 (Fed. Cir,
201%). Rather, the claims here merely use a general purpose computing device as a tool for

capturing. fransmitiing and processing check images.

And lastly, under step 2B, it is determined that there are no meaningful lmitations in the claim
that transform the udictal exception into a patent cligible application such that the claim
ameunts 1o significantly more than the judicial exception iself. The “display screen” is recited at
a high level of generality to simply display data. Thas, taken alone, the additional elements do
not amount significantly more than the above-identified jodicial exception {the abstract idea).
And looking at the limifations as an ordered combination of clements add nothing that ts not
already present when looking at the elements taken individually. There is no indication that

the combination of the elements iroproves the functioning of a computer oF Unproves any

other techuology. Accordingly, the clain is ineligible. Note: The analysis above applies (o

all statutory categories of invention. As such. the independent claims otherwise styled as

a computer-readable medium encoded o perform spectfic tasks, machine or manufacture, for
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cxample, would be subject to the same analysis. Furthermore, the limitations in the dependent
clatms are thus subject to the same analysis as in claim 25 and are rejected using the same

rationale as fn clam 25 above,

Conclusion
Any inquiry concerning this communication or earlier communications from the examiner
should be directed to OJO O OYEBISI whose telephone number is (571)272-8298. The
examiner can normally be reached on Monday-Friday, 9am-7pm. Examiner interviews are
available via telephone, in-person, and video conferencing using a USPTO supplied web-based
collaboration tool. To schedule an interview, applicant is encouraged to use the USPTO
Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice. If attempts to
reach the examiner by telephone are unsuccessful, the examiner’s supervisor, Jerry O’Connor
can be reached at 571-272-6787. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300. Information regarding the status of an
application may be obtained from the Patent Application Information Retrieval (PAIR) system.
Status information for published applications may be obtained from either Private PAIR or
Public PAIR. Status information for unpublished applications is available through Private PAIR
only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business Center
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service
Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

Page 900 of 1587



Application/Control Number: 16/025,701 Page 6
Art Unit: 3697

GG O OYEBISY
Privnary Hxaniner, Art Unit 3697

Page 901 of 1587



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Nofes 16/025.,701 Oakes ot al.
H“m ““‘ “HHH H m ‘l“ o or
OJO O OYEBISI 3697
CPC - Searched*
Symbol Date Examiner
G06Q 40/00 08/14/2018 0.0.0
CPC Combination Sets - Searched*
Symbol Date Examiner
G06Q20/108; G06Q20/10; G06Q20/042; G06Q20/4014 08/14/2018 0.0.0
US Classification - Searched*
Class Subclass Date Examiner
705 45 08/14/2018 0.0.0

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Search Notes Date Examiner
UPDATED EAST TEXT SEARCH 09/25/2019 0.0.0
CLASSIFICATION SEARCH 08/14/2018 0.0.0
CPC SEARCH 08/14/2018 0.0.0
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

/0OJO O OYEBISI/
Primary Examiner, Art Unit 3697

U.S. Patent and Trademark Office

Page 902 of 1587

Page 1 of 1

Part of Paper No.: 20190924



EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits {Search Query DBs Default {Plurals {iTime
# Operator Stamp
L1 {59955 {icheck same image and camera US-PGPUB; USPAT; {OR OFF 2019/09/24
USOCR; FPRS; EPO; 22:07
JPO; DERWENT;
IBM_TDB
L2 72 check near image near camera US-PGPUB; USPAT; #OR OFF 2019/09/24
USOCR; FPRS; EPO; 22:08
JPO; DERWENT;
|BM_TDB
L3 {133 (check (negotiable instrument)) {US-PGPUB; USPAT; §OR OFF 2019/09/24
near image near camera USOCR; FPRS; EPO; 22:09
JPO; DERWENT;
IBM_TDB
L4 1 ("20120177281").PN. US-PGPUB; USPAT; {{OR OFF 2019/09/24
USOCR 23:06
S1 4706 check near image near US-PGPUB; USPAT; {{OR ON 2018/08/14
processing USOCR; FPRS; EPO; 13:51
JPO; DERWENT;
IBM_TDB
S2 440 stinson and check near image US-PGPUB; USPAT; #OR ON 2018/08/14
near processing USOCR; FPRS; EPO; 13:55
JPO; DERWENT;
IBM_TDB
1 ("6695204").PN. US-PGPUB; USPAT; {OR OFF 2018/08/14
USOCR 14:08
609 captur$3 same image same US-PGPUB; USPAT; {OR OFF 2018/08/14
check same wireless USOCR; FPRS; EPO; 16:04
JPO; DERWENT;
IBM_TDB
S5 40 captur$3 near image near check {{US-PGPUB; USPAT; #{OR OFF 2018/08/14
same wireless USOCR; FPRS; EPO; 16:04
JPO; DERWENT;
“““““““ |BM_TDB
S6 {44547 joptical near character near US-PGPUB; USPAT; #OR OFF 2018/08/14
recognition USOCR; FPRS; EPO; 23:03
JPO; DERWENT;
IBM_TDB
S7 40 present$3 near image near check {iUS-PGPUB; USPAT; {OR OFF 2018/08/14
and S6 USOCR; FPRS; EPO; 23:04
JPO; DERWENT;
IBM_TDB
S8 121794 {authenticat$s same biometric US-PGPUB; USPAT; {OR OFF 2018/08/14
near (data information) USOCR; FPRS; EPO; 23:05
JPO; DERWENT;
IBM_TDB
S9 689 S6 and S8 US-PGPUB; USPAT,; {{OR OFF 2018/08/14
USOCR; FPRS; EPO; 23:05
JPO; DERWENT;
LV N . —

file:///C/Users/ooyebisi/Documents/e-Red%20Folder/16025701/EASTSearchHistory.16025701_AccessibleVersion.htm[9/25/2019 12:01:41 AM]

Page 903 of 1587




EAST Search History

S10 {13 S7 and S9 US-PGPUB; USPAT; {{OR OFF 2018/08/14
USOCR; FPRS; EPO; 23:05
JPO; DERWENT;
IBM_TDB
S11 {1 display$3 near captured near US-PGPUB; USPAT; #OR OFF 2018/08/14
check near image USOCR; FPRS; EPO; 23:06
JPO; DERWENT;
IBM_TDB
S12 {15 transmit$4 same copy same US-PGPUB; USPAT; {{OR ON 2018/08/14
captured same check near image §USOCR; FPRS; EPO; 23:11
JPO; DERWENT;
IBM_TDB
S13 {16 bi-tonal near tiff US-PGPUB; USPAT; {OR ON 2018/08/14
USOCR; FPRS; EPO; 23:11
JPO; DERWENT;
|BM_TDB
S14 {1223 {iduplicate same detection same US-PGPUB; USPAT; H{OR ON 2018/08/14
check USOCR; FPRS; EPO; 23:12
JPO; DERWENT;
IBM_TDB
S16 {99 mobile near check near deposit {{US-PGPUB; USPAT; #{OR ON 2018/08/14
USOCR; FPRS; EPO; 23:13
JPO; DERWENT;
IBM_TDB
S$17 {1289 {confirm$3 same check same US-PGPUB; USPAT; #OR ON 2018/08/14
deposit USOCR; FPRS; EPO; 23:13
JPO; DERWENT;
IBM_TDB
S18 {7 S9 and S17 US-PGPUB; USPAT; {OR ON 2018/08/14
USOCR; FPRS; EPO; 23:13
JPO; DERWENT;
S19 {1170 §705/45.ccls. US-PGPUB; USPAT; {{OR ON 2018/08/14
USOCR; FPRS; EPO; 23:14
JPO; DERWENT;
IBM_TDB
S20 {17892 §705/35.ccls. US-PGPUB; USPAT; {OR ON 2018/08/14
USOCR; FPRS; EPO; 23:14
JPO; DERWENT;
IBM_TDB
S21 {49 705/$$ and ((check or US-PGPUB; USPAT; {OR OFF 2019/09/23
negotiable) near4 (image or USOCR; FPRS; EPO; 14:51
picture) near4 orientation) JPO; DERWENT;
IBM_TDB
S22 {373 "5870725" US-PGPUB; USPAT,; {{OR OFF 2019/09/23
USOCR; FPRS; EPO; 14:52
JPO; DERWENT;
S23 2 (("5870725") or US-PGPUB; USPAT,; {OR OFF 2019/09/23
("7571848")).PN. USOCR 14:53
S24 §125 Foley same check US-PGPUB; USPAT {{OR ON 2019/09/23
14:59
S25 {58 705/$$ and ((check or US-PGPUB; USPAT {{OR ON 2019/09/23
negotiable) near4 (image or 15:00
picture) near4 orientation)
S26 {1584 (ifoley same image US-PGPUB; USPAT HOR ON 2019/09/23
15:15
l327 §|56 iszs and "16" US-PGPUB; USPAT {{OR §ION §]2019/09/23§

file:///C/Users/ooyebisi/Documents/e-Red%20Folder/16025701/EASTSearchHistory.16025701_AccessibleVersion.htm[9/25/2019 12:01:41 AM]

Page 904 of 1587




EAST Search History

i i 15:16 i

S$28 it ("20080288390").PN. US-PGPUB; USPAT; {OR OFF 2019/09/23

USOCR 21:55

S29 {2 (("7571848") or US-PGPUB; USPAT; {OR OFF 2019/09/24
("5895455")).PN. USOCR 14:11

S30 {7 (("5208869") or ("0544794") or HUS-PGPUB; USPAT; {{OR OFF 2019/09/24
("5602936") or ("6408094") or USOCR 14:27
("20050144131") or
("20050252960")).PN.

S31 40 check near processing same US-PGPUB; USPAT; {OR OFF 2019/09/24
caput$3 same image and USOCR; FPRS; EPO; 17:45
camera JPO; DERWENT;

|BM_TDB

S32 {67 caput$3 same image and US-PGPUB; USPAT; #OR OFF 2019/09/24

camera USOCR; FPRS; EPO; 17:46
JPO; DERWENT;
IBM_TDB

S33 {2 caput$3 same check same image {{US-PGPUB; USPAT; {{OR OFF 2019/09/24

and camera USOCR; FPRS; EPO; 17:46
JPO; DERWENT;
IBM_TDB

9/25/2019 12:01:36 AM

C:\ Users\ ooyebisi\ Documents\ EAST\ Workspaces\ 16025701.wsp

file:///C/Users/ooyebisi/Documents/e-Red%20Folder/16025701/EASTSearchHistory.16025701_AccessibleVersion.htm[9/25/2019 12:01:41 AM]

Page 905 of 1587




Date: March 21, 2019

CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark
Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Name: Peter S. Lee (Reg. No. 64,728) Signature: /Peter S. Lee/

N
\ \\\\QQ\

\ L
\\

THIRDD SUPPLEMENTAL
INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number 16/025,701

Filing Date July 2, 2018

First Named Inventor | Charles Lee Oakes
Art Unit 3697

Confirmation Number | 8845

Examiner Name Ojo O. Oyebisi

Attorney Docket No.

US-0152.09 (14538-649)

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

US PATENT REFERENCES

EXAMINER
INITIAL D e e (R DATE NAME
D1 1,748,489 02/25/1930 G. L. McCarthy et al.
D2 2,292,825 08/11/1942 J. J. Dilks et al.
D3 4,346,442 08/24/1982 Musmanno
D4 5,122,950 06/16/1992 Benton et al.
D5 5,134,564 07/28/1992 Dunn et al.
D6 5,175,682 12/29/1992 Higashiyama et al.
D7 5,233,547 08/03/1993 Kapp et al.
D8 5,268,968 12/07/1993 Yoshida
D9 5,283,829 02/01/1994 Anderson
D10 5,345,090 09/06/1994 Hludzinski
D11 5,383,113 01/17/1995 Kight et al.
D12 5,444 616 08/22/1995 Nair et al.
D13 5,859,935 01/12/1999 Johnson et al.
D14 6,023,705 02/08/2000 Bellinger et al.
D15 6,072,941 06/06/2000 Suzuki et al.
D16 6,128,603 10/03/2000 Dent et al.
D17 6,151,409 11/21/2000 Chen et al.
D18 6,181,837 01/30/2001 Cahill et al.
D19 6,339,766 01/15/2002 Gephart
D20 6,354,490 03/12/2002 Weiss et al.
D21 6,502,747 01/07/2003 Stoutenburg et al.
D22 6,647,136 11/11/2003 Jones et al.
D23 6,760,414 07/06/2004 Schurko et al.
D24 6,873,728 03/29/2005 Bernstein et al.
D25 7,046,991 05/16/2006 Little
D26 7,117,171 10/03/2006 Pollin
D27 7,120,461 10/10/2006 Cho
D28 7,349,585 03/25/2008 Li
D29 7,369,713 05/06/2008 Suino
D30 7,388,683 06/17/2008 Rodriguez et al.
D31 7,419,093 09/02/2008 Blackson et al.
D32 7,460,700 12/02/2008 Tsunachima et al.
D33 7,577,614 08/18/2009 Warren et al.
D34 8,313,020 11/20/2012 Ramachandran
Examiner /030 O OYEBISI/ Date 09/25/2019
Signature Considered

ALY REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Pagelof6

Page 906 of 1587



Information Disclosure Statement

Application No. 16/025,701 Attorney Docket No. US-0152.09 (14538-649)
EXAMINER
INITIAL D e e (R DATE NAME

D35 | 8,369,650 02/05/2013 Zanfir et al.
D36 8,374,963 02/12/2013 Billman
D37 8,433,127 04/30/2013 Harpel et al.
D38 8,699,779 04/15/2014 Prasad, et al.
D39 8,731,321 05/20/2014 Fujiwara et al.
D40 8,751,345 06/10/2014 Borzyche et al.
D41 8,751,356 06/10/2014 Garcia
D42 8,751,379 06/10/2014 Bueche, Jr.
D43 8,837,806 09/16/2014 Ethington et al.
D44 8,843,405 09/23/2014 Hartman et al.
D45 8,959,033 02/17/2015 Qakes, Il et al.
D46 8,990,862 03/24/2015 Smith
D47 9,009,071 04/14/2015 Watson et al.
D48 9,036,040 05/19/2015 Danko
D49 9,064,284 06/23/2015 Janiszeski et al.
D50 9,129,340 08/09/2015 Medina, Il et al.
D51 9,159,101 10/13/2015 Pollack et al.
D52 9,177,197 11/03/2015 Prasad et al.
D53 9,177,198 11/03/2015 Prasad et al.
D54 9,224 136 12/29/2015 Oakes, Il et al.
D55 9,311,634 04/12/2016 Hildebrand
D56 9,336,517 05/10/2016 Prasad et al.
D57 9,390,339 07/12/2016 Danko
D58 9,401,011 07/26/2016 Medina, Il et al.
D59 9,424,569 08/23/2016 Sherman et al.
D60 9,619,872 04/11/2017 Medina, Il et al.
D61 9,626,183 04/18/2017 Smith et al.
D62 9,626,662 04/18/2017 Prasad et al.
D63 9,779,392 10/03/2017 Prasad et al.
D64 9,779,452 10/03/2017 Medina et al.
D65 9,785,929 10/10/2017 Watson et al.
D66 9,792,654 10/17/2017 Limas et al.
D67 9,886,642 02/06/2018 Danko
D68 9,892,454 02/13/2018 Pollack et al.
D69 9,898,778 02/20/2018 Pollack et al.
D70 9,898,808 02/20/2018 Medina, Il et al.
D71 9,904,848 02/27/2018 Newman
D72 9,946,923 04/17/2018 Medina
D73 10,013,605 07/03/2018 Qakes, Il et al.
D74 10,013,681 07/03/2018 Oakes, Il et al.
D75 2002/0013767 A1 01/31/2002 Katz
D76 2002/0023055 A1 02/21/2002 Antognini et al.
D77 2002/0133409 09/19/2002 Sawano et al.
D78 2002/0138445 A1 09/26/2002 Laage te al.
D79 2002/0147798 10/10/2002 Huang
D80 2002/0150311 10/17/2002 Lynn
D81 2002/0153414 A1 10/24/2002 Stoutenburg et al.
D82 2002/0169715 A1 11/14/2002 Ruth et al.
D83 2003/0078883 A1 04/24/2003 Stewart et al.
D84 2003/0133608 A1 07/17/2003 Bernstein et al.
D85 2003/0135457 A1 07/17/2003 Stewart et al.

Examiner /030 O OYEBISI/ Date 09/25/2019

Signature Considered

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Page2of6

Page 907 of 1587



Application No. 16/025,701

Information Disclosure Statement

Attorney Docket No. US-0152.09 (14538-649)

EXAMINER
INITIAL D nburind o o DATE NAME
D86 2003/0187790 A1 10/02/2003 Swift et al.
D87 2003/0218061 A1 11/27/2003 Filatov
D88 2003/0231285 A1 12/18/2003 Ferguson
D89 2004/0029591 A1 02/12/2004 Chapman et al.
D90 2004/0075754 04/22/2004 Nakajima et al.
D91 2004/0076320 04/22/2004 Downs, Jr.
D92 2004/0103296 05/27/2004 Harp
D93 2004/0133516 A1 07/08/2004 Buchanan et al.
D94 2004/0148235 07/29/2004 Craig et al.
D95 2005/0033690 A1 02/10/2005 Antognini et al.
D96 2005/0038746 02/07/2005 Latimer et al.
D97 2005/0289059 A1 12/29/2005 Brewington et al.
D98 2006/0103893 A1 05/18/2006 Azimi et al.
D99 2006/0212393 A1 09/21/2006 Brown
D100 | 2006/0248009 11/02/2006 Hicks et al.
D101 | 2006/0289630 12/28/2006 Updike et al.
D102 | 2007/0030357 02/08/2007 Levien et al.
D103 | 2007/0076941 04/05/2007 Carreon et al.
D104 | 2007/0175977 A1 08/02/2007 Bauer et al.
D105 | 2007/0262137 A1 11/15/2007 Brown
D106 | 2008/0046362 A1 02/21/2008 Easterly
D107 | 2009/0171795 A1 07/02/2009 Clouthier et al.
D108 | 2009/0257641 10/15/2009 Liu et al.
D109 | 2012/0045112 A1 02/23/2012 Lundblad et al.
D110 | 2012/0099792 A1 04/26/2012 Chevion et al.
D111 | 2012/0185383 A1 07/01/2012 Atsmon
D112 | 2013/0198071 08/01/2013 Jurss
D113 | 2013/0297353 11/07/2013 Strange et al.
D114 | 2013/0120595 05/16/2013 Roach et al.
D115 | 2014/0032406 A1 01/30/2014 Roach et al.
D116 | 2014/0279453 A1 09/19/2014 Belchee et al.
D117 | 2015/0090782 04/02/2015 Dent et al.
FOREIGN PATENT REFERENCES
ENTIAL D b sind ot oy DATE COUNTRY | "&Grne”
D118 | WO 98/37655 A1 08/27/1998 | WIPO
OTHER ART - NON PATENT LITERATURE DOCUMENTS
EXAMINER Include name of author, title of the article (when al_ppropriate), title of th(_a item (pook, magazine, journal, serial,
symposium, catalog, etc.), date, page(s}), volume-issue number(s), publisher, city and/or country where
INITIAL | published.
D119 "Clearing House Electronic Check Clearing System (CHECCS) Operating Rules," An
IP.com Prior Art Database Technical Disclosure, July 29, 2015 (35 pgs).
D120 "Quicken Bill Pay", Retrieved from the Internet on Nov. 27, 2007 at:
<URL.:http://quicken intuit.com/quicken-bill-pay-jhtml>, 2 pgs.
D121 "Start to Simplify with Check Imaging a Smarter Way to Bank", Retrieved from the
Internet on Nov. 27, 2007, at: <URL.:
http://www.midnatbank.com/Internet%20Banking/internet_Banking.html>, 3 pgs.
Examiner /030 O OYERISI/ Date 08/25/2019
Signature Considered

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Page3of6

Page 908 of 1587



Information Disclosure Statement

Application No. 16/025,701 Attorney Docket No. US-0152.09 (14538-649)
EXAMINER Include name of author, title of the article (when a_ppropriate), title of th(_e item (pook, magazine, journal, serial,
INITIAL symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where
published.

D122 Application as filed on June 8, 2018 for US Serial No. 16/018,868, 39 pgs.

D123 Declaration of Peter Alexander, Ph.D., CBM2019-0004, November 8, 2018, 180 pgs.

D124 “Machine Accepts Bank Deposits”, New York Times, April 12, 1961, 1 pg.

D125 Shah, Moore’s Law, Continuous Everywhere But Differentiable Nowhere, February 12,
2009, located on the Internet at: hito:/isamishah. com/200%/82/ 24/ morres-taw/, 5 pgs,

D126 Rockwell, The Megapixel Myth, KenRickwell.com, 2008, located on the Internet at:
Httpikewrockwell com techimpimyth b, 6 pgs.

D127 Gates, A History of Wireless Standards, Wi-Fi Back to Basics, Areohive Blog, July
2015, located on the Internet at: hiig://blog.aarohine conva-history-of-wireless-
standards, 5 pgs.

D128 Apple Reinvents the Phone with iPhone, January 2007, located on the Internet at:
hitps.Avwwy. apple comynawsroam/2007/0 1/88Appis-Reinvanis-the-Phone-with-
iPhone/, 4 pgs.

D129 Brian Chen et al., iPhone 3GS Trounces Predecessors, Rivals in Web Browser Speed
Test, Wired, June 24, 2009, located on the Internet at: www wired, corm/2008 3us-
speed/, 10 pgs.

D130 Berman, How Hitchcock Turned a Small Budget Into a Great Triumph, Time.com, April
29, 2015, located on the Internet at: htipJ/itime. cony 38231 1 2/alirad-hitcheouk-ahadow-
of-a-doubl, 1 pg.

D131 Askey, Leica Digilux 2 Review (pts.1,3,7), Digital Photography Review, May 20, 2004,
located on the Internet at: htips./Awww dpreview comirevisws/leicadigidux?, 20 pgs.

D132 Askey, Sony Cyber-shot DSC-R1 Review (pts, 1,3,7), Digital Photography Review, Dec.
6, 2005, located on the Internet at: hiip./fvwww dpreview . com.reviews/sonydsert, 24
pgs.

D133 Askey, Panasonic Lumix DMC-L1 Review (pts.1,3,7), Digital Photography Review,
April 11, 2007, located on the Internet at:
hitps Awwv dpreview comibrevisws/nanasonicdmaii, 24 pgs.

D134 Askey, Nikon D300 In-depth Review (pts. 1,3,9), Digital Photography Review, March
12, 2008, located on the Internet at: iilips./Avww praview conmvreviews/nikond30s, 24
pgs.

D135 Askey, Canon EOS 40D Review (pts.1,4,10), Digital Photography Review, located on
the Intermnet at:http: www doreview comirevisws/canoneas40d, 24 pgs.

D136 Joinson et al., Olympus E-30 Review (pts.1,4,8), Digital Photography Review, March
24, 2009, located on the Internet at: www dpreview comiraviews/ohimpus3d, 6 pgs.

D137 Quinn and Roberds, The Evolution of the Check as a Means of Payment: A Historical
Survey, Federal Reserve Bank of Atlanta, Economic Review, 2008, 30 pgs.

D138 Wausau Financial Systems, Understanding Image Quality & Usability Within a New
Environment, 2006, 22 pgs,

D139 iPhone Store Downloads Top 10 Million in First Weekend, July 14, 2008, located on
the Internet at: hitp:/Aavnw. aipie cominewsroomyZ008/A4 7/ 14iPhone-App-Slire-
Downloads-Ton-18. Million-in-First-Weekend, 3 pgs.

D140 Knerr et al., The A2iA Intercheque System: Courtesy Amount and Legal Amount
Recognition for French Checks in Automated Bankcheck Processing 43-86, Impedove
et al. eds., 1997, 50 pgs.

D141 149 Cong. Rec. H9289, October 8, 2003, 6 pgs.

D142 Check Clearing for the 215 Century Act, H. R. Rep. No. 108-132, June 2, 2003,

20 pgs.

D143 ITU-R-M.1225, Guides for Evaluation of Radio Transmission Technologies for IMT-
2000, dated 1997, located on the Internet at: https:/www.itu.int/dmspubrec/itu-
r/rec/m/R-REC-M,1225-0-199702-I!!PDF-E.pdf, 60 pgs.

D144 E. MacKenzie, Photography Made Easy, copyright 1845, 80 pgs.

D145 12 CFR § 229.51 and Appendix D to Part 229 (1-1-05 edition), 3 pgs.

Examiner Date 5
Signature /0J0 O OYEBISI/ Considered 09/25/2019

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Page4of6

Page 909 of 1587




Information Disclosure Statement

Application No. 16/025,701 Attorney Docket No. US-0152.09 (14538-649)

EXAMINER
INITIAL

Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal, serial,
symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where
published.

D146 Excerpts from American National Standard for Financial Services, ANS, X9.100-140-
2004-Specifications for an Image Replacement Document — IRD, October 1, 2004,
16 pgs.

D147 Sumits, Major Mobile Milestones — The Last 15 Years, and the Next Five, Cisco Blogs,
February 3, 2016, located on the Internet at: hitps;//biogs cisco comysp/mobite-vii-
maior-mobile-milesrones-the-lastt S-years-and-the-nexd-five, 12 pgs.

D148 Apple Announces the New iPhone 3GS — The Fastest, Most Powerful iPhone Yet,
June 8, 2009, located on the Internet at:
http://www.apple.com.rensroom/2009/06/08Apple-Annpounces-the-New-iPhone-3GS-
The Fastest-Most-Powerful-iPhone-Yet, 4 pgs.

D149 MOTOMANUAL, MOTOROKR-E6-GSM-English for wireless phone, copyright 2006,
144 pgs.

1. PRIORITY INFORMATION:
] This application claims priority under 35 USC §120 to the following United States patent application(s):

. In accordance with 37 CFR §1.98(d), copies of the references cited herein which

were submitted to, or cited by, the office, in compliance with 37 CFR §1.98(a)-(c) in the earlier application
are not provided herewith. The Examiner is directed to those references cited in all Information Disclosure
Statements filed in the priority United States patent application(s) cited above in addition to the references
cited herein.

2. CERTIFICATIONS: (CHECK ALL THAT APPLY)
A. Certifications For 37 CFR §1.97(c) or 37 CFR §1.97(d):

[ Applicant hereby certifies pursuant to 37 CFR §1.97(e)(1) that each item of information in this Information
Disclosure Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure Statement.

] Applicant hereby certifies pursuant to 37 CFR §1.97(e)(2) that no item of information contained in this
Information Disclosure Statement was cited in a communication from a foreign patent office in a counterpart
foreign application, and, to the knowledge of the undersigned after making reasonable inquiry, no item of
information contained in this Statement was known to any individual designated in 37 CFR §1.56(c), more
than three months prior to the filing of this Information Disclosure Statement.

©

For Patent Term Adjustment Purposes:

[0 For purposes of 37 CFR §1.704(d)(i) or 37 CFR §1.704(d)(ii), Applicant hereby certifies that each item of
information contained in this Information Disclosure Statement was first cited in any communication from
a patent office in a counterpart foreign or international application or from the Office or is a communication
that was issued by a patent office in a counterpart foreign or international application or by the Office, and
that this communication was not received by any individual designated in 37 CFR §1.56(c) more than thirty
days prior to the filing of this Information Disclosure Statement.

3. FEE INFORMATION: (CHECK IF FEE REQUIRED)

X Applicant has calculated a processing fee in the amount of $240.00 for large entity to be due under 37
CFR §1.17(p) in connection with the filing of this Information Disclosure Statement. Applicant authorizes
charging the fee to Deposit Account. 50-4184.

The Director is hereby authorized to charge any fee deficiency associated with the filing of this Information
Disclosure Statement to Deposit Account 50-4184.

Examiner
Signature

Date
OJO O OYEBISI . 09/25/2019
/ / Considered 25/
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Information Disclosure Statement
Application No. 16/025,701 Attorney Docket No. US-0152.09 (14538-649)

Pursuant to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and (c), either
English language abstracts, partial translations, or full translations are included for patent documents which are
not in English for the express purpose of providing a concise explanation of the references to the Patent and
Trademark Office with the opportunity to evaluate the same. Applicant respectfully requests the Examiner's
consideration of the above reference(s) and entry thereof into the record of this application.

By submitting this Statement, Applicant is attempting to fully comply with the duty of candor and good faith
mandated by 37 CFR §1.56. As such, this Statement is not intended to constitute an admission that any of the
enclosed references, or other information referred to therein, constitutes “prior art” or is otherwise “material to
patentability,” as that phrase is defined in 37 CFR §1.56(a).

Respectfully submitted,

March 21, 2019 /Peter S. Lee/
Date Peter S. Lee (Reg. No. 64,728)
Examiner Date

Signature ©J0 O ovERISL/ Considered P3/25/2019

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Page6of6
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Date: July 25,2019 Name: Kent E. Genin (Reg. No. 37,834)

CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark Office,
Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Nkt

SUPPLEMENTAL

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

N
N
Signature: /Kent E. Genin/ §\\\§\\\§\§\§§\?\\\§\§
Application Number 16/025,701
Filing Date July 2, 2018
First Named Inventor | Charles Lee Oakes
Art Unit 3697
Confirmation Number | 8845
Examiner Name Ojo O. Oyebisi
Attorney Docket No. US-0152.09 (14538-649)

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

US PATENT REFERENCES

EXAMINER DOCUMENT NUMBER
INITIAL Number-Kind Code (if known) DATE NAME
F1 US 7,793,833 B2 09/14/2010 Yoon et al.
F2 US 10,325,420 B1 06/18/2019 Moon
F3 US 10,354,235 B1 07/16/2019 Medina
F4 US 2006/0221198 A1 10/05/2006 Fry et al.
FOREIGN PATENT REFERENCES
EXAMINER DOCUMENT NUMBER TRANSLATION
INITIAL Number-Kind Code (if known) DATE COUNTRY YES OR NO
F5 EP 1 855 459 A2 05/10/2007 Europe

OTHER ART — NON PATENT LITERATURE DOCUMENTS

EXAMINER | Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal, serial,
INITIAL symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where published.

F6 CEMR2019-00005 Patent No. 8,683,774, Patent Owner's Sur-Reply Brisl io Pelifioners
Feply Brist {o Patent Owner Preliminary Responss Pursuant to Authorization Provided
it Paper No. 15, daled May 1, 2019, 7 pgs.

F7 CBMZ{13-00004 Patent No. 8.877 871, Defendant's Claim Construction Brief, United
Sarvicas Automuobile Association v. Walls Fargo Bank, M.A., Civil Action No. 2:18-cv-
245, dated Aprii 25, 2019, 36 pgs.

F8 CBR2019-00004 Patent

—

No. 8,877,571, Patent Owner's Sur-Reply Brisf 1o Petitioner's

Reply Brisf o Patent Owner Preliminary Responss Pursuant to Authorization Provided
in Paper 14, dated Aprit 30, 2018, 7 pas.

Aprit 26, 2019, 18 pgs.

F9 LISAA's Reply to Claim Construction Brief, Uinited Services Automobile Asscciation v.
Wells Fargo Bank, N.A, Oivil Action Mo, 2:118-0v-245, dated May 2, 2018, 15 pgs.
F10 Plaintiff and Counterclaim Defendant’s Answer to Defendant and Counterclaims

Plaintif's Amended Answer, Affirmative Defenses, & Counterclaims, Unitad Services
Automobile Assoclation v. Wells Fargo Bank, NAL, Ol Action No. 2:18-¢v-366, datad

F11 USAA’s Reply Claim Construction Brief, {ktited Services Automobile Association v,
Walls Fargo Bank, NLA., Civil Action No. 2:18-cv-245, daled May 2, 2018, 227 pgs.
F12 Parties’ P.R. 4-5(D) Joint Claim Construction Chart, Linitad Services Automcbile
Association v. Wells Fargo Bark, NLA., Civit Action No. 2:18-cv-245, dated May 9, 2018,
&5 pgs.
Examiner Date
Signature /OJ0 O OYEBRISI/ Considered | 09/25/2012
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Information Disclosure Statement

Attorney Docket No. US-0152.09 |14538-649

F13 CBMZO19-00002 Paleni No. 8,818,090, Decision Denying Institution of Coversad
Business Method Patent Review 37 C.F.8. § 42.208, datad Al 28, 2018, 5 pos.

F14 CBR2G19-00003 Patent No. 2,338,517, Decision Denying Institution of Covered
Businass Method Patent Review 37 C.F.H. § 42 208, dated Juns 3, 2018, 28 pgs.

F15 CBM2ZE18-00004 Patent No. 8,877,571, Decision Denying Institution of Covered
Busirsss Method Paignt Review 37 C.F.R. § 42.208, dated May 15, 2019, 33 pgs.

F16 CBRZG19-00008 Patent No. 5,699,779, Decision Denying Institution of Covered
Business Method Patent Review 37 C.F R § 42.208, daled June 3, 2018, 27 pys.

F17 LISAA's Cpening Claim Conatruction Brief, filed in Civil Action Nog. 2:018-0OV-388,
daied May 17, 2018, 32 pys.

F18 Defendant’s Claim Construction Brief, filed in Civil Action No. 2118-CV-366, dated May
31, 2018, 111 pgs.

F19 Fairtiff's Notice of Filing Claim Corstruction Prasentation, filed in Civil Action No. 2:18-
CY-245, dated May 23, 2015, 106 pgs.

F20 PR2019-01081 Patent No. 8,336,517, Petition for Infer Paries Review of Claims 1, 5-
10, 12-14, 17-20 of US Patsni No. 8,336,517 dated Juns §, 2018, 78 nys.

F21 IPRZG12-0108Z Palent Mo, 8,277,571, Paeltition for fnfer Partes Review of Claims 113
Paient No. 8,336,517, dated June §, 2019, 75 pgs.

F22 iIPR2018-11083 Patent No. 8,688,779, Petition for Infer Partes Review of Ciaims 1-18
Patent No. 8,336,517, dated Juns 5, 20118, 74 pgs.

F23 Plaintifl’'s Notize of Decisions Denying Institution of Covered Businass Mathod Patent
Review, filed in Civil Action No. 2:18-0V-245, dated Juns 6, 2019, 61 ngs.

F24 Claim Construction Memorandum Opinion and Order, filad in Civi Action No. 2:18-CV-
245, daled Juns 13, 2018, 48 pos.

F25 Parties’' P.R.4-5(D} Joint Claim Construction Chart, filed in Civil Action No. 2:18-0V-245,
dated June 14, 2018, 28 pgs.

F26 Defendant's Claim Construction Brief, filed in Civii Action No. 2:18-CV-368, dated May
31, 2018, 28 pgs.

F27 USaA's Reply Claim Construction Brief, filed in Civil Action No. 2:18-CV-388, datad
Jung 7, 2019, 14 pus.

F28 Wells Fargo’s Objgclions to Magisiraie Judgs Payne’s Claim Construction
WMernorandum Opinion and Order, filed in Civil Action Mo, 2:18-0V-248, daled Juns 27,
2019, 7 pos.

F29 USAA's Oijsctions to Magistrale Judge Payne's Claim Construction Memorandum
Opinion and Order, filad In Civil Action No. 2:18-C¥-245, daied June 27, 2019, 6 pgs.

F30 Farties’ P.R. 4-5{D} Joint Claim Construction Ohart, filed in Oivil Action Mo, 2:18-CV-
356, dated June 18, 2018, 27 pos.

F31 IFR2019-00815, Invalidity Chart, uploaded on June 27, 2018, 94 pgs.

F32 IPHZGT2-00815, Uniled Serviges Automobils Association MUSAA™ s Patent Owner
Freliminary Besponse, dated June 27, 2613, 88 pys.

F33 IPR2018-00815, Supplemanial invalidity Chart, dated on Jung 27, 2013, 18 pgs.

F34 HPR2018-00815, Declaration of Matthew A Calman in Support of Patent Owner
Preliminary Response, dated June 27, 2013, 25 pgs.

F35 CBM 2019-00027, Dsclaration of Bharat Frasad, daied July 8, 2019, 32 pus.

F36 OBl 2019-00027, Patent Owner Preliminary Response and Exhibiis 2001-1042, daied
Jduly 8, 2018, 31 pgs.

F37 CBM 2019-00028, United Services Automobile Association ("USAA™Ys Patent Owner
Preliminary Besponse, dated July 8, 2018, 73 ngs.

F38 CBR2019-00028, Daclaration of Matthew A, Calman in Support of Patent Owner
Preliminary Responss, datsd July 8, 28 pgs.

F39 OBM2019-00028, Malykhina, Elena "Get Smart”, Copyright 2006 by Proliuest
informatiion and Learning Company, 8 pgs.

F40 CBMZO19-00028, Palm Treo 700W Smariphone manual, Copyright 2005 by Palm, Ing.,

86 pgs.

Examiner
Signature

/030 © OYERISI/

Date

Considered 09/25/2019
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Information Disclosure Statement

Attorney Docket No. US-0152.09 |14538-649

F41 CBMZ019-00028, 00000 C720w User Manual for Windows Mobile Smari Phone,
Copyright 2006, 352 pgs.

F42 CBR2G19-00028, "Smartsr Than Your Average Phone”, Copyright 2006 by Factiva, 4
Bgs.

F43 CBMZE18-00028, 64 Million Smart Phones Shipped Worldwide in 20087, Canalys
Newsroom, 2008, 3 pgs.

F44 CBM2018-00028, Nokia 9500 Communicator user Guids, Copyright 2006 by Nokia
Corporation, 112 pgs.

F45 CBM2019-00028, Robinaon, Daniel, “Client Week — Handsets advance al 3G8h”,
Copyright 2004 by VNU Business Publications L., 2 pgs.

F46 CBM2ZE18-00028, Burney, Brett "MacBook Pro with intel procsssor is fast, innovative”,
Copyright 2006 by Plain Daaler Publishing Co., 2 pgs.

F47 CBM2018-00028, 17-inch MacBook Pro User's Guide, Copyright 2008 by Apple
Computer, ine., 144 pos.

F48 CEMR2019-00028, Wong, May "HF unveils new mobile compulsrs”, Copyrighi 2008 by
The Buifalo News”, 2 pgs.

F49 CBMZ119-00028, Jewsil, Mark "Cell Phone Shipments Reach Record 20807, Copyright
2005 by Associaied Press, 1 g,

F50 CBM 2819-00028, Lawler, Ryan "Apple shows Intzi-based Macs, surge in revanue”,
Copyright 2006 by The Yomiuwd Shimbun, 2 pgs.

F51 CBM 2019-00028, Aspire 9800 Saries Usar Guide, Copyright 2006 by Acer
international, 122 pos.

F52 CBM 2019-00028, Deil XPS M1210 Owner's Manual, Copyright 2006 by Dell Ing,, 182
P45,

F53 CBRM 2019-00028, Esiridge, Bonnis “is your phone smart enough?: The senes that cuts
through the fechnobabbls to bring you the best advice on the latest gadgets”™, Coyright
2006 by XPRESS — At MNer Media, 3 pgs.

F54 CBM 2019-00028, "Motorola, Palm collaborats on smart phone”, Copyright 2000 by
Crain Communications, inc., 1 pg.

F55 CBM 2019-00028, Nasaw, Danigl "Viruses Pose threat to ‘Smart” Celiphones —
Computer Programs Couid Crippis Devices and Shut Down Wireless Networks”,
Copyright 2004 by Facliva, 2 pgs.

F56 CBRM 2019-00028, Seitz, Palrick “Mulifunction Trand Shaking Up The Handheld Device
industry; Solid Sales Expected in 2004, PDA, handse!, camera - gne single, small
product can fil a variely of roles”, Copyright 2004 Investor's Business Daily, ne., 3 pgs.

F57 Microsolt Mobile Devigas Buver's Guide, 2002, 4 pgs.

F58 Microsoft Mobiia Devices Smariphone, 2003, 2 pgs.

F59 Plaintiff’'s Notice of Decision Denying Institution of Covered Business Method Patent
Review, filed it Civil Action No. 2:18-0V-245, dated May 15, 2019, 36 pgs.

F60 Defendant's Clamm Construction Brief, filed in Civil Action Mo, 2:18-CV-388, dated Jung
24, 2013, 28 pos.

F61 CBM2019-00028, United Services Automobile Association (USAA)’'s Patent Owner
Preliminary Response, dated July 17, 2019, 76 pgs.

F62 CBMZ9-0002%, Declaration of Matthew A, Calman in Support of Patant Owner
Preliminary Response, daled July 17 20618, 28 pgs.

F63 CRM2019-00023, Defendant’s Olaim Construction Brig, filed in Civil Action Na. 2:18-
CV-386, daled May 31, 2019, 28 pgs.

F64 CBMR2019-00028, Palenchar, Joseph, "PDA Phone Adds WiF: VoIP, Turm-By-Turn GPS
Navigation”, Copyright 2006 by Reed Business Information, 2 pos.

F65 CBMZ9-0002%, HP User Guide, Additional Product Information, Copyright 2006 by
Hewislt-Packard Deveicpment Company, L.P., 204 pgs.

F66 CBM2019-00023, Pockat PC User Manual, Version 1, dated May 2006 by Microsoft,
225 pus.

Examiner Date
Signature /030 O OYEBISI/ Considered | 09/25/2019
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Application No. 16/025,701 Attorney Docket No. US-0152.09 |14538-649

F67 CBMZO19-00028, “Dynamisim.com: Take tomorrow's tech home today with
Dynamism.com: Latest gadgets merge naxt genegralion [schnology with high sivis
gesign”, Copyright 2006 Normans Media Limited, 2 pys.

F68 IPR2019-00815, Federal Reserve Financial Services Retired: DSTU X9.37-2003,
“Specifications for Electronic Exchange of Check and Image Data, Copyright 2006 by
Accredited Standards Committee X9, Inc., dated March 31, 2003, 157 pgs.

F69 IPR2019-01081, Declaration of Peter Alexander, Ph.D, dated June 5, 2019, 135 pgs.

1. PRIORITY INFORMATION:

[] This application claims priority under 35 USC §120 to the following United States patent
application(s): . In accordance with 37 CFR §1.98(d), copies of the references cited
herein which were submitted to, or cited by, the office, in compliance with 37 CFR §1.98(a)-(c) in the earlier
application are not provided herewith. The Examiner is directed to those references cited in all Information
Disclosure Statements filed in the priority United States patent application(s) cited above in addition to the
references cited herein.

2. CERTIFICATIONS: (CHECK ALL THAT APPLY)
A. Certifications For 37 CFR §1.97(c) or 37 CFR §1.97(d):

] Applicant hereby certifies pursuant to 37 CFR §1.97(e)(1) that each item of information in this Information
Disclosure Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure Statement.

X Applicant hereby certifies pursuant to 37 CFR §1.97(e)(2) that no item of information contained in this
Information Disclosure Statement was cited in a communication from a foreign patent office in a counterpart
foreign application, and, to the knowledge of the undersigned after making reasonable inquiry, no item of
information contained in this Statement was known to any individual designated in 37 CFR §1.56(c), more
than three months prior to the filing of this Information Disclosure Statement.

For Patent Term Adjustment Purposes:

[ For purposes of 37 CFR §1.704(d)(i) or 37 CFR §1.704(d)(ii), Applicant is hereby submitting concurrently
with this Information Disclosure Statement a completed Form PTO/SB/133 that certifies that each item of
information contained in this Information Disclosure Statement was first cited in any communication from
a patent office in a counterpart foreign or international application or from the Office or is a communication
that was issued by a patent office in a counterpart foreign or international application or by the Office, and
that this communication was not received by any individual designated in 37 CFR §1.56(c) more than thirty
days prior to the filing of this Information Disclosure Statement.

3. FEE INFORMATION: (CHECK IF FEE REQUIRED)

X Applicant has calculated a processing fee in the amount of $240 (large entity) to be due under 37 CFR
§1.17(p) in connection with the filing of this Information Disclosure Statement. Applicant authorizes
charging the fee to Deposit Account 50-4184.

The Director is hereby authorized to charge any fee deficiency associated with the filing of this Information
Disclosure Statement to Deposit Account 50-4184.

Pursuant to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and (c), either
English language abstracts, partial translations, or full translations are included for patent documents which are
not in English for the express purpose of providing a concise explanation of the references to the Patent and
Trademark Office with the opportunity to evaluate the same. Applicant respectfully requests the Examiner's
consideration of the above reference(s) and entry thereof into the record of this application.

Examiner Date
Signature /OJ0 © OYEBISZI/ Considered 08/25/2019
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Information Disclosure Statement
Application No. 16/025,701 Attorney Docket No. US-0152.09 |14538-649
By submitting this Statement, Applicant is attempting to fully comply with the duty of candor and good faith
mandated by 37 CFR §1.56. As such, this Statement is not intended to constitute an admission that any of the

enclosed references, or other information referred to therein, constitutes “prior art” or is otherwise “material to
patentability,” as that phrase is defined in 37 CFR §1.56(a).

Respectfully submitted,

July 25, 2019 /Kent E. Genin/
Date Kent E. Genin (Reg. No. 37,834)
Examiner Date
Signature /OJO O QYEBISI/ Considered 09f25f201§
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CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark \\\
\
Date: April 30, 2019 Name: Peter S. Lee (Reg. No. 64,728) \

Signature: /Peter S. Lee/

N
\ \\\\QQ\

APPLICANT

SUPPLEMENTAL INFORMATION
DISCLOSURE STATEMENT BY

(Not for submission under 37 CFR 1.99)

Application Number 16/025,701

Filing Date July 2, 2018

First Named Inventor | Charles Lee Oakes

Art Unit 3697

Confirmation Number | 8845

Examiner Name Ojo O. Oyebisi

Attorney Docket No. US-0152.09 | 14538-649

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

US PATENT REFERENCES

EXAMINER
INITIAL D oo ot iy DATE NAME
E1 US 4,027,142 05/3/1977 Paup et al.
E2 US 4,417,136 11/22/1983 Rushby et al.
E3 US 5,187,750 02/16/1993 Behera
E4 US 5,237,158 08/17/1993 Kern et al.
E5 UsS 5,530,773 06/25/1996 Thompson
E6 US 6,149,056 11/21/2000 Stinson et al.
E7 US 6,351,553 02/26/2002 Hayosh
E8 US 6,574,377 B1 06/03/2003 Cahill et al.
E9 US 6,760,470 B1 07/06/2004 Bogosian et al.
E10 Us 7,027,171 B1 04/11/206 Watanabe
E11 US 7,028,886 B1 04/18/2006 Maloney
E12 US 7,935,441 B2 05/03/2011 Tononishi
E13 US 10,181,087 B1 01/15/2019 Danko
E14 US 10,235,660 B1 03/19/2019 Bueche, Jr. et al.
E15 US 2002/0152170 A1 10/17/2002 Dutta
E16 US 2003/0018897 A1 01/23/2003 Bellis, Jr. et al.
E17 US 2003/0200107 A1 10/23/2003 Allen et al.
E18 US 2004/0017482 A1 01/29/2004 Weitman
E19 US 2004/0201741 A1 10/14/2004 Ban
E20 US 2005/0015342 A1 01/20/2005 Murata et al.
E21 US 2006/0015450 a1 01/19/2006 Guck et al.
E22 US 2006/0045379 A1 03/02/2006 Heaney, Jr. et al.
E23 US 2006/0202014 A1 09/14/2006 VanKirk et al.
E24 US 2008/0065524 A1 03/13/2008 Matthews et al.
E25 US 2008/0071679 A1 03/20/2008 Foley
E26 US 2008/0097907 A1 04/24/2008 Till et al.
E27 US 2013/0198071 A1 08/01/2013 Jurss
E28 US 2013/0297353 A1 11/07/2013 Strange
E29 US 2014/0067661 A1 03/06/2014 Elischer
E30 US 2015/0090782 A1 04/02/2015 Dent
Examiner Date 09/25/2019
Signature /030 0 OYEBRISI/ Considered 125/

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED
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Application No. 16/025,701

Information Disclosure Statement
Attorney Docket No. US-0152.09 | 14538-649

FOREIGN PATENT REFERENCES

EXAMINER TRANSLATION
INITIAL Do o v DATE COUNTRY | "V&sbrvo
E31 WO 01/61436 A2 08/23/2001 WIPO
E32 WO 2006/086768 A2 08/17/2006 WIPO
OTHER ART - NON PATENT LITERATURE DOCUMENTS
EXAMINER Include name of author, title of the article (when a_ppropriate), title of th(_a item (pook, magazine, journal, serial,
symposium, catalog, etc.), date, page(s}), volume-issue number(s), publisher, city and/or country where
INITIAL | published.
E33 Patent Disclaimer for US Patent No, 8,699,779, filed on March 4, 2019, 2 pgs.
E34 Patent Disclaimer for US Patent No, 8,977,571, filed on February 20, 2019, 2 pgs.
E35 Patent Disclaimer for US Patent No, 9,336,517, filed on March 4, 2019, 2 pgs.
E36 Patent Disclaimer for US Patent No, 9,818,090, filed on February 20, 2019, 2 pgs.
E37 CRMZOTS-00002 Patent No. £,818,080, Uniled Services Autornobile Association
{USAAYs Patent Owner Prefiminary Response, dated February 20, 2018, 75 pgs.
E38 CBM2018-00002 Patent No. 5,813,080, Declaragtion of Tim Crews In Suppoit of Patent
Owner Preliminary Responss, dated February 28, 3018, 8 ngs.
E39 CEM2O18-00002 Palent No. 818,080, Declaration of Matthew Calman in Support of
Fatent Owner Preliminary Reaponng dated February 20, 2018, 14 pas.
E40 CBM2O18-00002 Patent No. $,818,080, Katie Knight Videotape Depuosition Transoript,
dated February 8, 2618, 27 pgs.
E41 CBMZO18-00002 Patent No. 8,818,080, Peler Alexander, Ph.B, Oral and Videotapead
Deposition, dated January 28, ?aw 27 pgs.
E42 CBMEOT-00002 Patent No, 8,818,080, Uniled Services Automobile Associalion
{USAAYs Updated Exhibit List, dafed Mareh 158, 2018, 8 pgs.
E43 CEM2010-00003 Patent No. 8,338 817, United Services Automahile Associalion
{USAAYs Patent Owner Preliminary Response, dated March 4, 2018, 81 pgs
E44 CBM2014-00003 Patent Nao. 8,898,779, Declaration of Matthew Calman in Support of
Fatent Owner Preliminary Response, dated March 4, 218, 15 pgs.
E45 CBMEOTS-00003 Palent No. 338,517, Katlie Knight Videolape Deposition Transoripl,
dated February 8, 2018, 27 pgs.
E46 CSM“MG U002 Patent No. 8,338,817, Peter Alexander, PR.D., Oral and Videotaped
seposition, dated January 23, 2018, &7 pgs.
E47 o 5-‘%?\;?2(3?% GO003 Fatent No. 8,338,517, United Services Aulomebile Association
{USAAYs Updated Exhibit List Pursuant to 37 CFR 42 83(e), dated March 19, 2019, 8
Bgs.
E48 CBMZO18-00003 Patent No. 8,338,517, Petilioner's Reply Briefto Patent Owner
Prefiminary Response Pursuant o Auihowzwor Frovided in Paper No. 14, dated Apr
10, 2018, 10 pgs.
E49 CEBM2018-00004 Patent No. 8,877,571, Declaration of Tim Crews In Support of Palent
Owner Preliminary Responss, dated February 20, 3018, 8 pgs.
E50 CBM2019-00004 Fatent No. 8.877.571, United Services Automiobile Associal EGE‘
{USBAAYs Fatent Owner Praliminary Rasponss, datad February 20, 2018, 88
E51 CEM2018-00004 Patent No. 8,877,571, Declaration of Matthew Calman in uppaﬁ of
Patent Owner Freliminary Response, dated February 20, 2018, 14 pgs.
E52 CBM2019-00004 FPatent Na. 8 877,571, United Services Automobile Association
LUISAAYs Updated Exhibit List Pursua Tt to 37 OFR 43 3{e), dated March 19, 2019, 8
DgS.
E53 CBM2019-00005 Fatert No. 8,828,778, Unitad Services Automobile Association’s
{USAAYs Fatent Owner Praliminary Response, dated March 4, 2018, 103 pgs.
E54 CREM2010-00008 Patent No. 8,888,779, Katie Knight Vsdnuiape @epmmm Transoript,
dated Febroary 8 2018, 2¥ pgs
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E55 CBM2019-00005 Faternt Mo, 8§ 888,778 Matthew A. Calman Declaration, dated March
4, 2019, 15 pgs.

E56 CRM2010-00008 Patent No. 8,888,779 Peter Alexander, Ph.D, ) Oral and Videotaped
Daposition, dated January 23, 2018, 27 pgs.

E57 CHEM2018-00027 Palent No. 8,224,138 Dedlaration of Peler Alexander, Ph.D. | dated
March 28, 2018, 147 pgs.

E58 CBM2019-00027 Patent No. 9,224,136 Petition For Covered Business Method Review
of Claims 1-3, 5-9, 11-16 and 18 of US Patent No, 9,224,136, dated March 28, 2019,
93 pgs.

E59 CBM2019-00027 Patent No. 9,224,136 Notice of Filing Date Accorded to Petition and
Time for Filing Patent Owner Preliminary Response, dated April 8, 2019, 3 pgs.

E60 CBM2019-00028 Fatent Mo, 10,013,851, Plaintiff United Services Automobiles
Association (USAA} Preliminary Claim Constructions And Extrinsic Evidencs, dated
March 15, 2018, 74 pgs.

E61 CBM2OTS-GU028 Patent No. 18,013,881, Declaration of Peter Alexander, Ph.DD,, dated
March 28, 2018, 84 pgs.

E62 CBM2019-00028 Patent No. 10,013,681, Petition For Covered Business Method
Review of Claims 1-30 of US Patent No, 10,013,681, dated March 28, 2019, 99 pgs.

E63 CBM2019-00028 Patent No. 10,013,681, Petitioner's Updated Exhibit List (as of April
1, 2019) for US Patent No, 10,013,681, dated April 1, 2019, 5 pgs.

E64 CBM2019-00028 Patent No. 10,013,681, Notice of Filing Date Accorded To Petition
and Time For Filing Patent owner Preliminary Response for US Patent No, 10,013,681,
dated April 8, 2019, 3 pgs.

E65 CRM2018-00028 Patent No. 10,013,805, Declaration of Peter Alexander, Ph.D., dated
March 28, 201%, 78 pgs.

E66 CBM2019-00029 Patent No. 10,013,605, Petition For Covered Business Method
Review of Claims 1-3, 5-14, 16-29 of US Patent No, 10,013,605, dated March 28,
2019, 88 pgs.

E67 CBM2019-00029 Patent No. 10,013,805, Plaintiff United Services Aulomebile
Assooiation USAA) Preliminary Claim Conslructions And Exbrinsic Evidence, daied
March 15, 2018, 74 pgs.

E68 IPR2019-00815 Fatent No. 8,818,080, Petition For Inter Parties Review of Claims 109
of U.S. Patent No. 9,818,090, dated March 20, 2019, 56 pgs.

E69 IPR2019-00815 Fatent Mo, 8,818,088, Declaration of Peter Alexander, PhD. as filed in
the IPR on March 20, 2019, 99 pgs.

E70 IPR2019-00815 Patent No. 9,818,888, Notice of Filing Date Accorded to Petition and
Time for Filing Patent Owner Preliminary Response, dated March 27, 2019, 5 pgs.

E71 IPR2019-00815 Fatent No. 8,818,088, Exhibit B Proposed Claim Constructions for the
‘571, ‘090, ‘779 and ‘517 Patents, filed on 2/28/19, 10 pgs,

E72 ABA Routing System Transit Number, Wikipedia, dated Sept. 27, 2006, 3pgs.

E73 Accredited Standards Committee Technical Report TR 33-2006, dated August 28,
2006, 75 pgs.

E74 ANS X9.100-140-2004, “Specification for an Image Replacement document — IRD”,
American Standard for Financial Services, Oct. 1, 2004, 15 pgs.

E75 ANSI News, “Check 21 Goes Into Effect October 28, 2004, dated October 25, 2004,

1 pg.

E76 ANSI, “Return Reasons for Check Image Exchange of IRDS”, dated May 6, 2016, 23
pgs.

E77 ANSI, “Specifications For Electronic Exchange of Check and Image Data”, dated July
11, 2006, 230 pgs.

E78 ANSI X9.7-1999(R2007), “Bank Check Background and Convenience Amount Field
Specification, dated July 11, 2007, 86 pgs.
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E79 ASCX9, “Specification for Electronic Exchange of Check and Image Data”, date March
31, 2003. 156 pgs.
E80 Bankers' Hofline, “Training Page: Learmning the Bank Numbering Systam”, Copyright
2004, 2 pas.
E81 Braindar Validation Algorithms, archived on March 18, 2018 from Braindar.com, 2 pgs
E82 Canon White Paper, "Two Words Every Business Should Know- Remote Deposit’,
dated 3008, 7 pgs.
E83 CEBR onling, "Diehold launches ATM ¢« 'if\%ﬁ»i*my fechnaology”, Oclober 4, 2007, 5 pys.
E84 Chey fnformation E{“:"'asﬁeiegy White Paper, “Teller Scanner Performances and Scanner
Design: Camera Fosition Relative 1o the Feeder dated 2005, 7 pgs.
E85 De Jesus, Angie et al., “Distributed Check Processmg In a Check 21 Environment”,
dated November, 2004, 22 pgs.
E86 Federal Reserve Adoption of DSTU X9.37-2003, “Image Cash Letter Customer
Documentation Version 1.8, dated October 1, 2008, 48 pgs.
E87 Figlding, R, et al, "RFC-2618 -~ '*;‘ypuh:xi Transfer Protocol”, Nebwork Working Group,
The Inteme ‘;&»chew copyright 1988, 177 pas.
E88 Hill, Simon, “From J-Fhone to Lumina 1020 A Complete History of the Camera
Pbene datad August 11, 2013, 18 pgs.
E89 instrument - Definition from the Ms_%.rr iam-Webster Onling Dictionary, dated March 2,
2018, 1 pg.
E90 instrument ~ Definition of instrument from the Oxdord Biclionaries British & World
Englishy, dated July 2, 2017, 44 pas.
E91 iPhone Application Frogramming Guide Device Suppord, dated Aprdl 28, 2008, 7 pas.
E92 iPhone Anncunces the New iPhone 3gs — The Fastest, Most Powerful iPheone Yet,
Prass Release dated Jun 8, 2008, 4 pgs.
E93 Kigin, Roben, Financial Senvicss Technology, “Image Quality and Usabilily Assuranos:
Fhase 1 Projeot’, dated July 23, 2004, 87 pas.
E94 Lange, Bill, "Combining Remote Caplure and IRD Printing, A Chaok 21 Strategy For
Comnunity and Regional Banks’, dated 20605, 28 pgs.
E95 Lee, Joanne, "Maoblie Check L}epomto Pro Tips to Ensure They Go Smooihly”, dated
Fabruary 1'13, 2018, 8 pygs.
E96 Meara, Bob, “State of Remote Deposit Capture 2015 Mobils is the New Scanner”,
Dated May 26, 2315, oblained from the Internet at;
hitps. Ay celent convinsinhis/B7842987 . 3 pgs.
E97 Meara, Bob, “State of Remote Deposit Caplure 2015 Maobils Is the New Scanney”,
dated May 2015, 58 pos.
E98 Mearg, Bob "USAA’s Mobile Remole Deposit Caplure”, Dated Jung 26, 2008, & pgs.
E99 Milsk’s Mobile Deposii Processes More Than Twe Billion Checks, $1.5 Thiliion in
Cumulative Check Value, daled March 18, 2018, 2 pgs.
E100 Mitek, “Video Release — Mitek MiSnap ™ Mobile Auto Capture Improves Mobile
Deposit® User Experience at Ten Financial Institutions”, dated July 15, 2014, 2 pgs.
E101 NCR, “Mobile Remote Deposit Capture (RDC), copyright 2011, 8 pgs.
E102 Nokia N80 Review Digial Trends, dated February 11, 2018, obiained from the Inlemet
at: hitps e digitalirends. comicell-phone-reviewsnokia-nbl-review!, 11 pgs.
E103 Nokia N95 8GB User Guide, copyright 2009, (from the Wells Fargo Bank, N.A.
IPR2019-00815, filed on March 20, 2019), Part 1 of 3, 67 pgs.
E104 Nokia N95 8GB User Guide, copyright 2009, (from the Wells Fargo Bank, N.A.
IPR2019-00815, filed on March 20, 2019), Part 2 of 3, 60gs.
E105 Nokia N95 8GB User Guide, copyright 2009, (from the Wells Fargo Bank, N.A.
IPR2019-00815, filed on March 20, 2019), Part 3 of 3, 53 pgs.
E106 Fatel, Kunur, Ad Age, "How Mobile Technology s Changing Bankings Fulure”, dated
September 21, 2008, 3 pos.
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E107 Remole Deposit Caplure Basic Reguirements, daled August 32, 2008, 1 pg.

E108 Ramaote Deposit Caplure.com Scanner Matrpy dated October 21, 3011, 3 pgs.

E109 Rowles, Tony, “USAA-v. Wells Fargo No. 2:16-cv-245-JRGL e-mail correspondence
dated January 24, 2019, 2 pgs.

E110 Sechrest, Stuart et al., “Windows XP Performance”, Microsoft, dated 6/1/2001, 20 pgs.

E111 Spenser, Harvey, “While Paper Check 21 Controlling Image Quality At The Point of
Caplure”, dated 2004, 7 pgs.

E112 Timothy R. Crews list of Patents, printed from the United States Patent and Trademark
Office on Feb. 13, 2019, 7 pgs.

E113 Van Dyke, Jim, "2017 Mitek Mobile Depostt Benchmark Repont®, copyright 2017, 80
0as.

E114 WAUSALL “Understanding Image Quality & Usability Within a New Environment”,
copyright 2018, 1 pg.

E115 Whitney, Sleve et al, "A Framework For Exchanging Iimage Relums®, dated July 2001,
128 pgs.

1. PRIORITY INFORMATION:

[0 This application claims priority under 35 USC §120 to the following United States patent
application(s): . In accordance with 37 CFR §1.98(d), copies of the references cited
herein which were submitted to, or cited by, the office, in compliance with 37 CFR §1.98(a)-(c) in the earlier
application are not provided herewith. The Examiner is directed to those references cited in all Information
Disclosure Statements filed in the priority United States patent application(s) cited above in addition to the
references cited herein.

2. CERTIFICATIONS: (CHECK ALL THAT APPLY)
A. Certifications For 37 CFR §1.97(c) or 37 CFR §1.97(d):

[0 Applicant hereby certifies pursuant to 37 CFR §1.97(e)(1) that each item of information in this Information
Disclosure Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure Statement.

X Applicant hereby certifies pursuant to 37 CFR §1.97(e)(2) that no item of information contained in this
Information Disclosure Statement was cited in a communication from a foreign patent office in a counterpart
foreign application, and, to the knowledge of the undersigned after making reasonable inquiry, no item of
information contained in this Statement was known to any individual designated in 37 CFR §1.56(c), more
than three months prior to the filing of this Information Disclosure Statement.

w

For Patent Term Adjustment Purposes:

] For purposes of 37 CFR §1.704(d)(i) or 37 CFR §1.704(d)(ii), Applicant hereby certifies that each item of
information contained in this Information Disclosure Statement was first cited in any communication from
a patent office in a counterpart foreign or international application or from the Office or is a communication
that was issued by a patent office in a counterpart foreign or international application or by the Office, and
that this communication was not received by any individual designated in 37 CFR §1.56(c) more than thirty
days prior to the filing of this Information Disclosure Statement.

3. FEE INFORMATION: (CHECK IF FEE REQUIRED)

X Applicant has calculated a processing fee in the amount of $ 240.00 (Large entity) to be due under 37 CFR
§1.17(p) in connection with the filing of this Information Disclosure Statement. Applicant authorizes
charging the fee to Deposit Account. 50-4184.
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The Director is hereby authorized to charge any fee deficiency associated with the filing of this Information
Disclosure Statement to Deposit Account 50-4184.

Pursuant to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and (c), either
English language abstracts, partial translations, or full translations are included for patent documents which are
not in English for the express purpose of providing a concise explanation of the references to the Patent and
Trademark Office with the opportunity to evaluate the same. Applicant respectfully requests the Examiner's
consideration of the above reference(s) and entry thereof into the record of this application.

By submitting this Statement, Applicant is attempting to fully comply with the duty of candor and good faith
mandated by 37 CFR §1.56. As such, this Statement is not intended to constitute an admission that any of the
enclosed references, or other information referred to therein, constitutes “prior art” or is otherwise “material to
patentability,” as that phrase is defined in 37 CFR §1.56(a).

Respectfully submitted,

April 30, 2019 /Peter S. Lee/
Date Peter S. Lee (Reg. No. 64,728)
Examiner Date
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Signature Considered /25/
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /0.0.0/ Page60of6

Page 922 of 1587



| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark Office,
Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Name: Kent E. Genin (Reg. No. 37,834)

Date: July 25,2019

CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8 AR

Signature: /Kent E. Genin/
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Application Number 16/025,701

Filing Date July 2, 2018

First Named Inventor | Charles Lee Oakes

Art Unit 3697

Confirmation Number | 8845

Examiner Name Ojo O. Oyebisi

Attorney Docket No. US-0152.09 (14538-649)

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

US PATENT REFERENCES

EXAMINER
INITIAL

DOCUMENT NUMBER

Number-Kind Code (if known)

DATE NAME

F1

US 7,793,833 B2 09/14/2010 Yoon et al.

F2

US 10,325,420 B1 06/18/2019 Moon

F3

US 10,354,235 B1 07/16/2019 Medina

F4

US 2006/0221198 A1 10/05/2006 Fry et al.

FOREIGN PATENT REFERENCES

EXAMINER
INITIAL

TRANSLATION
YES OR NO

DOCUMENT NUMBER

Number-Kind Code (if known)

DATE COUNTRY

F5

EP 1855459 A2 05/10/2007 Europe

OTHER ART — NON PATENT LITERATURE DOCUMENTS

EXAMINER
INITIAL

Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal, serial,
symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where published.

F6

CEMR2019-00005 Patent No. 8,683,774, Patent Owner's Sur-Reply Brisl io Pelifioners
Feply Brist {o Patent Owner Preliminary Responss Pursuant to Authorization Provided
it Paper No. 15, daled May 1, 2019, 7 pgs.

F7

CBMZ{13-00004 Patent No. 8.877 871, Defendant's Claim Construction Brief, United
Sarvicas Automuobile Association v. Walls Fargo Bank, M.A., Civil Action No. 2:18-cv-
245, dated Aprii 25, 2019, 36 pgs.

F8

CBM2019-00004 Patent No. 8,977,571, Patent Owner's Sur-Reply Brisf 1o Pelitionar’s
Reply Brisf o Patent Owner Preliminary Responss Pursuant to Authorization Provided
in Paper 14, dated Aprit 30, 2018, 7 pas.

F9

LISAA's Reply to Claim Construction Brief, Uinited Services Automobile Asscciation v.
Wells Fargo Bank, N.A., Civil Action No. 2:18-0v-245, dated May 2, 2019, 15 pgs.

F10

Plaintiff and Counterclaim Defendant’s Answer to Defendant and Counterclaims
Plaintif's Amended Answer, Affirmative Defenses, & Counterclaims, Unitad Services
Automobile Assoclation v. Wells Fargo Bank, NAL, Ol Action No. 2:18-¢v-366, datad
April 26, 2019, 18 pgs.

F11

USAA’s Reply Claim Construction Brief, {ktited Services Automobile Association v,
Walls Fargo Bank, NLA., Civil Action No. 2:18-cv-245, daled May 2, 2018, 227 pgs.

F12

Parties’ P.R. 4-5(D) Joint Claim Construction Chart, Linited Services Automobile
Association v. Wells Fargo Bark, NLA., Civit Action No. 2:18-cv-245, dated May 9, 2018,
o5

3 DUS.
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F13 CBMZO19-00002 Paleni No. 8,818,090, Decision Denying Institution of Coversad
Business Method Patent Review 37 C.F.8. § 42.208, datad Al 28, 2018, 5 pos.

F14 CBR2G19-00003 Patent No. 2,338,517, Decision Denying Institution of Covered
Businass Method Patent Review 37 C.F.H. § 42 208, dated Juns 3, 2018, 28 pgs.

F15 CBM2ZE18-00004 Patent No. 8,877,571, Decision Denying Institution of Covered
Busirsss Method Paignt Review 37 C.F.R. § 42.208, dated May 15, 2019, 33 pgs.

F16 CBRZG19-00008 Patent No. 5,699,779, Decision Denying Institution of Covered
Business Method Patent Review 37 C.F R § 42.208, daled June 3, 2018, 27 pys.

F17 LISAA's Cpening Claim Conatruction Brief, filed in Civil Action Nog. 2:018-0OV-388,
daied May 17, 2018, 32 pys.

F18 Defendant’s Claim Construction Brief, filed in Civil Action No. 2118-CV-366, dated May
31, 2018, 111 pgs.

F19 Fairtiff's Notice of Filing Claim Corstruction Prasentation, filed in Civil Action No. 2:18-
CY-245, dated May 23, 2015, 106 pgs.

F20 PR2019-01081 Patent No. 8,336,517, Petition for Infer Paries Review of Claims 1, 5-
10, 12-14, 17-20 of US Patsni No. 8,336,517 dated Juns §, 2018, 78 nys.

F21 IPRZG12-0108Z Palent Mo, 8,277,571, Paeltition for fnfer Partes Review of Claims 113
Paient No. 8,336,517, dated June §, 2019, 75 pgs.

F22 iIPR2018-11083 Patent No. 8,688,779, Petition for Infer Partes Review of Ciaims 1-18
Patent No. 8,336,517, dated Juns 5, 20118, 74 pgs.

F23 Plaintifl’'s Notize of Decisions Denying Institution of Covered Businass Mathod Patent
Review, filed in Civil Action No. 2:18-0V-245, dated Juns 6, 2019, 61 ngs.

F24 Claim Construction Memorandum Opinion and Order, filad in Civi Action No. 2:18-CV-
245, daled Juns 13, 2018, 48 pos.

F25 Parties’' P.R.4-5(D} Joint Claim Construction Chart, filed in Civil Action No. 2:18-0V-245,
dated June 14, 2018, 28 pgs.

F26 Defendant's Claim Construction Brief, filed in Civii Action No. 2:18-CV-368, dated May
31, 2018, 28 pgs.

F27 USaA's Reply Claim Construction Brief, filed in Civil Action No. 2:18-CV-388, datad
Jung 7, 2019, 14 pus.

F28 Wells Fargo’s Objgclions to Magisiraie Judgs Payne’s Claim Construction
WMernorandum Opinion and Order, filed in Civil Action Mo, 2:18-0V-248, daled Juns 27,
2019, 7 pos.

F29 USAA's Oijsctions to Magistrale Judge Payne's Claim Construction Memorandum
Opinion and Order, filad In Civil Action No. 2:18-C¥-245, daied June 27, 2019, 6 pgs.

F30 Farties’ P.R. 4-5{D} Joint Claim Construction Ohart, filed in Oivil Action Mo, 2:18-CV-
356, dated June 18, 2018, 27 pos.

F31 IFR2019-00815, Invalidity Chart, uploaded on June 27, 2018, 94 pgs.

F32 IPHZGT2-00815, Uniled Serviges Automobils Association MUSAA™ s Patent Owner
Freliminary Besponse, dated June 27, 2613, 88 pys.

F33 IPR2018-00815, Supplemanial invalidity Chart, dated on Jung 27, 2013, 18 pgs.

F34 HPR2018-00815, Declaration of Matthew A Calman in Support of Patent Owner
Preliminary Response, dated June 27, 2013, 25 pgs.

F35 CBM 2019-00027, Dsclaration of Bharat Frasad, daied July 8, 2019, 32 pus.

F36 OBl 2019-00027, Patent Owner Preliminary Response and Exhibiis 2001-1042, daied
Jduly 8, 2018, 31 pgs.

F37 CBM 2019-00028, United Services Automobile Association ("USAA™Ys Patent Owner
Preliminary Besponse, dated July 8, 2018, 73 ngs.

F38 CBR2019-00028, Daclaration of Matthew A, Calman in Support of Patent Owner
Preliminary Responss, datsd July 8, 28 pgs.

F39 OBM2019-00028, Malykhina, Elena "Get Smart”, Copyright 2006 by Proliuest
informatiion and Learning Company, 8 pgs.

F40 CBMZO19-00028, Palm Treo 700W Smariphone manual, Copyright 2005 by Palm, Ing.,

86 pgs.
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F41 CBMZ019-00028, 00000 C720w User Manual for Windows Mobile Smari Phone,
Copyright 2006, 352 pgs.

F42 CBR2G19-00028, "Smartsr Than Your Average Phone”, Copyright 2006 by Factiva, 4
Bgs.

F43 CBMZE18-00028, 64 Million Smart Phones Shipped Worldwide in 20087, Canalys
Newsroom, 2008, 3 pgs.

F44 CBM2018-00028, Nokia 9500 Communicator user Guids, Copyright 2006 by Nokia
Corporation, 112 pgs.

F45 CBM2019-00028, Robinaon, Daniel, “Client Week — Handsets advance al 3G8h”,
Copyright 2004 by VNU Business Publications L., 2 pgs.

F46 CBM2ZE18-00028, Burney, Brett "MacBook Pro with intel procsssor is fast, innovative”,
Copyright 2006 by Plain Daaler Publishing Co., 2 pgs.

F47 CBM2018-00028, 17-inch MacBook Pro User's Guide, Copyright 2008 by Apple
Computer, ine., 144 pos.

F48 CEMR2019-00028, Wong, May "HF unveils new mobile compulsrs”, Copyrighi 2008 by
The Buifalo News”, 2 pgs.

F49 CBMZ119-00028, Jewsil, Mark "Cell Phone Shipments Reach Record 20807, Copyright
2005 by Associaied Press, 1 g,

F50 CBM 2819-00028, Lawler, Ryan "Apple shows Intzi-based Macs, surge in revanue”,
Copyright 2006 by The Yomiuwd Shimbun, 2 pgs.

F51 CBM 2019-00028, Aspire 9800 Saries Usar Guide, Copyright 2006 by Acer
international, 122 pos.

F52 CBM 2019-00028, Deil XPS M1210 Owner's Manual, Copyright 2006 by Dell Ing,, 182
P45,

F53 CBRM 2019-00028, Esiridge, Bonnis “is your phone smart enough?: The senes that cuts
through the fechnobabbls to bring you the best advice on the latest gadgets”™, Coyright
2006 by XPRESS — At MNer Media, 3 pgs.

F54 CBM 2019-00028, "Motorola, Palm collaborats on smart phone”, Copyright 2000 by
Crain Communications, inc., 1 pg.

F55 CBM 2019-00028, Nasaw, Danigl "Viruses Pose threat to ‘Smart” Celiphones —
Computer Programs Couid Crippis Devices and Shut Down Wireless Networks”,
Copyright 2004 by Facliva, 2 pgs.

F56 CBRM 2019-00028, Seitz, Palrick “Mulifunction Trand Shaking Up The Handheld Device
industry; Solid Sales Expected in 2004, PDA, handse!, camera - gne single, small
product can fil a variely of roles”, Copyright 2004 Investor's Business Daily, ne., 3 pgs.

F57 Microsolt Mobile Devigas Buver's Guide, 2002, 4 pgs.

F58 Microsoft Mobiia Devices Smariphone, 2003, 2 pgs.

F59 Plaintiff’'s Notice of Decision Denying Institution of Covered Business Method Patent
Review, filed it Civil Action No. 2:18-0V-245, dated May 15, 2019, 36 pgs.

F60 Defendant's Clamm Construction Brief, filed in Civil Action Mo, 2:18-CV-388, dated Jung
24, 2013, 28 pos.

F61 CBM2019-00028, United Services Automobile Association (USAA)’'s Patent Owner
Preliminary Response, dated July 17, 2019, 76 pgs.

F62 CBMZ9-0002%, Declaration of Matthew A, Calman in Support of Patant Owner
Preliminary Response, daled July 17 20618, 28 pgs.

F63 CRM2019-00023, Defendant’s Olaim Construction Brig, filed in Civil Action Na. 2:18-
CV-386, daled May 31, 2019, 28 pgs.

F64 CBMR2019-00028, Palenchar, Joseph, "PDA Phone Adds WiF: VoIP, Turm-By-Turn GPS
Navigation”, Copyright 2006 by Reed Business Information, 2 pos.

F65 CBMZ9-0002%, HP User Guide, Additional Product Information, Copyright 2006 by
Hewislt-Packard Deveicpment Company, L.P., 204 pgs.

F66 CBM2019-00023, Pockat PC User Manual, Version 1, dated May 2006 by Microsoft,

225 pus.
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F67 CBMZO19-00028, “Dynamisim.com: Take tomorrow's tech home today with
Dynamism.com: Latest gadgets merge naxt genegralion [schnology with high sivis
gesign”, Copyright 2006 Normans Media Limited, 2 pys.

F68 IPR2019-00815, Federal Reserve Financial Services Retired: DSTU X9.37-2003,
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(54) Apparatus and method for photographing a business card in a portable terminal
(57) Provided are an apparatus and method for pho- a recognition and photographing key for a business card

tographing a business card in a portable terminal. The
method includes recognizing boundary lines of the busi-
ness card from an image received from a camera when

is selected, and allowing the business card to be auto-
matically photographed by using the recognized bound-
ary lines.
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Description

[0001] The present invention relates generally to a
portable terminal, and in particular, to an apparatus and
method for allowing a business card to be automatically
photographed by detecting the boundary lines of the busi-
ness card.

[0002] In general, most persons exchange their busi-
ness cards presenting their simple profiles and contacts
when they meet a guest for the first time. In this way, tens
of business cards may be exchanged each day. In this
case, a person must keep and manage the received busi-
ness cards in abusiness card case or a purse by himself/
herself, and search all the business cards in order to find
the business card of a specific guest.

[0003] Accordingly, portable terminals which have re-
cently been developed are capable of photographing a
business card using a camera, and providing a business
card recognition function in order to recognize the busi-
ness card and manage information regarding the owner
of the business card. In this case, similarly to a general
photographing process, the business card is photo-
graphed based on a user’s subjective judgment without
limiting the size and location of the business card that is
to be displayed on a display unit of the portable terminal.
In other words, the user photographs the business card
by adjusting the size and location of the business card
that is to be displayed on the display unit of the portable
terminal by manually moving the portable terminal, and
selecting a key button or a menu for photographing the
business card when the adjusted size and location of the
business card are determined to be appropriate for pho-
tographing.

[0004] In the business card recognition function, the
probability of satisfactorily recognizing the business card
in order to obtain the information contained in the busi-
ness card varies depending on photographing condi-
tions, such as the size, brightness, and image quality of
the photographed business card. Thus, as described
above, when the user photographs the business card
based on his/her subjective judgment, the business card
may be photographed to be too large, small or dark,
thereby lowering the probability of satisfactorily recog-
nizingthe businesscard. Also, as described above, when
the user manually selects a key button ora menu in order
to photograph the business card, shaking may occur due
to the selecting of the key button or the menu, and thus,
shaking noise may be present in an image of the photo-
graphed businesscard, thereby significantly loweringthe
probability of satisfactorily recognizing the business card.
[0005] The present invention has been designed to
substantially solve at least the above problems and/or
disadvantages and to provide at least the advantages
below. Accordingly, the object of the present invention is
to provide an apparatus and method for photographing
a business card in a portable terminal.

[0006] This object is solved by the subject matter of
the independent claims.
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[0007] Preferred embodiments are defined in the de-
pendent claims.

[0008] Another aspect of the present invention is to
provide an apparatus and method for allowing a business
card to be automatically photographed by recognizing
the boundary lines of the business card in a portable ter-
minal.

[0009] A further aspect of the present invention is to
provide an apparatus and method for photographing a
business card in a portable terminal by providing a user
with an environment appropriate for photographing the
business card.

[0010] According to one aspect of the present inven-
tion, there is provided a method of photographing a busi-
ness card in a portable terminal, the method including
recognizing boundary lines of the business card from an
image received from acamerawhen akey forrecognizing
and photographing the business card is selected, and
allowing the business card to be automatically photo-
graphed by using the recognized boundary lines.
[0011] According to another aspect of the present in-
vention, thereis provided an apparatus forphotographing
a business card in a portable terminal, the apparatus in-
cluding an image processor that recognizes boundary
lines of the business card from an image received from
a camera when a menu for recognizing and photograph-
ing the business card is selected, and a controller that
controls the business card to be automatically photo-
graphed using the recognized boundary lines.

[0012] The above and other aspects, features and ad-
vantages of the present invention will become more ap-
parent from the following detailed description when taken
in conjunction with the accompanying drawings in which:

FIG. 1 is a block diagram of a portable terminal ac-
cording to the present invention;

FIG. 2 is a flowchart illustrating a method of photo-
graphing a business card in a portable terminal, ac-
cording to the present invention; and

FIG. 3 illustrates screen images illustrating photo-
graphing a business card in a portable terminal, ac-
cording to the present invention.

[0013] Preferred embodiments of the present inven-
tion will be described herein below with reference to the
accompanying drawings. In the following description,
well-known functions or constructions are not described
in detail when it is determined that they would obscure
the invention in unnecessary detail.

[0014] The present invention provides a user with an
environment approptriate for photographing a business
card, and an apparatus and method for allowing a busi-
ness card to be automatically photographed by recog-
nizing the boundary lines of the business card.

[0015] FIG. 1 is a block diagram of a portable terminal
according to the present invention. Referring to FIG. 1,
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the portable terminal includes a controller 100, a camera
unit 102, an image processor 104, and a display unit 1086.
The controller 100 performs processing or controlling in
order to establish a voice/data communications. In par-
ticular, in order to photograph a business card, the con-
troller 100 receives brightness data from the camera unit
102, checks a brightness environment under which the
business cardisto be photographed, and controls wheth-
er to perform automatic photographing on the business
card. Also, the controller 100 displays on the display unit
106 reference boundary lines, for presenting a size and
location, of a business card, which are appropriate for
recognizing the business card; and determines whether
the boundary lines of the business card received from
the image processor 104 coincide with the reference
boundary lines. If they coincide with one another, the
controller 100 controls automatic photographing to be
performed.

[0016] The camera unit 102 includes a camera sensor
that converts an optical signal, which is sensed when an
image is photographed, into an analog image signal; and
a signal processor that converts the analog image signal
into a digital data. The camera unit 102 outputs the digital
data into which the analog image signal has been con-
verted, to the image processor 104. Also, the camera
unit 102 converts the brightness of an image received
fromthe camera sensorinto measurable brightness data,
and transmits the brightness data to the controller 100.
Here, the camera sensor may be embodied as a Charge
Coupled Device (CCD) sensor, and the signal processor
may be embodied as a Digital Signal Processor (DSP).
[0017] The image processor 104 processes the digital
data received from the camera unit 102 in units of frames,
and outputs the result of processing to be appropriate for
the characteristics and size of the display unit 106. Also,
the image processor 104 includes a video codec that
codes an image signal in a predetermined format or de-
codes coded frame image data to the original frame im-
age data. When a business card is photographed, the
image processor recognizes the boundary lines of an im-
age received from the camera unit 102, and detects a
location where each of the boundary lines of the business
card is recognized and provides the result of detecting
to the controller 100 when the boundary lines are recog-
nized. Here, the locations of the boundary lines of the
business card may be detected by extracting the contour
of the business card by using an algorithm, such as So-
bel, Prewitt, Robert, or Laplacian algorithms.

[0018] The display unit 106 displays status information
and characters (which consist of limited numbers) gen-
erated during the operation of the portable terminal. In
particular the display unit 106 outputs an image received
from the image processor 104, displays the reference
boundary lines for the business card under control of the
controller 100, and changes and displays the color,
shape or thickness of each of the reference boundary
lines.

[0019] FIG.2isaflowchartillustratinga method of pho-
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tographing a business card in a portable terminal, ac-
cording to an embodiment of the present invention.
[0020] Referring to FIGS. 1 and 2, first, the portable
terminal determines whether abusiness card recognition
and photographing mode has been selected, in step201.
If it is determined that the business card recognition and
photographingmode has been selected, the portable ter-
minal outputs an image received from the camera sensor
to the display unit 106, and displays on the display unit
106 reference boundary lines for appropriately fixing the
size and location of the business card that is to be pho-
tographed in step 203. For example, as illustrated in FIG.
3A, boundary lines for presenting a size and location of
a business card, which are appropriate for recognizing
the business card, are displayed as a rectangular frame
in the center of the display unit 106. Here, the reference
boundary lines present a location and size, of a business
card, for achieving the highest probability of satisfactorily
recognizing the business card; and may be obtained
through an experiment.

[0021] Next, the portable terminal checks brightness
datafromthe receivedimage in step 205, and determines
whether the current brightness of the image is appropri-
ate for photographing the business card, that is, for rec-
ognizing the business card, based on the brightness data
in step 207. Here, whether the current brightness is ap-
propriate for photographing the business card may be
determined by comparing the brightness data with a ref-
erence brightness value for recognizing the business
card.

[0022] Ifit is determined that the current brightness is
not appropriate for photographing the business card, the
portable terminal displays a message indicating this fact
on the display unit 106 in step 227, and then returns to
operation 205. If it is determined that the current bright-
ness is appropriate for photographingthe business card,
the portable terminal recognizes the boundary lines of
the business card by analyzing an image received from
the camera sensor in step 209. Next, the portable termi-
nal proceeds to operation 211, and determines whether
atleast one ofthe reference boundary lines (upper, lower,
left, and right boundary lines) coincides with the boundary
lines of the photographed business card. Here, a prede-
termined margin of error is allowed when determining
whether the reference boundary lines coincide with the
boundary lines of the business card. For example, if the
predetermined margin of error is 3 mm, the left boundary
line of the business card can be determined to coincide
with the left reference boundary line when the top (or
bottom) of the left boundary line of the business card is
2 mm away from the top (or bottom) of the left reference
boundary line in a vertical or horizontal direction.
[0023] If none of the reference boundary lines coin-
cides with the boundary lines of the business card, the
portable terminal returns to step 209. If at least one of
the reference boundarylines coincides with the boundary
lines of the business card, the portable terminal proceeds
to step 213, and replaces the color of the coinciding ref-
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erence boundary line with a predetermined color. For ex-
ample, asillustratedin FIG. 3B, when one ofthe boundary
lines of the photographed business card coincides with
the left reference boundary line, the color of the left ref-
erence boundary line may be replaced with a predeter-
mined, different color. If the boundary lines of the photo-
graphed business card coincide with the left and upper
reference boundary lines, the colors of the left and upper
reference boundary lines may be replaced with a prede-
termined, different color (FIG. 3C).

[0024] Next, the portable terminal determines whether
all the upper, lower, left and right reference boundary
lines coincide with the boundary lines of the business
card in step 215. If all the reference boundary lines do
not coincide with all the boundary lines of the business
card, the portable terminal returns to step 209. If all the
reference boundary lines completely coincide with the
boundary lines of the business card as illustrated in FIG.
3D, the portable terminal proceeds to step 217 and dis-
plays a message informing the user of the start of auto-
matic photographing for the business card. Here, it is
possible to inform the user of the start of automatic pho-
tographing by generating a predetermined alarm sound
of automatic photographing or changing the shapes,
thicknesses or colors of the reference boundary lines.
[0025] Next, the portable terminal performs auto fo-
cusing in order to photograph the business card in step
219. Next, the portable terminal determines whether the
reference boundary lines still coincide with the boundary
lines of the business card even after performing auto fo-
cusing in step 225. If at least one ofthe reference bound-
ary lines does not coincide with the boundary lines of the
business card, the portable terminal changes the current
color of the at least one reference boundary line, which
does not coincide with the boundary lines of the business
card, to a default color, i.e., the original color of the ref-
erence boundary line being initially displayed on the dis-
play unit 106 in step 221, and then returns to step 209.
However, if all the reference boundary lines still coincide
with all the boundary lines of the business card, the port-
able terminal photographs the business card in step 223,
and ends the processes of the present invention.
[0026] Inthe currentembodiment of the present inven-
tion, if the reference boundary lines coincide with the
boundary lines of the business card, the colors of the
coinciding reference boundary lines are replaced with a
default color. However, the thicknesses or shapes of the
coinciding reference boundary lines may be changed.
[0027] Alternate embodiments of the presentinvention
can also comprise computer readable codes on a com-
puter readable medium. The computer readable medium
includes any data storage device that can store data that
can be read by a computer system. Examples of a com-
puter readable medium include magnetic storage media
(such as ROM, floppy disks, and hard disks, among oth-
ers), optical recording media (such as CD-ROMs or
DVDs), and storage mechanisms such as carrier waves
(such as transmission through the Internet). The compu-
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terreadable medium canalso be distributed over network
coupled computer systems so that the computer reada-
ble code is stored and executed in a distributed fashion.
Also, functional programs, codes, and code segments
foraccomplishingthe presentinvention can be construed
by programmers of ordinary skill in the art to which the
present invention pertains.

[0028] As described above, according to the present
invention, it is possible to allow a business card to be
automatically photographed in a portable terminal by rec-
ognizing the boundary lines of the business card, thereby
preventing shaking when a user selects a key button or
amenuin ordertophotographthe business card. Further,
it is possible to improve the probability of satisfactorily
recognizing the business card by achieving a business
card image having a size, location, and brightness that
are appropriate for recognizing the business card.
[0029] While the invention has been shown and de-
scribed with reference to certain preferred embodiments
thereof, it will be understood by those skilled in the art
that various changes in form and details may be made
therein without departing from the scope of the invention
as defined by the appended claims.

Claims

1. Amethod of photographing abusinesscardin aport-
able terminal, the method comprising:

recognizing boundary lines of the business card
from an image received from a camera when a
recognition and photographing key for a busi-
ness card is selected; and

allowing the business card to be automatically
photographed by using the recognized bound-
ary lines.

2. The method of claim 1, when the recognition and
photographing key is selected, further comprising
displaying on a display unit predetermined reference
boundary lines andthe image received fromthe cam-
era.

3. The method of claim 1 or 2, wherein the allowing of
the business card to be automatically photographed
comprises:

determining whether the recognized boundary
lines coincide with predetermined reference
boundary lines; and

when the boundary lines of the business card
coincide with the reference boundary lines, al-
lowing the business card to be automatically
photographed.

4. The method of claim 3, when at least one of the
boundary lines of the business card coincides with
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the reference boundary lines, further comprising
changing the at least one coinciding reference
boundary line according to a predetermined method.

The method of claim 4, wherein the predetermined
method comprises changing atleast one of the color,
shape, and thickness of the coinciding reference
boundary line.

The method of claim 3, when the business card
boundary lines coincide with the reference boundary
lines, further comprising informing a user that auto-
matic photographing of the business card is to be
performed.

The method of claim 6, wherein the informing of the
automatic photographing comprises changing at
least one of the shape, thickness, and color of the
coinciding reference boundary lines.

The method of claim 6, wherein the informing of the
automatic photographing comprises at least one of
generating an alarm sound and displaying a mes-
sage.

The method of claim 3, wherein the allowing of the
business card to be automatically photographed
comprises:

performing auto focusing when the boundary
lines of the business card coincide with the ref-
erence boundary lines;

determining whether the boundary lines of the
business card still coincide with the reference
boundary lines after performing auto focusing;
and

allowing the business card to be automatically
photographed when the boundary lines of the
business card still coincide with the reference
boundary lines.

10. The method of one of claims 1 to 9, further compris-

ing:

when the recognition and photographing key is
selected, determining whether the brightness of
the image received from the camera satisfies a
predetermined condition; and

when it is determined that the brightness of the
image does not satisfy the predetermined con-
dition, displaying a message requesting bright-
ness control.

11. An apparatus for photographing a business card in

a portable terminal, the apparatus comprising:

an image processor for recognizing boundary
lines of the business card from an image re-
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12.

13.

14.

15.

16.

17.

18.

ceived from a camera when a menu for recog-
nizing and photographing the business card is
selected; and

a controller for controlling the business card to
be automatically photographed using the recog-
nized boundary lines.

The apparatus of claim 11, further comprising a dis-
play unit for displaying reference boundary lines and
the image received from the camera when the menu
for recognizing and photographing the business card
is selected.

The apparatus of claim 12, wherein the controller
controls the business card to be automatically pho-
tographed when the boundary lines of the business
card coincide with the reference boundary lines.

The apparatus of claim 12, wherein the controller
performs auto focusing when the boundary lines of
thebusiness card coincide with the reference bound-
ary lines.

The apparatus of claim 12, wherein the display unit
for displaying changes at least one coinciding refer-
ence boundary line according to a predetermined
method when at least one of the boundary lines of
the business card coincides with the reference
boundary lines.

The apparatus of claim 15, wherein the predeter-
mined method comprises changing at least one of
the color, shape, and thickness of the coinciding ref-
erence boundary line.

The apparatus of one of claims 11to 16, further com-
prising a camera unit for extracting brightness data
from the image received from the camera, and pro-
viding the brightness data to the controller,
wherein the controller compares the brightness data
with a reference brightness value, and displays a
message requesting brightness control on the dis-
play unit when the brightness data is less than the
reference brightness value.

A computer-readable recording medium having re-
corded thereon a program for photographing a busi-
ness card in a portable terminal, comprising:

a first code segment, for recognizing boundary
lines of the business card from an image re-
ceived from a camera when a recognition and
photographing key for a business card is select-
ed; and

a second code segment, for allowing the busi-
ness card to be automatically photographed by
using the recognized boundary lines.
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1. Real Party in Interest
The real party in interest is United Services Automobile Association (USAA), the

assignee of record, hereinafter referred to as “Applicant.”
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2. Related Appeals, Interferences, or Judicial Proceedings

A. Related appeals, interferences, or judicial proceedings (in priority chain of current
application):
1. Appeal No. 2018-004972 (Application No. 14/225,090);
2. CBM2019-00029; and
3. USAA v. Wells Fargo, Eastern District of Texas, case no. 2:18-cv-00366-JRG.

B. Related appeals, interferences, or judicial proceedings (related subject matter with
current application):

1. CBM2019-00028;

2. CBM2019-00027;

3. CBM2019-00002 (terminated);
4, CBM?2019-00003(terminated);
5. CBM2019-00004(terminated);
6. CBM2019-00005(terminated);
7. IPR2019-00815

8. IPR2019-01081

9. TIPR2019-01082

10. IPR2019-01083

11. USAA v. Wells Fargo, Eastern District of Texas, case no. 2:18-cv-00245-JRG.
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3. Summary of Claimed Subject Matter
The claims on appeal are claims 25-54 as presented in the Response filed November 20,

2018.

Claims 25, 49, 53, and 54 are the independent claims on appeal. Claims 26-48, and 50-
52, are the dependent claims on appeal.

The specification is generally directed to, infer alia, systems and methods configured to
receive a copy of a captured image of a check transmitted from a computing device configured to
use a display screen of the user’s computing device to assist the user in having a digital camera
capture the image and either authenticate a user based on a biometric measurement obtained
corresponding to the user or assist the user as to an orientation for capturing the image. The
specification describes the application as follows:

“In another embodiment, a novel system may include, for example,
a computer readable medium bearing instructions that can configure a
customer’s general purpose computer to facilitate a check deposit. Acting
under the direction of such instructions, the general purpose computer may
instruct a customer, for example via a display coupled [to] such computer,
in utilizing an image capture device to generate an electronic image of a
front side of a check, such that said electronic image of a front side of a
check meets at least one first criterion such as image size, image legibility,
image orientation, image quality, and location and/or orientation of the
check within the image. Instructions may be further provided for receiving
the image of the front side of a check from said image capture device, and
optionally instructing the customer to process the image, e.g., by
approving the image and/or modifying it to meet at least one second
criterion. A second criterion might also be, for example, one or more of
image size, image legibility, image orientation, image quality, and location

and/or orientation of the check within the image. Finally, the customer
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computer, acting under direction of the instructions, may deliver an

approved electronic image to financial institution electronics.”

Specification, paragraph [0007].

Elements of the independent claims on appeal (claims 25, 49, 53, and 54) are described in

the specification and drawings as follows, for example:

Independent claim 25:

e acomputer system configured to receive a copy of a captured image of a check

and process the check by mobile check deposit in a bank and update a balance of

an account based on an amount depicted in the check; (paragraphs [0048]-[0049];
paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5 block 500)

o wherein the copy of the captured image is transmitted from a user’s computing

device configured to execute instructions of a downloadable program stored on a

machine-readable medium, the instructions configured to, when executed, cause a

processor of the user’s computing device to: (paragraphs [0020]-[0032]; Fig. 2
block 200; Fig. 3 block 300)

o
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instruct the user to capture the image of the check; (paragraphs [0066] and
[0072])

use a display screen of the user’s computing device to assist the user in
having a digital camera capture the image of the check; (paragraphs
[0007] and [0072])

assist the user as to an orientation for capturing the image of the check;
(paragraph [0072])

present the image of the check to the user after the image is captured,;
(paragraph [0074]) and

use a wireless network to transmit the copy of the captured image over a
wireless communication link from the user’s computing device and to the

computer system. (paragraphs [0069] and [0078]; Fig. 3 block 308)
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Independent claim 49:

e acomputer system configured to receive a copy of a captured image of a check
and for processing the check by mobile check deposit in a bank and update a
balance of an account based on an amount depicted in the check; (paragraphs
[0048]-[0049]; paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5 block 500)

¢ wherein the copy of the captured image is transmitted from a user’s computing
device configured to execute instructions of a downloadable program stored on a
machine-readable medium, the instructions configured to, when executed, cause a
processor of the user’s computing device to: (paragraphs [0020]-[0032]; Fig. 2
block 200; Fig. 3 block 300)

o authenticate a user based on a biometric measurement obtained
corresponding to the user; (paragraph [0053]; Fig. 5 block 500)

o instruct the user to capture an image of a check; (paragraphs [0066] and
[0072])

o use a display screen of the user’s computing device to assist the user in
capturing the image of the check; and (paragraph [0072])

o use a wireless network to transmit a copy of the captured image from the
user’s computing device to the computer system. (paragraphs [0069] and

[0078]; Fig. 3 block 308)
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Independent claim 53:

e receiving, by a computer system, a copy of a captured image of a check;
(paragraphs [0048]-[0049]; paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5
block 500) and

e processing, by the computer system, the check by mobile check deposit in a bank
and updating a balance of an account based on an amount depicted in the check;
(paragraphs [0048]-[0049]; paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5
block 500)

o wherein the copy of the captured image is transmitted from a user’s computing
device configured to implement the following method: (paragraphs [0020]-
[0032]; Fig. 2 block 200; Fig. 3 block 300)

o instructing, through a user’s computing device, the user to capture
an image of a check; (paragraphs [0066] and [0072])

o using a display screen of the user’s computing device to assist the
user in having a digital camera capture the image of the check;
(paragraph [0072])

o assisting the user as to an orientation for capturing the image of the
check; (paragraph [0072])

o presenting the image of the check to the user after the image is
captured; (paragraph [0074]) and

o using a wireless network to transmit a copy of the captured image

over a wireless communication link from the user’s computing
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device and to the computer system. (paragraphs [0069] and [0078];
Fig. 3 block 308)
Independent claim 54:

e receiving, by a computer system, a copy of a captured image of a check;
(paragraphs [0048]-[0049]; paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5
block 500)

e processing, by the computer system, the check for mobile check deposit in a bank
and updating a balance of an account based on an amount depicted in the check;
(paragraphs [0048]-[0049]; paragraphs [0054]-[0064]; Fig. 1 block 130; Fig. 5
block 500)

o wherein the copy of the captured image is transmitted from a user’s computing
device configured to implement the following method: (paragraphs [0020]-
[0032]; Fig. 2 block 200; Fig. 3 block 300)

o authenticating a user based on a biometric measurement obtained
corresponding to the user; (paragraph [0053]; Fig. 5 block 500)

o instructing the user to capture an image of a check; (paragraphs [0066] and
[0072])

o using a display screen of the user’s computing device to assist the user in
capturing the image of the check; (paragraph [0072]) and

o using a wireless network to transmit a copy of the captured image from the
user’s computing device to the computer system. (paragraphs [0069] and

[0078]; Fig. 3 block 308)
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4. Argument

4.1 Rejection under 35 U.S.C. § 101

After the final Office action was mailed, the PTO issued 2019 Revised Patent Subject
Matter Eligibility Guidance' on January 7, 2019 (hereinafter “2019 Revised Guidance”). The final
Office action fails to comply with the 2019 Revised Guidance, the PTO’s Berkheimer Memo?, and

the law of 35 U.S.C. 101 for at least the following reasons.

Mavo/Alice First Step

Mavo/Alice First Step (revised Step 2A, Prong One): Claims Do Not Recite Matter that

Falls Within the Enumerated Groupings of Subject Matter

The claims are eligible at Prong One of revised Step 2A because the claims do not recite
matter that falls within the enumerated groupings of abstract ideas in Section I of the 2019 Revised

Guidance.

The Office, at pages 3 and 4 of the final Office action, appears to assert that the claims are
directed to a fundamental economic practice of processing a check image. Applicant disagrees.
Even if the claims include processing a check image, they are not directed to such a broad concept

and do not preempt all check image processing.

1%2019 Revised Patent Subject Matter Eligibility Guidance”, 84 Fed. Reg. 4 (Jan. 7, 2019).
2 Memorandum - Revising 101 Eligibility Procedure in view of Berkheimer v. HP, Inc. (issued April 19, 2018).
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The independent claims are directed to, inter alia, systems and methods configured to
receive a copy of a captured image of a check transmitted from a computing device configured to
use a display screen of the user’s computing device to assist the user in having a digital camera
capture the image and either authenticate a user based on a biometric measurement obtained
corresponding to the user or assist the user as to an orientation for capturing the image. Clearly,
this is not a fundamental economic practice as contemplated by Section I of the 2019 Revised

Guidance.

The PTAB has specifically held, and the court has agreed, that “processing paper checks”
is not an abstract idea at all. U.S. Bancorp v. Solutran, Inc., Case CBM2014-00076, slip op. at 13
(P.T.A.B. August 7, 2014) (Paper 16) (“[T]he basic, core concept of independent claim 1 is a
method of processing paper checks, which is more akin to a physical process than an abstract idea.
Indeed, there is nothing immediately apparent about this basic, core concept that would indicate
that it is directed to an abstract idea at all.”), quoted with approval, Solutran, Inc. v. US Bancorp

& Elavon, Inc., 291 F. Supp. 3d 877, 887 (D. Minn. Nov. 27, 2017).

~ Indeed, the PTAB recently confirmed Applicant’s check capture/deposit invention in
another application constituted a technical solution to a technical problem. Wells Fargo Bank v.
USAA, CBM2019-00004, Paper No. 22 at 25 (“using an image of a check to deposit the check
presents technical difficulties”); Id. at 29 (“the *571 patent’s solution to the addressed problem is

rooted in technology, and thus, is a ‘technical solution.””).

Similarly to Applicant’s patent in the Wells Fargo Bank v. USAA CBM decision, the
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present invention provides technical solutions to technical problems associated with electronic
check capture and deposit. For example, paragraph [0056] of the instant application notes that “lijn
order to automate check deposits, it is desirable to configure server 500 to recognize that ... the
received check image can be used to further process the transaction.” The specification mentions
numerous components or subsystems that provide technical solutions to the technical problems
such as image quality determination 502, image usability determination 503, OCR 504, and error
processing 506, just to name a few. See, e.g., Fig. 5 and corresponding description at paragraphs
[0051]-[0069]. The claims specifically recite systems and methods configured to receive a copy
of a captured image of a check transmitted from a computing device configured to use a display
screen of the user’s computing device to assist the user in having a digital camera capture the
image and either authenticate a user based on a biometric measurement obtained corresponding to

the user or assist the user as to an orientation for capturing the image.

For at least the above reasons, the present invention likewise provides technical solutions

to a technical problem—not an abstract idea at all.

Mavyo/Alice First Step (revised Step 2A, Prong Two): Claims Recite Additional Elements

that Integrate the Asserted Abstract Idea into a Practical Application thereof

Assuming, arguendo, that the asserted abstract idea of “processing a check image” could

somehow be seen to fall within the 2019 Revised Guidance’s enumerated groupings of abstract
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ideas, the claims recite additional elements that integrate any such idea into a practical application

thereof.

The 2019 Revised Guidance Explains: “A claim that integrates a judicial exception into a
practical application will apply, rely on, or use the judicial exception in a manner that imposes a
meaningful limit on the judicial exception, such that the claim is more than a drafting effort
designed to monopolize the judicial exception.” 2019 Revised Guidance at 54. Even if a claim
recites a judicial exception, it is patent eligible if the claim provides a practical application of the

judicial exception.

The final Office action apparently maintains the identification of “additional elements”
from the non-final Office action of August 21, 2018. For example, the non-final Office action
identified some limitations of Claim 53 as setting forth the asserted abstract idea, and therefore the
apparently identified all other limitations as “additional elements.” Non-final O4 at 3. Thus, Claim

53 includes at least the following “additional elements™:

o “wherein the copy of the captured image is transmitted from a user’s
computing device configured to implement ... "
o “instructing, through a user’s computing device, the user to capture an
image of a check”,
o “using a display screen of the user’s computing device to assist the user in

having a digital camera capture the image of the check”, and
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o “assisting the user as to an orientation for capturing the image of the
check”,; and
e “updating a balance of an account based on an amount depicted in the

check”.

The other independent claims, not specifically addressed in the Office action, also
include “additional elements” not included in the limitations identified by the Office as

setting forth the identified abstract idea with respect to Claim 53.

Such “additional elements” of Claim 25 include at least:

e “a user’s computing device configured to execute instructions of a
downloadable program ..., the instructions configured to, when
executed, cause a processor of the user’s computing device to”:

o “instruct the user to capture the image of the check”,

o “use a display screen of the user’s computing device to assist
the user in having a digital camera capture the image of the
check”, and

o “assist the user as to an orientation for capturing the image of
the check”; and

e “a computer system configured to ... update a balance of an account

based on an amount depicted in the check™.

Such “additional elements” of Claim 49 include at least:

14
Appeal Brief

Page 966 of 1587



Application No.: 16/025,701 Attorney Docket No.: US-0152.09 (14538-649)

e “system configured to authenticate the user using data representing a

biometric measurement”,

e “a user’s computing device configured to execute instructions of a
downloadable program ..., the instructions configured to, when

executed, cause a processor of the user’s computing device to™:

o “authenticate a user based on the biometric measurement

obtained corresponding to the user”,
o “instruct the user to capture an image of a check”, and

o “use a display screen of the user’s computing device to assist

the user in capturing the image of the check™; and

e “a computer system configured to ... update a balance of an account

based on an amount depicted in the check”.

Such “additional elements” of Claim 54 include at least:
e “auser’s computing device configured to implement”:

o “authenticating a user based on a biometric measurement

obtained corresponding to the user”,
o “instructing the user to capture an image of a check”, and

o “using a display screen of the user’s computing device to assist

the user in capturing the image of the check”; and

e “updating a balance of an account based on an amount depicted in the

check”.
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Those “additional elements” integrate the asserted abstract idea of “processing [a] check
image” into a practical application when combined as recited in the claims at least because the
claimed arrangements of the “additional elements” “reflect[] an improvement in the functioning

of a computer, or an improvement to other technology or technical field.” 2019 Revised Guidance

§ IMI(A)(2).

The claimed arrangement recited in Claim 53, wherein the copy of the captured image is
transmitted from a user’s computing device configured to use a display screen of a user’s
computing device to assist the user in capturing an image of a check for mobile check deposit and
assist the user as to an orientation for capturing the image of the check, provides a technical
approach to a technical concern. Independent claim 25 recites features and arrangements
comparable to those of claim 53. Independent claims 49 and 54 recite other features and
arrangements, such as “authenticate a user based on the biometric measurement obtained
corresponding to the user” and “using a display screen of the user’s computing device to assist the
user in capturing the image of the check.” Each claimed arrangement of claims 25, 49, 53, and 54
improves technology related to digital cameras with a display screen. Each also improves the

technology of imaging paper checks for deposit.

Indeed, as discussed above, the PTAB recently confirmed that applicant’s check
capture/deposit invention in another application constituted a technical solution to a technical
problem, and each claimed arrangement in the present application provides technological

improvements comparable to those previously recognized by the PTAB. Wells Fargo Bank v.
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USAA, CBM2019-00004 (Paper No. 22 at 25) (“using an image of a check to deposit the check
presents technical difficulties™); Id. at 29 (“the *571 patent’s solution to the addressed problem is

rooted in technology, and thus, is a ‘technical solution.’”).

Various patent publications confirm that the invention of Claims 25, 49, 53, and 54
involves a technical improvement to a technical problem. For example, U.S. Patent No. 7,419,093
(Blackson) identified orientation (“skew”) as a technical issue in imaging checks: “As represented
in FIG. 27 document 158 may be skewed relative to the transport section through which it
passes.” Id. at col. 28, 1l. 50-52 (emphasis added). Blackson’s “solution” included “deskew the

data corresponding to the image.” Blackson at col. 29, 11. 27-39.

Thus, at least the above-identified “additional elements” provide a technical approach to a

technical problem and result in a practical application.

Mavo/Alice Second Step (Step 2B)

Assuming, arguendo, that the claims could somehow be seen to be directed to an abstract
idea, the Office action fails to comply with the PTO’s Berkheimer Memo® with respect to the
second step of the Mayo/Alice analysis (Step 2B). The claims recite elements, such as the

“additional elements” discussed above, that amount to significantly more.

3 Memorandum - Revising 101 Eligibility Procedure in view of Berkheimer v. HP, Inc. (issued April 19, 2018).
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Mavo/Alice Second Step: Additional Elements Not Well-Understood, Routine, and

Conventional as of the Priority Date: October 31, 2006

In applicant’s prior submissions, applicant provided evidence concerning what was not
well-understood, routine, and conventional by the time of the present application’s priority date in
2006. This evidence included the attached article published by the New York Times on August 9,
2009, entitled “Bank Will Allow Customers to Deposit Checks by iPhone.” The article describes
how Applicant (USAA), in 2009, was innovating in the mobile banking industry by making
available a downloadable app for a mobile device to permit mobile deposit of paper checks. For
example, it opined “[t]he deposit feature, which USAA previewed in an online video, puts the

bank in the vanguard of the effort to turn cellphones into portable branches.”

In other words, even entering the second half of 2009, using a display screen of a user’s
computing device to assist the user in capturing an image of a check for mobile check deposit with
the other “additional elements” was not well-understood, routine, and conventional, much less in

2006, the priority date of the present invention.
As such, the result of the “additional elements” is that the claim as a whole amounts to
significantly more than the asserted abstract idea. Withdrawal of the rejection under § 101 is

respectfully requested for this additional reason.

Mayo/Alice Second Step: Under Bascom, an Inventive Concept is found in the Non-

Conventional and Non-Generic Arrangement of “additional elements”

18
Appeal Brief

Page 970 of 1587



Application No.: 16/025,701 Attorney Docket No.: US-0152.09 (14538-649)

Even assuming, arguendo, that the “additional elements” do not amount to significantly
more than the Office action’s asserted abstract idea when considered individually, those elements
still amount to significantly more when combined because the combination provides an inventive
concept in the non-conventional and non-generic arrangement of those elements. See BASCOM
Global Internet Services v. AT&T Mobility LLC, 827 F .3d 1341 (Fed. Cir. 2016).

In Bascom, the Court found an inventive concept in the distribution of functionality within
a network. See BASCOM at 1350 (finding sufficient inventive concept in “the installation of a
filtering tool at a specific location, remote from the end users, with customizable filtering features
specific to each end user.”).

Claim 25

The “additional elements” of Claim 25 provide an inventive concept when combined as
claimed at least because the arrangement of “a computer system configured to receive a copy of a
captured image of a check and for processing the check by mobile check deposit” and a
“downloadable program” to cause a user’s computing device to “use a display screen of the user’s
computing device to assist the user in having a digital camera capture the image of the check” and
“assist the user as to an orientation for capturing the image of the check” was not a conventional,
generic arrangement as of 2006, the priority date of the present application.

Further, the recited downloadable program, with its role in causing a user’s computing
device to use a display screen of the user’s computing device to assist the user in having a digital
camera capture the image of the check and to assist the user as to an orientation for capturing the
image of the check, provides a technical approach to a technical concern. It improves technology
related to digital cameras with a downloadable program. It also improves the technology of

imaging paper checks for deposit.
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Claim 49

The “additional elements” of Claim 49 provide an inventive concept when combined as
claimed at least because the arrangement of “a computer system configured to receive a copy of a
captured image of a check and for processing the check by mobile check deposit” and a
“downloadable program” to cause a processor of a user’s computing device to “authenticate a user
based on the biometric measurement obtained corresponding to the user” and to “use a display
screen of the user’s computing device to assist the user in capturing the image of the check” was
not a conventional, generic arrangement as of 2006, the priority date of the present application.

Further, the recited downloadable program, with its role in causing a user’s computing
device to “authenticate a user based on the biometric measurement obtained corresponding to the
user” and to “use a display screen of the user’s computing device to assist the user in capturing the
image of the check”, provides a technical approach to a technical concern. It improves technology
related to biometric authentication and imaging paper checks for deposit.

Claim 53

The “additional elements” of Claim 53 provide an inventive concept when combined as
claimed at least because the arrangement of a computer system receiving a copy of a captured
image of a check and processing the check by mobile check deposit, from a user’s computing
device configured for “using a display screen of the user’s computing device to assist the user in
having a digital camera capture the image of the check” and “assisting the user as to an orientation
for capturing the image of the check” was not a conventional, generic arrangement as of 2006, the
newly established priority date of the present application.

Further, the recited use of a user’s computing device, configured for using a display screen

of the user’s computing device to assist the user in having a digital camera capture the image of
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the check and assisting the user as to an orientation for capturing the image of the check, provides
a technical approach to a technical concern. It improves technology related to digital cameras and
imaging paper checks for deposit.

Claim 54

The “additional elements” of Claim 54 provide an inventive concept when combined as
claimed at least because the use of a user’s computing device configured to implement
“authenticating a user based on a biometric measurement obtained corresponding to the user” and
“using a display screen of the user’s computing device to assist the user in capturing the image of
the check” was not a conventional, generic use as of 2006, the newly established priority date of
the present application.

Further, the recited use of a user’s computing device, configured for authenticating a user
based on a biometric measurement obtained corresponding to the user and using a display screen
of the user’s computing device to assist the user in capturing the image of the check provides a
technical approach to a technical concern. It improves technology related to biometric
authentication and imaging paper checks for deposit.

Accordingly, even assuming, arguendo, that the “additional elements” do not amount to
significantly more than the Office’s asserted abstract idea when considered individually, those
elements still amount to significantly more when combined because the combinations provide
inventive concepts in the arrangement of those elements and improve various technologies.

Therefore, withdrawal of the rejection under § 101 is respectfully requested for this

additional reason.
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6. Conclusion
For at least the foregoing reasons, Applicant respectfully requests that the Board overturn

the rejection of claims 235-34.
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7. Claims Appendix
1.-24. (Cancelled)
25. A system comprising:

a computer system configured to receive a copy of a captured image of a check, process
the check by mobile check deposit in a bank, and update a balance of an account based on an
amount depicted in the check;

wherein the copy of the captured image is transmitted from a user’s computing device
configured to execute instructions of a downloadable program stored on a machine-readable
medium, the instructions configured to, when executed, cause a processor of the user’s
computing device to:

instruct the user to capture the image of the check;

use a display screen of the user’s computing device to assist the user in having a
digital camera capture the image of the check;

assist the user as to an orientation for capturing the image of the check;

present the image of the check to the user after the image is captured; and

use a wireless network to transmit the copy of the captured image over a wireless

communication link from the user’s computing device and to the computer system.

26.  The system of claim 25, wherein the system is configured to confirm that the mobile
check deposit can go forward after optical character recognition is performed on the check

depicted in the captured image.
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27.  The system of claim 26, wherein the system is configured to initiate the mobile deposit

after confirming the mobile check deposit.

28.  The system of claim 26, wherein the optical character recognition includes determining
an amount of the check and comparing the determined amount to an amount indicated by a user

input.

29.  The system of claim 26, wherein the optical character recognition includes reading a

MICR line included in the image of the check.

30.  The system of claim 26, wherein the system is configured to confirm that the mobile

check deposit can go forward after duplicate detection is performed on the check.

31.  The system of claim 25, wherein displayed instructions include assistance for the user to
have the digital camera capture an image of a front side of the check and capture an image of a

back side of the check.

32.  The system of claim 31, wherein the system is configured to update the account after it is

determined that some mark or signature is present in an endorsement location in the image of the

back side of the check.
33.  The system of claim 25, wherein the digital camera is separate from the user’s computing
device.
24
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34.  The system of claim 25, wherein the user’s computing device is a PDA.

35.  The system of claim 25, wherein the system is configured to convert the image of the

check into a bi-tonal TIFF.

36. The system of claim 25, wherein the wireless network is a cellular network.

37.  The system of claim 25, wherein the user’s computing device further includes camera
software that controls the digital camera, the camera software being separate from the
downloadable program, the downloadable program at least partially controlling the camera

software.

38.  The system of claim 25, wherein the downloadable program manages capturing the

image of the check.

39.  The system of claim 25, wherein the downloadable program instructs the user to place the

check in front of the digital camera before capturing the image of the check.

40.  The system of claim 25, wherein the downloadable program further causes the user’s

computing device to:

receive input from the user indicating an amount of the check.
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41.  The system of claim 40, wherein the instructions are displayed after receiving the input

from the user.

42.  The system of claim 25, wherein the copy of the captured image is transmitted after the

user is authenticated.

43.  The system of claim 25, wherein the computer system is configured to generate a log file

for the mobile check deposit.

44.  The system of claim 43, wherein the log file includes an image of the check processed for

mobile check deposit.

45.  The system of claim 44, wherein the image is a bi-tonal TIFF.

46.  The system of claim 25, wherein the copy of the captured image is a modified version of

the image of the check.

47.  The system of claim 46, wherein the copy of the captured image is in a different format

than the image of the check.

48.  The system of claim 25, further comprising a third-party vendor computer.
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49. A system for allowing a user to deposit a check using the user’s computing device, the
system configured to authenticate the user using data representing a biometric measurement, the
system including:

a computer system configured to receive a copy of a captured image of a check, process
the check by mobile check deposit in a bank, and update a balance of an account based on an
amount depicted in the check;

wherein the copy of the captured image is transmitted from a user’s computing device
configured to execute instructions of a downloadable program stored on a machine-readable
medium, the instructions configured to, when executed, cause a processor of the user’s
computing device to:

authenticate a user based on the biometric measurement obtained corresponding
to the user;

instruct the user to capture an image of a check;

use a display screen of the user’s computing device to assist the user in capturing
the image of the check; and

use a wireless network to transmit a copy of the captured image from the user’s

computing device to the computer system.

50.  The system of claim 49, wherein a digital camera configured to capture the image of the

check is separate from the user’s computing device.

51.  The system of claim 49, wherein the user’s computing device is a PDA.
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52. The system of claim 49, wherein the biometric measurement is representative of a

fingerprint.

53. A method comprising:
receiving, by a computer system, a copy of a captured image of a check; and
processing, by the computer system, the check by mobile check deposit in a bank and
updating a balance of an account based on an amount depicted in the check;
wherein the copy of the captured image is transmitted from a user’s computing device
configured to implement the following method:
instructing, through a user’s computing device, the user to capture an image of a
check;
using a display screen of the user’s computing device to assist the user in having a
digital camera capture the image of the check;
assisting the user as to an orientation for capturing the image of the check;
presenting the image of the check to the user after the image is captured; and
using a wireless network to transmit a copy of the captured image over a wireless

communication link from the user’s computing device and to the computer system.

54. A method for allowing a user to deposit a check using the user’s computing device, the
method comprising:
receiving, by a computer system, a copy of a captured image of a check; and
processing, by the computer system, the check for mobile check deposit in a bank and

updating a balance of an account based on an amount depicted in the check;
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wherein the copy of the captured image is transmitted from a user’s computing device
configured to implement the following method:

authenticating a user based on a biometric measurement obtained corresponding
to the user;

instructing the user to capture an image of a check;

using a display screen of the user’s computing device to assist the user in
capturing the image of the check; and

using a wireless network to transmit a copy of the captured image from the user’s

computing device to the computer system.
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(57) Abstract: A system and method for initiating a deposit transaction, where the depositor is a non-commercial banking customer
located at a remote location, and where the item to be deposited is a paper check from a third party, payable to the depositor. The
enabling system features a Remote Customer Terminal (RCT) with certain input devices, connected to a bank system. The image
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fer (EFT), via Electronic Check Presentment (ECP), or via check reconstruction. The new system and method provide convenience
and improved transaction processing speed compared to other transactions that begin with a third party check.
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SYSTEM AND METHOD FOR ELECTRONIC DEPOSIT
OF THIRD-PARTY CHECKS BY NON-COMMERCIAL BANKING
CUSTOMERS FROM REMOTE LOCATIONS

FIELD OF THE INVENTION

The invention relates generally to a system and method for initiating a deposit

transaction, where the depositor is a non-commercial banking customer located at a
remote location, and where the item to be deposited is a paper check from a third party
(i.e. other than the bank customer or the paying bank), payable to the depositor.

As used herein, a “bank™ may be a bank or other financial institution, and a

“check” may be a check or other negotiable instrument.

BACKGROUND OF THE INVENTION

Methods and systems for initiating electronic financial transactions from remote

locations are increasingly common. Examples are the use of Automated Teller Machines
(ATM’s) to withdraw cash, and the use of telephonic systems and personal computers to
initiate a transfer of funds between a bank customers accounts, or for electronic payment

of bills. Such transactions are commonly referred to as Electronic Funds Transfer (EFT).

Two principal advantages of EFT, from the perspective of the customer, are
convenience and speed. They are convenient to the extent that they do not require
customers to physically visit the bank in order to initiate a financial transaction.
Electronic transactions are also completed more quickly than those involving paper
instruments and/or documents that must be physically routed to different locations in
order to complete the transaction. A significant disadvantage of present EFT systems,
however, is that they are not equipped to accept paper checks as part of the transaction.
Since it is estimated that paper check volume in the United States exceeds sixty billion

annually, this is a significant drawback.

Some approaches have been disclosed for converting paper checks to electronic
transactions. Using an approach commonly known as Electronic Check Presentment
(ECP), a bank of first deposit (the bank first receiving a paper check for deposit,

hereinafter BOFD) will capture an electronic image of the check or otherwise convert the
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check to an electronic transaction for processing through a clearing house and the paying
bank. The image of the check and/or check data essentially take the place of the paper
check for the purposes of payment. For a general description of the process, see U.S. Pat.
No. 5,237,159. While this method may speed transaction time, it offers no improvement
in convenience for the customer who must still initiate the transaction by physically

delivering the paper check to the bank.

A related approach allows a customer to write a check for purchases at the point-
of-sale, typically a retail store, where the transaction is then converted into either an EFT
or ECP transaction. Under this method, however, the bank customer is the payor. No

provision is made for the deposit of checks by a payee.

In sum, existing systems that perform electronic banking transactions are either
not equipped to handle paper checks, are configured only for bank-to-bank transactions,
or do not accept third party checks for deposit. The resulting lack of convenience, and

other drawbacks, limit the utility of such systems for non-commercial bank customers.

SUMMARY OF THE INVENTION

An object of the invention is to overcome these and other drawbacks in existing

methods and systems.

Accordingly, it is one object of the invention to provide a system and method for
allowing non-commercial bank customers to deposit third-party checks from remote
locations.

It is another object of the invention to provide a system and method that would
allow bank customers to initiate such transactions at home. Such a method would be a
convenience to many bank customers, and provide a new level of independence for
customers who are confined to their homes due to poor health, disability, or for other
reasons.

It is another object of the invention to provide a method that would allow bank
customers to deposit third party checks at ATM machines. Most ATM’s simply provide
a means for holding paper checks until they are collected for processing. The present

invention would make ATM’s more useful by providing for electronic deposit of third
party checks.
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It is another object of the invention to provide alternative methods for the BOFD
to process such transactions. By identifying a system and method for deposit that is
compatible with ECP, EFT and reconstructed check processing, banks will have practical
alternatives in the implementation of this new approach.

To achieve these and other objects of the invention, a payee would deposit a third
party paper check using a Remote Customer Terminal (RCT) that can communicate with
a BOFD system. In general terms, the RCT is equipped to “accept” paper checks.
Images and/ér other data from the RCT are sent to the BOFD system. The BOFD can
process the transaction in several different fashions.

In the preferred embodiment of the invention, the RCT is located at home, and is
a personal computer with an attached image scanner. To initiate the transaction, the
customer uses an Internet-based application to access the BOFD system. A pre-assigned
Personal Identification Number (PIN) allows the customer to initiate a deposit
transaction. When prompted, the customer captures the image of the third-party check on
the scanner, and forwards the digital image to the BOFD system. The automated system
provides immediate provisional credit from the BOFD to the customer, and forwards the
check image and other data to a clearing house in the form of an ECP transaction. Once
the transaction has cleared the paying bank, the BOFD issues a permanent credit to the
bank customer. Accordingly, the customer has initiated deposit of a third party paper
check from the convenience of his/her own home, with the speed of an electronic
transaction.

The following drawings and descriptions further describe the invention, including
several different embodiments of the major system components and processes. The
construction of such a system, implementation of such a process, and advantages will be

clear to a person skilled in the art of automated financial transactions.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is schematic diagram of the system, according to one embodiment of the

invention.
Figure 2 is a flow diagram from the perspective of a bank customer, according to

one embodiment of the invention.
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Figure 3 is a flow diagram from the perspective of the BOFD system, according

to one embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION
5 As indicated above, the invention is directed to a system and method for the

deposit of third party checks at remote locations by non-commercial bank customers.

Overview of the System

Figure 1 is schematic diagram of the system, according to one embodiment of the
invention. The key components are a Remote Customer Terminal (RCT) 100 that is

10 connected to a Bank of First Deposit (BOFD) system 110.

The RCT 100 may be a telephone, fax machine, personal computer, ATM, or any
other computer, apparatus, or system capable of collecting data and communicating with

BOFD system 110.

Additionally, the RCT 100 may comprise certain input devices 101, output

15 devices 102, Central Processing Unit (CPU) 103, and some amount of machine-readable
electronic memory 104. The RCT input devices 101 may comprise a keypad, a keyboard,

a microphone, a Magnetic Ink Character Reader (MICR), a Digital Image Scanner (DIS),

and any other device capable of collecting data. The RCT output devices 102 may
comprise a speaker, a computer display, a paper printer, and any other output device that

20 can communicate a message to a human.

Certain software may also be stored in RCT memory 104 and executed by the

CPU 103, for example, to assist in communication and data collection functions. For
example, optical character recognition sofiware may be used in conjunction with the DIS

to convert machine printed characters to electronic text. Likewise, intelligent character

25 recognition software may be used to convert handwritten characters to electronic text.
Additionally, Netscape Navigator ™ or Internet Explorer™ may be used as browsers for

Internet communications.
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The BOFD system 110 may be a telephone, facsimile machine, personal
computer, mainframe computer, or any other computer, apparatus, or system capable of
receiving data from the RCT, and initiating a deposit transaction. Like the RCT, the
BOFD system may be comprised of input devices 111, output devices 112, CPU 113, and

5 electronic memory 114. The BOFD system may further comprise a human operator, or it

may be fully automated.

Additionally, the BOFD system is broadly defined to include such network
servers or other devices necessary to perform functions such as communication, data
collection, and preparation of electronic transactions. Data collection, for example, may

10 be implemented by hosting a World Wide Web site on an Internet server.

The RCT 100 and BOFD system 110 communicate with each other via a
communication link 120. The link may operate through a network, such as by direct dial
connection to the Internet over a telephone network. It may be accomplished via point-
to-point communication, such as with a dedicated line or via a radio frequency or

15 microwave link.

Additionally, the BOFD system 110 may be connected to one or more check
clearing systems 130 via a communication link 140. The check clearing systems may
comprise for-profit clearing houses 131, Federal Reserve banks 132, and local paying
banks 134. The clearing houses 131 and Federal Reserve banks 132 may in turn have

20 means for communication with non-local paying banks 133.

As with link 120, link 140 may be accomplished through any number of schemes

for networked or point-to-point communications.

The next two sections provide a description of the new method for depositing

third party checks that is provided by the invention.

25 Overview of the Information Flow From the Customer Perspective

Figure 2 is a diagram illustrating the flow of information from the perspective of

a bank customer, according to one embodiment of the present invention.
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The process begins when the bank customer receives a check payable to him/her
200. The check may be drawn on the customer’s bank, a local bank, a non-local bank in
the United States, or a foreign bank.

The customer may then “log on” to the BOFD system 110 from a RCT 100 using
a Personal Identification Number (PIN), password, and/or other means of identification
210. The bank customer may then select “check deposit” from a menu of transaction

options 220 as presented by the BOFD system 110.

In step 230, the customer may respond to prompts for each item of data needed to
deposit the check. In another embodiment, the customer may enter a predetermined set
of data all at once, for example where all data input fields are visible on a video display
screen. The customer may be prompted to supply missing information in step 240. A
complete set of data may comprise customer identification, customer account number,
name of payor, name and routing number of payor’s bank, the amount of the check, an

image of the check, and other information.

The bank customer may then submit the transaction data to the BOFD system for
processing 250, and may receive acknowledgement from the BOFD system that the

transaction is being processed 260.

The customer may receive a response 270 indicating, for example, that immediate
provisional credit has been given, that full credit has been awarded, or that the

transaction request has been denied, according to bank procedures.

If credit was issued, the paper check may be subjected to certain check actions
280 in order to prevent re-deposit of the same check. One possible check action is that
the check is marked, for example, by human or machine readable ink. Alternatively, the
check may be physically captured by the RCT 100, for example, via deposit into an ATM

vault.

Overview of the Information Flow From the Bank Perspective
Figure 3 is a diagram illustrating the flow of information from the perspective of

the BOFD system, according to one embodiment of the invention.
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The process may begin with a logon request 300. A security function 305 may
terminate the process for any unauthorized user 310. An authorized user may be
promoted to a data collection step, where transaction data is received 315, and an

acknowledgement of receipt is sent to the customer 320.

The BOFD system may then review the identity of the paying bank 325. If the
BOFD is the paying bank, the BOFD may issue immediate full credit to the account of
the payee customer 330. Otherwise, the BOFD may issue “provisional” credit to the
customer 335. Regardless of the type of credit issued, the BOFD system may initiate
certain check actions 340 to prevent redeposit of the same check (see discussion of step

280 above). This may end the interactive session with the bank customer.

Next, the BOFD may make a decision concerning the method for “clearing” the
third party check through another bank 345. If the transaction will be converted to an
Electronic Funds Transfer (EFT), the BOFD may have to obtain a payor authorization
350 to support preparation of the EFT transaction 355. Alternatively, the BOFD may
format the transaction for Electronic Check Presentment (ECP) 360, according to certain
pre-established agreements with the paying bank. If, however, the BOFD has neither the
payor’s authorizatioﬁ for an EFT, nor an agreement with the paying bank for ECP, then
the BOFD may print a reconstructed check 365.

In the case of the reconstructed check 370, the check clearing process 375 is the
traditional method for physically routing the paper check to the paying bank for payment.
In an EFT or ECP transaction, the check clearing process 375 may be accomplished by
automated systems. The BOFD may submit the electronic transactions individually, or in
batch. The check clearing process 375 may involve data transfer directly to a local
paying bank, of it may involve transfer of data to a clearing house or Federal Reserve

bank for ultimate credit by the paying bank.

The paying bank may issue credit for the check 380. If credit is given, the BOFD
may change the customer’s credit from “provisional” to “full” 385. If however, the
paying bank fails to pay the check, the BOFD may retract the “provisional” credit issued

earlier 390.
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The specification and examples provided above should be considered exemplary
only. It is contemplated that the appended claims will cover any other such embodiments

or modifications as fall within the true scope of the invention.
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‘What is claimed is:

1.

wok WD

10.

11.

12.

13.

A system comprising:

(a.) an interface to a remote customer terminal;

(b.) a bank system; and

(c.) an interface to a check clearing system;

(d.) wherein the bank system interfaces with the remote customer terminal and the
check clearing system to effectuate deposit of third party checks.

The system of claim 1, wherein the remote customer terminal is a telephone.

The system of claim 1, wherein the remote customer terminal is a facsimile machine.
The system of claim 1, wherein the remote customer terminal is a personal computer.
The system of claim 1, wherein the remote customer terminal is an automated teller
machine.

The system of claim 1, wherein the remote customer terminal includes a keypad for
data entry.

The system of claim 1, wherein the remote customer terminal includes a keyboard for
data entry.

The system of claim 1, wherein the remote customer terminal includes a microphone
for data entry.

The system of claim 1, wherein the remote customer terminal includes a magnetic ink
character reader for data entry.

The system of claim 1, wherein the remote customer terminal includes a digital image
scanner for data entry.

The system of claim 10, wherein optical character recognition software is used in
conjunction with the digital image scanner to convert machine printed characters to
electronic text.

The system of claim 10, wherein intelligent character recognition software is used in
conjunction with the digital image scanner to convert handwritten characters to
electronic text.

The system of claim 1, wherein the remote customer terminal includes a printer for

printing receipts or marking checks.
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15.

16.

17.

18.
19.

20.

21.

22.

23.

24,

-10 -

The system of claim 1, wherein the remote customer terminal includes a vault for
storing checks that were electronically deposited.
A method for allowing a bank customer to deposit paper checks from a remote
location, comprising:

(a.) receiving a check payable to the bank customer;
(b.) remotely logging onto a bank system;
(c.) entering transaction data to make a deposit; and
(d.) receiving a result of the transaction.
The method of claim 15 wherein the result of the transaction is a credit to the bank
customer’s account.

The method of claim 15 wherein the result of the transaction is a provisional credit to
the bank customer’s account.

The method of claim 15 wherein the result of the transaction is denial.

The method of claim 15 wherein the result of the transaction includes marking a
check to prevent redeposit.

The method of claim 15 wherein the result of the transaction includes physical
capture of the paper check to prevent redeposit.
A method for allowing a bank to process check deposit transactions that are initiated
by a bank customer at a remote location, comprising:

(a.) receiving a request for authorization to make a transaction on the bank system;
(b.) authorizing a bank customer as a user on the system;

(c.) receiving transaction data related to the deposit of a check payable to the bank
customer, where the payor is someone other than the customei; and

(d.) processing the transaction.

The method of claim 21 wherein the transaction is processed via electronic funds
transfer.

The method of claim 21 wherein the transaction is processed via electronic check
presentment.

The method of claim 21 wherein the transaction is processed by printing a
reconstructed check, and physically routing the reconstructed check to the paying
bank for payment.
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25. The method of claim 21 wherein the transaction is processed individually.
26. The method of claim 21 wherein the transaction is processed in batch.
27. The method of claim 24 wherein the reconstructed check is printed from an image of
the check that was received by the bank customer.
5 28. The method of claim 21 wherein transaction processing includes marking the check
to prevent redeposit. |
29. The method of claim 21 wherein transaction processing includes physical capture of

the check to prevent redeposit.
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Method and Apparatus for Accepting Check Deposits
via the Internet Using Browser-Based Technology

BACKGROUND OF THE INVENTION

TECHNICAL FIELD

10 The invention relates to providing a plug-in to drive a device for securely
transmitting documents in real-time over the Internet into an enterprise’s
computing environment. More particularly, the invention relates to a system
and method for providing a browser plug-in that allows a bank customer to
scan checks using a personal computer and deposit the checks via the

15  browser to a bank account.

DESCRIPTION OF THE PRIOR ART

The Check Clearing for the 21st Century Act, better known as Check 21,
20 modernized the U.S. payments system. This new federal legislation, which
took effect on October 28, 2004, allows banks to create and present a
substitute check or image replacement document (IRD) for payment in place
of the original check, accelerating settlement and eliminating many of the
costs and risks of physically transporting checks.
25
Presently, consumers have available to them the traditional banking visit
model. Also, mechanisms for allowing banks to create and present a
substitute check exist in the market, however, they require the customer to
install a non-browser-based software application, referred to as a fat client.
30 Also, known problems with float, fraud, and check processing speed are

present in these mechanisms.
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Currently, there are systems and methods that relate to check deposit and
image processing at locations other than a bank, as follows. M. Martens, C.
P. Tresser, R. J. Von Gutfeld, and C. W. Wu, Method and Apparatus for
Depositing Ordinary Checks from Home or Office, U.S. Patent No. 6,450,403
B1 (September 17, 2002) and M. Martens, C. P. Tresser, R. J. Von Gutfeld,
and C. W. Wu, Method and Apparatus for Depositing Ordinary Checks from
Home or Office, U.S. Patent Application Publication No. US 2002/0084321 A1
(July 4, 2002) discuss an apparatus and method that allow depositing ordinary
checks from home or office. A special scanner is used to scan an endorsed
check for deposit. The check may have printed thereon encryptions in at least
selected locations. Scanning the endorsed check with the scanner generates
a digitized version of the check. The scanner virtually partitions the digitized
version of the check into a plurality of regions. These regions may be stripes
or zones. Each region is successively examined to extract from the digitized
version of the check information from that region. The information extracted
from a region is encrypted and transmitted to a bank. Upon acknowledgment
from the bank, at least some of the regions of the plurality of regions are
voided by a form of indelible but non-invasive, e.g. allowing reading after
voiding, marking, such as punched holes, burned areas, overprinting of a
pattern. The processing by the scanner continues until all regions have been
processed. This progressively voiding scheme is an important security
feature. The scanner is preferably contained in a secure housing with an
encryption processor and the housing preferably includes an arrangement for
detecting tampering and preventing normal operation if tampering is detected.

J. E. Jones, P. A. Jones, R. M. Gafron, W. J. Jones, and D. U. Mennie, Image
Processing Network, U.S. Patent Application Publication No. US
2002/0001393 A1 (January 3, 2002) discuss a paperless image processing
network where images and other information are exchanged between various
financial institutions rather than physical documents. Further discussed is an
image processing network where images and other information as well as
physical documents are exchanged between various financial institutions.
Also discussed is an image processing network where the processing of
document images is distributed amongst various locations rather than

2
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concentrated at a single central location. Also discussed is an image
processing network which is capable of processing both images and physical
documents; an image processing network which is capable of extracting the
MICR, CAR, and LAR data from checks and inserting this data into an image
file or files; an image processing network where images are sorted between
transit and on-us image files; and a data file format that comprises two
subparts, containing image data and the other part containing data extracted
from the document's image.

M. Martens and C. P. Tresser, Method and Apparatus for Depositing Paper
Checks from Home or Office, U.S. Patent Application Publication No. US
2002/0065786 (May 30, 2002) discuss a method and apparatus in
combination with a special form of paper checks, which allows for the secure
deposit of paper checks from home or office; in other words, at a location
other than the bank or an ATM. The apparatus can be implemented at the
payee's home or office with a Personal Computer (PC) which has a scanner
attached to it and connected to the World Wide Web (WWW) on the Internet.
The process of depositing paper checks begins by the payee endorsing a
check having printed thereon encryptions in at least selected locations where
information is written by a payer, the act of writing by the payee obscuring
some of the encryptions. The payee then scans the endorsed check with a
scanner to generate a digitized version of the check. The computer extracts
from the digitized version of the check a concatenated branch number,
account number and check number and a corresponding digital signature.
The payee then transmits the extracted information together with the digitized
version of the check for deposit. The checks are specially designed to
prevent fraud such as alterations of the payee, amount and multiple deposits.
In addition to the encryptions imprinted on the check, a secret key and a
plurality of digital signatures are generated based on the concatenated branch
number, account number and check number.

Ravi V. Acharya and J. Kang, System and Method for Electronic Deposit of
Third-Party Checks by Non-Commercial Banking Customers from Remote
Locations, International Publication No. WO 01/61436 A2 (23 August 2001)

3
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discuss a system and method for initiating a deposit transaction, where the
depositor is a non-commercial banking customer located at a remote location,
and where the item to be deposited is a paper check from a third party,
payable to the depositor. Features include a Remote Customer Terminal

5 (RCT) with certain input devices, connected to a bank system. The image
and/or other data sent from the RCT to the Bank of First Deposit (BOFD) may
be processed by conversion to Electronic Funds Transfer (EFT), via
Electronic Check Presentment (ECP), or via check reconstruction.

10 A. Slater, M. L. Sears, H. P. Rin-Rin, D. C. DO, H. P. McSharry, E. M. R.
Dudasik. S. M. Gryte, and R. O. Brooks, System and Method for Image
Depositing, Image Presentment and Deposit Taking in a Commercial
Environment, European Patent Application No. EP 0 984 410 A1 (08 March
2000) discuss a method and system for scanning a check and/or cash to

15 create an electronic image of the front and the back of the check and/or cash.
The image is then processed and transmitted electronically to a central
location. The image may be recreated into a paper form at the central
location, resembling the original paper check or cash. Paperless processing
of checks and cash is thus provided, including local voiding and storage of the

20  check without requiring immediate pickup, while still allowing the transaction

to be processed.

However, none of the references cited teach or suggest creating efficiencies
by providing a browser plug-in that allows a bank customer to scan checks

25  using a personal computer and deposit the checks via the browser to a bank
account, while, at the same time, provide a light client vs. heavy client side
footprint/solution and provide means for a customer to install software via
application-managed download.

30 It would be advantageous to provide a system and method for capturing data
objects from a programmed machine where the configuration is not limited to
a fixed location, office, or home personal computer; where a supported
capturing device, such as a scanner, is plugged into the programmed
machine, e.g. a personal computer, at any location that works with

4
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downloadable runtime components, such as plug-in software, and can be
used to capture data objects, e.g. to scan checks and prepare deposits.

It would be advantageous to improve operating efficiencies by providing faster
access to money deposited in a customer’s account and providing increased
flexibility to invest and direct funds.

It would further be advantageous to provide a system and method that can
handle reductions in float as the time to settle transactions between banks
decreases.

It further would be advantageous to provide a system and method that
displays substitute checks or copies of substitute checks online when a
customer requests check copies or view images online.

It further would be advantageous to provide a system and method that allows
a bank customer to be able to capture electronic images of the customer’s
checks and to transmit the checks for processing instead of requiring the

customer to physically transport the checks to the bank for deposit.

It further would be advantageous to provide a system and method that attains

the following business goals:

provide faster access to funds and information;

reduce transportation time and costs;

leverage Check 21 legislation;

provide alternative to traditional banking visit;

provide low cost entry point to market model; develop, deploy, and manage
such; and
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enrich customer experience.

It further would be advantageous to provide a system and method that attains
the following technical goals:

5
provide a light client vs. heavy client side footprint/solution;
provide means for a customer to install software via application-managed
download:;
10
provide means for a customer to scan checks and upload them to the
application;
provide an application that validates checks and creates deposit transactions:
15

provide an application that sends deposit transactions to an existing

downstream item processing;

provide for the customer access to timely information on the status of the
20  customer’s deposit or any errors which would prevent an item from being

accepted; and

provide a same and/or better than response time.

25 SUMMARY OF THE INVENTION

A browser plug-in to drive a device for securely transmitting documents in
real-time over the Internet into an enterprise’s computing environment is
provided. Leveraging the Check Clearing for the 21st Century Act, a system

30  and method for providing a browser plug-in that allows a bank customer to
scan checks using a personal computer and deposit the checks via the
browser to a bank account is provided.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a schematic flow diagram showing a high level flow of a desktop

deposit according to the invention:

Figure 2 is a schematic diagram of an interface architecture system according

to the invention;

Figure 3 is a schematic diagram of an application component architecture for
10 the DD Application Server according to the invention;

Figure 4 is a schematic context diagram illustrating how the CLASP
component is used in the overall Desktop Deposit solution architecture
according to the invention;

15
Figure 5 is a schematic flow diagram depicting the control flow according to

the invention;

Figure 6 is a schematic flow diagram showing an exemplary client flow

20  according to the invention; and

Figure 7 is a flow diagram showing the client flow after the client elects to

commit uploaded contents according to the invention.

25 DETAILED DESCRIPTION OF THE INVENTION

A browser software plug-in to provide an interface between the user and an
enterprise and drive a device for securely transmitting documents in real-time
over the Internet into an enterprise’s computing environment is provided.
30 Leveraging the Check Clearing for the 21st Century Act, a system and
method for providing a browser plug-in that allows a bank customer to scan
checks using a personal computer and deposit the checks via the browser to

a bank account is provided.
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It should be appreciated that for the purposes of understanding the invention,
the discussion herein involves a personal computer, a scanner, scanned
image, a deposit post-process, and the like. However, such specific
references herein are by way of example only and are not meant to be

5 limiting. The spirit and scope of the invention covers any thin client with
respect to any enterprise post processing and any type of capturing device
and captured data object, where here an object includes, but is not limited to,
any digitized image, portion of an image, data stream, screen, or window.

10 In one embodiment of the invention, five major components are provided to
work in a manner that allows the user to scan, transmit, and deposit checks or
documents to the receiving organization electronically. A personal computer
type computer (PC), application software provided by the enterprise or third-
party supplier (application software), a scanner supported by the application

15  software (scanner) , scanner drivers provided by the scanner manufacturer or
third-party (device drivers), and a receiving software application to process
the incoming images and data (enterprise application).

Three of the components: PC, scanner, and device drivers can be packaged
20 by any major computer manufacturer. The application software provider can
either make special arrangements with the PC provider to include the
software or the provider can use other means to distribute the software. The

enterprise application is the responsibility of the enterprise.

25  Application software can be packaged in two basic forms. The first form is
normally distributed by media, such as CD-ROM, or electronically
downloaded. Once in the hands of the user, the application software is
installed on the machine where it stays resident on disk and is loaded into
memory when used. The software industry refers this type of application as a

30 fat application, i.e. stays on machine. Application software, installed in this
manner, also normally has access to the resources such as scanners, disk
drives, and other applications available on the machine within the
authorization scope of the user. Additionally, software maintenance, changes
or new features for fat applications require the software provider to distribute

8
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the software and for the user to install the software. If the maintenance is
faulty, additional roll-back steps or software maintenance is required.
Because not all users can be expected to install software at the same fime,
software providers are forced into a position to support multiple, often back-

5 leveled versions of software.

The second form is distributed with each invocation of the application software
through the ubiquitous browser interface available on almost every modern
personal computer. The software industry refers to this type of application as

10 a thin client. No software is installed on the disk. The application software is
the same version for all users because the plug-in is downloaded with each
invocation of the application software, i.e. automatic maintenance. The plug-
in does not automatically have the same level of access to the resources that
the user has. This security feature allows the user to give permission to the

15 resource being requested, e.g. scanner, not all of the resources available to
the user. The combined benefits of security with ease and speed of software
maintenance makes the thin-client approach a more beneficial approach to
both the customer and the enterprise.

20  One embodiment of the invention can be described with reference to Figure 1,
a schematic flow diagram showing a high level flow of a desktop deposit
according to the invention. From a client means, for example, a personal
computer type computer (PC), a client/user authenticates with a desktop
deposit application 102. In this example, the server related software is

25 referred to as Wells Fargo’'s Commercial Electronic Offices™ Portal (CEO
Portal or just CEO) and the desktop deposit application is referred to as C21
App. After authentication, C21 App is launched and the appropriate desktop
deposit plug-in(s) is downloaded onto the client PC.

30 The CEO Portal, C21 app as well as the plug-in are resident on the enterprise
servers. The user launches a session for scanning checks from the browser
window running the plug-in(s). Scanner interface APIs are called from the
browser plug-in(s) for communicating with a scanning device that is
communicably connected to the PC 106. The scanner APls make device

9

Page 1019 of 1587



10

15

20

25

30

WO 2006/086768 PCT/US2006/005014

driver calls to the scanner, which in this example is RDM 6000. The user
proceeds with scanning one or more checks through the device. Each check
can be marked with indelible ink, if the scanner is so equipped, indicating that
the check has been electronically processed. Such scanned images are
transmitted by the browser window running the plug-in(s) to a check image
repository communicably connected to the server desktop deposit application
110. The desktop deposit application, C21 App is used to manage the checks
which are launched. Through a viewer and editing application, which in this
example is referred to as C21 Viewer/Editor Portlet, which is a part of C21
App, a user can view and edit commands related to images stored on the
check image repository that had been previously scanned 112. Likewise,
through C21 Viewer/Editor Portlet, a user can perform various functions, such

as fetch, edit, and delete on the scanned images 114.

The invention provides flexibility as follows. In one embodiment of the
invention, the system and method has the capability to perform version
checks and updates. In one embodiment of the invention, the system and
method is modular; it employs framework adaptability to support future plug-
ins as necessary to work with a wide variety of proprietary check-reader
device protocols. In one embodiment of the invention, the system and
method provides the capability of the self-detection of installed scanner device
and capability to guide the user of related events and detects necessary

downloads, upgrades, and patches.

One embodiment of the invention provides a helper application that facilitates

the following:

scanning of checks, front and back;

MICR decoding;

compression and encryption;

allowing user to enter check amount and annotation;

10
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single submission and batching of scanned checks; and

uploading one or a batch of checks to a staging repository via database

and/or FTP uploads.
System Interface Architecture

An interface architecture system and method according to one embodiment of
the invention can be described with reference to Figure 2. A desktop deposit
customer, shown here as a CEO customer 202, is authenticated and
authorized by applications on the desktop deposit server, shown here as
DesktopDeposit (DD) Application Server 204. A second server 206 is shown
between two firewalls and serves to provide a secure interface between
external applications and those internal to an enterprise, such as Wells Fargo,
for example. The customer proceeds to scan one or more checks through the
check scanner device 208. The customer uploads the scanned check images
to the DD application server for post processing. The uploaded images are
stored, could be temporarily, in a database, shown in Figure 2 as Check
Image Work in Progress (WIP) 210 for review and disposition. The images
are also sent, for example, via an wfXML service, to an Image Inspector
Services 211, referred to herein as Automated Image Metrics (AIM). AIM is a
placeholder for certain basic services. For example, AIM can perform
character recognition on a image, e.g. courtesy amount recognition and legal
amount recognition (CARLAR) processing. For instance, a customer might
write an amount of X in the courtesy box and an amount of Y in the legal
amount box resulting in a mismatch. The system and method can respond by
sending such information back to the customer, informing the customer of
such mismatch. As well, the system and method can provides hints, such as
‘Okay, the person wrote the check for a hundred dollars. Do you agree?
Yes.” Then, instead of keying in 100, the customer can simply click the “yes”
button. The scanned images are sent to a second database, shown here as
Inbound Check Image Gateway (ICING) 212, to be checked again for quality
and customer disposition. The DD Application Server 204 requests or sends

11
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a message query to ICING 212 for file validation and response, and possibly
in batch mode. DD Application Server sends user profile information,
including account information, product profile information, and the like, to
enterprise backend servers. One such server is shown in the figure as Envoy

5 214. Customer billing information is sent to a backend system, shown here as
Tandem Billing 216.

In this particular example of one embodiment of the invention, an ActiveX
component (VC++) is used for interacting with the device API, referred to
10 herein as Ranger API, for scanning the checks. The Envoy client is used for
retrieving the entittements. The Envoy client uses T3 protocol, which is
proprietary to WeblLogic Application Server. DD Application Server uses
HTTPS/Post for interfacing with AIM. A Wells Fargo standard, WEXML, is
followed for making the request/response to AIM service. DD Application
15  Server posts( messages in X9.37 format to ICING MQSeries queue. DD
Application Server uses standard JDBC implementation to interact with Work
In Progress (local) Database. For retrieving Account Name needs to interact
with internal system using Xstream Interface. For RTN validation an external
system is used. It should be appreciated that the implementation described

20  hereinabove is for illustrative purposes and is not meant to be limiting.

In one embodiment of the invention, the system and method incorporates a
detection and notification mechanism. In one embodiment of the invention,
the DD Application Server takes certain customer profile information, such as
25 type of scanner, account numbers for which the customer is authorized, etc.,
and uses the information to detect certain states, such as, if the customer's
scanner is plugged in, and appropriately notify the customer. Following is a
list of examples of what the detection mechanism can detect: If the scanner is
the right version; Was a part of the scanner plugged in the wrong way; if there
30 is a problem with the firmware, i.e. the electronically erasable module on the
scanner; etc. The invention can provide a link to the customer from where the
customer can download the appropriate helpful information or applications.

12
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Also, if a new application feature becomes available and, for example, the
user has a particular scanner model that has an old version of their basic
drivers, the invention can download or direct the customer to a place where
the customer can get the driver sets that are designed for the system or
5 application and can download them. The customer can elect to have a
system administrator install the feature and appropriate updates or a LAN
administrator, and the like. As well, the enterprise can perform the
installation, downloads, and upgrades given permission. A clear advantage
the invention provides to the enterprise and to the customer is the efficiency
10 provided by the enterprise not having to ship CDs and the like to customers.
The installations and upgrades are performed in real-time. Such makes the

customer interaction and experience much better.

Application Component Architecture
15
An exemplary application component architecture for the DD Application
Server according to one embodiment of the invention can be described with
reference to Figure 3. Such example is not meant to be exhaustive or limiting.
The DD Application Server is also referred to herein simple as Desktop
20 Deposit.

In this example implementation, the Desktop Deposit application applies a
Java 2 Enterprise Edition (J2EE) component architecture for developing a
flexible, scalable, cross-platform enterprise application. The Desktop Deposit

25 application uses Struts framework for developing applications. A strut is
based on Model-View-Controller (MVC) architecture. An MVC design pattern
serves as a guideline for building the Desktop Deposit Application. By
applying the MVC architecture to a J2EE application, one can separate the
core data access functionality from the presentation and control logic that

30  uses this functionality. Such separation allows mutltiple views to share the
same enterprise data model, which makes supporting multiple clients easier
to implement, test, and maintain.

13
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Figure 3 shows main components for the following tiers: browser 302;
application 304; mid-tier 306, and persistence 308. Descriptions of specific

components follow.
Mode/

Model 310 represents business data, and the business rules that govern
access and modification of that data, on which application is based. Models
that have been envisaged for Desktop Deposit include:

Business Model classes: these classes encapsulate business objects and
business rules from the requirements/use-cases; and

Data Access Object Classes for interface with Desktop Deposit database and

other applications.
View

View 312 presents data represented by the model 310 in a way that’s targeted
at a specific type of client. In Desktop Deposit, view objects include HTML,
JSP, Java Script and Style Sheets. Data in JSP 316 s extracted from Action
Form 320, which is part of View. These JSPs eventually generate HTML on
the web server, which is sent to the client 318. Following are the View 312

components:

Action Form 320: For every screen, there is an individual Action Form 320.
JSP 316 extracts data from Action Form 320 and display it to the client via
HTML 318.

Controller

The controller 314 maintains the data in the model 310 and ensures that the
data presented by the view 312 is consistent with the corresponding model.

Following are the controller components:

14
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Action Servilet 322 serves as the front component of controller and all

requests come through it.

5 Request Processor 324 controls the navigation requirement of moving from

one screen to another.

For every screen there is an individual Action Class 326. Desktop Deposit
controller 314 loads them dynamically and they update databases based on

10 user action with the help of utility classes, described hereinbelow. Action
Class loads the data dynamically and sets Action Form 320 for displaying
data in the JSP 316.

Utility Classes

15
Utility classes 328 contain functionality that are frequently used across
application components. Following are utility classes as per the example:

Proxy classes to interface with Envoy2 client 330, ICING client 332, Image
20  quality Assessment (IQA) 334, and IVU.

General-purpose classes encapsulating date manipulation functions and
primitive validations, etc. Desktop Deposit utility classes are reused where
possible.

25
Classes for converting Data Objects into URLs/Character Streams to be
passed to Envoy2 330 and into Data Objects for response received from
Envoy2 330.

30 Inferface API
Interface APl 340 is a Java API library developed for accessing the external

systems like WPR 336 and ICING 338. Code is built in the Desktop Deposit
application to provide a wrapper to access this functionality. The Interface

15
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APls used by Desktop Deposit are Envoy2 Middleware 330, ICING
Middleware 332, IVU [?], and Image Quality Analyzer 334.

Interface between Application and ICING
Desktop Deposit Application interfaces with ICING using MQ series.

The images of checks transmitted with the file are retained and archived by
the enterprise, ie. in this example, Wells Fargo bank (WFB), for use in
10 research and adjustments and for legal compliance purposes. These images
are also made available for customer retrieval, through associated WFB
information reporting products. Each incoming item is assigned a unique item
sequence number (ISN), based on Wells Fargo standards and including a
parameter-driven sender identifier. The ISN is included with the related item
15 record in file and should be printed, if possible, on the paper item by the check
transport device to support easy retrieval of the original item from temporary

storage when necessary.

This file format is based on the ANSI X9.37 DSTU — 2003 “Specifications for
20  Electronic Exchange of Check and Image Data’ draft standard with some
modifications to accommodate the processing of credits, such as customer
Direct Deposit Account (DDA) deposits and adjustments, and to augment

sender source identification and file balancing controls.

25 To ensure proper processing, it is important that all deposits on a file are
transmitted in sequential order, and, for example, deposit credit before
associated checks, and that each credit and debit item is assigned a unique,

i.e. within business day, ltem Sequence Number (ISN).

30 The ISN is 15 digits, with format as follows: 000SSSSDDNNNNNN, and

where:

000 = leading zeroes;

16
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SSS8S = four-digit numeric Sender ID (Bank-assigned);

DD = two-digit device or location number (00-99 — Sender—rassigned); and
NNNNNN = six-digit incrementing item sequence number.

Available file transmission methods include:

Secure File Transport (SFT) via the Internet; and
Direct transmission via T-1 line or other direct connection, utilizing Connect:

Direct Network Data Mover (NDM), etc.
Interface between Application and Image Quality Analyzer (AIM)

The interface from Desktop Deposit Application to the IQA system follows
WFXML 1.2 standard. Application uses soap over https protocol for
communication with IQA.

Interface between Application and Image Scanner API

One embodiment of the invention uses VBScript/JavaScript to communicate
with the ActiveX component. The ActiveX component interacts with a
customized scanning device API, herein referred to as Ranger API, which in

turn interacts with the scanner.

For performance consideration a DDScannerServiet 342 which receives the
client images, posts the images to the local queue using a business layer.
The possibilities of making the queue cluster aware are typically covered

during design.

Image Viewer Utility

17

Page 1027 of 1587



WO 2006/086768 PCT/US2006/005014

Image viewer utility helps the user in viewing the image in an appropriate
image size. It provides following functionality to the user:

Ability to lighten an image, default increment should be +25;
Ability to darken the image, default increment should be —25:
Ability to invert an image;
10 Ability to rotate the image in increments of 90 degrees in both directions:
Ability to zoom in or out on the image; and

Ability to scroll left, right, up or down on an image any time the full image is

15 not visible in the window.
Interface between Application and Image Viewer Utility

The invoking application is able to determine and adjust the following:

20
How many image viewer windows to display on the page, typically one or two;
What operations to apply to the image before displaying as “default,” i.e.
shrinking, lightening, rotating, etc.;

25
What the maximum zoom level should be, such as in terms of a percent of the
original image size;
What the zoom increment is;

30

What the lighten/darken increment is; and

18
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What options to display besides Image Print and Download, for example on a
bar below the image viewing window and such as showing or hiding the View

Full Size link as desired.

Keep Alive Utility

This is a utility, which is useful when on a particular screen and background
processes are taking some time for processing. It shows the user a screen
displaying information about progress information.

WIP Database

The application uses a database, such as Oracle, for storing information. The
images local to the system can be stored in Binary Large Object (BLOB)

format.

Configuration Files

The system and method uses properties files that configure the Application
Environment.

DDEnv.properties is a file for storing all the application related
environment properties:
JDBC Protocol Related Properties;
Logging Related properties;
Audit Related properties;
EPICS Envoy Related Properties; and
ICING Related properties.

DDApp.properties is a file for storing all the application related
properties:
Timeout properties; and
URLs of Desktop Deposit Pages.

19
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ActiveX Component

The client side components, herein referred to as CLASP for CEO Lightweight
Automated Scanner Process, are developed as ActiveX controls
downloadable over the web. The CLASP component provides the interfaces
required for the CEO application to interact with a scanner. CLASP provides
the abstraction layer required to interact with scanner interface framework,

which is Ranger Scanner API.

Figure 4 is a schematic context diagram illustrating how the CLASP
component is used in the overall Desktop Deposit solution architecture.

Device abstraction.

The Ranger API 402 provides an abstraction layer to the scanner driver 404

allowing applications to interface with different scanner types.

Accordingly, the CLASP component 406 uses the Ranger API 402 to talk to
the underlying scanner drivers 404 with the understanding that there may be
additional interface mechanisms required to be supported by the CLASP

component in future.

Using the Ranger API 402 alone allows the CLASP component 406 to be
lightweight while isolating the CEO application from having to code specifically
to the Ranger API.

Automated Updates.
The CLASP component 406 is designed as a sighed ActiveX control. The
control is deployed as a cab, i.e. Windows cabinet, file. This allows the

control to be downloaded automatically whenever a new version of the control
is posted to the CEO web server.

20
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When the CEO application page references a new control version, the user's
browser 408 automatically downloads or prompts for download of the control
depending upon the browser security settings.

5  Security.

The CLASP component 406 depends on the security already built by the CEO
application. The CLASP component is only invoked when the CEO application
loads a specific resource, which contains a reference to the CLASP control.

10  Moreover, the interaction of the CLASP component with the CEO application
is only through http form posts. The CLASP component does not open any
socket connections directly to the CEO servers.

The Ranger APl 402 is itself packaged as an ActiveX control and hence is
15 used by the CLASP component as an in-process server.

The CLASP component does not store any data locally on the user’s
computer nor does it use any temporary files outside of the browser’s
operating system (OS8) dependent temporary file requirements.

20
Browser and OS.

By way of example, in one embodiment of the invention, the CLASP

component is designed to work with the IE 5.01 (SP2) or IE 6 browsers. The
25 operating systems supported are Windows XP and Windows 2000.

Supported Scanners.

In one embodiment of the invention, supported scanners are: Omega System
30 of North America’s Panini MyVision X30, X680, and X90 and which support the

Silver Bullet Ranger API.

Extensibility.

21
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The CLASP component architecture allows for extensibility to support multiple
versions of scanner abstraction APIs as well as differences in functionality

between these APls.
5 An Exemplary Scanning Device

One embodiment of the invention provides means for building a device
wrapper or Ranger-wrapper ActiveX that can return images as Base64
strings. It provides a control that can take scanned image(s) and package
10 them up into a string that can be transmitted to the enterprise server, such as
CEO. One embodiment of the invention provides a means for transmitting
them to CEO that includes setting up the images using a Base64 encoding
scheme and transmitting the images to CEO as a standard HTML form-post.
The invention provides a means for the control or device that takes the current
15 image as an argument, such as front-1, front-2, reverse-1, or reverse-2, and
returns a Base64 encoded string. In one embodiment of the invention, the
code returns just the Base64 string without any MIME information. It is
possible to prefix the string with additional information as well as return just
the raw Base64 string.
20
In one embodiment of the invention, the Base64 encoder performs the call to
read the address and byte-count rather than the application. The Base64
encoder should be passed a front, rear, grayscale, or bi-tonal parameter in the
same manner that the GetimageAddress() and GetimageByteCount()
25 methods are designed to do as in a standard call. A name for the functionality
that is suggestive to its function is, RangerlmagetoBase64(long side, long
ColorType). Such name is by way of example only and is not meant to be

limiting.

30 In another embodiment of the invention, the images are set up following the
HTP multi-part format, or, in other words, the format used when an HTML
page requests a file from a user. Such embodiment may lend itself to have
more complexity in the programming logic: Web logic has to be able handle
multi-part POSTs correctly, when some may be configured to handle x-www-
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form-urlencoded MIME type only, such as older versions of servlet code.
Another challenge may be encountering character set mapping issues, such
as 1S0-8859-1 vs. UTF-8, for the characters used to represent the image.

5  Visual Scenario depicting Control and Data Flow

With reference to Figure 5, a means for control flow according to the invention
can be described. It should be appreciated that the details are by way of
example and are not meant to be limitng.
10
In step 1.1, a user clicks on a button on a browser screen in Desktop Deposit.
The javascript submits the form data to the Desktop Deposit gateway serviet,
which invokes Action Serviet, along with the Action. In step 1.2, the Action
Serviet invokes the Request Processor class. In step 1.3, the Request
15  Processor invokes the appropriate Action Class and sets Action Form. In step
1.4, the Action Class builds the appropriate domain object from the data. It
does a look-up, calls an appropriate Business Object (BO), invokes the
appropriate method on it, and passes the domain object to it. In step 1.5, the
BO evaluates the business rules, if any, calls one or more Data-Access
20  Object, invokes appropriate method on it, and passes the domain object(s) to
it. In step 1.6, the DAO makes one or more Interface APl method calls to the
access to the Database, Envoy2. In step 1.7, tor Database Calls, JDBC is the
communication mechanism for accessing Local Desktop Deposit database.
In step 1.8, for WPR access, the Envoy2 Client talks to Envoy2 Server hosted
25 externally with appropriate protocol. In step 1.9, the JSP extracts data from
the Action Form and builds the screen HTML and sends it to the browser. In
step 2.1, VBScript/JavaScript is used for interacting with ActiveX, this will in
turn iterface with Scanner. In step 2.2, Actions or steps 1.2, 1.3, 1.4, 1.5, 1.6
are performed. In step 2.3, Business Layer interacts with JMS layer to put the
30 datain JMS queue. In step 2.3, Image Viewer Utility is used for manupulation
of the checks. In step 2.4, Image Quality Analyser uses wfxml protocol to
interact with IQA Service. And, in step 2.5, Interface API uses JMS to interact
with ICING.

23
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Assumptions

Following is a list of assumptions in the building of the system and method

according to the invention:
User can have multiple sessions per day;

User can have multiple deposit account numbers. A user is given a choice of
authorized accounts. While the average might be around five (5) accounts,
10  some users are authorized to a couple of hundred accounts. The application

will display the deposit account number, RTN and name;

User can receive multiple items from the same person, including OTC and
new account checks;

15
Deposit bag is a holding/receiving area until the customer commits the
deposit. Items are not committed to ICING until the bag is closed:;

Trickle-in approach. This does not preclude a batch approach, but the

20 customer experience with a long upload may trigger an unexpected timeout.
Recommend configurable option on client and servlet code to render some
flexibility;

The image message is based on standard HTTP protocol to port 443 and not
25  proprietary transmission forms, including FTP;

The client can elect to have the OCR information and/or image sent back from
the server as an acknowledgment for each scanned item; and

30 The application is not limited to checks. The application should be able to
handle any scanned image type. The application may be expanded to include

file uploads.

An Exemplary Client Flow

24
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Referring to Figure 6, a schematic flow diagram, an exemplary client flow
according to the invention can be described. A user begins by logging into a
CEO system. A Check21 application launches in response and creates an
5 account list from the user’s authorized accounts. The user selects an account
to which to deposit checks to, e.g. from a dropdown list. The system creates

a bag for this session 602.

An application child or window opens and is an ActiveX control. The logic

10 following (from 606 through 614) can be performed by a full application or can
be part of an ActiveX control. Regardless, the front of an image is scanned
606. The check amount is obtained, the MICR is OCRed, and it is verified
that the MICR is magnetic.

15  The image back is scanned 608. Optionally, it is detected whether the check
is endorsed. The system uses a checking means, such as checking for an
imprint image, a scanned serial number, and the like, to indicate that the
check had been properly scanned.

20  An HTTP POST is prepared 610. Amount is formatted, MICR information,
such as RTN, account, amount, RAA, and the like, is formatted. This may be

a unique hash.

Image front and image back are added to a POST message. It is optional to

25 take in customer free-form text information 612,
The following information is sent to CEO 614:

receive ack. RAA; and
30 receive optional image(s) based on a flag means.

The user prepares to scan next item. If the hopper is empty, the system and
method allows the user to select another account and may leave previously

selected account highlighted 614.

25
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By a messaging means, such as a multi-part POST or BASEG64 string sent to
the CEO system, a channel secure session is validated and access is open
616. '

The CEO Check21 Servlet filters input to check if the message is complete
618. It rejects partial POSTs immediately. The total turn-around time is
preferably one second or better per check item.

10 The account sequence number is obtained from the request and the actual
account number is determined from the session list 620. The system date is
also obtained. The item sequence number or identification (ID) is generated.

The CEO system and method then takes the incoming request and access
15  the current session deposit bag 622. It takes the session ID and tags it to

each item, having identified the item sequence number.

The CEO system and method checks for any additional validations to be
performed 624.

20
In one embodiment of the invention, the CEO system and method then writes
the information and images to the cache server 626.

A trigger type of indicator is posted to EJB to save the image and information
25 into the user virtual database 628.

An acknowledgment/post receipt of each item is sent, such as echo RAA 630.
Optionally, an echo front, back image, and/or receipt information is sent.

30 The acknowledgment is uploaded to the user's client, the content of which

depends on the client options.

The client flow after the client elects to commit uploaded contents can be
described with reference to Figure 7, a flow diagram showing the same. Via
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an application child window it portlet, a user selects a finish scanning means.
The finish function closes the bag and commits to a deposit. The message is
sent to the Check21 serviet 704. The servet adds a deposit ticket means as a
trailer to the bag 706. A message is posted to ICING to pick up the bag and

5 process a deposit batch 708. The servlet responds back to the user with the
deposit ticket information 710.

Accordingly, although the invention has been described in detail with
reference to particular preferred embodiments, persons possessing ordinary

10  skill in the art to which this invention pertains will appreciate that various
modifications and enhancements may be made without departing from the
spirit and scope of the claims that follow.
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CLAIMS

1. A computer implemented method for transmitting captured objects from
5 a capturing device in real-time from one or more client components through
an enterprise server component to one or more enterprise backend
processing components, comprising the steps of:
one or more client components creating a session with a component on
an enterprise server;

10 responsive to said creating a session, said enterprise server launching
an enterprise application and downloading one or more corresponding
runtime components onto said one or more client components;

from a browser window on said one or more client components,
executing said one or more runtime components to invoke interface APls of a

16 capturing device, and on said browser window displaying an interface to said

enterprise application for accessing said enterprise application;

from the browser runtime components, calling capturing device
interface APIs to communicate with said device, wherein said capturing
device interface APls make device driver calls to said capturing device;

20 capturing one or more objects through said capturing device;

from said one or more runtime components, optionally calling capturing
device interface APls to direct said device to selectively extract additional
information from each said captured object;

said browser runtime components pre-processing said captured

25 objects to ensure message consistency and compatibility with said enterprise

server;

transmitting said captured one or more objects and, if available, said
selectively extracted additional information, to a repository communicably
connected to said enterprise application for enterprise backend post-

30 processing; and

said browser runtime components detecting exception conditions on
said capturing device and, if within scope of said runtime components,
handling exception conditions, and passing said detected exception
conditions and said handled exception conditions, as well as unhandled

28
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exception conditions and ancillary information to said enterprise server
component;
wherein no captured objects are stored on said one or more client

components.
5
2. The computer implemented method of Claim 1, wherein said capturing
device is a scanning device and said one or more captured objects is one or
more scanned images.
10 3. The computer implemented method of Claim 1, wherein said runtime

components are any of plugins or ActiveX components.

4, The computer implemented method of Claim 1, wherein said
selectively extracted information is any of: a Magnetic Ink Character
16  Recognition (MICR) line, written text, or a bar-code.

5. The computer implemented method of Claim 2, wherein any of said
scanned one or more images for deposit is a bank check, coupon, or

document.

20
6. The computer implemented method of Claim 2, wherein future plugins
are supported that work with a variety of scanning device protocols, scanning
devices, and documents.

25 7. The computer implemented method of Claim 1, wherein said one or

more client components are developed as ActiveX controls that are
downloadable over the Web.

8. The computer implemented method of Claim 1, wherein said one or
30 more client components provide an interface such that said enterprise
application interacts with said scanning device.

9. The computer implemented method of Claim 1, wherein said one or
more client components provides an abstraction layer to said capturing device

29

Page 1039 of 1587



WO 2006/086768 PCT/US2006/005014

such that said enterprise application interfaces with one or more different
capturing device types.

10.  The computer implemented method of Claim 1, further comprising the
5 step of:
responsive to a new version of said one or more client components
posted to said enterprise server component, said browser initiating a
download of said one or more client components of the new version.

10 11, The computer implemented method of Claim 1, wherein said one or
more client components interact through HTTP messages.

12. The computer implemented method of Claim 2, wherein said scanning
device returns scanned images and any extracted information to said plugin
15 as Base64 string and plain-text for some selectively extracted regions, and
said plugin prepares image and extracted information to the browser as a
combination of Base64 strings and plain-text within a HTTP message, which
can be further transmitted to said enterprise server component as an HTTP

message.
20
13.  The computer implemented method of Claim 2, further comprising the
step of:
providing a deposit bag that serves as a holding area until a deposit is
committed.
25

14.  The computer implemented method of Claim 1, wherein said capturing
one or more objects is performed in parallel with said transmitting said
captured one or more objects, whereby a trickle-in approach is implemented.

30 15. The computer implemented method of Claim 1, wherein any of said

captured one or more objects is replaced by a file upload.

16. A system for transmitting captured objects from a capturing device in
real-time from one or more client components through an enterprise server

30
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component to one or more enterprise backend processing components,
comprising:

means for one or more client components creating a session with a
component on an enterprise server;

5 responsive to said creating a session, means for said enterprise server
launching an enterprise application and means for downloading one or more
corresponding runtime components onto said one or more client components;

from a browser window on said one or more client components, means
for executing said one or more runtime components to invoke interface APls
10  of a capturing device, and on said browser window means for displaying an
interface to said enterprise application for accessing said enterprise
application;
from the browser runtime components, means for calling capturing
device interface APIs to communicate with said device, wherein said
15  capturing device interface APls make device driver calls to said capturing
device;
means for capturing one or more objects through said capturing device;
from said one or more runtime components, means for optionally
calling capturing device interface APIs to direct said device to selectively
20  extract additional information from each said captured object;
means for said browser runtime components pre-processing said
captured objects to ensure message consistency and compatibility with said
enterprise server;
means for transmitting said captured one or more objects and, if
25 available, said selectively extracted additional information, to a repository
communicably connected to said enterprise application for enterprise backend
post-processing; and
means for said browser runtime components detecting exception
conditions on said capturing device and, if within scope of said runtime
30 components, handling exception conditions, and means for passing said
detected exception conditions and said handled exception conditions, as well
as unhandled exception conditions and ancillary information to said enterprise
server component;
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wherein no captured objects are stored on said one or more client
components.

17.  The system of Claim 16, wherein said capturing device is a scanning
device and said one or more captured objects is one or more scanned

images.

18. The system of Claim 16, wherein said runtime components are any of
plugins or ActiveX components.

19.  The system of Claim 16, wherein said selectively extracted information
is any of: a Magnetic Ink Character Recognition (MICR) line, written text, or a

bar-code.

20. The system of Claim 17, wherein any of said scanned one or more

images for deposit is a bank check, coupon, or document.

21.  The system of Claim 17, wherein future plugins are supported that
work with a variety of scanning device protocols, scanning devices, and

documents.

22. The system of Claim 16, wherein said one or more client components
are developed as ActiveX controls that are downloadable over the Web.

23.  The system of Claim 16, wherein said one or more client components
provide an interface such that said enterprise application interacts with said

scanning device.

24. The system of Claim 16, wherein said one or more client components
provides an abstraction layer to said capturing device such that said
enterprise application interfaces with one or more different capturing device
types.

25.  The system of Claim 16, further comprising:
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responsive to a new version of said one or more client components
posted to said enterprise server component, means for said browser initiating
a download of said one or more client components of the new version.

5 26. The system of Claim 16, wherein said one or more client components
interact through HTTP messages.

27.  The system of Claim 17, wherein said scanning device returns scanned
images and any extracted information to said plugin as Base64 string and
10 plain-text for some selectively extracted regions, and said plugin prepares
image and extracted information to the browser as a combination of Base64
strings and plain-text within a HTTP message, which can be further
transmitted to said enterprise server component as an HTTP message.

15 28.  The system of Claim 17, further comprising:
means for providing a deposit bag that serves as a holding area until a
deposit is committed.
29.  The system of Claim 16, wherein said capturing one or more objects is
20  performed in parallel with said transmitting said captured one or more objects,

whereby a trickle-in approach is implemented.

30.  The system of Claim 16, wherein any of said captured one or more
objects is replaced by a file upload.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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o

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark Office, \\\\\
Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date: \\ Q\
Date: April 30, 2019 Name: Peter S. Lee (Reg. No. 64,728) Signature: /Peter S. Lee/ N >\\\

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inre Appin. of: Charles Lee Oakes et al.
Appin. No.: 16/025,701 Examiner: Ojo O. Oyebisi
Filed: July 2, 2018 Art Unit: 3697
For: DIGITAL CAMERA PROCESSING Conf. No.: 8845
SYSTEM
Attorney Docket No.:  US-0152.09 (14538-649)
TRANSMITTAL

Commissioner for Patents
PO Box 1450
Alexandria, VA 22313-1450

Sir:

Attached is/are:

X Supplemental Information Disclosure Statement by Applicant; Foreign Patent References (E31-E32) and Non
Patent Literature Documents (E33-E115).

Fee calculation:

O No additional fee is required.
[0  Per37 CFR §1.27, [ Applicant is small entity  [] Applicant is micro entity.
O An extension fee in an amountof $__ fora___ -month extension of time under 37 CFR § 1.136(a).
A petition or processing fee in an amount of $240 under 37 CFR § 1.17(p).
| An additional filing fee has been calculated as shown below:
Fee Small Entity Fee Micro Entity Fee
Remgilr?ilr?g];sAﬂer ??:\ii:s Present| Rate ’?:‘i‘g' Rate ’?:‘i‘g' Rate ’?:‘i‘g'
Amendment Paid Extra
Total Minus x$100=| § x$ 50=| § x$25= §
Independent Minus x$460=| $ x$230=| $§ x$115=| §
First Presentation of Multiple Dep. Claim +8$820=| $ +$410=| $ +3$205= $
Total| $ Total| $ Total| $

Fee payment:
X Please charge Deposit Account No. 50-4184 in the amount of $240 for Information Disclosure Statement.

| Payment by credit card in the amount of $ (Form PTO-2038 is attached).
WARNING: Information on this form may become public. Credit card information should not be included on this form.

X The Director is hereby authorized to charge payment of any additional filing fees required under 37 CFR § 1.16
and any patent application processing fees under 37 CFR § 1.17 (including any extension fee required to ensure
that this paper is timely filed), or to credit any overpayment, to Deposit Account No. 50-4184.

Respectfully submitted,

April 30, 2019 /Peter S. Lee/
Date Peter S. Lee (Reg. No. 64,728)

BRINKS GILSON & LIONE
NBC Tower — Suite 3600, 455 N. Cityfront Plaza Drive, Chicago, IL 60611-5599

Page 1062 of 1587



Electronic Patent Application Fee Transmittal

Application Number:

16025701

Filing Date:

02-Jul-2018

Title of Invention:

DIGITAL CAMERA PROCESSING SYSTEM

First Named Inventor/Applicant Name:

Charles Lee Oakes

Filer:

Peter S. Lee/Deborah Dudek

Attorney Docket Number:

US-0152.09 (14538-649)

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—JS:;)I in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 240 240
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Electronic Acknowledgement Receipt

EFS ID: 35876293
Application Number: 16025701
International Application Number:
Confirmation Number: 8845
Title of Invention: DIGITAL CAMERA PROCESSING SYSTEM
First Named Inventor/Applicant Name: Charles Lee Oakes
Customer Number: 16530
Filer: Peter S. Lee/Camilo Arce
Filer Authorized By: Peter S. Lee
Attorney Docket Number: US-0152.09 (14538-649)
Receipt Date: 30-APR-2019
Filing Date: 02-JUL-2018
Time Stamp: 15:48:59
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $240
RAM confirmation Number 050119INTEFSW00003088504184
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Page 1065 of 1587




File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
216471
. Instrument_Merriam-
1 Non Patent Literature ument_ I no 1
WebsterDictionary-c.pdf
29ded97d3b91678f9209850660b1ab3a5d0|
df47a8
Warnings:
Information:
584342
. Instrument-OxfordDictionary-c,
2 Non Patent Literature df Y no 44
p 4913f7584a8f1d567ca965d869c78ff1647a4
0c7
Warnings:
Information:
284585
. iPhoneApplicationProgrammin
3 Non Patent Literature p 'depDZ aS gt- df no 7
g ul vice uppor C.p 343c2a8533b0877bc774ec4bcd4ed87b19
dSdfeb
Warnings:
Information:
103562
. iphone_Accounces3gsFastest.
4 Non Patent Literature P - o 9 no 4
p 2202c7¢92ab2d0cff68aa82702851a4028c6)
e7d4
Warnings:
Information:
3045351
Klein-Financial_Servies-
5 Non Patent Literature ImageQualityUsabilityAssuranc no 67
e-C. pdf ce2fb70dd58f74b3103650266d9066cbd8,
b88c8
Warnings:
Information:
973911
Lange-
6 Non Patent Literature CombiningRemoteCapturelRD no 25
Prin[ing»c_pdf a328e9ee1ffe0728c7ee69b7ec323bc2e637]
becs
Warnings:
Information:

Page 1066 of 1587




7291493

Lee-
7 Non Patent Literature MobileCheckDepositsProTipsE no 6
nsureSmoothly-c.pdf 1f9bf793560d24ecc472ae2f6a34176c623b)|
Warnings:
Information:
249306
Meara-
8 Non Patent Literature StateRemoteDepositCapture20 no 3
15-MobileNew-c.pdf 3eee3da2d08363fbSaBaeaafdch7 1671842
eac7
Warnings:
Information:
921759
Meara-
9 Non Patent Literature StateRemoteDepositCapture20, no 56
1 SScanner-c_pdf b3d058df6b56793911fe7c94aadf0437416
Warnings:
Information:
206407
Meara-
10 Non Patent Literature USAAs_MobileRemoteDeposit no 2
Caplnitiative—c_pdf aa94f193657123d0f497e3242d5175aac4d4
adc6
Warnings:
Information:
98008
Mitek-
11 Non Patent Literature MobileDepositProcessesMoreT no 2
hanTwoBillionCks-c.pdf 66c930¢15bc50fa0205cc86073e0595b7e84
Warnings:
Information:
154196
Mitek-
12 Non Patent Literature VideoReleaseMiSnapMobileAut] no 2
oCapture-c.pdf 1dd8e7ed509305dd22cb4e96857fa05 1 ed 1
349ae
Warnings:
Information:
595982
NCR-
13 Non Patent Literature MobileRemoteDepositCapture- no 8
c.pdf bee028531eed9dc59edf3001bb9e6605 571
36ee
Warnings:
Information:

Page 1067 of 1587




Nokia_N90_Review-

255931

14 Non Patent Literature L. no 11
Dlg ItaITre nd S_C-pdf 8a9ec9088a8baace9c9al7b7dSafd85%eal
42e0f
Warnings:
Information:
15647919
15 Non Patent Literature Nokla;NﬁS—ﬁGB—L{;feerde— no 67
ar _C.p 560d366df9937eb553cfe5f9c894bb44ce70)
Warnings:
Information:
15685374
. Nokia_N95-8GB-UserGuide-
16 Non Patent Literature - Part2-c.odf no 60
ar C.p 4¢16bff84ea5866d45840d3c7a3de5023b3
Bacfe
Warnings:
Information:
12333614
. Nokia_N95-8GB-UserGuide-
17 Non Patent Literature - Part3-c.odf no 53
ar C.p 3a4afafo7bb123fbbbc922193de6612cdbe|
5308b
Warnings:
Information:
150705
18 Non Patent Literature PateI_Cl-f:owl\{lobéleTE_chng;ogyls no 3
anglng an C-p 83cda699fea83ea76795c17d4b308a4c0eb
9e81a
Warnings:
Information:
137936
19 Non Patent Literature RemoteDgpoantapturjfaste no 1
qu'remen S‘C.p 29340bf850d89ce4a8472779a4e641f1c7 c4)
37c0
Warnings:
Information:
449408
. RemoteDepositCaptureScanne
20 Non Patent Literature P ) df no 3
r C.p d248e5f53193a165e6654d5447e2d 74364
c9ccd
Warnings:
Information:

Page 1068 of 1587




Rowles-Email-Jan-24-2019-

802914

21 Non Patent Literature . no 2
Email.pdf
0db794735f32fa936adaB8275a815158582a4
Warnings:
Information:
286505
22 Non Patent Literature Sechrest-WindowsXP- no 20
Performance.pdf
b69a30571fd1d1d558eaebSee2a7b728dd
10721
Warnings:
Information:
295935
. Spenser-WhitePaper_Check21-
23 Non Patent Literature P . per_ X no 7
ControllinglmageQuality-c.pdf
a68875c¢5c9298d0017d28f7e8935ccc5d6e|
Warnings:
Information:
942806
24 Non Patent Literature TimothyRCrews-Patent-list.pdf no 7
b54ae87feb5e5740cc1466eeSfc66da3gbes)
0fs8
Warnings:
Information:
19341915
. VanDyke-2017-
25 Non Patent Literature . no 50
MobileBenchmarkP1andP2.pdf
cf2bd9d544f12dc1246c0197bad4917817¢|
7662a
Warnings:
Information:
211377
WAUSAU-
26 Non Patent Literature UnderstandinglmageQualityEn no 1
vironment-c_pdf 221b846c75824882a417782f3960e5b8af6(]
Warnings:
Information:
1424441
Whitney-
27 Non Patent Literature AFrameworkExchanginglmage no 129
Returns-c.pdf 64214150592d750cdb9fac79c08207bd8fb
0e512
Warnings:
Information:

Page 1069 of 1587




30626

28 Fee Worksheet (SB06) fee-info.pdf no 2
230c35ad4436f4e5d6a429f3c31d7e68481
Warnings:
Information:
Total Files Size (in bytes){ 82722779

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
16/025,701 07/02/2018 Charles Lee Oakes III US-0152.09 (14538-649) 8845
16530 7590 04/23/2019 | EXAMINER
BGL
P.O. Box 10395 OYEBISL OJO O

Chicago, IL 60611

| ART UNIT [ PparerNUMBER
3697
| MAIL DATE [ peLvERY MODE
04/23/2019 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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. o » Application No. Applicant(s)
Notice of Panel Decision

. 16/025,701
from Pre-Appeal Brief > Oakes et al
. Examiner Art Unit AlA (FITF) Status
Review 0JO O OYEBISI 3697 Yes

This is in response to the Pre-Appeal Brief Request for Review filed 21 March 2019

1. O Improper Request - The Request is improper and a conference will not be held for the following
reason(s):

[0 The Notice of Appeal has not been filed concurrent with the Pre-Appeal Brief Request.
[J The request does not include reasons why a review is approptiate.

[0 A proposed amendment is included with the Pre-Appeal Brief request.

O oOther: .

The time period for filing a response continues to run from the receipt date of the Notice of Appeal or from the
mail date of the last Office communication, if no Notice of Appeal has been received.

2. ¥ Proceed to Board of Patent Appeals and Interferences - A Pre-Appeal Brief conference has been
held. The application remains under appeal because there is at least one actual issue for appeal. Applicant is
required to submit an appeal brief in accordance with 37 CFR 41.37. The time period for filing an appeal brief
will be reset to be one month from mailing this decision, or the balance of the two-month time period running
from the receipt of the notice of appeal, whichever is greater. Further, the time period for filing of the appeal
brief is extendible under 37 CFR 1.136 based upon the mail date of this decision or the receipt date of the
notice of appeal, as applicable.

The panel has determined the status of the claim(s) is as follows:
Claim(s) allowed:

Claim(s) objected to:

Claim(s) rejected: 25-54 .

Claim(s) withdrawn from consideration:

3. (J Allowable application - A conference has been held. The rejection is withdrawn and a Notice of
Allowance will be mailed. Prosecution on the merits remains closed. No further action is required by applicant
at this time.

4. (0 Reopen Prosecution - A conference has been held. The rejection is withdrawn and a new Office
action will be mailed. No further action is required by applicant at this time.

All participants:

(1) 0OJO O OYEBISI . (3) Sue Lao .

(2) Jerry O'Connor . (4)

/OJO O OYEBISI/ /Jerry O'Connor/

Primary Examiner, Art Unit 3697 Supervisory Patent Examiner,
Group Art Unit 3697

U.S. Patent and Trademark Office Part of Paper No. 20190417
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Date: March 21, 2019

CERTIFICATE OF EFS FILING UNDER 37 CFR §1.8

| hereby certify that this correspondence is being electronically transmitted to the United States Patent and Trademark
Office, Commissioner for Patents, via the EFS pursuant to 37 CFR §1.8 on the below date:

Name: Peter S. Lee (Reg. No. 64,728) Signature: /Peter S. Lee/

N
\ \\\\QQ\

\ L
\\

THIRDD SUPPLEMENTAL
INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number 16/025,701

Filing Date July 2, 2018

First Named Inventor | Charles Lee Oakes
Art Unit 3697

Confirmation Number | 8845

Examiner Name Ojo O. Oyebisi

Attorney Docket No.

US-0152.09 (14538-649)

In accordance with the duty of disclosure, Applicant(s) hereby cites the following references:

US PATENT REFERENCES

EXAMINER
INITIAL D oo ot iy DATE NAME

D1 1,748,489 02/25/1930 G. L. McCarthy et al.
D2 2,292,825 08/11/1942 J. J. Dilks et al.
D3 4,346,442 08/24/1982 Musmanno
D4 5,122,950 06/16/1992 Benton et al.
D5 5,134,564 07/28/1992 Dunn et al.
D6 5,175,682 12/29/1992 Higashiyama et al.
D7 5,233,547 08/03/1993 Kapp et al.
D8 5,268,968 12/07/1993 Yoshida
D9 5,283,829 02/01/1994 Anderson
D10 [ 5,345,090 09/06/1994 Hludzinski
D11 5,383,113 01/17/1995 Kight et al.
D12 [ 5,444,616 08/22/1995 Nair et al.
D13 [ 5,859,935 01/12/1999 Johnson et al.
D14 [ 6,023,705 02/08/2000 Bellinger et al.
D15 [ 6,072,941 06/06/2000 Suzuki et al.
D16 [ 6,128,603 10/03/2000 Dent et al.
D17 [6,151,409 11/21/2000 Chen et al.
D18 [ 6,181,837 01/30/2001 Cahill et al.
D19 [ 6,339,766 01/15/2002 Gephart
D20 [ 6,354,490 03/12/2002 Weiss et al.
D21 6,502,747 01/07/2003 Stoutenburg et al.
D22 [ 6,647,136 11/11/2003 Jones et al.
D23 [6,760,414 07/06/2004 Schurko et al.
D24 (6,873,728 03/29/2005 Bernstein et al.
D25 [ 7,046,991 05/16/2006 Little
D26 [ 7,117,171 10/03/2006 Pollin
D27 [ 7,120,461 10/10/2006 Cho
D28 [ 7,349,585 03/25/2008 Li
D29 [ 7,369,713 05/06/2008 Suino
D30 | 7,388,683 06/17/2008 Rodriguez et al.
D31 7,419,093 09/02/2008 Blackson et al.
D32 [ 7,460,700 12/02/2008 Tsunachima et al.
D33 [7,577,614 08/18/2009 Warren et al.
D34 [ 8,313,020 11/20/2012 Ramachandran
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EXAMINER
INITIAL D IBER DATE NAME

D35 | 8,369,650 02/05/2013 Zanfir et al.
D36 | 8,374,963 02/12/2013 Billman
D37 | 8,433,127 04/30/2013 Harpel et al.
D38 | 8,699,779 04/15/2014 Prasad, et al.
D39 | 8,731,321 05/20/2014 Fujiwara et al.
D40 | 8,751,345 06/10/2014 Borzyche et al.
D41 | 8,751,356 06/10/2014 Garcia
D42 | 8,751,379 06/10/2014 Bueche, Jr.
D43 | 8,837,806 09/16/2014 Ethington et al.
D44 | 8,843,405 09/23/2014 Hartman et al.
D45 | 8,959,033 02/17/2015 Oakes, Il et al.
D46 | 8,990,862 03/24/2015 Smith
D47 | 9,009,071 04/14/2015 Watson et al.
D48 | 9,036,040 05/19/2015 Danko
D49 | 9,064,284 06/23/2015 Janiszeski et al.
D50 | 9,129,340 08/09/2015 Medina, IIl et al.
D51 | 9,159,101 10/13/2015 Pollack et al.
D52 | 9,177,197 11/03/2015 Prasad et al.
D53 | 9,177,198 11/03/2015 Prasad et al.
D54 | 9,224,136 12/29/2015 Oakes, IIl et al.
D55 | 9,311,634 04/12/2016 Hildebrand
D56 | 9,336,517 05/10/2016 Prasad et al.
D57 | 9,390,339 07/12/2016 Danko
D58 | 9,401,011 07/26/2016 Medina, IIl et al.
D59 | 9,424,569 08/23/2016 Sherman et al.
D60 | 9,619,872 04/11/2017 Medina, IIl et al.
D61 | 9,626,183 04/18/2017 Smith et al.
D62 | 9,626,662 04/18/2017 Prasad et al.
D63 | 9,779,392 10/03/2017 Prasad et al.
D64 | 9,779,452 10/03/2017 Medina et al.
D65 | 9,785,929 10/10/2017 Watson et al.
D66 | 9,792,654 10/17/2017 Limas et al.
D67 | 9,886,642 02/06/2018 Danko
D68 | 9,892,454 02/13/2018 Pollack et al.
D69 | 9,898,778 02/20/2018 Pollack et al.
D70 | 9,898,808 02/20/2018 Medina, IIl et al.
D71 | 9,904,848 02/27/2018 Newman
D72 | 9,946,923 04/17/2018 Medina
D73 | 10,013,605 07/03/2018 Oakes, Il et al.
D74 | 10,013,681 07/03/2018 Oakes, IIl et al.
D75 | 2002/0013767 A1 01/31/2002 Katz
D76 | 2002/0023055 A1 02/21/2002 Antognini et al.
D77 | 2002/0133409 09/19/2002 Sawano et al.
D78 | 2002/0138445 A1 09/26/2002 Laage te al.
D79 | 2002/0147798 10/10/2002 Huang
D80 | 2002/0150311 10/17/2002 Lynn
D81 | 2002/0153414 A1 10/24/2002 Stoutenburg et al.
D82 | 2002/0169715 A1 11/14/2002 Ruth et al.
D83 | 2003/0078883 A1 04/24/2003 Stewart et al.
D84 | 2003/0133608 A1 07/17/2003 Bernstein et al.
D85 | 2003/0135457 A1 07/17/2003 Stewart et al.
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EXAMINER
INITIAL D nburind o o DATE NAME
D86 2003/0187790 A1 10/02/2003 Swift et al.
D87 2003/0218061 A1 11/27/2003 Filatov
D88 2003/0231285 A1 12/18/2003 Ferguson
D89 2004/0029591 A1 02/12/2004 Chapman et al.
D90 2004/0075754 04/22/2004 Nakajima et al.
D91 2004/0076320 04/22/2004 Downs, Jr.
D92 2004/0103296 05/27/2004 Harp
D93 2004/0133516 A1 07/08/2004 Buchanan et al.
D94 2004/0148235 07/29/2004 Craig et al.
D95 2005/0033690 A1 02/10/2005 Antognini et al.
D96 2005/0038746 02/07/2005 Latimer et al.
D97 2005/0289059 A1 12/29/2005 Brewington et al.
D98 2006/0103893 A1 05/18/2006 Azimi et al.
D99 2006/0212393 A1 09/21/2006 Brown
D100 | 2006/0248009 11/02/2006 Hicks et al.
D101 | 2006/0289630 12/28/2006 Updike et al.
D102 | 2007/0030357 02/08/2007 Levien et al.
D103 | 2007/0076941 04/05/2007 Carreon et al.
D104 | 2007/0175977 A1 08/02/2007 Bauer et al.
D105 | 2007/0262137 A1 11/15/2007 Brown
D106 | 2008/0046362 A1 02/21/2008 Easterly
D107 | 2009/0171795 A1 07/02/2009 Clouthier et al.
D108 | 2009/0257641 10/15/2009 Liu et al.
D109 | 2012/0045112 A1 02/23/2012 Lundblad et al.
D110 | 2012/0099792 A1 04/26/2012 Chevion et al.
D111 | 2012/0185383 A1 07/01/2012 Atsmon
D112 | 2013/0198071 08/01/2013 Jurss
D113 | 2013/0297353 11/07/2013 Strange et al.
D114 | 2013/0120595 05/16/2013 Roach et al.
D115 | 2014/0032406 A1 01/30/2014 Roach et al.
D116 | 2014/0279453 A1 09/19/2014 Belchee et al.
D117 | 2015/0090782 04/02/2015 Dent et al.
FOREIGN PATENT REFERENCES
ENTIAL D b sind ot oy DATE COUNTRY | "&Grne”
D118 | WO 98/37655 A1 08/27/1998 | WIPO
OTHER ART - NON PATENT LITERATURE DOCUMENTS
EXAMINER Include name of author, title of the article (when al_ppropriate), title of th(_a item (pook, magazine, journal, serial,
symposium, catalog, etc.), date, page(s}), volume-issue number(s), publisher, city and/or country where
INITIAL | published.
D119 "Clearing House Electronic Check Clearing System (CHECCS) Operating Rules," An
IP.com Prior Art Database Technical Disclosure, July 29, 2015 (35 pgs).
D120 "Quicken Bill Pay", Retrieved from the Internet on Nov. 27, 2007 at:
<URL.:http://quicken intuit.com/quicken-bill-pay-jhtml>, 2 pgs.
D121 "Start to Simplify with Check Imaging a Smarter Way to Bank", Retrieved from the
Internet on Nov. 27, 2007, at: <URL.:
http://www.midnatbank.com/Internet%20Banking/internet_Banking.html>, 3 pgs.
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symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where
INITIAL | published.

D122 Application as filed on June 8, 2018 for US Serial No. 16/018,868, 39 pgs.

D123 Declaration of Peter Alexander, Ph.D., CBM2019-0004, November 8, 2018, 180 pgs.

D124 “Machine Accepts Bank Deposits”, New York Times, April 12, 1961, 1 pg.

D125 Shah, Moore’s Law, Continuous Everywhere But Differentiable Nowhere, February 12,
2009, located on the Internet at: hito:/isamishah. com/200%/82/ 24/ morres-taw/, 5 pgs,

D126 Rockwell, The Megapixel Myth, KenRickwell.com, 2008, located on the Internet at:
Httpikewrockwell com techimpimyth b, 6 pgs.

D127 Gates, A History of Wireless Standards, Wi-Fi Back to Basics, Areohive Blog, July
2015, located on the Internet at: hiig://blog.aarohine conva-history-of-wireless-
standards, 5 pgs.

D128 Apple Reinvents the Phone with iPhone, January 2007, located on the Internet at:
hitps.Avwwy. apple comynawsroam/2007/0 1/88Appis-Reinvanis-the-Phone-with-
iPhone/, 4 pgs.

D129 Brian Chen et al., iPhone 3GS Trounces Predecessors, Rivals in Web Browser Speed
Test, Wired, June 24, 2009, located on the Internet at: www wired, corm/2008 3us-
speed/, 10 pgs.

D130 Berman, How Hitchcock Turned a Small Budget Into a Great Triumph, Time.com, April
29, 2015, located on the Internet at: htipJ/itime. cony 38231 1 2/alirad-hitcheouk-ahadow-
of-a-doubl, 1 pg.

D131 Askey, Leica Digilux 2 Review (pts.1,3,7), Digital Photography Review, May 20, 2004,
located on the Internet at: htips./Awww dpreview comirevisws/leicadigidux?, 20 pgs.

D132 Askey, Sony Cyber-shot DSC-R1 Review (pts, 1,3,7), Digital Photography Review, Dec.
6, 2005, located on the Internet at: hiip./fvwww dpreview . com.reviews/sonydsert, 24
pgs.

D133 Askey, Panasonic Lumix DMC-L1 Review (pts.1,3,7), Digital Photography Review,
April 11, 2007, located on the Internet at:
hitps Awwv dpreview comibrevisws/nanasonicdmaii, 24 pgs.

D134 Askey, Nikon D300 In-depth Review (pts. 1,3,9), Digital Photography Review, March
12, 2008, located on the Internet at: iilips./Avww praview conmvreviews/nikond30s, 24
pgs.

D135 Askey, Canon EOS 40D Review (pts.1,4,10), Digital Photography Review, located on
the Intermnet at:http: www doreview comirevisws/canoneas40d, 24 pgs.

D136 Joinson et al., Olympus E-30 Review (pts.1,4,8), Digital Photography Review, March
24, 2009, located on the Internet at: www dpreview comiraviews/ohimpus3d, 6 pgs.

D137 Quinn and Roberds, The Evolution of the Check as a Means of Payment: A Historical
Survey, Federal Reserve Bank of Atlanta, Economic Review, 2008, 30 pgs.

D138 Wausau Financial Systems, Understanding Image Quality & Usability Within a New
Environment, 2006, 22 pgs,

D139 iPhone Store Downloads Top 10 Million in First Weekend, July 14, 2008, located on
the Internet at: hitp:/Aavnw. aipie cominewsroomyZ008/A4 7/ 14iPhone-App-Slire-
Downloads-Ton-18. Million-in-First-Weekend, 3 pgs.

D140 Knerr et al., The A2iA Intercheque System: Courtesy Amount and Legal Amount
Recognition for French Checks in Automated Bankcheck Processing 43-86, Impedove
et al. eds., 1997, 50 pgs.

D141 149 Cong. Rec. H9289, October 8, 2003, 6 pgs.

D142 Check Clearing for the 215 Century Act, H. R. Rep. No. 108-132, June 2, 2003,

20 pgs.

D143 ITU-R-M.1225, Guides for Evaluation of Radio Transmission Technologies for IMT-
2000, dated 1997, located on the Internet at: https:/www.itu.int/dmspubrec/itu-
r/rec/m/R-REC-M,1225-0-199702-I!!PDF-E.pdf, 60 pgs.

D144 E. MacKenzie, Photography Made Easy, copyright 1845, 80 pgs.

D145 12 CFR § 229.51 and Appendix D to Part 229 (1-1-05 edition), 3 pgs.
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EXAMINER
INITIAL

Include name of author, title of the article (when appropriate), title of the item (book, magazine, journal, serial,
symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where
published.

D146 Excerpts from American National Standard for Financial Services, ANS, X9.100-140-
2004-Specifications for an Image Replacement Document — IRD, October 1, 2004,
16 pgs.

D147 Sumits, Major Mobile Milestones — The Last 15 Years, and the Next Five, Cisco Blogs,
February 3, 2016, located on the Internet at: hitps;//biogs cisco comysp/mobite-vii-
maior-mobile-milesrones-the-lastt S-years-and-the-nexd-five, 12 pgs.

D148 Apple Announces the New iPhone 3GS — The Fastest, Most Powerful iPhone Yet,
June 8, 2009, located on the Internet at:
http://www.apple.com.rensroom/2009/06/08Apple-Annpounces-the-New-iPhone-3GS-
The Fastest-Most-Powerful-iPhone-Yet, 4 pgs.

D149 MOTOMANUAL, MOTOROKR-E6-GSM-English for wireless phone, copyright 2006,
144 pgs.

1. PRIORITY INFORMATION:
] This application claims priority under 35 USC §120 to the following United States patent application(s):

. In accordance with 37 CFR §1.98(d), copies of the references cited herein which

were submitted to, or cited by, the office, in compliance with 37 CFR §1.98(a)-(c) in the earlier application
are not provided herewith. The Examiner is directed to those references cited in all Information Disclosure
Statements filed in the priority United States patent application(s) cited above in addition to the references
cited herein.

2. CERTIFICATIONS: (CHECK ALL THAT APPLY)
A. Certifications For 37 CFR §1.97(c) or 37 CFR §1.97(d):

[ Applicant hereby certifies pursuant to 37 CFR §1.97(e)(1) that each item of information in this Information
Disclosure Statement was first cited in any communication from a foreign patent office in a counterpart
foreign application not more than three months prior to the filing of this Information Disclosure Statement.

] Applicant hereby certifies pursuant to 37 CFR §1.97(e)(2) that no item of information contained in this
Information Disclosure Statement was cited in a communication from a foreign patent office in a counterpart
foreign application, and, to the knowledge of the undersigned after making reasonable inquiry, no item of
information contained in this Statement was known to any individual designated in 37 CFR §1.56(c), more
than three months prior to the filing of this Information Disclosure Statement.

©

For Patent Term Adjustment Purposes:

[0 For purposes of 37 CFR §1.704(d)(i) or 37 CFR §1.704(d)(ii), Applicant hereby certifies that each item of
information contained in this Information Disclosure Statement was first cited in any communication from
a patent office in a counterpart foreign or international application or from the Office or is a communication
that was issued by a patent office in a counterpart foreign or international application or by the Office, and
that this communication was not received by any individual designated in 37 CFR §1.56(c) more than thirty
days prior to the filing of this Information Disclosure Statement.

3. FEE INFORMATION: (CHECK IF FEE REQUIRED)

X Applicant has calculated a processing fee in the amount of $240.00 for large entity to be due under 37
CFR §1.17(p) in connection with the filing of this Information Disclosure Statement. Applicant authorizes
charging the fee to Deposit Account. 50-4184.

The Director is hereby authorized to charge any fee deficiency associated with the filing of this Information
Disclosure Statement to Deposit Account 50-4184.

Examiner
Signature

Date
Considered
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Information Disclosure Statement
Application No. 16/025,701 Attorney Docket No. US-0152.09 (14538-649)

Pursuant to the undersigned attorney’s obligation and duties under 37 CFR §§ 1.56 and 1.98(a)(3) and (c), either
English language abstracts, partial translations, or full translations are included for patent documents which are
not in English for the express purpose of providing a concise explanation of the references to the Patent and
Trademark Office with the opportunity to evaluate the same. Applicant respectfully requests the Examiner's
consideration of the above reference(s) and entry thereof into the record of this application.

By submitting this Statement, Applicant is attempting to fully comply with the duty of candor and good faith
mandated by 37 CFR §1.56. As such, this Statement is not intended to constitute an admission that any of the
enclosed references, or other information referred to therein, constitutes “prior art” or is otherwise “material to
patentability,” as that phrase is defined in 37 CFR §1.56(a).

Respectfully submitted,

March 21, 2019 /Peter S. Lee/

Date Peter S. Lee (Reg. No. 64,728)
Examiner Date
Signature Considered
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(57) Abstract

The invention includes a markup lan-

(54) Titlee METHOD AND SYSTEM FOR PROCESSING ELECTRONIC DOCUMENTS

o Vi

guage according to the SGML standard in
which document type definitions are created
under which electronic documents are divided
into blocks that are associated with logical

BLOCK 1

L/

CERT s

fields that are specific to the type of block and
that are separately cryptographically signed

jo

(Fig. 35). Each of many different types of
electronic documents can have a record map-
ping to a particular environment, such as a

BLOCK 2

Sig j CERT t

legacy environment of a banking network, a
hospital’s computer environment for electronic
record keeping, a lending institution’s com-

820

puter environment for processing loan applica-
tions, or a court or arbitrator’s computer sys-
tem. Semantic document type definitions for

BLOCK 3

CERT u

Y

Sig k

various electronic document types (including,
for example, electronic checks, mortgage ap-

plications, mcdical records, prescriptions, con-
tracts, and the like) can be formed using map-
ping techniques between the logical content of
the document and the block that is defined to

BLOCK 4

820

CERT v
Sig 1

include such content. Also, the various doc-
uments types are preferably defined to satisfy
existing customs, protocols and legal rules.

BLOCK 5

CERT w

\
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METHOD AND SYSTEM FOR PROCESSING ELECTRONIC DOCUMENTS

ROSS-REFERENCE TQ RELATED APPLICAT

This application incorporates by reference the following patent applications or

publications:

1. U.S. Patent Application No. 08/418,190, filed April 7, 1995, naming John Doggett,

Frank A. Jaffe et al. and Milton M. Anderson as inventors.

2. U.S. Provisional Patent Application No. 60/033,896, filed December 20, 1996, to

Anderson et al.

3. Published PCT Patent Document WO 96/31965, published October 10, 1996,

pertaining to International Application No. PCT/US96/04771.

The present invention relates to electronic documents and, more particularly, to

electronic documents that are both human readablé and computer readable.

BACKGROUND QF THE INVENTION

Preparation and storage of copies of documents for paper transactions is expensive and
time consuming. Completion of such transactions among geographically distant parties has
traditionally required conventional transmission mechanisms, such as mail, with inherent

delays associated with such mechanisms. Record keeping for such transactions has required
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significant additional steps, such as keeping a checkbook log for personal checks, keeping
copies of prescriptions and medical records, making many duplicates of mortgage applications,

and the like.

The digital computer and computer network make it possible to eliminate many of the
drawbacks of paper transactions. The digital computer is a powerful data processing tool that
allows a user to organize, store and analyze data at volumes and rates that would be impossible
by any prior known techniques. The computer network is a similar step forward. By linking
together several computers and by providing shared resources and cross-platform
communications, engineers have developed the computer network into a tool that provides
sufficient processing power to provide improved access to sophisticated applications by users at
remote locations and to permit easy transmission of electronic documents between such

locations.

-One of the most widely accepted and heavily used networks is the Internet. The
Internet is a global system of interconnected computer networks formed into a single world
wide network, using an agreed-upon protocol. A user, through the Internet, can interactively
transmit messages with users in different countries. Similarly, a user in the U.S. connected to
files and libraries and other jurisdictions such as Europe and Asia, can download files for
personal use. Accordingly, the Internet computer network provides strong communications
functions similar to the communications functions provided by ham radio operators.
Moreover, the Internet computer network acts like a universal library, providing electronic

2-
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access to resources and information available from Internet sites throughout the world.
In addition to the inherent inefficiencies of paper transactions, other problems exist.
Many of these problems relate to documents that require signatures. In particular, in order for
5 a reader of a paper document to determine that a particular document or part of a document has
been signed, the reader must be given access to the entire document; thus, a party who may
only need to know that the document has been signed must be given access to the entire
document, including any confidential information contained therein. Signatures are used in a
wide range of contexts, including financial instruments, contracts, mortgage applications, and
10 medical records and prescriptions, to indicate the agreement, consent or authority of the
signer. Transactions that require signatures have traditionally employed conventional means
for execution, such as pen and paper. As used herein, “signature” has its broadest source; that
is, it means any indication of agreement, consent, certification, acceptance, or other giving of

authority, that is associated with a person or entity.

15
The present invention leverages the power of distributed network computing to
overcome many of the inherent inefficiencies of paper transactions.
It is well known that digital computing and computer networks reduce or eliminate
20 many of the inherent inefficiencies in dealing with documents. Word processing programs are

used almost universally by individuals and businesses who produce, store and transmit
documents, However, documents that require signatures are a special case that present special

-3-
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problems. The signature itself is the first problem, since a signature is traditionally thought of
as a manual signature. Protocols for signing electronic documents have been developed,

including cryptographic digital signature algorithms, more particularly discussed below.

5 In addition to the problem of associating a signature with a document, other special
problems are likely to exist in cases of documents that require signatures or affect commercial
transactions. In particular, special requirements or protocols may apply to the content of such
documents. For example, detailed rules exist as to how various actors are required to complete
or respond to the information on each part of a paper check or other financial instrument.

10 Similarly, rules exist as to how to complete and process a mortgage loan application. Different
parts of medical records are also completed pursuant to protocols that require specific action on
the part of medical personnel, insurers, and the like. In each of these cases the logical content
of the different parts of the document is important, and a need exists to use the logical structure
in the storage, manipulation and transmission of such document so that documents can be sent

15 to known protocols. For example, if a protocol requires that a document bear a date, a logical
element of the document should be defined for data information. Moreover, the protocols
associated with signed documents are often established over time through custom and usage, so
a need exists to permit electronic documents that closely mirror current practice. Also,
although most individuals or businesses have computers, certain functions continue to be

20 performed without the aid of a computer, such as viewing a human signature. Thus, it is
important that documents that require signatures not only be machine processable, but also

human readable.
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A group of computer languages has been developed to help users manipulate documents
according to logical content. Such languages, known as “markup languages,” are a powerful
tool in processing documents. Markup languages also have other advantages more particularly
described below. One of the most important such languages is the Standard Generalized
Markup Language (“SGML"). Certain advantages of an embodiment of the present invention

may be understood by developing an understanding of SGML.

SGML is defined by the International Organization for Standardization in ISO 8879
(Information processing---Text and office systems---Standard Generalized Markup Language
(SGML), ([Geneva]: ISO, 1986)). SGML is an international standard for the definition of
device-independent, system-independent methods of representing texts in electronic form.
SGML is an international standard for the description of marked-up electronic text. More
particularly, SGML is a meta-language formally describing markup languages. In the present
context, the word “markup” covers all sorts of special markup codes inserted into electronic
texts to govern formatting, printing, or other processing. More generally, markup, or

encoding, can be defined as any means of making explicit an interpretation of a text.

A markup language is a set of markup conventions used together for encoding texts. A
markup language must specify what markup is allowed, what markup is required, how markup
is to be distinguished from text, and what the markup means. SGML provides the means for
doing the first three; a specific markup language such as that of the present invention fulfills

the last function for particular contexts.
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Three characteristics of SGML distinguish it from other markup languages: emphasis
on descriptive rather than procedural markup; document type definitions; and independence

from any one system for representing the script in which a text is written.

A descriptive markup system uses markup codes which simply provide names to
categorize parts of a document. Markup codes such as <list> simply identify a portion of a
document and assert of that portion that ° " the following item is a list,” etc. By contrast, a
procedural markup system defines what processing is to be carried out at particular points in a
document. In SGML, the instructions needed to process a document for some particular
purpose (for example, to format it) are distinguished from the descriptive markup which occurs
within the document. Usually, the instructions are collected outside the document in separate

procedures or programs such as that of the present invention.

With descriptive instead of procedural markup the same document can readily be
processed by many different pieces of software, each of which can apply different processing
instructions to those parts of it which are considergd relevant. For example, a content analysis
program might disregard entirely the footnotes embedded in an annotated text, while a
formatting program might extract and collect them all together for printing at the end of each
chapter. Different sorts of processing instructions can be associated with the same parts of the
file. For example, one program might extract names of persons and places from a document to
create an index or database, while another, operating on text that has been “marked up” in
some way, might print names of persons and places in a distinctive typeface.

6-
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SGML also provides the notion of a document type, and hence a document type
definition (“DTD"). Documents are regarded as having types, just as other objects processed
by computers. The type of a document is formally defined by its constituent parts and their
structure. The definition of a report, for example, might be that it consists of a title and author,
followed by an abstract and a sequence of one or more paragraphs. Anything lacking a title,
according to this formal definition, would not formally be a report, and neither would a
sequence of paragraphs followed by an abstract, whatever other report-like characteristics these

might have for the human reader.

If documents are of known types, a special purpose parser can be used to process a
document claiming to be of a particular type and check that all the elements required for that
document type are indeed present and correctly ordered. More significantly, different
documents of the same type can be processed in a uniform way. Programs can be written
which take advantage of the knowledge encapsulated in the document structure information,

and which can thus behave in a more intelligent fashion.

SGML also ensures that documents encoded according to its provisions are
transportable between different hardware and software environments without loss of
information. The descriptive markup feature and the document type definition address the
transportability requirement at the abstract level. A third feature addresses it at the level of the
strings of bytes (characters) of which documents are composed. SGML provides a general
purpose mechanism for string substitution; i.e., a machine-independent way of stating that a

-7-
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particular string of characters in the document should be replaced by some other string when
the document is processed. This feature counteracts the inability of different computer systems
to understand each other's character sets, or of any one system to provide all the graphic
characters needed for a particular application, by providing descriptive mappings for

5 non-portable characters. The strings defined by this string-substitution mechanism are called

entities.

The SGML structure for a textual unit is known as an element. Different types of

elements are given different names, but SGML provides no way of expressing the meaning of a
10 particular type of element, other than its relationship to other element types. Within a marked

up text (a document), each element must be explicitly marked or tagged in some way. The

standard provides for a variety of different ways of doing this, the most commonly used being

to insert a tag at the beginning of the element (a start-tag) and another at its end (an end-tag).

The start- and end-tag pair are used to bracket off the element occurrences within the running
15 text, in rather the same way as different types of parentheses or quotation marks are used in

conventional punctuation.

SGML has the ability to use rules stating which elements can be nested within others to
simplify markup. Such rules are the first stage in the creation of a formal specification for the
20 structure of an SGML document, or document type definition. SGML is most useful in
contexts where documents are seen as raw material to be matched against a pre-defined set of
rules. Such rules can include legal rules or known protocols, customs or practices. By making

-8-
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the rules explicit, the designer reduces his or her own burdens in marking up and verifying the
electronic text, while also being forced to make explicit an interpretation of the structure and

significant particularities of the text being encoded.

A variety of software is available to assist in the tasks of creating, validating and
processing SGML documents. At the heart of most such software is an SGML parser: that is, a
piece of software which can take a document type definition and generate from it a software
system capable of validating any document invoking that DTD. Output from a parser, at its
simplest, is just * “yes'' (the document instance is valid) or * *no'' (it is not). Most parsers will
however also produce a new version of the document instance in canonical form (typically with
all end-tags supplied and entity references resolved) or formatted according to user
specifications. This form can then be used by other pieces of software (loosely or tightly
coupled with the parser) to provide additional functions, such as structured editing, formatting

and database management.

A structured editor is a kind of intelligent word-processor. It can use information
extracted from a processed DTD to prompt the user with information about which elements are
required at different points in a document as the document is being created. It can also greatly

simplify the task of preparing a document, for example by inserting tags automatically.

A formatter operates on a tagged document instance to produce a printed form of it.
Many typographic distinctions, such as the use of particular typefaces or sizes, are intimately

-9-
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related to structural distinctions, and formatters can thus usefully take advantage of descriptive
markup. It is also possible to define the tagging structure expected by a formatting program in

SGML terms, as a concurrent document structure.

Text-oriented database management systems typically use inverted file indexes to point
into documents, or subdivisions of them. A search can be made for an occurrence of some
word or word pattern within a document or within a subdivision of one. Meaningful
subdivisions of input documents will of course be closely related to the subdivisions specified
using descriptive markup. It is thus simple for textual database systems to take advantage of

SGML-tagged documents.

Hypertext systems improve on other methods of handling fext by supporting associative
links within and across documents. Again, the basic building block needed for such systems is
also a basic building block of SGML markup: the ability to identify and to link together
individual document elements is an inherent a part of the SGML protocol. By tagging links
explicitly, rather than using proprietary software, developers of hypertexts can be sure that the
resources they create will continue to be useful. To load an SGML document into a hypertext
system requires only a processor which can correctly interpret SGML tags. HTTP servers in

wide use for network computing are suitable to interpret SGML.

Although markup languages exist in accordance with the SGML standard that permit the user
to manipulate documents according to logical content identified by tags within a document,

-10-
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conventional markup languages have not fully addressed the special problems associated with
documents involved in signature transactions. A particular need exists for a flexible markup
language that permits a; document designer to create documents that are designed to comply with
legal requirements and other protocols of a wide variety of particular transaction contexts that
involve signatures. Also, a need exists for a markup language that permits the design of documents
that are machine processable and human readable. A further need exists for electronic documents

that can be subdivided or redacted as transmitted in parts, wherein the integrity of the document and

the validity of the signature remains.

The benefits of a flexible, powerful markup language may best be understood by reference
to a number of specific transaction contexts in which such a language is particularly useful. These
transaction contexts relate to embodiments of the invention. One such context is in the area of
financial instruments, and particularly electronic funds transfer instruments. These contexts are
described merely by way of illustrations and it should be understood that any context in which signed

documents are used may benefit from the present invention.

As seen in Fig. 1, in a typical financial transaction 10 a payer 12 transfers funds to a payee
14. Individual payers and payees prefer different payment methods at different times, including cash,
checks, credit cards and debit cards. The transfer of funds between the payer 12 and the payee 14
may involve intermediate transactions with one or more banking institutions 16. The banks'
functions include collecting and holding funds deposited by account holders and responding to

instructions from the account holders. Checks are an example of financial transactions which invoke
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these banking institution functions.

Fig. 2 shows a I;aper check transaction 20, in which a check 22 is transferred from the payer
12 to the payee 14. The check 22 is typically found in a checkbook 24. Each check has several
blank spaces (for the date 34, the name of the payee 30, the sum of money to be paid 28, and the
signature of the payee 38) to be filled out by the payer 12. As each check is written, the payer 12
keeps a record of the check in a check register 26 which lists check transactions including the sum
to be paid 28, the name of the payee 30, the identification number of the check 32, and the date of

the transaction 34.

In the body of the check 22, the payer 12 instructs the payer's bank 36 to pay the stated sum
of money 28 to the payee 14. The check 22 identifies the payer's bank 36, the payer's account
number 40 (using magnetically readable characters) at the payer's bank, and the payer 23 (usually
by printed name and address). After filling in the date 34, the name of the payee 30 and the sum of
money 28 as ordered by the payee 14, the payer signs the check 22. A payee typically considers a
check authentic and accepts it for payment only if it contains the signature 38 of the payer, the
printed identification of the payer 23 and the printed name and logo 42 of the payer's bank 36, and
does not appear to be altered. The check 22 also contains a routing and transit number 25 which

indicates the routing of the check to the payer's bank 36 for presentment.

After the payer 12 presents the completed check 22 to the payee 14 in a financial transaction

(such as a sale of goods or services), the payee 14 endorses the check 22 on the back with instruction

-12-
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to deposit the amount 28 with the payee's bank 46. If the check looks authentic, the payee bank 46
provisionally credits the payee's account 48 for the amount of money designated on the face of the
check 28 pending clearance through the federal reserve system and acceptance and payment by the

payer's bank 36.

The payee's bank 46 routes the check 22 to the payer's bank, possibly using the federal
reserve bank clearing house 50 or other established clearing arrangement, which uses the routing and
transit number 25 to deliver it to the payer's bank 36, which then verifies the authenticity of the check
22 and (at least for some checks) the signature 38 of the payer 12. If the check 22 is authentic and
the payer 12 has sufficient funds in her account 40 to cover the amount of the check 28, the payer's
bank 36 debits the payer's account 40 and transfers funds to the payee's bank 46 for the amount
designated on the check 28. A complete check transaction 20 thus includes verification steps

performed by the payee 14 and the payer's and payee's banks 36 and 46.

The banks 36 and 46 send bank statements 52 and 54 to the payer 12 and payee 14,
respectively, which reflect events of the transaction 20 pertinent to each of the parties for

reconciliation of their accounts with their records.

Processing a paper check requires time as the physical check is routed to the payer, the payee,
the payee's bank, the clearing house and/or the payer's bank. The same is true of other types of
financial transactions involving paper instruments, such as credit card slips generated during a credit

card sale. In a credit card transaction, a merchant makes an impression of the customer’s card, which
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the customer then signs, to function as a receipt for the transaction. The merchant typically obtains
a positive acknowledgment or credit authorization from the customer's credit card company before

accepting the credit card slip. This assures that payment will be received.

Several mechanisms for using electronic communication to substitute for paper flow in

financial transactions are in use or have been proposed.

Electronic Check Presentment (ECP) is a standard banking channel used to clear checks
collected by banks prior to or without routing the physical checks. The Automated Clearing House
(ACH) is an electronic funds transfer system used by retail and commercial organizations. The ACH
acts as a normal clearing house, receiving a transaction over the network and then splitting and
routing the debit and credit portions of the transaction to the payer's and the payee's banks.
Electronic Data Interchange (EDI) is a similar electronic transactional system, primarily used for the
interchange of business documents such as invoices and contracts. With EDI, the funds transfer is

frequently transmitted over other financial networks, such as through electronic funds transfer or

ACH.

So-called home banking allows a consumer to use a home or personal computer to, e.g.,

request that the bank pay certain bills.

Electronic funds transfer (EFT), or wire transfer, is used for direct transfer of funds from a

payer to a payee, both usually corporations, using a bank's centralized computer as an intermediary.

-14-
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The EFT system may be used in conjunction with the ACH system described above.

Automatic telle—r machines (ATM) and point of sale (POS) devices allow an individual to
conduct a transaction from a location outside the home. ATMs have remote computer terminals
connected to the user's bank which allow access, directly or indirectly through switching networks,
to the user's account in the central computer of the bank. Similarly, POS devices are remote
computer terminals located at a place of business which allow access to an individual's account
information stored in a computer within a network of financial institutions, to permit transfer of

funds from the user's account to the merchant's account at another bank.

Check imaging, another electronic transaction procedure, involves the scanning of a paper
check by a scanner, which digitizes the image of the check pixel by pixel and stores the image
electronically in a memory. The image may then be transferred clectronically to substitute for or
precede the physical delivery of the check, e.g., to truncate the clearing process. The image of the

check may be recreated on a computer monitor or on paper for verification by the appropriate

banking institutions.

Several systems are currently used to secure electronic financial transactions. For example,
IC chip cards, or smart cards, are small devices (containing chips with memories) which are capable
of exchanging data with a computer or a terminal and of performing simple data processing
functions, and are thus more versatile than a simple credit card. The smart card is portable and may

be easily used in POS and ATM environments.
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Other embodiments of the invention relate to execution of legal documents, completion of
mortgage applications, and transmission of signed medical records.

As seen in FIG. 18, in a typical contract transaction 401 a first signer 410 signs a legal
document 483 and delivers the document to a second signer 422. The document may pass through
various intermediaries 421, such as a notary, for other actions, such as notarization. Also, the
document may be passed on to various third parties 425 who will read the document in order to
verify the signature or the contents of the document. A third party 425 could be a judge, arbitrator
423, escrow agent 427, or other party whose action depends on the contents of the document and the

signature.

Referring to FIG. 21, a typical contract transaction 481 is depicted in which the first signer
410 signs a document 483. In addition to substantive contract clauses, the document may include
the names of the parties 484, the date 486, a signature line 470, a second signature line 472, a
notarization line 474 and other features. Once signed by the first signer 410 the document may be
transmitted to a second signer 422. The second signer may sign the document with the second
signer’s signature 480 at the second signature line 472. The document may then be notarized by a
notary 421 with a notarization 482 at the notarization line 474. The document may be transmitted
to various third party readers 423. For example, the contract may provide for an escrow of funds
with an escrow agent, and the document may need to be transmitted to the escrow agent in order to

permit the escrow agent to understand the conditions under which the funds will be released.
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In contract transactions such as that depicted in FIG. 21, it is often a condition of the contract
that certain information exchanged between the parties be kept confidential. In particular, certain
terms of the contract ar—e often required to be kept confidential. However, one or more parties may
need to demonstrate to a third party that the contract has been signed as to certain other terms. Often,

5 the third party does not need to know all terms of the contract, only that the contract has been signed
as to certain terms. For example, the escrow agent only needs to know the terms of the escrow
arrangement, not all of the terms of the business relationship between the parties. Similarly, third
parties relying on a statement by one signer that the signer owns certain property only need to see
the provisions of the contract that relate to ownership of property. The dilemma is that under known

10 electronic document processing systems, where the signer signs the entire file, such a demonstration
requires the disclosure of the entire file. With paper transactions, the confidential information can
be blacked out, so that only the relevant information and the signature remains. With an electronic
file, such redaction places in question the integrity of the entire document, as well as the validity of

the signature. A need has arisen to provide the convenience and flexibility of electronic contracting,

15 along with the security and familiarity of known paper contracting methods.

As with electronic checks, a need also exists for electronic contracts to remain human
readable. That is, an individual should be able to read the contract or a portion of the contract on the
screen or in a printout and obtain any relevant information that can be obtained through electronic

20 processing. The need for human readability arises from, among other things, the fact that not all

readers will have computer systems that are capable of reading the electronic form of the documents.
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A mortgage loan application is one type of legal document that may be prepared in
accordance with the present invention. Referring to FIG. 19, in typical mortgage transaction 489,
a borrower 452 signs z;loall application 490. The loan application may be signed at various signature
lines. The loan application is then transmitted to a lender in some cases through an intermediary

5 such as a broker 455. The application may then be reviewed and acted upon by various third parties

456, such as mortgage lenders, credit reporting agencies, banking institutions and the like.

Referring to FIG. 22, a typical mortgage loan application transaction 489 is depicted in which

the borrower 452 submits a mortgage application 490. The mortgage application 490 may include

10 various information such as the date 491, the names of the parties 493, various signature lines for
particular clauses 492, 494, and a signature line 498 for the entire application for the borrower, as

well as a signature lines 500, 501 for the lender and for the broker 455. The mortgage application,

once signed by the borrower at the signature lines 492, 494 and 498, may be transmitted to the lender

454. The lender may then sign with the lender’s signature 505 at the lender’s signature line 501 and

15 transmit it to the lender. The broker 455 may also sign at the signature line 500. The document may
then be sent on to one or more third parties 456 such as a bank for review. Also other parties may

need to see the application, such as a credit reporting agency or an appraiser, to verify that the
borrower has given permission to reveal information contained in the application or in a credit

report. Once the credit reporting agency and other third party has reported to the lender 454, the

20 lender 454 may then approve the loan and provide an approval 508 to the borrower 452.

Mortgage loan transactions raise similar confidentiality concerns as legal contracts. A credit
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reporting agency may only need to see the part of the application that authorizes a credit report, but
known electronic techniques require the signer to sign the entire file; thus, in order to ensure the
validity of the signaturé, the credit reporting agency must receive the entire document. Other third
parties may also need to see only part of the application. Accordingly, a need has arisen to provide

for transmission of part of a mortgage loan application while ensuring the integrity and validity of

the signature, as well as of the information in the part that is transmitted.

A mortgage application needs to be human readable, because various parties who will read
part or all of the document, such as credit agencies, appraisers or the like may not have computer
systems that are capable of reading electronic documents. Human readability permits the continued
application of existing customs and legal rules, increasing the comfort of users with electronic

document processing.

Referring to FIG. 20, another type of document that requires signatures and is subject to
various legal requirements is a patient’s medical record 520. A first doctor 462 may sign the medical
record or part of the medical record and transmit it to a second doctor 464 who may add additional
information and signatures to the document. The document may be transferred through or to various
intermediaries 467, or third parties 468, such as the patent, other doctors, hospital administrators,

insurance companies, guardians, family members and the like.

Referring to FIG. 23, a depiction of a medical record transaction 521 is provided. A first

doctor 462 may sign arecord 520. The record may include one or more dates 530, 532. The medical
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record 520 may include various health-related content items such as a diagnosis 522, prescription
524, or an action taken 523, as well as other content items, such as health insurance information 525.
The record 520 may inciude a signature line 528 for the first doctor 462 and a signature line 529 for
other items to be signed by a second doctor 464. Once the medical record is signed and completed
by a first doctor 462, it may be transmitted to the second doctor 464 for signature 534 by the second
doctor 464 at the second doctor’s signature line 529. Once the medical record 520 is signed by one
or more doctors, it may be transmitted to an intermediary 467, such as a hospital administration, or
to a third party 468 such as an insurance company, a medical records sections of the hospital, a
guardian, a family member or the patient. One or more of these parties may be required to take
action 537, for example to sign the record, to indicate consent to procedures, to indicate insurance

coverage, or for other purposes. These parties may need to rely on the signature of the doctors 462,

464 in order to take action on the medical record.

Medical records are like contracts and loan applications in that they contain confidential
information that may need to be read by third partics, such as patient health information, insurance
information and the like, but most of the third parties only need access to certain portions of the
information. For example, an insurer may need to know the diagnosis, but may be excluded from
consideration certain information in the record, such as HIV status. Similarly, a doctor diagnosing
a medical condition may not need to know insurance eligibility. Under current electronic document
systems, in order for the reader to ensure the integrity of the record and the validity of the signature,
the entire file is disclosed. A need exists to be able to transmit portions of a signed medical record

while ensuring the integrity of the record and the validity of the signature
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Medical records also need to be human readable. Many of the parties who will read the
records, such as doctors and nurses may not have immediate access to computer systems for
processing the documents. Also, human readability permits parties in the medical field to continue
to use customary practices in dealing with such records. Moreover, if documents remain human
readable, then existing legal mles for paper records can be applied to electronic records. Medical

records also need to be readable in segments. For example, a health insurer may be entitled to know

a particular diagnosis or prescription without having knowledge of a patient’s entire medical history.

MARY OF TH VENTI
The invention includes a computer-based method for creating a signed electronic

documents.

In one aspect, the invention includes a markup language according to the SGML standard
in which document type definitions are created under which electronic documents are divided into
blocks that are associated with logical fields that are specific to the type of block. Each of many
different types of electronic documents can have a record mapping to a particular environment,
such as a legacy environment of a banking netwérk, a hospital’s computer environment for
electronic record keeping, a lending institution’s computer environment for processing loan
applications, or a court or arbitrator’s computer system. Semantic document type definitions for
various electronic document types (including, for example, electronic checks, mortgage
applications, medical records, prescriptions, contracts, and the like) can be formed using mapping

techniques between the logical content of the document and the block that is defined to include
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such content. Also, the various document types are preferably defined to satisfy existing customs,
protocols and legal rules. For example, in the case where the electronic document is an electronic

check, the documet;t type definition for electronic checks can be designed to comply with
Regulation E, of the Uniform Commercial Code and other state and federal laws for payment

5 instruments. An example of a document type definition for the electronic check is depicted in
FIG. 43. Where the document is a medical record, the document type definition can be designed

to comply with health care regulations. When the document is a mortgage loan application, the
document can be designed to comply with mortgage lending regulations. Other embodiments can

be readily envisioned for other types of documents in other contexts that are legally required to

10 have particular content. Document type definitions in FSML or SGML can thus be applied to
legally significant communications, such as performative utterances, in a manner that permits the
establishment of rules and protocols for handling content for that type of communication. Thus,

a content block for the “pay to the order of” block of a check can be defined, and the associated
computer software will treat the content in that block as the identification of the payee of the

15 check. Similar protocols can be established for all types of significant content, including content

relevant to business practices and legal rules.

In one embodiment, the invention features a computer-based method in which an electronic

instrument is created for effecting a transfer of funds from an account of a payer in a funds-holding

20 institution to a payee, the instrument including an electronic signature of the payer. A digital
representation of a verifiable certificate by the institution of the authenticity of the account, the payer,

and the public key of the payer is appended to the instrument. This enables a party receiving the
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instrument, e.g., the payee or a bank, to verify the payer's signature on the instrument. A similar
certificate of authenticity could also be issued in other contexts. For example, a certifying authority
could certify thata dc;ctor is properly licensed and authorized to sign a prescription. A certifying
authority could certify as to the creditworthiness of a borrower in a transaction. A certifying

5 authority could certify as to the authority of an individual to sign a contract for a given company.

These examples are merely illustrative of all transactions in which a certifying entity participates.

Implementations of the invention may also include one or more of the following features.

The electronic instrument may include digital representations of the content of the document. In the

10 case of the electronic check, this may include: (a) payment instructions, (b) the identity of the payer,
(c) the identity of the payee, and (d) the identity of the funds-holding institution. In the case of
medical records, the digital representations may include the identities of the doctor or doctors, the
identity of the patient, the identity of the hospital, as the identity of an insurer. In the case of a
mortgage application, the identities of borrower, lender, broker, and other parties and relevant third

15 parties may be digitally represented. In the case of a contract, the identities of all parties may be
digitally represented. Digital representations of a verifiable signature of a signing party, such as the

payer of an electronic check, may also be appended to the electronic document. The electronic
document may be delivered electronically to the institution at least in part via a publicly accessible

data communication medium. At the receiving party, the signature of the signer and the certificate

20 may be verified in connection with whatever action is required by the receiving party, such as
transmitting funds to the payee in the case of the electronic check. In the case of the electronic

check, an account number may be included in the electronic instrument. In other embodiments,
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similar identifying information, such as the patient’s health insurance code number, the number of
a given loan application or contract, or the like, may be included. In the electronic check
embodiment, the accm;nt may be a deposit account or a credit account. The instrument may be an
electronic substitute for a check, a traveler's check, a certified check, a cashier's check, or a credit

card charge slip. In all embodiments, the publicly accessible data communication medium may be

unsecured.

Also appended to the electronic document may be digital representations of a verifiable
signature of a second signer. The second signer may be the payee of an electronic check, a second
or doctor, a mortgage lender, for example. A verifiable certificate by a third party, such as an
institution which holds an account of the payee of an electronic check, or a credit institution in the
case of a mortgage application, may also be appended, as may be a verifiable certificate by a central
authority, such as a banking authority, with respect to the third party, such as the institution which

holds the payee's account in the case of the electronic check.

Delivery of the electronic document may be in part via a private controlled secure
communication medium and in part via a publicly accessible data communication medium. The
electronic document may be delivered from one third party to another, such as from an institution
which holds an account of the payee to the funds-holding institution via an electronic clearing house
in the case of an electronic check, from a broker to a lender in the case of a mortgage loan

application, or from a hospital to an insurance company in the case of a medical record, for example.
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A party reading the signature of the first signer can verify the signature and the certificate of
any party certifying the signature. In the case of the electronic check, at the payee, the signature of
the payer and the certit:lcate of the institution may be verified. Other signatures and certificates may
be verified by other parties to various transactions. Thus, in the case of the electronic check, at the
institution holding an account of the payee, the signature of the payer and the certificate of the funds-

holding institution may be verified.

The signatures may be generated by public key cryptography. The appending step may be
done by a separate signature device from the device which performs the creation of the electronic

document.

Digital representations of a proposed transaction and a verifiable signature of the party
initiating or proposing a transaction, such as a payee of a check, may be delivered from that party
to the other party, such as the payer of an electronic check, at least in part via the publicly accessible

communication network.

Information may be automatically transferred from the electronic document to a computer-
based data storage, manipulation, access and retrieval system, such as an accounting system that
tracks accounts receivable or processes orders. A log or database of information about electronic

document transactions may be created.

In general, in another aspect, the invention features an apparatus including a portable token
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having a memory, a processor, and a port for communication with a computer. The memory contains
a private encryption key associated with a party or with another item associated with that party, such
as an account in a ﬁmés-holding institution, or a health insurance number, and which is usable to
append a secure, verifiable signature to an electronic payment document executed in connection with

the item, such as a check drafted on an account or a claim against a health insurance policy.

Implementations of the invention may include one or more of the following features. The
memory may contain certification information provided by the institution and which is usable to
append secure, verifiable certificates to electronic documents to certify a relationship between an
owner of the signature and a public key of the owner. A unique identifier may be assigned to each
electronic document. The portable token may be a PCMCIA compatible card, smart card or smart
disk, which may internally hold a private signature key and a secure memory for the check serial
number. The certification information may be given a limited useful life. The memory may also
contain certification information provided by a third party authority, such as a central banking
authority in the case of an electronic check, and which is usable to append secure, verifiable
certificates to electronic documents to certify the authenticity of a party, such as the funds-holding
institution in the case of the electronic check. The certification information provided by the third
party authority may have a limited useful life. In the electronic check embodiment of the present
invention, the central banking authority may be a United States Federal Reserve Bank. The memory
may also contain a complete or partial register of electronic documents, or a subset of the
information contained in the documents, to which signatures have been appended. The appended

signature may be a signature of any party to a transaction, such as a payer who holds the account in
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the institution, an endorsement signature of a payee, a signature of a doctor or patient, a signature
of a borrower, broker or lender, or the signature of a contracting party. The memory may also

contain a personal identification number for controlling access to the memory.

5 In general, in another aspect, the invention features a computer-based method of creating an
electronic document. Digital data is formed which represents the identity of each party to the
transaction, and other relevant facts to the transaction, such as the amount to be paid in the case of
an electronic check, or the amount of medicine in the case of an electronic prescription that is part
of a medical record. Then, in a secure hardware token, a digital signature is appended to the data.

10
In another aspect the invention features having a second signer sign an electronic document
and enter information about a transaction in digital form into the secure hardware token and, in the
token, append a digital signature to the digital information. In the electronic check embodiment, the
invention features a computer-based method of endorsing a payment instrument by entering
15 information included in the payment instrument in digital form into a secure hardware token and,

in the token, appending a digital signature to the digital information.

In general, in another aspect, the invention features a computer-based method for regulating

the use of account numbers with respect to accounts in a funds-holding institution. Digital account

20 numbers are assigned for use by account holders in creating electronic instruments, the digital
account numbers being distinct from non-electronic account numbers used by account holders with

respect to non-electronic instruments. At the funds-holding institution, electronic instruments are
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then accepted from account holders only if the electronic instruments include one of the digital
account numbers. In implementations of this feature, each digital account number may be linked
with a non-electronic ac;count number, and the two numbers may be linked with a common account
in the institution, so that electronic instruments and non-electronic instruments may be drawn against
the same account. A similar aspect can be applied to regulating unique identifying numbers to

information in a particular mortgage application, contract, medical record, or other electronic

document.

In general, in another aspect, the invention features a computer-based method of attaching
a document to a related electronic document by forming a cryptographic hash of the document and
appending the hash to the electronic document. In particular, the invention includes a method for
calculating hashes of blocks of content within the document, appending the hashes to document

name tags of the blocks, hashing the appended result, and signing the hash.

In general, in another aspect, the invention features a computer-based method for reducing
fraud with respect to transmission of an electronic document, such as deposit of an electronic
payment instrument with a funds-holding institution. A key-encrypted signature of a first party, such
as a payee in the case of the electronic check, a public key of the party, a routing code of an
institution or third party, and a number associated with information of the first party associated with
the transaction, such as the number of the payee's account in the institution in the case of the
electronic check, are included with the document, and, at the third party, there is automatic checking

of the routing code and the number before accepting the electronic document.
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In general, in another aspect, the invention features a computer-based method for reducing
fraud associated with an electronic payment document. A cryptographic signature associated with
a party to the document is appended to the document or to part of the document. Upon receipt of an

electronic document, there is automatic checking of the cryptographic signature against

cryptographic signature information of other electronic documents previously received.
Advantages of the invention may include one or more of the following.

The invention provides an all-electronic payments and deposit gathering instrument that can
be initiated from a variety of devices, such as a personal computer, screen phone, ATM or payments
accounting system. Financial accounts may be rapidly and securely settled between trading partners
over open public or proprietary networks, without requiring pre-arrangement, by interconnection
with the existing bank clearing and settlement systems infrastructure. The integration of controlled
existing banking communication systems with rapidly growing public networks in a secure fashion

will allow for implementation and acceptance by banking institutions, industry, and consumers.

The invention addresses the problem of gathering deposits electronically over public
networks, since it enables all customers, retail and commercial, to gather, transmit and deposit, e.g.,
checks, into their accounts without physically going to a bank branch. The invention provides an

electronic payment alternative for trading using public data networks to conduct transactions.

The invention to a degree electronically replicates heavily-used and well-understood existing
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paper check processes to enable it to be readily accepted by the marketplace. By retaining the basic
characteristics and flexibility of, e.g., the paper check, the invention may be adopted more rapidly.
Due to its similarity to,fe.g., paper checks, the invention can be used within the structure of existing
laws, regulations, and standard business practices. Similarly, the medical records, loan applications,

electronic contracts and other embodiments of the present invention can be used within existing legal

and business structures.

A variety of types of payment instruments may be implemented, e.g., certified checks,
cashiers’ checks and credit card charge slips, and additional capabilities may be provided, e.g., future

dating, limit checks, and multi-currency payments.

The invention may be used in all market segments, from individual consumers to large
corporations. It will enable businesses to complete safely and cheaply payments over public
networks, to prepare and transmit medical records, to execute and transmit contracts, to complete
and process loan applications, and to engage in other transactions that require signatures. Because
the contents of the electronic document, or part of the electronic document, may be attached to a
party’s remittance information, the instrument will easily integrate with existing or new computer
applications, such as accounts receivable systems, claim tracking systems, database applications and

the like.

The security of the electronic documents enables open public networks to be linked to private

networks, such as financial payments and bank clearing networks, hospital networks, or the like, in
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a secure fashion. The use of digital signatures, hardware based signing, and certification agents, such
as banks, make the electronic documents trusted and secure. They are tamper-resistant due to the
use of cryptographic sifgnatures. This will provide greater security and reduced fraud losses for all
parties in the transaction process by eliminating most of the common causes of bad transactions, such

5 as bad paper checks, fake prescriptions, and the like. To provide confidentiality, the documents may

also be encrypted when sent over public networks.

The use of public-key certificates enables easy electronic authentication by a contracting
party such as a payee of a check, and third parties such as the payee’s and payer’s banks. Digital

10 signatures can be validated automatically.

Since the system can be fully automated, and new processing can be done outside of existing
applications, such as a standard Demand Deposit Account (DDA), the cost of processing an
electronic document will be quite low, and the costs of implementation minimized. To further

15 minimize implementation costs, in the electronic check embodiment, the electronic instruments may
be integrated with the existing bank infrastructure, including some of the mechanisms currently used
for interbank clearing of checks and electronic payments, such as bilateral arrangements, ACH and

ECP.

20 In all embodiments, parties of all sizes gain substantial benefits. The use of electronic
documents will be more cost effective than existing paper documents due to volume efficiencies and

the automatic processing capabilities of computers. The use of electronic mail or electronic
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transmission is less costly than physically transporting paper. In addition to the significantly reduced
costs of creating and mailing a document (no check stock, envelopes, stamps, photocopies or
incremental labor), the party gains the ability to control the timing of transactions, such as payments,

both through future dating of transactions and through the increased reliability and delivery speeds

5 of electronic mail.

The invention addresses the problem of fraud and supports prudent fraud management
through integrated fraud prevention measures and distributed liability for fraud. These mechanisms
will reduce most of the current causes of fraud, including forgery, alteration, duplication, and

10 fraudulent depositing. In addition, because the electronic check implementation follows the check
payment model, the potential liability of the banks for fraudulent transactions will be limited while

equitably sharing the responsibilities for the integrity of the system among payer, payee, and banks.

An electronic document may be signed and transmitted from personal financial software and
15 other computing applications, through the use of an open programmatic tool set and application
programming interfaces. Electronic instruments capability can be directly integrated into a payer’s
application, and does not require that a payer “go off-line” to complete a transaction. This benefit
will be available to both consumers, through integrations with packages such as Intuit’s Quicken™,
and businesses through integration with existing accounting systems.
20
Electronic documents of the present invention have the further advantage that a signer can

sign and transmit part of the electronic document, and a third party receiver of part of the document
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can read that part, without being given access to other parts, and verify that the part is part of a
document that is subject to a valid, certified signature.
Other advantages and features of the invention will become apparent from the following

description and from the claims.

Advantages and features of the invention may be better understood by reference to certain

definitions.

The term “client,” as used herein, encompasses any data processing systems suitable for
operating a processor according to the invention and for establishing a communication link to an
Internet site. An Internet site can be any program running on a daia processing platform that
connects to the Internet and that receives access requests, whether under HTTP, FTP or any other

conventional or proprietary transfer protocol.

The term “application program,” as used herein, encompasses any computer file that
contains or manipulates data in a format for being accessed and processed by the processing unit

of a computer.

The term “disk,” as used herein, encompasses any memory device that can store computer

data and that provides an interface for accessing the stored data.
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The term “network,” as used herein, encompasses any system comprising a series of
computers linked by telecommunications networks and may include the Internet, intranets, or other

computer networks.

The term “browser,” as used herein, encompasses any application program which allows
for multimedia presentation of information, including text images, sound and video clips.

Typically a browser allows the user to connect by the Internet to different sites on the Internet.

The term “hypertext link” as used herein, encompasses any graphical icon, button,
highlighted text or other symbol that permits a computer to direct a server to display a page of a

site which is associated with the hypertext link.
The term “URL” means “uniform resource locator” and the term encompasses the address

of a network site that is accessed by clicking or initiating a hypertext link that is associated with

the URL.

The term “HTML"” means hypertext markup language, which refers to languages for the

creation of pages of the type capable of being viewed by a browser.

The term “FSML" means “Financial Services Markup Language,” in accordance with the

present invention.
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The term “HTTP” as used herein, shall encompass the “HyperText Transfer Protocol”,

which shall mean a protocol under which messages are sent over the Internet from clients to

servers in the client/server model of distributed computing.

5 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a financial transaction.
FIG. 2 is a flow diagram of the steps of a check transaction.

10 FIG. 3 is a flow diagram of the steps of an electronic instrument transaction.
FIG. 4 is a block diagram of a workstation.

FIG. 5 is a format of an electronic check template example for use with the World Wide

15 Web.
FIG. 6 is a format of an electronic check and deposit endorsement instrument.

FIG. 7 is a block format of an electronic check.

20

FIG. 8 is a format of a digital cryptographic signature based on DDS.
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FIG. 9 is a block diagram of an electronic checkbook card.
FIG. 10 is a block diagram of the interaction between a screen phone and a server.
5 FIG. 11 is a block diagram of a certified check transaction.

FIG 12 is a block diagram of a normal transaction flow.

FIG. 13 is a block diagram of a cash and transfer transaction flow.

10
FIG. 14 is a block diagram of a "lockbox" transaction flow.
FIG. 15 is a block diagram of a funds transfer transaction flow.
15 FIG. 16 is a block diagram of an electronic checkbook application interface.
FIGS 17A and 17B are block diagrams of electronic check APTI's, modules and protocols.
FIG. 18 is a block diagram depicting a contract transaction.
20

FIG. 19 is a block diagram depicting a loan application transaction.
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FIG. 20 is a block diagram depicting a medical record transaction.
FIG. 21 is a block diagram depicting additional details of a contract transaction.
5 FIG. 22 is a block diagram depicting additional details of a loan application transaction.

FIG. 23 is a block diagram depicting additional details of a medical record transaction.

FIG. 24 is a block diagram depicting use of a computer network in a contract transaction.

10
FIG. 25 is a block diagram depicting use of a computer network in a loan application
transaction.
FIG. 26 is a block diagram depicting use of a computer network in a medical record
15 transaction.
FIG. 27 is a block diagram depicting a computer hardware system for the signatories of a
contract.
20 FIG. 28 is a block diagram depicting a computer hardware system for the parties to a loan

application transaction.
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FIG. 29 is a block diagram depicting a computer hardware system for the participants in a

medical record transacti—on.
FIG. 30 is a schematic diagram illustrating the basic components of the World Wide Web.
FIG. 31 is a diagram depicting the block structure of an electronic check.
FIG. 32 is a diagram depicting the block structure of a medical record.
10 FIG. 33 is a diagram depicting the block structure of a loan application.
FIG. 34 is a diagram depicting the block structure of an electronic contract.
FIG. 35 is a depiction of the multi-level hash method of the present invention.
15
FIG. 36 is a block diagram depicting the document combination method of the present

invention.

FIG. 37 is a flow chart depicting the steps of the secure hash algorithm of the present

20 invention.

FIG. 38 is a block diagram depicting the nested structure of the documents of the present
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invention.

FIG. 39 depicts the certain tags of FSML for enclosing blocks of information, in the

electronic check embodiment of the invention.
FIG. 40 depicts the FSML tags for signature blocks in an embodiment of the invention.
FIG. 41 depicts the FSML tags for combining blocks.
FIG. 42 depicts the FSML tag structure for an electronic check.
FIG. 43 depicts an example of a document type definition for the electronic check.

DESCRIPTION OF THE INVENTION

Broadly speaking, the invention is a method and system for processing electronic
documents. The electronic documents have a predefined structure that is both human readable
and computer readable. In an embodiment of the invéntion, the electronic documents may be
financial electronic documents. As an example, one type of financial electronic document is an
electronic check. Other examples include loan applications, medical records, contracts and other
documents that are signed or certified. Further examples include notarized documents, medical
prescriptions, transcripts, wills and trusts, and the like. Any of these documents may be

formatted as a document type definition in FSML. The examples herein are merely illustrative
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and all signed documents and document-based transactions are within the scope of the invention.

Part of the underlying system for an embodiment of the invention is the World Wide
Web. FIG. 30 is a schematic diagram illustrating the basic components of the World Wide
Web. FIG. 30 depicts client computers 400 which are connected by telecommunications links
402 to one or more server computers 404. The client computers 400 are equipped with web
browsers 408 that permit the client computers 400 to view pages of documents that are
prepared according to the SGML standard. The SGML pages, such as HTML pages, are
typically displayed in graphical format. Well-known web browsers 408 such as Netscape
navigator and Microsoft Explorer automatically format data that is programmed in the HTML
language according to well-known protocols. Information is transported back and forth
between the client computer 400 and one or more server computers 404 according to a well-
known protocol known as the HyperText Transport Protocol. The messages sent according to
the HTTP are addressed according to Uniform Resource Locators, or “URLs”", which
determine where the Internet resource is and which protocol to use to access the resource.

Other protocols, such as FTP, are also available.

In the so-called “client-server” model of distributed computing, messages are sent from
client computers to one or more servers. Servers that use the World Wide Web are typically
called “HTTP servers” or “web servers.” “A web server may have installed on it files that
include SGML documents that can be displayed on a client’s computer screen when accessed
from a client computer. Also, web servers may include or provide access to other servers that
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include Common Gateway Interface (“CGI") programs that permit access to other resources on
the web server, such as application programs and databases including application programs for
manipulating electronic documents. Thus, without the need for any hardware or software,
other than a standard personal computer and a common web browser 408, a user can access

5 dynamic applications and content that are stored on the web server.

A Financial Services Markup Language (FSML) has been developed to allow for the
creation of electronic documents that are human readable and machine readable and
processable. FSML is a markup language according to the SGML standard. By using FSML,

10 one can create, sign and process electronic documents. In an embodiment of the invention, the
electronic documents may be electronic checks, and FSML may be used to create, sign and
process electronic checks and their associated documents. In other embodiments, the
documents may be medical records, loan applications, contracts, or the like. The creation of
the electronic documents uses a block structure as noted below. The signing of the electronic

15 documents can employ a public key cryptographic signature and hash algorithm to provide
security attributes. The FSML signature mechanism also allows documents to be combined, or
added to, without loss of the security attributes. The processing (e.g., signature verification,

endorsements, authentication, payment, etc.) of the electronic documents is also automated.

20 The FSML documenté are ASCII documents that are both human readable and machine
readable and processable. ASCH encoding of data items provides integer, hex, real, string and

boolean types. Tags and values are readable without special software. SGML escape sequences
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permit internationalization. - ASCII formats are compatible with electronic mail transaction as well
as with V.42bis and other data compression.

An FSML electronic document is made up of a number of blocks as depicted in FIGS.
31-34. An electronic check is depicted in FIG. 31. A medical record is depicted in FIG. 32.
A loan application is depicted in FIG. 33. A contract is depicted in FIG. 34. Each block
contains some common “fields” or “elements” in (SGML) terminology. Every FSML electronic
document consists of one or more enclosed documents. These documents are nested. Nesting
may be done by enclosing earlier forms of a document inside later editions of the document or
by other conventional markup techniques. Each enclosed document is built inside a < fstc-

doc > tag structure. The FSML tag structure for an electronic check is depicted in FIG. 42.

Referring to FIG. 31, an electronic check may be a document type 700 and the type
appears in the type block of the document. A header 702 may include the name of the check, a
version number or similar information. A logged data block 704 may include information that
is to be logged by a database, such as an electronic checkbook, such as the date and amount of

a transaction. A contents block 708 may include all other content for the check.

Referring to FIG. 32, the type block 700 reflects a medical record type. The header
702 shows a versibn of the record; e.g. a patient’s chart. Logged data block 704 may include
dates and amounts of prescriptions, records of vital signs and the like. The contents block 708
may include any contents to be signed, such as a prescription, or other information.
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Referring to FIG. 33, the type block 700 reflects a loan application type. The header
block 702 may includc? a version number of the type of application, such as a home mortgage
refinancing. The logged data block 704 may include information from the application, such as
dates, names, salary information, debts and the like. The contents block 708 may include all
items for signature, such as the whole application and separate clauses or consents that require

separate signatures.

Refefring to FIG. 34, the type block 700 reflects a contract type. The header block 702
may reflect other information, such as the version of the contract or the license agreement.
The logged data block 704 may include dates, names and other pertinent items for storage, and
helpful for providing an audit trail. The contents block 708 may include one whole contract

and any parts that require separate signatures.

The blocks include the relevant data for a transaction. Moreover, these document type
definitions permit the establishment of rules that will reject a document that is missing some
required element. For example, a contract may require an approval of a clause by a manager,
and if approval is not included, the software of FSML would reject the document as an invalid

type. Thus, document type definitions may be used to support legal rules and business

practices.

The blocks making up the electronic document can be protected from tampering, and all
blocks that need to be authenticated are assigned a digital signature contained in a signature block.
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The digital signature may use one of the standard digital signature algorithms, such as MD5/RSA
or SHA/DSS. The digital signatures can be created using a private key, and then later verified

using a public key which also can employ a certificate such as an X.509 Version 1 Certificate.

The various blocks making up the electronic documents and any associated documents may
be bound together by a signature block. In one embodiment, depicted in FIG. 35, the signature
block 800 contains the block names (j, k) of the blocks 804 and 806 being bound together and the
digital hashes 808 and 810 of the content for these blocks. A hash 811 can be generated from the
document names and the digital hashes 808 and 810, and a digital signature 812 can be generated

by digitally signing the hash 811. The digital signature 812 of the hash 811 can be incorporated

_into the block 800. Next, the contents of the block 800 can be signed, such as by a private

encryption key. By employing this multilevel hashing technique, the binding is such that the
receiving software is able to verify that all the blocks that are bound together are present and have

not been tampered with. Thus, the integrity of the entire document is verifiable.

Specific block structures for electronic documents and associated documents are described
in Appendix B, which contains a Document Type Definition (DTD) for certain FSML electronic
documents, namely checks. Additionally, Appendix B contains an example of an electronic check

document.

In situations in which the FSML electronic document is to pass through various steps and
institutions that are part of an entire system that processes the electronic document and perhaps
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adds new information to the document, a document combining mechanism is described that allows
the additional information to be added while allowing the original information to be protected and
verified using digital signatures. By binding blocks together, the data in all the blocks being
bound is protected from tampering while at the same time the blocks become cryptographically
associated. One such process is depicted in FIG. 38. Referring to FIG. 38, to add new
information to a document 824, the existing document 824 is enclosed in a <fstc-doc> tag
structure 826 which may also enclose new blocks 828 and 830 containing the new information.
New signature blocks 832 and 834 may also be contained in the new information and may sign
blocks in the inner nested document. Each new, surrounding electronic document (< fstc-doc>)
can also have a new <action> block and a DOCTYPE parameter for use by the receiving system
to determine the method used to process the modified document. FIG. 39 depicts the certain tags

of FSML for enclosing blocks of information, in the electronic check embodiment of the invention.

Referring to FIG. 36, whenever a block 804 is to be authenticated, or tamper-proofed, a
digital 'signature block 820 is added to the electronic document. The signature block 820 contains
a reference to a certificate block 822 containing a public key used to verify the digital signature.
The signature block can also be used to bind multiple blocks together, so that the resulting
compound document can be verified. The FSML tags for signature blocks in an embodiment of

the invention are depicted in FIG. 40.

When combining an FSML block into a larger, compound document, the names of the
original blocks may not be unique. As such, the document combining process also operates to
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handle naming conflicts when the documents being combined use block names that are not unique.

FIG. 41 depicts the FSML tags for combining blocks.

The digital signature is to insure that the electronic document is authentic and has not been
tampered with. By using the multilevel hash operation, the electronic document is able to provide
improved authentication and tamper resistance. The multilevel hash operation also allows various
blocks or associated documents to be bound together while still providing improved authentication
and tamper resistance. The digital signature can pertain to any of the blocks or a set of blocks.
Further, improved authentication and tamper resistance allows blocks to be later dropped or
remove from a bundle, yet the digital signature is still able to be authenticated. Thus, portions of

documents may be transmitted and authenticated, while confidential portions are redacted.

Referring to FIG. 37, the calculation of a digital signature is performed as follows. First,
a nonce value (<nonce>) is created as a random number at step 600. The nonce value is used
in producing a hash value as discussed below to enhance the security provided by the hash
operation. Second, the nonce value is logically prepended to the subject block contents before
hashing at a step 602. Third, at a step 604 a hash value is calculated using the contents of the
subject block having the nonce value prepended, while excluding the block start tag and block end
tag, but including all characters in between, with the exception of all carriage returns, line feeds,
and trailing spaces on a line. Leading and embedded spaces in a line are included in the hash.
SGML entities, i.e., character names enclosed between an ampersand (&) and a semicolon (;), are
left untranslated when hashing. Fourth, at a step 608 the resulting hash value is inserted into the
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<hash> entry in the signature block. Fifth, at a step 610 the second through fourth steps are
repeated for each block to be signed. Sixth, at a step 612 a second hash calculation is performed
on the contents of theﬁ <sigdata> sub-block, which contains the previously calculated hashes,
their block references, and the <nonce>. This includes all characters between <sigdata> tag
and the </sigdata> tag, while admitting all carriage returns, line feeds and trailing spaces.
Seventh, at a step 614 the second hash value is then encrypted using a private key. The result is

the signature which is inserted (as Hex ASCII) into the signature block as the value for the <sig>

tag.

An application programming interface (API) between an application program and an FSML
electronic document is created by conventional programming means. The API allows developers
of application programs to process electronic documents and associated documents without having
to handle all of the details associated with the internal format and processing of these electronic
documents. Instead, the API facilitates calls to an FSML Object Library that handles all the

details-of the internal format and processing of these electronic documents.

An FSML Object Library is described to haﬁdle processing that deals with the format and
contents of FSML documents, an application program thus does not need to know about the actual
format of an FSML document or any of the details of the interaction with a database application,
such as an electronic checkbook. Likewise, the FSML Object Library will not need to know or
care about details of hardware, operating systems, GUI’s, databases, etc. In order to have
platform independence, the FSML Object Library receives all input from the calling application
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program which also performs any necessary output. A call is made by the application program
to create, parse, verify, modify, bind and otherwise operate on the memory-resonant FSML

document. Functions are also provided to allow insertion and extraction of data items into and out

of an FSML document.

The FSML Object Library described herein resides over an FSML system library which
acts as a lower layer that translates the FSML Object Library requirements into the particular

hardware library functionality.

10 An FSML System Layer API provides a standardized vendor-independent interface to
functionality of the electronic checkbook hardware. Application programs do not need to invoke

functions of the FSML System Layer Library indirectly but instead may use the API.

An electronic checkbook is an electronic card (e.g., a smart card) that is programmed to

15 act as an electronic checkbook. The electronic checkbook carries signature and decryption private
keys, activation PINs (Personal Identification Numbers or passwords) that for security reasons are
accessible only by processes internal to the electroxﬁc checkbook. Suitable electronic cards are
available from National Semiconductor, Inc of Santa Clara, California, Telequip Corporation in

Hew Hampshire, and others. Electronic cards can be used to store logged data for medical

20 records, loan applications, contracts, and other transactions as well.

Although, FSML is described with respect to electronic checks, FSML is a flexible
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structure that allows many other documents to be built from these primitives while retaining a
standard format which can be partially verified during processing.

The present system and method offers a number of advantages over existing systems for
processing of signed documents. The document type definitions of the present invention permit
the design of transaction document types according to the logical purpose of blocks of content of
such signed documents. The document type definitions thus permit a wide range of flexibility in
structuring documents for meeting legal requirements and other requirements for such
documents. For example, in the electronic check embodiment of the present invention,

documents may be produced that comply with existing legal structures for paper checks.

The flexible document structures also permit the user to design documents that can be
accessed by a wide range of transport systems and that can be manipulated by a wide range of
computer systems. Thus, in the electronic check embodiment of the present invention, the
instruments created with the present system may be accessed and manipulated by existing

computer systems for demand deposit accounts.

Since it is created according to the SGML standard, a standard that is designed to permit
easy interface to HTTP servers that are connected to the Internet, the present system is
compatible with almost all computer network communications systems, including the Internet

and local computer networks connected to the Internet by HTTP servers.
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In an embodiment of the invention, an architecture for an electronic check system is
disclosed. The electronic check system is an all-electronic payment and deposit gathering
instrument that can befinitiated from a variety of devices, such as a personal computer, screen
phone, ATM machine, or payments accounting system. The electronic check system provides

rapid and secure settlement of financial accounts between trading partners over public or

proprietary networks without requiring pre-arrangement.

The electronic check is an electronic financial instrument which in some respects mimics
the paper check. It is initiated and routed electronically, uses digital signatures for signing and
endorsing, and relies on digital cryptographic certificates to authenticate the payer and payee and
their respective banks and bank accounts and to provide a degree of security to all parties to the

transaction.

As seen in FIG. 3, the use of electronic checks may take advantage of the interaction
between publicly available, relatively unsecure electronic networks 65, such as dial-up networks,
the Internet, wireless, or e-mail networks, are distinct entities in terms of the security of
information during transmission over the two types 6f networks and systems 80. Public
networks and banking networks are distinct entities in terms of the security of information during
transmission over the two types of networks. Existing communications approaches in the
banking system are secure and well disciplined. Public electronic networks are unsecured and to
some degree less disciplined. The cryptographically sealed and authenticated electronic check

passing across gateway 60 is the link between the public networks and secured financial
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networks. The gateway filters undesired traffic through and helps to prevent corruption of the
secure financial networks resulting from intentional or unintentional access by persons operating

in the public networks.

As seen in FIG. 3, in a broad sense, a transaction is initiated when a payer 12, e.g., a
consumer, electronically receives a memorandum of a proposed transaction 66, such as a bill,
invoice or order form, from a payee 14, e.g. a merchant. Alternatively, a transaction may be
initiated by the payer 12 only. The memorandum 66 may contain the payee's digital signature,
which may be generated by the payee's secure authenticator 68 using public key cryptography.
The payer 12 validates the payee's signature by using the payer's public key to verify the payee's
digital signature and thus authenticates the payee 14. To proceed with the transaction, the payer
12 electronically creates a financial instrument 74, e.g., an electronic check (e.g., on a personal
computer), payable to the order of the payee 14, and signs and records it using the payer's secure
authenticator 70. In effect, the secure authenticator 70 enables the payer 12 to digitally sign the
instrument 74 with a private signature key and enter the transaction in a secure log, such as an
electronic check book 71. A record of the transaction may also be kept in the payee's accounting
system 72. The authenticator also appends to the chéck cryptographically signed certificates of,
e.g., the payer's bank and the federal reserve bank authenticating the payer's account and the
payer's bank., respectively. The payer 12 then electronically sends the instrument 74 and the

memorandum 66 via a public network 65 to the payee 14.

Upon receipt of the instrument 74 from the payer 12, the payee 14 validates the payee's
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digital signature using public key cryptography. The payee 14 verifies the payer's bank 82 and
the payer's account with the certificates. The payee 14 also verifies that the instrument 74 isnot
a recent duplicate, an(i holds it in storage until the date specified by the payer 12, if necessary.
The payee 14 endorses the instrument 74 with the payee's digital signature using its authenticator
5 68. In effect, this enables the payee 14 digitally to sign the instrument 74 with a private

signature key and enters the transaction in a secure log, such as an electronic checkbook 69. The
authenticator also appends to the check cryptographically signed certificates of, e.g., the payee's
bank and the federal reserve bank authenticating the payee's account and the payee's bank,
respectively. The payee 14 detaches the memorandum 66 and forwards the memorandum and

10 appropriate payment information from the electronic check to the payee's accounts receivable

system 76. Finally, the payee 14 electronically deposits, typically via a public network, the

instrument 74 with the banking institution which maintains the payee's account 78.

The payee's bank 78 receives the endorsed instrument 74 deposited by the payee 14,

15 validates both the payee's digital signature of endorsement and the payer's original digital
signature using public key cryptography, verifies that the instrument 74 is valid and checks the
certificates. The payee's bank 78 then credits the su@ of money specified in the instrument 74 to
the payee's account and clears the instrument 74 with the payer's bank 82 via existing electronic
settlement procedures, e.g., bilateral arrangements, ECP, ACH, ATM, EFT, or check imaging.

20 The settlement procedures are carried out over a network 80 connecting the computers of a large
number of banking institutions, the network 80 itself indirectly connected with the public

network 65.

-52-

Page 1132 of 1587



‘WO 98/37655 PCT/US97/24000

After clearance of the instrument, the payer's banking institution 82 receives the
processed instrument 74. The payer's bank 82 validates both the payer's and the payee's
signatures using publi;: key cryptography. The payer's bank 82 also verifies that the instrument
74 is not a duplicate and that the date of the instrument 74 is valid, and checks the certificates. If

5 there are sufficient funds to cover the face value of the instrument 74 in the payer's account, the
payer's bank 82 debits the payer's account, treating the items as a normal DDA transaction, and
electronically sends payment to the payee's bank 78 over the financial network 80 to settle the
payment. The instrument 74 is archived for permanent storage and retrieval 83 at the payer's
bank or elsewhere.

10

After the transaction has been completed, the payer's bank 82 issues a DDA statement 84
to the payer 12 reflecting the debit to the payer's account, and the payee's bank 78 issues a
statement, report or accounts receivable update 86 to the payee 14 reflecting the credit to the
payee's account. Supplementary information related to the transaction in the instrument 74, such

15 as the payer's and payee's names or memo lines, can be included in the statement 84 or the report
86. The information contained in the statement 84 and the report 86 may be automatically
compared with the payer's accounting system 72, ana the payee's accounts receivable system 74,

respectively, to verify that the transaction was carried out properly.

20 As seen in FIG. 4, an electronic document, such as an FSML document, such as an
electronic check, may be created or verified and endorsed at a computer terminal or workstation,
such as the payer's workstation 90 or the payee's workstation 92. Both workstations have the
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same general format. Each has a CPU with disk storage and memory and a keyboard, mouse and
display for interaction with the user. Modems 91 and 93 (or other network connections) are
attached to the works;ations 90 and 92 and permit information, including the electronic check, to
be passed electronically to other parties to the transaction via one of the electronic networks.
5 Each workstation 90 and 92 also has a PCMCIA port 98 and 100, into which a signature card,
such as a PCMCIA card 94 or 96, may be inserted. The PCMCIA card 94 or 96 is an electronic
device that acts as the user’s digital signature card, provides a secure means for generating a
signature with a private signature key, and acts as an electronic checkbook. Alternatively, the
electronic checkbook with its register may be a separate card from the digital signature card.
10
Each workstation 90 and 92 contains a software package 102 or 104 to be run by the
CPU. Besides the usual operating system, the software package contains programs for handling
electronic checks. The payer’s workstation 90 has manipulations of the electronic checkbook as
one of its software applications, including invoking the signature function of the PCMCIA card
15 94 to attach the payer’s signature to an electronic check. The electronic checkbook application
prepares an electronic check to be sent to the payee 14 upon the input of the necessary
information by the payer 12 and records the transacfion in a secure electronic register 95. The
payer’s workstation 90 also helps finance software for keeping track of the payer’s transactions
and communication software for sending the electronic check and other information

20 electronically over one of the networks from its modem 91 to another party’s modem.

The payee’s workstation 92 similarly has finance and communications software
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applications. However, the payee’s workstation 92 has software for preparing an order or
invoice to be sent to the payer 12. It also contains software for invoking the signature function of
the PCMCIA signature card 96 to attach the payee’s signature to an electronic check as an

endorsement before the payee 14 sends the electronic check to the payee’s bank for deposit.

The formatting of the electronic check has a number of embodiments. A preferred
embodiment is as an FSML document, as described above. In another embodiment, the
electronic check is formatted as a series of 7 bit ASCII text lines using a restricted character set
in order to be compatible with a wide variety of electronic mail systems, including those
implementing the Internet Simple Mail Transfer Protocol. The format of this other embodiment
of the electronic check is based on tagged value pairs. Each information line is composed of a
label name and a value, e.g., amount=$19.95. In this embodiment, an electronic check is
typically created with a template document, as seen in FIG 5. The top portion 106 of the
template 105 contains the payee’s remittance information. The bottom portion 107 of the
template contains field that the payer completes to prepare the electronic check. The template
may be sent by e-mail from the payee to the payer. In which case the payer can use an editor or
word processor to enter order and remittance information. The check body can also be pre-
formatted by the payee with the amount, “pay to the order of”, and payer’s public key lines
already completed, allowing the payer to enter minimal information into the body of the
electronic check before signing it. Alternatively, the payer can use a general template and an
editor, word processor and other application, such as Quicken, to create a properly formatted

electronic check.
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In any embodiment, once the template is filled in by the payer as the FSML document is
complete, the electronic check may be signed by passing it through the payer’s electronic
checkbook. The electro;lic checkbook is contained within a PCMCIA card containing the
payer’s private signature key and certificates from the bank and the federal reserve. The
certificates may be cryptographically signed letters of reference attesting to the validity of the
payer’s account and the payer’s authority to write checks against the account, and the bank,

respectively.

For example, in FIG 6, electronic check 110 contains an identification number for the
electronic check 112, the date that the electronic check was created 114, an order to the bank to
pay a certain sum of money 116, the name of the payee 118, the payee’s public key, the sum of
money to be paid 120, the payer’s account number 122, the name, address and telephone number
of the payer 124, and the payer’s signature 126 in digital format verifiable using the payer’s
public signature key 134. An additional feature of an electronic check delivered over a public
network is the payer’s network address 128, e.g. an Internet address, to permit the payee to
acknowledge receipt of the electronic check. The electronic check also may contain a memo
block 130 for storing information personal to the payef and a secure hash algorithm (SHA) 132
resulting from a calculation over an associated document, to attach securely items such as an
invoice received from the payee. The hash algorithm may be of the type more particularly

described above.

Whenever a block must be authenticated, or tamper-proofed, a digital signature block is
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added to the electronic document. The signature block contains a reference to a certificate block
containing a public key used to verify the digital signature. The signature block can also be used

to bind multiple blocks together, so that the resulting compound document can be verified.

When combining FSML into a larger, compound document, the names of the original
blocks may not be unique. As such, the document combining process also operates to handle

naming conflicts when the documents being combined use block names that are not unique.

The standardized format of an electronic check makes it a flexible instrument, permitting
multiple signatures, annotations and transformation into other document types. The standardized
electronic check is also usable over different transportation means, such as Internet and e-mail.
In particular, the transport protocols include FTP, STTP and HTTP for the Internet. The format

of the electronic check is independent of the transport protocol.

.Further, in the various embodiment of the invention, the format of an electronic check
may be modular, in that several information lines can be grouped as a block, as seen in FIG 7.
Any number of information lines 3 grouped between bégin and end lines 4 and 5 is a block 6.
Each block has an identifying name which is used to reference it, and blocks can be combined to
form other more complicated documents with a meta line 7. The modularity of electronic checks
also allows for independent signature of any block by any entity and for use of the system for

other financial instruments, such as letters of credit and loan documents.
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The security and authentication aspects of electronic checks are supported by digital
signatures using public key cryptography. Public key cryptography uses very large numbers and
complex mathematicai calculations to protect the integrity and secrecy of an encoded electronic
transmission. As seen in FIG 8, a digital cryptographic signature 101 is a long number or
numbers (here expressed in hexadecimal notation) 102 which are produced by the signer’s use of
his private signature key and the message to be signed as inputs to the public key signature
algorithm. The signature may also be accompanied by a date and time stamp 103. The
cryptographic infrastructure is used to authenticate the payer and account, electronic check
document and issuing bank, and to securely seal the electronic check, permitting the use of public
networks for sending the electronic check. Most importantly, digital signatures may be used to

verify a document after issuance.

A public key, applied to verify cryptographic digital signature, is always generated in
conjunction with the private key which is used to create the signature. The payer’s digital
signature 126, the payer’s public verification key 134, and the message which was signed are
used as inputs to the public key signature verification algorithm, which produces a true or false
value. Public key cryptographic signatures are useful because the signature of a signer, computed
using the signer’s private key, can be verified by anyone else who knows the signer’s public key.
Since the signer computes his signature on a document using his private key, and since the
verifier verifies the signer’s signature using the signer’s public key, there must be a way for the
verifier to trust the association between the signer (and his account information) and the public

key used to verify the signer’s signature on the electronic check. Cryptographic signatures are
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used to sign checks when they are written, co-signed, endorsed and processed. Cryptographic
signatures are also used by certification authorities to sign certificates or “letters of reference”
that contain a name or ;iescription of a signer and the signer’s public key. Thus, anyone who

trusts the certification authority and who knows the certification authority’s widely publicized

signature verification key can verify the certificate and trust the signer’s public key for use in

verifying the signer’s signature.

A party signing an electronic check is the only entity in possession of its private signature
key. The private signature key need never be exposed to a third party, making it difficult to
forge. The private signature key generates a cryptographic signature in a secret code, which is
unique and is identified only with the signer. Signature cards always keep the private key
internal to the processor and memory on the card. The document to be signed is sent into the
signature card, and the signature card uses the private key to compute the signature. The private

key is never accessible via the card’s connector.

The public signature key must be used in conjunction with a cryptographic signature
verification algorithm upon receipt of the signer’s signature to verify the signature. The public
signature key is known and used by others, who obtain the public keys prior to or during a
transaction. The use of public key cryptography allows the public keys to be used and stored
independently of the private keys. However, the public and private keys are mathematically

linked, since they are generated as a pair.
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Tamper-resistant signature cards or other hardware devices are useful to compute the
cryptographic digital signatures without the possibility of disclosing the signer’s private signature
key. Tamper-proofing ;)f an electronic check and associated information is achieved using digital
signatures and a secure hash algorithm. Signature cards, or special cryptographic processors, can
be used to better secure the private keys and greatly reduce the need for diligence and skill on the
part of the account holders to secure their keys, especially against attacks through network
connections by computer hackers. Further, the signature card may keep a non-erasable log of
documents signed, so that the holder can review whether all uses of the card have been

legitimate.

The digital signature is to insure that the electronic document is authentic and has not
been tampered with. By using the multilevel hash operation, the electronic document is able to
provide improved authentication and tamper resistance. The multilevel hash operation also
allows various blocks or associated documents to be bound together while still providing
improved authentication and tamper resistance. The digital signature can pertain to any of the
blocks or a set of blocks. Further, improved authentication and tamper resistance allows blocks
to be later dropped or remove from a bundle yet the ciigital signature is still able to be

authenticated.

Referring still to FIG. 6, one difference between an electronic check and a paper check is
the presence of authenticating certificates, in particular an account certificate 136 and a bank

certificate 138. The payer can expedite the establishment of trust among the parties to the
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transaction by enclosing with the signed check a “letter of reference” or cryptographic certificate
136 regarding the payer’s account, stating the payer’s name, address and telephone number 124
and Internet address 128; account number 122, and public signature verification key 134, signed
by the bank holding the payer’s account with its digital signature private key 140. Similarly, a
second letter of reference or certificate 38 regarding the payer” bank states the payer’s bank’s
name 142, address 144, electronic network routing code 146 and public signature verification key
134, signed by the bank holding the payer’s account with its digital signature private key 140.
Similarly, a second letter of reference or certificate 38 regarding the payer’s bank states the
payer’s bank’s name 142, address 144, electronic network routing code 146 and public signature
verification key 148, signed by a central body such as the federal reserve with its digital signature
private key 150. Therefore, anyone knowing the federal reserve’s public signature verification

key 152 can sequentially verify the bank’s certificate 138, the account certificate 136, and then

the payer’s signature 126 on the electronic check.

The certificates are the electronic check mechanisms for providing a trusted identification
between trading partners. The trust mechanism currently used is pre-arrangement of the
transaction, so that the receiving part is assured of the secure transmission of the transaction.

The structure of the electronic check system with certificates enables banks or their agents, in the
role of trusted parties, to provide certificates that validate the identity and authenticity of the

electronic check issuer. Trading partners will be able to validate these certificates, if desired, on-
line, and conduct business without pre-arrangement, but with the assurance that the other party to

the transaction is authentic.
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The use of certificates in the electronic check system permits validation at any point, by
anyone, in the payment cycle. Electronic checks and electronic checkbooks can be authenticated
by the use of public kc;' certificates at any point in the settlement cycle by the payee or the bank.
Further, deposit slips and endorsements by the payee may be cryptographically linked to an

electronic check as it is processed, resulting in an electronic document suitable for archiving and

use as evidence of payment.

In order for payers to determine the public signature keys‘ of payees, and thereby help to
ensure that their checks are paid to the correct person, it may be useful to publish the public
signature keys in a public director. Alternatively, the payee can furnish his public signature key
and certificates with the order blank, invoice or remittance information. In this case, the payer
may consult the certificate revocation list (CRL) potion of the director service té determine
whether the certificate and account are still valid. Similarly, the payee may consult the CRL to

determine the status of the payer’s account prior to endorsing and depositing the electronic

check.

An electronic check may be delivered by hand, direct transmission or public electronic
mail systems. An electronic check may be printed out at the bank of first deposit and passed
through the system as a paper check. The signatures and certificates are also produced with OCR
and scanned by the issuing bank. Electronic checks transmitted via electronic mail be accessed at
personal computers with industry-standard protocols or Application Programming Interfaces

(APY’s), such as VIM or MAPI, or they may be embedded within dedicated application protocols
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such as the HTTP server protocol used by Internet World Wide Web servers. In either case, the
format of the electronic check is independent of the underlying transmission protocol. Further,
disclosure of the electronic check instrument during transmission will not enable fraudulent
presentation by others. Thus, the payee need not acknowledge receipt of the electronic check.

However, the payer’s e-mail address is included to permit acknowledgment. Systems providing

certified electronic mail may be used to provide a guarantee of delivery.

Upon receipt of the signed electronic check and associated order, invoice or remittance
information, the payee processes the payer’s order, extracts the electronic check and endorses the
electronic check. The endorsement is done by the payee’s electronic checkbook, which signs the
check, adds its own endorsement information and appends the payee’s certificate information.
The payee’s PCMCIA card also automatically assigns sequential transaction numbers to
endorsements to ensure that each endorsement is unique. This number should be included in the
deposit and clearing information, so that the payee can reconcile checks mailed to the payer’s

bank for cashing with the deposits recorded in his bank statement.

Upon endorsing the electronic check, the payee creates a deposit instrument 160 which is
attached to the electronic check 110, as shown in FIG. 6. The deposit instrument 160 may be an
FSML document type and may contain some of the same information as in the endorsement, such
as the payee's account number. The deposit instrument 160 contains an identification number
162, the date 164, and the sum of money to be deposited 166. It also contains the payee's account

number 168, the name, address and telephone number of the payee 170, the payee's Internet
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address 174 and the payee's signature 175 in digital format readable using the payee's public

signature key 172. The deposit instrument 160 also may contain a memo line 180.

The deposit instrument may also contain an account certificate 190 and a bank certificate
192. The account certificate 190 states the payee's name, address and telephone number 170 and
Internet address 174, account number 168, and public signature verification key 172, signed by
the bank holding the payee's account with its digital signature 176. Similarly, the bank certificate
192 regarding the payee's bank states the payee bank's name 178, address 182, electronic network
routing code 184 and public signature verification key 186, signed by a central body such as the
federal reserve with its digital signature 188. Anyone knowing the federal reserve's public
signature verification key 152 can sequentially verify the bank certificate 192, the account

certificate 190, and then the payee's signature 175 on the electronic check.

The endorsement function of the electronic checkbook need not be as secure as in the
case of originally signing an electronic check. However, a heightened level of security is needed

if the same signature card is used by the payee for both check writing and endorsement.

The endorsed check is then forwarded to the payee's bank to be deposited or cashed, with
the proceeds to be deposited to the payee's account. Payments or deposits consisting of
electronic checks are gathered by banks via e-mail or other protocols and cleared through
standard banking channels, such as bilateral agreement, ACH or ECP, automatically following

the bank routing code 146.
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Upon receipt of the endorsed check after clearance, the payer's bank verifies that the
check was properly endorsed using the payee's public signature key. It also verifies the payer's
signature, and optionall); the account and bank certificates. The amount of the check is debited
from the payer's account, assuming available funds, and then stored for archival purposes.
Finally, an ACH credit transaction is originated to settle with the payee bank (or multiple
transactions with the payee bank may be settled in an accumulated group), which credits the
proceeds of the cashed check to the payee's account at the payee's bank. If the size of the check
so warrants, the payee's account may be credited by Fed Wire or other expedited processing. For

example, the payer's bank may e-mail notification to the payee's bank for crediting prior to

receipt of actual funds by other means.

The payer's bank will return the endorsed electronic check to the payee if it cannot be
cashed, e.g. due to insufficient funds, or if the deposit transaction fails, e.g. the payee’s account is
closed. For example, if the deposit transaction fails, the payer’s account may credited with the

amount of the returned check in some flows.

The payer’s and payee’s banks provide statements or reports to the payer and the payee,
respectively, regarding their electronic check transactions. These statements may be generated
electronically or on paper. The payer’s bank may include a copy of the electronic check with the
payer’s statement. The payee’s bank may identify the payee’s deposit transaction on the payee’s
statement, including the deposit number, so that the payee can reconcile an electronic check sent

electronically to the bank for cashing with the transactions actually credited to the payee’s
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account.

The primary secluity element of electronic checks is the use of an electronic checkbook in
the form of a PCMCIA card, which generates an electronic check and stores a record of itin a
secure check register. Possibly suitable PCMCIA cards are Tessera, National Semiconductor’s
iPower and the Telequip CryptaPlus card. Alternatively, the electronic checkbook may be
implemented in an ISO format IC chip smart card or smart disk (perhaps without the check
register due to memory limitation), or it may be implemented in cryptographic hardware
processors for use by systems that process large volumes of checks or maintain a number of
electronic checkbooks. The PCMCIA card is ideal for a transaction between two personal
computers, but the smaller and more portable smart card is better suited to a POS transaction at a

merchant’s premises (if the 'appropriate smart card reader is implemented).

A PCMCIA card is an electronic device that provides greater security for a financial
transaction. A PCMCIA card, or in the case of mainframe accounting systems, a secure black
box, e.g. a Racal’s Guardata, protects transactional systems from unauthorized access. The
PCMCIA card is a separate, narrowly defined, secure électronic environment used in conjunction
with a terminal such as a personal computer. Information passes back and forth between the

PCMCIA card and the terminal or workstation.

The tamper-resistant PCMCIA card contains a mechanism to generate or store unique

check identifiers and calculates and verifies digital signatures and certificates using public key
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cryptography. The PCMCIA card securely stores the user’s private cryptographic key, which is
used to digitally sign electronic checks when they are written and endorsed. The PCMCIA care
is preferably initializednby deriving its own random private key using an internal hardware

random number generator. Certificates are provided and backed by a Certificate Issuing System

(CIS).

The PCMCIA card is also protected by providing for entry of a personal identification
number (PIN). The PIN and private signature key must be stored in the electronic checkbook.
Some mechanical action may be required of the payer for each new check, either reinsertion of
the PCMCIA card into its port on the payer’s workstation or activation by a push button on the
card itself, to guard against fraudulent use of the card once it is attached to the payer’s computer.
Additionally, a timeout mechanism may be used. The PCMCIA card also maintains a register of
checks signed and issued. The electronic check register should be read only from the PCMCIA’s

interface. The register may be read, but not overwritten.

As seen in FIG. 9, a PCMCIA card 200 must contain at least the PCMCIA card serial
number 202, the PIN 204, the cryptographic function 199, the signer’s private signature key 206,
and check and endorsement logs 224 and 226 in a register 222. The public keys for the federal
reserve 220, the account certificate 208 and the bank certificate 210 may be kept on the PCMCIA
card, but storing them in the work-station permits verification using the federal reserve’s public
key in the case of suspected alteration of the certificates. The electronic checkbook should be

accessed using a standard API 228. The input and output of the electronic checkbook should be
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compatible with mail user agents, file editors and other software for general uses, as well as
specialized financial applications, on a variety of platforms including personal computers and

workstations.

The electronic check book contains a register 222 that functions like a conventional
checkbook register, but without account balances. When an electronic check is created, the
electronic check number, date, amount, payee, signature and hash are recorded in a check log
224. For each deposit made into the electronic check account endorsed by the electronic
checkbook, the deposit number, date and amount are stored in an endorsement log 226. Ifthe
electronic checkbook has the capability, there may also be entries for bank fees and interest
earned on the account. Integrating the electronic checkbook with other software applications
would allow the electronic check account to be autbmatically balanced. Since the register may
only have a limited memory space, the oldest transactional items are removed automatically

when the memory has been exhausted.

The PCMCIA card 200 acts as an electronic checkbook in conjunction with various
application functions 221. For example, an interface with the Internet is set up in a World Wide
Web browser and server. There is also a form generator for electronic checks and other forms.
In particular, a merchant will have applications such as a sales catalog, accounts receivable and
order processing. There are also communications and other personal finance application
functions. The output 223 of the PCMCIA card is an electronic check, either signed by the payer

or endorsed by the payee. A QIF formatted file or an applications interface file are generated in
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software outside the electronic checkbook.

The electronic checkbook 200 should also be compatible with a screen-based telephone
250 connected to a dial-up server 252, as seen in FIG. 10. In this case, most of the contents of
the electronic check would be assembled by the screen phone 250 and the server 252 using
information stored by each. The variable information, such as the payee and amount, would be
sent from the screen phone to the server as part the on-line transaction. To complete the
electronic check, the screen phone would enable the electronic checkbook 200 using the payer’s
PIN 204, the electronic checkbook would sign the electronic check, and the screen phone would
send the signature and assemble the completed and valid electronic check for mailing to the

payee 14.

The PCMCIA card prefixes each electronic check with its serial number, which is
imbedded in the processor of the card during its manufacture. This number helps determine
whether the electronic check was signed by a legitimate electronic checkbook in case of fraud
investigations. The PCMCIA card also automatically increments the numbers of the electronic
checks. Since the check numbers for each PCMCIA éard will be sequential and since each

PCMCIA card will have its own public signature key, every check will be unique.

Another feature of the PCMCIA card is the use of a secure hash algorithm (SHA), such as
an NIST Secure Hash Algorithm, with respect to documents or information associated with or

attached to documents or information associated with or attached to an electronic check. This
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feature “seals” the associated information and binds it to the signed electronic check. The payee
can then verify that the associated information belongs with the electronic check and has not

been change after the electronic check was signed.

The only function which must be performed by the PCMCIA card is creating the
signature, since the payer’§ private signature key can never be allowed to leave the PCMCIA
card, for security reasons. However, better security is achieved if the SHA of the electronic
check is also performed by the PCMCIA card, so that the PCMCIA can be sure that the number,
date, payee and amount logged into the PCMCIA card are the ones used in the computation of

the SHA.

The electronic checkbook is issued by the bank that holds the electronic checking
account. Initialized electronic checkbooks may be sent to the account holder, in which case the
PIN should be sent separately for security reasons. Alternatively, uninitialized cards may be
distributed to bank branches. The bank officer can then use a trusted initialization terminal and a
special smart card identifying the bank officer to establish a secure connection to a centralized
CIS. The new card is inserted into the terminal to be initialized. This method has the advantage
of making electronic checkbooks immediately available to new customers, accounts can be added
to electronic checkbooks already being used by the customer, and certificates can be refreshed
prior to their expiration dates without issuing new electronic checkbooks. The bank, or its agent,
is also acting as a certifying authority since it is responsible for authenticating the identity of the

electronic checkbook and PIN are delivered to the correct person. The electronic check may also
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support correspondent banking relationships, and will allow another bank or approved third party
to act as a stand-in processor for electronic checks for banks that are unable to directly support
the processing requirerx;ents for electronic checks. This will facilitate electronic check

deployment in a secure way without affecting the traditional bank-customer relationship.

Similar functions to those of the PCMCIA card can be served by large scale cryptographic
processors, such as Atalla or Racal Guardata boxes, for large operations where individual
signature cards are impractical. For servers or mainframes which issue or endorse a large volume
of checks, or which issue or endorse checks on behalf of a number of account holders, the
processing and key storage capacities of signature cards may be exceeded. In this case, special

cryptographic hardware must be used.

Although the electronic check’s primary use is to make electronic payments on public
networks, it may be used in any situation where a paper check would be used. For example,
banks will use electronic checks to gather electronic deposits from public network users,
providing an opportunity for complete full service electronic remote banking anywhere the

customer is connected. POS and ATM implementations are also possible.

The electronic check also provides a generic model for all electronic, digitally signed and
authenticated financial instruments. The check provides a well understood model for payment,
and its electronic analog is necessary for electronic commerce, even if other forms of electronic

payment exist. The electronic check will tie other forms of payment into the financial
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infrastructure, since checks end up involved at some point in most payment mechanisms.
Through specifications of user-defined attribute parameters and routing information, the
electronic check, unlike a paper check, can be made to resemble other financial payments
instruments. The flexibility of the parametric approach enables multiple electronic payments
instruments to meet current needs, while providing for new financial instruments. The electronic
check may embrace a wide variety of the debit and funds transfer functions found in today’s
banking, as well as other functions yet to be introduced. The provision of new parameters would
enable a variety of simple and compound transactions, such as cashier’s and certified checks,
drafts on a savings account or lines of credit, traveler’s checks, credit card debits or credits,
foreign or multi-currency drafts, and “split” or “limit” checks that may be endorsed “up t0” a
predefined limit. These possible instruments will present new processing options. For example,
an electronic check may be made out such that it is valid p to a certain amount, e.g. for a hotel
room deposit. When endorsed, the electronic check can then be endorsed for the actual amount
of the expense, up to the previously defined limit. Other examples may include letters of credit,
loan agreements and loan applications. In some cases, changing the instrument type may change

the conceptual flow, or routing information; in other cases, the flow may remain unchanged.

For example, as seen in FIG. 11, a certified electronic check involves a payer 12 creating
an electronic check in the usual manner as described above. Certified checks are endorsed and
cashed similar to normal checks, except that the payee 14 is guaranteed that the funds are

available. The payer 12 ¢-mails the electronic check to the payer’s bank 36 for certification. The
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bank may require the use of privacy enhanced mail or an equivalent to ensure the identity of the
enhanced mail or an equivalent to ensure the identity of the payer and that the communication
with the payer is confidential. The bank will then append a certifying signature to the check and .
e-mail it back to the payer. Upon receipt of the certified electronic check, the payee can verify

the bank’s certification signature as part of the validation of the check.

As seen in FIGS. 12-15, there are multiple scenarios for the functional flow of electronic
checks. In the “deposit and clear” scenario (FIG. 12), the payer 12 receives a bill or invoice from
the payee, issues an electronic check, and sends it to the payee. The payee 14 endorses the
electronic check and presents it to his bank 46 which, in turn, will settle it with the payer’s bank
36. This is the usual format, as described in detail above. In the “cash and transfer” or “Z”
scenario (FIG 13), the payer 12 receives a bill or invoice from the payee, issues an electronic
check and sends it to the payee. The payee 14 endorses the electronic check and presents it
directly to the payer’s bank 36, which sends payment to the payee’s account at his bank 46. For
the “lockbox’ scenario (FIG. 14), the payer 12 receives a bill or invoice from the payee 14, issues
an electronic check, and sends it to the payee’s bank 46, either directly or via a lockbox 260 or
other secure intermediary. The payee’s bank 46 then sends accounts receivable information to
the payee and clears the payment with the payer’s bank 36. In this scenario, there may be no
payee endorsement. Finally, in the “funds transfer” scenario (FIG. 15), the payer 12 receives a
bill or invoice from his bank 36 (assuming electronic bill presentment allows for capture of the
payee’s bills by the payer’s bank), issues an electronic check and sends it to his bank. The

payer’s bank 36, in turn, transfers funds to the payee’s account at the payee’s bank 46, which
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sends a record of the transaction to the payee 14 with accounts receivable information.

It is clear that electronic checks can be used directly between individual parties, or
through third party service providers. Electronic checks can be exchanged consumer to
consumer, consumer to business, business to consumer, and business to business. If the payer is
a business, then the requirements for signing and logging capacity in the electronic checkbook

may be greater due to volume requirements.

The formats of an electronic check and the entire electronic check system will be
uniform, so that the electronic check system may be interconnected and used in conjunction with
standard Application Programming Interfaces (API’s), such as standard electronic checkbook
interfaces and electronic check display interfaces. API’s apply on the level of individual check
processing as well as integration of the entire system. For example, the C language may be used
to define an electronic check with field such as the date, the amount and the payee. Also, the
Internet World Wide Web browser interacts with the electronic checkbook using an API to create
the complete electronic check. The electronic check API’s do not change, so that the system may
be interfaced with any system by rewriting the pa.rticﬁlar system API and the link to the

electronic check system.

For example, as seen in FIG. 16, an electronic checkbook 200 sends an electronic check
over the network 65 after interfacing with a driver 201 at a connector interface 205. The driver

201 works under a driver API 203, which is connected to the signer’s application software 207.
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Through a mail API 209, the completed electronic check is sent over the network 65.

The electronic thCCk system may be considered a module which provides services to
other modules and to API’s. The flow of an electronic check through the system is governed by a
series of protocols. The API’s provide electronic check services to user interface applications, to
financial applications such as bill payment, and to third party applications. The modular design
of electronic checks also permits separation of the cryptographic functions from the applications
which write and endorse checks, both physically and logically, to facilitate application of the
cryptographic infrastructure to secure other financial instruments or documents; i.e. two cards

may be used.

The five primary applications and API’s needed for the electronic check embodiment of
the present invention are management, check writing, check acceptance and endorsement, check
clearing and reconciliation. Management functions allow for card issuance, inactivation,
reactivation, and signature key management functions. Check writing is assumed to be
performed by the payer, acceptance and endorsement by a payee, clearing by the banks, and
reconciliation by the payer. Most users and organizations will assume the roles of both payer and

payee, but at different times.

There is a base set of supporting modules. These base modules provide for the creation,
destruction, and manipulation of a parameterized electronic financial instrument (the electronic

check), the interpretation of such instruments as electronic checks, the generation and
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verification of digital signatures on the payment instruments, and the interaction with clectronic
checkbook hardware devices.

API functions for supporting the application needs described include a “write” function,
for creating an electronic check, binding it to an attached document (if present) and signing the
electronic check; a “co-sign” function, for appending a second signature to the electronic check; a
“verify” function, for verifying signatures on a check and validating the binding to an associated
document (if present); an “endorse” function, for verifying signatures on the check and if valid,
appending an endorsement and signing the check to be deposited or cashed; a “register read”
function, for reading the contents of the check register contained in the electronic checkbook; and

a “registry entry” function, for appending an entry to the check register.

For example, an electronic check an be attached to electronic remittance information
provided by a remote payee. This enables the payment to be made, routed correctly and
automatically posted to both parties’ accounting systems. Integration with micropayment
accounting systems for high volume, small value financial transactions will enable those systems
to settle accounts using an electronic check. The standardization of the electronic checkbook
interfaces and the API’s to access electronic checkbook functions simplifies integration with a
variety of home and small business accounting and communications software packages. By
defining the layout of the electronic check, the information it contains (e.g., account number and
amount) can be readily extracted from the electronic check and used in other applications through

the API’s.
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Additional API functions are used to process ancillary electronic messages such as
acknowledgment of deposit, returned checks, and electronic statements. The parametric financial
instrument approach allows reuse of the cryptographic infrastructure, especially the verify
function, to safeguard the integrity of these messages. For instance, the verify function can be
used by the payee to verify the signature of the payer, as well as by the payee’s bank and the
payer’s bank to verify check signatures and endorsements prior to further processing to cash or

clear the electronic check.

The API functions will be implemented by a combination of software operating in the
user’s personal computer and in the electronic checkbook hardware. In the case of a PC Card,
using the PCMCIA interface and standard Card and Socket Services, most of the functions may
be implemented on the PC Card since it can support substantial processing, memory and
interface bit rate. This approach maximizes the portability of electronic checking information
because the electronic checkbook register function is physically coupled to the signature

function.

The electronic check functions in an environment of programmatic tools, including
interacting API’s, modules and protocols. As seen in FIGS. 17A and 17B, an electronic check is
generated at the payer’s workstation using signature card API’s 300 and electronic checkbook
API’s 302. The electronic check is transmitted by the payee using electronic mail and transport
API’s 304. the payee’s workstation also receives the electronic check through its electronic mail

and transport API’s 306. The electronic check is integrated into the software of the payee’s
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workstation using an electronic check translator module and is acted upon by the software in
application modules 308. The electronic check modules 310 include extraction of the check

from the transmission, ;:lectronic check validation, and extraction of the remittance originally
sent from the payee to the payer. After applying endorsement API’s 312 to endorse the electronic

check, the payee’s workstation transmits the endorsed electronic check to the payee’s bank for

deposit using its electronic mail and transport API’s 306.

The payee’s bank receives the endorsed electronic check via its electronic mail and
transport API’s 314 according to a defined transport and deposit protocol 316. The modules
applied by the payee’s bank include an electronic-check translator 318, electronic check
validation and application integration modules 320. After interbank clearing, the electronic
check with the payee bank’s endorsement is sent electronically to the payer’s bank, which
receives the processed electronic check through its electronic mail and transport API’s 322. The
payer’s bank also has modules such as an electronic check translator 324, and electronic check
validation and application integration modules 326. The electronic check infrastructure is
governed by a computer at the payer’s bank or its agents which contains protocols 328 for the

key server, public keys and the CRL.

The electronic processing scheme may also be applied to “exceptional” cases, such as
electronic checks returned due to insufficient funds in the payer’s account. Since exceptions
processing provides for dealing with a problem in the normal flow of the electronic check

through the system, the conventional paper check procedure may be necessary, although aspects
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of the electronic procedure may be used as support for more expedited exceptions processing.
Solutions to the problem of potential fraudulent usage of electronic checks must be built
into the system at each stage of the processing of an electronic check to ensure the integrity of the

entire system.

The security measures discussed above will eliminate most of the causes of losses due to
bad checks, including forgery, alteration, duplication, and fraudulent depositing. Forgery is
prevented by ensuring that digital signature keys are stored in secure hardware devices and
through appropriate controls over the validity of electronic check certificates. Alteration is
prevented by the application of digital signatures to the electronic check and through the use of

the SHA function which creates a unique digest of the electronic document.

Duplication is a somewhat more difficult problem to prevent, since by its very nature an
all-electronic document can be easily reproduced. Although each of the payee, the payee’s bank
and the payor’s bank verifies that there is no recent duplicate check, the problem of duplication is
addressed in several additional ways. First, electronic checks must be dated and will expire more
rapidly than paper checks. Second, electronic check certificates will also expire, preventing their
use after a given time period. This ensures that the accounts are periodically refreshed, and that
the bank has an opportunity to ensure the integrity of the secure key storage device. Third, the
issuer bank keeps an archive of electronic checks which have been presented previously. In

addition, an “active” check file will be used against which checks can be matched. This file need

-79-

Page 1159 of 1587



WO 98/37655 PCT/US97/24000

only store the checks for valid dates, as mentioned above, and the electronic check serial number
and hash information to identify a duplicate. Also, the payer may send check details such as the
check number, date, signature, payee and amount to the payer’s bank at the same time as the
electronic check is sent so that the issuer’s bank can maintain a file of used electronic checks.

5 This file can be used to determine if a duplicate electronic check was issued and paid by the
payer’s bank. The combination of these efforts should effectively minimize the risk of a

duplicate electronic check successfully flowing through the payments system.

Fraudulent depositing is another significant issue, since electronic checks which are sent
10 unencrypted could conceivably be deposited or “cashed” by someone other than the intended
recipient. The electronic check provides for application of the intended recipient’s cryptographic

keys to minimize this problem.

In the event that an electronic checkbook is compromised, e.g., lost, stolen, or repudiated

15 by a customer, then the certificates for that electronic checkbook can be revoked.

Ensuring the confidentiality of critical customér information is a priority for any network
payments instrument. To this end, the electronic check need not contain existing checking
account numbers which could be intercepted and then used to commit fraud by paper checks.

20 Digital account numbers may be linked with non-electronic account numbers so that both types
of transactions may take place with respect to the same account. Encryption of an electronic

check is not required to prevent fraud due to the use of private key cryptographic signatures.
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However, electronic checks and other parameterized payment instruments may be encrypted,
where possible, during transmission between parties to ensure confidentiality.
Tamper-resistance of the PCMCIA card is also needed to the extent necessary to make it

5 economically unattractive for attackers to steal signature cards, extract the private key, and pass
bad checks using the private signature key before the card is reported stolen and disabled. Any
attempt to extract the private sigﬁature key should result in evident aiteration of the card and
should take at least a few days to.succeed. However, an extremely high degree of tamper-
proofing is not necessary, since the card only contains private information for one or severat

10 accounts (rather than system level secrets) and since the card holder has an incentive to report

theft or tampering (rather than to extract a secret to use for frand or counterfeiting).

Most importantly, the account and bank certificates can have expiration dates in order to
limit the time during which electronic checks can be written. An account may be closed prior to
15 the expiration of the account certificate for other security reasons, preventing verifiers from
knowing that the signature on the electronic check is good until it clears. If the account is closed,
its associated certificates are revoked. This is no different from the current situation in which
someone continues to write checks using check blanks from a closed account. The rapid clearing
of electronic checks will deter this behavior, and banks can offer automated check verification

20 services which verify signatures, account status and funds availability.

Although FSML is primarily described with respect to electronic checks, FSML is a
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flexible structure that allows many other documents to be built from these primitives while
retaining a standard format which can be partially verified during processing.

The present system and method offers a number of advantages over existing systems for
processing of signed documents. The document type definitions of the present invention permit
the design of transaction document types according to the logical purpose of blocks of content of
such signed documents. The document type definitions thus permit a wide range of flexibility in
structuring documents for meeting legal requirements and other requirements for such
documents. For example, in the electronic check embodiment of the present invention,

documents may be produced that comply with existing legal structures for paper checks.

The flexible document structures also permit the user to design documents that can be
accessed by a wide range of transport systems and that can be manipulated by a wide range of
computer systems. Thus, in the electronic check embodiment of the present invention, the
instruments created with the present system may be accessed and manipulated by existing

computer systems for demand deposit accounts.

Other embodiments of the present invention are further described and are within the

scope of the invention.

As seen in FIG. 24, the execution of a contract 483 may take advantage of publicly

available electronic networks 550 such as the Internet, dial-up networks, wireless networks or e-
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mail. As seen in FIG. 24, a transaction is initiated when a first signer 410 signs a legal document
483. The first signer may have a secure authenticator 540 which enables the first signer 410 to
digitally sign the legal document 483. The first signer may have a database 544 which records
the transaction in which the first signer 410 signs the legal document 483. The document may
then be transmitted to a second signer 422 by the network 550. The second signer may then sign
the document using the second signer’s secure authenticator 542 which permits the second signer
422 to digitally sign the legal document 483. The second signer’s computer system also includes
an electronic database 548 to record the second signer’s signature. When signed by the second
signer, the document may be sent via the network 550 through a network connection 552 to one
or more third parties 425. The third parties 425 may have various types of proprietary networks
426 including ATMs or the like. Signatures, transmissions, data storage and other functions are
highly similar to those detailed for the electronic check above, as will be readily apparent to and

still in the act.

_Referring to FIG. 27, the hardware necessary for participation of a first signer and a
second signer in a legal transaction is depicted in which a first signer workstation 600 is provided
including a PCMCIA 610, a modem 608, CPU, keybbard, mouse, display, and memory.
Residing on the computer is software 604 which includes an operating system as well as a
number of applications 606. The applications may include communications applications,
database applications and one or more applications for executing transaction documents, such as
signature applications. The first signer system may also include a PCMCIA card 612 as well as a

register 614 as part of a digital signature card that works in connection with the workstation 600.
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The second signer has a second signer workstation 602 which is similarly configured in that it
includes a modem 618, a PCMCIA 620, a PCMCIA card 628 with a register 626, a keyboard,
mouse, CPU, display, di;k and memory. Also, the second signer workstation 602 includes
software 622 that includes an operating system as well as various applications 624 which include
communications, database applications and signature applications, among others. The
configuration of hardware and the software are similar to those described in the electronic check

embodiment. Additional software for contract preparation and manipulation may also be

provided.

As seen in FIG. 25, a mortgage transaction may also take advantage of a network 561.
The borrower 452 may sign the loan application 490 with the borrower’s secure authenticator
554 w}ﬁch permits a digital signature of the loan application 490. A database 556 of the
borrower’s system permits the borrower to record the transaction. Once the borrower has signed
the loan application 490, it may be transmitted by the network 561 to the lender 454. The lender
may digitally sign the loan application 490 using the lender’s secure authenticator 558. This
transaction may be recorded by the lender’s database 560. Once the broker 455 has signed the
loan application 490, it may be transmitted via the network 561 through a network connection
462 to a proprietary network or intranet 564 of one or more banking institutions 456. Signatures,
authentication, data manipulations, storage and retrieval, and other functions are accomplished in

a manner similar to that used for the electronic check.

Referring to FIG. 28, the hardware necessary for participation of the borrower and lender
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