WO 2004/104813 A1 || 000 00 00 0 0

)FHFBAFHNICESVWTLRASh-ERHE

(19) t R M FT A HEHER

2004 ££12 A2 H (02.12.2004)

EfrE#HR

43) EftARAA

AT Y P O

10) ERAMES
WO 2004/104813 A1l

PCT

61 EFFrESE"

1) EEREHEES:

(22) EfHEER:

25) ERHEDE:E:
6) EEARDEEE:
30) BEET—4:

45EE2003-142934

(72)
(73)

FERE;

BELU

£ — XA Tokyo (JP).

74

GOGF 3/033, 1/00, HOAM 1/67
PCT/IP2004/007151
2004 ££5 B 19 B (19.05.2004)

2003 ££5 A21 A (21.05.2003)

(71) HEA kEZBR<<E2TOHRERICOLT: XE
# B34 T4/ 0 P—X (HITACHI HIGH-TECH-
NOLOGIES CORPORATION) [JP/JP]; T 1058717 B
RBERAHE—TH2 4% 1 48 Tokyo (JP).

f£IB A: B H £ E (TAKADA, Yukihiko); T 3170073
FIWRAIZH=EAT=TH 1% 4 8 5 Ibaraki (JP).

@81 EEE (EFETOLWERY., 2TOEEOENFREN
T HE): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR,
BW, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, HR, HU,
D, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS,
LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, NA,
NL NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE,
SG, SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.

BEE EROGEVLRY, £ TOFEEOLIGRENT
HE): ARIPO (BW, GH, GM, KE, LS, MW, MZ, NA, SD,
SL, SZ, TZ, UG, ZM, ZW), 11— 5 ¥ 7 (AM, AZ, BY,
KG, KZ, MD, RU, TJ, TM), 3— 0 v 7\ (AT, BE, BG,
CH, CY, CZ, DE, DK, EE, ES, FL, FR, GB, GR, HU, IE,
IT, LU, MC, NL, PL, PT, RO, SE, SI, SK, TR), OAPI (BF,
BJ, CF, CG, CI,CM, GA, GN, GQ, GW, ML, MR, NE, SN,
D, TG).

A OFEE:
ERAEREE
2XFI— FRUMIOBEEIZDINTIE, EHRTIND

KPCTHE Y FOHEBEBITIEE INTINS Ta— FEBEE
DHAE VR — ] 88,

BAE
BAEE

P (84

HEAE/HEA (KEITOWNTOH): 20 &
(FUKUDA, Koki) [JP/JP]; T 1058717 B #h# XFa &
BE—TH24%F 148 #RA4tBINITH /10

(54) Title: PORTABLE TERMINAL DEVICE WITH BUILT-IN FINGERPRINT SENSOR

GH RADEWH: ERE  YABREFTHREEE

I

~-3

0 O
oLJo]
I I
I N Y
N R N Iy
1 3 1
N T I B

E

Page 1 of 39

(57) Abstract: A portable terminal device with a built-in fingerprint sensor.
The portable terminal device has a fingerprint sensor on an operation panel,
and, in the device, operability of movement of a cursor and a pointer is not
impaired. A fingerprint sensor for a fingerprint authentication is provided on
an operation panel, and a cursor or pointer on a display is moved in accordance
with a temporal change in the movement of a finger or in the position of a
pressure applied to a sensing surface of a fingerprint sensor. Further, the timing
of detecting the temporal change is determined in accordance with a temporal
change of the movement of a finger or the pressure.
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Mobile terminal device with a built-in fingerprint sensor

Abstract translated from Japanese

It is an object of the present invention to provide a portable terminal device with a built-in fingerprint
sensor that includes a fingerprint sensor on an operation panel and does not impair the operability
of moving a cursor or pointer on a display. In order to achieve this purpose, a fingerprint sensor for
fingerprint authentication of a finger is provided on the operation panel, and the cursor on the display
is changed according to the movement of the finger or the temporal change in the position of
pressure applied to the sensor surface of the fingerprint sensor. Or moved the pointer. The timing for
detecting the temporal change is determined according to the temporal change of the movement of
the finger or pressure.
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Claims (14)

A fingerprint sensor for fingerprint authentication of a finger is provided on the operation panel, and a cursor or pointer displayed on the display is moved in accordance with the
movement of the finger on the sensor surface of the fingerprint sensor or the temporal change in the position of the applied pressure. A portable terminal device with a built-in
fingerprint sensor, characterized by being moved. 2. The portable terminal device with a built-in fingerprint sensor according to claim 1, wherein the timing for detecting the
temporal change is determined in accordance with a temporal change in a position of a finger or applied pressure on the sensor surface. 2. The portable terminal device with a built-
in fingerprint sensor according to claim 1, wherein the fingerprint authentication is executed while the cursor or pointer displayed on the display is moving. A fingerprint sensor for
fingerprint authentication of a finger provided on the operation panel, and a message indicating that fingerprint registration has been completed by pressing the fingerprint sensor
until any finger can read information necessary for fingerprint registration A portable terminal device with a built-in fingerprint sensor, comprising: a display for displaying. 5. The
portable terminal device with a built-in fingerprint sensor according to claim 4, wherein the message indicating that the fingerprint registration is completed includes at least an
address (ID) where the fingerprint is registered. 5. The portable terminal device with a built-in fingerprint sensor according to claim 4, wherein the message indicating that the
fingerprint registration is completed includes at least an image of the fingerprint. 5. The portable terminal device with a built-in fingerprint sensor according to claim 4, wherein a
plurality of fingerprints are registered in the fingerprint registration. A fingerprint sensor built-in mobile phone comprising a fingerprint sensor for fingerprint authentication of a
finger provided on an operation panel and a display for displaying a fingerprint address (ID) registered as an authentication fingerprint for unlocking a function lock Terminal device.
9. The fingerprint authentication according to claim 8, wherein when the function lock is released, the fingerprint registered as the authentication fingerprint for releasing the
function lock does not match the fingerprint confirmed by the fingerprint sensor for releasing the function lock. A portable terminal device with a built-in fingerprint sensor. A
fingerprint sensor for fingerprint authentication of a finger provided on the operation panel, and a plurality of fingerprints stored by the fingerprint sensor, and information
registration means for registering information in association with each fingerprint,

When using the information registered in the information registration means, it is registered in the information registration means only when the fingerprint authentication matches
the registered fingerprint associated with the information registered in the information registration means A portable terminal device with a built-in fingerprint sensor, wherein use
of information is permitted. A fingerprint sensor built-in mobile phone comprising a fingerprint sensor for fingerprint authentication of a finger provided on an operation panel and a
display for displaying an image, and a step is provided between the operation panel and the fingerprint sensor. Terminal device. 12. The portable terminal device with a built-in
fingerprint sensor according to claim 11, wherein the step is lower in the fingerprint sensor than in the operation panel. 12. The portable terminal device with a built-in fingerprint
sensor according to claim 11, wherein the step is provided with a contour having a height higher than both at the boundary between the operation panel and the fingerprint sensor. A
portable terminal device comprising an operation panel having a plurality of buttons and a display for displaying an image, wherein the device can be easily touched by the
abdominal surface of the finger when the operation panel is held by either the left or right hand 1. A portable terminal device with a built-in fingerprint sensor, characterized in that a
fingerprint sensor unit is provided in

Description translated from Japanese

The present invention relates to a portable terminal device including a sensor for authenticating a fingerprint.

With the widespread use of mobile terminal devices typified by mobile phones, mobile terminal devices incorporating a fingerprint authentication function have been
proposed in order to prevent unauthorized use by anyone other than the owner (for example, Japanese Patent Application Laid-Open No. 2002-330202). reference).

Page 31 of 39
https://patents.gotgle.com/patent/JPW02004104813A1/en?0q=w02004104813 1/9



8/15/23, 2:38 PM JPWO02004104813A1 - Mobile terminal device with a built-in fingerprint sensor - Google Patents

This is a built-in fingerprint sensor at the center position of the operation panel. This center position is registered in advance when a fingerprint such as a thumb of the
left hand is normally used for operation by a user and is used when the portable terminal device is used. By automatically authenticating the fingerprint, unauthorized use
is prevented.

In this configuration, a piezoelectric fingerprint sensor or a capacitive fingerprint sensor is provided, and cursor buttons are provided on the top, bottom, left, and right of
the sensor. Fingerprint authentication is performed by the fingerprint sensor, and the cursor on the display is moved by the cursor button. Is called.

The above-described portable terminal device with a built-in fingerprint sensor is configured such that fingerprint authentication is performed by a fingerprint sensor, and
movement of a cursor or pointer on a display is performed by a cursor button provided around the fingerprint sensor. The size of the fingerprint sensor necessary for
fingerprint authentication is considered to be sufficient, for example, about 9 mm square to 15 mm square when considering the abdominal surface of the left thumb of
an adult male. On the other hand, the movement of the cursor on the display is instructed by pressing a cursor button provided several millimeters around the fingerprint
sensor with the thumb. Therefore, the interval between the upper and lower cursor buttons or the interval between the left and right cursor buttons is a length obtained by
adding several millimeters to 15 millimeters, which greatly exceeds the size of the abdominal surface of the thumb. That is, when the lower cursor button is pressed after
the upper cursor button is pressed, the entire thumb must be moved up and down by 15 millimeters or more, and the operability is greatly deteriorated. The same applies
to the left and right cursor buttons.

It is an object of the present invention to provide a portable terminal device with a built-in fingerprint sensor that includes a fingerprint sensor on an operation panel and
does not impair the operability of moving a cursor or pointer on a display.

In an embodiment of the present invention, a fingerprint sensor for fingerprint authentication of a finger is provided on the operation panel, and the cursor on the display
is changed according to the movement of the finger or the temporal change in the position of the pressure applied to the sensor surface of the fingerprint sensor.
Alternatively, the pointer is moved. The timing for detecting the temporal change is determined in accordance with the temporal change of the movement of the finger or
pressure.

The timing for detecting the temporal change is determined in accordance with the temporal change of the movement of the finger or pressure.

In addition, the fingerprint sensor for fingerprint authentication of the finger provided on the operation panel and the fingerprint sensor is pressed until an arbitrary finger
can read information necessary for fingerprint registration to indicate that the fingerprint registration is completed. And a display for displaying a message.

Further, a fingerprint sensor for fingerprint authentication of a finger provided on the operation panel and a display for displaying a fingerprint address (ID) registered as
an authentication fingerprint for unlocking the function are provided.

A fingerprint sensor for fingerprint authentication of a finger provided on the operation panel; and an information registration unit for storing a plurality of fingerprints by
the fingerprint sensor and registering the information in association with each fingerprint. When the information registered in the information registration unit is used,
only when the fingerprint authentication matches the registered fingerprint associated with the information registered in the information registration unit, the information
registered in the information registration unit Usage is permitted.

Further, a fingerprint sensor for fingerprint authentication of a finger provided on the operation panel and a display for displaying an image are provided, and a step is
provided between the operation panel and the fingerprint sensor.

FIG. 1 is a front view of a portable terminal device. FIG. 2 is an enlarged perspective view of the fingerprint sensor unit. FIG. 3 is a screen view showing a fingerprint
image displayed on the display. FIG. 4 is a screen view showing an image of a fingerprint displayed on the display. FIG. 5 is a front view showing an example of a screen
displayed on the display. FIG. 6 is a schematic diagram showing the principle of detecting finger movement in FIG. FIG. 7 is a flowchart showing a procedure for
registering a fingerprint. FIG. 8 is a front view showing an example of a screen displayed on the display. FIG. 9 is a front view showing an example of a screen displayed
on the display. FIG. 10 is a flowchart showing a procedure for locking a function. FIG. 11 is a front view showing an example of a screen displayed on the display. FIG. 12
is a front view showing an example of a screen displayed on the display. FIG. 13 is a front view showing an example of a screen displayed on the display. FIG. 14 is a
block diagram showing an example of a communication network centered on a mobile terminal device. FIG. 15 is a flowchart showing a procedure in the bank transfer
mode. FIG. 16 is a front view showing an example of a screen displayed on the display. FIG. 17 is a front view showing an example of a screen displayed on the display.
FIG. 18 is a front view showing an example of a screen displayed on the display.

Embodiments of the present invention will be described below with reference to the drawings. FIG. 1 is a front view of a portable terminal device. The main body 1
includes a display 2 and an operation panel 3. By pressing various buttons provided on the operation panel 3, characters are displayed on the display 2, or the displayed
cursor is moved to select and instruct a desired menu. To do. The operation panel 3 is provided with a fingerprint sensor unit 4 at a position where the operation panel 3
can be easily touched with the abdominal surface of the finger when the operation panel 3 is held with either left or right hand. The size of the fingerprint sensor unit 4 is
determined from the required area of the fingerprint required for fingerprint authentication, and is normally 9 mm square to 15 mm square. The shape of the fingerprint
sensor unit 4 is not limited as long as it can acquire fingerprint information when registering or authenticating a fingerprint, and may be, for example, square, rectangular,
circular, or elliptical.

The operation of the fingerprint sensor unit 4 is detected by moving the abdominal surface of the finger up and down, left and right, or by sliding the finger itself, and the
cursor on the display moves. In this way, since there is no need to provide a cursor button around the fingerprint sensor, the operability is excellent, and multiple functions
can be combined in a compact manner. As a result, it has a simple design and can achieve downsizing of the apparatus main body.

There are various types of fingerprint sensors such as pressure-sensitive, piezoelectric, electrostatic, magnetic, optical, and heat-sensitive types. Finger movement,
swiping, and pressing on the abdominal surface of the finger are performed on the fingerprint sensor. Any type of pressure can be used as long as the pressure level can
be detected or determined.

FIG. 2 is an enlarged perspective view of the fingerprint sensor unit 4. The fingerprint sensor unit 4 is slightly lower than the surface of the operation panel 3. By providing
a step with respect to the surface of the operation panel 3 as described above, not only the position of the fingerprint sensor unit 4 can be easily confirmed, but also the
finger positioning effect that is effective for preventing a shift at the time of fingerprint confirmation. There is also. The same effect can be obtained by lowering the step,
increasing it, or providing a thin and slightly high profile at the boundary between the operation panel 3 and the fingerprint sensor unit 4.

As described above, the fingerprint sensor for fingerprint authentication of the finger provided on the operation panel and the display for displaying an image are provided,
and a step is provided between the operation panel and the fingerprint sensor. Since finger misalignment in fingerprint authentication can be prevented, the operability is
improved, the authentication rate at the time of fingerprint authentication is increased, and erroneous recognition can be prevented.

FIG. 3 and FIG. 4 are screen views in which the fingerprint detected by the fingerprint sensor unit 4 is imaged and displayed on a display 5 (not shown) by amplifying a
signal from the fingerprint sensor unit 4. If the display 2 of the portable terminal device 1 is used as the display 5, for example, the state of a fingerprint registered for
fingerprint authentication can be visually confirmed. In order to perform fingerprint authentication, it is sufficient that the fingerprint 6a of one finger as shown in FIG. 3
can be recognized by a size required for authentication. On the other hand, in order to move the cursor displayed on the display 2 of the mobile terminal device 1, it is
necessary to detect the temporal movement of the finger and the temporal movement of the pressure applied to the fingerprint sensor unit 4. is there. For example, in the
case of time movement of pressure, when the state changes from the state shown in FIG. 3 to the state shown in FIG. 4, the detected fingerprint 6 b exists only above the
fingerprint sensor unit 4. It can be seen that the pressure is moving upward. By linking this pressure movement information to the movement of the cursor, the fingerprint
sensor unit 4 can be given a function of moving the cursor.

FIG. 5 is a front view showing an example of a screen displayed on the display 2, and FIG. 6 is a schematic diagram showing the principle of detecting the movement of
the finger in FIG. When the pointer 8 is moved from the button 7a to the button 7b among the plurality of buttons displayed on the screen, the finger pressing pressure as
shown in FIG. 4 is changed or the finger is moved. The fingerprint sensor unit 4 detects that the detected finger position or pressure center 61 has moved in the direction
indicated by the arrow and moved to a new finger position or pressure center 62.
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In order to recognize a fingerprint, the pitch of the pixels or pressure sensitive electrodes needs to be about 0.05 mm. On the other hand, one length L2 of the mesh for
detecting finger movement shown in FIG. 6 is preferably about 0.2 to 0.5 millimeters. If the size of the mesh is reduced, the detection accuracy is improved, but the
calculation speed is slowed down and it becomes impossible to follow the movement of the finger. Also, if the size is increased, the detection of finger movement
becomes rough, and the movement of the cursor or pointer on the display becomes stepped and difficult to see. Assuming that the length L1 of one side of the fingerprint
sensor unit 4 is 10 millimeters, the number of meshes per side is 20 to 50. In such a mesh, when detecting a fingerprint that is a still image, the detection timing may be
delayed, and 4 to 5 frames per second is sufficient, but when detecting a temporal change in finger or pressure, it is 1 second. At least 10 to 15 frames are required.
Therefore, the detection timing is switched between when the fingerprint is detected and when the temporal change of the finger or pressure is detected. By doing so, the
movement of the cursor or pointer on the screen becomes a natural movement following the temporal change of the movement of the finger or pressure, and there is an
effect that the user can be prevented from feeling uncomfortable.

When the menu is selected by moving the cursor up / down / left / right instead of moving the pointer as shown in FIG. 5, for example, the number of meshes is 3 instead
of the number of meshes described above. If the finger or pressure is detected with a total of nine meshes, the area divided into nine meshes of the fingerprint sensor
unit 4 is hit with a finger, and the cursor is moved in any direction, the finger or Since it is not necessary to detect the movement of the pressure in detail, the load on the
CPU can be reduced.

FIG. 7 is a flowchart showing a procedure for registering a fingerprint, and FIGS. 8 to 9 are front views showing examples of screens displayed on the display 2.

After the power is turned on (step 71), a normal menu (not shown) is displayed (step 72), a fingerprint mode (not shown) is displayed in the normal menu (step 73), and
the fingerprint registration menu shown in FIG. 8 is displayed (step 73). 74). A fingerprint mode display area 81, a fingerprint registration display area 82, and a message
display area 83 are displayed on the display 2. In accordance with the message in the message display area, an arbitrary finger pad is pressed against the fingerprint
sensor unit 4 to be necessary for fingerprint registration. When the correct information can be read, the display is switched to the one shown in FIG. The display 2
displays a registration confirmation display area 91 for displaying an address (ID) such as a number for registering a fingerprint and a fingerprint image display area 92
for displaying a fingerprint image (step 75). Next, when the cursor is moved to the registration confirmation display area 91 and the finger is strongly pressed or kept
pressed for a certain time, a fingerprint registration completion message (not shown) is displayed, and the screen returns to the fingerprint mode screen display (not
shown) (step 76).

FIG. 10 is a flowchart showing a procedure when the function is locked, and FIGS. 11 to 13 are front views showing examples of screens displayed on the display 2.

After the power is turned on (step 101), the function lock mode shown in FIG. 11 can be displayed from a normal menu (not shown) (step 102). In the function lock mode,
in addition to the function lock mode display area 111, a lock necessity confirmation display area 112 and an answer display area 113 are displayed when not locked, and
the user locks various functions of the portable terminal device. If you want to do this, move the cursor to “Yes” in the answer display area 113 and specify it by pressing
it hard, for example, and the fingerprint registered in the address (ID) such as the number displayed in the lock necessity confirmation display area 112 Is locked as an
authentication fingerprint for unlocking.

When the function is locked, when the function lock mode is displayed from a normal menu (not shown), a lock release menu as shown in FIG. 12 is displayed (step 103).
FIG. 12 shows a display example when the function lock is released. The display 2 displays a lock release display area 121 and a message display area 122. In the
message display area 122, the fingerprint address (ID) for fingerprint authentication necessary for releasing the function lock is displayed, and the corresponding finger is
pressed against the fingerprint sensor unit to perform fingerprint collation (step 104). It is determined whether the pressed fingerprint matches the registered fingerprint
(step 105). If they match, the function lock is released and a lock release message (not shown) is displayed (step 106), not shown. The display returns to the normal
menu display (step 107). If they do not match at step 105, a message indicating that the unlocking is not successful as shown in FIG. 13 is displayed (step 108). On the
display 2 shown in FIG. 13, a message display area 131 indicating unsuccessful cancellation is displayed. Since there may be an error during fingerprint authentication
even though the user has pressed the correct finger, the user can press the finger again to perform fingerprint authentication again.

In this way, since an arbitrary address (ID) of a finger registered for fingerprint authentication for function lock can be designated, an effect of increasing safety for
releasing the function lock can be expected.

FIG. 14 is a block diagram showing an example of a communication network centered on the mobile terminal device 1 shown in FIG. The fingerprint authentication
information in the mobile terminal device 1 is transmitted to the mobile terminal device 1 using a wireless communication technology such as Bluetooth (trademark),
which is one of infrared and wireless communication standards. Various procedures are performed for the bank account that has been authenticated, electronic money
at the time of shopping is paid at the register 143 at the store, and the door is unlocked and unlocked at the automobile 144, home, or office 147. In this case, there are a
case where fingerprint authentication is executed by the mobile terminal device 1 and authentication completion information is encrypted and transmitted, and a case
where the fingerprint information itself acquired by the fingerprint sensor is transmitted and authentication is executed on the receiving side. It is done. In this way, since
it is possible to authenticate whether or not the person is the person by fingerprint authentication, an effect can be expected for crime prevention. Further, for example, in
order to control the information home appliance 149 of the home or office 147 when going out, control information is transmitted from the mobile terminal device 1 to the
service center 145, and the control information is transmitted to the home or office via a communication network such as the Internet 146. If the service center 145
transmits only the permitted control information to the information home appliance 149 based on the fingerprint authentication information transmitted from the mobile
terminal device 1, the information home appliance 149 is erroneously transmitted. It can be expected that the control based on the information can be prevented.

In addition, since the fingerprint sensor is provided with the cursor movement function on the display, the fingerprint can be acquired even during the cursor movement
operation. Therefore, instead of executing various procedures after performing fingerprint authentication, for example, a bank account Since fingerprint authentication
can be performed at the same time as processing is instructed, it can be expected that the operator can confirm whether or not the user is the user without being aware
of the fingerprint authentication.

FIG. 15 is a flowchart showing a procedure in the bank transfer mode, and FIGS. 16 to 18 are front views showing examples of screens displayed on the display 2.

An example of fingerprint authentication at the time of transfer will be described as an example of various procedures of the bank account obtained by the bank terminal
142 shown in FIG. In FIG. 15, after the power is turned on (step 151), a normal menu (not shown) is displayed (step 152), a bank transfer mode (not shown) is displayed
(step 153), and fingerprint verification in the bank transfer mode shown in FIG. The mode is displayed (step 154). The display 2 displays a bank transfer mode display
area 161, a transfer information display area 162, a message display area 163, and an answer area 164. The fingerprint number of the answer area 164, that is, the
address of the registered fingerprint is displayed according to the message in the message display area 163. When (ID) is specified by moving the cursor, a fingerprint
authentication screen shown in FIG. 17 is displayed. A message display area 171 is displayed on the display 2, and fingerprint authentication is performed by pressing a
finger against the fingerprint sensor unit 4 shown in FIG. It is determined whether or not the fingerprint of the registered address (ID) matches the pressed fingerprint
(step 155). If they match, the result is displayed and whether or not to transfer is confirmed (step 156). If the user's consent is obtained, bank transfer is instructed (step
157). If the fingerprints do not match in step 155, a failure is displayed as shown in FIG. 18 (step 158). A message display area 181 and instruction areas 182 and 183 are
displayed on the display 2. When the cursor is moved to the support area 182 and the instruction is given, the screen returns to the screen for designating the fingerprint
number shown in FIG. You can fix it. If the designated area 183 is designated, the screen returns to a bank transfer mode screen (not shown). If the fingerprints do not
match in step 155 shown in FIG. 15, a reconfirmation screen as described in FIG. 13 may be displayed.

By registering multiple fingerprints as fingerprint numbers, that is, fingerprint addresses (ID), it is possible to perform fingerprint authentication of multiple people with
one mobile terminal device, or fingerprints that require authentication for multiple bank accounts It is also possible to associate fingerprint authentication with
information such as registering a plurality of passwords to improve safety. For example, in FIG. 16, as the fingerprint number displayed in the answer area 164, the user
number is registered in 01, Ais in 02, B is in 03, and the original account at the time of transfer is registered in advance. By associating with, bank transfer procedures for
a plurality of people are possible with one mobile terminal device. In addition, the left thumb of the user himself / herself, the left index finger of 02, the right thumb of 03,
and the like are registered in 01, A bank A account, 02 bank B account, 03 If the bank number is associated with the bank C account, the bank A account can be
transferred only when the left thumb of the user registered in the number 01 matches with fingerprint authentication. There is an effect that the nature increases.
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The use of fingerprint registration is not limited to bank transfer procedures. For example, contact information such as A's phone number is on the left thumb registered in
number 01, and contact B is registered on the left index finger registered in number 02. The fingerprint authentication function can also be used as a one-touch dial when
it is desired to make a telephone call or the like, such that the right thumb registered in No. 03 is contacted with Mr. C.

With the above configuration, the fingerprint authentication function is provided in the mobile terminal device, and the cursor and pointer on the display are moved by
detecting the movement only by moving the abdomen of the finger up and down, left and right. There is no need to provide a cursor button around the fingerprint sensor,
and it has excellent operability, multi-functionality, compact design, simple design, and the ability to achieve downsizing of the device body. It becomes.

In addition, since the timing for detecting temporal changes is determined according to the temporal changes in finger movement, the movement of the cursor or pointer
on the screen follows the temporal changes in finger movement and is natural. There is an effect that it is possible to prevent the user from feeling uncomfortable by

moving.

In addition, since a message indicating that fingerprint registration is completed is displayed by pressing any finger on the fingerprint sensor until the information
necessary for fingerprint registration can be read, sufficient information for fingerprint authentication can be obtained. Can do.

In addition, since the address (ID) of the fingerprint to be registered as the authentication fingerprint for function lock release can be displayed and any address (ID) of the
finger registered for fingerprint authentication for function lock can be designated, the function lock The effect that the safety for cancellation increases can be expected.
In addition, fingerprint authentication is registered in the information registration unit when a plurality of fingerprints are stored by the fingerprint sensor and information
registered in the information registration unit that is registered in association with each fingerprint is used. Since the use of the information registered in the information
registration means is permitted only when the fingerprint matches the information registered in correspondence with the information, the effect of increasing safety can

be expected.

In addition, it is equipped with a fingerprint sensor for fingerprint authentication of the finger provided on the operation panel and a display for displaying an image, and a
step is provided between the operation panel and the fingerprint sensor, so that finger positioning is easy. Therefore, finger misalignment in the case of fingerprint
authentication can be prevented, so that operability can be improved and erroneous recognition during fingerprint authentication can be prevented.

As described above, according to the present invention, it is possible to provide a portable terminal device with a fingerprint sensor that includes a fingerprint sensor on

the operation panel and does not impair the operability of moving the cursor or pointer on the display. .
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Embedded authentication systems in an electronic device

Navigation input mechanism, electronic device including the same and
method for switching mode thereof

Personal computing device control using face detection and recognition

Optically based input mechanism for a handheld electronic communication
device

Input device and input method

Touch event model programming interface
Touch event model for web pages

Touch event model

Methods and graphical user interfaces for conducting searches on a
portable multifunction device

Methods for Operation of a Touch Input Device

Data source attribution system

Method and apparatus for authentication processing of mobile terminal
Mobile terminal and control method thereof

Systems having discrete and continuous gesture recognizers
Multifunction device with integrated search and application selection
Event recognition

Event recognition

Event recognition

Biometric scanning arrangement and methods thereof

Reduction in latency between user input and visual feedback

Optical capacitive thumb control with pressure sensor

Optical mouse for mobile unit using fingerprint sensor

Mobile terminal device

Mobile terminal and control method thereof

System and method for authentication and settlement of mobile
communications terminal

Method and system for a pointing device using acoustic impiography

Control selection approximation

Region activation for touch sensitive surface
Authentication with secondary approver
Access control utilizing indirect authentication

Method, mobile communication terminal and computer-readable recording
medium for operating specific function when activaing of mobile
communication terminal

Device, method and graphical user interface for manipulating a user
interface
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Device control method, device control system, and server device

6/9



8/15/23, 2:38 PM
US9959016B2
US9342678B2
KR101453031B1 *
US9065106B2 *
US20140143860A1 *

CN103873446A *

US9818131B2
US9749863B2

WO02014143776A2

US9766052B2 *

US9798372B2
US9733716B2
EP3022635B1 *

US9898642B2

US11157944B2
US10990686B2

US9665883B2

KR20150056353A *
KR101436760B1 *
KR101397089B1 *
US9195878B2 *

KR102296180B1 *

US9324067B2

CN114647833A *

CN104281841A*

US9734787B2 *

CN104811443B *
CN104836795B *
EP3089064A1 *
CN105183144A *
CN106557222A *
CN105676994A *
CN107092852A *
WO02017143539A1 *
CN106020471B *

DK179186B1

2012-09-07

2012-09-07

2012-09-17

2012-10-17

2012-11-19

2012-12-17

2013-03-15

2013-03-15

2013-03-15

2013-04-22

2013-06-03

2013-06-09

2013-07-18

2013-09-09

2013-09-13

2013-09-13

2013-09-13

2013-11-15

2013-12-27

2014-02-06

2014-02-21

2014-03-21

2014-05-29

2014-08-15

2014-09-30

2014-12-31

2015-04-07

2015-04-07

2015-04-08

2015-04-29

2015-09-24

2015-12-29

2016-02-17

2016-02-24

2016-05-18

2016-05-19

JPWO02004104813A1 - Mobile terminal device with a built-in fingerprint sensor - Google Patents

2018-05-01

2016-05-17

2014-10-23

2015-06-23

2014-05-22

2014-06-18

2017-11-14

2017-08-29

2014-09-18

2017-09-19

2017-10-24

2017-08-15

2020-09-02

2018-02-20

2021-10-26

2021-04-27

2017-05-30

2015-05-26

2014-09-03

2014-05-20

2015-11-24

2021-09-01

2016-04-26

2022-06-21

2015-01-14

2017-08-15

2019-05-14

2019-05-14

2016-11-02

2015-12-23

2017-04-05

2016-06-15

2017-08-25

2017-08-31

2019-04-12

2018-01-15

Lg Electronics Inc.
Lg Electronics Inc.
AREH (F)

Black & Decker Inc.

Dotan DRUCKMAN

PRIBAAR (ER) AR

=]
Liveramp, Inc.
Intelmate Llc

Bodhi Technology Ventures
Llc

Ford Global Technologies, Lic

Qualcomm Incorporated
Apple Inc.
LG Electronics Inc.

Apple Inc.

Liveramp, Inc.
Liveramp, Inc.

Acxiom Corporation

R HR; A 2] A

FAP A H =

|>

AX|TRE T2 AF

Fingerprint Cards Ab

F

o>
0x

TR A 2| AL

Apple Inc.
ERAT

W CIRHR AR D BIRAE]

Htc Corporation

RIS LBEREERAT
R e LBERERRAT
LG Electronics Inc.
EEIBAR D BRAE]
BB BRAR
HYTHREIERHRARAT
IR IREEIRAT)
LA BIRAT]
HRENBEHRAT

Apple Inc

Page 37 of 39
https://patents.gotgle.com/patent/JPW02004104813A1/en?0q=w02004104813

Method and digital device for access control with fingerprint authentication

Method for controlling content and digital device using the same

Log-in method, user device and computer-readable storage using fingerprint

Battery pack with guide rails for improved terminal alignment
Two tier verification system and method

Method for logging in system

Anonymous information management
Handheld video visitation

Providing remote interactions with host device using a wireless device

System and method for determining rotor position offset of an electric
machine

Devices and methods of sensing combined ultrasonic and infrared signal
Proxy gesture recognizer
Method for controlling content and digital device using the same

Device, method, and graphical user interface for manipulating user
interfaces based on fingerprint sensor inputs

Partner encoding of anonymous links to protect consumer privacy
Anonymous links to protect consumer privacy

Apparatus and method for bringing offline data online while protecting
consumer privacy

The mobile terminal and the control method thereof

Communication Terminal of Pairing a Bluetooth and Method of the Same
Mobile terminal

Method of controlling an electronic device

User terminal apparatus, electronic apparatus, system and control method
thereof

User interface for payments
Authenticated device for unlocking another device

Fingerprint identification system and fingerprint processing method and
device thereof

Method for operating mobile electronic device, mobile electronic device, and

computer readable medium using the same
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REMOTE AUTHORIZATION TO CONTINUE WITH AN ACTION
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