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Fig. 5. Example network from Section 5

5. Examples

Some simple examples serve to illustrate the operation
of Contact Networking. For these examples, we discuss
a hypothetical user, Prashant, with a mobile node that has
infrared, wireless LAN and wired Ethernet interfaces.
Prashant is a Computer Science graduate student, who
happens to be wandering around the CS building. The
GRIP of Prashant’s mobile node is topologically located
on the Ethernet LAN. There is a building-wide wireless
LAN, which has an attached DNS server and a MobilelP
Foreign Agent, as in Figure 5. All machines on the CS
building network are Contact Networking enabled.

1) Simple Local Communication: In the first sce-
nario, Prashant is walking through the Computer Science
building, when he passes a vending machine. Feeling a
grumbling in his belly, Prashant decides to purchase a
bag of Fritos™. We hypothesize the existence of soft-
ware in Prashant’s mobile node and the vending machine
that is capable of automatically performing a small cash
transaction. To initiate the transaction, Prashant points
his device at the vending machine’s infrared port and
clicks the “pay” button. A flurry of events ensues.

The application on Prashant’s machine tries to re-
solve the CNS alias any.irda. The IrDA-specific
CNS module performs native IrDA discovery to detect
the vending machine nearby. As a part of the dis-
covery process, Prashant’s node and the vending ma-
chine exchange CNS records containing their GRIPs
and DNS names. As a side effect of CNS discovery,
Contact Networking routes are created to enable on-
demand connection of the two machines. The CNS re-
solver on Prashant’s machine returns a struct hos-
tent to the application, informing it that any . irda is
in fact an alias for chips.cs.uiuc.edu with GRIP
128.174.244.91.

Having obtained an IP address for the desired neigh-
bor, Prashant’s application initiates a TCP flow to the ap-

plication in the vending machine. The first packet of this
flow is queued while the path to the vending machine is
connected. Since no better path to the vending machine
is known, Contact Networking connects the IrDA path.
A full path connection occurs:

1) The IrDA interface on the mobile node is bound to
the link between it and the vending machine.

2) The mobile node establishes a connection to Con-
tact Networking on the vending machine.

3) Contact Networking on the vending machine ac-
cepts the connection request and both nodes create
local routes indicating that the channel between the
two GRIPs is using this particular connection.

Upon establishing the connection Contact Network-
ing forwards the queued data packets to the vending ma-
chine. Transaction processing then continues normally
with no further involvement from Contact Networking.
Prashant grabs his bag of Fritos™ and starts walking
back to his office to write a paper about scatternet for-
mation in Bluetooth. Within several seconds, the IrDA
module on each machine informs Contact Networking
that the connection has become idle. Contact Network-
ing drops the idle connection and unbinds the IrDA in-
terface since no other connections exist on the link.

2) Local Communication with Handoff: On his way
to the office, Prashant passes a soda machine and decides
to purchase a can of Coke™ to help wash down those
salty Fritos™. The transaction proceeds similarly, un-
til the impatient Prashant returns his mobile node to his
pocket, interrupting the TCP flow over IrDA. The IrDA
module in Prashant’s mobile node informs Contact Net-
working of the premature connection breakage. Since
the connection was being actively used by data traffic,
Contact Networking immediately tries to find an alter-
nate path to the soda machine in the network database.

Luckily for Prashant, the soda machine is also con-
nected to an Ethernet segment bridged to the Wireless
LAN. Contact Networking connects this alternate path.
During the handoff procedure, no connection is avail-
able to support the channel to the soda machine, so any
data packets are queued. After the neighbor handoff
completes successfully, the channel is rerouted over the
new connection and the queued packets are retransmit-
ted. TCP on Prashant’s node retransmits the single lost
packet and recovers the transaction without the applica-
tion’s or the transport layer’s awareness or participation.
As in the previous example, the transaction completes
normally and the connection becomes idle. Contact Net-
working at both ends drops the connection.

3) Infrastructure Access: On the way back to the
office, Prashant decides to load Slashdot into Mozilla
to check for interesting news—which can be chal-
lenging, with a bag of Fritos™ in one hand and
a can of Coke™ in the other. CNS resolution of
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www . slashdot . org fails since Prashant is nowhere
near the Slashdot web server. When his DNS resolver
tries to resolve www.slashdot.org, Contact Net-
working connects the path to the DNS server to complete
the resolution, which returns an IP addresses for Slash-
dot’s web server.

In this case, the first TCP packet of the flow is not des-
tined for a neighbor in the network database, so Contact
Networking connects its virtual path to the Internet:

1) Virtual path connection activates the underlying

path to the Foreign Agent on the wireless LAN.

2) Once the Contact Networking connection to the
Foreign Agent is established, MobilelP registra-
tion takes place.

3) When registration is complete, the virtual path is
considered to be connected.

The TCP packet is finally forwarded over the newly es-
tablished channel to Slashdot and Prashant’s browser re-
trieves the web page normally. Several seconds after the
page load completes, the virtual path becomes idle, forc-
ing MobilelP deregistration and disconnection from the
Foreign Agent.

6. Implementation

The prototype implementation of Contact Networking
is developed on Linux atop a modified kernel. The im-
plementation supports three different link types: infrared
(IrDA), Ethernet and 802.11. The centerpiece of the im-
plementation is the Connectivity Manager, a userspace
daemon that runs on each Contact Networking node.
Transparent application access to CNS is realized by an
extension for the name service switch library.
A. Kernel Modifications

We extended the Linux 2.5 kernel by providing a
mechanism for wireless interface drivers to export events
to userspace programs. This extension became Wireless
Extensions version 14 and has since been integrated into
the development series Linux kernel at version 2.5.7, as
well as back-ported into the stable kernel series at ver-
sion 2.4.20. One event type we included in the Wire-
less Extensions is link-layer delivery failure notification.
The drivers for Orinoco 802.11 cards (orinoco.cs),
Aironet cards (airo_cs) and cards based on the Inter-
sil PrismlI chipset (hostap_cs) were modified to send
these notification events. These driver modifications are
in various stages of integration into the kernel sources.
B. Connectivity Manager

In Contact Networking, each computer hosts a Con-
nectivity Manager (CM) that configures its network in-
terfaces and coordinates its discovery of and connection
to neighbors, as well as maintaining the Contact Net-
working network database. The CM provides a common
rendezvous point between user programs, the network
stack and the routing tables.

1) Management and Adaptation Layers: The CM
is organized as a process that reacts to asynchronous
events. Low-level events are passed up from the link-
layer specific adaptation modules, collectively denoted
the adaptation layer, to the link-layer agnostic manage-
ment layer. The management layer responds to events by
directing the adaptation modules to connect or discon-
nect paths, or by modifying the network database. The
management layer also responds to application name res-
olution queries from the Name Service Switch (NSS) in-
terface (see Section 6-C), searching the network database
for appropriate CNS records.

Adaptation modules signal the management layer
when the following events occur:

« An interface is inserted/removed from the node

o A link is discovered/lost

« A neighbor is discovered/lost

« A path to some neighbor is discovered/lost

« A path has changed state

« A connection request was received from a neighbor
In response to these signals, the management layer uses
an abstract API to manipulate interfaces, links, and paths.
Each adaptation module provides a concrete implemen-
tation of the abstract API with behaviors appropriate to
its link technology. The management layer uses these
APIs to direct an adaptation module to bind/unbind an
interface to a link, connect/disconnect a path on a bound
link, or reject/accept a connection request from a neigh-
bor by connecting the return path.

Contact Networking takes an approach different from
that of traditional IP in providing network layer services.
Contact Networking is aware of the characteristics of
each link layer and uses link-layer specific functionality
to provide better network service. Contact Networking
has a link-layer specific adaptation module for each sup-
ported link type. Adaptation modules implement CNS
querying and neighbor discovery in a lightweight man-
ner, using native link-layer discovery mechanisms when
available. Link-layer modules also inform the CM of dy-
namic interface insertion and removal or conditions that
represent failure of a connection.

Link-layer modules also provide mechanisms to form
connections to neighbors — path connection sets up bidi-
rectional connectivity with the neighbor over the cho-
sen path, binding an available interface to the path’s link
if necessary. Once a path is connected, the link-layer
module monitors the connection for breakage with link-
native mechanisms (e.g., failure to receive an acknowl-
edgment on 802.11). Link-layer connection break in-
dications cause the CM to reroute the channel to that
neighbor over another path, if possible. Removal of a
bound interface also causes rerouting to occur for any
channels using that interface. The adaptation modules
monitor connections for idleness and signal the manage-
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ment layer to drop the connection. Disconnection tears
down the neighbor connection, causing the interface to
unbind from the link upon disconnecting the last con-
nection. Unbinding and powering down the interface at
the earliest possible time enables power conservation and
allows the interface to be used to bind to other links.

All link-layer adaptation modules use a Linux rt-
netlink socket to monitor interface creation events
[28]. This enables each adaptation module to report in-
terface discovery/loss events to the management layer.

The interface management aspect of Contact Network-
ing is similar to Physical Media Independence (PMI),
“an architecture for dynamically diverse network inter-
face management” [14]. PMI observes the availability of
network interfaces and informs applications of changes
in interface state and availability, as well as coordinating
a vertical handoff of the default route. Unlike the active
interface management of Contact Networking, PMI pas-
sively reacts to network interface state changes.

2) IrDA Adaptation Module: The IrDA [17] adapta-
tion module uses mechanisms native to IrDA and IrNET
to provide services to the management layer. IrDA has a
native discovery mechanism and a link-layer attribute ex-
change protocol (IrIAP). Path connection is realized by
IrNET, which uses synchronous PPP for control, operat-
ing directly on IrDA frames. IrNET generates events to
signal the IrDA adaptation module.

Upon receiving an IrNET discovery event, the IrDA
adaptation module uses IrTAP to exchange CNS records
with the new neighbor and delivers the resulting CNS
record along with a neighbor discovery signal to the man-
agement layer. Since IrDA is a point-to-point technol-
ogy, paths and links are unified in the IrDA adaptation
layer. The architectural constraint of binding an interface
to at most one link at a time mirrors the point-to-point na-
ture of the link layer in Contact Networking. When the
corresponding IrDA neighbor un-discovery event is re-
ported from IrNET, the adaptation module reports both a
lost path and a lost link event to the management layer.

Link block and connection request events are passed
unmodified up to the management layer. The adaption
layer maps link-layer identifiers into the database entry
for the path corresponding to the blocked connection or
the requesting neighbor.

The IrDA adaptation module, when instructed to con-
nect a path by the management layer, forks a child
pprpd on the I'NET control channel. The pppd “con-
nect script” argument is actually directions for I'NET to
choose which neighbor to connect. The binding com-
pletes when the I'NET event channel reports successful
connection, which is signaled to the management layer.
If PPP/IrNET connection fails, the pppd will exit pre-
maturely and the IrDA adaptation module notifies con-
nection failure to the management layer.

To force disconnection, the IrDA adaptation module
simply kills the child pppd. When the connection has
finally shut down, IrNET will report disconnection on its
event channel, at which time the IrDA adaptation mod-
ule marks the interface in the network database as once
again available for binding to other links and reports dis-
connection to the management layer.

Forking a child pppd process for neighbor connec-
tion is a heavyweight procedure, so using IrTAP to ex-
change CNS records below IP provides low latency dis-
covery, avoiding IP setup altogether. On a connection-
oriented link layer like IrDA or Bluetooth, it is unclear
how one would perform network-layer discovery. To
which neighbor do you connect your link layer before
sending, say, an ARP request? Contact Networking’s
link-layer awareness enables support for discovery on
connection-oriented link layers.

3) Ethernet/802.11 Adaptation Module: 802.11[13],
besides being wireless, is as different from IrDA as pos-
sible. 802.11 provides a simple datagram-delivery-port
abstraction, with no additional frills built in. These facil-
ities must then be directly coded in the 802.11 adaptation
module. Interestingly, the additional code this creates is
traded for code the IrDA module uses to monitor the ex-
ternal pppd. Both modules weigh in at almost exactly
2000 lines of C.

The 802.11 layer requires protocol support to handle
many issues that INET/IrDA does not. Consequently,
we devised a set of protocol commands that are encod-
able in a trivial subset of XML to facilitate easy com-
munication between neighbor adaptation modules. This
message encoding is used for CNS transport, path con-
nection, path disconnection and idleness monitoring.

Lacking IrTAP, the 802.11 adaption module must pro-
vide an alternate means to exchange CNS records. A
UDP broadcast request/reply protocol enables the adap-
tation layer to query the CNS records of its neighbors
on a link or reply to their CNS queries. Since CNS
record exchange must precede any connection between
two neighbors on the link, a CNS request necessarily
contains an advertisement for the source. Neighbors use
the CNS request/reply as an opportunity to record MAC
addresses and GRIPs. The adaptation layer creates an
ARP table entry for the neighbor’s GRIP with the discov-
ered MAC address. The ARP entry’s lifetime is coupled
to the CNS record, avoiding ARP resolution altogether
for a neighbor whose MAC address is already known.

Neighbor CNS records discovered over 802.11 are im-
mediately reported to the management layer. Unlike with
IrDA, it is possible to discover many paths to different
neighbors on the same 802.11 link. Path connection for
802.11 requires only a simple handshake of XML com-
mands to ensure bidirectional connectivity, so connec-
tion is much lighter weight and lower latency than IrDA.
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The 802.11 adaptation module monitors an rt-
netlink socket for Wireless Event reports, specifi-
cally packet delivery failure notifications from the de-
vice driver. The device driver reports the unreachable
neighbor’s MAC address, which is used to locate the path
corresponding to that neighbor in the network database.
Currently, the prototype treats a single failure indication
as path blockage and reports it as such to the manage-
ment layer. Future work will analyze this decision to de-
termine if some level of hysteresis may provide better
performance than single-packet-loss path blockage.

Although connection establishment needs only a sim-
ple request/reply and a single route creation, connec-
tion monitoring for 802.11 is greatly complicated over
IrDA. In IrDA, monitoring the interface’s send/receive
packet counters is sufficient to indicate idleness of link
and path. In 802.11, it is possible to connect many paths
over the same interface, so that it is impossible to deter-
mine which path or paths are idle by simply examining
the packet send/receive counters. Our prototype uses the
Linux iptables firewall support to add an iptables rule for
each connection that only recognizes traffic on that con-
nection. The adaptation layer can determine connection
idleness by reading the iptables rule’s packet counter.

The iptables rules created by the 802.11 adaptation
layer are a rather problematic piece of state in that they
can outlive the CM process. While under development
and prone to crashing, the CM tends to litter the iptables
with stale rules. To avoid this problem, the adaptation
layer forks a child process that clears out all associated
iptables rules when/if the CM exits unexpectedly.

Path disconnection is relatively simple. At the man-
agement layer’s behest, or in response to a neighbor’s
disconnect request, the 802.11 adaptation layer destroys
the corresponding route and iptables rule and sends a dis-
connect command to the neighbor. After the neighbor
confirms disconnection, the final path disconnect notifi-
cation can be reported to the management layer.

A future goal for the 802.11 adaptation module is to
support access point scanning to determine the Extended
Service Set Identifiers (ESSIDs) of nearby access points.
Each distinct ESSID discovered can be modeled as a dis-
tinct link in the network database. Although we added
access point scanning support to Wireless Extensions
v14, time did not allow completely integrating this fea-
ture into the prototype.

4) Virtual Adaptation Module: This adaptation mod-
ule exists to support infrastructure access via virtual
paths to the virtual neighbor. To Contact Networking,
the single virtual neighbor represents the entire Internet.
In Figure 4, the mobile node has two paths available to
the infrastructure through different providers. When in-
formed of the discovery of a path P to a neighbor N that
advertises infrastructure service, the management layer

directs the virtual adaptation module to create a corre-
sponding virtual path P’ with the virtual neighbor as its
destination. The path P’ is dependent on P, so that de-
struction of P causes destruction of P’. Semantically,
this path dependency asserts that infrastructure access on
the path P’ is only possible while P is reachable. The de-
pendency relationship between P’ and P implicitly cap-
tures the fact that the node must direct packets destined
for remote hosts through its neighbor V.

Requests from applications to contact non-neighbors
are treated as requests to contact the virtual neighbor.
When the user requires remote access, the normal path
selection mechanisms in the management layer choose a
virtual path P’. Connection of P’ causes connection of
the underlying real path P and initiates MobilelP regis-
tration through the neighbor NV that P reaches, as well as
creation of a default route with next hop V.

Virtual paths are monitored just like other paths.
Therefore, vertical handoff for remote communication
naturally falls out as an effect of neighbor handoff be-
tween virtual paths. When applications communicate
with remote hosts, Contact Networking sees traffic over
the virtual connection to the virtual neighbor. A break of
the underlying connection is treated as a break of the vir-
tual connection, which will cause the management layer
to reroute the infrastructure channel over an alternate vir-
tual path to some other infrastructure access provider.

5) Packet Handling: Contact Networking uses on-
demand path connection and interface binding to pro-
vide maximum flexibility with minimum resources. To
provide on-demand path connection, the CM requires a
mechanism to intercept packets from local applications
for neighbors to which it has valid paths. We call this
mechanism the demand channel. Additionally, the de-
mand channel must also be capable of capturing any non-
local packets to support the virtual neighbor. Captured
packets are queued until a path to the destination can be
connected and then forwarded over the fresh connection.

The demand channel is implemented as a set of routes
in the kernel routing table, one per neighbor, that points
into a universal tunnel interface. The Linux universal
tunnel is a device driver that attaches a network interface
to a device file. Packets routed through the interface by
the kernel may be read from the file and packets written
to the file appear to have been received on the network in-
terface. Packets thus captured are buffered in user-space.

Contact Networking also needs a mechanism to resend
packets that it buffers during interface binding and path
connection. Simply writing the packets into the universal
tunnel will not suffice, since the mobile node is probably
not configured to support packet forwarding. Our CM
prototype uses a raw IP socket to inject unmodified cap-
tured packets into the network stack.
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C. Application CNS Interface

The final piece to complete the Contact Network-
ing architecture is a transparent application interface to
CNS. Name resolution in Linux is handled through the
Name Service Switch (NSS) library. NSS dispatches
name/address queries to multiple name services, notably
DNS and NIS. Contact Networking inserts a CNS name
resolver into the NSS configuration, so that application
queries try CNS before other naming services. Applica-
tion queries are coded in XML and sent to the CM.

The name mapping component of the CM first tries to
resolve queries from the network database. Failing that,
any action taken to resolve the name is dependent on its
structure. If the name ends in a suffix that identifies it as
a link-layer specific alias—Currently irda for IrDA and
wlan for 802.11—the name is passed to the appropriate
adaptation module for on-demand resolution. The link
agnostic suffix adhoc specifies that all adaptation mod-
ules should try to resolve the name on their links. Oth-
erwise, the name mapping component returns a failure
indication to NSS, which then continues to try to resolve
the name with other name services as normal.

The wildcard alias any is handled by matching some
appropriate neighbor entry in the network database. It
is possible for naming conflicts to occur with wildcard
aliases. For example, any . 1rda probably resolves to a
single neighbor, but any .wlan or any.adhoc poten-
tially aliases a large number of neighbors. When name
ambiguity occurs, the name mapping component cur-
rently reports a “name not unique” error back to the orig-
inal application. A more powerful mechanism for name
disambiguation, possibly with user assistance, is a topic
for future work.

7. Conclusions and Future Work

The main contribution of Contact Networking is to
provide a complete solution for communication manage-
ment on a local scale. Support for naming, routing, chan-
nel management and interface configuration in Contact
Networking place localized networking on par with tra-
ditional Internet mobility. Contact Networking provides
everything necessary for neighbor communication in the
absence of the usual infrastructure service, while pre-
serving ease of integration with the Internet when avail-
able. Unlike earlier work, Contact Networking is not de-
pendent on the presence of the Internet for operation.

Contact Networking realizes the goals of a mobile
node with multiple wireless interfaces through the ap-
plication of link-layer awareness. Support for local com-
munication differentiates Contact Networking from tra-
ditional mobility solutions that are infrastructure depen-
dent. The Contact Naming Service provides on-demand
naming and basic service discovery using link-layer na-

tive support. There are some important avenues we in-
tend to explore to enhance Contact Networking.

Flexible Network Support for Mobile Hosts [35] ex-
tends MobilelP with support for multiple packet deliv-
ery methods, including MobilelP with or without re-
verse tunneling and/or route optimization, and regular
IP. A mobile policy table enables selective mobility on
a per-flows basis. Further, Flexible extends the MobilelP
home agent to allow a mobile node to extend this flow-
granularity routing support back to the home agent. The
Flexible home agent enables different traffic flows to be
routed to different care-of-addresses of the mobile node.
In this way, Flexible enables mobile support for multiple
interface remote communication.

Integration of Contact Networking and Flexible into
a single system, along with a policy control to direct
which traffic should use which interface, is an interest-
ing avenue of future research. Allowing users to express
preferences for network service to the CM would greatly
increase the usability and applicability of the system.

Currently we are improving the interface management
mechanisms present in Contact Networking. The ap-
proach we call co-link configuration will allow two de-
vices to negotiate common link-layer binding configu-
ration for shared interfaces. Co-link uses one interface
to bootstrap others. For example, two PDAs could use
IrDA to exchange a frequency and encoding key for se-
cure 802.11 communication.

With no authentication, the local discovery and route
management components of Contact Networking enable
a local attacker to masquerade as an Internet host of the
attacker’s choice. This vulnerability is a consequence of
the absence of infrastructure support and can be seen as a
magnification of the ARP security hole [2]. Peer-to-peer
authentication approaches from ad hoc networking could
address this issue in Contact Networking [12].

Other work has suggested transport protocols that can
aggregate bandwidth from multiple interfaces simultane-
ously [11], [16]. Contact Networking provides a frame-
work for discovery of multiple paths that these protocols
can use. We are investigating the integration of Contact
Networking with an aggregating transport protocol.

Many network services have static or infrastructure-
dependent configuration. Notable among these services
is DNS. A node is usually configured statically with a
set of DNS servers. DNS, and similar services, could
possibly benefit from the local service discovery model
that CNS makes available. A mobile node that wishes to
avoid the expense of remote communication could then
use local DNS servers that it discovers through CNS.
Generalization of this approach to other services with
similar requirements would also be useful. Use of an
IP-based protocol for service discovery, such as SLP
[34], necessitates IP configuration before service discov-
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