Cage 2:22-ov-00422-IRG-REF Document 2 Filed 10/26/22 Page 1 of 1 PagelD # 348

AO 120 (Rev. 08/10)

To. Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
[] Trademarks or [M Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:22-cv-00422 10/26/2022 Eastern District of Texas

PLAINTIFF DEFENDANT

Headwater Research LLC Samsung Electronics Co., Ltd. and Samsung Electronics

America, Inc.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 9,137,701 9/15/2015 Headwater Research LLC

2 9,271,184 2/23/2016 Headwater Research LLC

3 9,521,578 12/13/2016 Headwater Research LLC

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer [ Cross Bill [ Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy te Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director = Copy 4—Case file copy

1 SAMSUNG 1002



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/689,512 12/13/2016 9521578 RALEP032C1C17 4555
106963 7590 11/22/2016

Headwater Partners I LLC
1011 Pruitt Place
Tyler, TX 75703

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 51 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Gregory G. Raleigh, Woodside, CA;
Headwater Partners I L1.C, Redwood City, CA;
James Lavine, Corte Madera, CA;

Alireza Raissinia, Monte Sereno, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)



Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4659512 RALEIGH ET AL,
DEWANDA SAMUEL 2464
O Claims renumbered in the same order as presented by applicant O CPA O T O R147
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 16 17
1 2 17 18
2 3 18 19
& 3 4 19 20
- 5 20,27 21
/5 6 21 22
o168
6 7 22 23
7 8
8 9
9 10
10 11
11 12
12 13
13 14
14 15
15 16
/DEWANDA SAMUEL/
Examiner.Art Unit 2464 11/25/2015 Total Claims Allowed:
22
(Assistant Examiner) (Date)
/RICKY NGO/
Supervisory Patent Examiner.Art Unit 2464 11/30/2015 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 3

U.S. Patent and Trademark Office

Part of Paper No. 20151123




Application Number 14689512
Filing Date 2015-04-17
INFORMATION DISCLOSURE First Named Inventor ’ Raleigh
STATEMENT BY APPLICANT [z
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned
Attorney Docket Number | RALEP(G32C1C17
218 8353001 2013-01-08 Herrod, Allan
06-2012
219 8195093 28436685 Garrett, Darrin et al.
Cwange(s) aPPIiecl
to|document,
/MC/ 120 | 8036600 2011-10-11 | Garrett, Darrin et al.
11,/15/2016¢
221 8301513 2012-10-30 Peng, Shih-Ta et al.
222 8230061 2012-07-24 Hassan, Amer A. et al.
223 8204794 2012-06-19 Peng, Shih-Ta et al.
224 8350700 2013-01-08 Fast, Raymond D. et al.
225 8204190 2012-06-19 Bang, Jung-Hee et al.
226 7865182 2011-01-04 Macaluso, Anthony G.
227 7962622 2011-06-14 Friend, John et al.
228 7583964 2009-09-01 Wong, Gregory A.
ALl REFHRENCHS CONSIDERED EXCEPT WHERE LINED THRCOUGH. DS/

EFS Web 2.1.17




Doc code: IDS
Doc description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14689512

Filing Date 2015-04-17

First Named Inventor ‘ Raleigh

Art Unit | 2642

Examiner Name ‘ not yet assigned
Attorney Docket Number | RALEPQ32C1C17

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
PV Patent Number Issue Date . Relevant Passages or Relevant
Initial No Codet of cited Document )
Figures Appear
1 8174970 2012-05-08 Adamczyk, Maria et al.
2 8165576 2012-04-24 Raiju, Vishwanath et al.
3 8073721 2011-12-06 Lewis, Lundy
4 8032899 2011-10-04 Archer, Charles J. et al.
5 7974624 2011-07-05 Gallagher, Michael D. et al.
6 7907970 2011-03-15 Park, Vincent D. et al.
7 7778176 2010-08-17 Morford, Michael Robert
8 7725570 2010-05-25 | Lewis, Lundy

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

/DS/



INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14689512

Filing Date 2015-04-17

First Named Inventor ’ Raleigh

Art Unit | 2642

Examiner Name ‘ not yet assigned
Attorney Docket Number | RALEP(G32C1C17

9 7634388 2009-12-15 Archer, Charles J. et al.
10 7633438 2009-12-15 Tysowski, Piotr Konrad
11 7593417 2009-09-22 Wang, James et al.

12 7551922 2009-06-23 Roskowski, Steve et al.
13 7545782 2009-06-09 Rayment, Stephen G. et al.
14 7039037 2006-05-02 Wang, Jiwei R. et al.

15 6928280 2005-08-09 Xanthos, James et al.

16 6765925 2004-07-20 Sawyer, Wilson et al.

17 5889477 1999-03-30 Fastenrath, Ulrich

18 8332517 2012-12-11 Russell, Jesse E.

19 8315718 2012-11-20 Caffrey, Paul Oliver et al.

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

/DS/




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14689512

Filing Date 2015-04-17

First Named Inventor ’ Raleigh

Art Unit | 2642

Examiner Name ‘ not yet assigned
Attorney Docket Number | RALEP(G32C1C17

20 8447980 2013-05-21 Godfrey, James A. et al.
21 8429403 2013-04-23 Moret, Eric et al.

22 8411587 2013-04-02 Curtis, William et al.
23 8396929 2013-03-12 Helfman, Nadav et al.
24 8363658 2013-01-29 Delker, Jason R. et al.
25 8265004 2012-09-11 Toutonghi, Michael J.
26 8233895 2012-07-31 Tysowski, Piotr Konrad
27 7685254 2010-03-23 Pandya, Ashish A.

28 7181017 2007-02-20 Nagel, Robert H. et al.
29 6965872 2005-11-15 Grdina, Jerome M.

30 8406427 2013-03-26 Chand, Naresh et al.

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

/DS/




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14689512

Filing Date 2015-04-17
First Named Inventor ’ Raleigh

Art Unit | 2642
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEPG32C1C17

31 8429409 2013-04-23 Wall, Jonathan et al.

32 8402540 2013-03-19 Kapoor, Harsh et al.

33 8135657 2012-03-13 Kapoor, Harsh et al.

34 8271992 2012-09-18 Chatley, Scott P. et al.
35 8315999 2012-11-20 Chatley, Scott P. et al.
36 8332375 2012-12-11 Chatley, Scott P. etal.
37 8468337 2013-06-18 Gaur, Santosh P. et al.
38 8477778 2013-07-02 Lehmann Jr., L. Curtis et al.
39 8352630 2013-01-08 Hart, Justin Scott

40 6640097 2003-10-28 Corrigan, Louis et al.

41 7039713 2006-05-02 Van Gunter, David et al.

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14689512

Filing Date 2015-04-17

First Named Inventor ’ Raleigh

Art Unit | 2642

Examiner Name ‘ not yet assigned
Attorney Docket Number | RALEP(Q32C1C17

42 5915008 1999-06-22 Dulman, Scott

43 8126476 2012-02-28 Vardi, Yosef et al.

44 8000276 2011-08-16 Scherzer, Shimon et al.
45 8358638 2013-01-22 Scherzer, Tamir et al.
46 8356336 2013-01-15 Johnston, Keith et al.
47 8307067 2012-11-06 Ryan, Nicholas M.

48 7286848 2007-10-23 Vireday, Richard P. et al.
49 7313237 2007-12-25 Bahl, Paramvir et al.

50 7444669 2008-10-28 Bahl, Paramvir et al.

51 7548976 2009-06-16 Bahl, Paramvir et al.

52 8027339 2011-09-27 Short, Joel E. et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

EFS Web 2.1.17

/DS/




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

53 8095112 2012-01-10 Chow, Richard et al.

54 8369274 2013-02-05 Sawai, Ryo

55 7881697 2011-02-01 Baker, Matthew Donald et al.
56 7899438 2011-03-01 Baker, Matthew Donald et al.
57 7945238 2011-05-17 Baker, Matthew Donald et al.
58 8078140 2011-12-13 Baker, Matthew Donald et al.
59 8285249 2012-10-09 Baker, Matthew Donald et al.
60 7493659 2009-02-17 Wu, Handong et al.

61 7801985 2010-09-21 Pitkow, Jim et al.

62 8242959 2012-08-14 Mia, Rashidus S. et al.

63 8326319 2012-12-04 Davis, Richard W.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17

10




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

64 8019886 2011-09-13 Harrang, Jeffrey Paul et al.
65 7102620 2006-09-05 Harries, Andrew Stanely Guy et al.
66 7139569 2006-11-21 Kato, Akira

67 7529204 2009-05-05 Bourlas, Yair et al.

68 7720960 2010-05-18 Pruss, Richard Manfred et al.
69 7969950 2011-06-28 lyer, Pradeep J. et al.

70 8032409 2011-10-04 Mikurak, Michael G.

71 8045973 2011-10-25 Chambers, Michael D.

72 8116781 2012-02-14 Chen, Xixian et al.

73 8126396 2012-02-28 Bennett, James D.

74 8351898 2013-01-08 Raleigh, Gregory G.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17

11




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

75 5630159 1997-05-13 Zancho, William F.

76 5633484 1997-05-27 Zancho, William F. et al.
77 5814798 1998-09-29 Zancho, William F.

78 7039403 2006-05-02 Wong, Gregory A.

79 7583964 2009-09-01 Wong, Gregory A.

80 7593730 2009-09-22 Khandelwal, Deepak et al.
81 7948953 2011-05-24 Melkote, Keerti G. et al.
82 8200509 2012-06-12 Kenedy, Andrew Alexander et al.
83 8270972 2012-09-18 Otting, Marcia J. et al.

84 7929959 2011-04-19 DeAtley, Dallas et al.

85 7478420 2009-01-13 Wright, Michael et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17

12




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT [~ 2042

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

86 7502672 2009-03-10 Kolls, H. Brock

87 7756757 2010-07-13 Oakes lll, Charles Lee
88 7930446 2011-04-19 Kesselman, Alex et al.
89 8078163 2011-12-13 Lemond, Eric et al.

90 8068829 2011-11-29 Lemond, Eric et al.

91 8086497 2011-12-27 Oakes lll, Charles Lee
92 8166040 2012-04-24 Brindisi, Richard G. et al.
93 6934249 2005-08-23 Bertin, Clivier et al.

94 7774456 2010-08-10 Lownsbrough, Derek Leigh et al.
95 8447607 2013-05-21 Weider, Chris et al.

96 8504729 2013-08-06 Pezzutti, David A.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17

13




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEPG32C1C17

97 8495227 2013-07-23 Kaminsky, David L. et al.
98 8472371 2013-06-25 Bari, Farooq et al.

99 8134954 2012-03-13 Godfrey, James A. et al.
100 7535880 2009-05-19 Hinman, Brian L. et al.

101 7499438 2009-03-03 Hinman, Brian L. et al.
102 7496652 2009-02-24 Pezzutti, David

103 6957067 2005-10-18 lyer, Pradeep J. et al.

104 6654814 2003-11-25 Britton, Kathryn H. et al.
105 8374592 2013-02-12 Proctor, Jr. James A. et al.
106 8325638 2012-12-04 Jin, Haipeng et al.

107 8116749 2012-02-14 Proctor Jr., James Arthur et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17

14




Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEPG32C1C17

108 8090616 2012-01-03 Proctor Jr., James Arthur et al.
109 8090359 2012-01-03 Proctor Jr., James Arthur &t al.
110 8150431 2012-04-03 Wolovitz, Lionel et al.

111 8483135 2013-07-09 Cai, Yigang et al.

112 6104700 2000-08-15 Haddock, Stephen R. et al.
113 8185127 2012-05-22 Cai, Zheng et al.

114 8521110 2013-08-27 Rofougaran, Ahmadreza

115 7310424 2007-12-18 Gehring, Stephan Walter et al.
116 7356011 2008-04-08 Waters, Christopher J.F. et al.
117 7546460 2009-06-09 Maes, Stephane H.

118 7921463 2011-04-05 Sood, Kapil et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(Q32C1C17

119 7940751 2011-05-10 Hansen, Christopher J.
120 8122249 2012-02-21 Falk, Rainer et al.

121 8495360 2013-07-23 Falk, Rainer et al.

122 8520589 2013-08-27 Bhatt, Yogesh et al.
123 6542992 2003-04-01 Peirce, Kenneth L. et al.
124 8379847 2013-02-19 Bell, Robert H. et al.
125 8185093 2012-05-22 Jheng, Yu-Syuan et al.
126 8296404 2012-10-23 McDysan, Dave et al.
127 8195163 2012-06-05 Gisby, Doug et al.

128 8437734 2013-05-07 Ray, Amar N. et al.
129 8280351 2012-10-02 Ahmed, Shahid et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

130 7460837 2008-12-02 Diener, Neil R.

131 7653394 2010-01-26 McMiillin, Brian K.

132 8130793 2012-03-06 Edwards, Stephen K. et al.
133 8509082 2013-08-13 Heinz, John M. et al.

134 8526329 2013-09-03 Mahany, Ronald L. et al.
135 5983270 1999-11-09 Abraham, Dalen M. et al.
136 6598034 2003-07-22 Kloth, Axel K.

137 7032072 2006-04-18 Quinn, Michael J. et al.
138 7580356 2009-08-25 Mishra, Sanjeev K. et al.
139 7742406 2010-06-22 Muppala, Suresh

140 7953877 2011-05-31 Vemula, Narendra et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

141 7957381 2011-06-07 Clermidy, Fabien et al.

142 8031601 2011-10-04 Feroz, Azeem et al.

143 8255534 2012-08-28 Assadzadeh, Alireza

144 8489720 2013-07-16 Morford, Michael Robert et al.
145 7774323 2010-08-10 Helfman, Nadav

146 7043268 2006-05-09 Yukie, Satoru et al.

147 8391262 2013-03-05 Maki, Lasse et al.

148 7113780 2006-09-26 McKenna, Daniel Bernard et al.
149 8166554 2012-04-24 John, Pramod

150 7697540 2010-04-13 Haddad, Reda et al.

151 6748195 2004-06-08 Phillips, W. Garland

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

152 8583499 2013-11-12 De Judicibus, Dario et al.
153 8352360 2013-01-08 De Judicibus, Dario et al.
154 8463232 2013-06-11 Tuli, Amol et al.

155 7958029 2011-06-07 Bobich, Thomas et al.

156 7540408 2009-06-02 Levine, Judah Joseph et al.
157 7826427 2010-11-02 Sood, Kapil et al.

158 8185088 2012-05-22 Klein, Robert S. et al.

159 8548428 2013-10-01 Raleigh, Gregory G.

160 8483694 2013-07-09 Lewis, Allan D. et al.

161 8351592 2013-01-08 Freeny, Jr., Charles C. et al.
162 8452858 2013-05-28 Wau, John et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

163 7610396 2009-10-27 Taglienti, Claudio et al.
164 7984511 2011-07-19 Kocher, Paul Carl et al.
165 7987510 2011-07-26 Kocher, Paul C. et al.

166 8571993 2013-10-29 Kocher, Paul C. et al.

167 8543265 2013-09-24 Ekhaguere, David E. et al.
168 8385975 2013-02-26 Forutanpour, Babak

169 6873988 2005-03-29 Hermann, Conrad K. et al.
170 7013469 2006-03-14 Smith, Adam W. et al.

171 7203169 2007-04-10 Okholm, Jon Eric et al.
172 7286834 2007-10-23 Walter, Edward

173 7555757 2009-06-30 Smith, Adam W. et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

174 7574509 2009-08-11 Nixon, Mark J. et al.

175 7826607 2010-11-02 de Cawalho Resende, Mauricio
Guilherme et al.

176 7940685 2011-05-10 Breslau, Lee Michel et al.

177 8196199 2012-06-05 Hrastar, Scott E. et al.

178 8204505 2012-06-19 Jin, Haipeng et al.

179 8228818 2012-07-24 Chase, Christopher J. et al.

180 8320244 2012-11-27 Mugattash, Alaa et al.

181 8411691 2013-04-02 Aggarwal, Rahul

182 8461958 2013-06-11 Saenz, Jorge E. et al.

183 8484327 2013-07-09 Werner, Eran et al.

184 8522039 2013-08-27 Hyndman, Arn et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(G32C1C17

185 8544105 2013-09-24 Mclean, Ivan H. et al.
186 8571474 2013-10-29 Chavez, Timothy R. et al.
187 8194572 2012-06-05 Horvath, Robert et al.
188 8516552 2013-08-20 Raleigh, Gregory G.

189 8441955 2013-05-14 Wilkinson, Robert Todd et al.
190 5774532 1998-06-30 Gottlieb, Louis G. et al.
191 8095124 2012-01-10 Balia, Hinal K.

192 7797060 2010-09-14 Grgic, Richard J. et al.
193 7930327 2011-04-19 Craft, David Jones et al.
194 8264965 2012-09-11 Dolganow, Andrew et a.
195 8626115 2014-01-07 Raleigh, Gregory G. et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /DS/

EFS Web 2.1.17
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Application Number 14689512

Filing Date 2015-04-17

INFORMATION DISCLOSURE

First Named Inventor ’ Raleigh

STATEMENT BY APPLICANT | 2642

( Not for submission under 37 CFR 1.99)
Examiner Name ‘ not yet assigned

Attorney Docket Number | RALEP(Q32C1C17

196 6885997 2005-04-26 Roberts, David T.

197 8229394 2012-07-24 Karlberg, Johan

198 8495700 2013-07-23 Shahbazi, Majid

199 8548427 2013-10-01 Chow, Paulo S.T. etal.
200 8572117 2013-10-29 Rappaport, Theodore S.
201 8589955 2013-11-19 Roundtree, Brian et al.
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Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

X any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
X Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /James E. Haris/ Date (YYYY-MM-DD) 2016-06-08
Name/Print James E. Harris Registration Number |40013

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Brd Generation Partnership Project, "Technical Specification Group Core Network and Terminals; Access Network
1 Discovery and Selection Function (ANDSF) Management Object (MO)," Release 9, Document No. 3GPP TS 24.312,
V9.1.0, March 2010

2 Brd Generation Partnership Project; "Technical Specification Group Services and System Aspects; IP Flow Mobility
hnd seamless WLAN offlload; Stage 2," Release 10, Document No. 3GPP TS 23.261, V1.0.0, March 2010

3 hmed et al., "Multi Access Data Network Connectivity and IP Flow Mobility in Evolved Packet System (EPS)," 2010
EEE

If you wish to add additional non-patent literature document citation information please click the Add button| Add
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Examiner Signature /Dawanda Samuel/ Date Considered ‘ 08/13/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). ? For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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Application Number 14689512

Filing Date 2015-04-17
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
X Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

None
SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /James E. Haris/ Date (YYYY-MM-DD) 2016-06-08

Name/Print James E. Harris Registration Number |40013

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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(57) Abstract: The present invention relates to a method, an
Access Selection Server and 2 communication network 27 for
nctwork access sclection 26. The network comprises an Ac-
cess Selection Server (ASS) 10, at least one User Equipment
(UE) 14, an Access Selection Client (ASC) 21 arranged in the
UE 14 and communication nodes 11, 12. The ASS collects 23
access selection parameters used for the selection 26 of access
network for the network access for the UE 14 in a multi-ac-
cess environment. The network access enables a traffic bearer
for a traffic flow between an application in the UE 14 and a
first node. The ASS 10 forwards 25 the access selection pa-
rameters and/or processes 23 the access selection parameters
and sends 25 the results of the processed parameters to the UE
14. The parameters forwarded 25 or the results sent 25 by the
ASS 21 being access selection information, based on which
the ASC 21 performs 26 activation of new network accesses
and/or selection, modification, deactivation or change of exist-
ing network accesses in order to enable the traffic flow. What
particularly characterizes the invention is that the ASS 10 con-
trols at least the collection or the processing 23 of the access
selection parameters, the collection or the processing 23 being
performed at least when the UE 14 is disconnected from the
communication network 27. Furthermore, the parameters col-
lected or processed 23 when the UE 14 is disconnected from
the communication network 27 are forwarded 25 and/or the
results of the processed parameters are sent 25 as access selec-
tion information by the ASS 10 to the UE 14 when the UE 14
is again connected to the communication network 27.



WO 2009/091295

10

15

20

25

PCT/SE2008/000031 -

TITEL
Pre-Fetching of Input Data for Access Network Selection
TECHNICAL FIELD

The present invention relates to a method and a communication system for
network access selection and an access selection server in the system
enabling said method.

BACKGROUND

Third generation mobile systems (3G), based on WCDMA (Wideband Code
Division Multiple Access) radio access technology, are being deployed on a.
broad scale all around the world. However, as user and operator
requirements and expeétations'vwill continue to evolve a hew phase.in the
standard specification body. called.3’° Generation Partnership Pfoject (3GPP) ‘

has started to consider the next major steps in the evolution of the 3G

~standard. The terminals used in the network are having more functions

integrated which means that an increasing number of access types such as

‘e.g. LTE (Long Temm Evolution), WiMAX (Worldwide Interoperability for

Microwave Access) and WLAN (Wireless Local Area Network) and new
services such as Voice over IP (VolP) or IP-TV are added to the terminal.

_In a multi-access environment the multi-interface terminal is often faced with

a choice of potential access networks to connect to, either for a new
connection or for a potential handover of an existing one or simply for being
reachable through after power on.

These access networks may differ in various properties, such as access
technology (e.g. 3G or WLAN), available operators (directly or indirectly) and
roaming agreements, presence of NATs and/or firewalls, applicable policies
(such as codec restrictions), access rate, supported QoS and current I'oadv. :
All these variable parameters make the choice of access network(s)
potentially complex. The more data about the available access networks that
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the access selection algorithm takes into account, the more sophisticated

and accurate (and thus beneficial) the selection can be made.

Some of this information is available through scanning of system information
that is broadcast from access points or base stations and that can be
received by any terminal (equipped with a matching interface) without any

type of prior association, registration, authentication or connection.

However, retrieval of other parts of the information, potentially most of it,
requires IP level communication, which in turn implies that the terminal has to
go through all the preceding procedures that are needed to establish IP level
communication. In for example a WLAN network this means that the terminal
first has to associate with the access point at the MAC layer, then in most
cases go through the user authentication and authorization procedure,
typically using Extensible Authentication Protocol (EAP), and finally request
and receive IP configuration data through Dynamic Host Configuration
Protocol (DHCP). '

It is first after all these procedures that the terminal can retrieve some of the
information that may be required to select which of the available access
networks that it should connect to. That is, the terminal actually has to
connect to an access network in order to retrieve access selection input data.
This implies an additional effort, unless the terminal already is connected.

Furthermore, retrieving such information related to a particular access
network may be difficult using P communication via another access network.
Instead the terminal may have to connect to the particular concerned access
network. The reason is that with the currently proposed techniques for
locating an access network’s local network profile, in which much of the
interesting information is expected to be stored, relies on information
conveyed in DHCP optibn 15 during the DHCP configuration procedure.

The DCHP-related technique is for instance described in the intemet-draft "A

Framework for Session Initiation Protocol User Agent Profile Delivery”,
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written by D. Petrie and published October 2006. Thisddcument specifies a
framework to enable configuration of Session Initiation Protocol (SIP) User
Agents in SIP deployments. The framework provides‘a means to deliver
profile data that terminals need to be funcfional, automatically and with
minimal (preferably none) user and administrative intervention. The
framework describes how SIP User Agents can discover sources, request
profiles and receive notifications related to profile modifications.

Since DHCP relies on subnet broadcasting and hardware addresses, it is

only available through the particUIar access network and not via routers from

another access network. As an unfortunate consequence the terminal in

practice has to connect to each available access network in order to retrieve
the information that serves as input data to the selection of which access
network to connect to. Even if workarounds would appear for the limitation of
the DHCP-based local network profile retriéval, the terminal would still have
to connect to at least one acces's’ network in order td retrieve the relevant
information from all the available access networks to enable s'ophisticated

access selection.

Consequently, connecting to an access network ‘vand establishing IP level
communication (with all its preceding procedures) with subsequent

- information retrieval can be rather time consuming and could consequently

make the access selection inconveniently slow. It is even worse if the
terminal has to connect not only to one, but to all the available access
networks. The problem is the most severe when the terminal is not already
connected to an access network and the access selection concerns a new

connection.

Previous access selection solutions are either terminal-controlled, network-
controlled or a combination of both (or the trivial method: user-controlled
access selection). Network-controlled access selection is typically used for
controlling handover in cellular networks. More acéurately this access
selection is network-controlled but terminal-assisted — the network's decision
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relies on reports of measured radio signal strengths from neighbouring base
stations. In networks based on |ETF protocols, relying on Mobile IP for
mobility and session continuity, handovers and their associated access
selection are typically entirely terminal-controlled. For access selection during
the initial connection to a network, before any network connectivity' is
available, the solutions are inherently terminal-controlled, since no network-

based functionality is available.

In one approach to access selection it is proposed to implement so called
access awareness functionality (for support and execution of access
selection) both in the terminal and in the network. It is implemented as a layer
between the application layer and the transport layer (between applications
and sockets). The. functionality-related signalling is independent (not mixed
with other signalling, in particular application control signalling). It assumes
simultaneous accesses and applies to individual communication sessions
without impact to the service performance. The network-based access
awareness functionality is generic and system independent in the sense that
it can be applied to Internet based systems as well as cellular systems, such
as 3GPP and IP Multimedia Subsystem (IMS).

The applications interface an extended socket mechanism which makes
decision about what accesses to use for connection establishment/handover
influenced by a set of criteria or descriptions provided by the application at
socket creation. The functionality is structured to have a clear separation
between the actual decision making process and the actions resulting from
access awareness decisions. The access awarenéss functionality is system
wide which means that it is generally distributed between network entities
and in particular an end-user terminal and the network side.

The Assumptions/high-level requirements for the functionality includes:
support for any application, compatible with any mobility management,
support of simultaneous use of different accesses, separated from
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applications by an interface and extensible to cover other contexts than the

current networking capabilities.

A prirhe task of the network-based functionality is to assist the terminal-based

- functionality by collecting network-based information on behalf of the

terminal, which is filtered and possibly refined before it is sent to the terminal.
The functionality collects events from the system that ié needed for access
awareness. In this way the terminal and the potentially resource-s(:arce
access link are relieved from some of the potentially demanding information
retrieval and processing.

‘Another potential task of the network-based access awareness functionality

is to assist the terminal-based functionality in calculating choices, decisions
andfor recommendation in order to offload the terminal of some of this

' processing, which is expected to be rather intensive. The access awareness

assistant performs its tasks on explicit instructions from the terminal or by
analyzing contextual information or, possibly in some case‘é, based on default
instructions.

The communication session is per socket basis (individual communication
sessions) and a socket request from the application in the terminal triggers
the access awareness functionality. The access selection functionality
identifies the application from the port numbers in the socket request (and/or
possibly other information such as indications of the process originating the
socket request) and ihfers the application’'s requirements on the
communication quality. This, together with policies and other information,
such as available accesses and possibly network load, is then used as input
data to the access selection decision. The characteristics are provided to the
access awareness functionality in the network as “application preferences”.
These preferences may express what the functionality is allowed to do on
behalf of the application and within which limits it may act. For instance, “|
need 128 kbps, but could stretch myself down to 64 kbps, but not lower”.

BNSDOCID: <WO 2009091295A1_|_>

76



BNSDOCID: <WO.

WO 2009/091295 » PCT/SE2008/000031

10

15

20

25

-30

The purpose of the network-based access awareness functionality is to let
users and applications exploit the fact that accesses and access networks
have different characteristics. That is to give applications the necessary tools
to exploit differences or give the applications enough support so that they do
not need to be aware of the different charactertics. Another purpose is to
provide means to adapt to existing or changing conditions. That is, for
instance to give recommendations to applications, make applications adapt
to changing conditions, adapt communications to changing conditions and
trigger mobility management actions. The user benefits can be summarized
in increased service quality, reduced interference between applications,
convenience and reduced costs. The Access Service Provided (ASP)
benefits include more satisfied customers, a mechanism to improve service
and a new, potential service offering. Benefits for application and contents
providers are higher service penetration and usage take rate, more attractive

services and potential for better services.

The 3GPP has also initiated activities to develop access selection
functionality (also know as muiti access terminal steering) for the evolving
3GPP systems being (or expected to be) deployed in an access network
environment of increasing multitude and heterogeneity. The access selection
work in 3GPP focuses on packet-switched services and on 3GPP context
(access technologies such as EGPRS, WCDMA/HSPA and LTE). It works
also for non-3GPP context (WLAN, WIMAX, etc.). The target is a (more or
less) network-controlled solution, but there will also be some kind of terminal-

based access selection functionality.

The 3GPP access selection provides new functionality in the 3GPP
architecture with an Access Selection Discovery and Selection Function
(ANDSF), which is separate or part of the Policy and Charging Rules
Function (PCRF) in the network. The ANDSF has control of all available
accesses for the terminal, current network load, RAT etc. The functionality
also comprises an access selection function in the terminal, which based on
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request or information from the network based access selection functionality
(ANDSF) performs activation/deactivation/modiﬂcation or changes of access
(es). It finally comprises a reference point between the access selection
functions in the terminal and the network and potentially new interfaces .

~ between the PCRF and the ANDSF and between the Proxy-Call Session

Control Function - P-CFCS (application server) and the ANDSF.

An assumption (which is not valid for the initial phase of access selectibn ina
3GPP context but which is a natural continuation in future phases) is that the
terminal may have muitiple accesses that may be active in parallel, so called
simulténeous multi-access. The ANDSF further gets access information from
the access selection function in the terminal and information from the network
(load status etc.). The ANDSF will also have session information on all active
accesses for the terminal. An IP connection between the access selection
function in the terminal and in the network will be established at activation of
the default access network. The connection is used to communicate access
selection information between the access selection function in the terminal
énd the ANDSF. The ANDSF will be able to send
activation/deactivation/modification/change requests of an access network, or
instructions, policies, rules or information as the basis for such decisions to

the access selection function in the terminal.

The objectives of the 3GPP access selection are automated access
selection, automated network discovery/selection, tariff-dependent access
priorities, definition of preferred network and service-dependent priorities.
Example of benefits for the operators are network load management, radio
management capabilities, automatic access selection for the user, improved
resource efficiency and system usage and minimized handover effects. User
benefits are enablement to influence the access selection, reduction of

energy consumption in the terminal, selection of zone per cost etc. -

The choice of access network is consequently complex and time consuming.

There are so many parameters to consider, e.g. access technology, available
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operators, roaming agreements, presence of NATs, and/or firewalls,
applicable policies, access rate, supported QoS, current load etc.
The collection of these parameters takes long time. Some of this information
is available through scanning of system information that is broadcast from
access points or base stations and that can be received without any type of
prior association, registration, authentication or connection. However, as
described, retrieval of other parts of the information, potentially most of it,
requires IP level communication between the terminal and the network. This
in tumn implies that the terminal has to go through all the preceding
procedures that are needed to establish IP level communication. Normally
the terminal must connect to each concerned access network in order to

retrieve all access selection input data.

In the research community access selection schemes have been developed
that rely on functionality in both the terminal and the network, typically with
some kind of access awareness assistant or access selection wizard in the
network helping the terminal by providing information or recommendations or
even making decisions on behalf of the terminal in order to maintain operator

control.

However, the network access awareness/access control function acts on
explicit instructions from the terminal and/or current contextual information
about the terminal's whereabouts and current activities. It is largely
dependent on contextual information and/or the explicit instructions from the
terminal and remains in a standby mode when the terminal is disconnected
from the network. The advanced access selection schemes depend on
information that requires IP communication to retrieve — scanning is not

enough.

Moreover, gathering a multitude of information from potential access
networks over resource scarce and error prone access link is time
consuming. The network-based functionality off-loads the terminal-based
access awareness/access control functionality, but still needs time to collect
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and deliver the information. When the information is needed for an access
selection decision, it will often take too long time to collect all the input data to
enabie a timely access selection decision.

Consequently, due to the time delay and the need for an IP communication,
today's solutions do not allow swift, sophisticated access selection.

SUMMARY

The object of the present invention is to remove the above mentioned
deficiencies of prior art solutions and to shorten the time for network access

selection.

This object is enabled by means of a method for nétwork access selection in
a communication network. The network comprises an Access Selection
Server (ASS), at least one User Equipment (UE), an Access Selectioh Client
(ASC) arranged in the UE and communication nodes. The ASS collects
access selection parameters used for the selection of access network for the
network access for the UE in a multi-access environment. The network
access enables a traffic bearer for a traffic flow between an application in the
UE and a first node. The ASS forwards the access selection parameters
and/or processes the access selection parameters and sends the results of
the processed parameters to the UE. The parameters forwarded or the
results sent by the ASS being access selection inforrhation, based on which
the ASC performs activation of new network accesses and/or selection,
modification, deactivation or change of existing network accesses in order to
enable the traffic ﬂow .

What particularly characterizes the method is that the ASS controls at least
the collection or the processing of the access selection parameters, the
collection or the processing at least being performed when the UE (14) is
disconnected from the communication network. Furthermore, the parameters
collected or processed when the UE is disconnected from the communication

network are forwarded and/or the results of the processed parameters are
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sent as access selection information by the ASS to the UE when the UE is

again connected to the communication network.

This object is also enabled by means of an Access Selection Server (ASS)
being adapted for network access selection. The ASS is arranged in a
communication network further comprising at least one User Equipment
(UE), an Access Selection Client (ASC) being arranged in the UE and
communication nodes. The ASS is further adapted to collect access selection
parameters used for the selection of access network for the network access
for the UE in a multi-access environment. The network access enables a
traffic bearer for a traffic flow between an application in the UE and a first
node. The ASS further is adapted to forward the access selection parameters
and/or process the access selection parameters and send the results of the
processed parameters to the UE. The parameters forwarded or the results
sent by the ASS being access selection information based on which the ASC
performs activation of new network accesses and/or selection, modification,
deactivation or change of existing network accesses in order to enable the

traffic flow.

What particularly characterizes the ASS is that it is further adapted to control
at least the collection or the processing of the access selection parameters.
The ASS is further adapted to perform the collection or the processing at
least when the UE is disconnected from the communication network. The
ASS is further adapted to, when the UE (14) is again connected to the
communication network, forward the parameters, collected or processed
when the UE is disconnected from the communication network, and/or send
the results of the processed parameters, as access selection information to
the UE.

This object is finally enabled by means of a communication network for
network access selection. The communication network comprises an Access
Selection Server (ASS), at least one User Equipment (UE), an Access

Selection Client (ASC) being arranged in the UE and communication nodes.
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The ASS is adapted to collect access selection parametefs uséd for the
selection of access network for the network access for the UE in'a multi-
access environment. The network access enables a traffic bearer for a traffic
flow between an appliéation in the UE and a first node. The ASS further is

adapted to forward the access selection parameters and/or proces;s,' the C

‘access selection parameters and send -the results of the processed

parameters to the UE. The parameters forwarded or the results sent by the -
ASS being access selection information based on which the ASC performs
activation of new network accesses and/or selection, modification,
deactivatiqn :or change of existing network accesses in order to enable the

traffic flow..

~ What particularly characterizes the ASS is that it is further adapted to control

at least the collection or the processing of the access selection parémeters.
The ASS is further adapted to perform' the collection or the procéssihg at
least when the UE is disconnected from the communication network. 'The
ASS is further adapted to, when the UE (14) is again connected to the

~ communication network, forward the parameters, collected or processed
when the UE is disconnected from the communication network, and/or send

the results of the processed parameters, as access selection information to
the UE.

One advantage of the invention is that the solutioh enables swift,

‘sophisticated access selection that takes data into account that cannot be

retrieved from the respective candidate access networks through scanning
from the terminal, but which requires established IP communication to
retrieve. Another advantage it that it is general enough to be applicable in a
variety of access selection solutions, including the ones being worked out in
the research community_and in the 3GPP. Further advantages will be
described in relation to the embodiments.
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BRIEF DESCRIPTION OF THE DRAWINGS

In the following text the invention will be described in detail with reference to
the attached drawings. These drawings are used for illustration only and do

not in any way limit the scope of the invention:

5 Figure 1 Schematically shows the communication system with the Access

Selection functionality according to the present invention.

Figure 2  Schematically shows a flow diagram for the Access Selection
functionality.

Figure 3 Shows a signalling diagram for the Access Selection
10 functionality.

DETAILED DESCRIPTION

The invention will now be described in detail with reference to embodiments
described in the detailed description and shown in the drawings.

The present invention focus on the problem that existing access selection
15 solutions do not allow swift, sophisticated access selection that takes data
into account that cannot be retrieved from the respective candidate access
networks through scanning from the terminal. Instead it requires established
IP communication to retrieve such data. Such network-based information is
"either gathered by network-based access selection functionality or by the
20 terminal itself, potentially over a resource restricted and possibly delay prone
radio connection. When the information is needed for an advanced access
selection decision, it often, or even typically, takes too long to collect or
process all the relevant input data to enable a timely access selection

decision.

25 The embodiments refer to a method and a telecommunication system for
network access selection, an Access Selection Server and an Access
Selection Client, in the system enabling said method. The system, the server
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~ and the client are adapted to perform the method sieps as described in the

method. It should be understood by a person skilled in the art that the fact
that the system and in particular the system parts perform a method step
means that it is adapted to perform said step.

The present invention relates to a method for network access selection
comprising an Access Selection Server (ASS) 10 being arranged in a
cofnmurﬁcation network 27, at least one User Equipment (UE) 14, an Access
Selection Client (ASC) 21 being arranged. in the UE and communication

nodes 11, 12.

The communication network 27 is illustrated in figure 1. The term “node” is
herein used in a general sense. It should be understood that different nodes
may be integrated into a single node and 'that the functions
represented/employed by a node could also be realized as separate nodes.
The ASS 10 is located in the core network. Where it is located depends on
which kind of access selection technology that is used (terminal- or network
controlled). Examples of selection technologies are described in the
background part. The communication nodes X 11 and Y 12 may for instance

be databases, profile servers, Authentication/Authorization and Accounting '

(AAA) server, Home Subscn‘bér Server (HSS), Session Initiation Protocol

. (SIP) proxies, Home Agents etc. What kind of nodes which are present

depends on in which network/sub-network that the access selection function
is located.

The functionality of the ASS 10, on which the invention is based, is illustrated
in figure 2. The functionality comprises a learning stage 22 for the behaviour
of a control of at least the collecting/receiving or processing of access
selection parameters when the UE 14 is disconnected from the
communication network'27. it further comprises a step 23 when the
collecting/receiving or processing is perforfned. This is followed by a
requesting stage 24 where the UE when being connected to the
communication network requests the ASS to send/forward access selection
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information. During step 25 the ASS sends/forwards the information and at
step 26 the UE (the ASC in the UE) performs the access selection, handover
or similar. The collecting/receiving is performed via connections 27, 16 and
1'7 from the nodes 11 — 12 and the access networks 13. The request is sent
via connection 19 and the information is sent/forwarded via connection 20.
The functionality will also be described step by step in the following text.

During operation the ASS collects 23 access selection parameters used for
the selection 26 of access network for the network access for the UE 14 in a
multi-access environment (more than one access network 13). What kind of
parameters and how it is used (network or terminal controlled access
selection 26) varies, and it should be understood that all kinds of access
selection related parameters are included within the term “collected”.

In particular, the ASS during operation receives 23, see figure 2, access
selection parameters from the nodes 11,12 via the connections 27,16
established using reference points (not described further in this document)
corresponding to a certain interfaces. Possible parameters received are e.g.
node location information, connection information, disconnection information,
network load information, policy-based restrictions and network-based
information. The ASS further receives 23 network-based parameters from the
different access networks 13 (1, 2 up to n) connected to the core network.
This is enabled through a reference point 17. The interfaces referenced 18 —
20 will be described later.

The network access enables a traffic bearer for a traffic flow between an
application in the UE 14 and a first node. A first node is for instance a peer
node for peer-to-peer communication, e.g. Voice over IP communication, or
an application server for client-server communication. The traffic preferably
flows via a PDN-GW, which for instance could be a Systems Architecture
Evolution (SAE) Gateway (GW)/Home Agent (HA) in a SAE network in a
3GPP domain or an access router. An application could for instance be VolP
or video calls. A first node is the receiver of the traffic flow from the UE.
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The traffic bearer may be enabled between the UE 14 and a Packet Data
Network Gateway (PDN GW) and the traffic flow between the application in
the UE and a first node is then communicated via the PDN GW.

During operation the ASS 10 forwards 25 the access selection paramefers :
and/or processes the access selection parameters and sends 25 the‘resuits
of the processed parameters to the UE 14 using connection 20, see figure 1-
2. The parameters forwarded or the results sent by the ASS are defined as
acqess selection information. Results are network-based filtered and refined

information.

From now on reference will be made to the UE 14 including the ASC 21.
Since the ASC is included in the UE, the UE is able to perform activities in
praétise executed by the ASC.

Based on the access selection information, the UE 14, executed by the ASC
21, performs 26 activation of new network access andfor selection,
modification, deactivation or change of existing network accesses in order to
enable the traffic flow.

~ Access selection information is for instance instructions to the ASC t(:) select

26 a certain access for the traffic bearer, the instruction being accompanied
by for instance Quality of Service and Traffic Flow Template information. As
another example the access selection information may be information that
serves as input data to an access selection decision in the UE, e.g. rules
guiding: or directing such an access selection decision or input data in the

form of information about the current state of the network(s) or access

network(s).

What particularly characterizes the present invention is that the ASS 10
controls at least the collection or the processing 23 of the access selection
parameters and that the collection or the processing 23 at least being
performed when the UE 14 is disconnected from the communication network
27. The parameters collected or processed when the UE is disconnected
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from the communication network are forwarded 25 and/or the results of the
processed parameters are sent as access selection information by the ASS
to the UE when the UE is again connected to the communication network.

In an access selection functionality it is an important task of the ASS 10 to
feed 25 the UE 14 with relevant information collected from network-based
sources 11, 12, and 13, which are not accessible through scanning from the
UE 14. In addition to offloading the UE from some of the collection and
processing 23 of information, the inventive solution proposes an adaptive
feature in the ASS that allows it not only to provide the UE with relevant
information, but also to prepare such information transfers while the UE is
disconnected. This enables access selection 26 decisions that are both fast
and sophisticated.

The ASS can collect and/or process 23 access selection parameters from
various access networks 13. This is made through the reference point 17.
What parameters to at least collect or process and from which access
networks are normally determined by contextual information, such as the
terminal's current point of connection, concerned applications, policy and
profile data, etc. The problem with the known access selection technologies
is that the ASS 10 can either itself analyze such contextual information
received from the UE 14 or base its parameter collection on explicit
instructions from the UE. The ASS is then largely dependent on the UE and
remains in a standby mode when the terminal is disconnected from the
communication network 27.

According to the characterizing part the present invention this dependency is
partly removed by enabling the ASS 10 to maintain meaningful activity even
when the UE 14 is disconnected from the communication network 27. During
such time periods the ASS controls what parameters it should at least collect
or process 23 and from which access networks 13 it should collect or process
it. The purpose of collecting or processing parameters even when the UE is
disconnected from the communication network is to be able to provide 25 the
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ASC 21 in the UE with relevant access selection infonnétion without
unnecessary delay as soon as the UE connects to the communication
network 27 (and/or when requested by the UE). If the ASS has managed to

collect or proceés paraméters that actually turn out to be relevant, this

“method enables fast and sophisticated access selection 26.

According to one embodiment of the present invention thé control by the ASS
10, comprising the control of at least the collection or the processingl 23 of
parameters by the ASS, is based on contextual information, historical records
and/or statistics from the records for the communication network 27 location
of the UE. An adaptivé learning scheme is located in the ASS and controls at
least 'the collection or the processing 23 of parameters. Also the .sending
and/or forwarding 25 of access selection information are preferably controlled

.by the adaptive leaming.scheme in the ASS.

To be able to adapt the control of at least the collection or processing 23 to
the UE’s history of movements, connections and disconneciions the ASS has
to be able to detect (and record) these actions from the UE which constitute
the input data to the adaptive scheme. ' |

A key component in the present invention is the control of at least the
collection or the processing 23 behaviour by the ASS 10 (the adaptive
learning scheme). According to the adaptive scheme the ASS continuously
records relevant contextual information and learns 22 from historical records
as well as statistics extracted from such records. The control behaviour is
then continuously modified accordingly. There are different examples what
kind of contextual information that the ASS can learn from:

According to a first example the time period between the disconnecting and
the following connecting of the UE 14 to the communication network 27 is
controlled. If the period exceeds a certain period value, the control of at least
the collection or the processing 23 of parameters is at least based on:
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1. Contextual information oh where in the communication network 27 the
UE is most likely to appear when connecting to the communication network,
and

2. Which access network or networks the UE can select from when

connecting to the communication network 27.

The statistics is based in information about the selectable access network or
networks.

The ASS 10 consequently learns 22 where the UE 14 is most likely to
“appear” after a significant period of disconnection and which access
networks 13 that it then usually has to select between. The word "appear” is
here used as a metaphor for connecting to the communication network 27.
From the point of view of the ASS the UE is invisible as long as it is
disconnected and visible only when it is connected to the communication
network. Thus, in this context and with this “terminology” the word “appear” is
a rather descriptive term for the event where the UE changes from being
invisible to being visible.

Contextual data may take the shape of an access network 13, one or more
access points/base stations, one or more cell(s)/zone(s) or even
geographical data. The ASS 10 can learn 22 and maintain statistics about
multiple such “locations of probable appearance”. The knowledge acquired in
this way allows the ASS 10 to proactively at least collect or process 23 data
that is relevant for access selection 26 during initial connections.

In another example of what kind of contextual information that the ASS 10
can leam 22 from, the control of at least the collection the or processing 23 of
parameters is at Ie.ast based on movement pattern that reoccurs frequently.
In this context movement pattern refers to movement between

communication network 27 locations.
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This means that the ASS 10 learns to which new location the UE 14 is likely
to move from a certain current communication network 27 location. A
“location” may in this context be an access network 13, an access
point(s)/base station(s), one or more cell(s)/zone(s) or a geographical area .
(e.g. indicating the vicinity of a certain access network, a certain access
boint/base station or a certain cell/zone). The knowledge learnt 22 in this way -
allows the ASS to proactively at least collect or process 23 parameters that
are relevant for access selection 26 during (potential) handovers. To refine its
choice of information sources, the ASS may also take into consideration the
currently used application(s).

The acduiréd knowledge may also be relevant for access selection 26 in a
“camping” state, i.e. when the UE 10 is connected/associated with an access
network 13, but not actively cdmmunicating. Optionally, the ASS 10 may
maintain sepérate statistics on movement patterns for the UE 14 in the
“camping"' and actively communicating states respectively. An additional
option for how to refine the statistics for movement patterns in an actively
communicating state (i.e. for the purpose of handovers) is to take the
currently used application(s) into account, such that movement pattern
statistics per application or application type can be maintained.

In another example of what kind of contextual information that the ASS 10
can learn 22 from the time period between the disconnecting and the
following connecting is below a certain period value. The control of at least
the collection the or processing 23 of parameters is then at least based on
the communication network 27 location where it was last connected.

According to this example, the ASS 10 leamns 22 where the UE 14 is most
likely to “reappear” after a brief (insignificant) period of disconnection based
on the location where it was last connected. The word “reappear” is here
used in a similar way as “appear”’. The purpose of the prefix “re” is to
distinguish the situation where the UE has been “invisible” for the ASS for a

limited period (below a certain period value) of time from the situation where
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the UE has been “invisible" for a significant period (exceeds a certain period
value) of time. The former case implies that the UE probably has not moved
very long from the location where it was last “visible” for the ASS, whereas in
the latter case the UE has had ample time to move even to locations far a
way from the one where it was last “visible”.

For instance, if the UE 14 was last disconnected from the communication
network 27 in location a, then the ASS may have learnt 22 that if the UE
connects to the communication network again within a certain limited period
of time (implying a limited movement), it is likely to do this in location p (which
may well be the same as location a). The definition of “location” in this
context is the same as above. A more concrete or precise example could be
that if a disconnected UE was last connected in cell X of access network A,
then the ASS may have learnt that if the UE reconnects to the
communication network within a certain limited period of time, then it will
usually do this in cell Y in access network A with access networks B and C
also within reach.

This means that when the UE 14 disconnects from cell X of access network
A then, unless it is a handover, the ASS 10 starts at least collecting or
processing 23 relevant parameters from access networks A (with focus on
cell Y if applicable), B and C in order to be able to support quick access
selection 26 if the UE 14 reappears (reconnects) as expected. However, if it
takes too long before the UE reconnects, the ASS starts at least collecting or
processing information according to the principles described above for the
case where the UE is disconnected from the communication network 27
during a significant period of time, i.e. from the “location(s)” where the UE
most commonly appears after a significant period of disconnection. Thus, the
knowledge leamt in this way allows the ASS to proactively at least collect or
process parameters that are relevant for access selection 26 during
connection(s) in certain situations.
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In accordance with one alternative of how the ASS .10_ receives 23
information about the communication network 27 location of the UE, it gets
information about the communication network location of the UE 14 explicitly.
This means that the UE informs the ASS of its. communication network
location whenever it arﬁv_es in a location. The explicit information is the most
important. The UE informs the ASS of its location with the detail/granularity -
needed, e.g. access network, cell, zone, access- point, domain name,
geographical data etc., whenever it arrives in a location (manifested as
connection, hando,vef, movement in idle mode or “camping” state). If the UE
m0ves in a mode in which it is not configured for IP communication, IP
configuration is required before explicitly informing the ASS of a new location.
It may be argued that it is not beneficial to go to such lengths merely to
inform the ASS of the new location of the UE, but it is at least a possible

option.

In accordance with another‘ altemative of hdw the ASS 10 receives

~ information about the communication network 27 location of the UE 14, the
- ASS gets information about the network location of the UE implicitly. This

means that the UE contacts the ASS for other purposes than to inform about
its communication network location, during which contact the UE reveals its
Internet Protocol address to the ASS.

In another alternative of how the ASS 10 receives information about the
communication network 27 location of the UE it is also possible that the ASS
can retrieve location information from other entities that possess knowledge
about the location of a UE, such as a SIP proxy, a Mobile IP Home Agent, a
AAA server or a HSS. '

Within one embodiment of the present invention the Uniform Resource
Identifier (URI) of an access network’s local network profile is sent by the UE
14 to the ASS 10 when being conn‘ected to the communication network 27.
The URI may be delivered to a UE in Dynamic Host Configuration Protocol
(DCHP) option 15 during the DCHP configuration procedure. In some cases

BNSDOCID: <WO 2009091295A1_|_>

92



BNSDOCID: <WO.

WO 2009/091295 i’CT/SE2008/000031

10

15

20

25

22

it is possible that the relevant information cannot be located without prior
information that is only available through scanning 18, see figure 1, or by
connecting to a certain access link. One example is this retrieval of a local
network profile located through a URI that is delivered in DHCP option 15.
Since DHCP relies on link-local mechanisms like broadcast, this URI can
only be retrieved by a device connected to the concermed access network. In
cases like this, the UE will transfer to the ASS 10 the information that is
required to locate certain relevant information, e.g. in the form of a URI for a

local network profile or a domain name for information in general.

The UE 14 will do this opportunistically, i.e. any time that the UE has contact
with the ASS 10 and conceming any information that may potentially be
relevant for the ASS to retrieve. Out of the information of this type that the
ASS receives from the UE, it may choose to retain only a selected part that
tumns out to be useful within a reasonable time. In other words, information of
this type that the ASS does not use is eventually timed out and deleted.

Within one embodiment of the present invention the UE 14 subscribes to
certain events from the ASS 10. The ASS continuously monitors the
information sources that are relevant for the subscribed events and when a
criteria for a subscribed event is fulfilled the ASS sends a notification to the
UE. Such events may e.g. be changes in policies, Quality of Service support
or load. The ASS continuously monitors the information sources that are
relevant for the subscribed events and when the criteria for a subscribed
event are fulfilled, the ASS sends a notification to the UE.

The sending and/or forwarding 25 of information are preferably controlled by
the ASS 10. The access selection information is preferably sent/forwarded to
the UE 14 through the interface 20. The access selection information is not
available through scanning from the UE.

The notion of the ASS controlling the sending and/or forwarding 25 of
information may constitute that the ASS determines which information and/or
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which type of information that is a'ppropriate to send/forWard to the UE in |
each particular situation. '

The notion of the ASS controlling the sending and/or forwarding 25 of

information may also constitute that the access selection information is sent - '

and/or forwarded 25 to the UE when requested by the UE. Such a requeét is
sent when the UE is again connected to the communication network 27. The A‘
request may optionally be sent immediately when the UE connects to the
communication network. The request is sent via a communication interface
19 between the ASS and the ASC. Figure 2 illustrates this alternative.

ProaCtively collected 23 parameters (as well as more 'reactively collected

‘parameters) are typically transferred 25 to the UE 14 on request 24, i.e. the

UE retrieves the accéss selection information from the ASS 10. When an
access selection 26 situation érises in 'the ASC 21 in the UE 14 and the .
decision requires input data that can beneficially (or only) be collected by the |
ASS 10, then the UE requests the ASS to at least collect or process the

- concemed parameters and transfer it as access selection information to the

UE.

If the ASS’s adaptive, proactive behaviour has been successful and the
requested 24 parameters consequently are already at least collected or
processed 23, then the ASS can transfer 25 it as access selection

- information to the UE immediately. Otherwise, the ASS has to collect or

process 23 the requested parameters before it can transfer 25 it to the UE.
From the UE’s point of view these two situations differ only in how quick the
UE receives the requested access selection information from the ASS.

There are two major cases of access selection 26 in the context of the UE
requesting access selection information from the ASS 10. In one case the UE
14 requests 24 the access selection information from the ASS via anyone of
the access networks 13 that the UE is connected to. This for'instance'rélate '
to access selection 26 for handover of a connection or access selection 26
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for a new connection request from an application when the UE is already
connected. If the UE is connected to one or more access network(s) when
the access selection situation arises, it can use any one of the connected
accesses to send its request 24 for access selection information to the ASS.

The other case relates to access selection when the UE is not connected to
an access network, e.g. for access/cell selection in idle mode (also known as
access selection for “camping”) or access selection for a connection (socket)
request from an application when the terminal is disconnected/idle.

If the UE 14 is not connected to an access network 13 when the access
selection situation arises, it has to connect to one of the available access
networks before requesting 24 the information from the ASS. Which one of
the available accesses to choose for this communication may be govermned
by default policies (with information retrieved through écanning as input data,
possibly enhanced with old, cached contextual data, such as application
usage history and additional information about the discovered access
networks). If the access selection 26 is only for idle mode (in the sense that
no IP configuration is required) then it may not be considered worthwhile to
connect to an access network (going through authentication and IP
configuration etc.) merely to be able to retrieve information from the ASS and
consequently it is an option to rely only on information that can be retrieved

through scanning or from within the terminal in such situations.

The notion of the ASS controlling the sending and/or forwarding 25 of
information may finally constitute in that the ASS (10) sends and/or forwards
the access selection information to the UE (14) after receiving an indication
from another network entity that the UE has connected to one of the available
access networks. The ASS consequently transfers access selection
information to the UE without a prior request, when it receives an indication
from another network entity, e.g. an AAA server that the UE has connected to
the communication network 27 (provided that the ASS has a means to
appropriately address the UE with this information transfer).
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Figure 3 shows a signalling diagram illustfating. the Access Selection
functionality according to the present invention. When the UE 14 is
disconnected D from the communication network 27, the ASS 10 checks 1
historical records, statistics etc. in order to control at least the collection or

5 processing of parametefs. The ASS funher requests 2 and receives 3
network-based information from the network based entity X 11 and receives
4 unsolicited network-based information from the netWork-based entity Y 12Y
12. The communication nodes X and Y may for instance be databases,
profile servers, Authentication/Authorization and Accounting (AAA) server,

10  Home Subscriber Server (HSS), Session Initiation Protocol (SIP) proxies,
Home Agents etc. '

When the UE 14 again connects C tov for instance access node 1 (AN (1)) 13

it sends 5 location information and a request for access selection information

to the ASS. The ASS 10 sends 6 back such information to the ASC 21 in the
15 UE. Then ASC in the UE then processes 7 the access selection information.

Depending on the outcome of the processing 7 by the UE, certain actions 8
are pérformed. As a possibility the UE connects 8A to access node 2 (AN(2))
13 and possibly disconnects 8B from AN(1) 13. '

It will also be appreciated by a person skilled in the art that various
20  modifications may be made to the above-described embodiments without

departing from the scope of the present invention.
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CLAIMS

1. A method for network access selection (26) in a communication network
(27) comprising an Access Selection Server (ASS) (10), at least one User
Equipment (UE) (14), an Access Selection Client (ASC) (21) being arranged
in the UE (14) and communication nodes (11,12),

the ASS (10) collecting (23) access selection parameters used for the
selection (26) of access network for the network access for the UE (14) in a

multi-access environment

the network access enabling a traffic bearer for a traffic flow between an

application in the UE (14) and a first node,

the ASS (10) forwarding (25) the access selection parameters and/or
processing (23) the access selection parameters and sending (25) the results

of the processed parameters to the UE,

the parameters forwarded or the results sent (25) by the ASS (10) being
access selection information based on which the ASC (21) performs (26)
activation of new network accesses and/or selection, modification,
deactivation or change of existing network accesses in order to enable the

traffic flow ,
characterized in that

the ASS (10) controls at least the collection or the processing (23) of the
access selection parameters, the collection or the processing (23) at least
being performed when the UE (14) is disconnected from the communication
network (27),

the parameters collected or processed (23) when the UE (14) is
disconnected from the communication network (27) are forwarded (25)
and/or the results of the processed parameters are sent as access selection
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information by the ASS (10) to the UE (14) when the UE (14) is again -
connected to the communication network (27).

2. Method according to claim 1 wherein the control by the ASS of at least the
collection or the processing (23) of parameters is based on contexfual :
information, historical records and/or statistics from the records for the
communication network (27) location of the UE (14). . |

3. Method according to claim 2 wherein an adaptive learning scheme being
located in the ASS (10) controls at least the collection or the processing (23)

of parameters.

4. Method according to any of the -claims 2 - 3 wherein if the time period
between the disconnecting and the following connecting exceeds a certain
period value, the control of at least the collection or the processing (23) of

parameters is at least based on:

_ contextual information on where in the communication network (27) the UE
(14) is most likely to appear when connecting to the communication network

(27), and

which access network or networks the UE can select from when
connecting to the communication network (27).

5. Method according to claim 4 wherein the statistics is based ih information
about the selectable access network or networks (13).

6. Method according to any of the claims 2 — 5 wherein the control of at least

‘the collection or the processing (23) of parameters is at least based on

movement patterns that reoccurs frequently, the patterns being movement

between communication network (27) locations.

7. Method according to any of the claims 2 - 6 wherein if the time 'period.
between the disconnecting and the following connecting is below a certain

period value the control of at least the collection or the processing (23) of
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parameters is at least based on the communication network (27) location

where it was last connected.

8. Method according to any of the claims 2 - 7 wherein the ASS (10) gets
information about the communication network (27) location of the UE (14)
explicitly, in which the UE (14) informs the ASS (10) of its communication

network (27) location whenever it arrives in a location.

9. Method according to any of the claims 2 - 7 wherein the ASS (10) gets
information about the communication network (27) location of the UE (14)
implicitly, in which the UE (14) contacts the ASS (10) for other purposes than
to inform about its communication network (27) location, during which contact
the UE (14) reveals its Internet Protocol address to the ASS (10).

10. Method according to any of the preceding claims wherein the access

selection information is not available through scanning from the UE (14).

11. Method according to any of the preceding claims wherein a Uniform
Resource Identifier (URI) of an access network'’s local network profile, is sent
by the UE (14) to the ASS (10) when being connected to the communication
network (27).

12. Method according to any of the preceding claims wherein the UE (14)
subscribes to certain events from the ASS (10), the ASS (10) continuously
monitoring the information sources that are relevant for the subscribed
events and when a criteria for a subscribed event is fulfiled the ASS (10)
sends a notification to the UE (14).

13. Method according to any of the preceding claims wherein the access
selection information is sent and/or forwarded (25) to the UE when requested
(24) by the UE .

14. Method according to any of the preceding claims wherein the UE (14)
requests (24) the access selection information from the ASS (10) via any of
the access networks (13) that the UE (14) is connected to.
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15. Method according to any of the preceding claims wherein the ASS (10)

sends and/or forwards the  access selection information after receiving an

- indication from another network entity that the UE has connected to one of

the available access networks.

16 Access Selection Server (ASS) (10) being adapted for network access
selection (26), the ASS (10) being arranged in a communication network (27)
further comprising at least one User Equipment (UE). (14), an Access
Selection Client (ASC) (21) being‘ arranged in the UE (14) and

.communication nodes (11,12),

the ASS (10) further is adapted to collect (23) access selection parameters

-used for the selection (26) of access network for the network access for the

UE (14) in a multi-access environment,

the network access enabling a traffic bearer for a traffic flow between an
application in the UE (14) and a first node,

the ASS (10) further is adapted to forward (25) the access selection
parameters and/or process (23) the access selection parameters and send
(25) the results of the processed parameters to the UE,

the parameters forwarded or the results sent (25) by the ASS (10) being
access selection information based on which the ASC (21) performs
activation (26) of new network accesses and/or selection, modification,
deactivation or change of existing network accesses in order to enable the

traffic flow,
characterized in that

the ASS (10) is further adapted to control at least the collection or the
processing (23) of the access selection parameters, '
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the ASS is further adapted to perform the collection or the processing (23)
at least when the UE is disconnected from the communication network (27),

the ASS (10) is further adapted to, when the UE (14) is again connected to
the communication network (27), forward (25) the parameters, collected or
processed (23) when the UE (14) is disconnected from the communication
network (27), and/or send the results of the processed parameters, as

access selection information to the UE (14).

17. The ASS (10) according to claim 16 wherein the ASS is adapted to
perform the control of at least the collection or the processing (23) of
parameters on the basis of contextual information, historical records and/or
statistics from the records for the communication network (27) location of the
UE (14).

18. The ASS (10) according to claim 17 wherein an adaptive leaming
scheme located in the ASS (10) is adapted to control at least the collection or
the processing (23) of parameters.

19. The ASS (10) according to any of the claims 17 - 18 wherein the ASS
(10) is adapted to get information about the communication network (27)
location of the UE (14) explicitly, in which the UE (14) informs the ASS (10) of

its cornmunication network (27) location whenever it arrives in a location.

20. The ASS (10) according to any of the claims 17 — 18 wherein the ASS
(10) is adapted to get information about the communication network (27)
location of the UE (14) implicitly, in which the UE (14) contacts the ASS (10)
for other purposes than to inform about its communication network (27)
location, during which contact the UE (14) reveals its Intemnet Protocol
address to the ASS (10).

21. The ASS (10) according to any of the claims 16 — 20 wherein the UE (14)
subscribes to certain events from the ASS (10), the ASS (10) is further
adapted to continuously monitor the information sources that are relevant for
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the subscribed events, and when a criteria for a subscribed event is fulfilled
the ASS (10) is further adapted to send a notification to the UE (14).

22. The ASS (10) according to any of the claims 16 - 21 wherein the ASS
(10) is further adapted to send and/or forward (25) the access selection

- information to the UE when requested (24) by the UE .

23. The ASS (10) according to any of the preceding claims wherein the ASS
(10) is further adapted to send and/or forward the access selection

information after receiving an indication from another network entity that the

- UE has connected to one of the available access networks.

24. A communication network (2‘7) for network access selection (26), the
communication network (27) comprising an Access Selection Server (ASS)
(10), at least one User Equipment (UE) (14), an Access Selection Client
(ASC) (21) being arrange‘d in the UE (14) and communication nodes ‘(1 1,12),

the ASS (10) is adapted to collect (23) access selection parameters used
for the selection (26) of access network for the network access for the UE
(14) in a multi-access environment,

the network access enabling a traffic bearer for a traffic flow between an
application in the UE (14) and a first node,

the ASS (10) is further adapted to forward (25) the access selection
parameters and/or process (23) the access selection parameters and send
(25) the resuilts of the processed parameters to the UE (14),

the parameters forwarded (25) or the results sent (25) by the ASS being
access selection information based on which the ASC (21) is adapted to
perform (26) activation of new network accesses and/or selection,
modification, deactivation or change of existing network accesses in order to
enable the traffic flow, ' '

characterized in that
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the ASS (10) is further adapted to control at least the collection or the
processing (23) of the access selection parameters,

the ASS is further adapted to perform the collection or the processing (23)
at least when the UE (14) is disconnected from the communication network
5 (27),

the ASS is further adapted to, when the UE (14) is again connected to the
communication network (27), forward (25) the parameters collected or
processed (23) when the UE (14) is disconnected from the communication
network (27), and/or send the results of the processed parameters, as

10  access selection information to the UE (14).
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(57) Abstract: The context sensitive web services method enables a mobile phone or wireless device (100) to use context inference
techniques to sense the user’s environment and in response, to provide useful information to the user that is appropriate to the user’s

perceived environment. The method includes the steps of receiving sensor signals (122-134) characterizing a current environment

of the wireless device (100); processing the sensor signals with a context inference engine (142); outputting a current context result
from the processing by the context inference engine (142); and providing useful information to the user in response to the current
context result.

111



woO 02/093877 A1 M) A00 0000 O O

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

112



10

15

20

25

30

35

WO 02/093877 PCT/IB02/01550

CONTEXT SENSITIVE WEB SERVICES

This application cléims priority to U.S. Application Serial No. 09/857,628, filed
May 15, 2001, entitled, “Context Sensitive Web Services, which is incorporated herein by

reference.

BACKGROUND OF THE INVENTION

Field of the Invention:

The invention disclosed broadly relates to methods for providing Internet services
and more particularly relates to improvements in mobile device accessing of Internet

services. -

Background Art:

Mobile phones and wireless personal digital assistants (PDAs) are able to access
the Internet using the Wireless Application Protocol (WAP). WAP-enabled wireless
devices can now access Internet applications such as headline news, exchange rates,
sports results, stock quotes, weather forecasts, multilingual phrase dictionaries, personal
online calendars, online travel and banking services, or download distinctive ringing
tones. Broadband wireless networks make it possible for WAP-enabled wireless devices
to exchange multimedia messages that combine conventional text with much richer
content types, such as photographs, images, voice clips, and video clips. WAP-enabled
wireless devices can be used to pay bills online using the wireless device as a virtual
wallet. WAP-enabled wireless devices can deliver useful and informative advertising and
transaction services from online merchants. WAP-enabled wireless devices now also
provide entertainment services, such as interactive adventure games, quizzes, and chess
tournaments.

What is needed is the ability of a mobile phone or wireless PDA to use context
inference techniques to sense the mobile user’s environment and in response, to provide
useful information to the user that is appropriate to the user's perceived environment. It
would be even more useful to offload some of the computationally intensive computing
necessary in context inference techniques, from the mobile user's wireless device to a
server and to web sites on the Internet. It would be beneficial to maintain a personal

1
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profile of the mobile user's personal preferences in an online server or web site. It would
be important to provide the mobile user with the ability to control any access to the user's

profile by the online server or web site.

SUMMARY OF THE INVENTION:

The context sensitive web services invention enables a mobile phone or wireless
PDA to use context inference techniques to sense the user’s environment and in response,
to provide useful information to the user that is appropriate to the user's perceived

environment.

One aspect of the invention is a method to enable a wireless device to provide
useful information to its user that is appropriate to the device's current environment. The
method includes the steps of receiving sensor signals characterizing a current environment
of the wireless device; processing the sensor signals with a context inference engine;
outputting a current context result from the processing by context inference engine; and
providing useful information to the user in response to the current context result. The
processing of the sensor signals with a context inference engine is embodied as
programmed instructions executed within the user's wireless device. In another aspect of
the invention, the processing of the sensor signals with a context inference engine is
embodied as programmed instructions executed within a separate network server in
response to signals from the user's wireless device. The server can access files from a web
server, for selective forwarding to the user's wireless device. A personal profile of the user
can be maintained by the server.

A further aspect of the invention provides user control of access by application
programs to the user's private data. This can also include providing user control of access
by application programs to the user's private data in the server. Still further, this can also
include providing user control of access by application programs in a web server, to the
user's private data.

Another aspect of the invention is providing the current context result to an
application program in response to the user control and receiving the useful information
from the application program. The invention enables the user to grant access permission
to the application program to access the current context result. This can be performed in

2
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the user's wireless device or in the network server. The network server can carry out the
control of access by application programs in web servers, in response to a user privacy

profile received from the user's wireless device.

DESCRIPTION OF THE FIGURES:

Figure 1 is a network diagram of the invention, showing an example relationship
between the user's Wireless Application Protocol (WAP)-enabled portable wireless
device, the WAP protocol gateway to the Internet, the network server, the Universal
Description, Discovery and Integration (UDDI) registry, and a plurality of web sites.

Figure 1A shows the user's wireless device with the UPDATE PRIVACY
FEATURES: sub-menu of the Context Sensitive Services menu, enabling the user to
UPDATE YOUR PRIVACY PROFILE or UPDATE YOUR PERSONAL DATA.

Figure 1B shows the user's wireless device with the UPDATE PRIVACY
FEATURES: sub-menu of the Context Sensitive Services menu, enabling the user to
AUTHENTICATE A PROGRAM and REGISTER A PROGRAM.

Figures 1C and 1D show the user's wireless device with the RUN AN
APPLICATION sub-menu of the Context Sensitive Services menu, enabling the user to
RUN AN APPLICATION.

Figure 2 is a functional block diagram of the wireless device 100, showing its
various components and programs.

Figure 2A is a functional block diagram of the wireless device 100, the server 140,
and the web server 160, and their interaction when exchanging a metadata vector 138 and
privacy control data 150.

Figure 3 is a network process flow diagram of the interaction of the wireless
device 100, network server 140, and web server 160 when carrying out the determination
of the current context of the wireless device 100.

Figure 4 is a functional block diagram of the network server 140, showing the
memory storing the application services software programs needed to perform the

operations of the invention.

DISCUSSION OF THE PREFERRED EMBODIMENT:
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The context sensitive web services invention enables a mobile phone or wireless
PDA to use context inference techniques to sense the user’s environment and in response,
to provide useful information to the user that is appropriate to the user's perceived
environment. The invention offloads some of the computationally intensive computing
necessary in context inference techniques, from the mobile user's wireless device to a
server and to web sites on the Internet. The context sensitive web services invention
maintains a personal profile of the mobile user's personal preferences in an online server
or web site. The mobile user is provided with the ability to control access by application
programs in the wireless device, to the user's private data. The context sensitive web
services invention provide the mobile user with the ability to control any access to the
user's profile by the online server or web site.

The mobile user's wireless device is equipped with a context inference engine for
providing and awareness of the mobile user's context to application programs, including
third party applications. Since the processing power and storage capacity is limited in
typical wireless devices, the computational load and storage requirements of the context
inference engine are distributed to a context inference server capable of processing the
context data. The invention enables the mobile user to control which application
programs in the wireless device are granted access to the user's private context
information. A privacy control block in the wireless device grants or revokes access by
applicatioﬁ programs to the private context information, based on the mobile user's
preferences stored in a privacy profile. The same privacy control and privacy profile is
extended to the context inference server, thereby enabling the extension of the user's
privacy control to any web server connected to the context inference server. The
invention thus enables building an infrastructure for context sensitive applications and
services within the wireless device and the server, while providing to the mobile user
control over the privacy user's context information.

The invention is applied to wireless telephones and wireless personal digital
assistants (PDAs) implementing the Wireless Application Protocol (WAP) standard.
Figure 1 is a network diagram of an embodiment of the invention, showing an example
relationship between the user's Wireless Application Protocol (WAP)-enabled portable
wireless device 100, a WAP protocol gateway 120, and the server 140. The user's WAP-

enabled portable wireless device 100 can be a wireless mobile phone, pager, two-way

4
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radio, smartphone, personal communicator, or the like. The user's WAP-enabled portable
wireless device 100 accesses a small file called a deck which is composed of several
smaller pages called cards which are small enough to fit into the display area of the
device's microbrowser 102. The small size of the microbrowser 102 and the small file
sizes accommodate the low memory constraints of the portable wireless device 100 and
the low-bandwidth constraints of a wireless network 116. The cards are written in the
Wireless Markup Language (WML) which is specifically devised for small screens and
one-hand navigation without a keyboard. The WML language is scaleable from two-line
text displays on the microbrowser 102 of a cellular telephone, up through large LCD
screens found on smart phones and personal communicators. The cards written in the
WML language can include programs written in WMLScript, which is similar to
JavaScript, but makes minimal demands on memory and CPU power of the device 100
because it does not contain many of the unnecessary functions found in other scripting
languages.

The Nokia WAP Client Version 2.0 is a software product containing the
components necessary to implement the WAP client 108 on the wireless device 100.
These components include a Wireless Markup Language (WML) Browser, WMLScript
engine, Push Subsystem, and Wireless Protocol Stack. The Nokia WAP Client is a
source-code product that can port and integrate into wireless devices such as mobile
phones and wireless PDAs. Application programs 106 stored in the wireless device 100
interact with the WAP Client 108 to implement a variety of communications applications.
Details of the Nokia WAP Client Version 2.0 can be found in the online paper: Nokia

WAP Client Version 2.0, Product Overview, Nokia Internet Communications, 2000,

www.nokia.com/corporate/wap.

The WAP Client 108 includes the Wireless Public Key infrastructure (PKI)
feature, providing the infrastructure and the procedures required for authentication and
digital signatures for servers and mobile clients. Wireless PKI is a certificate-based
system that utilizes public/private key pairs associated with each party involved in a
mobile transaction. Wireless Identity Module (WIM) is a security token feature of the
WAP Client 108, which includes security features, such as the public and private keys and
service certificates, needed for user authentication and digital signatures. Additionally, it

has the ability to perform cryptographic operations to encrypt and decrypt messages.

5
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The wireless device 100 of Figure 1 also has a plurality of sensors for sensing the
mobile user's ambient conditions. The sensors shown include POSITIONING SENSOR
122, TOUCH SENSOR 124, AUDIO SENSOR 125, COMPASS SENSOR 126,
AMBIENT LIGHT SENSOR 128, AMBIENT TEMPERATURE SENSOR 132, and
THREE-AXIS ACCELERATION SENSOR 134. The audio sensor 125 canbe a
microphone, for example, which can detect speech or environmental sounds. The
positioning sensor can be, for example, a GPS receiver integrated in the device. The
positioning sensor can also be, for example, a radio beacon triangulation sensor that
determines the location of the wireless device by means of a network of radio beacons,
base stations, or access points, as is described for example, in Nokia European patent EP
0 767 594 A2, entitled "Mobile Station Positioning System". These sensors provide
inputs which are sampled by the wireless device 100 to infer a current context, as will be
described below.

The WAP protocol gateway 120 links the Internet 130 and the wireless network
116. The WAP protocol gateway 120 includes the Wireless Public Key infrastructure
(PKI) feature to help provide a secure Internet connection to the wireless device 100. The
WAP protocol gateway 120 enables the WAP-enabled wireless device 100 to access
Internet applications such as headline news, exchange rates, sports results, stock quotes,
online travel and banking services, or to download distinctive ringing tones.

The user's WAP-enabled portable wireless device 100 communicates with the
radio tower 114 and can exchange messages for distances up to several kilometers. The
types of wireless networks 116 supported by the WAP standard include Cellular Digital
Packet Data (CDPD), Code-Division Multiple Access (CDMA), Global System for
Mobile Communications (GSM), Time Division Multiple Access (TDMA), GPRS, 3G-
Broadband, and the like.

The overall process of communication between the user's WAP-enabled wireless
device (the client) 100, through the WAP protocol gateway 120, to the server 140
resembles the way Web pages are served on the Internet using the HyperText Transfer
Protocol (HTTP) or World Wide Web protocol:

[1] The user presses a phone key on the user's device 100 related to the Uniform

Resource Locator (URL) of the server 140.
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[2] The user's device 100 sends the URL, via the radio tower 114 and the wireless
network 116, to the gateway 120 using WAP protocols.

[3] The gateway 120 translates the WAP request into an HTTP request and sends
it over the Internet 130 to the server 140, via Transmission Control Protocol/ Internet
Protocol (TCP/IP) interfaces.

[4] The server 140 handles the request just like any other HTTP request received
over the Internet. The server 140 either returns a WML deck or a HyperText Markup
Language (HTML) page back to the gateway 120 using standard server programs written,
for example in Common Gateway Interface (CGI) programs, Java servlets, or the like.

[5] The gateway 120 receives the response from the server 140 on behalf of the
user's device 100. If the response is an HTML page, it gets transcoded into WML if
necessary. Then the WML and WMLScript coding is encoded into a byte code that is
then sent to the user's device 100.

[6] The user's device 100 receives the response in the WML byte code and
displays the first card in the deck on the microbrowser 102 to the user.

In Figure 1, the protocol gateway 120 includes a WAP protocol stack organized
into five different layers. An application layer is the wireless application environment,
which executes portable applications and services. A session layer is the wireless session
protocol, which supplies methods for the organized exchange of content between
client/server applications. A transaction layer is the wireless transaction protocol, which
provides methods for performing reliable transactions. A security layer is the wireless
transport layer security, which provides authentication, privacy, and secure connections
between applications. The transport layer is the wireless datagram protocol, which
shelters the upper layers from the unique requirements of the diverse wireless network
protocols, such as CDPD, CDMA, GSM, etc. Additional information about the WAP
standard and the WAP protocol stack can be found in the book by Charles Arehart, et al.
entitled, "Professional WAP", published by Wrox Press Ltd., 2000 ISBN 1-861004-04-
1).

In Figure 1, the user's portable wireless device 100 includes the microbrowser 102
displays the Context Sensitive Services menu, to enable the user to navigate through the

cards being displayed and to select options that are programmed by the application
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programs 106. The user's device 100 also includes the WAP client program 108 which
has been previously discussed.

The Context Sensitive Services menu displayed by the microbrowser 102 in
Figure 1 is rendered by the WAP client program 108 under the control of the application
programs 106, which are shown in Figures 2 and 2A. The user can select the session type
with Context Sensitive Services menu, either [A] UPDATE PRIVACY FEATURES or
[B] RUN AN APPLICATION. If the UPDATE PRIVACY FEATURES session type is
selected by the user, the Context Sensitive Services menu of Figure 1 then presents to the
user the UPDATE PRIVACY FEATURES sub-menu from which the user can select the

following options:

[A] UPDATE PRIVACY FEATURES:
[1] UPDATE YOUR PRIVACY PROFILE
[2] UPDATE YOUR PERSONAL DATA
[3] AUTHENTICATE A PROGRAM

Option [1] of UPDATE YOUR PRIVACY PROFILE, leads to a second sub-menu

shown in Figure 1A, which has the following options:

[1] UPDATE YOUR PRIVACY PROFILE
[a] Add a local program to permissions list
[b] Remove a local program from list
[c] Add a server program to permissions list
[d] Remove a server program from list
[e] Add a network program to permissions list
[f ] Remove a network program from list.

Option [2] of UPDATE YOUR PERSONAL DATA, leads to a another sub-menu

shown in Figure 1A, which has the following options:

[2] UPDATE YOUR PERSONAL DATA
[a] Update server database
[b] Update network database.
Option [3] of AUTHENTICATE A PROGRAM, leads to a another sub-menu

shown in Figure 1B, which has the following options:

[3] AUTHENTICATE A PROGRAM
[a] Request program's public key certificate
[b] Verify certificate signatures

8
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[c] Verify validity time

[d] Verify revocation status

[e] Check if certificate authority on trust list
[f ] Flag program as authenticated.

The AUTHENTICATE A PROGRAM option calls the privacy control 150 of the
wireless device 100 in Figure 2. If an application program A, B, X, or Y has been verified
for its acceptability by a trusted authority, then the trusted authority will have issued a
digital certificate on a message authentication code (MAC) it has computed for the
application program, which can be checked by the privacy control 150. As long as the
privacy control 150 trusts the trusted authority issuing the digital certificate,
authentication of the application program is straight forward.

Once the mobile user has verified the program's digital certificate and is satisfied
that the application program will not subvert the integrity or security of the user's private
data, the user can register the program. Registration is the granting by the user of access
permission to the program, to access the current context of the user's wireless device
and/or to access other portions of the user's private data. There are several levels of
permission that can be granted by the user in two categories, [a] when can the accesses
take place and [b] what data can be accessed.

Option [4] of REGISTER A PROGRAM, leads to a another sub-menu shown in
Figure 1B, which has the following options:

[4] REGISTER A PROGRAM
[a] When can the accesses take place
[b] What data can be accessed
For the first category of [a] when can the accesses take place, the highest level of

permission in this category is that access can occur anytime and without notice. The
lowest level of permission in this category is that access can only occur at specified times
or under specified conditions, and only after notice to the user and specific authorization
by the user. For the second category of [b] what data can be accessed, the highest level of
permission in this category is to access unlimited datasets in the user's private data,
including current context information, personal data entered by the user, the user's Internet
usage history data, the user's Internet cookie data, and the user's application program

usage data. The lowest level of permission in this category is that access of any data can
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only occur after notice to the user and specific authorization by the user. The user can
configure any levels of permission in between the highest and lowest and make that the
basis for the registration. The user can include the terms of registration in a digital
certificate signed by the user and appended to the application program. This registration
certificate can be presented by the program to the privacy control 150 prior to a proposed
access event, the privacy control 150 to automatically verify the registration status of the

program. The registration certificate can be constructed as follows.

The privacy control 150 can compute a message authentication code (MAC) and
its own digital signature and append it as a certificate to an acceptable application
program A, B, X, or Y. The privacy control 150 can include the terms of registration in
the digital certificate. Then when the program requests access to the user's private data,
the privacy control 150 can automatically check the MAC and its own digital signature to
verify that the program has not been changed and the privacy control 150 can also
automatically verify the registration status of the program. This is achieved by the privacy
control 150 computing a hash value for the entire application program A, B, X, or Y (or
some portion of it) and the terms of registration, and then forming a message
authentication code (MAC) from the hash value. The privacy control 150 then uses its
PKI private key to digitally sign the message authentication code (MAC). The terms of
the registration, the MAC and the privacy control's digital signature are appended to the

application program A, B, X, or Y as a registration certificate.

Then, whenever the application program A, B, X, or Y requests access to the
user's context data or private data, the privacy control 150 will require the application
program to present the registration certificate so that the privacy control 150 can check
that the presented MAC compares with a computed MAC and that the presented digital
signature is genuine. The privacy control 150 can then automatically grant access

permission to the application program, in accordance with the terms of the registration.

Methods to generate and evaluate message authentication codes to insure the
integrity of data are described in the book by Stephen Thomas entitled "SSL and TLS",
published by John Wiley and Sons, 2000. Two example algorithms for message
authentication are RSA's Message Digest (MD5) and the Secure Hash Algorithm (SHA),

10
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both of which are described in the book by Stephen Thomas. Another reference that goes
into greater detail in its discussion of data integrity methods is the book by Bruce
Schneier entitled "Applied Cryptography - 2nd Edition" published by John Wiley and
Sons, 1996. Methods to generate and evaluate digital signatures to insure the source of the
digital program are described in the book by Richard E. Smith entitled "Internet
Cryptography", published by Addison Wesley, 1997.

What has been described here for the privacy control 150 in the wireless device
100, is equally applicable to the privacy control 164 in the network server 140 of Figure
2A. The privacy control 164 in the network server 140 can compute the message
authentication code (MAC) and its own digital signature and append it, with the terms of
the registration, as a registration certificate to an acceptable application program in the
web server 160. Privacy control 164 has a cached copy 144 of the Privacy Profile 152 of
the wireless device 100. This enables automatically processing the privacy check in the
network Server 140 for access requests from web server 160. When the application
program in the web server 160 requests access to the user's private data in the network
server 140 or in the wireless device 100, the privacy control 164 in the network server 140
will require the application program in the web server 160 to present the registration
certificate so that it can check the MAC and its own digital signature to verify that the
application program has not been changed. The privacy control 164 can then
automatically grant access permission to the application program in the web server 160, in

accordance with the terms of the registration.

If the [B] RUN AN APPLICATION session type is selected by the user, the
Context Sensitive Services menu of Figure 1C then presents to the user the RUN AN

APPLICATION sub-menu from which the user can select the following options:

[1] MESSAGING
[a] exchange multimedia messages

[2] MOBILE COMMERCE
[a] personal online calendar
[b] exchange rates
[c] banking services
[d] pay bills online using virtual wallet
[e] useful and informative advertising
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[f] online merchant transaction services

The Context Sensitive Services menu of Figure 1D presents to the user the RUN

AN APPLICATION sub-menu from which the user can select the following options:

[3] ENTERTAINMENT
[a] headline news
[b] sports results
[c] stock quotes
[d] weather forecasts
[e] multilingual phrase dictionaries
[f] online travel
[g] download distinctive ringing tones
[h] interactive games
The RUN AN APPLICATION option calls one of the application programs A, B,

X, or Y of the wireless device 100 in Figure 2.

Figure 2 is a functional block diagram of the wireless device 100, showing its
various components and programs. The wireless device 100 has context sensitive
applications A, B, X, and Y, either downloaded, or in firmware. The wireless device 100
does not need to utilize external functionality in the network for the initial sampling and
digitization of the sensor inputs. The sampled and digitized values of the sensor inputs
are POSITIONING METADATA 122', TOUCH METADATA 124', AUDIO
METADATA 125', COMPASS METADATA 126', AMBIENT LIGHT METADATA
128', AMBIENT TEMPERATURE METADATA 132', and THREE-AXIS
ACCELERATION METADATA 134'. The sampled and digitized values of the sensor

inputs are loaded into a metadata vector 138.

Figure 2 shows the memory 202 of the wireless device 100, connected by the bus
204 to the keypad 104, the radio 206, the sensor interface 208, the central processor 210,
and the display 212. The memory 202 stores programs which are sequences of executable
instructions which, when executed by the processor 210, carry out the methods of the
invention. The memory 202 stores the WAP client program 108, the context inference
engine 136, the privacy control 150, the privacy profile 152, the context aware API 154,
the motion/gesture API 156, the location API 158, and other APIs 162. The context

inference engine 136 processes the metadata vector 138 to produce the current context.
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Application programs 106 stored in the memory 202 include the application programs A
and B which are part of the software system SS1, and the application programs X and Y

which are contained in the execution environment "Exec. Env."

If sufficient computational power and storage capacity are available in the wireless
device 100, further processing of the metadata vector 138 can take place in the context
inference engine 136, toward the objective of producing the result of an inferred current
context. However, if at some point in the computation, the context inference engine 136
needs the processing power or storage capacity available at the network server 140, the
metadata vector 138 is sent from the wireless device 100 to the context inference engine
142 in the network server 140 of Figure 2A. The context inference engine 142 in the
network server 140 can perform the required processing on the metadata vector 138 and
then return it to the context inference engine 136 in the wireless device 100 for
completion of the an inferred current context result. Alternately, the context inference
engine 142 in the network server 140 can complete the required processing and then

return the resultant inferred current context to the wireless device 100.

Figure 2 shows the architecture of a wireless device with support for context
awareness. The context awareness is built on top of sensory information received from
various types of sensors physically located in the handset shown in Figure 1. The sensors
shown include POSITIONING SENSOR 122, TOUCH SENSOR 124, AUDIO SENSOR
125, COMPASS SENSOR 126, AMBIENT LIGHT SENSOR 128, AMBIENT
TEMPERATURE SENSOR 132, and THREE-AXIS ACCELERATION SENSOR 134.
The sensors can also be located in accessory-like phone covers or in a wireless accessory
such as a Bluetooth enabled device. The sensors may also be located in the environment
such as in the user's rooms or vehicles. Also the time duration of use of a phone and other

available information can be used along with sensor data in context awareness services.

Figure 2 shows sensor data received from the sensors 122, 124, 125, 126, 128,
132, and 134 is processed by Context Inference Engine 136. The application programs A,
B, X, or Y running in the wireless device 100, may optionally provide application data to
the context inference engine 136, along with their request for current context. The context

inference engine 136 can optionally process the sensor signals and the application data to
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produce the current context. The context inference engine 136 then feeds the current
context through various APIs 154, 156, 158, and 162 to application programs A, B, X,
and Y. The application programs may register themselves at the Application
Programming Interface 154 to receive current context or changes in the context. This

enables context sensitivity in the application programs.

Figure 2 shows "native" application programs A and B which are executed in a
first software system SS1 of the wireless device 100. The term "Software System" is used
here for any environment with execution capability. This first software system may be
proprietary or based on a commercially available real-time operating system, such as
NOS, ISA, EPOC, JAVA, or WAP. Third party application programs X and are executed
within an execution environment. This execution environment may limit the system
capabilities available for the application programs, such as access to APIs (fixed, not

dynamic behavior).

Figure 2 shows the mobile user's privacy control feature. The privacy control
feature enables the user to designate which application programs are granted access to the
context awareness APIs 154 to utilize the current context information produced by the
context inference engine 136. All requests or registrations by application programs A, B,
X, and Y to have access to the Context Inference Engine 136, must first go through the
Privacy Control block 150. Privacy Control block 150 uses the user's security data check
stored in the Privacy Profile 152 to grant access rights to the requesting application
programs. The user controls the granting of access rights by means of the user's security
data input by the user through the user interface. The user's security data includes
permissions list 155, Public Key Infrastructure (PKI) certificates 157, PKI trusted
authority trust list 159, and flags set by the user for those application programs that have
been authenticated by the PKI procedures, data set 161. The user can update the user's
security data with the UPDATE PRIVACY FEATURES menu displayed by the wireless
device 100 shown in Figures 1A and 1B. Access might be granted to an application
program based on its digital signature, which is a part of the system applications, or other
means known in the art. It is also possible to provide a separate system-wide Privacy User
Interface to the privacy control 150, which can be employed by the mobile user to set the
privacy policies and to alert the mobile user that an application program is attempting to
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register to receive the user's private context awareness information. The privacy control
150 and Privacy Profile 152 enable the mobile user to grant, deny, or revoke access, to
grant access for a limited time, or to require an application program to always request

registration before the user grants access.

In Figure 2, the Context Inference Engine 136 in the wireless device 100 makes
inferences from all the sensor inputs based on where the wireless device is located by the
mobile user. For instance the inferred current context of the device 100 may be "IN THE
USER'S POCKET", when a certain set of sensors input a specific combination of signals
having a specific value range. As an example, the resulting inference of the current
context by the Context Interference Engine 136 could be expressed in XML language
format as follows: '

<Context Inference Engine in Device>

<device placement> pocket </ device placement>

<User Interface state> sleep mode </User Interface state>

< device location> in elevator 5 building 1 floor 2</ device location>

<API active actions> meeting starting on floor 3 room 322 </API active actions>
</Context Inference Engine in Device >

The Context Inference Engine 136 in the wireless device 100 can perform the
context inference process with any of several methods. Different input information from
the sensors can be weighted according to their relative value of importance appropriate for
each environment condition or situation to be analyzed. Each sensor has it’s own weight
value. Alternatively, the weight values for each sensor for each environment condition
can be learned from training sessions using, for example artificial neural networks
(ANN5), self-organizing maps (SOMs), decision trees, fuzzy rule-based systems, or
model-based systems such as Hidden Markov Modeling (HMM). Combinations of two or

more of the alternate methods can be used, depending on the application.

The Context Inference Engine 136 can continuously adapt its weights through
adaptive and continuous learning methods, where the user teaches the wireless device 100

new environment conditions and names them. Hidden Markov Modeling (HMM) can be
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used, for example, to implement an adaptive and continuous learning method for the
Context Inference Engine 136. Alternately, the wireless device 100 can be programmed
to spontaneously recognize a changed scene by comparing it with known scenes. The user
can teach the wireless device new environmental conditions and name them, using the
adaptive and automatic learning capability of neural networks. Adaptive and continuous
learning methods are computationally intensive and are appropriate candidates to place on

the network server 140, which assists the wireless device 100, as discussed below.

The field of context inference has applied the principles of automated pattern
recognition to processing diverse types sensor inputs. Speech recognition has been
applied to processing speech signals and handwriting recognition has been applied to
processing hand force and accelerometer signals. In the field of robotics, image
recognition has been applied to processing digitized still and motion images, mechanical
location recognition has been applied to processing laser and sonar range finder signals,
and mechanical motion recognition to has been applied to processing inertial,
acceleration, and heading signals. In the field of prosthetic devices, touch recognition has
been applied to processing tactile sensor signals. In the field of medicine, automated
diagnostic programs recognize various pathologies by processing bioelectric field signals,
as well as the more traditional pulse, respiration rate, and body temperature signals.
These diverse sensor signal recognition processes have the common feature that an initial
training stage is conducted where sampled signals are equated with a statistical model for

those signals.

The principles of automated pattern recognition for these diverse sensor inputs are
exemplified by the techniques for recognizing speech patterns. A common technique
used in speech recognition is Hidden Markov Modeling (HMM). The term "Hidden"
refers to the probabilistic and not directly observable events which underlie a speech
signal. HMM speech recognition systems typically use realizations of phonemes which
are statistical models of phonetic segments having parameters that are estimated from a
set of training examples. Models of words are made by chaining or linking appropriate
statistical models of phonetic segments. The statistical models serve as standards which

are to be matched with the unknown voice signals to be recognized.
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Recognition of unknown voice signals requires sampling and digitizing the
speaker's spoken phonemes. These digitized phonemes are then processed into metadata.
The metadata is then compared with the standard statistical models of phonemes. The

most likely matches are then the inferred speech recognition result.

Recognition consists of finding the most likely path through the set of word
models for the input speech signal. HMM speech recognition decoding systems first need
to be trained through an iterative process. The system must be exposed to training
examples or words of a particular speaker's voice. A training word is analyzed to generate
a framed sequence of acoustic parameters or statistical models. A valid or "good"
recognition occurs when the most likely path through the set of word models for the

training word results in recognizing the correct training word.

Some useful references discussing the principles of Hidden Markov Models are:

Rabiner, L. R., "A tutorial on hidden Markov models and selected applications in
speech recognition", Proceedings of the IEEE, volume 77, number 2, 1989, pages 257-
286.

Rabiner, L. R. and Juang, B. H., "An introduction to hidden Markov models",
IEEE ASSP Magazine, January 1986, pages 4-15.

Fraser, Andrew M. and Dimitriadis, Alexis, "Forecasting Probability Densities by

Using Hidden Markov Models with Mixed States", Time Series Prediction: Forecasting

the Future and Understanding the Past, Addison-Wesley, editor Weigend, Andreas S. and
Gershenfeld, Neil A., 1994.

Charniak, Eugene, Statistical Language Learning, MIT Press, Cambridge,
Massachusetts, 1993.

To illustrate how Hidden Markov Modeling (HMM) can be extended beyond
speech recognition, an example is given here for touch recognition. In the training stage
for touch recognition, tactile sensor signals are input from touching a tactile transducer to
a rough texture, such as for example sandpaper. The tactile sensor signals are
transformed into a statistical model of the input signal. The statistical model is stored as a
standard in a computer memory under the handle “rough_texture”. To expand the range

of sensor signals that are included in the model for “rough_texture”, several training
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sessions can be conducted, each with a different direction or pressure for touching the
sandpaper, resulting in several different samples of the statistical model. The set of
samples of the statistical model are stored as a standard under the handle “rough_texture”.
Other training sessions are conducted with a smooth texture, such as glass. The tactile
sensor signals input from touching the tactile transducer to the smooth texture are
transformed into a statistical model of the input signal and stored as a standard under the
handle “smooth_texture”. Later, in the recognition mode, an unknown object is touched
by the tactile transducer resulting in a sample tactile sensor signal. Recognition of
unknown touch signals requires sampling and digitizing the touch transducer's signals.
These digitized sensor signals are then processed into metadata. The metadata is then
compared with the standard statistical models of “rough_texture” and “smooth_texture”.

The most likely match is then the inferred touch recognition result.

Combinations of two or more types of sensors can have their signals combined
into an input metadata vector that characterizes a composite sampling event. The
composite sampling event can be recognized using the principles of Hidden Markov
Modeling (HMM). An example composite sampling event can be the state of the health
and fatigue of the user of a wireless device 100. For example, a wireless device 100 can
be equipped with a tactile transducer which outputs tactile sensor signals in response to
the hand force and pulse rate of the user who is gripping the wireless device 100. The
wireless device 100 can be equipped with a temperature sensor which outputs body
temperature signals in response to the user gripping the wireless device 100. Hidden
Markov Modeling (HMM) can be used to recognize a force/temperature input metadata
vector that characterizes the combination of the hand force and the temperature sensor
signals resulting from a sampling event. A composite sampling event in this example can
have an extended duration so that the force sensor can transduce the pulse rate of the user

over a period of time.

In the training stage, the tactile sensor signals and the force sensor signals are
output while the user is in a condition of good health and resting normally. The tactile
sensor signals and the force sensor signals are combined into a force/temperature input
metadata vector which is transformed into a statistical model of the input signals. The
statistical model is stored as a standard in the computer memory of the wireless device
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100 under the handle “good_health_ resting_normally”. Other training sessions are
conducted with the user in different states of health and fatigue. For example, the user
may be training the wireless device 100 while working late at night at the office. The
tactile sensor signals and the force sensor signals resulting from holding the wireless
device 100, are combined into a force/temperature input metadata vector for the user in
the condition of being in good health but fatigued. The force/temperature input metadata
vector is transformed into a statistical model of the input signals and stored as a standard

under the handle “good_health_ fatigued”.

Later, in the recognition mode, as the user holds the wireless device 100, the
tactile sensor signals and the force sensor signals are sampled. The Health/Fatigue_State
recognition consists of sampling and digitizing the touch transducer's signals. These
digitized sensor signals are then processed into a metadata vector. The metadata vector is
then compared with the standard statistical models of handle “good_health_
resting_normally” and “good_health_ fatigued”. The most likely match is then the

inferred touch recognition result.

In accordance with the invention, this recognition result can be used by a health
maintenaﬁce application program in the wireless device 100, to provide useful and
appropriate information to the user. For example, a health maintenance program can
process the recognition result, and in response, signal an alarm to the user and provide
suggestions for medications to palliate the sensed fatigue. One problem with automatic
recognition programs is that they are either relatively large or they call databases that are

relatively 1arge in comparison to the memory capacity of the wireless device 100.

Another aspect of the invention is the recognition result can be used by a
supplementary application program in a remote server, to provide additional and more
detailed useful and appropriate information to the user. For example, the server can
access a large database of suggestions for medications to palliate the sensed fatigue of the
user. The results of the search of the database can be returned to the wireless device 100.
The server can also maintain a personal profile of the user's characteristics and
preferences and it can use that profile in automatically formulate its query to the database.

For example, the user’s drug allergies can be stored in the server’s database, to insure that

19

131



10

15

20

25

30

WO 02/093877 PCT/IB02/01550

recommendations are not made that will result in an allergic reaction by the user to the

suggested medication.

Figure 2A is a functional block diagram of the wireless device 100, the server 140,
and the web server 160, and their interaction when exchanging the metadata vector 138
and the privacy control data 150'. These exchanges are bulk encrypted with a symmetric
session key, such as a Data Encryption Standard (DES) key, to protect the privacy of the
data. To insure the integrity of the metadata vector 138 and the privacy control data 150',
a message authentication code (MAC) can be computed and appended to the data, as
described in the above referenced book by Stephen Thomas entitled "SSL and TLS",
published by John Wiley and Sons, 2000. To insure that the source of the metadata
vector 138 and the privacy control data 150’ cannot be repudiated, a digital signature can
be appended to the data, as described in the above referenced book by Richard E. Smith
entitled "Internet Cryptography", published by Addison Wesley, 1997.

Figure 2A shows the scope of the distributed context awareness implementation.
The wireless device 100 has context sensitive applications A, B, X, and Y either
downloaded or in firmware. The wireless device 100 may locally preprocess part of the
context information in the metadata vector 138 before sending it to the context inference
engine 142 in the network server 140 which is capable of processing the data and
responding back with the resulting current context. The wireless device 100 may run
application programs that require accessing the web service server 160 to provide context

sensitive services to the mobile user.

Figure 2A shows how processing of sensor data from the sensors in the wireless
device 100, can be distributed between the wireless device and the network server 140.

The operation in Figure 2A is as follows:

1. The sensors continuously provide the sensor data to the Context Inference
Engine 136 in the wireless device 100.

2. An application program that utilizes the context awareness APIs 154 may
request the latest context information, or the application program may be registered to

receive any changes to specific context information.
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3. The Context Inference Engine 136 securely contacts the Context Inference
Engine 142 of the network server 140 and sends the metadata vector 138 to the server
140. Depending on the sensors and the implementation details, Context Inference Engine
136 may preprocess part of the sensor data in the metadata vector 138 prior to sending it.
Depending on the sensors and the interval for processing, there may be virtual connection
open between Context Inference Engine 136 and Context Inference Engine 142 for
frequent data exchanges. Context Inference Engine 142 at the network server 140, has the
processing power and memory capacity to handle computationally intensive and/or
memory intensive processing of the preprocessed sensor data in the metadata vector 138
to produce the current context result information.

4. Context Inference Engine 142 at the network server 140 may utilize local
user information (history information, customer details) stored in the user database 146
for making a more accurate determination of the mobile user's current context.

5. Context Inference Engine 142 at the network server 140 then securely
returns the current context awareness information to Context Inference Engine 136 in the
wireless device 100.

6. Context Inference Engine 136 in the wireless device 100 then provides the
current context awareness information through Context Awareness APIs 154 to the

application programs registered for to receive that information.

Figure 2A shows how Web Services in Web Service Server 160 are enabled to
receive current context results of the wireless device 100. Web Services Server 160 has a
software system for server application program A and an execution environment for
server application programs X and Y that are similar to the software system SS1 and
execution environment (Exec. Env.) in the wireless device 100 shown in Figure 2. Server
Application programs A, X, and Y in Web Service Server 160 may require access through
the Context Awareness APIs to provide Web Services with the current context of the

wireless device 100.

In Figure 2A, Web Service Server 160 uses the Context Inference Client 176 to
contact the Context Inference Server 174 in the network server 140. Context Inference
Client 176 may utilize customer database information in database 184 to enhance the
context sensitivity capabilities of the web server 160. The contact to the network server
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140 is done through a context awareness interface 186 to the Context Inference Server

174 in the network server 140.

Context Inference Server 174 registers the Web Services of the web server 160
through the privacy control 164 of the network server 140 to the Context Inference Engine
142. Privacy control 164 has a cached copy 144 of the Privacy Profile 152 of the wireless
device 100. This enables processing of the privacy check in the network Server 140 for
access requests from web server 160. The communication between web server 160 and
network server 140 is secured using the Internet secure protocols such as HTTPS or SSL.
The Context Inference Server 174 can publish its own service as a Web Service to other
Web Services on the Internet, in which case the implementation of the interface 186
between web server 160 and network server 140 can be Extensible Markup Language
(XML) messages carried in the Simple Object Access Protocol (SOAP) messaging

protocol.

The Context inference Engine 142 in the network server 140 will receive
processed sensor metadata vector 138 information and possibly some application API
information originated from the Context Inference Engine 136 of the wireless device 100.
The Context inference Engine 142 of the network server has user database 146
information of the behavior of the user and of the past usage of the wireless device. The
Context inference Engine 142 of the network server may also have third party services
available (such as instances offering content and/or services) to be offered to potential
users. What is offered to the user can also depend on the user profile 144. The nature of
the Context inference Engine 136 information of the wireless device 100 that is conveyed
to the Context inference Engine 142 of the network can be controlled with the privacy
control 150 that is managed by the user of the wireless device 100. The user may thus
fully or partly disable the Context inference Engine 142 of the network to control the
amount of his/her information that can be used by third party services. The privacy
control 150 enables the user to control access by anyone to his/her private information.

The Context inference Engine 136 of the wireless device receives an input from
the API interface 154 from the applications A, B, X, or Y located in the wireless device
100. An example would be from a calendar application program indicating that a meeting
is starting in 25 minutes time. As another example the calendar application program
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indicates that Lisa is having a birthday tomorrow into which you are participating. The
Context inference Engine 136 of the wireless device can convey processed result
information to the Context inference Engine 142 of the network server. Now in addition
to the sensor information, information from the application programs A, B, X, or Y can
also be used in the decision making of the Context inference Engine 136 of the wireless
device. A combination of the sensor information and information coming from the
application programs A, B, X, or Y can be processed by the Context inference Engine
136. The user's behavior or usage patterns can be detected from the sensor and recorded in
a the user database, concerning the usage of the application programs. As previously
discussed, the processing of this combined information from the sensors and from the
application programs can be shared between the Context inference Engine 136 and the
Context inference Engine 142. Either the application programs A, B, X, or Y running in
the wireless device 100 or the server application programs A, X and Y running in the web
server 160, may optionally provide application data to the context inference engine 142 in
the network server 140. The context inference engine 142 can optionally process the

metadata vector 138 and the application data to produce the current context.

The information transfer from the Context inference Engine 136 of the wireless
device to the Context inference Engine 142 of the network server can be done in
alternative ways. The system can be managed so that the current consumption and transfer
capacity between the wireless device 100 and the network server 140 is taken into
account. The context information does not always have to be collected so frequently that
it would have to be periodically transferred to the network side 140 every few seconds.
Depending on the application, the timing window applied to information transfer from the
Context inference Engine 136 of the wireless device 100 to the Context inference Engine
142 of the server 140 can vary from seconds to minutes. If there were no event change or
condition change in the environment of the wireless device 100, there would be no need
to transfer information to the Context inference Engine 142 of the server 140.
Additionally information can be temporarily stored in a buffer in the wireless device 100,
which can then transferred less frequently to the network Context inference Engine 142.
Packet based GPRS and UMTS can support the less frequent information transfer rates.

Also, it is advantageous to send the network Context inference Engine 142 information
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from the wireless device 100 as an attachment, immediately subsequent to other signaling
made to in the network direction from the wireless device 100, thus saving the radio
transmitter of the wireless device 100 from having to be switched on again for transferring

the Context inference Engine 136 information separately to the network server 140.

Returning to Figure 1, the relationship is shown between the network server 140,
the Universal Description, Discovery and Integration (UDDI) registry 170, and a plurality
of web site servers 160. UDDI is a defacto standard for an Internet-based registry. The
UDDI registry 170 enables the network server 140 to discover new web sites for services
and businesses on the Internet. Once such services and businesses are identified by the
UDDI registry 170 to the network server 140, then the server 140 must apply the mobile
user's cached privacy profile 144 in Figure 2A, in order to prevent unauthorized access of

the user's private data by application programs on the newly discovered web sites.

Figure 3 is a network process flow diagram of the interaction of the wireless
device 100 I the first column, network server 140 in the middle column, and web server
160 in the right column, when they carry out the determination of the current context of

the wireless device 100. The process begins with the wireless device 100 in step 302:

Step 302: PRIVACY CONTROL 150 IN WIRELESS DEVICE 100 SENDS
UPDATED PRIVACY PROFILE TO NETWORK SERVER 140.

Then the network server 140 continues with step 304

Step 304: NETWORK SERVER 140 UPDATES CACHED PRIVACY PROFILE
144.

The wireless device 100 continues with the following steps 306, 308, and 310:

Step 306: SENSORS CONTINUOUSLY PROVIDE SENSOR DATA TO
CONTEXT INFERENCE ENGINE 136 IN WIRELESS DEVICE 100.

Step 308: APPLICATION PROGRAM THAT USES CONTEXT AWARENESS
API 154 REQUESTS LATEST CONTEXT INFORMATION.

Step 310: CONTEXT INFERENCE ENGINE 136 CONTACTS CONTEXT
INFERENCE ENGINE 142 OF THE NETWORK SERVER 140 AND SENDS THE
METADATA VECTOR 138 TO SERVER 140.
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Then the network server 140 continues with steps 312 and 314:

Step 312: CONTEXT INFERENCE ENGINE 142 AT NETWORK SERVER 140
USES LOCAL USER INFORMATION STORED IN USER DATABASE 146 TO
MAKE A MORE ACCURATE DETERMINATION OF THE MOBILE USER'S
CURRENT CONTEXT.

Step 314: NETWORK SERVER 140 REQUESTS DATA FROM WEB SERVER
160. ‘

THE NETWORK SERVER'S ACCESS IS AUTHORIZED BY CACHED
PRIVACY PROFILE 144 IN NETWORK SERVER.

Then the web server 160 continues with step 316:

Step 316: WEB SERVER PROVIDES USER INFORMATION STORED IN
DATABASE 184 TO NETWORK SERVER 140.

Then the network server 140 continues with step 318:

Step 318: CONTEXT INFERENCE ENGINE 142 AT THE NETWORK
SERVER 140 THEN SECURELY RETURNS THE CURRENT CONTEXT
AWARENESS INFORMATION TO CONTEXT INFERENCE ENGINE 136 IN THE
WIRELESS DEVICE 100.

Then the wireless device 100 finishes with step 320:

Step 318: CONTEXT INFERENCE ENGINE 136 IN THE WIRELESS DEVICE
100 THEN PROVIDES THE CURRENT CONTEXT AWARENESS INFORMATION
THROUGH CONTEXT AWARENESS APIs 154 TO THE APPLICATION
PROGRAMS REGISTERED TO RECEIVE THAT INFORMATION.

Figure 4 is a functional block diagram of the network server 140, showing the
memory 402 storing the application services software programs needed to perform the
operations of the invention. The memory is connected by the bus 404 to the cache 144,
user database 146, TCP/IP network adapter 406, and central processor 410. The memory

402 stores programs which are sequences of executable instructions which, when

executed by the processor 410, carry out the methods of the invention.

Figure 4 is a functional block diagram of the network server, showing the memory
storing the application services software programs needed to perform the operations of an
embodiment of the invention. Figure 4 discloses the functional components of an
exemplary network server 140 arranged as an object model. The object model groups the
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object oriented software programs into components that perform the major functions and
applications in network server 140. The object model for memory 402 of network server
140 employs a three-tier architecture that includes presentation tier 415, infrastructure
objects partition 422, and business logic tier 414. The object model further divides
business logic tier 414 into two partitions, application objects partition 422 and data

objects partition 426.

Presentation tier 415 retains the programs that manage the device interfaces to
network server 140. In Figure 4, presentation tier 415 includes network interface 420. A
suitable implementation of presentation tier 415 may use Java servlets to interact with
WAP protocol gateway 120 via the hypertext transfer protocol ("HTTP"). The Java
servlets ran within a request/response server that manages the exchange of messages
between W AP protocol gateway 120 and network server 140. A Java servlet is a Java
program that runs within a Web server environment. A Java servlet takes a request as
input, parses the data, performs logic operations, and issues a response back to WAP
protocol gateway 120. The Java runtime platform pools the Java servlets to
simultaneously service many requests. Network interface 420 accepts request messages
from WAP protocol gateway 120 and passes the information in the request to visit object
428 for further processing. Visit object 428 passes the result of that processing to network
interface 420 for transmission back to the WAP protocol gateway 120. Network interface

420 may also use network adapter 406 to exchange data with another user device.

Infrastructure objects partition 422 retains the programs that perform
administrative and system functions on behalf of business logic tier 414. Infrastructure
objects partition 422 includes operating system 425, and an object oriented software
program component for database server interface 430, and system administrator interface

432.

Business logic tier 414 in Figure 4 includes multiple instances of visit object 428,
428, 428". A separate instance of visit object 428 exists for each network interface 420
session. Each visit object 428 is a stateful session object that includes a persistent storage
area from initiation through termination of the session, not just during a single interaction

or method call. The persistent storage area retains information associated with the session.
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When WAP protocol gateway 120 sends a metadata vector 138 message to
network server 140, the message is sent to network interface 420 to invoke a method that
creates visit object 428 and stores connection information as a state in visit object 428.
Visit object 428 may, in turn, invoke a method in context inference engine 142
application 440 to perform a context inference on the metadata vector and return a current

context result.

When WAP protocol gateway 120 sends a privacy control data 150" message to
network server 140, the message is sent to network interface 420 to invoke a method that
creates visit object 428 and stores connection information as a state in visit object 428.
Visit object 428 may, in turn, invoke a method in privacy control 164 application 442 to
update the cached privacy profile 144. The application 442, in turn make a method call to

privacy profile update application 448 to store the updated data 150' in the cache 144.

When WAP protocol gateway 120 sends a user data update message to network
server 140, the message is sent to network interface 420 to invoke a method that creates
visit object 428 and stores connection information as a state in visit object 428. Visit
object 428 may, in turn, invoke a method in user database application 446 to store the user

data in the database 146.

A description of server programming applications developed with Enterprise Java
Beans is provided in the book by Ed Roman entitled "Mastering Enterprise Java Beans",
published by John Wiley and Sons, 1999. A description of the use of an object model in
the design of server applications is provided in the book by Matthew Reynolds entitled
"Beginning E-Commerce", Wrox Press Inc, 2000, (ISBN: 1861003986). Java servlets and
the development of web site servers is described in the book by Duane K. Fields, et al.
entitled "Web Development with Fava Server Pages", published by Manning Publications
Co., 2000.

The resulting context sensitive web services invention enables a mobile phone or
wireless device 100 to use context inference techniques to sense the user’s environment

and in response, to provide useful information to the user that is appropriate to the user's
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perceived environment. The mobile user is provided with the ability to control access by

application programs anywhere in the network, to the user's private data.

Although a specific embodiment of the invention has been disclosed, it
will be understood by those having skill in the art that changes can be made to the specific

embodiment without departing from the spirit and the scope of the invention.
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CLAIMS
‘What is claimed is:

1. A method to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising:

receiving sensor signals characterizing a current environment of the wireless
device;

processing the sensor signals with a context inference engine,

outputting a current context result from the processing by context inference
engine; and

providing useful information to the user in response to the current context result.

2. The method of claim 1, wherein the processing of the sensor signals with a
context inference engine is embodied as programmed instructions executed within the
user's wireless device.

3. The method of claim 1, wherein the processing of the sensor signals with a
context inference engine is embodied as programmed instructions executed within a

separate network server in response to signals from the user's wireless device.

4. The method of claim 3, wherein the server accesses files from a web

server, for selective forwarding to the user's wireless device.

5. The method of claim 3, wherein the wireless device offloads a portion of

the processing of the sensor signals with a context inference engine to the server.

6. The method of claim 3, wherein a personal profile of the user is maintained

by the server.

7. The method of claim 1, which further comprises:

providing user control of access by application programs to the user's private data.
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8. The method of claim 3, which further comprises:
providing user control of access by application programs to the user's private data

in the server.

9. The method of claim 1, which further comprises:
providing user control of access by application programs in a web server, to the

user's private data.

10. The method of claim 1, which further comprises:
providing the current context result to an application program; and

receiving the useful information for the user from the application program.

11. The method of claim 1, which further comprises:

providing user control of access by an application program to the current context
result;

providing the current context result to the application program in response to the
user control; and

receiving the useful information from the application program.

12. The method of claim 11, which further comprises:

granting access permission to the application program to access the current context
result, based on the user's data stored in a privacy profile.

13. The method of claim 11, wherein providing user control of access is
embodied as programmed instructions executed within a separate network server in

response to signals from the user's wireless device.

14. The method of claim 13, wherein the server accesses files from a web

server, for selective forwarding to the user's wireless device.
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15. The method of claim 13, wherein the wireless device offloads a portion of

the processing of providing user control of access, to the server.

16. The method of claim 13, wherein a personal profile of the user is

maintained by the server.

17. The method of claim 16, which further comprises:
providing user control of access by application programs to the user's personal

profile.

18. The method of claim 13, which further comprises:
providing user control of access by application programs to the user's personal

profile in the server.

19. The method of claim 11, which further comprises:
providing user control of access by application programs in a web server, to the

user's private data.

20. The method of claim 19, which further comprises:
enabling context sensitive applications and services within the wireless device

while providing to the user control over the privacy user's current context result.

21. The method of claim 19, which further comprises:
enabling context sensitive applications and services within the network server

while providing to the user control over the privacy user's current context result.
22. An apparatus to enable a wireless device to provide useful information to
its user that is appropriate to the device's current environment, comprising:

a processor;

a memory coupled to the processor, programmed to perform the steps of:
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receiving sensor signals characterizing a current environment of the wireless
device;

processing the sensor signals with a context inference engine;

outputting a current context result from the processing by context inference
engine; and

providing useful information to the user in response to the current context result.

23. The apparatus of claim 22, wherein the processing of the sensor signals
with a context inference engine is embodied as programmed instructions executed within

the user's wireless device.

24. The apparatus of claim 22, wherein the processing of the sensor signals
with a context inference engine is embodied as programmed instructions executed within

a separate network server in response to signals from the user's wireless device.

25. The apparatus of claim 24, wherein the server accesses files from a web

server, for selective forwarding to the user's wireless device.

26. A wireless device to provide useful information to its user that is
appropriate to the device's current environment, comprising:

a sensor for providing sensor signals characterizing a current environment of the
wireless device;

a context inference engine coupled to the sensor, for processing the sensor signals;

said context inference engine providing a current context result from the
processing; and

an output device coupled to the context inference engine, for providing useful

information to the user in response to the current context result.

27. A wireless device to provide useful information to its user that is
appropriate to the device's current environment, comprising:
a privacy control for providing the user control of access by an application

program to the user's private data;
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a sensor for providing sensor signals characterizing a current environment of the
wireless device;

a context inference engine coupled to the sensor, for processing the sensor signals;

said context inference engine coupled to the privacy control, for providing a
current context result from the processing to the application program; and

an output device coupled to the privacy control, for providing useful information

to the user in response to the application program.

28. A system to provide useful information to the user of a wireless device that
is appropriate to the device's current environment, comprising:

a privacy control in a server for receiving a user privacy profile from the wireless
device and providing the user control of access by an application program to the user's
private data;

a sensor in the wireless device for providing sensor signals characterizing a current
environment of the wireless device;

a context inference engine in the server coupled to the wireless device, for
processing sensor information derived from the sensor signals;

said context inference engine coupled to the privacy control, for providing a
current context result from the processing to the application program; and

an output device in the server, coupled to the privacy control, for transmitting

useful information to the wireless device in response to the application program.

29. A method to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising;:

running a program that provides application data to the wireless device;

receiving sensor signals characterizing a current environment of the wireless
device;

processing the sensor signals and the application data with a context inference
engine;

outputting a current context result from the processing by context inference

engine; and
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providing useful information to the user in response to the current context result.

30. The method of claim 29, wherein the processing of the sensor signals with
a context inference engine is embodied as programmed instructions executed within the

user's wireless device.

31. The method of claim 30, wherein the step of running a program occurs in

the wireless device.

32. The method of claim 29, wherein the processing of the sensor signals with
a context inference engine is embodied as programmed instructions executed within a

separate network server in response to signals from the user's wireless device.

33. The method of claim 32, wherein the step of running a program occurs in a

web server coupled to the network server.

34. A system to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising:

a processor;

a memory coupled to the processor, programmed to perform the steps of:

running a program that provides application data to the wireless device;

receiving sensor signals characterizing a current environment of the wireless
device;

processing the sensor signals and the application data with a context inference
engine;

outputting a current context result from the processing by context inference
engine; and

providing useful information to the user in response to the current context result.

35. The system of claim 34, wherein the processing of the sensor signals and
the application data with a context inference engine is embodied as programmed

instructions executed within the user's wireless device.
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36. The system of claim 35, wherein the step of running a program occurs in

the wireless device.

37. The system of claim 34, wherein the processing of the sensor signals and
the application data with a context inference engine is embodied as programmed
instructions executed within a separate network server in response to signals from the

user's wireless device.

38. The system of claim 37, wherein the step of running a program occurs in a

web server coupled to the network server.

39. A method to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising:

receiving sensor signals characterizing a current environment of the wireless
device;

partially processing the sensor signals with a first context inference engine within
the user's wireless device;

sending the partially processed sensor signals to a second context inference engine
within a separate network server;

completing the processing the sensor signals with the second context inference
engine;

seriding a current context result from the second context inference engine to the
wireless device; and

providing useful information to the user in response to the current context result.
40. A system to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising:

a wireless device for receiving sensor signals characterizing a current environment

of the wireless device;
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a first context inference engine within the user's wireless device for partially
processing the sensor signals;

a second context inference engine within a separate network server for receiving
the partially processed sensor signals sent from the wireless device and completing the
processing the sensor signals;

said second context inference engine sending a current context result from the
second context inference engine to the wireless device; and

said wireless device providing useful information to the user in response to the

current context result.

41. A method to enable a wireless device to provide useful information to its
user that is appropriate to the device's current environment, comprising:

receiving sensor signals characterizing a current environment of the wireless
device;

partially processing the sensor signals with a first context inference engine within
the user's wireless device;

sending the partially processed sensor signals to a second context inference engine
within a separate network server;

completing the processing the sensor signals with the second context inference
engine;

forwarding a current context result from the network server to a second server; and

sending useful information from the second server to the user’s wireless device in

response to the current context result.

36

148



PCT/1IB02/01550

WO 02/093877

1/7

091
SALIS g9Mm

0Ll
AYLSIOTH
1aan

ovl 144!
Vivd ddsn| HHOVD

vl ANIDNH
JONTIHANI LXHILNOD

01 dFAYES TIOMLIN

0Z1 AVAMALVYD
T000L0dUd dVM

911
TIOMLAN
SSHTIIIM

0¢1
JANISLNI

148!

JIMOL \H\
o1avy

[ ‘DI

801 WVIDOYUd LNAI'TO dVM
901 SIWOd NOILVII'lddV

vE1 JOSNAS NOLLVIATAODV SIXV-H4dHL

CET JOSNAS TINLVIIdNAL INIIHNV

81 YOSNAS LHOI'T LNIIGNV

9C1 JOSNAS SSYdNOO

SZI YOSNAS OI1dNV | #T1 4OSNAS HONOL

TT1 JOSNAS ONINOILISOd

Y01 AVdATA

INVYD0Ud V ALVILLNAHLAY [¢]
V1vd TVNOSY¥dd ¥NO0A 91vadn [zl
ATH0¥Yd ADVARId ¥NOA dLvddn (1]
'STANLVAL ADVARId d1Lvddn
NOILLVOI'lddV NV NNY (4]
A0 STANLYAT ADVARId ALvadn [V]
‘AdAL NOISSAS LOF 1S

SHOIAYAS gdM JALLISNAS LXALNOD

01 JISMOodd

I 00T IDIAFA SSTTIAIM SISN

149



PCT/IB02/01550

WO 02/093877

2/7

dl ‘DI

VI DI

PE1 YOSNAS NOILVIATADIV SIXV-HIUHL

PE1 JOSNAS NOILVIHTIDOV SIXV-HHIHL

CE1 JOSNAS TAINLVIIdNAL LNAIINY

¢l JOSNAS TANLVIIdNGL INAINV

8¢1 JOSNAS LHOI'T LNAIdIV

8¢1 JOSNAS LHOIT INAIFIV

971 YOSNHIS SSYdINOD

9¢1 YOSNAS SSVANOD

¥Z1 OSNAS HONOL

vZ1 JOSNAS HONOL

¢C1 YOSNAS ONINOILISOd

¢TI YOSNAS ONINOILLISOd

OT AVdAdA

vO1 AVdATA

passa0oe 2q ued ejep 1eym [q]
ooe]d 9)e} S95S9008 Ay} UBD USYM [B]

INVYD0Yd V JALSIOTY [¥]

pareonuayine se weigoid Fep [ 3]

1S1] ISty UO ST AJIOYINE 9JBOIJINAI J1 }03y)) [9]

SNJB)S UOIIBO0AAI AJ110A [P]

own Aypijea AJuoA [0]

soInjeudIs 9Jeo1jIuR0 AJUoA [q]

91e01J1199 Aoy o11qnd swrei3oid isonboy] [e]
WV¥D0¥d V ALVOLLNIHLAY [€]

‘SHINLVHA ADVAId 41vddn

aseqeiep Yiomiau ajepdn [q]
aseqejep 10A19s ojepdn) [e]

V1Vd TYNOSYAd ¥NOA dLvadn [7]

151} wox weidoid yromau e 2r0wY [ ]

1511 suorssiuuiad 03 weiSoad yiomiou e ppy [9]
181] woy werSoid 19419 € 30wy [p]

1511 suorsstuuad 03 weiSoid 19A19s © ppy [o]
1511 woyy weidoid [eoo] & oAowY [q]

1511 suoissiuniad o3 weidoid [eoo] & ppy [e]

ATI0¥d ADVATId 4NOA dLvadn [1]

SHANLVHA ADVARMd 41vddn

201 49SModd

201 4dSModd

I 001 IDIAAA SSATAYIM S SN

I 001 DIAAA SSHTIIIM S HASN

150



PCT/1IB02/01550

WO 02/093877

3/7

ar ‘D14

Ol DI

ve1 JOSNAS NOILVIATIOIV SIXV-dHIHL

pE1 JOSNAS NOILVIdTIODV SIXV-HIJHL

CE1 YOSNAS TINLVIIdNAL LNAIHNV

CE1 JOSNAS HINLVIIdNAL LNJIFINY

8C1 JOSNAS LHOI'T LNAIFNY

8C1 YOSNHS LHOI'T LNJIdINV

9Z1 YOSNAS SSVAWOD

9Z1 YOSNHS SSYINOD

¥C1 JOSNAS HONOL

¥l YOSNAS HONOL

¢C1 JOSNAS DNINOILISOd

¢C1 YOSNAS ONINOILISOd

vOI AVdATN

YOI AVdASA

sowed aAnorINUI Y]

souo} SwuL aAzounsIp peojumop [3]
[oAeq autuo [ §]

saureuonolp asexyd [enurnnu [9]
s1589210] Jayeam [p]

sajonb 30035 [9]

s)insa1 suods [q]

Smau aui[peay [e]

INFANIV.LIAINA [€]

‘NOILVOI'lddV NV N1

SIOIAIIS UOIJOBSURI) JURYDIdW UI[UO [ J]
SuISISApE SAIJBULIOJUI PUR [NJasn [3)]
19][em [enIIA Suisn auijuo s|[iq Aed [p]
$301AI9s Funyueq [9]

sojer agueyox? [q]

Iepug|ed suljuo [euosiad [e]

FOYIIWINOD dTIION [Z]

sagessow erpawnnw a8uryoxa [e]
ONIOVSSAN [1]

‘NOILVOI'TddV NV N1d

201 YdSmodd

201 4ISMOd

I 001 HDIATA SSHTIIIM SFdSN

I 001 ID2IAHA SSTTIAIM S ddSN

151



WO 02/093877 PCT/1IB02/01550

4/7

WIRELESS DEVICE 100
J MENgORY 202

APPLICATION PROGRAMS 106
CONTEXT AWARE || MOTION/ GESTURE
APL 154 API 156 LOCATION API 158 OTHER APIs 162
PRIVACY
PROFILE ja—>| PRIVACY CONTROL 150 4( TO
152
REQUESTS FOR CURRENT SERVER 140
t CONTEXT CONTEXT
PERMISSIONS METADATA VECTOR 138 <1~ 10
LIST 155 SERVER 140
PKI POSITIONING METADATA 122'
CERTIIFSISATES TOUCH METADATA 124'| AUDIO METADATA 125'
COMPASS METADATA 126’
PKI '
AUTHORITY | AMBIENT LIGHT METADATA 128
TRUST LIST 159 AMBIENT TEMPERATURE METADATA 132'
FLAGS FOR PKI 3-AXIS ACCELERATION METADATA 134
AUTHENTICATED
PROGRAMS 161
h CONTEXT INFERENCE ENGINE 136
USER SENSOR
INTERFACE INPUTS
108 WAP CLIENT PROGRAM
B
US/204 SENSOR
| |  mputs
CENTRAL SENSOR |e4——
- R;‘(?go KEK)I;AD D ISZPILz‘AY PROCESSOR INTERFACE <_.
210 208 «——
—

152



PCT/1IB02/01550

5/7

SLNANI
b1 1 ANIONA 0b1 AIAYES AOSNAS
asvaviva™®™ JONTYHINI LXTINOD ¥ MOMIAN
asn - 9¢1 ANIONT IONTITAINI LXTINOD
JOLDFA
8¢1 YJOLOHA VIVAV.IIN 4, VIVAVIAN #€1 VIVAVIAN NOLLVIITIIOV SIXV-€

144! 0 LEI VIVAVIAN INLVITdWEL LNFIFNY

IT140¥d
AOVATId 871 VLVAVIAN LHOIT INAIGNY
QFHOVO ja——»{ #91 TOUINOD AOVARM |y 971 VLVAVIAN SSYdNOD
I #21 VLVAVLIA HONOL
AREIRER ﬁ 271 VIVAVIAN ONINOLLISOd
FONTHAANI LXTINOD \
* 8€1 JOLDFA VIVAVIIN

051
vivd

981 HOVAITLINI VMY LXHLNOD

IXAINOD IXAINOD
INTIND ¥0d $1$9N0OTY

TOYINOD / 51
ADVARId 051 TOYLNOD ADVAId (e AT110Ud

153

WO 02/093877

b8
LT INAT D AOVATNd
HSVEVLVQe—»!  gongugaNg IXTINOD
¥ESN H
8.1 1AV TIVMY pST 1AV TAVMY
S S
781 S1dV WAHLO e INOD 791 SIdV ¥THLO e on
091 YA YES . . :
xuanuas | [Xuanuas | [V uanuss b xortaav | [X oraav | [V oraav
ool Iagassatamsyasn VG DIH



PCT/IB02/01550

WO 02/093877

6/7

91¢

2

001 FOIAAA SSATIIIM THL NI
9€1 ANIONT IONTIIANI LXHINOD O1
NOILVIARJOANI SSANTIVAMY LXALNOD
INTRIND FHL SNANLT ATTINDAS
NAHL 0¥ 1 d9AYIS XIOMLIN dHL
LV v 1 ANIONT JONTITANI LXHIINOOD

sic” 4 v

NOILVIWIOANI

LVHL JAIIDTY OL AT LSIOTY
SWVIH0Ud NOILYII'TddV HHL OL

¥S1 SIdV SSANTIVMY LXd1LNOD

HONOYHL NOILVINIOANI
SSANTIVAMY LXILNOO
INTRIND FHL SHAIAOYd NIHL
001 FOIATA SSITIIIM dHL NI

9¢1 ANIONH HONTIHANI LXFINOD

0r1 JIAYAS SIOMIAN Ol #81
ASVEVLVA NI AFJ0LS NOILVINIOANI
YaSN SHAIAOYd YFAYES gIM

091 YIAYAS M

YIAYAES EOMLAN NI v¥1 4T140dd
AJDVARId AdHOVD A 4ZIYOHLNY
SI SSHODV SYIAYHS IOMIAN HHL

091 YIAYAS g9M WOUL VIvd

SLSANOTA 0¥1 YAAYAS IOMLIN

7

Vi

o

IXAINOD INTHIND SAISN ITIHOW
HHL 40 NOILVNINYALAA ALVINOOV
TIONW V TAIVIN OL 9v1 ASVEVIVd
JasN NI AFI0LS NOLLVIWIOANI 434SN
TVOO0T S3SN 0v1 YIAYLS MIOMLIAN
LV 2v1 ANIONA AONTITINI LXIINOD

01 JIAYES
Ol 8¢1 YJOLDIA VLVAVLIIN
JHL SANAS ANV 01 JIAYES
RIOMLAN FHL J0 Tr1 ANIONA
JONTYIANI LXTINOD SLOVLINOD
9¢1 ANIONT HONTITANI LXHLNOD

+ , 80t

NOILVIAIOANI
IXAINOD LSALVT SLSANOTA #S1
IdV SSANTIVMY LXIINOD SASN

LVHL WVD0dd NOILYDI'1ddV

r0¢
.

) 90€

001 GOIAHA SSHTHIIM NI
9€T ANIONT IONTIIANI LXIINOD
Ol V1vd JOSNAS ddIAOdd
ATSNONNIINOD SHOSNAIS

A 20€

vp1 3T1108d ADVAIId AFHOVD
SHLVAdN 0¥ YIAYAES OMLIAN

Ov1 YHAYES ROMLAN
Ol 3T1404d ADVATRRd dA1vdadn
SANES 001 IDIAAA SSATIIIM

0v1 YIAYLS TAOMLIN

NI 0S1 TOULNOD ADVARId

001 ADIALA SHISN

¢ DA

154



WO 02/093877 PCT/IB02/01550

7/7

FIG. 4 SERVEl}14O

MEMORY 402
PRESENTATION TIER 415
TCP/IP INTERFACE
420
__________ T T e e
} 1 BUSINESS LOGIC TIER 414
| ange VISIT OBJECT 428 |
|
| 428 !
INFRA- | APPLICATION SERVICES | DATA OBJECTS
STRUCTURE | OBJECTS PARTITION 424 | PARTITION 426
OBJECTS ! :
PARTITION | CONTEXT INFERENCE | META.
422 ! ENGINE 142 I | DATA 460
! APPLICATION 440 |
| |
DATABASE | | !
SERVER PRIVACY CONTROL 164 | ! | PRIVACY
INTERFACE ™ APPLICATION 442 | | DATA 462
430 | |
| |
| |
1
|
SYSTEM APPLICATION 444  [1 | DATA464
ADMIN. | |
432 ! |
! USER DATABASE || PREFERENC
1
! APPLICATION 446 " |_paTasse
i :
|
i PRIVGCP; ;}l}é)FILE ' | uppate
7 I | DATA 46
OPERATING | | \tETHOD APPLICATION 448 | 8
SYSTEM || “Cills ,
425 : !
|
|
|
|
BUS 404
TCP/IP
CENTRAL USER
T
<—»| NETWORK CACHE PROCESSOR| DATABASE
ADAPTER 144
406 410 146




INTERNATIONAL SEARCH REPORT International application No.

PCT/IB02/01550
A. CLASSIFICATION OF SUBJECT MATTER
IPC(7) : HO04M 1/00, 3/00, 3/42, 11/10; HO4B 1/38
USCL : 455/3.03, 402, 405, 412-420, 456, 458, 466, 515, 550, 556, 575

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimmm documentation searched (classification system followed by classification symbols)
U.S. : 455/3.03, 402, 405, 412-420, 456, 458, 466, 515, 550, 556, 575

Documentation searched other than minimmm documentation to the extent that such documents are included in the fields searched
NONE

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category * Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 6,115,611 A (KIMOTO et al) 05 September 2000, figs. 1, 7-8, 10, 12, 19, 27, 31, 42. 1-38
Y 39-41
Y US 6,073,075 A (KONDOU et al) 06 June 2000, fig. 3, column 4 lines 26-42. 39-41

':] Further documents are listed in the contimation of Box C. D See patent family annex.

* Special categories of cited documents: “T" later d published after the i ional filing date or priority
date and not in conflict with the application but cited to understand the
“A” document defining the general state of the art which is not considered to be principle or theory underlying the invention
of particular relevance
“X" document of particular relevance; the claimed invention cannot be
“E” carlier application ar patent published an or after the intemational filing date considered novel or cannot be cansidered to invelve an inventive step

when the document is taken alane
“L” document which may throw doubts an priority claim(s) or which i cited to

establish the publicatian date of another citation or ather special reasan (a8 “y” document of particular relevance; the claimed invention cannct be
specified) cansidered to involve an inventive step when the document is
combined with ane or more other such documents, such cambination
“0O” document referring to an oral disclosure, use, exhibition or other means being obvious to a person skilled in the art
“P”  document published prior to the international filing date but later than the “&” document member of the same patent family

priority date claimed

A
Date of the actual completion of the international search Date of mailing of the irjernational search report

Coammissioner of Patents and Trademarks .
Box PCT William Trost
Washingten, D.C. 20231

\ \
Facsimile No. (703)305-3230 Telephone No. 763 306-0377

19 July 2002 (19.07.2002) 27 /ALR 200 1
Name and mailing address of the ISA/US Authorized officer, il o J

Form PCT/ISA/210 (second sheet) (July 1998)

156



w—
<
N
oo
|
e §
>
—
~
\&
—
—
(g\|
g

(19) World Intellectual Property Organization f

International Bureau

(43) International Publication Date
12 January 2006 (12.01.2006)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

G O 00 00 0T A0

(10) International Publication Number

WO 2006/004784 A1l

(51

@n

(22
(25)
(26)
(30

(71)

(72)
(75)

International Patent Classification : HO04L 29/06,
GO6F 1/00
International Application Number:
PCT/US2005/022982
International Filing Date: 27 June 2005 (27.06.2005)
Filing Language: English
Publication Language: English
Priority Data:

60/583,765 28 June 2004 (28.06.2004) US
60/598,364 3 August 2004 (03.08.2004) US
60/652,121 11 February 2005 (11.02.2005) US
60/653,411 16 February 2005 (16.02.2005) US
Applicant (for all designated States except US): JAPAN

COMMUNICATIONS, INC. [JP/JP]; 6-25-3 Mi-
nami-ohi, Shinagawa-ku, Tokyo, Tokyo 140-0013 (JP).
Inventors; and

Inventors/Applicants (for US only): SANDA, Frank,
S. [JP/US]; 29 Plandome Court, Manhasset, New York
11030 (US). FUKUDA, Naohisa [JP/JP]; #405, 6-1-8

(74)

(8D

Kita-Shinagawa, Shinagawa-ku, Tokyo, Tokyo 141-0001
(JP). LAVES, Edward, W. [US/US]; 1012 Sleepy Hollow
Road, Golden, Colorado 80401 (US). GURGONE, Ray-
mond, T. [US/US]; 807 N. Concord Drive, Woodstock,
Ilinois 60098 (US). JOHNSTON, Robert, L. [US/US];
30 Midland Road, Colorado Springs, Colorado 80906
(US). ROBINS, David, S. [US/US]; 6 Wakefield Court,
Buffalo Grove, Illinois 60089 (US). TIDWELL, Justin,
Owen [US/US]; 19058 East Hampden Drive, Aurora,
Colorado 80013 (US). ZEITZ, Karlton, Mark [US/US];
6014 S. Zeno Court, Centennial, Colorado 80016 (US).
WORTHINGTON, Laura, J. [US/US]; 6295 E. Jamison
Circle North, Centennial, Colorado 80112 (US).

Agent: ALEMANNI, John, C.; Kilpatrick Stockton LLP,
1001 West Fourth Street, Winston-Salem, North Carolina
27101, (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,

[Continued on next page]

(54) Title: SYSTEMS AND METHODS FOR ENHANCED NETWORK ACCESS

Security Server 104

Network 108

Client 1

G0 0

N

(57) Abstract:  Systems and methods for
enhanced network access are described. One
aspect of one described embodiment includes
receiving a request to connect to a network,
the request associated with a user, determining
a policy associated with the user, identifying
at least one available network connection,
determining at least one property of the at least
one available network connection, evaluating
the property based at least in part on the policy,
and selecting the at least one available network
connection based on the evaluation. In another
embodiment, a computer-readable medium (such
as, for example random access memory or a
computer disk) includes code for carrying out
such a method.

Enterprise Server 106

157



WO 2006/004784 A1l

00000000 00000 0

(84)

GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KP, KR, KZ, L.C, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI, NO, NZ,
OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL,
SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC,
VN, YU, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),

158

European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, MC, NL, PL, PT, RO,
SE, SI, SK, TR), OAPI (BE, BJ, CF, CG, CL, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report

Fortwo-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.



10

15

20

25

30

WO 2006/004784 PCT/US2005/022982

SYSTEMS AND METHODS FOR ENHANCED NETWORK ACCESS

RELATED APPLICATIONS

This application claims priority to Application Serial No. 60/583,765, filed on June
28, 2004, titled “Controlling Use of a Mobile Work Station Based on Network Environment,*
Application Serial No. 60/598,364, filed on August 3, 2004, titled “Systems and Methods for
Enhancing and Optimizing a User’s Experience on an Electronic Device,” Application Serial
No. 60/652,121, filed on February 11, 2005, titled “Remote Access Services,” and
Application Serial No. 60/653,411, filed on February 16, 2005, titled “Creating an
Environment for Secure Mobile Access Anywhere,” the entirety of all of which are
incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates generally to computer networking and, more patticularly -

to systems and methods for enhanced network access.
BACKGROUND

As the workforce becomes more mobile, enterprises often must provide a means for
their users to connect to the enterprise network remotely. Enterprises and their users have
much greater flexibility in selecting methods of connecting to the enterprise network as well
as other resources, such as the Internet. With this added flexibility comes a concomitant
increase in complexity and risk. Thus, although remote access may be necessary, enterprises
may resist providing their users with remote access.

Each remote method for connecting to an enterprise network opens a potential
security hole that might be exploited. For instance, listeners on a network, such as rogue
access points, may be able to determine a user’s username/password combination for
accessing the network.

Also, each connection type may be purchased from a different network provider. The
enterprise must reconcile charges from each of the providers for each of the users accessing
the network remotely.

Further, every conventional connection product connecting to the enterprise network
provides a unique interface. And although each interface may be relatively straightforward,
complexity arises from the enterprise and its users having to deal with multiple interfaces for

each of the various network connections the user wishes to make.
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SUMMARY

Embodiments of the present invention provide systems and methods for enhanced
network access. One aspect of one embodiment of the present invention comprises receiving
a request to connect to a network, the request associated with a user, determining a policy
associated with the user, identifying at least one available network connection, determining at
least one property of the at least one available network connection, evaluating the property
based at least in part on the policy, and selecting the at least one available network
connection based on the evaluation. In another embodiment, a computer-readable medium
(such as, for example random access memory or a computer disk) comprises code for
carrying out such a method.

This illustrative embodiment is mentioned not to limit or define the invention, but to
provide one example to aid understanding thereof. Illustrative embodiments are discussed in
the Detailed Description, and further description of the invention is provided there.
Advantages offered by the various embodiments of the present invention may be further
understood by examining this specification.

FIGURES

These and other features, aspects, and advaﬁtages of the present invention are better
understood when the following Detailed Description is read with reference to the
accompanying drawings, wherein:

Figure 1 is a block diagram showing an illustrative environment for implementation
of one embodiment of the present invention;

Figure 2 is a block diagram illustrating the modules present on a client device 102 in
one embodiment of the present invention; B

Figure 3 is a block diagram illustrating the modules present on a security server 104
in one embodiment of the present invention; A

Figure 4 is a block diagram illustrating the modules present on an enterprise server
106 in one embodiment of the present invention;

Figure 5 is a flowchart illustrating a process for creating a policy for a group in one
embodiment of the present invention;

Figure 6 is a flowchart illustrating a process for updating policy information on a
client in one embodiment of the present invention; and

Figure 7 is a flowchart illustrating a method for changing a network connection while

downloading data in one embodiment of the present invention.
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DETAILED DESCRIPTION

Embodiments of the present invention provide systems and methods for enhanced
network access. There are multiple embodiments of the present invention. By way of
introduction and example, one illustrative embodiment of the present invention provides a
method for a client device to seamlessly switch from a first network connection to a second.

As a mobile client device moves from a first location to a second location, the device
is provided with an indication that the second network connection is available. The device
determines a set of properties regarding the second connection, such as speed, reliability, and
cost for the connection. The client device then evaluates these properties based on a set of
policies, which are specified by the enterprise with which the user is associated, so that at any
one time, the user is connected to the “best” network from the point of view of the enterprise.
A rules engine automatically determines which of the two connections is most suitable based
on the policies and the properties of the connection.

For instance, the second connection may be faster and cheaper than the first.
However, the first connection is more reliable. The enterprise policies weigh speed and cost
more highly than reliability. Thus, the client device automatically switches from the first
connection to the second connection without any user intervention.

This introduction is given to introduce the reader to the general subject matter of the
application. By no means is the invention limited to such subject matter. Illustrative
embodiments are described below.

System Architecture

Various systems in accordance with the present invention may be constructed.
Referring now to the drawings in which like numerals indicate like elements throughout the
several figures, Figure 1 is a block diagram showing an illustrative environment for
implementation of one embodiment of the present invention. The system shown in Figure 1
includes a client 102. The client is in communication with a security server 104.

Communication with the security server 104 occurs via a network 108. The network
108 may comprise a public or private network and may include the Internet. The network
may also comprise a plurality of networks, including, for example, dedicated phone lines
between the various components. In one embodiment, the client 102 communicates with the
security server 104 via a virtual private network (“VPN”) established over the Internet.

The security server 104 is also in communication with an enterprise server 106 via a

network. The network 108 may comprise various elements, both wired and wireless. In one
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embodiment, the communication between the security server 104 and enterprise server 106
occurs over a static VPN established over dedicated communication lines.

In one embodiment, a user connects a client device 102 to the network 108 using a
network access user interface. The network access user interface is always on and only
allows the user to connect to the network 108 via the interface. The network access user
interface automatically causes the client 102 to connect to the security server 104 through the
network 108. The security server 104 provides value added services to the client 102 and to
one or more enterprises. Access to other services, such as the Internet, may be provided via
the security server 104.

Although Figure 1 includes only a single client 102, security server 104, and
enterprise server 106, an embodiment of the present invention will typically include a
plurality of clients 102 and may include a plurality of security servers 104 and enterprise
servers 106.

Figures 2 through 4 are block diagrams illustrating components on the client 102,
security server 104, and enterprise server 106. Each of the components shown may be a
third-party application, a custom application, or a combination of both. Each of the
components may also be implemented in hardware, software, or a combination of hardware
and software.

Client Devices

Figure 2 is a block diagram illustrating the modules present on a client device 102 in
one embodiment of the present invention. Examples of client device 102 are personal
computers, digital assistants, personal_digital assistants, cellular phones, mobile phones,
smart phones, pagers, digital tablets, laptop computers, Internet appliances, and other
processor-based devices. In general, a client device 102 may be any suitable type of
processor-based platform that is connected to the network 108, and that interacts with one or
more application programs. The client device 102 can contain a processor coupled to a
computer-readable medium, such as RAM. Client device 102 may operate on any operating
system, such as Microsoft® Windows® or Linux. The client device 102 is, for example, a
laptop computer executing a network access user interface.

The modules shown in Figure 2 represent functionality of the client 102. The
modules may be implemented as one or more computer programs that include one or more
modules. For instance, in one embodiment, all the modules shown in Figure 2 are contained
within a single network access application. Also, the functionality shown on the client 102

may be implemented on a server in other embodiments of the present invention. Likewise,
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functionality shown in Figures 3 and 4 as being on a server may be implemented on the client
102 in some embodiments of the present invention.

The client 102 shown in Figure 2 comprises a VPN client 202. The VPN client 202
allows the client 102 to connect to the enterprise server 106. In one embodiment of the
present invention, the VPN client 202 is used to determine whether or not the VPN client 202
is active and whether or not the VPN client 202 is connected to a VPN server. For instance,
an embodiment of the present invention may determine whether or not to connect to a
particular service based on whether or not the VPN client 202 is enabled.

In another embodiment of the present invention, the VPN client 202 is used for four
purposes: (1) to manage policy files, which include information, such as a gateway Internet
Protocol (IP) address, secrecy and authentication level, and hash; (2) automatically
connecting a VPN; (3) automatically disconnecting the VPN; and (4) monitoring the status of
the VPN. Each of these four purposes may be affected by other modules, including, for
example, the connection manager 210.

The client 102 also comprises a secure vault 204. The secure vault 204 protects
content on the client 102. In one embodiment, the secure vault 204 is responsible for storing
encrypted content on the client 102 and allowing access to the encrypted content based on a
set of permissions or policies. In such an embodiment, a content creator can provide access
via a viewer to secured content and allow a recipient of the content read-only access or allow
the recipient to perform other tasks, such as modifying the content and forwarding it to other
users. In another embodiment, the secure vault 204 allows the user to create and distribute
secure content to other clients 102, the content creator can decide to send a document to
several users and allow two of the users full access and one of the users read-only access.

The client 102 shown in Figure 2 also comprises a firewall 206. The firewall 206
allows port blocking via predefined policies. For instance, in one embodiment, an
information technology (“IT””) manager specifies port blocking based on two zones, a safe
zone and a dangerous zone. The IT manager specifies one of these two zones for each of the
network interface devices installed on the client 102. The IT manager is then able to set port-
blocking rules by zone on the firewall 206.

For example, the IT manager may classify a Wireless Fidelity (“Wi-Fi”) network
interface as dangerous since it has traditionally been considered fairly unsafe. And the IT
manager may apply more restrictive port-blocking rules to the dangerous zone than to the
safe zone and network interface devices, such as those used to connect to a wired Local Area

Network (“LAN”) or a Personal Handyphone System (“PHS”) cellular connection. The PHS
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standard is a TDD-TDMA based microcellular wireless communications technology and has
been traditionally considered relatively safer than Wi-Fi connections. The PHS cellular
connection may also be referred to as a wireless wide area network (“WWAN”) as opposed
to a dial-up connection providing access to a wide area network (“WAN").

In various other embodiments, the port-blocking rules of the firewall 206 may be
based on time of day, client IP address, terminating IP address, terminating and originating
port, protocol, and other variables. In one embodiment, the port-blocking rules are based on
policy data associated with individual users logged into the client 102.

In one embodiment, the port-blocking rules of the firewall 206 include a blacklist.
The blacklist allows an IT manager to prevent an application from executing on the client
102. For instance, an IT manager may blacklist a DVD player so that a user is unable to view
DVD’s on the client 102. The firewall 206 may provide a message to the user informing the
user that an application is unavailable.

In another embodiment, the firewall 206 implements a white list. The white list is
somewhat more restrictive than the blacklist described above. The white Iist allows only
specified applications to execute. For example, an IT manager may allow only MS Word,
Excel, PowerPoint, and Outlook to execute. No other applications will be permitted to
execute. The firewall 206 may be a custom firewall or a third-party firewall integrated into
an embodiment of the present invention.

The embodiment shown in Figure 2 also includes an antivirus module 208. The
antivirus module 208 shown determines whether policy files, virus dictionary, or other virus-
related resources are out of date and provides the client 102 with a mechanism for updating
the files or data. The antivirus module 208 may restrict access to various connections,
applications, and other functionality when the policy files are out of date. For instance, the
antivirus module 208 may restrict the client 102 to connecting to a single gateway through
which the policy files are available. In one embodiment, the antivirus module 208 comprises
a third-party antivirus product that is integrated with the other modules on the client 102.

The client 102 also comprises a connection manager 210, which includes a rules
processor. In one embodiment, the connection manager 210 assigns a priority number to
every connection, e.g., one to one hundred, and selects the comnection with the highest
number to connect to.

The connection manager 210 may provide a connection to a variety of networks,
including, for example, dial-up, LAN, digital subscriber line (“DSL”), cable modem, Wi-Fi,
wireless local area network (“WLAN"), PHS, and satellite.
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In one embodiment, the connection manager 210 differentiates between public and
private connections. A public connection is a connection provided by a service provider who
has a relationship with the administrator of the security server 104, which allows the security
server 104 to authenticate the connection. For instance, the security server 104 administrator
may have a business arrangement with a hotspot provider. In order to connect, the client 102
connects to a local access point and the authentication of the user occurs automatically at the
security server 104. In contrast, a private connection requires that all aspects of the
authentication mechanism for a connection are managed in the absence of the security server
104, although the connection manager may provide certain facilities to allow for automated
authentication where possible.

In one embodiment, the connection manager 210 makes connections available or
unavailable to the client 102 based on policies present on the client 102. The connection
manager 210 may also download changes to policy data and transmit quality of service
(“QoS”) and other data to the security server 104 or the enterprise server 106.

In one embodiment, the connection manager 210 determines the type of connections
that are available based on signals provided by hardware associated with the client 102. For
example, when the client 102 passes near a hotspot, a Wi-Fi card in the client 102 senses the
hotspot and sends a signal to the connection manager 210. For instance, the Wi-Fi card may
sense a broadcast service set identifier (“SSID”). Once the signal exceeds a threshold, the
connection manager 210 provides a signal to a user of the client 102 that the network is
available or may automatically connect to the hotspot. Alternatively, the Wi-Fi card may poll
for a non-broadcast SSID. The connection manager 210 may provide a single connection to
the client 102 at one time or may provide multiple connections to the client 102.

The client 102 shown in Figure 2 also comprises a QoS collector 212. The QoS
collector 212 collects data values, including, for example, the number of bytes sent and
received, the average transfer rate, the average signal strength at connection, termination
cause, failed connections, and a network identifier. In another embodiment, the QoS
collector 212 collects data during the session to determine when a connection provides
inconsistent performance.

In one embodiment, the QoS collector 212 collects data regarding a connection during
a session but does not send the data for a session until the next session. Thus, if a session is
terminated abnormally, the QoS data will still be collected and transferred successfully. In
another embodiment, the QoS collector 212 transfers data only when a particular type of

connection is detected, such as a high-speed or low cost connection.
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The client 102 also comprises a session statistics module 214. The session statistics
module stores data representing user characteristics. For instance, the session statistic
module 214 may store a list of the applications a user generally accesses, how often the user
is connected, the typical CPU and memory utilization measure, keyboard sequences, and
other characteristics of a user. If a particular user deviates from the expected characteristics
by greater than a threshold, such as N standard deviations, and the significance of the statistic
is more than a specified amount, the session statistics module 214 can identify the current
user as a potential unauthorized user.

The session statistics module 214 may perform other tasks as well. For instance, in
one embodiment, the session statistics module 214 pre-loads applications based on a user’s
general usage patterns.

The client 102 shown in Figure 2 also comprises a policy reader 216. In one
embodiment, a company’s policies are housed on the enterprise server 106. For instance,
individual groups and users within an enterprise are identified and associated with policies,
such as what types of connections they are able to access and what a user’s VPN profile is.
The user may also be able to specify a VPN policy on the client 102. In such an embodiment,
the policy reader 216 downloads the policy rules from the enterprise server 106 and accesses
local user policies and reconciles any conflicts between the two.

For example, an IT manager may establish a VPN profile to be used by a user when
connecting to a Wi-Fi network. However, the user may wish to create a secondary VPN
profile to be used if the first VPN becomes unavailable. The policy reader 216 loads both
local and enterprise VPN profiles, resolving any conflict between the two VPN profiles.

In one embodiment, the policy reader 216 accesses data at an enterprise, department,
and user level. In such an embodiment, some of th'e’ policy rules may be stored in a
lightweight directory access protocol (“LDAP”) server on the client 102, security server 104,
or enterprise server 106. In another embodiment, the policy reader 216 receives only changes
to policy data and does not typically download all of the policy data at once. Policies
downloaded by the policy reader 216 may be provided to the rules processor of the
connection manager 210.

The client 102 may also comprises a client security module 216. In one embodiment,
the client security module 216 implements a client asset protection process. When the client
security module 216 receives a signal indicating that the client asset protection process is to

be executed, the client security module 216 may, for example, disable devices and interfaces
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on the client device 102 and may, in some embodiments, encrypt the hard drive of the client
device 102 so that the files stored on the drive are not easily accessible.

The client 102 may also comprise a user interface 220. The user interface 220 may
control the underlying operating environment or the user’s view of the underlying
environment. For example, in one embodiment, the user interface 220 supplants the
Microsoft® Windows operating system interface from the user’s perspective. In other words,
the user is unable to access many of the standard Windows features. Such a user interface
may be implemented to limit the applications and configuration setting a user is able to
access. In some embodiments, such as a personal digital assistant (“PDA”"), no user interface
is provided by an embodiment of the present invention; the standard PDA user interface is
utilized.

The user interface 220 provides the user with an easy-to-use mechanism for accessing
network conmnections. In one embodiment, when the user interface 220 is visible, it provides
a very easy-to-use format that displays network connection types and provides other
functionality to the user. For example, during complex operations, such as connecting to a
new network type, the user can simply select a single button within the user interface 220 and
the client 102 will properly disconnect from the previous network, acquire the new network,
perform all authentication and policy-based requirements, and then allow the user to continue
using an application on the new network. This simple, easy-to-use user interface 220, the
complexity of which may be hidden and completely automatic, allows a less-technical user to
successfully operate the client 102. All network connection, authentication, secure sign on,
VPN parameters, and other aspects of the connection are managed by the user interface 220.

The client 102 shown in Figure 2 also comprises a security agent 222. In some
embodiments, the security agent 222 is also referred to as a “bomb.” In one embodiment, an
IT manager indicates that the security agent 222 should be activated when the client 102 next
connects to the enterprise server 106. The IT manager may do so because the client 102 has
been reported stolen. Subsequently, the client 102 connects to the enterprise server 106,
either directly or indirectly and receives the message to initiate the security agent 222.

In one embodiment, when the security agent 222 activates, it stops all applications
from being able to run and encrypts the data on the hard drive of the client 102. For instance,
the security agent 222 may implement a white list as described above and then implement a
secure vault for all data on the client 102. The connection manager 210 may also be

configured so that no connections are possible.
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In one such embodiment, since the data is merely encrypted by security agent 222,
rather than erased, the data may be recovered if the client 102 is subsequently recovered. For
instance, the enterprise may retain the key needed for decrypting the local drive. The client
102 is returned to the enterprise, which then decrypts the drive. In another embodiment, the
data on the local drive of the client is rendered inaccéssible by, for example, writing over the
data multiple times.

The client 102 shown in Figure 2 also comprises an out-of-band communication
receiver 224. The out-of-band communication receiver 224 allows the client to receive
communications other than through a network-based connection. The connection manager
210 may manage the out-of-band communication. For instance, the command to activate the
security agent 222 may be transferred via a short messaging service (“SMS”) communication
received by the out-of-band communication receiver 224,

Security Server

Figure 3 is a block diagram illustrating the modules present on a security server 104
in one embodiment of the present invention. The security server 104 shown in Figure 3
comprises a remote authentication dial-in user service (“RADIUS”) server 302, which may
also be referred to as an AAA (authentication, authorization, and accounting) server.
RADIUS is the standard by which applications and devices communicate with an AAA
server.

The RADIUS server 302 provides authentication services on the security server 104.
In some embodiments of the present invention, the RADIUS server 302 proxies to a RADIUS
server on the enterprise server 106. In one embodiment, the RADIUS server 302 provides
mutual authentication for the client 102 using Extensible Authentication Protocol Transport
Layer Security ("EAP-TLS"). Although EAP-TLS jtself is strictly an 802.1x authentication
protocol, designed primarily for WiFi connections, the underlying TLS authentication
protocol may be deployed in both wired and wireless networks. EAP-TLS performs mutual
secured sockets layer ("SSL") authentication. This requires both the client device 102 and the
RADIUS server 302 to have a certificate. In mutual authentication, each side may prove its
identity to the other using its certificate and its private key.

The security server shown in Figure 3 also comprises an LDAP server 304. The
LDAP server 304 uses the LDAP protocol, which provides a mechanism for locating users,
organizations, and other resources on the network. In one embodiment of the present
invention, the LDAP server 304 provides access control at the network layer to various

components that an enterprise customer may or may not purchase. For example, a customer
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may choose to implement a secure vault as described in relation to Figure 1. In such a case,
the customer or.users or groups associated with the customer are also associated with the
firewall module. The LDAP entry is then used to determine that the firewall is to be enabled
on a client.

In some embodiments, the LDAP server 304 is implemented as a list of user
identifiers not using the LDAP protocol. In another embodiment, data in the LDAP server
304 is propagated from data present in the enterprise server 106.

The security server 104 shown in Figure 3 also comprises a session manager 306.
The session manager 306 controls sessions, including sessions between the client 102 and
enterprise server 106. In some embodiments, the session manager 306 also determines how
to route data requests. For instance, the session manager 306 may determine that a particular
data request should be routed to the Internet rather than to the enterprise server 106. This
may be referred to as “splitting the pipe” and provides a mechanism to replace “split
tunneling” (a traditional configuration option with most standard VPN clients) at the client
device by the more secure split of traffic not intended for the enterprise at the security server,
allowing monitoring of all traffic without the enterprise incurring the expense of the extra
bandwidth required.

In some embodiments, the client 102 and enterprise server 106 establish a VPN for
communication. In such an embodiment, the session manager 306 may be unable to route
requests to any location other than the enterprise — the packets are encrypted and thus, cannot
be separately evaluated.

In one embodiment, the session manager 306 performs automated authentication ofa
client device 102 or user. For example, if the session manager 306 determines that a client
102 is approaching a Wi-Fi hotspot, the session manager 306 is able to pre-populate the
hotspot with the certificate that the hotspot requires to authenticate the user. In this manner,
the authentication appears very fast to the user. The session manager 306 may also control
the manner in which data is queued for download to the client device 102.

In one such embodiment, the session manager 306 provides two modes for data
queuing. In a first mode, the session manager 306 determines that the network down time
will be brief, e.g., the user is moving through a tunnel, which interferes with network access.
In such a case, the session manager queues a minimal amount of data. In a second mode, the
session manager 306 determines that the network down time will be of a longer duration, e.g.,
the user is boarding a plane from New York to Tokyo. In such a case, the session manager

306 may queue a larger amount of data. In one such embodiment, the session manager 306
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determines the mode by querying the user for the downtime interval. When the user
reconnects to the security server 104, the session manager 306 determines the best manner of
downloading the queued data and begins the download.

In one embodiment, the session manager 306 comprises a packet shaper (not shown).
The packet shaper provides various functional capabilities to the session manager 306. For
example, in one embodiment, the packet shaper provides a mechanism for prioritizing
packets sent between the enterprise server 106 and the client 102. In one embodiment, the
packet shaper utilizes Multiprotocol Label Switching ("MPLS™). MPLS allows a specific
path to be specified for a given sequence of packets. MPLS allows most packets to be
forwarded at the switching (layer 2) level rather than at the (routing) layer 3 level. MPLS
provides a means fé)r providing QoS for data transmissions, particularly as networks begin to
carry more varied traffic.

The session manager 306 may also provide session persistence capabilities. For
instance, in one embodiment, when a user drops a connection or moves from one provider
network coverage area to another, the connection manager 306 persists a virtual connection
as the first connection is terminated and the second is initiated.

The session manager 306 may include a server-side rules engine. The server-side
rules engine may use historical information, such as the session statistics described above, for
statistical attack determination. For instance, session manager 306 may access a stored
statistic regarding a client device 102 and based on monitoring of the current statistics for the
client device 102 determine that an unauthorized user is using the client device 102.

The security server 104 shown in Figure 3 also comprises a real-time monitor 308.
The real-time monitor 308 monitors the status of communications, such as which clients and
users are logged on, the amount of data being transferred, ongoing QoS measures, ports in
use, and other information.

When the real-time monitor 308 detects a problem, it may issue an alert to network
support. In one embodiment, data from the real-time monitor 308 is provided to users via a
portal available on the security server 308. In another embodiment, the real-time portal 308
transfers information to the enterprise server 106, from which users access the data.

The embodiment shown in Figure 3 also comprises a historical monitor 310. The
historical monitor 310 provides information similar to the real-time monitor 310. However,
the underlying data is historical in nature. For instance, in one embodiment, the historical
monitor 310 provides audit information for making intelligent business decisions and for

dealing with regulatory compliance issues.
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The information available via the historical monitor 310 may include, for example,
historical QoS data, registration compliance data, and metrics consistency data. The
historical data monitor 310 may be used to determine that certain clients are not performing
optimally by comparing metrics of various clients over time. For instance, by evaluating
information available via the historical data monitor 310, a support person may be able to
determine that a radio tuner on a specific client device 102 is failing. If the user of one client
device 102 is complaining about the availability of service, but other users are able to
successfully access service, then the client device’s radio may be the problem.

The historical data monitor 310 may also be used to reconcile information captured on
the security server 104 regarding connections and data provided by telecommunication
carriers. The data may be used to determine when certain resources need to be increased and
when a certain carrier is not performing adequately.

The security server also comprises a database 312. In embodiments of the present
invention, the database 312 may be any type of database, including, for example, MySQL,
Oracle, or Microsoft SQL Server relational databases. Also, although the database 312 is
shown as a single database in Figure 2, the database 312 may actually comprise multiple
databases, multiple schemas within one or more databases, and multiples tables within one or
more schemas. The database 312 may also be present on one or more other machines, e.g.,
database servers.

In one embodiment of the present invention, the database 312 stores customer
information regarding enterprises served by the security server 104, such as a list of valid
users, a list of valid cellular cards, the relationships between the individual users and groups
within the enterprise, and other customer information.

For example, in one embodiment, the database 312 stores an association between
users and cellular data cards. The enterprise may allocate a single user to a specific data card.
Alternatively, the enterprise may associate a group of users with a group of cellular data
cards. Other types of data may also be stored in the database 312, such as billing data.

The security server 104 shown in Figure 3 also comprises a QoS server 314. The QoS
server 314 uploads information from the QoS collector 212 on the client device 102 and
stores the QoS data. The QoS server 314 can collect data from multiple clients and store it in
the database 312.

The security server also comprises a QoS tools engine 316. The QoS tools engine 316
displays data made available by the QoS server 314 and other processes, such as the real-time

monitor 308.
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In one embodiment, the QoS tools engine 316 provides an aggregation of QoS data in
a spreadsheet. In another embodiment, the QoS tools engine 316 provides data using map
views, pie charts, and graphs. The QoS tools engine 316 may also provide the capability for
setting QoS-based alarms and may provide data to users via a portal.

In the embodiment shown in Figure 3, the security server 104 also comprises a portal
server 318. The portal server 318 may be, for example, a web server. Any standard web
server application may be utilized, including Microsoft® Internet Information Server (“IIS™)
or Apache.

Although the security server 104 shown in Figures 1 and 3 is illustrated as a single
server, it may comprise rhultiple servers. For example, in one embodiment of the present
invention, the security server 104 comprises multiple regional servers.

Also, the description above suggests that data is provided to and queried from the
security server 104 by the client 102, i.e., the client pulls the data. However, in some
embodiments, the client 102 also comprises a listener (not shown) so that the security server
104 can push data to the client 102.

Enterprise Server

Figure 4 is a block diagram illustrating the modules present on an enterprise server
106 in one embodiment of the present invention. The enterprise server 106 may also be
referred to herein as a customer server and may comprise one or more servers for one or more
enterprises linked to one or more security servers 104.

The enterprise server 106 shown in Figure 4 comprises a policy server 402. The
policy server 402 provides a means for managing the policy rules, including, for example,
available VPN profiles, available transports (e.g. WiFi, LAN, PHS, Dialup), firewall rules,
such as blacklists and white lists, connection rules, ‘and antivirus rules. The policy server 402
may include other rules as well, such as the level of data throttling to perform for each client
or group of clients. Data throttling limits the data transfer rate to a particular client 102 so
that connection resources can be optimized.

The policies may be managed at one or more levels. For example, an I'T manager
may wish to create a VPN profile for the enterprise as a whole, but a different VPN profile
for an engineering group since the engineering group needs access to various unique
applications.

The policy server 402 may also provide a mechanism for configuring the location of
various servers that the client 102 will utilize. For instance, the policy server 402 may allow

an IT manager to specify the IP address of an acceleration server 404 or a vault server 406
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In one embodiment, the policy server also allows the IT manager to specify which
users receive updates for various components on the client 102. The policy server 402 may
also allow the IT manager to perform connection configuration. For instance, the IT manager
may use the policy server to specify phone numbers for PHS connections, ‘Wi-Fi SSID’s for
private connections, and other connection configuration information.

The enterprise server 106 shown in Figure 4 also comprises an acceleration server
404. The acceleration server 404 performs processes to improve the performance of data
transfer. For instance, the acceleration server 404 may automatically compress images that
are to be transferred to a client 102.

In one embodiment, the acceleration server 404 communicates with the policy server
402. An IT manager sets acceleration rules using the policy server 402, and the acceleration
server 404 uses these rules to determine what level of acceleration to use for a particular
communication. In one embodiment, the IT manager sets a default level of acceleration for
all communication and a specific level of acceleration for one group of users. The specific
level of acceleration may be referred to as an override.

The enterprise server 106 also comprises a vault server 406. The vault server
comprises two components, an automatic component and an administration component. In
one embodiment, the automatic component integrates with an enterprise’s mail server (not
shown) and performs operations on emails to and from the mail server. For instance, the
vault server 406 may quarantine an email, automatically encrypt the email before it is sent,
add a legal disclaimer to an email, or perform other functions on the email.

In one embodiment, the automatic component of the vault server 406 searches an
email based on words or based on the domain or specific address to which the email is
addressed or from which the email originated. Using this information, the user can perform
functions on the email, such as those described above.

The administration component of the vault server 406 allows a user to terminate
access to secure content, either by a specific user or by all users. It also logs activity. Using
one embodiment of the vault server 406, a user can indicate that a set of users whose
employment has been terminated will no longer have access to any secure content. In an
alternative embodiment of the vault server 406, a user can indicate that a given element of
secure content, say a price list, is now out of date, and so that piece of secure content will no
longer be viewable by any user. When each user accesses the secure content, the vault server
406 logs the event. So for each secure content element, the vault server 406 creates a log of

all activity on the secure content.
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In one embodiment, the vault server 406 also compresses data. For instance, one
embodiment utilizes standard PKZIP compression to compress all content. In another
embodiment, an IT manager may identify three types of images and specify a different level
of compression for each type of image based on the level of resolution necessary for each
type of image.

The enterprise server 108 also comprises a RADIUS server 408 and LDAP server
410, which are similar to those described above in relation to the security server 104. The
RADIUS server 302 on the security server 104 may proxy to the RADIUS server 408 on the
enterprise server 106. Similarly, data in the LDAP server 410 may be propagated to the
LDAP server 204 on the security server 104.

The enterprise server 106 also comprises a one-time password (“OTP”) server 412.
The OTP server 412 provides a mechanism for authentication. For instance, in one
embodiment of the present invention, the enterprise server 106 uses the OTP server 412 to
perform a mutual authentication process.

The enterprise server 106 also comprises a concentrator 414. The concentrator 414
provides remote access capability to the client 102. For instance, the concentrator 414 may
serve as a means for terminating a VPN between the client 102 and enterprise server 106.

The enterprise server 104 shown in Figure 4' also comprises a portal server 416. The
portal server 416 may comprise a standard web server, such as IIS or Apache. The portal
server 416 may provide one or more portals. For example, in one embodiment, the portal
server 416 provides two portals, portal one and portal two.

Portal one provides a configuration interface for managing the various elements
shown in Figures 2 and 3, including, for example, the policy server 402 and LDAP server
410. Portal two provides an interface for accessing data, such as QoS data and session data.

For instance, a user may use historical QoS data on portal two to determine how a
particular provider is performing in terms of throughput, user connections, and other QoS
metrics. Portal two may also provide real-time information, such as how many users are
currently connected.

For instance, in one embodiment, an IT manager determines that twenty users have
been rejected by a carrier in the last three minutes due to authentication failure and five users
with the same user identifier are currently logged on to five different devices. The IT
manager uses this information to detect a potential security problem. Portal two may also be

used to set alerts as described above.
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1t should be noted that the present invention may comprise systems having a different
architecture than that which is shown in Figures 1 through 4. For example, in some systems
according to the present invention, the security server 104 and enterprise server 106 may
comprise a plurality of security and enterprise servers. The system 100 shown in Figures 1
through 4 is merely illustrative, and is used to help explain the illustrative systems and
processes discussed below.

Illustrative Methods of Enhanced Network Access

The following illustrative embodiments utilize a central policy server 402 on an
enterprise server 106. The client device 102 downloads policies from the policy server 402
and the connection manager 210 utilizes the policies to make connections. In other
embodiments, policy files are created and distributed to the client device 102 in other ways.
For example, an email attachment or disk may be distributed to each client device 102. Each
time an update is necessary, a new disk or email is distributed.

In embodiments of the present invention, policies are created and distributed to client
devices 102. The client devices 102 utilize the policies for making connections. Figure 5 is a
flowchart illustrating a process for creating a policy for a group in one embodiment of the
present invention.

In the embodiment shown in Figure 5, policy administrator first determines a policy
502. The policy may be based on a variety of factors, such as, for example, regulatory issues,
the type of data and/or applications to be used, the level of control desired by the enterprise,
the physical environment in which a client device or group of client devices will operate, the
experience and technical knowledge of the user group associated with the policy, and the job
to be performed by the group or groups associated with the policy. The policy may include
various elements, including, for example a list of allowed connections or applications and a
list of disallowed connections or applications, acceleration preferences, and a VPN profile.
The policy may also include connection preferences of the enterprise or of the users. For
instance, an enterprise may decide not to use certain WiFi hotspots. The policy may vary by
time of day.

The policies may be based on a number of factors, including, for example, an
enterprise’s need to minimize overall transport cost when billed on a usage basis, an
enterprise’s wish to minimize perceived security exposure based on assumed insecurity on
some transports and specific connections, and an enterprise’s wish to ensure the highest speed

and most reliable usage experience for their users. The policies may be based on third party
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parameters as well. For instance, the policy may be based on the enterprise’s security
provider’s desire to minimize its transport costs overall.

The policy administrator next selects a group to be associated with the policy 504.
The administrator may manually enter group names and user identifiers. Alternatively, the
administrator may select groups from a central directory, such as the LDAP 410 or a
Microsoft Active Directory Server. Each policy may be associated with, for example, an
enterprise, a group within the enterprise or across enterprises, or with an individual.

Once the administrator has created a policy and associated the policy with a group,
the administrator saves the policy-group association 506. The policy-group association may
be stored in a database (not shown) in communication with the policy server 402.
Alternatively, the policy-group association may be stored in a file, for example, in an XML
format in a file.

The administrator then causes the policy and policy-group association to be
distributed to client devices 508. For instance, the policy and policy-group association may
reside in the database, which is in communication with the policy server 402, so that when a
client device attempts to download a policy, the policy-group association is used to determine
which policy or policies to download. The policy and policy-group association may be
distributed via a network, such as network 108, or by media, such as CD-ROM. In one
embodiment, only changes to the policies are downloaded. In other embodiments, all policies
are downloaded each time a download occurs.

In some embodiments, once the policies are downloaded to the client device, the user
may make changes to them. For instance, the user may set up an alternative VPN profile on
the client if the VPN associated with the VPN profile downloaded from the policy server 402
is temporarily unusable. |

Figure 6 is a flowchart illustrating a process for updating policy information on a
client in one embodiment of the present invention. In the embodiment shown, the policy
reader 216 on the client device 102 loads policies 602. For instance, the policies may exist in
an XML file, which the policy reader 216 opens aﬁd reads.

The connection manager 210 then determines what the most recently used connection
was and whether the most recently used connection is available 604. For example, a user
may shut down a client device 102 while the client device 102 is connected to a WiF1i hotspot.
When the user starts the client device 102, the client device will attempt to connect to the

‘WiFi hotspot.
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If the client device 102 is not able to connect to the most recently used connection, the
client device 102 attempts to identify a new connection 606. For example, the client device
102 may have moved out of range of the WiFi hotspot to which the client was connected.
The client device 102 identifies all currently-available connections. The client device 102
also identifies one or more policies associated with the user. The client device 102 then
identifies properties of the network connection or connections and compares the network
properties to the policy (rule). A network property may be, for example, quality of service
measures, such as security, reliability, and speed may be utilized. The client device 102 may
also use cost or a combination of cost and a plurality of other properties in making the
determination. In one embodiment, the client device 102 applies a normalization algorithm
to the plurality of properties to come up with a single number for each network connection.
The client device 102 then compares the single numbers to determine to which network to
connect.

Using either the most recently used connection or the newly-identified connection, the
client device connects to the policy server (402) 608. For instance, the client device 102 may
connect to the most recently used WiFi hotspot and then establish a connection with the
policy server 402 and the QoS server 310 over the Internet.

Ollce the client device 102 has established a connection with the network, the client
device uploads QoS data to the QoS server (310) 610. In one embodiment, QoS data from
the previous session is uploaded at the start of the current session so that interruptions in
service, such as a lost connection, can be accurately tracked.

The client device next downloads the latest policy data from the policy server (402)
612. The policy data may comprise only changes since the last connection. For example, the
client device 102 may store a last download date and only download policies from the policy
server 402 that have been created or changed since the last update date. The client device
may download other information as well. For instance, the administrator may determine that
a particular client device 102 has been stolen and set an indicator to cause the client device to
encrypt data on its hard drive. When the client device 102 connects, it downloads the
indicator.

The process may be transparent to the user. In one embodiment, the download
process runs as a service. Each time the client device 102 starts up, the process executes.

The process may also include having the client device 102 connect to a VPN automatically so

that the user can access enterprise applications.
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Figure 7 is a flowchart illustrating a method for changing a network connection while
downloading data in one embodiment of the present invention. In the embodiment shown,
the connection manager 210 receives an indication to change network connections 702. The
indication may be due to an identification of a newly available network, a manual selection
by a user, or some other indication. For instance, a hardware device, such as a cellular data
card, may indicate that a new connection is available. The user receives the indication and
decides to change to the new network and clicks a button on a user interface, indicating the
desire to change.

In one embodiment, the connection manager 210 identifies a new network. The
connection manager then compares a first property of the currently connected (existing)
network to a first property of the second new network. The properties may signify the same
or similar information about the two networks, e.g., the type of network. Based on policies,
the connection manager 210 determines to which network to connect.

In one embodiment, the connection manger 210 rules engine makes connection
decisions based on six core pieces of data for connection that is physically available (the

correct device is installed and operating, and a signal is available):

) Is the connection allowed for this user;
) How secure is the connection deemed to be;
3) How reliable is the connection deemed to be;

@ How fast is the connection deemed to be;

%) How expensive is the connection relative to others for the enterprise; and

(6) How expensive is the connection relative to others for a service provider, such
as a network security service provider? _

Item (1) in this list is specified based on whether or not the connection is available to
the enterprise in general and whether the enterprise has made the connection available to the
user (or, more precisely in some implementations, not barred the user from the connection).
Item (2) is based on enterprise preference indication. It could also be based on attack
detection algorithms automatically applied, e.g., if relatively more attacks on a specific type
of connection or specific location are detected, then relatively more attacks are occurring.

Item (3) is based on connection statistics. In one such embodiment, the enterprise has
the option to indicate perceived relative reliability measures. Item (4) is also based on
connection statistics. Item ~(5) is based on the pricing plan that the enterprise has entered into
with the provider. And item (6) is based on carrier pricing arrangements and usage

assumptions for various connections.
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One embodiment of the present invention takes each of these six items and uses a
normalization algorithm to work these elements (with their relative strengths) into a
“weighting” within a range. Then, the rules engine on the client device 102 simply selects
the connection with the highest weighting.

In some cases, despite the rules based analysis, an enterprise may not wish for a user
to use a specific connection for a given, short period of time. In one embodiment, the system
allows the enterprise to specifically exclude a connection for a short time.

Before disconnecting, the connection manager 210 sends a signal to the session
persistence server 316 to suspend any currently active data transfer 704. By suspending data
transfer, the connection manager 210 helps to eliminate the potential for losing data.

The connection manager 210 then disconnects the client device 102 from the network
(108) 706. The process for disconnecting may differ between various networks. During the
period when the client device 102 is disconnected, the session persistence server 316 caches
data. After a period of time, which may be very brief, the connection 210 manager attempts
to reconnect to a network 708. The network 108 may be the most recently used network or
may be a newly identified network. The connection may be dropped for a period of time. In
one embodiment, a user may specify the duration that the user expects to be disconnected
when the disconnect occurs. The persistence server 316 uses this information to determine
how much data to cache during the period of disconmection.

The connection manager 210 or persistence server 316 then determines whether the
download that was occurring before the disconnect should continue 710. For instance, the
connection manager 210 may determine that the new connection is too slow to support the
data download. The connection manager 210 may also look to the policies to determine what
rules apply to the connection.

If the download, should continue, the connection manager 210 resumes the data
transfer 712. The data transfer may then complete or may be subject to subsequent
disconnects. If the new network is not suitable to support the download, or if the download is
complete, the process ends 714.

For example, in one embodiment, a salesperson needs to download a large document
containing a price list. The salesperson’s computer is currently connected via a wide area
network connection, which is relatively slow. The salesperson enters a coffee shop that the
salesperson knows has a high speed WiFi connection.

When the client device 102 indicates that the WiFi connection is available, the user

indicates that the client device 102 should change networks. The client device seamlessly
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connects to the WiFi network and, based on rules eétablished in the policies, begins
downloading the document. If the user must leave the coffee shop before the download is
complete, the connection manager 210 can signal the session persistence server 316 to pause
the download until the user reenters the coffee shop or connects to another high-speed
network.

In one embodiment, session persistence operates on the following process: when a
disconnection event occurs, the connection manager 216 buffers application data coming to
the client device 102, making applications “believe™ that they are still connected. At the
same time, session persistence server 216 buffers information on the server side, making the
server 104 “believe” that it is still connected. Once a network connection has been
reconnected, the connection manager 210 and session persistence server 316 empty the
buffers that have built up on both sides.

One such embodiment implements a kernel mode driver at the NDIS layer in the
Microsoft Protocol stack (roughly equivalent to layer 3 in the OSI model). This kernel mode
driver is implemented as an “Intermediate Driver” on the Microsoft W2K/WXP operating
systems. The driver acts as a single “virtual device” through which all network
communications goes. This single device routes this traffic to the appropriate physical device
(directed through a virtual device associated with a third-party VPN when appropriate),
depending on the current physical connection.

In order to make application layer components believe that a network is still up and
running, no “disconnect” signal is transmitted to the application layer components when a
network interruption occurs. In this way, application layer components treat the connection
as if it is simply slow.

The primary interface component between the client 102 and server 104 in such an
embodiment is an indication that a client will be disconnecting for a long period of time, but
wishes to persist the session over this extended time. In this case, the client 102 provides the
user a means to enter the time that the system will be un-connected (say for the duration of a
domestic flight), and the client notifies the server of the expected length of the disconnection
event.

On the server 104, the session persistence server 316 functions as a proxy for
connections from clients to network resources. Be those resources at the enterprise data
center or public resources. The server implementation includes a similar intermediate driver
architecture to that on the client, combined with application layer components to manage

caching Jocations and recording for billing purposes. There may be cases where enterprises

22

180



WO 2006/004784 PCT/US2005/022982

wish caching to occur at the enterprise. In this case, the system allows for the cache to be on
the other side of a static tunnel to the enterprise.
General
The foregoing description of the embodiments of the invention has been presented
5 only for the purpose of illustration and description and is not intended to be exhaustive or to
limit the invention to the precise forms disclosed. Numerous modifications and adaptations

thereof will be apparent to those skilled in the art without departing from the spirit and scope

of the present invention.
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That which is claimed:

1. A method comprising;:
receiving a request to connect to a network, the request associated with a user;
determining a policy associated with the user;
identifying at least one available network connection;

determining at least one property of the at least one available network

connection;
evaluating the property based at least in part on the policy; and
selecting the at least one available network connection based on the
evaluation.
2. The method of claim 1, wherein the policy comprises a list of allowed
connections.
3. The method of claim 1, wherein the policy comprises a list of disallowed
connections.
4. The method of claim 1, wherein the property comprises a property selected

from the group consisting of security, reliability, speed, and cost.

5. The method of claim 1, wherein the at least one property comprises a plurality
of properties and further comprising applying a normalization algorithm to the plurality of
properties.

6. The method of claim 1, wherein determining the policy comprises retrieving
the policy from a central policy repository.

7. The method of claim 1, wherein the at least one available network connection
comprises a public connection.

8. The method of claim 1, wherein the at least one available network connection
comprises a private connection.

9. The method of claim 1, further comprising receiving a quality of service
datum associated with the at least one available network connection.

10. The method of claim 1, wherein the at least one available network connection

comprises a plurality of available network connections.

11. A method comprising:
receiving an indication that a new network connection is available for a client

device associated with a user;
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determining at least one first property associated with the new network
connection;
determining at least one second property associated with an existing network
connection;
determining a policy associated with the user;
evaluating the at least one first property based at least in part on the policy;
evaluating the at least one second property based at least in part on the policy;
disconnecting from the existing network connection; and
connecting to the new network connection.
12. The method of claim 11, further comprising signaling that the new network
connection is available.
13. The method of claim 11, further comprising before disconnecting from the
existing network connection, opening a data cache for buffering data during a disconnection.
14. The method of claim 13, further comprising after connecting to the new
network connection:
receiving data from the data cache; and
closing the data cache.
15. The method of claim 13, further comprising receiving a measure for
determining the size of the data cache.
16. The method of claim 15, wherein the measure comprises an estimated
disconnection duration.
17. The method of claim 11, wherein the indication that a new network connection

is available comprises a signal from a hardware device.

18. The method of claim 17, wherein the hardware device comprises an adapter
selected from the group consisting of a WiFi adapter, a LAN adapter, a cellular adapter
(WWAN), and a dial-up (WAN) adapter.

19. A computer-readable medium on which is encoded program code, the program
code comprising:

program code for receiving a request to connect to a network, the request
associated with a user;
program code for determining a policy associated with the user;

program code for identifying at least one available network connection;
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a policy reader operable to determine a policy associated with a user;

a connection manager operable to:

user;

connection;

evaluation.

receive a request to connect to a network, the request associated with a

identify at least one available network connection;

determine at least one property of the at least one available network

evaluate the property based at least in part on the policy; and

select the at least one available network connection based on the

27. The system of claim 26, further comprising a quality of service collector

operable to receive a quality of service datum associated with the at least one available

network connection.

28. A system comprising;:

a policy reader operable to determine a policy associated with a user;

a connection manager operable to:

connection;

network connection,;

policy;

policy;

receive an indication that a new network connection is available;

determine at least one first property associated with the new network
determine at least one second property associated with an existing
evaluate the at least one first property based at least in part on the
evaluate the at least one second property based at least in part on the

disconnect from the existing network connection; and

connect to the new network connection.
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program code for determining at least one property of the at least one available
network connection;

program code for evaluating the property based at least in part on the policy;
and

program code for selecting the at least one available network connection based
on the evaluation.

20. The computer-readable medium of claim 19, further comprising program code
for receiving a quality of service datum associated with the at least one available network
connection.

21. A computer-readable medium on which is encoded program code, the program
code comprising;:

program code for receiving an indication that a new network connection is

available;
determining at least one first property associated with the new network
connection,;
determining at least one second property associated with an existing network
connection;
determining a policy associated with a user;
evaluating the at least one first property based at least in part on the policy;
evaluating the at least one second property based at least in part on the policy;
disconnecting from the existing network connection; and
connecting to the new network connection.
22. The computer-readable medium of claim 21, further comprising signaling that

the new network connection is available.

23. The computer-readable medium of claim 21, further comprising before
disconnecting from the existing network connection, opening a data cache for buffering data
during a disconnection.

24. The computer-readable medium of claim 23, further comprising after
connecting to the new network connection:

receiving data from the data cache; and
closing the data cache.

25. The computer-readable medium of claim 23, further comprising receiving a
measure for determining the size of the data cache.

26. A system comprising:

26
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DESCRIPTION JP2005339247

G

[Problem] without entering a user ID and password automatically authenticates the user, and
provides a two-way one-time ID authentication system that does not perform the authentication
in the content server. Define the initial authentication code in accordance with the registration of
the user ID that is defined in A URL of the content server and the content server, authentication
key for the URL of the content server, user ID, and a two-way one-time ID authenticates the initial
authentication code managed in association with the authentication server, and mobile terminal
to perform to install the authentication key from the authentication server authentication server
and the two-way one-time ID authentication, and a gateway server to the mobile terminal to
access, the mobile terminal, gateway carries out bidirectional one-time ID authentication using
the authentication key with the authentication server via the server, a bidirectional one-time ID
authentication system requests a content to the content server via a gateway server when
authentication is successful is there. .FIELD 6

Two-way one-time ID authentication system and authentication method

[0001]
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[0001] The present invention relates to a bidirectional one-time authentication system and an
authentication method for performing a bidirectional one-time ID authentication between the
mobile terminal and the server

[0002]

[0002] The content server that provides e-commerce and financial transactions of the service is
widely known via the Internet. As shown in FIG. 24, the user communicates over the Internet
with the content server using the mobile device or computer or the like, actually the user ID and
password, etc. in advance determined when using the service on the input to have authenticated,
it may be utilized. In other words, the content server by using the user ID and password, and the
like that has been input, take the integrity of the user information, to identify a user who comes
to access, and to allow the request if the legitimate user. Patent 2003-162507

[0003]

[0003] However, the user ID and password, and the like guess by a third party, there is a fear
that leakage, or are prying eyes, if there is such a thing, would also be available easily content
server is a third party, there is a fear that is the illegal commerce and financial transactions.
Further, the user information managed by the content server, in addition to such as a user ID and
a password, for example, the user's address and phone number, E-mail address, date of birth,
bank account number or credit used for settlement since even personal information number or
the like are managed, the user ID and password, etc. to a third party would be known, there is a
possibility that, also known these information at the same time. Therefore, the user has a
problem that can not be utilized with confidence services such as e-commerce and financial
transaction provided by the content server.

[0004]

[0004] paying attention to these problems, the present invention is, and automates the
authentication of users without having to enter a user ID and password, and, two-way one-time
ID authentication system and is not carried out by the content server the authentication and to
provide an authentication method.
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[00035]

[0005] According to a first aspect of the present invention defines an initial authentication code
according to the registration of the user ID defined in the URL of the content server and the
content server, URL of the content server, user ID, and an initial and the authentication server for
managing the authentication code in association with the authentication key to perform a two-
way one-time ID authentication, and a mobile terminal that performs the authentication server
and the two-way one-time ID authentication to install the authentication key from the
authentication server, the portable terminal and a gateway server for accessing said portable
terminal, said carries out bidirectional one-time ID authentication by using the authentication key
between the authentication server via the gateway server, if the authentication is successful a
bidirectional one-time ID authentication system, wherein the request content to the content
server via the gateway server to.

[0006]

[0006] The invention described in claim 2 of the present invention, a bidirectional one-time ID
authentication system according to claim 1, wherein the authentication server, one-time ID
authentication of the mobile terminal is successful in the authentication server the generates a
session ID associated with the authentication key sent to the mobile terminal via the gateway
server in the case, the session ID sent via the gateway server together with the content request
from said portable terminal when confirming reads the URL and the user ID of the content server
sends the gateway server, the gateway server sends the content request to the URL and the user
ID and synthesized and the content server of the content server, the content sending of content
of a server to the portable terminal via the gateway server, it said mobile devices, characterized
by acquiring and displaying the content.

[0007]

[0007] The invention described in claim 3 of the present invention, a bidirectional one-time ID
authentication system according to claim 1 or 2, to perform the bidirectional one-time ID
authentication by using the authentication key, the authentication via the gateway server if the
server one-time ID has been successfully authenticated by requesting the content to the content
server, to acquire the content, that you previously installed a browser-type application program
to perform the series of processes the features.
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[0008]

[0008] The invention described in claim 4 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 3, wherein the application program
and the authentication key is installed said portable terminal and activating the application
program, carries out bidirectional one-time ID authentication by using the authentication key
between the authentication server via the gateway server, the via the gateway server when
authentication is successful acquired by requesting the content to the content server, and
performing automatically the operation of displaying on said portable terminal.

[0009]

[0009] The invention described in claim 5 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 4, wherein the session ID has a session
time, the authentication server the session and features that you disable the session ID when the
time has passed.

001 0]

[001 O] The invention described in claim 6 of the present invention, a bidirectional one-time ID
authentication system according to claim 5, when the session time is the session ID was disabled
too, automatically and performing re-authentication by the bi-directional one-time ID

authentication.

[0011]

[0011] The invention described in claim 7 of the present invention defines an initial
authentication code according to the registration of the user ID defined in the URL of the content
server and the content server, URL of the content server, user ID, and an initial and the
authentication server for managing the authentication code in association with the authentication
key to perform a two-way one-time ID authentication, and a mobile terminal that performs the
authentication server and the two-way one-time ID authentication to install the authentication
key from the authentication server, the portable terminal and a gateway server for accessing said
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portable terminal performs bi-directional one-time ID authentication by using the authentication
key between the authentication server via the gateway server, the authentication server,
authentication generates the session ID and the token associated with the authentication key on
success sends the token to the mobile terminal via the gateway server, differs from the mobile
terminal to the token from the mobile terminal type in the terminal, the authentication
server,Reads the URL and the user ID of the content server when confirming that the session time
of the session ID associated with the token which is sent along with the content request via the
gateway server from said different terminal is not passed said along with the session ID is sent to
the gateway server, the gateway server sends to the content server and combined with the URL
and the user ID of the content server the content request, the content of the content server via
the gateway server on sent to different terminals and the mobile terminal together with the
session ID, the registered in the Cookie the session ID as well as retrieve and display the content
in the different terminals and the mobile terminal, since it was registered in the Cookie a
bidirectional one-time ID authentication system characterized in that requesting content using
the session ID.

001 2]

[001 2] The invention described in claim 8 of the present invention, a bidirectional one-time ID
authentication system according to claim 7, to perform the bidirectional one-time ID
authentication by using the authentication key, bidirectional one-time to acquire the token when
the ID authentication is successful, characterized in that to have been installed on the token-type
application program to perform the series of processes.

001 3]

[001 3] The invention described in claim 9 of the present invention, a bidirectional one-time ID
authentication system according to claim 7 or 8, wherein the session ID has a session time, the
authentication server only said session time disable the session ID when the said case of the
session ID in the authentication server is disabled, characterized in that said from the portable
terminal activates the application program acquires the token.

[001 4]

The invention according to claim 10 of the [001 4] present invention, a bidirectional one-time ID
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authentication system according to any one of claims 1 to 9, wherein the authentication key, to
activate the application program, said portable terminal the case where the initial authentication
code and the required received in by inputting the download destination address of the
authentication key, characterized in that it is installed.

001 5]

[001 5] The invention described in Claim 11 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 9, wherein the authentication key, the
download destination of the authentication key have been described characterized in that it is
installed by clicking on the download destination e-mail to receive the mobile terminal.

001 6]

[001 6] The invention described in Claim 12 of the present invention, characterized by a
bidirectional one-time ID authentication system according to any one of claims 1 to 11, for use as
a model that can identify the user in the authentication server to.

[001 7]

[001 7] The invention described in Claim 1 3 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 11, for use as a model that can
guarantee the anonymity of the user at the authentication server it features a.

[001 8]

[001 8] The invention described in Claim 14 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 13, can disable the authentication key
if you lose the portable terminal characterized in that it comprises a device separate.

001 9]

24-04-2016 6

201



[001 9] The invention described in Claim 15 of the present invention, a bidirectional one-time ID
authentication system according to any one of claims 1 to 14, wherein the content server and the
gateway server is connected via the Internet If you are, and performing a bidirectional one-time
ID authentication between the two servers.

[0020]

[0020] The invention described in Claim 16 of the present invention is to define a user ID, the
user's address, phone number, and E-mail address, date of birth, bank account number or credit
card number used for payment or the like both the content server for managing personal
information, and defines the initial authentication code according to the registration of the user
ID defined in the URL and the content server of the content servers, URL of the content server,
user ID, and the initial authentication code and the authentication server to manage in
association with the authentication key for the direction one-time ID authentication, and a mobile
terminal that performs the authentication server and the two-way one-time ID authentication to
install the authentication key from the authentication server, the portable terminal and a gateway
server for accessing said portable terminal performs bi-directional one-time ID authentication by
using the authentication key between the authentication server via the gateway server, the
gateway server when authentication is successful a content providing system characterized in
that requests the content to the content server via.

[0021]

[0021] The invention described in Claim 17 of the present invention is to define a user ID, the
user's address, phone number, and E-mail address, date of birth, bank account number or credit
card number used for payment or the like both the content server for managing personal
information, and defines the initial authentication code according to the registration of the user
ID defined in the URL and the content server of the content servers, URL of the content server,
user ID, and the initial authentication code and the authentication server to manage in
association with the authentication key for the direction one-time ID authentication, and a mobile
terminal that performs the authentication server and the two-way one-time ID authentication to
install the authentication key from the authentication server, the portable terminal and a gateway
server for accessing said portable terminal performs bi-directional one-time ID authentication by
using the authentication key between the authentication server via the gateway server, the
authentication server, authentication was successful the generates a session ID and a token
associated with the authentication key sends the token to the mobile terminal via the gateway
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server in the case, the token from the mobile terminal type in different terminals and the mobile
terminal ,The authentication server reads the URL and the user ID of the content server when
confirming that the session time of the session ID associated with the token which is sent along
with the content request via the gateway server is not only the feed along with the session ID to
the gateway server, the gateway server sends to the content server and combined with the URL
and the user ID of the content server the content request, the content of the content server via
the gateway server said along with the session ID sent to a different terminal and the mobile
terminal, the registered in the Cookie the session ID as well as retrieve and display the content in
the different terminals and the mobile terminal, since it was registered in the Cookie session a
content providing system characterized in that to request the content using the ID.

[0022]

[0022] The invention described in Claim 1 8 of the present invention, in the authentication server,
and defines the initial authentication code according to the registration of the user ID defined in
the URL of the content server and the content server, URL of the content server, the user ID, and
a step of initial management of the authentication code in association with the authentication key
to perform a two-way one-time ID authentication, a step of the mobile terminal to install the
authentication key from the authentication server, the portable terminal is the gateway server
when the step of performing bidirectional one-time ID authentication, where the one-time ID
authentication of the authentication server in the mobile terminal is successful by using the
authentication key between the authentication server via said portable terminal the gateway a
bidirectional one-time ID authentication method characterized by a step of requesting the content
to the content server via the server.

[0023]

[0023] The invention described in Claim 19 of the present invention, the authentication if a
bidirectional one-time ID authentication method according to claim 18, in the authentication
server, the one-time ID authentication of the mobile terminal is successful generating a session ID
associated with the key, the step of sending to said mobile terminal to the session ID via said
gateway server, sent through the gateway server together with the content request from said
portable terminal a step of reading the URL and the user ID of the content server when
confirming the session ID, a step of sending to the content server the content request at the
gateway server synthesizes the URL and the user ID of the content server, a step of sending to
said mobile terminal a content of the content server via the gateway server, said portable
terminal; and a step of acquiring and displaying the content.
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[0024]

[0024] The invention described in Claim 20 of the present invention, in the authentication server,
and defines the initial authentication code according to the registration of the user ID defined in
the URL of the content server and the content server, URL of the content server, the user ID, and
a step of initial management of the authentication code in association with the authentication key
to perform a two-way one-time ID authentication, a step of the mobile terminal to install the
authentication key from the authentication server, the portable terminal is the gateway server
associated with the authentication key if the the step of performing a bidirectional one-time ID
authentication using the authentication key, the one-time ID authentication of the mobile
terminal in the authentication server is successful between the authentication server via having
the steps of generating a session ID and token, the step of sending the token to the mobile
terminal via the gateway server, and a step of inputting said token in said mobile terminal
different from the terminal and the mobile terminal was two-way one-time ID authentication
method according to claim.

[0025]

[0025] The invention described in Claim 21 of the present invention, a bidirectional one-time ID
authentication method according to claim 20, via the gateway server from a different terminal
from said mobile terminal said token is input a step together with the content request and sends
the token, the reading of the URL and the user ID of the content server when confirming that the
session time of the session ID associated with the sent come token is not passed session through
a step of sending to the gateway server along with ID, a step of sending to the content server the
gateway server synthesizes the URL and the user ID of the content server of the content request,
the gateway server for the content on the content server and a step to send to different terminals
and the mobile terminal together with the session ID on, said the mobile terminal and the step of
registering to Cookie the session ID as well as retrieve and display the content in a different
terminal, after that, the characterized by a step of requesting the content using the session ID
registered in the cookie.

[0026]

According to [0026] the present invention, it is possible to automatically perform authentication

24-04-2016 9

204



without entering a user ID and password, not the user ID and password, and the like are known
to a third party, the user content server There can be used with confidence to e-commerce and
service of financial transactions, etc. to provide.

[0027]

[0027] Further, according to the present invention, authentication and access to the content
server when starting the application program downloaded to the portable terminal is
automatically performed.

[0028]

[0028] Further, according to the present invention, since no authentication by the content server,
the content server need only provide information, it is possible to save time and cost of the
authentication system construction.

[0029]

[0029] Hereinafter will be described the best mode for carrying out the present invention, but
the present invention is not limited to the scope of the following examples, as long as without
departing from the scope thereof, appropriately changed and those that can be implemented.
First, the one-time ID and a two-way one-time ID authentication, as well as the application
program and the authentication key will be explained.

[0030]

[0030] The one-time ID and a two-way one-time ID authentication will be described. One-time ID
is identification information that can be used only once in the authentication, is generated based
on the common key and the authentication data between devices or between applications.
Authentication by an one-time ID, is to ensure the effect of anonymity that a third party while to
become able to identify the sender, recipient, can grasp the one-time ID as identification
information if a legitimate sender, recipient together with the resulting, for the one-time ID is
changed each time the communication between sender and receiver is carried out, the effect is
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obtained that a third party can not be predicted for the next one-time ID. The bidirectional one-
time ID authentication, in order to authenticate with each other using the one-time ID, it is
possible to prevent the spoofing each other.

[0031]

[0031] In the P-SIGMA is the key exchange and authentication method using the one-time ID for
example, the key exchange and authentication in the procedure as shown in FIG. 1 have been
made. First of all, the client is, proposal of SA (Security Association), to send a random number
Rc, DH (Diffie-Hellman) public value gx, OID (the one-time ID) to the server. Note that the
proposal of the SA, contains proposals on parameters used encryption algorithm and
authentication method, the key exchange.

[0032]

[0032] Next, the server, to identify the client from the received OID, in the case that can not be
identified, deny the communication. If it can be identified, send acceptance was SA, random
number Rs, DH public value gy, HASHs, IDs that were encrypted with the session key e (the
server ID) to the client. It should be noted that the session key e is a pre-shared key, a random
number Rs, the function value of a keyed hash function to the random number Rc and DH
common key gxy the argument, HASHs is, pre-shared key, a random number Rs, random number
Rc, DH public value gx, which is a function value of the pseudo-random number function which
takes a gy and IDs.

[0033]

[0033] Next, the client, to verify the HASHs received, to confirm the validity of the server on the
basis of this HASHs. If it is correct HASHs, HASHc, send IDc encrypted with the session key e the
(client ID) to the server. Here, HASHc is a pre-shared key, a random number Rs, random number
Rc, DH public value gx, function value of the pseudo-random number function which takes a gy
and IDc. Subsequently, the server to verify the HASHc received, to confirm the validity of the
client on the basis of this HASHc. If it is correct HASHc, it terminates the protocol.

[0034]
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[0034] In the P-SIGMA, OID (onetime ID) is defined as follows.

[0035]

[0035] OID1 = prf (K, 1) OID2 = prf (K, 2) ... OIDn = prf (K, n)

[0036]

[0036] In this defining expression, OIDn the one-time ID to be used when the n-th SA
establishment, prf pseudo random function, K is a pre-shared key or a value generated from the
pre-shared key.

[0037]

[0037] Therefore, according to the P-SIGMA, by introducing an OID, while the third party can not
be identified the sender-recipient identifying OID if legitimate sender-recipient together effect is
obtained such can be grasped as the information, every time the communication between the
client and the server is performed (i.e., generation or each update of the SA) for OID to be
changed, by a third party to predict the next OID effect can be obtained, such as can not.

[0038]

[0038] some of which was used as the variable shared key arguments that vary from session to
this other or variable shared key and the one-time ID the function value of the hash function to a
communication order as the argument, (SIGNAL) (Fig. 2, see Fig. 3). Thus, for example, it is
variable shared key leaks to a third party, since the variable shared key is to be changed for each
session, leaking variable shared key one-time non onetime ID generated using not be able to
predict the ID. In other words, wiretapping is possible to generate a superior one-time ID to the
difficult and safety. Further, by using the one-time ID (SIGNAL), since to carry out the
authentication between the client and the server, while the third party can not be identified the
sender-recipient, legitimate senders, recipients it is possible to grasp the one-time ID as
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identification information, if any. Therefore, DoS attacks and spoofing resistance can be
enhanced with respect to such, even under open network environment, aims to protect the ID
information, it is possible to improve the security of communication. Further, it allows remote
access, it is also possible to enhance the convenience.

[0039]

[0039] followed by the application program will be described. Bidirectional one-time ID
authentication system of the present invention can be utilized by installing the application
program to the mobile terminal. Then, by activating an application program installed,
automatically carries out bidirectional one-time ID authentication with the authentication server,
information can be obtained from the content server. This section describes how to install the
application program, a description of the specific operation will be described later.

[0040]

To install the [0040] application program, there is the following method. However, not the
method of installation is not limited to this. (1) you will receive an e-mail the download
destination has been described of the mobile terminal to the authentication application software,
by clicking on the download destination, to download and install the application program from
the download site. (2) is notified of the download site of the application program in the mail or
the like, the user has to enter the download site, download and install the application program
from the download site. (3) software application program is sent by mail, etc., to install using it.

[0041]

[0041] The authentication key is a shared key used in performing the bidirectional one-time ID
authentication generates a one-time ID. When performing bidirectional one-time ID
authentication can be utilized by installing the pre-authentication key. How to install the
authentication key will be explained. The user's address in the content server, phone number, E-
mail address, date of birth, and the user information such as user ID is registered, by the
operation or the like of an operator in the authentication server, defined in the URL of the
content server and the content server It has been registered user ID, and this in accordance to
register to define the initial authentication code associated with the authentication key in the
corresponding table. When the download site or software application programs by mail or the
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like is sent, the initial authentication code is also enclosed. It should be noted that, if necessary,
have also been enclosed download destination site address of the authentication key. When to
start the installed application program, if the initial authentication code and the necessary will be
prompted to request the input of the download destination site address of the authentication key,
and the client to enter the site address of the initial authentication code and download
destination , the initial authentication code to request the download of the authentication key is
sent to the authentication server through a gateway server. On the other hand, if the e-mail
download destination application program is sent, the download location and the initial
authentication code of the authentication key is described. User by entering the download
destination and the initial authentication code of the authentication key, the initial authentication
code to request the download of the authentication key is sent to the authentication server
through a gateway server. It is to be noted that, by the download destination of the
authentication key is to click on it, the initial authentication code also may have been to be sent
together, the user by entering or click on the download destination of the authentication key,
automatically initial authentication code may request a download of the authentication key is
sent to the authentication server via the gateway server.

[0042]

[0042] Then, the authentication application program was started entering the download
destination site address of the initial authentication code and authentication key, or by clicking
the authentication key download destination, authentication server, which has received the initial
authentication code, corresponding to the initial authentication code the authentication key is
attached read from the correspondence table, and sends the authentication key to the user of the
portable terminal that had download request via the gateway server. Authentication key on a
mobile device is installed. Although there is no intended for authentication key is variable, in the
present system can also be used with any authentication key.

[0043]

[0043] The above authentication application program and the authentication key by be installed
in the portable terminal, when activating an application program on the mobile terminal,
automatically an authentication key with the authentication server via the gateway server using
carries out bidirectional one-time ID authentication can be acquired by requesting the content to
the content server via a gateway server when authentication is successful.
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[0044]

[0044] The following describes the first embodiment of the present invention with reference to
the drawings. In this embodiment, described browser type bidirectional one-time ID
authentication system. As shown in FIGS. 4 to 7, browser type bidirectional one-time ID
authentication system includes a portable terminal, comprising an authentication server and a
gateway server, mobile device, among via the gateway server and the authentication server
carries out bidirectional one-time ID authentication using the authentication key to obtain the
session ID if the authentication is successful, is a system for requesting the content to the content
server via the gateway server.

[0045]

[0045] Here, the session ID will be explained. Session ID, assigned a unique value in the
authentication server, an identifier associated with the authentication key. If the bidirectional
one-time ID authentication in the authentication server is successful, thereafter, it adds the
session ID when the access request from the mobile terminal to the content server, to
authenticate the access to the content server to the authentication server by the session ID We
have to get so. The user need not be aware of the addition of session ID, the application is
programmed to automatically adds the session ID.

[0046]

[0046] That is, in the present system, performing the gateway server and an authentication
server for authenticating the user, are separated and a content server that provides the service
content, the portable terminal and the content server to communicate directly and authentication

not.

[0047]

[0047] Each of the components will be described below. As described above, the mobile terminal
be installed an authentication key and the application program. Here, it is assumed that installing
a browser type application program. The mobile terminal is a terminal to access only to the
gateway server. In the mobile terminal, it is a mobile phone or PDA (Personal Digital (Data)
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Assistants) and the like. Authentication server, the operation or the like of the operator, and
registers the URL and the user ID defined by the content server of the content server and the
server to be registered in the correspondence table in association with this in accordance defines
the initial authentication code authentication key . Also, generating an authentication server
performs the two-way one-time ID authentication using the authentication key between the
mobile terminal via the gateway server, the session ID if the one-time ID authentication of the
mobile terminal is successful in the authentication server to.

[0048]

[0048] Session ID generated in the authentication server is managed by the correspondence
table in association with the authentication key. That is, the session ID is therefore associated
with the authentication key can be associated also with the content server URL and the user ID
associated with the authentication key. Also, the session ID generated is sent together with the
one-time ID to the mobile terminal via the gateway server. The authentication server may When
confirming the session ID sent via the gateway server from the mobile terminal, reading the
content server URL and the user ID associated with the session ID. Gateway server, the
communication between the mobile terminal and the authentication server, which controls the
communication between the content server and the mobile terminal, in the present system, a
mobile terminal, the authentication server, and content server, always via a gateway server to
communicate on. Content server is a server that provides services such as e-commerce and
financial transactions. The content server, the user ID of the user to use the server is defined,
address and phone number, E-mail address, date of birth, personal information such as bank
account number or credit card number to be used in the settlement is registered It is managed.
This system, by activating a browser-type application program on the mobile device,
automatically authentication is performed, it is possible to acquire the contents on the content
server.

[0049]

[0049] Hereinafter, with reference to FIGS. 10 to 13, the operation of the program when starting
the installed browser application program of the mobile terminal. When you start the application
program on the mobile terminal, it is determined whether or not the beginning to have obtained
the authentication key. If the authentication key is not, because you must install the
authentication key, authentication key download operation moved to the (preparatory stage), if
necessary and the initial authentication code as described above is input the download
destination address of the authentication key or click the authentication key download
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destination, be installed on the mobile terminal (see Figure 10). If the authentication key is
acquired proceeds to operation of generating the one-time ID using the authentication key (step

1).

[0050]

[0050] Hereinafter, the operation of step 1 will be described with reference to FIG. When you
generate a one-time ID using the authentication key, the mobile terminal sends a one-time ID for
mobile terminal authentication to the gateway server, gateway server sends the one-time ID to
the authentication server. An authentication server using the authentication key is managed by
the correspondence table, authenticates the one-time ID sent from the mobile terminal, generates
a session ID if the authentication is successful. Then, the session ID generated is managed by the
correspondence table in association with the authentication key in the authentication server. On
the other hand, when the mobile terminal authentication is performed by the authentication
server, one-time ID for another authentication server authentication with the one-time ID is
generated by the authentication server. The authentication server sends the generated one-time
ID to the gateway server along with the session ID. In addition, the session ID has a session time,
the authentication server and measure the that time and at the same time to generate a session
ID. Then, when the session time has passed, it is programmed to disable the session ID. When the
gateway server receives the one-time ID and session ID from the authentication server, send
them to the mobile terminal. The mobile terminal performs authentication of the authentication
server in the one-time ID sent from the authentication server via the gateway server, to acquire
the session ID if the authentication is successful. When you get the session ID on a mobile
terminal moves to the operation for requesting the content to the content server (step 2).

[0051]

[0051] Hereinafter, the operation in step 2 will be described with reference to FIG. And to get the
session ID on a mobile terminal on a mobile terminal to generate an HTTP packet to request the
content. The mobile terminal is sent to the gateway server with the session ID of the HTTP
packet, the gateway server while sending a session ID to the authentication server, once to hold
the HTTP packet. Get the session ID sent from the gateway server in the authentication server, to
determine whether the session ID is managed by the correspondence table, the correspondence
to the session ID if there is a session ID in the correspondence table is reading the content server
URL and user ID are. That is, if it is possible to read the session ID in the session time, it is
possible to read the content server URL and the user ID, to be able to read the session ID in the
session time, there is no session ID corresponding to the correspondence table so, it is impossible
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to read the content server URL and the user ID. If the session ID corresponding to the
correspondence table is not present, the authentication server notifies the effect that it is
impossible to obtain the content (NG) to the gateway server, the gateway server also notifies the
mobile terminal. A mobile terminal which is notified to that effect, as shown in FIG. 13, and
proceeds to automatically re-operation of generating the one-time ID using the authentication
key (step 1). On the other hand, if there is a session ID corresponding to the correspondence
table, the authentication server reads the content server URL and the user ID, and sends them to
the gateway server. In addition, at that time, to reset the session had been measured in the
authentication server time, measure the re-session time. Thus, when transmitted again through
the gateway server with the same session ID from the portable terminal, if it is possible to read
the session ID in the session time, it is possible to read the content server URL and the user ID.

[0052]

[0052] Gateway server that has received the contents server URL and the user ID is combined
with HTTP packet requesting content that is temporarily held, and sends it to the content server.
Content server acquires the user ID, performs authentication of a user from among a plurality of
users that are managed by the content server by using this, the content subjected to electronic
transactions such as electronic commerce and financial transaction based on the HTTP packet it
can be obtained. The content server sends the acquired content to the gateway server, the
gateway server sends it to the portable terminal. Content acquired by the mobile terminal can be
displayed using the browser on your mobile device.

[0053]

[0053] in the browser type bidirectional one-time ID authentication system of the present
embodiment, only to start the installed application program on the mobile device, without having
to enter a user ID and password, and the like automatically users it is possible to perform
authentication. Accordingly, since no personal information of the user ID and password, etc. to a
third party it is known, the user can use it at ease services such as e-commerce and financial
transaction provided by the content server.

[0054]

[0054] In addition, to have a session time in the session ID to receive when the two-way one-time
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ID authentication has been, during the session time of the session ID is valid, again, may not be a
two-way one-time ID authentication so, it is possible to reduce the communication time and the
packet between the mobile terminal and the server.

[0055]

[0055] Hereinafter, a description will be given of a second embodiment of the present invention
with reference to the drawings. In this embodiment, described token type bidirectional one-time
ID authentication system. As shown in FIGS. 8 and 9, the token type bidirectional one-time ID
authentication system includes a portable terminal, a personal computer, an authentication
server, a gateway server, a mobile terminal, the authentication server via a gateway server It
carries out bidirectional one-time ID authentication using the authentication key between,
certified is associated with the session ID on success token, the token manual input, infrared
communication, serial cable, the IC card , a memory card, using Bluetooth, and a means such as a
USB cable type to the personal computer, is a system for requesting the content to the content
server via the gateway server from the personal computer by using the token.

[0056]

[0056] Here, the token will be explained. Token is generated when the bidirectional one-time ID
authentication is successful, it assigns a unique value in the authentication server, an identifier
associated with the authentication key and the session ID. Tokens in the case of a content request
from a terminal other than the portable terminal, an identifier necessary for associating the
session ID generated in the authentication server. It should be noted that, if you want to manually
enter the token to the terminal other than the mobile terminal uses a string that can be
recognized by the user.

[0057]

[0057] That is, in this system, obtains the token by performing bidirectional one-time ID
authentication between the portable terminal and the authentication server via the gateway
server, a terminal, such as a different PC from the the token portable terminal Fill in a system
that requires the content to the content server from the terminal such as a personal computer via
a gateway server. Incidentally, the gateway server and an authentication server which
authenticates a user in the system, which separates the content server that provides the service
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content, the portable terminal or terminal such as a personal computer and the content server to
communicate directly and authentication do not go.

[0058]

[0058] Each of the components will be described below. As described above, the mobile terminal
be installed an authentication key and the application program. Here, it is assumed that installing
the token type application program. The mobile terminal is a terminal to access only to the
gateway server. In the mobile terminal, it is a mobile phone or PDA (Personal Digital (Data)
Assistants) and the like. Authentication server, the operation or the like of the operator, and
registers the URL and the user ID defined by the content server of the content server and the
server to be registered in the correspondence table in association with this in accordance defines
the initial authentication code authentication key . The authentication server performs the two-
way one-time ID authentication using the authentication key between the mobile terminal via the
gateway server, the session ID and token when the one-time ID authentication of the mobile
terminal is successful in the authentication server to generate. Session ID and token generated in
the authentication server is managed by the correspondence table in association with the
authentication key. That is, the session ID and token are therefore associated with the
authentication key can be associated also with the content server URL and the user ID associated
with the authentication key. The generated token is sent with the authentication onetime ID of
the authentication server to the mobile terminal via the gateway server. The token is inputted
from the portable terminal to a terminal such as a personal computer, the authentication server,
the session ID when confirming the token transmitted from the terminal such as a personal
computer via a gateway server, associated with the token, the content it can be read server URL
and the user ID. The gateway server, the communication between the mobile terminal and the
authentication server, which controls the communication between the content server and the
portable terminal, in this system, a portable device or computer, the authentication server, and
content server, always gateway server communicate over. Content server is a server that
provides services such as e-commerce and financial transactions. The content server, the user ID
of the user to use the server is defined, address and phone number, E-mail address, date of birth,
personal information such as bank account number or credit card number to be used in the
settlement is registered It is managed. This system, by activating a token type application
program on the mobile terminal, by obtains the token, and inputs the token to the computer,
automatically authentication is performed, to obtain the contents on the content server can.

[0059]
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[0059] In the following, with reference to FIGS. 14 to 17, for explaining the operation of the
program when you start the installation token type application program of the mobile terminal.
First, as shown in FIG. 14, when the access from the personal computer to the gateway server,
the gateway server input token is requested to the personal computer. If the token be entered in
the computer I do not know, to start the installed token type application program of the mobile
terminal, move the operation to get the token (step 1). On the other hand, if the token to enter
know, the process proceeds to an operation to request the content by entering the token on a
personal computer to the content server (step 2).

[0060]

[0060] When you start the application program on the mobile terminal, it is determined whether
or not the beginning to have obtained the authentication key. If the authentication key is not,
because you must install the authentication key, authentication key download operation moved
to the (preparatory stage), the initial authentication code and if necessary input or authentication
key download download destination address of the authentication key click on the above, it is
installed on the mobile terminal (see Figure 10). If the authentication key is acquired proceeds to
operation of generating the one-time ID using the authentication key (see Figure 1 4).

[0061]

[0061] Hereinafter, the operation of step 1 will be described with reference to FIG 14. When you
generate a one-time ID using the authentication key, the mobile terminal sends a one-time ID to
the gateway server, gateway server sends the one-time ID to the authentication server. An
authentication server using the authentication key is managed by the correspondence table, it
authenticates the one-time ID sent from the mobile terminal, generates a session ID and token
when the authentication is successful. Then, the session ID and token generated is managed by
the correspondence table in association with the authentication key in the authentication server.
On the other hand, when the mobile terminal authentication is performed by the authentication
server, one-time ID for another authentication server authentication with the one-time ID is
generated by the authentication server. The authentication server sends the generated one-time
ID together with the gateway server token. In addition, the session ID has a session time, the
authentication server and measure the that time and at the same time to generate a session ID.
Then, when the session time has passed, it is programmed to disable the session ID. When the
gateway server receives the one-time ID and the token from the authentication server, send them
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to the mobile terminal. The mobile terminal performs authentication of the authentication server
in the one-time ID sent from the authentication server via the gateway server obtains the token
when the authentication is successful. By acquiring the token on a mobile terminal, and then
proceeds to an operation that requires the content to the content server by entering the token on
a personal computer (step 2)

[0062]

[0062] Hereinafter, the operation in step 2 will be described with reference to FIG. Enter the
token on a PC, it is and is sent to the gateway server, the gateway server HTTP packet to request
the content is sent as well. Gateway server while sending a token to the authentication server,
once to hold the HTTP packet. Get the token authentication server sent from the gateway server,
a session ID associated with the token, it is determined whether or not managed by the
correspondence table, if there is a session ID in the correspondence table is read the content
server URL and user ID is associated with the session ID. That is, if it is possible to read the
session ID associated with the session time, it is possible to read the content server URL and the
user ID, to be able to read the session ID in the session time, corresponding to the
correspondence table because the session ID does not exist, it is impossible to read the content
server URL and the user ID. If the session ID corresponding to the correspondence table is not
present, the authentication server notifies the effect that it is impossible to obtain the content
(NG) to the gateway server, the gateway server also notifies the PC. User who has been notified to
that effect, as shown in FIG. 17, again manually, in order to obtain a token, to activate the token
type application program on the portable terminal to acquire the token. On the other hand, if
there is a session ID corresponding to the correspondence table, the authentication server reads
the session ID, the content server URL and the user ID, and sends them to the gateway server. In
addition, at that time, to reset the session had been measured in the authentication server time,
measure the re-session time.

[0063]

[0063] Gateway server that has received the contents server URL and the user ID is combined
with HTTP packet requesting content that is temporarily held, and sends it to the content server.
Content server acquires the user ID, performs authentication of a user from among a plurality of
users that are managed by the content server by using this, the content subjected to electronic
transactions such as electronic commerce and financial transaction based on the HTTP packet it
can be obtained. Content server sends the acquired content to the gateway server, gateway
server and sends it to the personal computer. It displayed using a browser on your computer the
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content that you have acquired a personal computer.

[0064]

[0064] In addition, the gateway server sends a session ID obtained by reading by using the token
in the authentication server to the PC, the PC is registering the Cookie of the session ID on a
personal computer. Thus, as shown in FIG. 16, and requests the content from the PC using the
session ID registered in the Cookie from the next time. Then, the PC sends the session ID to the
authentication server via the gateway server, the authentication server if it is possible to read the
session ID, can be read out content server URL and the user ID, it is possible to acquire the
content.

[0065]

[0065] In the bidirectional one-time ID authentication system token type of the present
embodiment performs the two-way one-time ID authentication with the portable terminal as in
the above description, by entering the token, has a Web browser whatever the terminal if the
terminal can access the content server. That is, a dedicated application program to use the
content server even if it is not installed.

[0066]

[0066] Incidentally, in the case where the above-described first and second embodiments the
gateway server and the content server are connected over the Internet, because the user ID is
prevented from flowing out, again gateway server and the content server by performing
bidirectional one-time ID authentication between, it is possible to further ensure the anonymity
of the user on the route. Although described as being separate the server that provides the server
and the content to authenticate the user, it may be constructed content providing system
together. In addition, in the present system, to provide a device to disable the authentication key
that is managed by the authentication server in case you lose your mobile device. This is to
prevent the event, being unauthorized use by a third party in case you happen to lose your
phone.

[0067]
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[0067] The system may be utilized with a model identifying the user in the content server to
ensure the anonymity of the user on the path, the two models to ensure the anonymity of the
user in the route and on the content server it can.

[0068]

[0068] Model for identifying the user in the content server to ensure the anonymity of the user
on the route has been guaranteed anonymity is on the path, configured as a model by the
authentication server can identify the user ID of the content server It is. The content server,
because you have registered personal information necessary, it is possible to extract the personal
information required from the user ID. The user need not transmit personal information.
Examples of personal information, name, address, date of birth, bank account number that can be
used in the settlement, such as credit card number, and the like. As the model, (see FIG. 19)
Internet banking model (see FIG. 18) or virtual shop model, (see FIG. 20) racing Internet voting
model, internet ticketing model (see FIG. 21), and the like.

[0069]

[0069] Internet banking model may utilize the services Internet banking system provides without
entering a user ID, a password, such as account numbers from the mobile. In addition, virtual
store model, it is possible to use a user ID, password, bank account number, the online shopping
service that virtual store offers without having to input such as from a mobile credit card
number. In addition, in the horse race of the Internet vote, to buy betting tickets and settled in
the user's bank account at the direction of the user, automatically dividend after the end of the
race will be credited to the bank account of the user. In the Internet ticketing When you purchase
a ticket by the bank account number or credit card number, use point is added to the user. It is
also possible to replace the usage point accumulated in the prize.

[0070]

[0070] On the other hand, a model that guarantees the anonymity of the user is in the path and
on the content server, the content server, the personal information is not registered any,
including the user ID. And, configured as a model that can be accessed while guaranteeing
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anonymity to the content server. As the model, (see FIG. 22) electronic voting model, and the like
electron questionnaire model (see Figure 23). Electronic voting model, the electronic voting
server records only result found in the database, can not be known which users have voted. Once
the user who vote will be set in the authentication server so that it can not be re-vote. Voting
management agencies, voters to allow access to the electronic voting system while maintaining
the anonymity, to distribute the application and the authentication key for the mobile terminal to
the voters in a secure manner. In addition, the electronic questionnaire model, records filled out
the questionnaire only to the database, who is filled out is not be known. Once the user who fill in
the questionnaire will be set in the authentication server so that it can not be filled again.
Questionnaire executing agency, survey respondents to allow access to the electronic
questionnaire server while maintaining the anonymity, to distribute the application and the
authentication key for the mobile terminal to the questionnaire respondents in a secure manner.

[0071] initial stage of the first and second embodiment example of a sequence diagram present
invention for explaining a sequence diagram bidirectional one-time ID authentication for
explaining a sequence diagram bidirectional one-time ID authentication to be described
bidirectional one-time ID authentication for the in Fig present invention showing the process of
obtaining the session ID in the first embodiment of FIG present invention showing the process of
obtaining an authentication key in the first and second embodiments of FIGS present invention
showing the 1 of obtaining content in the second embodiment of FIG present invention showing
the process of obtaining a token in the second embodiment of FIG present invention showing a
process of obtaining content in example process the first embodiment of FIG present invention
showing the sequence of obtaining the session ID in the first embodiment of FIG present
invention showing the sequence of obtaining the authentication key in the first embodiment of
FIG present invention showing the It shows a sequence of obtaining a token in the second
embodiment of automatically drawing the invention showing a sequence of performing re-
authentication in the first embodiment of FIG present invention showing the sequence of
obtaining content in It shows the session ID and the sequence of obtaining content by using the
Cookie registration session ID in the second embodiment of FIG present invention showing the
sequence of obtaining the contents of the second embodiment of FIG invention
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FPatent Translate

Fowersd by EFO and Googls

Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,

complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

DESCRIPTION JP2006155263

G

The present invention utilizes existing authentication server for performing personal
authentication based on the user ID and password, economical construction having high security
authentication system using the one-time ID. A user is, in the case of performing the identity
authentication, enter the user ID of its own to the one-time ID generation device 10. Onetime ID
generating unit 10 generates the one-time ID and a user ID and the current time that has been
input. The user then sends an authentication request including the above-described one-time ID
and password from the terminal device 20 to the authentication server 30. Authentication server
30 transmits the including the one-time ID in the authentication request conversion request to
the conversion server 40. The conversion server 40 calculates a user ID and a one-time ID and
the current time is included in the conversion request, and returns the authentication server 30.
The authentication server 30, by comparing the password registered in the authentication
information storage section 35 in association with the user ID, and password in the
authentication request, performs user authentication. .FIELD 7

One-time ID authentication system, an authentication server, the conversion server, one-time ID
authentication method and program

[0001]

24-04-2016 1
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[0001] The present invention relates to a personal authentication technology in a network
system, in particular, by using each time a different user ID for each logon (onetime ID), relates to
personal authentication technology increase the security level.

[0002]

[0002] The personal authentication system in a network system, various ones have been known.
13 is a block diagram showing a conventional most commonly in the personal authentication
system that is utilized configured. Referring to the figure, personal authentication system
includes an authentication server 100, and a terminal device 200 used by a user, they are
connected to each other via the Internet, a network 300 such as LAN.

[0003]

[0003] In personal authentication system shown in FIG. 1 3, the user of the terminal device 200,
when performing authentication, an authentication request including the own user ID and
password, and transmitted from the terminal device 200 to the authentication server 100 .
Authentication means 101 of the authentication server 100, upon via the transmitting and
receiving unit 102 receives an authentication request from the terminal apparatus 200, referring
to the authentication information storage unit 1 03 and the user ID and password for each user is
registered in association and, perform personal authentication. That is, a password in association
with the user ID in the authentication request is registered in the authentication information
storage unit 103, compares the password in the authentication request, if they match, the
authentication succeeds, both the mismatch case, the authentication failure.

[0004]

[0004] However, personal authentication system shown in FIG. 1 3, for each use the same user ID
and password, there is a problem in terms of security. Therefore, I like to use different passwords
(one-time password) each time the personal authentication system shown in FIG. 14 has been
proposed (e.g., see Patent Document 1).

24-04-2016 2
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[00035]

[0005] Referring to FIG. 14, personal authentication system includes an authentication server
400, the terminal device 500 used by a user, and a one-time password generation unit 600, the
authentication server 400 and the terminal device 500, the Internet, They are connected to each
other via a network 700 such as a LAN.

[0006]

User [0006] terminal 500, when performing personal authentication, first, the one-time
password generation unit 600 inputs the user ID of its own. Thus, the one-time password
generation unit 600 generates a one-time password based on the input user ID and the current
time, and displays the generated one-time password on the display section (not shown).
Incidentally, one-time password generation apparatus 600, for example, be realized by a mobile
phone incorporating a program for the one-time password generation.

[0007]

[0007] The user inputs and one-time password is displayed, the same and the own user ID to the
terminal device 500. Thus, the terminal device 500 transmits an authentication request including
the one-time password and user ID to the authentication server 400.

[0008]

[0008] Authentication unit 401 in the authentication server 400 receives the authentication
request through the transceiver unit 402, passes the user ID contained in the authentication
request to the one-time password generation unit 403, generating a one-time password to
instruct. Thus, the one-time password generation unit 403 receives the current time from the
clock 404, and generates a one-time password based on the current time and the above user ID.
Then, a one-time password generated is compared with the one-time password included in the
authentication request, if they match, the authentication succeeds, if they do not match, the
authentication failure. JP 2002-259344 JP
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[0009]

[0009] According to the authentication system described in Patent Document 1 described above,
since different passwords are used each time, it is possible to higher security.

[0010]

[0010] Incidentally, even in the engine have already introduced the authentication server 100 as
shown in FIG. 13, increased security is desired. To improve security, may be introduced personal
authentication system that performs authentication using the one-time password as shown in
FIG. 14, then, the cost becomes very high.

[0011]

[0011] [purpose of the invention] It is an object of the present invention have the authentication
information storage unit in which the user ID and password are registered in association, by
utilizing the existing authentication server for performing personal authentication based on the
user ID and password, It is to such a high security authentication system using the one-time ID
can be economically constructed.

[001 2]

[001 2] The first one-time ID authentication system according to the present invention, And the
terminal device, a one-time ID authentication system comprising an authentication server with
authentication information storage unit in which the user ID and password of a user are
registered in association, and a conversion server, It said terminal device, Has a one-time ID
generated based on the user ID and the current time, a structure for transmitting an
authentication request including the password to the authentication server, The authentication
server, When the authentication request from the terminal device is sent, to generate a
translation request including the one-time ID in the authentication request, and sends the
converted request the generation to said conversion server, the conversion request from the
conversion server when a user ID is sent as a conversion result for, by comparing the password
of password and said in authentication request registered in the authentication information
storage unit in association with the user ID, if they match, the authentication has a configuration
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that success, The conversion server, When the conversion request from the authentication server
is sent, calculates a user ID on the basis of the one-time ID and the current time in the conversion
request, to have a structure to return the user ID the calculated to the authentication server the
features.

001 3]

[001 3] The second of the one-time ID authentication system according to the present invention,
in the first of the one-time ID authentication system, The generates a one-time ID based on the
user ID and the current time input by the user of the terminal device, the one-time ID generating
apparatus including a one-time ID generating means for displaying on the display unit the one-
time ID to the said generated characterized by comprising.

001 4]

[001 4] Third one-time ID authentication system according to the present invention, in the first
one-time ID authentication system, A user ID storage unit by the user ID of the user of the
terminal device is registered, The generates a one-time ID based on the user ID and the current
time registered in the user ID storage unit, the one-time ID generation including the one-time ID
generating means for displaying on the display unit the one-time ID to the said generated
characterized by comprising a device.

001 5]

[001 5] The fourth one-time ID authentication system according to the present invention, in the
first to the third one-time ID authentication system, The authentication server, When the
authentication request from the terminal device is sent, and a conversion request means for
generating a conversion request including the one-time ID in the authentication request,
transmits the converted request the generation to said conversion server, When the user ID as a
conversion result for the conversion request from the conversion server is sent, it compares the
password of password and said in authentication request registered in the authentication
information storage unit in association with the user ID, If they match, characterized by
comprising a comparison means for the authentication succeeds.
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001 6]

[001 6] The fifth one-time ID authentication system according to the present invention, in the
fourth one-time ID authentication system, The conversion server, When the conversion request
from the authentication server is sent, it calculates a user ID on the basis of the one-time ID and
the current time in the conversion request, provided with a conversion means for transmitting
the user ID to the calculated to the authentication server characterized in that was.

001 7]

[001 7] Sixth onetime ID authentication system according to the present invention, in the second
or third one-time ID authentication system, The one-time ID generation device, And functions
holding unit at the time of dividing the day into multiple time zones, the one-time ID generation
function for each time zone is stored, Of the one-time ID generation function stored in the
function number storing unit, generate a one-time ID generation function for time zone including
the current time, and the current time, the one-time ID based on the user ID and a one-time ID
generation computing means for, The conversion server, And inverse function holding unit at the
time of dividing the day into a plurality of time zones, the user ID calculating function for each
time period is stored, When the conversion request from the authentication server is sent, of the
user ID calculating function for each time period stored in said inverse function holding unit, a
user ID calculating function for time zone including the current time When, characterized by
comprising a current time, a user ID calculating arithmetic means for calculating a user ID on the
basis of the one-time ID in said conversion request.

001 8]

[001 8] The authentication server according to the present invention, And authentication
information storage unit in which the user of the user ID and password has been registered in
association with, When the authentication request including the user ID and password sent from
the terminal device, generating a conversion request including the one-time ID in the
authentication request, a conversion request means for transmitting a conversion request the
generation to the conversion server , When the user ID as a conversion result for the conversion
request from the conversion server is sent, it compares the password of password and said in
authentication request registered in the authentication information storage unit in association
with the user ID, If they match, characterized by comprising a comparison means for the
authentication succeeds.
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[001 9]

[001 9] conversion server according to the present invention, When the conversion request
including the one-time ID is sent from the authentication server calculates a user ID on the basis
of the one-time ID and the current time in the conversion request, and transmits the user ID to
the calculated to the authentication server characterized by comprising a conversion means.

[0020]

[0020] one-time ID authentication method according to the present invention, Terminal device
transmits the one-time ID generated based on the user ID and the current time, the
authentication request including the password to the authentication server, The authentication
server having an authentication information storage unit in which the user having the user ID
and password are registered in association with the, when an authentication request from the
terminal device is sent, including the one-time ID in the authentication request conversion
generate a request, sends the converted request the generation to the conversion server,
Returning said conversion server, when a conversion request from the authentication server is
sent, calculates a user ID on the basis of the one-time ID and the current time in the conversion
request, the user ID the calculated to the authentication server and, The authentication server,
when the user ID is sent as a conversion result for the conversion request from the conversion
server, a password of password and said in authentication request registered in the
authentication information storage unit in association with the user ID comparing the door, if
they match, characterized by a successful authentication.

[0021]

[0021] The first program according to the present invention, The computer with the
authentication information storage unit in which the user having the user ID and password are
registered in association, When the authentication request including the user ID and password
sent from the terminal device, generating a conversion request including the one-time ID in the
authentication request, translation request means for transmitting a conversion request the
generation to the conversion server, When the user ID as a conversion result for the conversion
request from the conversion server is sent, it compares the password of password and said in
authentication request registered in the authentication information storage unit in association
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with the user ID, If they match, to function as a comparison means for a successful
authentication.

[0022]

[0022] The second program according to the present invention, The computer, When the
conversion request including the one-time ID is sent from the authentication server calculates a
user ID on the basis of the one-time ID and the current time in the conversion request, and
transmits the user ID to the calculated to the authentication server to function as a conversion
means.

[0023]

[0023] [action] When the user performs the authentication, send the authentication request from
its own terminal device to the authentication server. The authentication request, and the one-time
ID generated based on the user ID and the current time of the user, contains the password for the
user. One-time ID, for each its generation time, since the value is different, it is possible to higher
security. The authentication server receives the authentication request, generates including the
one-time ID in the authentication request conversion request, and sends the conversion server.
Conversion server, based on the one-time ID and the current time in the conversion request,
calculates a user ID of the user, and returns the user ID calculated in the authentication server.
The authentication server performs the user ID is returned, and password in the authentication
request, the utilizing the authentication information storage unit personal authentication.

[0024]

According to [0024] the present invention, it becomes possible to economically configure
security high personal authentication system using the one-time ID. The reason is that the
conversion server to return the one-time ID contained in the authentication request sent from the
terminal device to the user ID is provided, the one-time ID to the existing authentication server
for performing personal authentication by user ID and password This is because the available in
personal authentication using.

[0025]

24-04-2016 8

254



[0025] With reference to drawings, embodiments of the present invention will be described in
detail.

[0026]

[0026] [Description of Configuration of First Embodiment 1 is a block diagram showing an
overall configuration of a first embodiment of the one-time ID authentication system according to
the present invention. Referring to the figure, the one-time ID authentication system of this
embodiment, the one-time ID generation unit 10 used by a user, the terminal device 20 in which
the user uses, the authentication server 30, a conversion server 40 wherein, the terminal
apparatus 10, the authentication server 30 and the conversion server 40 are connected to each
other via the Internet, a network 50 such as a LAN.

[0027]

[0027] onetime ID generating unit 1 0 generates a one-time ID based on the user ID and the
current time input by the user, a function to be presented to the user.

[0028]

[0028] FIG. 2 is a block diagram showing a configuration example of a one-time ID generating
apparatus 10 having the function described above, an input section 11 of the numeric keys or
the like, a one-time ID generating unit 1 2, a clock that displays the current time 16, and a display
portion 17 such as LCD.

[0029]

[0029] onetime ID generating unit 12 includes a function storage unit 1 3, a calculating unit 14,
and a current time input means 15.
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[0030]

[0030] time input unit 15 has a function of inputting the current time from the clock 16. In this
embodiment, the time input unit 15, when the timepiece 16 is displaying: minutes: Of the second,
time: shall enter a fraction only. In other words, time input means 15, to enter the time in

minutes.

[0031]

[0031] in the function storage unit 1 3, the function to use in generating the one-time ID (one-
time ID generation function) is stored.

[0032]

[0032] calculating means 14, the user ID input from the input unit 11, for the current time the
time input unit 15 is input, according to the one-time ID generation function stored in the
function storage section 13 It was calculated onetime ID by performing a calculation, a function
of displaying the one-time ID calculated in the display unit 17.

[0033]

[0033] In addition, the one-time ID generation means 12 of the one-time ID generating device 10,
are those that can be realized by a CPU (computer), if implemented by a computer, for example,
in the following manner. Disc for recording a program for causing a computer to function as a
one-time ID generating unit 12, a semiconductor memory, prepared other recording medium, to
read the program in the computer. The computer, by controlling its operation according to the
read program, on the self computer, to implement the one-time ID generating unit 1 2. Further,
the one-time ID generation apparatus 10 may also be realized by utilizing a portable telephone
with a built-in CPU. That is, providing a recording medium such as a recording disk a program for
operating the CPU as a onetime ID generating unit 12, to read the program to the CPU. The CPU,
by controlling its operation according to the read program to realize the one-time ID generating
unit on the own CPU.
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[0034]

[0034] The terminal device 20 has function for sending an authentication request including the
one-time ID and the password to the authentication server 30, a function for presenting the
authentication result sent from the authentication server 30 to the user.

[0035]

[0035] FIG. 3 is a block diagram showing a configuration example of a terminal device 20 having
the function described above, a transmitting and receiving unit 21, a control unit 22, an input
unit 23 such as a keyboard, a display unit 24 such as an LCD It is equipped with a.

[0036]

[0036] transmitting and receiving means 21 has a function of exchanging data via a network 50.

[0037]

[0037] The control unit 22 has a function of transmitting the input unit 23 function for
generating an authentication request including the one-time ID and password input, the
generated authentication request via the communication means 21 to the authentication server
30, having like function of displaying an authentication result sent from the authentication server
30 on the display unit 24.

[0038]

[0038] In addition, the terminal device 20 is as it can be implemented by a computer such as a
personal computer, if implemented by a computer, for example, in the following manner. Disc for
recording a program for causing a computer to function as a terminal device, a semiconductor
memory, prepared other recording medium, to read the program in the computer. The computer,
by controlling its operation according to the read program, on the self computer, realizes
transmission and reception unit 21, the control unit 22.
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[0039]

[0039] The authentication server 30, when the authentication request including the one-time ID
and password sent from the terminal device 20 acquires the user ID corresponding to the one-
time ID by using the conversion server 40, the user It has a function of performing
authentication based on the ID and the password in the authentication request.

[0040]

[0040] FIG. 4 is a block diagram showing a configuration example of the authentication server
30 having the functions described above, a transmitting and receiving unit 31, an authentication
unit 32, and an authentication information storage unit 35.

[0041]

[0041] in the authentication information storage unit 35, as shown in FIG. 5, the user ID of the
user, password, access rights, name, ... it is registered in association.

[0042]

[0042] transmitting and receiving means 31 has a function of exchanging data via a network 50.

[0043]

[0043] authentication means 32 includes a translation request unit 33, the comparing means 34.

[0044]
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[0044] conversion request means 33, when receiving an authentication request from the
terminal device 20 via the transmitting and receiving unit 31 transmits a containing the one-time
ID in the authentication request conversion request to the conversion server 40, the conversion
request having the ability to pass the user ID is returned from the conversion server 40 in
response to the comparison means 34. Translation request unit 33 has a configuration that is not
provided in the authentication server 100 shown in FIG. 13, in the case of realizing the
authentication server 30 by using the existing authentication server 100 needs to incorporate
this configuration.

[0045]

[0045] comparing means 34 compares the password in association with the user ID is registered
in the authentication information storage section 35 passed from the translation request unit 33,
and a password in the authentication request from the terminal device 20, If they match, the
authentication succeeds, if they do not match, has the function of the authentication failure.
Comparing means 34 has a configuration that is provided to the authentication server 100
shown in FIG. 13.

[0046]

[0046] In addition, the authentication server 30, are those that can be implemented by a
computer, if implemented by a computer, for example, in the following manner. Disc for
recording a program for causing a computer to function as the authentication server, a
semiconductor memory, prepared other recording medium, to read the program in the computer.
Computer controls its own operation in accordance with the read program, on its own computer,
sending and receiving means 31, to achieve the authentication means 32.

[0047]

[0047] conversion server 40, when the conversion request from the authentication server 30
including the one-time ID is sent, it calculates a user ID on the basis of the above one-time ID and
the current time, and returns the user ID calculated It has a function.
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[0048]

[0048] FIG. 6 is a block diagram illustrating an exemplary configuration of a conversion server
40 having the function described above, comprises a transceiver unit 41, a conversion unit 42,
and a clock 46 that displays the current time.

[0049]

[0049] transmitting and receiving means 41 has a function of transmitting and receiving data via
the network 50.

[0050]

[0050] conversion unit 42 includes an operation unit 43, an inverse function storage unit 44,
and a time input section 45.

[0051]

[0051] time input unit 45 has a function of inputting the current time in minutes from the clock
46.

[0052]

[0052] Conversely function storage unit 44, the one-time ID and the function for obtaining the
user ID from the current time (user ID calculating functions) is stored.

[0053]

[0053] calculating means 43, upon receiving a conversion request sent from the authentication
server 30 via the transmitting and receiving unit 41, the one-time ID contained in it, in minutes
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time input unit 45 is input current has a time, a function of calculating a user ID on the basis of
the functions for the user ID calculating held in the inverse function holding unit 44, and
transmits the user ID, which is calculated to the authentication server 30.

[0054]

[0054] In addition, the conversion server 40, are those that can be implemented by a computer,
if implemented by a computer, for example, in the following manner. Disc for recording a
program for causing a computer to function as a conversion server, a semiconductor memory,
prepared other recording medium, to read the program in the computer. The computer, by
controlling its operation according to the read program, on the self computer, transceiver means
41, realizing the conversion means 42.

[0055]

[0055] [Description of Operation of First Embodiment Next, with reference to the drawings, the
operation of this embodiment will be described in detail.

[0056]

[0056] The user of the terminal device 20, when performing personal authentication, and starts
the one-time ID generation unit 10, inputs the user ID of itself from the input unit. 11 (a in Fig.
7).

[0057]

[0057] One-time ID generating device 10 onetime ID generating means 12, when activated,
becomes an input waiting state of the user ID, the user ID is input from the input unit 11 by the
user, time input means 15 enter the current time in minutes from the clock 16 using the (step
S81, S82 in FIG. 8). Thereafter, generation operation means 14, the one-time ID generation
function stored in the function storage unit 13, a user ID input by the user, time input means 15
the one-time ID on the basis of the current time entered (step S83). Here, the function for one-
time ID generation, for example, may be employed functions such as (onetime ID) = (User ID) X
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(current time). Thereafter, computing unit 14 displays the one-time ID calculated in the display
section 17 (step S 84).

[0058]

[0058] When the user has the one-time ID is displayed on the display unit 17, and inputs the
one-time ID and password displayed on the terminal device 20 (b in FIG. 7, c). Control means 22
in the terminal device 20, when the one-time ID and a password are inputted from the input unit
23, and transmits the containing them authentication request to the authentication server 30 (d-
in FIG. 7).

[0059]

[0059] conversion request means 33 of the authentication server 30 receives the authentication
request sent from the terminal device 20 via the transmitting and receiving unit 31, generates a
conversion request including the one-time ID in the authentication request and it sends it to the
conversion server 40 (e in step S 91, S 92 and 7 in FIG. 9). Thereafter, conversion request means
33, a return waiting state of the conversion result (user IDs) (step S 93).

[0060]

[0060] On the other hand, converter 42 in the conversion server 40 receives the conversion
request from the authentication server 30 via the transmitting and receiving unit 41, as shown in
the flowchart of FIG. 10, by using the first time input means 45 enter the current time in minutes
from the clock 46 (step S101). Thereafter, computing unit 43, and functions for the user ID
calculating held in the inverse function holding unit 44, and the current time in minutes time
input unit 45 is input, the user ID based on the one-time ID in the conversion request calculates
and returns the user ID which is calculated to the authentication server 30 (fin step S 102, S103
and FIG. 7). Here, the user ID calculating functions stored in the inverse function holding unit 44
is an inverse function of the one-time ID generation function stored in the function storage unit
13 of the one-time ID generating device 10, for example, , one-time ID generation function is, if
the (one-time ID) = (user ID) X (the current time), the function for the user ID calculation, (user
ID) = (one-time ID) = (the current time) to become. However, the function holding unit 1 3, the
one-time ID generation function held by the inverse function holding unit 44, the function for the
user ID calculating, not limited to the example described above.
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[0061]

[0061] conversion request means 33 of the authentication server 30 in the return waiting state
of the conversion result, and a result conversion sent from the conversion server 40 (user ID) is
received via the transmitting and receiving means 31, comparison means it pass to the 34. Thus,
comparing unit 34, the authentication information storage section 35, it retrieves the password
registered in association with the user ID, and compared with the password in the authentication
request sent from the terminal device 20 (in FIG. 9 step S94). Then, if they match notifies the
authentication success to the authentication requesting terminal device 20 (step S95 is YES, S
96), in the case of disagreement, and notifies the authentication failure to the terminal device 20
(step S95 is NO, g of S97 and 9). Even if the user ID corresponding to the authentication
information storage unit 35 is not registered, the authentication failure.

[0062]

[0062] Control unit 22 in the terminal device 20 receives via the communication means 21 an
authentication result (authentication success or authentication failure), and displays it on the
display unit 24. If the authentication success is displayed, the user of the terminal device 20, it
means that acquired the access right to the system, it is possible to access the system. In
contrast, if the authentication failure is displayed, the user performs the operation described
above again.

[0063]

[0063] In the embodiment described above, converter 42 in the conversion server 40, upon
receiving a conversion request from the authentication server 30, based on a one-time ID in the
conversion request, to the present time user although the ID to calculate only one, and the user
ID corresponding to the current time, asked two of the user ID of the user ID corresponding to
one minute before the time than the current time, those two user ID it may be returned to the
authentication server 30. Then, the comparison unit 34 within the authentication server 30 in
which two user ID is returned, either one of the two password registered in the authentication
information storage section 35 in association with the two user ID, if they match the password in
the authentication request, it is determined that the authentication is successful. By doing so, the
user of the operating time (time from the generation of the one-time ID, until the user inputs the
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one-time ID and password to the terminal device 20), a generation time of the one-time ID, the
conversion server even if the difference between the reception time of the conversion request
occurs at 40, the difference is within the 1 minute, it can be a successful authentication.

[0064]

[0064] Further, in the embodiment described above, the function holding unit 1 3, inverse
function holding unit 44 respectively onetime ID generation function have been adapted to store
one by one function for the user ID calculating a plurality of one time ID generation function may
be stored functions for the user ID calculating, it may be changed using function depending on
the time zone. When doing so, for example, dividing one day into a plurality of time periods,
different one-time ID generation function for each time period, a function for calculating a user
ID function storage unit 1 3, the customer function storage unit 44 It is registered. In the
computing unit 14 of the one-time ID generating device 10, when generating the one-time ID at
step S83 in FIG. 8, of the one-time ID generation function for each time zone is stored in the
function storage unit 13, and the one-time ID generation function for time zone including the
current time, and the current time, and generates a one-time ID with the user ID. Further, the
arithmetic unit 43 in the conversion server 40, when calculating the user ID in step S102 of FIG.
10, of the function for the user ID calculating stored in the inverse function holding unit 44, the
time zone including the current time and user ID is calculated for the function of the use, to
calculate the current time, the user ID from a one-time ID.

[0065]

[0065] [Effect of the First Embodiment According to this embodiment, it is possible to
economically configure security high personal authentication system using the one-time ID. This
is because, by providing the conversion server 40 for returning the one-time ID contained in the
authentication request sent from the terminal device 20 to the user ID, existing authentication
server 30 for authentication by the user ID and password the is because the available in personal
authentication using the one-time ID.

[0066]

[0066] Further, according to the present embodiment, it is possible to extremely high security.
The reason is because they like to use a different one-time ID generation function, a function for
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the user ID calculated for each time.

[0067]

[0067] Second Embodiment Next, a description will be given of a second embodiment of the one-
time ID authentication system according to the present invention. One-time ID authentication
system of this embodiment, the one-time ID authentication system shown in FIG. 1, in place of
the one-time ID generating apparatus 10 shown in FIG. 2, the one-time ID generator 10a shown
in FIG. 11 It is achieved by the use.

[0068]

[0068] onetime ID generator 10a shown in FIG 11 used in this embodiment, instead of the one-
time ID generating unit 12, that it includes a one-time ID generating unit 1 2a, and a user ID
storage unit 19 There points are added are different from the one-time ID generating unit 12
shown in FIG.

[0069]

The [0069] user ID holding unit 19, the user ID of the user of the terminal device 20 is
registered.

[0070]

[0070] onetime ID generating 1 2a are that the user ID input means 18 for inputting a user ID
stored in the user ID holding unit 19 has been added, is different from the one-time ID generating
unit 12.

[0071]

[0071] Next, the operation of this embodiment. The operation other than the one-time ID
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generator 12a are the same as the first embodiment, here will be described only the operation of
the one-time ID generator 1 2a.

[0072]

User [0072] The terminal device 20, when performing personal authentication, activates the one-
time ID generator 1 0a. As a result, the one-time ID generating means 1 2a of the one-time ID
generating device 10a, enter the current time in minutes from the clock 16 using the time input
means 15, further, a user ID by using the user ID input means 18 from the holding portion 19 to
enter a user ID (step S121, S122 in FIG. 12). Thereafter, computing unit 14 of the one-time ID
generating means in 1 2a is a one-time ID generation function stored in the function storage unit
13, the current time the time input unit 15 is input, the user ID input unit 18 inputs and based on
the user ID, and generates a one-time ID, and displays the generated one-time ID on the display
section 17 (step S123, S124).

[0073]

[0073] [Effects of the Second Embodiment According to the present embodiment, in addition to
the effects of the first embodiment, it can be made easier to generate operation onetime ID
performed by the user. The reason is that the one-time ID generation unit 1 2a is provided with a
user ID storage unit 19 by the user ID is registered, when the user the one-time ID generation,
there is no need to input the user ID.

[0074]

[0074] can be used for authentication systems required high security.

[0075]

[0075] is a block diagram showing an overall configuration example of a first embodiment of the
one-time ID authentication system according to the present invention. Configuration example of
the one-time ID generating apparatus 10 is a block diagram showing the. It is a block diagram
showing a configuration example of the terminal device 20. It is a block diagram showing a
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configuration example of the authentication server 30. Is a diagram showing an example of
contents of the authentication information storing section 35. It is a diagram illustrating a
configuration example of a conversion server 40. It is a diagram for explaining the operation of
the first embodiment. It is a flowchart illustrating a processing example of the one-time ID
generator 10. It is a flowchart illustrating a processing example of the authentication server 30.
It is a flowchart illustrating a processing example of a conversion server 40. A configuration
example of a one-time ID generator 1 0a used in the second preferred embodiment of a one-time
ID authentication system in the present invention is a block diagram showing. It is a block
diagram showing a processing example of the one-time ID generator 1 0a. Using a conventional
user ID and password is a block diagram showing an example of a personal authentication
system. Is a diagram showing an example of a personal authentication system that uses a
conventional user ID and one-time password.

Description of the code

[0076] 10,10a ... one-time ID generation device 11 ... input section 12,1 2a ... one-time ID
generating means 13 ... function holding section 14 ... computing means 15 ... time input means
16 .. Clock 17 ... display unit 18 ... user ID input means 19 ... user ID holding section 20 ...
terminal equipment 21 ... transmitting and receiving means 22 ... control means 23 ... input
section 24 ... display unit 30 ... authentication server 31 ... transmitting and receiving means 32 ...
authentication means 33 ... conversion request means 34 ... comparison means 35 ...
authentication information storage unit 40 ... conversion server 41 ... transmitting and receiving
means 42 ... conversion means 43 ... computing means 44 ... inverse function holding section 45
... time input means 46 ... Clock 50 ... Network
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Air download method of increment business of Publication number  CN1345154 A
user ldentlfylng module Publication type Application
Application number CN 01134713
CN 1345154 A Publication date Apr 17, 2002
Filing date Nov 8, 2001
ABSTRACT Priority date Nov 8, 2001
=+
The invnetion discloses a method used to download on-air a value added Inventors BXF £R F3
service to subscriber identification module (SIM) in digital mobile phone. The Applicant AERBFERERAF
STK and application program is directly downloaded to subscriber's SIM card by Export Citation BiBTeX, EndNote, RefMan

using CLASS 2 SIM-specific message format. The STK menu data is provided
for SIM card to add new service, and the application program is used for
realizing STK application. The invented method takes full advantage of existing
software and hardware facility, making user apply for new service without need
to replace STK card, also without need going to appointed business hall.

DESCRIPTION ftranslated from Chinese
VAS Subscriber Identity Module aerial download methods

Field of the Invention This invention relates to a digital mobile communication
system of the new technolegy, particularly, relates to a value-added services
digital mobile telephone SIM (Subscriber Identity Module) card over the air
method, the technology can move expanding communications, mobile banking,
mobile securities, and mobile e-commerce and many other value-added
services in mobile phones widely applied, is a digital mobile phone and record
carrier with conductive marks, printed circuits or semiconductor circuit elements
(such as credit cards or identification Card) Technical Field.

Due to limited STK technology can meet the different requirements of various
customers personalized to meet the diverse needs of people on the information
queries, so that the data service downsizing, personal computer and mobile
from PC to mobile phones, but also for commercial advertising bring success
and more market opportunities, so the market has achieved some success.
Currently around STK ISP has been able to provide weather forecasts, news,
check train schedules, aircraft flight information, stock inquiries and other
aspects of business, and more value-added services are around STK gradually
opened. However, the contradiction between the limited capacity of the rapidly
growing business needs and unlimited scope for each SIM card between them
has become increasingly prominent.

At present, various value-added services are usually one-time use of STK
technology advance to write a variety of business needs of the user STK SIM
card, if the user wants to change or add four new value-added services to a
fixed place of business must By setting hall where computer and Intemet
connection of 2 and front terminal (POS machines) 3, to download the server
from a new business STK download relevant business data and procedures
(see Figure 1), or simply replace another Zhang STK cards. Due to the limited
number of such pre-terminal (POS machines), and are usually placed in a fixed
location - Fixed mobile phone operating room, so the user can only to a fixed
location can only add value to the business of deletions, modifications tedious
the process is bound to give it a lot of trouble, will inevitably affect the user to
use various STK business initiative, which adversely affect competition in the
market for operators.

https://www.google.com/patents/CN1345154A7cl=en

Referenced by (15), Classifications (2), Legal Events (3)
External Links: SIPO, Espacenet

CLAIMS (5) translated from Chinese

1. A digital mobile telephone subscriber identification module (SiM card) of
value-added services over the air method, characterized in that: the method is
implemented by STK menu data and the SIM card provided to add new services
to the STK application application which together with two short messages
(CLASS 2SIM-specific message) in the form of downloaded to the user's SIM
card achieved.

The digital mobile telephone subscriber identification module (SiM
card) of the value-added services over the air method according to
claim 1, characterized in that: the method comprises at least the
following steps: (1) by an ordinary user short message service
provider, namely STK new business download server sends "New
Business Download List" application requesting service providers to
provide a list of available download services; (2) STK new business
download server after receipt of the application, The new services STK
download list with two short messages sent to the application user; (3)
the application user to download a list of these new services based on
STK received, you can choose fo add one of them STK business, but
also can choose The new service is added STK position, and after a
good choice, the information is sent back to the server to download
STK new business; (4) STK new business download server after
receiving the application needs of users of information, related
processing and then through the secondary short message data and
procedures that apply STK business users need to download to the
user to specify the location of the SIM card, to complete the download
process STK business.

The digital mobile telephone subscriber identification module (SIM
card) of value-added services over the air method according to claim
1, characterized in that: the method may also include the steps of: in
the SIM card STK menu Preset Multiple content is empty menu, the
user can be classified add in these menus change according to
personal preferences menu name and download business.

4. According to the digital mobile telephone subscriber identification
module (SIM card) of value-added services over the air method
according to claim 1, characterized in that: the method may further
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The present invention is a digital mobile telephone in the subscriber comprise the steps of: STK downloaded service, The user can choose
identification module (SIM card) of the value-added services over the air to delete to make room to download other new business.

method is implemented as follows: it is to add new services through the menu to
the SIM card STK menu data and applications to achieve STK together with two
applications both short message (CLASS 2SiM-specific message) in the form of
downloaded to the user's SIM card achieved.

The digital mobile telephone subscriber identification module (SIM
card) of value-added services over the air method according to claim
1, wherein: said second short message is a screen display is not on
ME directly as the data is transferred transparently to the SIM card
The method includes at least the following steps: (1) a short message to the storage, data processing; and only STK card supports sending and
user through common service providers, namely STK new business download receiving short messages of this kind.

server sends "New Business Download List" application, request service

providers to provide a list of services available for download; (2) STK new
business download server after receiving the application, the new business will
STK download list with a secondary message is sent to the application user; (3) the application user to download a list of
new services based on STK received above, You can choose to add one of them STK business, but you can also choose
to add the location of the new STK business, and after a good choice, the information is sent back to the server to
download STK new business; (4) STK new business download servers Upon receipt of the application needs of users of
information, related processing, and then through the secondary short message data and procedures that apply STK
business users need to download to the user to specify the location of the SIM card, to complete STK Business download
process.

The method may also include the following steps: pre more content in the SIM card STK menu is empty menu, the user
can be classified add in these menus change according to personal preferences menu name and downioad business.

The method may further comprise the steps of: STK business has been downloaded, the user can choose to delete to
make room to download other new business.

The secondary display is a short message on the screen is not in ME, as the data is transferred directly and transparently
to the SIM card storage, data processing; and only STK card supports sending and receiving short messages of this kind.

Using the method of the invention, a mobile communications company and value-added business service providers can
leverage existing software and hardware devices, without adding more investment, as long as the development of the
corresponding supporting software to download the application and make the business has been expanding . And users
do not have to replace the STK card, do not have to specify the operating room to use the pre-terminal (POS machines)
download new business, you can freely, easily and flexibly select the STK services they need. For example, users can be
based on individual needs and preferences anytime, anywhere-air download STK business; and its existing SIM card STK
services, users can also choose to delete, to free up more space to download new business. Thus, to some extent, also
solves the contradiction between limited and unlimited capacity needs of users between SIM card and can save users the
associated costs. Users can also according to their habits and preferences, will assign vanious STK business into different
groups, in order to facilitate their use; moreover, the group name can also be modified by the user. In summary, the
present invention has a fairly optimistic about market prospects.

Figure 2 is a digital mobile telephone of the present invention in VAS STK SIM card over the air network system
connection diagram.

Figure 3 is a realization of the method of the present invention is a digital mobile telephone in VAS STK SIM card over the
air. Fig.

STK menu both an application STK application implemented method of the present invention is a digital mobile telephone
in the subscriber identification module (SIM card) of value-added services over the air is to add new services provided by
the SIM card to be implemented together with the data and two short message (CLASS 2) in the form of downloaded to
the user’s SIM card achieved.

See Fig. 3 a schematic view of the operation: (1) First, by the user by using an ordinary short message to their mobile
phone via the GSM network service provider, i.e. STK "new business download list’ application download server sends a
new service; (2) Then, the network operator via SMS center its digital mobile telephone exchange received the application
user and transparently passed to the new business STK ISP download server, and the server to download the new
business after receipt of the application, then by SMSC digital mobile telephone exchange will STK new business list with
a secondary message is sent to the application user; (3) the application of new business users based on the above list
STK received, you can choose to add one of them STK business , but you can also choose to add a new STK business
location; and a good selection, and then together with the relevant information needs to be sent back to the server to
download STK new business; (4) STK new business application download server receives the user's Related demand
information after appropriate treatment, then the original data and programs through the network link to the secondary
short message to the application desired to download user STK service to the subscriber's SIM card, i.e. complete
business STK download process.

https://www.google.com/patents/CN 13451 54A%cl=en 213
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Here the secondary short message different from ordinary short message, is displayed on the screen is an ME is not
direcily transmitted to the SIM card as a data storage, data processing; STK card supports only send and receive short
messages of this kind.

In addition, the method of the present invention can also be preset in the SIM card STK menu is empty multiple menus,
the user can choose according to your preferences and change the menu name and downloadable business class to add
in these menu section . For already downloaded STK services, users can also choose to delete to make room to download

other new business.

Between devices constituting a network system of the present invention has a SIM card in a digital mobile telephone set,
GSM networks and new services STK downloading server simulation experiment, the effect of the test was successful, to
achieve the object of the invention.
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1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

I EXAMINER |
106963 7590 06/06/2016
Headwater Partners I LLC SAMUEL, DEWANDA A
1011 Pruitt Place
Tyler, TX 75703 I ART UNIT PAPERNUMBER |
2464
DATE MAILED: 06/06/2016
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
14/689,512 04/17/2015 Gregory G. Raleigh RALEP032C1C17 4555

TITLE OF INVENTION: Wireless End-User Device With Application Program Interface to Allow Applications to Access Application-Specific Aspects of a
Wireless Network Access Policy

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0 $0 $480 09/06/2016

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (f required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unlef:ss corrfected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

106963 7590 06/06/2016 I hereby certify that this Fee(s) Transmittal is being deposited with the United
Headwater Partners I LLLC States Postal Service with sufficient postage for first class mail in an envelope
1011 Pruitt Pl addressed to the Mail Stop ISSUE FEE address above, or being facsimile

ruitt Flace transmitted to the USPTO (571) 273-2885, on the date indicated below.
Tyler, TX 75703
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/689.512 04/17/2015 Gregory G. Raleigh RALEP032C1C17 4555
TITLE OF INVENTION: Wireless End-User Device With Application Program Interface to Allow Applications to Access Application-Specific Aspects of a
Wireless Network Access Policy
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0 $0 $480 09/06/2016

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
SAMUEL, DEWANDA A 2464 370-230000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). 1

(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member a 2

(] "Fee Address"” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
14/689,512 04/17/2015 Gregory G. Raleigh RALEP032CIC17 4555
I EXAMINER |
106963 7590 06/06/2016
Headwater Partners I LLC SAMUEL, DEWANDA A
1011 Pruitt Place
Tyler, TX 75703 I ART UNIT PAPERNUMBER |

2464

DATE MAILED: 06/06/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
14/689,512 RALEIGH ET AL.
: i i i AlA (First Inventor to
Notice of Allowability g’g\‘/:/’mg A SAMUEL ‘2\5‘62"“ File) Statis
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 17 April 2015.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X] The allowed claim(s) is/are 2-23. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hltp:/fwww.usplo.gov/patenis/init_events/gph/index.jsp or send an inquiry to PPHieedback@uspto.qov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[JSome *c)[] None of the:
1. [] Certified copies of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application No.
3. [[J Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [X] Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [] Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151123
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Application/Control Number: 14/689,512 Page 2
Art Unit: 2464

DETAILED ACTION
1. The present application is being examined under the pre-AlA first to invent

provisions.

Allowable Subject Matter
2. Claims 2-23 are allowed.
3. The following is a statement of reasons for the indication of allowable subject
matter: Claim 2 is allowable over the prior art of record since the cited references taken
individually or in combination fails particularly disclose: “
a non-transitory memory to store a differential traffic control policy applicable to data
communicated for Internet service activities using the WWAN modem and the at
least one WWAN, but not applicable to data communicated for Internet service
activities using the WLAN modem and the at least one WLAN;
a user interface to allow a user to set one or more of a plurality of aspects of the
differential traffic control policy to select one or more applications that are only
allowed to utilize the at least one WWAN for Internet service activities when those
applications are classified as interacting with a user in the device user interface
foreground; and one or more processors configured to implement an application
program interface (API) that allows a particular application to access one or more
aspects of the differential traffic control policy applicable to that application, including
whether the user- settable aspects of the policy only allow the particular application to

utilize the at least one WWAN for Internet service activities when the particular
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Application/Control Number: 14/689,512 Page 3
Art Unit: 2464

application is classified as interacting with a user in the device user interface
foreground”. It is noted the closest prior art, McConnell et al. disclose having a
multi-mode mobile station includes a first interface for wireless communication with a
wireless local area network (WLAN) and a second interface for wireless communication
with a wireless wide area network (WWAN), see Abstract . McConnell et al. further
disclose having predefined policy may specify what types of communication sessions
can be continued via the second wireless network and under what conditions whereby
the policy may specify that voice sessions are generally continuable but that data
sessions may or may not be continuable, see page 2 para[0019]. McConnell et al.
disclose the policy may also take into account the multi-mode mobile station's
subscription level, see page 2 para[0019].Liu ( PG PUB 2006/0126562) disclose
multimode device that is cabale of access and work both WLAN and WWAN networks
, see page 1 para[0013]. Liu et al. disclose having multi-mode terminal with number X is
registered in the GSM network whereby the multi-mode terminal has network detection
hardware and software, and discovers that a preferred WiFi (802.11 a/b/g) network
connected to a corporate PABX, which supports the service (e.g., voice or data) offered

in WWAN, is available, see page 2 para[0035]).

However, McConnel et al. and Liu et al. fail to disclose or render obvious the above

limitations as claimed.
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Application/Control Number: 14/689,512 Page 4
Art Unit: 2464

Prior Art
4. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.
Bicker et al. ( PG PUB 2005/0096024)
Nair et al. ( PG PUB 2004/0127208)

Sundar et al. ( PG PUB 2003/0134650)

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to DEWANDA SAMUEL whose telephone number is
(571)270-1213. The examiner can normally be reached on Monday- Thursday 8:30-
5:30 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ricky Q. Ngo can be reached on (571) 272-3139. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For
more information about the PAIR system, see http:/pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business

Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
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Application/Control Number: 14/689,512 Page 5
Art Unit: 2464

Customer Service Representative or access to the automated information system, call

800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/DEWANDA SAMUEL/
Examiner, Art Unit 2464

/RICKY NGO/

Supervisory Patent Examiner, Art Unit 2464
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Reexamination
14/689,512 RALEIGH ET AL.
Notice of References Cited _ .
Examiner Art Unit
DEWANDA SAMUEL 2464 Page 1 of 1
U.S. PATENT DOCUMENTS
* Countsc‘(’)colijrg-imtm,\éimzié Code MM[?31$YY Name CPC Classification US Classification
* A | US-2005/0096024 A1 05-2005 Bicker, Dennis D. H04W4/16 455/417
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"7756534" | "7756757" | "7760137" |
"7760711" | "7760861").PN. OR

("7774323" | "7774456" | "7778176" |

"7778643" | "7792538" | "7792708"
"7797060" | "7797204" | "7797401"
"7801523" | "7801985" | "7802724"
"7805140" | "7805606" | "7809351"

| \
| \
g
"7822837" | "7826427" | "7826607" |
| |
e
| \
| |

"7843843" | "7844728" | "7848768"
"7853255" | "7856226" | "7865182"
"7868778" | "7873344" | "7873705"
"7877090" | "7881199" | "7881697"
"7882029" | "7886047" | "7890084"
"7890111" | "7899438" | "7903553" |

"7907970" | "7911975" | "7912025" |
"7912056" | "7920529" | "7921463" |

"7925778" | "7929959" | "7929960"
"7929973" | "7930327" | "7930446"
"7937069" | "7937450" | "7940685"
"7940751" | "7941184" | "7944948"
"7945238" | "7945240" | "7945945"
"7948952" | "7948953" | "7948968"
"7949529" | "7953808" | "7953877"
"7957020" | "7957381" | "7957511"

| |
| l
| \
| \
| |
| l
E
"7958029" | "7962622" | "7965983" |
| l
| \
| \
| l
| l
| \
| |

"7969950" | "7970350" | "7970426"
"7974624" | "7975184" | "7978627"
"7984130" | "7984511" | "7986935"
"7987510" | "8000276" | "8000318"
"8005009" | "8005459" | "8005988"
"8010080" | "8010081" | "8010082"
"8015133" | "8015234" | "8019687"

"8019820" | "8019846" | "8019868" |
"8019886" | "8023425" | "8024397" |
"8027339" | "8031601" | "8032409" |
"8032899" | "8036600" | "8045973" |
"8046449" | "8050275" | "8050705" |
"8059530" | "8060463" | "8064418" |
"8064896" | "8068824" | "8068829" |
"8073721" | "8078140" | "8078163" |
"8086497" | "8086791" | "8090359" |
"8090616" | "8094551" | "8095112" |
"8095124" | "8095640" | "8095666" |
"8098579" | "8099077").PN. OR

("8099517" | "8102814" | "8103285" |

"8108520" | "8116223" | "8116749"
"8116781" | "8122128" | "8122249"
"8126123" | "8126396" | "8126476"
"8126722" | "8130793" | "8131256"

| \
| \
orarzee |
"8131281" | "8134954" | "8135388" |
| |
| l
| l
| \
| |

"8135392" | "8135657" | "8144591"
"8149823" | "8150431" | "8155155"
"8155620" | "8155666" | "8155670"
"8156206" | "8160015" | "8160598"
"8165576" | "8166040" | "8166554"

"8170553" | "8174378" | "8174970" |
"8175574" | "8180881" | "8184530" |
"8184590" | "8185088" | "8185093" |
"8185127" | "8185152" | "8185158" |
"8190675" | "8191116" | "8191124" |
"8194549" | "8194553" | "8194572" |
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EAST Search History

"8195093" | "8195163" | "8196199"
"8200200" | "8200509" | "8200775"
"8204190" | "8204505" | "8204794"
"8208788" | "8208919" | "8213296"
"8213363" | "8214536" | "8223741"
"8224382" | "8224773" | "8228818"
"8229394" | "8229914" | "8230061"

| |
| l
| \
| \
| l
o
"8233433" | "8233883" | "8233895" |
| l
| l
| \
| |
| l
| l
| \
| |

"8238287" | "8239520" | "8242959"
"8244241" | "8249601" | "8254915"
"8255515" | "8255534" | "8255689"
"8259692" | "8264965" | "8265004"
"8266681" | "8270972" | "8271045"
"8271049" | "8271992" | "8275415"
"8275830" | "8279067" | "8279864"
"8280351" | "8280354" | "8284740"

"8285249" | "8291238" | "8296404" |
"8300575" | "8301513" | "8306518" |
"8307067" | "8315593" | "8315594" |
"8315718" | "8315999" | "8320244" |
"8320949" | "8325638" | "8326319" |
"8326359" | "8326828" | "8331293" |
"8332375" | "8332517" | "8335161" |
"8340718" | "8346210" | "8347104" |
"8347362" | "8347378").PN. OR

("8350700" | "8351592" | "8351898" |

"8352360" | "8352630" | "8352980"
"8353001" | "8355696" | "8356336"
"8358638" | "8363658" | "8364089"
"8364806" | "8369274" | "8370477"

| \

| l

ks
"8370483" | "8374090" | "8374592" |
| "8379847" |

| l

ke

l

"8375128" | "8375136"

"8385896" | "8385975" | "8386386"
"8391262" | "8391834" | "8396458"
"8396929" | "8402540" | "8406427"

"8406736" | "8411587" | "8411691"
"8422988" | "8423016" | "8429403" |
"8429409" | "8437734" | "8441955" |
"8442015" | "8447324" | "8447607" |
"8447980" | "8452858" | "8461958" |
"8463232" | "8468337" | "8472371"
"8477778" | "8483135" | "8483694"

"8484327" | "8488597" | "8489110"
"8489720" | "8495181" | "8495227"
"8495360" | "8495700" | "8504729"
"8509082" | "8514927" | "8516552"
"8520589" | "8521110" | "8522039"
"8522249" | "8526329" | "8527410"
"8528068" | "8532610"

"8543265" | "8544105" | "8548427"

\
|
l
\
\
|
"8539561" |
\
l
l
\
|
l
l
\
|

|
|
|
|
|
|
|
"8548428" | "8554876" | "8566236"
|
|
|
|
|
|
|
|

"8571474" | "8571598" | "8571993"
"8572117" | "8583499" | "8589541"
"8589955" | "8601125" | "8605691"
"8626115" | "8631428" | "8634425"
"8635164" | "8645518" | "8655357"
"8660853" | "8666395" | "8670334"
"8676925" | "8693323" | "8694772"
"8701015" | "8705361" | "8706863" |

"8713535" | "8719423" | "8725899" |
"8739035" | "8761711" | "8780857" |
"8804517" | "8811991" | "8825109" |
"8831561" | "8880047" | "8930238" |
"8949597" | "8977284" | "9014973" |
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EAST Search History

"9049010").PN. OR ("2015/0208273" |
"2015/0215814" | "9137701").URPN.

S32

991

("20010048738" | "20010053694" |
"20020022472" | "20020049074" |
"20020116338" | "20020120540" |
"20020131404" | "20020138601"

"20020161601" | "20020164983" |
"20020176377" | "20020188732" |
"20020199001" | "20030004937" |
"20030005112" | "20030013434" |
"20030018524" | "20030046396" |
"20030050070" | "20030050837" |
"20030088671" | "20030133408" |
"20030161265" | "20030171112" |
"20030182420" | "20030182435" |
"20030188006" | "20030188117" |
"20030220984" | "20030224781"

"20030229900" | "20030233332" |
"20030236745" | "20040019539" |
"20040021697" | "20040030705" |
"20040039792" | "20040044623" |
"20040047358" | "20040073672" |
"20040082346" | "20040098715" |
"20040102182" | "20040103193" |
"20040107360" | "20040127200" |
"20040132427" | "20040133668" |
"20040137890" | "20040168052" |
"20040170191" | "20040198331" |
"20040203755" | "20040203833" |
"20040225898" | "20040236547" |
"20040243992" | "20040249918" |
"20040255145" | "20040259534" |
"20050007993" | "20050009498" |
"20050021995" | "20050048950" |
"20050055291" | "20050055309" |
"20050055595" | "20050060266" |
"20050075115" | "20050079863" |
"20050097516" | "20050107091"

"20050128967" | "20050135264" |
"20050166043" | "20050183143" |
"20050186948" | "20050198377" |
"20050216421" | "20050228985" |

"20050238046" | "20050239447" |
"20050245241" | "20050246282" |
"20050250508" | "20050250536" |
"20050254435" | "20050266825" |
"20050266880" | "20060014519" |
"20080019632" | "20060026679" |

"20060030306").PN. OR

("20060034256" | "20060035631" |
"20080040642" | "20060045245" |
"20080048223" | "20060068796" |
"20060072451" | "20060072646" |
"20060085543" | "200601120186" |
"20060114832" | "20060135144" |
"20060136882" | "20060143066" |
"20060143098" | "20060156398" |
"20060160536" | "20060165060" |
"20060168128" | "20060173959" |
"20060174035" | "20060178917" |
"20060178918" | "20060183462" |
"20060190314" | "20060199608" |
"20060206709" | "20060206904" |
"20060218395" | "20060233108" |
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EAST Search History

"20060233166" | "20060236095" |
"20060242685" | "20060258341" |
"20060291477" | "20070005795" |
"20070019670" | "20070022289" |
"20070025301" | "20070033194" |
"20070033197" | "20070036312" |
"20070055694" | "20070060200" |
"20070061243" | "20070061878" |
"20070073899" | "20070076616" |
"20070093243" | "20070100981" |
"20070101426" | "20070104126"

|
"20070109983" | "20070130315" |
"20070140113" | "20070140145" |
"20070140275" | "20070143824" |
"20070147317" | "20070147324" |
"20070155365" | "20070165630" |

"20070168499" | "20070192460" |
"20070198656" | "20070213054" |
"20070220251" | "20070226225" |
"20070226775" | "20070243862" |
"20070248100" | "20070254675" |
"20070255848" | "20070259656" |
"20070259673" | "20070263558" |
"20070266422" | "20070274327" |
"20070280453" | "20070282896" |
"20070293191" | "20070294395" |
"20070294410" | "20070298764" |
"20070300252" | "20080005285" |
"20080005561" | "20080010379" |
"20080010452" | "20080022354" |
"20080025230" | "20080032715" |
"20080034419").PN. OR

("20080039102" | "20080049630" |
"20080050715" | "20080051076" |
"20080052387" | "20080056273" |
"20080059474" | "20080059743" |
"20080060066" | "20080062900" |
"20080064367" | "20080066149" |
"20080066150" | "20080070550" |
"20080080457" | "20080081606" |
"20080082643" | "20080083013" |
"20080085707" | "20080089295" |
"20080095339" | "20080098062" |
"20080109679" | "20080120129" |
"20080120668" | "20080120688" |
"20080125079" | "20080127304" |
"20080130534" | "20080130656" |
"20080132201" | "20080132268" |
"20080134330" | "20080139210" |
"20080147454" | "20080160958" |
"20080162637" | "20080162704" |
"20080164304" | "20080166993" |
"20080167027" | "20080167033" |

"20080168523" | "20080177998" |
"20080183812" | "20080184127" |
"20080189760" | "20080201266" |
"20080207167" | "20080212470" |
"20080219268" | "20080221951" |

"20080222692" | "20080225748" |
"20080229385" | "20080229388" |
"20080235511" | "20080240373" |
"20080250053" | "20080256593" |
"20080262798" | "20080263348" |
"20080268813" | "20080270212" |
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"20080282319" | "20080293395" |
"20080298230" | "20080305793" |
"20080311885" | "20080313315" |
"20080313730" | "20080316923" |
"20080318547" | "20080318550" |
"20080319879" | "20090005000" |
"20090005005" | "20090006116" |
"20090006200" | "20090013157" |
"20090044185" | "20090046707" |
"20090046723" | "20090049518" |
"20090054030" | "20090067372" |

"20090068984" | "20090077622" |
"20090079699" | "20090113514" |
"20090125619" | "20090157792" |

"20090163173").PN. OR

("20090172077" | "20090180391" |
"20090197585" | "20090197612" |
"20090219170" | "20090248883" |
"20090254857" | "20090257379" |
"20090271514" | "20090282127" |
"20090286507" | "20090287921" |
"20090288140" | "20090299857" |
"20090307746" | "20090315735" |
"20100017506" | "20100020822" |
"20100027469" | "20100027559" |
"20100030890" | "20100041364" |
"20100042675" | "20100043068" |
"20100071053" | "20100075666" |
"20100080202" | "20100082431" |
"20100103820" | "20100131584" |
"20100144310" | "20100151866" |
"20100153781" | "20100167696" |
"20100188975" | "20100188990" |
"20100188992" | "20100188994" |
"20100191576" | "20100191612" |
"20100191846" | "20100192170" |
"20100192212" | "20100195503" |
"20100197268" | "20100198698" |
"20100198939" | "20100235329" |
"20100241544" | "20100248719" |
"20100284327" | "20100287599" |
"20100311402" | "20100325420" |
"20110013569" | "20110019574" |
"20110081881" | "20110082790" |
"20110110309" | "20110126141" |
"20110145920" | "20110159818" |
"20110173678" | "20110195700" |
"20110238545" | "20110241624" |
"20110264923" | "20110277019" |
"20120020296" | "20120029718" |
"20120101952" | "20120155296" |
"20120166604" | "20120196644" |
"20120238287" | "20120330792" |

"20130024914" | "20130029653" |
"20130030960" | "20130058274" |
"20130065555" | "20130084835" |
"20130095787" | "20130103376" |

"20130111572" | "20130117140" |
"20130117382" | "20130144789" |
"20130149994" | "20130183937" |
"20130326356" | "5131020" |
"5283904" | "5325532").PN. OR
("5577100" | "5594777" | "5630159" |
"5633484" | "5774532" | "5794142" |
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"5814798" | "5889477" | "5892900"
"5903845" | "5915008" | "5933778"
"5940472" | "5983270" | "6035281"
"6038452" | "6047268" | "6064878"
"6078953" | "6081591" | "6098878"
"6104700" | "6119933" | "6141686"
"6148336" | "6154738" | "6185576"

| |

| l

| \

| \

| l
b
"6198915" | "6226277" | "6263055" |
| "6381316" |

| l

| \

| |

| l

| l
e

l

"6292828" | "6317584"

"6418147" | "6438575" | "6449479"
"8477670" | "6502131" | "6505114"
"6532235" | "6532579" | "6539082"
"6542992" | "6563806" | "6574321"
"6574465" | "6578076" | "6581092"
"6598034" | "6603969" | "6606744"
"6631122" | "6639975" | "6640097"

"6640334" | "6650887" | "6651101"
"6654814" | "6658254" | "6678516" |
"6683853" | "6684244" | "6697821"

"6725031" | "6748195" | "6754470"
"6757717" | "6763000" | "6763226"
"6765864" | "6765925" | "6782412"
"6785889" | "6829596" | "6829696"
"6839340" | "6873988" | "6876653"
"6885997" | "6920455" | "6922562"
"6928280" | "6934249" | "6947723"

\
| |
| l
| \
| \
| |
E

"6952428" | "6957067" | "6965667" |
| l
| l
| \
| \
| l
| l
| \

"6965872" | "6967958" | "6982733"
"6983370" | "6996076" | "6996393"
"6998985" | "7002920" | "7007295"
"7013469" | "7024200" | "7027408"
"7032072" | "7039037" | "7039403"
"7039713" | "7042988" | "7043226"
"7043268" | "7058968" | "7068600"

"7069248" | "7084775" | "7092696" |
"7102620" | "7113780" | "7113997" |
"7133695" | "7139569" | "7142876" |
"7149229" | "7158792" | "7167078" |
"7174174" | "7180855" | "7181017" |
"7197321" | "7203169").PN. OR

("7212491" | "7222304" | "7228354" |

"7236780" | "7242668" | "7242920"
"7245901" | "7251218" | "7260382"
"7271765" | "7280816" | "7280818"
"7283561" | "7283963" | "7286834"
"7286848" | "7289489" | "7290283"
"7310424" | "7313237" | "7317699"
"7318111" | "7320029" | "7322044"
"7324447" | "7325037"

| \
| |
| l
| \
| \
iy
| "7336960" |
"7346410" | "7349695" | "7353533" |
| l
| l
| \
| |
| l
| l
| \
| |

"7356011" | "7356337" | "7366497"
"7373136" | "7373179" | "7388950"
"7401338" | "7403763" | "7409447"
"7418253" | "7418257" | "7421004"
"7444669" | "7450591" | "7450927"
"7457265" | "7460837" | "7472189"
"7478420" | "7486185" | "7493659"
"7496652" | "7499438" | "7499537"

"7502672" | "7515608" | "7516219" |
"7529204" | "7535880" | "7539132" |
"7540408" | "7545782" | "7546460" |
"7546629" | "7548976" | "7551922" |
"7555757" | "7561899" | "7565141" |
"7574509" | "7574731" | "7580356" |
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"7580857" | "7583964" | "7593417"
"7593730" | "7599288" | "7609650"
"7609700" | "7610328" | "7610396"
"7614051" | "7617516" | "7620041"
"7620065" | "7620162" | "7627314"
"7627872" | "7633438" | "7634388"
"7636574" | "7644151" | "7644267"
"7647047" | "7650137" | "7653394"

| |
| l
| \
| \
| l
| l
Ed
"7668176" | "7668612" | "7668903" |
| l
| \
| |
| l
| l
| \
| |
| !

"7684370" | "7685131" | "7685254"
"7685530" | "7693720" | "7697540"
"7710932" | "7711848" | "7720464"
"7720505" | "7720960" | "7725570"
"7729326" | "7730123" | "7734784"
"7742406" | "7746854" | "7747240"
"7747699" | "7747730" | "7756056"
"7756534" | "7756757" | "7760137"

"7760711" | "7760861").PN. OR
("7774323" | "7774456" | "7778176" |

"7778643" | "7792538" | "7792708"
"7797060" | "7797204" | "7797401"
"7801523" | "7801985" | "7802724"
"7805140" | "7805606" | "7809351"
"7822837" | "7826427" | "7826607"
"7843843" | "7844728" | "7848768"
"7853255" | "7856226" | "7865182"
"7868778" | "7873344" | "7873705"

| |
| l
| \
| \
| |
| l
B
"7877090" | "7881199" | "7881697" |
| l
| \
| \
| l
| l
| \
| |

"7882029" | "7886047" | "7890084"
"7890111" | "7899438" | "7903553"
"7907970" | "7911975" | "7912025"
"7912056" | "7920529" | "7921463"
"7925778" | "7929959" | "7929960"
"7929973" | "7930327" | "7930446"
"7937069" | "7937450" | "7940685"

"7940751" | "7941184" | "7944948" |
"7945238" | "7945240" | "7945945" |
"7948952" | "7948953" | "7948968" |
"7949529" | "7953808" | "7953877" |
"7957020" | "7957381" | "7957511"
"7958029" | "7962622" | "7965983" |
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