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Section 2.4 Signals 43

Many of these features (asynchronous 1/O. record locking, signals) are described in more
detail in later chapters.

i oot 1 System Call
The ioct 1 system call is also used to change the behavior of an open file
$§inciude <sys/ioctl.h> * BSD only *
int ioctl(int filedes, unsigned long request, char *arg):

This system call performs a variety of control functions on terminals, devices, sockets
(BSD), and streams (System V). The BSD include file <sys/ioctl.h> contains the
definitions for request for all possible operations. Under System V different header files
are used depending on the type of operation being performed. For example,
<termio.h> contains the request values for terminal operations. Historically, the
greatest use for ioct1 has been to change terminal characteristics: the baud rate, parity,
number of bits per character, and so on. It is also used for a plethora of other device-
specific operations.

We'll return to this system call when we cover Berkeley sockets and System V
streams in Chapters 6 and 7. We also use it in Chapter 15 to change the characteristics of
a terminal device.

The main difference between fcntl and ioctl is that the former is intended for
any open file, while the latter is intended for device-specific operations. This separation
of function, however, is less than perfect.

Signals

A signal is a notification to a process that an event has occurred. Signals are sometimes
called “*software interrupts.’” Signals usually occur asynchronously. By this we mean

that the process doesn’t know ahead of time exactly when a signal will occur, Signals
Can be sent

* by one process to another process (or to itself),
® by the kernel to a process.

Before describing the conditions under which signals are sent, let’s first give the names
for all the signals. Every signal has a name, specified in the header file <signal.h>,
Figure 2.4 summarizes the names of all the signals along with their description and

default action. The column laheled “Nm" § lf the SLgna] is specific to either
4.3BSD or System V. Rows without either of thes > two notes are com

nmon to 2
fem. n to both sys.



















B Unix Domain Protocols 263
gection T

4,3B5D provides both a connection-oriented interf

-“Unix domain protocols. Both can he conside
0 m.‘ ﬂnc kernel and are not transmitted across external facilities such as a communica-
wilhl'T e between systems. Checksums and the [ike are not needed. As with other
Lt Eqti:m-nricnlt-'i’ protocols (TCP and SPP, for €xample), the connection-oriented Unix
cnmfd— yrovides flow control, In a similar fashion, as with other connectionless proto-
vcriili’l'][')p and IDP, for example), the Unix domain datagram facility does not provide
COI: (cnnlrol. This has implications for user Programs, since it is possible for a datagram
fl(i);"' to send data so fast that buffer starvation can occur. If this happens, the sender

ust try to send the data repeatedly. For this reason alone, it is recommended that you
mc‘thc connection-oriented Unix domain protocol,
us

The Unix domain prumcol.s‘ provide a feature th
other protocol l'am?ily: ”‘"3 ability to p
we'll discuss this feature in more det
file descriptors between processes,

Unlike the other protocols we've covered. ther
formed on the Unix domain messages—their actual
need not concern us. As it turns out, 4.3BSD imp
oriented Unix domain protocol,

The name space used by the Unix domain
ple association could be

ace and a connectionless interface
red reliable, since they exist only

at is not currently provided by any
ass access rights from one process to another.,

ail in Section 6,10 when we describe the passing of

¢ is nothing like encapsulation per-
implementation is a kernel detail that
lements pipes using the connection-

protocols consists of pathnames. A sam-

{unixstr, 0, /tmp/log.01528, 0, /dev/logfile)

The protocol here is unixstr, which stands for “*Unix stream.” the connection-
oriented protocol, The local-process in this example is /tmp/1log.01528 and the
foreign-process is /dev/ logfile. We show both the local-addr and the foreign-addr

as zero, since the pathnames on the local host are the only addresses used in this
domain.t An association using the connectionless Unix protocol is similar, except that
We use the term unixdg to specify the datagram protocol, the first member of the
S-tuple.

The 4.3BSD implementation creates a file in the filesystem with the specified path-
name, although there are comments in the 4.3BSD manuals indicating that future ver-
sions might not create these files. This is somewhat misleading, however, because these
filesystem entries are not true **files.” For example, we cannot open these files with the

oPen system call. These files have atype of S_IFSOCK as reported o e arat
fstat system calls.

_-\"‘-%—____

t d\}e could define the local-addr and the foreign-addr to be the pathnames, with the local-process
an,

Oreign-process both being zero, Our reason for specifying the association as we did is to
I';e“erale that a host address is not required since the association is limited to processes on the local

"
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i 6.4 Socket Addresses 265
gection =
st |
ton ns _h(,;r . :
llﬁ; ShAT c host[6]; /* hostid addr as six bytes */
4 short s_host[3]; /* hostid addr as three 16-bit shorts */

/* network byte ordered */
b7

union ns__net { .
4 char c_net(d4]; /* netid as four bytes */
ugshort s_net[2]; /* netid as two 1l6-bit shorts */
= /* network byte ordered 74

i

struct ns_addr { /* here is the combined 12-byte XNS address */
union ns_net X_net; /* d-byte netid */
union ns_host x host; /* 6-byte hostid */
L Sherk X_port;  /* 2-byte port (XNS "socket") */

/* network byte ordered */
‘i

struct sockaddr ns {

u short sns family; /* AF_NS */
struct ns_addr sns addr; /* the 12-byte XNS address */
char sns_zero([2]; /* unused */

i

fdefine sns port sns_addr.x port
Things are more complicated with XNS, as some of the network code wants to get at the
hostid and netid fields in different ways.

For the Unix domain, the following structure is defined in <sys/un.h>:

struct sockaddr un {
short sun family; /* AF_UNIX */
char sun_path([108]; /* pathname */
ti

(You may have noticed the discrepancies in the declarations of the first two bytes of
these address structures, the XX_family members. The Internet and Unix domain
members are declared as short integers, while the XNS member and the generic
sockaddr member are unsigned short integers. Fortunately the values stored in these
variables, the AF_xxx constants that we define in the next section, all have values
between 1 ang 20, so this discrepancy in the data types doesn’t matter.)

) Unlike most Unix system calls, the BSD network system calls don'’t assume that the
Umxl pathname in Sun_path is terminated with a null byte. Notice that this protocol-
SPecific  structure s larger than the generic sockaddr structure, while the
3Ocké"ﬁl'tirj.n and sockaddr ns structures were both identical in size (16 bytes) to

12
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Sectt
ddr |
-ruct sock ac i
SL:hort sa family; /* BF_xxx value 46
union { 4 ;
struct sockaddr in sa in; /* Internet address */
struct sockaddr ns Sa ns; /* XNS address */
struct sockaddr un sa un; /* Unix address 4
} Sa._\fal;

bi

The problem with this approach is that the size of the union is determined by the size of
the largest member, which is the UY_IIX _domam address. This would cause every
sock addr structure to be 110 bytesl IN size, even though Internet and XNS addresses
need only 8 bytes and 14 bytes, respef:tlvely. (Note that in this case the 8 bytes of zero at
the end of an Internet sockaddr in and the 2 bytes of zero at the end of an XNS
sockaddr_ns are not needed.) One advantage of a union is that the size of the struc-
ture would not have to be an argument (and sometimes 2 result) to the system calls, as
we'll see below. The actual interface design and the choice of 2 generic sockaddr
structure along with the protocol-specific socket address structures, was a compromise.

Elementary Socket System Calls

We now describe the elementary system calls required to perform network programming.
In the following section we use these system calls to develop some networking examples.

socket System Call

To do network 1/O, the first thing a process must do is call the socket system call,

specifying the type of communication protocol desired (Internet TCP, Internet UDP,
XNS SPP, etc.).

#include <sys/types.h>
finclude <sys/ socket .h>

int socket (int family, int Dype, int protocol) ;

The family is one of

AF UNIX Unix internal protocols
AF_INET Internet protocols
AF NS Xerox NS protocols

AF_IMPLINK IMP link layer

The AF_ prefix stands for “‘address family.”" There is another set of terms that is
geﬁﬂed. Starting with a PE_ prefix, which stands for “*protocol family: PF_UNIX,
F_INET, pp NS, and PF_IMPLINK. Either term for a given family can be used, as

€Y are equivalen;.

14
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Section B

TPPROTO_xxx constants are defined in the file <netinet/in .h> and the
The T xxx constants are defined in the file Snetns/ns.h>. In Section 11.2 we'll
NSPRO Internet ping program, which uses the ICMP protocol.
Sho“-}:fsockt:—‘t system call returns a small integer value, similar to a file descriptor.
we'll call this a socket des_criptor. or a sockfd. To obtain this socket descriptor, all we’ve
spgciﬁed is an address family and the socket type (stream, datagram, etc.). For an associ-

ation
{protocol, local-addr, local-process, foreign-addr, foreign-process)

the socket system call specifies is one element of this S-tuple, the protocol. Before
il socket descriptor is of any real use, the remaining four elements of the association
thﬁst be specified. To show what a typical Process does next, we’ll differentiate between
;:,m client and server, and between a connection-oriented protocol and a connectionless
protocol. Figure 6.8 shows the typical system calls for each case.

protocol local-addr, local-process foreign-addr, foreign-process
connection-oriented server | socket () bind () listen(), accept ()
connection-oriented client socket () connect ()

connectionless server socket () bind () recvfrom()
connectionless client Ls ocket () bind () sendto ()

Figure 6.8 Socket system calls and association elements,

socketpair System Call

This system call is implemented only for the Unix domain.

tinclude <sys/types.h>
#include <sys/socket .h>

int socketpair (int family, int type, int protocol, int sockvec[2]) ;

This returns two socket descriptors, sockvec[0] and sockvec[1], that are unnamed and
connected. This system call is similar to the pipe system call, but socketpair
returns a pair of socket descriptors, not file descriptors. Additionally, the two socket
descriptors returned by socketpair are bidirectional, unlike pipes, which are unidirec-
tional, Recalling our pipe examples from Section 3.4, we had to execute the pipe sys-
tem call twice, obtaining four file descriptors, to get a bidirectional flow of data between
WO processes,  With sockets this isn’t required. We'll call these bidirectional,

f:onnection-oﬁented, Unix domain sockets Stream pipes. We return to these stream pipes
In Section 6.9,
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