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(57) ABSTRACT 

Aspects of this disclosure relate to filtering network data 
transfers. In some variations, multiple packets may be 
received. A determination may be made that a portion of the 
packets have packet header field values corresponding, to a 
packet filtering rule. Responsive to such a determination, an 
operator specified by the packet filtering rule may be applied 
to the portion of packets having the packet header field 
values corresponding to the packet filtering rule. A further 
determination may be made that one or more of the portion 
of the packets have one or more application header field 
values corresponding to one or more application header field 
criteria specified by the operator. Responsive to such a 
determination, at least one packet transformation function 
specified by the operator may be applied to the one or more 
of the portion of the packets. 
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