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1 

NETWORK DATA TRANSMISSION ANALYSIS 

BACKGROUND 

2 
FIG. 7B illustrates a flow-diagram for a process of deter­

mining substrate routing based on target performance char­
acteristics of the associated virtual network; 

FIG. 8 illustrates an example of a system for network data 
5 transmission analysis; Generally described, computing devices utilize a commu­

nication network, or a series of communication networks, to 
exchange data. In a common embodiment, data to be 
exchanged is divided into a series of packets that can be 
transmitted between a sending computing device and a recipi­
ent computing device. In general, each packet can be consid­
ered to include two primary components, namely, control 
information and payload data. The control information cor­
responds to information utilized by one or more communica­
tion networks to deliver the payload data. For example, con­
trol information can include source and destination network 15 

addresses, error detection codes, and packet sequencing iden­
tification, and the like. Typically, control information is found 

FIG. 9 illustrates an example of a network data transmis­
sion analysis system comprising a network data transmission 
analysis module; 

FIG. 10 illustrates an example interaction between a com-
10 puting system and a network data transmission analysis sys-

tern· 
' FIG. 11 illustrates an example method for analyzing data 

transmitted over a network; and 
FIG. 12 illustrates an example method for analyzing bank 

card information. 

DETAILED DESCRIPTION 
in packet headers and trailers included within the packet and 
adjacent to the payload data. Payload data may include the 
information that is to be exchanged over the communication 20 

network. 

Network computing systems may implement data loss pre­
vention (DLP) techniques to reduce or prevent unauthorized 
use or transmission of confidential information or to imple­
ment information controls mandated by statute, regulation, or 
industry standard. Embodiments of network data transmis­
sion analysis systems and methods are disclosed that can use 

In practice, in a packet-switched communication network, 
packets are transmitted among multiple physical networks, or 
sub-networks. Generally, the physical networks include a 
number of hardware devices that receive packets from a 
source network component and forward the packet to a recipi­
ent network component. The packet routing hardware devices 
are typically referred to as routers. With the advent ofvirtu­
alization technologies, networks and routing for those net­
works can now be simulated using commodity hardware 
rather than actual routers. 

A typical packet-switched communication network can 
implement data loss prevention (DLP) systems or techniques 
to monitor data transmitted via the network in order to detect 
and/or prevent unauthorized transmission of data. As the 
scale and scope of data transmission has increased or in 
packet-switched communication networks in which at least a 
portion of the network is implemented in a virtualized envi­
ronment, the administration and management of DLP sys­
tems has become increasingly complicated. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing aspects and many of the attendant advan­
tages of this disclosure will become more readily appreciated 
as the same become better understood by reference to the 
following detailed description, when taken in conjunction 
with the accompanying drawings, wherein: 

FIG. 1 is a network diagram illustrating an embodiment of 

25 contextual information in DLP policies to monitor data trans­
mitted via the network including, for example, a virtual net­
work comprising a substrate network (including physical 
computing nodes) associated with an overlay network, which 
is at least partially simulated by the substrate network. The 

30 contextual information may include information based on a 
network user's organizational structure or services rather 
than being based on network topology. Some embodiments of 
the systems and methods may be implemented on a virtual 
network overlaid on one or more intermediate physical net-

35 works that are used as a substrate network. A possible advan­
tage of some implementations is that the network data trans­
mission analysis system has the capability of monitoring all 
the network flows ( e.g., network packets) that are transmitted 
by a virtual network. For example, a DLP policy may include 

40 a request for compulsory inspection of all network flows 
including information that matches one or more criteria 
established by the DLP policy. 

The following section discusses various embodiments of 
managed networks for network data transmission analysis. 

45 Following that is further discussion of network data transmis­
sion analysis systems and methods that can implement DLP 
policies established by a network user. 
Managed Computer Networks for Network Data Transmis­
sion Analysis 

a substrate network having computing nodes associated with 50 

a virtual computer network; 
With the advent of virtualization technologies, networks 

and routing for those networks can now be simulated using 
commodity hardware rather than actual routers. For example, 
virtualization technologies can be adapted to allow a single 
physical computing machine to be shared among multiple 

FIG. 2 illustrates an example embodiment of a virtual 
computer network supporting logical networking functional­
ity; 

FIG. 3 illustrates an example embodiment of a substrate 
network configuration wherein routes are determined for 
associated overlay networks; 

FIGS. 4A and 4B illustrate a virtual network and corre­
sponding substrate network where substrate routing is inde­
pendently determined from virtual routing; 

FIGS. SA and SB illustrate a virtual route selection propa­
gated to the substrate network; 

FIG. 6 illustrates an example embodiment of a substrate 
network, wherein a network translation device determines 
routes into or out of a virtual network; 

FIG. 7A illustrates a flow diagram for a process of propa­
gating virtual routes to a substrate network; 

55 virtual networks by hosting one or more virtual machines on 
the single physical computing machine. Each such virtual 
machine can be a software simulation acting as a distinct 
logical computing system that provides users with the illusion 
that they are the sole operators and administrators of a given 

60 hardware computing resource. In addition, as routing can be 
accomplished through software, additional routing flexibility 
can be provided to the virtual network in comparison with 
traditional routing. As a result, in some implementations, 
supplemental information other than packet information can 

65 be used to determine network routing. 
Aspects of the present disclosure will be described with 

regard to illustrative logical networking functionality for 
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managed computer networks, such as for virtual computer 
networks that are provided on behalf of users or other entities. 
In at least some embodiments, the techniques enable a user to 
configure or specify a network topology, routing costs, rout­
ing paths, and/or other information for a virtual or overlay 
computer network including logical networking devices that 
are each associated with a specified group of multiple physi-
cal computing nodes. For example, the user (e.g., a network 
administrator for an organization) may configure or specify 
organizational details ( e.g., departmental structure of the 
organization) such that the virtual or overlay network can 
associate network data transmissions ( e.g., network packets) 
as outgoing from or incoming to a particular portion of the 
organization ( e.g., a packet outgoing from an accounting 
department, a packet incoming to a human resources group, 
etc.). With the network configuration specified for a virtual 
computer network, the functionally and operation of the vir­
tual network can be simulated on physical computing nodes 
operating virtualization technologies. In some embodiments, 
multiple users or entities ( e.g. businesses or other organiza­
tions) can access the system as tenants of the system, each 
having their own virtual network in the system. In one 
embodiment, a user's access and/or network traffic is trans­
parent to other users. For example, even though physical 
components of a network may be shared, a user of a virtual 
network may not see another user's network traffic on another 
virtual network if monitoring traffic on the virtual network. 

By way of overview, FIGS. 1 and 2 discuss embodiments 
where communications between multiple computing nodes 

4 
external to the private network 140. Computing systems 145b 
can be home computing systems or mobile computing 
devices that each connects directly to the global internet 135 
( e.g., via a telephone line, cable modem, a Digital Subscriber 

5 Line (''DSL''), cellular network or other wireless connection, 
etc.). 

The example data center 100 includes a number of physical 
computing systems 105a-105d and 155a-155n, as well as a 
Communication Manager module 150 that executes on one or 

10 more other computing systems to manage communications 
for the associated computing systems 155a-155n. The 
example data center further includes a System Manager mod­
ule 110 that executes on one or more computing systems. In 
this example, each physical computing system 105a-105d 

15 hosts multiple virtual machine computing nodes and includes 
an associated virtual machine (''VM'') communication man­
ager module (e.g., as part of a virtual machine hypervisor 
monitor for the physical computing system). Such VM com­
munications manager modules and VM computing nodes 

20 include VM Communication Manager module 109a and vir­
tual machines 107 a on host computing system 105a, and VM 
Communication Manager module 109d and virtual machines 
107d on host computing system 105d. Physical computing 
systems 155a-155n do not execute any virtual machines in 

25 this example, and thus can each act as a computing node that 
directly executes one or more software programs on behalf of 
a user. The Communication Manager module 150 that man­
ages communications for the associated computing systems 
155a-155n can have various forms, such as, for example, a 

30 proxy computing device, firewall device, or networking 
device ( e.g., a switch, router, hub, etc.) through which com­
munications to and from the physical computing systems 
travel. In other embodiments, all or none of the physical 

of the virtual computer network emulate functionality that 
would be provided by logical networking devices if they were 
physically present. In some embodiments, some or all of the 
emulation are performed by an overlay network manager 
system. FIGS. 2-4B and 7B discuss embodiments where sub­
strate routing decisions can be made independently of any 35 

simulated routing in the overlay network, allowing, for 
example, optimization of traffic on the substrate network 
based on information unavailable to a virtual network user. 
FIGS. SA-7 A discuss embodiments where routing decisions 
implemented on the virtual or overlay network are propagated 

computing systems at the data center host virtual machines. 
This example data center 100 further includes multiple 

physical networking devices, such as switches 115a-115b, 
edge router devices 125a-125c, and core router devices 130a-
130c. Switch 115a is part of a physical sub-network that 
includes physical computing systems 105a-105c, and is con-

40 nected to edge router 125a. Switch 115b is part of a distinct 
physical sub-network that includes physical computing sys­
tems 105d and 155a-155n, as well as the computing systems 
providing the Communication Manager module 150 and the 
System Manager module 110, and is connected to edge router 

to the substrate network. One skilled in the relevant art will 
appreciate, however, that the disclosed virtual computer net­
work is illustrative in nature and should not be construed as 
limiting. 
Overlay Network Manager 

FIG. 1 is a network diagram illustrating an embodiment of 
an overlay network manager system (ONM) for managing 
computing nodes associated with a virtual computer network. 
Virtual network communications can be overlaid on one or 
more intermediate physical networks in a manner transparent 
to the computing nodes. In this example, the ONM system 
includes a system manager module 110 and multiple commu­
nication manager modules 109a, 109b, 109c, 109d, 150 to 
facilitate the configuring and managing communications on 
the virtual computer network. 

The illustrated example includes an example data center 
100 with multiple physical computing systems operated on 
behalf of the ONM system. The example data center 100 is 
connected to a global internet 135 external to the data center 
100. The global internet can provide access to one or more 
computing systems 145a via private network 140, to one or 
more other globally accessible data centers 160 that each have 
multiple computing systems, and to one or more other com­
puting systems 145b. The global internet 135 can be a pub­
licly accessible network of networks, such as the Internet, and 
the private network 140 can be an organization's network that 
is wholly or partially inaccessible from computing systems 

45 125b. The physical sub-networks established by switches 
115a-115b, in turn, are connected to each other and other 
networks (e.g., the global internet 135) via an intermediate 
interconnection network 120, which includes the edge routers 
125a-125c and the core routers 130a-130c. The edge routers 

50 125a-125c provide gateways between two or more sub-net­
works or networks. For example, edge router 125a provides a 
gateway between the physical sub-network established by 
switch 115a and the interconnection network 120, while edge 
router 125c provides a gateway between the interconnection 

55 network 120 and global internet 135. The core routers 130a-
130c manage communications within the interconnection 
network 120, such as by routing or otherwise forwarding 
packets or other data transmissions as appropriate based on 
characteristics of such data transmissions ( e.g., header infor-

60 mation including source and/or destination addresses, proto­
col identifiers, etc.) and/or the characteristics of the intercon­
nection network 120 itself ( e.g., routes based on the physical 
network topology, etc.). 

The System Manager module 110 and Communication 
65 Manager modules 109, 150 can configure, authorize, and 

otherwise manage communications between associated com­
puting nodes, including providing logical networking func-
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tionality for one or more virtual computer networks that are 
provided using the computing nodes. For example, Commu­
nication Manager module 109a and 109c manages associated 
virtual machine computing nodes 107a and 107c and each of 
the other Communication Manager modules can similarly 5 

manage communications for a group of one or more other 
associated computing nodes. The Communication Manager 
modules can configure communications between computing 
nodes so as to overlay a virtual network over one or more 
intermediate physical networks that are used as a substrate 10 

network, such as over the interconnection network 120. 
Furthermore, a particular virtual network can optionally be 

extended beyond the data center 100, such as to one or more 
other data centers 160 which can be at geographical locations 
distinct from the first data center 100. Such data centers or 15 

6 
embodiments, before forwarding the incoming communica­
tion to the destination virtual machine, the Communication 
Manager module 109d can also perform additional steps 
related to security. 

Further, the Communication Manager modules 109a and/ 
or 109c on the host computing systems 105a and 105c can 
perform additional actions that correspond to one or more 
logical specified router devices lying between computing 
nodes 107al and 107cl in the virtual network topology. For 
example, the source computing node 107al can direct a 
packet to a logical router local to computing node 107al ( e.g., 
by including a virtual hardware address for the logical router 
in the packet header), with that first logical router being 
expected to forward the packet to the destination node 107cl 
via the specified logical network topology. The source Com­
munication Manager module 109a receives or intercepts the 
packet for the logical first router device and can emulate 
functionality of some or all of the logical router devices in the 
network topology, such as by modifying a TTL (''time to 

other geographical locations of computing nodes can be inter­
connected in various manners, including via one or more 
public networks, via a private connection such as a direct or 
VPN connection, or the like. In addition, such data centers 
can each include one or more other Communication Manager 
modules that manage communications for computing sys­
tems at that data. In some embodiments, a central Communi­
cation Manager module can coordinate and manage commu­
nications among multiple data centers. 

20 live'') hop value for the communication, modifying a virtual 
destination hardware address, and/or otherwise modify the 
communication header. Alternatively, some or all the emula­
tion functionality can be performed by the destination Com-

Thus, as one illustrative example, one of the virtual 25 

machine computing nodes 107 al on computing system 105a 
can be part of the same virtual local computer network as one 

munication Manager module 109c after it receives the packet. 
By providing logical networking functionality, the ONM 

system provides various benefits. For example, because the 
various Communication Manager modules manage the over­
lay virtual network and can emulate the functionality of logi­
cal networking devices, in certain embodiments specified 

of the virtual machine computing nodes 107dl on computing 
system 105d. The virtual machine 107al can then direct an 
outgoing communication to the destination virtual machine 
computing node 107dl, such as by specifying a virtual net­
work address for that destination virtual machine computing 
node. The Communication Manager module 109a receives 
the outgoing communication, and in at least some embodi­
ments determines whether to authorize the sending of the 
outgoing communication. By filtering unauthorized commu­
nications to computing nodes, network isolation and security 

30 networking devices do not need to be physically implemented 
to provide virtual computer networks, allowing greater flex­
ibility in the design of virtual user networks. Additionally, 
corresponding modifications to the interconnection network 
120 or switches 115a-115b are generally not needed to sup-

of entities' virtual computer networks can be enhanced. 

35 port particular configured network topologies. Nonetheless, a 
particular network topology for the virtual computer network 
can be transparently provided to the computing nodes and 
software programs of a virtual computer network. 

The Communication Manager module 109a can determine 
the actual physical network location corresponding to the 40 

destination virtual network address for the communication. 

Logical/Virtual Networking 
FIG. 2 illustrates a more detailed implementation of the 

ONM system of FIG. 1 supporting logical networking func­
tionality. The ONM system includes more detailed embodi­
ments of the ONM System Manager and ONM Communica­
tion Manager of FIG. 1. In FIG. 2, computing node A is 

For example, the Communication Manager module 109a can 
determine the actual destination network address by dynami­
cally interacting with the System Manager module 110, or 
can have previously determined and stored that information. 
The Communication Manager module 109a then re-headers 
or otherwise modifies the outgoing communication so that it 
is directed to Communication Manager module 109dusing an 
actual substrate network address. 

45 sending a communication to computing node H, and the 
actions of the physically implemented modules 210 and 260 
and devices of network 250 in actually sending the commu­
nication are shown, as well as emulated actions of the logical 
router devices 270a and 270b in logically sending the com­
munication. 

In this example, computing nodes A 205a and H 255b are 
part of a single virtual computer network for entity Z. How­
ever, computing nodes can be configured to be part of two 
distinct sub-networks of the virtual computer network and the 

When Communication Manager module 109d receives the 50 

communication via the interconnection network 120, it 
obtains the virtual destination network address for the com­
munication ( e.g., by extracting the virtual destination net­
work address from the communication), and determines to 
which virtual machine computing nodes 107dthe communi­
cation is directed. The Communication Manager module 
109d then re-headers or otherwise modifies the incoming 
communication so that it is directed to the destination virtual 

55 logical router devices 270a and 270b separate the computing 
nodes A and Hin the virtual network topology. For example, 
logical router device J 270a can be a local router device to 
computing node A and logical router device L 270b can be a 
local router device to computing node H. 

In FIG. 2, computing nodes A 205a and H 255b includes 
hardware addresses associated with those computing nodes 
for the virtual computer network, such as virtual hardware 
addresses that are assigned to the computing nodes by the 
System Manager module 290 and/or the Communication 

machine computing node 107dl using an appropriate virtual 
network address for the virtual computer network, such as by 60 

using the sending virtual machine computing node 107al's 
virtual network address as the source network address and by 
using the destination virtual machine computing node 
107dl's virtual network address as the destination network 
address. The Communication Manager module 109d then 
forwards the modified communication to the destination vir­
tual machine computing node 107dl. In at least some 

65 Manager modules R 210 and S 260. In this example, comput­
ing node A has been assigned hardware address ''00-05-02-
0B-27-44," and computing node H has been assigned hard-
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with another header or label where the additional header 
specifies the route of the packet. Recipients of the packet can 
then read the additional header and direct the packet accord-
ingly. A communication manager at the end of the route can 
remove the additional header. 

A user or operator can specify various configuration infor­
mation for a virtual computer network, such as various net­
work topology information and routing costs associated with 
the virtual 270a, 270b and/or substrate network 250. In tum, 

ware address ''00-00-7D-A2-34-11." In addition, the logical 
router devices J and L have also each been assigned hardware 
addresses, which in this example are ''00-01-42-09-88-73'' 
and ''00-01-42-CD-l 1-01," respectively, as well as virtual 
network addresses, which in this example are ''10.0.0.1'' and 5 

''10.1.5.1," respectively. The System Manager module 290 
maintains provisioning information 292 that identifies where 
each computing node is actually located and to which entity 
and/or virtual computer network the computing node 
belongs. 10 the ONM System Manager 290 can select various computing 

nodes for the virtual computer network. In some embodi­
ments, the selection of a computing node can be based at least 
in part on a geographical and/or network location of the 

In this example, computing node A 205a first sends an 
address resolution protocol (ARP) message request 222-a for 
virtual hardware address information, where the message is 
expected to first pass through a logical device J before being 
forwarded to computing node H. Accordingly, the ARP mes- 15 

sage request 222-a includes the virtual network address for 
logical router J ( e.g., ''10.0.0.1 '') and requests the correspond­
ing hardware address for logical router J. 

computing node, such as an absolute location or a relative 
location to a resource ( e.g., other computing nodes of the 
same virtual network, storage resources to be used by the 
computing node, etc.). In addition, factors used when select­
ing a computing node can include: constraints related to capa­
bilities of a computing node, such as resource-related criteria 
( e.g., an amount of memory, an amount of processor usage, an 
amount of network bandwidth, and/or an amount of disk 

Communication Manager module R intercepts the ARP 
request 222-a, and obtains a hardware address to provide to 20 

computing node A as part of spoofed ARP response message 
222-b. The Communication Manager module R can deter­
mine the hardware address by, for example, looking up vari­
ous hardware address information in stored mapping infor­
mation 212, which can cache information about previously 25 

received communications. Communication Manager module 

space), and/or specialized capabilities available only on a 
subset of available computing nodes; constraints related to 
costs, such as based on fees or operating costs associated with 
use of particular computing nodes; or the like. 
Route Selection on Substrate Network 

R can communicate 227 with the System Manager module 
290 to translate the virtual network address for logical router 
J. 

The System Manager module 290 can maintain informa­
tion 294 related to the topology and/or components of virtual 
computer networks and provide that information to Commu­
nication Manager modules. The Communication Manager 
module R can then store the received information as part of 
mapping information 212 for future use. Communication 
Manager module R then provides computing node A with the 
hardware address corresponding to logical router J as part of 
response message 222-b. While request 222-a and response 
message 222-b actually physically pass between computing 
node A and Communication Manager module R, from the 
standpoint of computing node A, its interactions occur with 
local router device J. 

After receiving the response message 222-b, computing 
node A 205a creates and initiates the sending of a communi­
cation 222-c to computing node H 255b. From the standpoint 
of computing node A, the sent communication will be 
handled as if logical router J 270a were physically imple­
mented. For example, logical router J could modify the 
header of the communication 265a and forward the modified 
communication 265b to logical router L 270a, which would 
similarly modify the header of the communication 265b and 
forward the modified communication 265c to computing 
node H. However, communication 222-c is actually inter­
cepted and handled by Communication Manager module R, 
which modifies the communication as appropriate, and for­
wards the modified communication over the interconnection 
network 250 to computing node H by communication 232-3. 
Communication Manager module R and/or Communication 
Manager module Smay take further actions in this example to 
modify the communication from computing node A to com­
puting node H or vice versa to provide logical networking 
functionality. For example, Communication Manager mod­
ule S can provides computing node H with the hardware 
address corresponding to logical router L as part of response 
message 247-e by looking up the hardware address in stored 
mapping information 262. In one embodiment, a communi­
cation manager or computing node encapsulates a packet 

FIG. 3 illustrates an example embodiment of a substrate 
network 300 having a route manager 336 capable of deter­
mining routes for overlay networks. The substrate network 

30 300 can be composed of one or more substrate components or 
nodes, such as computing nodes, routing nodes, communica­
tion links or the like. In FIG. 3, the substrate network 300 
includes computing nodes A 302, B 304, C 306, and D 308, 
which are capable of simulating various components of one or 

35 more associated overlay networks. The nodes can be located 
on the same data center or in multiple data centers. Comput­
ing node A is interconnected to node B via network W 310, 
node B is connected to node C by network X 312, node C is 
connected to node D by networkY 314, and node Dis con-

40 nected to node A by network Z 316. Networks W, X, Y, and Z 
can include one or more physical networking devices, such as 
routers, switches, or the like, and can include private or public 
connections. Components shown in FIG. 3, such as the com­
puting nodes and communication manager modules, can 

45 implement certain of the features of embodiments described 
above with respect to FIGS. 1 and 2. 

In FIG. 3, nodes A 302, B 304, C 306, and D 308 are 
associated with a respective Communication Manager mod­
ule 320, 322, 324, and 326. The communication manager 

50 modules can implement certain of the features described in 
the Communication Manager 150, 210, 260 and VM Com­
munication manager 109a, 109b, 109c, 109d of FIGS. 1 and 
2. For example, the Communication Manager module 320 for 
node A can operate on a hypervisor monitor of the computing 

55 node and can direct the communication of one or more virtual 
computing nodes 330, 332, 334 of node A. The computing 
nodes, communication managers and Route Manager 336 can 
be part of the same ONM system. In one embodiment, the 
computing nodes run the XEN operating system (OS) or 

60 similar virtualization OS, with the communication managers 
operating on domain O or the first OS instance and the virtual 
computing nodes being domain U or additional OS instances. 

The communication manager modules in FIG. 3 are in 
communication with a Route Manager module 336, operating 

65 on one or more computing devices, that directs routing for the 
substrate network 300. In one embodiment, the Route Man­
ager operates as part of the ONM System Manager module 
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110,290 of FIGS. 1 and 2, with functionally combined into a 
single module. The Route Manager can be located within a 
data center or at a regional level and direct traffic between data 
centers. In one embodiment, multiple Route Managers can 
operate in a distributed manner to coordinate routing across 5 

multiple data centers. 
In FIG. 3, two virtual networks are associated with the 

substrate network 300. Virtual network 1 (VNl) has compo­
nents 338, 340, 342, associated with virtual computing nodes 
oncomputingnodesA302, B 304, andC 306. Virtual network 10 

2 (VN2) has components 344, 346, 348 associated with vir­
tual computing nodes on nodes A, C, and D 308. 

As the Routing Manager module 336 directs network traf-
fic on the substrate network 300, traffic can be directed flex­
ibly and various network configurations and network costs 15 

can be considered. For example, routing paths can be deter­
mined based on specified performance levels for the virtual 
networks. In one embodiment, if the user for VNl is entitled 
to a higher service level, such as for faster speed ( e.g. lower 
latency and/or higher bandwidth), traffic associated with VNl 20 

can be routed on a ''fast'' path of the substrate network 300. 
For example, in one embodiment, traffic for ''platinum'' users 
is prioritized over traffic for ''gold'' and ''silver'' users, with 
traffic from ''gold'' users prioritized over ''silver'' users. In one 
embodiment, at least some packets of the user with the higher 25 

service level are prioritized over packets of a user with a lower 
service level, for example, during times of network conges­
tion. The user may be entitled to a higher level because the 
user has purchased the higher service level or earned the 
higher service level through good behavior, such as by paying 30 

bills, complying with the operator's policies and rules, not 
overusing the network, combinations of the same, or the like. 

The Route Manager 336 can store user information or 
communicate with a data store containing user information in 
order to determine the target performance level for a virtual 35 

network. The data store can be implemented using databases, 
flat files, or any other type of computer storage architecture 
and can include user network configuration, payment data, 
user history, service levels, and/or the like. Typically, the 
Route Manager will have access to node and/or link charac- 40 

teristics for the substrate nodes and substrate links collected 
using various network monitoring technologies or routing 
protocols. The Route Manager can then select routes that 
correspond to a selected performance level for the virtual 
network and send these routes to the computing nodes. For 45 

example, network W 310 and Y 312 can be built on fiber optic 
lines while network Y 314 and Z 316 are built on regular 
copper wire. The Route Manager can receive network metrics 
data and determine that the optical lines are faster than the 
copper wires ( or an administrator can designate the optical 50 

lines as a faster path). Thus, the Route Manager, in generating 
a route between node A 302 and node C 306 for ''fast'' VNl 
traffic, would select a path going through network W and Y 
(e.g., pathA-B-C). 

10 
the Communication Manager. The Communication Manager 
modules can store those entries in forwarding tables 352, 354, 
356, or other similar data structure, associated with a Com-
munication Manager. For example, for VNl, the Route Man­
ager can generate a control signal or message, such as a 
forwarding entry 358, that directs VNl traffic received or 
generated on node A 302 through network W 310 (on path 
A-B-C). Meanwhile, for VN2, the Route Manager can gen-
erate a control signal or message, such as a forwarding entry 
3 60, which directs traffic received on node A through network 
Z. The Route Manager can send these forwarding entries to 
the node A Communication Manager 320, which can store 
them on its forwarding table 352. Thus, network traffic asso-
ciated with VNl and VN2, destined for node C 306 received 
or generated on node A can travel by either pathA-B-C or path 
A-D-C based on the designated performance level for VNl 
andVN2. 

While the example of FIG. 3 depicts only two virtual net­
works, the Route Manager 336 can similarly generate and 
maintain routes for any number of virtual networks. Like­
wise, the substrate network 300 can include any number of 
computing nodes and/or physical network devices. Routes 
can be determined based on multiple performance criteria, 
such as network bandwidth, network security, network 
latency, and network reliability. For example, traffic for a 
virtual network suspected of being used for spamming (e.g. 
mass advertisement emailing) can be routed through network 
filters and scanners in order to reduce spam. 

FIGS. 4A and 4B illustrate a virtual network 401 and 
corresponding substrate network 402 where substrate routing 
is independently determined from virtual routing. FIG. 4A 
illustrates a virtual network including several virtual network 
components. Virtual computing nodes 14 404 and IS 406 are 
connected to a logical router 408. The logical router can 
implement certain of the features described in the logical 
router270a, 270bofFIG. 2. The logical router is connected to 
firewalls Il 410 and 12 412. The logical router is configured to 
direct traffic from IS to 12 and 14 to 12, as would be the case if 
12 were a backup firewall. The forwarding table associated 
with logical router 409 reflects this traffic configuration. Il 
and 12 are connected to a second router 414. The second 
router is connected to another virtual computing node, 13 415. 
Thus, based on the topology and associated forwarding table 
of the virtual network 401, traffic from 14 and IS to 13 passed 
through 12. 

Meanwhile, FIG. 4B illustrates an example topology of the 
substrate network 402 associated with the virtual network 
401. The substrate network includes computing node A 420, 
computing node B, and a Route Manager 424. Substrate 
nodes A and B are each associated with a Communication 
Manager 426, 428. Node A is simulating the operation of 
virtual components 12, 13 and IS while Node Bis simulating 
the operation of virtual components on Il and 14 on their 

In another situation, where the user for VN2 is not entitled 
to a higher service level, VN2 traffic fromnodeA302 to node 
B 306 can be assigned to a ''slow'' or default path through 
networkY 314 and Z 316 (e.g. pathA-D-C). In order to track 
routing assignments, the Routing Manager can maintain the 
routes and/or route association in a data store, such as a 
Routing Information Base (RIB) or routing table 350. The 
Route Manager can also track the target performance criteria 
351 associated with a particular virtual network. 

55 respective virtual machines. The Route Manager can then use 
information regarding the assignments of virtual components 
to computing nodes to optimize or otherwise adjust routing 
tables for the substrate network. The Route Manager can 
receive such information from the Communication Managers 

In order to direct network traffic on the substrate network 
300, the Routing Manager 336 can create forwarding entries 
for one or more of the Communication Manager modules 
320, 322, 324, 326 that direct how network traffic is routed by 

60 and/or the System Manager. For example, assuming Il and 12 
are identical virtual firewalls, the Route Manager can deter­
mine that because IS and 12 are located on the same comput­
ing node, while 14 and Il are located on the other node, virtual 
network traffic can be routed from IS to 12 and from 14 to Il 

65 without leaving the respective computing node, thus reducing 
traffic on the network. Such a configuration is reflected in the 
illustrated forwarding tables 430, 432 associated with the 
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Communication Managers. Thus, routes on the substrate net­
work can be determined independently of virtual network 
routes. 

In some embodiments, the Route Manager 424 or System 
Manager can optimize or otherwise improve network traffic 
using other techniques. For example, with reference to FIGS. 
4A and 4B, another instance ofl3 can be operated on node B 
422, in addition to the instance of 13 on node A. Thus, virtual 
network traffic from 15-12-13 and 14-11-13 can remain on the 
same computing node without having to send traffic between 
computing nodes A and B. In one embodiment, substrate 
traffic can be optimized or otherwise improved without hav­
ing different forwarding entries on the substrate and the vir­
tual network. For example, with reference to FIG. 4B, 14 can 

12 
The network translation devices can serve as a gateway or 

entry/exit point into the virtual network. In some embodi­
ments, the network translation devices can translate between 
a first addressing protocol and a second addressing protocol. 

5 For example, if the virtual network is using IPv6 and the 
external networks are using IPv4, the network translation 
devices can translate from one addressing protocol to the 
other for traffic in either direction. In one embodiment, users 
connect from their private networks to the data centers via a 

10 VPN or other connection to a network translation device, 
which translates and/or filters the traffic between networks. 

Referring back to FIG. 5B, network C 532 connects data 

be moved from computing node B 422 to node A 420, thus 15 

allowing virtual traffic from IS and 14 to 12 to remain on the 
same computing node. In this way, a user monitoring traffic 

center 2 522 to NTD A 528. Network D 534 connects data 
center 3 524 to NTD B 530. The Route Manager module 510 
is in communication with data center 1520, data center 2 522, 
and data center 3 524, particularly with the Communication 
Manager for the computing node 526. 

on logical router 408 would see that traffic is flowing accord­
ing the forwarding table in the router, that is, substrate routing 
is transparent to the user. Other techniques for optimizing 20 

traffic by changing the association of virtual components with 
virtual machines and/or duplicating components can also be 
used. 

From information associated with the virtual network, the 
Route Manager 510 can determine that the user wants to route 
traffic from LNl to LN2. The Route Manager can then 
''favor'' substrate routes associated with the LNl to LN2 
virtual path. For example, the Route Manager can specify a 
low routing cost (e.g. cost 1) for communications, such as 
data packets, travelling on Network C relative to Network D In some situations, it can be desired that substrate routes 

reflect routes specified in the virtual table. For example, the 
virtual network user can wish to control how traffic is routed 
in the substrate network. However, rather than giving the user 
access to the substrate network, which could put other users at 
risk or otherwise compromise security, a data center operator 
can propagate network configuration or virtual network char­
acteristics specified by the user for the virtual network to the 
substrate network. This propagated data can be used in gen­
erating routing paths in the substrate network, thus allowing 
the user to affect substrate routing without exposing the sub­
strate layer to the user. 
Route Selection on Overlay/Virtual Network 

FIGS. SA and 5B illustrate a virtual route selection propa­
gated to the substrate network. FIG. SA illustrates a virtual 
network topology where logical network 1 (LNl) 502 is 
connected to logical network 2 (LN2) 504 and logical net­
work 3 (LN3) 506 by a logical router 508. The current pre­
ferred routing path specified by the user is from LNl to LN2. 

A user may wish to specify a route for various reasons. For 
example, routing costs through LN2 can be cheaper than 
LN3, such as when LN2 and LN3 are in different locations 
with different ISPs and one ISP charges lower rates than 
another. In another example, LN3 can be a backup virtual 
network for LN2, and used only in some situations, such as 
for handling overflow from LN2. 

Referring back to FIG. SA, the user can specify preferred 
routes through the virtual network and/or characteristics or 
costs associated with the virtual components, such as mon­
etary costs, packet loss rates, reliability rate, and/or other 
metrics. These characteristics can be assigned to the virtual 
components, such as the virtual computing nodes, node links, 
logical routers/switches or the like. The Route Manager 510 
can then determine routing tables 512 and/or forwarding 
tables 514 for the virtual network. 

25 (e.g. cost 10) such that during route determination, routes 
through Network C are favored. In one embodiment, the 
Route Manager can apply a coefficient to stored substrate 
costs in order to favor one route over another. In another 
example, explicit routing paths can be set up corresponding to 

30 the virtual route. The Route Manager can identify routes in its 
routing table and communicate those routes with one or more 
Communication Managers. 

Referring back to FIG. 5B, when the computing node 526 
receives or generates a packet destined for LN2 or a network 

35 reachable from LN2, the computing node can be configured 
by the Route Manager to send packets through NTD A 528 as 
it lies on the route including network C 532. 

By propagating virtual network configuration data to the 
substrate, and using that configuration data in substrate route 

40 calculation, a mechanism is provided for a virtual network 
user to affect substrate routing. In some embodiments, the 
virtual configuration data can be used in determining asso­
ciation of the virtual components with the substrate compo­
nents. For example, components of the same virtual network 

45 can be associated with the same substrate computing node or 
on computing nodes connected to the same switch in order to 
minimize or otherwise improve substrate network traffic. 
Configuration data can also be provided the other way and, in 
some embodiments, the user and/or virtual network can be 

50 provided with additional substrate information, such as char­
acteristics of the underlying associated substrate components 
(e.g. performance, costs) in order to make more informed 
routing decisions. 

FIG. 6 illustrates an example substrate network wherein a 
55 network translation device determines routes into or out of a 

virtual network. In FIG. 6, a communication, such as a data 
packet, leaves computing node A, which is associated with a 
virtual network, through NTD B 604. The network translation 
device can include a Route Determination module 605 for FIG. 5B illustrates an example of a substrate route that can 

correspond to the virtual route in FIG. SA. In the figure, there 60 

are three data centers 520, 522, 524 corresponding to the 
logical networks 502, 504, 506 of FIG. SA. In data center 1 
(DCl), a computing node 526 is connected to a network 
translation device A (NTD A) 528 and a network translation 
device B (NTD B) 530. The network translation devices are 65 

connected to external networks C 532 and D 534, respec­
tively. 

determining the packet route. NTD B is connected to network 
C 606 and network D 608. 

In FIG. 6, the Route Manager 610 receives a network 
configuration or determines that route A-B-C is preferred or 
has a cheaper cost. The Route Manager can store the route in 
a routing table 612. The Route Manager can then send for­
warding entries to the NTD B 604 that configure it to send 
traffic through network C 606. NTD B can contain multiple 
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forwarding entries for multiple virtual networks, such that 
data for one virtual network can be sent through network C, 
while another virtual network sends data through network D. 

14 
specify a high cost for a high speed network link or high 
powered computing node so that the virtual network user can 
take into account that cost in configuring the virtual network. 

At block 710, the Route Manager module determines vir-In some cases, network packets with the same source and/or 
destination are sent by different networks based on the asso­
ciated virtual network. 

5 tual network routes based on the user configuration and/or 
network configuration data. In some embodiments, routing 
protocols or the route determination algorithms of the routing 
protocols, such as BGP, OSPF, RIP, EIGRP or the like, can be 
used to determine virtual routes. 

In some embodiments, the substrate component may not 
have a Communication Manager or a Route Determination 
module and other ways of coordinating routing can be used. 
For example, a substrate component, such as an ordinary 10 

router or a network translation device, can be set up multiply 
on separate paths. Using blacklists, network traffic for a par­
ticular virtual network can be allowed on one path but blocked 

At block 715, the Route Manager determines one or more 
forwarding entries for substrate network components, such as 
computing nodes, network translation devices, or the like. As 
the Route Manager can determine routing paths and propa­
gate routing decisions to the substrate components, the Route on others. The Route Manager can send a control signal or 

message updating the blacklists to manage the data flow. 
In other embodiments, substrate components can imple­

ment IP aliasing, where, for example, ''fast'' path packets use 
one set of IP addresses, while ''slow'' path packets use another 

15 Manager can coordinate routing within a data center and/or 
between multiple data centers. 

At block 720, the Route Manager transmits the forwarding 
entries to the substrate components. At block 725, the sub­
strate component receives the forwarding entries. The sub-set of IP addresses. When the substrate component receives 

the packet, it can determine which path to use based on the IP 
address. The Route Manager can send a control signal or 
message to assign IP addresses to the components based on 
the type of traffic handled. 

20 strate network components can store the forwarding entries in 
FIB tables or similar structures. Generally, a Communication 
Manager on the substrate component receives and processes 
the forwarding entry and manages communications of the 
substrate component. 

However, as discussed above, network traffic can also be 
coordinated for substrate components without a Communi­
cation Manager using instead, for example, a NAT device or 
the like. In some embodiments, the Route Manager can send 
blacklist updates, manage tagging of the packets, generate 

Other ways of differentiating how packets are handled by 
substrate components include: tagging of packets, such as by 25 

Multiprotocol Label Switching (MPLS); MAC stacking 
where a packet could have multiple MAC addresses, the first 
MAC address for a substrate component, such as a switch, 
and a second MAC address for a next component either on the 
''fast'' or the ''slow'' path; and using Network Address Trans­
lation (NAT) devices on both ends of a network in order to 
redirect traffic into the network, such as by spoofing or alter­
ing an destination address for an incoming packing and/or 
altering an the source address of an outgoing packet. In some 
embodiments, the Route Manager generates control signals 

30 stacked MAC addresses, or the like. 
At block 730, the substrate components route packets 

received or generated according to the stored forwarding 
entries. Generally, a Communication Manager on the sub­
strate component manages the packet routing and refers to the 

35 forwarding entries to make forwarding decisions. 
or messages for coordinating traffic on the substrate network 
for the various techniques described above. 
Virtual Network Route Selection Process 

FIG. 7A illustrates a flow diagram for a process 700 of 
propagating virtual routes to a substrate network usable in the 40 

example networks described above. The virtual routes can be 
based on network configuration data provided by a virtual 
network user, such as costs, component characteristics, pre­
ferred routes, and/or the like. 

At block 705, the Route Manager module receives user 45 

configuration and/or network configuration data, such as, for 
example, policy based routing decisions made by the user. In 
some embodiments, a user interface is provided, allowing a 
user to specify configuration data. The Route Manager can 
receive the configuration data from a data store, for example, 50 

if user configuration and/or network configuration data are 
stored on the data store after being received on the user 
interface or otherwise generated. In some embodiments, the 
configuration data can include explicit routing paths through 
the virtual network. In some embodiments, the configuration 55 

data can specify associated costs for traversing components 
of the virtual network, such as links and/or nodes. These costs 
can be based on monetary costs, packet loss rates, reliability 
rate, and/or other metrics. These costs can be provided by the 
user to configure the virtual network provided by the data 60 

center operator. However, costs and other network configu­
ration data can come from the data center operator themselves 
in addition to or instead of from the user. For example, the 
data center operator can use the virtual network to provide 
feedback to the user on routing costs, such as by associating 65 

monetary use costs for the substrate computing nodes and/or 
components. In one example, the data center operator can 

Substrate Network Route Selection Process 
FIG. 7B illustrates a flow-diagram for a process 750 for 

determining substrate routing based on target performance 
characteristics of the associated virtual network usable in the 
example networks described above. In some instances, the 
Route Manager can optionally generate a virtual routing table 
for the virtual network before determining substrate routing. 
The virtual routing table can be used to determine virtual 
routing paths, allowing optimization of network traffic by 
selective association of the virtual network components with 
substrate computing nodes, such as by taking into account 
physical location and virtual network traffic patterns. How­
ever, generation of the virtual routing table is not necessary as 
the substrate routes can be determined independently of the 
virtual routes, as will be described below. In addition, user 
configuration and/or network configuration data provided by 
the user can be used to describe the virtual network, without 
needing to generate a virtual routing table. 

At block 755, the Route Manager receives characteristics 
of the substrate nodes and/or node links. The Route Manager 
can receive the characteristics data from a data store. In some 
embodiments, a user interface is provided, allowing a user to 
specify characteristics data. The characteristics can describe 
such things as monetary costs, network bandwidth, network 
security, network latency, network reliability and/or the like. 
These characteristics can be used in a cost function for deter-
mining substrate routing paths. This information can be kept 
by the Route Manager or data source accessible by the Route 
Manager. 

At block 760, the Route Manager receives a target network 
performance for the virtual network. The target performance 
can be based on a purchased service level by the user, user 
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history, security data or the like. For example, a service level 
purchased by a user can have minimum bandwidth, latency, 
or quality of service requirements. In another example, a user 
can be a new customer with an unknown payment history 
such that the user is provisioned on a ''slow'' virtual network 5 

in order to minimize incurred expenses in case the user fails to 
pay. In another example, a user identified as carrying danger­
ous or prohibited traffic, such as viruses, spam or the like, can 

16 
implemented on virtual networks, substrate networks, or 
managed computer networks, such as those depicted in FIGS. 
1-7B. 

FIG. 8 illustrates an example of a system 800 for network 
data transmission analysis. The system 800 comprises a 
source computing system 804 and a destination computing 
system 808. The computing systems 804, 808 can execute one 
or more programs on behalf of one or more users. The com-
puting systems 804, 808 may comprise one or more physical 
computing systems and/or one or more virtual machines that 
are hosted on one or more physical computing systems. For 
example, a host computing system may provide multiple 
virtual machines and include a virtual machine (''VM'') man-

be quarantined to particular substrate components. During 
quarantine, the virtual network components can be assigned 10 

to specialized substrate components with more robust secu­
rity features. For example, the substrate components can have 
additional monitoring functionally, such as a deep-packet 
scanning ability, or have limited connectivity to or from the 
rest of the substrate network. 15 ager to manage those virtual machines ( e.g., a hypervisor or 

other virtual machine monitor). The computing systems 804, 
808 may include one or more data stores configured to store 
data transmitted via networks 812a, 812b. In some imple­
mentations, network storage 832 can be used to store data 

At block 765, the Route Manager determines substrate 
network routes based on the target network performance and/ 
or characteristics of the substrate nodes and/or links. In one 
embodiment, the Route Manager can use the characteristic 
data in a cost function for determining routes. Which charac­
teristic to use or what level of service to provide can be 
determined by the performance criteria or target perfor­
mance. For example, for a ''fast'' route, the Route Manager 
can use bandwidth and/or latency data for the substrate net­
work to generate routes that minimize latency, maximize 
available bandwidth, and/or otherwise improve network per­
formance. 

20 transmitted via the networks 812a, 812b. 
The computing systems 804, 808 can communicate via one 

or more communication networks 812a, 812b. One or both of 
the networks 812a, 812b may, for example, be a publicly 
accessible network of linked networks, possibly operated by 

The Route Manager can re-determine routes as needed 
based on changes in the network, the configuration data, 
and/or the performance level. For example, if a user has 
purchased N gigabits of ''fast'' routing but has reached the 
limit, the Route Manager can generate new routes and shift 
the user to ''slow'' routing. 

25 various distinct parties, such as the Internet. In other embodi­
ments, one or both networks 812a, 812b may be a private 
network, such as, for example, a corporate or university net­
work that is wholly or partially inaccessible to non-privileged 
users. In still other embodiments, one or both networks 812a, 

30 

At block 770, the Route Manager transmits forwarding 
entries for one or more routes to one or more nodes and/or 35 

network translation devices. In some embodiments, the Route 
Manager determines forwarding entries for the substrate 
components and sends those forwarding entries to the sub­
strate components on the path. In some embodiments, the 
Route Manager can send blacklist updates, manage tagging of 40 

data packets, and/or generate stacked MAC addresses. 
At block 775, the Route Manager can optionally update the 

virtual routing table based on substrate network routes. By 
changing the virtual network routing table based on the sub­
strate routes, the virtual network can stay logically consistent 45 

with the behavior of the substrate network. Thus, users won't 
necessarily be confused by discrepancies in the virtual rout-
• 1ng. 
Network Data Transmission Analysis 

As discussed herein, network computing systems may 50 

implement data loss prevention (DLP) techniques to reduce 
or prevent unauthorized use or transmission of confidential 
information or to implement information controls mandated 
by statute, regulation, or industry standard. Embodiments of 
network data transmission analysis systems and methods are 55 

disclosed that can use contextual information in DLP policies 

812b may include private networks with access to and/or 
from the Internet. In some embodiments, the networks 812a, 
812b depicted in FIG. 8 may be part of the same network. One 
or both of the networks 812a, 812b can be a wired network, a 
wireless network, a packet switched network, a virtual net­
work, a substrate network, or a managed ( e.g., overlay) com­
puter network as described herein. 

In the illustrative system 800, the source computing system 
804 is presumed to communicate data over the networks 
812a, 812b to the destination computing system 808. Typi­
cally, the destination computing system 808 can also commu-
nicate data over the networks 812a, 812b to the source com­
puting system 804. In a common embodiment, data to be 
exchanged between the computing systems 804, 808 or to be 
written to or read from the network storage 832 can be divided 
into a series of packets. In general, each packet can be con-
sidered to include two primary components, namely, control 
information and payload data. The control information cor­
responds to information utilized by the communication net­
works 812a, 812b to deliver the payload data. For example, 
control information can include source and destination net-
work addresses, error detection codes, packet sequencing 
identification, and the like. Typically, control information is 
found in packet headers and/or trailers included within the 
packet and adjacent to the payload data. Payload data may 
include the information that is to be exchanged over the 
communication network. 

The system 800 also includes a network data transmission 
analysis system 816 that can monitor and/or analyze data 

to monitor data transmitted via the network. The contextual 
information may include information based on a network 
user's organizational structure or services rather than being 
based on network topology. In some implementations, con­
textual information can include information about network 
infrastructure such as, e.g., intended or expected use or 
behavior of physical or virtual computing nodes in the net­
work. 

60 transmitted via the networks 812a, 812b. In some embodi­
ments, the network data sent to the system 816 can be a 
''copy'' of the original network data transmission ( e.g., via 
port mirroring or a virtual switched port analyzer (SPAN) 
port). The network data can have already been forwarded to 

FIGS. 8-12 depict various example systems and methods 
for performing network data transmission analysis. In some 
embodiments, the systems and methods ofFIGS. 8-12 can be 

65 the intended recipient ( e.g., the destination computing system 
808) while or before the network data was sent to the system 
816 for analysis. As such, the network data analyzed by the 
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system 816 might not need to be forwarded to the intended 
recipient if no issues are detected in the analysis performed by 
the system 816. 

The network data transmission analysis system 816 can be 
configured to analyze control information and/or payload 
information in transmitted data packets based at least in part 
on a data loss prevention (DLP) policies set or customized by 
a network user. Generally described, DLP policies may estab­
lish one or more user-specified levels of packet monitoring. In 
one aspect, the DLP policies may be implemented to track, 
reduce, or prevent unauthorized use or transmission of spe­
cific types of information, such as confidential information or 
sensitive information. In another aspect, the DLP policies 
may be implemented to track or implement information con­
trols mandated by statute, regulation, confidentiality or pri­
vacy standards, or industry standards. For example, a DLP 
policy may be used to implement medical privacy standards 
under the Health Insurance Portability and Accountability 
Act (HIPAA), corporate accounting standards under the Sar­
banes-Oxley act (SOX), fraud prevention standards under the 
Payment Card Industry (PCI) data security standards, infor­
mation security standards under the Federal Information 
Security Management Act (FISMA), and so forth. In other 
examples, DLP policies may be set to establish standards for 
protection of confidential information stored or owned by an 
entity, corporation, or organization such as, e.g., trade secrets, 
intellectual property, financial or accounting data, employee 
or customer information ( e.g., personally-identifiable infor­
mation, credit card numbers, social security numbers, etc.), 
and so forth. 

DLP policies may include or otherwise incorporate con­
textual information for an organization. For example, as dis­
cussed herein, a network user ( e.g., a network administrator 
for an organization) may configure or specify network con­
figuration data to include organizational details ( e.g., depart­
mental structure of the organization) such that a virtual or 
overlay network can associate network data transmissions 
(e.g., network packets) as outgoing from or incoming to a 
particular portion of the organization ( e.g., a packet outgoing 
from an accounting department, a packet incoming to a 
human resources group, etc.). An organization may establish 
DLP policies having different security levels based on orga­
nizational affiliation information (e.g., D LP policies for 
employees in human resources departments, accounting 
departments, engineering departments, etc.). For example, a 
DLP policy may establish that all data transmitted from a 
human resources department be analyzed for the presence of 
portions of social security numbers ( e.g., to protect confiden­
tiality of employee information), whereas DLP policies asso­
ciated with an engineering department may not include the 
same limitation due to the lower likelihood that numerical 
data from the engineering department represents portions of 
social security numbers. In some embodiments, contextual 
information is based on a network user's organizational struc­
ture rather than on network topology. Accordingly, some such 
embodiments may be advantageous in that DLP policies can 
track the network as the network grows or changes. 

DLP policies may include contextual information based on 
whether a data transmission is communicated by or received 
by a computing system ( e.g., outgoing versus incoming trans­
missions). For example, to preserve patient confidentiality 
under HIPAA, DLP policies may set higher security stan­
dards for medical records transmitted from computing sys­
tems associated with a medical records department than for 
medical records received by the same medical records depart­
ment computing systems. 

18 
DLP policies may include contextual information based on 

network infrastructure. A network user (e.g., a network 
administrator) can configure or specify network configura­
tion data such that a virtual or overlay network can associate 

5 network data transmissions ( e.g., network packets) as outgo­
ing from or incoming to a particular portion of the network 
( e.g., one or more physical or virtual computing nodes or data 
storage nodes) having an intended or expected use or behav­
ior. For example, the network configuration may specify that 

10 certain portions of the network are used as database servers, 
electronic mail servers, storage devices, etc. A network data 
transmission analysis system can use network infrastructure 
information to determine if a network flow communicated to 
(or from) a portion of the network has attributes expected 

15 from or consistent with a DLP-compliant network flow. As 
one example, the network data transmission analysis system 
may determine whether a network flow associated with a 
database server comprises information consistent with data­
base usage (e.g., database queries) rather than information 

20 that is more likely consistent with an electronic mail server. 
The contextual information of DLP policies may also 

establish amounts of data that is analyzed ( either synchro­
nously or asynchronously). For example, to provide SOX 
compliance, DLP policies may establish that all of the trans-

25 missions originating from a corporate finance department are 
scanned for specific information. However, DLP policies may 
establish that none ( or at least only a subset) of transmissions 
from a corporate shipping department are scanned. 

DLP policies may establish that the network data transmis-
30 sion analysis system 816 analyze transmitted data for user­

specified content, which may, but need not, be based at least 
in part on the contextual information. For example, the con­
tent information of a DLP policy may include information 
about trade secrets from an engineering department, sensitive 

35 financial data from an accounting department, customer 
credit card data from a billing department, etc. In some imple­
mentations, the network data transmission analysis system 
816 analyzes payload data (and/or control information) of 
some or all of the packets for the user-specified content. For 

40 example, some such implementations may use regular 
expression matching to find signatures of user-specified con­
tent ( e.g., credit card information, social security numbers, 
etc.) in one or more data packets. DLP policies may establish 
that the network data transmission analysis system 816 ana-

45 lyze network packets based, at least in part, on any of a source 
IP address, destination IP address, source MAC address, des­
tination MAC address, communication protocol, Ethernet 
type, VLAN identifier, source port, destination port, etc. 

The user that sets DLP policies may, but need not be, the 
50 user of the source and/or destination computing systems 804. 

In some implementations, DLP policies may be set by a 
system administrator on behalf of an organization that pro­
vides access to the source and/or destination computing sys­
tems 804, 808. The system administrator may be required to 

55 have sufficient access privileges to set, change, or disable a 
DLP policy. In some cases, a network can be established such 
that an election to comply with a particular DLP policy pre­
vents a source or destination computing system 804, 808 from 
changing or disabling the DLP analysis performed by the 

60 network data transmission analysis system 816. 
A user with sufficient network privileges may change DLP 

policies implemented by the network data transmission 
analysis system 816. For example, prior to an acquisition or 
merger, a corporation may increase the security level for data 

65 transmitted from a corporate accounting or finance depart­
ment to reduce the likelihood of unauthorized disclosure of 
''insider information'' related to the acquisition or merger. 

IPR2023-01353 Page 00024



US 8,565,108 Bl 
19 

After public disclosure of the acquisition or merger, the cor­
poration may decrease the security level to its usual or normal 
level. 

Users may be charged a fee for the analysis provided by the 
network data transmission analysis system 816. The fee may 
be based on the computing resources used by the system 816, 
on network resources consumed ( e.g., bandwidth, number of 
data flows analyzed, CPU resources, storage size for snap­
shots or event logs, or the like), combinations of the same, and 
the like. 

The network data transmission analysis system 816 can 
take one or more actions upon detecting a data transmission 
that violates one or more DLP policies. As will be further 
described herein, such actions can include tracing packet 
routes, taking a snapshot of or redirecting the network flow, 
firewalling or quarantining a computing system, reducing 
functionality provided by a suspect computing system, pro­
viding enhanced logging or inspection of communications 
from a suspect system, and so forth. In some implementa­
tions, the DLP policy may specify that all network transmis­
sions that meet one or more criteria are to be analyzed. A 
possible advantage of some such implementations is that the 
system 816 can perform such an analysis, because, for 
example, all network flows are transmitted through the virtual 
network under control of the ONM manager system, and all 
network flows can, if necessary, be analyzed according to the 
DLP policy specifications. In some cases, the system 816 may 
communicate a compliance assurance that includes informa­
tion related to the analysis of the network flows ( e.g., amount 
or type of network flows, information on matches to the DLP 
policy, etc.). The compliance assurance may be communi­
cated to a network administrator responsible for the DLP 
policy, a compliance organization, and so forth. 

The implementation ofDLP policies by the network data 
transmission analysis system 800 can advantageously be hid­
den from or abstracted away from the source and/or destina­
tion computing systems 804, 808 in certain embodiments. 
The encapsulation techniques described herein, for example, 
may provide for hiding at least some of the physical path of 
any particular network packet by encapsulating the packet 
before routing it within the substrate network, and then unen­
capsulating it upon further transmission. In this way, in cer­
tain embodiments, the network path (through the system 800) 
can be hidden or abstracted from the source and/or destina­
tion computing systems 804, 808. More specifically, at least a 
portion of the network path utilized to execute one or more 
DLP policies may be abstracted in manner from the source or 
destination such that the implementation of the DLP policies 
may not be readily apparent. 

In some embodiments, the network data transmission 
analysis system 816 is performed at the substrate layer 
described above. For example, a Communication Manager 
module, such as 210 in FIG. 2, can include a computer that 
analyzes network flow. The analysis can also be performed by 
the System Manager modules 210, 260, or 290 on network 
flows to and from computing node A 205a to computing node 
H 255b. Similarly, any of the Communication Manager mod­
ules 320, 322, 324, 326, 420, 422, 526, 602; the Route Man­
agers 336, 424, 510, 610; the System Determination module 
605 can be programmed to implement the network data trans­
mission system. In some embodiments, the analysis is per­
formed on the virtual network. For example, the analysis can 
be performed in a virtual network by logical routers 270a, 
270b, 408, 508 or any other appropriate virtual module or set 
of modules. 

In the embodiment illustrated in FIG. 8, network data trans­
mission analysis system 816 includes data repositories 820, 

20 
824, and 828. In the illustrated embodiment, snapshots of 
network data transmission can be stored on the data reposi­
tory 824, DLP policy compliance logs, event logs, configu­
ration logs, etc. can be stored on the data repository 828, and 

5 a database including bank or debit card issuer identification 
numbers can be stored on the data repository 820 as will be 
further described herein (see, e.g., FIG. 12). In other embodi­
ments, fewer or greater number of data repositories can be 

10 
used. 

FIG. 9 illustrates an example of a network data transmis­
sion analysis system 900 comprising a network data trans­
mission analysis module 912. In this example, a network 
packet 904 intended for a recipient 908 is routed through and 

15 
analyzed by the module 912. In other embodiments, the net­
work packet 904 may be a ''copy'' of the original network 
packet, as discussed herein. The analysis module 912 com­
prises a compliance module 916, a context analysis module 
920, a content analysis module 924, and an audit module 928. 

20 The network data transmission analysis module 912 can be in 
communication with the data repositories 820-828. 

The compliance module 912 may include an Application 
Programming Interface (API) that permits a computing sys­
tem to programmatically interact with the network data trans-

25 mission analysis module 912. As will be discussed with fur­
ther reference to FIG. 10, a network user can use the API to 
communicate a user-specified DLP policy to the analysis 
module 912. The DLP policy can include context data com­
prising a set of context criteria used by the context analysis 

30 module 920 and can include content data comprising a set of 
content criteria used by the content analysis module 924. As 
discussed herein, context criteria can include contextual 
attributes of a networked computing system ( e.g., an organi­
zational department or service associated with a source or 

35 recipient computing system; infrastructural attributes of the 
network such as, e.g., intended or expected behavior of net­
work nodes, etc.), directionality of a network flow ( e.g., 
whether incoming to or outgoing from a networked comput­
ing system), date or time information, or any type of metadata 

40 associated with a network flow. Also as discussed herein, the 
content criteria can include criteria used to identify confiden­
tial information in a data transmission, regular expressions 
for matching patterns of characters, numbers, symbols, etc. in 
a data transmission, source and/or destination IP address or 

45 port, and so forth. 
The DLP policy received by the compliance module 916 

and applied by the analysis module 912 may establish that 
some or all data packets 904 received from one or more 
networked computing systems are analyzed. In the embodi-

50 ment illustrated in FIG. 9, the context analysis module 920 
determines whether the packet 904 matches one or more of 
the context criteria. The content analysis module 924 deter­
mines whether the packet 904 matches one or more of the 
content criteria. As one possible illustrative example, con-

55 sider a DLP policy designed to protect against unauthorized 
disclosure of customer credit card information. The DLP 
policy may establish that outgoing data transmissions from a 
customer billing department are to be scanned for strings that 
match credit or debit card numbers. In this example, the 

60 context analysis module can analyze the network packet 904 
to determine if the packet is an outgoing transmission from a 
computing system associated with the customer billing 
department. In some implementations, the packet control 
information (e.g., header and/or trailer) may be analyzed to 

65 determine whether a match to the context criteria is found. If 
so, the content analysis module 924 determines if the packet 
904 includes a credit or debit card number. For example, the 
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packet payload may be scanned to determine if there is a 
match to a regular expression for credit/debit card numbers. 

In various embodiments, the context analysis and the con­
tent analysis may be performed in serial or in parallel. In some 
embodiments, if a network packet 904 does not match any of 5 

the context criteria ( or content criteria), then the content 
analysis ( or context analysis) is not performed. 

If a network packet 904 matches one or more context 
criteria and one or more content criteria, the audit module 928 
can perform one or more actions to reduce the likelihood of 10 

unauthorized data loss. For example, the actions can include 
one or more of: (1) tracing a packet route to determine the 
originating computing system, (2) storing a snapshot of the 
network flow for archival purposes or for further detailed 
inspection, (3) not forwarding the network flow to its intended 15 

recipient, ( 4) redirecting the network flow to another process, 
virtual machine or physical computer for deeper content 
inspection; (5) firewalling or quarantining a suspect comput­
ing system, ( 6) reducing functionality provided by a suspect 
computing system, (7) permitting only system administrator 20 

level access to a suspect computing system, (8) providing 
enhanced logging or inspection of communications from a 
suspect computing system, and so forth. The actions that are 
selected to be performed can be based, at least in part, on the 
particular DLP policy, on which context criteria were 25 

matched, and/or on which content criteria were matched. 
Continuing with the illustrative example above, if an outgo­
ing data transmission from the customer billing department 
includes a credit card number, the audit module 928 may (1) 
attempt to trace the packet to determine the source computing 30 

system in the customer billing department that originated the 
data transmission and/or (2) not forwarding to their intended 
recipients data packets that include the customer credit card 
number. 

FIG. 10 illustrates an example interaction between a com- 35 

puting system 1004 and a network data transmission analysis 
system 1008 via a network 1012, which can be a substrate 
network, overlay network, packet switched network, the 
Internet, etc. In this illustrative example, the network data 
transmission analysis system 1008 provides an API for net- 40 

work user computing systems to programmatically interact 
with the network data transmission analysis system 1008. 
FIG.10 illustratively shows the computing system 1004 com­
municating a DLP policy via a DLP Policy Request API. In 
some implementations, only computing systems having a 45 

sufficiently high network access privileges ( e.g., a network 
administrator level) can communicate a DLP policy (or 
change or update thereto) to the system 1008 and/or the 
system 1008 may only acknowledge and/or implement DLP 
policies ( or changes or updates thereto) if the requesting 50 

computing system has sufficiently high network access privi­
leges. 

The DLP Policy RequestAPI (1) is communicated via the 
network 1012 and (2) is received by the network data trans­
mission analysis system 1008. The DLP Policy Request API 55 

can include information about the network user's request 
such as, e.g., the details of the DLP policy, context informa­
tion, content information, actions to be performed upon iden­
tifying a possible data loss, etc. The DLP Policy RequestAPI 
can also include information related to the scope of the net- 60 

worked computing systems that whose network flows are to 
be examined, an amount or type of data transmission that is to 
be analyzed, an start time or expiration time for the DLP 
policy, whether network flows or ''copies'' of network flows 
are to be analyzed, etc. The DLP Policy Request API can 65 

include other information such as, e.g., preferences, require­
ments, and/or restrictions related to the network user's needs 

22 
for data loss prevention. For example, the DLP Policy 
Request API can include information related to geographical 
and/or logical location for the computing systems to be moni­
tored, etc. 

In the illustrative example shown in FIG. 10, the network 
data transmission analysis system 1008 communicates a Con­
firmation API (3) via the network 1012 which is ( 4) received 
by the computing system 1004. The Confirmation API can 
include information related to whether the system 1008 can 
grant the DLP Policy Request (in whole or in part). The 
ConfirmationAPI may also include one or more DLP Policy 
identifiers (e.g., keys, tokens, passwords, etc.) that are asso­
ciated with the user's DLP Policy request and that are to be 
used in conjunction with updating or changing the DLP 
policy. The confirmation API can include other information 
such as, e.g., information confirming that the user's prefer­
ences, requirements, and/or restrictions can be met by the 
system 1008. Other types of progranimatic interactions ( addi­
tionally or alternatively) between the network data transmis­
sion analysis system 1008 and the computing systems are 
possible. For example, a request can be received directly from 
a network user ( e.g., via an interactive console or other GUI 
provided by the program execution service), from an execut­
ing program of a network user that automatically initiates the 
execution of other programs or other instances of itself, etc. 

FIG. 11 illustrates an example method 1100 for analyzing 
data transmitted over a network. The method 1100 can be 
implemented by the network data transmission analysis sys­
tem 816 or by any of the other systems described herein. At 
block 1104, a network flow is received. The network flow can 
contain data packets, such as IP or TCP data packets, hand­
shake requests, such as a portion of the three-part TCP hand­
shake or an SSL handshake, or any other appropriate data 
packets. The network flow can be received from a source 
computing system, such as the computing system 804 shown 
in FIG. 8. The entity sending the network flow can be a 
program or computer that is attempting to establish a connec­
tion, attempting to send data, attempting to access a module 
on a web server, attempting to access an API, such as a web 
service AP I, or any other applicable type of entity, performing 
or attempting to perform any applicable action. 

At block 1108, a compliance level is determined based at 
least in part on a DLP policy. As discussed herein, the com­
pliance level can include information related to the context 
and/or content to be analyzed for the network flow. If the 
compliance level indicates that the network flow need not be 
analyzed, the network flow is forwarded to its intended recipi­
ent (if a copy of the network flow is analyzed, then the copy 
need may not be forwarded). If the compliance level indicates 
that some or all of the network flow should be analyzed, then 
at block 1112 the method 1100 can determine whether a 
compliance log should be created or updated. If so, at block 
1116 logging is initiated. The compliance log may include 
event data associated with DLP policy changes, network con­
figuration changes, networked computing systems, user 
accounts, data transmissions, attempts to access data stored 
by networked storage systems, etc. The compliance log may 
be stored on the data repository 828 show in FIG. 8, and may 
be stored as, e.g., a database or flat file. In some implemen­
tations, a webserver-based data retrieval system or content­
addressable storage system is used for accessing or managing 
the compliance log. The compliance log can be used, at least 
in part, to generate audit trails, perform forensics, and verify 
non-repudiation during a compliance audit. In some imple­
mentations, a DLP policy may be applied to the compliance 
log itself, and the method 1100 can analyze changes to or 
attempts to change the compliance log. In some such imple-
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of bank cards to purchase items. Use of such a large database 
advantageously may lead to fewer rejections of valid cus­
tomer bank cards. Accordingly, in some implementations, the 
network data transmission analysis system 800 includes a 

mentations, attempts to change the compliance log are per­
mitted (so that an unauthorized user will think he or she was 
successful in making the change); however, the method 1100 
can keep a copy of the unchanged compliance log (for non­
repudiation) and may elect to monitor activities by the unau­
thorized user more closely. 

At block 1120, some or all of the network flow is analyzed. 

5 data repository 820 that includes a database of valid IIN s. The 
system 800 can analyze data transmissions (e.g., incoming 
data transmissions from customers) to identify a bank card 
and then to determine if the bank card appears to have been For example, as discussed herein, the network flow can be 

analyzed based on one or more context criteria and/or one or 
more content criteria established by the DLP policy ( or DLP 10 

policies). At block 1124, the method 1100 determines 
whether a portion of the network flow matches one or more of 
the DLP policy criteria. If there is no match, at block 1128 the 
network flow can be forwarded to its intended recipient. If 
there is a match to the DLP criteria, one or more actions can 

issued by a valid issuer. 
FIG. 12 illustrates an example method 1200 for analyzing 

bank card information that can be implemented by the net­
work data transmission analysis system 800 ( or other systems 
disclosed herein). The example method 1200 can be based at 
least in part on a DLP policy that includes a bank card policy 

15 associated with identification of bank card information. For 
be performed. For example, the method 1100 depicted in FIG. 
11 may perform one or more of the actions shown at blocks 
1132-1148, which are intended to be illustrative of the types 
of actions that can be performed and not to be limiting. The 
method 1100 may determine which actions to perform based 20 

at least in part on the DLP policy. For example, as discussed 
herein, the network flow may be permitted or denied (block 
1140) or an action requested to be performed by a data trans­
mission may be denied (block 1148). Packet tracing (block 
1136) or enhanced logging of events associated with the 25 

network flow (block 1144) may be performed. Other actions 
may be performed. For example, a portion of the network flow 
may be redirected in the substrate or overlay network to 
components with more robust security features having, e.g., 
additional monitoring functionally, such as a deep-packet 30 

scanning ability, or having limited connectivity to or from the 
rest of the substrate network. 

At block 1132, a snapshot of the network flow may be 
taken. The snapshot can be used for archival purposes or for 
further detailed inspection. A possible advantage of certain 35 

embodiments of the systems disclosed herein is that large 
amounts of data storage can be quickly added to the network, 
so that the snapshot can include large volumes of the network 
flow. In some implementations, a DLP policy may establish 
that a network flow is buffered for a period of time ( e.g., a 40 

number of hours or days) or that a certain volume of network 
flow is buffered ( e.g., a number of terabytes ). If a triggering 
event is identified ( e.g., criteria match at block 1124), 
embodiments of the method 1100 may store at least a portion 
of the buffered network flow in a snapshot for deeper content 45 

analysis of the triggering event or for nonrepudiation pur-
poses. 

The content of data transmissions may include bank card 
information ( e.g., credit or debit cards). The first six digits of 

example, the bank card information may include information 
associated with an IIN. At block 1204, a network flow is 
received which may include bank card information. At block 
1208, the network flow can be analyzed to determine whether 
a portion of the network flow includes bank card information. 
For example, the method may attempt to identify whether a 
portion of the network flow includes one or more IINs. At 
block 1212, the portion of the network flow is analyzed to 
determine whether there is a match to the DLP policy. The 
method may determine whether there are matches to context 
criteria and/or content criteria of the DLP policy. As one 
possible example, a network flow that includes a bank card 
number and is incoming to a sales department may not be 
suspicious ( e.g., it may be associated with a customer's order 
for a product) and may not trigger a match to the DLP policy. 
However, a network flow that includes a bank card number 
and is outgoing from an accounting department could be 
suspicious ( e.g., it may represent potential disclosure of con­
fidential customer information) and may trigger a match to 
the DLP policy. If no match to the DLP policy is found, at 
block 1216, the method permits transmission of the portion of 
the network flow that includes the bank card information. If a 
match to the DLP policy is found, at block 1220, the method 
performs an action based at least in part on the DLP policy. 
For example, the actions can include one or more of: (1) 
tracing a packet route to determine the originating computing 
system, (2) storing a snapshot of the network flow for archival 
purposes or for further detailed inspection, (3) not forwarding 
the network flow to its intended recipient, ( 4) redirecting the 
network flow to another process, virtual machine or physical 
computer for deeper content inspection; (5) firewalling or 
quarantining a suspect computing system, (6) reducing func­
tionality provided by a suspect computing system, (7) per­
mitting only system administrator level access to a suspect 

50 computing system, (8) providing enhanced logging or inspec­
tion of communications from a suspect computing system, 
and so forth. 

a bank card are the Issuer Identification Number (IIN) that 
encode the institution that issued the bank card to a card 
holder (see, e.g., ISO/IEC 7812 standard). To reduce fraud, 
some network users may attempt to verify that a bank card 
number provided by a customer actually was issued by an 
valid issuer. In some cases, the network user may compare the 55 

IIN from a customer bank card to a database of IINs that 
encode valid issuers (''valid IIN s''). A possible disadvantage 

In some embodiments of the method 1200, the method may 
include additional or different actions. For example, in some 
such embodiments, an IIN is extracted from the portion of the 
network flow that includes bank card information. The IIN 
can be compared to a database of valid IINs. As discussed, it 
may be advantage to use a database that includes a large 
number (e.g., hundreds of thousands) of valid IINs to reduce 
the likelihood of rejecting a valid bank card. The IIN can be 
compared to the database to determine whether the bank card 
was issued by a valid issuing institution. If the IIN is valid, a 
requested transaction can be permitted ( e.g., purchase of an 
item from an electronic catalog), and if the IIN is found to be 

of some current systems is that the database of valid IINs 
includes only a subset ofIIN s issued by valid issuers. Accord­
ingly, comparing some valid customer IINs to the database 60 

may lead to a rejection of the card as valid, because the 
issuer's IIN is not listed in the database. In certain embodi­
ments, a network administrator may have a large database of 
valid IIN s. For example, an e-commerce website providing an 
electronic catalog of items for purchase may accumulate an 
extremely large database of valid IINs (and/or invalid IINs), 
because millions of the website's customer use a wide range 

65 invalid, the requested transaction may be denied. Additional 
actions may be taken in some embodiments. For example, if 
the IIN is determined to be invalid, the customer's name, 
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account number, etc. may be stored in a database of fraudu­
lent customers or communicated to appropriate authorities. In 
some cases, the IIN may be determined to be invalid, but may 
represent a valid bank that is unknown to the system. In some 
such cases, further information may be requested from the 5 

submitter of the bank card information to attempt to deter­
mine if the unknown IIN is from a valid bank. 

26 
constraints imposed on the overall system. The described 
functionality can be implemented in varying ways for each 
particular application, but such implementation decisions 
should not be interpreted as causing a departure from the 
scope of the disclosure. 

The various illustrative logical blocks and modules 
described in connection with the embodiments disclosed 
herein can be implemented or performed by a machine, such 
as a general purpose processor, a digital signal processor 

Embodiments of the network data transmission analysis 
systems disclosed herein may include additional or alterna­
tive functionality. For example, some network systems may 
provide access to storage volumes having a large capacity for 
data storage. Data to be stored can be transmitted as data 
packets (e.g., a network flow) via the network (e.g., the net­
works 812a, 812b) and stored on the network storage 832 ( or 

10 (DSP), an application specific integrated circuit (ASIC), a 
field progranimable gate array (FPGA) or other program­
mable logic device, discrete gate or transistor logic, discrete 
hardware components, or any combination thereof designed 
to perform the functions described herein. A general purpose 

15 processor can be a microprocessor, a controller, microcon­
troller, or state machine, combinations of the same, or the like. 
A processor can also be implemented as a combination of 
computing devices, e.g., a combination of a DSP and a micro­
processor, a plurality of microprocessors, one or more micro-

on storage associated with the destination computing system 
808). The network data transmission analysis system 800 can 
analyze data transmitted to the storage volumes and/or 
requested from the storage volumes. In some embodiments, 
the system 800 can use a DLP policy to implement context 
and/or content matching for storage access requests (e.g., 
read/write requests). In some such embodiments, the system 
800 can monitor and/or correlate storage read/write requests 
with network requests for the data from networked computing 
systems. As one possible illustrative example, the network 
storage 832 may store sensitive information ( e.g., corporate 25 

trade secrets or customer or patient data subject to privacy 
regulations). The system 800 can use a storage DLP policy to 
monitor access requests for the sensitive information. The 
system 800 may also use a network DLP policy to monitor 
network requests for the sensitive information so as to provide 30 

a more complete understanding of the sequence of actions 
leading to the access request for the sensitive information. In 
some implementations, separate DLP policies for storage 
access requests and for network data transmissions can be 
used; in other implementations, a single DLP policy can cover 35 

both storage access requests and network data transmissions. 

20 processors in conjunction with a DSP core, or any other such 
configuration. 

The steps of a method, process, or algorithm described in 
connection with the embodiments disclosed herein can be 
embodied directly in hardware, in a software module 
executed by a processor, or in a combination of the two. A 
software module may be stored on any type of non-transitory 
computer-readable medium or computer storage device, such 
as a hard drive, solid state memory, optical disc, and/or the 
like. A storage medium can be coupled to the processor such 
that the processor can read information from, and write infor­
mation to, the storage medium. In some embodiments, the 
storage medium can be integral to the processor. The proces­
sor and the storage medium can reside in an ASIC. The ASIC 
can reside in a user terminal. In some embodiments, the 
processor and the storage medium can reside as discrete com­
ponents in a user terminal. The systems and modules may also 

In various embodiments, network data transmission analy-
sis systems described herein can be implemented as part of a 
data center 100 or 160, on a substrate network 300 or 402, as 
part of a virtual network 401, as part of a logical network 502, 40 

504, or 506, as part of a virtual or physical router, or on any 
other appropriate substrate, physical, virtual, or logical sys­
tem described herein. 

be transmitted as generated data signals ( e.g., as part of a 
carrier wave or other analog or digital propagated signal) on 
a variety of computer-readable transmission mediums, 
including wireless-based and wired/cable-based mediums, 
and may take a variety of forms ( e.g., as part of a single or 
multiplexed analog signal, or as multiple discrete digital 
packets or frames). 

CONCLUSION 

Depending on the embodiment, certain acts, events, or 
functions of any of the algorithms, methods, or processes 
described herein can be performed in a different sequence, 
can be added, merged, or left out all together ( e.g., not all 
described acts or events are necessary for the practice of the 
algorithms, methods, or processes). All possible combina­
tions and subcombinations are intended to fall within the 
scope of this disclosure. Moreover, in certain embodiments, 
acts or events can be performed concurrently, e.g., through 
multi-threaded processing, interrupt processing, or multiple 
processors or processor cores or on other parallel architec­
tures, rather than sequentially. 

The various illustrative logical blocks, modules, and algo­
rithm steps described in connection with the embodiments 
disclosed herein can be implemented as electronic hardware, 
computer software, or combinations of both. To clearly illus­
trate this interchangeability of hardware and software, vari­
ous illustrative components, blocks, modules, and steps have 
been described above generally in terms of their functionality. 
Whether such functionality is implemented as hardware or 
software depends upon the particular application and design 

Conditional language used herein, such as, among others, 
45 ''can," ''might," ''may," ''e.g.," and the like, unless specifically 

stated otherwise, or otherwise understood within the context 
as used, is generally intended to convey that certain embodi­
ments include, while other embodiments do not include, cer­
tain features, elements and/or states. Thus, such conditional 

50 language is not generally intended to imply that features, 
elements and/or states are in any way required for one or more 
embodiments or that one or more embodiments necessarily 
include logic for deciding, with or without author input or 
prompting, whether these features, elements and/or states are 

55 included or are to be performed in any particular embodi­
ment. The terms ''comprising," ''including," ''having," and the 
like are synonymous and are used inclusively, in an open­
ended fashion, and do not exclude additional elements, fea­
tures, acts, operations, and so forth. Also, the term ''or'' is used 

60 in its inclusive sense ( and not in its exclusive sense) so that 
when used, for example, to connect a list of elements, the term 
''or'' means one, some, or all of the elements in the list. 

While the above detailed description has shown, described, 
and pointed out novel features as applied to various embodi-

65 ments, it will be understood that various omissions, substitu­
tions, and changes in the form and details of the devices or 
algorithms illustrated can be made without departing from the 
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spirit of the disclosure. As will be recognized, certain 
embodiments of the inventions described herein can be 
embodied within a form that does not provide all of the 
features and benefits set forth herein, as some features can be 
used or practiced separately from others. No element or fea- 5 

ture is necessary or indispensable to each embodiment. The 
scope of certain inventions disclosed herein is indicated by 
the appended claims rather than by the foregoing description. 
All changes which come within the meaning and range of 
equivalency of the claims are to be embraced within their 10 

scope. 
What is claimed is: 
1. A method for analyzing data transmitted through a vir­

tual network, the method comprising: 
under control of a virtual network comprising a substrate 15 

network associated with an overlay network, the sub­
strate network comprising a plurality of physical com­
puting nodes, the overlay network at least partially simu­
lated by the substrate network, 

configuring the virtual network based at least in part on a 20 

DLP policy that includes context criteria and content 
criteria, the context criteria comprising information 
about organizational structure or services of a user of the 
virtual network, wherein the configuring comprises 
associating the information about the organizational 25 

structure or services of the virtual network user with at 
least one of the substrate network and the overlay net­
work; 

receiving a network flow transmitted via the virtual net­
work, the network flow comprising information related 30 

to the information about the organizational structure or 
services of the virtual network user; 

analyzing the network flow to detect a first subset of the 
network flow that includes matches to at least one of the 
context criteria; 35 

analyzing the first subset of the network flow to detect a 
second subset of the network flow that includes matches 
to at least one of the content criteria; and 

performing an action on at least a portion of the second 
subset of the network flow. 40 

2. The method of claim 1, wherein the DLP policy is 
associated with a policy related to statutory or regulatory 
compliance. 

3. The method of claim 1, wherein the context criteria 
comprise information about one or more departments of the 45 

organizational structure. 
4. The method of claim 1, wherein the context criteria 

further comprise information associated with network infra­
structure related to intended or expected use or behavior of 
the computing nodes of the virtual network. 50 

5. The method of claim 1, wherein the content criteria are 
associated with confidential information of the network user. 

6. The method of claim 5, wherein the confidential infor­
mation comprises a trade secret or financial information. 

7. The method of claim 1, wherein the content criteria are 55 

associated with confidential information of a customer or 
client of the network user. 

28 
10. The method of claim 7, wherein the confidential infor­

mation comprises a medical record. 
11. The method of claim 1, wherein the network flow 

comprises a plurality of network packets, each network 
packet comprising control information and payload informa­
tion. 

12. The method of claim 11, wherein analyzing the net­
work flow to detect a first subset of the network flow that 
includes matches to at least one of the context criteria com­
prises analyzing the control information of a network packet. 

13. The method of claim 11, wherein analyzing the first 
subset of the network flow to detect a second subset of the 
network flow that includes matches to at least one of the 
content criteria comprises analyzing the payload information 
of a network packet. 

14. The method of claim 1, wherein performing the action 
comprises at least one of: (1) tracing a network route taken by 
the at least a portion of the second subset of the network flow, 
(2) storing a snapshot of the at least a portion of the second 
subset of the network flow, (3) permitting or denying the at 
least a portion of the second subset of the network flow, ( 4) 
logging event data associated with the at least a portion of the 
second subset of the network flow, and (5) redirecting the at 
least a portion of the second subset of the network flow. 

15. The method of claim 1, further comprising receiving 
the DLP policy from the user of the virtual network. 

16. The method of claim 15, wherein the virtual network 
provides an Application Prograniming Interface (API) for 
programmatically interacting with the virtual network, and 
wherein receiving the DLP policy comprises receiving the 
DLP policy via theAPI. 

17. The method of claim 16, further comprising, in 
response to receiving the DLP policy, communicating confir­
mation information via the API. 

18. A system for analyzing data transmitted through a 
virtual network, the system comprising: 

one or more physical computing devices configured to: 
associate virtual components of a virtual network with one 

or more computing nodes of a substrate network, the one 
or more computing nodes of the substrate network con­
figured to at least partially simulate operation of the 
virtual components; 

associate a data loss prevention (DLP) policy with at least 
one of the substrate network and the virtual components 
of the virtual network, the DLP policy specifying con­
text criteria and content criteria, the context criteria 
comprising information about organizational structure 
or services of a user of the virtual network; 

receive a network flow transmitted via the virtual network, 
the network flow comprising information related to the 
organizational structure or services of the virtual net­
work user; 

analyze the network flow to detect a subset of the network 
flow that includes matches to at least one of the context 
criteria and at least one of the content criteria; and 

perform an action on at least a portion of the second subset 
of the network flow. 

8. The method of claim 7, wherein the confidential infor­
mation comprises a bank card number or a social security 
number. 

9. The method of claim 8, wherein the confidential infor­
mation comprises a bank card number, the method further 

19. The system of claim 18, wherein the context criteria 
further comprise information associated with network infra-

60 structure related to intended or expected use or behavior of 
the computing nodes of the virtual network. 

• • compr1s1ng: 
determining an Issuer Identification Number (IIN) from 

the bank card number; and 
comparing the IIN to a database comprising IIN s for valid 

issuers of bank cards. 

20. The system of claim 18, wherein the network flow 
comprises a plurality of network packets, each network 
packet comprising control information and payload informa-

65 tion. 
21. The system of claim 20, wherein the system is config­

ured to analyze the control information of the network packet 
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to detect the subset of the network flow that includes matches 
to at least one of the context criteria and at least one of the 
content criteria. 

22. The system of claim 20, wherein the system is config­
ured to analyze the payload information of the network packet 5 
to detect the subset of the network flow that includes matches 
to at least one of the context criteria and at least one of the 
content criteria. 

23. The system of claim 18, wherein the action comprises 
at least one of: (1) tracing a network route taken by the at least 
a portion of the second subset of the network flow, (2) storing 
a snapshot of the at least a portion of the second subset of the 
network flow, (3) permitting or denying the at least a portion 
of the second subset of the network flow, ( 4) logging event 
data associated with the at least a portion of the second subset 
of the network flow, and (5) redirecting the at least a portion 
of the second subset of the network flow. 

24. A method for detecting bank card information in net­
work data transmissions, the method comprising: 

10 

15 

by a computer system comprising one or more physical 20 
computing devices, the computing system configured to 
associate virtual components of a virtual network with 
one or more nodes of a substrate network, the one or 
more nodes of the substrate network configured to at 
least partially simulate operation of the virtual compo- 25 
nents, 

analyzing a network flow based at least in part on a data loss 
prevention (DLP) policy of a user of the virtual network 

' the DLP policy comprising a bank card policy associated 
with identification of bank card information the bank ' 30 
card information comprising information associated 
with an Issuer Identification Number (IIN); 

detecting a portion of the network flow that includes 
matches based at least in part on the bank card policy; 
and 

30 
performing an action on the portion of the network flow 

based at least in part on the DLP policy. 
25. The method of claim 24, wherein the action comprises 

at least one of: ( 1) tracing a network route taken by the portion 
of the network flow, (2) storing a snapshot of the portionofthe 
network flow, (3) permitting or denying the portion of the 
~etwork flow, ( 4) logging event data associated with the por­
tion of the network flow, and (5) redirecting the portion of the 
network flow. 

26. The method of claim 24, wherein detecting the portion 
of the network flow that includes matches based at least in part 
on the bank card policy comprises: 

comparing the portion of the network flow to data compris­
ing a plurality of IIN s associated with valid issuers of 
bank cards, and wherein the comparing is used to deter­
mine whether an IIN included in the portion of the net­
work flow is associated with a valid issuer. 

27. !he method of claim 26, wherein the data comprising a 
plurality of IIN s associated with valid issuers of bank cards is 
obtained by analyzing bank card information provided by 
customers of an e-commerce system. 

28. The method of claim 27, wherein the e-commerce 
system provides an electronic catalog of items, and the bank 
card information provided by customers is used to obtain 
items from the electronic catalog. 

29. The method of claim 26, further comprising: 
if the IIN is associated with a valid issuer, flagging the bank 

card as valid; and 
if the IIN is not associated with a valid issuer, flagging the 

bank card as invalid. 
3 O_. The method of claim 29, further comprising, if the bank 

card 1s flagged as valid, permitting a transaction for which the 
bank card is used to provide payment. 

* * * * * 
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